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WASHINGTON--Many Americ-
ans do ot realize their privacy
is being invaded by the Retail
Credit Company, a private sno-
oping agency that has collected
es 06 nluie tha 49 1iilivn
Arerican families.

With a network of over 300
branch offices. in the United
States, Canada and Mexico and
a staff of over 7,000 inspectors,
Retail Credit probes into the
intimate aspects of a perscn's
life :

Then it churns out a report,
which may be inaccurate but
can nevertheless determine
whether the unsuspecting person
will get' a job, insurancc or
credit.

Congressional  investigations
have not dampened retail credit
enthusiasm for playing surveill-
ance gawmes and sclling their
findings to insurance companies,
credit card firms, retail busin-
esses and other clients.

Lately, however, the Oklahoma
Attorney General's office, the
Federal Trade Commission
(FTC) and Ralph Nadar have
been studying Retail Credit’s
practices.

In Oklahoma there is an
enlightened statute which is
strangely missing . even in
states with consumer-oriented
reputations.

It requires any-
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By Jack Anderson

one about to submit a credit
report to a retail business
concern to first send a copy to
the parson involved.

Retail Credit, in some states
al least, nas aisv auegewy vio-
lated that part of the new federal
Fair Credit Reporting Act
which requires tham and other
private credit snoopers to let
people find out what informat-

fon is in their credit file.

TABLES TURMNED

Now we have turned the tab-
les on Retail Credit and have
done some investigating of
our own., .

Insiders slipped us the comp-
any’sprivate‘‘InspectorManual,”
their “Manager Manual” and
the forms used by Retail Credit
inspectors in their day-to- day
rounds.

We have a]so collected data
from those who are in Retail
Credit’s files, spoken with Retail
Credit’s workers, and even run
a test on material in Retail
Credit’s fles on us. These are
the results of our investigation:

We find hard-pressed inspec-
tors are often assigned a daily
caseload of from 10 to 15 people
to investigate, hardly an enco-
uragement  for  painstaking
reporting.

If a health or life insurance
applicant is being investigated,
the inspector will delve into that
person’s finances, occupation,
driving record, hobbies, health,
drinking habits, family environ-
ment and reputation, including
home, social and club life.

The inspector’s method usua-’

ly is the “‘neighborhood check”
which mcans most of the infor-
mation acollected is obtained
from neighbors who now the
person being investigated and are
willing to talk, but who may
provide false and malicious
gossip.

H. E. Nichols, vice preudent
in charge of public affairs for
Retail Credit told Gay Cook,
my investigator, that, “Inspect-
ors make every possibie. effort
to interview the person being
investigated.”

DO, BUT DON'T )

We found, however, that some

Retail Credit inspectors make
little or no effort to reach those
being investigated. The Inspec-
tor Manual bears us out, stating
plamly that inspectors shoutd

Chadan o oo invetigate inosuh
a manner that the applicant
or insured will not learn of the
investigation.”

Retail Credit also instructs its
inspectors to come up with a
“quota’ of protective-that is
averse--information  on - “the
hapless citizen. In fact, inspec-
tors must fill out a daily form
showing just how much protective
information they have culled.

They must also report the
percentage of cases in which
they recommend denial of an
applicant’s bid for a job, insur-
ance or a credit rating.

This appears inconsistent with
the Fair Credit Reporting Act’s
demand for accurate reporting
because it tends to put pressure
on the inspector to write
adverse reports.

Retail Credit also has a bonus
plan to drive the inspectors to
even greater production.

The major injustice to the
consumer is that the consumer
is that the Fair Credit Reporting
Act dos not compel Retail
Credit to let you examine your
own file or to divuige medical
information they have collected.

Footnote:  When one of my
reporters called Retail Credit
in Washington they courteously
readhimhisfileafterverifyinghisid
errors which were corrected
on the spot: one, the number
of cars he owned; two, it had
him once working at the wrong
job; three, it listed his deceased
father as living. Although the
errors weren'tserious, if they had
been made on finances, health
or drinking habits it could have
destroyed his chances for a job,
insurance or a good credit rat-
ing. The most frightening as-
pect of the file was how much
correct information Retail Cre-

dit had discovered about his '

income, hcalth, appearance,

- relationship with his family,

traffic record and financial con-
dition.



he mmﬁ of Privacy

“71TH 1971 has come increasing
frecognition of the individual
at of privacy, but also the tech-
ogical mecans to invade—possibly
nullify—that right.

The technology developed to cure
- ills of civilized men has created its
n social problem—*“the painfully
ailiar problem of a technology that
; outstripped our knowledge of how
use and control it.”

This problem that Yale law profes-

“The right to be lot zlone-is the Fight most valued by civilized men,

r Joseph W. Bishop, Jr. saw in re-
nciling privacy rights with the use
electronic surveillance in criminal
ses, is equally relevant for the wide-
read private and public information-

thering recently revealed during’

arings of the Senate Subcommittee
Constitutional Rights.

In the name of “efficiency” and “se-
rity”—an excuse for legal wiretap-
ig already challenged in U.S. federal
urt in California for its broad appli-
tion to cases of domestic organiza-
ms suspected of subversive acti-
ies—the federal government has
un a web of surveillance activities
it threaten not only our con-
tutional right of privacy but free
litical expression itself.

One civilian target of Army in-
lligence, Scnator Adlai Stevenson III
).-1IL.) railed: “Spying and snooping
d data banks profits no one—except
: revolutionaries. It lends credence
their charges that ours has become
unjust and repressive society.”
Whether the hackneyed spectre of
¢ Brothér is looming over the
nerican public may yet be a pre-
ature question. Nevertheless, can we
iore the threat of a government
med to the hilt with“unforgetting”
‘mputers, declaring data banks the
nacea of effective law enforcement,
d using sweeping non-guidelines to
strict what information is finally col-
cted and processed?

The Justice Department firmly de-
nds its right to engage in widespread
rrveillance—usually coordinated with
¢ Federal Bureau of Investigation
1d the Secret Service, not to mention
ate  and local law enforcement
sencies whose intelligence capabilities
wve  been  enormously fostered
rough grants from the Justice De-
irtment’s Law Enforcement Assist-
1ce Administration.

Assistant Attorney General William
. Rehnquist of the Office of Legal

farch/ April 1971

Counsel, told the subcommiittee:

“We believe that full utilization of
advanced data processing techniques is
by no means inconsistent with the
preservation of personal privacy.

. I think it quite likely that
self-discipline on the part of the Exec-
utive branch will provide an answer to
virtually all of the legitimate com-
plaints against excesses of information
gathermg

“ .. The Department will vigor-

v

rials of tyranny.”

Proliferating articles and books
alert the average citizen to the dossiers
upon dossiers marking his life from
infancy through aduithood, following
him everywhere he gees, and threat-
ening to undermine his next job appli-
cation or credit rating. Paranoia—
haunting and real—pervades the land,
as each new disclosurc widens the
known data base.

But Dr. Alan F. Westin, Columbia

rs

~Justice Louis B, Brandels, 1928

ously oppose ~any lecgislation which,
whether by opening the door to un-
necessary and unmanageable judicial
supervision of such activities or other-
wise, would effectively impair this ex-
traordinarily important function of
the federal government,” Rehnquist
maintained.

While the Justice Department
would skirt any real limitation in ex-
ploiting its full law enforcement pow-
ers, Secretary Elliot L. Richardson of
the Department of Health, Education
and Welfare sees the potential danger
inherent in indiscriminate information
gathering. Testifying about his depart-
ment's confidential Social Security
data banks, Secretary Richardson
pointed out:

“The potential for invasion of
privacy or breach of confidentiality of
information lies not in the use of the
number itself, but rather in how the
organization uses computerized collec-
tions of data which are indexed by the
number.”

“. . . Government,” he added, “is
not the owner of information on indi-
viduals but only the trustee. As
trustee, it must honor its fiduciary re-
sponsibility, using the information for
the benefit of society and in the man-
ner authorized by its individual
owner.”

At issue, then, is the question of
control of the data, and the individ-
ual’s complete ignorance of who is
watching, what they are seeing and
how that information once compiled
will be used.

The computer has put special stress
on a society devoted both to science

.and liberty. In expanding our knowl-

edge, and capacity for knowledge, it'is
also capable of producing a terroriz-
ing state of information overkill.

As Senator Charles Mathias, Jr.
(R.-Md.) noted: “If knowledge is
power, this encyclopedic knowledge
gives the government the raw mate-

University professor of law and gov-
ernment and director of a National
Science Foundation study on the po-
litical implications of data bank files,
refutes Ralph Nader's warning that
the computer will turn us into “a na-
tion of slaves.”

Westin maintains: the very comput-
ers that threaten constitutional free-
doms can be programed, with slight
alterations, to provide better protec-
tion of privacy and individual rights
than existed before the electronic age.
They could discard and erase all crim-
inal records after five years of good
conduct or make it impossible to get
out of computer storage a piece of in-
formation without gencrating a record
that someone has asked for that infor-
mation, and who has asked and why.

“Computers,” he added, “even
make it possible to have direct, auto-
matic notification to the subjects,
themselves, that their records have
been opened and queried.”

The security-privacy controversy
demands full and fair discussion. Yet
efforts to weigh the benefits of a com-
prehensive  surveillance  system—in
fighting our exploding crime rate, for
instance—against the potential dan-
gers of the computer’s ubiquity often
encounter reluctance on the part of
surveillance proponents to enter de-
bate. Does this silence of the Defense
and Justice Departments represent the

"courage of conviction, not to be

daunted in the full exercise of their
law enforcement powers, or a political
reaction to civil libertarians and strict
constructionists alike who challenge
the extent of those powers in this un-
controlled sphere?

In any case, TRIAL asks: Are not
controls evidently necessary when the
use, misuse, overuse and abuse of data
collected to safeguard democracy
could conflict with basic democratic
ideals upon which our country is
founded? ]
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But these new devices have accorded those who controj
government increased power to discover and record immu-
tably the activities, thoughts and philosophy of an individ-
ual at any given moment of his life,

The government can now take note of anything,
whether it be right or wrong, relevant or not, and retain it
forever. Every person’s past becomes an inescapable part
of his present and future.

The computer never forgets. :

The new techinclogy Lias waade it Lietaily Lupossivie for
a man to start again in our society. It has removed the
quality of mercy from our institutions by making it impos-
sible to forget, to forgive, to understand, to tolerate. When
it is used to intimidate and to inhibit the individual in his
freedom of movement, associations, or expression of ideas
within the law, the new technology provides the means for
the worst sort of tyranny. Those who so misuse it to aug-
ment their own power break faith with those founders of
our Constitution who, like Thomas Jefferson, swore upon
the altar of God eternal hostility against every form of
tyranny over the mind of man.

These developments are particularly significant in their
effect on the first amendment to our Constitution.

No longer can a man march with a sign down Pennsyl-
vania Avenue and then return to his hometown, his iden-
tity forgotten, if not his cause.

No longer does the memory of the authorship of a polit-
ical article fade as the pages of his rhetoric yellow and
crumble with time.

No longer are the flamboyant words exchanged in de-
bate allowed to echo into the past and lose their relevance
with the issuc of the moment which prompted them.

No longer can a man be assured of his enjoyment of the
harvest of wisdom and maturity which comes with age,

“when the indiscretions of youth, if noticed at all, are

spread about in forgotten file cabinets in basement ar-
chives.

Instead, today, his activities are recorded in computers
or data banks, or if not, they may well be a part of a great
investigative index.

Some examples come readily to mind:

e The Civil Service Commission maintains a “security
file” in electrically powered rotary cabinets containing 2,-
120,000 index cards. These bear lead information relating

the final answer: The People in Contro]

by U.S. Senator Sam J. Ervin, Jr., (D.-N.C.), Chairman Senate Subcommittee on Constitutional Rights

MODERN TECHNOLOGY has created unique resources
capable of defeating at will the constitutional prin-

. ciples on which our freedoms are based.

Through the development of computers, data banks and
telecommunications systems, government now has the
means to satisfy easily its boundless curiosity about private
citizens.

To be sure, recordkeeping is nothing new in the history
of government; nor, indeed, is the habit all governments
and all societies have of surveillance, blacklisting and
subtle reprisal for unpopular poitical or social views.

Men have always had to contend with the memories of
other men, . ‘
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to possible questions of suitability involving loyalty and
subservice activity. ’

The lead information contained in these files has been
developed from published hearings of congressional com-
mittees, State legislative committees, public investigative
bodies, reports of investigation, publications of subversive

rganizations, and various other newspapers and period-
icals.

This file is not new, but has been growing since World
War II. The Commssion has found it a reasonable, eco-
nomical and invaluable tool in meeting its investigative re-
sponsibilities. It is useful to all federal agencies as an im-
portant source of information.

TRIAL Magazine
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Y HARLIE GREEN isn't his rcal name. But Charlie’ t,gro'o;.. ~, tiong] Regord, ""_‘Fmdnccs and “Legal Record.” But under
h lem is real. He has been living with it since 1952 ?eg:_" .;fw QLQ qtufn —9“ Je these nightmarish i *. 3y "Z" '," o f",’: *
lc didn’t know what his prom\.m was until five years later, aid tc;"hw\c been dlshononh_!y dmvh.ng «d from i
i:d now, some ninc years sxm 12 gssdipystill has not Armv ” { - = T T T LT
cked it. _ o While living in an apartm; nt y 8 a IL I)
What really hurts is this: it wasnt Charlic’s fault that woman newhbor complained "oout a ﬁms) “parity " in”
rroneous information got into: ch"\racur CI‘Cdlt report on Charlie's apartment, cglleg the po fice. After the police left,
im. i1 A FURCH the woman said Ch”uhc dnid ki wife came to her apart-
Charlie Green's privacy was sshattered, and it nearly ment, cursed her 4 ﬁspxt-m-h:.r fi ec.
attered hns life. It has cost hxm moncy in lost mcome and e The Iandlogd said he was olaca' when Charlie moved.

» attorne f‘eq ) : 0 The facts werd, thes )

His tra(‘v’zlsc storyjcq]\c “ou tne 114)' 9u9 'm _J‘l.:.i q 3 Qc i IJEM(] \i‘fgloz‘oubq \\. "‘Y 1PJS J @ 3 9
efore my] Sq,bc:mm.gec‘,on F:‘;n'w'\cr“_] Fpstitugions. 14“”1” 1 ‘j ’}hn pﬁmﬁbm \uonk"ln v“ regognized pest and, sev-
hich devgloped th |r Credit \Re‘por[]na Act, swncd in { ml"p&,raons “hadl mowd lrcrt tn<, § Triment ‘bun:hr.»v .S
w and Eff3 txi A[,nl 3 911 ngofLssc} ;\L'}‘l ﬁ 3 Cxu'b ol Ucr'\Cl itie 31 é i ore - e*lhngﬂh.y Wis 3eg

E estin, director of the Center" m American Liberties, Lé cuspcl 5t om(7 ill ac hatlic’ ad —is *wife had! brought?
1 wo

mbia University, told Chmhe s story, which was corrobo- suit to restrain the woman from harrassment. The woman
ated by ]\"blﬂc)‘) 1S c}\: e & r)te"cor\u“}ttce s;st } fi ed A CTESs -suit. l%ut both smts wcge v1thdmwn at thc
estin chi se*"ih\. udo.:ym L.}'U‘x'!C‘UI«.‘CIHtO-pIOtCV{ 2 Snoc.aouu U} md_bo:f\ tto_&nus ! L 24

cal man. ° Thc landlorc; gave Charlie a letter Saying he and his
After gmdul ting, fmgn An gastern nnwersn ity in the e1rly ... wife had been pcricclly satisfactory tenants,

950s, Chgrlig Ceg) ch vcr} Ly CJ‘SJ] UC r'.\m Wi rl\ﬂdq Tﬁea'\s ofishi1g) a™pct Sof7) e fprerc Iployment dn-g
for a m'mancment consu][ma ntm, then sc?[ led owtlé) bb -J \\.slwa Vé) erUF Bthu ormfna ’Xn(;}a'ﬂ? _,_)ed’s“osj]uht“-r
: ind a desk in a large insurance company ones—was that it}dealt on]y with the year 1961. There was
He masied end b'wgm re! 1n f‘ pn' ftf‘r fo'lr ab u h1’ n,putat on, for years since then, and ap-
ears, he \H,DSIYMO Jl]t.a worl! LJ\lh qulp gmz;\r. arﬂf‘y }:rojﬂtl) Pgétc P \u,nl!sn \(L,tc. CI"}CL}/‘\;)] «‘rt'bo }ls toj,
rer, but because of a merger, he was soon out of a job. alk to anyone ot ner [} Clx)t, complaining nct vhbm—not
I.ood recgmmendations, 3howevgr . plus an ungrcccdented even the]andlord PUNGHES
gh scorg) q) J Q)(iou 1 jigin Jnd aptifady & ("’th rpciy fasim Ad: fzh‘.'m'*st"bmm‘alc—'
inded him a jobw 1thalargt. nauoml ma'\uf'T}ctLéi’rcr 9 J J ﬁ)n }m”th» chchtgmvutlnatm:D}lsxAc'3 ) J D
g All seemed right with Charlic Green. “All T want thgm to do is clear my name, to ihO\V me a
About ﬂw'“elx“nf"sr wln.‘tm«"‘}ov*e\ ar, hisssalgs ganagera gm cleag - .poytﬂ.gmci tg tell mey Wh)lCh ()(,\okld bc,)L cmploycrs
alled hing mto)h:.J oificd “n acQqudeﬂlmc Sf 7\'1] 3 ‘} tDe;D* g/w(u(‘,rc) )151 ropegts’ ‘to 7 Ghiyliyse 1(’ TE I IV)
bout some important information on his application form. “They fefused to o that on a nc:ﬁomt«,d basis so T uad to
Je had not Ixed Charlie averred, and if the sales manager sue.’

would thI}nr \\71'1.71h’7m71tt r ns‘}:e;m’jd‘jleﬂ1u'~‘fJ ‘i 7 ;Z "‘u"] 2 ! ]?'OL‘S 13 siillsurry \.tt‘cdv As ?hﬂhc $TIS,
The manager saxd ﬂc cou lud't’redea thc mfmm’ftlon” Xper..n “afcrime wzim ts cmy- J ]
ind that Chatlie should “co ne clean.” Charlie could not, Had Charliec Green's demoralizing e\purlence been an

f course, for-he '\rknntl‘;d p A xce) tlgn we n)l“ht be able_to, “tsk.” “tsk.” it away. But.
? ! id L\&‘}ll:}(i'l'llengo 'DL8d3 33 { AN Tihrhe Dovkc it )

The sqluﬁ niande giewsca codesaty |b\,, Jni, tcv«l sargng shov.ed jit _we H x_th’l
working conditions intolerable and finally resigned. exception; abUSLS ‘occur often cnoucrh to have requm.d leg- -

He applud to nnny big ﬁrm< but Just whcn it Iooked as islation.
if he had £ JO ﬂc. \\f‘ov}l e })n C\CLSC '\ hin} dl d} :) '7}"\(“th‘ oW "n‘ & bReiny cf“:chm"l“G“\ Charlie~coldny
‘he job slxpp;‘d 1\v \Ln.ﬂx ir foun? s\ rmvc unc:\]) Hngg 'h”miclr’ fo% 1t‘ ovzdc{' II'TI\J‘TIUJO{riC
kmaller colny n) a ]ess ba f Hl. ﬁcpt ipp '15" 3 i.)lxmmr” 13 p}o debibn?, S tz~pemoq 1aredd MIWN2AST Slel ;t,'rm.n
ﬂrms a]\vays without success, always wnthout a clean-cut ance or emplo'y'ﬁ/lcnt because of an unfavorable credit re-
Explmnationsastov hydresvas nothiredsesra rroermmmmems mmeemspartbadnfemed-ofthatalon s with.the. name. and.address ..

In 1967 the personnel manager of a national consumer of the reporting agency.
product firm inadvertently told Chame he failed to pass a With the rapid computerization of the credit reporting
pre-employment investigativc check. industry the chances increase for erroncous reports. Cases

“I just can’t hire you,” the personnel manager said. “I similar to Charlie Green’s could multiply, although, be-
don’t think any company in the industry will hire you with cause of the new law, perhaps they will not be as pro-
that report.” tracted.

“What kind of report?” Charlie asked. There is a maxim in cybernetics: garbage in. garbage

He wasn’t told. The manager said: “I really shouldn’t out. If errors are fed into computers, errors will be in the
have said what I did and I just can’t tell you any more.” print-outs.

“I felt an absolute trembling fear for my family and Ask any of the hundreds of persons who have written
myself,” Charlie later told Westm “What was I accused of? me complaininf’ about billing errors made by computers.
How was this situation ever to be resolved?” There is a lot of garbage to be kept out of the compuiers.

Charlie learned that one firm did most of the pre-em- Computers storing buymo and bill-paying information
ployment investigations in his field. A friend agreed to ob- cause enough inconvenience. Computers storing bits of pri-

- tain a report on him just as if he had applied for a job with vate mformatlon about millions of consumers in this coun-
his (the friend’s) company. Charlie finally saw the report try can—and do—cause personal tragedies.
in September 1967-—five years later. How extensive is the use of computers by credit bureaus
He “passed” the sections labeled “Employment-Educa- and other credit reporting agencies?
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JE SEE MOVIES like “Seven Days in May.” “Z.” and
“ those about Hitler's Germany in World War I1, and
we smugly congratulate ourselves that none of this could
happen in our beloved country.

Except that it could be happening right now. Right now
someone could be tapping your telephone, screening your
mail, watching your family or your office staff or your
public officials.

A funny thing happened to me on the way to preparing
this article. I found out I was sharing my privacy with the
Army. The first trickle of intormation about the Army's
pernicious practice began to leak out of the vast military
burcaucracy late in 1969, Christopher Pyle, a former
Army intelligence officer, wrote a long, detailed and thor-
oughly documented article for the Washington Monthly
magazine describing the widespread use of undercover
agents by Army intelligence to monitor civilian political
activities.

° pl f'vsrlr*,é",,"‘
soclely’s thrents

by U.S. Representative Abner J. Mikva (D.-111.)

7
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Although various excuses and justifications were offered,
it was clear from the beginning there was absolutcly no
sanction, either in 'law or in the traditions of this nation,
for this kind of military snooping. Pyle’s disclosures were

followed finally by promises to cease further secret spying -

on civilians and to destroy existing files on domestic politi-
cal activities. The sincerity of these promises may be judged
from events in the ensuing months.

In December an NBC Special Report revealed that secret
military agents had actually been present on the floor of
the Republican and Democratic conventions in Miami and
Chicago. This revelation, toe, was followed by a spate of
denials from high-level civilian-officials in the Department
of Defensc that any such activities by military personnel
had been authorized.

This left two possibilitics: either thesc high-level civilian
officials were being deceived by their subordinates about
the nature and extent of military spying, or these officials
were willfully misrepresenting the existence of authorized
military spying. In either case, some investigation should
have been conducted. Apparently, none ever was.

That report convinced former Army intelligence agent in
Chicago, John M. O'Brien, to come forward with his hair-
raising story of Army surveillance of civilian politics and
elected public officials. Mr. O'Brien has responded to a
higher kind of patriotism, a patriotism which requires citi-
zens to speak out against the illegal usurpations of their
government,

John O’Bricn’s revelations have profoundly shocked the
people of Illinois and the pcople of this nation. What those
revelations made plain is that military authorities have not
limited themselves to surveillance of alleged “radicals” or
violent demonstrators. The Army high command has de-
cided that even elected officials—the very establishment it-
self, if you will—contain among their ranks persons who
must be “watched,” or whose activities must be “monitored.”

Among those untrustworthy souls who needed these spe-
cial attentions were a candidate for the U.S. Senate, a sit-
ting member of the House of Representatives, a former
governor of Illinois and present member of the U.S. Court
of Appeals for the 7th Circuit, and at least two members
of the Chicago City Council. In addition, they were watch-
ing lawyers, newspapermen, television newscasters, teach-
ers, philanthropists, and Republicans, They even made sure
that there was no racial discrimination in the surveillance
and included civil rights leaders and other black citizens.

20

miTary Slew

.

What were the criteria for such surveillance? According
to Mr. O'Brien, they were people who were outspoken
against the war, people who belonged to peace organiza-
tions, people who criticized the President on matters either
foreign or domestic. In short, it aimed at active citizens.

The implication of the O'Brien disclosures and those
which preceded them are overwhelming, How many candi-
dates for Congress, for governor, for mayor, for city coun-
cil, for state legislature, for any public office, have been
subjected to this unworthy scrutiny? Fow many privats
citizens will in future years be detorred from participating
in the political process—the lifeblood of a free society—by
fears of military intervention, of having their children and
wives watched.

Many have called John O'Brien’s revelations “incred-
ible.” Yes, it strains one's credulity, but T believe that we
can ignore these charges only at our peril if we wish to
remain a free country. I would remind my colleagucs that

ﬂ
f

g
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reports of the My Lai massacre were also first labeled “in-
credible,” that only afier a thorough, prolonged probe of
the incident were the true facts brought to light,

But why does military surveillance of civilian politics
endanger the kind of free sociely which we believe exists in
America? It seems improbable that one should have to enu-
merate the reasons, but apparently there are those in gov-
ernment and in the military who do not understand the
dangers.

First, of course, is the danger that surveillance—or even
the popular belief that it exists—uwill discouragc the kind of
full, free, and unrestrained exchange of idcas and view-
points on which democracy is based. When citizens and
participants in political debate feel that they must restrain
their utterances, that they must watch their tongues, be-
cause “someonc might be watching,” then we have taken
the first step toward totalitarianism. It has long been the
hallmark of totalitarian societies—police states—that only
“approved” persons could participate and only “accept-
able” ideas could be heard. Military surveillance of civilian
politics raises the specter of such official “approval” and

- “acceptability” as some day being a requirement of Ameri-
can politics.

Indeed, those military officials who would arrogate io
themselves the duty to watch peaceful civilians® political
activities are the true subversives in our society. Tt is they
who, more than critics ¢f the Viet Nam war, pose a threat
to the continued freedom of political expression and politi-
cal action. They have betrayed the trust of the American
people. They have betrayed their oath of office.

Military officials who have misused their authority to
spy upon civilian officials to whom they are con-
stitutionally responsible will in the long run do far more
damage to our constitutional form of government than all
the dissenters and critics put together. For who will protect
us when our protectors pervert their constitutional func-
tion and turn their authority against the citizens they are
pledged to serve?

The second danger from military surveillance of civilian
public officials is the possibility that the existence of such
activities, or even the belief among public officials that it
exists, will influence the decisions which these officials are
bound by oath to make on the basis of the public interest
alone.

This subtle but very real form of intimidation has un-
doubtedly already begun to work. From jokes among legis-
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wime’s Panacea

y Richard V. Velde, Associate Administrator
4w Enforcement Assistance Administration

~)\UR POLICE, courts and correctional agencies have always

_ maintained criminal information and intelligence files
y do a better job of apprehending suspects, protecting the
ynocent, passing equitable sentences on offenders, selecting
q¢ proper rchabilitation for an offender, and, of course,
cating stolen property and automobiles. A most serious
cficicncy throughout the criminal justice system is the
rcat lack of reliable and timely information.

Computerized information systems represent a basic
cmedy. Operationally, they can provide quick access to
riminal shistories vitally nceded in the day-to-day oper-
ticns of the criminal justice system.

Police need information when they have detained a sus-
iect, when they are trying to determine probable cause to
rrest, and after having made an arrest.

With quick access to criminal information, a judge or
aagistrate can make a much sounder decision on whether
o grant bail, or whether to sentence a person to prison or
Jace him on probation, or recommend special treatment.

Correctional agencies can benefit in making critical deci-
‘ons about methods of treatment, parole and work re-
;ase—dccisions oftcn made without the appropriate facts.

From another operational standpoint, information sys-
>ms can assist police in pinpointing the frequency and
ocation of crimes and the times they are most likely to
ccur. Thus, police can more effectivel~ assign man-
-ower—adding men to the critical shifts and supplement-
1g patrol in high crime areas.

Information systems are also valuable as a source of
verall information to evaluate and improve the criminal
istice system—that is, in compiling complete, meaningful
tatistics within the parts of the system, within metropoli-
1n areas, within states and, ultimately, nationwide.

The effectiveness of the criminal justice system cannot be
auged accurately without knowing what actually happens
> people brought into the system. How many tried are
onvicted? How long did they wait to go on trial Are they
cleased before trial? Are sentences uniform? What is the
ate of recidivism? .

In its efforts to fashion a safer society, the Law Enforce-
1ent Assistance Administration has funded various acti-
ities in the criminal justice information field:

e Project SEARCH-—a cooperative venturc among ten
tates with sights on a central nationwide index whereby a
uery (with perhaps no more information than an license
umber) would uncover whether a file existed on an indi-
idual, give a brief summary and tcll what state kept the
all record. A second inquiry to the state of record would
-roduce the detailed criminal history.

Project SEARCH has also successfully developed and
'emonstrated a new statistical series—offender-based trans-
ction statistics—which will enable planners and managers
o have a comprehensive and timely factual data base on
he dynamics and traits of the criminal justice system.

e State and local information systems using a comput-
rized message-switching capability and a computer inter-
ace ‘with the FBI's National Crime Information Center
/hich provides law enforcement officials with on-line infor-
nation on wanted persons, and stolen vehicles, license
lates, articles, guns, securities and boats. State data bases
Iso provide: immediate or real-time access to motor ve-
icle registrations and driver records and state or local-
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level NCIC-type files with information not eligible for tha
NCIC; e.g., missing persons, misdemeanant warrants.

e Large-scale, multi-state organized crime intelligence
units to assist law enforcement agencies in ascertaining and
establishing the existence of organized crime in a particular
jurisdiction, and in determining its strength, organizational
structure and sources of income as well as the identifica-
tion of business and industries vulnerable to penctration.

o State systems related to civil disorders for either ten-
sion detection and forecasting or providing support to tac-
tical units, as advised by the Kerner Crime Commission.

In such automation and exchange of information for
criminal justice purposes, security and privacy problems
should be fully accommodated. There should be strict con-
trols on file content and access should be restricted to bona
fide law enforcement agencies.

(;V/\M\\‘ﬁ\/vv N AN AN AN A AN AN A AN A
&

T IS ENCOURAGING that the most extensive new data
I system, Project SEARCH, has also been extremely
sensitive to problems of individual privacy . . . . The
Project Group developed not only the technical capacity
to collect and exchange standardized criminal histories,
but also an impressive Code of Ethics and related policies
“to assure that the most sophisticated measures are em-
ployed and the most perceptive judgments are made in
the development and operation of the System to opti-
mize the protection of individual privacy.” (Code of
Ethics, Art. 11, sec. 1)

Among other steps, the Project SEARCH Committee
on Security and Privacy prescribes procedures for
(quotes from Code of Ethics, amplified in Technical
Report No. 2):

e limiting data to that “with thc characteristics of
public records,” recorded “only upon the report of a
crime,” and excluding such irrelevant data and unre-
liable material as unverified intelligence tips;

> e continuously re-evaluating included data for its ac-

curacy and completeness, and purging such items as
“the record of first offenders where criminal proceedings
have resulted in the favor of such persons;”

o developing a “high level of computer, legal, physi-
cal, information, communications, and personnel secur-
ity methods” to protect the system and give full protec-
tion to all information included; and

e developing “procedures for an individual to learn
the contents of the arrest record kept about him and for
the correction of inaccuracies or prejudicial omissions in
a person’s arrest record.”

By enacting definite standards for Federal data banks,
Congress can inject order into operations now subject to

> great misunderstanding and suspicion, and promote
> public confidence in those data collection systems which
> are necessary. By imposing basic requirements on other
/\,- systems involving Federal funds or linkages, Congress
% can guide the states and take a Jong step toward insur-

ing that state or local data bank abuses remain localized.

While I personally believe that we should begin from

- recommendations such as those of .the SEARCH Pro-

ject Group. I am frank to admit that right now Con-

gress simply does not know yet enough to prepare
sound legislation overnight.

I do not believe that we are doomed to perpetual war
between computers and the Constitution. Rather, I am
confident that—through hard work and constant watch-
fulness—we can civilize our technology so as to pro-
mote both justice and liberty.

Senator Charles Mathias, Jr. (R.-Md.) .
Statement before Senate Subconimittee on Constitutional
Rights, March 9, 1971
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RIVACY is one of our most precious human rights, and
P in today's crowded and disorderly environment, it
may be one of the hardest to maintain, Long before the
pressures of 1970, Louis Brandeis described privacy as
“the right to be let alone, the most comprehensive of rights
and the right most valued by civilized man.”

The computer does not in itself create any invasion of
privacy. Its role is no more active in this respect than the
old-fashioned filing cabinet. The threat to privacy posed by
surveillance and recordkeeping has been a fact of life for
centuries, - :

The only new element introduced into this picture by the
computer is fantastic efficiency. I belicve that is what
people really fear.

The man on the strect, with only a vague comprehension
of it as some sort of mechanical brain may regard it as a
threat to his job. Or he may see it as an impersonal com-
pounder of errors that show up from time to time on vari-
ous printed statements—an inhuman device designed to
frustrate him by his inability to get past it to the very
human person who is really responsible for the mistakes.

If that sort of view represented the only criticism of the
computer, there wouldn’t be too much for us to worry
about. It is easy to demonstrate that computers create far
more jobs than they eliminate. And the errors blamed on
them are indeed chargeable to people who probably would
have made them if the computer had never been invented,

There is criticism, however, of an entirely different sort
that does worry me. It comes from some very learned and
thoughtful people. They don't see the computer as a mon-
ster, which it is not. They don't see it as the ultimate
master of mankind, which it will never be. They see it,
rather, as facilitating a radical realignment of knowledge—
and therefore of power. This they regard as a very dan-
gerous possibility—a new sort of computerized power poli-
tics because: :

We will see systems analysts effecting true management
innovation through establishment and manipulation of
data by computer.

We will sce the data and programs of the Jast decade’s
isolated, independent computer systems begin to flow to-
gether in enormous national—and even international—
data grids. The result: the eventual capability to store and
constantly update in computer memory all the information
available in the world.

We will sce a vast computerized file of case histories at
the doctor’s disposal to prevent mistakes involving a
patient’s blood type or allergy to drugs or lack of informa-
tion on past disabilitics, or to assist in making a diagnosis
against a given set of symptoms.

We will see a computerized instructional system which
supplies each student with material controlled by a pro-
gram specifically suited to his needs. -

There is no way to halt comnputerization any more than
the Luddites of 19th century England could halt the Indus-
trial Revolution.

As Professor Robert Fano of MIT has said, “You can
never stop these things. It is like trying to prevent a river
from flowing to the sea. What you have to do is to build
dams, to build waterworks, to control the flow.”

Computer manufacturers are among those who must as-
sume heavy responsibility in controlling the flow, responsi-
bility which needs to be defined and implemented.

We have too many examples arcund us today of how
technology failed to look ahead at problems which it might
accelerate, even if it did not really create them. Pollution
of our environment is one, and now we must reckon with
the human consequences of pollution of privacy.

The computer industry cannot solve the problem alone,
but there is much that it can do, technically and ethically,

Technically we can build safeguards into system design.
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We can make it possible to limit those who are allowed 1
put information into a system. We can even have the m:
chines check data against a given set of values and reje.
questionable information. In fact, all input could be clas.
fied as it is received, ranging from material of publ
record to top secret. Sensitive information then could ¢
encoded during the input process.

Similarly, there can be ingenious safeguards in the deli-
ery of information. The computer can require a passwor
Or answers to a scries of questions hefore printing out. !
could require several persons to be present, each possessin
Separate parts of a code. According to the password a per
son posscssed, the computer could limit access to a specifi.
type of information. It could have intelligence built in t
detect any unusual pattern of access request—hesitation
for example. It could record each request o as to pinpoin
blame later if information is misused. It could be con
structed to read badges and other forms of physical identi-
fication—or even compare the user’s voice to a “voice print”
stored within it.

There are many more possible examples of technical se-
curity systems which I might describe—not to mention in-
creasingly ingenious ones which may be developed in years
to come. Yes, our machines can do a lot to protect the
privacy of computerized records—particularly if you com-
pare them to a flimsily locked filing cabinet or cven a safe.
But really determined men, unfortunately, can find ways to
get around the best security systems,

So we must consider more than physical safcguards. Ob-
viously the trustworthiness of the operating personnel is an
important factor, and management should exercise sensitive
control here. What goes into files is also a management
decision, and perhaps the question needs to be asked more
frequently, “Is this information really necessary?” Do em-
ployers, for example, really need to know all about the
emotions, personal habits, attitudes and beliefs of other em-
ployees—or could they be satisfied to judge their work per-
formance objectively?

The burden of answering questions from all sides is
growing for the average man. All of us arc leaving a
longer and longer trail behind us of information gained by
birth records, employment records, Social Sccurity, Sclec-
tive Service, police, hospitals, credit burcaus, Internal Reve-
nue Service, the Census.

Credit cards establish in the checkless society where we
€at and shop and how much we spend. In the cashless
society to come, even the smallest transactions may be fed
instantly into central computers to put every detail of our
daily life on record. If you knock off work mid-afternvon
to take in a movie or go out to the golf course, that tiny
transgression may be irrefutably noted when your account
card is processed at the box offics or club house.

If we cannot stop this relentless flow of information
about ourselves into central files, we can do as Professor

* Fano suggests—build a dam here, a filtering system there

to control it. For example, trivial information—such as
that visit to the movie or the golf course—could be
recorded on. independent data systems which are period-
ically erased. A time limit on qll personal data might be a
gocd idea—sc that a youthful indiscretion wouldn’t haunt
a man'’s records for the rest of his life.

Frankly I feel that we will need some new legislation in
this arca. Our old legal framework may not be adequate to
defend our privacy against these new techniques.

Perhaps the most important new legal safeguard would
provide a citizen with the ability to challenge in court the
release of private data about him without his consent.
Without hiz consent. These are very meaningful words.

Professo - Alan Westin, in his widely read book Privacy
and Freedom, had defined privacy as “the claim of individ-
uals, groups or institutions to determine for themselves
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O N FEBRUARY 8§, 1965 Dale B. Menard was picked up
without probable cause and held for two days by the
Los Angeles police. He was photographed, fingerprinted,
interrogated about a burglary and subsequently released
with the following entry under the category “Disposition
or Sentence: Released—unable to connect with any felony
or misdemeanor—in accordance with 8§49b(1)—not
decmed an arrest but detention only.”

The data was recorded in an electronic data processing
system for analysis and retrieval of criminal histories (to-
day known by the acronyni “Pioject Searchi™) and trans-
mitted to the Federal Bureau of Investigation,

Menard filed suit in the District of Columbia to compel
the Attorney General and the Director of the FBI to purge
his record from the files. Both sides moved for summary
judgment; the U.S. District Court for the District of Co-
lumbia granted the government's motion and the plaintiff
appealed. , _

In reversing the ruling of the District Court and re-

‘manding the case for trial, Chief Judge David Bazelon ob-

served:

]

mittee, which has been holding hearings on domestic in-
telligence activities, has also expressed its concern with
record-keeping as well as snooping. Indeed, it appears that
legislative relief from federal maintenance of intelligence
files (aside from military surveillance) may be on the way.

Bills have already been introduced by Rep. Edward 1.
Koch (D.-N.Y.) and Secn. Birch Bayh (D.-Ind.) that
would require every government agency to notify the citi-
zen that a record on him is being kept, permit him to
correct errors or to refute abusive statements, and to forbid
transmission of auy inforiation witheut pennission,

While the fate of these particular bills is problematical it
is gratifying, at Icast, that the Congress has started to chip
at the tenth of the iceberg above the surface. If the state
legislatures and the courts will now begin to provide relief
from the further assaults on privacy by the data banks of
credit corporations, insurance companies and lIending in-
stitutions, to say nothing of state and local law enforce-
ment agencics, the excesses of EDP may be curbed.

The basic American premise is: Anything which can be
donc should be done (particularly if it extends the tech-

P oyrmAra - : M narsa o o ?‘,‘,ﬁ,,l 0'1,,1
Compuisr v. Personal Dignity

by Richard I. Miller, Esq., Boston, Massachusetts

““Information denominated in a record of arrest, if it
becomes known, may subject an individual to scrious diffi-
culties. Even if no direct economic loss is involved the
injury to an individual's reputation may be substantial.
Economic losses themselves may be both direct and serious.
Opportunities for schooling, employment, or professional
licenses may be restricted or nonexistent as a consequence
of the mere fact of an arrest, even if followed by acquittal
or complete exoneration of the charges involved.

“An arrest record may be used by the police in deter-
mining whether subsequently to arrest the individual con-
cerned, or whether to exercise their discretion to bring for-
ward charges against an individual already arrested.

“Arrest records have been used in deciding whether to
allow a defendant to present his story without impeach-
ment by prior convictions, and as a basis for denying re-
lease prior to trial or appeal; or they may be considered by
a judge in determining the sentence to be given a convicted
oftender. . .

“The present record gives no indication of the extent to
which appellant’s record may be disseminated, within or
without the government, or of the uses to which it may be
put.” (Menard v. J. N. Mitchell and J. E. Hoover, decided
June 19, 1970, 430 F 2d. 486 (1970).)

If the plaintiff's arrest was among those included in the
Project Search minimum data base of 300,000 records
then he may expect that the data will be available by July
1971 to law enforcement agencies of Arizona, Connecticut,
Colorado, Florida, Illinois, Maryland, Michigan, Min-
nesota, New Jersey, New York, Ohio, Pennsylvania, Texas
and Washington—in addition to the arresting state and the
Department of Justice.

He will also have the comfort of knowing that at least a
portion of the funds allocated to this project by the Law
Enforcement Assistance Administration have been desig-
nated to a standing committee concerned with security and
privacy. He may enjoy, too, the intellectual satisfaction of
learning that his may well be the first lawsuit of record that
raises the peculiar problem of the computer as distinct
from the problem of surveillance with which it is so closely
associated.

Senator Sam Ervin’s Constitutional Rights Subcom-

Mr. Miller is a principal of the Boston-based consultants
firm, Harbridge House, Inc. and a member of the New
York and Massachusetts Bars. .
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nological state of the art).

And so we doit. . . and subscquently call upon the Jaw
to save us from our enthusiasm. Often, as the balm of the
law is applied to the latest technological hangover the Jlaw-
yer must stretch his doctrinal base.

Such is the case with the novel intrusion that a public
memory, i.e. a computer data base, makes on privacy.
Privacy, in our jurisprudence, has been defined as the right
to be let alone, to decide for onesclf how much will be
shared with others.

However, the legal concepts normally associated with the
individual's claim to a private personality have been almost
exclusively concerned with criminal or tortious acquisition
of information and civil remedies for the disclosurc of in-
formation improperly acquired.

The computer, though, is not necessarily concerned with
peeping, snooping and prying. It is merely a memory
whose data banks, morc often than not, are filled with
information which is legally, properly and voluntarily dis-
closed. It is also likely to be inaccurate, incomplete, and
indiscriminate. The problem, therefore, is in effect to define
a cause of action for “forgetfulness.”

“The Common Law,"” said Justice Brandeis, “secures to
each individual the right of determining, ordinarily, to
what extent his thoughts, sentiments and emotions shall be
communicated to others.” (Warren, Samuel D. and
Brandeis, Louis D., “The Right of Privacy,” 4 Harv. L.
Rev. 193, 198 (1890).

Nevertheless, in tort as in criminal law the remedies that
the law allows are somewhat short of the mark. Non-
statutory protection of privacy cases, so-designated, in-
frequently arise, and then only as anemic aspects of tort
and constitutional law.

The tort cases involve (1) pure intrusion on physical
solitude, (2) publication of private matrers acquired by
intrustion into one's home or belongings. (3) creation of a
false public image by untrue or defamatory publication.
and (4) appropriation of some element of personality for
commercial use without permission. (See Seavey et al. Law
of Torts 942-966 (2d Ed. 1964).)

The constitutional cases have, for the most part, arisen
under the Fourth Amendment.

In the interest of police surveillance of organized crime
the Supreme Court, in the classic wiretapping case, Olins-
tead v. United States, 277 U.S. 438 (1928), materially
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This week SR conducts a three-pronged investigation of a problem that
affects Americans on all levels. Former Attorney General Ramsey
Clark reviews Arthur R. Miller's new book, The Assault on Privacy,
which deals with technological data-gathering and its impact on the
private citizen (p. 29); editor-at-large Peter Schrag comments on the
“chilling effect” of excessive governmental surveillance in “Dossier
Dictatorship” (p. 24); and Ralph Nader, America’s foremost consumer
advocate, looks into what happens and what the individual can do when . . .

The Dossier Invades the

by RALPH NADER

an almost luxurious connotation, a

concept reserved for special public
figures whose private lives were in-
vaded by scandalmongers or seckers
.of vicarious thrills. It is no longer an
clitist term. Hundreds of bits of infor-
mation filed in dossiers on millions of
individual Amecricans today constitute
a massive assault on privacy whose
ramifications are just beginning to be
rcalized.

Most adults have at some time
sought credit (or a credit card) and
bought insurance. If you have done
these things, there are probably at least

:”:nvasion of privacy used to carry

two dossiers with your name on them.

When you seck to berrow moncy,
vour creditor reccives a file from the
.credil bureau to establish your “credit
rating.” This dossier contains all the
personal facts the credit bureau can
asscmble—your job, salary, length of
time on the present job, marital status,

a list of present and past debts and

their payment history, any criminal
record, any lawsuits of any kind, and
any real estate vou may own. The dos-
sier may include your employer’s opin-
ion of your job performance or even
vour 1Q rating from a high school test.
By the time the creditor has finished
talking to the credit bureau, he is like-
ly to know more about your personal
life than your mother-in-law does.
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When you try Lo buy life insurance, a
file of even more intimate information
about you is compiled by the “inspec-
tion agency.” The insurance company
finds out not only about your hcalth
but also about your drinking habits
(how often, how much, with others or
alone, and even what beverage), vour
net worth, salary, debts, domestic trou-
bles, reputation, associates, manner of
living, and standing in the community,
The investigator is also asked to in-
quire of your neighbors and associates
whether there is “any criticism of char-
acter or morals,” and he must state
whether he recommends that the in-
surance be declined.

Credit bureaus and inspection agen-
cies are the major sources of informa-
tion about individuals. But government,
schools, employers, and banks are alse
collectors, and scmetimes suppliers, of
information. Employers frequently
make information on their employees
available to a credit burcau or inspec-
tion agency. They may also exchange
information among themselves. The
Wall Street Journal has reported that
department stores in many cities have
formed “mutual protection associa-
tions” that trade the names of former
workers who were fired for suspected
theft. This information-trading means
that an individual may be denied a job
on the basis of a former employer's
untested—and unrefuted—suspicions.

Anyone possessing an individual's

ome
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bank records—now extensively record-
ed on computers—can reconstruct his
associations, movements, habits, and
life-style. The recently enacted For-
eign Bank Secrecy Act can be used to
require every FDIC-insured bank to
make a reproduction of cach check
you draw on it and keep those repro-
ductions for up to six years. The pur-
pose is to ensure records of larg:
quantities of money going out of the
country so as to prevent tax evasions
through use of sccret Swiss bank ac-
counts. But the act contains no protec-
tion for the depositor by limiting in
any way the banks' use of these rec-
ords. Conceivably, a bank could scll
them to a credit bureau or investiga-
tion agency.

:H:t is the rare American who does not
live in the shadow of his dossier. The
“dossier industry” is a huge and grow-
ing business. There are 105 million
files kept by the Association of Credit
Bureaus of America (ACBA). Retail
Credit Company of Atlanta, Georgia,
the giant of the industry, has forty-five
million files and makes thirty-five mil-
lion reports each year. Credit Data
Corporation, the second largest firm,
has twenty-seven million files and adds
scven million new dossiers each year.
These economic interests have al-
most total control over the informa-
tion they collect and sell. They are not
accountablc to anyone except those
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Demeaning Human Dignity

by RAMSEY CLARK

THE ASSAULT ON PRIVACY:
Computers, Data Banks, and Dossiers

by Arthur R, Miller

University of Michigan Press, 333 pp.,
$7.95

r th computer as the futurc reposi-

tory of knowledge, calculation,
and control is central to any
consideration of the quality of life in
any society. The very nature of knowl-
edge will be determined in large meas-
ure by cybernetics—the comparative
study of automatic control systems
by which we organize, store, and re-
call data. Arthur R. Miller, a brilliant
young professor at the University of
Michigan Law School, scrutinizes: in
this book the impact of the computer
on one vital aspect of our lives—priva-
cy. He came to the subject through
chance. In the fall of 1966 a university
colleague telephoned him to inquire
about. the legal consequences of plac-
ing copyrighted materials into com-
puters. Mr. Miller quickly saw that
law had not come to grips with the
implications of this new technology.
Moreover, he soon realized that the
copyright problem, fascinating as it is,
barely touches the range of legal issues
arising from the computerization of
data. This brought him to the potential
threat of computers to privacy. The re-
sult is a well-organized, tightly rea-
soned, and thoroughly documented ex-
ploration of the inroads already made

RaMSEY CLARK, former Attorney General of
the United States, is the author of Crime
in America. Now in private practice, he is
part of the legal team that will defend
Philip Berrigan and other alleged con-
spirators against charges that they plotted
to kidnap Henry Kissinger.
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by computers on privacy—a pioneer
work in a field that has vital implica-
tions for the very character of our peo-
ple.

Of late [he writes] lawyers and social
scientists have been reaching the con-
clusion that the basic attribute of an
effective right of privacy is the indivi-
dual’s ability to control the circulation
of information relating to him—a
power that often is essential to main-
taining social relationships and per-
sonal freedom. Correlatively, when an
individual is deprived of control over
the spigot that governs the flow of in-
formation pertaining to him, in some
measure he becomes subservient to
those people and institutions that are
able to manipulate it.

Although his deep concern is appar-
ent, Professor Miller is balanced and
unemotional in his analysis; he knows
that computers are necessary and can
be beneficial, but he is aware of the
dehumanization that their irresponsi-
ble use can cause.

... Many people have voiced concern
that the computer, with its insatiable
appetite for information, its image of
infallibility, and its inability to forget
anything that bas been stored in it,
may become the heart of a surveillance
system that will turn socicty into a
transparent world in which our homes,
our finances, and our associations will
be bared to a wide range of casual ob-
servers, including the morbidly curi-
ous and the maliciously or commerci-
ally intrusive. These fears have been
exacerbated by the clarion call in cer-
tain quarters for the establishment of
a National Data Center, by the emer-
gence of surveillance data systems as
well as computer-based credit-report-
ing services, and by the hypnotic at-
traction for electronic record-keeping
being exhibited throughout govern-
ment, industry, and academe.

Endless quantities of personal data
are compiled but the individual is un-
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Dossier Dictatorship

EpiToR’S NOTE: This week SR focuses
on the invasion of privacy. The lead
article by Ralph Nader (page 18) dis-
cusses the use of the dossier by credit
bureaus and other private organiza-
tions, while former Attorney General
Ramsey Clark, in his review of Arthur
R. Miller's The Assault on Privacy
(page 29), assesses the impact of a
rampant conputer technology devoted

" to the gathering of inforimation on pri-
vate citizens, In the following editorial,
editor-at-large Peter Schrag deals with
the growing use of surveillance by gov-
ernmental ageicies.

t does not take a long memory to
recall the days when that segment

of the Orwellian universe that dealt
with government surveillance of pri-
vate citizens and the collection of
“dossiers” was largely the concern of
fiction writers, students of Stalinist
Russia and Nazi Germany, and a small
number of others who were generally
regarded as paranoids. There had been
reports as early as 1966 or 1967 that
the police had infiltrated the peace and
civil rights movements, that the FBI
was tapping Martin Luther King's
telephone (among others), and that
anti-war demonstrators were being
carefully photographed by intelligence
agents, but most of those reports were
dismissed as exaggerations. If they
cared at all, most Americans were cer-
tain that their government had neither
the resources nor the guile to go into
the snooping business in any large way.
We now know that we were wrong,

24

that during the last generation (and
most precipitously in the past three or
four years) agencies of the government
have created an extensive apparatus
for the collection, storage, and ex-
change of what we once regarded as
privileged information about the most
intimate details of our private lives.
The revelations of former intelligence
agents (military and civilian) and the
extended hearings last month of the
Senate Subcommittee on Constitution-
al Rights have made it entirely clear
that the paranoia of 1960 has become
the fact of 1971. The Justice Depart-
ment (particularly the FBI), the In-
ternal Revenue Service, the Passport
Division of the State Department, the
Social Security Administration, the
military, state, and local police, the
welfare agencies, the motor vehicles
bureaus, and other bureaucracics main-
tain dossicrs on millions of Americans.

The information in those dossiers—
many of them now computerized—is
often required to carry on the legiti-
mate and necessary functions of the
agency that maintains them; but a sub-
stantial and growing part, as we learn-
ed from the hearings, is also accessible
to other pcople and organizations, pub-
lic and private, for purposes—to put
it mildly—far beyond propriety or
Constitutional limits. Sometimes the
information leaks; sometimes it is ex-
changed between agencies; sometimes
it is used deliberately to intimidate in-
nocent people. Since it is now techno-
logically possible for the government
to link all its data banks through com-

puter terminals and compatible storage
systems, the polential already exists
for obtaining a master print-out in soc-
onds of all the information—fact, ru-
mor, innuendo—that has been compiled
on a particular individual by a number
of different agencies. So far, that capa-
bility has not been implemented:; if it
ever is, the government or any unscru-
pulous official will beabletointimidate
or blackmail political enemies at will
and to engage in the sort of totalitarian
machinations that were once the fan-
tasies ol political science fiction.

Yet, even without a central data
bank, information has been blatantly
misused. Somctimes it is sold—legally
or illcgally—to private buyers; in some
states, any salesman can buy lists of
car registrants (with the type, model,
and age of the car) from the motor
vehicles bureau; elsewhere individual
policemen have sold confidential police
information to corporate employers in-
terested in the background of prospects
for executive positions; sometimes in-
formation is surreptitiously released
by the police or the FBI to the press
to embarrass an individual or organi-
zation. We know from the subcommit-
tee hearings that material collected by

- government investigators about Mayor

Joseph Alioto of San Francisco was
leaked to writers of a magazine ex-
posé; we also know that last fall mili-
tary intelligence agents were cengaged
in the surveillance of political candi-
dates in the state of Illinois, among
them Adlai E. Stevenson II1, now the
state’s junior Scnator. At this moment
there is little other than sclf-restraint
to prevent such information from be-
ing furnished to politicians who are
sympathetic to government Snoops or
who happen to enjoy the favor of those
who employ the agents. More subtle,
but equally frightening, is the general
potential for intimidating any citizen
engaged in unpopular causes or in
whatever political activities happen to
displease the government at the mo-
ment. The effect is contagious and crip-
pling; -mcst men who think they are
being watched are likely to be more
cautious in their political opinions no
matter how innocent their record and
behavior. They have no assurance,
moreover, that their dossiers are not
loaded with implications and inaccu-
racies; there is no way that they can
sce, correct, or answer the material.
On several occasions during the hear-
ings, Senator Sam J. Ervin, Jr., the sub-
committee chairman, spoke of the
“chilling effect” of government surveil-
lance; what he could not know for
certain at the time was that such
surveillance has been used deliberately
by agents of the government to intimi-
date dissenters. A few days after the
hearings closed, several members of
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If welose the right to be alone and to be let alone, we will losc ever Jthmg—

By RANMSEY CLARK

kS

L

CATH OF PRIVACY —

our individuality, our dignity, owr liberty, and our capacth for loving

Who are you? Why are you different from others?
How different will you be if you are never alone?
It you never reflect? If your every action is wit-
nessed by others? If your thoughts can he
known? If you cannot be alone, how will you
know what you think? Without privacy, can we
know what we think? Or even what we are?
Ecclesiastes was wrong. There are new
things under the sun. Change is the fundamen.
tal fact of our times. The last generation has

- seen more change in the way people live than

has been seen in all of history. In times past,
privecy has seemed both plentiful and inde-
structible, and its value has been largely ig-
nored. Now we are losing it, and once lost, it
may never be regained. Crush privacy for a
generation and it may be gone forever.

Twio powerful dynamics are causing these
rapid and dramatic changes; each in its way
drastically affects privacy, individuality, and
humen dignity itself.

The first dynamic is population increase—
billions of people, growing numbers beyond
the 2bility of man to contemplate, too many
for even the most careful census takers to
count accurately,

In today’s mass society, how does the indi-
viduzl, anonymous and powerless, find the
place to think, to reflect, to discover hlmself
and to be himself? T Y

3
TLo athar mmaiar d.mamn- te «-mm-a :md it
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its future. It is'capable of penetrating the last |

‘physical refuges of privacy—the room or the
lonely field or beach. It can invade those places

without invitation, leaving the mdw:dual no

place to hide, to be himself. o
Science will someday read the mind, detect
from afar the various chemical and electric’

stimulations of the body that are both human .~

emotion and reason, and interpret their mean-
ing: You are going to lift your hand....
you smile, you do not like what you have just :
heard....You do not know it, but you are about
to have a heart attack, unless.. ‘
in one generation, technology liberated man
from most of the burdens of nature. Already .

we wonder whether man will be masteredAln c

turn by technology.

s

Though .

flock? What crowd doesn't come finally to ig-
nore and often abuse the integrity of its own
Qonstxtuenls? o

Liberty, curloslly, and doubt are the essen-
tial tools of the seeker of truth, Without free-
- dom to ask, the truth cannot be sought. It is

curiosity that spurs the free to seek the truth,

The interdependence and anonymity of man ..

in modern mass society, far from offering pri-..*

vacy, burdens it even further. Whatcan ], as a .

for nothing; about the college courses that are
repetitious drills in the irrelevant; or the drs-
tant and horrible war | neither understand nor
want, that takes the life of my beloved? | am”
powerless to affect the bulldozers that deslroy "
the last place of beauty and recreation where | -
live, the welfare that stgips.e.of dngmty, orthe "
air, water, noise, ‘env rdoritita

tion pollutions that pe

_while doubt saves the curious from error, be-

" cause it insists on hard evidence. Is there real
- freedom to ask any question when every ques-
~tion js asked in a crowd or overheard by un-
known persons? °

Can curiosity flourish in the midst of masses,
where the seeker is under constant surveil-

" /lance? Where Is the incentive to inquire? How

. chilling is the risk of public condemnation or
suppressron’ How heavy is the hand of censor-
" ship when every private word may be public?
Will. doubts arise, and dare they be expressed

v ,_,_'when there is no privacy, when they will be
mere individual among millions, do about the’ .

o known to authority and may be suppressed as
- schools my children attend that prepare them

heresy7 Skepticism is not a common quality of
; " a erowd The truth may prove hard to find
: among a people wnthout pnvacy.

e

nvacy is essenhal to the develop-
ment of individual personality.
Judgment and common sense
. arnse from the reflechon of the in-

If ycu rever reflect? If youreve

nessed by others? If your thoughts can he
knewn? If you cannot be alone, how will you
know what you think? Without privacy, CAN we
knew what we think? Or even what we are?

Ecclesiastes was wrong. There are new
things under the sun. Change is the fundamen-
tz] fact of our times. The last generation has
seen mcre change in the way people live than
hzs teen seen in all of history. In times past,
privacy has seemed both plentiful and inde-
structible, and its value has been largely ig-
nered. Now we are losing it, and once lost, it
mey rever be regained. Crush privacy for a
generztion and it may be gone forever.

Two powerful dynamics are causing these
repid and dramatic changes; each in its way
drastically affects privacy, individuality, and
human dignity itself.

The first dynamic is population increase—
billions of people, growing numbers beyond
the ability of man to contemplate, too many
for even the most careful census takers to
count accurately.

In today's mass society, how does the indi-
vidual, anonymous and powerless, find the
place to think, to reflect, to discover himself,
and to be himself?

The other major dynamic is scrence and

technology. Directing its energles to° agrlcul- ‘

ture, science liberated man from the soil. Roots -
that gave identity and distances that separated
people were lost when the 90 percent that had
alvays labored to feed and clothe us dwindled
to 10 percent. People moved from the farms
to urban centers, where they lived always in
the presence of others.

Automobiles made us the most mobile and

without invitation, leaving the indi lua, e
place to hide, to be himself.

Science will someday read the mind, detect
from afar the various chemical and electric
stimulations of the body that are both human
emotion and reason, and interpret their mean-
ing: You are going to lift your hand.. ..Though
you smile, you do not like what you have just
heard....You do not know it, but you are about
to have a heart attack, unless..

In one generation, technology liberated man
from most of the burdens of nature. Already
we wonder whether man will be mastered in
turn by technology.

The interdependence and anonymity of man
in modern mass society, far from offering pri-
vacy, burdens it even further. Whatcan |, as a
mere individual among millions, do about the
schools my children attend that prepare them
for nothing; about the college courses that are
repetitious drills in the irrelevant; or the dis-
tant and horrible war | neither understand nor
want, that takes the life of my beloved? | am .
powerless to affect the bulldozers that destroy
the last place of beauty and recreation whore |
live, the welfare that strips me of dignity, or the
air, water, noise, environmental, and frustra-
tion pollutions that permeate my life. The un-

controllable violence, the commotion-and uglis. smaeekmg to- know,rlselt 3?5%
y 13

ness that invade my most private places are
beyond my power to keep out.
. Mass protest is an answer found by many. .

Qj bign LT ;(am.,?

mm-. [y iz s rensr
£) X3 ;.
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domllo‘ask the- truth cannot be sought, It is
curiosity that spurs the free to seek the truth,
while doubt saves the curious ‘from error, be-
cause it msrsts on hard evidence. Is there real
freedom, ll° ask any question when every ques-

" tion is asked in a crowd or overheard by un.

. known persons?

Can curiosity flourishin the mldst of masses,
where the secker is under constant surveil-
lance? Where is the incentive to inquire? How
chillingis the risk of public condemnation or
suppression? How heavy is the hand of censor-
ship when every private word may be public?
Will doubts arise, and dare they be expressed
when there is no privacy, when they will be
known to authority and may be suppressed as
heresy? iSkepticism is not a common quality of
a crowd The truth may prove hard to find

) among a people without pnvacy.

Judgment and common sense
i arise from the reflection of the in-
7 dividual, Character is developed
.+ through the inward eye of privacy

I rivacy Is essential to the develop-
X ) ment of individual personality.

rs.9f) y jed ex-
*parierice:: “True ‘Integrity rounded
acter so developed. The great public liberties

. —exercuse of religion, freedom of speech and

It is the most effective way yet discovered for e

powerless people to be heard beyond.the lim-
its of the small human voice. Speaking together

in protest, their voices carry to places of power.

that could nol hear or dld not care. Though .-

£0ad 3 alfantivanace

‘the press. the rights of petition, association,
‘and assembly. equal protection, and due proc-
ess—are butemptyvessels without the personal
lreedom of pnvacy Privacy is the ultimate free-

; dom, Only with privacy can we do.whatever v¢

" will sn long as we do not interfere with others
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AJIS

ALASKA JUSTICE INFORMATION SYSTEM

PHYSICAL, OPERATIONAL AND DATA SECURITY

Physical Security.

1.1

Computer Room.

1.

1.

1.1

1.2

Problem -

Solution -

Problem -

Solution -

Unauthorized access to computer
Toom,

The Department of Administration
has an informal policy to
restrict access to the computer
room to people necessary for

its operation. This policy

will be formalized and enforced.
Personal recognition is the

only identification basis envisioned.

Unauthorized operators.

Only persons with successful
background investigations will
have access to the computer room.
Passwords will be required to
operate the AJIS terminal located
in the computer room (see 2.1)
Since the computer room is open
to vendor personnel, background

investigations may be necessary



SECURITY TABLE AUGUST 1972 CONTROLS
INFORMATION AGENCY
LAV I.FTORCIMENT
LOCAL IDEN- DEPT. OF MASTER CONTROL
AST} POLICE TIFICATION DR. LIC. F&G LIC. COURTS CORRECTIONS LAW TERMINAL (AST) | TERMINAL

Name/Alias/Moniker| x X X X X . ‘X b X
v:<m»nuw . . . }

Description X X X X X X X X
DOB X X X X X X X X \
mvawnwwnwﬂnun:wamnﬂnn. X X X X X X
Address X X X X X X X X
Driver License X X X X
F § G License X - ‘X X
Parole/Prob/Inst | x X X . X x X X
Want/Warrants X X X X Tox X X X X
SSN X X X X X X
FBIt X X X - X X X
AST#. . X X X X X X
Fingerprints X X X . X X X
Police Agency Nos | X X X . X X X
YO - X X x X X X
Known Convictions |x X X X X
Last Arrest Date |x X, X - X. K x X
Stolen <o:wn~o !

Information X X X : X
Administrative .

Correctional Infjo. X B .
Terminal Security X
Operator Security X
System Errors . X
>asm=»m:mnw<o

Message X X X X X X X X X X
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Register 44, January 1973
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| 6 AAC 60.01.0
o
TITLE 6. GOVERNOR'S OFFICE
PART 4. COMMISSION ON THE ADMINISTRATION OF JUSTICE

CHAPTER 60. CRIMiNAL JUSTICE INFORMATION SYSTEMS

Article

€ AAC 60.005

1. Security (§§05-20)
2. Access and Use (§§25-45) B i
3. Purging of Criminal Offender Record Information (§§50-65 )
ARTICLE 1. SECURITY
Section _ t
05. Scope of Regulations S
10. Criminal Justice Information !
15. Segregation of Computerized Files and thelr Linkage to
- Investigatory Files |
20. Terminal Security

6§ AAC 60.005. SCOPE OF REGULATIOﬁS. The regulations in

this chapter apply only to electronic computer retrieval of
criminal justice information from a criminal Justice information
system as defined -in AS 12.62.070. (Eff. / /72, Reg. ul)

Authority: AS 12.62.010
: ' AS 12.62.070

6 AAC 60.010. CRIMINAL JUCTICE INFORMATION. The follow-

ing categories of information, as strictly defined, may be re-
corded and stored in an electronic, computer retrieval, criminal
Justice information system as criminal Justice information:

(1) an individual's full name, any and all allases known

to refer to that person including, but not limited to nicknames;

(2) a physiecal descriptlon including, but not limited to,

height, weight, sex, color of hair, color of eyes, identifica-
.tion of race, and other identifying physical features;

(3) an individual's date of birth and citizenship;

(4) information that is reasonable and which has been

reported by a reliable source indicating that an individual may
. be armed, dangerous, has shown suicldal tendencles, or has glven
indications of unstable emotlonal behavior;

(5) last known residehce;

number, the issuing authority, the date of expiration, and any
suspension, revocation or caneellation-of the license;

(6) an individual's current driver's license class and ‘/Y '

(7) last recorded fish and/or game llcense numbers, in-
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IN THE LEGISLATURE OF THE STATE OF‘ALASKA
EIGHTH LEGISLATURE - FIRST SESSION
For an Act entitled: "An Act relating to the inspection of public records.'|
BE IT ENACTED BY THE LEGISLATURE OF THE STA&E.OF ALASKA:
¥ Section 1. AS 40 is amended by adding a new chapter to read:
Chapter 25. vINSPECTION OF PUBLIC RECORDS

Sec. 40.25.010. PURPOSE. The purpoée of this chapter is to
provide for public access to infqrmation concerning the conduct of
governmental affairs and to provide for the right of individuals.to
privacy by restricting access to public records containing information
of a private or personal nature.

Sec. U40.25.020. INSPECTION AND COPIES OF PUBLIC RECORDS. Unless
specifically provided otherwise the books, records, papers, files,
accounts, writings, and transactions of all agencies aré public
records and are open to inspection by the public under reasonable
rules during regular office hours. The pubiic officer having the
custody of public records shall give on request and payment of costs
a certified copy of the public record.

Sec. 40.25.030. EXCEPTIONS, INSPECTION AND COPYING OF PUBLIC
RECORDS. Every person has a right to inspect a public writing or
record in the state, exceptv(l) records of vital statistics and
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AS 18.50 and AS 20.10; (2) records pertaining to a juvenile; (3) medi-



GOVERNOR'S COMMISSION ON THE
ADMINISTRATION OF JUSTICE
MEETING

February 24, 1972

Senator John Rader







