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For example, many contact-less payment cards employl28-blt and triple DES encryption.
In a payment transaction, a contact-less chip generates a unique numeric code. If the code is 
not detected, the transaction is declined.

[21
Examples of these purposes are plentiful. RFID systems are used to keep track of things in 

manufacturing inventory warehouses, for example, where deliveries can be recorded 
automatically by simply moving incoming pallets (with tags embedded) past a reader. The 
information is then logged into the inventory system. RFID systems keep track of people in 
hospitals and prisons and, in the future may be used for home health care applications that 
enable caregivers to monitor the daily habits of the very elderly or infirm in their homes. A 
familiar and early service application of RFID technology has been in toll-collection tags on 
highways, which allow motorists with RFID-enabled cards to pay tolls simply by passing through 
collection plazas. Contact-less payment cards are another service application. Additionally, 
RFID tags with a unique identifier are now an internal component of automobile keys; when 
the key is inserted in the lock, it communicates with a reader built into the car's electrical 
system.

[31
For example, the chip used to provide electronic bar codes has the capability to manage 

secu.ity via passwords and other safeguards and can be read at a distance of several feet.
RFID tags used for contact-less smart cards, on the other hand, typically are designed to 
support sitatantial cryptography and to be read at distances of an inch or so; cryptography 
can be used to protect tags or to secure transmission protocols.

[41
Commercial entities that do not have a direct relationship with consumers but are involved 

with the deployment and/or use of RFID systems should make good faith efforts to encourage 
the notification of consumers. A commercial entity incorporating RFID systems within its 
produces should give notice to its direct purchasers of that fact, and to the extent practicable 
encourage its direct purchaser to give similar notice to their purchasers, and so on, with the 
objective of enabling the company having the direct relationship with consumers to give 
proper notice of the use of RFID technology.

The rationale for this provision is that companies not participating in or benefiting 
from the use of RFID but who receive products containing tags may not know that products 
they receive contain RFID tags, and w ill need to iiave adequate information to participate in 
providing notice. Use o f a well-recognized logo in accordance with corresponding guidelines, 
such as those followed by EPCglobal association members, would be one way to support this 
notification.

Where RFID tags in the retail environment function solely as a replacement for 
barcodes as currently deployed and do not provide enhanced or additional functions, notice 
may be provided consistent with current practice.

^  For example, it would arguably require several linkages to correlate the RFID tag in an 
automobile tire to Pll about the car’s owner.

^  For example, RFID may enable the function of an electronic device.

^  Commercial entities that do not have a direct relationship with the consumer but are 
involved with deployment and/or use of the RFID system should make good faith efforts to 
encourage consumer choice.

http://www.nclnet.org/advocacy/tcchnology/rfid_guidelines_05012006.htm 2/25/2008

http://www.nclnet.org/advocacy/tcchnology/rfid_guidelines_05012006.htm


A commercial entity which Incorporates RFID systems In Its products should Inform its 
direct purchasers as to when a system includes RFID to help the purchaser assess whether the 
consumer should be offered choice and the opportunity to consent, and to the extent 
practicable encourage its direct purchaser to provide choice to its purchasers, and so on, with 
the objective of enabling the company having the direct relationship with the consumer to 
offer appropriate choice to consumers. Use of a well-recognized logo in accordance with 
corresponding guidelines, such as those followed by EPCglobal association members, is one 
means to support this notification.

rgi
For example, an adverse decision related to the availability of a good or service, or the 

ability to obtain credit.
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ELECTRONIC PRIVACY INFORMATION CENTER

Guidelines on Commercial Use of RFID Technology
(FINAL VERSION - July 9, 2004 )

Introduction

The guidelines a re proposed to guide the use o f RF ID  technology in order to protect both 
private enterprise interests and consumer privacy interests. This means that these 
guidelines do not address protection o f consumer privacy from any governmental action. 
Rather, they seek to protect consumer privacy from  private enterprises. Further, these 
guicelines focus on use in the retail and manufacturing industry where retailers and 
manufacturers are beginning to implement item-level RF ID  tagging to facilitate supply 
chain efficiency, inventory control, and similar applications.

These guidelines primarily address commercial, private applications which may use 
RFID tags to draw conclusions about consumers without their knowledge or consent, o r 
that might generate data which could be used fo r entirely different -u rposes at a  later 
date.

These guidelines a re  divided into three parts. Part A add resses the duties o f private 
enterprises that use RFID  technology. It imposes minimum requirements on RFID  users, 
recognizing the advantages that RFID  technology can provide while at the sam e time 
addressing privacy concerns. Part B add resses practices in which the RF ID  Users 
should never engage, including tracking, snooping, and coercing consumers to accept 
live RFID tags o r associate their personal data with an RFID application. Finally, Part C 
states the rights o f consumers who are exposed to RF ID  technology and incorporates 
some o f the Users ’ duties stated in Part A.
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"RFID" means Radio Frequency Identification, i.e., technologies that use radio waves to 
automatically identify individual items.

"Tag" means a microchip that is attached to an antenna and is ab le to transmit 
identification information, i.e., capable o f receiving data from, o r transmitting data to, a 
Reader.

"R e a d e r means a device, capable o f reading data from a tag o r transmitting data to a 
RFID  tag.

"RFID Subject" o r "Individual" means a consumer, customer, o r any other such individual 
that comes in contact with a  product that has attached to it, o r contains, an RFID tag.

"RFID  User" means an RF ID  operator, such as a  store, warehouse, hospital, and the 
like, who employs RFID  technology, including RFID readers and tags.

"Prem ises" means a  store, a warehouse, a hospital, o r any other such equivalent space 
that encompass the tags and the readers that communicate with RFID tags.

"Consent": means the free ly given, specific and informed indication o f a RFID subject's 
wish to have his/her personal information processed by the means o f RFID technologies.

RFID gultiftlingg

A. What RFID Users Must Do:

1. NOTICE. Give notice to a RFID Subject of:

a. Tag presence, whether through labels, logos, o r equivalent means, o r through 
display, either at the place where a tagged item is stored, such as a she lf o r counter, or 
at point o f sa le , such a s  a cash register. The notice shall be reasonably conspicuous to 
the individual and contain information that enables the individual to be reasonably aware 
o f the nature o f the RF ID  system and the data processing in place.

b. Reader presence, whether through labels, logos, o r equivalent means, o r through 
display, whenever tag readers are present. The notice shall be reasonably conspicuous 
to the individual and contain information that enab les the individual to be reasonably 
aware o f the nature o f the RFID  system and the data processing in place.

c. Reading activity. RF ID  Users must use a tone, light, o r other readily observable and 
recognized signal whenever a  tag reader is in the act o f drawing information from an 
RFID tag anywhere on the sa les floor.
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2. REMOVAL. Attach tags to items in such a way as to allow for the easiest possible 
removal o f tags.

3. ANONYMITY PRIORITY. Any RF ID  user -  before linking RF ID  tags to personal 
information -  should first consider alternatives which achieve the sam e goal without 
collecting personal information or profiling customers. If personal information must be 
collected and associated with tag data, the RFID  user must satisfy the following five 
requirements:

a. C onsen t. Obtain written consent from an individual before any personally identifiable 
information o f the individual, including name, address, telephone number, credit card 
number, and the like, is attached to, stored with, or otherwise associated with data 
collected via the RFID System.

b. P u rp o s e . Before obtaining written consent, the RFID  U ser must inform the RFID 
subject about the purpose o f associating gathered data with personal information, and 
specify that purpose before such attaching, storing, or association.

c . Use limitation. Before obtaining written consent, the RF ID  U ser must inform 
individuals about the scope o f use o f gathered data, whether the use is limited to the 
person's own interests or whether the data will be disclosed to third parties. Keep data 
only a s  long as it is necessary for the purpose for which the data was associated with 
personal information.

d. No third party disclosure. Not d isc lose, directly o r through an affiliate, to a 
nonaffiliated third party an individual's personally identifying information in association 
with RFID  tag identification information.

e. Data quality. Keep gathered data accurate, complete and up-to-date, as is necessary 
for the purposes for which it is to be used.

4. SECURITY. Take reasonable m easures to ensure that any data processed via an 
RFID system is transmitted and stored in a secure manner, and that access to the data 
is limited to those individuals needed to operate and maintain the RFID  system.

5 . OPENNESS. RFID Users must make readily available to individuals, through the 
Internet o r other equivalent means, specific information about their policies and practices 
relating to its handling o f personal information. Any personally identifiable information 
itself shall be provided upon written request o f the individual in a secure manner.

6. ACCOUNTABILITY. Designate som eone who is accountable fo r the RF ID  User's 
compliance with these guidelines.
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B. What RFID Usara Must NOT Do:

1. TRACK. Track the movement o f RF ID  subjects at any time without their written 
consent to all tag reading events. RFID users shall not track individuals via tagged items 
on the prem ises o r outside the premises where an RF ID  system is employed to obtain 
individual shopping habits o r any other such information obtainable through tracking, 
even upon suspicion o f such activities as fraud or shoplifting.

2. SNOOP. Record o r store tag data from  tags that do not belong to the RFID  User for 
any reason except fo r the processing o f returns o r warranty service and upon the 
consumer's request. RF ID  users shall not collect RF ID  data from objects on, o r carried 
by, an individual person for the purpose o f generating a consumer profile, even if the 
profile is assigned anonymously.

3. COERCE. Coerce or force individuals to keep tags turned on after purchase for such 
benefits a s  warranty tracking, loss recovery, o r compliance with smart appliances; and 
not require individuals to provide unnecessary personal information as a  precondition o f 
a transaction. RF ID  Users must allow individuals who so desire to enroll anonymously in 
any RFID  data-gathering scheme.

C. RFID Subjects' rights:

1. ACCESS. RF ID  Subjects must have the right to access data containing personally 
identifiable information collected through an RF ID  system, and have the opportunity to 
make corrections to that information.

2. REMOVAL. RF ID  Subjects have the right to get tags removed from tagged items.

3 . ACCOUNTABILITY. RFID Subjects have the right to challenge the compliance of 
persons employing RFID systems when practice contradicts the guidelines set forth 
above.
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I. INTRODUCTION

]̂1 In January 2005, parents from a small town named Sutter, California, an hour north of
Sacramento, sent a letter to the offices o f  the American Civil Lioerdes Union (ACLU) o f Northern 
California. Their daughters had come home from their public middle school with new identification 
badges that appeared to have computer chips embedded inside. The parents had questions and 
reached out to the ACLU to try to get some answers. These parents had no idea what that letter 
would mean, how far that letter would go, how it would impact their family, their town, and the 
national debate over personal privacy in post-9/11 America.1 ACLU stories often start like that. And 
like many ACLU stories, this one is far from over. The letter from these parents unleashed a 
firestorm over the privacy and security implications o f a technology called Radio Frequency 
Identification (“RFID”). First used during World War II to differentiate between friend and foe 
aircraft, it emerged in the commercial sector in the 1970s to track j .oducts as they moved through 
the manufacturing sector and then to tag and track catde and other livestock. Prior to 9/11, it had 
only been used to identify individuals on a relatively small scale, mostly for building entry and road 
toll collection systems.- But, in the past six years, RFID technology has been increasingly considered

©  2 0 0 7 , N ic o le  A . O z e r , T e c h n o lo g y  and  C iv i l L ib e rtie s  D ire c to r  at (h e  A C L U  o f  N o r th e rn  C a lifo rn ia . T h e  op in io n s  
ex p rtM ed  m  th is a rt ic le  a re  n o t  necessa rily  th o se  o f  th e  A C L U  o r  th e  A C L U  o f  N o r th e rn  C a lifo rn ia . Spec ia l thanks t o  V a lc n e  
Sm aD -N a va rro , A C L U  S ac ram en to  L eg is la tive  O f f ic e , M iche le  T a tro , L ee  T ie n , E le c t ro n ic  F ro n t ie r  F o u n d a t io n , C a li fo rn ia  State 
S e n a to r J o e  S im itian , R d  O n  is h i, L e g u la tn e  A id e  ( fo rm e r ) ,  O f f i c e  o f  C a li fo rn ia  S tate  S e n a to r J o e  S tm itian , D a v id  M o ln a r , 
D e p a rtm en t o f  C om p u te r  Science, U n iv e rs ity  o f  C a li lo m ia -  B e rk e le y , L en n y  G o ld b e rg , L en n y  G o ld b e rg  and  A ssoc ia tes , and  Be th  
G iv e n s , P riv a cy  R igh ts C le a rin gh ou se . M any o f  the ideas and  m u ch  o f  th e  in fo rm a t io n  m  th is p o lic y  p ap e r have been  d eve lop ed  
o v e r  th e  co u rse  o f  tw o  years o f  w o rk  w ith  these e x tra o rd in a ry  ind iv idua ls  o n  th e  Id en tity  In fo rm a t io n  P ro te c t io n  A c t  F irs t 
m trod u ced  m  th e  C a li fo rn ia  S tate L eg is la tu re  in  F eb ru a ry  2 0 0 5 , th e  biD was th e  firs t  leg is la tion  m  th e  n a tion  to  add ress R F ID  
te ch n o log y  to  id en tific a tion  d ocum en ts .

1 S ee  P re s s  R e lease , P riva cy  R igh ts are at R isk— Pa ren ts  and  C iv il l ib e r t i e s  G ro u p s  U rg e  S c h o o l D is tr ic t to  T e rm in a te  U se o f  
T ra ck in g  D ev ic e s  (F eb . 7 ,2 0 0 5 ) ,  nmUk at h ttp :/ /w w w .a c h in c .o rg /n e w s /p re s s _ re le a s e s /p n v a c y _ n g h ts _ a re _ a t_ n s k _ - 
_ p a rc n ii_ a n d _ c iv i l_ lib e r t ie s _ g ro u p s _ u rg e _ s c h o o l_ d is tn c t_ to . .te rm m a te _u se _ o f_ c ra c k in g _ d cvK e s .ih tm l f o r  m o te  m fo rm a tson  
ab ou t Su tte r. Stt alst P re ss  R e lease , V ic to ry  f o r  S tuden ts , P a ren ts  and  C iv i l L ib e rt ie s  G ro u p s— C om p an y  .Announces it w ill E n d  
T rack in g  P i lo t  P ro g ram  (F eb . 1 6 ,2 0 0 5 ) ,  * *w M 4 r« /h ttp :/ /w w w .a c lu n c .r irg /n c w t/p re s t_ re )c a s e s /v ic to ry _ fa r_ s tu d e n t i ,_ p a rc n ta  
_ a n d _ c tv d _  kb e rt ie s _ g ro u p i_ -_ c om p a n y _ a n n ou n c e s _ it_w ill_ e n d _ tt ic k i '_ p i lo t_ p ro g ra m .s h tm l; G re g  Lucas , SnOtrCumhc Stuinu 
Ktpt VtitrSmttlkna atSchttL, S .F . CH RO N ., F eb . 10 , 2 0 0 5 , at B l ,  atalahk tt h ttp :/ /w w w .s fg a (e .c o m /c g i-b tn /a r ts c le .c g i? f= / 
e / a / 2 0 0 5 / 0 2 / 1 0 / B A G G O B 8 I 4 D l  .D T L ;  K im  Z e tte r , ScbttlPFID PUn GttiaaF, W IR E D , F eb . 10 , 2 0 05 , 
h t tp : / /w w w .w t re id .c o m /p o lin c s / s e c u n ty /n e w s /2 0 0 5 /0 2 /6 6 5 5 4 ;

:  D e v e lo p in g  N a t io n a l P o k o c s  o n  the D e p lo y m e n t o f  R a d io  F requ en cy  Id en tific a t io n  ( R F ID )  T e ch n o lo g y , Feb . 17 , 2 0 06 ,
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II. RFID -  WHAT IS IT?

for use in government-issued identification documents like passports, driver’s licenses, and student 
badges. This technology, which had been quietly creeping into the lives o f Americans, was blasted 
into the public spotlight by these two unassuming sets o f  parents who had a few straightforward 
questions and concerns about the privacy and security impact o f RFID technology in their children's 
school badges— questions and concerns that had not been adequately answered by the school or the 
company selling the new technology. In the past few years, these questions and concerns have not 
abated, but have come into greater focus as government oversight organizations such as the 
Government Accountability Office (“GA O ”), the Privacy Integrity Committee o f the Department of 
Homeland Security, politicians, researchers, and industry organizations have looked more carefully at 
the risks o f RFID and fostered critical debate about whether it is an appropriate technology for use 
in government-issued identification documents.

The ACLU of Northern California has been a leader in generating public and legislative attention 
to the privacy, personal safety, and financial security risks associated with the use o f RFID 
technology in government-issued ldendficadon documents.’ This policy paper will discuss RFID 
technology, its vulnerabilities, and its impact on civil liberties and consumer privacy. It will also 
discuss the development and current status o f RFID legislation that is moving though the California 
legislature and serving as a model for other state action.

TvFID is a generic term for technologies that use radio waves to automatically identify people or 
objects from a distance o f several inches to hundreds o f  feet. In the past few years, as major 
newspapers and radio stadons have reported about the privacy and security concerns o f RFID, 
spurred in large part hy the Sutter story and the rollout of RFID in passports, the term has moved 
from obscurity to being relatively well-known in thi minds o f many Amencans.4 Along with 
increased knowledge has also come increased skepdeism about whether RFID technology adequately 
protects an individual's privacy and security5— so much so that some manufacturers and government 
agencies have tned to distance themselves from the bad publicity that has been garnered by some 
RFID products. A crop o f new names for the technology has been developed, with segments o f the 
industry re-branded as “smart cards,” “smart chips,” and “contacdess integrated technology.”6 
However, regardless o f the name, all segments o f  the RFID market are based on the same core 
technology. RFID tags are comprised of tiny computer chips with antennas that cat. he encoded with 
information, such as someone’s name, social security number or, in the case of commercial use, the 
type o f product or its origin. These chips, some as small as a grain o f rice, are then embedded in

h ttp :/ /w w w .ie e c u u .O fg /p o lic y /p o s it io n t / t f id .h tx n l; sti else A t i ’n  f o r  A u tom a tic  Id en tific a tion  and  D a ta  C ap tu re  T e c h ,  S h rou d s  o f  
T im e : T h e  H is to ry  o f  R F ID ,  O c t . 1, 2 0 0 1 , h t tp . /A v w w .t ra n tc o re .c o m /p d f /A IM <'< 2 0 ih ro u d s _ o f_ t ]m e .p d f

'  Sm A C L U  o f  N o r th e rn  C a lifo rn ia : D o n ’ t C h ip  O u r  R ig h ts  Away!, 
h t tp :/ /w w w .a c h m c .o rg / is iu e s / te c h n o lo g y /d o n t_ c h ip _ o u r_ n ig h B _ aw a y l.s h tm l (la a t v is ited  D e c . 5 , 2 0 07 ).

4 Sm M a iy  C a th e rin e  O ’C o n n o r , Surreys Rtmal Dubious Consumers, R F T D JO U R N A L , F eb . 1 7 ,2 0 0 5 ,  
h t tp : / /w w w .r f id io u m a l .e o m /a it ic le / a r t i c le i - i e w /1 4 0 9 / l / l /  (d iscu ss ing  a  uu an a ta tiv c  su rv e y  o f  m o re  than  7 ,0 0 0  c o n sum e rs  and 
o n  fo cu s  g rou p s  in v o lv in g  4 0  o f  d ie  re sp on d en ts  conduc ted  d u rin g  D e c em b e r 2 0 0 4  and Janu a ry  2 0 0 5 ) f l h c  n u m b e r o f  U .S . 
c o n sum e rs  w h o  arc aw are o f  R F ID  techn o log y  is g row in g  stead ily , b u t s o  arc nega tive p c rc cp u o n s  o f  the te ch n o log y— espec ia lly  
am ong  w om en . S in ce  the firs t su rvey  o f  the series, c ondu c ted  m  S ep tem be r, d is tru st o v e r  the use o f  R F ID  has in c reased  and 
T V  and  ra d io  news su rpassed  the In te rn e t as the m o s t c o m m o n  way p e o p le  lea rn  ab ou t R F I D ” ).

> D o u g  F a rry , Ad New! RFID Pntidtrs ami Vurs Can laflmna Puttie Points That Imbed lit RFID Industry, R F T D  JO U RN  AL, 
h t tp : / /w w w .r f id jo u m a l.e o m /a r t ic le / a r t ic le v ie w /2 7 6 8 / l/ 1 2 8 /  (la s t v is ited  Jan . 8 , 2 0 0 7 ) (" T h e  |ld c n t iry  In fo rm a t io n  P ro te c t io n  
\c t | a ls o  te lls  the gen e ra l p ub lic  that R F T D  is t o o  n sky— a g row in g  p e rc ep tio n  a lre ad y  shap ing  th e  o v e ra ll m a rk e t f o r  R F T D  

p ro d u c ts ." ) .
* G e n e  J . K o p ro w s k i , VC'tnkss Industry Defends RFID for Passperts, TE C H  N EW S W O R L D , A p r i l 2 5 , 2 0 05 , 

h t tp :/ /w w w .te c lin e w rsw o d d .c o m / ito ry /4 2 J 4 9  h tm l (n o t in g  that the D e p a rtm e n t o f  State u  n o t  ca lling  the p a s sp o rts  R F T D - 
enab lcd ; ra th e r , it ca lls  th em  “ con tacdess sm art-card  i  . . D H S  av o id s  the te rm  ‘R F ’ [rad io  fre iju en c y ] hke tne p lague . . . . ” ) ;  sm else 
S m a r t  C a r d  a l l i a n c e ,  R F ID  T a g s  a n d  C o n t a c t l e s s  S m a r t  C a r d  T e c h n o l o g y :  C o m p a r in g  a n d  c o n t r a s t i n g  
APPLICATIONS AND CAPABIL IT IES  J , h t tp :/ /w w w  h id c o rp .c om /d o c u m e n is / ta g sV sS m a rtc a rd s _ w p _ e n .p d f (" S m a r t  C a rd  A lliance  
m em be rs  d ev e lop e d  dus d o cum en t to  com pa re  and co n tra s t th e  app lica tion s  and  capab ilitie s o f  the tw o  te chno log ies . T h e  
d iffe ren c e s  a re  im p o rta n t to  keep  in m m d  as the va riou s  fo rm s  o f  R F  c lu p  te ch n o lo g y  b e c om e  pervasn -e m the m a rk e t ." ) (la s t 
v is ited  D ec . 5 , 2 0 0 7 ).
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documents and objects.7 When an RFID readei is in the area, the chip transmits its stored 
information to  the reader by sending it a radio signal The chip does not alert anyone that it is 
transmitting this information or to what reader this information has been sent. O n top of this 
foundational technology lie several permutations o f RFID tags— “passive” tags, “active” tags, and 
“smart” tags.

“Passive” tags are so termed because they have no internal power source and perform no actions 
until they are awakened by receiving energy waves in the radio signal emitted by a reader. Studies 
from the United States Department o f State have shown that tags envisioned to be read from a few 
inches can actually be awakened and read at distances o f more than twenty feet, with others scientists 
demonstrating that they can be read at greater than sixty-nine feet.1 Since these tags have no internal 
battery, they can be small, easy to embed, quite cheap to produce, and can successfully operate for a 
long period o f time.

“Active” tags have their own batter)’ source. They do not have to wait to be awakened by a 
reader, but are capable o f initiating communication with a reader and continually broadcasting their 
stored information. They also have a much longer read range o f several hundred feet— some o f up to 
750 feet, depending on battery power. The batteries in these tags normally last several years.9

Some tags are called “smart” because they possess the technological capability to include some 
forms o f security protection for transmission o f  sensitive data. These chips are sophisticated enough 
to allow the layering o f data protection processes, such as cryptography and authentication,10 on top 
o f the core radio frequency technology actions performed by the chip. However, these tags are only 
as “smart” as die decision-makers who decide what types o f protecdons should be built onto these 
chips and how effective these protecdons actually are against privacy and security attacks.11

III. T H E  VERY REAL WORRIES O F TH E SUTTER PARENTS AN D  I H E  PUBLIC

“There are more than 200 million o f these security devices [RFID] used worldwide with not
an instance o f a security breach.”

— Roxanne Gould, Senior Vice President, CA Government & Public Affairs, American
Electronics Association (AeA)12

While industry representatives may claim that RFID technology is secure, the facts over many 
years tell a very different story. The privacy and security vulnerabilities o f RFID- embedded 
identification documents and products have been shown by government offices, independent 
researchers, and motivated criminals.

7 T h e  H ita ch i “ M u  ch ip ”  u  .4  m m  square— sm a ll en ou g h  l o  be em bedded  m  pape r. H ita ch i C o rp . ,  E le c tro n ic  N u m b e rin g  o f  
P ro d u c t*  and  D o c u m e n t*  U s in g  the “ p -ch ip "  ( o r  M u -ch ip ) S u p p o rte d  b y  a N e tw o rk e d  D a ta b a ie  U n le a th e *  N ew  Buainea* an d  L ife  
S ty le  A pp lic a tion *  that Fac ilita te  In n o v a t iv e  M anu fa c tu rin g , D u rn b u o o n ,  C o n tu m p t io n , T ra c k in g  and  R ecyc ling  O p e ra t io n * , 
h t tp :/ /w w w .h i ta c h i .c o . jp /P ro d /m u -c h ip /  (la s t vtstted O c t . 5 , 2 0 0 7 ) .

•  U .S . G o v t  a c c o u n t a b i l i t y  O f f i c e ,  I n f o r m a t i o n  S e c u r i t y :  R a d i o  F r e q u e n c y  I d e n t i f i c a t i o n  T e c h n o l o g y  
IN  TH E  FED ERA L  GO V ERN M EN T  6  (2 0 0 5 ) ,  amlabh at h t tp :/ /w w w .g a o .g o v /n e w .i t e n u /d 0 5 5 5 1 .p d f  (n o t in g  that testing  conducted  
b y  the U .S . S ta te  D e p a r tm e n t  sh ow ed  that sm a rt ca rds w ith  pass ive  ch ip s th a t h ad  an in tended  re ad  range o f  o n ly  fo u r  m ches c o u ld  
ac tua lly  b e  read  f r o m  a d istance set tune* as fa r— tw en ty - fo u r m ches— and  c o u ld  th eo re t ic a lly  b e  read  f ro m  m o re  than th ree  fee t 
aw ay). Sc ien tists f r o m  L o s  A nge les-based  F le x ih s  sh ow ed  at D e fC o n  m  2 0 0 5  th a t pass ive R F I D  ch ip *  can  be read  at up  to  sixty- 
n in e  feet. B r ia n  K re b s , Liattug Loj Vigat: St L * * f  DtfCtt atd Blackbat, SEC U R ITY  F IX , Aug . 1, 2 0 0 5 , 
h t tp :/ /b lo g .w a s h in g to n p o s t .c o m /s e c u r i ty f ix /2 0 0 5 /0 8 / lc a v in g _ la s _ v e g a s _ io _ lo n g _ d e fc .t i tm l. I t  has a ls o  been  re p o rte d  that 
re ade rs  can “ e a v e sd ro p ”  o n  leg itim ate re a d e r- to -c a rd  c om m un ica tion s  f ro m  a d is tance o f  3 0  fee t. Jw  H e yd t-B cn jam m  et aL, R F ID  
P aym en t C a rd  V u ln e ra b ilit ie s  T e chn ica l R e p o r t , O c t  1 1 ,2 0 0 6 ,
h t tp :/ /w w w .n y o m  a  c o m /p a c k a g e * /p d f/b u s tn e * * /2 0 0 6 1 0 2 3 _ C A R D / te c h re p o r t .p d f .

* U .S . G O V T  ACCOUNTAB IL ITY  O F F IC E , npn n o te  8 , at 7 -8 .
10 V e ry  gene ra l))', c ryp tog rap h y  is the p ro c e d u re  to  trans la te d a ta  m it t e n  m  p la in  te x t in to  c ip h e r text, c od ed  text that reou ire* 

access to  a ke y  o r  p a s sw o rd  t o  read  d ie  in fo rm a t io n . A u then tic a tion  is the p ro c e s s  o f  d e te rm in in g  w h e th e r som e on e  o r  som e tlu n g  
is , in fac t, w h o  o r  w h a t it is d ec la red  t o  be.

11 See P a n  I I I  f o r  a d iscuss ion  o f  s om e  o f  th e  vu ln e rab ilit ie s  o f  “ sm a rt”  tags.
12 H ahn  K im  Q u a c h , ID Tub #» Fan Track— FtrBttttrorVFtm. O R A N G E  C O U N T Y  R E G  , A u g  7 , 2 0 0 5 , otmlobh at 

h ttp :/ /w w w .o c re g i* te r  c o m /o c r /s e c t io n i/n e w * /n e w * /a r t ic le _ 6 2 5 6 9 0 .p h p .
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A . Mass-Distributed building Entry Card System Cracked

In February 2007, IO  Active, a small computer security firm based in Seattle, Washington, 
showed just how easy it was to read and clone the information encoded on the building entry cards 
used at many public and private buildings across the nation.13 At the RSA Conference, Chris Paget, 
IO  Active’s Director o f Research and Development, demonstrated how a handheld device the size of 
a standard cell-phone, costing twenty dollars in parts, could read the personal information encoded 
on the RFID chips used in HID Global ProxCards.’4 With the push o f a button on the same device, 
the personal information on the RFID cards could then be copied and re-transmitted, “spoofing" the 
existence o f an entry card and gaining access to the very buildings or information that the RFID 
chips were intended to protect from unauthorized access. Paget explained, “ (a]s the system stands at 
the moment, I could walk past someone on the street, maybe stand next to them in an elevator, and I 
could grab their card id and get into the building.”13

B. British E-passports Cracked

In  N ovem ber 2006 , the technology protections on  three m illion British e-passports were cracked 
by software written in less than forty-eight hours and an R F ID  reader bought fo r  about five hundred 
do lla rs .16 W hile the British Hom e O ffice had adopted the T rip le -D ata encryption standard (“ 3 D E S ” ) 
to try to prevent conversations between the passport and the reader, researchers found that the 
“ secret key”  to  open up the secure chip was actually published on  the face o f  die passport— the 
passport number, the passport ho lder’s date o f  birth, and the expiration date.17 Once this not-so- 
secret key was known, the R F ID  tags in the passports could be read. W ithin minutes o f  being read, 
the in form ation from  the passports could be copied and pictures o f  the holders appeared on a 
computer screen. The British government could have included a feature in the new e-passport that 
likely w ou ld have prevented this attack. The specification fo r the international e-passport developed 
by the International C ivil Aviation Association (“ IC A O ” ) detailed a feature called “ active 
authentication”  that countries could elect to include as part o f  their technological protection 
measures. The British government apparendy chose no t to do  so .18 According to Adam Laurie, the 
computer expert who helped crack the e-passport, the protections put in place to protect this

15 F la sh  v id e o : R S A : D o o r  C ard s— T h e  E n tc ip ru e ’s W eakes t L in k , 
h t t p : / /w w w .m fo w o r ld .c o in / v id e o / i r c h iv e j/ 2 0 0 7 / 0 2 /n a _ io t c t iv e .h tm ] (in te rv iew in g  C h n s  Page t d em ons tra tin g  th e  R F ID  c lo n e r 
at the R S A  Secu rity  C o n fe re n c e ).

14 Stt P a u l F . R o b e rts , Block Hal Dispute Sim RFID StcunSy Awartmss, IN F O W O R L D , F eb . 2 8 , 2 0 07 , 
h t tp : / /w w w .m fo w o r ld .c o m /a r t ic Ie /0 7 /0 2 /2 8 /H N b la c k h a t r f td _ 1 .h tm h  stt alst B r ia n  K re b s , RFID Fty Silt acts Secunty Restasxhtn, 
SECUR ITY  F IX , F eb . 2 7 , 2 0 0 7 , h t tp :/ /b lo g .w a s h m g to n p o s t .c o m /s e c u n ty fa /2 0 0 7 /0 2 / le g i I_ th re a t_ s iJ e n c e s _ r f id _ je c .h tm l;  R o b e rt  
L em o s , Legal TbnaSsScuttle RFID Flew Demo, SECUR ITY FOC I'S  F eb . 2 7 , 2 0 0 7 , h t tp :/ /w w w .s e c u r i ty fo c u s .e o m /n e w s / l 1 444 .

F o llo w in g  th e  R S A  C on fe re n c e , IO A c n v e  p la nn ed  t o  g ive a p re se n ta tio n  at th e  B U c k  H a t C om p u te r Secun ty  C on fe re n c e  m  
W a sh in g to n , D .C . d em on s tra t in g  the c lo n e r  and  re leas ing  schem atics a b ou t h ow  it w as bu ilt . W h e n  H ID  lea rn ed  o f  i t i  in tended 
b rie fin g , it con tac ted  IO A c n v e , and  dem anded  that the com p an y  re fra in  f ro m  p re sen tin g  its find ings at th e  B lac k  H a t C o n v e n tio n  
o n  (h e  basis th a t "su c h  p re sen ta tio n  an il sub ject y o u  to  fu r th e r liab ility  f o r  in fr in g em en t o f  H I D ’s in te lle c tua l p ro p e r ty ."  L a r ry  
G re en en e ie r , Stcunty Restanben and Venders Clash at Black Hat, Vstn Lest, IN FORM A T ION  W E E K , F eb . 2 8 , 2 0 0 7 , 
h t tp : / /w w w .in fo rm a t io n w e e k .c o m /s to r y /s h o w A r t ic le . jh tm l? a i t i c le ID = 1 9 7 7 0 0 l0 l . W ith  the h e lp  o f  the A C L U  o f  N o r th e rn  
C in fo rm s , IO A c n v e  gave a m o d if ie d  p re sen ta tion  that success fu lly  h igh ligh ted  the vu ln e ra b ilit ie s  o f  in secure R F ID  techn o log y . Set 
P re s s  R e le ase , A C L U  o f  N o r th e rn  C a lifo rn ia , H I D  T h re a te n s  P a te n t L aw su it , S ilences Im p o r ta n t  R F ID  P re sen ta tio n  i t  N a n o n i l  
C o n fe re n c e  (F eb ru a ry  2 8 , 2 0 0 7 ) , aveulahlt al h tm : / / w w w .ac hm c .o tg /n ew a /p re s» _ re Ie a *e * /h id _ th re a tc n s_p a ten t_  law su itw id e n c e i_  
tm p o ru n t_ r f id _ p re * c n ta t io n _ a t_ n a t io n a l_ c o n fe rc n c e .s h tm l

15 F la sh  V id e o : R SA : D o o r  C a rd s— T h e  E n te rp n se ’s W eak es t L in k , stfra n o te  13.
“  S te v en  B o ggan , Cracked III, G U A RD IA N  U N L IM IT ED , N o t .  1 7 , 2 0 0 6 , 

h t tp :/ /w w w .g u a ra a n .c o .u k / id c a rd s / s t o ty /0 „1 9 5 0 2 2 6 ,0 0 .h tm l.
17 3 D E S  uses 1 12 -b it o r  1 68 -b it keys.
'* IC A O , a litt le  k n ow n  b o d y  ru n  by the U n ited  N a tio n s  w ith  a  m andate  f o r  se tting  m tem s o o n a l p a s sp o rt standa rds , was 

g iven  th e  re sp o n s ib ility  o f  fo rm u la t in g  the secun ty gu ide lines f o r  a ll n ew  m tem a tio n a l e -pa sspo rts . A n  Ju e ls  e t a l , S ecun ty  and 
P riv a cy  Issu es m  E -p a s sp o rts  at 1 (2 0 0 5 ) . h t t p : / / e p n n t . ia c r .o rg / 2 0 0 5 / 0 9 5 .p d f . A c tive  A u then tic a tion  is d e ta ile d  m  ih e  IC A O  P K 1  
T e ch n ic a l R e p o rt . I n t i  C iv i l A v ia tion  O rg . ,  P K I  f o r  M ach ine R eadab le  T ra v e l D o c u m e n ts  O f fe r in g  IC C  R e a d -O n ly  A ccess at 15- 
16 , 2 0 0 4 , h t tp : / /w w w .ic a o .m t /m r td /d o w n lo a d /d o c u m c n ts /T R -P K I*  • 2 0m itd * ,  s 2 0 IC C N 2 0 re a d -o n ly * o 2 0 a c c e s s , « 2 0 v l_ l .p d f .
F o r  m o re  in fo rm a t io n  ab ou t the h is to ry  o f  the e -p a ssp o rt , see Am . C iv il L ib e rt ie s  U n io n , N ik e d  D a ta : H o w  th e  U  S. Ig n o re d  
In te rn a t io n a l C o n c e rn s  and  P u sh ed  f o r  R a d io  C h ip s  in P assp o rts  W ith o u t  S ecun ty  (2 0 0 4 ) , 
h t t p : / /w w w a c  H i.o rg /p n v a c y / s p y in g / 15 7 8 0 re s 2 0 0 5 0 4 2 6 . h tm l.

Copyright © 2008 Stanford Technology Law Review. A ll Rights Reserved.

http://www.mfoworld.coin/video/irchivej/2007/02/na_iotctive.htm
http://www.mfoworld.com/articIe/07/02/28/HNblackhatrftd_1.htmh
http://blog.washmgtonpost.com/secuntyfa/2007/02/legiI_threat_siJences_rfid_jec.html
http://www.securityfocus.eom/news/l
http://www.informationweek.com/story/showArticle.jhtml?aiticleID=197700l0l
http://www.achmc.otg/newa/pres%c2%bb_reIea*e*/hid_threatcns_patent_
http://www.guaraan.co.uk/idcards/stoty/0%e2%80%9e1950226,00.html
http://epnnt.iacr.org/2005/095.pdf
http://www.icao.mt/mrtd/download/documcnts/TR-PKI*
http://wwwac


sensitive information were the equivalent o f  “installing a solid steel front door to your house and 
then putting the key under the mat.”19

C. RFID-embedded Credit Cards Cracked

In October 2006, researchers at the University o f  Massachusetts Amherst demonstrated a 
technique for intercepting the information being transmitted by an RFID-embedded credit card; tens 
o f millions o f similar cards have been issued.2*1 Prior to rolling out these new cards to consumers, 
companies like American Express and J.P. Morgan Chase claimed that the cards incorporated 
protections for sensitive information.21 However, researchers found that information such as the 
cardholder’s name and other data was being transmitted by the RFID tag without encryption and in 
plain text. With |1 5 0  o f readily-obtainable computer and radio components, the researchers 
developed a reader the size o f a couple o f paperback books and skimmed and stored the information 
from the new RFID-embedded credit card.

D. California Capitol Entry Cards Cracked

In August 2006, security researcher Jonathan Westhucs showed the vulnerability o f high security 
areas that rely on RFID-embedded card entry systems.22 In the shadow o f workers installing the final 
stages o f a $2.5 million investment in concrete barricades, posts, and other security measures to 
secure the California State Capitol, Westhues read the RFID-embedded entry cards o f  two California 
state legislators. In a matter o f seconds, the information from the RFID tag popped up on his laptop 
screen. He transmitted the information from his laptop and, with the high security door believing he 
was Assembly member Fran Pavley, he gained access to the California State CapitoL23

K  Dutch E-passport Prototype Cracked

In February 2006, the prototype for the RFID Dutch e-passport was cracked on national 
television.24 In less than two hours, die information transmitted between the chip and the reader was 
intercepted, stored, and then cracked. The crack allowed full access to all the information on the 
passport, including the digitized fingerprint, photograph, and other encrypted and plain text data. 
Like the British passport, the ease o f cracking the protections was due in part to the fact that the 
“secret key” was not-so-secret— it was sequentially issued and constructed from information on the 
face o f  the passport, including its expiration date and passport number.25

F. VeriCbip Human-implantable RFID Cracked

In February 2006, the VeriChip, an RFID tag approved by the Federal Drug Administration 
(“FDA”) for implantation into humans, was cracked by Jonathan Westhues in less tnan two hours.26

19 A dam  L au n c  u  a c om p u te r exp e rt and  techn ica l d ire c to r  o f  T h e  B u n k e r  S ecu re  H o i  ting , a K e n t-b a ie d  c om p u te r secun ty 
com pan y .

^ J o h n  S chw artz , R e ie a rc h e i See P n v a q - P it fa lls  in  N o -S w ip e  C red it C a rd s , N .Y .  T IM ES , O c t . 2 1 , 2 0 0 6 , a l C l .
21 St* id  ( “  A m erican  (express has said u i  cards in c o rp o ra te  ‘ 1 2 8 -b it e n c ryp tio n .' an d  J. P. M o rg an  Chase  has said  that its ca rd s , 

w h ich  it ca lls  B tm k , u se  ‘ th e  h ighest le v e l o f  en c ryp tio n  a llow ed  by th e  U .S . g ov e rnm en t.
-  A B C  7  N ew s : C lo n in g  R F ID  T a n  m S ac ram en to  (A B C  te le v is ion  b ro ad ca s t Aug. 2 0 0 6 ) ,  ava ilab le  at 

h t tp :/ /w w w .y o u tu b e c o m /w a tc h ? v = 4 tp R F g D P W V A .
23 CepiU/imUmt »  *» mmd with hsmcatles, S IL ICO N  V .A LLEY /SAN  JO SE  BUSINESS JOURNAL , aixukhk at 

h t tp :/ /w w w .b iz jo u rn a ls .c o m / ia n io s c / s t o n c s / 2 0 0 2 / 0 3 / 1 8 /d a i ly 3 5 . l i t n i l . I n  2 0 0 2 , the L eg is la tu re  v o te d  to  a llo c a te  fu n d s  f o r  the 
C a p ito l b u ild in g  to  be  ringed  w ith  barricades. T h is  w o rk  was c om p le te d  m  2 0 06 .

24 T h o m a s  R ic k e r , Dutch RFID e-pouptrt cracked, US mxtt, E N U A D G E T , F eb . 3 , 2 0 0 6 , 
h t tp : / /w w w .e n g a d g r t .c o m /2 0 0 6 / 0 2 /0 3 /d u tc h - r f id -e -p a is p o r t -c ra c k e d -u s -n e x t /

25 T h e  D u tc h  e -p a ssp o rt , a ls o  based  o n  th e  IC A O  s tanda rd , a ls o  fa iled  t o  in c o rp o ra te  add ition a l o p t io n a l te chn o log ica l 
p ro te c t io n s  such  as ac tive au then tica tion . F o r  m o re  e i fo em a o o n , te e  d iscu ss ion  in f ra  P a r t  I I1 .B

24 A nn  a lee  N e w ia ,  The RFID Hackug  Umhmmed, W IR E D , M ay 1 6 , 2 0 0 6 , 
h t tp :/ /w w w .sw re d .c o m /w ire d /a rc h iv e / t 4 .0 5 / r f id _ p r .h tm l;  Susan  K u ch in sk a a , The New Chep-eroti, lN TERN ETN E ttS .CO M , F eb . 6 , 
2 0 0 6 , h t tp :/ /w s rw .in tem e tn e w s .c o m /s e c u n ty /a r t ia ie .p h p /3 5 8 2 9 7 1 .
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While the VeriChip corporate website still claims that its tags are “safe,” “secure,” and “cannot be 
counterfeited,” Westhues was able to read and clone the chip in the arm o f a W ind News reporter in 
mere hours with a reader the size o f an MP3 player and an antenna about five inches long.27 While 
RFID technology has “ever increasing processing sneeds, wider reading ranges, and larger memory 
capacities,”24 the VeriChip has not become harder to read and clone. Since first cracking the 
VeriChip, Westhues has shown that even smaller technology, costing as little as twenty dollars and 
requiring little skill to assemble, can be used to read and clone the chip.29 There are currently over
4,000 VeriChip systems installed worldwide for use in the healthcare, security, and government 
sectors.30 Once the VeriChip is read and cloned, the copy could be used for whatever purpose was 
intended for the initial chip, whether it be identifying a patient or accessing a secured location.

G. RFID Gas Cards and Car Keys Cracked

In 2005, researchers at Johns Hopkins University cracked the security protecting the RFID 
devices widely deployed in automatic Exxon Mobil gasoline purchasing passes and in automobile 
anti-theft devices.31 Using a home-brewed device costing a few’ hundred dollars, die researchers 
successfully cracked the encryption code on the Texas Instruments chips m thirty minutes. Once 
they had the code, they used a laptop and a simple RFID device to fill up with gas for free. The work 
at Johns Hopkins also revealed the security vulnerabilities of anti-theft car devices that use similar 
chips. Passive RFID tags are placed in keys that are authenticated by the steering column— if die 
RFID is not present, the car is not supposed to start. But these chips were also easily cracked. This 
research was a surprise to many car owners, but probably not to many car thieves. Police believe that 
car thieves often successfully steal expensive cars, such as two o f soccer star David Beckham’s 
custom-designed anti-theft BMW’s, by using software to spoof the RFID system.32 The security 
researchers see the ease o f cracking these RFID deployments as “a sign that the backers o f the RFID 
industry are being short-sighted by trying to roll out more uses foi RFID devices before their security 
and privacy issues are addressed.”33

IV. IMPACT O F RFID O N  CIVIL LIBERTIES AND CONSUMER PRIVACY

“RFID technology secures our privacy, prevents theft, and saves lives.”

— AeA Website, January 2, 200734

The truth is that there is widespread evidence and accompanying concern about the impact of 
RFID technology on privacy, financial security, and personal and public safety. These concerns are 
not limited to organizations that advocate for civil rights, such as the ACLU o f Northern California, 
but are shared by government organizations such as the Government Accountability Office, by 
elected representatives, by independent researchers who specialize in RFID technology, and even by 
segmt.its o f  the technology industry itself.35

r  T h e  Y e n C h ip  c o rp o ra te  w ebsite c la im s that “ u n lik e  c o n v e n tio n a l fo rm s  o f  id cn tific a b on , th e  V e n C h ip ™  ca n n o t b e  
coun te rfe ited . I t  i t  sa fe , secu re . . . ”  V e riC h ip  R F ID  Tags , h t tp :/ /w w w  ve n ch ip c o rp  c o m /c o n te n t /c o m p a n y / fn d t a g s  ( la i t  visited
O c t. 8 , 2 0 t , ) .

a  Sn V e n C h ip  R F I D  10 1 , h t tp / /w w w v e n c h rp c o rp c o m /c o n t e n t / c o m p a n y / r f id 1 0 1  (la s t v is ited  O c t  8 , 2 0 0 7 ) .
N  F o r  in fo rm a t io n  o n  J on a th an  W es thu es ’ w o  k , see W e s th u e s ’ H o m e  Page , h t tp :/ / c q .c x /v c h d iy .p l ( la s t u n ite d  O c t . 8 ,2 0 0 7 ) .
1,1 Stt V e n C h ip ’s C om p an y  Page , h t tp :/ /w w w .v e r ic h ip c o tp .c om /c om p a n y .h tm l (la s t vis ited  O c t . 8 ,2 0 0 7 ) .
“  P e te r W e is s , Oatsmartsae At Ekrtmut Goukttptr. Ctdt Bnoktn Bui Stonily Schtmt tf Car Letki, Gas Pumps, SC IEN CE N EW S 

O N U N E , Feb . 5 ,2 0 0 5 ,  h t t p : / /w w v  sciencenews o r g / a r t ic le s /2 0 0 5 0 2 0 5 / fo b 8  a tp .
5: R o b e r t  V am os i, Gam ia 60 Stands— Tht Hig/> Tttb I 'tnion, C N E T  N E W S , M ay 8 ,2 0 0 8 ,  h t tp : / /n e w s .c o m .c o m /2 1 0 0 -  

7 3 4 9 _ 3 -6 0 6 9 2 8 7 .h tm l.
“ Ja c k  M . G e rm a in , RFID TtAmhgyFaad wiAPrnacy Ctnsidtralitas. E -CO M M ERCE T IM ES , J u ly  1 1 , 2 0 0 5 , 

h t tp :/ /w w w c c o m m e rc e t im e a .c o m /s to c y /4 4 4 0 6 .h tm l.
** M atth ew  K a r tm e re ra k  St J o a h  Jam es, R F ID :  S ecu rity , P riva cy , and  G o o d  P ub lic  P o lic y , 

h ttp :/ /w w w .a c a n e t .o rg /p u b b c a t io o s / id i )_ r f id _ g ra d _ o v e rv ie w .a tp  ( la s t v is ited  O c t . 8 ,2 0 0 7 ) .
15 N e v i lle  P a tt in so n , d ire c to r  o f  T e ch n o lo g y  Sc G o v e rn m e n t  at A x a lto  In c . o f  A u stin , T exa s , c om m en ted  a t the J u n e  7 , 2 0 0 6
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T ra c k in g : The use o f  R F ID  technology in identification documents threatens to  drastically 
reduce privacy rights because o f  its potential to be used fo r anonymous and invisible tracking. Any 
in fo rm ation that is transmitted remotely from  the R F ID  tag— whether that is a name, social secunty 
number, o r  other random  number— permits tracking o f  the movements and activities o f  an 
individual. W ith tests revealing that R F ID  tags can actually be read at a distance o f  many feet, an 
individual's ID  may be read surreptitiously as he o r she walks through a doorway o r hallway, sits at 
the airport, stands at a political rally, o r visits a docto r’s o ffice o r a gun show. R F ID  readers will also 
continue to get m ore powerfu l, with greater read ranges fitting in to smaller devices, making them 
even m ore portab le and easier to conceal.16

Profiling: The use o f  R F ID  technology in identification documents also lays the groundwork fo r 
even m ore widespread profiling o f  individuals. P ro filing  functions to create a picture o f  a person ’s 
private affairs o r to  attempt to predict future activities by aggregating a person ’s movements o r 
transactions over a period o f  time. The deployment o f  R F ID  technology in government 
identification documents and the existence o f  ubiquitous readers would enable the gathering o f  
immense amounts o f  data. The aggregation o f  such data w ill enable the government, and potentially 
third parties who are also deploying R F ID  readers, to have intimate details o f  private lives, including 
personal in form ation such as medical predispositions o r personal health histories.

R F ID -enab led  p ro filing  is already being deployed in the commercial sector. F o r example, 
amusement parks are already using R F ID  tags to determine what attractions are most popular.17 A t 
Legoland in Denm ark, the park rents R F ID  bracelets to parents, marketing them as a too l fo r  parents 
to find their children i f  they get lo s t But, meanwhile, the parks also collect the data from  the R F ID  
tags to determ ine how  families use the park, such as “ gaug[ing] consumer interest in new rides, even 
new Lego building sets.” 1* Much m ore sophisticated systems that use mobile phones are now  being 
deployed. The R F ID  reader phones are designed to read tags that people come into contact with that 
are embedded in retail stores o r in the products being sold in those stores. When the phone reads the 
tags, the software running on  the phones sends out in fo rm ation such as the stores that people 
visited. “ Then the system infers peop le ’s behaviors and deliverfs] in form ation based on the inference 
results.” 19

1. Government Accountability Office (GAO)

Concerns about how R F ID  technology could be used fo r  inappropriate tracking and profiling 
were brought to the attention o f  Congress by the G A O  in May 2005 in its rep o rt Information 
Security— Radio Frequency Identification Technology in the Federal GovernmentI40 The G A O  found that “ the 
use o f  tags and databases raises important security considerations related to the confidentiality, 
integrity, and availability o f  the data on  the tags, in the databases, and in how  this inform ation is 
being protected. K ey  privacy concerns include tracking an individual’s movements and proh ling an 
individual’s habits, among others.” 41

A . Tracking and Profiting: Concerns Expressed by Diverse Groups

D H S  D a ta  P riva cy  and In teg rity  A d v is o ry  C om m itte e  that “ JiJt’ a in ap p ro p r ia te  to  u se  R F I D  te ch n o log y  f r . r  track ing  and 
au th en tica ting  identities o f  p e o p le .”  H e  fu rth e r n o te d , " [y ]o u  can th in k  o f  R F I D  as an in secu re  b a rc od e  w ith  an a n te n n a ”  Stt K im  
C am e ro n , Homeland Stnrity Pritacy Offia Siam RFID Ttcbatkgy, K IM  CAM ERON ’S ID E N T IT Y  W E BLO G , M ay 19 , 2 0 0 6 , 
h t tp :/ /w w w .id e n  t i t y b lo g .c o m /? p = 4 5 l .

36 O n lin e  tu to ria ls  ex ist f o r  co u n te r fe it in g  R F ID  ca rds and  R F ID  re ade rs  the s u e  o f  c e ll p h o n e s  can be  pu rcha sed  on lin e  fo r  
p u t  a few  h u n d red  d o lla rs  Stt W e s th u e s ' H o m e  Page , h t t p : / / c q .c r / p r o x .p l  ( la s t v is ited  O c t . 8 , 2 0 0 7 ) (o n lin e  tu to ria l). A  quack 
In te rn e t sea rch  f o r  R F ID  ca rd  re ade rs  w ill re vea l m an y  re ade rs  p riced  at ju st a few  h u n d red  d o lla rs  th a t attach  to  y o u r m ob ile  
d ev ice

51 K eD y  Sh e rm ach , Ltgo/and RFID Tracks Lest Kids. ColhcU Data, C R M B U Y E R , O c t . 2 8 , 2 0 0 4 , 
h t tp :/ /w w w .c rm b u y e r .c o m /s to ry  /L e g o la n d -R F ID -T ra c k s -L o s t -K id s -C o l lc c t i -D a t a -3 7 6 9 4 .h tm l; stt alst ju s  o n  M atlick , Ttcbmltgy 
(A SpecialRtpert): Ctnsttmtr TtcheiltQ', W A LL  ST. J . ,  A p r. 2 5 , 2 0 0 6 , at R 1 1.

*  Stt S h e rm ach , stcpn n o te  37 .
* R F ID  in  Jap an , S e p t  1 1 , 2 0 0 6 , h t tp : / /u b ik s .n e t / lo c a l/b lo g /p n t /a rc h iv e s 3 /0 0 5 7 3 9 .h tm l
«  U .S . G O V * r  ACCOUNTABIL ITY O FF IC E , copra n o te  8.
•'Stt id.
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The G A O  continued by stating that “ [ajtnong die key privacy issues are notifying individuals o f  
the use o r existence o f  the technology; tracking an individual’s movements; p ro filing an individual’s 
habits, tastes, o r predilections; and allow ing fo r  secondary uses o f  in form ation .” 42 The G A O  
expanded on  its concerns with tracking and profiling . It caudoned that:

[t]he widespread adopdon o f  the technology can contribute to the increased occurrence o f  
these privacy issues . . . .  tags can be reaa by any compatible reader. I f  readers and tags 
become ubiquitous, tagged items carried by an individual can be scanned unbeknownst to 
that individual. Further, the increased presence o f  readers can provide m ore opportunides # 
fo r  data to be collected and aggregated.43

2. Department of Homeland Security Data Privacy and Integrity Advisory Committee

Sim ilar concerns about both tracking and p rofiling were also detailed to  the Departm ent o f  
H om eland Security in 2006 by its Data Privacy and Integrity Advisory Committee (“ Privacy Advisory 
Comm ittee” ) .44 In  its Final Report released in December 2006, the Committee warned o f  several 
concerns with the use o f  R F ID  in idendficadon documents. It  w rote that RF ID -em bedded 
idendficadon documents might enable unauthorized access to in form adon through skimming and 
eavesdropping, that in form adon transmitted might be reused o r leveraged fo r  a second purpose 
w ithout the knowledge o r consent o f  individuals, and that such RF ID -enab led  systems had the 
potentia l to allow  “ widespread surveillance o f  individuals . . . w ithout their knowledge o r  consen t” 43 
In  its D ra ft  R eport, the Committee found that R F ID  “ appears to  o ffe r little benefit when compared 
to the consequences it brings fo r  privacy and data integrity,”  and recommended that “ R F ID  be 
disfavored fo r identifying and tracking human beings.” 44 In  its Final Report, released in December, 
2006 , the Comm ittee set fo rth  a host o f  criteria fo r sgendes to  consider when deciding whether to 
use R F ID  technology in identification documents, including whether another type o f  technology 
cou ld accomplish the goals with fewer privacy and security risks.47

3. Institute of Electrical and Electronics Engineers (IEEE)

The Institute o f  Electrical and Electronics Engineers, a nonp ro fit group representing n. jre  than
220 ,000  U.S. electrical, electronics, computer, and software engineers, has also expressed serious 
worries about the privacy and tracking issues associated with the use o f  R F ID  in identification 
documents. In  its position paper adopted by the Board o f  D irectors in 2006, the group stated that 
“ R F ID  systems present a unique technical and policy challenge because they allow  data to be 
collected inconspicuously, remotely, and by unknown, unauthorized, o r unintended entities.” ' ' It  
advised that “ [t]he security provisions fo r data acquired using R F ID  technology must adequately 
address the fact that data can be collected at a distance, inconsoicuously and even unintentionally.’ ’49 
The IE E E  was d so  very concerned about in form ation being u cd fo r  secondary purposes unrelated

« Id »t 3.
43Id i t  22 .
44 T h e  P n va cy  A d v is o ry  C om m itte e  » u  created  to  adv ise  th e  Sec re ta ry  o f  the D ep a rtm en t o f  H o m e la n d  Secu rity  and  the 

D H S  C h ie f  P n va cy  O f f i c e r  o n  p rog ram m a tic , p o lic y , o p e ra t io n a l, adm in is tra tive , and  te chn o log ica l is- j  re le van t t o  D H S  that 
a f fe c t  in d iv id u a l p n v a c y , data in teg rity , data in te ro p e ra b ility  and  o th e r  p n va cy  re la ted  is su e s  F o r  m o re  in fo rm a t io n , te e  
H O M ELA N D  SECUR ITY , PR IVACY O FF IC E— D H S  DA TA  PR IV A C Y  A ND  IN T E G R IT Y  A D V ISO RY  COM M ITTEE  (A ug . 1 3 , 2 0 0 7 ) , 
t fiw iW h  4 / h t tp :/ /w w w .d h s .g o v 7 x tn fo .h a re /c o m m it te e s /e d i io n a L 0 5 1 2 .s h tm .

45 DEPA RTM EN T O F  H O M ELA N D  SECUR ITY , T H E  USE  OF R F I D  FOR HUM AN  ID E N T IT Y  V ER IF IC A T IO N , R e p o r t  N o . 2 0 0 6 - 
0 2  (2 0 0 6 ) ,  atatlabU §i h t tp :/ /w w w .d h a .g o v /x lib ra iy /a a ie ta /p n v a c y /p r iv a c y _ a d v c o n v _ l 2 - 2 0 0 6 _ rp t_ R F ID .p d f .

46 T h e  U s e  o f  R F ID  f o r  H u m a n  i d e n t i f i c a t i o n ,  D H S  ( D r a f t )  7 , arailehk at 
h t tp : / /w w w .d h a .g o v /x h b ra ry /u a e u /p m a c y /p n v a c y _ a d v c o m _ rp t_ r f id _ d ra f t .p d f .

47 D e p a r t m e n t  o f  h o m e l a n d  s e c u r i t y ,  sepn n o te  45 .
41 " T h is  s ta tem en t waa d ev e lop ed  by  the C om m itte e  o n  C om m un ic a tio n s  and  In fo rm a t io n  P o lic y  o f the IE E E -U n i t e d  Statca 

o f  A m eric a  ( IE E E -U S A )  and  rep resen ts  the cona id e red  ju d gm en t o f  a  g ro u p  o f  U .S . I E E E  m em b e r! w ith  expe rtise  h i th e  sub ject 
fie ld . IE E E -U S A  ia an  o rg an iza tion a l un it o f  T h e  In s titu te  o f  E le c tric a l and  E le c tro n ic s  Eng in ee rs , In c ., c reated  in  1 9 7 3  t o  advance 
th e  p u b lic  g o o d  and  p ro m o te  th e  ca ree rs and  p u b lic  p ob c y  m te re  ts o f  the m o re  than  2 2 0 ,0 0 0  e lec trica l, e le c tron ic s , c o m p u te r and  
s o ftw a re  enginee rs w h o  are  U .S . m em be rs  o f  the I E E E  T h e  p o s it io n s  taken by  IE E E -U S A  d o  n o t  necessa rily  re fle c t th e  v iew s o f  
I E E E  o r  its o th e r o rg an iza tion a l un its .”  D e v e lo p in g  N a t io n a l P o l'w in , .opns n o te  2

47Id

Copyright © 2008 Stanford Technology Law Review. A ll Rights Reserved.

http://www.dhs.gov7xtnfo.hare/committees/ediionaL0512.shtm
http://www.dha.gov/xlibraiy/aaieta/pnvacy/privacy_advconv_l
http://www.dha.gov/xhbrary/uaeu/pmacy/pnvacy_advcom_rpt_rfid_draft.pdf


to the original reason fo r carrying o r using the RF ID -em bedded card, without the know ledge o f  the 
cardholder: “ [bjecause data in an R F ID  network has little human intervention and is acquired 
immediately during a transaction and can even be acquired fo llow ing a transaction, the data 
aggregation and use fo r purposes other than those intended are possibilities that must also be 
addressed.” 50

^|23 Industry representatives have also fo rm ally expressed worries that some form s o f  R F ID
technology significantly threaten privacy. In  its letter to  the State Department, the Smart Card 
A lliance, a m a jo r “ smart chip”  industry group,51 explained that E PC  2 G loba l tags, a basic fo rm  o f  
R F ID  technology that lacks additional multilayered protections, “ was designed to track packages and 
products”  and “ is not the appropriate technology to  use fo r securing human identification 
systems.” 52 The Smart Card Alliance confirm ed that R F ID  tags such as this “ release their identifiers .
. . to any compatible reader, with no  ability to authorize that the reader is allowed to access the 
in fo rm ation p rio r to  releasing the data.” 53 The R F Il  technology being considered by the federal 
government fo r  use in the passport card “ does not support the necessary security safeguards to . . .  
prevent the citizen’s unique reference number from  being tracked when it is outside o f  its protective 
sleeve.” 54 The Smart Card Alliance concluded by stating that “ while these vulnerabilities may not be 
critical in a supply chain application because the in form ation contained on  the tags is not sensitive, 
they are serious issues fo r any human identification application.” 55 

^|24 The AcA and leading technology companies have also echoed the concerns that core R F ID
technology does no t adequately protect pnvacy. In  a 2006 letter to the Departm ent o f  State and 
Departm ent o f  Homeland Security regarding what type o f  machine-readable technology should be 
deployed in the new W estern Hemisphere T rave l Initiative (“ W H T I” ) card, the trade organization 
and companies explained that basic R F ID  designed fo r identifying pallets o f  goods and allowing 
rapid inventory tracking is “ inappropriate fo r  personal identification applications.” 56 Such R F ID  
technology has a very long read range, on  the “ order o f  30 feet, o r m ore ,”  and would “ perversely 
maxim ize the possibility . . .  o f  an illicit actor ‘tracking’ a person at very long ranges.” 57 The 
in fo rm ation on  the tag cou ld also be “ s’ ureptitiously skim jmed].” 5* The letter urged the government 
agencies to reconsider whethe: 'o  use basic R F ID  technology because its use “ would potentially 
threaten individual U .S. citizen privacy.” 59

5. Elected Officials
^J25 Elected offic ia ls are also becom ing increasingly alarmed about the implications o f  R F ID

technology used in identification documents. Senator H illary C linton (D -N Y ) submitted a letter to

51 T h e  S m u t  C u d  A llia n ce  is a m em be rsh ip  o rg a n is a t io n  that “ in c ludes o v e r  ISO  U .S .-b ased  and  in te rn a tion a l o rgan isa tion s  
c o v e rin g  th e  h i ll s p ec trum  (o f )  in d u stry  su pp lie rs , in teg ra to rs , and  en d  use r g ro u p s  ”  Sm a rt C a rd  A llia nce  A ctiv ities : O v e rv iew , 
h ttp :/ /s vw w .sm a rtc u d a llia n c e .O T g /p a g e s /a c t iv it ie s  (la s t v is ited  N o v . I I ,  2 0 07 ).

43 Sm a rt C a rd  A llia nce , C om m en ts  o n  the Sm a rt C a rd  A lliance  t o  th e  D ep a rtm en t o f  S tate F ed e ra l R eg is te r N o a c e , N o v . 3 , 
2 0 0 6 , at 3 , h t tp :/ /w w w .sm a r tc u d a l lia n c e .o rg / r e to u rc e s /p d f /S m a r t_ C u d _ A U ia n c e _ R e tp o n te _ P u tp o r t _ C a rd _ F m a lp d f .

43 Sm a rt C a rd  A llia n ce  Id en n ty  C ou n c il, C on ta cd e ss  Sm a rt C a rd s  vs . E P C  G e n  2  R F I D  Tags : F requ en tly  A sked  Q u es t io n s , 
J u ly  2 0 0 6 , at 5 ,  h t tp :/ /w w w .s m a r tc a rd a U ia n c e .o rg / re s o u rc e s /p d f/E P C _ G e n _ 2 _ F A Q _ F T N A L ix lf .

44 P re s s  R e lease , P ro p o s e d  P u r p o r t  C a rd  w ith  R F T D  T e c h n o lo g y  R ad  N e w t f o r  P riva cy  and  Secu rity , Says Sm a rt C a rd  
A llia n c e , ( O c t  19 , 2 0 0 6 ) , h t tp :/ /w w w .m a rk e tw iie .c o m /m w /re le a s e .a o r id = 7 0 S 4 1 2 .

44 Sm a rt C u d  A llia n c e  Id en tity  C o u n c il, nfn  n o te  5 3 , at 5.
44 T h is  Jan u a ry  3 0 , 2 0 0 6  le tte r w u  signed by  A eA , A n te o n  In te rn a t io n a l C o rp o ra t io n , A x a lto  In c ., G em ph is  C o rp o ra t io n , 

G ie sc ck e  A  D c v n e n t  C a rd te ch , In c , I n o n  e o n  T e ch n o lo g ie s , O  berth  u r  C a rd  System s o f  A m eric an , P h ilip s  E le c tro n ic s  N o r th  
A m eric a , and  T e x a s  In s tru m en ts , I n c  L e t te r  f ro m  A eA  to  D ep a rtm en t o f  S tate and  D ep a rtm en t o f  H o m e la n d  Secun ty , R E : 
P riv a c y  and  S ecu rity  C o n c e rn s  w ith  th e  u se  o f  E P C g lo b a l U H F  G e n e ra t io n  2  te c h n o lo g y  in  the W e s te rn  H em isp h e re  T ra v e l 
In it ia tiv e  C a rd  P ro g ram , Jan . 3 0 , 2 0 0 6 , h t tp : / /w w w  a e a n e t .o rg /g o v em m en ta ffs irs /A eA _ L e tte r_ J a n _ 3 0 _ 2 0 0 6  asp.

47 M
a/i
44 Id
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the State Departm ent expressing her distress that the administration has not fu lly considered the data 
security and pnvacy concerns o f  a proposed border-crossing identification card that would contain 
R F ID  technology.60 Senator John Sununu (R -N H ) and Senator Danie l Akaka (D -H I) have also 
proposed legislation to  address the possible technological implications o f  potential widespread use o f  
R F ID  technology in ID  documents like d rive r’s licenses, and die security risks associated with 
databases that m ight be built as a result.61 State representatives around the country have introduced 
m ore than fifty bills in twenty-seven states addressing privacy and security implications o f  R F ID  
technology use by the government and commercial sectors.61

B. Insecure RFID Technology Interferes with Constitutional Rights

G roups from  across the sectors are right to express alarm about the use o f  insecure R F ID  
technology in government identification documents. Its use w ill have widespread impact on  privacy 
and free speech rights. Such rights are no t aspirabonal, but are guaranteed by both the United States 
Constitution and further augmented by many state constitutions.

1. Insecure RFID  Impacts Pnvacy Rights

Privacy rights are guaranteed by the Fou rth  Amendment to the United States Constitution and 
many state constitutional provisions.63 The Fou rth  Amendment promises a ll Americans a zone o f  
con tro l around their bodies and possessions that the government c nno t enter w ithout reasonable 
cause. Th is zone o f  contro l extends far beyond the fron t d oo r o f  a home— it also protects places o r 
things that a person “ seeks to preserve as private, even in an area accessible to the public.” 64 The use 
o f  insecure R F ID  technology in government identification documents interferes with Fourth 
Amendment rights by facilitating unreasonable searches.

2. Insecure RFID in Government IDs facilitates Unreasonable Seanh

The use o f  insecure R F ID  in government identification documents facilitates unreasonable 
searches. A  search violates the Fou rth  Amendment i f  the governmen' violates a subjective 
expectation o f  privacy that society recognizes as reasonable.65 T ae  inquiry involves two discrete 
questions: (1) has the individual, by his o r  her conduct, “ exnibited an actual (subjective) expectation 
o f  privacy”  by seeking to preserve something as private; and (2) whether the individual’s subjective 
expectation o f  privacy is one that “ society is prepared to recognize as ‘reasonable’ ”  o r  justifiable 
under the circumstances.66

Individuals take actions to preserve the pnvacy o f  the personal in form ation on  government 
identification documents, and their expectation o f  privacy fo r  die in form ation on  these documents is 
one that society has long recognized as reasonable. Individuals go to great lengths to preserve the 
privacy o f  the personal inform ation on  their government identification documents, guarding them

60 A lic e  L ip o w ic i ,  Orntm: PASS Cmd lutwtimFinds 'Rigorous' R/uew, G O V ERN M EN T  COM PUTER N EW S , D e c . 19, 2 0 0 6 , 
h t t p : / /w w w .g c n .c o m / o n lm e / v o l l_ n o l /4 2 8 1 5 -1  .h tm l.

41 R e n ee  B o u c h e r  F e rg u son , Stnators Qmstun Ust of RFID in E-Passports, NaSnnolID Cards, E W E E K , D ec . 15 , 2 0 0 6 , 
h t tp :/ /w w w .e w e e k .c o m / ir t ic  Ie 2 /0 ,1  7 5 9 ,2 0 7 3 6 7 0 , OO .up .

46 A m . L eg is la tive  E x ch . C ou n c il, R F ID  S tate Leg is la tive  A c tiv ity , O c t . 2 0 0 6 , h t tp :/ /d o w n lo a d s .h e a r t la n d .o rg /2 0 1 4 4 .p d f .
* ' “ T h e  rig h t o f  th e  p e o p le  to  b e  secu re in  th en  p e rs o n s , h ou se s , p ip e r s , an d  e ffe c ts , against u n rea son ab le  searches and  

se izu res , sh a ll n o t  b e  v io la te d , and n o  W a rran ts  sh a ll issue, b u t u p o n  p ro b a b le  cause, su p p o rte d  b y  O a th  o r  a ff irm a t io n , and 
p a rt ic u la r ly  desc rib in g  th e  p la ce  to  b e  sea rched , and  th e  p e rs o n s  o r  th ings t o  be  s o r e d  '’  U .S . CONST, am end . IV . T h e  states o f  
A laska , A r iz o n a , C a li fo rn ia , R o n d s ,  H aw an , I Dm o n ,  L ou is ian a , M on tan a , S ou th  C a ro lin a , an d  W ash in g to n  have e x p k a t  
co n s t itu t ion a l p r iv a c y  p ro v is io n s . N a tio n a l C on fe re n c e  o f  S tate L eg is la tu re s , P n v a c y  P ro te c t io n s  in  S tate C on s titu tio n s , 
h t tp :/ /w w w .n c s l.o rg /p ro g ra m s / lis /p n v a c y /s ta te c o n s tp t iv 0 3 .h tm  (la s t v is ite d  N o v .  11 . 2 0 0 7 ) . T h e  D is t r ic t  o f  C o lu m b ia  a ls o  
in c ludes an  e xp lic it p n v a c y  p ro v is io n  m its c o d e  D .C . C O D E , J  1 -4  (2 0 0 1 ) . T h e  C a li fo rn ia  privacy  p ro v is io n  w ill b e  d iscussed  la te r 
in  m o re  d ep th .

44 K a t z  v . U n ite d  S tates , 3 8 9  U .S . 3 4 7 ,3 5 1  (1 9 6 7 ) (re v e rsm g  O h n s te a d  v. U n ited  S tates, 2 7 7  U .S . 4 3 8  (1 9 2 8 ) )  (h o ld in g  that a 
w ire tap  o f  a  p u b lic  te le p h o n e  v io la ted  th e  F o u rth  .Am endm ent).

«  K y l lo  v . U n ite d  S tates , 5 3 3  U .S . 2 7 ,3 3  (2 0 0 1 ) .
44 Katg, 3 8 9  U .S . at 3 6 1 .
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safety away from  view in wallets and purses.67 This in form ation , hidden away, cannot be read and 
recorded by law enforcement with mere observation. Individuals must either be stopped and forced 
to produce their identification documents, o r technology must be utilized to penetrate an individual’s 
pocket o r  purse to read this in form ation. Individuals have no reason to think that the in form ation 
stored on  documents away from  public view could, o r should, be accessed from  a distance without 
their knowledge o r consent.

An individual’s expectation o f  privacy over the in form ation on  government idendficadon 
documents is also reasonable and supported both by state law and Supreme Court jurisprudence. 
Many states have passed statutes which provide explicit authority to law enforcement to  require 
individuals to display their d river’s licenses fo r idendficadon purposes.64 However, initial stops o f  
individuals, which then lead to requests by law enforcement to display idendficadon, must still be 
based on  reasonable suspicion.69 Thus, the default posidon is that individuals, absent reasonable 
suspicion by law enforcement, have con tro l over their personal in fo rm adon and the disclosure o f  
their idenddes. O ther states, such as California, provide even m ore extensive protecdon to 
individuals over the personal in form adon on  their idendficadon documents. California law prohibits 
a business from  retaining o r using personal in fo rm adon from  a driver’s license fo r any other purpose 
than to satisfy a legal requirement.70 A liquor merchant can ask to see an individual’s license to  verify 
date o f  birth in o rder to satisfy the legal requirement to check drinking age, but cannot retain o r use 
any o f  the other in fo rm adon on  a license.

The Supreme Court has long found Fou rth  Amendment protecdon against searches that cannot 
be conducted with mere observadon, but require physical o r technological intrusion. In  Bond v. United 
States, the C ou rt held that feeling so ft luggage was a search, stating that “ [p]hysically invasive 
inspection is simply m ore intrusive than purely visual inspection.” 7' In  Ky/lo v. United States, the 
Supreme Cou rt found that the use o f  thermal imaging technology to determine whether illegal 
activities were occurring inside a home, — in form ation that would otherwise require physical 
intrusion in to the home in order to  discern— was also a search prohibited by the Fourth 
Amendment. The Court found that “ where . . .  the G overnm ent uses a device that is not in general 
public use, to exp lore details . . . that would previously have been unknowable w ithout physical 
intrusion, the surveillance is a search.” 72 While the home has always been afforded the highest caliber 
o f  Fou rth  Amendment protecdon, R F ID  reat rs, like thermal imagers, use a technology to  invade a 
core area o f  personal space. The privacy implications o f  R F ID  technology in idendficadon 
documents shou ld be considered equally because the technology enables the remote and surreptitious 
reading o f  in fo rm adon safeguarded in spac * iway from  public view, creates the potential fo r  identity 
and location in fo rm adon to be recorded fo r  perpetuity, facilitates law enforcement actions that are 
tantamount to  unreasonable stops, and enables unreasonable search.

67 T h e  S u p rem e  C o u r t  h a t  h e ld  in  tom e  u s e s  (ha t there is n o  F o u rth  A m endm en t p ro te c t io n  o v e r  in fo rm a t io n  exp o sed  to  
the pub lic . Set U n ite d  States v . K n o t t s , 4 6 0  U .S . 2 7 6 ,2 8 1  (1 9 8 3 ) (tra ck in g  a ca r ’ s m ov em en ts  w ith  an e lec tro n ic  b eep e r d id  n o t 
v io la te  the F o u r th  A m en dm en t because a “ p e rs o n  tra ve lin g  m  an  a u tom ob ile  o n  p u b lic  th o ro u g h fa re s  has n o  re ason ab le  
expec ta tion  o f  p n v a c y  m  h is m ov em en ts  f r o m  on e  p la ce  to  an o th e r” ) .  See aLto D o w  C hem ica l C o . v . U n ited  S ta tes , 4 7 6  U .S . 2 2 7  
(1 9 8 6 ) (h o ld in g  th a t a en a l p h u tu i j- ip h y  o f  chem ica l com pan y 's  indu stria l c om p le x  was n o t a sea rch  f o r  F o u rth  A m endm en t 
p u rp o se s ). H o w e v e r , m  the circum stances su rro u n d in g  R F ID  te ch n o log y , law  en fo rc em en t ob tam s access to  iden tity  in fo rm a t io n  
that is n o t  exp o sed  t o  the p u b lic  and  w o u ld  n o t  o th e rw ise  be accessib le th ro u gh  naked -eye su rve illan ce . T h u s , R F ID  sh o u ld  be 
d is tingu ished  and  fo u n d  to  im p lica te  th e  F o u rth  A m endm en t.

*• Set V a . C O D E  .ANN 5 4 6 .2 - 1 0 4  (2 0 0 7 ) ;  WASH . REV . C O D E  A N N  J  4 6 .2 0 .0 3 7  l x » ‘  e x it 2 0 0 7 ) ;  ID A H O  C O D E  AN N . $ 4 9 - 
3 1 6  (2 0 0 7 ) .

M H ub e i v . S ix th  Ju d . D i s t  C t. o f  N e v ., S 4 2  U .S . 1 7 7 ,1 8 4 - 1 8 5  (2 0 0 4 ) (in te rp re tin g  s top  and  id en tify  sta tu te and  fin d in g  that 
F o u r th  A m en dm en t w as n o t  v io la te d  b y  requ irin g  ind iv idua ls  t o  re vea l iden tity  t o  p o lic e  o f f ic e r  in  th e  c ou rse  o f  re ason ab le  stop  
u n d e r T e r ry  v . O h io ,  3 9 2  U .S . 1 (1 9 6 8 ) (h o ld in g  that p o lic e  m ay o n ly  s to p  ind iv id u a ls  o n  the p u b lic  s treets and  c o n d u c t a lim ited  
fr is k  sea rch  i f  th ey  h av e  a  p a rt ic u la rized , ob je c tiv e , and  re ason ab le  basis f o r  b e liev ing  that c r im in a l ac tiv ity m ay b e  a fo o t  o r  that a 
g iven  suspec t m ay be a rm ed  and  d ange rou s ).

7,1 C A L  C IV . C O D E  $ 1 7 98 .9 0 .1  (D e e rm g  2 0 07 ).
7' B o n d  v . U n ited  S tates , 5 2 9  U .S . 3 3 4 ,3 3 7  (2 0 0 0 ) .
»  Kytie, 5 3 3  U .S . at 40 .
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3. Iiu ta tn  R F ID  Implicates State Constitutional Protections
In  addition to Fou rth  Amendment concerns, the privacy issues associated with the use o f  

insecure R F ID  technology in identification documents may also implicate state constitutional 
protections. F o r example, the surreptitious monitoring and recording o f  identity and location 
in form ation that is facilitated by insecure R F ID  in identification documents is exactly the type o f  
“ m odern threat”  that was the focus o f  the Californ ia Privacy Amendment.71 Overwhelm ingly 
approved by Californ ia voters in 1972, the Privacy Initiative was designed specifically to  guard against 
the expansion o f  government surveillance and data collection. The ba llot argument in favo r o f  the 
proposition cited “ the pro liferation o f  government snooping and data collecting [that] is threatening 
to destroy ou r traditional freedoms.” 74 In  White v. Davis, the first California Supreme Cou rt to 
interpret the privacy amendment noted:

[T ]he moving force behind the new constitutional provision was a more focused privacy 
concern, relating to the accelerating encroachment on  personal freedom  and security caused 
by increased surveillance and data collection activity in contemporary society. The new 
prov is ion ’s primary purpose is to a ffo rd  individuals some measure o f  protection against this 
m ost m odem  threat to personal privacy.75
State constitutional protections, like those in Californ ia and other states, should also be found  to 

safeguard individuals against unreasonable incursions on their privacy due to insecure R F ID  in 
identification documents.

4. Insecure R F ID  Technology Impacts Rights to Free Speech
The use o f  insecure R F ID  technology in identification documents no t on ly impacts ou r 

fundamental rights to privacy afforded both by the U.S. Constitution and some state constitutions, 
but also chills ou r ability to  exercise ou r rights to free expression by preventing peop le from  
remaining anonymous. Forcing people to carry a government ID  with insecure R F ID  technology is 
tantamount to requiring people to potentially identify themselves whenever they wa'Jt, speak, o r  meet 
in public. W ith insecure R F ID  in a document that you need to carry on  a daily basis, it w ou ld  be 
practically impossible to be in a public place w ithout wondering whether the government was 
monitoring and recording who you were, where you were, and what you were doing. The loss o f  
privacy and anonymity leads to a reduced willingness o r opportunity to engage in unfettered speech 
and uneasiness about how  one ’s activities might be perceived by others. “ N o  matter how  innocent 
one ’s intenbons and acdons at any given m om en t. . . persons would think m ore carefully be fo re  they 
did things that would become part o f  the record .” 76 Individuals might stop themselves from  
participating in a political protest o r attending a gun show i f  there was a possibility that their 
identifies and locations were being monitored surreptitiously and records were maintained about their 
activities. F rom  political speech to daily activities, once individuals think they could be “ observed and 
recorded, their habits change; they change.” 77

Time and time again, the Supreme Court has prohibited government activities that interfere with 
the p rope r exercise o f  free speech. Laws requiring p .-r le to identify themselves when expressing 
themselves in public are unconstitutional; the same is true fo r  laws requiring identification o f  a 
person ’s association with others o r with organizations. Individuals have a right to protest, distribute 
leaflets, and circulate petitions anonymously,7* and it is improper to force disclosure o f  membership

73 T h e  e le c tion  b ro c h u re  p ro v id e ! insigh t in to  the leg is la tive h is to ry  o f  the am endm en t. Stt W h ite  v. D a v is , 13  C a l. 3d  7 5 7 , 
7 7 3 - 7 7 5  (1 9 7 5 ) .

7‘  li  at 7 7 4 .
73 Ii
76 R ic h a rd  W a s s e rs trom , P rivacy : S om e A rgum en ts and  A ssum p tion s , PH ILOSOPH ICAL D IM EN S IO N S  OF PR IV A CY  3 2 5 - 2 6  

(F e rd in an d  D a v id  S ch o cm an , ed ., C am b ridge U n iv . P re ss  1 9 8 4 ) , a  ted  tn  C h r is to p h e r S lo b og m , P u b lic  P rivacy . C am e ra  S u rve illa n c e  
o f  P u b lic  P la ce s  and  th e  R ig h t t o  A non ym ity , 7 2  M is t. L J .  2 1 3 , 2 4 3  (2 0 0 2 ) .

77 N ic h o la s  C . B u rb u le s , P n va cy , S u rve illan ce , and  C la s s ro o m  C om m u n ic a t io n  o n  the In te rn e t , ACCESS (1 9 9 7 ) ,  a v a ilab le  at 
h ttp :/ / fa c u lty .c d .u iu c .e d u /b u rb u le s /p a p e rs /p r iv a c y .h tm l (la s t v is ited  M ar. 2 3 , 2 0 0 7 ) , c ited  in  S lo b og in , snpn n o te  7 6 , at 2 4 4 .

’ •  B u c k le y  v . A m . C on s titu t io n  L aw  F ou n d ., 5 2 5  U .S . 1 8 2  (1 9 9 9 ) (s tr ik in g  d ow n  C o lo ra d o ’s requ irem en t that pe tit io n
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lists.79 Furtherm ore, courts have ruled that surveillance that targets individuals, intimidates them, o r 
discourages attendance at an organizational activity o r  membership in an organization is an im proper 
infringement on  free speech and the right o f  association.110 As U .S. Supreme Court Justice John Paul 
Stevens commented in McIntyre v. Ohio Elections Commission, in which the C ourt found it 
unconstitutional to proh ib it the distribution o f  anonymous campaign literature, “ [t]he decision in 
favor o f  anonym ity [is] motivated by fear o f  econom ic o r  o ffic ia l retaliation, by concern about social 
ostracism, o r merely by a desire to preserve as much o f  one ’s privacy as possible . . .  [it] is an aspect 
o f  freedom  o f  speech protected by the First Amendment.” 81 The use o f  insecure R F ID  in 
identification documents is inappropriate because o f  its chilling effect on  the exercise o f  free speech.

Liberty and Human Dignity: In  addition to privacy and free speech considerations, R F ID  
technology also represents a real threat to the dignity o f  individuals in ou r society and reasonable 
expectations about the inalienable freedoms o f  individuals. Human beings should not be tagged and 
tracked like a product o r a piece o f  cattle. By virtue o f  being human, we have inalienable rights to 
liberty— rights that are further codified fo r  Americans in ou r founding documents and in the United 
Nations Declaration o f  Human Rights.82

As the editors o f  Scientific American w rote in response to  learning about the use o f  R F ID  tags in 
student badges in Sutter, California, “ tagging jun io r high school kids becomes a fo rm  o f  
indoctrination in to an emerging surveillance society that young minds should be learning to  question 
. . . W idespread adoption o f  human-tracking devices should never be embraced w ithout serious and 
pro longed discussion at all levels o f  society.” 81

Personal Safety: The use o f  R F ID  technology also has implications fo r  both personal and 
public safety. I f  in form ation on identification documents can be skimmed o r  eavesdropped, a bad 
actor may use this in form ation fo r im proper purposes. Many people have important interests in 
keeping in fo rm ation  like their names and addresses private, from  vulnerable populations like women, 
children, and crime victims to people with public positions such as judges and doctors who might 
not want their personal in form ation accessed w ithout their knowledge. Even i f  the in form ation on  an 
R F ID  tag is lim ited to a unique identifier number, a bad actor may gain m ore in form adon about an 
individual by using that unique identifier to access a database, by video camera, o r by dose-range 
recognition. Subsequent sightings o f  that identifier number, o r stored records o f  when that identifier 
number was sighted at a particular place in time, can then be linked to the individual. It  is important 
fo r individuals to be able to maintain con tro l over the disclosure o f  their personal in form ation , and 
the use o f  R F ID  technology in identification documents threatens this ability.

Cloning and Spoofing: 'ihe use o f  R F ID  technology in identification documents also presents 
real concerns fo r public safety. Basic R F ID  technology enables the reading o f  in form ation on  the 
chips. Once someone has read this in fo rm adon , they can use it to access unauthorized areas and 
resources either by spoofing the card and sending out the radio signal with the in form adon from  a

so lic ito rs  w ear an id en tific a tion  badge b ecam e it "d isc ou rag es  p a rt ic ip a tion  in th e  p e tit io n  c irc u la tion  p r o c c u  by fo rc in g  nam e 
id en tific a tion  w ith o u t s u ffic ie n t c au se " ); M c In ty re  v . O h io  E le c t io n s  C o m tn ’n , 5 1 4  U .S . 3 3 4  (1 9 9 5 ) (s tn lu n g  d ow n  sn  O h io  law  
p ro h ib it in g  th e  d is tn b u tto n  o f  an o n ym ou s  cam paign lite ra tu re  and  tak ing  n o te  o f  " a  re spec ted  tra d it io n  o f  an on ym ity  tn the 
advocacy o f  a p o lit ic a l c a u se " ), L a m e n t  v  P os tm a s te r G e n e ra l, 381  U .S . 301  (1 9 6 5 )  (s in k in g  d ow n  g o v e rn m en t m easu re  that 
requ ired  ind iv idua ls  to  n o t i fy  the p os t o f f ic e  o f  in te re s t m  ce rta in  p o lit ic a l m ate ria ls  b e fo re  rece iv in g  them  tn the m a i l); T i l le y  v. 
C a lifo rn ia , 3 6 2  U .S . 6 0  (1 9 6 0 )  (s trik ing  d ow n  a ban  o n  an o o ym ou s  h an d b ills , n o t in g  that " |p |e rs e c u te d  g ro u p s  and  sects f r o m  tune 
to  tim e th ro u g h o u t h is to ry  have  been ab le  to  c n t id a e  opp re ss ive  p ractices and  law s . . . a n o n ym ou s ly ” ) .

”  N A A C P  v . A lab am a , 3 5 7  U  S 4 4 9  (1 9 5 8 ) ( fo rb id d in g  th e  state o f  A lab am a f ro m  c om p e llin g  the N . \A C P  to  d isc lo se  its 
m em be rsh ip  lists).

a‘1 Sn also P re sb y te ria n  C h u rc h  (U .S .A .) v . U n ited  S tates, 8 7 0  F .2 d  5 1 8  (9 lh  C ir . 1 9 8 9 ) (ch u rch  s u ffe re d  h a rm  o f  d im in ish ed  
m em be rsh ip  as a re su lt o f  su rve illan ce ); O lag u es  v . Russom eQ o, 7 9 7  F .2 d  1511 (9 th  C tr. 1 9 8 6 ) (p la in t i ffs  w ere targets o f  
su rve illan ce ).

»  McIntyre, 5 1 4  U .S . at 341 -4 2 .
u  A rt ic le  13 o f  th e  U N  D e c la ra t io n  o f  H u m an  R igh ts : “ E v e ry o n e  has the rig h t to  fre e d om  o f  m ov  em en t.”  U n iv e rs a l 

D e c la ra t io n  o f  H u m an  R ig h ts  (1 9 4 8 ) , ava ilab le  a t h t tp :/ /w w w .u n .o rg /O v e rv ie w /n g h ts .h tm l.
u  E d ito r ia l, Hunan Inmtory Control, SC IENT IF IC  AM ERICAN (M ay 2 0 0 5 ) ,  aemlabk at 

h t tp :/ /w w w .s c ia m .c o m /a r t ic le .c fm ? a r t ic le ID = 0 0 0 9 3 B 4 4 -7 1 D B -1 2 6 4 -B 1 D B 8 3 4 1 4 B 7 F 0 0 0 0 d c a c = J  1 0 0 3 2 2
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laptop , as was done by Jonathan Westhues at the Sacramento Capito l, o r  cloning the card by taking 
the in form ation and encoding it on  another chip in a new card.

According to industry representatives themselves, basic R F ID  technology does not have the 
necessary technological protections to  “ eliminate the risk o f  terrorists, criminals, o r illegal aliens who 
have a passing resemblance to legitimate cardholders spoofing o r counterfeiting”  cards.84 Basic R F ID  
technology simply “ does not support the necessary security safeguards to allow border officia ls to 
ven fy  that the passport card is authentic.” 85 According to the Smart Card A lliance, these 
vulnerabilities lead to the possibility o f  both eavesdropping on  the transmissions and tampering with 
the actual chip to sp oo f the transmission o r c lone the card. The data that is read could be easily 
wntten to a b lank tag, creating a duplicate tag. In  its letter to the State Department and D H S , 
discussed supra, the AeA and leading technology companies also explained how R F ID  is ‘ 'highly 
susceptible to forgery”  and how  “ very easily”  this can be done.84

A potential illicit hacker could very easily read (again, from  a distance) the unique ID  
contained . . . and easily create a duplicate. The scenario can be imagined where a potential 
terrorist surreptitiously skims the £PC  number in form ation . . . and then easily creates a 
duplicate card which could then be used . . . .  A ll the potential terrorist need do is be sure 
that the ho lder o f  the fake card resembles the ho lder o f  the true W H T I card in order to pass 
a cursory visual inspection.87
The technology industry itse lf has admitted that rather than keeping us safer, using a technology 

that has been shown to  be extremely vulnerable to  spoofing and cloning and that allows people to 
move quickly through security checkpoints with on ly a cursory visual inspection “ would potentially 
underm ine critical homeland security border con tro l programs and effectiveness.” 88 Succinctly sa ted  
by Marc-Anthony Signorino, D irec to r and Counsel fo r  Technology Policy, AeA, “ ( i ] f it doesn't keep 
the bad guys out, i f  it’s easily spoofed , then what good is it?” 89

F in a n c ia l Secu rity : The use o f  R F ID  technology in identification documents also threatens to 
further increase incidents o f  identity theft and reduce the financial security o f  Americans. As was 
shown with the recent crack o f  RFTD credit cards, basic R F ID  technology transmits inform ation that 
can be picked up by anyone with a compatible reader. I f  sensitive personal information, such as a 
person ’s name, social security number, o r account number, is encoded on  an R F ID  chip and not 
adequately protected with technological features that can resist comprom ise, the inform adon can be 
read and used fo r  improper purposes.

Idendty theft is already a significant and growing prob lem  in the United Sates. In  2005-2006 , 8.9 
m illion peop le were victims o f  idendty theft. W ith  average losses o f  m ore than $6000 dollars, total 
losses o f  m ore than $56 billion dollars, and a cost o f  40 hours o f  time per person to make claims and 
resolve losses, idendty theft already impacts a significant segment o f  the American populadon.90 So, 
what advice did the largest study on idendty theft provide to consumers to try to stem the rise o f

14 "U n lik e  a s o lu t io n  based on  E P C  G e n  2 te ch n o log y , the con tac tle ss  sm art ca rd -b ased  s o lu t io n  su pp o rts  fea tu res that can 
b e  used t o  v e n fy  th e  au th en tic ity  o f  the P A S S  ca rd  and  ehm m itc  th e  n sk  o f  te rro n s ts , c r im in a ls , o r  illega l aliens w h o  h ave  a passing  
re sem b lan ce  to  legm m a ic  c a rd h o ld e rs  s p o o fin g  o r  cou n te rfe it in g  PA S S  ca rd s t o  e n te r the U n ited  States undetected .”  W este rn  
H em isp h e re  T ra v e l In i  na tive  PA S S  C ard : R e com m en da tion s  fo r  U sm g  Secu re C on tac tle ss  T e c h n o lo g y  vs. R F ID ,  
h ttp ://w w w .sm a rtc a rd a Ilia n c e .o rg /a Ib an c e _ a c c iv it ie s /w h o  t fm  (b u t v is ited  Jan . 8 , 2 0 0 7 ) .

u  P ro p o s e d  P A S S p o r t  ca rd  w ith  R F ID  te ch n o log y  bad new s f o r  p n va cy  and  secun ty , says Sm art C a rd  A lbance , sapor n o te  54.
16 L e tte r f ro m  A eA  t o  F ra n k  E . M o ss , D e p u ty  A ss ’t Sec'y, P a s sp o rt S e rv ices , and  E la in e  D e z e n sk i , A c ting  A ss’ t S ec ’y , B o rd e r  

and  T r a m p  Sec P ob c y  (Jan. 3 0 , 2 0 0 6 ) , ansnbWr a / h t tp :/ /w w w  a e a n e t .o rg /g a v em m en ta ffa irs /A eA _ L e t te r .J a n _ 3 0 _ 2 0 0 6 .a s p .
17 Id. (em p h a su  added ).
"Id
M M ichae l A m o n e , Beaneneg across lie Border, FEDERAL COM PUTER W E E K , A p r. 2 4 , 2 0 0 6 , h t tp :/ /w w w .fcw .c om /a r t ic le 9 4 1 5 6 -  

0 4 -2 4 - 0 6 -P n n t .
*•' T h e  2 0 0 6  Id en tity  F rau d  Su rvey  R e p o rt— re leased  by the C ou n c il o f  B e tte r Bus iness B u reau s and  Javebn S tra tegy 6c 

R esea rch— was re p o r te d  to  b e  the la rgest s tudy eve r o n  id en o ty  th e ft . I t  fo u n d  that betw een 2 0 0 5 -2 0 0 6 , 8 9  m illio n  p e o p le  w e re  
v ic tim s o f  id en o ty  th e ft , at an average ra te  o f  6 3 8 3 , to ta l o .  5 5 6 .6  b ilb o n .

P re s s  R e lease , N e w  Resea rch  S h ow s Id en tity  F rau d  O -o w th  Is  C on ta in ed  and  M o re  C o n t ro l T h a n  T h e y  T h in k  (Jan . 3 1 ,
2 0 0 6 ) , atailaile al h t tp : / /w w w .b b b o n b n e .o rg / ID th e ft / s a fe ty Q u iz .a s p  (la s t v is ited  Jan u a ry  8 , 2 0 0 7 ) .
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identity theft? O ne o f  its “ top dps”  was to  “ keep all sensidve documents, checkbooks and credit 
cards securely locked away at home and at w ork .”  A  second dp was to  “ not release social security o r 
account numbers in response to e-mail, phone o r in-person requests.” 91 I f  personal in form ation is 
encoded on  R F ID  chips, it w ill be increasingly ^'fficult to maintain con tro l over this inform adon. 
R F ID  industry consultants warn that, “ [g]iven that R i I D  tags are made to broadcast in fo rm adon , the 
possibility o f  data theft by easily concealable R F ID  scanners is very real. . . . These security problems 
are simply inherent in the technology.” 9- Locking up your cards is not going to help i f  the 
in fo rm adon encoded on an R F ID  tag can be read from  distance. The study also said that while ID  
theft is currendy a prob lem , many peop le can often determine how  their in form adon became 
vulnerable.95 This is because a majority o f  idendty theft occurs through lost o r  stolen wallets, credit 
cards, and check books and many peop le can determine when and how  their in fo rm adon was 
accessed by another individual.94 Since R F ID  technology does not alert an individual to when it has 
been read o r by what reader, it w ill likely become harder to determine when in form adon has become 
vulnerable and be able to track the source o f  the idendty theft.95

V . IM PA C T  O F  S U R V E IL L A N C E  IN FR A ST R U C T U R E

The privacy and security concerns associated with R F ID  technology itse lf are magnified by the 
interplay o f  this technology with o the r surveillance infrastructure that is being developed and 
deployed by the government and being marketed by the private sector. The current debate over 
RFTD technology takes place within the larger context o f  an extraordinary expansion in the number 
and pervasiveness o f  technologies that pinpoint an individual’s idendty and locadon— G loba l 
Posidoning Systems (“ G PS ” ), cell-site locadon tracking, and public video-surveillance technologies—  
as well as the move to create greater federal idendficadon systems and integrated databases through 
programs such as Real ID  (which w ill create a National ID  and a fifty-state interlinked database) the 
new e-passports, the Western Hem isphere Travel Inidadve, and travel databases such as the 
Automated Tracking System (“ A T S ” ) .96 By accumulating and aggregadng coundess individual points 
o f  data, these technologies, idendficadon systems, and databases threaten to a llow  the government—  
and potentially others— to invade the privacy o f  individuals at an unprecedented scale.

RFID and  G ove rnm en t ID Carda : Even after all the evidence and reports between 2004 and 
2006 about the vulnerabilides o f  R 1TD  technology, including those by the G A O  and the D H S  
Privacy Integrity Committee, and concerns vciced even by pordons o f  the R F ID  industry about the 
privacy and security o f  the technology, the government is still moving forw ard with plans to  embed 
R F ID  technology in a range o f  government idendficadon documents. Fortunately, the w ork o f  
privacy and civil rights organizations, technologists, and legislators across the country seems to have 
stopped, o r  at least stalled, the plan to use R F ID  in all driver’s licenses pursuant to  the Real ID  A c t 
The Departm ent o f  Homeland Security’s d raft reguladons fo r Real ID  recommended selection o f  a 
2 -D  barcode that is scanned optically as the common machine-readable technology to replace the

"> Id
P au l F ab e r, RFID StraUgf—RFID PnukyAnd St curtly Ijsms: A lock at tbt ttelung staU of tog stomty, IN D U ST RY  W E E K , Jan  9, 

2 0 0 7 , aimtoki at h t t p . / /w w w .tn d u s t ry w e e k .c o m /R e a d A rn c T e .a s p x ?A rt ic le ID = 1 3 3 7 1 4 S e c t io n ID = 4 .
1,3 F o rty -s e v en  p e rc en t o f  v ic tim s  c o u ld  id en tify  th e  * ou rc e  o f  the data c om p rom ise  T h irty -s ix  p e rc en t o f  w e b m t co u ld  

id en tify  the p e n  o n  w h o  m isused  th e ir in fo rm a t io n  N e w  1 c sc arch  S h ow s Id en tity  F raud  G ro w th  I t  C o o  taw ed  and  M o re  C o n tro l 
' I l ia n  T h e y  T h in k , rnfm n o te  90 .

34 In  s ix ty -th re e  p e rc en t o f  frau d  cases, the p o in t  o f  c om p rom ise  was c ithe r th e ft by  d o t e  associates o f  the c o n su m e r (fn e n d s , 
fam ily , n e ig h b o rs , e tc .), lo s t  o r  s to le n  w a lle ts , ca rd s an d  ch e ck b ook s , b reached  h om e  c o m p u te n  o r  s to le n  m a il o r  trash . T ra sh  aa a 
s o u rc e  o f  data c o m p rom ise  is n ow  leas than  o n e  p e rc e n t  Sm id.

*  Id.
% F o r  m o re  in fo rm a t io n  ab ou t the R e a l I D  A c t, see R ea l N ig h tm a re , h t tp :/ /w w w  rea ln tgh tm a re  o rg  (last v is ited  Janua ry  8, 

2 0 0 7 ) . F o r  m o re  in fo rm a t io n  ab ou t W H T I ,  see P re s s  R e lease , A C L U  and  A llie s O p p o s e  W e s te rn  H e m isp h e re  T ra v e l In it ia tn e , Say 
P la n  U n d e rm in e s  P riv a c y , P ro v id e s  L it t le  S ecun ty  (S e p t  7 , 2 0 0 6 ) , aomlabk at h t tp :/ /w w w .a c h to c g /s a fe fr e e /g e n e ra l/  
2 6 6 8 1 p ra 2 0 0 6 0 9 0 7 .h tm l. F o r  m o re  in fo rm a t io n  ab o u t A T S , see P ress  R e lease , G o v e rn m e n t S ec re tly  T ra c k s  M illio n s  o f  A m en  cans, 
A C L U  (D e c . t ,  2 0 0 6 ) ,  JKnZrWr a t h t tp : / /w w w  ach inc  o rg /n ew s /p re s 8 _ re le a s e s /g o v em m en t_ s e c re t iy _ tra c k s _  
m iH ion s_o f_ am en can s  sh tm l
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magnetic strip that is used on  many licenses today.97 The dra ft regulations stated that “ [t]he 
integrated contactless chip was no t deemed an appropriate technology fo r  this particular document, 
as there is no t an identifiable need fo r  d river’s licenses and identification cards to be routinely read at 
a distance.” 9* However, R F ID  passports continue to ro ll out and other R F ID  travel documents are in 
the pipeline.99

A . RFID Passports

Some Americans have already started to receive new RF ID -em bedded passports and m illions 
m ore may be forced to  carry them in the years to com e .'M The federal government’s original plan 
was to embed all new passports with an R F ID  chip that had no  protections. A ll the in form ation 
currendy printed on  the face o f  United States passports, such as names and passport numbers, would 
be embedded in the chip with no encryption o r o ther privacy o r  security protections.101 The United 
States government tried to quietly dismiss the concerns o f  other nations and the A C LU  about the 
privacy and security o f  the new RFID -em bedded passports, claiming that the technology was safe 
and cou ld on ly be read from  a few centimeters away. It  on ly  relented when Barry Steinhart, the 
D irec to r o f  the Technology Libert)’ P ro ject at the national A C LU , demonstrated at a large 
conference, in the presence o f  a State Departm ent o ffic ia l, just how  easily data on  an R F ID  tag could 
be stolen from  a distance.102 Later, the State Departm ent finally agreed to revise its design to include 
some privacy and security protections. However, the A C LU  and computer security experts have to ld 
the State Departm ent that the additional protections are still n o t adequate.103 As predicted, e- 
passports issued by other countries under the same international e-passport standards have already 
been comprom ised , demonstrating rhat the passports can be Honed and the personal in form ation o f  
m illions o f  Americans w ill potentially be comprom ised i f  they are forced to continue to use diem.

B. Western Hemisphere TroveI Initiative

The federal government is also in the process o f  creating a new RFID -em bedded travel 
document, the Peop le Access Security Service (‘T A SS ” ) card.104 This new document is being

41 D ep a rtm en t o f  H o m e la n d  Secun ty , M in im um  S tanda rd s f o r  D r iv e r 's  beenses and  Id en tific a tion  C a rd s  A ccep tab le  b y  
F ed e ra l Agencies fo r  O f f ic ia l P u rp o se s  30 -1  (F eb . 2S, 2 0 07 ) 7 6 , aiatkekk at 
h t tp :/ /w w w .a c h r .o rg / im a g e s /g e n e ra l/ a s s e t_ u p lo a d _ fi le 9 9 3 _ 2 8 7 3 5 .p d f .

"Id
94 R e a l I D ’s im pac t o n  p riv a cy  is s o i l ov e rw he lm ing . T h e  R e a l I D  A ct, p assed  by C on g re ss  as a b ttie -know n  attachm en t t o  the

Ira q  and  T su n am i A p p ro p r ia t io n s  BiO, seeks to  create a n a tio n a l I D  ca rd  and  n a tio n a l database o f  in fo rm a t io n  o n  p rac tica lly
e v e ry on e  o v e r  the age o f  s ix teen  AD n a tio n a l ID s  w ill h ave  b o th  p e rs o n a l in fo rm a t io n  lis ted  o n  th e  face o f  the ca rd  and in  a 
u n i fo rm  m ach in e -read ab le  fo rm a t. T h e  m ach in e -readab le  fo rm a t , even  i f  it is a  2 -D  b a rc od e , w i l l m ake  it ve ry  e ffic ie n t f o r  p riva te  
bus inesses  t o  m ake  u se  o f  th e  ca rd 's  a i f ru t ru c tu re  t o  create a p a ra lle l, p riv a te  database , o n e  th a t wiO be ou ts id e  the reach o f  the 
P n v a c y  A c t and  con tam  m uch  m o re  m fo rm a t io n  th an  g o v e rn m en t datab ases. T h e  A C L U  has b een  firm  an its o p p o s it io n  to  
rn ip lem en tan o o  o f  the R e a l I D  A ct le g is la t io n  is m o v in g  th ro u gh  the fed e ra l g o v e rn m e n t and  in  m o re  than  tw enty -e igh t states to  
m o d i fy  th e  R e a l I D  A c t

M o re  in fo rm a t io n  is ava ilab le  at h t tp :/ /w w w .re a lm g h tm a re  o rg .
R F ID -e m b e d d e d  p a ssp o rts  started issuing o n  A ugust 16 , 2 0 06 .

P re s s  R e le ase , D e p a rtm e n t o f  State Beg ins Is su in g  E le c tro n ic  P u r p o r t s  t o  th e  P u b lic  (A ug . 1 4 , 2 0 0 6 ) ,  analabk at 
h ttp . / / w w w .s t i t e .g o v / r / p a / p r s / p i / 2 0 0 6 / 7 0 4 3 3 .h tm .

In fo rm a t io n  a b o u t d ie  e -p a s sp o rt i is ava ilab le  here : h t tp :/ / t ra v e l.s ta te .g o v /p a s s p o r t /e p p t /e p p tn e w _ 2 8 0 7 .h tm L
101 Sm A C L U , N a k e d  D a ta : H o w  th e  U .S . Ig n o re d  In te rn a tio n a l C o n c e rn s  and  P u sh ed  f o r  R a d io  C h ip s  m  P u r p o r t s  W ith o u t 

S e cu n ty  (N o v . 2 4 , 2 0 0 4 ) ,  aaaitakk at h t tp :/ /w w w .a c k i .o rg /p d ft /p r tv a c y /n a k e d d a ta 2 0 0 4 1 1 2 4 .p d f .,
A C L U , G lo b a l Id e n t ity  C a rd s , A p r. 2 6 ,2 0 0 5 ,  h t tp :/ /w w w .a c h i .o rg /p t tv a c y / ip y in g /1 5 7 8 0 rc s 2 0 0 5 0 4 2 6 .h tm l.

An E-Pastports Man Secant, W A LL  ST . J . ,  Sept. 2 9 , 2 0 0 6 , aumUkk at 
h t tp : / / o n b n e .w ii .c o m /p u b b c /a r t K le /S B 1 1 5 9 3 8 7 8 7 8 7 3 0 7 5 8 2 6 - 6 A b U p M Ia J V C S I i_ U B V o G rW P 8 6 7 k _ 2 0 0 7 0 9 2 9 .h tm l .

103 T h e  m e ta l sh ie ld in g  th a t has been  w oven  m to  th e  c o v e r t o  s to p  th e  m fo e n .a o o n  f r o m  be ing  read— since ra d io  w aves d o
n o t  tran sm it th ro u gh  m e ta l— o n ly  w o rk s  w hen th e  p u r p o r t  is d o s e d . T h e  in fo rm a t io n  can  p o te n tia lly  be  s lum m ed  when  the 
p u s p o t i  n eed s to  b e  op en ed . E x p e rts  have a ls o  ra ised  q uestion s a b o u t the te ch n o lo g ic a l soundn ess  o f  the sh ie ld ing , even  w h en  the 
p u r p o r t  is d o s e d , an d  h ave  p o in te d  o u t th a t th e re  are  n o  p ro te c t io n s  th a t p re v e n t track ing . R F I D  ch ips can snO b e  id en tified  b y  
u n iq u e  p a tte rn s  in th e ir ra d io  exchanges A nd  that is on ly  w ha t h u  b een  u n c o v e re d  m  th e  s h o rt  tim e tnesc d u p s  h ave  been 
av a ilab le ; w h o  kn ow s w ha t wiD h ap p en  in the ten -yea r b fe sp an  o f  the ch ip s n o w  b e in g  u sed ? Sat id

"** L a u n e  Su lb van , Nam Barder-Cnitnq Card Cculd Baait RFID Damaad, IN TE LL IG EN T  EN TERPR ISE , S e p t  7 , 2 0 06 ,
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developed pursuant to  the Western Hem isphere T rave l Initiative (“ W H T I” ) , which requires that all 
people traveling between the United States and Mexico, Canada, Bermuda, and the Caribbean show a 
passport o r  other DHS-app roved document.105 Starting January 2007, all air travelers between these 
regions were required to show a valid passport, and the next phase w ill require all land border 
travelers to show a passport o r  the approved document— a PASS card. The Smart Card Alliance, an 
R F ID  industry group, has voiced direct concern over the technology being considered fo r  the PASS 
card.106

C. R F ID  and Video Surveillance

The further use o f  R F ID  technolog)’ in government identification documents, combined with 
ever-growing public surveillance systems, presents particularly grave concerns. Public surveillance 
cameras are pro liferating throughout the United States, funded in part by $800 m illion in grants from  
the Departm ent o f  Homeland Secunty.107 Camera systems have been approved and instituted in 
cities throughout the country without guidelines to guard against abuse and, in most circumstances, 
with little o r  no public debate. In  just over two years, the San Francisco “ p ilo t program ”  with two 
video surveillance cameras has grown to over sixty cameras, with plans to  seek D H S  funding in the 
coming years.10* Chicago Mayor Richard M. D a ley expects cameras to be on  “ a lmost every b lock”  o f  
his d ty  by 2016 .109

The video surveillance market is expected to be a $9 b illion industry by 2 01 1.110 J.P . Freeman, a 
security industry consultant, estimates that it w ill grow  to $21 billion in 2010  and predicts that “ pretty 
soon, cameras w ill be like smoke detectors: they’ll be everywhere.” 111 The coupling o f  R F ID  
technology with the pro liferation o f  national identification documents means that that the 
government is m ore likely to be able to  con firm  the identity o f  an individual com ing into the range o f  
a camera and to access a wealth o f  in fo rm ation about that person— likely anything stored in a 
computerized database— including such personal in form ation as m oto r vehicle records, police 
records, employment history, travel and buying habits, and D N A  and drug testing records 112

V I. T H E  S Y M B O L  O F  SU T TE R

The R F ID  security vulnerabilities that have come to light, the research and policy papers 
completed by both government agencies and academic institutions, and the admissions by segments 
o f  the technology industry itse lf that basic R F ID  technology allows fo r  tracking individuals and

h t tp :/ /w w w .in te llig e n rc n te rp n s c .c om /c h a n n e ls /p ro c e s s /a h ow A rt ic ]e .|h tm l? a r t ic le lD = 1 9 2 6 0 0 7 0 0
,uS F o r  t  th o ro u g h  d iscuss ion  o f  W H  i I and th e  p n v a c y  an d  secun ty  im pac t o f  the PA S S  ca rd , see K a th c m e  W aB ien h o rs t, 

Border Security: PASS Cord Fails s*  Cost, Privacy 4  (S e p t  7 , 2 0 0 6 ) ,  atmlakh at 
h t i p . / / w w w .c a g w .o tg / s i t e /D o c S e rv e r /W H T I_ R e p o t t  2 _ p d f ? d o c ID = t 7 2 1

" *  A hce L ip ow ic r , AJhauce: NIST Smart Card Evaluatmas Insufficient, GO VERN M EN T  COM PUTER NEW'S, M ay 2 4 , 2 0 0 7 , avaUahh 
at h t t p :/ /w w w .g c n .c o m /o n h n e / v o ) l_ n o l  / 4 4 3 3 8 -1  h tm l.

107 M a rth a  T . M o o re , Cities Opening Mon Video Surveillance Eyes. U S A  TO LiAY , Ju ly  18 , 2 0 0 5 , at 3A  (a l t o  m eunocung  an 
ad d itio n a l f  1 b i ll io n  in  m o n e y  avadab le  th ro u gh  state g ran ts ).

1M F o r  m o re  in fo rm a t io n  a b o u t pubbc v id e o  su rv e illa n c e , see N ic o le  O x e r  &  M a rk  S ch lo sb e rg , U n d e r T h e  W a tc h fu l E ye : T h e  
P ro li fe ra t io n  o f  V id e o  S u rve illa n c e  in C a li fo rn ia , A ug  2 0 0 7 ,
h t tp : / /w w w .a c h in c .o rg /d o c s /c n m in a l ju s tK e /p o lic e _ p ra c t ic e s /U n d e r_ th e _ W a tc h fu l_ E y e _ T h e _ P ro h fe n t io n _ o f_ V |d e o _ S u n ’ eiDa
n ce _S y s tem s_ tn _C ah fom ta .p d f

><”  F ra n  S p te lm an , Daley: By 2016. Cameras oa ‘Abmst Every Block, C H I. SUN  T IM ES , O c t  12 , 2 0 0 6 , at 22 .
110 Networks  ̂IP to drive video surveillance market growth, says sSuppls, TEKRAT1 , M ar. 2 0 , 2 0 0 7 , 

h u p :/ / s e m ic o n d u c to rs . te k ra t i .c u m /re ic a rc h /n e w i.a s p ? id = 8 6 0 8 .
1,1 M o o re , supra n o te  107 .
115 P u b b c ly  ava ilab le  databases accessed by  th e  g o v e rn m en t, such  as C h o tc ep om t, co lle c t and  se ll data o n  ind iv idua ls  that 

m ch ide th e  fo l lo w in g  catego ries : " c la m s  h is to ry  data , m o t o r  v eh ic le  re c o rd s , p o lic e  re co rd s , c red it m fo rm a t io o  and  m odehng  
s e rv ic e s , . . .  em p lo ym e n t b a c kg rou nd  screen ings and  d ru g  te sting  adm in is tra t ion  serv ices, p u b lic  re c o rd  sea rches, v ita l re c o rd  
serv ices , c red en tia l v e r if ic a t io n , d u e  d ibgence in fo rm a t io n . U n i fo rm  C om m e rc ia l C o d e  searches and  fihng* , D N A  id en tific a tion  
serv ices , au th e n oc cn on  serv ices and  p e o p le  and  sh a re h o ld e r lo c a to r  in fo rm a t io n  s e a rc h e s ,. . .  p rm t fu lf i l lm e n t , te leserv ices, 
database and  cam pa ign  m anagem en t serv ices . . . . ”  F o r  m o re  in fo rm a t io n , see C h o tc ep om t, M ar. 1 4 , 2 0 0 6 , 
h t tp :/ /w w w .e p ic .o rg /p r tv a c y /c h o ic e p o in t / .
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cloning tags all poin t to  the fact that it is a risky technology to use in identification documents. The 
public ’s distrust o f  R F ID  technology, particularly when utilized by the government, is also prevalent 
and grow ing.115 H owever, R F ID  technology is still being considered fo r  m ore and more uses by the 
government and pnvate sector. Why?

A . Privacy and Security Issues N ot Properly Considered

W hat happened in Sutter is just a m icrocosm  o f  what is happening on  a national level. F rom  
small towns to the highest levels o f  government, the privacy and security issues related to  the use o f  
R F ID  tags in identification documents is not being properly considered. In  Sutter, there was never 
any discussion o f  the privacy o r  security issues before the schoo l district decided to  force children as 
young as five years o ld  to  carry RF ID -em bedded tags. O n  the national level, the Government 
Accountability O ffice  found that on ly  one o f  the sixteen fedeial agencies that responded to its 2005-
2006 survey seemed aware that the use o f  R F ID  technology nay give rise to  legal issues such as its 
impact on  privacy and tracking.114

B. Concerns Dismissed as Exaggerated and Paranoid

Industry and the government have also o ften tried to dismiss the concerns o f  individuals like the 
parents in Sutter and o f  national organizations such as the A C LU , saying that the worries and 
concerns are “ o ften  exaggerated.” 113 W hile the Sutter school board did n o t recognize the grave 
implications o f  the R F ID  program , the parents understood them all to o  clearly, and they were right 
to w orry. The A C LU  has also been right to w orry about the use o f  R F ID  in identification 
documents, and, unfortunately, rather than ou r concerns being “ exaggerated,”  they have often been 
right on  target o r  perhaps no t alarmist enough. F o r example, as discussed supra, the United States 
government has quiedy tried to dismiss the concerns o f  other nations and the A C LU  about the 
privacy and security o f  the new RF ID -em bedded passports.

C. R F ID  is Big Money; Relationships between Industry and Decision-Makers

The best decisions about privacy and security are also less likely to be made when individuals are 
influenced by money and personal relationships. R F ID  in identification documents is big money and 
is expected to g row  even larger According to ID T cchE x , the g loba l market fo r R F ID  was $1.94 
b illion in 2005 and is estimated to reach $7.26 billion by 2008. “ D riven  by demand and new laws,”  it 
w ill likely reach $24.5 b illion  by 2015. The R F ID  market is expected to rocket 120%  just between
2007 and 2009 .116 Access cards fo r the financial, security, and safety markets are die key volume 
applications fo r  R F ID  technology.117 Americans are paying fo r  this R F ID  technology and fueling 
growth in the market no t just with tax dollars, but also with the loss o f  their privacy, personal safety, 
and financial security.

1,1 A c c o rd in g  to  th e  R F I D  C on su m e r B u z z  re p o rt , a quan tita tive su rvey  c onduc ted  d u rin g  D e c em b e r 2 0 0 4  and  Janua ry  2 0 0 5  
o f  m o re  th an  7 0 0 0  c on su m e rs  and  a ls o  fo c u s  g rou p s , "c o n c e rn s  o v e r  the use o f  R F ID  te ch n o log y  are  s o i l p re v a le n t ,”  pa rticu la rly  
uses by the g o v e rnm en t. F u n h c i ,  " th e  n u m b e r o f  U .S . co n sum e rs  w h o  are aw irc  o f  R F I D  te ch n o log y  is g row in g  stead ily , bu t so  
are n ega tive p e rc ep tio n s  o f  the te chn o log y— especia lly  am ong  w om en . . S in ce  the firs t survey- o f  th e  series, con d u c te d  in 
S ep tem be r, d is tru s t o v e r  the u se  o f  R F T D  has increased  and  T V  and  ra d io  new s su rpassed  the In te rn e t as the m o s t c om m on  way 
p e o p le  team  ab ou t R F I D . ”  O ’C o n n o r ,  supra n o te  4.

114 U .S . G O V ’T  AC C O U N TA B IL ITY  O FF IC E , sspra n o te  8 , at 17.
A eA  says the c o n ce rn s  are  “ o fte n  exaggerated .’ ’ K a zm ie rc za k , supra n o te  3 4 , a t 1. T h e  p a ren ts  m  Su tte r w e re  th ough t by 

to m e  o f  th c tr n e ig h b o rs  t o  be  engaged m  “ u n fo u n d ed  pa ra n o ia .”  W illiam  D e a n  H in to n , Spy Hunter. A South Bay Leps/ator Is Tsytng ta 
]■ he Emerging Use t/RFID Tesknnlogy for Personal Tracing M ETRO , Sept. 7 , 2 0 0 5 , 
h . j : / / w w w .m e t r o a c t iv e .c o m /p a p e rs /m e ito /0 9 .0 7 .0 5 / r f id - 0 5 3 6 .h tm l.

1,6 R o b e r t  Jaques , RFID Setfer Crtwth Explosion, VUNET.COM , Feb . 2 8 , 2 0 0 5 , 
h t tp :/ /w w w .v n u n c t .c o m /v m in c t /n e w t /2 1 2 6 8 5 3 / r f id - t e t -g r o w th -e x p lo t io n .

•17 R FID Market ta Reach 87.26Bn sn 2008,1D T E C H E X , A p r. 1 0 ,2 0 0 5 ,  h t tp :/ /w w w .id te c h e x .c o m /p ro d u c t t /  
e n /a m c le s /0 0 0 0 0 1 6 9 .a s p . ID T c c h E x  is a kn ow ledge-b ased  com pan y  spec ia liz ing  in  R F ID  sm a rt labe ls , sm art p ackag ing , and 
p rin ted  e lec tron ic s . T h e  c om p an y  gives s tric tly  in dependen t m arke ting , techn ica l, and  bu s iness adv ice and  te rv ic e t o n  these 
sub jects.
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There also appear to  be dose  relationships between the R F ID  industry and government 
representatives who are making decisions about new identification documents. Form er Secretary o f  
the D H S  T om  Ridge was appointed to the boar«~ o f  directors o f  R F ID  maker and D H S  contractor 
Savi Technology.11* ' '  * stated at a conference that “ R F ID  w ill make us safer”  and that government 
tests o f  using R F ID  to identify passengers and cargo at airports were a “ success”  and that the “ Feds 
w ill safeguard the data gathered.” 119 T om m y Thom pson , the fo rm er Secretary o f  Health and Human 
Services under President George W . Bush, was appointed to the board o f  Applied Digital, the 
manufacturer o f  the human-implantable R F ID  tag (the “ VeriChip” ) .12,1 W hile it hard ly seems 
possible, relationships are o ften even dose r in smaller scale deployments. In  Sutter, the founders o f  
the company who were deploying R F ID  in the elementary school were actually teachers at die high 
school. They provided d:<* R F ID  systems fo r  free to the school and gave the school a donation o f  “ a 
couple thousand dolla rs .” 121 The company also prom ised to give royalties to the school district f n  
future sales o f  the product to other schools.1-  I t  also turned out that the attorney fo r  the school 
district, who provided advice to the school board offic ia ls, commented to  the press as a 
representative o f  the school district, and answered the questions o f  concerned parents at school 
board meetings, was (o r would soon be) a lobbyist fo r  the R F ID  company.123

Because privacy and security issues are overlooked , concerns are o ften dismissed, and money and 
relationships o ften make good decisions about pnvacy and security more difficu lt, fhc privacy and 
security issues concerning R F ID  in identification documents should not be “ w orked out”  on  a case- 
by-case basis. They are o ften “ w orked ou t”  to the detriment o f  the privacy, personal safety, and 
financial security o f  individuals.

V II . P R O B LE M S  IN  N E E D  O F  SO L U T IO N S

Legislators are starting to heed the necessity o f  taking action to protect the privacy, personal 
safety, and financial security o f  their constituents by introducing R F ID  bills. In  the last several years, 
over fifty R F ID  bills have been introduced in over thirty states.124 One o f  the m ost highly publicized 
bills and one that has been a mode! fo r the actions o f  many other states is the Identity In fo rm ation 
Protection Act. O riginally introduced in the 2005-2006 legislative session by California State Senator 
jo e  Sim idan (D -P a lo  A lto ) and recently reintroduced, it creates a comprehensive p lan to  ensure that 
there are adequate protections in place fo r  the use o f  R F ID  tags in government-issued ID  documents 
in C a lifo rn ia .123

A . Identity Information Avtection A ct

The Identity In fo rm ation  Protection Act protects all state-issued documents, such as f'.iv * t’i  
licenses and government health and other benefit cards, with adequate levels o f  security to c ore 
that peop le are able to decide who can access their in form ation and when. I t  also requires that all 
people are given notice about che technology and the location o f  the R F ID  readers. The b ill is a 
straightforward example o f  the type o f  solution discussed by security professionals like those from

1,1 K o p ro w s lo ,  supra n o te  6.
n* Id.
1X1 P re ss  R e lease , A p p lie d  D ig ita l, V e n C h ip  C o rp o ra t io n  A p p o in ts  F o rm e r  S ec reta ry  o f  H e a lth  &  H u m an  Se rv ices and 

F o rm e r  G o v e r n o r  o f  W isc o n s in  T o m m y  G . T h o m p s o n  t o  It s  B o a rd  o f  D ire c to rs  (Ju ly  7 ,2 0 0 5 ) ,  asmlabk at 
h t tp :/ /w w w .a d s x .c o m /p re s s re le a s e s /2 0 0 5 -0 7 -0 7 .h tm l.

121 Z e tte r , supra n o te  1.
123 C a th e rin e  K o m p ,  Portals FgA r 'Dimuaang'School Tracking Ttchsukp, T H E  N E W  STANDARD , F eb . 14 , 2 0 0 5 ,

h t tp : / /n e v s ta n d a r d n e v s .n e t /c o n te n t / in d e x .c 6 n / i t e m s /1 4 7 3 .
124 I t  is n o t  c le a r w h e th e r P a u l B o y la n  w a i a lo b b y is t  f o r  the S u tte r R F I D  com p an y , In C o m , at th e  tim e o f  th e  in itia l s c h o o l

b o a rd  d ec is ion  and  m ee tings o r  becam e a lo b b y is t f o r  th e  c om p an y  seve ra l m on th s  la te r. R u t w h ile  h e  was in S ac ram en to  lob b y in g
f o r  In C u m  and  against th e  Id e n d ty  In fo rm a t io n  P ro te c d o n  A c t, h e  was so il d ie  a tto rn e y  f o r  the s c h o o l district.

114 Am . L eg is la tio n  F jcch. C o u n c il, srQra n o te  6 2 , a t 7.
115 S .B . 3 0 , 2 0 0 7  l e g .  Sess. (C aL  2 0 0 6 ) , aaaUokk a / h t tp : / /w w w . le g m fo .c a .g o v /p u b /0 7 - 0 8 /b i l l/ s e n / ib _ 0 0 0 1 -

0 0 5 0 / s b _ 3 0 _ b d l_ 2 0 0 6 1 2 0 4 _ tn t ro d u c e d .p d f
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RSA who have urged that “ what is needed . . .  is the adoption o f  basic controls so no  one ’s privacy is 
breached,”  and the IE E E , whose policy statements have stated that legislation must provide 
“ appropriate layered levels o f  protection and security . . .  as standard policy”  and “ clear notices 
regarding what data are collected and how  it w ill be used.” 13* The legislation also incorporates the 
“ Best Practices”  recommended by the D H S  Data Privacy &  Integrity Advisory Committee to 
provide notice, secure readers and data, and avoid secondary usages.127

The Identity In fo rm ation  Protection Act was cutting-edge, being the first b ill in die nadon to 
address R F ID  technology in identification documents. H owever, in essence, it is rather conservative. 
It  is designed simply to ensure that Californians maintain the same level o f  contro l that they currently 
have over the personal inform ation on  identification documents like their d river’s licenses. As 
discussed supra, both  California constitutional and statutory law guarantees pnvacy and con tro l over 
such in fo rm adon . A rdde I , Secdon 1 o f  die California Consdtudon provides fo r an inalienable right 
to pnvacy,12* and the California Civil Code prohibits a business from  retaining o r using personal 
in form ation from  a license fo r any other purpose than to satisfy a legal requirement.129 Californ ia law 
also prohibits displaying a Social Secunty number on  a license o r other idendty document130- 131 o r  
embedding it on  a machine-readable magnedc strip.132

1. Provisions o f the Legislation
The Idendty In fo rm adon  Protecdon Act seeks to help Californians maintain their present level 

o f  con tro l, privacy, safety, and security— creating basic standards fo r all government-issued 
idendficadon documents containing R F ID  tags.133 Just like a lock on  a d oo r to keep things from  
being stolen, the legisladon seeks to  put sensible locks on  the R F ID  tags used in identification 
documents to ensure that personal in fo rm adon is kept safe. The Act creates layered protecdons fo r 
all government-issued idendficadon documents.

a  A l l  Government Documents
The first layer provides that every state-issued idendficadon document must meet three basic 

standards: (1) tamper resistant features in o rder to  prevent duplication, forgery, o r  cloning o f  the ID ; 
(2 ) an authentication process to try to ensure that the identification document was legitimately issued 
by the issuing entity, is no t cloned, and is authorized to be read;134 and (3) notice to  all individuals 
issued an RF ID -em bedded government identification document about R F ID  technology, the privacy 
and security implications, and how  they can protect their in fo rm ation .133

1:4 J a c k  M . G e rm a in , RFID Tt:bmkn Food with Privacy Coaddtntmns, E -COM M ERCE T IM ES , J u ly  I I ,  2 0 0 5 , 
h t tp :/ /w w w .c c o n im e rc e t im e s .c o m /s to ty /4 4 4 0 6 T itm l.

>=’  D a t a  p r i v a c y  &  I n t e g r i t y  a d v i s o r y  C o m m ., T h e  U s e  o f  R F I D  f o r  H u m a n  I d e n t i t y  V e r i f i c a t i o n ,  R e p o r t  
N o . 2 0 0 6 -0 2  10 -11  (2 0 0 6 ) ,  available at h t tp :/ /w w w .d h a .g o x 7 x l ib ta ry /a s s e ts /p r iv ic y /p t iv a c y _ a d v c o m _ 1 2 -2 0 0 6 _ tp t_ R F ID .p d f ; 
D a t a  P r i v a c y  «c i n t e g r i t y  a d v i s o r y  C om m ., supn n o te  4 4 , at 1 0 -1 1.

1 3  F o r  ex am p le , C a lifo rn ia '*  S ta te  C o n s t itu t io n  g ran t* its re s id en ts an  in h e re n t righ t t o  p rivacy : “ AO p e o p le  are  b y  n a tu re  free  
and  in d ep end en t and  h ave  in a lienab le tigh t* . A m on g  th ese  are  en jo y in g  and  d e fe n d in g  li fe  and  lib e rty , acqu iring , p ossess ing , and 
p ro te c t in g  p ro p e rty , an d  p u rsu in g  and  ob ta in  m g sa fe ly , h app iness , an a  p r iv a cy .”  C A L  CONST, art. I ,  § 1.

'=* C a l C iv . C o d e  § 1798 .9 0 .1  (D e e r in g  2 0 0 7 ) .
141 C a l. V eh . C o d e  § 1 2 8 0 1 (b ) (D e e r in g  2 0 0 7 ) .
m  CaL C n  v ode § 1 7 9 8 .8 5 (a ) (2 ) (D e e r in g  2 0 0 7 ) .
' »  C a l  V eh . C o d e  § 12801 (D e e tm g  2 0 0 7 ) ; CaL C iv . C o d e  < 1 7 9 8 .8 5 ( f )  ( D e e - i g  2 0 07 ).
1,1 F o r  m o re  in fo rm a t io n  ab ou t the Id en tity  In fo rm a t io n  P ro te c t io n  A c t, in c lu d in g  the fu ll text o f  the leg is la tion , see D o n ' t  

C tup  O u r  R ig h ts  A w ay , supra n o te  3 , sn aist O f f !  C a l. L e g  In fo . ,  B i l l D o c u m e n ts  -  S B  3 0 , h t tp :/ /w w w .le g tn fo .c a g o v /c g i-  
b tn / p o s tq u e ry ? b i l l_ n u m b e r= tb _ 3 0 i* e t * = C U R d rh o u s e = B d ta u th o r= s tm in an  ( la s t v is ited  D e c . 5 , 2 0 0 7 ).

134 Sm C a l. S .B . 3 0 ,2 0 0 7  Reg . S e n  § 1 7 9 8 .1 0 (1 -3 ) (C a l. 2 0 0 7 ) ; CaL S  B . 3 0 ,2 0 0 7  Reg . Se t* § 1 7 9 8 .1 3 5 (b ) (C a l  2 0 0 7 )
( “ 'A u th en tic a tion ' m ean s  d ie  p ro c e ss  o f  app ly in g  a m ac lu n e -re adab le  p ro c e ss  t o  data o r  id en tific a tion  d ocum en ts , o r  b o th , t o  as to
a ccom p lish  e ith e r ■ ■' d ie  fo llow in g : (1 ) E s tab lish  that th e  data and th e  id en tific a tion  d ocum en t co n ta in in g  th e  d a ta  w e re  issued  by
th e  re sp o n s ib le  issu ing  sta te o r  lo c a l g o v e rn m en ta l b od y . (2 ) E n su re  th a t a  re ad e r, as d e fin ed  in  subd iv is ion  (p ) , is p e rm itte d  u n d e r
C a li fo rn ia  law  to  access that data o r  id en tific a tion  d o c u m en t " )

'»  C a l. S B  3 0 , 2 0 0 7  Reg . S e t t  § 1 7 9 8 .1 0 (9 ) (C a l. 2 0 0 7 ) .
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b. Multiple Uses, Public Schools, Transport, Public Benefit

Additional layers o f  protections are built into the legislation when the R F ID  tag is embedded in 
identification documents that are used for multiple purposes, that are used fo r public schools and 
public transportation, o r that con fe r a public benefit. 136 These types o f  cards must implement the 
three basic standards plus one o r m ore o f  the fo llow ing protections: (1 ) a secondary verification and 
iden lficaoon procedure that does not use radio waves, (2) a security protection, such as mutual 
authentication; (3) a security protection , such as encryption;! 37 and (4) a security protection , such as 
an access con tro l p ro toco l that enables the ho lder to exercise direct con tro l over any transmission o f  
the data using radio waves. 138 The additional protections are necessary because such cards are either 
used by y v J ig  people o r are likely to  be carried and used on  a regular basis.

t. Encoded with Personal Inform ation
The third and highest layers o f  protection are fo r  identification documents with R F ID  tags that 

are encoded with personal in form ation , such as a name, address, o r social security number.139 These 
RF ID -em bedded documents must implement the basic standards pbu the following fou r security protections'. 
(1) the ID  implements robust encryption to protect against the unauthorized reading o f  transmitted 
in form ation; (2 ) the ID  implements mutual authentication to ensure as best as possible that only 
those who are supposed to have access to the data stored on  the ID  can read it;140 (3) the ID  
implements an additional security feature to ensure that the ID  cannot be read unless the I D  holder 
specifically authorizes that reading; and (4) the ID  ho lder is notified o f  several pieces o f  in form ation, 
including (a) that the ID  can communicate in form ation using radio waves; (b) that the use o f  shield 
devices can help mitigate the privacy and security risks; (c) the location o f  readers intended to  be 
used to read the ID ;  and (d) the in fo : ,-nation that is being collected o r stored regarding the individual 
in a database.

Individually, each o f  the layered protections is not likely adequate to protect personal 
information. The R F ID  industry has admitted that shields are not a realistic solution to  the privacy 
and security concerns and the G A O  has found on ly  that “ encryption and authentication can help 
agencies achieve a greater security posture.” 14'- However, in concert, these protections may be able to 
help maintain privacy, personal safety, and financial security.

>* CaL S B . 3 0 , 2 0 0 7  Reg . Seas. § 1 7 9 8 .1 0 (7 -8 ) (C aL  2 0 0 7 ) .
151 Sit CaL S B . 3 0 , 2 0 0 7  R e * . Seat. § 1 7 9 8 .1 3 5 (i ) (C a l. 2 0 0 7 ) ( " ‘E n c iy p n o n ’ m ean t th e  p ro te c t io n  o f  data tn e le c tro n ic  fo rm  in 

sto rage o r  w h ile  b e in g  tran sm itted  uam g an en c ryp tio n  a lg o r ithm  im p lem en ted  w ithm  a c ryp tog raph ic  m od u le  th a t has been  
adop ted  o r  a p p ro v e d  by  the N a b o o a l In s titu te  o f  S tanda rds and  T e c h n o lo g y , th e  In s o tu te  o f  E le c tric a l and  E le c t ro n ic s  Eng in ee rs , 
In c ., the In te rn e t E n g in ee rin g  T a sk  F o rc e , the In te rn a t io n a l O rg a n is a t io n  t o r  S tand a rd isa tion , the O rg a n iza tion  f o r  the 
A dvancem en t o f  S tru c tu red  In fo rm a t io n  S tand a rd s , o r  any  o th e r  s im ila r s tanda rd s setting  b od y , re nd e rin g  that data indec ip h e rab le  
tn th e  absence o f  assoc ia ted  c ryp tog raph ic  keys necessa ry to  enab le  d ec ryp tio n  o f  that data . T h a t  en c ryp tio n  sha ll in c lu d e  
ap p ro p ria te  m anagem en t and  sa fegua rds o f  th o se  keys t o  p ro te c t the in teg rity  o f  the e n c ry p tio n ” )

" • J s rC a L  S B  3 0 ,2 0 0 7  Reg . Sets . § 1 7 9 8 (1 0 ) (6 )  (C a l  2 0 0 7 ) ; C a l. S B . 3 0 , 2 0 0 7  Reg . Sets. § 1 7 9 8 .1 0 (5 ) (C a l. 2 0 0 7 ) ("T h is  
requ irem en t m ay be sa tis fied  by the im p lem en ta tio n  o f  on e  o r  m o re  m ean t in c lud ing , b u t n o t  hm ited  to , the fo llow in g - (A ) A n  
access c o n t ro l p ro t o c o l requ irin g  the m ach in e -read ab le  o r  o th e r  n o n ra d io  freq u en cy  read ing  o f  in fo rm a t io n  f ro m  th e  id en tific a tion  
d ocum en t p r io r  t o  each  tra n sm iss ion  o f  data u s ing  ra d io  w aves, w ith o u t w h ich  th e  id en tific a tion  d o c u m en t wiD n o t  tra n sm it d a n  
using ra d io  w aves (B )  A  da ta -ca rry ing  dev ice , such as an  in teg ra te 1 c ircu it o r  com p u te r ch ip , that is n o rm a lly  n o t  rem o te ly  
readab le , accessib le , o r  o th e rw ise  o p e ra tio n a l u n d e r any c ircum stances , and  o n ly  rem o te ly  re ad ab le , accessib le , o r  op e ra t io n a l w h ile  
being  tem p o ra rily  sw itched  o n  o r  o th e rw ise  in ten tio n a lly  a c tu a ted  b y  a p e rs o n  m  physica l p o sse ss ion  o f  the id en tific a tion  
d ocum en t. T h e  dev ice  sh a ll o n ly  be rem o te ly  readab le  w h ile  th e  p e rs o n  in ten tio n a lly  enab le s the id en tific a tion  d o c u m en t t o  be  
read. ( Q  A n o th e r acccsr c o n t ro l p ro t o c o l that enab le s the h o ld e r  t o  exerc ise d irec t c o n t ro l o v e r  any tran sm iss ion  o f  th e  da ta  u sing  
ra d io  waves, n o t  tn ch idm g  a d e tachab le  sh ie ld  dev ice  o r  bag ” )

>» Cal. S  B . 3 0 , 2 0 0 7  Reg . Sess. § 1 7 9 8 (1 0 ) (3 -5 ) (C aL  2 0 0 7 ) .
144 Sni Cal. S .B . 3 0 ,2 0 0 7  R e g  Sess. § ! 7 9 8 (1 0 ) (m ) (C a l. 2 0 0 7 )  ( " ‘ M u tu a l au th en tica tion ' m eans a p ro c e ss  by w h ich  

iden tifica tion  d oc um en ts  and  au th o riz ed  re ade rs  secu re ly  cha llenge each o th e r  t o  v e n fy  au th en tic ity  and  au th o riz a t io n  o f  b o th  
readers and  d oc um en ts  b e fo re  any data is exchanged , excep t such data as is necessa ry t o  c a n y  o u t m u tu a l au th en tica tion . M u tua l 
a u th en b ean o r accom p lish es b o th  o f  d ie  fo llow in g : (1 )  A u th o rize d  reade rs , as d e fin ed  in  su bd iv is ion  (c ), can accu ra te ly  assess 
w he th e r the id .  id f ic a b o n  d o cum en t and  data s to red  a re  issued b y  th e  re sp on s ib le  issu ing  state o r  lo c a l g o v e rn m en ta l b o d y  t o  an 
au th o rized  h o ld e r . (2 ) A u th o rize d  id en tific a tion  d ocum en ts  can accu ra te ly  assess w h e th e r a  re ad e r accessing th em  is a u th o riz e d  to  
read the d ocum en ts , an d  au d io ; .zed to  th en  access data s to red  o n  the d oc um en ts ” )

'« Government Accountability Office, Information security: Radio Frequency Identification TECHNOLOGY IN the Federal Government, ttpn n o te  8 , at 3 ; sn alt* W es te rn  H em isp h e re  T ra v e l In itia tive  P A S S  C ard : 
R ecom m enda tion s  f o r  U s in g  Secu re C on ta c tle ss  T e c h n o lo g y  vs. R F ID ,  nprt n o te  8 4  (" T h e  re qu irem en t f o r  a p ro te c t iv e  s leeve  is
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2. The Real Costs and Benefits

W hile the costs o f  unprotected R F ID  tags to the privacy, personal safety, and financial secunty 
o f  individuals is astronomical, the costs to implement layered protections such as those in the 
Identity In fo rm ation  Protection Act are negligible. According to H ID  Corporation , one o f  the major 
vendors o f  R F ID  technology in the United States, the cost differential between largely unprotected 
R F ID  technology and a “ smart card”  system that can implement protections such as encryption and 
authentication is very little. The H ID  Corporation  recently touted that “ until now, proxim ity 
technology held an important cost advantage over smart cards; but that has changed. Anyone with a 
budget to put in a standard proxim ity-based access con tro l system can a ffo rd  to put in a smart card 
system instead.” ’ 42

3. S^bort Across tbe Aisles and Up and Down tbe State

The Identity In fo rm ation  Protection Act received widespread support from  a broad spectrum o f  
civil rights groups, women’s groups, domestic violence prevention groups, business organizations, 
and conservative organizations— from  the A C LU  to the A A R P  to La Raza to the G un Owners o f  
Californ ia and the Eagle Fo rum  o f  California.'43 The legislation also received editorial support from  
conservative and liberal newspapers up and down the state o f  California. The Orange County Register 
wrote that the b ill was “ a completely reasonable approach to the issue, one that would make 
necessary distinctions between beneficial private uses o f  new technology and mandatory government 
uses.” 144 The Los Angeles Times noted that “ Simitian is on  the right track. Neither government nor 
private industry has given the public much reason to trust their ability to safeguard sensitive personal 
in fo rm ation .” 145 The Long Beach Press-Telegram to ld  its readers that “ R F ID  chips are an important 
innovation. Just as important, [the Identity In fo rm ation Protection Act] w ill provide some needed 
safeguards.” '46 The San Francisco Chronicle wrote that “ [the Identity In fo rm ation  Protection Act] 
represents a restrained, reasoned approach to regulating a technology with potential fo r  abuse.” '47

W hile the AeA started the 2005 legislative session standing in opposition to the bill, saying that 
security breaches were not a worry, lengthy discussions resulted in both AeA a rd  the In form ation 
Technology Association o f  America (ITA A )'4* reaching a neutral position on  the legislation.'49 In  
light o f  both  the facts about vulnerabilities and the widespread support from  both sides o f  the aisle 
and up and down the state, the California Assembly and Senate overwhelm ingly passed the Identity 
In fo rm ation  Protection Act.150

a ls o  an issue A l  d riv e rs  a re  speed ing  awav f ro m  the b o rd e r , the)’ m ay n ; . a lw ays rem em be r to  re p lac e  the PA S S  ca rd  im m ed ia te ly  
m  its p ro te c t iv e  sleeve. A  c a rd h o ld e r m ay  d o v e  f o r  m ile s w ithm  range o f  any re ad e r capab le o f  p ick in g  up  and  tra ck ing  the 
in fo rm a t io n  o n  th e  card . S om e  ind iv idua ls  w ill u n d ou b te d ly  lo se  the s leeve .” )

143 Sm a rt C a rd s  f o r  Access C o n t ro l A dvan tages and  T e c h n o lo g y  C h o ic e s , 2 0 0 5 , at 2, 
h t tp :/ /w w w .h id c o rp .c o m /p d fs /H ID _ w p _ s m a r tc a rd A C .p d f .

143 T h e s e  g rou p s  a ls o  inc lude the C a li fo rn ia  N a t io n a l O rg a n is a t io n  f o r  W o m e n , C a li fo rn ia  A lhancc Against D om es t ic  
V io le n c e , C a li fo rn ia  S tate P a re n t T e a c h e r A ssoc ia tion  (P T A ), C on su m e r F ed e ra t io n  o f  C a li fo rn ia , P riv a cy  R igh ts C le a rin gh ou se , 
A sian A m eric an s foe  C iv i l R ig h ts  and  E q u a lity , th e  R epub lican  L ib e rty  C aucu s, and  m any m o te , a c om p le te  hst o f  the supp o rte rs , 
sh C a l  O f  : e  o f  t h e  S e n a t e  F l o o r  A n a ly s e s ,  B i l l  a n a ly s i s :  T h i r d  R e a d i n g :  B i l l  N o .  S B  30 , M ay 2 1 ,2 0 0 7 ,  asmtahte as 
h t tp : / /w w »  ’  'g m fo c a g o \ 7 p u b / 0 7 - 0 8 / b i l l / s e n / s b _ 0 0 0 1  - 0 0 5 0 / s b _ 3 0 _ c fa _ 2 0 0 7 0 5 2 1 _ 1 0 5 1 0 5 _ s c n _ f lo o r .h tm l.

144 E d ito r ia l,  A Moratohsm on EUttnnic ID Tags, O RA N G E  C O U N TY  R E G ., Aug . 2 1 , 2 0 05 .
143 E d ito r ia l, Ttt Much Information, L A .  T IM ES , Aug. 2 3 , 2 0 0 5 , a t B 1 2 .
144 E d ito r ia l, Important Little Chips; RFID Tnrumits Valued Data, Bnt it Needs Some Conernsmenl Safeguards, L B .  PRE& S -TEL , Aug. 

1 1 , 2 0 0 5 , at A l  6.
147 E d ito r ia l, The Right to he Left Atone, S .F . C HKO N ., Aug. 2 5 , 2 0 0 5 , at B 8 .
144 IT A A  is the n a tio n 's  largest in fo rm a t io n  te ch n o log y  trade assoc ia t ion , rep resen tin g  o v e r  1 1 0 0  m em b e r com pan ie s  and 

a ffi lia te s . See IT A A  h om epage , h t tp :/ /w w w .ita a .o rg /  (la s t vis ited  N o v . 1 0 ,2 0 0 7 ) .
143 T h e  b ill's  a u th o r and  sp on so rs , in c lud ing  the A C L U s  o f  C a li fo rn ia , E F F ,  an d  P n va cy  R ig h ts  C le an u g h ou se , engaged  in 

h u n d red s  o f  h o u rs  o f  n eg o tia tio n s  o v e r  n in e  m on th s  w ith  rep resen ta tive s f r o m  A eA  and  IT A A  and  m em b e r com pan ies , in c lud ing  
C is c o , P h i lip s , In f in e o n , S ym b o l, H I D ,  and  o the rs . F o r  a fu ll hst o f  the sp o n so rs , see, C A L  SENATE JU D IC IA R Y  COM M ITTEE , B IL L  
ANALYSIS: .AS IN TRO D U C ED : S B  3 0 :, M ar. 1 3 , 2 0 0 7 , asmtabh at h t tp :/ /w w w .lc g in fo .c a  g o v / p u b / 0 7 - 0 8 / b i l ] / s e n / t b  0 0 0 1 -  
0 0 5 0 /  » b _30_c  fa _ 2 0 0 7 0 3 1 3 _ 1  S 5 0 55 _ aen _ c  om m . h tm l

130 T h e  Id en tity  In fo rm a t io n  P ro te c t io n  A c t o f  2 0 0 5  passed th e  Sena te w ith  a s tro n g  b ip a rtisan  v o te  o f  3 0 -7  and  passed  ou t o f  
th e  A ssem b ly  w ith  a s tro n g  b i-partisan  v o te  o f  4 9 -2 6  on  A ugust 2 1 , 2 0 06 . F o r  m o re  in fo tm a b ' jo  a b ou t the Id en tity  tn fo rm a n o n  
P ro te c t io n  A c t o f  2 0 0 5 , m ch id tng  a fu ll leg is la tive h is to ry , see O f f l .  C a l Leg . I n f o . ,  B i l l D o c u m en ts  -  S B  7 6 8 ,
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W ith the strong bipartisan passage, Californ ia legislators were again on  the fo re fron t o f  crafting 
important legislation that properly balances the potential benefits o f  emerging technology while 
safeguarding pnvacy and security. H owever, G ove rn o r Schwarzenegger vetoed the legislation in the 
final hours o f  the session, eliminating the opportunity to take a proactive stance in protecting the 
privacy and security o f  Californians. In  his veto statement. G ove rn o r Schwarzenegger said that he 
was instead leaving it up to the federal government to set the technological standards iO protect 
privacy and security in identification documents— the same government that has continually failed to 
include p roper protections on R F ID  tags.'5' Fo llow ing the G ove rn o r’s very short-sighted veto, the 
Identity In fo rm ation Protecdon Act was reintroduced in December 2006, passed the California 
Senate with a vote o f  33-3 on  May 24, 2007 , and is continuing to m ove through the California 
legislature, sending an emphatic message to G ove rn o r Schwarzenegger that the privacy and security 
o f  Californians should be protected and the R F ID  b ill should be signed into law.’ 52

V I I I .  T H R E E  Y E A R S  A FT E R  SU T T E R

Three years after the Sutter story launched a national debate about the use o f  R F ID  in 
identification documents, the concerns remain and the facts are clearer as stories o f  R F ID  breaches 
suck higher and higher, m ore research has been done, and m ore reports ha\ e been written. Further, 
government, industry, and public interest groups increasingly agTce that w ithout protections, the 
in form ation encoded on  R F ID  tags is not secure. The bills have been written, and the protections are 
available and cost very little to incorporate. Y et insecure R F ID  technology is still being considered 
fo r identification documents and there is still no t a single R F ID  law on the !>ooks— nothing to 
protect the privacy, personal safety, and financial security o f  individuals. N ow  ;s the time to do 
something, instead o f  waiting until there is a privacy and security crisis.

Passing legislation to ensure that there are adequate privacy and security pr Jtections in place on 
the use o f  R F ID  in identification documents does not “ ban the technology,”  “ stiile the technology,”  
o r “ hinder development,”  just like passing regulations to put seatbelts in aiuumobiles has not 
banned, stifled, o r hindered that technology.'53 Some fo rm  o f  basic standards to  protect individuals is 
necessary when a technology exists that can lead to significant harm to a great number o f  people. 
The industry may not want legislation because “ it tells the general public that R F ID  is too  risky.” 134 
But individuals should know  the risks and the government should help protect them from  these 
risks In  the case o f  automobiles, law both mandates protections, such as seatbelts and airbags, in 
o rder to reduce the chance that people get hurt .n d  provides a punishment fo r bad actors that 
engage in reckless driving. Likewise, R F ID  bills are necessary to create basic privacy and safety 
standards to try to reduce the chance that peop le ’s private in form ation will be misused and provide 
some punishment fo r bad actors that can be caught.'33 Just like we mandate basic safety standards

4. Legislators Thinking Ahead, Governor Short-sighted

h t t p / / w w w .le g m fo .c ig o v /c g i-b in /p o s tq u e ry f 'b i I l_ n u m b e r= s b _ 7 6 8 & s e s i= P R E V & h o u » c = B & a u th o r= i im ic i in  ( l i s t  v is ited  O c t  7 , 
2 0 07 ).

131 T h e  Id en tity  In fo rm a t io n  P ro te c t io n  A c t o f  2 0 0 5  passed  th e  S ena te w ith  a s tro n g  b ip a rtisan  v o te  o f  3 0 -7  and  passed  o u t  o f  
the A ssem b ly  w ith  a s tro n g  b i-partisan  v o te  o f  4 9 -2 6  o n  A ugust 2 1 , 2 0 0 6 . F o r  m o re  in fo rm a t io n  ab ou t th e  Id en tity  In fo rm a t io n  
P ro te c t io n  A ct o f  2 0 0 5 , in c lu d in g  a fu ll leg is la tive h is to ry , see O f f ! .  0 . ’  Leg . In fo . ,  B i l l D o c u m en ts  -  S B  7 6 8 , 
h ttp :/ /w w w .le g in fo .c a .g o v /c g i-b m /p o s tq u e ty ?b i l l_ n iim b e r= sb _ 7 6 8 d c ie » . = P R E V & h o u s c = R & a u th o r= 5 irm u a n  ( la s t v is ited  O c t  7 ,
2 0 0 7 ) .

133 O f P l  Ca l. Leg . In fo . ,  B i l l D o c u m en ts , h t tp :/ /w w w .le g m fo .c a .g o v /c g i-  
b m /p o itq u e ry ? b in _ n u m b e r= s b _ 3 0 & s e s s= C U R d u io u s e = B d a u ith o r= s im it ia n  (la s t v is ited  O c t. 7 , 20 07 ' 

l3 ,A IM  G lo b a l,  R FID Legplatun—Pronoun or Pause Button f. A ug . 2 9 , 2 0 0 5 , amiable at 
h t tp :/ /w w w .a im g lo b a l.o rg /m e in b e n /n e w s / te m p U te s / r f id m s ig h ts .a s p ? a r t ic Ie id = 4 3 3 d u o n e id = 2 4 ; G re g o ry  L rp p e , Legr'atmn band 
tn Jhar hurts progress, S an  F e rn a n d o  Bus. J . ,J u ly  4 , 2 0 0 5 , available at h t tp :/ /w w w .aU b u s in eM .c o m /g u ie n im e n t /a d v o c a > y -c on sum e r- 
p ro ie c t io n /4 8 4 6 3 8 -1  .h tm l. Sir also K a czm ctrc za lt supra n o te  34 . 

im  D o u g  F a rty , supra n o te  5.
133 I t  is p a rt ic u la r ly  d if f ic u lt  to  catch bad a c t o n  in  th e  R F I D  co n te x t s ince R F ID  tags d o  n o t  a le rt an in d iv id u a l that th e ir 

in fo rm a t io n  has b een  read  o r  b y  what reader.

Copyright © 2008 Stanford Technology Law Review. A ll Rights Reserved

http://www.legmfo.cigov/cgi-bin/postqueryf'biIl_number=sb_768&sesi=PREV&hou%c2%bbc=B&author=iimiciin
http://www.leginfo.ca.gov/cgi-bm/postquety?bill_niimber=sb_768dcie%c2%bb
http://www.legmfo.ca.gov/cgi-
http://www.aimglobal.org/meinben/news/tempUtes/rfidmsights.asp?articIeid=433duoneid=24
http://www.aUbusineM.com/guieniment/advoca


instead o f  leaving auto safety up to the car manufacturers, the privacy and security o f  individuals 
must not be le ft up to the R F ID  industry. There need to be basic standards fo r R F ID  tags in 
identification documents. Legislation like the Identity In fo rm ation Protection Act is an important 
step in the right direction.

IX . BAS IC  ST A N D A R D S  M A Y  N O T  B E  E N O U G H

As important as it is to pass basic standards, and as hard as many legislators and organizations 
have worked to pass such laws, they are soil just steps. I f  R F ID  technology is deployed in mass 
idenufication documents, it w ill be very hard to make these tags safe. Countermeasures are difficu lt 
due to security failures, abuse o f  power, key management difficulties, and the unknown reliability o f  
technological protections.

Security Failures: The ultimate success o f  using countermeasures to mitigate the threats 
associated with the use o f  R F ID  depends on  maintaining the security o f  the systems. In  a mass 
contacdess ID  system involving m illions o f  ID s , thousands o f  authorized persons and readers would 
need to know  the name and personal inform ation associated with the unique identifier number. 
Thousands would also need to access the central database where that in fo rm ation was stored; they 
would need to know  how  to decrypt the in form ation (and would therefore need the encryption key); 
and they w ou ld need the authentication key to authenticate the presenter o f  any ID . W ith so many 
secrets known to potentially thousands o f  people, there would be good reason to doubt whether 
these secrets cou ld be kept fo r long. The government has not had a good history o f  database security. 
Coundess cases from  the last few years o f  security breaches at such places as the Departm ent o f  
M oto r Vehicles, Veteran ’s A ffa irs , and universities cast serious doubt on  whether the government 
can properly safeguard personal in form ation .IS6

Abuse of Power Effective countermeasures would also require that all levels o f  government 
le fram  from  abusing a too l that enables them to collect unprecedented quantities o f  inform ation on  
people w ithout their knowledge. Since 9 /1 1 , there has also been widespread abuse o f  surveillance 
powers and disregard o f  essential privacy laws. The federal government has engaged in warrandess 
wiretapping, accessed the private call records o f  m illions o f  innocent Americans, utilized secret airline 
travel tracking systems, and attempted to authorize itse lf to open postal mail w ithout a warrant— the 
list goes on  and on. N ow  is not a good time to consider giving the government access to another 
surreptitious surveillance too l and just hope that it w ill not be abused.

Reliability of Countermeasures: Addressing the security and privacy risks associated with 
R F ID  technology in government ID s  also uniquely depends on measures such as unique identifier 
numbers, encryption, and mutual authenticadon since the core technology is actually developed to 
transmit in fo rm adon to anyone with a compadble reader w ithout the knowledge o r  consent o f  the 
tag owner. The m ore layers o f  technology that are implemented, however, the m ore complicated the 
security architecture becomes and the m ore failure opportunities are created. Further, many o f  these 
security countermeasures, such as encrypdon, mutual authendcadon, basic access contro l, and shield 
devices have never been deployed together in a mass contacdess ID  system. Their effectiveness has 
not w ithstood the tests o f  the real world . Additionally, deployment o f  R F ID  technology in mass- 
distributed identification documents w ill create an even greater incentive to  develop new ways to 
crack the technology and gain access to identification information. W here there is a strong enough 
incentive to crack a technology, it w ill be cracked. As we have seen with smaller-scale R F ID  breaches 
in recent years, it is likely that some method fo r circumventing these protections can and w ill be 
devised.

Difficulty of Punishing Wrongdoers: The structure o f  R F ID  technology also makes it difficu lt 
to catch bad actors i f  countermeasures should fail. Since R F ID  technology does no t alert you that the

,M P rivacy  R ig h t i  C le a rin g h ou se , A  C h ro n o lo g y  o f  D a ta  B reaches , O c t . 5 , 2 0 0 7 , tumltkU at 
h t tp : / /w w w .p n v a q -n g h u .o rg / a r /C h ro n D a ta B re a c h e s .h tm .
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in form ation has been read, it w ill be d ifficu lt to ascertain whether the countermeasures have been 
breached o r  whether the technology is being misused.

X . N E X T  STEPS

There are many concerns with basic R F ID  technology and also with the ability o f  
countermeasures to  address these risks. In  the meantime, other identification technologies— which 
do not pose the same privacy and security threats— appear to  be just as effective as R F ID  technology 
in many situations. (F o r  example, contact-required smart cards, optical scan cards, the newest 
generation o f  magnetic strip cards, and 2 -D  barcodes can all serve as alternatives to increase 
efficiency. Since these other form s o f  machine-readable technology do not transmit in form ation 
unless an individual swipes o r displays a card fo r  optical reading, many o f  the privacy and tracking 
issues are gready diminished. By not transmitting the in form ation via radio waves that can be picked 
up fo r spoofing and cloning, these alternative opdons are also m ore secure. Optical scan cards, in 
particular, which the U .S. government uses successfully at the Mexican border, o ffe r unparalleled 
data security, card durability, and mem ory storage, w ithout the same privacy and security risks 
associated with R F ID  technology. Such technologies, which provide many o f  the benefits o f  R F ID  
technology w ithout the same privacy and security risks, are better options fo r  government 
idendficadon documents.

G iven the readily available alternatives to  R F ID  technology and the serious threat that it poses to 
the privacy, persona l safety, and financial security o f  Americans, the bottom  line is that R F ID  
technology simply should not be used in government idendficadon documents. I f  there is any use o f  
R F ID  in idendficadon documents, the protecdons delineated in the Idendty In fo rm adon  Protecdon 
Act must be fo llow ed  at a bare m inimum , with frequent tests to  ensure that these documents are 
actually keeping private in fo rm adon safe and secure.
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R e s o lu t i o n  o n  R a d io -F re q u e n c y  Id e n t i f i c a t i o n  
Final Version 

20 November 2003

Following a proposal by the Data Protection and Access to Information Commissioner Brandenburg, the 

Independent Center for Privacy Protection Schleswig-Holstein, Germany, the Spanish Data Protection 

Agency and the Data Protection Commissioner of the Canton Zug, Switzerland, the International 

Conference resolves that:

Radio-frequency identification (RFID) technology is increasingly being deployed for a variety of purposes. 

While there are situations in which this technology can have positive and benign effects, there are also 

potential privacy implications. RFID tags are so far primarily used to identify and manage objects 

(products) to control the supply chain or to protea the authenticity of the product brand; however, they 

could be linked with personal information such as credit card details and even used to coilea such 

information, or to locate or profile persons possessing tagged objects. This technology could allow for 

the tracing of individuals and for linking collected infonnation with existing databases.

The Conference highlights the need to consider data protection principles if RFID tags linked to personal 

infonnation are to be introduced. All tbe basic principles of data protection and privacy lav/ have to be 

observed when designing, implementing and using RFID technology. In particular

a) any controller -  before introducing RFID tags linked to personal infonnation or leading to 

customer profiles -  should first consider alternatives which achieve the same goal without 

collecting personal information or profiling customers;

b) if the controller can show that personal data are indispensable, they must be collected in an 

open and transparent way;

c) personal data may only be used for the specific purpose for which they were first collected and 

only retained for as long as is necessary to achieve (or carry out) this purpose, and

d) whenever RFID tags are in the possession of individuals, they should have the possibility to 

delete data and to disable or destroy the tags.

These principles should be taken into account when designing and using products with RFID.



Hie remote reading and activating of RFID tags, without any reasonable opportunity for the penon in 

possession of the tagged object to influence this process, would raise additional privacy concerns.

The Conference and the International Working Group on Data Protection in 

Telecommunications will monitor closely the technological developments in this field in greater 

detail in order to ensure the res p e a  for data protection and privacy in the context of “ubiquitous 

computing”.

Explanatory Note:

Radio-frequency identification tags (RFID tags) are currently being tested and increasingly being used as a 

more advanced form and possible replacement of bar codes (“smart labels”). The size of these 

microchips is about 1/3 of a millimetre (and smaller -  “smart oust”). Most of them operate as passive 

transponders (without batteries) by listening to radio signals sent by  transceivers (RFID readers) and using 

the energy of the received radio signal to reflea and answer it. Active RFIDs have a greater range 

(depending on the readers used). Since prices for RFID microchips and readers are dropping their 

widespread deployment becomes increasingly economically viable. RFID tags are likely to become 

essential drivers of ubiquitous (or pervasive) computing. Due to their storage and capacity for interactive 

communication they are far more powerful than bar codes. In addition they provide for unique 

identification of each tagged unit whereas bar codes are identical for every unit of the same produa.

RFID tags can be used to install “smart shelves” in stores in order to  better manage the supply chain and 

facilitate the replenishments of goods or supplies (e.g. the case of Gillette razors). They may also be used 

for easy (contaa-less) payment at the point of sale especially if linked with credit cards. Furthermore an 

employer may use the technology to tag his property b  order to reduce theft by employees. They could 

be linked with video surveillance cameras to check employee as well as customer behaviour. Specific 

documents m aybe tagged to be traced more easily b  an office. Identity cards as well as travel documents 

(passports, visas) may be equipped with RFID tags. More recently the European Central Bank has 

announced that Euro notes will be issued with RFID tags b  order to fight counterfeiting and money 

laundering as well as to control circulating notes. Washable RFID tags can be embedded b  clothes 

(“wearable computing") b  order to prevent or d e tea  counterfeiting of specific brands and to prove the 

authentic man ifacture of the product. Other possible applications range from car keys (immobilizers) to 

container management.

The RFID technology has numerous privacy implications. This is obvious b  the case of implanted 

microchips But also b  the more widespread case of tagged objects and goods undoubtedly the
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information transmitted 'jiao refen to tbe penon carrying or wearing (or otherwise associated with) a 

tagged item or a “constellation" of brands thereby revealing the individual’s taste. Therefore personal data 

can be processed and transmitted or read with the help of RFIDs or at least such object-related 

infonnation can easily be linked with personal infonnation (e.g. when a credit card is used for buying the 

tagged item). RFID tags have the potential of tracking the movements of a penon who possesses or 

handles tagged objects.

Plans to afford technical devices legal protection against circumvention may prevent data subjects from 

disabling or deactivating RFID tags which function in a privacy-unfriendly way (e.g. after having paid and 

left the shop).

S o u th s  issu e  \ xa le d  to  a  g v u h g p u U k  debate in  a  m n ir r  c fc o u n trie s  it  is  m a n tm h i th a t th e  

Ir ta n e a a n d  G w je m u  addresses th e  re la te d p m m yp n U e m  a t th s  s ta g  in  order to  ertoaurappphuecy 

fr ie n d y  s o lu tio n s  th c h  h a te  been proposed Th e  In te m x tk n d  W a k in g  G r a ft a t D a ta  P rom otion in  

T e fa o a rm t4 h o a tia n a tits 3 d k  n u tin g in B e d in a n S e p te n h r 2 a n d 3 ,20 0 3 , km  expressed its  su pport 

fa r  th s  p ro p o sa l
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1101 30* Street, NW, Suite 500 
Washington, DC 20007
February 29,2008
The Honorable Johnny Ellis 
Senate Majority Leader 
Alaska Senate 
State Capitol, Room 9 
Juneau, AK 99801-1182

Dear Senator Ellis:
EPCglobal respectfully opposes Senate Bill 293, sponsored by Senator Lesil McGuire. EPCglobal 
( www.epcglobalinc.orgl is a not for profit standards organization working on international standards for Radio 
Frequency Identification (RFID) applications. We are part o f GS1, a standards organization in 108 countries. 
Industries that participate in our standards development process include healthcare, chemical, pharmaceutical, 
aerospace, retail, entertainment, defense, transportation and logistics. These industries use tbe Electronic Product 
Code (EPC), a RFID application.
The EPC is a unique number that is used to identify a specific item in the supply chain. It is stored on a RFID tag, 
which combines a silicon chip and an antenna. Once the EPC is retrieved from the tag, it can be associated with the 
data held in a secured database, such as where an item originated or the date o f its production. EPC data is about 
products, not people. An EPC tag does not carry an individu ” s personally identifiable infonnation.
The EPC has the potential to help us all. The United States Food and Drag Administration has encouraged its use 
to help prevent counterfeit drugs from reaching consumers by tracking products from their source. The EPC will 
help businesses in Alaska and across the country improve supply chain efficiency and visibility, which will benefit 
consumers through improved product availability, speed o f service, quality assurance and fester, more effective 
product recalls.
We urge Alaska legislators to be prudent and pragmatic in considering measures to regulate EPC or RFID 
technology and to felly weigh the many valuable benefits this technology brings to consumers and businesses in 
A >aska and across the globe. I f  you or your staff have any questions, please feel free to contact me at (202) 625- 
4384 or aflemintt@epcglobalinc.org.

Sincerely,

EPCglobal Inc.

cc: Senate Labor A  Commerce Committee

http://www.epcglobalinc.orgl
mailto:aflemintt@epcglobalinc.org
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(907) 465-3867 or 465-2450 
FAX (907) 465-2029 
Mail Stop 3101

8 tats Caottoi 
Juneau, Alaska 99601-1182 

Deliveries to: 129 6th St., Rm. 329

M E M O R A N D U M March 19, 2008

SUBJECT: Potential effect on certain state employees of longevity step 
statute's repeal (CSSB 297(L&C); Work Order No. 25-GS2011\M)

TO : Representative Johnny Ellis
Chair of the Senate Labor and Commerce Committee
Attn: Dana

FROM : Dan Wayne 
Legislative Counsel

Enclosed is the requested final version of CSSB 297(L&C). 1 bring to your attention a 
potential issue regarding sec. 15 and sec. 20 of the bill that you may wish to share in 
future discussion of the bill.

Sec. 15 of the bill repeals the existing longevity step scheme that applies to certain 
employees who are not covered by collective bargaining agreements, and sec. 10 replaces 
it with a new longevity step scheme. Sec. 20 of the bill might cause some of those 
employees to be ineligible to participate in the new scheme, and because the old scheme 
is repealed, their step placement might be perceived as uncertain. One possible 
interpretation is that those employees become "frozen" at the step they are at on the 
effective date of sec. 15 of the bill. Another is that, because there is no longer a longevity 
scheme that applies, those employees lose their earned longevity steps and the 
accompanying pay increases.1

If it is the legislature's intention that the first of these two interpretations prevail, I 
suggest adding a new subsection to sec. 20 of the bill, as follows:

(b) The repeal of AS 39.27.022 by sec. 15 of this Act does not reduce the 
salary to which an employee is entitled on the effective date of sec. 15 of 
this Act.

If I may be of further assistance, please advise.

1 These conflicting interpretations are possible notwithstanding the election option under 
sec. 21 of the bill.

DCW .med
08-199.m ed
Enclosure
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3/15/08

CS FOR SENATE j ’ILL NO. 297( )

IN THE LEGISLATURE OF THE STATE OF ALASKA 

TWENTY-FIFTH LEGISLATURE - SECOND SESSION

BY

Offered:
Referred:

Spoaior(s): SENATE RULES COMMITTEE BY REQUEST OF THE GOVERNOR

A BILL 

FOR AN ACT ENTITLED 

"An Act relating to certain public officials, officers, and employees not covered by 

collective bargaining agreements; and providing for an effective date."

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. AS 16.43.060 is amended to read:

Sec. 16.43.060. Compensation. Members of the commission are in the exempt 

service and art entitled to a monthly salary equal to a step in [STEP C,] Range 22 

[26] of the salary schedule in AS 39.27.011 [AS 39.27.011(a) FOR JUNEAU, 

ALASKA].

* Sec. 2. AS 26.05.260(i) is amended to read:

(i) When active state service is authorized by the governor or by the adjutant 

general as the governor's designee, members of the Alaska State Defense Force are 

entitled to receive, for each day of active service under AS 26.05.070, pay and 

allowances as provided in this subsection. Pay is equal to that provided under 

AS 39.27.01 Hal - tn  and 39.27.020 [AS 39.27.011 - 39.27.020] for equivalent

-1-
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assignments of state officials or employees, including adjustments under 

AS 39.27.025, if applicable. Allowances shall be paid to the same extent, in the same 

manner, and under the same conditions as provided for state officials and employees 

under AS 39.20.110 - 39.20.170. However, pay or allowances are not authorized for 

training or community service activities of members of the Alaska State Defense 

Force.

* Sec. 3. AS 36.30.010(d) is amended to read:

(d) The annual salary of the chief procurement officer is range 27 [24] of the 

salary schedule established in AS 39.27.011.

* Sec. 4. AS 39.20.080(b) is amended to read:

(b) The monthly salary of a deputy head of a principal executive department 

of the state is equal to a step in [NOT LESS THAN STEP A NOR MORE THAN 

STEP F,] Range 28 of the salary schedule in AS 39.27.011 [AS 39.27.011(a) FOR 

JUNEAU, ALASKA].

* Sec. 5. AS 39.25.110 is amended by adding a new paragraph to read:

(43) the executive director of the Regulatory Commission of Alaska.

* Sec. 6. AS 39.25.120(c)(18) is amended to read:

(18) nearing examiners [OFFICERS] and administrative law judges of 

the Regulatory Commission of Alaska;

* Sec. 7. AS 39.27.011(a) is repealed and reenacted to read:

(a) The following monthly basic salary schedule is approved as the pay plan 

for classified and partially exempt employees in the executive branch of the state 

government who are not members of a collective bargaining unit established under the 

authority of AS 23.40.070 - 23.40.260 (Public Employment Relations Act), and for 

employees of the legislature under AS 24:

WORK DRAFT WORK DRAFT 25-082011VE

Range Step Step Step Step Step Step

No. A B C D E F

05 1892 1945 1999 2056 2117 2174

06 1999 2056 2117 2174 2238 2303
07 2117 2174 2238 2303 2374 2449

08 2238 2303 2374 2449 2518 2596

297( ) -2-
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09 2374 2449 2518 2596 2679 2755

10 2518 2596 2679 2755 2840 2922

11 2679 2755 2840 2922 3022 3118

12 2840 2922 3022 3118 3223 3332

13 3022 3118 3223 3332 3449 3572

14 3223 3332 3449 3572 3697 3837

15 3449 3572 3697 3837 3960 4109

16 3697 3837 3960 4109 4257 4407

17 3960 4109 4257 4407 4558 4715

18 4257 4407 4558 4715 4861 5046

19 4558 4715 4861 5046 5203 5393

20 4861 5046 5203 5393 5555 5761

21 5203 5393 5555 5761 5938 6153

22 5555 5761 5938 6153 6353 6582

23 5938 6153 6353 6582 6801 7054

24 6353 6582 6801 7054 7289 7536

25 6801 7054 7289 7536 7809 8100

26 7054 7289 7536 7809 8100 8391

27 7289 7536 7809 8100 8391 8707

28 7536 7809 8100 8391 8707 9010

29 7809 8100 8391 8707 9010 9327

30 8100 8391 8707 9010 9327 9655.

* Sec. 8. AS 39.27.011(e) is amended to read:

(e) Effective July 1, 2008 [2005], the amounts set out in the salary schedule 

contained in (a) of this section are increased by three [TWO] percent.

* Sec. 9. AS 39.27.011(f) is amended to read:

(f) Effective July 1, 2009 [2006], the amounts set out in the salary schedule 

contained in (a) of this section, as increased under (e) of this section, are increased by 

three [TWO] percent.

* Sec. 10. AS 39.27.011 is amended by adding new subsections to read:

(h) Pay increments, computed at the rate of 3.75 percent of the employee's

-3- CSSB 297( )
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base salary, shall be provided after an employee has remained in die final step within a 

given range fo r two years, and every two years thereafter, if, at the time the employee 
becomes eligible fo r the increment, the employee's current annual rating by the 
employee's supervisors is designated as "good" or higher.

( i )  Pay increments provided fo r in (h ) o f  this section are approved under 
AS 39 .25 .150(2 ) as an amendment to the pay plan fo r employees o f  the state.

( j )  Subsections (h ) and ( i) o f  this section apply to employees o f  the legislature 
on ly i f  the committee responsible fo r adopting employment policies concerning the 
employee adopts a written policy that (h ) and ( i) o f  this section *pply. Subsections (h) 
and (i) o f  this section apply to the employees o f  the office o f  the ombudsman only i f  
the ombudsman adopts a policy that (h ) and ( i) o f  this section apply. Subsections (h) 
and ( i) o f  this section appiy to the employees o f  the office o f  victims' rights on ly i f  the 
victims' advocate adopts a policy that (h ) and ( i) o f  this section apply.

* Sec. 11. AS 42 .04 .020 (f) is amended to read:
( f )  Members o f  the commission are in the exempt service and are entitled to a 

monthly salary equal to Step F [C ], Range 30 [26 ], o f  the salary schedule in 
AS 39.27.011 [AS 39.27.011(a) FOR JUNEAU , ALASKA ]. The chair o f  the 
commission is entitled to a monthly salary equal to Step F [C ], Range 30 [27 ], o f  the 
salary schedule in AS 39.27.011 [AS 39 .27 .011(a) FOR JUNEAU, A LA SKA ].

* Sec. 12. AS 42.04 .050(a ) is amended to read:
(a ) The commission shall employ an executive director and may employ 

administrative law judges, and the commission shall determine the compensation 

of executive directors and administrative law judges it employs [CH A IR  OF THE 
COM M ISSION !. The executive director is responsible for emnlovine commission 

staff, directing the administrative functions o f  the commission, and carrying out the 
policies established [AS SET] by the commission. The executive director 

[COM M ISSION  CHA IR ] may employ engineers, hearing examiners, 
[ADM IN ISTRAT IVE  LAW  JUDGES,] arbitrators, mediators, experts, clerks, 
accountants, and other agents and assistants considered necessary. The executive 

director may not participate in any matter that is before tLe commission for 

adjudication. The executive director is in the exempt service under AS 39.25.110.

CSSB 297( )
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WORK DRAFT WORK DRAFT 254S2011\E
Employees of the commission who are not in the exempt service under AS 39.25.110 

or the partially exempt service under AS 39.25.120 are in the classified service under 

AS 39.25.100.

* Sec. 13. AS 42.04.050(b) is amended to read:

(b) The executive director [CHAIR OF THE COMMISSION] may enter into 

a contract for not [NO] more than $5,000 to engage the services of a consultant or 

expert the chair of the commission considers necessary. The executive director 

[COMMISSION] may contract for and engage the services of consultants and experts 

the commission considers necessary.

* Sec. 14. AS 42.04.070(a) is amended to read:

(a) The chair of the commission shall

[(1) EMPLOY THE COMMISSION STAFF;

(2)] establish and implement a time management system for the 

commission and [;

(3)] assign the work of the commission to members and staff of the 

commission so that matters before the commission are resolved as expeditiously and 

competently as possible; when assigning a matter, the chair shall also set a date by 

which time the matter should be completed.

* Sec. 15. AS 39.27.022 is repealed.

* Sec. 16. The uncodified law of the State of Alaska is amended by adding a new section to 

read:

SALARY ADJUSTMENTS FOR CERTAIN EXEMPT OFFICERS AND 

EMPLOYEES OF THE EXECUTIVE BRANCH, (a) Public officers and permanent and 

temporary employees in the executive branch of the state government, other than the governor 

and lieutenant governor, who are in the exempt service under AS 39.25.110, are not members 

of a collective bargaining unit established under AS 23.40.070 - 23.40.260 (Public 

Employment Relations Act), and are not otherwise covered by AS 39.27.011(a), as repealed 

and reenacted by sec. 7 of this Act, are entitled to receive salaries comparable to those 

received by classified and partially exempt employees of the executive branch under 

AS 39.27.011(a), as repealed and reenacted by sec. 7 of this Act, and under AS 39.27.011(e) 

and (f), as amended by secs. 8 and 9 of this Act.

-5- CSSB 297( )
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1 I (b) The agencies employing noncovered exempt officers and employees covered by

2 I  this section may adopt compensation policies that provide fo r pay increments under
3 I  AS 39 .27 .011(h) and (i), enacted by sec. 10 o f  this Act.
4 I * Sec. 17. The uncodihed law o f  the State o f  Alaska is amended by adding a new section to
5 I  read:
6 I  SALARY ADJUSTMENTS FOR CERTA IN  EM PLOYEES OF THE JUD IC IAL
7 I  BRANCH , (a ) Permanent and temporary employees and magistrates in the judicial branch o f
8 I  the state government, other than justices and judges, who are not members o f  a collective
9 I  bargaining unit established under AS 23.40 .070 - 23.40.260 (Public Employment Relations

10 I  Act) and are not otherwise covered by AS 39 .27 .011(a), as repealed and reenacted by sec. 7 o f
11 I  this Act, are entitled to receive salary adjustments comparable to those received by classified
12 I  and partially exempt employees o f  the executive branch under AS 39 .27 .011(a), as repealed
13 I  and reenacted by sec. 7 o f  this Act, and under AS 39 .27 .011(e) and ( 0 ,  as amended by secs. 8
14 I  and 9 o f  this Act.
15 1 (b ) The judicial branch may adopt compensation policies fo r its permanent and
16 I  temporary employees and magistrates, other than justices and judges, that provide for pay
17 I  increments under AS 39.27.011 (h ) and (i), as enacted by sec. 10 o f  this Act.
18 I  (c ) Justices o f  the supreme court and judges o f  the court o f  appeals, the superior court,
19 I  and the district court are entitled to receive salary adjustments provided fo r in secs. 7 - 9 o f
20 J th is  Act, in accordance with AS 22.05 .140(d ), AS 22.07 .090(c ), AS 22.10.190(d), and
21 I  AS 22.15 .220(b ) and (e).
22 I  * Sec. 18. The uncodified law o f  the State o f  Alaska is amended by adding a new section to
23 I  read:
24 I  SA LA RY  INCREASES FOR CERTA IN  EM PLOYEES OF THE UN IVERS ITY  OF
25 I  A LASKA . The employees o f  the University o f  Alaska who are not members o f  a collective
26 I  bargaining unit are entitled to receive salary increases in accordance with the compensation
27 I  policy o f  the Board o f  Regents o f  the JJniversity o f  Alaska.
28 I  * Sec. 19. The uncodified law o f  the State o f  Alaska is amended by adding a new section to
29 I  read:
30 I  PROSPECTIVE APPLICATION . (; ) Notwithstanding any other provision o f  law, sec.
31 I 10 o f  this Act applies prospectively only. An employee may only earn pay increments under

CSSB 297( )
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AS 39.27.011(h) and (i), as enacted by sec. 10 of this Act, based on qualifying service 

occurring on or after the effective date of sec. 10 of this Act.

(b) It is the intent of the legislature that (a) of this section is to expressly avoid the 

result in the decision of the Alaska Supreme Court in Alaska Public Employees Association v. 

State, 525 P.2d 12 (Alaska 1974).

* Sec. 20. The uncodified law of the State of Alaska is amended by adding a new section to 

read:

APPLICABILITY. Section 10 of this Act applies to classified and partially exempt 

employees in the executive branch of the state government who are not members of a 

collective bargaining unit established under the authority of AS 23.40.070 - 23.40.260 (Public 

Employment Relations Act) only after its terms have been formally offered to each 

established state employee bargaining unit through the state employee bargaining unit's 

collective bargaining agents, as an amendment to the contract governing the bargaining unit's 

terms and conditions of employment.

* Sec. 21. The uncodified law of the State of Alaska is amended by adding a new section to 

read:

TRANSITION. Notwithstanding sec. 15 of this Act, if, but for the repeal of 

AS 39.27.022 by sec. 15 of this Act, an employee would have received a pay increment under 

former AS 39.27.022 within two years after the effective date of sec. 15 of this Act, the 

employee may elect to receive that increment instead of the first increment to which the 

employee would otherwise be entitled under AS 39.27.011(h) and (i), enacted by sec. 10 of 

this Act.

* Sec. 22. The uncodified law of the State of Alaska is amended by adding a new section to 

read:

RETROACTIVITY. Sections 7, 16(a), 17(a), 17(c), and 18 of this Act are retroactive 

to July 1,2007.

* Sec. 23. Sections 7, 16(a), 17(a), 17(c), 18, and 22 of this Act take effect immediately 

under AS 01.10.070(c).

* Sec. 24. Except as provided in sec. 23 of this Act, this Act takes effect July 1, 2008.

WOPK DRAFT WORK DRAFT 25-GS2011\E
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ALASKA STATE LEGISLATURE

Senator Johnny Elite, Chair
Senator Gary Stevens, Vice Chair /WgSgplfSfl State Capitol, Room 9
Senator Bettye Davis I 46M704
Senator Lyaan Hoffman y
Senator Con Bunde

Senate Labor & Commerce Committee

SB 297
Changes from Bill Version \A to DRAFT CS \E

Sec. 1 -4 . No change. Sec. 1 refers to Commercial Fisheries Entry Commission

Sec. 5. Places the Executive Director of the RCA, enacted in Sec. 12, in the exempt service.

Sec. 6. Corrects terminology in RCA statutes. Hearing officer' ^ e  more correctly referred to as 
examiners.

Sec. 7 -1 0 . No change. These sections set out the new pay schedule and raises for the three years FY 
2008, 2009 and 2010, and establishing a longevity pay system for employees reaching step F of the 
pay schedule.

Sec. 11. Sets all RCA commissioner salaries, including the Chair’s, at step F, range 30. Under this 
bill, the Chair would no longer have administrative duties, therefore pay above that of other 
commissioners is not warranted.

n cA
Sec. 12. Establishes the position of^Executive Director and clarifies that the commission hires the ED 
and administrative law judges. The section further sets out the responsibilities, the powers and the 
limitations of the ED position.

Sec. 13-14. Conforming amendments resulting from the creation of the ED position.

Sec. 15-16. No change.

Sec. 17. Brings Court employees not covered by a collective bargaining unit, including magistrates but 
excluding judges and justices, under the same Sections 7 - 9  pay schedule and two year increases as 
executive branch non-covered employees. Additionally, the Court may adopt the longevity pay 
increments formula of Section 10.

Sec. 18-20. No change.

Sec. 21. RETROACTIVITY. The CSaddsjudges and justices of the Judicial Branch.

Sec. 22. Makes the longevity formula for executive branch employees enacted in sec. 10 contingent 
upon the administration formally offering the same benefit to all state employee bargaining units.



r

Sec. 23. Immediate effective date for the new pay schedule, sections of the act covering exempt 
executive branch employees, judicial employees judges and justices, university employees, the 
retroactivity provisions.

Sec. 24. July 1,2008 effective date for all other sections.



Alaska Court System 
CSSB 297 (L&C) Allocation by Budget Component 
3/13/2008

Component FYO!9 FY10 FY11 FY12 FY13 FY14

Appellate Courts 
Trial Courts 
Administration

422.6
3,931.9

568.0

604.0
5,684.8

844.5

604.0
5,684.8

844.5

604.0
5,684.8

844.5

604.0
5,684.8

844.5

604.0
5,684.8

844.5

8ubtotal Alaska Court Systam 4,922.5 7,133.3 7,133.3 7,133.3 7,133.3 7,133.3

Alaska Judicial Council 58.1 83.0 83.0 83.0 83.0 83.0

Alaska Judicial Conduct 21.0 27.7 27.7 27.7 27.7 27.7

Total Alaska Court Systam 5,001.6 7,244.0 7,244.0 7,244.0 7,244.0 7,244.0
(all agancias)
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SENATE BILL NO. 297

IN THE LEGISLATURE OF THE STATE OF ALASKA 

TWENTY-FIFTH LEGISLATURE - SECOND SESSION

BY 7HE SENATE RULES COMMITTEE BY REQUEST OF THE GOVERNOR
Introduced: 3/3/Ot 
Referred: Finance

A BILL 

FOR AN ACT ENTITLED

1 "An Act relating to the compensation for certain public officials, officers, and employees

2 not covered by collective bargaining agreements; relating to pay increments for

3 longevity in state service; and providing for an effective date."

'  BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

3 * Section 1. AS 16.43.060 is amended to read:

6 Sec. 16.43.060. Compensation. Members of the commission are in the exempt

7 service and are entitled to a monthly salary equal to a step in [STEP C,] Range 2Z

8 [26] of the salary schedule in AS 39.27.011 [AS 39.27.011(a) FOR JUNEAU,

9 ALASKA].

10 * Sec. 2. AS 26.05.260(i) is amended to read:

11 (i) When active state service is authorized by the governor or by the adjutant

12 general as the governor's designee, members of the Alaska State Defense Force are

13 entitled to receive, for each day of active service under AS 26.05.070, pay and

14 allowances as provided in this subsection. Pay is equal to that provided under
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1 AS 39.27.01 m  - »nd 39.27,010 [AS 39.27.011 - 39.27.020] for equivalent

2 assignments of state officials or employees, including adjustments under

3 AS 39.27.02S, if applicable. Allowances shall be paid to the same extent, in the same

4 manner, and under the same conditions as provided for state officials and employees

5 under AS 39.20.110 - 39.20.170. However, pay or allowances are not authorized for

6 training or community service activities of members of the Alaska State Defense

7 Force.

8 * Sec. 3. AS 36.30.010(d) is amended to read:

9 (d) The annual salary of the chief procurement officer is range 22 [24] of the

10 salary schedule established in AS 39.27.011.

11 * Sec. 4. AS 39.20.080(b) is amended to read:

12 (b) The monthly salary of a deputy head of a principal executive department

13 of the state is equal to a step In [NOT LESS THAN STEP A NOR MORE THAN

14 STEP F,] Pange 28 of the salary schedule in AS 39.27.011 [AS 39.27.011(a) FOR

15 JUNEAU, ALASKA].

16 * Sec. 5. AS 39.27.011(a) is repealed and reenacted to read:

17 (a) The following monthly basic salary schedule is approved as the pay plan

18 for classified and partially exempt employees in the executive branch of the state

19 government who are not members of a collective bargaining unit established under the

20 authority of AS 23.40.070 - 23.40.260 (Public Employment Relations Act), and for

21 employees of the legislature under AS 24:

22 Range No. Step Step Step Step Step Step

23 A B C D E F

24 05 1892 1945 1999 2056 2117 2174

25 06 1999 2056 2117 2174 2238 2303

26 07 2117 2174 2238 2303 2374 2449

27 08 2238 2303 2374 2449 2518 2596

28 09 2374 2449 2518 2596 2679 2755

29 10 2518 2596 2679 2755 2840 2922

30 11 2679 2755 2840 2922 3022 3118

31 12 2840 2922 3022 3118 3223 3332
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1 13 3022 3118 3223 3332 3449 3572
2 14 3223 3332 3449 3572 3697 3837
3 15 3449 3572 369/ 3837 3960 4109
4 16 3697 3837 3960 4109 4257 4407
5 17 3960 4109 4257 4407 4558 4715
6 18 4257 4407 4558 4715 4861 5046
7 19 4558 4715 4861 5046 5203 5393
8 20 4861 5046 5203 5393 5555 5761
9 21 5203 5393 5555 5761 5938 6153

10 22 5555 5761 5938 6153 6353 6582
11 23 5938 6153 6353 6582 6801 7054
12 24 6353 6582 6801 7054 7289 7536
13 25 6801 7054 7289 7536 7809 8100
14 26 7054 7289 7536 7809 8100 8391
15 27 7289 7536 7809 8100 8391 8707
16 28 7536 7809 8100 8391 8707 9010
17 29 7809 8100 8391 8707 9010 9327
18 30 8100 8391 8707 9010 9327 9655
19 * Sec. 6. AS 39.27.011(e) is amended to read:

20 (e) Effective July 1. 2008 120051. the amounts set out in the salary schedule

21 contained in (a) of this section are increased by three [TWO] percent.

22 * Sec. 7. AS 39.27.011(f) is amended to read:

23 (0 Effective July 1, 2009 [2006], the amounts set out in the salary schedule

24 contained in (a) of this section, as increased under (e) of this section, are increased by

25 three [TWO] percent.

26 * Sec. 8. AS 39.27.011 is amended by adding new subsections to read:

27 (h) l ay increments, computed at the rate of 3.75 percent of the employee's

28 base salaiy, shall be provided after an employee has remained in the final step within a

29 given range for two years, and every two years thereafter provided that at the time the

30 employee becomes eligible for the increment, the employee’s current annual rating by

31 the employee's supervisors is designated as "good" or higher.
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1 (i) Pay increments provided for in (h) of this section are approved under

2 AS 39 25.150(2) as an amendment to the pay plan for employees of the state.

3 0) Subsections (h) and (i) of this section apply to employees of the legislature

4 only if the committee responsible for adopting employment policies concerning the

5 employee adopts a written policy that (h) and (i) of this section apply. Subsections (h)

6 and (i) of this section apply to the employees of the office of the ombudsman only if

7 the ombudsman adopts a policy that (h) and (i) of this section apply. Subsections (h)

8 and (i) of this section apply to the employees of the office of victims’ rights only if the

9 victims’ advocate adopts a policy that (h) and (i) of this section apply.

10 * Sec. 9. AS 42.04.020(0 is amended to read:

11 (0 Members o f the commission are in the exempt service and are entitled to a

12 monthly salary equal to a step to [STEP C,] Range J7 [26,] of the salary schedule in

13 AS 39.27.011(a) for Juneau, Alaska. The chair of the commission is entitled to a

14 monthly salary equal to a step In [STEP C,] Range 27 [,] of the salary schedule in

15 AS 39.27.011 (a) for Juneau, Alaska.

16 * Sec. 10. AS 39.27.022 :., repealed.

17 * Sec. 11. The uncodified law of the State of Alaska is amended by adding a new section to

18 read:

19 SALARY ADJUSTMENTS FOR CERTAIN EXEMPT OFFICERS AND

20 EMPLOYEES OF THE EXECUTIVE BRANCH, (a) Public officers and permanent and

21 temporary employees in the executive branch of the state government, other than the governor

22 and lieutenant governor, who are in the exempt service under AS 39.25.110, are not members

23 of a collective bargaining unit established under AS 23.40.070 • 23.40.260 (Public

24 Employment Relations Act), and are not otherwise covered by AS 39.27.011(a), are entitled

25 to receive salaries comparable to those received by classified and partially exempt employees

26 of the executive branch under AS 39.27.011(a), as repealed and reenacted by sec. 5 of this

27 Act, and under AS 39.27.011(e) and (0 . as amended by secs. 6 and 7 o f this Act.

25-GS201 IVA

28 (b) The agencies employing non-covered exempt officers and employees covered by

29 this section may adopt compensation policies that provide for pay increments under

30 AS 39.27.011(h) and (i) of this section, as enacted by sec. 8 o f this Act.

31 * Sec. 12. The uncodified law of the State o f Alaska is amended by adding a new section to
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1 read:

2 SALARY ADJUSTMENTS FOR CERTAIN EMPLOYEES OF THE JUDICIAL

3 BRANCH, (a) Permanent and temporary employees in the judicial branch of the state

4 government, other than magistrates and judicial officers, who are not members of a collective

5 bargaining unit established under AS 23.40.070 - 23.40.260 (Public Employment Relations

6 Act), and are not otherwise covered by AS 39.27.011(a), are entitled to receive salary

7 adjustments comparable to those received by classified and partially exempt employees of the

8 executive branch under AS 39.27.011(a), as repealed and reenacted by sec. S of this Act, and

9 under AS 39.27.011(e) and (0 , as amended by secs. 6 and 7 o f this Act.

10 (b) The judicial branch may adopt compensation policies for its temporary and

11 permanent employees, other than magistrates and judicial officers, that provide for pay

12 increments under AS 39.27.011 (h) and (i) of this section, as enacted by sec. 8 of this Act.

13 (c) Justices of the supreme court, judges of the court of appeals and the superior and

14 district courts, and magistrates are entitled to receive salary adjustments provided for in secs.

15 5 - 7 of d iis  Act, in accordance with AS 22.05.140(d), AS 22.07.090(c), AS 22.10.190(d), and

16 AS 22.15.220(b) and (e).

17 * Sec. 13. The uncodified law of the State of Alaska is amended by adding a new section to

18 read:

19 SALARY INCREASES FOR CERTAIN EMPLOYEES OF THE UNIVERSITY OF

20 ALASKA. The employees of the University of Alaska who are not members of a collective

21 bargaining unit arc entitled to receive salary increases in accordance with the compensation

22 policy of the Board of Regents of the University of Alaska.

23 * Sec. 14. The uncodified law of the State of Alaska is amended by adding a new section to

24 read:

25 PROSPECTIVE APPLICATION, (a) Notwithstanding any other provisions of law,

26 sec. 8 of this Act applies prospectively only. An employee may only earn pay increments

27 under AS 39.27.011(h) and (i), as enacted by sec. 8 of this Act, based on qualifying service

28 occurring on or after this Act takes effect.

29 (b) It is the intent of the legislature that (a) of this section is to expressly avoid the

30 result in the decision of the Alaska Supreme Court in APEA v. State, 525 P.2d 12 (Alaska

31 1974).
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1 * Sec. 15. The uncodifiec! law of the State of Alaska is amended by adding a new section to

2 read:

3 TRANSITION. Notwithstanding sec. 10 of this Act, if but for the repeal of

4 AS 39.27.022 by sec. 10 of this Act, an employee would have received a pay increment under

5 former AS 39.27.022 within two years after the effective date of this Act, the employee may

6 elect to receive that increment instead of the first increment to which the employee would

7 otherwise be entitled under AS 39.27.011(h) and (i), as enacted by sec. 8 of this Act.

8 * Sec. 16. The uncodified law of the State of Alaska is amended by adding a new section to

9 read:

10 RETROACTIVITY. Sections 5, 11(a), 12(a), and 13 of this Act are retroactive to

11 July 1,2007.

12 * Sec. 17. Section 16 of this Act takes effect immediately under AS 01.10.070(c).

13 * Sec. 18. Except as provided in sec. 17 of this Act, this Act takes effect July 1,2008.
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