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Access

When Pll is maintained on the tag itself, individuals should have reasonable access to that 
information.

[8]
If an individual receives an adverse decision based on linked information about him or 
herself, that individual should have reasonable access to that information. As a general 
principle, it is desirable to provide consumers with, if cost effective and efficient, reasonable 
access to personally identifiable information, including location information, collected using 
RFID technology.

In the above situations, appropriate access should be provided by the entity interfacing with 
the individual.

When access is offered it should be easily and readily available to the consumer.

Government access to linked information should be allowed only upon service of process under 
applicable law.

Security

Companies should exercise reasonable and appropriate efforts to secure RFID tags, readers 
and, whenever applicable, any corollary linked information from unauthorized reading, logging 
and tracking, including any network or database transmitting or containing that information 
and radio transmissions between readers and tags. In addition, companies should exercise 
reasonable and appropriate efforts to secure the linked information from unauthorized access, 
loss or tampering.

In so doing, companies should establish and maintain an information security program in 
keeping with industry standards, appropriate to the amount and sensitivity of the information 
stored on their system. Such a security program should include processes to identify 
reasonably foreseeable internal and external risks to the security, confidentiality, and 
integrity of linked information, and address those risks.

To enhance the security of information that may be transmitted between tags and reader, 
companies should, to the extent practicable, minimize the information stored on RFID tags 
themselves.
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For example, many contact-less payment cards employl28-bit and triple DES encryption.
In a payment transaction, a contact-less chip generates a unique numeric code. If the code is 
not detected, the transaction is declined.

[21
Examples of these purposes are plentiful. RFID systems are used to keep track of things in 

manufacturing inventory warehouses, for example, where deliveries can be recorded 
automatically by simply moving incoming pallets (with tags embedded) past a reader. The 
information is then logged into the inventory system. RFID systems keep track of people in 
hospitals and prisons and, in the future may be used for home health care applications that 
enable caregivers to monitor the daily habits of the very elderly or infirm in their homes. A 
familiar and early service application of RFID technology has been in toll-collection tags on 
highways, which allow motorists with RFID-enabled cards to pay tolls simply by passing through 
collection plazas. Contact-less payment cards are another service application. Additionally, 
RFID tags with a unique identifier are now an internal component of automobile keys; when 
the key is inserted in the lock, it communicates with a reader built into the car's electrical 
system.

For example, the chip used to provide electronic bar codes has the capability to manage 
security via passwords and other safeguards and can be read at a distance of several feet.
RFID tags used for contact-less smart cards, on the other hand, typically are designed to 
support substantial cryptography and to be read at distances of an inch or so; cryptography 
can be used to protect tags or to secure transmission protocols.

[41
Commercial entities that do not have a direct relationship with consumers but are involved 

with the deployment and/or use of RFID systems should make good faith efforts to encourage 
the notification of consumers. A commercial entity incorporating RFID systems within its 
products should give notice to its direct purciiasers of that fact, and to the extent practicable 
encourage its direct purchaser to give similar notice to their purchasers, and so on, with the 
objective of enabling the company having the direct relationship with consumers to give 
proper notice of the use of RFID technology.

The rationale for this provision is that companies not participating in or benefiting 
from the use of RFID but who receive products containing tags may not know that products 
they receive contain RFID tags, and will need to have adequate information to participate in 
providing notice. Use of a well-recognized logo in accordance with corresponding guidelines, 
such as those followed by EPCglobal association members, would be one way to support this 
notification.

Where RFID tags in the retail environment function solely as a replacement for 
barcodes as currently deployed and do not provide enhanced or additional functions, notice 
may be provided consistent with current practice.

^  For example, it would arguably require several linkages to correlate the RFID tag in an 
automobile tire to Pll about the car’s owner.

^  For example, RFID may enable the function of an electronic device.

^  Commercial entities that do not have a direct relationship with the consumer but are 
involved with deployment and/or use of the RFID system should make good faith efforts to 
encourage consumer choice.
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A commercial entity which Incorporates RFID systems In its products should inform its 
direct purchasers as to when a system includes RFID to help the purchaser assess whether the 
consumer should be offered choice and the opportunity to consent, and to the extent 
practicable encourage its direct purchaser to provide choice to its purchasers, and so on, with 
the objective of enabling the company having the direct relationship with the consumer to 
offer appropriate choice to consumers. Use of a well-recognized logo in accordance with 
corresponding guidelines, such as those followed by EPCglobal association members, is one 
means to support this notification.

[81
For example, an adverse decision related to the availability of a good or service, or the 

ability to obtain credit.
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I. INTRODUCTION

Ĵ1 In January 2005, parents from a small town named Sutter, California, an hour north of
Sacramento, sent a letter to the offices of the American Civil Liberties Umon (ACLU) of Northern 
California Their daughters had come home from their public middle school with new identification 
badges that appeared to have computer chips embedded inside. The parents had questions and 
reached out to the ACLU to try to get some answers. These parents had no idea what that letter 
would mean, how far that letter would go, how it would impact their family, their town, and the 
nauonal debate over personal privacy in post-9/11 America.1 ACLU stories often start like that. And 
like many ACLU stories, this one is far from over. The letter from these parents unleashed a 
firestorm over the privacy and security implications of a technology’ called Radio Frequency 
Identification (“RFID”). First used during World War II to differentiate between friend and foe 
aircraft, it emerged in the commercial sector in the 1970s to track products as they moved through 
the manufacturing sector and then to tag and track cattle and other livestock. Prior to 9/11, it had 
only been used to identify individuals on a relatively small scale, mostly for building entry and road 
toll collection systems.: But, in the past six years, RFID technology has been increasingly considered

® 2007, Nicole A. Ozer, Technology and Civil Liberties D irector at the ACLU o f Northern California The opinions 
expressed m this article are no t necessarily those o f  the ACLU o r the ACLU o f N orthern California Special dun k s to Valene 
Small-Navarro, ACLU Sacramento Legislative Office, Michele Tatro, 1-ee Tien, Electronic Frontier Foundation, California State 
Senator Joe Simitian, Rei Onishi, Legislative Aide (former), Office o f  California State Senator Joe  Simitian, David Molnar, 
D epartm ent o f  C om puter Science, University of California- Berkeley, Lennv Goldberg, I-enny Goldberg and Associates, and Beth 
G n  ens, Pnvacy Rights Clearinghouse Many of the ideas and m uch o f  the inform ation in this policy paper have been developed 
over the course o f two years o f  work with these extraordinary individuals on the Identity Information Protection Act. First 
introduced m the California State Legislature in February 2005, the bill was the first legislation in the nation to address RFID 
technology in identification documents

1 See Press Release, Pnvacy Rights are at Risk— Parents and Civil Liberties G roups Urge School D istnct to Term inate Use o f 
Tracking Devices (Feb 7, 2005), available at http://w w w .aclunc org/new 's/press_releascs/pnvacy_ngbts_are_at_nsk_- 
_parents_and_cml_hberties_groups_urge_school_distnct_to_term m ate_use_of_tracking_deviccs shtml for m ore inform ation 
about Sutter. Set also Press Release, Victory for Students, Parents and Civil Liberties Groups— Company Announces it will End 
Tracking Pilot Program (Feb. 16, 2005), available a / h ttp ://w w w  achrnc org/new s/press_releases/victoty_for_students,_parents 
_ and_cnil_  hbem es_groups_-_compiny_announces_it_will_end_tracking_pilot_program  shtml, Greg Lucas, Suffer Canty: Students 
Kept Under Surveillance at Scbetl, S.F. CHRON, Feb. 10, 2005, at B l, available a / h ttp://w w w .sfgate com /cgi-bin/article.cgi; f = /  
c /a/2005/02/10/B A G C ,O B 8M D l D T L . Kim Zettcr, School R F ID  Plan Gets an F, WIRED, Feb. 10, 2005, 
h ttp ://w w w . wired com /pohncs/secun ty /new s/2005/02 /66554;

: Developing N ational Policies on the Deployment o f  Radio Frequency Identification (RFID) Technology, Feb. 17, 2006,
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for use in government-issued idenufication documents like passports, driver’s licenses, and student 
badges. This technology, which had been quietly creeping into the lives of Americans, was blasted 
into the public spotlight by these two unassuming sets of parents who had a few straightforward 
questions and concerns about the privacy and security unpact of RFID technology in their children’s 
school badges— questions and concerns that had not been adequately answered by the school or the 
company selling the new technology. In the past few years, these questions and concerns have not 
abated, but have come into greater focus as government oversight organizations such as the 
Government Accountability Office (“GAO”), the Pnvacy Integrity Committee of the Department of 
Homeland Security, politicians, researchers, and mdustry organizations have looked more carefully at 
the risks of RFID and fostered critical debate about whether it is an appropnate technolog)- for use 
in government-issued identification documents

The ACLU of Northein California has been a leader in generating public and legislative attention 
to the privacy, personal safety, and financial security risks associated with the use of RFID 
technolog)- in government-issued identification documents.1 This policy paper will discuss RFID 
technolog)-, its vulnerabilities, and its impact on civil liberties and consumer privacy-. It will also 
discuss the development and current status of RFID legislation that is moving though the California 
legislature and serving as a model for other state acuon.

II. RFID -  WHAT IS IT?

RFID is a generic term for technologies that use radio waves to automatically identify people or 
obiccts from a distance of several inches to hundreds of feet. In the past few years, as major 
newspapers and radio stations have reported about die pnvacy and security concerns of RFID, 
spurred in large part by the Sutter story and the rollout of RFID in passports, the term has moved 
from obscunty to being relatively well-known in the minds of many Americans.4 Along with 
increased knowledge has also come increased skepticism about whether RFID technology- adequately 
protects an individual's privacy and security-5— so much so that some manufacturers and government 
agencies have tried to distance themselves from the bad publicity- that has been garnered by some 
RFID products. A crop of new names for the technology- has oeen developed, yvith segments of the 
mdustry re-branded as “smart cards,” “smart chips,” and “contactless integrated technology.”6 
Hoyvever, regardless of the name, all segments of the RFID market are based on the same core 
technology- RFID tags are comprised of tiny computer chips with antennas that can be encoded with 
information, such as someone’s name, social security number or, in the case of commercial use, the 
type of product or its origin. These chips, some as small as a grain of nee, are then embedded in

http: /w w  icceusa o rg /p o licy /p o sn o n s/rfid  html; see also Ass’n for Automatic Identification and Data Capture Tech , Shroudi o f 
T im e The History o f RFID , Oct. 1, 2001, http / / m 1 transcore com pd f/A IM 0 o20shroud.s_rf_time.pdf.

’ See \CI.L ' o f  N orthern  California D o n ’t Chip O ur Rights Au-ay', 
h ttp  //w w w  aclunc org Tssucs/'(echnology/dont_chip_our_nghts_away' shtml (last visited Dec. 5, 2007).

1 S ir Mary Catherine O ’C onnor, Survey] RemalDubious Consumers, RFIDJOURNAL, Feb 17, 2005, 
h ttp ://w w w  rfidioum al com /aruclc/artic lev iew /1409/1 /  i /  (discusstng a quantitative survey o f  more than 7,000 consumers and 
on focus groups involving 40 o f  the respondents conducted during December 2004 and January 2005) (“T he num ber o f L' S. 
consum ers w ho are aware o f  R FID  technology is growing steadily, but so are negative perceptions o f the technology— especially 
am ong women. Since the first survey o f  tnc scries, conducted in September, distrust over the use o f  RFID  has increased and 
TV  and radio news surpassed the Internet as the m ost com m on way people leant about R FID ” )

1 D oug Farry, Act Now/ R F ID  Providers and Users Can Influence Public Policies That Impact the RF ID  lndrutsy, RFID  JOURNAL,
http://w w w .rfid |O um al com /artic le /a rtic lev iew /2 7 6 8 /l/1 2 8 / (last visited Jan. 8, 2007) ("The (Identity Information Protection
Act] also tells the general public that RFID is too nsky— a growing perception already shaping the overall market for RFID
products” )

” G ene j  Koprowski, W'trtless Industry Defends R F ID  fo r Passports, TF.CH NEWS WORLD, Apnl 25, 2005, 
h ttp ://w w w  technew sw orld.com /story/42349.htm l (noting that the D epartm ent o f  State is not calling the passports RFID- 
enabled; rather, it calls them “contactless smart-cards . D H S avoids the term ‘R F’ (radio frequency!like the plague ”); see also
Sm art  Ca r d  a l l ia n c e , R FID  T ags a n d  Co n ta c tl ess  Sm art  C ard  T e c h n o l o g y : Co m p a r in g  a n d  Co n tr a stin g  
APPLICATIONS AND CAPABILITIES 3, h ttp ://w w w .h idcorp  com /docum ents/tagsV sSm artcards_w p_en.pdf (“Smart Card ADiai-.ee 
m em bers developed this docum ent to compare and contrast the applications and capabilities o f  the two technologies The 
differences are im portant to keep in mind as the vanous forms o f  RF c h p  technology becom e pervasive in the market.”) (last 
visited Dec 5, 2007)

Copyright © 2008 Stanford Technology Law Review. A ll Righto Reserved

http://www
http://www.rfid%7cOumal
http://www
http://www.hidcorp


documents and objects.' When an RFID reader is in the area, the chip transmits its stored 
information to the reader by sending it a radio signal. The chip does not alert anyone that it is 
transmitting this information or to what reader this informadon has been sent. On top of this 
foundational technology lie several permutations of RFID tags— “passive” tags, “active” tags, and 
“smart” tags

“Passive” tags are so termed because they have no internal power source and perform no acdons 
until they are awakened by receiving energy waves in the radio signal emitted by a reader. Studies 
from the United States Department of State have shown that tags envisioned to be read from a few 
inches can actually be awakened and read at distances of more than twenty feet, with others scientists 
demonstrating that they can be read at greater than sixty-nine feet.8 Since these tags have no internal 
battery, they can be small, easy to embed, quite cheap to produce, and can successfully operate for a 
long period of time.

“Acuve” tags have their nvn battery source. They do not have to wait to be awakened by a 
reader, but are capable of initiating communicadon with a reader and continually broadcasting their 
stored informanon. They also have a much longer read range of several hundred feet— some of up to 
750 feet, depending on battery power. The battenes in these tags normally last several years.9

Som_ tags are called “smart” because they possess the technological capability to include some 
forms of security protection for transmission of sensitive data. These chips are sophisticated enough 
to allow the layering of data protection processes, such as cryptography and authentication,10 on top 
of ie core radio frequency technology actions performed by the chip. However, these tags are only 
as “smart” as the decision-makers who decide what types of protections should be built onto these 
chips and how effective these protccuons actually are against privacy and security attacks.11

III. THE VERY REAL WORRIES OF THE SUTTER PARENTS AND THE PUBLIC

“There are more than 200 million of these security devices [RFID] used worldwide with not
an instance of a security breach ”

— Roxanne Gould. Senior Vice President, CA Government & Public Affairs, American
Electronics Association (AeA)12

While industry representanves may claim that RFID technology is secure, die facts over many 
years tell a very different story. The privacy and security vulnerabilities of RFID- embedded 
identification documents and products have been shown by government offices, independent 
researchers, and motivated criminals

7 The Hitachi "M u chip" is .4 m m  square— small enough to be embedded in paper Hitachi C otp., Electronic Num bering of 
Products and Docum ents Using the "p-chip" or Mu-chip) Supported by a Networked Database Unleashes New Business ana Life 
Style Applications that Facilitate Innovative Manufacturing, D istnbuuon, Consum ption, Tracking and Recycling O peiations, 
http://vvuw .hitachi.co ip /P rod /m u-ch ip-' (last visited Oct. 5, 2007).

* U.S. G o v t  A c c o u n ta b i l i t y  o f f i c e ,  I n f o r m a t i o n  S e c u r i ty :  R a d io  F r e q u e n c y  I d e n t i f i c a t i o n  T e c h n o l o g y  
IN THE FEDERAL G o v e r n m e n t  6 (2005\ avadablt at h t tp : / /w uw .gao.gov/new  itcms/d05551 pdf (noting that testing conducted 
by the U.S. State D epartm ent showed that smart cards with passive chips that had an intended read range of only four inches could 
actually be read from a distance six times as far— twenty-four inches— and could theoretically be read from m ore than three feet 
away) Scientists from Los Angeles-based Flexihs showed at D efC on in 2005 that passive RFID chips can be read at up to sixty- 
nme feet. Brian Krebs, Leaving Lot \'tgas. So Long DtJCon and Blackhat, SECURITY’ FIX, Aug. 1, 2005, 
http://blog.w ashm gtonpost.com /sccuntvfix/2005/08/leaving_las_vegas_so_Iong_defc.htm l. It has also been reported that 
readers can "eavesdrop" on legitimate reader-to-card com m unications from a distance o f 30 feet. Stt Heydt-Beniamin et at., RFID 
Payment Card Vulnerabilities Technical Report, Oct. 11, 2006,
h l tp : / /www.nytimes com /packages/pdfbustness/20061023_C A R D /techreport.pdf.

* U S. GOVT ACCOUNTABILITY OFFICE, sofra  note 8, at 7-8.

10 Very generally, cryptography is the procedure to translate data written in plain text into cipher text, coded text that reauires 
access to a key or password to  read the information Authentication is the process o f  determining whether som eone o r sometning 
is, m fact, w ho or what it is declared to be

11 See Part III for a discussion o f  some of the vubierabiboo n f  "sm art” tags
Hahn Kim Q uach, ID  Ttth on Fart Tratk— For BtIter or W'tnt, ORANGE COUNTY REG., Aug. 7, 2005, aimlabk at 

http://w w w .ocrcgistei com /ocr/sections/new s/new s/articlc_625690 php.
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A . Mass-Distributed Building Entry Card System Cracked

In February 2007, IO Active, a small computer security firm based in Seattle, Washington, 
showed just how easy it was to read and clone the information encoded on the building entry cards 
used at many public and private buildings across the naoon.’3 At the RSA Conference, Chris Paget, 
IO Active’s Director of Research and Development, demonstrated how a handheld device the size of 
a standard cell-phone, costing twenty dollars in parts, could read the personal information encoded 
on the RFID chips used in HID Global ProxCards.’4 With the push o f a button on the same device, 
the personal mfonnauon on the RFID cards could then be copied and re-transmitted, “spoofing” the 
existence of an entry card and gaining access to the very buildings or information that the RFID 
chips were intended to protect from unauthorized access. Paget explained, “[a]s the system stands at 
the moment, I could walk past someone on the street, maybe stand next to them in an elevator, and 1 
could grab their card id and get into the building.”15

B. British E-passports Cracked

In November 2006, the technology protections on three million British e-passports were cracked 
by software written in less than forty-eight hours and an RFID reader bought for about five hundred 
dollars.’6 While the British Home Office had adopted the Triple-Data encryption standard (“3 DES”) 
to trv to prevent conversations between the passport and the reader, researchers found that the 
“secret key” to open up the secure chip was actually published on the face of the passport—the 
passport number, the passport holder’s date of birth, and the expiration date.17 Once this not-so- 
secret key was known, the RFID tags in the passports could be read. Within minutes of being read, 
the information from the passports could be copied and pictures of the holders appeared on a 
computer screen. The British government could have included a feature in the new e-passport that 
likely would have prevented this attack. The specificauon for the international e-passport developed 
by the International Civil Aviation Association (“ICAO”) detailed a feature called “active 
authentication” that countries could elect to include as part of their technological protection 
measures. The British government apparently chose not to do so.11' According to Adam Laurie, the 
computer expert who helped crack the e-passport, the protections put in place to protect this

11 Flash video RSA: D oor Cards— The Enterprise’s Weakest Link,
h ttp ://w w w  infoworld com /video/arch ives/2007/02 /rsa_ ioacnvc httnl (interviewing Chris l’agct demonstrating the RFID doner
at the RSA security Conference).

14 Set Paul F Roberts, Black Hat Dispute Stirs RFID  Security Awareness, INFOWORLD, Feb 28, 2007,
h ttp ://w w w .infow orld  co m /artic le /07 /02 /28 /H N blackhatrfid_ l html, sir also Rnan Krebs, RF ID  Flep Silences Security Researchers, 
SECURITY F ix , Feb. 27, 2007, http://blog.w ashm gtonpost.com /secuntyfix/2007/02/lcgal_threat_silenccs_rfid_sec.litm l; Robert 
Lcmos, Legal Threats Scuttle R F ID  Flaw Demo, SECURITY FOCUS Feb 27, 2007, h ttp ://w w w .secuntyfocus.com /new s/U 444 .

Following the RSA Conference, IOAcnve planned to give a presentation at the Black Hat Com puter Sccunty Conference in 
W ashington, D  C. dem onstrating the cloner and releasing schematics about how it was built. W hen H ID  learned of its intended 
briefing, it contacted IOActrvc, and dem anded that the company refrain from presenting its findings at the Black Hat Convention 
on the basis that "such presentation will sub|ect you to further liability for infnngem ent o f  H ID ’s intellectual property." Larry 
Greeiiencier, Security Researchers and Vendors Clash at Black Hat, Users Lose, INFORMATION WEEK, Feb. 28, 2007, 
h ttp  //w w w .m form ation 'veek com /sto ry /show A rtide  |html?articleID=197700101 W ith the help o f the ACLL’ o f N orthern 
California, lO A ctive gave a modified presentation that successfully highlighted the vulnerabiliues o f  insecure RFID technology J»» 
Press Release, ACLU o f N orthern California, H ID  Threatens Patent Lawsuit, Silences Im portant R FID  Presentation at National 
C onference (February 28, 2007) available at http://w w w .aclunc org/new s/press_releases/hid_thrcatens_patcnt_ lawsuit,_stlmces_ 
im port ant_rfid_presemation_at_national_conferencc.shtml.

15 Flash Video: RSA: D oor Cards— T he Enterprise's Weakest Link, supra note 13.

16 Steven Boggan, Cracked It!, GUARDIAN UNLIMITED, Nov. 17, 2006, 
h ttp  / / www.guardian.co.uk/idcards/story/0,,1950226,00 html.

17 3D ES uses 112-bit or 168-bit keys.

'* ICA O , a little known body run by the United Nauons with a mandate for setting intem aoonal passport standards, was 
given the responsibility o f  formulating the sccunty guidelines for all new international e-passports An Juels et a l , Sccunty and 
Pnvacy Issues in E-passports at 1 (2005), h ttp ://e p n n t iacr.org/2005/095.pdf. Active Authentication is detailed in the ICAO PKI 
Tcciuucal R eport In t’l Civd Aviauon Org., PKI for Machine Readable Travel D ocum ents O ffering ICC Read-Only Access at 15- 
16, 2004, h ttp  //w w w tcao in t/m rtd /d o w n lo ad /d o cu m en ts /T R -P K I<>o20nutds0o20ICC‘l o20read-only<,«20access0o20vl_l.pdf.
For m ore inform ation about the history o f  the e-passport, see Am. Civil Liberties Union, N aked Data: How the U.S Ignored 
International Concerns and Pushed for Radio Chips in Passports W ithout Sccunty (2004), 
http://w w w achi.org/pnvacy/spying/15780res20050426 html.
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sensitive information were the equivalent of “installing a solid steel front door to your house and 
then putting the key under the mat.”19

C. RFID-embedded Credit Cards Cracked

In October 2006, researchers at the University of Massachusetts Amherst demonstrated a 
technique for intercepting the information being transmitted by an RFID-embedded credit card; tens 
of millions of similar cards have been issued.20 Prior to rolling out these new cards to consumers, 
companies like American Express and J.P. Morgan Chase claimed that the cards incorporated 
protecuons for sensitive information.21 However, researchers found that information such as the 
cardholder's name and other data was being transmitted by the RFID tag without encryption and in 
plain text. With $150 of readily-obtainable computer and radio components, the researchers 
developed a reader the size of a couple of paperback books and skimmed and stored the information 
from die new RFID-embedded credit card.

D. California Capitol Entry Cards Cracked

In August 2006, security researcher Jonathan Westhues showed the vulnerability of high security 
areas that rely on RFID-embedded card entry systems.22 In the shadow of workers installing the final 
stages of a $2.5 million investment in concrete barricaues, posts, and other security measures to 
secure the California State Capitol, Westhues read the RFID-embedded entry cards of two California 
state legislators. In a matter of seconds, the informauon from the RFID tag popped up on his laptop 
screen. He transmitted the information from his laptop and, with the high security door believing he 
was Assembly member Fran Pavley, he gained access to the California State Capitol.23

E. Dutch E-passport Prototype Cracked

In February 2006, the prototype for the RFID Dutch e-oassport was cracked on nauonal 
television24 In less than two hours, the information transmitted between the chip and the reader was 
intercepted, stored, and then cracked. The crack allowed full access to all the information on the 
passport, including the digitized fingerprint, photograph, and other encrypted and plain text data. 
Like the British passport, the ease of cracking the protections was due in part to the fact that the 
“secret key” was not-so-secret—it was sequentially issued and constructed from information on the 
face of the passport, including its expiration date and passport number.25

F. VeriChtp Human-implantable RFID Cracked

In February 2006, the VenChip, an RFID tag approved by the Federal Drug Administration 
(“FDA”) for implantation into humans, was cracked by Jonathan Westhues in less than two hours.26

”  Adam I.aune is a com puter expert and technical director o f  The Bunker Secure Hosting, a Kent-based com puter security 
company

^  John Schsv.ru, Researches See Pnvacy Pitfalls in No-Swipe Credit Cards, N Y. TIMES, Oct. 23, 2006, at C l.

:l Sit id. ("Amencan Express has said its cards incorporate 1128-bit encryption,’ and J P Morgan Chase has said that its cards, 
svhich it calls BUnk, use ‘the highest level o f  enctypuon allowed by the U.S. governm ent.’").

— ABC 7 News: Cloning RFID Tags in Sacramento (ABC television broadcast Aug 2006), available at 
h ttp ://w w w .youtube com /w atch?v=4|pR FgD P'1"VA

23 Capitol building to bt rim d  with bamtadti, SILICON VALLEY/SAN J OoE BUSINESS J OURNAL, available at 
h ltp ://w w w  bizjoumals com /san |ose/siones/2002/03 /18 /daily35 .h tm l In 2002, the Legislature voted to allocate funds for the 
Capitol building to be nnged with barricades. This work was com pleted in 2006.

14 Thom as Ricker, Dulth RF ID  t-patsport trotted, US nexlt, ENGADGET, Feb. 3, 2006, 
h ttp://w w w .engadget.com /2006/02/03.'dutch-rfid-e-passport-cracked-us-next/.

25 The D utch e-passport, also based on the ICAO standard, also failed to incorporate additional optional technological 
protections such as acuve authentication For m ote information, see discussion infra Part III.B.

26 Ann alee Newttz, The R F ID  Hatting Underground, WIRED, May 16, 2006,
http://w u.-w  wired com /w ired/archive/14.05/rfid_pr html; Susan Kuchinskas, The New Chtp-troli, INTERNETNEWS.COM, Feb. 6,
2006, h ttp ://w w w  intcm etncw s.com /secunty/araclephp/358297I
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While the v criChip corporate website still claims that its tags are “safe,” "secure,” and “cannot be 
counterfv . ’ Westhues was able to read and clone the chip in the arm of a Wind News reporter in
mere hoi ,th a reader the size of an MP3 player and an antenna about five inches long.27 While 
RFID technology has “ever increasing processing speeds, wider reading ranges, and larger memory 
capacities”28 the VenChip has not become harder to read and clone. Since first cracking the 
VcriChip, Westhues has shown that even smaller technology, costing as little as twenty dollars and 
requiring little skill to assemble, can be used to read and clone the chip.29 There are currcndy over
4,000 VeriChip systems installed worldwide for use in the healthcare, security, and government 
sectors.39 Once the VeriChip is read and cloned, the copy could be used for whatever purpose was 
intended for the initial chip, whether it be identifying a pauent or accessing a secured locadon.

G. RFID Gas Cards and Car Kgs Cracked

[̂14 In 2005, researchers at Johns Hopkins University cracked the security protecting the RFID
devices widely deployed in automatic Exxon Mobil gasoline purchasing passes and in automobile 
anti-theft devices.31 Using a home-brewed device costing a few hundred dollars, the researchers 
successfully cracked the encryption code on the Texas Instruments chips in thirty minutes. Once 
they had the code, they used a laptop and a simple RFID device to fill up with gas for free. The work 
at Johns Hopkins also revealed the security vulnerabilities of anti-theft car devices that use similar 
chips. Passive RFID tags are placed in keys that are authenticated by the steering column—if the 
RFID is not present, the car is not supposed to start. But these chips were also easily cracked. This 
research was a surprise to many car owners, but probably not to many car thieves. Police believe that 
car thieves often successfully steal expensive cars, such as two of soccer star David Beckham’s 
custom-designed anti-theft BMW”s, by using software to spoof the RFID system.32 The security 
researchers see the ease of cracking these RFID deployments as “a sign that the backers of the RFID 
industry are being short-sighted by trying to roll out more uses for RFID devices before their security 
and privacy issues are addressed.”33

IV. IMPACT OF RFID ON CIVIL LIBERTIES AND CONSUMER PRIVACY

“RFID technology secures our pnvacy, prevents theft, and saves lives.”

—AeA Website, January 2, 200734

|̂15 The truth is that there is widespread evidence and accompanying concern about the impact of
RFID technology on privacy, financial security, and personal and public safety. These concerns arc 
not limited to organizations that advocate for civil rights, such as the ACLU of Northern California, 
but are shared by government organizations such as the Government Accountability Office, by 
elected representatives, by independent researchers who specialize in RFID technology, and even by 
segments of the technology industry itself.35

The VcriChip corporate website claims that “unlike conventional forms o f  identification, the VenChip™  cannot be 
counterfeited. It is safe, secure . .” VenChip RFID  Tags, h r tp :/ /www.venchipcorp co in /con ten t/com pany /fnd tags (last visited
O ct. 8,2007).

a  Set VenChip RFID  101, h ttp ://w w w .vench ipcorp .com /conten t/com pany/rfid10I (last visited O ct 8, 2007).

24 For information on Jonathan W esthues’ work, see W esthues’ H om e Page, h ttp ://cq .cx /vchdiy .p l (last visited O ct 8,2007).
30 Set VenC hip’s Company Page, h ttp ://w w w  venchipcorp com /com pany.htm l (last visited O ct 8, 2007).

31 Peter Weiss, Outsmarting the BUctrenic Galtkeeptr Code Breakers Beat Sutmty Schtmt o f Car Leeks, Cos Pumps, SCIENCE NEWS 
ONLINE, Feb. 5, 2005, http://w w w .sciencencw s.org/arucles/20050205/fob8.asp.

3: Robert Vamosi, Gem in 60 Seconds— The High Tech Version, CNETNEW S, May 8, 2006, h ttp ://n c w s com com /2100- 
7349_3 6069287.html.

33 Jack M. Germain, RF ID  Technology Faced with Privacy Considerations, E-COMMERCE TIMES, July 11, 2005, 
http://w w w .ecom m erceum es.com /story/44406.htm l

34 M atthew Kaamiercaak 6t Josh James, RFID: Secunty, Pnvacy, and G ood Public Pobcy, 
h ttp ://w w w  aeanet.org/publications/idii_rfid_grad_overview asp (last visited Oct. 8, 2007).

33 Neville Pattmson, director o f Technology 6c Governm ent at Axalto Inc. o f  Austin, Texas, com m ented at the June 7, 2006
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Tracking: The u«e of RFID technology in identification documents threatens to drastically 
reduce privacy rights because of its potential to be used for anonymous and invisible tracking. Any 
information that is transnutted remotely from the RFID tag—whether that is a name, social security 
number, or other random number—permits tracking of the movements and activities of an 
individual. With tests revealing that RFID tags can actually be read at a distance of many feet, an 
individual’s ID may be read surrcpunously as he or she walks through a doorway or hallway, sits at 
the airport, stands at a political rally, or visits a doctor’s office or a gun show. RFID readers will also 
continue to get more powerful, with greater read ranges fitting into smaller devices, making them 
even more portable and easier to conceal.36

Profiling: The use of RFID technology in identification documents also lays the groundwork for 
even more widespread profiling of individuals. Profiling functions to create a picture of a person’s 
private affairs or to attempt to predict future activities by aggregaung a person’s movements or 
transactions over a penod ot time. The deployment of RFID technolog)’ in government 
identification documents and the existence of ubiquitous readers would enable the gathering of 
immense amounts of data. The aggrcgauon of such data will enable the government, and potentially 
third parties who are also deploying RFID readers, to have intimate details of private lives, including 
personal information such as medical predispositions or personal health histories.

RFID-enabled profiling is already being deployed in the commercial sector. For example, 
amusement parks are already using RFID tags to determine what attractions are most popular.37 At 
LegoLnd in Denmark, the park rents RFID bracelets to parents, marketing them as a tool for parents 
to find their children if they get lost. But, meanwhile, the parks also collect the data from the RFID 
tags to determine how families use the park, such as “gaugfing] consumer interest in new rides, even 
new’ Lego building sets.”4* Much more sophisucated systems that use mobile phones are now being 
deployed. The RFID reader phones are designed to read tags that people come into contact with that 
are embedded in retail stores or in the products being sold in those stores. When the phone reads the 
tags, the software running on the phones sends out information such as the stores that people 
visited. “Then the system infers people’s behaviors and deliverfs] information based on the inference 
results.”39

/. Government Accountability Office (GAO)

Concerns about how RFID technolog)’ could be used for inappropriate tracking and profiling 
were brought to the attention of Congress by the GAO in May 2005 in its report: Information 
Security— Radio Frequen.y Identification Technolog) in the Federal Government. 4 0  The GAO found that “the 
use of tags and databases raises important security considerations related to the confidentiality, 
integrity, and availability of the data on the tags, in the databases, and in how this information is 
being protected. Key privacy concerns include tracking an individual’s movements and profiling an 
individual’s habits, among others.”41

A . Tracking and Profiling: Concents Expressed by Diverse Groups

D H S Data Pnvacy and Integnry .Adwon* Committee that "(i]t’s inappropriate to  use RFID  technology for tracking and 
authenticating identities o f  people He further noted, ” [y]ou can think o f  RFID  as an insecure barcode with an antenna.” Stt Kim 
Carreron, Homiland Security Privacy O îce Slams RFID  Technology, KIM CAMERON’S IDENTITY WEBLOG, May 19, 2006, 
h ttp ://w w w .identityblog.com /5p= 43 l

36 Online tutorials exist for counterfeiting RFID cards and R FID  readers the size o f  cell phones can be purchased online for 
just a few hundred dollars Set W esthues’ Home Page, h ttp  / / c q  cx/prox.p l (last visited Oct. 8, 2007) (online tutorial). A quick 
Internet search for RFID  card readers will reveal many readers priced at just a few hundred dollars that attach to your mobile 
device

37 Kelly Shermach, Legoland R F ID  Trucks Last Kids, Collects Data, CRMBUYER, Oct. 28, 2004, 
http://w w n-.crm buyer.com /story/LegoIand RFID-Tracks Lost-Kids-Collects-Data-37694.html, see u/raJustin Matlick, Technology 
(A  Special Report): Consumer Technology, WALL ST. J., Apr 25, 2006, at R11.

31 See Shermach, stpra note 37

39 RFID  in Japan, Sept. 11, 2006, http: Vubiks net/local/b log/jm t/archives3/005739.h tm l
40 U.S. GOVT ACCOUNTABILITY OFFICE, stepra note 8
4' See id.
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The GAO continued by stating that “ [a]mong the key privacy issues are notifying individuals of 
the use or existence of the technology; tracking an individual’s movements; profiling an individual’* 
habits, tastes, or predilections; and allowing for secondary uses of information.”42 The GAO 
expanded on its concerns with tracking and profiling. It cautioned that:

[t]he widespread adoption of the technology can contribute to the increased occurrence of 
these privacy issues . . . .  tags can be read by any compatible reader. If readers and tags 
become ubiquitous, tagged items earned by an individual can be scanned unbeknownst to 
that individual. Further, the increased presence of readers can provide more opportunities 
for data to be collected and aggregated.43

2. Department of Home/and Security Data Privacy and Integrity Advisory Committee

Similar concerns about both tracking and profiling were also detailed to the Department of. 
Homeland Secunty in 2006 by its Data Privacy and Integrity Advisory Committee (“Privacy Advisory 
Committee”).44 In its Final Report released in Deci mber 2006, the Committee warned of seven;! 
concerns with the use of RFID in identification documents. It wrote that RFID-embedded 
identification documents might enable unauthorized access to information through skimming and 
eavesdropping, that information transmitted might be reused or leveraged for a second purpose 
without the knowledge or consent of individuals, and that such RFID-enabled systems had the 
potential to allow “widespread surveillance of individuals . . . without their knowledge or consent.”45 
In its Draft Report, the Committee found that RFID “appears to offer little benefit when compared 
to the consequences it brings for privacy and data integrity,” and recommended that “RFID be 
disfavored for identifying and tracking human beings.”4* In its Final Report, released in December, 
2006, the Committee set forth a host of criteria for agencies to consider when deciding whether to 
use RFID technology in identification documents, including whether another type of technolo/vy 
could accomplish the goals with fewer privacy and security risks.47

3. Institute of Electrical and Electronics Engineers (IEEE)

The Institute of Electrical and Electronics Engineers, a nonprofit group representing more than
220,000 U.S. electrical, electronics, computer, and software engineers, has also expressed serious 
worries about the privacy and tracking issues associated with the use of RFID in identification 
documents. In its position paper adopted by the Board of Directors in 2006, the group stated that 
“RFID systems present a unique technical and policy challenge because they allow data to be 
collected inconspicuously, remotely, and by unknown, unauthorized, or unintended entities.”48 It 
advised that “[t]he security provisions for data acquired using RFID technology must adequately 
address the fact that data can be collected at a distance, inconspicuously and even unintentionally."49 
The IEEE was also very concerned about information being used for secondary purposes unrelated

* - Id. at 3

45Id  at 22.

44 The Pnvacy Advisory Com m ittee was created to  advise the Secretary o f  the D epartm ent o f  Homeland Secunty and the 
D H S Chief Pnvacy O fficer on programmatic, policy, operational, administrative, and technological issues relevant to DHS that 
affect individual pnvacy, data integnty, data interoperability and other pnvacy related issues. For m ore information, see 
H o m e la n d  s e c u r i t y ,  p r iv a c y  o f f i c e — DHS D a t a  p r iv a c y  a n d  I n t e g r i t y - a d v i s o r y  C o m m it te e  (Aug. 13,2007), 
aiailaile  a /h ttp  / / www.dhs.gov/xm foshare/com m iitee5/cditona]_0512.shtm .

45 D e p a r tm e n t  o f  H o m e la n d  s e c u r i t y ,  T h e  U se o f  RFID f o r  H u m an  i d e n t i t y  v e r i f i c a t i o n ,  Report N o  2006- 
02 (2006), available « /h ttp://w w w .dhs.gov/xlibrary/assets/pnvacy/pnvacy_advcom _12-2006_rpt_R FID  pdf.

44 T h e  U se o f  R FID  f o r  H u m an  I d e n t i f i c a t i o n ,  DHS ( D ra f t )  7, available at 
http://w w w .dhs.gov/xhbrary/assets/prtvacy/pnvacy_advcom _rpt_rfid_drafit.pdf

47 DEPARTMENT OF HOMELAND SECURITY, supra note 45.

44 ‘T h is  statem ent was developed by the Committee on Communications and Inform ation Policy o f  the IEEE-U nited States 
o f  Amenca (IEEE-USA) and represents the considered judgment o f  a group o f  U.S. IE E E  m em bers with expertne m the subject 
field. IEEE-USA is an organizational unit o f  The Institute o f  Electrical and Electronics Engineers, Inc., created in 1973 to  advance 
the public goou and prom ote the careers and public policy interests o f the m ore than 220,000 electrical, electronics, com puter and 
software engineer, w ho aic 1 J.S. m em bers o f  the IE E E  The positions taken by IEEE-USA do no t necessarily reflect the new s of 
IE E E  or its o ther organizational units ” Developing National Policies, supra note 2.

« Id
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to the original reason for carrying or using the RFID-embedded card, without the knowledge of the 
cardholder: “[bjecause data in an RFID network has little human intervention and is acquired 
immediately during a transaction and can even be acquired following a transaction, the data 
aggregation and use for purposes other than those intended are possibilities that must also be 
addressed.”50

4. Industry Representatives

Industry representatives have also formally expressed worries that some forms of RFID 
technology significandy tlireaten privacy. In its letter to the State Department, the Smart Card 
Alliance, a major “smart chip” industry group,51 explained that EPC 2 Global tags, a basic form of 
RFID technology that lacks additional multilayered protections, “was designed to track packages and 
products” and “is not the appropnate technology to use for securing human identification 
systems.”52 The Smart Card Alliance confirmed that RFID tags such as this “release their identifiers .
. . to any compatible reader, with no ability to authorize that the reader is allowed to access the 
information prior to releasing the data.”53 The RFID technology being considered by the federal 
government for use in the passport card “does not support the necessary security safeguards to . . . 
prevent the citizen’s unique reference number from being tracked when it is outside of its protective 
sleeve.”54 The Smart Card Alliance concluded by stating that “while these vulnerabilities may not be 
critical in a supply chain application because the information contained on the tags is not sensitive, 
they are serious issues for any human identification application.”55

The AeA and leading technology- companies have also echoed the concerns that core RFID 
technology does not adequately protect pnvacy. In a 2006 letter to the Department of State and 
Department of Homeland Se'-unty regarding what type of machine-readable technology’ should be 
deployed in the new Western Hemisphere Travel Initiative (“WHTI”) card, the trade organization 
and companies explained that basic RFID designed for idenufving pallets of goods and allowing 
rapid inventory tracking is "inappropnate for personal identification applications.”56 Such RFID 
technology has a very long read range, on the “order of 30 feet, or more,” and would “perversely 
maximize the possibility . . of an illicit actor ‘tracking’ a person at very long ranges.”57 The 
information on the tag could also be “surTeputiously skimjmed].”58 The letter urged the government 
agencies to reconsider whether to use basic RFID technology because its use “would potentially 
threaten individual U.S. ciuzcn pnvacv.”59

5. Elected Officials

Elected officials are also becoming increasingly alarmed about the implications of RFID 
technology used in identification documents. Senator Hillary' Clinton (D-NY) submitted a letter to

,0U
51 The Smart Card Alliance is a membership organization that "includes over 150 U.S.-based and international organizations

covering the full spectrum [of] mdustry suppliers, integrators, and end user groups ” Smart Card Alliance Activities: Overview,
h ttp  / / www.smartcardalliance otg /pages activities (last visited Nov. 11, 2007)

Smart Card Alliance, Com m ents on the Smart Card .Alliance to the D epartm ent o f  State Federal Register N otice, N ov 3,
2006, at 3, h ttp ://w w w  smartcardailiancc org resouices/pdf/Sm art_Card_AHiance_Response_Passport_Card_Fm al.pdf

33 Smart Card Alliance Identity Council, Contactless Smart Cards vs F.PC G en 2 RFID  Tags: Frequently Asked Questions, 
July 2006, at 5, http //w w w  smartcardailiancc org/resources/pdf/EPC _G en_2_F.A Q _FIN A L  pdf.

34 Press Release, Proposed Passport Card with RFID Technology Bad News for Pnv acy and Secunty, Says Smart Card 
.Alliance, (Oct. 19, 2006), http / /www marketwire com m w /release.do5id=708412.

33 Smart Card Alhancc Identity Council, supra note 53, at 5.
34 This January 30, 2006 letter was signed by AeA, Anteon International Corporation, Axalto Inc., Gcmplus Corporation, 

Giesecke & D evncnt Cardtech, Inc, Infineon Technologies, O berthur Card Systems o f  Amencan, Philips Electronics N orth  
America, and Texas Instrum ents, Inc Letter from .AeA to D epartm ent o f  State and Departm ent o f  Homeland Secunty, RE: 
Pnvacy and Secunty Concerns with the use o f EPCglobal U H F Generation 2 technology in the Western Hemisphere Travel 
Initiative Card Program, Jan 30, 2006, http / .  www aeanet.org/govem m entaffairs/AeA_Letter_Jan_30_2006 asp.

37 Id.
5*U
”  Id
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the State Department expressing her distress that the administration has not fully considered the data 
security and privacy concerns of a proposed border-crossing identification card that would contain 
RFID technology.60 Senator John Sununu (R-NH) and Senator Daniel Akaka (D-HI) have also 
proposed legislation to address the possible technological implications of potential widespread use of 
RFID technology in ID documents like driver’s licenses, and the secunty risks associated with 
databases that might be built as a result.61 State representatives around the country have introduced 
more than fifty bills in twenty-seven states addressing privacy and security implications of RFID 
technology use by the government and commercial sectors.62

B. Insecure RFID Technology Interferes with Constitutional Rights

Groups from across the sectors are right to express alarm about the use of insecure RFID 
technology in government identification documents. Its use will have widespread impact on privacy 
and free speech rights. Such rights are not aspirational, but are guaranteed by both the United States 
Constitution and further augmented by many state constitutions.

1. Insecure RFID Impacts Privacy Rights

Privacy rights are guaranteed by the Fourth Amendment to the United States Constitution and 
many state constitutional provisions.63 The Fourth Amendment promises all Americans a zone of 
control around their bodies and possessions that the government cannot enter without reasonable 
cause. This zone of control extends far beyond the front door of a home—it also protects places or 
things that a person “seeks to preserve as private, even in an area accessible to the public.”64 The use 
of insecure RFID technology in government identification documents interferes with Fourth 
Amendment rights by facilitating unreasonable searches.

2 . Insecure RFID in Government IDs Facilitates Unreasonable Search

The use of insecure RFID in government identificauon documents facilitates unreasonable 
searches. A search violates th" Fourth Amendment if the government violates a subjective 
expectauon of privacy that society recognizes as reasonable.65 The inquiry involves two discrete 
quesuons: (1) has the individual, by his or her conduct, “exhibited an actual (subjective) expectation 
of privacy” by seeking to preserve something as private; and (2) whether the individual’s subjective 
expectauon of privacy is one that “society is prepared to recognize as ‘reasonable’” or justifiable 
under the circumstances.66

Individuals take actions to preserve the privacy of the personal information on government 
identification documents, and their expectation of pnvacy for the information on these documents is 
one that society has long recognized as reasonable. Individuals go to great lengths to preserve the 
privacy of the personal information on their government identification documents, guarding them

60 Ahcc Lipowicz, Clinton: PASS Card Initiaiim Needs "Rigorous' R/irew. GOVERNMENT COMPUTER N EWS, Dec. 19, 2006, 
h ttp ://w w w  gen c o m /o n lin e /v o ll_ n o l /42815-1 html

61 Renee Boucher Ferguson, StnaionQuestion U jt o f RPJD m E-Passports. National ID  Cards, EWEEK, Dec 15, 2006, 
h ttp://w w w .ew eek.eom /article2/0,1759,2073670,00 asp.

6: Am. Legislative Exch Council, RFID State Legislative Activity, Oct. 2006, h ttp://dow nloads.heartland org/20144.pdf

45 "T he nght o f  the people to be secure in their persons, houses, papers, in d  effects, against unreasonable searches and 
seuorcs, shall no t be violated, and no  W arrants shall issue, but upon probable cause, supported by O ath o r affirmation, and 
particularly describing the place to  be searched, and the persons or things to be seized." U.S. CONST, amend IV The states o f 
Alaska, Arizona, California, Florida, Hawaii, Illinois, Louisiana, Montana, South Carolina, and W ashington have explicit 
constitutional pnvacy provisions. N ational Conference o f  State Legislatures, Pnvacy Protections in State Consotuturns, 
h ttp ://w w w .ncsl.org /program s/lis/privacy/stateconstpnv03 htm  (last visited Nov. 11, 2007). The D rstnct o f  Columbia also 
includes an ex p b a t privacy provision in its code. D C. CODE, J 1-4 (2001). The California pnvacy provision will be discussed later 
in m ore depth

44 Katz v. United States, 389 U.S. 347, 351 (1967) (reversing Olmstead v. United States, 277 U.S. 438 (1928)) (holding that a 
wiretap o f  a pubbc telephone violated the Fourth Amendment)

44 Kyllo v. United States, 533 U.S. 27, 33 (2001).

44 Kat^  389 U.S. at 361.
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safely away from view in wallets and purses.67 This information, hidden away, cannot be read and 
recorded by law enforcement with mere observation. Individuals must either be stopped and forced 
to produce their identification documents, or technology must be utilized to penetrate an individual’s 
pocket or purse to read this information. Individuals have no reason to think that the information 
stored on documents away from public view could, or should, be accessed from a distance without 
their knowledge or consent.

An individual's expectation of pnvacy over the infonnabon on government identification 
documents is also reasonable and supported both by state law and Supreme Court jurisprudence. 
Many states have passed statutes which provide explicit authority to law enforcement to require 
individuals to display their driver’s licenses for identification purposes/1* However, initial stops of 
individuals, which then lead to requests by law enforcement to display identification, must still be 
based on reasonable suspicion.69 Thus, the default position is that individuals, absent reasonable 
suspicion by law enforcement, have control over their personal information and the disclosure of 
their identities. Other states, such as California, provide even more extensive protection to 
individuals over the personal mformauon on their identification documents. California law prohibits 
a business from retaining or using personal information from a driver’s license for any other purpose 
than to satisfy' a legal requirement.70 A liquor merchant can ask to see an individual’s license to verify 
date of birth in order to satisfy the legal requirement to check drinking age, but cannot retain or use 
any of the other information on a license.

The Supreme Court has long found Fourth Amendment protection against searches that cannot 
be conducted with mere observation, but require physical or technological intrusion. In Bond v. United 
States, the Court held that feeling soft luggage was a search, stating that “[pjhysically invasive 
inspection is simply more intrusive than purely visual inspection.”71 In Kyllo v. United States, the 
Supreme Court found that the use of thermal imaging technology to determine whether illegal 
activities were occurring inside a home, — information that would otherwise require physical 
intrusion into the home in order to discern— was also a search prohibited by the Fourth 
Amendment The Court found that “where . . .  the Government uses a device that is not in general 
public use. to explore details . . that would previously have been unknowable without physical
intrusion, the surveillance is a search.”' 2 While the home has always been afforded the highest caliber 
of Fourth Amendment protection, RFID readers, like thermal imagers, use a technology to invade a 
core area of personal space. The pnvacy implications of RFID technology in identification 
documents should be considered equally because the technology enables the remote and surreptitious 
reading of mformauon safeguarded in spaces away from public view, creates the potential for identity 
and locauon information to be recorded for perpetuity, facilitates law enforcement actions that arc 
tantamount to unreasonable stops, and enables unreasonable search.

67 The Supreme C ourt has held in some cases that there is no Fourth Amendment protection over information exposed to 
the pubbc See United States v. K notts, 460 U S 276, 281 (1983) (tracking a car’s m ovem ents with an electronic beeper did not 
violate the Fourth Am endm ent because a "person traveling in an autom obile on pubbc thoroughfares has no reasonable 
expectation o f pnvacy m his m ovem ents from one place to another”). See also D ow  Chemical Co v. United States, 476 U.S. 227 
(1986) (holding that acnal photography o f  chemical company's tndustnal complex was not a search for Fourth Amendment 
purposes) However, in the circumstances surrounding RFID  technology, law enforcem ent obtains access to identity m form auon 
that is not exposed to the pubbc and would not otherwise be accessible through naked-eye surveillance. Thus, RFID should be 
distinguished and found to  tmpbeate the Fourth .Amendment.

“  Set v .a  C o d e  A n n  § 46.2-104 (2007); W ash. Rev. C o d e  A n n . § 46.20.037 (LexisNexis 2007); I d a h o  C o d e  A n n . § 49- 
316 (2007)

69 Hubei v Sixth Jud  Dist. C l o f  Nev , 542 U.S. 177, 184-185 (2004) (uitetprcting stop and identify statute and fmdmg that 
Fourth Am endm ent was not violated by requiring individuals to reveal identity to  pobce officer m the course o f  reasonable stop 
under Terry v O hio, 392 U S. 1 (1968) (holding that pobce may only stop individuals o  i the pubbc streets and conduct a limited 
fnsk search if they have a particularized, objective, and reasonable basis for bebeving that criminal activity may be afoot or that a 
given suspect may be armed and dangerous)

70 CAL CIV Co d e  § 1" 78 90.1 (Dectmg 2007)
7> Bond v United States, 529 U.S. 334, 337 (2000).

73 KjUo, 533 U.S. at 40.
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3. Insecure RFID Implicates State Constitutional Protections

In addition to Fourth Amendment concerns, the privacy issues associated with the use of 
insecure RFID technology in identification documents may also implicate state constitutional 
protections. For example, the surreptitious monitoring and recording of identity and location 
information that is facilitated by insecure RFID in identification documents is exacdy the type of 
“modern threat” that was the focus of the California Privacy Amendment73 Overwhelmingly 
approved by California voters in 1972, the Privacy Initiative was designed specifically to guard against 
the expansion of government surveillance and data collection. The ballot argument in favor of the 
proposition cited “the proliferation of government snooping and data collecting [that] is threatening 
to destroy our traditional freedoms.”14 In White v. Davis, the first California Supreme Court to 
interpret the privacy amendment noted:

[T]he moving force behind the new constitutional provision was a more focused privacy 
concern, relating to the accelerating encroachment on personal freedom and security caused 
by increased surveillance and data collection activity in contemporary society. The new 
provision’s primary purpose is to afford individuals some measure of protection against this 
most modem threat to personal privacy.75

State constitutional protections, like those in California and other states, should also be found to 
safeguard individuals against unreasonable incursions on their privacy due to insecure RFID in 
identification documents.

4. Insecure RFID Technology Impacts Rights to Free Speech

The use of insecure RFID technology in identification documents not only impacts our
fundamental rights to pnvacy afforded both by the U.S. Constitution and some state constitutions, 
but also chills our ability to exercise our rights to free expression by preventing people from 
remaining anonymous. Forcing people to carry a government ID with insecure RFID technology is 
tantamount to requiring people to potentially identify- themselves whenever they walk, speak, or meet 
in public. With insecure RFID in a document that you need to carry on a daily basis, it would be 
practically impossible to be in a public place without wondering whether the government was 
monitoring and recording who you were, where you were, and what you were doing. The loss of 
pnvacy and anonymity leads to a reduced willingness or opportunity to engage in unfettered speech 
and uneasiness about how one’s activities might be perceived by others. “No matter how innocent 
one’s intentions and actions at any given m om ent. . . persons would think more carefully before they 
did things that would become part of the record.”76 Individuals might stop themselves from
participating in a political protest or attending a gun show if there was a possibility that their
identities and locations were being monitored surreptitiously and records were maintained about their 
activities. From political speech to daily activities, once individuals think they could be “observed and 
recorded, their habits change; they change.”77

Time and time again, the Supreme Court has prohibited government activities that interfere with 
the proper exercise of free speech. Laws requiring people to identify themselves when expressing 
themselves in public are unconstitutional; the same is true for laws requiring identification of a 
person’s association with others or with organizations. Individuals have a right to protest, distribute 
leaflets, and circulate petitions anonymously,78 and it is improper to force disclosure of membership

73 The election bn chu re  provides insight into the legislative history o f  the am endm ent Stt W hite v Davis, 13 CaL 3d 757, 
773-775(1975).

7< W at 774.

75 Id
' 6 Richard W asserstrom, Privacy: Some Arguments and Assumptions, PHILOSOPHICAL DIMENSIONS OF PRIVACY 325-26 

(Ferdmand David Schoeman, ed., C am bndge Univ Press 1984), cited in C hnstopher Slobogin, Pubbc Pnvacy: Camera Surveillance 
o f Pubbc Places and the Right to Anonymity, 72 Miss. L J. 213, 243 (2002).

77 Nicholas C. Burbules, Pnvacy, Surveillance, and Classroom Communication on the Internet, ACCESS (1997), available at 
h ttp ://facu lty .ed .u iuc.edu /burbu les/papers/pnvacy .hr 1 (last visited Mar. 23, 2007), cited in Slobogin, supra note 76, at 244.

71 Buckley v. Am. Constitution Law Found., 525 U.S. 182 (1999) (striking down Colorado’s requirem ent that petition
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lists.79 Furthermore, courts have ruled that surveillance that targets individuals, intimidates them, or 
discourages attendance at an organizational activity or membership in an organization is an improper 
infringement on free speech and the nght of association.80 As U.S. Supreme Court Jusdce John Paul 
Stevens commented in McIntyre v. Ohio Elections Commission, in which the Court found it 
unconstitutional to prohibit the distribution of anonymous campaign literature, “[t]he decision in 
favor of anonymity [is] motivated by fear of economic or official retaliation, by concern about social 
ostracism, or merely by a desire to preserve as much of one’s privacy as possible . . . [it] is an aspect 
of freedom of speech protected by the First Amendment.”81 The use of insecure RFID in 
identification documents is inappropriate because of its chilling effect on the exercise of free speech.

1J36 Liberty and H um an Dignity: In addition to privacy and free speech considerations, RFID
technology also represents a real threat to the dignity of individuals in our society and reasonable 
expectations about the inalienable freedoms of individuals. Human beings should not be tagged and 
tracked like a product or a piece of catde. By virtue of being human, we have inalienable rights to 
liberty—rights that are further codified for Americans in our founding documents and in the United 
Nations Declaration of Human Rights8-

1j37 As the editors of Scientific American wrote in response to learning about the use of RFID tags in
student badges in Sutter, California, “tagging junior high school kids becomes a form of 
indoctrination into an emerging surveillance society that young minds should be learning to question 
. . . Widespread adoption of human-tracking devices should never be embraced without serious and 
prolonged discussion at all levels of society.”*3

1)38 Personal Safety: The use of RFID technology also has implications for both personal and
public safety. If information on identification documents can be skimmed or eavesdropped, a bad
actor may use this information for improper purposes. Many people have important interests in 
keeping information like their names and addresses private, from vulnerable populations like women, 
children, and crime victims to people with public positions such as judges and doctors who might 
not want their personal information accessed without their knowledge. Even if the information on an 
RFID tag is limited to a unique identifier number, a bad actor may gain more information about an 
individual by using that unique identifier to access a database, by video camera, or by close-range 
recogmuon. Subsequent sightings of that identifier number, or stored records of when that identifier 
number was sighted at a particular place in time, can then be linked to the individual. It is important 
for individuals to be able to maintain control over the disclosure of their personal information, and 
the use of RFID technology in ldenafication documents threatens this ability.

1)39 Cloning and Spoofing: The use of RFID technology in identification documents also presents
real concerns for public safety. Basic RFID technology enables the reading of information on the
chips. Once someone has read this information, they can use it to access unauthorized areas and 
resources either by spoofing the card and sending out the radio signal with the information from a

solicitors wear an identification badge because it “discourages participation in the petition circulation process by forcing name 
identification without sufficient cause”); McIntyre v O hio Elections Com m 'n, 514 U S 334 (1995) (striking down an O hio  law 
prohibiting the distribution o f  anonymous campaign literature and taking note o f  "a respected tradition o f  anonymity in the 
advocacy o f  a political cause”), Lamont v Postmaster General, 381 U.S. 301 (1965) (striking down government measure that 
required individuals to notify the post office o f  interest in certain pobtical materials before receiving them in the mail); Talley v. 
California, 362 U S 60 (1960) (sinking down a ban on ano lymous handbills, noting that “ (p)crsecuted groups and sects from  time 
to time throughout history have been able to  cnticue oppressive practices and laws . .  anonymously”)

”  N A A C P v Alabama, 357 U.S. 449 (1958) (forbidding the state o f  Alabama from compelling the NAACP to disclose its 
membership lists)

Ul Stt also Presbyterian Church (U.S.A.) v. United States, 870 F.2d 518 (9th Ctr. 1989) (church suffered harm o f diminished 
m em bership as a result o f  survedlance); Olagucs v Russoruelio, 797 F.2d 1511 (9th Cir. 1986) (plaintiffs w c .: targets o f 
surveillance).

"  Mclntyn, 514 U.S. at 341-42.

u  Article 13 o f  the UN Declaration o f  Human Rights: “Everyone has the nght to freedom o f m ovem ent.” Universal 
Declaration o f  Hum an Rights (1948), available at http / / w w w .un.org/O veroew /rights.htm l

*3 Editonal, Human lnmnloiy Control, SCIENTIFIC AMERICAN (May 2005), aimlabk at 
h ttp ://w w w  sciam com/article.cfm<articleID=00093B44-71DB-1264-BlDB83414B7F0000&sc=1100322.

Copyright © 2008 Stanford Technology Law Review. A ll Rights Resented.

http://www.un.org/Overoew/rights.html
http://www


laptop, as was done by Jonathan Westhues at the Sacramento Capitol, or cloning the card by taking 
the information and encoding it on another chip in a new card.

According to industry representatives themselves, basic RFID technology does not have the 
necessary' technological protections to “eliminate the risk of terrorists, criminals, or illegal aliens who 
have a passing resemblance to legitimate cardholders spoofing or counterfeiting” cards.84 Basic RFID 
technology simply “does not support the necessary security safeguards to allow border officials to 
verify that the passport card is authentic.”85 According to the Smart Card Alliance, these 
vulnerabilities lead to the possibility of both eavesdropping on the transmissions and tampering with 
the actual chip to spoof the transmission or clone the card. The data that is read could be easily 
written to a blank tag, creating a duplicate tag. In its letter to the State Department and DHS, 
discussed supra, the AeA and leading technology companies also explained how RFID is “highly 
susceptible to forgery” and how “very easily” this can be done.86

A potential illicit hackei could very easily read (again, from a distance) the unique ID 
contained . . . and easily create a duplicate. The scenario can be imagined where a potential 
terrorist surreptitiously skims the EPC number information . . . and then easily creates a 
duplicate card which could then be used . . . .  All the potential terrorist need do is be sure 
that the holder of the fake card resembles the holder of the true WHTI card in order to pass 
a cursory visual inspection.87

The technolog)' industry itself has admitted that rather than keeping us safer, using a technology 
that has been shown to be extremely vulnerable to spoofing and cloning and that allows people to 
move quickly through security checkpoints with only a cursory visual inspection “would potentially 
undermine criucal homeland security border control programs and effectiveness.”88 Succincdy stated 
by Marc-Anthony Signorino, Director and Counsel for Technology Policy, AeA, “[i]f it doesn’t keep 
the bad guys out, if it’s easily spoofed, then what good is it?”89

Financial Security: The use of RFID technology in idenufication documents also threatens to 
further increase incidents of identity theft and reduce the financial security of Americans. As was 
shown with the recent crack of RFID credit cards, basic RFID technology transmits information that 
can be picked up by anyone with a compatible reader. If sensitive personal infonnation, such as a 
person’s name, social secunty number, or account ni .iber, is encoded on an RFID chip and not 
adequately protected with technological features that can resist compromise, the information can be 
read and used for improper purposes.

Identity theft is already a significant and growing problem in the United States. In 2005-2006, 8.9 
million people were victims of identity theft. With average losses of more than $6000 dollars, total 
losses of more than $56 billion dollars, and a cost of 40 hours of time per person to make claims and 
resolve losses, identity theft already impacts a significant segment of the American population.90 So, 
what advice did the largest study on identity theft provide to consumers to try to stem the rise of

14 "Unlike a solution based on EPC  G en 2 technology, the contacdcss smart card-based solution supports features that can 
be used to  verify the authenticity o f  the PASS card and eliminate the nsk o f  terrorists, criminals, or illegal aliens w ho have a passing 
resemblance to legitimate cardholders spoofing or counterfeiting PASS cards to enter the United Stales undetected.” Western 
H em isphere Travel lm aauvc PASS Card: Recommendations for Using Secure Contacdcss Technology vs. RFID, 
h ttp ://w w w  smartcardalliance.org/alliance_activitics/whti cfm (last visited Jan 8, 2007).

15 Proposed PASSport card with RFID  technology bad news for privacy and secunty, says Smart Card Alliance, safrv note 54

K Letter from  AeA to  Frank E. Moss, Deputy Ass’t Sec’y, Passport Services, and Elaine Dezenski, Acting Ass’t Sec’y, Border 
and Transp Sec Policy J a n  30, 2006), available a / h ttp ://w w w .aeanet org/govcm m entaffair'/A cA _Letter_Jan_30_2006 asp

,7 Id. (emphasis added)

M Id.
Michael A m one, Btammg am is the Border, FEDERAL COMPUTER WEEK, Apr. 24, 2006, h ttp ://w w w  fcw.com/arocle94156- 

04-24-06-Pnnt.

,0 The 2006 Identity Fraud Survey Report— released by the Council o f  Better Business Bureaus and Javelin Strategy Sc 
Research— was reported to be the largest study ever on idendty theft It found that between 2005-2006, 8.9 million people were 
victims o f  identity theft, at an average rate o f  6383, total o f  $56.6 billion

Press Release, N ew  Research Shows Idendty Fraud G row th Is Contained and More Control Than They Think (Jan. 31,
2006), available at h ttp ://w w w .bbbonline.org/ID theft/safetyQ uiz.asp  (last visited January 8, 2007).
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identity theft? One of its “top tips” was to “keep all sensitive documents, checkbooks and credit 
cards securely locked away at home and at work.” A second tip was to “not release social security or 
account numbers m response to e-mail, phone or in-person requests.”91 If personal information is 
encoded on RFID chips, it will be increasingly difficult to maintain control over this information. 
RFID mdustry consultants warn that, “[g]iven that RFID tags are made to broadcast information, the 
possibility of data theft by easily conccalable RFID scanners is very real. . . . These security problems 
are simply inherent in the technology.”92 Locking up your cards is not going to help if the 
information encoded on an RFID tag can be read from distance. The study also said that while ID 
theft is currently a problem, many people can often determine how their information became 
vulnerable.91 This is because a majority of identity theft occurs through lost or stolen wallets, credit 
cards, and check books and many people can determine when and how their information was 
accessed by another individual94 Since RFID technology does not alert an individual to when it has 
been read or by what reader, it will likely become harder to determine when information has become 
vulnerable and be able to track the source of the idenuty theft.95

V. IMPACT OF SURVEILLANCE INFRASTRUCTURE

The privacy and security concerns associated with RFID technolog)- itself are magnified by the 
interplay of this technolog)- with other surveillance infrastructure that is being developed and 
deployed by the government and being marketed by the private sector. The current debate over 
RFID technology takes place within the larger context of an extraordinary expansion in the number 
and pervasiveness of technologies that pinpoint an individual’s identity and location— Global 
Positioning Systems (“GPS”), ccll-site location tracking, and public video-surveillance technologies—  
as well as the move to create greater federal identification systems and integrated databases through 
programs such as Real ID (which will create a National ID and a fifty-state interlinked database) the 
new e-passports, the Western Hemisphere Travel Initiative, and travel databases such as the 
Automated Tracking System (“ATS”).96 By accumulating and aggregating coundess individual points 
of data, these technologies, identification systems, and databases threaten to allow the government— 
and potenuallv others— to invade the privacy of individuals at an unprecedented scale.

R FID  and Government ID  Cards: Even after all the evidence and reports between 2004 and 
2006 about the vulnerabilities of RFID technology, including those by the GAO and the DHS 
Privacy Integrity Committee, anc concerns voiced even by portions of the RFID industry about the 
privacy and secunty of the technology', the government is still moving forward with plans to embed 
RFID technology in a range of government identification documents. Fortunately, the work of 
privacy’ and civil rights organizations, technologists, and legislators across the country seems to have 
stopped, or at least stalled, the plan to use RFID in all driver’s licenses pursuant to the Real ID Act. 
The Department of Homeland Security’s draft regulations for Real ID recommended selection of a 
2-D barcode that is scanned optically as the common machine-readable technology' to replace the

« Id
Paul Faber, R F ID  Strang— RF ID  Pnia.y And Stcanty Issuts: A  look, at tht tutlitHg stall o f tag ncunh. INDUSTRY WEEK, Jan. 9, 

2007, aiatlablt at h ttp  //w w w  industryweek com/RcadArticIe aspx?ArUcleID=13371&Scct,.onID =4

,5 Forty-seven percent o f  victims could identify- the source o f  the data compromise. Thirty-six percent o f  victims could 
identify the person w ho misused their mformauon. New Research Shows Identity Fraud G row th Is Contained and More Control 
Than They Think, supra note 90

r~‘ In sixty-three percent o f  fraud cases, the point o f compromise was either theft by close associates o f the consum er (friends, 
family, neighbors, etc.), lost o r stolen wallets, cards and checkbooks, breached hom e com puters or stolen mail or trash. Trash as a 
source o f  data com prom ise is now less than one percent. Sti id

»Id
56 For m ore inform ation about the Real ID Act, see Real N ightmare, http://w w iv.realnightm are.org (last visited January- 8, 

2007). For m ore m form auon about W ITH, see Press Release, ACLU and .Allies O ppose W estern Hemisphere Travel Initiative, Say 
Plan Undermines Pnvacy, Provides Little Secunty (Sept. 7, 2006), aiai/ablt at http ://w w w .aclu .org /safefree/general/ 
26681prs20060907 html For m ore m form auon about ATS, see Press Release, Governm ent Secretly Tracks Millions o f  Amencans, 
ACLU (Dec. 1, 2006), available a / h t t p / / www.achinc org/new s/press_releases/govem m ent_secredy_tracks_ 
m thions_of_am encansshtm l
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magnetic strip that is used on many licenses today.97 The draft regulations stated that “ [t]he 
integrated contacdcss chip was not deemed an appropriate technology for this particular document, 
as there is not an identifiable need for driver’s licenses and identification cards to be routinely read at 
a distance.”9* However, RFID passports continue to roll out and other RFID travel documents are in 
the pipeline."

A . RFID Passports

Some Americans have already started to receive new RFID-embedded passports and millions 
more may be forced to carry them in the years to come.lu0 The federal government’s original plan 
was to embed all new passports with an RFID chip that had no protecdons. All the information 
currendv printed on the face of United States passports, such as names and passport numbers, would 
be embedded in the chip with no encryption or other pnvacy or security protections.101 The United 
States government tried to quiedy dismiss the concerns of other nations and the ACLU about the 
pnvacy' and security of the new RFID-embedded passports, claiming that the technology was safe 
and could only be read from a few centimeters away. It only relented when Barry Steinhart, the 
Director of the Technology Liberty Project at the national ACLU, demonstrated at a large 
conference, in the presence of a State Department official, just how easily data on an RFID tag could 
be stolen from a distance.102 Later, the State Department finally agreed to revise its design to include 
some pnvacy and security protections. However, the ACLU and computer security experts have told 
the State Department that the additional protections are still not adequate.103 As predicted, e- 
passports issued by other countries under the same international e-passport standards have already 
been compromised, demonstrating that the passports can be cloned and the personal information of 
millions of Amencans will potentially be compromised if they are forced to continue to use them.

B. 1Western Hemisphere Travel Initiative

The federal government is also in the process of creating a new RFID-embedded travel 
document, the People Access Security Service (“PASS”) card.104 This new document is being

n  D epartm ent o f Homeland Secunty, Minimum Standards for D nver’s licenses and Identification (lards Acceptable by 
Federal Agencies for Official Purposes 30-1 (Feb. 28, 2007) 76, available a! 
http://u-u-u-.acKi org/im ages/general/asset_upload_.fde993_28735 pdf

”  Real ID ’s impact on pnvacy is still overwhelming. The Real ID Act, passed by Congress as a little-known attachment to the 
Iraq and Tsunam i Appropriations Bill, seeks to  create a national ID  card and national database o f m form auon on pracocaDy 
everyone over the age o f  sixteen All nauonal ID s will have both  personal m form auon listed on the face o f  the card and m a 
uniform machine-readable format T he machine-readable format, even if it is a 2-D barcode, will make it very efficient for pnvate 
busmesscs to make use o f the card’s infrastructure to create a parallel, pnvate database, one that wtfl be outside the reach o f  the 
Pnvacy Act and contain much more m form auon than governm ent databases The A C LI1 has been firm m its opposiuon to 
tm plem entauon o f the Real ID  Act. Legislation is moving through die federal government and m m ore than twenty-eight states to 
modify- the Real ID  Act.

More m form auon is available at http://w w w .realm ghim are.org.
R FID -em bedded passports started issumg on August 16, 2006.

Press Release, D epartm ent o f State Begin? -mg Electronic Passports to the Public (Aug 14, 2006), available at 
http  / /w w w  sta te .gov/r/ p a /p rs/p s /2 0 0 6 /7 0 4 j_ , ht

Inform auon about the c-passports is available here: h ttp ://travel.state.gov/passport/eppt/epptnew _2807.htm l.

101 S it ACLU, Naked Data: H ow  the U.S Ignored Intem auonal Concerns and Pushed for Radio Chips m Passports Without 
Secunty (Nov 24, 2004), available at h ttp ://w w w .adu.org /pdfs/privacy/nakeddata20041124.pdf;

ACLU, Global Idcnuty Cards, Apr. 26, 2005, http://w w w .aclu.org/pnvacy/spym g/15780res20050426 html

,o: A rt E-Passports More Secant,, WALL ST. J ,  Sept. 29, 2006, available at 
http ://on lm e.w s! com/pubbc/arUcle/SB115938787873075826-6AbUpM IaJVCSli_UBVoGrW P867k_20070929 htmL

101 The metal shielding that has been woven into the cover to stop the inform auon from being read— smce radio waves do
not transm it through metal—-only works when the passport is closed. T he information can potentially be skimmed when the
passport needs to be opened Experts have also raised qucsuons about the technological soundness o f  die shielding, even when the 
passport is closed, and have pointed out that there are no protections that prevent tracking. R FID  chips can soil be idenufted by 
unique patterns in their radio exchanges A nd tlm  is only what has been uncovered in the short time these chips have been 
available, w ho knows what will happen m the ten-year lifespan o f  the chips now being used? Set id

lw Laune Sulbvan, New Border-Crossing Cant Could Boost R F ID  Demand, INTELLIGENT ENTERPRISE, S ep t 7, 2006,

Copyright © 2008 Stanford Technology Law Review. A ll Rights Reserved.

http://u-u-u-.acKi
http://www.realmghimare.org
http://travel.state.gov/passport/eppt/epptnew_2807.html
http://www.adu.org/pdfs/privacy/nakeddata20041124.pdf
http://www.aclu.org/pnvacy/spymg/15780res20050426
http://onlme.ws


developed pursuant to the Western Hemisphere Travel Initiative (“WHTI”), which requires that all 
people traveling between the United States and Mexico, Canada, Bermuda, and the Caribbean show a 
passport or other DHS-approved document.|ni Starting January 2007, all air travelers between these 
regions were required to show a valid passport, and the next phase will require all land border 
travelers to show a passport or the approved document— a PASS card. The Smart Card Alliance, an 
RFID industry group, has voiced direct concern over the technology being considered for the PASS 
card.106

C. RFID and Video Surveillance

The further use of RFID technology in government identification documents, combined with 
ever-growing public surveillance systems, presents parucularly grave concerns. Public surveillance 
cameras are proliferating throughout the United States, funded in part by $800 million in grants from 
the Department of Homeland Security.107 Camera systems have been approved and instituted in 
cities throughout the country without guidelines to guard against abuse and, in most circumstances, 
with little or no public debate. In just over two years, the San Francisco “pilot program” with two 
video surveillance cameras has grown to over sixty cameras, with plans to seek DHS funding in the 
coming years.108 Chicago Mayor Richard M. Daley expects cameras to be on “almost every block” of 
his city by 2016.109

The video surveillance market is expected to be a $9 billion industry by 2011.110J.P. Freeman, a 
security industry consultant, estimates that it will grow to $21 billion in 2010 and predicts that “pretty 
soon, cameras will be like smoke detectors: they’ll be everywhere.”111 The coupling of RFID 
technology with the proliferation of national identification documents means that diat the 
government is more likely to be able to confirm the identity of an individual coming into the range of 
a camera and to access a wealth of information about that person—likely anything stored in a 
computerized database—including such personal information as motor vehicle records, police 
records, employment history, travel and buying habits, and DNA and drug testing records.112

VI THE SYMBOL OF SUTTER

The RFID security vulnerabilities that have come to light, the research and policy papers 
completed by both government agencies and academic institutions, and the admissions by segments 
of the technology industry itself that basic RFID technolog)' allows for tracking individuals and

http  / / www.mtelligententerpnse com /channels/process/show A tticlc.|h tn il5arucleID = 192600700

105 For a thorough discussion o f W HTI and the pnvacy and sccunty impact o f  the PASS card, sec Kathenne Walkenhorst, 
Border Secunty: PASS Card Fails on Cost. Privacy 4 (Sept. 7, 2006), available at
http://u-w w .cagw . org/site/D ocServerA V H TI_R cpoft 2_ p<JPdocID= 1721

106 Alice Lipowicz, Alliance: N IST  Smart Card Evaluations Insufficient, GOVERNMENT COMPUTER NEWS, May 24, 2007, available 
at h t tp : /A v u iv .gcn .com /on lm e/vo ll_no l/44338-l.html.

107 Martha T. Moore, Cities Opening More Video Surveillance Eyes. USA TODAY, July 18, 2005, at 3A (also m entioning an 
additional $ t billion in money av ailable through state grants).

10,1 For more inform ation about public video surveillance, see Nicole O zer & Mark Schlosberg, Under The W atchful Eye: The 
Proliferation o f  Video Surveillance in California, Aug 2007,
h t tp : / /w w w .aclunc.org/docs/cnm m al_iustice/pobcc_pracuces/Undcr_thc_W atchful_Eye_Thc_Probferation_of_Video_SurveiIla 
nce_Systems_in_Cakfomia.pdf

,m Fran Spiclman, Daley: By 2016. Cameras on Almost Every Block', CHI. SUN TIMES, Oct. 12, 2006, at 22.

110 Networking/ IP  to driit video suneiUance market growth, says tSuppb, TEKRATI, Mar. 20, 2007, 
h ttp ://sem iconductors.tekrau .com /research/new s asprid=8608

111 Moore, supra noie 107.

ii- Publicly available databases accessed by the government, such as Choiccpoint, collect and sell data on individuals that 
include the following categories: "claims history data, m otor vehicle records, pobce records, credit mformauon and modeling 
serv ices,. . . employment background screenings and drug testing adm inistrauon services, pubbc record searches, vital record 
services, credential venficauon, due dihgence mformauon, Uniform  Commercial Code searches and filings, D NA identificiuon 
services, authenucauon services and people and shareholder locator m form auon searches, . . print fulfillment, teleservices, 
database and campaign management services . . . ” For m ore m form auon, sec Choicepomt, Mar. 14, 2006, 
h ttp ://w w w .ep ic .o rg /pnvacy /cho icepom t/.
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cloning tags all point to the fact that it is a risky technology to use in identification documents. The 
public’s distrust of RFID technology, particularly when utilized by the government, is also prevalent 
and growing."3 However, RFID technology is still being considered for more and more uses by the 
government and private sector. Why?

A. Privacy and Security Issues Not Properly Considered

What happened in Sutter is just a microcosm of what is happening on a national level. From 
small towns to the highest levels of government, the privacy and secunty issues related to the use of 
RFID tags in identification documents is not being properly considered. In Sutter, there was never 
any discussion of the privacy or security issues before the school district decided to force children as 
young as five years old to carry RFID-embedded tags. On the nadonal level, the Government 
Accountability Office found that only one of the sixteen federal agencies that responded to its 2005-
2006 survey seemed aware that the use of RFID technolog)- may give rise to legal issues such as its 
impact on privacy and tracking."4

B. Concerns Dismissed as Exaggerated and Paranoid

Industry and the government have also often tried to dismiss the concerns of individuals like the 
parents in Sutter and o f national organizations such as the ACLU, saying that the worries and 
concerns are “often exaggerated.”" 5 While the Sutter school board did not recognize the grave 
implications of the RFID program, the parents understood them all too clearly, and they were right 
to worry. The ACLU has also been right to worry about the use of RFID in identification 
documents, and, unfortunately, rather than our concerns being “exaggerated,” they have often been 
right on target or perhaps not alarmist enough. For example, as discussed supra, the United States 
government has quietly tried to dismiss the concerns of other nations and the ACLU about the 
privacy and security of the new RFID-embedded passports.

C. RFID is Big Money; Relationships between Industry and Decision-Makers

The best decisions about privacy and sccunty are also less likely to be made when individuals arc 
influenced by money and personal relationships. RFID in identification documents is big money and 
is expected to grow even larger. According to IDTechEx, the global market for RFID was $1.94 
billion in 2005 and is estimated to reach $7.26 billion by 2008. “Driven by demand and new laws,” it 
will likely reach $24.5 billion by 2015. The RFID market is expected to rocket 120% just between
2007 and 2009."6 Access cards for the financial, security, and safety markets are the key volume 
applications for RFID technology."7 Americans are paying for this RFID technology and fueling 
growth in the market not just with tax dollars, but also with the loss of their privacy, personal safety, 
and financial security.

115 According to the RFID  Consum er Buzz report, a quantitative survey conducted durmg D ecem ber 2004 and January 2005 
of more than 7000 consumers and also focus groups, "concerns over the use o f RFID technology are stdl prevalent," particularly 
uses by the governm ent Further, "the num ber o f  U S consumers w ho are aware o f RFID  technology is growing steadily, but so 
are negative perceptions o f the technology— especially among women. . ..  Since the first survey o f the series, conducted m 
September, distrust over the use o f  R FID  has increased and TV  and radio news surpassed the Internet as the most com m on way 
people leam about R FID ”  O ’Connor, supra note 4.

114 U.S. G o v t  A c c o u n t a b i l i t y  o f f i c e ,  supra note 8, at 17.

115 AeA says the concerns are “ often exaggerated.” Kazmierczak, supra note 34, at 1. The parents in Sutter were thought by 
some o f  their neighbors to be engaged m "unfounded paranoia.” William Dean Hinton, Spy Hustler A  South Bay Legislator Is Tying to 
Jam the Emerging Use o f R F ID  Technology fo r Personal Tracking, METRO, Sept. 7, 2005, 
http://w w w .m etroacm -e.com /papers/m etro /09.07.05/rfid-0536.htm l.

1,4 Robert Jaqucs, R F ID  Set fo r Growth Explosion, VUNET.COM, Feb. 28, 2005, 
h ttp ://w w w . vnunet.com /vnunet/new s/2126853/rfid-set-grow th-explosion.

u t  RF ID  Market to Reach 87.26Bn in 2008, IDTECHEX, Apr. 10, 2005, h ttp ://w w w .id techex .com /producu/ 
cn/am cles/00000169 asp ID TechEx is a knowledge-based company specializing m R FID  smart labels, smart packagtng, and 
printed electronics. The company gives strictly independent marketing, technical, and business advice and services on these 
subjecu.
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154 There also appear to be close relationships between the RFID industry and government 
representatives who are making decisions about new identification documents. Former Secretary of 
the DHS Tom Ridge was appointed to the board of directors of RFID maker and DHS contractor 
Savi Technology.11* He stated at a conference that “RFID will make us safer” and that government 
tests of using RFID to identify passengers and cargo at airports were a “success” and that the “Feds 
will safeguard the data gathered.”119 Tommy Thompson, the former Secretary of Health and Human 
Services under President George W. Bush, was appointed to the board of Applied Digital, the 
manufacturer of the human-implantable RFID tag (the “VeriChip”).120 While it hardly seems 
possible, relationships are often even closer in smaller scale deployments. In Sutter, the founders of 
the company who were deploying RFID in the elementary school were actually teachers at the high 
school. They provided the RFID systems for free to the school and gave the school a donation of “a 
couple thousand dollars.”121 The company also promised to give royalties to the school district for 
future sales of the product to other schools.122 It also turned out that the attorney for the school 
district, who provided advice to the school board officials, commented to the press as a 
representative of the school district, and answered the questions of concerned parents at school 
board meetings, was (or would soon be) a lobbyist for the RFID company.123

155 Because pnvacy and security issues are overlooked, concerns are often dismissed, and money and 
relationships often make good decisions about privacy and security more difficult, the privacy and 
secunty issues concerning RFID in identification documents should not be “worked out” on a case- 
by-case basis. They arc often “worked out” to the detriment of the privacy, personal safety, and 
financial security of individuals.

VII. PROBLEMS IN NEED OF SOLUTIONS

156 Legislators are starting to heed the necessity’ of taking action to protect the privacy, personal 
safety, and financial security’ of their consutuents by introducing RFID bills. In the last several years, 
over fifty RFID bills have been introduced in over thirty states.124 One of the most highly publicized 
bills and one that has been a model for the actions of many other states is the Identity Information 
Protection Act. Originally introduced in the 2005-2006 legislative session by California State Senator 
Joe Simitian (D-Palo Alto) and recendy reintroduced, it creates a comprehensive plan to ensure that 
there are adequate protections in place for the use of RFID tags in government-issued ID documents 
in California.125

A . Identity Information Protection Act

157 The Identity Information Protection Act protects all state-issued documents, such as driver’s 
licenses and government health and other benefit cards, with adequate levels of security to ensure 
that people are able to decide who can access their information and when. It also requires that all 
people are given notice about the technology and the location o f the RFID readers. The bill is a 
straightforward example of the type of solution discussed by security professionals like those from

,l* Koprowslu, supra note '
"’ 74
1:0 Press Release, Applied Digital, VenChip Corporation Appoints Form er Secretary o f Health & Human Services and 

Form er G overnor o f W isconsin Tommy G. Thompson to Its Board o f D irectors (July 7, 2005), aaailabU at 
http ://w w w .adsx  com /pressreleases/2005-07-07 html

121 Zetter, supra note 1.

122 Catherine K om p, Parrats Fight Dtmtan. •’ School Tracking Ttchsulcgy, THE NEW STANDARD, Feb. 14, 2005, 
h ttp ://new standardnew s.net/con ten t/index .cfm , item s/1473.

122 It is no t clear w hether Paul Boylan was a lobbyist for the Sutter R FID  company, InCom, at the time o f the initial school 
board d c a n o n  and meetings or became a lobbyist for the company several m onths later. Rut while he was in Sacramento lobbying 
for InCom  and against the Identity Infotm anon Protection Act, he was still the attorney for the school district.

124 Am. Legislation Exch Council, supra note 62, at 7
,2S S B. 30, 2007 Leg. Sess. (Cal. 2006), aiaslabk as http / / www.leguifo ca.gov/pub/07-08/biU /s'-n/sb_0001 - 

0050/sb_30_bdl_20061204_m troduced pdf.
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RSA who have urs :d  that “what is needed . . .  is the adoption of basic controls so no one’s pnvacy is 
breached,” and the IEEE, whose policy statements have stated that legislation must provide 
“appropriate layered levels of protection and security . . .  as standard policy” and “clear notices 
regarding what data are collected and how it will be used.”126 The legislation also incorporates the 
“Best Practices” recommended by the DHS Data Privacy & Integrity Advisory Committee to 
provide notice, secure readers and data, and avoid secondary usages.127

The Identity' Information Protection Act was cutting-edge, being the first bill in the nation to 
address RFID technology’ in identification documents. However, in essence, it is rather conservative. 
It is designed simply to ensure that Californians maintain the same level of control that they currently 
have over the personal information on identification documents like their driver’s licenses. As 
discussed supra, both California ccnstituuonal and statutory law guarantees privacy and control over 
such information. Article I, Section 1 of the California Constitution provides for an inalienable right 
to privacy,128 and the California Civil Code prohibits a business from retaining or using personal 
information from a license for any other purpose than to satisfy a legal requirement.129 California law 
also prohibits displaying a Social Security number on a license or other identity document130- 131 or 
embedding it on a machine-readable magnetic stnp.132

/. Provisions of the Legislation

The Idenuty Information Protection Act seeks to help Californians maintain their present level 
of control, privacy, safety, and security—creating basic standards for all government-issued 
identificauon documents containing RFID tags.133 Just like a lock on a door to keep things from 
being stolen, the legislation seeks to put sensible locks on the RFID tags used in identification 
documents to ensure that personal informatioi is kept safe. The Act creates layered protections for 
all government-issued identification documents.

a. A l l  Government Documents

The first layer provides that every state-issued identification document must meet three basic 
standards: (1) tamper resistant features in order to prevent duplication, forgery, or cloning of the ID; 
(2) an authentication process to try to ensure that the identification document was legitimately issued 
by the issuing enuty, is not cloned, and is authorized to be read;134 and (3) notice to all individuals 
issued an RFID-embedded government identification document about RFID technology, the privacy 
and security implications, and how they can protect their information.135

126 Jack M. Germain, RF ID  Technology Faced with Pntacy Considerations, E-COMMERCK TIMES, July 11, 2005, 
http://w w w .ecom m ercctim es.com /stofy/44406 html.

127 D a t a  P r iv a c y  & I n t e g r i t y  a d v i s o r y  Comm., T h e  U se o f  RFID  f o r  H u m an  I d e n t i t y  V e r i f i c a t i o n ,  Report 
No. 2006-02 10-11 (2006), available a / h ttp ://w w w  dhs.gov/xlibrary/assets/privacy/pnvacy_advcom _12-2006_ipt_R FID pdf; 
D a t a  P r iv a c y  & I n t e g r i t y  A d v is o ry  Comm., note 44, i t  10-11

121 For example, California’s State Constitution grants its residents an tnherent nght to pnvacy: "All people arc by nature free 
and independent and have inalienable nghts Among these are cnioying and defending life and liberty, acquiring, possessing, and 
protecting property, and pursuing and obtaining safety, happiness, and pnvacy "  CAL CONST, a r t  I, § 1.

128 Cal Cm. Code 5 1798 90.1 (D eenng 2007).

12,1 Cal. Veh. Code § 12801(b) (D eenng 2007).

121 Cal. Civ. Code § 1798.85(a)(2) (D eenng 200'7)

122 Cal Veh. Code § 12801 (D eenng 2007); Cal. Cm. Code § 1798 85(f) (Deenng 2007).

122 For m ore inform ation about the Identity Inform auon Protccuon Act, including the full text o f the legislation, see D on 't
Chip O ur Rights Away, supra note 3; set aiso O ffr. Cal. Leg. Info., Bill D ocum ents -  SB 30, http://w w w .leginfo.ca.gov/cgi- 
bin/postquety?bill_iium ber=sb_30dcscss=CI IR& house=B& author=stm iuan (last visited Dec. 5, 2007).

IM See Cal. S B 30,2007 Reg. Sess. §1794.10(1-3) (Cal. 2007); Cal. S.B. 30, 2007 Reg. Sess. §1798.135(b) (Cal. 2007) 
("‘Authcnucation' means the process o f  applying a machine-readable process to  data or idenufication documents, or both, so as to 
accompbsh either o f  the follow ing (I) Establish that the data and the idenufication docum ent containing the data were issued by 
the responsible issuing state or local governm ental body. (2) Ensure that a reader, as defined in subdivision (p), is perm itted under 
California law to access that data or idenufication docum ent")

>22 Cal. S.B. 30, 2007 Reg Sess. §1798 10(9) (Cal. 2007).

Copyright © 2008 Stanford Technology Law Review. A ll Rights Reserved.

http://www.ecommercctimes.com/stofy/44406
http://www
http://www.leginfo.ca.gov/cgi-


b. M u ltip le Uses, Public Schools, Transport, Public Benefit
Additional layers of protections are built into the legislation when the RFID tag is embedded in 

identification documents that are used for multiple purposes, that are used for public schools and 
public transportation, or that confer a public benefit. 136 These types of cards must implement the 
three basic standards plus one or more of the following protections: (1) a secondary veriification and 
identification procedure that does not use radio waves, (2) a security protection, such as mutual 
authentication; (3) a security protection, such as encrypuon;137 and (4) a security protection, such as 
an access control protocol that enables the holder to exercise direct control over any transmission of 
the data using radio waves. 138 The additional protections are necessary because such cards are either 
used by young people or are likely to be carried and used on a regular basis.

c. Encoded with Personal Information

The third and highest layers of protection are for identification documents with RFID tags that 
are encoded with pers nal informanon, such as a name, address, or social security number.139 These 
RFID-embedded documents must implement the baste standards plus the following four security protections. 
(1) the ID implements robust encryption to protect against the unauthorized reading of transmitted 
mformauon; (2) the ID implements mutual authentication to ensure as best as possible that only 
those who arc supposed to have access to the data stored on the ID can read it;140 (3) the ID 
implements an additional security feature to ensure that the ID cannot be read unless the ID holder 
specifically authorizes that reading; and (4) the ID holder is notified of several pieces of information, 
including (a) that the ID can communicate information using radio waves; (b) that the use of shield 
devices can help mitigate the privacy and security risks; (c) the location of readers intended to be 
used to read the ID; and (d) the information that is being collected or stored regarding the individual 
m a database.

Individually, each of the layered protecuons is not likely adequate to protect personal 
mformauon. The RFID mdustry has admitted tha4 shields are not a realistic solution to the privacy 
and security concerns and the GAO has found only that “encryption and authentication can help 
agencies achieve a greater security posture.”141- However, in concert, these protections may be able to 
help maintain pnvacy, personal safety, and financial sccunty.

' »  Cal S.B. 30, 2007 Reg Sess. §1798 10(7-8) (Cal. 2007).

137 Set Cal S.B. 30, 2007 Reg Sess. §1798.135(0 (Cal 2007) ("‘Encryption’ means the protection o f  data in electronic form in 
storage or while being transm itted using an encryption algorithm implemented within a cryptographic module that has been 
adopted or approved by the N ational Institute o f Standards and Technology, the Institute o f  Electrical and Electronics Engineers, 
Inc . the Internet Engineering Task Force, the International Organization for Standardization, the Organization for the 
Advancement o f  Structured Inform auon Standards, or iny other similar standards setting body, rendering that data indecipherable 
in the absence o f  associated cryptographic keys necessary to enable dccrypuon o f that data That encryption shall tnclude 
appropriate management and safeguards o f  those keys to protect the integrity o f  the enctypuon.”)

13*2f« Cal. S B 30, 2007 Reg. Sess. §I798(I0)(6) (Cal 2007); Cal S.B. 30, 2007 Reg Sess. §1798 10(5) (Cal 2007) ("This 
requirem ent may be satisfied by the impfemcntauon o f  one or m ore means mcluding, but not limited to, the following (A) An 
access control protocol rcquinng the machine-readable or other nunradm  frequency reading o f  information from the idcntificauon 
docum ent pn o r to each transmission of data using radio waves, w ithout which the idenufication docum ent will not transmit data 
using radio waves. (B) A data-carrytng device, such as an integrated circuit o r com puter chip, that is normally not remotely 
rcadable, accessible, or otherwise operational under any circumstances, and only remotely readable, accessible, or opcrauonal while 
being tcmporanly switched on or otherwise intenuonally acUvated by a person m physical possession o f  the idenuficauon 
docum ent The device shall only be remotely readable while the person intentionally enables the idenuficauon document to be 
read. (Q  A nother access control protocol that enables the holder to exercise direct control over any transmission o f  the data usmg 
radio waves, not including a detachable shield device or bag.")

>3'  Cal. S.B 30. 2007 Reg. Sess. §1798(10)(3-5) (Cal 2007).

140 jW C al S.B. 30, 2007 Reg. Sess. §1798(l0)(m) (Cal 2007) ('"M utual authenucauon' means a process by which 
idenuficauon docum ents and authorized readers securely challenge each o ther to verify authenticity and authonzation o f  both 
readers and docum ents before any data is exchanged, except such data as is necessary to carry out mutual authenucauon. Mutual 
authenucauon accomplishes both  o f  the following (1) Authorized readers, as defined m subdivision (c), can accurately assess 
w hether the idenuficauon docum ent and data stored are issued by the responsible issuing state or local governmental body to  an 
authorized holder. (2) Authorized idenuficauon documents can accurately assess w hether a reader accessing them is authorized to 
read the docum ents, and authorized to then access data stored on the docum ents.”)

141 G o v e r n m e n t  a c c o u n t a b i l i t y  O f f ic e ,  I n f o r m a t io n  s e c u r i t y :  R a d io  F r e q u e n c y  I d e n t i f i c a t i o n  
TECHNOLOGY IN THE F e d e r a l  GOVERNMENT, n ^ m n o tc  8, at 3, set alto W estern Hemisphere Travel Ini native PASS Card: 
Recom mendauons for Using Secure Contactless Technology vs. RFID, utpra note 84 ("The requirement for a protective sleeve is
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2. The Real Costs and Benefits

While the costs of unprotected RFID tags to the pnvacy, personal safety, and financial sccunty 
of individuals is astronomical, the costs to implement layered protections such as those in the 
Identity Information Protection Act are negligible. According to HID Corporation, one of the major 
vendors of RFID technolog)’ in the United States, the cost differential between largely unprotected 
RFID technology and a “smart card” system that can implement protections such as encryption and 
authentication is very little. The HID Corporation recendy touted that “until now, proximity 
technology held an important cost advantage over smart cards; but that has changed. Anyone with a 
budget to put in a standard proximity-based access control system can afford to put in a smart card 
system instead.”142

3. Support Across the Aisles and Up and Down the State

The Identity Information Protection Act received widespread support from a broad spectrum of 
civil rights groups, women’s groups, domestic violence prevention groups, business organizations, 
and conservative organizations— from the ACLU to the AARP to La Raza to the Gun Owners of 
California and the Eagle Forum of California.143 The legislation also received editorial support from 
conservative and liberal newspapers up and down the state of California. The Orange County Register 
wrote that the bill was “a completely reasonable approach to the issue, one that would make 
necessary distinctions between beneficial private uses of new technology and mandatory government 
uses.”144 The Las Angeles Times noted that “Simitian is on the right track. Neither government nor 
private industry has given the public much reason to trust their ability to safeguard sensitive personal 
information.”145 The Long Beach Press-Telegram told its readers that “RFID chips are an important 
innovation. Just as important, [the Identity Information Protecuon Act] will provide some needed 
safeguards.”146 The San Francisco Chronicle wrote that “[the Identity Information Protecuon Act] 
represents a restrained, reasoned approach to regulating a technology with potential for abuse.”147

While the AeA started the 2005 legislative session standing in opposition to the bill, saying that 
security breaches were not a worry’, lengthy discussions resulted in both AeA and the Informauon 
Technology Association of America (TTAA)14® reaching a neutral position on the legislation.149 In 
light of both the facts about vulnerabilities and the widespread support from both sides of the aisle 
and up and down the state, the California Assembly and Senate overwhelmingly passed the Identity 
Information Protection Act.150

also an issue. As drivers arc speeding away from  the border, they may not always -.m em ber to replace die PASS card immediately 
in its protective sleeve A cardholder may drive for miles within range o f  any reader capable o f  picking up and tracking the 
infoim anon on the card. Some individuals will undoubtedly lose the sleeve.”)

1,2 Smart Cards for Access Control Advantages and Technology Choices, 2005, at 2, 
h ttp ://w w w .hidcorp .com /pdfs/H ID _w p_sm artcardA C .pdf.

145 These groups also include the California National Organization for W omen, California Alliance Against Domestic 
Violence, California State Parent Teacher Association (PTA), Consumer Fedcrauon o f  California, Privacy Rights Clearinghouse, 
Asian Americans tor Civil Rights and Equality, the Republican Iabert) Caucus, and many more, a complete list o f  the supporters,
ttt c a l Office of thf. Senate 1-i.oor analyses, Bill analysis: Third Reading. Bill No SB 30, May 21,2007, aunUiU a  
http://www.leginfo cagov/pub/07-08/bill/sen/sb_0001-0050/sb_30_cfa_20070521_105105_sen_floor.html

lw Editorial, A  Moratorium on Electnnu ID  Tags, ORANGE COUNTY REG , Aug 21, 2005.

1,15 Editorial, Too Mush Information, I A. TIMES, Aug 23, 2005, at B12.

140 Editorial, Important Tittle Chips; RE ID  Transmits Valued Data, But it Needs Some Government Safeguards, L.B. PRESS-TEL, Aug. 
11, 2005, at A16.

141 Editorial, The Right to he L ift Atone, S.F. CHRON., Aug. 25, 2005, at B8.

141 ITAA is the nation's lirgcst inform ation technology trade association, representing over 1100 m em ber companies and
affiliates Set ITAA homepage, h ttp ://w w w .itaa .o rg / (last visited Nov. 10, 2007).

,4<’ The bill’s author and sponsors, including the ACLUs o f  California, EFF, and Pnvacy Rights Clearinghouse, engaged in
hundreds o f  hours o f  negotiations over rune m onths with representatives from  AeA and ITAA and m em ber companies, including
Cisco, Philips, Infineon, Symbol, H ID , and others. For a hill list o f the sponsors, see, CAL SENATE JUDICIARY COMMITTEE, BILL
ANALYSIS: AS INTRODUCED: SB 30:, Mar. 13, 2007, available u /http ://w w w .legtnfo .ca.gov/pub/07-08/bill/sen/sb_0001-
0050/sb_30 r •_20070313_l55055_sen_comm.html.

130 The dcntity Inform auon Protecuon Act o f  2005 passed the Senate with a strong biparusan vote o f 30-7 and passed out o f
the Assembly with a strong bi-pam san vote o f  49-20 on August 21, 2006. For more information about the Idcnuty Inform auon 
Protecuon Act o f  2005, including a full legislauve history, sec O ff). Cal. Leg. Info., Bill D ocum ents -  SB 768,
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With the strong bipartisan passage, California legislators were again on the forefront of crafting 
important legislation that properly balances the potential benefits of emerging technology while 
safeguarding privacy and security. However, Governor Schwarzenegger vetoed the legislation in the 
final hours of the session, eliminating the opportunity to take a proactive stance in protecting the 
pnvacy and security of Californians. In his veto statement, Governor Schwarzenegger said that he 
was instead leaving it up to the federal government to set the technological standards to protect 
privacy and security in idenufication documents—the same government that has continually failed to 
include proper protections on RFID tags.1’1 Following the Governor’s very short-sighted veto, the 
Identity Information Protection Act was reintroduced in December 2006, passed the California 
Senate with a vote of 33-3 on May 24, 400"', and is continuing to move through the California 
legislature, sending an emphatic message to Governor Schwarzenegger that the privacy and security 
of Californians should be protected and the RFID bill should be signed into law.15-

VIII. THREE YEARS AFTER SUTTER

Three years after the Sutter story launched a national debate about the use of RFID in 
identification documents, the concerns remain and the facts are clearer as storiea of RFID breaches 
stack higher and higher, more research has been done, and more reports have been written. Further, 
government, industry, and public interest groups increasingly agTee that without protections, the 
information encoded on RFID tags is not secure. The bills have been written, and the protections are 
available and cost very little to incorporate. Yet insecure RFID technology is still being considered 
for identification documents and there is soil not a single RFID law on the books—nothing to 
protect the privacy, personal safety, and financial security of individuals. Now is the time to do 
something, instead of warnng until there is a pnvacy and security crisis.

Passing legislation to ensure that there are adequate pnvacy and security protections in place on 
the use of RFID in identification documents does not “ban the technology,” “stifle the technolog)',” 
or “hinder development,” just like passing regulations to put seatbelts in automobiles has not 
banned, stifled, or hindered that technology.153 Some form of basic standards to protect individuals is 
necessary when a technology exists that can lead to significant harm to a great number of people. 
The industry may not want legislation because “it tells the general public that RFID is too risky.”154 
Rut individuals should know the risks and the government should help protect them from these 
risks. In the case of automobiles, law both mandates protections, such as seatbelts and airbags, in 
order to reduce the chance that people get hurt and provides a punishment for bad actors that 
engage in reckless driving. Likewise, RFID bills are necessary to create basic privacy and safety 
standards to try to reduce the chance that people’s private information will be misused and provide 
some punishment for bad actors that can be caught.155 Just like we mandate basic safety standards

h t t p . / / m  leginfo.cigov/cgi-bin/po;tqucry'bill_num ber=«b_768dcsess=PREV & house=B& author=sim iuan (list visited Oct. 7, 
2007).

151 T he Idenuty Information Protection Act o f 2005 p issed  the Senate with a strong bipartisan vote o f 30-7 and passed out of 
the Assembly with a strong bi-partisan vote o f  49-26 on August 21, 2006 For more information about the Identity Inform ation 
Protection Act o f  2005, including a full legislative history, see O tf l  Cal Leg Info., Bill Docum ents -  SB 768, 
http://www.legmfo.ca.gov/cgi-bin/postquerv?bill_iiumber=sb_768dcse5S=PREVdchouse=B&authot=5uninan (last visited Oct. 7,
2007).

152 O f f l  Cal. Leg. Info., Bill Docum ents, h ttp ://w w w  legmfo ca gov/cgi- 
bin/postquerv?bill_num ber=«b_30& scss=CURA:nouse=B& auihof=simitiin (last visited Oct. 7, 2007).

IS5AIM Global, RF ID  I eolation— Protection or Pause Buzoo?. Aug. 29, 2005, available at 
http://w w w .aunglobal.org/ m em bers/ncw 5/tem plates/rfidinsights asp?articleid=433dczoneid=24; Gregory Lippc, Legislation based 
on fear hurls progress, San Fernando Bus. J., July 4, 2005, auulahle at http://w w w .allbusiness com /govem m ent/advocacy-consum er- 
pro tecnon/484638-l.h tm l. Set also Kaczmeirczak supra note 34

134 D oug Fany, supra note 5.

153 It is particularly difficult to catch bad actors in the RFID context since RFID tags do no t alert an individual that their 
m form auon has been read or by what reader.

4. Legislators Thinking Ahead, Governor Short-sighted
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instead of leaving auto safety up to the car manufacturers, the pnvacy and security of individuals 
must not be left up to the RFID industry. There need to be basic standards for RFID tags in 
identification documents. Legislation like the Identity Information Protection Act is an important 
step in the right direction.

IX. BASIC STANDARDS MAY NOT BE ENOUGH

As important as it is to pass basic standards, and as hard as many legislators and organizations 
have worked to pass such laws, they are still just steps. If RFID technology is deployed in mass 
identification documents, it will be very hard to make these tags safe. Countermeasures are difficult 
due to security failures, abuse of power, key management difficulties, and the unknown reliability of 
technological protections.

Security Failures: The ultimate success of using countermeasures to mitigate the threats 
associated with the use of RFID depends on maintaining the security of the systems. In a mass 
contacdcss ID system involving millions ot IDs, thousands of authorized persons and readers would 
need to know the name and personal information associated with the unique identifier number. 
Thousands would also need to access the central database where that information was stored; they 
would need to know how to decrypt the information (and would therefore need the encryption key); 
and they would need the authentication key to authenticate the presenter of any ID. With so many 
secrets known to potentially thousands of people, there would be good reason to doubt whether 
these secrets could be kept for long. The government has not had a good history of database security. 
Coundess cases from the last few years of secunty breaches at such places as the Department of 
Motor Vehicles, Veteran’s Affairs, and universities cast serious doubt on whether the government 
can properly safeguard personal information.156

Abuse ot Power: Effective countermeasures would also require that all levels of government 
refrain from abusing a tool that enables them to collect unprecedented quantities of information on 
people without their knowledge. Since 9/11, there has also been widespread abuse of surveillance 
powers and disregard of essential privacy laws. The federal government has engaged in warrandess 
wiretapping, accessed the private call records of millions of innocent Americans, utilized secret airline 
travel tracking systems, and attempted to authorize itself to open postal mail without a warrant— the 
list goes on and on. Now is not a good time to consider giving the government access to another 
surreputious surveillance tool and just hope that it will not be abused.

Reliability of Countermeasures: Addressing the security and privacy risks associated with 
RFID technolog)' in government IDs also uniquely depends on measures such as unique identifier 
numbers, encryption, and mutual authentication since the core technology is actually developed to 
transmit information to anyone with a compatible reader without the knowledge or consent of the 
tag owner. The more layers of technology that are implemented, however, the more complicated the 
security architecture becomes and the more failure opportunities arc created. Further, many of these 
security countermeasures, such as encryption, mutual authentication, basic access control, and shield 
devices have never been deployed together in a mass contactless ID system. Their effectiveness has 
not withstood the tests of the real world. Additionally, deployment of RFID technolog)’ in mass- 
distributed identification documents will create an even greater incentive to develop new ways to 
crack the technolog)’ and gain access to identification information. Where there is a strong enough 
incentive to crack a technology, it wall be cracked. As we have seen with smaller-scale RFID breaches 
in recent years, it is likely that some method for circumventing these protections can and will be 
devised.

Difficulty of Punishing Wrongdoers: The structure of RITD technology also makes it difficult 
to catch bad actors if countermeasures should fail. Since RFID technology’ does not alert you that the

154 Pnvacy Rights Clearinghouse, A Chronology of Data Breaches, Oct. 5, 2007, uatlaHt at
h ftp ://w w w .pnvaq-nghts.org/ar/C hronD ataB reaches.h tm .
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X. NEXT STEPS

f75 There are many concerns with basic RFID technology and also with the ability of
countermeasures to address these nsks. In the meantime, other identification technologies—which 
do not pose the same privacy and security threats—appear to be just a.> effective as RFID technology 
in many situations. For example, contact-required smart cards, optical scan cards, the newest 
generation of magneuc strip cards, and 2-D barcodes can all serve as alternatives to increase 
efficiency. Since these other foims of machine-readable technology do not transmit information 
unless an individual swipes or displays a card for optical reading, many of the privacy and tracking 
issues are gready diminished. By not transmitting the information via radio waves that can be picked 
up for spoofing and cloning, these alternative options are also more secure. Optical scan cards, in 
particular, which the U.S. government uses successfully at the Mexican border, offer unparalleled 
data security, card durability, and memory storage, without the same privacy and security risks 
associated with RFID technology. Such technologies, which provide many of the benefits of RFID 
technology without the same privacy and security risks, are better options for government 
identification documents.

1(76 Given the readily available alternatives to RFID technology and the serious threat that it poses to
the privacy, personal safety, and financial security of Americans, the bottom line is chat RFID 
technology simply should not be used in government identification documents. If there is any use of 
RFID in identification documents, the protections delineated in the Identity Information Protection 
Act must be followed at a bare minimum, with frequent tests to ensure that these documents are 
actually keeping private information safe and secure.

Copyright © 2008 Stanford Technology Law Review. A ll Rights Reserved.
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Following a proposal by the Data Protection and Access to Information Commissioner Brandenburg, the 

Independent Center for Privacy Protection Schleswig-Holstein, Germany, the Spanish Data Protection 

Agency and the Data Protection Commissioner of the Canton Zug, Switzerland, the International 

Conference resolves that:

Radio-frequency identification (RFID) technology is increasingly being deployed for a variety of purposes. 

While there are situations in which this technology can have positive and benign effects, there are also 

potential privacy implications. RFID tags are so far primarily used to identify and manage objects 

(products) to control the supply chain or to protect the authenticity o f the product brand; however, they 

could be linked with personal information such as credit card details and even used to collect such 

information, or to locate or profile persons possessing tagged objects. This technology could allow for 

the tracing of individuals and for linking collected information with existing databases.

The Conference highlights the need to consider data protection principles if RFID tags linked to personal 

information are to be introduced. All the basic principles of data protection and privacy law have to be 

observed when designing, implementing and using RFID technology. In particular

a) any controller -  before introducing RFID tags linked to personal information or leading to 

customer profiles -  should first consider alternatives which achieve the same goal without 

collecting personal information or profiling customers;

b) if the controller can show that personal data are indispensable, they must be collected in an 

open and transparent way ;

c) personal data may only be used for the specific purpose for which they were first collected and 

only retained for as long as is necessary to achieve (or carry out) this purpose, and

d) whenever RFID tags are in the possession of individuals, they should have the possibility to 

delete data and to disable or destroy the tags.

These principles should be taken into account when designing and using products with RFID.



The remote reading and activating of RFID tags, without any reasonable opportunity for the person in 

possession of the tagged object to influence this process, would raise additional privacy concerns.

The Conference and the International Working Group on Data Protection in 

Telecommunications will monitor closely the technological developments in this field in greater 

detail in order to ensure the respect for data protection and privacy in the context of “ubiquitous 

computing”.

Explanatory Note:

Radio-frequency identification tags (RFID tags) are currendy being tested and increasingly being used as a 

more advanced form and possible replacement of bar codes (“smart labels”). The size of these 

microchips is about 1/3 of a millimetre (and smaller -  “smart dust”). Most of them operate as passive 

transponders (without batteries) by listening to radio signals sent by transceivers (RFID readers) and using 

the energy of the received radio signal to reflect and answer it. Active RFIDs have a greater range 

(depending on the readers used). Since prices for RFID microchips and readers are dropping their 

widespread deployment becomes increasingly economically viable. RFID tags are likely to become 

essential drivers of ubiquitous (or pervasive) computing. Due to their storage and capacity for interactive 

communication thev are far more powerful than bar codes. In addition they provide for unique 

identification of each tagged unit whereas bar codes are identical for every' unit of the -ame product.

RFID tags can be used to install “smart shelves” in stores in order to better manage the supply chain and 

facilitate the replenishments of goods or supplies (e.g. the case of Gillette razors). They may also be used 

for easy (contact-less) payment at the point of sale especially if linked with credit cards. Furthermore an 

employer may use the technology to tag his property in order to reduce theft by employees. They could 

be linked with video surveillance cameras to check employee as well as customer behaviour. Specific 

documents may be tagged to be traced more easily in an office. Identity cards as well as travel documents 

(passports, visas) may be equipped with RFID tags. More recently the European Central Bank has 

announced that Euro notes will be issued with RFID tags in order to fight counterfeiting and money 

laundering as well as to control circulating notes. Washable RFID tags can be embedded in clothes 

(“wearable computing”) in order to prevent or detect counterfeiting of specific brands and to prove the 

authentic manufacture of the product. Other possible applications range from car keys (immobilizers) to 

container management.

The RFID technology' has numerous privacy implications. This is obvious in the case of implanted 

microchips But also in the more widespread case of tagged objects and goods undoubtedly the
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information transmitted also refers to the person carrying or wearing (or otherwise associated with) a 

tagged item or a “constellation” of brands thereby revealing the individual’s taste. Therefore personal data 

can be processed and transmitted or read with the help of RFIDs or at least such object-related 

information can easily be linked with personal information (e.g. when a credit card is used for buying the 

tagged item). RFID tags have the potential of tracking the movements of a person who possesses or 

handles tagged objects.

Plans to afford technical devices legal protection against circumvention may prevent data subjects from 

disabling or deactivating RFID tags which function in a privacy-unfriendly way (e.g. after having paid and 

left the shop).

Since this issue has ltd to agrowing public debate in a number of countries it is recommended that the 

International Conference addresses the related privacy problems at this stage in order to encourage privacy- 

friendly solutions which have been proposed The International Working Group on Data Protection in 

Telecommunications at its 34* meeting in Berlin on September 2  and 3, 2003, has expressed its support 

for this proposal
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Senator Hollia French, Chair
State Capitol, Room 417 
Juneau, Alaska 99801 
Phone: (907) 465-3892 
Fax: (907) 465-6593 S en a to r G ene T h erriau lt

Senator Charlie Huggins 
Senator Bill Wielechowski 
Senator Lesil McGuire

Committee Members:

Senate Judiciary Committee

MEMORANDUM
Date: October 24, 2007 

To: Senate Secretary’s Office 

From: Senator Hollis French

Re: Meetings Scheduled: October 29, 30, 31st (amended schedule)

•fMondav. October 29 9:00 a.m. Butrovich Room #205

SB2001 Oil and Gas Tax Amendments (pending referral) 
Bill Overview 
Penalties / Qui Tam 
Personnel issues: auditors 
Itemization of returns 

—Testimony Invitation Only

+Tuesdav. October 30  9:00 a.m. Butrovich Room #205

SB2001 Oil and Gas Tax Amendments (pending referral)
Actual versus reasonable costs 
Credit Buy-back fund and appropriation authority 
Corrosion 

-Testimony Invitation Only



SB2001 Oil and Gas Tax Amendments (pending referral) 
Gross versus Net 
Progressivity 
Floor

--Testimony Invitation Only

•^Wednesday. October 31 9:00 a.m. Butrovich Room #205

+Thursdav. November 1 9:00 a.m. Butrovich Room #205

SB2001 Oil and Gas Tax Amendments (pending referral) 
-Public Testimony 6:00 p.m. to 8:30 p.m.

+Fridav. November 2 9:00 a.m. Butrovich Room #205

SB2001 Oil and Gas Tax Amendments (pending referral) 
-Testimony Invitation Only

+Salurdav. November 3 9:00 a.m. Butrovich Room #205

SB2001 Oil and Gas Tax Amendments (pending referral) 
-Testimony Invitation Only



LEGAL SERVICES
DIVISION OF LEGAL AND RESEARCH SERVICES 

LEGISLATIVE AFFAIRS AGENCY
STATE OF ALASKA State Capitol

Juneau, Alaska 99801-1182 
Deliveries to: 129 6th St., Rm. 329

File
October 18,2007
Page 1

(907) 465-3867 or 465-2450 
FAX (©07)465-2029 
Mail Stop 3101

M E M O R A N D U M  October 18, 2007

SUBJECT: Sectional summary of the governor's production tax bill based on the
version received October 17, 2007
(Work Order No. 25-GH0014\A and 25-GS0014\A)

TO:

FROM:

File

Donald M. Bullock Jr. 
Legislative Counsel

The following is a sectional analysis o f the draft o f the governor's bill amending AS 43.55 and 
making additional changes related to the administration of the oil and gas production tax and 
surcharges.

As a preliminary matter, note that a sectional summary of a bill should not be considered an 
authoritative interpretation of the bill and the bill itself is the best statement o f its contents.

Section 1. States that the enactment o f AS 43.55.075(b) in sec. 50 of the bill is to "confirm 
by clarification the long-standing interpretation of AS 43.05.260 by the [department]." 
(AS 43.05.260 relate;- to the limitation on assessment for taxes imposed by AS 43.)

Section 2. Amends AS 38.05.035(a) by adding a new paragraph that requires the director of 
the division of lands to furnish records, files, and other information related to the 
administration of AS 38.05.180 (oil and gas and gas only leasing) to the Department of 
Revenue for use in forecasting state revenue and the administration of AS 43.55 (oil and gas 
production tax and surcharges). In the case of information required to be held confidential 
under AS 38.05.035(a)(8), the Department of Revenue is to maintain the same level of 
confidentiality o f the information as is required o f the director o f the division of lands.

Section 3. Amends AS 38.05.036(b) by changing a cross-reference to a paragraph in 
AS 38.05.035(a); the change is required because the amendment o f AS 38.05.035(a) in sec. 2 
renumbered some paragraphs in the subsection and added a new paragraph.
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Section 4. Amends AS 38.05.036(f) by changing a cross-reference to a paragraph in 
AS 38.05.035(a); the change is required because the amendment o f AS 38.05.035(a) in sec. 2 
renumbered some paragraphs in the subsection and added a new paragraph.

Section 5. Amends AS 38.05.036(g) by changing a cross-reference to a paragraph in 
AS 38.05.035(a); the change is required because the amendment o f AS 38.05.035(a) in sec. 2 
renumbered some paragraphs in the subsection and added a new paragraph.

Section 6. Amends AS 38.05.123(f) by changing a cross-reference to a paragraph in 
AS 38.05.035(a); the change is required because the amendment o f AS 38.05.035(a) in sec. 2 
renumbered some paragraphs in the subsection and added a new paragraph.

Section 7. Amends AS 38.05.135(e) by changing a cross-reference to a paragraph in 
AS 38.05.035(a); the change is required because the amendment o f AS 38.05.035(a) in sec. 2 
renumbered some paragraphs in the subsection and added a new paragraph.

Section 8. Amends AS 38.05.180(j) by changing a cross-reference to a paragraph in 
AS 38.05.035(a); the change is required because the amendment o f AS 38.05.035(a) in sec. 2 
renumbered some paragraphs in the subsection and added a new paragraph.

Section 9. Amends AS 38.05.275(c) by changing a cross-reference to a paragraph in 
AS 38.05.035(a); the change is required because the amendment o f AS 38.05.035(a) in sec. 2 
renumbered some paragraphs in the subsection and added a new paragraph.

Section 10. Adds a new paragraph to AS 39.25.110 that makes oil and gas production tav 
auditors and their immediate supervisors in the Department o f Revenue, and oil and gas 
royalty auditors and their immediate supervisors in the Department of Natural Resources 
exempt empioyees.

Section 11. Amends AS 41.09.010(d) by changing a cross-reference to a paragraph in AS 
38.05.035(a); the change is required because the amendment of AS 38.05.035(a) in sec. 2 
renumbered some paragraphs in the subsection and added a new paragraph.

Section 12. Amends AS 43.05.230(a) to include AS 43.55.890 (added by sec. 61 of the bill) 
as authority for divulging the amount of income or the particulars set out or disclosed in a 
report or return made under AS 43, notwithstanding the general prohibition in AS 43.05.230.

Section 13. Amends AS 43.05.230(h) by adding tax returns, reports, and documents filed 
under AS 43.55 and the Department of Revenue's determinations and workpapers under 
AS 43.55 and AS 43.65 to the information that the Department o f Revenue is required to 
furnish to the Department o f Natural Resources.

Section 14. Amends AS 43.05.260(a) to include AS 43.55.075 (added by sec. 50 of the bill) 
as an exception to the general three-year statute o f limitation on assessment.
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Section 15. Repeals and reenacts AS 43.55.011(e); the reenactment changes levy from a 
monthly to a calendar year basis; with certain exceptions, provides that the tax is equal to the 
production tax value o f the taxable oil and gas multiplied by the percentage determined under 
AS 43.55.011(g) (subsection (g) is repealed and reenacted by sec. 17 of the bill). Under sec. 
66 of the bill, this section applies to oil and gas produced after December 31, 2007. Under 
sec. 72 of the bill, this section takes effect January 1, 2008.

Section 16. Repeals and reenacts AS 43.55.011(f); the repeal and reenactment creates a new 
floor for the tax imposed on production from a unit or non-unitized reservoir from which 
1,000,000,000 BTU equivalent barrels o f oil or gas have been cumulatively produced before 
the start of the tax year and from which the average daily oil and gas production during the 
most recent calendar year exceeded 100,000 BTU equivalent barrels a day (so-called "legacy 
fields"); provides that tax credits may not be used to reduce the tax liability for these leases or 
properties below 10 percent of tv total gross value at the point of production; provides that 
the effective tax rate under AS 43.vj.011(e) may not be less than 10 percent o f the total gross 
value at the point o f production. Under sec. 66 of the bill, this section applies to oil and gas 
produced after December 31, 2007. Under sec. 72 of the bill, this section takes effect January
1,2008.

Section 17. Repeals and reenacts AS 43.55.011(g); provides that the tax rate applicable to the 
tax value of oil and gas production is the sum of 25 percent plus the product of 0.20 percent 
(.002) times the price index determined under AS 43.55.011(h) (subsection (h) is amended in 
sec. 18 of the bill); limits the tax to a maximum rate of 50 percent. Under sec. 66 of the bill, 
this section applies to oil and gas produced after December 31, 2007. Under sec. 72 of the 
bill, this section takes effect January 1, 2008.

Section 18. Amends AS 43.55.011(h) to make the price index determined on a calendar year 
rather than a monthly basis, and to increase the nominal 25 percent tax when the average 
production tax value for all leases or properties in the state for the calendar year exceeds $30. 
Provides that the price index may not be less than zero.1 Under sec. 66 of the bill, this section 
applies to oil and gas produced after December 31, 2007. Under sec. 72 of the bill, this 
section takes effect January 1,2008.

Section 19. Amends AS 43.55.01 l(j) (relating to Cook Inlet gas) to eliminate a reference to 
AS 43.55.011(g); the reference to AS 43.55.011(g) is no longer applicable with the repeal and 
reenactment o f AS 43.55.011(e) in sec. 15 of the bill and the repeal and reenactment of 
AS 43.55.011(g) in sec. 17 of the bill. Under sec. 66 of the bill, this section applies to oil and 
gas produced after December 31, 2007. Under sec. 72 of the bill, this section takes effect 
January 1, 2008.

1 For example, if  the average production tax value is $35 a BTU equivalent barrel, the tax rate 
is 26%. This is determined by starting with the 25% base rate in AS 43.55.011(g) and adding 
the product of 0.2% multiplied by 5, with "5" representing the difference between 30 and the 
average production tax value a BTU equivalent barrel.
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Section 20. Amends AS 43.55.01 l(k) (relating to Cook Inlet oil) to eliminate a reference to 
AS 43.55.011(g); the reference to AS 43.55.011(g) is no longer applicable with the repeal and 
reenactment of AS 43.55.011(e) in sec. 15 of the bill and the repeal and reenactment of 
AS 43.55.011(g) in sec. 17 of the bill. Under sec. 66 of the bill, this section applies to oil and 
gas produced after December 31, 2007. Under sec. 72 of the bill, this section takes effect 
January 1, 2008.

Section 21. Amends AS 43.55.01 l(m) by adding new limitations for excess tax credits 
associated with Couk Inlet gas production based on new subsections added to AS 43.55.160 
by sec. 55 of the bill. Under sec. 66 of the bill, this section applies to oil and gas produced 
after December 31, 2007. Under sec. 72 of the bill, this section takes effect January 1,2008.

Section 22. Repeals and reenacts AS 43.55.020(a); provides the methods for determining the 
amount o f monthly installment payments for the tax imposed on leases or properties outside 
of Cook Inlet excluding fields subject to tax under AS 43.55.011(f) (legacy fields), on leases 
or properties subject to AS 43.55.011(f), and on leases or properties in Cook Inlet; provides a 
limit on the amount o f the installment payment for oil and gas produced in Cook Inlet; 
provides the method for determining the amount o f the installment payment for the tax 
imposed on the production o f taxable royalty oil and gas; and provides that any tax remaining 
due after the payment o f the installment payments is due on March 31 of the year following 
the calendar year o f production. Under sec. 66 of the bill, this section applies to oil and gas 
produced after December 31, 2007. Under sec. 72 of the bill, this section takes effect January 
1,2008.

Section 23. Amends AS 43.55.020(d) by changing a reference to the statute under which the 
tax is levied to conform with the repeal and reenactment of AS 43.55.011(e) in sec. 15 of the 
bill. Under sec. 66 o f the bill, this section applies to oil and gas produced after December 31,
2007. Under sec. 72 o f the bill, this section takes effect January 1, 2008.

Section 24. Amends AS 43.55.020(g) by changing references to paragraphs in
AS 43.55.020(a) to conform to the repeal and reenactment o f AS 43.55.020(a) in sec. 22 of 
the bill; clarifies the period during which interest accrues under 26 U.S.C. 6621 on the
underpayment o f an installment. Under sec. 66 of the bill, this section applies to oil and gas
produced after December 31, 2007. Under sec. 72 of the bill, this section takes effect January 
1,2008.

Section 25. Amei ds AS 43.55.020(h) by changing references to paragraphs in
AS 43.55.020(a) to conform to the repeal and reenactment o f AS 43.55.020(a) in sec. 22 of 
the bill; clarifies the period during which interest accrues under 26 U.S.C. 6621 on the 
overpayment o f an installment. Under sec. 66 of the bill, this section applies to oil and gas 
produced after December 31, 2007. Under sec. 72 of the bill, this section takes effect January
1,2008.

Section 26. Amends AS 43.55.023(a) to require that no more than one-half o f a credit for a 
qualified capital expenditure be applied in a single calendar year; amends the requirements for
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submitting information to the Department o f Natural Resources as a condition of taking the 
credit by referencing AS 43.55.025(f)(2) (AS 43.55.025(f)(2) is amended in sec. 39 of the 
bill); prohibits a credit for a qualified capital expenditure for exploration, development, or 
production on a lease or property subject to tax under AS 43.55.011(f) (legacy fields) from 
being applied against a tax for oil and gas production outside of those leases or properties. 
(The specific reporting requirements in the existing subsection are incorporated into the 
amended AS 43.55.025(f) in sec. 39 of the bill.) Under sec. 66 of the bill, this section applies 
to expenditures incurred after December 31, 2007, that are the basis for tax credits with 
respect to oil and gas produced after December 31, 2007. Under sec. 72 of the bill, this 
section takes effect January 1, 2008.

Section 27. AS 43.55.023(b) is amended to increase the percentage of a carried-forward 
annual loss that may be taken as a tax credit from 20 to 25 percent; incorporates a limitation 
on a carried-forward annual loss under AS 43.55.160(h) (AS 43.55.160(h) is added in sec. 55 
and is applicable to Cook Inlet); prohibits the carry-forward of adjusted lease expenditures to 
explore, develop, or produce oil or gas deposits within a unit or non-unitized reservoir subject 
to AS 43.55.011(0 (legacy fields). Under sec. 66 of the bill, this section applies to 
expenditures incurred after December 31, 2007, that are the basis for tax credits with respect 
to oil and gas produced after December 31, 2007. Under sec. 72 of the bill, this section takes 
effect January 1,2008.

Section 28 Amends AS 43.55.023(d) to limit the application of the subsection by making an 
exception for tax credits based on certain expenditures in legacy fields (AS 43.55.023(a)(3) in 
sec. 26 of the bill); references the ability to obtain a cash payment for tax credits under 
AS 43.55.028 (AS 43.55.028 is added in sec. 45 of the bill); doub! s the period for the 
department to grant, deny, or grant a limited credit by changing the period for acting from 60 
to 120 days; an.ends one of the three alternative starting points (the latest is used) to start the 
period for departmental action on the date a statement under AS 43.55.030(a) or (e) is filed 
(AS 43.55.030(a) is amended in sec. 46 of the bill and AS 43.55.030(e) is added in sec. 48 of 
the bill); requires the department to issue two credit certificates for the credits claimed with 
each certificate applicable to one-half of the credit amount; provides that the tax credit shown 
on one of the two credit certificates may be used immediately and prohibits the application of 
the tax credit on the other certificate before the calendar year following the calendar year in 
which the certificate is issued. Under sec. 66 of the bill, this section applies to expenditures 
incurred after December 31, 2007, that are the basis for tax credits with respect to oil and gas 
produced after December 31, 2007. Under sec. 72 of the bill, this section takes effect January
1,2008.

Section 29. Amends AS 43.55.023(e) to conform with the addition of new limitations on tax 
credits in AS 43.55.023(d) as amended in sec. 28 of the bill; mdces a technical correction to 
recognize that the tax is "levied by" AS 43.55.011(e), as opposed to "due under" that 
subsection. Under sec. 66 of the bill this section applies to expenditures incurred after 
December 31, 2007, that are the basis for tax credits with respect to oil and gas produced after 
December 31, 2007. Under sec. 72 o f the bill, this section takes effect January 1,2008.

*
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Section 30. Amends AS 43.55.023(g) by adding language to reflect the authority granted in 
AS 43.55.028 (AS 43.55.028 is added in sec. 45 of the bill) for the department to purchase tax 
credits authorized under AS 43.55.023. Under sec. 66 of the bill, this section applies to (1) 
transferable tax credit certificates under AS 43.55.023(d), and (2) transferable tax credit 
certificates under AS 43.55.023(d) in effect before January 1, 2008 for which a cash refund 
has not been issued under AS 43.25.023(0 before January 1, 2008. Under sec. 72 of the bill, 
this section takes effect January 1, 2008.

Section 31. Amends AS 43.55.023 by adding a new subsection that states that an entity that 
is exempt from tax under AS 43.55 may not apply for a transferable tax credit certificate. 
Under sec. 71 o f the bill, this section is retroactive to April 1, 2006.

Section 32. Amends AS 43.55.024(a) to refer only to AS 43.55.011(e), the subsection under 
which the tax is levied following the repeal and reenactment of AS 43.55.011(e) in sec. 15 of 
the bill, and the repeal and reenactment o f AS 43.55.011(f) in sec. 16 o f the bill. Under sec. 
66 o f the bill, this section applies to oil and gas produced after December 31, 2007. Under 
sec. 72 of the bill, this section takes effect January 1, 2008.

Section 33. Amends AS 43.55.024(c) to refer only to AS 43.55.011(e), the subsection under 
which the tax is levied following the repeal and reenactment of AS 43.55.011(e) in sec. 15 of 
the bill, and the repeal and reenactment o f AS 43.55.011(f) in sec. 16 of the bill. Under sec. 
66 o f the bill, this section applies to oil and gas produced after December 31, 2007. Under 
sec. 72 of the bill, this section takes effect January 1, 2008.

Section 34. Amends AS 43.55.024(e) to refer only to AS 43.55.011(e), the subsection under 
which the tax is levied following the repeal and reenactment of AS 43.55.011(e) in sec. 15 of 
the bill, and the repeal and reenactment o f AS 43.55.011(f) in sec. 16 of the bill. Under sec. 
66 o f the bill, this section applies to oil and gas produced after December 31, 2007. Under 
sec. 72 of the bill, this section takes effect January 1, 2008.

Section 35. Amends AS 43.55.024(g) to refer only to AS 43.55.011(e), the subsection under 
which the tax is levied following the repeal and reenactment of AS 43.55.011(e) in sec. 15 of 
the bill, and the repeal and reenactment o f AS 43.55.011(f) in sec. 16 of the bill. Under sec. 
66 of the bill, this section applies to oil and gas produced after December 31, 2007. Under 
sec. 72 of the bill, this section takes effect January 1, 2008.

Section 36. Amends AS 43.55.025(a) to refer only to AS 43.55.011(e), the subsection under 
which the tax is levied following the repeal and reenactment of AS 43.55.011(e) in sec. 15 of 
the bill, and the repeal and reenactment o f AS 43.55.011(f) in sec. 16 of the bill; makes a 
technical correction to recognize that the tax is "levied by" AS 43.55.011(e), as opposed to 
"due under" that subsection; removes the requirement in AS 43.55.020(a)(2) that expenditures 
must be for work performed before July 1,2007. Under sec. 66 of the bill, this section applies 
to expenditures incurred after December 31, 2007, that are the basis for tax credits with 
respect to oil and gas produced after December 31, 2007. Under sec. 72 of the bill, this 
section takes effect January 1, 2008.
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Section 37. Amends AS 43.55.025(b) by changing the start date o f the period in which 
exploration expenditures may qualify for the tax credit under AS 43.55.025(a) from July 1, 
2003 to January 1, 2008; requires that the exploration well be completed or abandoned at the 
time the credit is claimed by an explorer under AS 43.55.05(0 (AS 43.55.025(0 is amended 
in sec. 39 of the bill); excludes costs from gross negligence or violation o f health, safety, or 
environmental statutes or regulations from eligibility for the tax credit. Under sec. 66 of the 
bill, this section applies to expenditures incurred after December 31, 2007, that are the basis 
for tax credits with respect to oil and gas produced after December 31, 2007. Under sec. 72 of 
the bill, this section takes effect January 1, 2008.

Section 38. Repeals and reenacts AS 43.55.025(c); requires an explorer to submit 
information to the commissioner of natural resources whether the geological objective o f the 
well is a potential oil or gas trap; requires the commissioner to make the determination within 
a 60-day time period; requires qualifying exploration wells drilled outside o f Cook Inlet to 
have a bottom hole not less than three miles away from the bottom hole o f a preexisting oil or 
gas well; and requires the commissioner o f natural resources to determine that the well 
adequately achieved the explorer’s stated geological objective. The "definition of preexisting 
well" in current law is moved to sec. 43 of the bill where AS 43.55.025(k) is amended by 
adding the definition in a new paragraph. Under sec. 66 of the bill, this section applies to 
expenditures incurred after December 31, 2007, that are the basis for tax credits with respect 
to oil and gas produced after December 31, 2007. Under sec. 72 of the bill, this section takes 
effect January 1, 2008.

Section 39. Amends AS 43.55.025(f) by adding an exception for a credit under 
AS 43.55.025(/) (AS 43.55.025(/) is a new subsection added by sec. 44 of the bill) and 
expanding the description of information required to be furnished to fhe Department of 
Natural Resources; describes the periods during which information submitted under this 
subsection to the Department of Natural Resources will be held confidential; requires the 
Department o f Revenue to issue two production tax credit certificates, each for one-half of the 
amount of the credit allowed against production taxes; provides that the credit associated with 
one certificate may be used immediately and prohibits the application of the credit associated 
with the second of the two certificates before the calendar year following the year in which 
the certificate is issued; states that some information related to the production credit is not 
confidential. Under sec. 66 of the bill, this section applies to expenditures incurred after 
December 31,2007, that are the basis for tax credits with respect to oil and gas produced after 
December 31,2007. Under sec. 72 o f the bill, this section takes effect January 1, 2008.

Section 40. Amends AS 43.55.025(g) to prohibit an explorer that is exempt from the 
production tax from transferring, conveying, or selling a production tax credit certificate. 
Under sec. 71 o f the bill, this section is retroactive to July 1, 2003.

Section 41. Amends AS 43.55.025(h) to refer only to AS 43.55.011(e), the subsection under 
which the tax is levied following the repeal and reenactment of AS 43.55.011(e) in sec. 15 of 
the bill, and the repeal and reenactment o f AS 43.55.011(f) in sec. 16 of the bill. Under sec.



66 of the bill, this section applies to oil and gas produced after December 31, 2007. Under 
sec. 72 of the bill, this section takes effect January 1, 2008.

Section 42. Repeals and reenacts AS 43.55.025(i). The reenacted provision prohibits 
applying a tax credit to reduce a taxpayers tax liability below zero and allows tax credits that 
may not be applied for a calendar year to be carried forward to later calendar years. The 
reenacted provision is substantively similar to existing law. Under sec. 66 of the bill, this 
section applies to oil and gas produced after December 31, 2007. Under sec. 72 of the bill, 
this section takes effect January 1,2008.

Section 43. Amends AS 43.55.025(k) by adding a new paragraph that defines "preexisting 
well." Under sec. 66 of the bill, this section applies to expenditures incurred after December 
31, 2007, that are the basis for tax credits with respect to oil and gas produced after December 
31, 2007. Under sec. 72 of the bill, this section takes effect January 1, 2008.

Section 44. Amends AS 43.55.025 by adding a new subsection -  AS 43.55.025(/) -  that 
relates to a claim for a production tax credit under AS 43.55.025 that is filed before January 1, 
2016. Provides for a production tax credit equal to five percent o f an eligible expenditure for 
seismic exploration performed before July 1, 2003; states the terms an expenditure must 
satisfy to qualify for the credit. Under sec. 66 of the bill, this section applies to oil and gas 
produced after December 31, 2007. Under sec. 72 of the bill, this section takes effect January
1,2008.

Section 45. Adds a new section to AS 43.55 -- AS 43.55.028 — that establishes the oil and 
gas tax credit fund and provides for the purchase by the department of certain transferable tax 
credit certificates issued under AS 43.55.023 and certain production tax certificates issued 
under AS 43.55.025. Money in the fund consists of earnings on the fund and appropriations 
to the fund out o f production taxes levied under AS 43.55.011. Requires the Department of 
Revenue to manage the fund and to use money in the fund to purchase tax credit certificates 
that satisfy certain conditions. Under sec. 72 of the bill, this section takes effect January 1,
2008.

Section 46. Amends AS 43.55.030(a) to make the statement filing requirement apply to all 
producers rather than only those producers with a tax liability. Adds additional information 
requirements to those in current law. Under sec. 66 o f the bill, this section applies to 
statements and reports required to be filed after December 31, 2007. Under sec. 72 of the bill, 
this section takes effect January 1,2008.

Section 47. Amends AS 43.55.030(d) by making a person required to file a report under the 
section liable for a penalty o f $1,000 for each day the person fails to file the report; provides 
that the penalty is in addition to existing penalties in AS 43.05.220 and 43.05.290; includes a 
statement within the meaning of "report" in the subsection.
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Section 48. Adds subsections (e) and (f) to AS 43.55.030. AS 43.55.030(e) requires an 
explorer or a producer that does not produce oil or gas during the calendar year to report the



producer's qualified capital expenditures and other lease expenditures; also requires a 
producer or explorer receiving a payment or credit under AS 43 55.170 to show whether a tax 
is due based on AS 43.55.160(d) or 43.55.170(b) and, if so, the amount o f the tax. 
AS 43.55.030(f) authorize s the Department o f Revenue to require monthly reports of 
information related to the determination o f the amount of tax due under the chapter. Under 
sec. 66 of the bill, this section applies to statements and reports required to be filed after 
December 31, 2007. Under sec. 72 of the bill, this section takes effect January 1, 2008.

Section 49. Amends AS 43.55.040 by adding additional paragraphs that authorize the 
Department o f Revenue to require a producer, explorer, or operator to file reports and records 
that the department considers necessary to forecast state revenue under AS 43.55, and 
authorizes a $1,000 a day penalty against a person who fails to file a report, statement, or 
other document required under that section.

Section 50. Adds a new section -- AS 43.55.075 -- to AS 43.55. AS 43.55.075 expands the 
limitation period for making an assessment o f tax imposed by AS 43.55 from three years to 
six years after the latest return was filed. Requires a producer to report retroactive changes 
that affect an element used in determining the tax under AS 43.55 and to file amended returns 
for the periods affected by the change. Under sec. 66 of the bill, AS 43.55.075(a) applies to 
any tax liability for which the period o f limitation had not expired as of the effective date of 
secs. 14 and 50 of the bill.

Section 51. Adds subsections (e), (f), and (g) to AS 43.55.110. AS 43.55.110(e) and (f) 
authorize the Department o f Revenue to require filing and payment by electronic means; AS 
43.55.110(g) authorizes the Department o f Revenue to issue non-binding advisory bulletins 
stating the department's interpretation o f AS 43.55 and regulations adopted under the chapter.

Section 52. Repeals and reenacts AS 43.55.160(a). Provides for the determination of the 
production tax value of oil and gas produced outside of Cook Inlet, oil produced in Cook 
Inlet, and gas produced in Cook Inlet. For oil and gas produced outside o f Cook Inlet, the 
production tax value is the gross value at the point of production for that oil or gas, reduced 
by the lease expenditures and adjustments that are the costs of exploring for, developing, or 
producing oil located within the leases or properties, and, if the first reduction results in a 
positive number, lease expenditures and adjustments that are allocated to those leases or 
properties under AS 43.55.160(e) - (g). (AS 43.55.160(e) is repealed and reenacted in sec. 54 
of t! e bill; AS 43.55.160(f) and (g) are added by sec. 55 of the bill.) For oil and gas produced 
in Cook Inlet, the production tax value is the gross value at the point o f production for that oil 
or gas, reduced by the lease expenditures and adjustments that are the costs o f exploring for, 
developing, or producing oil located within the leases or properties. (The reenacted 
subsection removes the distinction between oil and gas produced north o f 68 degrees North 
latitude and other oil and gas produced outside of Cook Inlet; however, the distinction 
between areas in the state continues in AS 43.55.160(0 and (g).) Under sec. 66 of the bill, 
this section applies to oil and gas produced ^fter December 31, 2007. Under sec. 72 of the 
bill, this section takes effect January 1,2008.
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Section 53. Amends AS 43.55.160(b) to refer to the tax value calculated under the section, 
rather than under only (a) o f the section. Under sec. 66 of the bill, this section applies to oil 
and gas produced after December 31, 2007. Under sec. 72 of the bill, this section takes effect 
January 1, 2008.

Section 54. Repeals and reenacts AS 43.55.160(e). The reenacted provision addresses three 
situations in which a producer or explorer may have lease expenditure adjustments, part or all 
o f which could be carried forward rather than being used during the current tax year: 1) the 
adjustments, if  taken as a deduction would reduce the taxable value of oil and gas produced 
from a lease or property below zero; 2) the costs were incurred on leases or properties outside 
o f Cook Inlet that did not produce oil or gas during the calendar year; 3) the costs are the 
producer's costs for the exploration for oil or gas located on land outside of Cook Inlet and in 
which the producer or explorer does not have an operating right, operating interest, or 
working interest. Before any such expenditures may be carried forward, the adjustments must 
first be allocated to those leases or properties under new subsections AS 43.55.160(f) and (g) 
(AS 43.55.160(f) and (g) are added in sec. 55 of the bill.) The current provision provides for 
a carry forward o f adjusted lease expenditures if the adjustments would reduce the taxable 
value of oil or gas produced during the calendar year below zero. Under sec. 66 of the bill, 
this section applies to oil and gas produced after December 31, 2007. Under sec. 72 of the 
bill, this section takes effect January 1, 2008.

Section 55. Amends AS 43.55.160 by adding four new subsections -  AS 43.55.160(0, (g). 
(!.), and (i). AS 43.55.160(0 provides for the allocation of adjusted lease expenditures that 
are the costs o f exploring for, developing, or producing deposits within leases or properties 
that include land north of 68 degrees North latitude, and AS 43.55.160(g) provides for the 
allocation of adjusted lease expenditures that are the costs o f exploring for, developing, or 
producing deposits within leases or properties outside o f Cook Inlet and no part of which is 
north o f 68 degrees North latitude. AS 43.55.160(h) describes "Cook Inlet excess adjusted 
lease expenditures" and provides the means by which excess adjusted lease expenditures 
attributable to Cook Inlet may be used to establish a carried-forward annual loss under 
AS 43.55.023(b) (AS 43.55.023(b) is amended in sec. 27 of the bill). AS 43.55.160(i) 
describes the calculations a producer subject to AS 43.55.160(h) is required to perform for 
determining the only amount o f excess adjusted lease expenditures that may be carried 
forward under AS 43.55.160(h). Under sec. 66 of the bill, this section applies to oil and gas 
produced after December 31, 2007. Under sec. 72 of the bill, this section takes effect January
1,2008.

Section 56. Repeals and reenacts AS 43.55.165(a), which describes a producer's lease 
expenditures. The reenacted subsection describes the types o f costs that qualify and provides 
standards for the department to determine which costs may be allowed. The reasonable 
allowance for overhead expenses is moved into this subsection from the current 
AS 43.55.165(b). The reenacted AS 43.55.165(a) did not include from the existing provision 
references to typical industry standards in the state, costs an operator is allowed to bill to 
another working interest owner, and the standards used by the Department of Natural 
Resources when determining net profits for certain leases, as standards for determining lease



expenditures. (The deleted reference standards are moved to AS 43.55.165(b) in sec. 57 of 
the bill.) Under sec. 66 of the b’M, this section applies to oil and gas produced after December 
31, 2007. Under sec. 72 of the oill, this section takes effect January 1,2008.

Section 57. Amends AS 43.55.165(b) by deleting the provision for the allowance of 
reasonable overhead expenses (which was moved to AS 43.55.165(a) in sec. 56 of the bill) 
and incorporating factors that appear in the current AS 43.55.165(a) for determining what 
costs are lease expenditures. Under sec. 66 of the bill, this section applies to oil and gas 
produced after December 31, 2007. Under sec. 72 of the bill, this section takes effect January
1,2008.

Section 58. Amends AS 43.55.165(e) (relating to excluded lease expenditures) by deleting 
language in AS 43.55.165(e)(15) that relates to dismantlement, removal, surrender, or 
abandonment costs attributable to production before April 1, 2006, and adding additional 
categories o f excluded costs. AS 43.55.165(e)(6) is amended to exclude costs that arise from 
a violation o f law or the failure to comply with an obligation under a lease, permit, or license 
issued by the state or federal government. AS 43.55.165(e)(l9) is added to exclude costs for 
repair, replacement, or deferred maintenance undertaken in response to an unscheduled 
interruption or reduction in the rate of production or undertaken in response to an unpermitted 
release o f gas or other hazardous substances. (AS 43.55.165(e)(19) appears to address 
concerns similar to those addressed in HB 128 and SB 80, but uses different criteria than 
those in the existing legislation for determining excluded costs.) AS 43.55.165(e)(20) is 
added to exclude costs related to a refinery or crude oil topping plant, but allows the value of 
certain products produced from such a facility to be lease expenditures. Under sec. 66 of the 
bill, this section applies to oil and gas produced after March 31, 2006. Under sec. 71 of the 
bill, this section is retroactive to April 1, 2006.

Section 59. Amends AS 43.55.165(h) by specifying that the lease expenditures that are 
allocated are the costs o f exploring for, developing, or producing oil or gas deposits. Under 
sec. 66 of the bill, this section applies to oil and gas produced after December 31, 2007. 
Under sec. 72 of the bill, this section takes effect January 1, 2008.

Section 60. Amends AS 43.55.170(a) by deleting an exception relating to the subtraction of a 
payment or credit in calculating billable or billed costs. Under sec. 66 of the bill, this section 
applies to oil and gas produced after March 31, 2006. Under sec. 71 of the bill, this section is 
retroactive to April 1, 2006.

Section 61. Adds a new section to AS 43.55 -  AS -*3.55.890. The new section provides for 
the publication of information, if  aggregated among three or more producers or explorers, that 
includes the amount o f oil or gas production, the amount o f taxes levied and paid under 
AS 43.55, and other information related to credits, expenditures, and the value of oil and gas 
produced.

Section 62. Amends AS 43.55.900 by adding definitions for "non-unitized reservoir," "pool," 
"producer," and "unit."
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Section 63. Repeals AS 43.55.023(0 (relating to refundable credits).

Section 64. Repeals AS 43.55.165(c) and (d) (relating to the determination of lease 
expenditures using operating agreements). Under sec. 66 of the bill, these repeals apply to oil 
and gas produced after March 31, 2006. Under sec. 71 of the bill, these repeals are retroactive 
to April 1, 2006.

Section 65. Repeals AS 43.55.011(/) (relating to Jie taking of a tax reduction for Cook Inlet 
production), 43.55.023(i) (relating to transitional investment expenditures occurring after 
March 31, 2001, and before April 1, 2006), 43.55.160(c) (relating to the determination of the 
production tax value o f oil and gas taxable under AS 43.55.011(g)). Under sec. 66 of the bill, 
these repeals apply to oil and gas produced after December 31, 2007. Under sec. 72 of the 
bill, these repeals are effective January 1,2008.

Section 66. Makes identified bill sections applicable to oil and gas produced after March 31, 
2006 and after December 31, 2007, to expenditures incurred after December 31, 2007, to tax 
credit certificates that have not been refunded, and statements and reports required to be filed 
after December 31, 2007.

Section 67. Provides for the assignment of current oil and gas auditors in the Department of 
Revenue and the Department o f Natural Resources and their immediate supervisors to the 
exempt service, but allows those individuals hired before the effective date of sec. 10 of the 
bill (adding these position classifications to the exempt service) to choose to continue in the 
classified service.

Section 68. Allows regulations adopted by the Department o f Revenue and the Department 
o f Natural Resources to be retroactively applied. Under sec. 71 of the bill, this section is 
retroactive to April 1, 2006.

Section 69. Provides for the treatment of pending applications for transferable credits and for 
the refund of credits under AS 43.55.023.

Section 70. Authorizes the Department o f Natural Resources and the Department of Revenue 
to proceed with the adoption of regulations necessary to implement the Act but provides that 
an adopted regulation may not take effect before the effective date of the law being 
implemented.

Section 71. Provides for the retroactivity of certain provisions of the Act. The retroactivity is
noted in the analysis o f the bill sections above.

Section 72. Makes certain provisions o f the Act effective January 1, 2008. The sections
effective on this date are noted in the analysis o f the bill sections above.

Section 73. Except as provided in sec. 72, makes the Act take effect immediately.
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State o f Alaska
D e p a r t m e n t  o f  R e v e n u e  

Commissioner's Office

SARAH PALIN, GOVERNOR
333 Willoughby Avenue, 1 l ,h Floor 

P.O. Box 110100 
Juneau, Alaska 99811-0405 

Phone: (907) 465-2300 
Fax: (907) 465-2394

S e c t io n a l  A n a ly s is  
A C E S

Section 1: Expresses legis'n ive intent regarding application o f  the statute o f  limitations.

Section 2: Provides for the Department o f Natural Resources to share with the Department o f
Revenue confidential informauon for use in administering the production tax or 
forecasting tax revenue, and maintains confidentiality.

Sections 3-9: No substantive change. Amends references to altered statutes.

Section 10: Provides for an exempt class o f oil and gas auditors and supervisors.

Section 11: See sections 3-9.

Section 12: Makes conforming amendment regarding disclosure o f  certain taxpayer information. 
[See Sec. 61]

Section 13: Provides for the Department o f Revenue to share production tax information with 
the Department o f  Natural Resources, and maintains taxpayer confidentiality.

Section 14: Makes conforming amendments regarding statute o f  limitations for production tax. 
[See Sec. 50]

Section 15: Repeals tax levy under PPT and establishes new oil and gas tax as calculated in 
following sections.

Section 16: Replaces current North Slope tax floor with new 10% gross tax floor on certain very 
large fields.

Section 17: Establishes net tax rate o f 25% plus a progressivity factor o f  0.2%.

Section 18: Lowers progressivity trigger from $40 per barrel to $30 per barrel (net) and provides 
for annual calculation instead o f monthly.

Sections 19-20: Conforming amendments.

Section 21: Makes conforming change consistent with section 55, to the existing provision
preventing Cook Inlet producers from utilizing Cook Inlet tax ceiling to export tax 
credits to other areas o f  the state.

Section 22: Changes the monthly installment tax calculations to conform to changes made by 
sections 15-18 and to take account o f the existing Cook Inlet tax ceilings.

Sections 23-25: Conforming amendments.

Section 26: Limits to 50% the amount o f a capital credit that may be claimed for a single 
calendar year; conforms data submission requirements for exploration capital 
credits to the data submission requirements for AS 43.55.025 exploration credits



[See Sec. 39]; Limits use o f  capital credits generated in fields subject to the 10% 
gross tax floor to taxes on oil and gas from those fields.

Section 27: Conforms the tax credit rate for carried-forward annual loss to the new basic net tax 
rate enacted by section 17, and provides that fields subject to the 10% gross tax 
floor may not carry forward losses.

Section 28: Conforming amendments for transferable tax credit certificates, increases from 60 to 
120 days a time limit for Department o f Revenue approval o f certificates, and 
applies the 50% annual limitation in section 26 to certificates.

Sections 29-30: Conforming amendments..

Section 31: Clarifies that tax-exempt entities may not apply for transferable credit certificates.

Sections 32-36: Conforming amendments.

Section 37: Updates provisions for exploration credits, provides that a suspended well does not 
qualify for credits until completed or abandoned, and excludes costs arising from 
gross negligence or environmental or health and safety violations.

Section 38: Modifies eligibility provisions for exploration wells credits to better define and
enforce the requirement to test a previously unexplored prospect while allowing for 
several exploration wells within a limited period o f time.

Section 39: Clarifies the data submission requirements for exploration credits, reduces the
confidentiality period for certain data, applies the 50 percent annual limitation in 
section 26 to exploration credits, and provides for public disclosure o f basic 
information relating to credits.

Section 40: Clarifies that tax-exempt entities may not transfer exploration tax credits.

Sections 41-42: Conforming and clarifying amendments.

Section 43: Changes the definition o f  “preexisting well” for purposes o f  exploration credits to 
exclude wells drilled within 540 days rather than 150 days.

Section 44: Establishes 5% credit which may be claimed against seismic exploration expenses 
incurred before July 1,2003, in exchange for seismic data, the acquisition o f  which 
is determined by the Commissioner o f DNR to be in the best interest o f  the state.

Section 45: Creates Oil and Gas Tax Credit Fund for the purposes o f purchasing certain tax 
credits from explorers and producers; Establishes procedure and standards for 
appropriation into and management o f  fund. (Replaces existing credit buy-back 
provisions [See Sec. 63])

Section 46: Requires producers to file annual report with the Department o f  Revenue annually, 
even if  no tax is due that year, and expands examples o f  required information.

Section 47: Assesses penalty for late filing o f  reports required under sections 46 and 48.

Section 48: Requires producers and explorers to report certain expenditures and adjustments 
annually to the Department o f  Revenue and allows the Department o f  Revenue to 
require monthly reporting o f information considered necessary for administering o f 
taxes.

Section 49: Authorizes the Department o f Revenue to require reporting o f information needed 
for revenue forecasting purposes and to assess penalties for failure to timely file 
reports.



Section 50: Extends statute of limitations for production tax to six years, subject to extension 
due to changes in federal income tax, ind provides for tax effects o f retroactive 
changes in items that affect a producer’s tax.

Section 51: Allows the Department o f Revenue to establish and require electronic filing and 
payment.

Section 52: Clarifies how production tax values (i.e., taxable values) o f oil and gas are 
calculated, consistent with changes enacted by sections 15-18.

Section 53: Makes conforming amendments required under section 52.

Sections 54-55: Further implements the changes enacted by section 52, providing for allocation 
o f  lease expenditures among leases or properties, and specifies an “anti double­
dipping” provision with respect to Cook Inlet tax ceilings.

Section 56: Amends the description o f deductible lease expenditures, provides that only
expenditures allowed by regulation may be deducted, and makes terminology for 
overhead expenses consistent with ordinary usage.

Section 57: Conforms with section 56; existing language is moved to a different subsection.

Section 58: Makes non-deductible all expenditures for dismantlement, removal, or restoration;
for repair, replacement, or repair associated with interruption o f  or reduction in oil 
or gas production or releases o f  oil, gas, or other substances; and for refineries or 
topping plants; allows for deduction o f added value o f refinery or topping plant 
products used in lease operations.

Section 59: Clarifies language o f existing provision on cost allocation.

Section 60: Conforming change regarding repeal o f certain provisions (see section 63).

Section 61: Authorizes Department o f  Revenue to publish production tax information if 
aggregated among at least three producers or explorers.

Section 62: Adds definitions needed for other provisions o f Act.

Section 63: Repeals transitional investment expenditure (TIE) tax credit; repeals provisions for 
using unit operating agreements to determine deductible lease expenditures; 
Repeals existing provisions for state refund o f certain tax credit certificates and 
makes conforming repeals.

Section 64: Applicability provisions: most substantive tax changes apply starting January 1, 
2008; several apply back to April 1, 2006.

Sections 65-68: Transition provisions.

Section 69: Makes certain provisions o f the act retroactive consistent with section 64; Makes
section 40 retroactive to beginning o f exploration tax credit program (July 1, 2003).

Section 70: Provides for January 1,2008, effective date for most substantive changes to 
production tax.

Section 7 1 :  Establishes immediate effective date for Act other than as provided by section 70.
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T O : Senator Hollis French
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FR O M :

Enclosed is a draft o f  CSSB 2001(JUD). Please review this draft thoroughly to ensure 
that it is consistent with the com m ittee's intent.

This is a ery com plex revision that combines elements o f  both SB 2001 and 
CSSB 2001 (RES). Added back into this version are the governor's nominal tax rate o f  
25%  and a progressive tax that increases the rate from 0.2 percent to 0.4 percent. The 
governor's proposed tax on the gross value at the point o f  production for the so-called 
legacy fields, those that have had significant historical production and a high level o f  
ongoing production, is not in this version.

The credit provisions currently in AS 43.55, except for AS 43.55.023(i) (sec. 25 o f  the 
bill), are not m odified in this version except to the extent that references to the taxing 
provisions in AS 43.55.011 w ere changed to conform to the bill. The draft does include 
the governor's proposed oil anti gas tax credit fund in sec. 31, but the provision has been 
modified to delete references to particular saleable credits that are not in this draft.

Adding in what is two out o f  three elements o f  the governor's tax proposal -  the nominal 
tax rate and a modified progressive tax, but not the legacy field tax -  causes ripple 
effects in the tax credit provisions and the requirements for making installm ent payments 
during the tax year. Please review the changes in the credit provisions and installm ent 
paym ent provisions with the Department o f  Revenue to make sure they think the 
provisions will work. One particular change to note in the installment payment section 
(AS 43.55.020(a)) is that the governor's proposal did not require a payment toward the 
progressive part o f  the tax until the true-up on the following March 31. This draft 
changes the progressive calculation from the calendar year period in the governor's bill to 
a m onthly determ ination as is currently required in AS 43.55. Section 16 also limits the 
m axim um  tax rate to 50 percent.
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O ther changes in this draft com pared to CSSB 2001 (RES) include the additions or 
modifications o f  provisions relating to:

•  The inclusion o f  a class o f  disallowed expenditures relating to poorly maintained 
equipm ent from SB 80.

•  The expansion o f  the statute o f  lim itations to six years, as put forth in SB 2001.
•  Creation o f  a lim ited num ber o f  exem pt oil and gas audit managers.
•  A change in the trigger for replacing actual costs with reasonable costs o f  

transportation when determ ining gross value at the point o f  production.
•  A requirem ent that lease expenditures be incurred in the state.
•  The authority for the D epartm ent o f  Revenue to require reporting and to publish 

the gross value at the point for production for a producer for a calendar year and 
the corresponding lease expenditures.

•  The requirem ent that an adjustm ent to the tax by the Departm ent o f  Revenue is 
presumed to be correct and the taxpayer has the burden o f  disproving the 
departm ent's assessm ent and proving the correct am ount o f  tax.

•  A  new penalty for particular understatem ents o f  tax that m ust be shown on a 
return.

•  Authority for the D epartm ent o f  Revenue to reward a person who provides 
inform ation to the departm ent about noncom pliance with the requirements o f  
AS 43.55 that leads to the collection o f  an increase in the tax, penalty, or interest.

Again, I urge your com m ittee to review each provision in this draft carefully along with 
those that m ay adm inister the tax in the D epartm ent o f  Revenue.
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