


Comm ission objectives am  identified in AS 08.88.071 and are defined in the Organization 
and Function section o f  the report. REC has effectively and efficiently obtained its objectives 
and purposes. Evidence suggests the commission establishes and meets its operational 
objectives annually.

Determine the extent to which the board, commission, or agency has effectively attained its
objectives and purposes and the efficiency with n  hiclt the board, commission, or agency
has operated.__________________________________________________________________________________________

Determine the extent to which the board, commission, or agency duplicates the activities o f  
another governmental agency or the private sector.________________________________________

RESF is an option the commission provides to the public in order to reclaim any funds that 
may have been lost due to a licensee performing activities that involve fraud, deceit, 
misrepresentation, or a conversion o f  trust funds. Currently, licensees contribute S30 to the 
fund every two years for this service, and Alaska statute stipulates that this fee cannot exceed 
S125.6

A RESF claimant has the choice to pursue any o f  the other following options in addition to, 
or as an alternative to RESF:

•  Small claims suits through the Alaska Court System

• Civil suits through the Alaska Court System

• Surety bond insurance coverage through a private insurance carrier

• Errors and omissions (E& O) insurance coverage through a private insurance carrier

The A laska Court Svstem provides RESF claimants with the option to file small claims and 
civ il suits. These options are a potential alternative to RESF. However currently these
op ions are judicial remedies for the public and licensees to protect against REC decisions
th a t could be overturned by the Alaska Court Sysiem.

Private insurance companies offer surety bonds and E&O insurance. The annual premiums 
on these policies can range from S500-S5,000 for coverage equal to or more than the 
coverage provided by RESF. These prem ium s arc more than 30 times the current costs o f  
R E S F ’s fee.

Currently, licensed realtors are not required by law to have professional liability insurance in 
addition to RESF. This is comparable to a survey o f  11 western states, w here seven o f  
11 states had surety funds and did not require professional liability insurance. Another two 
states did not have surety funds nor required professional liability insurance. The remaining 
two states did not have surety funds but did require professional liability insurance.

"AS 08.88.455(a)
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A lthough there are potential alternatives to RESF services, the Fund is a reasonable activity 
o f  the commission. All licensees are required to contribute to RESF which in turn protects 
the pubiic. RESF does not pose a significant financial burden on licensees, and the public 
and licensees have the option to pursue judicial remedies as a balance to RESF decisions.
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S a r a h  P a l i n

G o v e r n o r
P .O .  B O X  I 10001 

J u n e a u .  A l a s k a  9 0 8 1  l - O O O l  
( 9 0 7 )  4 6 8 - 3 5 0 0  

P a x  ( 9 0 7 )  4 6 3 - 3 5 3 2  
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G O V E R N O R 0 G O V  S T  A T E . A K .U S

S t a t e  o f A l a s k a
O f f i c e  o f  t h e  G o v e r n o r  

J u n e a u

A u g u s t  1, 2007

Ms. Pa t D a v id so n ,  C P A  
L egis la tive  A u d i to r  
D ivis ion  o f  L eg is la tive  A u d i t

RECEIVED
AUG 0 3 2007 

LEGISLATIVE AUDIT
P.O. Box 113300 
Ju n eau ,  AK  99811-3300

D ear  Ms. D av id so n :

I rece ived  y o u r  p re l im in a ry  a u u i t  re p o r t  r e g a rd in g  s ta tu to ry  profess ional 
r e q u ire m e n ts  for asso c ia te  b ro k e rs  th a t  se rve  o n  the Real Estate C om m iss ion .  
R e c o m m e n d a t io n  No. 2: T he  d irec to r  of B oards  a n d  C o m m iss io n s ,  G o v e rn o r 's  Office, 
s h o u ld  ver ify  b o a rd  m e m b e rs  satisfy  all s ta tu to ry  r e q u ire m e n ts  p r io r  to being 
a p p o in te d ,  is a p p r o p r ia te  a n d  m a y  n su re  th a t  c u r re n t  A laska s ta tu to ry  re q u ire m e n ts  
a re  met.

I a p p re c ia te  y o u r  b r in g in g  this to m y  a t ten tion ; I co n cu r  w i th  y o u r  
re c o m r  ida tion .  In the fu tu re ,  1 will verify  th a t  p o ten tia l  b o a rd  m e m b e rs  satisfy all 
s ta tu to ry  r e q u i r e m e n t s  p r io r  to be ing  a p p o in te d .

Ivy Frye
D irec to r  of Boards a n d  C o m m iss io n s

cc: M ike  T ibbies, C h ie f  of Staff, Office of the G o v e rn o r
L inda  P erez , D irec to r  o f  A d m in is t ra t iv e  Services, Office of th e  G o v e rn o r

http://WWW.GOV.STATE.AK.US
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D E P A R T M E N T  O F

C O M M E R C E
C O M M U N I T Y  A N D  
ECONOMIC DEVELOPMENT

S T A T E  O F  A L A S K A

Sarah Pa/in, Governor 
Emi! Notti, Commissioner

July 20, 2007

RECEIVED
JUL 3 0 2007 

LEGISLATIVE AUDIT
Ms. Pat Davidson 
Legislative Auditor 
Alaska State Legislature 
Division o f  Legislative Audit 
P.O. Box 113300 
Juneau, Alaska 99811-3300

Dear Ms. Davidson:

Thank you for the opportunity to respond to the Preliminary Audit on the Real Estate 
Commission Sunset Review dated July 3, 2007.

We concur with the audit findings and offer the following comments to the recommendations.

Recommendation No. 1: The leuislature should consider amending the statutes related to the 
Real Estate Surety fund  to provide more complete, effective, and efficient consumer protection 
to claimants.

The department supports an increase to the aggregate claim limit allowed by the Real Estate 
Surety Fund.

The department remains neutral on the discussion o f  whether mobile homes are eligible for 
claims under the Real Estate Surety Fund. We understand and appreciate the audit findings that 
the intent o f  the fund is to compensate victims o f  fraud, misrepresentation, and deceit on the part 
o f  licensees; however, the Real Estate Commission has taken a position that mobile homes arc 
considered personal property, rather than real property and therefore, does not represent a real 
estate transaction. This is a topic best addressed by the Legislature.

Recommendation No. 2: 'I he director o f  Boards and Commissions, Office o f  the Governor, 
should verify board members satisfy all statutory requirements prior to heinu appointed.

The department fully supports this recommendation. We cannot agree more that professional 
members who have the responsibility and authority to govern a profession in Alaska hold the 
credentials established by statute which they are being tasked to go\ern.

550 W.  7t h A venue, Suite 1770, A nchorage, Alaska 99501 3510 
T elephone: (907) 269 8100 Fax: (907) 269 8125 T ext T elephone: (907) 465 5437



The one individua n the Real Estate Commission identified by the audit as not meeting 
statutory requirements to serve as a Commission member continues to hold the professional 
position on the Commission. The individual’s continued participation on the Real Estate 
Commission has a real potential to place Commission’s voting decisions in jeopardy should a 
decision be challenged at any time.

Recommendation #3: The division should increase licensing fees to eliminate the commission’s 
current operating deficit.

The department concurs with this recommendation and will be conducting a fee analysis to 
resolve this issue.

Again, we appreciate the opportunity to comment on your audit report findings.

Sincerely,

' Emil Notti 
Commissioner

- 2 6 -



Gene DuVal 
529 5th Avenue, Suite 200 

Fairbanks, Alaska 99701

Ju ly  31 , 20 07

Pat Davidson
Alaska State Legislature
Division ol"Legislative Audit AUG 0 2 2007 

LEGISLATIVE AUDIT

RECEIVED
PO Box 113300 
Juneau, Alaska 99811-3300

Dear Ms. Davidson,

Thank you for your letter dated July 10, 2007, and for the copy o f  the legislative audit 
report regarding the Alaska Real Estate Commission. We appreciate your time and 
efforts to try to make this system better.

Regarding recommendation number one, 1 support increasing the urety fund limits, and 
other measures, to provide more complete, effective and efficient consumer protection to 
claimants.

Regarding mobile home transactions: the commission is on record that the sale o f  a 
mobile home without real estate is not a transaction for which a license is required. It is 
clearly stated in AS 08.88.900 (20) that a license is not required for sales o f  mobile 
homes. If a mobile home was included into being a licensed activity, then why not a 
cabin kit, or modular pieces that assemble into a home, or if you want to stretch it. 
building materials, or a motor home? But if a mobile home, a pre-manufacturcd home, or 
a modular home, is part of a transaction involving real estate, then a license is required. 
Real estate-must be involved in some form.

Recommendation number two involves the office of the Boards and Commissions and 
should be also brought to their attention, which I am sure you have done. I support 
recommendation number two.

I also support recommendation number three: increasing licensing fees so the Alaska 
Real Estate Commission is not operating showing a large deficit.

Thank you for the time and thoughtfulness that was put into this audit. If 1 can be of 
further assistance, please call me.

Best wishes.

Gen
Chairman
Alaska Real Estate Commission

-27-
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A l a s k a  S t a t e  L e g i s l a t u r e
Interim:

716 West 4lh Avenue. Suite 640 
Anchorage. Alaska 99501 

Phone (907)269-0200 
Fax (907) 269-0204 

Rep_Craig_Johnson@legis state ak us

Session:
State Capitol, Room 126 

Juneau. Alaska 
99801-1182 

Phone (907) 465-4993 
Fax (907) 465-3872

R e p r e s e n t a t iv e  C r a ig  Jo h n s o n
House District 28 

Electronic Communication Devices

This new committee bill regulates the use of RFID technology in Alaska w ith the aim of 
protecting personal and consumer information and preventing identity theft.

Radio Frequency Identification (RFID) is a wireless technology that uses tiny electronic 
devices equipped with antennae that can transmit identifying information to a remote reader.

Some common examples o f  RFID use include:
• employee access passes
• payment cards that don't have to be swiped
• toll passes
• pet implants.

Less overt examples o f  RFID use include:
• USFDA approved RFID tags that can be implanted in humans and contain patient records 

for use in hospitals
. RFID tags used in supply chains to track the movement o f  products from a manufacturer 

to a distributor to a retailer and any points in between.

This innovative technology has a myriad o f  applications, many o f  which are o f  benefit to 
government, businesses, and consumers. But some uses may come at the expense o f  personal 
security.

Personal information transmitted by RFID tags and stored in RFID databases— information 
such as bank account numbers, addresses, social security numbers, driver's license numbers, 
and health lecords— can leave consumers vulnerable to identity theft. This new committee 
bill aims to minimize that vulnerability and protect personal and consumer privacy by 
regulating the use of RFID devices that transmit, receive, or store personal information.

This new committee bill regulates the use o f  RFID devices in Alaska by:
• requiring labeling on RFID devices
• requiring that businesses using RFID dev ices obtain consumer consent
• establishing security standards for storage and access of information gathered via RFID
• prohibiting scanning or remote reading of an RFID without consent
• establishing enforcement measures for the misuse of RFID dev ices

Frequently referred to as ‘'the new barcode," RFID technology is progressing rapidly and its 
presence in both the private and public sectors is growing at a staggering rate. By 
establishing RFID regulations where none exist, this new committee bill aims to safeguard 
personal and consumer privacy and stay ahead of those who would misuse this emerging 
technology.

Co-Chair House Resources Committee 
Member of Rules. State Affairs. Transportation Committees
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Does RFID technology pose risk?
By Elliott Wilson
Seattle Times staff reporter
OLYMPIA —  Tiny radio transmitters in credit cards, on clothing tags and even inside animals expedite sales, 
guide products through the supply chain and help lost pets get home.

But privacy advocates worry the same technology could be used to spy on consumers.

To pre-empt such high-tech surveillance, state Rep. Jeff Morris, D-Mount Vernon, wants to make sure no one 
can use such technology to track people through the merchandise they buy, or to tap into their personal 
information.

His proposal, House Bill 1031, includes some of the nation's tightest restrictions on the technology known as 
radio frequency identification, o r RFID

Morris has the support o f privacy groups, but technology companies say his bill addresses a problem that 
doesn't need fixing. The companies say they already work hard to protect customers' privacy and that 
additional regulation would only hurt their industries.

RFID tags store data that can be transmitted wirelessly when they come close to a reader device

The uses range from tiny stickers that help track crates in Wal-Mart storerooms to sophisticated chips that 
transmit an address c, account information from a cellphone or other electronic gadget

The distance the information is transmitted varies Some tags need almost direct contact with an RFID reader, 
while others can send signals several feet or even farther.

Under Morris' bill, anyone distributing items equipped with RFID technology would have to label the products, 
notify consumers if the item can transmit personal data, and show how to deactivate the transmitter if possible

Retailers and other distributors also would have to ensure that RFID transmissions are securely encrypted

The bill had its second hearing Friday in the House Technology, Energy and Communications Committee, 
which Morris chairs

Representatives from RFID producers, retailers and the cellphone industry said the regulations would hamper 
their businesses and stifle new technology

If the legislation passes, companies working on new uses for RFID may abandon their efforts, said Allison 
Fleming, a manager with the RFID  company EPCglobal.

T-Mobile lobbyist Russell Sarazen said "It would have devastating effects to T-Mobile and the rest o f the 
wireless industry " He and other phone-industry representatives argue for an exemption for cellphones

httpV/seattletimes.nwsource.com/cpi-hin/PrinKtnrv u - m i c i o - i n i  o. .•
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Wireless companies are developing RFID-equipped phones that allow users to order products simply by 

holding a handset close to a poster or advertising billboard, according to RFID Journal, a trade publication.

Sarazen also said the regulations are pointless for his industry because the whole purpose of the products is 
to send electronic messages

Liz McIntyre, co-author of the book "Spychips: How Major Corporations and Government Plan to Track Your 

Every Purchase and Watch Your Every Move," said the RFID chips are everywhere and are small enough to 
slip between layers of paint, hide in tennis shoes, or secretly stick on computers

"I could walk by things tagged with RFID and never even know," she said.

McIntyre foresees consumers unwittingly wearing RFID-tagged garments that could be tracked by strategically 
placed RFID readers.

That would give companies a complete history of each product, from store room to landfill, and give them a 
detailed look into consumer habits.

"It's likely when you buy a pair of shoes, it's going to be a proxy for you," McIntyre said.

Elliott Wilson: 360-236-8169 

or ewilson@seattletimes com
Copyright © The Seattle Times Company
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CONTACT:
A lberto G R o ja s  (9 1 4 ) 3 7 8 -2 4 3 4  
o r M elissa C a lab ro (9 1 4 ) 3 7 8 -2 4 3 2

CONSUMER REPORTS FINDS PERSONAL PRIVACY CONCERNS IN PLANNED USES OF 
RADIO FREQUENCY IDENTIFICATION TAGS (RFIDs)

I n v e s t ig a t io n  f i n d s  m o s t  c o n s u m e r s  u n a w a r e  o f  R F ID  t e c h n o lo g y ;  R F ID  i n d u s t r y  n o t  
t a k in g  n e c e s s a r y  p r e c a u t i o n s  to  p r o t e c t  c o n s u m e r  p r i v a c y

YO N K E R S , NY -  Not many consum ers know about Radio Frequency Identification (R F ID ), a 
w ire less technology that a llow s ob jects and peop le to be tagged and tracked. R F ID  tags contain 
m icrochips and tiny radio an tennas that a re embedded in all kinds o f products, credit cards, or 
stuck on labels. A three-month investigation in the June 2 0 0 6  issue o f C onsum er R eports  has 
found the RF ID  industry lacking in the necessary m easu res to strengthen 
tag security against identity thieves.

R F ID  technology o ffe rs  huge cost savings to business and it o ffe rs consum ers conven iences 
such a s  speed ier checkouts, and public benefits, including ways to m anage toxic waste and 
encou rage recycling. However, the tags are a lso  a powerful new m eans o f data collection about 
consum ers, the things they buy, the books they read, and the p laces they travel. During the 
investigation, C onsum er Reports found:

• C onsum ers a re bare ly aware o f RF ID  technology, yet its use is exploding, with sa le s  o f 
an estimated 1.3 billion tags this year.

• R F ID  tags are currently being used in credit cards, prescription-medicine packaging, 
com puter equipment, TVs, clothing, cell phones, and the workplace. Soon  the tags will be 
em bedded in tires fo r safety recalls.

• P lan s  to use RF ID  tag technology include incorporating tags into the entire drug-supply 
chain, and they a lready are being used in packing for prescription medicines such as 
V iagra.

• The U .S . government has begun issuing new e -Passpo rts , which contain an RF ID  chip in 
the back cover. The chip in the e -P asspo rt will have enough memory to add fingerprints
o r iris patterns in addition to basic data a lready in the passport.

• The potential for snooping has increased dramatically. Security experts in the U .S . and 
ab road have cracked payment devices and chips implanted in humans.

h ltp ://w \vw .eonsum ersun ion .o rg /pub /2 0 0 6 / 0 5 / 0 0 3 4 3 1 p rin t.h tm l i / m n n »
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• In an effort to patch up privacy protections, at least seven states a re  considering R F ID  
bills o f varying quality.

• The RF ID  industry has mounted a subtle P R  campaign to fend o ff consum er and 
governm ent ob jections and to fo resta ll governm ent regulation.
C onsum ers Union Headquarters

The report appea rs in the June 2 0 0 6  issue o f C onsum er Reports which g oes on sa le  May 9th 
and is a lso  availab le on line at w w w .Consum erReports .o rg .

How RFID Tags Work

An R F ID  tag contains a m icrochip and a tiny radio antenna. The tag b roadcasts the unique 
identifying number o f the item to any compatib le reade r within range, from  a few inches for 
credit cards, up to 2 0  feet fo r m erchandise tags, and up to 7 50  feet for battery-powered tags in 
toll p asses . The reader then comm unicates with a computer database , where information linked 
to that ID number is stored , such as  details about when a product was manufactured o r medical 
records fo r peop le who have tags implanted. That da tabase  in turn can be linked to other 
networks via the Internet to a llow  fo r m ore w idespread data sharing.

Privacy Concerns

W hile the RF ID  business steam s along , seve ra l matters remain unaddressed . S eve ra l data- 
security experts recer. y dem onstrated that when information is communicated w irelessly 
between RF ID  devices and readers , fo r exam ple , it’s  possib le to eavesd rop  electronically and to 
p luck sensitive information out o f thin air. S om e argue that RF ID  technology could give the 
governm ent a ready-m ade surveillance system  as  scanners become ubiquitous.

F ede ra l agencies and local law -enforcem ent agencies a lready negotiate contracts with private 
data co llectors to obtain persona l information they might otherw ise be legally prohibited from 
collecting. Commercial data b rokers such as ChoicePoint, Lexis-Nexis, and Acxiom compile 
com puterized dossie rs that in one click revea l to governm ent agencies, potential employers, 
loan officers, o r private investigators information that may include your hom e address, phone 
number, Socia l Security number, photograph, legal transgressions, details about divorces, and 
financial records, among other p e rsona l data.

The idea that a tiny radio chip might be traveling in their shirts or shorts doesn't sit well with 
Americans. The public unease  has put the RF ID  industry on the defensive and its leaders 
proclaim  the importance o f addressing the consum er's privacy concerns. But when Consum er 
R eports  asked to discuss the sub ject with executives o f one company, attempts were 
stonewalled by public re lations representatives.

“ It’s essen tia l to deve lop  the p roper fram ework to protect consum ers from  the unprecedented 
privacy and identity theft risks that com e with RF ID ," said Andrea Rock, sen ior editor at 
C onsum er 
Reports .

- 3 0 -
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G u i d e l i n e s  o n  C o m m e r c i a l  U s e  o f  RFID T e c h n o l o g y

(FINAL VERSION - July 9, 2004)

Introduction

The guidelines are proposed to guide the use o f RFID technology in order to protect both 
private enterprise interests and consumer privacy interests. This means that these 
guidelines do not address protection o f consumer privacy from any governmental action. 
Rather, they seek to protect consumer privacy from private enterprises. Further, these 
guidelines focus on use in the retail and manufacturing industry where retailers and 
manufacturers are beginning to implement item-level RFID tagging to facilitate supply 
chain efficiency, inventory control, and similar applications.

These guidelines primarily address commercial, private applications which may use 
RFID tags to draw conclusions about consumers without their knowledge or consent, or 
that might generate data which could be used for entirely different purposes at a later 
date.

These guidelines are divided into three parts. Part A addresses the duties o f private 
enterprises that use RFID technology. It imposes minimum requirements on RFID users, 
recognizing the advantages that RFID technology can provide while at the same time 
addressing privacy concerns. Part B add resses practices in which the RFID Users 
should never engage, including tracking, snooping, and coercing consumers to accept 
live RFID tags or associate their personal data with an RFID application. Finally, Part C 
states the rights of consumers who are exposed to RFID technology and incorporates 
some of the Users' duties stated in Part A.

I



Definitions

"RFID" means Radio Frequency Identification, i.e., technologies that use radio waves to 
automatically identify individun' items.

"Tag" means a microchip that is attached to an antenna and is able to transmit 
identification information, i.e., capable o f receiving data from, or transmitting data to, a 
Reader.

"Reader" means a device, capable o f reading data from a ng or transmitting data to a 
RFID tag.

"RFID Subjerr" or "Individual" means a consumer, customer, or any other such individual 
that comes in contact with a product that has attached to it. or contains, an RFID tag.

"RFID User" means an RFID operator, such as a store, warehouse, hospital, and the 
like, who employs RFID technology, including RFID readers and tags.

"Prem ises" means a store, a warehouse, a hospital, or any other such equivalent space 
that encompass the tags and the readers that communicate with RFID tags.

"Consent": means the freely given, specific and informed indication o f a RFID subject's 
wish to have his/her personal information processed by the means o f RFID technologies.

RFID G uidelines

A. W hat RFID U sers M u s t  Do:

1. NOTICE. Give notice to a RFID Subject of:

a. Tag p re s e n c e , whether through labels, logos, or equivalent means, or through 
display, either at the place where a tagged item is stored, such as a shelf or counter, or 
at point o f sale, such as a cash register. The notice shall be reasonably conspicuous to 
the individual and contain information that enables the individual to be reasonably aware 
o f the nature o f the RFID system and the data processing in place

b. R eade r p resence , whether through labels, logos, or equivalent means, or through 
display, whenever tag readers are present. The notice shall be reasonably conspicuous 
to the individual and contain information that enables the individual to be reasonably 
aware of the nature o f the RFID system and the data processing in place.

c R ead ing  activ ity. RFID Users must use a tone, light, or other readily observable and 
recognized signal whenever a tag reader is in the act of drawing information from an 
RFID tag anywhere on the sales floor.



2. REMOVAL. Attach tags to items in such a way as to allow for the easiest possible 
removal o f tags.

3. ANONYMITY PRIORITY  Any RFID user -  before linking RFID  tags to personal 
information — should first consider alternatives which achieve the same goal without 
collecting personal information or profiling customers. If personal information must be 
collected and associated with tag data, the RFID user must satisfy the following five 
requirements:

a. Consent. Obtain written consent from an individual before any personally identifiable 
information o f the individual, including name, address, telephone number, credit card 
number, and the like, is attached to, stored with, or otherwise associated with data 
collected via the RFID System.

b. Purpose. Before obtaining written consent, the RFID User must inform the RFID 
subject about the purpose o f associating gathered data with personal information, and 
specify that purpose before such attaching, storing, or association.

c . Use lim ita tio n . Before obtaining written consent, the RFID  User must inform 
individuals about the scope o f use o f gathered data, whether the use is limited to the 
person's own interests or whether the data will be disclosed to third parties. Keep data 
only as long as it is necessary for the purpose for which the data was associated with 
personal information.

d No th ird  p a rty  d isc losure  Not disc lose directly o r through an affiliate, to a 
nonaffiliated third party an individual's personally identifying information in association 
with RFID tag identification information.

e. Data quality. Keep gathered data accurate, complete and up-to-date, as is necessary 
for the purposes for which it is to be used.

4. SECURITY Take reasonable measures to onsu:,. that any data processed via an 
RFID system is transmitted and stored in a secure manner, and that access to the data 
is limited to those individuals needed to operate and maintain the RFID system.

5. OPENNESS RFID  Users must make readily available to individuals, through the 
Internet or other equivalent means, specific information about their policies and practices 
relating to its handling of personal information. Any personally identifiable information 
itself shall be provided upon written request of the individual in a secure manner.

6. ACCOUNTABILITY Designate someone who is accountable for the RFID  User's 
compliance with these guidelines.



B. What RFID Users Must NOT Do:

1. T R A C K . Track the movement o f RFID subjects at any time without their written 
consent to all tag reading events. RFID users shall not track individuals via tagged items 
on the premises o r outside the premises where an RFID system is employed to obtain 
individual shopping habits or any other such information obtainable through tracking, 
even upon suspicion o f such activities as fraud or shoplifting.

2. S N O O P  Record or store tag data from tags that do not beiong to the RFID User for 
any reason except for the processing o f returns or warranty service and upon the 
consumer’s request. RFID users shall not collect RFID data from objects on, o r carried 
by, an individual person fo r the purpose o f generating a consumer profile, even if the 
profile is assigned anonymously.

3. C O E R C E . Coerce or force individuals to keep tags turned on after purchase for such 
benefits as warranty tracking, loss recovery, or compliance with smart appliances; and 
not require individuals to provide unnecessary personal information as a precondition of 
a transaction. RFID Users must allow individuals who so desire to enroll anonymously in 
any RFID data-gathering scheme.

C. RFID Subjects' rights:

1. A C C E S S .  RFID Subjects must have the right to access data containing personally 
identifiable information collected through an RFID system, and have the opportunity to 
make corrections to that information.

2. REM O VAL. RFID Subjects have the right to get tags removed from tagged items.

3. ACCO UNTABILITY . RFID Subjects have the right to challenge the compliance of 
persons employing RFID systems when practice contradicts the guidelines set rorth 
above.

4
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Frequently asked questions about RFID

Understanding RFID

RFID - radio frequency identification - has been around for over 60 years. Today, consumers 
come into contact with this technology in many for.;,s, from the passes that employees use to 
gain access to the buildings where they work to payment cards that don’t  have to be swiped 
through a machine. As RFID is increasingly used in people's daily lives, i t ’s important to what it 
is and how it  works.

( r a d i o  a n t e n n a )

(m ic r o c h ip )

tag ( i n f o r m a t i o n
b e in g
t ra n sm it te d )

reader

computer
system

What is RFID and how does it work?

RFID is a wireless technology that is used to identify things. It typically involves three 
components: a tag, a reader, and a computer system.

Sometimes referred to as a transponder, the tag consists of a microchip and a radio 
antenna. The chip in the tag contains information about the item that it  is either 
attached to or that it  is embedded in. The tag transmits that information to the 
reader using radio signals.

The reader, also called an interrogator, is a device that is designed to pick up those 
radio signals and deliver the information they contain to the computer system.

The computer system can use the information in a variety of ways, depending on what 
it is set up to do - for example, it  might be to track inventory or give a person access 
to an office building. It may be connected to databases that contain more information 
linked to the item and, in some cases, to the person using it.

How big are the tags?

The tags vary in size depending on the size of the chip they contain. Some tags are 
smaller than a grain of rice and can be embedded in products or labels, even planted
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under the skin. Others are as big as a deck of playing cards and are attached to 
pallets and cases. Tags also vary in how much information their chips can store or 
process, with inexpensive "dumb" tags having little  memory or processing capacity 
and more costly "smart" tags having far greater computing power.

How is RFID used in the real world?

Many consumers are already familiar with ;ne form of RFID - the toll-pass that drivers 
can keep inside their cars to go through toll booths without having to stop to pay. The 
chip in the toll-pass sends information to a reader located in the toll booth. This 
information, the reader’s location, and the time and date of the reading are then 
transmitted to a computer system, which may be linked to databases containing other 
information such as the toll fee and the bank account that will be billed for the toll.

Another use of RFID that some consumers are familiar with are payment systems that 
allow them to wave a tag in front of a reader on a gas pump to fill up a gas tank. RFID 
technology is also being used to control entry into certain buildings. Some pet owners 
are having their dogs or cats implanted to help track them in case they get lost, and 
the U.S. Food and Drug Administration has approved a tag to be implanted in humans 
containing their patient records for use in hospitals. RFID is being used in supply 
chains to track the movement of products from a manufacturer to a distributor to a 
retailer and any points in between. Depending on their intended use, RFID systems 
vary in capability, the complexity and cost of the tag, the amount and sensitivity of 
the information that the chips contain, and the distance from which readers can pick 
up the signals from the tags.

How close to the tag does the reader need to be?

That depends on the type of RFID tag. Some tags are called passive because they 
don't have their own power source. The reader powers up the tag by sending it a 
radio signal, and the tag responds by sending radio signals back with the information 
the chip contains. An active tag has its own small battery or other source of power 
and doesn’t  require power from the reader to send a signal to it. Passive tags can be 
read only from a relatively short distance, from a few inches to a few yards. Active 
tags can generally be read from a longer distance.

The radio signals used to communicate between tags and readers can pass through 
objects - they don’t require a direct line of sight between them as barcodes do with 
bar code readers. This means that if individual items in a grocery store were tagged, 
it is theoretically possible to go through the checkout simply by wheeling the shopping 
cart by a leader, without having to unload it. As the technology advances, the ability 
to get consistently accurate reads is improving.

What information can be stored on the chips in the tags?
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The chips in the tags may have all sorts of information on them, depending on the 
purpose for which the tags are used. For example, those that control access to 
buildings may contain the employee’s name, job title, and information about which 
parts of the building the person can go. Some tags have only a unique ID code for the 
item they are identifying (see Understanding the EPC). The information on the chips 
may be linked to databases that contain more information, including about 
individuals. As technology advances, the chips in the tags will be able to store and 
process an increasing amount of information.

What about security?

As with any technology, criminals might try to exploit RFID, so security is impor .ant. 
For consumers, the main security concern is about RFID uses in which their personal 
information, such as health records or bank account numbers, is stored on the chips in 
the tags or in databases that are linked to them. There are various types of security 
measures that can be used to protect information as it is transmitted and stored, such 
as encrypting it - turning it into a code that only authorized users can translate. 
Devices such as key fobs and wireless phones that are equipped with RFID in order to 
use them to pay for purchases present another security concern - what happens if 
they are lost or st Jen? One way to prevent unauthorized use would be to have the 
ability to "lock” these devices so their functions can be turned off if  they fall into the 
wrong hands.

How can RFID benefit consumers?

Convenience is one of the biggest benefits of RFID. In addition to the tags that allow 
drivers to pass through toll booths quickly, consumers can also use cell phones, key 
fobs, and credit cards that are equipped with RFID to pay for purchases simply by 
waving them in front of readers. RFID tags on items can make it easier for consumers 
to make product returns without receipts. Similar to the way that pets can be 
implanted with tags to make it easier to identify them if they are lost, Alzheimer’s 
patients may wear tagged wrist bands in case they wander away from their 
caregivers. Patients in some hospitals wear them to ensure that they get the right 
medications, and expensive hospital equipment is being tagged so it can be located 
quickly and be more efficiently used.

Understanding EPC

What does "EPC” mean?
EPC stands for Electronic Product Code. It is also sometimes 
called “ the next generation barcode.” I t ’s a unique identification 
code that is stored in the chip on a tag as a product goes through 
the supply chain. Unlike the bar codes that are commonly used on 
items to distinguish a can of soup from a box of crackers, the EPC 
can identify a specific can of soup or box of crackers by its unique 
ID number.
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Do all RFID systems use the EPC?

No, the EPC is a unique numbering system enabled by RFID and is mainly used on 
shipping cartons and pallets to track products from the manufacturer to the 
warehouse to delivery at the retail location. If individual items have tags with the 
EPC, the tags are usually on the packaging - on the box that contains the television a 
consumer buys, for instance, not on the television itself.

How can the EPC benefit consumers?

Convenience is also one of the biggest benefits of the EPC. It can also help merchants 
keep popular products from running out by tracking inventory and ordering re-supplies 
more quickly. Some shopping carts are being equipped with readers that will 
communicate with tags embedded on store shelves. When the consumer walks by, a 
small screen on the cart w ill display promotions, recipes, and other information 
connected with those products.

Safety is another benefit. For example, tagging prescription drug bottles with the EPC 
at the manufacturer can help pharmacies assure that the drugs they are providing to 
consumers are real, not counterfeit and that the prescription drugs being dispensed 
are those that the doctor prescribed. Stores can use RFID to locate and remove 
perishable items that are past their prime or recalled items from their shelves. RFID 
can also help protect the public health by enabling companies *o track the source of 
an item - like a bag of spinach or beef from a cow, in case of disease.

What about my privacy?

Though few individual items are presently being tagged, the use of tags is growing. As 
RFID use becomes more widespread, it is important to know what information, if any, 
w ill be collected, how it  will be used, if it  will be stored and for how long, and 
whether it will be shared and with whom, especially if  it is or can be linked to 
personal information about individuals.

Tags with chips programmed with the EPC to track items through the supply chain 
don’t contain information about individuals. But as with barcodes today, i t ’s possible 
that information about individuals could be linked to purchasing those items. For 
example when consumers use store loyalty cards to get sale prices, the retailer can 
keep track of the types of products they buy by linking the information from the 
barcodes on those items to the personal information those individuf ; may have 
provided when they signed up for the cards. With that information, .etailers can track 
the spending habits of customers in a certain zip code, or send them advertisements 
for certain kinds of products.

In other uses of RFID technology, information about individuals may be stored on the 
chips in the tags. Again, the information on the chips may also be linked with 
information about individuals stored in databases connected to the system. Take the
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toll-pass system - i t ’s designed to collect information about where the tag was, and 
when, and links that data with information in a database about whose account to bill. 
This information could potentially be used in ways that may raise privacy concerns. 
For instance, an employer who installs a toll pass in a company car and monitors the 
charges made against the account could track where and when an employee has 
driven the car on toll roads.

How do I know if RFID is being used?

Because the tags can be so small, their use may not be readily visible. Sometimes 
they are embedded in items - for instance, tags are being built into new tires to 
monitor the tire pressure for safety purposes.

Items with tags that have chips containing the EPC are marked with a symbol that 
contains those letters, which indicates that the manufacturer participates in a 
voluntary program that requires it to disclose the use of RFID technology and follow 
certain practices to protect consumer privacy. The symbol will usually appear on the 
back of the package.

In other uses of RFID, there may be disclosures on signs in the store, on product 
labels, or in contracts and user agreements, or there may be no notice at all. There is 
no U.S. federal requirement to label RFID tagged items or to disclose that RFID is 
being used. Some states are considering laws concerning RFID, which may include 
requirements to disclose its use.

If RFID is being used, can I remove it or deactivate the tag if  I choose?

That depends on how the tag is attached and how it is intended to be used. If i t ’s 
embedded in an item, like a tire, it may not be possible to remove or deactivate it, or 
to do so without destroying the product. In other cases, removing it may be pointless. 
For example, if someone were to remove the RFID technology from the keyless 
remote for their car, it would become useless. If a tag can be easily removed or 
turned off, consumers may have that option.

In the case of tags with chips that contain the EPC, they are usually on the packaging 
and w ill be discarded with when the packages are thrown out. In some cases, a store 
clerk may remove a tag at the point of purchase, as is done now with the security tags 
on certain items, such as a DVD Oi clothing item.

If there is a choice about removing or disabling a tag, consider any benefits it 
provides and weigh them against any trade-offs you’d have to make. For example, if 
the tag is designed to make returning items easier, what is the return process without 
the tag? Are there other options? Is it possible to get the same or a similar item 
without the tag?

Also consider what privacy implications, if any, there may be in relation to the tag.
Will any personal information be on the tag or linked to it? What type of information
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is it and how will it  be used? Is it possible to get the benefits without any personal 
information being linked to the tag? If the tag is used as part of a payment system or 
for another sensitive purpose, such as providing health records, is there adequate 
security to prevent it from being read or used without authorization? Look for 
explanations about privacy and security and ask questions to make informed decisions 
about using products with RFID.

Where can I get more information about RFID?

Information is available from these sources and consumers can search online for more 
resources about RFID.

Trans Atlantic Consumer Dialogue
Consumer and privacy issues related to using RFID
http://www.tacd.org/cgi-bin/db.cgi?
page=list&config=admin/docs.cfg&col_docsecid=4

Center for Democracy and Technology
Best practices for companies using RFID
h ttp ://www.cdt.org/privacy/ZOO/'OSOIrfid-best-practiccs.php

EPCglobal
Guidelines for companies using the EPC 
http://www.epcglobalinc.org/

EPCglobal US
Guidelines for U.S. companies using the EPC 
http://www.epcglobalus.org/

FAQ menu 
RFID Home
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RFID
Radio Frequency Identification

Glossary of useful RFID terms

RFID Home
Active RFID tag: has its own small battery or other source of power and doesn’t require power from 
the reader to send a signal to it.

Computer system: receives information about the item that is stored in the RFID tag.

Encrypting: turns information into a code that only authorized users can translate.

EPC: the Electronic Product Code. It ’s a unique identification code that is stored in the chip on an 
RFID tag as a product goes through the supply chain.

Interrogator: another word for a reader.

Passive RFID tags: don't have their own power source. The reader powers up the tag by sending it a 
radio signal, and the tag responds by sending radio signals back with the information about the kern 
that the chip contains.

Reader: a device that is designed to pick up the radio signals from the RFID tag and deliver the 
information it contains to the computer system.

RFID: a wireless technology that is used to identify things.

RFID tag: consists of a microchip and a radio antenna. The chip in the tag contains information 
about the item that it is either attached to or embedded in. The tag transmits that information to 
the reader using radio :ignals.

Supply chains: the movement of products from a manufacturer to a distributor to a retailer and any 
points in between.

Transponder: another name for the RFID tag.
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Introduction

Creative applications o f radio frequency identification ("RFID” ) technologies hold promise for 
consumers, businesses and government. They suggest possibilities for reducing costs through 
better inventory management, for improving the safety o f the drug supply, for aiding in the 
care o f the elderly and impaired, fo r reducing error rates in hospitals and for improved 
tracking of luggage and cargo at airports to improve security and passenger service, among 
other applications.

There are many possible applications o f RFID that do not pose major privacy concerns. But to 
the extent that RFID devices can be linked to personally identifiable information (“ P ll” ), 
including where such devices facilitate the tracking of an individual's location, RFID raises 
important privacy questions. While this document is primarily intended to address these 
privacy implications, particularly with respect to control o f Pll, its goal is also to increase 
transparency about the use of RFID technology involving consumers.

What isRFID?

RFID refers to a technology that uses radio waves to identify an object. An RFID system 
typically includes three elements: a tag, a reader, and a database.

An RFID tag or transponder comprises a chip that contains a unique number that identifies an 
object (and perhaps other information) and is connected to an antenna. Each antenna enables 
the chip to communicate via radio waves to a reader, which captures the unique number or 
other data on the tag. That data can then be transmitted to computers that store information 
about the object to which the tags are attached. In most instances, the protocol for 
communication between the reader and tag enables a fixed set o f commands; tags typically do 
not have the capacity to upload and execute additional software programs.

RFID Tags

The simplest RFID tags are passive” and as such do not carry their own power supply to 
enable data transmission. Passive tags receive their power from the electromagnetic waves 
emitted by readers that induce a current in the tags, thereby enabling the transmission o f the 
information stored on the tags. Other tags are "active" and do contain some form o f power 
supply allowing the broadcast o f information from the reader. Active tags are often able to 
transmit over a much longer range than passive tags - typically 10C feet or more. In 
comparison, passive tags have ranges that are minimal, in the range of several yards or less. 
There are even RFID tags designed to have a communication range o f a few inches or less.

Both active and passive tags may be “ dumb," without any capability o f processing data on
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board or “smart, ’’ having significant storage capacity that can support possible data security 
measures such as encryption, or including sensors for measuring conditions such as pressure or 
heat.

Readers and Read Range

RFID readers interrogate RFID chips to receive the identification number and other data. 
Readers interact with chips using varying radio frequencies. Low frequency readers and tags 
are less expensive than ultra high frequency readers and tags, use less power and penetrate 
non-metallic substances better. On the other hand, ultra high frequency tags can be read at a 
greater range from readers arid can transfer data faster than their lower frequency 
counterparts. Both high and low frequency RFID systems have certain advantages over the 
more traditional bar code systems in that they can read objects within their range without line 
of sight access and can also read multiple objects at the same time, unlike the individual 
object scanning required by the bar codes systems.

Read range refers to the maximum distance an RFID chip can be accessed by a reader. Read 
ranges can vary widely: while some systems may have a read range of 100 feet, others may 
have a read range of only one or two inches. The read range designed into a particular RFID 
system is selected to serve the requirements of a specific application. In some cases, the 
desired read range is long, as in the case of inventory control or inventory tracking. In other 
situations, only an extremely short read range is necessary, and may in fact be preferable for 
security reasons.

Data and RFID Systems Networks

Finally, data may be transmitted over a network from the readers to business process 
applications, and to databases where information about the identified objects is stored.

The security of these networks is critical to the security of the overall RFID system.
Depending on the sensitivity of the data within an RFID system, the data may be encrypted

and include other security measures. ^

The family of RFID technologies contains many sub-groupings with unique attributes and 
abilities that depend upon the various capabilities of the components of the technology, 
including the sophistication of the circuitry in the tags, the levels and sources of power 
involved, the communication protocols linking the tags and the readers, and the distance 
required between tags and readers for effective communication. Because different standards 
have developed for the varying uses of the tags, not every reader can read every tag.

Broadly speaking, RFID technology can be used for four general purposes: 1) to keep track of 
objects, 2) to keep track of people, 3) to provide services, or 4) as an internal component of a 

[21
product or device. Technical differences in the technology are reflected in its different 

applications.^

RFID and Privacy

RFID technology raises privacy concerns when its use enables parties to obtain personally 
identifiable information, including location information, about particular individuals that those 
parties otherwise would be unable or unauthorized to obtain. This information may be a 
person’s location; it may be that the person has a certain product in his or her possession; it 
may be that the person has used a particular service. Security concerns arise if unauthorized 
parties are able to obtain such information either from interception of the radio
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communications between tags and readers, through ur authorized reading of the tags, or via 
unauthorized access to the network or the database.

Detailed analysis of privacy and security issues in the context of these new technologies is 
clearly called for. Three general principles emerge from this analysis that can be applied to 
help address concerns about privacy in existing and new applications of RFID: the principle of 
technology neutrality; the principle of privacy and security as fundamental design 
requirements; and the principle of transparency.

Technology Neutra lity:  RFID technology in and of itself does not impose threats to privacy. 

Rather privacy breaches occur when RFID, like any technology, is deployed in a way that is not 

consistent with responsible information management practices that foster sound privacy 

protection.

Privacy and Security as Primary Design Requirements: Users of RFID technology should address 
the privacy and security issues as part of its initial design. Rather than retrofitting RFID 
systems to respond to privacy and security issues, it is much preferable that privacy and 
security should be designed in from the beginning.

Consumer Transparency: There should be no secret RFID tags or readers. Use of RFID 
technology should be as transparent as possible, and consumers should know about the 
implementation and use of any RFID technology (including tags, readers and storage of Pll) as 
they engage in any transaction that utilizes an RFID system. At the same time, it is important 
to recognize that notice alone does not mitigate all concerns about privacy. Notice alone does 
not, for example, justify any inappropriate data collection or sharing, and/or the failure to 
deploy appropriate security measures. Notice must be supplemented by thoughtful, robust 
implementation of responsible information practices.

The Purpose ofJhese.Guidelines

Representatives from various consumer groups and commercial enterprises developed these 
guidelines under the leadership of the Center for Democracy and Technology ("CDT") in an 
effort to address current privacy concerns, as well as to limit future concerns regarding the 
deployment of RFID technology. This document is the result of an extensive analysis of 
current and near term applications of RFID, the ways in which those applications do or do not 
implicate privacy, and the manner in which companies can address them. These guidelines 
have been designed at the principles level in consideration of the wide variety and versatility 
of current RFID systems, the breadth of applications, and the speed at which the technology is 
developing. This document is intended to provide guidance for policymakers, developers and 
users about privacy in the context of RFID technology.

To focus their discussions, the participants in this effort used the framework of fair 
information practices as articulated in the Organization for Economic Cooperation and 
Development’s Guidelines on the Protection of Privacy and Trans-border Flows of Personal 
Data ("OECD Guidelines”). While this framework proved helpful to relate RFID technology to 
specific issues regarding electronic data flows, it became evident to the participants that 
many of the privacy issues related to RFID are common to any system of information collection 
and storage, while in other cases RFID does raise its own novel challenges. Thus, this 
document does not reflect a point-by-point apolication of the OECD Guidelines, but rather 
focuses on specific challenges posed by RFID technology when applying certain aspects of fair 
information practices in the areas of notice, choice and consent, onward transfers, access and 
security.

These guidelines are designed to be sufficiently flexible so as to apply across a range of
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industry sectors. Their success wilt depend upon companies making sound decisions about how 
they are best implemented and maintained. We expect that some companies may, for 
example, provide notice in a way that differs markedly from the way in which others do, based 
upon the nature of a given RFID application, the company's business model, and the 
environment in which both are deployed. Thus, a retailer may provide notice in a manner 
different from the way in which a home health care system provider provides notice. It should 
also be noted that this document assumes that companies deploying RFID will comply with 
existing laws and regulations related to information collection and sharing.

This document is targeted at commercial and private sector consumer applications. It is not 
intended to address government applications of RFID or applications of RFID deployed 
internally by companies in the employer-employee context, business-to-business applications, 
or uses of RFID for personal identification systems.

The participants in this initiative are keenly aware that this .. lidance may need to be revisited 
as RFID technology continues to develop and as more is learned about its impact on privacy.
For example, one issue that garners significant attention is whether and to what extent RFID 
practically could be used to track an individual’s location. Issues such as location tracking, as 
well as others, will warrant reconsideration as the technology evolves and new applications 
emerge. As RFID technology and applications are developing rapidly, the drafters intend to 
review and refine the guidelines as the private sector gains experience in their 
implementation.

Finally, the purpose of this activity has been to attempt to define best practices. The process 
has involved extensive discussion about both principles and practicalities that entailed healthy 
give and take among parties representing widely different perspectives. Thus, while not every 
participant necessarily supports every recommendation, the final product represents a 
collective judgment that these guidelines should provide a workable set of practices that allow 
for realization of the potential benefits of RFID without undermining the privacy of consumers.

These guidelines are not designed as a blueprint for legislation. The participants in the 
drafting process believe that widespread and voluntary adoption of these guidelines, combined 
with a major effort at consumer education, would dramatically improve the environment for 
the use of RFID.

Best Practices
Notice

Consumers should be provided with clear, conspicuous and concise notice when information, 
including location information, is collected through an RFID system and linked, or is intended 
by a cc nmercial entity to become linked, to an individual’s personal information either on the
RFID ag itself or through a database. (For purposes of this document, this information shall be
referred to as “ linked information.’’)

• In either of these situations, the notice should specify: 
o the presence of RFID involving linked information: 
o the purposes for which the linked information is being collected: 
o how linked information will be used;
c  whether t,.e linked information is used solely to enable the functioning of the 

device the consumer has purchased or delivery of the service for which the 
consumer has contracted, or to facilitate completion of the commercial 
business's transaction with the consumer; 

o whether the linked information may be used for additional or subsequent uses, 
such as marketing;

o that if the linked information is to be used for such additional or subsequent
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uses, it will be used only consistent with the consumer’ s choice; and 
o whether the RFID tag can be removed or deactivated.

• Whenever practicable, notice of the use o f the RFID system to collect linked
information should be provided prior to the completion of the transaction through which 
the good or service is obtained. In cases where there is no good or service obtained, 
then notice should be provided prior to the association o f Pll with information collected 
through the RFID system.

Responsibility for providing notice lies with the company having the direct relationship with 
[41the consumer.

When the information on the RFID tag, such as the tag number, is not directly associated with 
an identified individual, in order to create a link between the information on the RFID tag and 
an identified individual it is usually necessary to access a series o f databases or other

[51information repositories. It is the responsibility of the commercial entities involved in the 
deployment o f RFID systems to exercise judicious discretion in determining whether the 
degree of linkage is sufficiently close so as to consider the information collected to be linked 
information.

•  In general, commercial entities should consider the likelihood o f the linkage between 
Pll and/or location information and the RFID identification number in determining 
whether notice is necessary. In making this determination, a company should give good 
faith consideration to the following:

o The likelihood of a single individual or entity having access to a ll elements of 
information and databases necessary to effect the linkage; 

o The number o f elements o f information required to effect the linkage; 
o The security measures surrounding the information;
o Legal protections or safeguards applicable to accessing or using the information; 

and
o The sensitivity o f the information linked to the RFID data.

•  As the attenuation between the Pll and RFID identification number becomes greater, 
the risk to privacy arguably decreases, and the requirement for notice becomes 
increasingly subject to discretion.

Consumers should be notified when entering a commercial or public environment where RFID 
technology is in use. Wherever practicable, individual RFID readers should be identified as 
such.

Companies should engage in annual internal assessments to confirm that the posted notices 
accurately reflect their information practices related to RFID systems.

Companies deploying RFID technology are strongly encouraged to participate in consumer 
education e fforts that provide background and context to consumers regarding Pll collection 
enabled by RFID, and to raise public awareness of the technology and its benefits.

Choice and Consent

Choice pertains to the.use o f the RFID technology, and to the uses of linked information 
collected on the RFID tag or associated with the RFID number.

Consistent with the guidelines for notice, consumers should be clearly notified when there is 
an opportunity to exercise choice with respect to the use o f the RFID technology or with 
respect to the use o f linked information collected on the RFID tag or associated with the RFID

http://www.nclnet.org/advocacy/technology/rfid gu idelines 05 012006 .h tm v ? /? n n s

http://www.nclnet.org/advocacy/technology/rfid


N C L Advocacy: R F ID  Guidelines Page 6 o f  9

number.

Consumers should be offered such choice before the conclusion o f the transaction to obtain a 
good or service, wherever practicable, so that, when coupled with robust notice, consumers 
are given the tools to effectively exercise their choice with respect to the use o f RFID 
technology.

•  Consumer choice about the use o f the RFID technology
• The consumer should be informed in a clear, conspicuous and concise

manner when there is an option to remove, de-activate, or destroy 
a tag and, when there is, how that option may be exercised.

•  In such instances, the option to remove, de-activate or destroy an RFID
tag must be readily available to the consumer and readily 
exercised.

• By exercising choice to remove, de-activate or destroy a tag, the
consumer’ s ability to return an item, benefit from a warranty, or 
benefit from the protections of local law should not be 
compromised. Exercising this choice should not result in any 
damage or defect to a product.

•  Choice and consent about the uses o f Pll collected on the tag or associated with
the RFID number.

•  In some cases, linked information is used solely to enable the
functioning o f the d ev ice^  the consumer has purchased or delivery 
of the service for which the consumer has contracted, or to 
facilitate completion of the commercial business's transaction with 
the consumer. In such instances, the consumer should be informed 
of the existence of the RFID tag (consistent with the provision on 
notice), but the consumer’ s consent or choice about the use of Pll 
need not be solicited.

When linked information collected and associated with an RFID number is used 
for purposes other than to enable the functioning o f the device the 
consumer has purchased or delivery of the service for which the consumer 
has contracted, or to facilitate completion of the commercial business’s 
transaction with the consumer (such as marketing or sharing linked 
information with a third party for some other purpose), the consumer 
should be so notified and given the opportunity to consent to such uses.

Responsibility for providing choice lies with the company having the direct relationship with 
|7|the consumer.

Onward Transfer

Wherever practicable,^ company collecting Pll via the deployment o f an RFID system should 
include in its contracts provisions requiring that the compands with which if shares Pll, 
including its affiliates, subsidiaries and any third party companies, will afford that shared data 
a level o f protection consistent with or greater than that afforded by the company collecting 
the information.
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Access

When Pll is maintained on the tag itself, individuals should have reasonable access to that 
information.

181If an individual receives an adverse decision based on linked information about him or 
herself, that individual should have reasonable access to that information. As a general 
principle, it is desirable to provide consumers with, if cost effective and efficient, reasonable 
access to personally identifiable information, including location information, collected using 
RFID technology.

In the above situations, appropriate access should be provided by the entity interfacing with 
the individual.

When access is offered it should be easily and readily available to the consumer.

Government access to linked information should be allowed only upon service o f process under 
applicable law.

Security

Companies should exercise reasonable and appropriate efforts to secure RFID tags, readers 
and, whenever applicable, any corollary linked information from unauthorized reading, logging 
and tracking, including any network or database transmitting or containing that information 
and radio transmissions between readers and tags. In addition, companies should exercise 
reasonable and appropriate efforts to secure the linked information from unauthorized access, 
loss or tampering.

In so doing, companies should establish and maintain an information security program in 
keeping with industry standards, appropriate to the amount and sensitivity o f the information 
stored on their system. Such a security program should include processes to identify 
reasonably foreseeable internal and external risks to the sr urity, confidentiality, and 
integrity o f linked information, and address those risks.

To enhance the security of information that may be transmitted between tags and reader, 
companies should, to the extent practicable, minimize the information stored on RFID tags 
themselves.

American .Library. Association 
aQuantive, Inc.
Center fo r Democracy 6  Technology 
Cisco Systems Inc.
Eli Lilly and Company 
IBM
Intel Corporation
Elliot E. Maxwell, RFID consultant and Fellow, Communications Program, Johns Hopkins 
University
Microsoft Corporation 
National Consumers League 
The Procter 6 Gamble Company 
Verisign 
Visa U.S.A.
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For example, many contact-less payment cards employl 28-bit and triple DES encryption.
In a payment transaction, a contact-less chip generates a unique numeric code. If the code is 
not detected, the transaction is declined.

[21 Examples of these purposes are plentiful. RFID systems are used to keep track o f tilings in 
manufacturing inventory warehouses, for example, where deliveries can be recorded 
automatically by simply moving incoming pallets (with tags embedded) past a reader. The 
information is then logged into the inventory system. RFID systems keep track o f people in 
hospitals and prisons and, in the future may be used for home health care applications that 
enable caregivers to monitcr the daily habits o f the very elderly or infirm in their homes. A 
familiar and early service application o f RFID technology has been in toll-collection tags on 
highways, which allow motorists with RFID-enabled cards to pay tolls simply by passing through 
collection plazas. Contact-less payment cards are another service application. Additionally, 
RFID tags with a unique identifier are now an internal component o f automobile keys; when 
the key is inserted in the lock, it communicates with a reader built into the car's electrical 
system.

^  For example, the chip used to provide electronic bar codes has the capability to manage 
security via passwords and other safeguards and can be read at a distance o f several feet.
RFID tags used for contact-less smart cards, on the other hand, typically are designed to 
support substantial cryptography and to be read at distances o f an inch or so; cryptography 
can be used to protect tags or to secure transmission protocols.

[4] Commercia1 entities that do not have a direct relationship with consumers but are involved 
with the deployment and/or use of RFID systems should make good faith efforts to encourage 
the notification o f consumers. A commercial entity incorporating RFID systems within its 
products should give notice to its direct purchasers o f that fact, and to the extent practicable 
encourage its direct purchaser to give similar notice to their purchasers, and so on, with the 
objective o f enabling the company having the direct relationship with consumers to give 
proper notice of the use of RFID technology.

The rationale for this provision is that companies not participating in or benefiting 
from the use o f RFID but who receive products containing tags may not know that products 
they receive contain RFID tags, and will need to have adequate information to participate in 
providing notice. Use of a well-recognized logo in accordance with corresponding guidelines, 
such as those followed by EPCglobal association members, would be one way to support this 
notification.

Where RFID tags in the retail environment function solely as a replacement for 
barcodes as currently deployed and do not provide enhanced or additional functions, notice 
may be provided consistent with current practice.

[51For example, it would arguably require several linkages to correlate the RFID tag in an 
automobile tire to Pll about the car’ s owner.

 ̂  ̂For example, RFID may enable the function o f an electronic device.

* * Commercial entities that do not have a direct relationship with the consumer but are 
involved with deployment and/or use o f the RFID system should make good faith efforts to 
encourage consumer choice.
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A commercial entity which incorporates RFID systems in its products should inform its 
direct purchasers as to when a system includes RFID to help the purchaser assess whether the 
consumer should be offered choice and the opportunity to consent, ar.d to the extent 
practicable encourage its direct purchaser to provide choice to its purchasers, and so on, with 
the objective o f enabling the company having the direct relationship with the consumer to 
o ffe r appropriate choice to consumers. Use o f a well-recognized logo in accordance with 
corresponding guidelines, such as those followed by EPCglobal association members, is one 
means to support this notification.

[01
For example, an adverse decision related to the availability o f a good or service, or the 

ability t« obtain credit.
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R F I D  a n d  I d e n t i f i c a t i o n  D o c u m e n t s

N ic o le  A. O z e r *

C i t e  a s : 2 0 0 8  St a n . T e c h  L . R e v . i 
b t tp :/ / s d r .s ta n fo rd .e d u /p d f/o ze r-rig h ts -ch ip p "d -aw ay  p d f

I IN ' r R O D U C T IO N

1J1 In  January 2 0 05 , parents from  a sm a ll tow n nam ed Sutte r, C a lifo rn ia , an h o u r n o rth  o f
Sacram ento , sent a le tte r to  the o ffic es  o f  the Am erican C iv il L iberties U n io n  (ACLLQ  o f  N o r th e rn  
C a lifo rn ia . T h e n  daughters had com e hom e from  the ir pub lic  m idd le  sch oo l w ith new  iden tifica tion  
badges that appeared to  have com pu te r chips em bedded inside. T he  parents had questions and 
reached ou t to  the A C L U  to try to  get som e answers. These  parents had n o  idea w hat that le tte r 
w ou ld  m ean, h ow  far that leUer w ou ld  g o , h ow  it w ou ld  im pact the ir fam ily , the ir tow n , and the 
na tiona l debate o v e r  persona l privacy in p o s t -9 ,/11 A m erica .1 A C L U  stories o ften  start like  that. A nd  
like m any A C L U  stories, this one  is fa r fro m  ove r. T h e  le tte r from  these parents un leashed a 
fire s to rm  o v e r the privacy and security im p licauons o f  a techno logy  called R ad io  F requency 
Iden tifica tion  (“ R E ID ” ). F irst used during W o r ld  W a r I I  to  d iffe ren tia te  between friend  and foe  
a irc ra ft, it em erged in the com m erc ia l sector in the 1970s to  track p toducts as they m oved  th rough  
the m anu factu ring  sector and then to  tag and track catdc and o th e r livestock. P r io r to  9 / 1 1 ,  it had 
on ly  been used to  id enu fy  individuals o n  a re lauvc ly  sm all scale, m ostly  fo r  bu ild ing en try  and road  
to ll c o lle c tion  system s.:  But, in the past six years, R F ID  techno logy  has been increasing ly conside red

®  2007, N ico le  A  O /c r, Technology and C o il Liberties D irector at ihe A C LU  o f Northern Cahforma I he opinions 
expressed in this article arc not necessarily those o f  the A C LU  or the AC LU  o f  N orthern California Special th inks to  Valcnc 
Small-Navarro. A C L U  Sacramento Legislative O ffice, Michele Tatro, late Tien, Electronic Frontier Foundation, California State 
Senator Joe Siinman, Rci Onishi, Legislative Aide ( former), O ffice  o f California State Senator Joe Sumtian, David Molnar, 
Department o f Com puter Science, University o f California- Berkeley, l.cnnv Goldberg, I enny Goldberg and Associates, and Bcrh 
lin e n s , Privacy Rights Clearinghouse Many o l ihe ideas and much of ihe info rm ation  in this poltcv paper ha ic been developed 
over the course o f tw o years o f  work w ith these extraordinary individuals on the Identity Inform ation Protection Act Fust 
introduced in the California State Legislature in February 20u5, the h ill was the fust legislation in the nation to  address R F ID  
technology in identification documents

1 See Ptcss F asc, Privacy Rights arc at Risk— Parents and C ivil Liberties Groups Urge School D is tric t to Term inate Use o f 
tracking Devices Feb 7, 2005), mm  Libit j  I http www aclunc org/ news, prcss_relra*cs/pnvary_ngHts_are_at_nsk_

_parents_aiid_civil_bbcrlies_groups_urgc_school_disinct_lo_termtnatejuse_of_trackmg_dcnccs shtml fo r more til form ation 
about Sutter Stt aim Press Release, V ictory for Students, P.ucnts and C ivil Liberties Groups— < umpany Announces it w ill Fnd 
Tracking Pilot Program (Feb 10, 2005), MsulabU j i  h ttp  / ,  w w w  aclunc org, news/prcss_tclcases, victory_for_studcnts,_parcnts 
_and_civil_ libcrtics_groups_ _company_announccs_tt_will_end_tia< kmg_pilot_program shtml, G tcg Lucas, JW.V/ <_»«*/>. S/a.irutJ 
Kept VmUrSun*tI/an,i at S.hoal, S F CKRON , Feb 10, 2005, at B l,  aiailaPh m hup / /w w w  sfgatc coin cgi bin, Article c g t 'f -  
c a /2005/02/10, BAG G O BRUDI D T I . , K im  Zcttcr, JV/iee/ RP7D Plan Cm  F, WIRED, Feb ID, 2005, 
http / /w w w  wired com /p iiln ics  vecunry/nevvs/2005 02/00554,

Developing National Policies on the D cp lo jm cn t o f Radio Frequency Identification R FID ; [e thnology, Feb 17, 2000.
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fo r  use in gove rnm en t-issued  id en tifica tion  docum ents like passports , d riv e r ’s licenses, and student 
badges. Th is techno logy , w h ich  had been qu ietly  creeping in to  the lives o f  Am ericans, was b lasted 
in to  the pub lic  spo tligh t by these tw o unassum ing sets o f  parents w ho  had a few  stra igh tfo rw ard  
quesuons and concerns abou t the p rivacy and security unpact o f  R F ID  techno logy  in the ir ch ild ren ’s 
sch oo l badges— questions and concern s that had n o t been adequately answered by the sch oo l o r  the 
com pany  se lling  the new  techno logy . In  the past few  years, these questions and concerns have n o t 
abated, b u t have com e in to  g reate r focu s as g ove rnm en t oversigh t o rgan ization s such as the 
G ov e rn m en t A ccoun tab ility  O ff ic e  ( “ G A O ” ) ,  the P rivacy In teg rity  C om m ittee  o f  the D ep a rtm en t o f  
H om e lan d  Secu rity , po litic ians, researchers, and industry  o rgan izations have lo o k ed  m o re  ca re fu lly  at 
the risks o f  R F ID  and foste red  critical debate abou t w hether it is an app rop ria te  techno logy  fo r  use 
in gove rnm en t-issu ed  idcnu fica tion  docum ents .

T h e  A C L U  o f  N o rth e rn  C a lifo rn ia  has been a leader ui generating pub lic  and legislative a ttention 
to  the privacy , pe rsona l safety , and financia l security risks associated w ith the use o f  R F ID  
techno logy  in gove rnm ent-issu ed  id en tifica tion  docum ents .3 T liis  p o lic y  paper w ill discuss R F ID  
techno logy , its vu lnerab ilities , and its im pact o n  civil liberties and consum er privacy. It w ill a lso 
discuss the d eve lopm en t and cu rren t status o f  R F ID  leg islation that is m ov ing  though the C a lifo rn ia  
leg is la tu re and serv ing as a m od e l fo r  o th e r state acuon.

I I .  R F ID  -  W H A T  IS  IT ?

R F ID  is a generic te rm  fo r  techno log ies that use rad io  waves to  autom atica lly  iden tify  peop le  o r  
ob jec ts f r o m  a distance o f  severa l inches to  hundreds o f  feet. In  the past few  years, as m a jo r 
new spapers and rad io  stauons have rep o rted  abou t the pnvacy and security conce rn s o f  R F ID , 
spu rred  in large pa rt by the Su tte r sto ry  and the ro l lo u t  o f  R F ID  in passports , the term  has m oved  
fro m  obscu rity  to  being re lative ly w e ll-kn ow n  in the m inds o f  m any A m eric an s4 A long  with 
increased know ledge has a lso  com e increased skepticism  abou t w hether R F ID  techno logy  adequately 
p ro tec ts an in d iv id ua l’s p rivacy and security5— so much so that som e m anu factu re rs and gove rnm en t 
agencies have tried to  distance them se lves from  the bad pub lic ity that has been garnered by som e 
R F ID  p roducts . A  c ro p  o f  new names fo r  the techno logy  has been deve loped , w ith segments o f  the 
industry  re-b randed  as “ sm art cards,”  “ sm art ch ips,”  and “ contacdess integrated techno logy .” '1 
H ow eve r, reg -.d lc ss  o f  the name, a ll segments o f  the R F ID  m arket are based on  the same core  
techno logy . R F ID  tags are com p rised  o f  tiny com pu te r chips w ith antennas that can be encoded w ith 
in fo rm a tio n , such as som eon e ’s nam e, soc ia l security num ber o r , in the rase o f  com m erc ia l use, the 
type o f  p rodu c t o r  its o rig in  These chips, som e as sm all as a grain o f  rice, are then em bedded in

Imp /www icceusa org, policy/positions/r fid html, itrj/io Ass’n for Automatic Identification and Data Capture Tech . Shrouds of 
Time The History of RFID, Oct 1. 2001, http //www transcore com/pdf/ AIM0 c20shrnuds_nf_time pdf

' Stt ACLU o f Northern California Don’t Chip Our Rights Awav', 
http //www aclunc org/issues tcchnology/dont_chip_our_ rights, away1 shtml last visited Dec 5, 2 0 0 T,

* Stt Mary Catherine O'Connor, Sun*)! R/tttii Dhviout Ccntumtn, RFIDJOLRNAL, Feb 17, 2005, 
http . www rfidionm.il com, article articles irw /1400/1, 1, (discussing a quantitative survey of more than 7 .1)00 consumers and 
on focus groups involving 10 of the respondents conducted during December 200-1 and January 2005) (“ The number of IJ S 
consumers who are aware o( RFID technology is growing steadily, but so are negative perceptions of the technology—especially 
among women Since the lust survey of the sencs, conducted in September, distrust over (he use of RFID has increased and 
IT  and lidio news surpassed die Imtrnet a- ihe most common way people learn about HMD

1 Doug Farry, Mil S urf RT7P Pmi.itn jnd f 'an Cj i  It.fiiun.t Pitlii. Ptheui That Imcatt tkt K i ln  hutuitr), RFID |' il'RNAt, 
http www ilidtournal com/article, articles lew/ 2 'tiH, I 128/ last visited Ian 8 , 200 ; "The fldcnury Information Protection 
\ct| dso iclls ihe general public that RFID is too nslry—a growing perception already shaping the m etall market fot RFID 

products
" Gene I Koprowski, U“ nltn liiJuilt) Dtltnti RFID ftr Panf otli, TfcCII Mr \ \fi< i r i _ d ,  April 25, 2005,

Imp , www tcchncwswtirld com/story/42110 himl noiing iliac the Department of State is not calling the passports RFID- 
enabled, rather, it calls (hern “ contactless smait cards D l IS avoids the tctm RF’ |radio frequency) like the plague nr i./s
Smart <-ard  a l l i a n c l ,  RFID Tags and Contactixss Smart Card te ch n o lo g y : comparing and Con i ram ing 
APl’UCAl IONS AND CAPABILITIES J. hup /, WWW hidtorp com/documciits/iagsVsSmaclc.vds.wp.cn pdf “ Smart ( ard Alliance 
members developed this document to compare and contrast the ippluations and capabilities of the two technologies Hie 
differences arc important to keep in mind as ihe various forms ol RF chip technology become pervasn c in the market last 
visited Dec 5, 201)7 )
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docum ents and ob jec ts .7 W hen  an R F ID  reader is in the area, the chip transm its its s to red  
in fo rm a tio n  to  the reader by sending it a rad io  signal. T h e  chip docs n o t a lert anyone that it is 
transm itting this in fo rm a tio n  o r  to what reade r this in fo rm a tio n  has been sent. O n  top  o f  this 
foundationa l techno logy  lie several p e rm u ta tion s o f  R F ID  tags— “ passive”  tags, “ active”  rags, and 
"sm a rt”  tags.

‘ 'Passive ”  tags are so  term ed because they have n o  in terna l p ow e r sou rce and p e r fo rm  n o  actions 
until they are awakened by receiving energy waves in the ad io  signal em itted by a reader. Studies 
from  the U n ited  States D epa rtm en t o f  State have show n th "*t tags envis ioned to  be read fro m  a few  
inches can actua lly be awakened and read at distances o f  m o re  than twenty feet, w it’ o th e rs  scientists 
dem onstra ting  that they can be read at g reate r than sixty-n ine feet.* Since these tags have n o  in te rna l 
battery , they can be sm all, easy to embed, quite cheap to  p roduce , and can successfu lly  ope ra te  f o r  a 
long  pe riod  o f  time.

“ A ctive ”  tags have their ow n  battery sou rce . T h e y  d o  n o t have to  wait to  be awakened by a 
reader, but arc capab le o f  in itiating c om m un ica tion  w ith  a reade r and con tinua lly  b roadcasting  the ir 
stored in fo rm a tion . T hey a lso have a m uch lo n g e r read range o f  several hund red  feet— som e  o f  up to  
’’ SO feet, depend ing o n  battery pow er. T he  batteries m  these tags n o rm a lly  last severa l years.'7

S om e  tags arc called “ sm art”  because they possess the techno log ica l capability to  m cludc som e 
fo rm s o f  security p ro tec tion  fo r  transm ission o f  sensitive data. These chips arc soph istica ted  enough  
to  a llow  rhe layering  o f  data p ro tec tion  p rocesses, such as c ryp tog raph y  and au th en ricauon ,10 o n  top  
o f  the co re  rad io  frequency techno log }' acuons p e r fo rm ed  by the chip. H ow eve r, these tags are o n ly  
as “ sm art”  as the decis ion -m akers w ho  decide what types o f  p ro tec tion s shou ld  be bu ilt o n to  these 
chips and how  e ffec tive  these p ro tecuon s  actua lly arc against p rivacy and security a ttacks.”

I I I .  T H F . V E R Y  R E A L  W O R R IE S  O F  T H E  S I T T E R  P A R E N T S  A N D  T H E  P U B L IC

“ T he re  are m o re  than 2 0 0  m illion  o f  these security devices [R F 1D J used w o . Kvide w ith n o t
an instance o f  a security b reach .”
— R oxanne  G o u ld , S en io r V ice P residen t, CA  G ov e rn m en t & Pub lic  A ffa irs , A m erican
E lec tron ic s  A ssoc ia tion  (A eA )12
W h ile  industry  representatives may c la im  that R F ID  techno log }' is secure, the facts o v e r many 

years tell a v e ry  d iffe re n t story . T h e  p rivacy and w unty vu lne rab iliu es o f  R F ID -  em bedded 
identification docum ents and p roducts have been shown by g ove rnm en t o ffic e s , independent 
researchers, and m otivated  crim inals.

The Hitachi ''Mu chip'' is 4 mm squaie— small enough lo be embedded iti paper Hitachi Uorp , F.lccirorac Numbering of 
Product:, and Documents ( sing the "u-chtp" .0 1 Mu-chip Supported by a Networked Database Unleashes New Business and Life 
Style Applications that Facilitate Innovative Manufaccunng, Distribution, Consumption, Tracking and Recycling Operations, 
http / 'www hitachi co ip/Prod/mu-chip/ (last visited Oct 5, 2007)

* u  s G o v t  a c c o u n t a b i l i t y  o f f i c e ,  in f o r m a t io n  S e c u r it y  R a d io  f r e q i  e n c y  I d e n t i f k  a t io n  T e c h n o lo g y
!N niE FEDERAL GOVERNMENT 6  (2005), uj.iilabU at http / / www.gan.gov new items, J0555I pdf noting that testing conducted 
by the L' S Slate Department showed that sinari car Js with passive chips that had an intended read range o f only four inehcs could 
acrually be read from a distance si* times as far— twenty four inches— and could theoretically be read from more than three feet 
away) Scientists Irom I.os Angeles bleed Flexilis showed at DefCon in 2005 thai passive RFID dup- can be read al up io sixty 
nine feci Brian Krebs, L/u«arg L jj I 'tfOJ So Dttf « indH/j.kkjl, Sl-( RITV FIX, Aug I, 2005,
htrp blog washing!onpnst com. sccunlyliv 2005 08, lrasingjas_vcgas_so_lonp_defc html It has ilso heen icportcd that 
readers can “ eavesdrop" on legitimate readerto card commumcauons from a distance of 50 feet Sit Ifcydt Beniamin cl a l, RFID 
Payment Card Vulnerabiliues Technical Report, Oct 11. 2006, 
http www nytirncs com, packages pdf, bueiness, 200til023_tr \RD, fcchteport pdf

’ U s. G o v t  A ccountab ility  office, .npr> note 8 , at 7 8

I ’ Very generally, cryptography is the procedure to translate data wnttm 111 plain text tnro cipher text, coded lext that requires 
access to a key or password to tcad the information Authentication is the process of dcicmuntng whether someone or something 
is, i 'act. who or whal it is declared to be

I I Sec Part III for a discussion of some of the sublet ibililics of ' smart'' tags
!! I lahn Kim Ijuach, ID Tt.h an Fall Trark— Far Btlltr ,r Wont. ORANi.f COUNTY Rl ci , Aug 7, 2005, aoai.abi .it 

http //www ocregister com/oar sections, news news 'armlc_O2560O php
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A .  M ass-D is/nhutcd Building En try  C a rd  System Cracked

In  F eb rua ry  2 0 0 7 , IO  A ctive , a sm a ll c om pu te r security firm  based in Seattle , W ash ing ton , 
show ed just h ow  easy it was to  read and c lon e  the in fo rm a tio n  encoded on  the bu ild ing  en try  cards 
used at m any pub lic  and priva te  build ings across the n a tion .13 A t the RSA  C on fe re n c e , C h ris  Paget, 
IO  Active's D ire c to r  o f  Research  and D e v e lo pm en t, dem onstrated  h ow  a handhe ld  device the size o f  
a standard c e ll-p h one , costing twenty d o lla rs  in parts, cou ld  read the pe rsona l in fo rm a tio n  encoded 
on  the R F ID  chips used in H ID  G lo b a l P ro xC a rd s .14 W ith  the push o f  a bu tton  on  the same device, 
the p e rson a l in fo rm a tio n  o n  the R F ID  cards cou ld  then be cop ied  and re transm itted , “ s p o o fin g ”  the 
existence o f  an entry card and gaining access to  the very build ings o r  in fo rm a tio n  that the R F ID  
chips were in tended to  p ro tec t fro m  unau tho rized  access. Paget explained, “ (a]s the system  stands at 
the m om en t, I c ou ld  w a lk  past som eone  on  the street, m aybe stand next to  them  in an e leva to r, and I 
c ou ld  g rab the ir card id and get in to  the bu ild ing .” 15

B. British E-passports C racked

In  N o v em b e r 2 0 0 6 , the techno logy  p ro tec tion s on  three m illion  B ritish  e -passpo rts w ere cracked 
by so ftw a re  w ritten  in less than fo rty -e igh t h ou rs  and an R F ID  reader bought f o r  abou t five  hund red  
d o lla rs .16 W h ile  the B ritish  H om e  O ff ic e  had adop ted the T rip le -D a ta  encryp tion  standard ( “ 3 D E S ” ) 
to  try to  p reven t convc rsauon s between the passport and the reader, researchers fo u n d  that the 
“ secret key ”  to  open  up the secure chip was actually pub lished on the face o f  the passpo rt— the 
passpo rt num be r, the passpo rt h o ld e r ’s date o f  b irth , and the exp iration  d a te .17 O n ce  this n o t-so - 
sccrct key was kn ow n , the R E ID  tags in the passports cou ld  be read. W ith in  m inu tes o f  being read, 
the in fo rm a tio n  fro m  the passports c ou ld  be cop ied and pictures o f  the ho ld e rs  appeared o n  a 
c om pu te r screen. T h e  B ritish  g ove rnm en t cou ld  have included a feature in the new e -p asspo rt that 
like ly w ou ld  have p reven ted  this attack. T h e  specification fo r  the in ternationa l e passpo rt deve loped  
by the In te rn a tio n a l C iv il A v ia tion  A ssoc ia tion  ( “ IC A O ” ) detailed a fea tu re ca lled  “ active 
au then tica tion ”  that coun tries cou ld  e lect to  include as part o f  the ir techno log ica l p ro tec tion  
measures. T h e  B ritish  g ove rnm en t apparen tly  chose not to d o  s o .1* A cco rd ing  to  A dam  Laurie , the 
com pu te r ex; :r t  w ho  he lped crack the c -passpo rt, the p ro tec tion s put in p lace to  p ro tec t this

" Flash video RSA Door Cuds— The Enterprise's Weakest lank, 
httpv . www inlosvorldcom/videu/uchivcs/2007/02/rsa_ioactivc html (interviewing Chns Paget demonstrating the RFID cloner 
at the RSA Security Conference).

'* i f f  Paul F Roberts, Black Har Dispute Stm RFID Seamy, •lnwtiun, lNFoW< >RU>, Feb 28, 2007,
Imp / /www infoworldcom/articlc/07/02/28/HNbl.ickhatrfid_l litml, ire also Bnan Krebs, RFID Flap Silt nots Seamy Riiranhtrt, 
StCl'RirV FIX, Feb. 27, 2007, http/,' blog washmgtonposl com/security fix, 2007, 02/legal_thrcat_silenccs_rfid_stc.html; Koht-rt 
l.cmos, IngalThreatsS>o;tle RFID Flaw Drmo, SECURITY FOCUS Feb 27, 2007, http 'www sccunryfocus com/news/11444

Following the RSA Conference, lOAcnvc planned ro give a presentation at the Black Hat Computer Security Conference in 
Washington, D C demonstrating the cloner and releasing schematics about how it was built When HID learned o f its intended 
briefing, it comas rrd lOActive, and demanded that the company refrain from presenting its finding. at the Black Hat Convention 
on ihe basis that 'such presentation will sub|ect you lo further liability for mtnngcmcnl oi FlID's intellectual property " Carry 
Crcenciieitr, Stcuny Rest jr. hen and I tndon Gash ae Black Hal, Users Loir, INFORMATION 'v t ! K, Feb. 28. 2007, 
htrp www. in format] on week tom, story,'show At title ihttnl'artulelD 107700101 With the help of the ACLU o f Northern 
California, lOActive gave a modified presentation that successfully highlighted the vulnerabilities of insecure RFID technology Stt 
Press Release, ACLU of Northern California, H ID Threatens Patent Lawsuit, Silences Important RFID Presentation at National 
f .inference Fcbniarv 28, 2007), at,viable at http //www aclunc org.'new s, press.rcleascv hid_lhrcatens_pa(ent_ lawsuit,_ silences, 
mlportant.rfid. p res rntalion.at.nation a! .conference shtml

' Flash Video RSA Door ( ard*—The Fmcrprise's Weakest I.ink, urf ra mile 13
1 Mc\ cn Boggan, Cracked IF, GUARDIAN UNI.JMITI D. Nov I ", 2006,

Imp www guardian to uk idcuds, storv, fl„1050226,(X) hirnl
*' IDES uses 1 1 2 bit or 168-bit keys
• ICAO, a little known body run by ihe I 'mted Nations with a mandate for sen ,ig international passport -i.ind.irds, was 

given die responsibility o f formulating the security guidelines for all new uiiciiuoon.il e passports \n juels ct a l, Sccunty \nd 
Privacy Issues in E passports at I 20o5), http cpnnt tact org/2005, 095 pdf \ctivc Authentic ition is detailed ui ihe ICAO PK1 
Technical Report Int’l Civil Aviation Org , PKI lor Machine Readable Travel Documents Offering ICC Read-I inly Access at 15 
16, 2004, Imp //wwwicaoint, inrtd download/documents, TR-PKI" «20mtti'- - 2 0 1 0  "..’ Oread only” c20acccss“ o20v!_l pdf 
For more tnlonnalion about the history of the c passport, sec \m (aval Liberties Union, Naked Data How the U 6  Ignored 
International Concerns and Pushed fot Radio t hips in Passports Without Security 2004),
Imp ‘www aclu "tg/privacy, spying/1578Orrs2O05O426 html
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sensitive in fo rm a t io n  were the equ iva len t o f  “ insta lling  a so lid  steel fro n t d o o r  to  y ou r house and 
then pu tting  |h* j . c  under the m a t ."19

C . R F I D  >e 'lied Cred it Cards Cracked

In  O c to b e r  2 0 0 6 , researchers at the U n ive rs ity  o f  M assachusetts A m herst dem onstra ted  a 
technique f o r  in tercep ting  the in fo rm a tio n  be ing  transm itted by an R F ID -em b ed d ed  credit card ; tens 
o f  m illion s  o f  s im ila r cards have been issued .20 P r io r  to  ro llin g  ou t these new  cards to consum ers, 
com pan ies like  A m erican  Exp ress and J .P . M o rg an  Chase c laim ed that the cards in co rp o ra ted  
p ro tec tion s fo r  sensitive in fo rm a tio n .21 H ow eve r, researchers fo u n d  that in fo rm a tio n  such as the 
c a rd h o ld e r ’s nam e and o th e r data was being transm itted  by d ie  R F ID  tag w ithou t enc ryp tion  and in 
p la in text. W ith  $ 1 5 0  o f  rcad ily -ob ta inab le  com pu te r and rad io  com ponen ts , the researchers 
deve loped  a reade r the size o f  a coup le  o f  pape rb ack  b ook s  and sk im m ed and s ro .ed  the in fo rm a tio n  
fro m  the new  R F ID -em b e d d e d  c red it card.

D . Ca liforn ia  C a p ito l En try  Cards Cracked

In  A ugust 2 0 0 6 , security researcher Jon a th an  W csthues show ed the vu lne rab ility  o f  high security 
areas that re ly  on  R F ID -em b ed d e d  ca .d  en try  system s.22 In  the shadow  o f  w o rke rs  insta lling the fina l 
stages o f  a $2  5 m illio n  in vestm ent m conc re te  barricades, posts, and o th e r security measures to  
secure the C a lifo rn ia  State C ap ito l, W csthues read the R F ID -em b ed d e d  entry cards o f  tw o C a lifo rn ia  
state leg is la tors In  a m atte r o f  seconds, the in fo rm a tio n  fro m  the R F ID  tag p opped  up on  his lap top  
screen. H e  transm itted  the in fo rm a tio n  fro m  his lap top  and, w ith the high security d o o r  be liev ing  he 
was A ssem b ly  m em be r F ran Pav lcy , he gained access to  the C a lifo rn ia  State C ap ito l.23

E .  Dutch E-passport Prototype Cracked

In  Feb rua ry  2 0 0 6 , the p ro to typ e  fo r  the R F ID  D u tch  e -passport was cracked on  na tiona l 
te lev is ion .24 In  less than two hou rs , the in fo rm a t io n  transm itted between the chip and the reader was 
u iterceptcd , s to red , and then cracked. T h e  c rack a llow ed fu ll access to  a ll the in fo rm a tio n  on  the 
passpo rt, inc lud ing  the digitized finge rp rin t, p h o tog raph , and o th e r encryp ted  and p la in  text data 
L ike  the B n tish  passport, the ease o f  c racking the p ro tec tion s was due in part to  the fact that the 
“ secret key ”  was no t-so -sec re t— it was sequen tia lly  issued and constructed  fro m  in fo rm a tio n  on  the 
face o f  the passpo rt, in c lud ing  its exp iration  date and passport num be r.25

F . V e r iC h ip  Hunran-implantable R I-ID  Cracked

In  Feb ru a ry  2 0 0 6 , the V e riC h ip , an R F ID  tag app roved  by the Federa l D ru g  A dm in is tra tion  
( “ F D A ” ) fo r  im p lan ta tion  in to  humans, was c racked by Jon a th an  W csthues in less than tw o h o u rs .26

19 Adam Launc is a computes expert and technical director of'Pie Bunker Secure Hos'Jng, a Kent based computer security 
company

;u John Schwartz, Researches Sec Privacy Pitfalls in No-Swipe Credit Card*, N Y TIMES, Oct ’ 3, 2006, at < .1
Set i.t ' \mcncan Express has said its cards incorporate 128 bit encryption,' and | P Morgan Chase has said that us cards, 

which it calls Blink, use the highest level o f encryption allowed by the I' S government
"  AB(: 7 News Cloning REID Tags in Sacramento (ABC television broadcast Aug 2006), a> ulable at 

hop /www youtube com, watch's- 4|pRFgDPWVA
Cap ilol bm.'img lo At ringedmlh barrica.itSILICON VAI.LT V, SANjOSE B f MNEibJOL’RNAL, anntablrat 

http www biz|i>urnals com, san|usc, Atones, 2002. 0 3 /18, \Iai!y35 html In 2002, the Legislature voted to allocate funds for ihe 
Capitol building to be nnged with barncades. This work w as completed in 2006

' 4 Thomas Ricker, Dttl.h RFID e passport VS ntxlf, ENiiADt.l 1 , Eeb 3, 2006,
http /, www engadget com/2006/02/03/dutch-rftd-e passport crackcd-us-next/

The Dutch c-passport, also based on rhe ICAO standard, also failed to incorporate additional optional technological 
protections such as active authenticanon fo r  more information, sec discussion infra Part 111 B

\nnalee Newitr, TU RFID Hacking IJn.JtrgrT!und, Vk iKlD, May 16, 2006, 
http www wired com/wired archive. 14 OS, rfra_pr ,itml, Susan Kuchinskas, Tht \tu> V/np tun, INTERN 1 1 ni aWOOM, Feb 0 , 
2006, http , www internetnews com/secunty,article php, 35S2971
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W h ile  the V e riC h ip  c o rp o ra te  website still c laim s that its tags arc “ sa fe ,”  “ secu re ,”  and “ cannot be 
coun te rfe ited ,”  W esthues was ab le to  read and c lone  the chip in the a rm  o f  a W in d N e u / s  re p o rte r in 
m ere hou rs w ith a reader the size o f  an M P 3  p layer and an antenna abou t five  inches lo n g .27 W h ile  
R F ID  techno logy  has “ e ve r increasing processing  speeds, w ider reading ranges, and la rger m em o ry  
capacities,” 2* the V enC h ip  has n o t becom e ha rder to  read and c lon e . S ince firs t c racking  the 
V e riC h ip , W esthues has show n that even sm a lle r techno logy, costing as Little as twenty d o lla rs  and 
requiring litt le  sk ill to  assem ble , can be used to  read and c lone the ch ip .29 T he re  are cu rren tly  o v e r
4 ,0 0 0  V e riC h ip  systems in sta lled  w o rldw ide  fo r  use in the healthcare, security, and g ove rnm en t 
s e c to rs 30 O n ce  the V e riC h ip  is read and c loned , the copy cou ld  be used fo r  w hatever p u rp o se  was 
u itcnded fo r  the in itia l ch ip , w hethe r it be identify ing a patient o r  accessing a secured loca tion .

C .  R F I D  G a s  Cards and  C a r  Keys Cracked

In  2 005 , researchers at Joh n s  H op k in s  University  cracked the security p ro tec ting  the R F ID  
devices w ide ly  dep loyed  in autom atic  E x x o n  M ob il gasoline purchasing passes and in au tom ob ile  
anu -the ft devices.31 U sing  a h om e-b rew ed  device costing a few  hund red  d o lla rs , the researchers 
successfu lly cracked the enc ryp tion  code o n  the Texas In strum en ts chips in th irty  m inutes. O nce  
they had the code , they used a la p top  and a sim ple R F ID  device to  fi ll up w ith gas fo r  free . T h e  w o rk  
at John s H op k in s  a lso revea led  the security vu lnerab iliues o f  anu -th e ft car devices that use s im ila r 
chips. Passive R F ID  tags are p laced in keys that arc authenticated by the steering c o lum n— i f  the 
R F ID  is n o t p resen t, the car is n o t supposed to s ta rt B u t these chips were a lso  easily cracked Th is  
research was a surp rise  to  m any car ow ners, but p robab ly  n o t to  m any car thieves. P o lic e  believe that 
car thieves o fte n  successfu lly  steal expensive cars, such as tw o o f  soccer star D a v id  Beckham 's 
custom -designed anu -th e ft B M W ’ s, by using so ftw are to  s p o o f the R F ID  system .32 T h e  security 
researchers sec the case o f  cracking these R F ID  dep loym ents as “ a sign that the backers o f  the R F ID  
industry are bemg sho rt-s igh ted  by trying to  ro l l ou t m ore  uses fo r  R F ID  devices b e fo re  their security 
and privacy issues arc addressed .” 33

IV  IM P A C T  O F  R F ID  O N  C IV IL  L IB E R T IE S  A N D  C O N S U M E R  P R IV A C Y

“ R F ID  techno logy  secures o u r privacy, p revents theft, and saves lives ”
—AeA Website, January 2, 200734
T h e  truth is that there is w idesp read evidence and accom panying conce rn  abou t the im pact o f  

R F ID  techno logy  on  p rivacy , financia l security, and persona l and pub lic  safety. T hese  concerns are 
n o t lim ited to  o rg an iza tion s that advocate fo r  civil rights, such as the A C L U  o f  N o rth e rn  C a lifo rn ia , 
but arc shared by g o ve rnm en t o rgan iza tion s such as the G ov e rn m en t A ccoun tab ility  O ff ic e , by 
elected rep resentatives, by independent researcher; w ho  specialize in R F ID  techno logy , and even by 
segments o f  the techno logy  industry itse lf.35

The VenChip corporate website claims that "unlike conventional forms o f identification, the VenCiup™ cannot he 
counterfeited It is safe, secure " Vent hip RFID Taps, hup www venchipcorp.com. content/company/fndtaps last visited 
Oct. 8 . 21)07)

Sn VenChip RFIO 101, http www s cntlupcorp com/content rompany/tfidlOl Iasi \ tsited Oct 8 , 2007)
-" For information on Jonathan Westhues work, sec Wcsthues' Home Pape, http /, cq cN/vchdty pi i last s isited Oct 8 , 2007)
v' Set VenChip'* Company Pape, http www venchipcoip com, company html (last visited t let 8 , 21)07),

Peter Weiss, Outsmarting the Esectrvnt, Cauktrptr Code Brraiers Beat St,lint's Scheme "J Car Lccki, Gas Pcorps, SCIENCE N ! A s 
I INLINE, Feb 5, 2005, hup . /www scicnccncws orp, articles 20CS0205 fobs asp

’ Roberr Vamosi, Cone in bO Seconds— Tie Hteh Tech I ersnsn, CNF.T NEWS, May 8 , 2006, hup news coin com/ 2100- 
•349_1 6060287 html

"  Jack M Germain, RFID Tethnoiog) Facedmils Pinaey Considerations, R-Cf i.MMl Rt.E TlMI .s, July I !, 2003, 
hup , , www ecomtncrcctimcs com story, 44406 html

14 Matthew Ka/mierc/aJt At Josh James, RFID Secunty, Pnvacy, and Good Public Policy, 
hup //www acanct orp publication*, id||_tfid_prad_ovrrview asp last visited Get 8 , 2007).

"  Neville- Pattinson, director ol Tcchnulopy Ac Government at Axalto Inc of Austin, Texas, commented at the |unc 7, 2006
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T ra c k in g :  T h e  use o f  R F ID  techno logy  m id en tifica tion  docum ents threatens to drastica lly  
reduce p rivacy  rights because o f  its poten tia l to  be used fo r  anonym ous and invisib le tracking Any 
in fo rm a tio n  that is transm itted rem ote ly  from  the R F ID  tag— w hethe r that is a name, socia l security 
num be r, o r  o th e r random  num ber— perm its tracking o f  the m ovem en ts arid activities o f  an 
ind iv idual. W ith  tests revealing that R F ID  tags can actually be read at a distance o f  m any feet, an 
ind iv idua l’s I D  m ay be read su rrep titious ly  as he o r  she walks th rough  a d oo rw ay  o r  ha llw ay, s'ts at 
the a irp o rt, stands at a po litica l ra lly , 0 1  visits a d o c to r ’s o ff ic e  o r  a gun show  R F ID  readers w ill a lso 
con tinue to get m o re  p ow e rfu l, w ith greater read ranges fitting in to  sm a lle r devices, m ak ing  them  
even m o re  p o rta b le  and easier to concea l.36

P r o f i l in g :  T h e  use o f  R i .D  techno logy in idcntificatu. docum en ts a lso lays the g ro u n dw o rk  fo r  
even m o re  w idesp read  p ro fi lin g  o f  individuals. P ro fi lin g  func tion s to  create a picture o f  a p e rson ’ s 
p riva te a ffa irs  o r  to  attem pt to p red ic t fu tu re  activities by aggregating a p e rson ’s m ovem en ts  o r  
transactions o v e r a p e riod  o f  time. T he  dep loym en t o f  R F ID  techno logy  in g ove rnm en t 
id en tifica tion  docum en ts and the existence o f  uh iqu itou „ readers w ou ld  enab le the gathering o f  
im m ense am oun ts o f  data. T h e  aggrcgauon o f  such data w ill enab le the g ove rnm en t, and po ten tia lly  
thud  parties w h o  are a lso  dep loy ing  R F ID  readers, to  have in tim ate details o f  pnvate lives, inc lud ing 
pe rsona l in fo rm a t io n  such as medical p red isposition s o r  pe rsona l health h istories.

R F ID -e n a b le d  p ro fi lin g  is a lready being dep loyed  in the com m erc ia l s cto r. F o r  exam p le , 
am usem ent p a rks are a lrc dy using R F ID  tags to determ ine wrhat attractions are m os t p o p u la r .37 A t 
L ego land  in D e n m a rk , the pa rk  ren ts R F ID  bracelets to  pa ren ts , m arketing  them  as a to o l fo r  parents 
to  f  nd th eu  ch ild ren  i f  they get lo st. But, m eanw hile , the parks a lso  co llec t the data f r o m  the R F ID  
rags to  de te rm ine  h ow  fam ilies use the park , such as “ " tu g fin g j c on sum e r interest in new  rides, even 
new  L eg o  bu ild ing  sets.” 38 M uch m ore  sophisticated systems that use m ob ile  phones are n ow  being 
deploy* L  The R F ID  reader phones are designed to  read tags that p eop le  com e in to  con tact w ith  that 
are em bedded  m reta il stores o r  in the products ^ ring  so ld  tn those stores. W hen  the p h on e  ^eads the 
tags, the so ftw a re  runn ing  on  the phones sen ou t in fo rm a tio n  such as the stores that peop le  
visited. “ T h en  die system  in fe rs p eop le ’ s behaviors and de live r(s ) in fo rm a tio n  based on  the in fe rence 
resu lts .’ ’ ”

/. Government Accountability Office ( G A O )

C once rn s  abou t h ow  R F ID  techno logy cou ld  be used fo r  tnapp ropnatc  tracking and p ro fi lin g  
w ere b rough t o  the a ttention o f  Congress by the G A O  in May 2 0 0 5  in its rep o rt: Information 

Security— Radio Frequency Identification Technology :n the Federal Governm entA  T h e  G A O  fo u n d  that "the  
use o f  tags and databases raises im po rtan t security conside ra tions re lated to  the con fid en tia lity , 
in tegrity, and availab ility  o f  the data on  the tags, in the databases, and in h ow  this in fo rm a tio n  is 
being p ro tec ted . K e y  pnvacy concerns include tracking an ind iv idual's m ovem en ts and p ro fi lin g  an 
ind iv idual's hab its , am ong  o th e rs .” 41

A .  T r a c k in g  a n d  P r o f ilin g : C oncern s  E x p r e s s e d  by  D iverse  G r o u p s

DFfS Data Pnvacy am) Intcgntv Advisory Commuter that "|i|t's inappropriate lo use RFID technology for tracking and 
auihcntjcalmg identities o f people " He further noted, |y|ou can think o f RFID is an insecure barcode with an antenna " See Kim
I amcron, Homeland Secant) Pnt'.i.y Ofpit Sunn RFID Ttelincl/iyy, KlM C.VMI Ri iN's lo r  NT IIV Wl.BLOG, May 19, -006, hup // www idcntiryblng com -p 451

v l Inline tutorials exist for counterfeiting RFID cards and RFID readers the M/e of cell phones can be purchased online for 
inst a fcsv hundred dollars See Westhues Home Page, http o )cx prox pi last visited I let 8,2007) .online tutorial, \ uuitk 
Internet search for RFID card readers will reveal many lead * pneed at |ust a lew hundred dollars that attach to vour mobile 
device

Kelly Shcrmach, Lagu.WRFID Tnuks I-u  KiM, C-llecti Data, i RMBl'YUR, Oct 28, 2004, 
http www ennbuyer com, story Ixgoland RKIDTracks Lust KidsTollccis-Data-3” 694 html, tee also lustin Mafltclt, Te.nn ,'jy 
A  Sytnai Report/: Coeimmer Te.ino/iQ, WALL ST. | . Apr 25, 2006, at RI I

’* See Shcrmach, tuf.rj note 37
RFID in Japan, Sept I I ,  2006, http . ubtks net'local, b!og/|tnf/archives!, 005739 html

u‘ U S tiOV'l ACCOUNTABII IIYOFFK.F, uprj note 8

41 See t.l
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T h e  G A O  con tinued  by stating that “ [a ]m ong  the key pnvacy issues are n o tify in g  ind iv idua ls o f  
the use o r  existence o f  the techno logy ; tracking an ind iv idua l’s m ovem en ts ; p ro fi lin g  an ind iv idua l’s 
habits, tastes, o r  p red ilec tions ; and a llow ing  fo r  secondary uses o f  in fo rm a tio n .” 42 T h e  G A O  
expanded on  its conce rn s w ith tracking and p ro fi lin g . It  cautioned that:

[t]hc  w idesp read ad op tion  o f  the techn o log y  can con tribu te  to the increased occu rrence  o f  
these pnvacy  issues . . . .  tags can be read by any com patib le  reader. I f  readers and  tags 
becom e ub iqu itous , tagged items carried  by an ind iv idual can be scanned unb ekn ow nst to  
that ind iv idua l. Fu rth e r , the increased presence o f  readers can p ro v id e  m o re  oppo rtun itie s  
t o r  data to  be co llec ted  and aggregated.43

2. Department o f  H om eland Security D a ta  Privacy and Integrity Advisory Committee

S im ila r conce rn s abou t b o th  tracking and p ro fi lin g  w ere a lso deta led to  the D ep a rtm en t o f  
H om e lan d  '•curity in 2 0 0 6  by its D a ta  Pnvacy  an ’ In teg rity  A dv iso ry  C om m ittee  ( ‘ ‘P rivacy  A d v iso ry  
C on v ru tte e " , In  its F ina l R ep o rt re leased in D ecem be r 2 0 06 , the C om m ittee  w arned  o f  several 
concern s w ith the use o f  R F ID  in id en tifica tion  docum ents . It w ro te  that R F ID -em b ed d e d  
iden tifica tion  docum en ts m igh t enab le unau tho rized  access to  in fo rm a tio n  th rough  sk im m ing  and 
eavesd ropp ing , t in t  in fo rm a tio n  transm itted  m ight be reused o r  leveraged fo r  a second  pu rpose  
w ithou t the know ledge  o r  consen t o f  ind iv idua ls , and that such R F ID -e n a b le d  system s had the 
po ten tia l to  a llow  “ w idesp read su rve illance  o f  indiv iduals . . . w ith ou t the ir know ledge o r  c on sen t.” 45 
In  its D ra f t  R ep o rt , the C om m ittee  fo u n d  that R F ID  “ appears to  o f fe r  Utdc bene fit w hen  com pared  
to  the consequences it b rings fo r  pnvacy  and data in tegn ty ,”  and recom m ended  that “ R F ID  be 
d is fa vo red  fo r  iden tify ing  and rra rk in g  hum an  beings.” 46 In  its F ina l R ep o rt , released in D ecem be r, 
2 0 0 6 , the C om m ittee  set fo rth  a h ost o f  cn tena  fo r  agencies to  conside r when deciding w he the r to 
use R F ID  techno logy  in idenu fica tion  docum en ts , inc lud ing whether ano th e r type o f  techno logy  
cou ld  accom p lish  the goals w ith  few er p rivacy  and security risks .47

3. Institute oj E lectrical and Electronics Engineers ( I E E E )

H ie In su tu te  o f  E lec trica l and E lec tron ic s  Eng ineers , a n o n p ro fi t  g ro u p  rep resen ting  m o re  than
2 2 0 ,0 0 0  U .S . e lec tnca l, e lec tron ics , c om pu te r, and softw are engineers, has a lso  expressed serious 
w o rrie s  a b ou t the p rivacy and tracking issues associated with the use o f  R F ID  in id en tificauon  
docum en ts . In  its p os ition  paper adop ted  by the B oa rd  o f  D ire c to rs  in 2 0 0 6 , the g rou p  stated that 
“ R F ID  systems p resen t a unique technica l and po licy challenge because they a llow  data to  be 
co llec ted  inconsp icuous ly , rem o te ly , and by unknow n , unau tho rized , o r  un in tended  endues ” 4S It 
advised that “ [t]hc security p ro v is io n s  fo r  data acquired using R F ID  techno logy  m ust adequately 
address the fact that data can be co llec ted  at a distance, in consp icuously  and even un in ten tio n a lly ,” 49 
T h e  IE E E  was a lso  very  conce rn ed  abou t in fo rm a tio n  being used fo r  secondary' pu rp oses unre lated

Id. at 3 
*' Id at 22

14 The Pm acy Advisory Committee was created to advise the Secretary o f the Department o f Homeland Security and the 
D l IS Chief Pnvacy Officer on programmatic, policy, operational, administrative, and technological issues relevant to DUS that 
affect individual privacy, data integnty, data interoperability and other pnvacy ielated issues For more information, see
Home la n d  SEccrjty , Privacy o f f ic e — DHS D ata  P rjv  \cy and In te g r ity  advjsi iry  Committee Aug 1 3 ,2 0 0 7 , 
anui.ivit a/Imp t wivwdhs.gov/xinfosharc committee**, edironal_0512 >htm

 ̂D epartment of Homeland Security , The i .m of R F ID hor IP  man identity Vt r ie ilahon , Report No :ow»
2<X)6‘ . iis iiM e  j: http www dli> go\ xlibrary asset*, pm acy, privaey_advcom_ 12 2(X)6_rpi_RFID pdf

4 The Use or- r i- id  fo r  He man Identification, DHS Draft) 7, jm M * h
http www dh> gov/\ljbrary, assets, privacy/pnvacy_advcom_rpt__rhd_draft pdf

D f P NRTMENT OF Hr>MEEAND SECURITY, ittpra note 45
*" " Ihi> statement was developed by the Committee on Communications uid Information Policy ill the IEEE-I ’nitcd States 

of America IFiFE I SA and represents the considered judgment o f a group o f L’ S I FEE member? with expertise in the subject 
held IFPE-USA is an organizational unit of The Institute of Electrical and Electronics Engineers, Ini created in 1973 to advance 
the public good and promote the careers and public policy interests o f the more than 2 2 0 ,0 0 0  elcctncal, electronics, computer and 
softw are engineers who arc I 1 S members o f the IEEE I*hc positions taken by IEEE-1 ’S \ do not necessarily reflect the views of 
IEEE or its other -gamzational units " Dei eloping National Policies, mfrj note 2
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to the o rig in a l reason fo r  carry ing o r  using the P F ID -em b ed d e d  card, w ithou t the know ledge o f  the 
c ird h o ld c r : “ [b jecause data in an R F ID  ne tw o rk  has little hum an in te rven tion  and is acquired 
im m ed ia te ly  du ring  a transaction and can even be acqu ired fo llow in g  a transaction , the data 
aggregation and use fo r  pu rposes o th e r than those in tended are p oss ’btlities that m ust a lso be 
addressed .” 50

4. Industry Representatives

In du stry  representatives have a lso fo rm a lly  < xprcssed w orries that som e fo rm s o f  R F ID  
techno logy  sign ifican tly  threaten privacy. In  its le tte r to  the State D epa rtm en t, the Sm art C ard  
A lliance , a m a jo r  “ sm art ch ip ”  industry g ro u p ,51 exp la ined that E P C  2 G lo b a l tags, a basic fo rm  o f  
R F ID  techno logy  that lacks add itiona l m ultilayered p ro tec tion s , “ was designed to  track packages and 
p rodu c ts ”  and “ is n o t the app rop ria te  techno logy  to  use fo r  securing hum an iden tifica tion  
system s.” 52 T h e  Sm art C a rd  A lliance c on firm ed  that R F ID  tags such as this “ release their iden tifie rs .

. to  any com pa tib le  reader, w ith n o  ability to  au thorize  that the reader is a llow ed  to access the 
in fo rm a tio n  p r io r  to  re leasing the data.” 55 T h e  R F ID  techno logy  being conside red  by the federa l 
governm e;» i f^ r use in the passport card “ docs n o t suppo rt the necessary security safeguards to . . . 
p reven t the c itizen ’s unique re fe rence num ber fro m  being tracked when it is outside o f  its p ro tecuve  
s leeve.” 54 T h e  Sm art C ard  A lliance conc luded  by stating that "w h ile  these vu lnerab ilities may n o t be 
critica l in a supp ly  chain app lica tion  because the in fo rm a tio n  conta ined o n  the tags is n o t sensiuve, 
they are serious issues fo r  any hum an id enu ficauon  app lica tion .” 55

T h e  A eA  and leading techno logy  com panies have a lso echoed the concerns that c o re  R F ID  
techno logy  docs n o t adequately p ro tec t p rivacy. In  a 2 0 0 6  le tte r to  the D epa rtm en t o f  State and 
D ep a rtm en t o f  H om e lan d  Security regard ing what type o f  m achine-readab le techno logy  shou ld  be 
dep loyed  in the new  W este rn  H em isphere  T rave l In itia tive (“ W H T I ” ) card , die trade o rgan iza tion  
and com pan ies exp la ined that basic R F ID  designed fo r  identify ing pallets o f  good s and a llow ing 
rap id in ven to ry  tracking is ‘ in app rop ria te  fo r  pe rsona l id en tifica tion  app lica tion s ."5*'1 Such R F ID  
techno logy  has a ve ry  lo n g  read range, on  the “ o rd e r o f  3 0  feet, o r  m o re ,”  and w ou ld  "pe rve rse ly  
m axim ize the possib ility  . . o f  an illic it acto r ‘ tracking ’ a pe rson  at very lo ng  ranges.” 57 The 
in fo rm a tio n  o n  the tag cou ld  a lso be “ su rrep titious ly  sknn fm ed ].” 5" T he  le tte r urged the gove rnm en t 
agencies to  recons ide r w hethe r to  use basic R F ID  techno logy because its use "w ou ld  po ten tia lly  
threaten ind iv idua l U .S . citizen p rivacy .” 59

5. Elected Officials

E lected  o ffic ia ls  are a lso  becom ing increasing ly a larm ed abou t the im p lications o f  R F ID  
techno logy  used in iden tifica tion  docum ents. S ena to r 1 li lla ry  C lin ton  (D -N Y )  subm itted a le tte r to

" Id
41 The Smart ('aid Mluncc is a membership organisation that "includes over 150 U S based and international organizations 

covering the hill spectrum [of] industry suppliers, integrators, and end user groups " Smart t aid Alliance Activities Overview, 
litrp www sm.iittaidalli.incc org, pages, activities last visited Nov 11, 3007)

*•’ Smart Card Alliance, Comments on the .Smart Card Alliance to the Department of State Fcdcril Register Notice, Nov 3, 
2it00, at 3, http , www smarrcardallianceorg resources, pdf Smart_Card_.\lhancc_Rcsponse_Passport_Card_Final pdf

' Smart Card Alliance Identity Council, Contactless Smart Cards vs I PC Gen 2 RFID Tags Frequently Asltcd Questions, 
July 3006, at 5, hup www smartcardalliancc org, resources pdf, L PC_t ien_2_FAQ_FI\’ Al. pdf

* Press Release, Proposed Passport Card with RFID Technology rtad News for Pns acy and Secunty, Says Smart 0  ud 
Alliance. (Oct 10, 2*106', http , www markcrwire com. inw/ release doud ”’08412

"  Smart ( ard Vlliancc Identity Council, tupn note 53, at 5
•' Ihis January 30, 2006 letter was signed by AeA. Antcon International Corporation, \\alto Inc , (icmplus t orporadon. 

liu  sccke <Sr Dement Cardtcch, Inc, Inlineon Technologies, Oberthur I ard Systems of Ariuncan, Philips Hiectromcs North 
\incnca, and Texas Instruments, Inc Letter from AeA to Department o f State and Department of Homeland Secunty, RFC 
Pnvacy and Security Concerns with die use of KPCglobal I MF Generation 2 technology in the Western IIcmupherc I'ravel 
Initiative (Ard Program. Jan 30, 2006. http www aeanct mg, governmentaffairs/ AcA_Lctter_Jan_J0_2006 a«p

'■Id
''Id .
" I d
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the State D ep a rtm en t expressing her distress that the adm in istra tion has n o t fu lly  considered the data 
security and p n vacy  conce rn s o f  a p rop osed  bo rde r-c ross in g  identification card that w ou ld  con ta in  
R F ID  techno logy .60 S en a to r J o h n  Sununu (R -N H ) and Sena to r D an ie l A kaka (D -F I I )  have also 
p ro p o sed  leg is la tion  to  address the possib le  techno log ica l im p licauons o f  poten tia l w idespread use o f  
R F ID  techno logy  in I D  docum en ts like d r iv e r ’s licenses, and the security risks associated with 
databases that m igh t be  bu ilt as a resu lt.61 State representatives a round  the coun try  have in troduced  
m o re  than fifty  b ills  in tw enty-seven states addressing pnvacy and security im p lications o f  R F ID  
techno logy  use by the g ove rnm en t and com m erc ia l sectors.62

B. Insecure R F I D  Tecano/ogy Interferes u/itb Constitutional Rights

G ro u p s  fr o m  across the sectors are right to  express a la rm  abou t the use o f  insecure R F ID  
techno logy  in g ove rnm en t id enu fica tion  docum ents. Its  use w ill have w idespread impact o n  privacy 
and free  speech rights. Such rights are n o t asp ira tiona l, but arc guaranteed by b o th  the Un ited  States 
C on s titu tion  and fu rth e r augmented by many state constitu tions.

1. Insecure R F I D  Impacts Privacy Rights

P rivacy  righ ts are guaran teed by the F ou rth  A m endm ent to  the Un ited  States C onstitu tion  and 
m any Mate c on s titu tion a l p ro v is io n s .63 T he  F ou rth  A m endm en t p rom ises a ll Am cncans a zon e  o f  
c o n f .o l a ro u nd  th e ir bod ies and possessions that the gove rnm en t cannot enter w ithou t reasonab le  
cause. This zon e  o f  c o n tro l extends fa r beyond  the fro n t d o o r  o f  a h om e— it a lso  pro tects p laces o r 
th ings that a p e rson  “ seeks to p reserve as private , even in an area accessible 1 0  the pub lic .” 64 T h e  use 
o f  insecure R F ID  techno logy  in gove rnm en t id en tifica tion  docum ents in terfe res with F ou rth  
A m endm en t rights by fac ilitating un reasonab le  searches.

2. Insecure R F I D  in Government ID s  Facilitates Unreasonable Search

The  use o f  insecure R F ID  in gove rnm en t identification docum ents facilitates unreasonab le  
searches. A search v io la tes the F o u rth  A m endm ent i f  the gove rnm en t v io lates a subjective 
expec ta tion  o f  pnvacy  that society recognizes as reasonab le .64 The inquiry in vo lves tw o discrete 
questions: (1 ) has the ind iv idua l, by his o r  her conduct, “ exh ib ited an actual (sub jecuve) expectation 
o f  p rivacy ”  b y  seeking to  p reserve som eth ing as p riva te ; and (2 ) w hether ihe ind iv idua l’s subjective 
expec ta tion  o f  p rivacy  is on e  that "soc ie ty  is p repared  to  recogn ize as ‘ reasonab le ’ ”  o r  justifiab le  
under the c ircum stances.66

In d iv id ua ls  take actions to  p reserve the pnvacy o f  the pe rsona l in fo rm a tio n  on  gove rnm en t 
id en tifica tion  docum en ts , and the ir expectation o f  p rivacy fo r  the in fo rm a tion  on  these docum ents is 
one  that society has lo n g  recogn ized as reasonab le. Ind iv idua ls g o  to  great lengths to  p reserve the 
p rivacy o f  the p e rson a l in fo rm a tio n  on  their g ove rnm en t id en tifica tion  docum ents , guard ing them

Alice Liposvicz, Ciinton M J  Cant Imteaim \red> 'Rj£un>m' Renew. GOVLRNMl NT CoMPt ftR NLWs, Dec 19, 2006, 
hup //www pen com,'online/volt_no1 ,'42815-1 html

1 Renee Boucher Ferguson, StaMtn £>mite»ee Vie i f  RFID m H Panportr, Saliona. IP Cards. tW t IK , Dec. 15, 2006. 
hirp www ewcck com, article2/0,1759,2073670,00 asp

"■ Am Legislative Exch 1 ouncil, RFID Stale Legislative Activity,f )cf 2006, http 'downloads heartland org 20144 pdt
1 "The nghl o f the people to be secure m their persons, houses, papers, and effects, against unreasonable searches and 

seizures, shall nor be violated, and no Warrants shall issue, but upon probable cause, sujiportcd bv ( >.ith or affirmation, and 
particularly describing the place to be searched, and the persons or things to he seized US ( t)NM amend IV The states o f 
Maska, An/ona, ( Allforma, Florida. Hawaii Illinois, Louisiana, Montana, South Carolina, and Washington have explicit 

conslltulional pnvacy provisions National Conference o f Plate Legislalurcs, Privacy Protections in State ( /institutions, 
http www ncsl.org/programs/lis/pnvacy/>t.itecon»tpnv03 him last visited Nov 1 1 . 2007 The District o f Columbia also 
includes an explicit pnvacy provision in us code D C ( DDF., J I 4 2001 The California pnvacy provision will be discussed laict 
in more depth

4 Katz v L'mted States, 389 U S 34” , 351 < 1967) (reversing Olmstead v United Stares, 277 U S 4381928)) holding that a wiretap o f a public telephone violated the Fourth \mendtnent,
Kyllo v United Stales, 533 U S 27, 33 (2001)
AA/* 3«9 U S at 361
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safe ly  away fro m  v iew  in wallets and pu rses.67 T h is  in fo rm a tio n , h idden  away, cann ot be read and 
reco rded  by law en fo rcem en t w ith m ere ob se rva tion . Ind iv idua ls  m ust e ither be s topped  and fo rc ed  
to  p roduce the ir id en tifica tion  docum en ts , o r  techno logy  m ust be u tilized  to  penetrate an in d iv id u a l’s 
p ocke t o r  purse to  read this m fo rm au on . Ind iv idua ls have n o  reason to  th ink  that the in fo rm a tio n  
s to red  on  docum ents away from  pub lic  view  cou ld , o r  sh ou ld , be accessed fro m  a d istance w ith ou t 
their know ledge o r  consent.

A n  ind iv idua l’ s expectation o f  p rivacy o v e r the in fo rm a tio n  on  g ove rnm en t id en tificauon  
docum ents is a lso reasonab le  and suppo rted  b o th  by state law  and Sup rem e C ou rt ju risp rudence . 
M any states have passed statutes which p ro v id e  exp lic it au thority  to  law  en fo rcem en t to  requ ire  
ind iv iduals to  d isp lay the ir d riv e r ’s licenses fo r  id en tifica tion  pu rp oses .68 H ow eve r, in iua i s tops o f  
ind iv iduals , which then lead to  requests by law  en fo rcem en t to  d isp lay id en tifica tion , m ust su ll be 
based on  reasonab le  susp ic ion .69 Thus, the defau lc p o s it ion  is that ind iv iduals , absent reasonab le  
suspicion by law  en fo rcem en t, have c o n tro l o v e r the ir p e rsona l in fo rm a tio n  and the d isc lo su re  o f  
the ir identities O th e r  states, such as C a lifo rn ia , p ro v id e  even m o re  extensive p ro te c tio n  to  
ind iv iduals o v e r the pe rsona l in fo rm au o n  o n  the ir id en tifica tion  docum en ts . C a lifo rn ia  law  p roh ib its  
a business from  retain ing o r  using pe rsona l in fo rm a tio n  from  a d r iv e r ’s license fo r  any o th e r pu rp o se  
than to  satisfy a legal requ irem en t.70 A  liq u o r m erchan t can ask to  see an ind iv idua l’s license to  v e rify  
date o f  b irth  in o rd e r to  satisfy the legal requ irem en t to  check d rink ing  age, bu t c m n o t reta in  o r  use 
any o f  the o th e r in fo rm a tio n  on  a license.

T h e  Sup rem e C o u rt has long  fo u n d  F ou rth  A m endm en t p ro tec tion  against sca r:h e s  that cannot 
be conducted with m ere ob se rva tion , but requ ire  physica l o r  techno log ica l in tru sion . In  B ond  v. U n ited  

States, the C ou rt he ld  that fee ling so ft  luggage was a search, staung that “ [p jhysica lly  invasive 
in specuon  is sim p ly m ore  in trusive than pu re ly  v isua l in spection  ” 71 In  K jllo  v. U n ited  States, the 
Sup rem e C ou rt fo u nd  that the use o f  the rm a l im aging techno logy  to  determ ine w he the r illega l 
activities were occu rring  inside a h om e , — in fo rm a tio n  that w ou ld  otherw ise requ ire  physica l 
in tru s ion  in to  the h om e  in o rd e r to  discern— was a lso  a search p roh ib ited  by the F o u rth  
A m endm en t T he  C o u rt  fo u n d  that “ w here . . the G ov e rn m en t uses a device that is n o t in genera l 
pub lic  use, to  e xp lo re  details . . . that w ou ld  p rev iou s ly  have been unknow ab le  w thou t physica l 
in tru s ion , the surveillance is a search .” 72 W h ile  the h om e  has always been a ffo rd e d  the h ighest ca liber 
o f  F o u rth  A m endm en t p ro tec tion , R F ID  readers, like  the rm a l im agers, use a techno logy  to  invade a 
core  area o f  pe rsona l space. T h e  p rivacy im p lica tions o f  R F ID  techno logy  m id en tifica tion  
docum en ts shou ld  be considered equa lly  because the techno logy  enab les the rem ote  and su rrep titious 
reading o f  in fo rm a tio n  safeguarded in spaces away fro m  pub lic  view , creates the p o ten tia l fo r  identity 
and loca tion  in fo rm au o n  to  he reco rded  fo r  perpetu ity , facilitates law  en fo rcem en t acUons that arc 
tan tam oun t to  un reasonab le  stops, and enab les un reasonab le  search.

61 The Supreme Court has held in some cues that there is 110 Fourth Amendment protection over information exposed to 
the public Set United Stales . Knotts, 460 U S 276, 281 (1983) (tracking a car’s movements with an electronic beeper did not 
violate the Fourth Amendment because a "person traveling in an automobile on public thoroughfares has no reasonable 
expectation of pnvacy in his movements from one place to another") Sit atro Dow Chemical Co v United States, 476 U S 227 
1986) 'holding that aenal photography o f chemical company’s industrial complex was not j  search for Fourth Amendment 

purposes, However, in the circumstances surrounding RFID technology, law enforcement obtain- access to identity information 
that is not exposed to the public and would not otherwise be accessible through naked rye surveillance Tims, RFID should be 
distinguished and found in implicate the Fourth Amendment

4 See V.4 Com . \NN 4 16 2-104 (2007 . WASH RLV U.oDUANN ' 46 20 037 LexisNcxis 200'), I l lA H O  CODt ANN 5 4 9  

316 .2007)
Mtibclv Sutth Jud, D im t.t u lN cv , 542 US 17", 184 1 85 (2004) interpreting-top and identify statute and finding that 

Fourth Amendment was not violated by requiring individuals to reveal identity to police officer in the course of reasonable stop 
under Terry v t Ihio, 392 U S I 1968) holding that police may only slop individuals on the pubbc streets and conduct a limited 
Insk search if they hat e a particularized, objective, and reasonable basis for believing that cnmuu) activity may be afoot or that a 
given suspect may be armed and dangerous)

1 CU. CIV CODI* t> 1798 90 i Dccnng 2llG7)
’ Bond v United Slates, 529 U S 334,33" 2000 
”  Kjt\ 5.11 US at 40
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In  add ition  to  F o u rth  A m endm en t concerns, the p rivacy issues associated w ith the use o f  
insecure R F ID  techno logy  in iden tifica tion  docum ents may a lso  im plicate state constitu tiona l 
p ro tec tions . F o r  exam p le , the su rrep titious m on ito ring  and reco rd ing  o f  identity and loca tion  
in fo rm a tio n  that is facilitated by insecure R F ID  in id cnu fica tion  docum en ts is exactly the type o f  
“ m od e rn  th rea t”  that was the focus o f  the C a lifo rn ia  Pnvacy  A m endm en t.73 O ve rw he lm ing ly  
app roved  by C a li fo rn ia  vo te rs  in 1972 , the Pnvacy In itiaUve was designed specifica lly  to guard  against 
the expans ion  o f  g o ve rnm en t survcd lance and data co llec tion . T h e  b a llo t argum ent in fa v o r o f  the 
p ro p o s it io n  cited “ the p ro li fe ra t io n  o f  gove rnm en t snoop ing  and data co llec ting  [that] is threaten ing 
to d estroy  o u r  trad itiona l fre e d om s .” 74 In  White v. Davis, the firs t C a lifo rn ia  Sup rem e C ou rt to 
in terp re t the pnvacy  am endm en t noted :

[T ]h e  m ov in g  fo rce  beh ind  the new constitu tiona l p ro v is io n  was a m o re  focused  privacy 
c once rn , re la ting  to  the accelerating encroachm ent o n  pe rsona l fre e d om  and security caused 
by increased su rve illan ce  and data co lle c tion  activity in c on tem p o ra ry  society. T h e  new 
p ro v is io n ’s p rim a ry  pu rp o se  is to  a ffo rd  individuals som e m easure o f  p ro te c tio n  aga iis t this 
m os t m od e rn  th reat to  p e rson a l p rivacy .75
State c on s titu tion a l p ro tc c t io rs , like  those in C a lifo rn ia  and o th e r states, sh ou ld  a lso be fo u nd  to 

safeguard ind iv idua ls against un reasonab le  incursions on  the ir p rivacy due to  insecure R F ID  in 
iden tifica tion  docum en ts .

4. Insecure R F I D  Technology Impacts Rights to Free Speech

T h e  use o f  insecure R F ID  techno logy  in identification docum en ts n o t o n ly  im pacts o u r 
fundam enta l rights to  pnvacy  a ffo rd e d  b o th  by the U .S . C on s titu tion  and som e state constituuon s , 
but Iso  ch ills  o u r  ability to  exercise o u r nghts to  free exp ress ion  by p reven ting  p eop le  from  
rem ain ing anon ym ou s . F o rc in g  p eop le  to  carry a gove rnm en t ID  w ith insecure R F ID  techno logy  is 
tan tam oun t to  requ irm g  p eop le  to  po ten tia lly  id enu fy  them selves w heneve r they w a lk , speak, o r  " ie e t 
in pub lic . W ith  insecure R F I D  in a docum ent that you  need to  carry o n  a daily basis, it w ou ld  be 
p ractica lly  im poss ib le  to be in a pub lic  place w ithou t w onde ring  w hethe r the g ove rnm en t was 
m on ito rin g  and reco rd ing  w h o  you  were, where you  were, and what you  w ere doing . T h e  loss o f  
p rivacy and anon ym ity  leads to  a reduced w illingness o r  op p o rtu n ity  to  engage in un fe tte red  speech 
and uneasiness abou t h ow  o n e ’s activities m ight be perceived by o thers . “ N o  m atte r h ow  innocent 
one's in tenuons and actions at any given m o m e n t . . persons w ou ld  th ink m o re  ca re fu lly  b e fo re  they 
did things that w ou ld  becom e part o f  the reco rd .” 76 Ind iv idua ls m ight stop  them se lves from  
partic ipating in a po lit ica l p ro te s t o r  attending a gun show  i f  there was a possib ility  that their 
identities and lo ca tion s  were be ing  m on ito red  su rrep titious ly  and reco rd s were m aintained abou t their 
activities. F ro m  p o liu ca l speech to  daily activities, once ind iv iduals th ink  they c ou ld  be “ ob se rved  and 
reco rded , the ir habits change; they change.” 77

T im e  and tim e again, the Sup rem e C ou rt has p roh ib ited  g ove rnm en t activities that in te rfe re  with 
the p ro p e r exercise o f  free speech. Laws requiring peop le  to  id en tify  them se lves when expressing 
them selves in pub lic  are unconstitu tiona l; the same is true fo r  laws requ iring  id en tifica tion  o f  a 
p e rso n ’s assoc ia tion  w ith o th e rs  o r  w ith orgam zauons. Ind iv idua ls have a right to  p ro test, d istribute 
lea fle ts , and c ircu late  petitions a n o n ym ou s ly ,8 and it is im p rope r to  fo rc e  d isc losu re  o f  m em bersh ip

) .  Insecure R F I D  Im p lic a te s  State C o n s t it u t io n a l Protections

' The election brochure provides insight into the legislative history o l the amendment Set White v Davis, 13 ( al id "5?
” 3-775; 1975)

U  at 774
•' l,L

Richard Wasserstrom, Privacy Some Arguments and Assumptions, PHILOSOPHICAL DIMENSIONS Ol PRIVACY 323-26 
Ferdinand David Schocman, cd , Lain bridge L’mv Picss 1984), cited in ( hnstopher Slubngin, Public Privacy Camera Surveillance 

o l Public Places’ and the Right to Anonymity, 72 Miss I.J 213, 243 (2002)
7 Nicholas C Burbules, Pnvacy, Surveillance, and Classroom Communication on the Internet, \C( F.Sfi i H O T ; ,  available at 

http faculty ed uiuc edu burbules papers,'pnvacy html (last visited Mar 23, 2007',, cited in Slohogin, mpr.i note 76, at 244
' Buckley v Ain Constitution Law Found , 525 I S. 182 (1999) sinking down C olorado's ies|uirement ihal petition
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lists.79 F u rth e rm o re , cou rts have ru led  that su rve illance that targets ind iv idua ls , intim idates them , o r  
d iscourages attendance at an o rgan iza tiona l activity o r  m em bersh ip  in an o rg an iza tion  is an im p rop e r 
in frin gem en t o n  free  speech and the right o f  assoc ia tion .80 As U .S . Sup rem e C ou rt Justice J o h n  Pau l 
S tevens c om m en ted  in McIntyre v. Ohio Elections Commission, in which the C ou rt fo u n d  it 
u nconstitu tiona l to  p roh ib it the d istribu tion  o f  anonym ous cam paign lite ratu re , “ [t]he decis ion  in 
fa v o r o f  an on ym ity  [is] m otiva ted  by fear o f  econom ic  o r  o ff ic ia l re ta lia tion , by conce rn  abou t soc ia l 
o strac ism , o r m ere ly  by  a desire to  p reserve as m uch  o - o n e ’s p rivacy as poss ib le  . . . [it] is an aspect 
o f  fre ed om  o f  speech p ro tec ted  by the F irst A m endm en t.” 81 T h e  use o f  insecure R F ID  in 
id en tifica tion  docum ents is inapp rop ria te  because o f  its ch illing e ffe c t o n  the exercise o f  free speech.

Liberty and Human D ignity: In  add ition  to  pnvacy and free speech conside ra tions , R F ID  
techno logy  a lso  rep resents a real threat to  the dignity o f  ind iv idua ls in o u r society and reasonab le  
expecta tions abou t the inalienab le freedom s o f  ind iv iduals . H um an  beings shou ld  n o r be tagged and 
tracked like  a p rodu c t o r  a piece o f  cattle. B y  v irtu e  o f  being hum an , we have inalienab le ngh ts to 
liberty— rights that are fu rth e r cod ified  fo r  Am ericans in  o u r  fo u n d in g  docum en ts and in the Um ted  
N a tion s  D e c la ra t io n  o f  H um an  R ights.82

A s the ed ito rs o f  Scientific Am erican w ro te  in response  to  le a rn ing  abou t the use o f  R F ID  tags in 
studen t badges in  Sutte r, C a lifo rn ia , “ tagging ju n io r high sch o o l k ids becom es a fo rm  o f  
in doc trin a tion  in to  an emerging surveillance society that young m inds sh ou ld  be learn ing to  question  
. . . W idesp read  ad op tion  o f  hum an-tracking devices sh ou ld  neve r be em braced w ithou t serious and 
p ro lon g ed  d iscussion  at a ll levels o f  soc ie ty ."83

Personal Safety: T he  use o f  R F ID  techno logy  a lso has im p lica tion s fo r  b o th  p e rsona l and 
pub lic  safety. I f  in fo rm a tio n  on  id en tifica tion  docum ents can be sk im m ed  o r  eavesd ropped , a had 
ac to r m ay use th is in fo rm a tion  fo r  im p rop e r pu rposes. M any p e op le  have im po rtan t in terests in 
keep ing in fo rm a t io n  like their names and addresses pnva te , fro m  vu ln e rab le  popu la tion s like w om en , 
ch ild ren , and c rim e  v ictim s to  p eop le  w ith pub lic pos itions such as judges and d oc to rs  w ho  m ight 
n o t want the ir p e rson a l in fo rm a tion  accessed w ithou t the ir know ledge E ven  i f  the in fo rm au on  on  an 
R F ID  tag is lim ited  to  a unique iden tifie r num ber, a bad acto r m ay gain m o re  in fo rm a tio n  abou t an 
ind iv idua l by using that unique id cnu fie r to  access a database, by  v id eo  cam era, o r  by  c lose -range 
recogn ition  Subsequent sightings o f  that id en tifie r num ber, o r  s to red  reco rd s o f  when that id en tifie r 
n um be r was sighted at a pa rticu la r place in time, can then be linked  to  the individual. It  is im po rtan t 
fo r  ind iv iduals to  be  ab le to  m ain tain  c on tro l o v e r the d isc losu re  o f  th e ir pe rsona l in fo rm au on , and 
the use o f  R F ID  techno logy  in id enu ficauon  docum ents threatens this ability.

Clon ng and Spoofing: T he  use o f  R F ID  techno logy  in id en tifica tion  docum ents a lso  presents 
rea l conce rn s fo r  pub lic  safety. Basic R F ID  techno logy  enab les the reading o f  in fo rm au on  on  the 
chips. O n ce  som eon e  has read this in fo rm au on , they can use it to  access unau tho rized  areas and 
resources c ither by sp oo fin g  the card and sending ou t the rad io  signal w ith the in fo rm a tio n  fro m  a

solicitors wear an identification badge because it "discourages participation in the petition circulation process by forcing name 
idcnoftcauon without sufficient cause",, McIntyre v Ohio Elections Comm'n, 514 IJ S 334 1995) (sinking down an Ohio law 
prohibiting the distnbution o f anonymous campaign literature and taking note of "a respected tradition o f anonymity in the 
advocacy o f a political cause" , Lamont v Postmaster General, 381 U b .301 11%5) (st-uung down government measure that 
required individuals to notify the post olficc of interest in certain political materials before receiving them in ihe mail), Talley v 
California, 362 U S 60 ,'1960 (sinking down a ban on anonymous handbills, noting ihat "|p|crsrcutcd groups and sects ftom tune 
to time throughout lustory have been able to criticize oppressive praruces and laws anonymously” )

" N'AAf.P v Alabama, 357 U 5 449 11958) forbidding ihe state of Alabama from compelling the NAACl’ to disclose its 
membership lists)

Stt aisn Presbyterian < '•urch iU S A,) v United Stales, 870 F 2d 518 (9di Cir 1989) church suffered harm o f diminished 
membership as a result o f surveillance), Olagucs v Russoniello, 797 F 2d 1511 (9th Cir 1986) plaintiffs were targets o f 
surveillance)

"  McIntyre, 514 US at 341 42
Arucle 13 o f the UN P'clatauon o f I luman Rights "Everyone has the nght to freedom o f movement " Universal 

Declaration o f I luman Rights 11948', aaailable at http //avww un org/Overview, nghts html
Edtton.il, Human In tuitu) Conlnt, SCIENTIFIC AMERICAN (May 20U5), aiatiabtt at 

Imp www sciam com article cfm-articlcID 00093B44. "1 DB-t264 BIDB83414B7F0OIwi&>c 1100322
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la p top , as was d on e  by Jon a than  W esthues at the Sacram ento C ap ito l, o r  c lon ing  the card by taking 
the in fo rm a tio n  and encod ing  it on  ano the r c lup  in a new card.

A cco rd ing  to  industry representatives them se lves, basic R F ID  techno logy  does n o t have the 
necessary techno log ica l p ro tec tion s to “ e lim inate the risk o f  te rro ris ts , c rim ina ls , o r  illega l aliens w ho 
have a passing resem b lance to  legitimate ca rdho ld e rs  sp o o fin g  o r  coun te rfe itin g ”  cards.84 Basic R F ID  
techno logy  s im p ly  “ docs no t suppo rt the necessary security 5 guards to  a llow  b o rd e r o ffic ia ls  to  
v e rify  that the passport card is au then tic .” 85 A cco rd ing   ̂ the Sm art C a rd  A lliance, these 
vu lne rab ilities lead to the possib ility  o f  b o th  eavesd ropp ing o n  the transm issions and tam pering  w ith 
the actual ch ip to  s p o o f the transm ission  o r  c lon e  the card . T h e  data that is read c ou ld  be easily 
w ritten  to  a b lank tag, creating a dup licate tag. In  its le tte r to  the State D epa rtm en t and D H S , 
discussed supra, the A eA  and leading techno logy  com panies a lso  exp la ined  h ow  R F ID  is “ high ly 
suscepub le to  fo rg e ry ”  and h ow  “ very  easily ”  this can be d on e .86

A po ten tia l illic it hacker cou ld  very easily read (again, from  a d istance) the unique ID  
con ta ined  . . and easily create a dup licate . T h e  scenario can be im agined where a p o ten tia l 
te rro r is t su rrep titious ly  skim s the E P C  num be r in fo rm a tio n  . . and then easily creates a
dup licate  card w luch cou ld  then be used . . . .  A ll the po ten tia l te rro r is t need do  is be sure 
that the h o ld e r . . f  the fake  card resem bles the h o ld e r o f  the true W H T I  card in o rd e r to  pass 
a cu rso ry  visua l .spection .87
T h e  techno log )' industry itse lf has adm itted  th it rather lh an  keeping us sa fe r, using a techno logy 

that has been show n to  be extrem e ly  vu lne rab le  to  sp oo fin g  and c lon ing  and that a llow s peop le  to 
m ove  qu ick ly  th rough  security checkpo in ts w ith o n ly  a cu rso ry  visual in spection  “ w ou ld  poten tia lly  
underm ine  critical h om e land  secunty b o rd e r c on tro l p rog ram s and e ffec tiveness .” 88 Succinctly  stated 
by M a rc -A n th on y  S ig n onno , D ire c to r  and C oun se l fo r  T echn o log y  P o lic y , A eA , “ [ i ] f  it d o e sn ’t keep 
the bad guys ou t, i f  it ’s easily sp o o fed , then what g ood  is it?” 89

Financial Security: T he  use o f  R F ID  techno logy  in ld cnu fic a tion  docum en ts a lso threatens to 
fu rth e r increase incidents o f  identity th e ft and reduce the financia l security o f  Am ericans. As was 
show n w ith the recent crack o f  R F ID  c red it cards, basic R F ID  techno logy  transm its in fo rm a tio n  that 
can be p icked up  by anyone w ith a com pa tib le  reader. I f  sensitive p e rson a l m fo n n a tio n , such as a 
p e rso n ’s name, socia l security num ber, o r  account num ber, is encoded on  an R F ID  chip and not 
adequately p ro tec ted  w ith techno log ica l fea tu res that can resist c om p rom ise , the in fo rm a tio n  can be 
read and used fo r  im p rop e r pu rposes.

Id en tity  the ft is already a significan t and g row ing  p rob lem  in the U n ited  States. In  2 0 0 5 -2 0 0 6 , 8 9 
m illion  p eop le  w ere victim s o f  identity the ft. W ith  average losses o f  m o re  than $ 6 0 0 0  d o lla rs , tota l 
losses o f  m o re  than $56 b illio n  d o lla rs , and a cost o f  4 0  hou rs o f  tim e per p e rson  to  m ake c laim s and 
reso lve  lo sses, identity the ft a lready impacts a significant segment o f  the A m erican  p op u la tion .90 So , 
what advice d id the largest study o n  identity theft p rov ide  to  consum ers to  trv to  stem  the rise o f

44 "Unlike a solution based on EPC Gen 2 technology, ihe conlacdess smart card based solution supports features that can 
be used to venfy the authenticity o f the PASS card and eliminate the nsk of terrorists, emninals, or illegal aliens who has c a passing 
resemblance to legitimate cardholders spoofing or counterfeiting PASS cards to enter the United States undetected " Western 
Hemisphere Travel Initiative PASS Card Recommendations for Using Secure Contacdcss Technology vs RFID,
Imp www smarlcardalliance org/ iUiancc_acnvities, whti cfm last visited fan 8 , 2007)

*' Proposed P \SSport card with RFID technology bad news for privacy and secunty, says Smart 1 ard Alliance, upra note 54
4,1 I .titer from AeA to Prank u Moss, Deputy Asst Sec’y, Passport Sera tees, and Fl.une Dezenski, Acting Asst Sec’y, Border 

and Transp Sec Policy |an 30, 2006), jnu/atti M http , wvw acanrt org, govcmmcntaffaus/AcA_LctterJan_30_2006 asp
47 Id emphasis added)
« IS

Michael Ami me, Buait) l.mjj thf Bcrlrr, FPDf RAL C.OMPLTFR WFI K, Apr 24, 2006, Imp , WWW few rum, articlc'H] 56- 
04 24 06 Print

" I he 2006 Identity Fraud Survey Report— released by the Council ui Better Business Bureaus and fnvelin Strategy As 
Research—was reported to be the larges; study ever on identity theft It found that between 2005-2006, 8  0 million people aaetc 
victims o f identity theft, at an average rate of 6383, total of $56 6 billion

Press Release, New Research Shows Identity Fraud Growth Is Contained and More Control Than The} Think Jan 31,
2006), n ntabU ./Imp / www hhhonlme org, IDthell/safetyQui/ asp last visited Jamiat' 8 , 2007)
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identity the ft?  O n e  o f  its “ top  tips”  was to  “ keep all sensitive docum en ts , ch eckbooks and credit 
cards secure ly lo cked  away at h om e  and at w o rk .”  A  second  up  was to  “ n o t release soc ia l security o r  
account num bers in response  to  e -m ail, p h on e  o r  in -p e rson  requests.” 91 I f  pe rsona l in fo rm a tio n  is 
encoded on  R F ID  chips, it w ill be increasing ly d iff ic u lt to  m aintain  c on tro l o ve r this in fo rm a tion . 
R F ID  industry consu ltan ts w arn that, “ fg ]iven that R F ID  tags are m ade to  broadcast in fo rm au o n , the 
poss ib ility  o f  data th e ft by easily concea lab le  R F ID  scanners is ve ry  real. . . . These security p rob lem s 
are s im p ly  in h e ren t in the techno logy ."°2 L ock in g  up y o u r cards is n o t go ing to  help i f  the 
in fo rm au o n  encoded  on  an R F ID  tag can be read fro m  distance. T h e  study a lso said that while ID  
the ft is cu rren tly  a p ro b lem , m any peop le  can o fte n  de term ine h ow  the ir in fo rm au on  became 
vu lne rab le . ’3 T h is  is because a m a jo rity  o f  idenuty the ft occu rs th rough  lo s t o r  sto len w alle ts, credit 
cards, and check b o o k s  and m any peop le  can determ ine w hen and how  their in fo rm au o n  was 
accessed by an o th e r individual.'34 Since R F ID  techno logy  does n o t a lert an ind iv idua l to  when it has 
been read o r  by w hat reader, it w ill like ly  becom e ha rder to  de te rm ine when u ifo rm au on  has becom e 
vu lne rab le  and be ab le  to  track the sou rce o f  the idenuty theft.*’ 3

V . IM P A C T  O F  S U R V E IL L A N C E  IN F R A S T R U C T U R E

T h e  p rivacy and security conce rn s associated w ith R F ID  techno log )- its e lf arc m agn ified by the 
in te rp lay  o f  this techno logy  w ith o th e r surveillance in fra s tru c tu re  that is being deve loped  and 
dep loyed  by the g o ve rnm en t and being m arketed  by the p riva te  sec to r T he  cu rren t debate o v e r 
R F ID  techno logy  takes place w ith in  the la rger con text o f  an ex trao rd ina ry  expansion in the num ber 
and pervasiveness o f  techno log ies that p in p o k it an ind iv idual's idenuty and lo cau on— G lo b a l 
Pos iU om ng  System s (“ G P S ” ), ccll-s ite lo cau on  tracking, and pub lic  v ideo-su rve illance  techno log ies—  
as w e ll as the m ove  to  create g reater federa l id enu fica tion  s' stem s and integrated databases th rough  
p rog ram s such as Rea l I D  (which w ill create a N aU ona l I P  and a fifty -state  in terlinked  database) the 
new  c -p asspo rts , the W este rn  H em isphere  T ra v e l Ia iu a tive , and trave l databases such as the 
A u tom ated  T rack in g  System  (“ A T S ” ) .9' B y  accum ulating and aggregating countless ind iv idua l po in ts 
o f  data, these techno log ie s , ld en tific auon  systems, and databases threaten to  a llow  the g ove rnm en t—  
and po ten tia lly  o th e rs— to invade the p rivacy o f  ind iv iduals at an unp recedented s :ale

RFID a n d  G o v e rn m e n t  ID C a rd s : E ven  a fte r all the evidence and reports between 2 0 0 4  and 
2 0 0 6  abou t the vu lnerab ilities o f  R F ID  techno logy , in c lud ing  those by the G A O  and the D H S  
P rivacy In teg rity  C om m ittee , and concern s vo iced even by p o iU on s  o f  the R F ID  industry- abou t the 
privacy- and security o f  the techno logy , the gove rnm en t is su ll m ov in g  fo rw a rd  with p lans to  embed 
R F ID  techno logy  in a range o f  gove rnm en t id enu fica tion  docum en ts Fo rm nate ly , the w o rk  o f  
p rivacy and c iv il rights o rgan i2 auon s, techno log ists , and leg is la tors across the coun try  seems to  have 
stopped , o r  at least sta lled , the p lan to  use R F ID  in a ll d r iv e r ’s licenses pursuant to the Rea l ID  Act 
T h e  D ep a rtm en t o f  H om e lan d  Secu rity ’s d ra ft rcgu lauons fo r  R ea l I D  recom m ended se lecuon  o f  a 
2 -D  ba rcode  that is scanned op tica lly  as the c om m on  m ach ine-readab le  techno logy to  rep lace the

U
' Paul Faber, RFID Strategy-— RFID Pm a.y Ana S/.anty hum A  ,'otk. at the /jr.)mg jt.it/ tag jr.anty, iNDL'StRY \X'I I K, |an 

’ 007, u tab it j / Imp .'www uidustrywcck com, RcadArucic uspxrArtidefD l337ldeSecuonlL) 4
e’ Forty ■•seven percent o f victims could identify (lie source o f the data compromise Thirty m\ percent o f victims could 

identify the person who misused ihcir information New Research Shows Identity Fraud (irnv.th Is ( untamed and More Control 
Ilian They Think, tupm note 90.

4 In sixty-dir e percent of fraud cases, the point of compromise was Cltht r theft by close associates ol the consumer Inends, 
family, neighbors, etc.), lost or stolen wallets, cards and checkbooks, breached home computers or >folrn mad or trash Trash as a 
source of data Curnpromise is now less than one percent Stt U

*ld
For more information about the Real ID let, see Real Nightmare, http , www realiughtmare org Iasi i isited human H, 

2 0 0 ? For mote information about WHTI, see Press Release, ACL.I! and Allies Oppose Western Hemisphere Travel Immune Say 
Plan I 'ndcrmincs Pnvacy. Provides I i"lc Secunty , Sept 7, 2006), auulabit at http www aclu org, safe-free general. 
26681prs20060907 html For more information about A TS, see Press Release, Government Secretly Tracks Millions of linemans, 
At.LIJ Dec I, 2006), a.ailablt at hup www aclunc org news prcss_rclcusc.<government_ecfCtfy_tracks_ 
millions_of_.imcric.ins shtml
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m agnetic strip  that is used o n  m any licenses today .1'7 T h e  d ra ft regu lations stated that “ (tjh e  
integrated con tacdess chip was no t deem ed an app rop na te  techno logy  fo r  diis particu la r docum en t, 
as the re  is n o t  an iden tifiab le  need fo r  d riv e r ’s licenses and id enu fica tion  cards to  be rou tin e ly  read at 
a d istance .'"m H ow ev e r , R F ID  passpo rts  con tinue to  r o l l ou t and o th e r R F ID  trave l docum en ts arc in 
the p ip e lin e .'1’

A .  R F I D  Passports

Som e  A m ericans have already started to  receive new  R F ID -em b e d d e d  passports and m illion s  
m o re  may be fo rc ed  to  carry them  in the years to c om e .100 T h e  fede ra l g o ve rnm en t ’s o rig in a l p lan 
was to  em bed  a ll new  passports w ith an R F ID  chip that had  no  p ro tec tion s . A ll the in fo rm au o n  
cu rrcndy  pnn ted  on  the face o f  U n ited  States passports , such as names and passport num bers , w ou ld  
be em bedded  in the ch ip  with n o  encryp tion  o r  o th e r p rivacy o r  security p ro tec tion  1 T h e  Un ited  
States g o ve rnm en t tried to qu iedy d ism iss the conce rn s o f  o th e r na tions and the \ C L U  ab ou t the 
p rivacy and security o f  the new  R F ID -em b ed d e d  passports , c laim ing that the u < lo lo g y  was safe 
and c ou ld  o n ly  be read  from  a few  centim eters away. I t  o n ly  re len ted  when B arry  S tem hart, the 
D ire c to r  o f  the T echno log y  Liberty' P ro je c t at the n au on a l A C L U , dem onstra ted  at a large 
con fe rence , in the presence o f  a State D ep a rtm en t o ffic ia l, ju st h ow  easily data on  an R F ID  tag cou ld  
be s to len  from  a d istance.102 La te r, the State D ep a rtm en t fina lly  agreed to  rev ise its design to  include 
som e p rivacy  and  security p ro tecuon s . H ow eve r, the A C L U  and c om pu te r security expe rts have to ld  
the S ta te  D ep a rtm en t that the add itiona l p ro tec tion s are still n o t adequate .101 A s p red ic ted , e- 
passports issued by o th e r coun tnes und e r the same in te rna tiona l e -p asspo rt standards have already 
been c om p rom ised , dem onstra ting  that the passports can be c lon ed  and  the pe rsona l in fo n n aU on  o f  
m illion s  o f  Am ericans w ill po ten tia lly  be com p rom ised  i f  they are fo rc ed  to  c o r  .nue to  use them .

B. Western Hemisphere Travel Initiative

T h e  fede ra l g ove rnm en t is a lso in the p rocess o f  creating a new R F ID -em b ed d e d  travel 
d ocum en t, the P eop le  Access Security Service (" P A S S ” ) c a rd .104 T h is  new  docum en t is being

Department o f Homeland Secunty, Minimum Standards for Dover's licenses and Identification Cards Acceptable by 
f-cdcra) Agencies for Olficial Purposes 30-1 (Feb. 28, 200') 76, anjitae/e at 
Imp / www aclu org/images, general assct_upload_file993_28735 pdf

L i

"  Real ID ’s impact on pnvacy is still overwhelming Hie Real ID Act, passed by Congress as a little known attachment to the 
Iraq and Tsunami Appropnations Bill, seeks to create a nauonal ID  card and nanonai database o f informauon on practically 
everyone over the age o f sixteen All national IDs will have both personal information listed on the face ol the catd and in a 
uniform machine readable formal The machine-tradable format, even if it is a 2-D barcode, will make it very efficient lot pnvale 
businesses to mike use of the card's infrastructure to create a parallel, private database, one that wall be out'idc the teach of the 
Pnvacy Act and contain much mote uiformauon than government databases Die ACLli has been firm in us opposiuon to 
implementation of the Real ID Act l.cgislauon is mosing through the federal government and in more than twenty-eight states to 
modify the Real ID  Act

More information is available al http /www realmghtmare otg
|lp‘ RFID-embedded passports started issuing on August 16, 2006
Press Release, f  lepartment o f Slate Begins Issuing Flecironic Passports to the Public / lug 14, 2006), M’ulatte .V 

hup www slate gov r.'pj, prs/pjy 2606, "0433 him
Informauon about the e passpoils is available here Imp , travel stale gov passport, cppt, epplncw_2807 html
1 1 Srt ACM j, Naked Data I low the I 1 S Ignored lntemaiion.il I lontcrns and Pushed for Radio Chips in Passports Without

>ccuntv Nos 24. 2004), aui/atie at http i .'www aclu org, ndls pnvacy nakcddaia2004l 124 pd f,
iCI.t . lilob.il Identity * ards, Apr 26, 2005, http www aclu otg, pnvacy spying, 15780rcs200S0426 html

eier B  Paufcrtt Sturt JVmrr4, W.IU. FT }. Scpr 29,2006, u.uUnir at
litrp online \s>| com 'public article/SB I l593878~8?3075826-6Abl'pMIuJVColi_L’BVoGrWP807k_200'0929 html

1,5 The mct.d shielding that has been woven into ihe cos er to slop the information from being read— since radio u.nes do 
not transmit through trelal—only works when the passport is closed Ihe information can potentially be skimmed when the 
passport needs to be opened Evpeits have also raised questions about the technological soundness of the shielding, even when the 
passport is closed, and have pointed out that there are no protections that pievcni trackmg RFID chips can still be identified by 
unique pattrrns in their radio exchanges And that is only what has been uncovered in the short time these chips have been 
as ailablc, who knows what will happen in the ten year lifespan ol the chips now being used' See id

' ‘ I.aunc Sulln an, S tv  Bor.ier.i rr,,,iei% t.ardt.on.d flnoi/ RJ-/P Demand, I ' . f l J.l.liil M  F..STI KI'ttIM, Sipt 7. 2'M)6
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deve loped  pu rsuan t to the W este rn  H em isphere  T rav e l In itia tive  ( “ W H T I ” ) ,  w hich requ ires that all 
p eop le  trave ling  between the U n ited  States and M exico , Canada, B e rm uda , and the Caribbean sh ow  a 
passport o r  o th e r D H S -a p p ro v c d  docum en t.10’  S ta rting  January  2 0 07 , a ll air travelers between these 
reg ions were requ ired  to  show  a valid passpo rt, and the next phase w ill require a ll land  b o rd e r 
travelers to  sh ow  a passport 0 1  the app roved  docum en t— a PA SS  card. T he  Sm art Card A lliance , an 
R F ID  industry  g ro u p , has voiced direct conce rn  o v e r the techno logy  being considered fo r  the PA SS  
c a rd .106

C . R F I D  and  Video Surveillance

The  fu rth e r use o f  R F ID  technology' in g ove rnm en t iden tifica tion  docum ents , c om b ined  w ith 
eve r-g row ing  pub lic  surveillance systems, presents pa rucu la rly  grave concerns. Pub lic  su rve illance 
cameras are p ro lifc ra u n g  th roughou t the U n ited  States, fu nded  in pa rt by $800  m illion  in g ran ts fro m  
the D epa rtm en t o f  H om e land  Secu rity .107 Cam era systems have been app roved  and insU tuted in 
cities th rou ghou t the coun try  w ith ou t guidelines to  guard against abuse and, in m ost c ircum stances, 
w ith little o r  n o  pub lic  debate. In  just o v e r tw o years, the San F ranc isco  “ p i lo t p ro g ram ”  w ith tw o  
v ideo  surve illance cameras has g row n  to  o v e r sixty cam eras, w id i plans to  seek D H S  fu nd ing  in the 
com ing  yea rs .,u* Ch icago M ayor R ichard  M. D a le y  expects cameras to  be o n  “ a lm ost every  b lo c k ”  o f  
his city by 2 0 1 6 .100

The  v id eo  surveillance m arket is expected to  be a $9 b illion  industry by 2 0 1 1.110 J.P. F reem an , a 
security industry  consu ltan t, estimates that it w ill g row  to  $21 b illio n  in 2 0 1 0  and p ied icts that “ p re tty  
so o n , cameras w ill be like sm oke  detectors: th ey ’ll be eve ryw here .” 111 The coup ling  o f  R F ID  
techno logy  w ith the p ro life ra tio n  o f  na tiona l id cn tificauon  docum ents means that that the 
g ove rnm en t is m o re  likely to  be ab le  to  c on firm  the idenu ty  o f  an ind iv idual com ing in to  the range o f  
a camera and to  access a wealth o f  in fo rm a tio n  abou t that p e rson— like ly anything s to red  in a 
com pu te rized  database— including such pe rsona l in fo rm a tio n  as m o to r vehicle reco rd s , p o lic e  
record s, em p loym en t h isto ry , trave l and buying hab its , and D N A  and drug testing rec o rd s .n -

VI THE SYMBOL OF SUTTER

The  R F ID  security vu lnerab ilities that have com e to  light, the research and p o lic y  papers 
com p le ted  by  b o th  gove rnm en t agencies and academ ic in stitu tions, and the adm issions by segments 
o f  the techno logy  industry itse lf that basic R F ID  techno logy  a llow s fo r  tracking ind iv idua ls and

http WWW intclhgenicmerpnse com, channels/process, showArucle ihtmParticlelD - 1926007'iG
" For ,i thorough discussion o f WHTI and die privacy and secunty unpact of the PASS card, see Kathennc Walkenhorst, 

BonierSr.unty: P.-1SS Card F j u  on Cott. Pnmr, 4 Sept 7, 2006), oxailahit at 
http , www r agw org/site. DocServcr/WHTI_Rcport 2_pdfrdocID = I " 2 1

Mice Lipowic/, slduKC  X1STSnort Card EminJtieni hunjji.ttnl, GOVt RNMf.NT I OMPI.ITR Nl'WS, May 24, 200". jiui.'jiiie 
m  http www gcn.com/onltne/voll_nol, 44338-1 html

' Martha T Moore, Ctlin Opening More I 'idee Sonftllana Byt<, USA TODAY, July 18, 2005, at 3A (also mentioning an 
idditionai SI billion in money available through state grants,

* For more tnfonnanon about public video surveillance, sec Nicole t Izcr A Mark Schlosberg, Under The Watchful Fvc ITic 
Proliferation ol Video Surveillance tn Calitomu, Aug 200 ,
lutp www aclunc otg docs cntntnaljusttcc policc_pr.icticcs/L'nd •_thc_W*tchlul_Eyr_The_Prnliferation_nf_Vidco..Survrilla ncc_Systctm_in_( atifnrnu pdf

‘ Fran Sptclm.in, Dj.ry Bp 1016. Cimerji on Bitty B.o.k'. < HI St N TlMhS, < let 12, 2006, at 22
Nr/a .rtiKP: tV to dmt iidto onti.Jjn.e market gmntih r,t ;Snpp!i, I'lKRAM, Mar 20,2007 

http semiconductors tekrati cnm research news asp-id-8608
"  Motire, mpra note 107

Ptiblrclv available databases accessed by the government, such as <'hotcrpotnt, collect ind sell .lata on individual* that 
include the following categories ' claims history data, motor vehicle records, police records, credit information and modeling 
sen tees, employment background screenings and drug tesrtng administration services, public record searches, vital record 
services, credential verification, due diligence information. Uniform Commercial I ode searches uid filings, DNA identification 
services, authentication services and people and shareholder locator information searches, pnnt fulfillment, teleservices, 
database and campaign management services " For more information, sec Clio omt. Mar I t, 2606, 
http www epic org/pnvacy choicrpoint
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c lon ing  tags a ll p o in t to  the fac t that it is a risky  te chno log )’ to  use in id en tifica tion  docum ents . T ire 
pub lic ’s d istru st o f  R F ID  techno logy , p a rticu la r ly  w hen  utilized by the g ove rnm en t, is a lso p reva len t 
and g row in g .113 H ow eve r, R F ID  techno logy  is still be ing considered  fo r  m o re  and m o re  uses by the 
g ove rnm en t and priva te  sector. W h y?

A .  P r iv a y  and  Security Issues N o t  Properly Considered

W ha t happened in Su tte r is just a m ic roc osm  o f  what is happen ing o n  a n au on a l level. F rom  
cm a ll tow ns to  the highest leve ls o f  g o ve rnm en t, the p rivacy and security issues re lated to  the use o f  
R F ID  tags in iden tifica tion  d ocum en ts  is n o t being p ro p e r ly  considered . In  Su tte r, there was never 
any d iscussion  o f  the p rivacy o r  security issues b e fo re  the sch o o l d istrict decided to  fo rc e  ch ild ren  as 
young as five years o ld  to  ca rry  R F ID -em b e d d e d  tags. O n  the n a tion a l le ve l, the G ov e rn m en t 
A ccoun tab ility  O ff ic e  fo u n d  thac on ly  o n e  o f  the s.x tecn federa l agencies that resp onded  to  its 2005 - 
2 0 0 6  su rvey  seem ed aware tLat the use o f  R F ID  techno logy  m ay give rise to  legal issues such as its 
im pact o n  p rivacy and track ing .114

B. Concerns Dism issed as Exaggerated an d  Paranoid

In du stry  and tiie g ove rnm en t have a lso  o fte n  tncd to  d ism iss the conce rn s o f  ind iv iduals like the 
paren ts in Su tte r and o f  n a tion a l o rg a ru zauons such as the A C L U , saying that the w o rrie s  and 
conce rn s are “ o fte n  exaggerated .” 11’  W h ile  the Su tte r sch oo l boa rd  d id  n o t recogn ize  the grave 
im p lica tion s o f  the R F ID  p rog ram , the parents u nd e rs tood  them  all to o  c lea rly , and they were right 
to  w o rry . T h e  A C L U  has a lso  been right to  w o rry  abou t the use o f  R F ID  in  identification 
docum en ts , and, u n fo rtun a te ly , ra th e r than o u r concern s being “ exaggerated ,”  they have o fte n  been 
right o n  target o r  perhaps lo t  a la rm ist enough . F o r  exam p le , as discussed supra, the Un ited  States 
g ove rnm en t has qu ietly  tried to  d ism iss the conce rn s o f  o th e r nations and the A C L U  abou t the 
pnvacy and security o f  the new  R F ID -em b e d d e d  passports.

C . R F I D  is B ig  Money; Relationships between Industry and  Decision-Makers

The  best decisions abou t pnvacy  and secunty arc a lso  less like ly  to  be made when ind iv iduals are 
in flu enced  by m oney  and p e rson a l re la tionsh ips R F ID  in  id enu fica tion  docum en ts is b ig  m oney  and 
is expected to  g row  even la rger. A cco rd ing  to  ID T e c f iE x , the g loba l m arket f o r  R F ID  was $1 .94  
b illio n  in 2 0 0 5  and is estim ated to  reach $7 .2 6  b illio n  by 2008 . "D r iv e n  by dem and and new  law s,”  it 
w ill like ly reach S 2 4  5 b illio n  by  2 0 1 5 . T h e  R F ID  m arket is expected to  roc ke t 1 2 0%  just between 
2 0 0 ”  and 2 0 0 9 .116 Access cards fo r  the financ ia l, security, and s rfc ty  m arkets are the key vo lum e 
app lica tions fo r  R F ID  te ch n o lo g y .117 A m ericans are paying fo r  this R F ID  techno logy  and fue ling 
g row th  in the m arket n o t |ust w ith  tax d o lla rs , b u t a lso w ith the loss o f  th eu  p rivacy , p e rsona l safety, 
and financia l security.

According (o (he RI-ID Consumer Buzz report. a quantitative survey conducted during December 2004 and January 2005 
o f mote than 7*100 consumers and also focus groups, "concerns over the use of RFID technology arc still prevalent," particularly 
uses by ihe government Further,' the number of S consumers who arc asvarc of RFID technology t> growing steadtiy, but so 
are negative perceptions o f the technology— especially among women Since the first survey of the series, conducted tn 
September, distrust over the use o f RFID has increased and TV an idto news surpassed the Internet as the most common way 
ptople learn about RFID " O'C rnnor, tupra note 4

* r s  (rOVT ACCOUNTABILITY OFFICE, topra note 8 , at 17
1 AeA says the concerns ire "often exaggerated " Ka/mierc/ak, mpra note 54, at I Die parents in Sutter were thought bv 

oiinc of their neighbors to be engaged tn "unfounded paranoia " 'X’tlltam Dean I ftnton, Sp\ Iloiter A  Sown fix, Lr,v ..liar!, Trying ic 
Jan the I'rttryiHt 1.7 / of RFID Technology for Perirnat Tracking, MtTRO, Sept 7, 2005. 
http www metroactive com, papers, metro, 09 07 05, rltd 0536 html

1! Robert Jaqucs, RFID Set for Gmwlt Exp.'owin, VI \E T COM, Feb 28, 2005, 
http , www snunet com. snunet/nrws, 2126853, rftd set growth explosion

RFID  Market to Reach X'.SoRn at SOOS, IDTl t Hl-.X, Apr 10, 2005, http , , www tdtechcx.com, products, 
cn. articles 00900169 asp IIJTcchEx is a knowledge based company specializing tn RFID smart labels, Mn.ui packaging, and 
printed electronics Hu- company gives strictly independent marketing, technical, and business advice and services on these 
-ilb|ccis
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T h e re  a lso appear to  be c lose  re la tionsh ips between the R F ID  industry and g ove rnm en t 
rep resentatives w h o  are m aking decisions abou t new iden tifica tion  docum en ts . F u n n e r Secre tary  o f  
the D H S  T om  R idge was appo in ted  tc the b o a rd  o f  d irec to rs o f  R F ID  m aker and D H S  con trac to r 
Savi T e c h n o lo g y .11" H e  stated at a con fe rence that “ R F ID  w ill m ake us sa fe r”  and that g ove rnm en t 
tests o f  using R F ID  to  iden tify  passengers and cargo at a irp o rts  were a “ success”  and that the “ Feds 
w ill safeguard the data gathered .” 110 T om m y  T h om p so n , the fo rm e r  S e c r r ’ i r y  o f  H ea lth  and H um an  
Services under P res iden t G eo rg e  W . Bush , was appo in ted  to  the b oa rd  o f  A pp lied D ig ita l, the 
m anu fac tu re r o f  the hum an -im p lan tab le  R F ID  tag (the “ V e n C h ip ” ) . 12*1 W h ile  it h a rd ly  seems 
poss ib le , re la tionsh ips arc o ften  even c lose r tn sm a lle r scale dep loym en ts . In  Sutter, the fo u nd e rs  o f  
the com pany  w ho  were d ep loy ing  R F ID  in the e lem entary sch o o l w ere actually teachers at the high 
sch oo l. T h e y  p ro v id ed  the R F ID  systems fo r  fre e  to  the sch oo l and gave the sch oo l a d on a tion  o f  “ a 
coup le  thousand  d o lla rs .” 121 T h e  com pany a lso  p rom ised  to  g ive roya lties to  the sch oo l d istric t fo r  
fu tu re  sales o f  the p rodu c t to  o th e r s ch oo ls .122 I t  a lso tu rned ou t that the a tto rney  fo r  the sch oo l 
d istrict, w h o  p rov id ed  advice to  the sch oo l board  o ffic ia ls , com m ented  to  the press as a 
rep resen tative o f  the sch oo l d istrict, and answered the questions o f  conce rn ed  parents at s c h o o l 
boa rd  meetings, was (o r  w ou ld  s o o n  be) a lobby is t fo r  the R F ID  c om pany .123

Because pnvacy  and security issues are o ve r lo o ke d , conce rn s are o fte n  dism issed, and m oney  and 
re la tion sh ip s o fte n  m ake g o od  decisions abou t p rivacy and security m o re  d iffic u lt , the pnvacy and 
secunty issues conce rn ing  R F ID  in identification docum ents sh ou ld  n o t be “ w o rked  o u t ”  o n  a casc- 
by-case basis. T h ey  arc o fte n  “ w o rked  o u t ”  to  the d e trim en t o f  the privacy , pe rsona l safety , and 
financ ia l security o f  individuals.

V I I .  P R O B L E M S  IN  N E E D  O F  S O L U T IO N S

Leg is la to rs are starting to heed the necessity o f  taking action  to p ro tec t the privacy, pe rsona l 
safety , and financia l security o f  th e ir consutuents by in troduc ing  R F ID  b ills . In  the last severa l years, 
o v e r fifty  R F ID  b ills  have been in troduced  in o ve r thirty states.124 O ne  o f  the m ost highly pub lic ized  
b ills  and on e  that has been a m ode l fo r  the actions o f  m any o th e r states is the Iden tity  In fo rm a t io n  
P ro te c t io n  Act. O rig in a lly  m troduccd  in the 2 0 0 5 -2 0 0 6  leg is la tive session by  C a lifo rn ia  State S e n a tr r  
J o e  S im itian (D -P a lo  A lto ) and recendy re in troduced , it creates a com p rehensive  p lan to  ensu re that 
there arc adequate p ro tc cu on s  in p lace fo r  the use o f  R F ID  tags in governm ent-issued ID  docum ents 
in Cab fo rm a .1:5

A .  Identity Information Protection A c t

The Id enu ty  In fo rm a t io n  P ro tecU on  Act p ro tec ts all state-issued docum en ts , su rh  as d r iv e r ’s 
licenses and gove rnm en t health and o th er bene fit cards, w ith  adequate leve ls o f  security to  ensu re 
that p eop le  are .’c to  decide w ho  can access the ir in fo rm a tio n  and when. It  a lso  requ ires that all 
p e op le  are given no tice  abou t the techno logy  and the lo ca tion  o f  the R F ID  readers T h e  b ill is a 
stra igh tfo rw a rd  exam p le o f  the type o f  so lu tion  discussed by security p ro fe ss ion a ls  like those from

Koprowslu, ntpra note 6

1!’  J i

Press Release, \ppltcd Distal, VenChip Corporation \ppotnls Former Secretary of Health fe Human Sen ices am* 
Former Governor of Wisconsin Tommy G Thompson (o Its Hoard of Duectors July T 2005 , «a ./M  at 
http www adsx com/'pressreleases 2005-‘JT-UT html

•’ * /cltcr, infra note 1
'■ ( ..nhrnnr Komp, Panrnls light Demeaning S.Uri D ; e eg Te.hne.egg, T ilt Nl.W STANDARD, Feb 14, 20o5, 

http newvlamlardncws net, content index elm items I4 ' l
i :* It is not clear whether Paul Boylan was a lobbyist for the Sutter RFID company, InCom, at the time of the initial school 

hoard decision and mcenngs or became a lobbyist for the company several months later But while he was ui Sactamentn lobbying 
(or Inf'om and igarnst the Identity Informauon Protccuon Act, he was still the attorney for the school Jistnct

N Vtn Legislation F.xch Council, •npn note 62, at 7
' " S B  W, 2007 Leg Scns t al 2*106 .jiaituUe i/http .' www Icgtnfo ca gov, pub/07 08, bill/sen sbjXMl 

0050, sb_30_btll_2OO6t 204_mtn iduccd pdf
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RSA  w ho  have u rged that “ what is needed . . . is the adop tion  o f  basic c on tro ls  so n o  o n e ’s p rivacy is 
b reached ,”  and the IE E E ,  w hose  p o lic y  statements have stated that leg is la tion m ust p ro v id e  
“ app rop ria te  layered leve ls o f  p ro tec tion  and security . . .  as standard p o lic y ”  and “ c lea r notices 
regard ing what data arc co llec ted  and h ow  it w ill be used .” 126 T h e  leg is lauon a lso  in co rpo ra tes the 
“ Best Practices”  recom m ended  by the D H S  D a ta  P rivacy &  In teg rity  A dv iso ry  C om m ittee  to  
p ro v id e  notice , secure readers and data, and avoid  secondary usages.127

T h e  Iden tity  In fo rm a t io n  P ro te c tio n  A ct was cutting-edge, being the fu s t b ill tn the nation  to  
address R F ID  techno logy  in  id en tifica tion  docum ents . H ow ever, in essence, it is rather conservative . 
I t  is designed s im p ly  to ensure that C a lifo rn ian s m aintain the same leve l o f  c o n tro l that they cu rrendy 
have o v e r the p e rsona l in fo rm a tio n  o n  id cn tificadon docum ents like theu  d r iv e r ’s licenses. As 
discussed supra, b o th  C a lifo rn ia  constitu tiona l and statutory law  guarantees p rivacy and c on tro l o v e r 
such in fo rm au on . A rtic le  I ,  Section  1 o f  the C a lifo rn ia  C on su tu tion  p rov ides fo r  an inalienab le right 
to  p rivacy ,12" and the C a lifo rn ia  C iv il C od e  p roh ib its  a business from  reta in ing o r  using p e rsona l 
in fo rm au on  from  a license fc -  any o th e r pu rp ose  than to satisfy- a legal requ irem en t.120 C a lifo rn ia  law  
a lso  p roh ib its  d isp laying a Socia l Secun ty  num be r o n  a license o r  o th e r identity d o cum en t120' 121 o r  
em bedd ing it on  a m ach ine-readab le  m agncuc s trip .122

/. Provisions o f  the Legislation

T h e  Id enu ty  In fo rm a u o n  P ro te c u on  A ct seeks to help C a lifo rn ian s m aintain the ir p resent leve l 
o f  c on tro l, p rivacy , safety, and security— creating basic standards f o r  all gove rnm en t-issu ed  
id en tifica tion  docum ents con ta in ing  R F ID  tags.122 Just like a lo ck  o n  a d o o r  to  keep things from  
being sto len , the leg is la tion  seeks to  put sensib le locks o n  the R F ID  tags used in idenu fica tion  
docum ents to  ensure that p e rson a l in fo rm a tio n  is kept safe. The A ct creates layer d p ro tec tion s fo r  
all gove rnm en t-issu ed  idenu fica tion  docum ents .

a  A l l  G overnm ent Docum ents

T h e  first layer p rov id es that e ve ry  sta le -issued idenu fica tion docum en t must m eet three basic 
standards: (1 ) tam per resistant features m o rd e r to  prevent dup licauon , fo rg e ry , o r c lon ing  o f  the ID ;  
(2 ) an authen tication p rocess to  try to  ensure that the idenu fication d ocum en t was leg ium ate ly issued 
by the issuing enuty, is n o t c loned , and is au tho rized  to be read ,124 and (3 ) nouce to  all ind iv iduals 
issued an R F ID -em b ed d e d  g ove rnm en t i. u ficau on  docum ent abou t R F ID  techno logy , the privacy 
and secunty im p lications, and how  they can p ro tec t the ir in fo rm au on  m

116 Jack M Gcrtnain, RFID  Tt.hna.'agy F.ctd with Prua.y Cenndtrjheni, E-COMMLRCE TIMES, July I I ,  2(305, 
http , www rcommcreetimes com/story/44406 html

D ata  P r iv a c y *  In te g r ity  ad v iso ry  Comm., The U s e o fR R D  fo r  Human id ln t i t y  v e r i fic a tio n , Rcpou 
No. 2006 02 10 11 12006), aiiuiabte al http/, www dhs.gov/xltbraiy' assets/pnvacy pnvacy.advcom.12-2006_rpt_RI;ID  pdf. 
Data privacy a  In te g r ity  adv iso ry  Comm , <upra note 44, at i o n

tu por example, California’s State Consutution grants its residents an inherent right to pnvacy: "All people arc by nature free 
and independent and have inalienable nghts Among these arc enjoying and defending life and liberty, acquiring, possessing, tnd 
protecting ptopcrry, end pursiung and obtaining safety, happiness, and privacy " CAL CONST art I, t, 1 

Cal Civ Code § 1708 90 1 Dcenng 200",
“ Cal Vch Code'j 12801b) 'Dcenng 2007)

Cal i.n Code ) 1798 85(a)(2) (Decnng 20f’*)
Cal Vch t axle ) 12801 (Decnng 2007), Cal t tv Code j  1798 85(f; i Dcenng 2007),

“  Eot more information about the I dsn tin Information Prorct non Act, including the full text of the legislation, sec Don t 
< hip ( hit Rights Away, ntpra note 3, nr also ( Ift’ l Cal Leg In fo , hill Document; -  SB 30, http 'www leginfo cagov cgt 
bin/posiqucry?bill_numhcr sb_30&scss - 1 I RAhnusr BAauthor simitian ilast visited Dec 5, 2007)

*M.IWCal SB 30,200' Reg Scss ,1798 10(1-3) jC.al 200',, Cal SB 30, 2007 Reg Scss <1 ’ 98 135(b) iCj I 200?, 
" ’Authentication’ means the pioccss of applying a machine-readable process to data or idenufit ation documents, or both, ,o as to 
accomplish either o f the following ' 1. Establish that the data and the identification document containing the data were issued by 
the responsible issuing state or local governmental body (2) Ensure that a reader, as defined in subdivision p), ts permuted under 
( altfornia law tn access that data or identification document.” )

"C a l SB 30, 2007 Reg Scss ' I '98 10(9; ( ,d 200")
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b. Multtple Uses, Pub/ic Schools, Transport, Public Benefit

A dd ition a l layers o f  p ro tec tions arc built u ito  the lcg is lauon  when the R F ID  tag is em bedded  in 
identifica tion docum en ts that ate used fo r  m u lup le  pu rposes, that are used fo r  pub lic  sch oo ls  and 
pub lic tran sp o rta tion , o r  that c on fe r a pub lic  benefit. 136 These  types o f  cards must im p lem en t the 
three basic standards p lu s one o r  m o re  o f  the fo llow in g  p ro tec tion s : (1 ) a secondary v e rific a tion  and 
identification p ro cedu re  that does n o t use rad io  waves, (2 ) a security p ro tec tion , such as m utua l 
au then tication ; (3 ) a security p ro tec tion , such as encryp tion ;! 3 7  and (4 ) a security p ro te c tio n , such as 
an access c o n t ro l p ro to c o l that enables the h o ld e r to  exercise d irect c on tro l o v e r  any tran sm iss ion  o f  
the data using rad io  waves. 138 T he  add iuona l p ro tec tion s are necessary because such cards a rc c ither 
used by young  p eop le  o r  arc like ly  to  be earned and used on  a regu la r basis.

c. E n co d e d  w ith  P ersona l Inform ation

The  th ird  and highest layers o f  p ro tec tion  are f o r  id en tifica tion  docum ents w ith R F ID  tags that 
are encoded w ith  p e rsona l in fo rm a tion , such as a name, address, o r soc ia l security n um b e r .'59 These  
R F ID -em b ed d e d  docum en ts m ust im p lem ent the basic standards plus the following fo u r  security protections. 

(1 ) the I D  im p lem en ts rob u s t encryp tion  to p ro tec t against the unau tho rized  reading o f  transm itted  
in fo rm a tio n ; (2 ) the I D  im p lem ents m utua l au then tication to  ensure as best as poss ib le  that o n ly  
those w ho  arc supposed  to  have access to the data sto red  o n  the I D  can read it;140 (3 ) the ID  
im p lem ents an add ition a l secunty feature to ensure that d ie ID  cannot be read un less the ID  h o ld e r 
specifica lly  au thorizes that reading; and (4 ) the I D  h o ld e r is n o tified  o f  several p ieces o f  in fo rm a tio n , 
inc lud ing (a) that the I D  can c ammumcate in fo rm a tio n  using rad io  waves; (b ) that the use o f  sh ie ld 
devices can he lp  m itigate the pnvacy and secunty risks; (c) the loca tion  o f  readers in tended  to  be 
used to  read the I D ;  and (d ) ’ he in to rm auon  that is being co llec ted  o r  stored  regard ing the ind iv idua l 
in a database.

Ind iv idua lly , each o f  the layered p ro tec tion s is n o t like ly  adequate to  p ro te c t p c i .o n a l 
m fo rm a tion . T h e  R F ID  industry has adm itted that shields are n o t  a realistic so lu tion  to  the p n vacy  
and secunty conce rn s and die G A O  has found  o n ly  that “ encryp tion  and aud icnuca tion  can he lp  
agencies achieve a g reate r security p o s tu re .’ ',4, H ow eve r, in conce rt, these p ro tec tion s m ay be ab le  to  
he lp  maintain p rivacy , pe rsona l safety, and financia l security.

.S B 30, 200’ ’ Reg Sess JI'OS 10(7 8 ) (Cal 2007)
”  Stt Cal i B 30. 200/ Reg Sess 51798 135(i) (Cal 2007) : ’"Encryption1 means the protection of data in electronic form in 

storage or while being transmitted using an encryption algonthm imp emented within a cryptographic module that has been 
adopted or approved by the National Institute of Standards and Technology, the Institute of Electrical and Electronics Engineers, 
Inc , the Internet Engineering Task Forte, die Internaoonal ( 'rgantzaiaon for Standardization, the Organization for the 
Advancement of Structured Information Standards, or any other similar standards setting body, rendering that data indecipherable 
m the absence of associated cryptographic keys necessary to enable decryption of that data That cnc. .poon shall include 
appropnatc management and safeguards of those keys to protect the integrity of the encry ption ")

''•Set Cal S B 30. 2007 Reg. Scss §1708(10) (6) (Cal 2007), Cal. S B. 30, 200' Reg Scss *1798 10(5) (Cal 2d07) ’ This 
requirement may be satisfied by the implementation o f one or more means including, but not limited to, the following (A) All 
access control protocol rrquinng the maclunc-teadablc or other nonradio frequency reading of mformation from the identification 
document pnor to each transmission o f data using tadio waves, without which the identification document will not transmit data 
using radio waves (B) A data-iarrytng device, such as an integrated circuit or computer chtp, that is normally not remotely 
readable, accessible, or otherwise operational under any circumstances, and only remotely readable, accessible, ot operational wlulc 
being temporarily switched on or otherwise intentionally activated by a person tn physical possession of the identification 
dociunrnl The device shall only be remotely readable while the person intentionally enables the identification document to be 
read C) Another access control protocol that enables the holder to exercise direct control oier any transmission of the data uunp 
radio waves, not mcludutg a detachable shield device or bag .")

” *O I SB 30,2907 Reg Sess ^! 708; 10) t3-5, (Cal 2007)
14 Set I al SB  30, 2 0 0 'Reg Scss ) l? 0 8 .10) nq ..Cal 2007) i"Mutua! authentication means a process by which 

identification documents and authorized readers securely challenge each other to venfy authenticity and authorization ol both 
readers and documents bclorc any data is exchanged, except such data as is necessary to carry out mutual authentication Mutual 
iiithenttcaunn accomplishes both o f the following I Authon/cd readers, as defined in subdivision ci, can accurately .assess 
whether the identification dournv t and data stored uc issued by the responsible issuing state ot local governmental bodv to an 
.uuhonztd holder ,2 ) \uthonzed identification documents i an accurately assess whether a reader accessing them t> authorized to 
read the documents, and authorized to then access data stored on the documents ” ,

1,1 GOVERNMENT ACCOUNTABILITY Of F ir I , I NO iRMATION SECURITY' RADIO FREQUNi.Y ID! NTIHCA Hi >N 
1 f i IINOI.OtiY tlx n  I f  FEDERAL t iOVERNMENT, upranotc 8 , at 3; tt ;jo Western Hemisphere Travel ’ tutouvc PASS I ard 
Recommendations lor I 'mg Secure t ontactless Technology vs RFID, *upta note H*l " llic tcquircmrut for a protct live sleeve is
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2 . T h e  R e a I  C o s ts  a n d  Benefits

TJ64 W h ile  the costs o f  unp ro tec ted  R F ID  tags to  the privacy, pe rsona l safety, and financ ia l security
o f  ind iv iduals is astronom ica l, the costs to im p lem en t layered p ro tec tion s such as those in the 
Iden tity  In fo rm a t io n  P ro tec tion  Act are negligib le. A cco rd ing  to  H ID  C o rp o ra t io n , on e  o f  the m a jo r 
vend o rs  o f  R F ID  technology' in the U n ited  States, the cost d iffe ren tia l between la rgely unp ro tec ted  
R F ID  techno logy  and a “ sm art c a rd ”  system  that can im p lem en t p ro tec tions such as enc ryp tion  and 
au then tication  is very  little. T h e  H ID  C o rp o ra tio n  recently tou ted  that “ un til n ow , p rox im ity  
techno logy  h e ld  an im po rtan t cos t advantage o v e r  sm art cards; bu t that has changed. A nyone  w ith  a 
budget to  pu t in a standard p rox im ity -based  access c on tro l system  can a ffo rd  to  put in a sm art card 
system  in stead .” 142

3. Support Across the A is les  and U p  and D ow n the State

^ 65  T h e  Id en tity  In fo rm a t io n  P ro te c tio n  A ct received w idesp read suppo rt fro m  a b ro ad  spec trum  o f
c iv il rights g ro u p s , w om en ’s g roup s , dom estic  v io lence  p reven tion  g roup s , business o rg an iza tion s, 
and conse rva tive  o rg an iza tion s— from  the A C L U  to the A A R P  to  La R aza  to  the G u n  O w ne rs  o f  
C a lifo rn ia  and the Eag le  F o ru m  o f  C a lifo rn ia .143 T he  leg is la tion a lso  rece ived ed ito ria l suppo rt fro m  
conse rva tive  and libera l new spapers up and dow n  the state o f  C a lifo rn ia . T h e  Orange County Register 

w ro te  that the b ill was “ a com p le te ly  reasonab le  approach to  the issue, one  that w ou ld  m ake 
necessary d istinc tions between benefic ia l p rivate uses o f  new  techno logy  and m andato ry  g ove rnm en t 
uses.” 14'4 T h e  L o s  Angeles Times no ted  that “ S im itian is o n  the right track. N e ith e r g ove rnm en t n o r 
p riva te  industry  has given the pub lic  m uch reason to  trust their ab ility to  s feguard sensitive pe rsona l 
in fo rm a u o n .” 14’  T h e  Long Beach Press-Telegram to ld  us readers that “ R F ID  chips are an im po rtan t 
in nova tion . Ju s t as im portan t, [the Iden tity  In fo rm a tio n  P ro te c tion  Act] w ill p ro v id e  som e  needed 
sa feguards.” 146 T h e  San Francisco Chronicle w rote that “ [the Id en tity  In fo rm a t io n  P ro te c tio n  ActJ 
represents a restra ined reasoned app roach  to  regulating a techno logy  w ith po ten tia l fo r  abuse .” 147

1j66 W h ile  the A eA  started the 2 0 0 5  legislative session standing in o p p o s iu on  to  the b ill, saying that
security breaches were n o t a w o rry , lengthy discussions resu lted  in b o th  A eA  and the In fo rm a t io n  
T echno logy ’ A ssoc ia tion  o f  A m erica  ( IT A A )148 reaching a neutra l p o s ition  on  the leg is la tion .140 In  
light o f  b o th  the facts abou t vu lnerab ilities and the w idespread suppo rt f ro m  b o th  sides o f  the aisle 
and up and d ow n  the state, the C a lifo rn ia  A ssem b ly  and Senate o ve rw he lm ing ly  passed the Iden tity  
In fo rm a t io n  P ro te c u on  A c t .150

also an issue As drivers arc speeding away from the border, (hey may not always remember to replace die PASS cord immediately 
tn its protective sleeve A cardholder may drive for miles widitn range of any reader capable of picking up and tracking the 
information on the card Some individuals will undoubtedly lose the sleeve” )

1,3 Smart Cards lor Access Control Advantages and Technology Choices, 2005, at 2, 
http ,7 www htdcorp com/pdfs/HID_wp_smartcardACpdf

These groups also include the Cab fortua National < Itgaiuvation for Women, Cab forma Alliance Ag.unst Domestic 
Violence, Cabfornta State Parent Teacher Assoctauon (PT.Vj, Consumer Federation o f Cabfornta, Pnvacy Rights Clearinghouse, 
Asian Amrncans for Civil Rights and Equality, the Republican Libert) Caucus, and many more, a complete list o f the supporters, 
ut CAL OFFICE OF THE SENATE F lo o r  ANALYSES, b i l l  ANALYSIS th i rd  read ing  BILL.no SB 30, May 21,200”  amiable at 
http www leginfoca gov/pub/O”  08/btll. sen, sb_000l-0050/sb_30_cfi_20070521_105105_scn_floorhtml

** Editorial, A  Moratorium on Eltammt ID Tagi, ORANGE Col VIA Rl 1I , Aug 21, 2005
1,1 Edttonal, Tj« Much hpnaauta, L A TIMF-S, Aug 23, 2005, it B12

Edttonal, Important Litl.'t < 'lipt, RFID Trjnnmtt I ’■tinta Data, Ruttl Xrr.h S'emr C.oimmrnt Sj/rgnar.it, L B I'M . f l  1 Vug 
11, 2005, at A16

Idttonal, Tin Right to hr L/ftAbu, S E CltRON Vug 25, 2005, at BH
ITAA is the nation's largest information technology trade association, representing over 1100 member companies and 

affiliates )Vr ITAA homepage, http www itaa org last visited Nov 10,2007'
14' flic bill's author and sponsors, including the ACLl'i of Cabfornta, FFF, and Pnvacy Rights I lcartnghou.se, engaged tn 

hundreds of hours o f negotiations over nine months with representatives from AeA and ITAA and member companies, including 
1 isco Philips. Infineon, Symbol. HID, and others For j  full bst o f the sponsors, iff. (.Al. SI.NA1 I. jL Dtel ARY COMMITTIT , B ill 
ANALYSIS \s IVfRODt CF.D SB 30 , Mar 13, 2007, nrjiLilht at http .7 www leginfo ca gov pub o? 08, bill/ sent sbjlOOl 
0050. sb_30_cfa_200703l3_l55055_scn_comm html

lM Inc Identity Information Protection Act of 2005 passed the Senate with a strong bipartisan vote of 30 * and pjs>rd out ot 
the Assembly iwth a >tmng bi partisan a otc of 49-26 on August 21, 2006 For mote information about the Identity Inlotmatmn 
Protection Act o f including a full legislative history, see O ff I ( al lag In fo . Bill Documents-.SB’’6 8 .
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W ith  the strong  bipartisan passage, C a lifo rn ia  leg is la tors were again on  the fo re fro n t  o f  c ra fting 
im po rtan t leg is la tion  that p ro p e r ly  balances the poten tia l b ene fits  o f  em erging techno logy  while 
safeguard ing p rivacy and security H ow ever, G o v e rn o r  Schw arzenegger ve toed  the leg is la tion in the 
fina l h ou rs  o f  the session , e lim inating  the o p p o rtu n ity  to u * e  a p roac tive  stance in p ro tec ting  the 
p rivacy and security o f  C a lifo rn ian s . In  his v e to  statement. G o v e rn o r  Schwarzenegger said that he 
was instead leav ing it up to  the fede ra l g ove rnm en t to  set the techno log ica l standards to  p ro tec t 
pnvacy  and security in iden tifica tion  docum en ts— the same g ove rnm en t that has con tinua lly  fa iled  to  
inc lude p ro p e r p ro tec tion s on  R F ID  tags.151 F o llow in g  the G o v e rn o r ’s very short-s igh ted  ve to , the 
Id en tity  In fo rm a t io n  P ro tec tion  A ct was re in troduced  in D e c em b e r 2 006 , passed the C a lifo rn ia  
Senate w ith a v o te  o f  33 -3  o n  May 24 , 2 0 0 7 , and is con tinu ing  io  m ove  th rough  the C a lifo rn ia  
leg islature, send ing an emphatic message ti G o v e rn o r  Schw arzenegger that the pnvacy and security 
o f  C a lifo rn ian s  shou ld  be p ro tected  and the R F ID  b ill sh ou ld  be  signed in to  law  152

V I I I .  T H R E E  Y E A R S  A F T E R  S L H T E R

T h re e  years a fte r the Su tte r s to ry  launched a na tiona l debate abou t the use o f  R F ID  in 
id enu fica tion  docum en ts , the conce rn s remain and the facts are c lea rer as s tones o f  R F ID  breaches 
stack h igher and h igher, m ore  research has been done , and m o re  rep o rts  have been w ritten F u rth e r, 
g ove rnm en t, industry , and pub lic  interest g roups increasing ly agree that w ithou t p ro tec tion s , the 
m fo rm a tio n  encoded  o n  R F ID  tags is n o t secure. T he  b ills have been w ritten , and the p ro te cu on s  are 
ava ilab le  and cost very litdc to  in co rpo ra te . Y e t insecure R F ID  techno logy  is still being considered 
fo r  id en tifica tion  docum ents and there is still n o t a sing le R F ID  law  on  the b ook s— noth ing  to 
p ro tec t the privacy , pe rsona l safety, and financia l security o f  ind iv iduals . N o w  is the time to  do  
som eth ing , instead o f  waiting un til there is a p rivacy and security crisis.

Passing leg is lauon to  ensure rhar there arc adequate pnvacy  and secunty p ro tec tion s in place on 
the use o f  R F ID  in identification docum ents docs n o t "b an  die techn o log y ,”  “ stifle  the techn o log y ,”  
o r  “ h inde r d eve lopm en t,”  just like passing regu lations to  pu t seatbelts in au tom ob ile s  has n o t 
banned , s tifled , o r  h indered  that techno logy .153 S om e  fo rm  o f  basic standards to  p ro tec t ind iv iduals is 
necessary when a technology’ exists that can lead to  sign ifican t ha rm  to  a great num ber o f  peop le  
T h e  industry  m ay no t w ant leg is la tion because “ it tells the genera l pub lic  that R F ID  is to o  risky ” 154 
B u t ind iv iduals shou ld  know  the risks and the g ove rnm en t sh ou ld  he lp  p ro tec t them  from  these 
risks. In  the case o f  au tom ob iles , law bo th  mandates p ro te c tion s , such as seatbelts and airbags, in 
o rd e r to  reduce the chance that peop le  get hu rt and p rov id es  a pun ishm en t fo r  bad acto rs that 
engage tn reck less driving. Likew ise, R F ID  b ills are necessary to  create basic privacy and safety 
standards to  try to  reduce the chance that p e op le ’s p rivate in fo rm a tio n  w ill be m isused and p rov ide  
som e  pun ishn .en t fo r  bad actors that can be c au g h t153 Ju st like we m andate basic safety standards

Imp www leginfoCAgov/cgt-btu. postquery'biU number sb 768&scs> = PRhV&housc B&auihor simiuan last \tutted ( li t  7
2 0 0 ”

1 The Idenuty Information Protection Ad o f 2005 passed the Senate with a ationg bipartisan vote of 30 7 mil passed out of 
die Assembly with a strong hi partisan vote of 19-20 on August 21, 2006 For more information about the IJctiury Information 
Protecuon Act o f 2095, including a full legtslauve history, see OfFI (2a) I eg In fo , Bill Documents -  SB <.S, 
http Avwsv leginfocagov/cgibin,'postqucrv'bi)l_nut»ber sb_~684t.sess - PRFV&housc B&author simtiian (last visited (let ”  
200'

: t i f f l t ,al Leg In fo , Bill Documents, http www leginfo ca gov/cgi- 
bin pnstquirv-bill_numbcr sb_30Asess Lt.'R&house- Bftauihor vimttun last vinied ( let 7, 2007)

"’ AIM Global, RFID Isgnulii *— PnShtUK or Pan r Buttons. \ug 29, 2005, d:\nUC'Ct ji 
Imp www iimglnbal org. members news templates rlidtnsighls asp’ arialrtd- 433flc/ontid 24. Gregory Lippe. Lrg; Cotton cotta 
nn j'tvhurt,pngptss. San Fernando Bus J , |uly 4. 2005, ai-auattSt M http . vc .vw allbusiness com, government, advocacc consumer 
protection, 144638 1 html Set oho KiCZmcirt /a l tnpra note 34

Doug F.irry, txpra note 5
It ts particularly dtlt.eult to catch bad actuts in the RFID context since RFID tagv do not alert an individual that ibeir 

information has been tcad or bv what reader

4 . le g is la t o r s  T h in k in g  A b e n d ,  G o v e r n o r  Sho rt-s igh ted
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instead o f  leav ing auto safety up to  the car m anu factu re rs , the pnvacy and security o f  ind iv idua ls 
m ust not be le ft up to the R F ID  industry. T h e re  need to  be basic standards fo r  R F ID  tags in 
id en tifica tion  docum ents. Leg is la tion  like the Id en tity  In fo rm a t io n  P ro te c tio n  A ct is an im po rtan t 
step in the right d trecuon .

IX . B A S IC  S T A N D A R D S  M A Y  N O T  B E  E N O U G H

As im po rtan t as it is to  pass basic standards, and «s hard as m any leg is la to rs and o rg an iza tion s 
have w o rked  to pass such laws, they are su ll just steps. I f  R F ID  techno logy  is d ep loyed  in mass 
identification docum ents , it w ill be very  ha rd  to  m ake these tags safe . C oun te rm easu res a re  d iff ic u lt 
due to  security fa ilu res, abuse o f  p ow e r, key m anagement d ifficu ltie s , and the un kn ow n  re liab ility  o f  
techno log ica l p ro tec tions.

Security Failures: T h e  u ltim ate success o f  using coun te rm easu res to  m itigate the threats 
associated w ith the use o f  R F ID  depends o n  m aintain ing the secunty o f  the system s. In  a mass 
contacdcss I D  system  in vo lv in g  m illion s  o f  ID s , thousands o f  au thorized  p e rson s and readers w ou ld  
need to  k n ow  the name and pe rsona l in fo rm au on  associated w ith  the un ique id en tifie r num ber. 
T housands w ou ld  a lso  need to  access the centra l database where that in fo rm a t io n  was s to red ; they 
w ou ld  need to  kn ow  how  to  decryp t the in fo rm a tio n  (and w ou ld  th e re fo re  need the cnc rypuon  key); 
and they w ou ld  need the au then tication  key to  authenUcatc the p resen te r o f  any ID .  W ith  so  many 
secrets know n  to  po ten tia lly  thousands o f  peoy  e, there w ou ld  be g o od  reason  to  d oub t w hethe r 
these secrets cou ld  be kept fo r  long . T h e  gove rnm en t has n o t had a g o od  h is to ry  o f  database security. 
C oun tless cases fro m  the last few  years o f  security breaches at such p laces as the D ep a rtm en t o f  
M o to r  Veh ic les , V e te ran ’s A ffa irs , and universities cast serious d o u b t on  w he the r the g ove rnm en t 
can p rop e r ly  sa feguard p e rsona l in fo rm a tio n .156

Abuse o f Power: E ffe c u v e  counte rm easu res w ou ld  a lso  requ ire that a ll leve ls o f  g ove rnm en t 
retram  from  abusing a to o l that enab les them  to  co llec t unprecedented quantities o f  in fo rm a tio n  on  
peop le  w ithou t their know ledge. Since 9 / 1 1 , there has a lso been w idesp read  abuse o f  su rveillance 
pow ers and d isregard o f  essentia l p rivacy laws. T he  federa l g o ve rnm en t has engaged in w arrantless 
w iretapping, accessed the p riva te  ca ll records o f  m illion s o f  innocen t A m ericans , u tilized  secret airline 
travel tracking systems, and a ttem pted to  authorize  its e lf to open  p os ta l m ail w ith ou t a w a rran t— the 
bst goes on  and on . N ow  is n o t  a g o od  time to  consider giving the g ove rnm en t access to  anothe r 
surrep titious su rve illance  to o l and just hope that it w ill n o i be abused.

R eliability o f Countermeasures: Addressing the security and pnvacy  risks associated w ith 
R F ID  techno logy  in g ove rnm en t ID s  a lso un ique ly depends o n  m easures such as un ique id enu fie r 
num bers , en c rypuon , and m utua l authen tication since the co re  techno logy  is actua lly  deve loped  to 
transm it in fo rm a tio n  to  anyone w ith a com patib le  reader w ith ou r the know ledge  o r  consen t o f  the 
tag ow ne r T h e  m ore  layers o f  technology' that are im p lem ented , h ow eve r, the m o re  com p lica ted  the 
security architecture becom es and the m o re  fa ilu re  opportun ities are created. F u rth e r , m any o f  these 
security coun te rm easu res, such as encryp tion , m utual authcnucation , basic access c o n tro l, and shield 
devices have n eve r been dep loyed  together in a mass conractlcss ID  system . T h e ir e ffec tiveness has 
n o t w ith stood  the tests o f  the real w o rld . A dd itiona lly , dep loym en t o f  R F ID  techno logy  in mass- 
d istributed iden tifica tion  docum ents w ill create an even greater incentive to  d eve lop  new  ways to  
crack the techno logy  and gain access to  idenu fica tion  m fo rm a tion . W h e re  the re  is a strong  enough 
incentive to  crack a techno logy , it w ill be cracked As we have seen w ith sm alle r-sca le  R F ID  breaches 
tn recent years, it is like ly that som e m ethod  fo r  c ircum vcnung these p ro te c tio n s  can and w ill be 
devised

D ifficu lty o f Punishing Wrongdoers: T he  structure o* R H D  techno logy  a lso  m akes it d ifficu lt 
to  catch bad acto rs i f  coun te rm easu res shou ld  fad. Since R F ID  techno logy  does n o t a lert vou  that the

• ' Privacy Nights clearinghouse, \ I .hronology of Dim Breaches,' let a, 2 0 0 ’ , n jh.ik'e M 
Imp wwm/ pnv.icynghu mg, ir, LhnmDataRrraches him
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in fo rm a tio n  has been read, it w ill be d iffic u lt to  ascertain w hether the coun te rm easu res have been 
breached o r  w hethe r the techno logy  is being m isused.

X . N E X T  S T E P S

T h e re  a rc m any conce rn s w ith  basic R F ID  techno logy  and a lso  w ith the ab ility o f  
coun te rm easu res to  address these risks. In  the m eantim e, >thcr id en tifica tion  techno log ies— which 
do  n o t  pose the same p rivacy and security th reats— appear to  be  just as e ffec tiv e  as R F ID  techno logy  
in m any  situations. F o r  exam p le , con tact-requ ired  sm art cards, op tica l scan cards, the newest 
genera tion  o f  m agnetic strip cards, and 2 -D  barcodes can all serve as a lternatives to  increase 
e ffic iency . S ince these o th e r fo rm s o f  m achine-readab le techno logy  d o  n o t transm it in fo rm a tio n  
unless an ind iv idua l swipes o r  displavs a card fo r  op tica l reading , m any o f  the pnvacy and tracking 
issues are g reatly  d im in ished . B y  n o t transm itting the m fo rm a tio n  via rad io  waves that can be picked 
up fo r  s p o o fin g  and c lon ing , these a lternative op tion s are a lso  m o re  secure. O p tic a l scan cards, in 
pa rticu la r, w h ich  the U .S . g ove rnm en t uses successfu lly  at the M exican b o rd e r , o f fe r  unpara lle led  
data security, card du rab ility , and m em o ry  storage, w ithou t die same p rivacy  and security risks 
associated w ith R F ID  techno logy  Such techno log ies, w h ich  p ro v id e  m any o f  the benefits o f  R F ID  
techno logy  w ith ou t the same privacy and secunty risks, are be tte r o p tio n s  fo r  g ove rnm en t 
iden tificauon  docum en ts .

G iv e n  the read ily  ava ilab le a lternatives to R F ID  techno logy  and the serious threat that it poses to  
the p rivacy , p e rson a l safety, and financia l secunty o f  A m ericans, the b o ttom  line is that R F ID  
techno logy  s im p ly  sh ou ld  n o t be used in gove rnm ent id en tifica tion  docum ents . I f  there is any use o f  
R F ID  in iden tifica tion  docum en ts , the p ro tec tions delineated in  the Id en tity  In fo rm a t io n  P ro tec tion  
A ct m ust be fo llow e d  at a ba re  m in im um , w ith frequen t tests to  ensure d iat these docum en ts arc 
actually keeping priva te  m fo rm a tio n  safe and secure

Copyright U 2008 Stanford T echnology Law Review. A H  R ig h t s  Reserved.



I n t e r n a t io n a l  C o n f e r e n c e  o f  D a t a  P r o t e c t io n  &  
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R e s o l u t i o n  o n  R a d i o - F r e q u e n c y  I d e n t i f i c a t i o n  

Final Version 
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Fo llow ing  a p ro p o sa l by the D ata  P ro tec tion  and Access to  In fo rm a tio n  C om m iss ion e r B randenbu rg , the 
Independent C en te r fo r  P rivacy P ro tec tion  Sch lesw ig -H o lste in , G erm any , the Spanish D a ta  P ro tec tion  
Agency anr1 the D a ta  P ro tec tion  C om m iss ione r o f  the C an ton  Zug , Sw itze rland , the In te rna tiona l 
C on fe rence  reso lves that:

R ad io -frequency identification fR F ID )  techno logy is increasingly being dep loyed  fo r  a variety o f  purposes. 
W h ile  there ate situations in which this techno logy  can have positive and benign e ffec ts, there are a lso 
poten tia l privacy im p lications. R F ID  tags are so fa r p rim arily  used to id enu fy  and manage ob jects 
(p roducts) to c o n tro l the supp ly chain o r  to  p ro tec t the authenticity o f  the p roduc t b rand ; how ever, thcv 
cou ld  be linked w ith pe rsona l in fo rm a tion  such as credit card details and even used to  co llec t such 
in fo rm a tion , o r  to  locate o r  p ro fi le  persons possessing tagged objects. Th is techno logy  cou ld  a llow  fo r  
the tracing o f  ind iv iduals and fo r  linking co llec ted  in fo rm a tion  w ith existing databases.

T he  C on fe rence  highlights the need to  conside r data p ro tec tion  princip les i f  R F ID  tags linked to  persona l 
in fo rm a tion  are to  be in troduced . A ll the basic princip les o f  data p ro tec tion  and pnvacy law have to  be 
observed  when designing, im p lem enting and using R F ID  techno ’ ogy. In  particu lar

a) any c o n tro lle r  -  b e fo re  in troducing R F ID  taps linked to pe rsona l m fo rm a tio n  o r  leading to 
cu stom er p ro file s  -  sh ou ld  firs t consider alternatives which achieve the same goa l w ithout 
co llec ting  pe rsona l m fo rm a tion  o r  p ro fi lin g  custom ers;
b) i f  the c on tro lle r can show  that pe rsona l data are indispensable, they m ust be co llected m  an 
open  and transparent way ;
c) pe rsona l data may o n ly  be used fo r  the specific purpose fo r  which they were first co llected and 
o n ly  retained fo r  as long  as is necessary to  achieve for carry out) ilus pu rpose , and
d ) whenever R F ID  tags are m the possession o f  individuals, they shou ld  have the possibility' to 
delete data and to  disable o r  destroy  the tags.

These princip les shou ld  be taken in to account w hen designing and using p roduc ts with R F ID .
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The rem ote catling and activating o f  R F ID  tags, w ithout any reasonable oppo rtun ity  fo r  the p e rson  in 
possession o f  the tagged ob jec t to  in fluence this process, w ou ld  raise add itiona l privacy concerns.

The C on fe rence  and the In te rna tiona l W o rk in g  G rou p  on  D a ta  P ro tec tion  in 
T e lecom m unications w ill m on ito r  c lose ly the technolog ica l deve lopm en ts in this fie ld in greater 
detail in o rd e r to  ensure the respect fo r  data p ro tection  and p rivacy in the context o f  “ ub iquitous 
com puting ” .

Exp lanato ry  N o te :

R ad io -frequency identification tags (R F ID  tags) are currendy being tested and increasingly being used as a 
m ore  advanced fo rm  and possib le  rep lacement o f  bar codes (“ sm art labe ls” ). T h e  size o f  these 
m icroch ips is abou t 1 / 3  o f  a m illim etre  (and sm alle r -  “ smart dust” ). M ost o f  them operate as passive 
transponders (w ithou t batteries) by listening to rad io  signals sent by  transceivers (R F ID  readers) and using 
the energy o f  the received rad io  signal to re flect and answer it. A ctive R F ID s  have a g reater range 
(depending on  the readers used). Since prices fo r  R F ID  m icroch ips and readers are d ropp ing  their 
w idespread dep loym en t becom es increasingly econom ica lly  v iab le . R F ID  tags are like ly  to  becom e 
essential d rivers o f  ubiquitous (o r  pervasive) computing. D u e  to  their storage and capacity fo r  in teractive 
com m unication  they are far m o re  pow erftil than bar codes. In  add ition they p rov ide  fo r  unique 
idenu fication o f  each tagged unit whereas bar codes are identical fo r  every' unit o f  the same product.

R F ID  tags can be used to  install “ smart shelves”  in stores in o rd e r to better manage the supp ly chain and 
facilitate the rep len ishm ents o f  good s o r  supplies (e.g. the case o f  G ille tte  razo rs ). They may also be used 
fo r  easy (contact less) payment at the po in t o f  sale especia lly i f  linked  w ith  credit cards. F u rth e rm o re  an 
em p loyer may use the techno logy to  tag his p roperty  in o rd e r to  reduce theft by em ployees. T hey  cou ld  
be linked with v ideo  surveillance cameras to check employee as well as custom er behaviour. Spec ific  
documents may be tagged to be traced m ore  easily in an o ffice . Identity cards as w ell as trave l docum ents 
passports , visas) m ay be equipped with R F ID  tags. M o re  recently  the Eu ropean  C entra l B ank has 
announced that E u ro  notes w ill be issued with R F ID  tags in o rd e r to fight coun te rfe iting  and m oney 
laundering as w e ll as to con tro l circulating notes. W ashab le R F ID  tags can be embedded in c lo thes 
(“ wearable com puting ” ) in  o rd e r to  prevent o r detect coun te rfe iting  o f  specific brands and to p ro v e  the 
authentic m anu factu re o f  the p roduct. O th e r possib le app lications range from  car keys (im m ob ilize rs ) to 
conta iner management.

The R F ID  techno logy has num erous pnvacy im plications. Th is is obv iou s in the case o f  im p lanted 
m icrochips But a lso in the m ore  widespread case o f  tagged ob jec ts and good s undoub ted ly  the
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1101 30* Street, NW, Suite 500 
Washington, DC 20007

March 21, 2008

The Honorable Kurt Olson
Chair, House Labor & Commerce Committee
Alaska House of Representatives
State Capitol, Room 408
Juneau, A K  99801-1182

Dear Chairman Olson:

On behalf o f EPCglobal Inc, I would like to take this opportunity to register our opposition to House B ill 421. EPCglobal Inc 
( www.cpcglobalinc.om) is a not for profit standards organization working on international standards for Radio Frequency 
Identification (RFID) applications. We are part of OS I, a standards organization in 108 countries, industries that participate in 
our standards development process include healthcare, chemical, pharmaceutical, aerospace, retail, entertainment, defense, 
transportation and logistics. These industries use the Electronic Product Code (EPC), a RFID application.

The EPC is a unique number that is used to identify a specific item in the supply chain. It is stored on a RFID tag, which combines 
a silicon chip and an antenna. Once the EPC is retrieved from the tag, it can be associated with the data held in a secured database, 
such as where an item originated or the date of its production. EPC data is about products, not people. An EPC teg does not cany 
an individual’s personally identifiable information.

The EPC has the potential to help us all. The United States Food and Drug Administration has encouraged its use to help prevent 
counterfeit drugs from reaching consumers by tracking products from their source. The EPC w ill help businesses in Alaska and 
across the country improve supply chain efficiency and visibility, which w ill benefit consumers through improved product 
availability, speed of service, quality assurance and faster, more effective product recalls.

It is important to note that EPC/RF7D is a technology that is in its infancy. In the short term, EPC/RFID applications w ill be at the 
container and case and pallet level with item-level tagging applications on a wide scale basis many years away. Laws requiring a 
specific type of notice, requiring written consent or deactivation at the point o f sale could have the effect o f stifling innovation and 
adoption, and delaying potential benefits to consumers and businesses m Alaska and around the globe.

We urge Alaska legislators to be prudent and pragmatic in considering measures to regulate EPC/RFID technology. I f  you or your 
staff have any questions, please feel free to contact me at 202-625-4384 or allcmingfgcpcglobalinc org.

Smcerely,

Allison Fleming
EPCglobal Public Policy Steering Committee

cc: Alaska House Labor & Commerce Committee 
Speaker John Harris

http://www.cpcglobalinc.om
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Frequently A sked Q uestions

W hat la  a n  E le c tro n ic  P ro d u c t C ode?
Electronic Product Code, or EPC, is a unique identification code ttiat is generally thought of as the 
next generation of the standard bar code. Like the bar code, EPC uses a numerical system for 
product identification, but Its capabilities are much greater. Art EPC is actually a number that can 
be associated with specific product Information, such as data of manufacture, origin and 
destination of shipment This provides significant advantages for businesses and consumers 
FPCs do not carry personally identifiable information.

How d o e s  E PC  w o rk?
The EPC b stored on a Radio Frequency Identification (RFID) tag, which transmits data when 
prompted by a signal emitted by a special reader. EPC and RFID are not interchangeable. The 
EPC b a supply chain application that maximizes RFID technology to provide a level o f visibility 
never before possible. There are numerous RFID applications that have nothing to do with the 
EPC, such as E-Z Pass use at toltbooths.

W hat’s  In It fo r c o n su m e r s?
The EPC has the potential to help us all. It could help businesses improve supply chain 
efficiencies and visibility, which would benefit consumers through improved product availability, 
speed of service, and quality assurance. It could help prevent counterfeit goods from reaching 
consumers by tracking their products from its source and enhance manufacturers' ability to quickly 
and effectively recall damaged or defective product*. The EPC has the potential to allow retailers 
to track Inventory more effectively, reorder products more efficiently and get the products 
consumers want on the shelves at the right time.

W hat’s  in it fo r b u s in e s s e s ?
The EPC can help b> slnesses transform their processes In order to improve their own efficiency 
while providing additional consumer benefits. Poor supply chain visibility results in more than $61 
billion annually In losses to U.S. businesses due to lost, stolen, and out-of-stock inventory. The 
technology behind EPC can help businesses track inventory more effectively, reorder products 
more efficiently and reduce the number of times a product is 'out of stock.”
In addition, the EPC may also help companies track their shipments to prevent tampering and to 
prevent counterfeit or illicit goods from entering the marketplace. For instance, the U.S. Food and 
Drug Administration estimate that 7 percent of pharmaceutical worldwide are counterfeit EPC can 
change all of this because of Its ability to track specific items from manufacture to destination 
Items will be routed properly, and those with fake or duplicate tags can be Investigated and 
removed quickly and easily.

How w e re  RFID  and  E PC  d eve lo p ed ?

RFID has been around for a long time and b  used every day by consumers for systems like E-Z 
Pass, which speeds commuters through toll booths, and for Speed Pass electronic payments at 
Exxon and Mobil stations. To combat Mad Cow disease. European nations and Canada are using 
RFID to track livestock. In fact. It was first developed by the allies In World War II to identity 
friendly aircraft In battle.
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EPC was developed much more recently by researchers at the Massachusetts Institute of 
Technology's Auto-lO Center trying to help businesses identify items in the supply chain, 
automatically and In real time. Before EPC could be Implemented in the real world, it required an 
international standard.

W ho Is  c re a t in g  s t a n d a rd s  and  m an a g in g  im p lem en tation  o f  E P C ?
EPCglobal Inc was created a joint venture between GS1 (formerly EAN International) and GS1 US 
(formerly the Uniform Code Council, Inc.) —  the same organizations entrusted to drive adoption of 
the barcode —  to develop standards and to create a ‘ visible' global supply chain. EPCglobal is a 
neutral, not-for-profit standards organization consisting of manufacturers, technology solution 
providers, and retailers. Many industries participate in the EPCglobal standards development 
process such as aerospace, apparel, chemical, consumer electronics, consumer goods, 
healthcare & life sciences and transportation & logistics.

W hat ab o u t c o n su m e r  p r ivacy  c o n c e rn s?
EPC tags are created for businesses to manage products, not people An EPC tag contains no 
personally Identifiable information. EPCglobal and Its community of subscribers recognize that, for 
EPC to gain broad public acceptance, consumers must have confidence in its value and benefits 
and in the integrity of its use. EPC participants are committed to gaining and retaining this public 
confidence. Privacy has been a focus of the EPC developers and subscribers since the earliest 
stages of the effort to commercialize RFID for supply chain issues.
EPCglobal has created a multi-industry, global Public Policy Steering Committee to anticipate and 
engage in policy issues and address them through education and outreach to key stakeholders In 
the public and private sectors. EPCglobal subscribers have developed self-regulating guidelines 
that can evolve ae the technology develops. The EPCglobal Guidelines on EPC  for Consumer 
Products promote consumer notice, education, and choice about the technology and Include 
consumer privacy protections. More information can be found at 
http://www.epcQlobalinc.oro/DUblic/DDSC guide/.

C an  p ro d u c ts th a t h ave  E PC  t a g s  be  id en tified  o n ce  th ey  a re  in th e  
hom e?

EPC tags only transmit product data when prompted by a signal err,..ted by a special reader with 
access to a secure database. Readability Is often unreliable beyond 10 feet In an optimal 
warehouse setting and, for some tags, the proximity for readers is measured in inches. Without 
access to the secure database, any code retrieved is meaningless.
Consumers will be informed of the choices that are available to discard or remove, or in the future 
disable, the EPC tags from the products they acquire. Consumers may sometimes wish to keep 
the tags for ease of product returns, recalls, and recovery of stolen goods. The technology Is still In 
its infancy but ** new developments in the EPC and its deployment occur, the EPCglobal 
Guidelines on EPC for Consumer Products will evolve, white continuing to represent the 
fundamental commitments of industry to consumers. It Is hoped that further developments, 
Including advances in technology, new applications, and enhanced post-purchase benefits, will 
provide even more choices to both consumers and companies on the use of EPC tags.

http://www.epcQlobalinc.oro/DUblic/DDSC
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W hat k ind  o f  c o n su m e r  inpu t h a s  th e re  b e en ?
The research and development process has been open and transparent Starting with the Auto-ID 
Center and carrying over to EPCglobal, there has bean extensive Input from consumers, industry, 
community leaders, and others to understand and address concerns. EPCglobal has participated 
in open forums on RFID, testified before legislative committees and governmental associations, 
and is reaching out to influential consumer groups and other Interested associations such as the 
National Consumers League and the Center for Democracy and Technology.

W hen c an  w e  e x p e c t to  s e e  Item -leve l t a g g in g ?
That is difficult to predict since It will be driven not only by adoption of and advances in the 
technology but also by demand and need. Some companies and retailers are conducting tests to 
better understand the consumer benefits of Item level tagging, but today the majority of EPC 
applications are within the supply chain at a pallet and case level. Wherever the EPC Is used, the 
EPCglobal Guidelines on EPC  for Consumer Products promote consumer notice, education, and 
choice about the technology and indude consumer privacy protections.

Are th e  t a g s  s a f e  fo r p eop le  a n d  th e  e n v iro n m en t?

There are national and international regulations for operating RFID equipment at safe levels. 
There is no medical evidence to suggest the technology poses a concern to human health when 
operating according to U.S. Federal Communications Commission (FCC) regulations. As EPC 
technology evolves there will be more opportunity to promote sustainability and allow for more 
efficient and careful sorting of recyclable items.
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Commitment
Privacy has been a focus of EPCglobal and its subscriber* sine* its inception in September 2003. 
EPCglobal’* first official act was to adopt and ratify a set of G u id e lin e s  o n  E P C  f o r  C o n s u m e r  P r o d u c t s .  
EPCglobal subscribers have adopted these seihreguiatfng guidelines that can evolve as the technology 
continues to develop.

EPCglobal subscriber* understand that for the EPC to gain broad acceptance, consumers must have 
confidence in its value and benefits, and the integrity of its use. Many EPCglobal subscriber* are 
businesses that produce products or sell directly to consumers. They value the relationship with their 
consumers above all else and are committed to consumer privacy.

Early In 2004, EPCglobal formed a multi-industry, global Public PoBcy Steering Committee to administer 
and refine th* guidelines. Through the committee, EPCglobal interacts with kay stakeholders, ensuring 
an ongoing dialogue that w il allow it to make any necessary changes to the gujdetine* a* advances In 
EPC and Its applications are made and consumer research Is conducted. The G u id e lin e s  are Intended 
to complement compliance with the substantive and comprehensive body of national and international 
legislation and regulation that deals with consumer protection, consumer privacy, and related Issues. 
The guidelines are based, and win continue to be based, on industry responsibility, providing accurate 
information lo consumers and ensuring consumer choice.

EPCglobal also has Frequently Asked Questions (FAQs) on Guideline* on EPC for Consumer Products 
(httoV/www.eDCQlobalinc.oro/public/Dosc fag/) and FAQs on Guidelines on EPC for Pharmaceutical 
Products for U.S. Consumers (http://www.epcolobalinc.orQ/public/ppsc pharma tags/) to provide 
guidance on current EPC Issues. The questions and answers are Intended to complement the 
G u id e l in e s  and create e greater understanding of their meaning and application. The FAQs represent 
the general views of EPCgfobai on certain specific issues. The G u id e lin e s  and the FAQs will evolve os 
appropriate to keep pace with advance* in the technology and nsw development* In Its application

G uide lines on EPC  for C onsum er P roducts
1. Consumer Notice: Consumers will be given dear notice of . ie presence of EPC on products or 

their packaging and w ii be informed of the use of EPC technology. This notice will be given through 
the use of an EPC logo or identifier on the product* or packaging.

2. Consumer Choice: Consumers will be informed of the choices that are available to discard or 
remove or In the future disable EPC tags (torn the products they acquire. R Is anticipated that, for 
most products, the EPC tags would be part of disposable packaging or would be otherwtee 
discardable. EPCglobal, among other supporters of the technology. Is committed to finding additional 
efficient, cost-effective and reliable alternatives to further enable customer choice.

3. Consumer Education: Consumers wi0 have the opportunity to easily obtain accurate information 
about EPC and its applications, as well as information about advances in the technology.
Companies using EPC tags at the consumer level will cooperate In appropriate ways to familiarize 
consumers with the EPC logo and to help consumers understand the technology and Its benefits. 
EPCglobal would also act as a forum for both companies and consumers to teem of and address 
any uses of EPC technology In a manner Inconsistent with theee Guidelines.

4. Record Use, Retention, and Security: The EPC does not contain, collect or store any personally 
identifiable information. As with conventional barcode technology, data which is associated with EPC 
will be collected, used, maintained, stored and protected by the EPCgiobai member companies In

©  EPCglobal Inc, 2007 January 2007
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compliance with appkcabto laws. Companies will publish, in compliance wrtth all applicable laws, 
information on their policies regarding the retention, use. and protection of any personally identifiable 
information associated with EPC use.

© EPCglobal Inc, 2007 January 2007
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EPC  techno logy o ffe rs key bene fits for co n sum ers and  b u s in e s s e s  
alike .

The EPC can help reduce counterfeiting In a variety of product categories from toys to 
electronics to pharmaceutical products and clothing. Drug counterfeiting coots more then 
$200 billion in tost revenue per year, according to a Kessler International study. More 
importantly, counterfeiting costs liw

The EPC can enhance our homeland security by improving the tracking of cargo and 
ensuring our military men and women get the supplies they need during deployment.

The EPC can help track food products, such as meet and milk. Outbreaks of hard-to-trace 
diseases like bovine spongiform encephalitis (Mao Cow) could be more easily traced to the 
source. In some countries livestock is already being tagged with RFID chips to track the 
animals to point of salo.

The EPC can help monitor prorfcct freshness for goods with expiration dates.

The EPC can get the products consumers want on the shelves at the right time by providing 
unprecedented visibility of products in ihe supply chain, allowing retailers to track inventory 
more effectively and reorder products more efficiently.

The EPC can provide businesse' vtth a foster and more efficient way to recall defective 
products.

The EPC can protect the environment by Increasing recycling and eliminating hazardous 
waste from our lendfic.

The development of EPC anc RFID technologies can generate economic growth by creating 
jobs, spurring high-tech investment, and paving the way for new applications in the future.

We know  that p rivacy and con sum er protection are  important and we 
are committed to proactive ly  ad d re ss in g  tho se  is s u e s .

Privacy is as important as anything that we are doing. Consumer protection and consumer 
trust are keys to the success of the EPC.

EPC was created for businesses to manage products through the supply chain. Licensing 
agreements for the EPC specifically prohibit its use for tracking or identifying people, except 
In very specific cases and with full transparency relating to patient or troop safety.

EPCglobal holds its subscribers to the E P C g lo b a l  G u id e lin e s  o n  E P C  f o r  C o n s u m e r  
P r o d u c t s  ensuring consumer notice, choice and education.

EPCglobal has established a public policy steering committee to Interact with key 
stakeholders In the public and private sector.

©  EPCglobal Inc, 2007 January 2007
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As retailers and manufacturers implement EPC technology In then supply ch'lns, 
consumers will realize a broad range of benefits. Here are some of the consumer 
benefits of EPC techn ■’logy:

• Protecting consumers from counterfeit prescription medicines. Drug 
counterfeiting costs more than $200 billion in lost revenue per year, 
according to a Kessler International study. More importantly, counterfeiting 
costs lives. Beyond counterfeit drugs, the EPC can help reduce 
counterfeiting across a variety of product categories including electronics, 
toys, and clothing.

• Trackir . j food products, such as meat and milk. Outbreaks of hard-to-trace 
diseases like bovine spongiform encephalitis (Mad Cow) could be more 
easily traced to the source. In some countries livestock is already being 
tagged with RFID chips to track the animals to point of sale.

Monitoring product freshness for goods with expiration dates.

• Providing businesses with a faster and more efficient way to recall defective 
products.

• Enhancing our homeland security by improving the tracking of cargo and 
ensuring our military men and women get the supplies they need during 
deployment

Providing unpiacedented visibility of products in the supply chain allowing 
retailers to track inventory more effectively, reorder products more efficiently, 
and get the products consumers want on the shelves at the right time.

Protecting the environment by Increasing recycling.

Generating economic growth by creating Jobs, spurring high-tech investment, 
and paving the way for new applications In the ftjture.

©  EPCglobal Inc, 2007 January 2007
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Po sition
The Implementation of the electronic product code (EPC) and radio frequency identification (RFID) 
technology promises Important benefits to consumers and businesses alike. EPCglobal supports 
the responsible development and implementation of EPC end RFID technology. Premature or 
Inappropriate regulation or legislation of EPC or RFID technology could have the effect of stifling 
innovation end adoption, and preventing future benefits from reaching consumers and businesses.
Background
The EPC is a unique number that Is used to Identify a specific Item In the supply chain. The EPC is 
stored on a RFID tag, which combines a silicon chip and an antenna. Once the EPC is retrieved 
from the tag. V can to  associated with the data held in a secured database, such as where an item 
originated or the date of its production. Much like a global trade item number (GTIN) on ihe 
barcode or vehide identification number (VIN), the EPC Is the key that contains the Information 
used within the EPCglobal Network. An EPC tag does not carry personaBy identifiable Information
Several major retailers and product manufacturers are testing EPC technology as a way to 
improve supply chain management Similar to the VIN on a car, an EPC b a way to uniquely 
Identify a pallet case, or individual product It Is the next generation of the bar code, but unlike the 
barcode, wrtch needs ’ line of sight* to be read, EPC tags use radio waves to read product 
information faster and more efficiently.
Po licy  R ationale

Benefiting Consumers and Businesses
For consumers, the EPC orombas to enhance consumer service, reduce out-of-stocks, and 
provide better product selection. In addition, It has the potential to provide better protection 
from counterfeit products (Including medications), to monitor product freshness for dated 
goods, and to provide easier identification for recalls According to the U.S. Food and Drug 
Administration's Combating Counterfeit Drugs Report (February 2004), ‘ radtofrequency 
identification (RFID) tagging of products by manufacturers, wholesalers, and retailers 
appears to be the most promising approach to reliable prod id  tracking and tracing.* ihe 
EPC also offers the potential for easier returns and streamlined warranty processing.
For businesses, the EPC can help correct inefficiencies in the marketplace and bring price 
value to consumers. Each year billions of dollars are lost due to poor supply chain visibility 
By dramatically improving thb process, the EPC has the potential to provide significant 
annual savings, reduce the need for Inventory held in 'safety stock.' increase sales by 
reducing the number of out-of stock products, reduce transportation costs and shipping 
volumes, and provide more accurate forecasts and stock replenishment*, in addition, the 
EPC implemet itation could significantly reduce theft rn the supply chain and Increase the 
competitiveness of companies using the technology.
Gener ting Economic Growth
As with any new technology, the EPC and RFID have the potential to generate economic 
growth by creating Jobs, spurring high-tech Investment, and paving the way for new 
applications In the future.
Ensuring Consumer Privacy
EPC tags are created for businesses to manage products, not people. They contain product 
information -  not personal Information. Privacy has been a focus of EPCglobal and its 
subscribers since the earliest stages of the effort to commercialize RFID. Licensing

© EPCglobal Inc, 2007 January 2007
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agreements for the EPC spedflcaly prohibit its use for tracking or identifying people, except 
In very specific cases and with full transparency relating to patient or troop safety. In 
addition, EPCglobal subscribers have adopted setf-rsgutating guidelines that can evolve as 
the technology continues to develop
Many EPCglobal subscribers are businesses that produce products or sell directly to 
consumers. They value the relationship with their consumers above efl else and are 
committed to consumer privacy. EPCglobal subscribers have established the EPCglobal 
Guidelines on EPC for Consumer Products to address privacy issues related to the evolution 
and im p lem en ta tion  of EPC. The Guldettnee state tittt consumers will be given dear notice 
of the presence of EPC on products or their packaging. They wfli also be informed of the 
choices available to either discard, remove, or in the future disable EPC tags from the 
products they acquire. (See EPCglobal Guidelines for EPC on Consumer Products.)

Through its multi-industry, global Public Policy Steering Committee, EPCglobal subscribers 
interact wfth key stakeholders, ensuring an ongoing dialogue that wiO allow EPCglobal to 
make any necessary changes to the Guidelines on EPC for Consumer Products as the 
technology evolves. T?)e Guidelines, coupled with existing strong governmental protections 
for privacy and consumer protection, are already in place to protect and educate consumers.

© EPCglobal Inc, 2007 January 2007
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March 24, 2008

The Honorable Kurt Olson 
Chairman, Labor and Commerce 
House of Representatives 
Juneau, Alaska 99801-1182

RE: HB421 - Motorola Opposition

Dear Chairman Olson:

On behalf of Motorola, I am writing to express our concerns with HB421. As you may 
know. Motorola is a manufacturer of Radio Frequency Identification Device (RFID) 
inlays (the antennae and chip) and readers for RFID systems, among our many other 
products.

As you are probably aware, Radio Frequency Identification (RFID) technology has many 
benefits, including reducing costs, increasing efficiency, facilitating travel and preventing 
fraud and counterfeiting. Today, RFID applications include automatic payment (e.g. 
EZPass at highway tollbooths and subway fare cards), inventory tracking at many retail 
stores, automotive (e.g. car keys), and government and employer-issued identification 
(e.g. c-Passports, employee IDs).

It is important to note that we share your commitment to protecting individual privacy 
and personal information and that wc work hard to ensure that our products and services 
protect personal information from inappropriate use. As such, Motorola encourages 
policymakers to focus on so called “bad actors”, i.e. those who use technology 
inappropriately (e.g. skimming and cloning) and not lo punish the technology itself.

Legitimate providers and users of RFID technology go to great lengths to ensure that 
personal privacy and safety are never jeopardized by these systems. For example, RFID 
tags on consumer products do not collect, store or transmit personal information. They 
transmit nothing more than a unique identifying number that identifies the product for
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inventory purposes, just like a bar code. Therefore, RFID is no different in tnis respect 
than bar codes that retailers have used for many years. Thus, the particular process for 
providing notice and obtaining consent outlined in the bill may prove overly onerous, 
impracticable or simply unnecessary for certain service providers, retailers or other 
industries to implement.

In addition, it is important to note that the definitions in the legislation are such that 
mobile phones being used pursuant to Federal Communications Commission (FCC) 
mandated requirements could be covered (even if they are not RFID-enabled). As yr>u 
are probably aware, the Federal Communications Commission (FCC) has mandated ,.iat 
wireless operators meet location requirements for wireless phones (so called E911 
rcquiicmcnts) in order to provide emergency service equivalent to wirelines phones.
Thus, all wireless phones either have or will have the ability to identify the location of the 
user. The policy behind this requirement is, of course, that phone users should not have 
to differentiate between wireline and non-wireline products in their expectation of 
emergency services. Since the mandate is based on the need and expectation of the 
service, it is unnecessary for a state to now require a permanent warning to consumers 
regarding such a capability or to require the acquisition of consent from the device’s end- 
user in this context. Our mobile phone product manuals tend to already notify consumers 
about the E911 location capabilities of our products.

We respectfully ask that you oppose HB421. If you have any questions, please do not 
hesitate to contact me at 847-630-1653. Thank you.

Sincerely,

Monica M. Mueller 
Manager
State Government Relations
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A c c e s s  t o  I n v e s t o r s  • S t a t e ,  F e d e r a l  &  I n t e r n a t i o n a l  L o b b y in g  
In s u r a n c e  S e r v i c e s  • G o v e r n m e n t  P r o c u r e m e n t  • B u s h e s *  N e t w o r k i n g  

F o r e ig n  M a r k e t  A c c e s s  • S e le c t  B u s in e s s  S e r v i c e s  • E x e c u t iv e  E d u c a t i o n

Member Office Room # 408 
Juneau, AK 99801-1182

RE: AeA OPPO SITIO N TO  HB 421

On behaif of the high-tech community, AeA (American Electronics Association) would like to 
express some of its concerns with HB 421 as introduced. AeA and its member companies 
believe strongly in protecting consumer privacy in any context As a result, AeA believes that to
protect consumer privacy bad behaviour needs to be acted against -  not technology. As such, wc .. 
support strong criminal and civil penalties against those who.scek to access a person’s.. • . * ; »  ••
identification document pud acquire their information without their consent. . '

Unfortunately, as introduced, HB 421 goes well beyond banning bad behavior and broadly • ’ • '
restricts a particular technology. The high-tech industry is steadfast in its efforts to earn the > -’l. * • .
public’s trust in the technologies we produce, for.these products are specifically dcsigfced to- : ’• : .
protect and enhance consumer privacy and security, as such, it is important that these- . • C. .. v 
technologies remain available to the State of Aladca for the benefits that these promising • 
technologies can provide. It is this commitment to the safety o f Alaska citizens and the security • 
of their information that has prompted our opposition to HB 421. Unfortunately, we are certain 
that HB 421 will not only be disastrous to consumer privacy, but will erode consumer confidence 
and harm Alaska’s retail merchants, serving a hard blow to economic development to many 
sectors across the state. We ask you to oppose HB 421 as well.

HB 421 shows a critical misunderstanding of technology-
Supply chain management solutions based on Radio Frequency Identification (RFID) are being 
implemented world-wide because of the technology’s ability to help drastically reduce costs 
caused by theft, rr rease efficiency by reducing work-space injuries and improve the accuracy in 
which information is delivered.

A supply-chain RFID tag only contains data that is equivalent to that found on a bar code -  
which contains no consumer personal identifying information. These tags only transmit data 
when prompted, by a special reader with access to a secure database. Readability is unreliable 
beyond 10 feet and for some tags, the proximity for readers is measured in inches. Without 
access to the secure database, any code retrieved is meaningless. As it stands now, tracking 
inventory is only possible in a near-ideal warehouse situation and expensive software that costs 
hundreds of thousands of dollars. The idea of tracking people through consumer products laced 
with non-existent RFID tags is outrageous.

S20I Onex Amtnta Partway. Suits S201 San*. Clan, CA 9SOS4 I P 40t.ft7.4300IF 401.770.0S6S 
Mailing A M a u i AO. box S499S / Sonto Clan, CA 9S0S6-0990
601 Foomyivenla Ara.  NW, North Building, Su.ta 600 I WMttofton. DC 20004 IP 102.612.01101F 202.6tl.9l 11 
www.aoanet.ori
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The Honorable Kurt Olson 
State House of Representatives
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When used for applications involving people rather than items, RFID systems rely on secure 
microcontroller chips that have multiple layers o f security and privacy protection buiu into them, 
such as sophisticated encryption and access controls. Because they are highly secure, credit card 
companies such as American Express, MasterCard and Visa are using them nationwide. As you 
can imagine, these companies would not use any technology that would jeopardize billions of 
dollars .of global commerce daily, their customer’s personal information, or their reputations.

*
Many governmental organizations -  at the state, federal and international levels -  arc already 
using this technology to realize the considerable savings in taxpayer dollars, as well as its use to 
protect citizens’ physical security in a number o f different areas. Because o f this, it is important 
to differentiate between RFID used for inventory control purposes versus far more secure 
identification systems. Unfortunately, HB 421 does not do this. For this reason, we respectfully 
oppose HB 421 as it will negatively impact not only commerce within the Alaska, but also the 
health and safety o f  residents.

HB 421 bans technology, not bad behavior.
Foremost among AeA’s criticisms of HB 421 is that it embraces false fears and 
misrepresentations o f fact to impose a ban against a technology proven both secure and reliable. 
Although a screwdriver can be used to steal a car, we don’t ban screwdrivers; we prohibit the 
possession o f thieves’ tools and car theft HB 421 would have us banning screwdrivers.

Through a number o f protections -  such as firewalls, authentication, strong encryption, 
encasement and short read-ranges -  consumers can be assured o f both their personal and 
information safety on thcir.state-issued identity documents. However, laws should impose 
penalties against those who would try to get at that information nonetheless. To truly protect the 
citizens o f Alaska, HB 421 should attack the behaviors o f those who would violate the public’s 
trust -  namely, it should create strong criminal and civil penalties against those who seek to 
remotely scan a person's identification document without their knowledge or without the 
authority o f a court-issued warrant.

By preventing the surreptitious scanning and surveillance, HB 421 would truly protect Alaska 
residents. T Jnfortunately, HB 421 ’s over-breadth is highlighted by the bai.s on some truly 
beneficial uses o f RFID technology.

•  Identifying residents o f a state or county hospital, nursing facility or assisted living 
facility; and

•  Granting emergency personnel and first-responders access to state and federal 
government buildings, needed in critical situations;

• Security access cards that ensure the personal safety o f those working in state 
government facilities or living in state university dormitory housing;

• Library cards for access to public library services.

The approach HB 421 takes to protect Alaska residents is unfortunate, as it will produce law that 
will necessarily prohibit current and future beneficial uses and innovations not yet known to the 
legislature -  innovations that will save time, save money, and save lives. AeA applauds the 
concern over privacy rights, but rcspcctfolly recommends that resolutions be sought net by 
attacking technology, but those who would use it for malicious purposes.
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Repairing labels on consumer goods is onerous; criminal penalties for non-epjppljggce are 
unjustifiable.
AeA's concerns with the labeling requirements lie not on the technicalities o f  the drafting of the 
legislation, but on the implications o f the legislation. The onus o f placing labels on every 
consumer good that contains an RFID tag will prove to be an insurmountable financial burden to 
small businesses, while offering consumers negligible protection to their privacy.

As it becomes easier for businesses to import products from overseas, this legislation would 
necessarily sweep up any Alaska business, including mom & pop convenience stores, local toy 
shops, and book stores who unknowingly impot c products with. RFID tags in them — regardless of 
whether they have implemented RFID systems in their small business. These small businesses 
help to support the local economies o f  Alaska, yet they generally do no+ have the financial and/or 
technical resources to support this mandate. This legislation would not only negatively impact 
their ability to compete, but also their ability to survive.

Lastly -  and most importantly -  the legislature has seen fit to punish Alaska retailers and shop 
owners with criminal penalties if  they unknowingly sell consumer goods without tne required 
labels. AeA does not understand the value o f  having sm all-business owners punished because 
they did not comply with a law they could not have possibly complied with.

Conclusion . -
We arc excited over the possibility that innovative technologies such as RFID can help save 
Alaska'residents millions of dollars in costs -  not to mention the billions o f taxpayer dollars 
saved in the protecting the physical security o f  Alaska residents’ health, safety, personal data and 
property.

The high tech industry supports and commends the efforts to protect the privacy o f Alaska 
residents; however, we believe HB 421 will do far more harm to Alaska residents than it will 
help. AeA’s member companies believe that given the proper commitment to best practices and 
appropriate penalties for truly criminal activity, Alaska can ensure the security, ihe safety, and 
the savings that every Alaska taxpayer deserves. We very much would like to work with you to 
make sure that Alaska residents are fully protected; however, until HB 421 reflects this 
commitment, we must ask you to oppose HB 421.

AeA is the nation’s largest high-tech trade association representing over 2,500 technology 
companies. Complete information on AeA is available on our ibsite at www.aeanet.org

Sincerely,

Benjamin J. Adersun 
Association Counsel and Secretary 
AeA

http://www.aeanet.org
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March 26.2008

House Labor & Commerce Committee VIA FAX
Alaska House of Representatives
State Capitol
Juneau, AK 99801-1182

Dear Members cf the House Labor & Commerce Committee:

Best Buy Co., Inc. is a specialty retailer of consumer electronics, personal computers, entertainment 
software and appliances. We also manufacture consumer electronics under our private label brands.

On behalf of our Anchorage retail store and our nearly 200 employees, I would like to take this opportunity to 
inform you of our opposition to House Bill 421 insofar as it may Impact the innovation and implementation of 
RFID-enabled Electronic Product Code (EPC) and other retail applications in the marketplace.

As background, the EPC is a unique number that is used to identify a specific item in ihe supply chain. It can 
be stored on a RFID label, which combines a silicon chip and an antenna. Once the EPC is retrieved from 
the tag, It can be associated with Ihe data held in j secured database, such as where an item originated or 
the date of its production. Importantly, EPC data does not contain personally identifiable information.

EPC technology promises many benefits for consumers, manufacturers and retailers. Adoption of EPC 
technology can help provide a better shopping experience for our customers Including lower prices, better 
product assortment and availabilty, streamlined warranty and repair processing and more efficient returns 
and exchanges.

Retailers wil also benefit from EPC adoption through greater supply chain visibiity. For example, it can help 
increase sales by reducing "out-of stocks*, reduce transportation and shipping costs and provide more 
accurate inventory forecasts for replenishments. In addftkx;, EPC implementation could significantly reduce 
fraud and theft in our retail stores and in the supply chain.

It is our fear that legislation like HB 421 is at this time premature and wHI discourage Investment In EPC 
technology. Users of EPC products already participate in a global standards body callod EPCglobal. Its 
members have adopted self-regulating guidelines, including notice, that can evolve as the technology and Its 
applications evolve.

For these reasons we urge you to oppose any action prematurely regulating the use of EPC technology. 
Shouid you have any questions please feel free lo contact me, or Mike Hlltner, directly at 612-291-8707 or 
mike,hiltner@bestbuv.com. Thank you for your consideration.

Paula J. Prahl
Vice President, Communications & Public Affairs

CC: House Speaker John Harris
Majority Leader Ralph Samuels 
Rt presentative John Coghill Jr.

Sincerely,

Best Buy Corporate Campus • 7601 Penn Avenue South Richfield, MN, USA 55423-3645 • (612)291-1000 . NYSE symbol-BBY

mailto:hiltner@bestbuv.com
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1) This bill attempts to solve a “problem" that does not exist.

2) The bill should be amended into a study bill, so the author can determine if there 
is a problem that needs a solution.

3) As for the RFID elements of the bill, we are not usinp this technology on 
individual items. We have piloted the technology to track pallets from the manufacturer 
to our warehouse and from our warehouse to store backrooms. The tags a re 
expensive and may, in some instances, cost more than the net profit on the item. So
it wouldn’t make economic sense to even use them on individual items.

4) Even if RFID’s were placed on individual items, we’d use them to track product 
movement (e.g., from the manufacturer to the warehouse). They would not track which 
customer purchased those items. In other words, they would not communicate 
personal information about the customer from the RFID chip to some other device.

(We would know which customer purchased a type of item if the customer used a club 
card in the purchase.)

5) The notion is far fetched that bad guys are going to sit outside stores with 
devices that can provide, by a mere swipe, the identity of a customer who purchased a 
specific item from our store. The mere suggestion shows a fundamental lack of 
understanding of how RFID is used today at the retail level.

6) The technology is still developing and new, and certain items (bottled fluids, as 
an example) may cancel out the RFID signal. In other words, you could swipe a bottle 
of water and may or may not get a clear signal depending on where the RFID is in 
relation to the reader. That’s another reason why the notion described in paragraph 5 
above shows a lack of understanding about the technology.

7) The bill could also impact our ability to use radio frequency devices in other 
ways, such as at fueling stations or in other places where we may want to transmit 
payment information through wireless technology. An example is a fueling station 
where the pump devices communicate with a host computer using radio frequency 
information rather than hard wires. Another example could be if, someday, we wanted 
to allow customers to order on-line and pick up their products from the convenience of 
their car. (I heard that Appiebee's Restaurants does this at some locations.) Our clerk 
would bring out a hand-held device to swipe the credit card, and then send the payment 
info through radio frequency technology to the store’s host computer. Some Apple 
Computer stores use the same technology. The bill should, if any thing, try to ensure 
that the retailer encrypts the info in a way that is PCI compliant rather than potentially 
ban a practice most customers would find convenient.
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1 EPCglobal ̂

1101 30* Street, NW, Suite 500 
Washington, DC 20007

March 2 1, 2008

The Honorable Kurt Olton
Chair, House Labor & Commerce Committee
Alaska House of Representatives
State Capitol, Room 408
Juneau, AK 99801-1182

Dear Chairman Olson:

On behalf of EPCglobal Inc, I would like to take this opportunity to register our opposition to House Bill 421. EPCglobal Inc 
(xvvyw.cpcglobalinc.org) is a not for profit standards organization working on international standards for Radio Frequency 
Identification (RFID) applications. We are part of GS1, a standards organization in 108 countries. Industries that participate in 
our standards development process include health care, chemical, pharmaceutical, aerospace, retail, entertainment, defense, 
transportation and logistics. These industries use the Electronic Product Code (EPC), a RFID application.

The EPC is a unique number that Is used to identify a specific item in the supply chain. It Is stored on a RFID tag, which combines 
a silicon chip and an antenna. Once the EPC is retrieved from the tag, it can be associated with the data held in a secured database, 
such as where an hem originated or tbe date of its production. EPC data is about products, not people. An EPC tag does not carry 
an individual's personally identifiable information.

The EPC has the potential to help us all. The United States Food and Drug Administration has encouraged its use to help prevent 
counterfeit drags from reaching consumers by tracking products from their source. The EPC will be Ip businesses in Alaska and 
across the country improve supply chain efficiency and visibility, which will benefit consumers through improved product 
availability, speed of service, quality assurance and fester, more effective product recalls.

It is important to note that EPC/RFID is a technology that is in its infancy. In the short terra, EPC/RFID applications will be at the 
container and case and pallet level with item-level tagging applications on a wide scale basis many years away. Laws requiring a 
specific type of notice, requiring written consent or deactivation at the point of sale could have the effect of stifling innovation and 
adoption, and delaying potential benefits to consumers and businesses in Alaska and around the globe.

We urge Alaska legislators to be prudent and pragmatic in considering measures to regulate EPC/RFID technology. If you or your 
staff have any questions, please feel free to contact me at 202-625-4384 or aflemimrS:epcglobalinc.org.

Sincerely,

A llis o n  F lem in g
EPCglobal Public Policy Steering Committee

cc: Alaska House Labor & Commerce Committee
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March 25, 2008

The Honorable Kurt Olson
Chair, House Labor & Commerce Committee
Alaska House of Representatives
State Capitol, Room 408
Juneau, AK 99801-1182

Dear Chairman Olson:
On behalf of our more than 300 member companies and the information technology 
industry at large, the Information Technology Association of America (ITAA) would like 
to register our opposition to House Bill 421.

The use of RFID technology offers significant benefits in many areas, including supply- 
chain efficiency, ensuring accurate pharmaceutical drug tracking, safe handling of 
hazardous materials, food safety/recall, transport, security, logistics and stock control. As 
RFID technology matures and applications proliferate, it has the potential to enable global 
commerce and spur American innovation and competitiveness, while providing significant 
improvements in safety and security. RFID is often mentioned as one of a set of emerging 
and connective technologies that may potentially have an impact on business and daily life 
that is as profound as the rise of the Internet.

ITAA is concerned that HB 421 will stifle innovation and delay RFID benefits to the 
citizens of Alaska. As written this legislation provides onerous consent requirements, and 
seeks to regulate a technology rather than punishing unlawful behavior.

This legislation assumes that all RFID applications transmit personally identifiable 
information and are vulnerable to illegal attacks. This could not be farther from the truth. 
Many radio frequency applications simply transmit a unique identifier that links to 
information in a secure database. If a program requires the transmission of personally 
identifiable information security measures can be put in place to prevent the unwanted 
theft of information. Dozens of laws exist to protect consumer information.

ITAA believes that data collected using RFID should be protected with the most rigorous 
privacy and security standards to protect all individual data regardless of the source. 
Caution should be used, however, when creating new legislation that seeks to regulate a

Information Technology Association of America
1401 Wilson Blvd., Suite 1100. Arlington, VA 22209-2318 • Phone: (703) 522-5055 Fax: (703) 525-2279
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particular technology or mandate particular standards for its application. In today’s 
environment, technology evolves and is updated every 18 months. A technology that is 
cutting edge today will be surpassed by new innovations within a two-year period. 
Legislation catling for particular solutions or standards is not flexible enough to 
accommodate this pace of change.

Wc urge Alaska legislators not to prematurely regulate RFID technology and prohibit 
innovation. If you or your staff have any questions, please feel free to contact me at (703) 
284-5337 or jkerbcr® itaa.org.

Sincerely,

Jennifer Keiber
Senior Director, Identity Management Policy 

cc: Labor & Commerce Committee

About ITAA
The Information Technology Association of America (ITAA) is the premier IT industry 
association working to maintain America's role as the world’s innovation headquarters. 
Our members are responsible for producing the majority of crcdcntialing and identity 
management programs. Our members include companies producing drivers licenses and 
other identity cards; managing federal, state and local smart card and identity credentialing , 
programs; providing biometric devices, radio frequency identification technologies and 
middleware solutions; as well as performing background checks and other identity 
proofing and authentication services for government and commercial customers 
worldwide. Its members range from the smallest start-ups to industry leaders offering 
Internet, software, services and hardware solutions to the public and commercial sector 
markets. The Association maintains a formal alliance with more than 40 regional groups in 
the U.S. and Canada, representing 16,000 technology-related companies through the 
Council of Regional Information Technology Associations. It also serves as secretariat for 
the World Information Technology and Services Alliance, a network of 69 industry 
associations from around the world. For more information, visit www.itaa.org.

Information Technology Association of America
1401 Wilson Blvd.. Suite 1100, Arlington. VA 22209-2318 • Phone: (703) 522-5055 Fax: (703) 525-2279

http://www.itaa.org
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RFID
Myths and Urban Legends

A White Paper
Prepared by:

The Information Technology Association of America
1401 Wilson. Ste 1100 
Arlington, VA 22209 

(703) 522-5055 
www.itaa.org

http://www.itaa.org


MPR 25 ’ 08 15:08 FR TO 19074653835— 80 P. 05

RFID  M yths an d  U rban  Legends

Introduction

The use of Radio Frequency Identification (RFID) technology offers significant benefits 
in many areas, including identity management, supply-chain efficiency, ensuring accurate 
pharmaceutical drug tracking, authentic goods, safe handling of hazardous materials, 
food safety/recall, transport, security, logistics and stock control. As RFID technology 
matures and applications proliferate, it has the potential to enable global commerce and 
spur American innovation and competitiveness, while providing significant 
improvements in safety and security. The range of usage of RFID technology is 
immense, and spans many different industries. RFID is often mentioned as one of a set 
of emerging and connective technologies that may potentially have an impact on business 
and daily life that is as profound as the rise of the Internet.
Some industry interests and extreme privacy advocates want you to believe that in some 
forms, RFID poses an unacceptable threat to personal privacy. Privacy protection an 
imperative In any smart, ethical application of technology, but critics often stretch the 
truth to the breaking point when spelling out nightmare RFID scenarios. Privacy 
protection is an imperative in any smart, ethical application of technology, but critics 
often stretch the truth to the breaking point when spelling out nightmare RFID scenarios.
In this paper, we will expose and address some of tne most egregious myths and urban 
legends proliferated on the subject of RFID.

First, a definition in terms: RFID is an automated data-capturc technology that can be 
used to electronically identify, track, and store information about groups cf products, 
individual items, or product components. It is also a valuable solution for assuring an 
individual’s identity quickly and efficiently. The technology consists of three key pieces: 
RFID tags; RFID readers; and a data collection, distribution, and management system. 
RFID tags are small or miniaturized computer chips programmed with informativ/ii about 
a person or product or with a number that corresponds to information that is stored in a 
database. The tags can be located inside or on the surface of a product, item, packing 
material, identity card, and even under a person’s skin. RFID readers are querying 
systems that send signals to the tags and receive the responses the tags emit. These 
responses, which contain some or all of the data stored on the chip, can be stored within 
the reader for later transfer to a data collection system or instantaneously transferred to 
the data collection system.

With the emerging application of RFID to personal identification, a debate has arisen 
centered on privacy and security. Concerns about consumer privacy, data collection, and 
security arc not unique to RFID. Yet, the concerns are real and must be addressed in 
order to assure that the potential economic and societal benefits of RFID are realized. 
Fortunately, a number of private sector and civil society organizations have been doing 
work on possible codes of policy and practice to address these issues.

In the mean time, to develop a thriving competitive marketplace, consumers must receive 
accurate information about the opportunities and challenges of RFID, and they must also


