


Determine the extent to which the board, commission, or agency has effectively attained its
objectives and purposes and the efficiency with n hiclt the board, commission, or agency

has operated.

Commission objectives am identified in AS 08.88.071 and are defined in the Organization

and Function section of the report. REC has effectively and efficiently obtained its objectives

and purposes. Evidence suggests the commission establishes and meets its operational

objectives annually.

Determine the extent to which the board, commission, or agency duplicates the activities of
another governmental agency or the private sector.

RESF is an option the commission provides to the public in order to reclaim any funds that
may have been lost due to a licensee performing activities that involve fraud, deceit,
misrepresentation, or a conversion of trust funds. Currently, licensees contribute S30 to the
fund every two years for this service, and Alaska statute stipulates that this fee cannot exceed

S5125.6

A RESF claimant has the choice to pursue any of the other following options in addition to,
or as an alternative to RESF:

 Small claims suits through the Alaska Court System

e Civil suits through the Alaska Court System
e Surety bond insurance coverage through a private insurance carrier

e« Errors and omissions (E&Q) insurance coverage through a private insurance carrier

The Alaska Court Svstem provides RESF claimants with the option to file small claims and
civil suits. These options are a potential alternative to RESF.However currently these
op ions are judicial remedies for the public and licensees to protectagainst RECdecisions

that could be overturned by the Alaska Court Sysiem.

Private insurance companies offer surety bonds and E&O insurance. The annual premiums
on these policies can range from S500-S5,000 for coverage equal to or more than the
coverage provided by RESF. These premiums arc more than 30 times the current costs of

RESF’s fee.

Currently, licensed realtors are not required by law to have professional liability insurance in
addition to RESF. This is comparable to a survey of 11 western states, where seven of
11 states had surety funds and did not require professional liability insurance. Another two
states did not have surety funds nor required professional liability insurance. The remaining
two states did not have surety funds but did require professional liability insurance.

"AS 08.88.455(a)
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Although there are potential alternatives to RESF services, the Fund is a reasonable activity
of the commission. All licensees are required to contribute to RESF which in turn protects
the pubiic. RESF does not pose a significant financial burden on licensees, and the public
and licensees have the option to pursue judicial remedies as a balance to RESF decisions.
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State of Alaska

Office of the Governor

Juneau

August 1, 2007

RECEIVED

Ms. Pat Davidson, CPA
AUG 0 3 2007

Legislative Auditor
Division of Legislative Audit LEGISLATIVE AUDIT

P.O. Box 113300
Juneau, AK 99811-3300

Dear Ms. Davidson:

I received your preliminary auuit report regarding statutory professional
requirements for associate brokers that serve on the Real Estate Commission.
Recommendation No. 2: The director of Boards and Commissions, Governor's Office,

should verify board members satisfy all statutory requirements prior to being
appointed, isappropriate and may nsure that current Alaska statutory requirements

are met.

| appreciate your bringing this to my attention; I concur with your

recomr idation. In the future, 1will verify that potential board members satisfy all

statutory requirements prior to being appointed.

Ivy Frye
Director of Boards and Commissions

cc: Mike Tibbies, Chief of Staff, Office of the Governor
Linda Perez, Director of Administrative Services, Office of the Governor
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July 20, 2007

Ms. Pat Davidson
Legislative Auditor

Alaska State Legislature
Division of Legislative Audit
P.O. Box 113300

Juneau, Alaska 99811-3300

Dear Ms. Davidson:

Thank you for the opportunity to respond to the Preliminary Audit on the Real Estate
Commission Sunset Review dated July 3, 2007.

We concur with the audit findings and offer the following comments to the recommendations.

Recommendation No. 1. The leuislature should consider amending the statutes related to the
Real Estate Surety fund to provide more complete, effective, and efficient consumer protection

to claimants.

The department supports an increase to the aggregate claim limit allowed by the Real Estate
Surety Fund.

The department remains neutral on the discussion of whether mobile homes are eligible for
claims under the Real Estate Surety Fund. We understand and appreciate the audit findings that
the intent of the fund is to compensate victims of fraud, misrepresentation, and deceit on the part
of licensees; however, the Real Estate Commission has taken a position that mobile homes arc
considered personal property, rather than real property and therefore, does not represent a real
estate transaction. This is a topic best addressed by the Legislature.

Recommendation No. 2: 'l he director of Boards and Commissions, Office of the Governor,
should verify board members satisfy all statutory requirements prior to heinu appointed.

The department fully supports this recommendation. We cannot agree more that professional
members who have the responsibility and authority to govern a profession in Alaska hold the
credentials established by statute which they are being tasked to go\ern.

550 W. 7th Avenue, Suite 1770, Anchorage, Alaska 99501 3510
Telephone: (907) 269 8100 Fax: (907) 269 8125 Text Telephone: (907) 465 5437



The one individua n the Real Estate Commission identified by the audit as not meeting
statutory requirements to serve as a Commission member continues to hold the professional
position on the Commission. The individual’s continued participation on the Real Estate
Commission has a real potential to place Commission’s voting decisions in jeopardy should a

decision be challenged at any time.

Recommendation #3: The division should increase licensing fees to eliminate the commission’s
current operating deficit.

The department concurs with this recommendation and will be conducting a fee analysis to
resolve this issue.

Again, we appreciate the opportunity to comment on your audit report findings.

Sincerely,

" Emil Notti
Commissioner
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Gene DuVal
529 5th Avenue, Suite 200
Fairbanks, Alaska 99701

July 31, 2007

Pat Davidson RECEIVED

Alaska State Legislature

Division ol"Legislative Audit
PO Box 113300 AL 02 2007
Juneau, Alaska 99811-3300 LEGISLATIVE AUDIT

Dear Ms. Davidson,

Thank you for your letter dated July 10, 2007, and for the copy of the legislative audit
report regarding the Alaska Real Estate Commission. We appreciate your time and
efforts to try to make this system better.

Regarding recommendation number one, 1support increasing the urety fund limits, and
other measures, to provide more complete, effective and efficient consumer protection to

claimants.

Regarding mobile home transactions: the commission is on record that the sale of a
mobile home without real estate is not a transaction for which a license is required. It is
clearly stated in AS 08.88.900 (20) that a license is not required for sales of mobile
homes. Ifa mobile home was included into being a licensed activity, then why not a
cabin kit, or modular pieces that assemble into a home, or if you want to stretch it.
building materials, or a motor home? But ifa mobile home, a pre-manufacturcd home, or
a modular home, is part of a transaction involving real estate, then a license is required.
Real estate-must be involved in some form.

Recommendation number two involves the office of the Boards and Commissions and
should be also brought to their attention, which | am sure you have done. | support

recommendation number two.

I also support recommendation number three: increasing licensing fees so the Alaska
Real Estate Commission is not operating showing a large deficit.

Thank you for the time and thoughtfulness that was put into this audit. 1f 1can be of
further assistance, please call me.

Best wishes.

Gen
Chairman
Alaska Real Estate Commission
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Alaska State Legislature

Session:

Interim:
716 West 4lhAvenue. Suite 640 State Capitol, Room 126
Anchorage. Alaska 99501 Juneau. Alaska
Phone (907)269-0200 99801-1182
Fax (907) 269-0204 Phone (907) 465-4993
Fax (907) 465-3872

Rep_Craig_Johnson@legis state ak us

Representative Craig Johnson
] House Distr_ict 2§3 ]
Electronic Communication Devices

This new committee bill regulates the use of RFID technology in Alaska with the aim of
protecting personal and consumer information and preventing identity theft.

Radio Frequency ldentification (RFID) is a wireless technology that uses tiny electronic
devices equipped with antennae that can transmit identifying information to a remote reader.

Some common examples of RFID use include:
» employee access passes

« payment cards that don't have to be swiped
 toll passes

* pet implants.

Less overt examples of RFID use include:
» USFDA approved RFID tags that can be implanted in humans and contain patient records

for use in hospitals
RFID tags used in supply chains to track the movement of products from a manufacturer

to a distributor to a retailer and any points in between.

This innovative technology has a myriad of applications, many of which are of benefit to
government, businesses, and consumers. But some uses may come at the expense of personal

security.

Personal information transmitted by RFID tags and stored in RFID databases— information
such as bank account numbers, addresses, social security numbers, driver's license numbers,
and health lecords—can leave consumers vulnerable to identity theft. This new committee
bill aims to minimize that vulnerability and protect personal and consumer privacy by
regulating the use of RFID devices that transmit, receive, or store personal information.

This new committee bill regulates the use of RFID devices in Alaska by:

« requiring labeling on RFID devices

* requiring that businesses using RFID dev ices obtain consumer consent

» establishing security standards for storage and access of information gathered via RFID
» prohibiting scanning or remote reading of an RFID without consent

» establishing enforcement measures for the misuse of RFID dev ices

Frequently referred to as “the new barcode,"” RFID technology is progressing rapidly and its
presence in both the private and public sectors is growing at a staggering rate. By
establishing RFID regulations where none exist, this new committee bill aims to safeguard
personal and consumer privacy and stay ahead of those who would misuse this emerging

technology.

Co-Chair House Resources Committee
Member of Rules. State Affairs. Transportation Committees
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Does RFID technology pose risk?
By Elliott Wilson

Seattle Times staff reporter
OLYMPIA — Tiny radio transmitters in credit cards, on clothing tags and even inside animals expedite sales,

guide products through the supply chain and help lost pets get home.
But privacy advocates worry the same technology could be used to spy on consumers.

To pre-empt such high-tech surveillance, state Rep. Jeff Morris, D-Mount Vernon, wants to make sure no one
can use such technology to track people through the merchandise they buy, or to tap into their personal

information.

His proposal, House Bill 1031, includes some of the nation's tightest restrictions on the technology known as
radio frequency identification, or RFID

Morris has the support of privacy groups, but technology companies say his bill addresses a problem that
doesn't need fixing. The companies say they already work hard to protect customers' privacy and that
additional regulation would only hurt their industries.

RFID tags store data that can be transmitted wirelessly when they come close to a reader device

The uses range from tiny stickers that help track crates in Wal-Mart storerooms to sophisticated chips that
transmit an address ¢, account information from a cellphone or other electronic gadget

The distance the information is transmitted varies Some tags need almost direct contact with an RFID reader,
while others can send signals several feet or even farther.

Under Morris" bill, anyone distributing items equipped with RFID technology would have to label the products,
notify consumers if the item can transmit personal data, and show how to deactivate the transmitter if possible

Retailers and other distributors also would have to ensure that RFID transmissions are securely encrypted

The hbill had its second hearing Friday in the House Technology, Energy and Communications Committee,
which Morris chairs

Representatives from RFID producers, retailers and the cellphone industry said the regulations would hamper
their businesses and stifle new technology

If the legislation passes, companies working on new uses for RFID may abandon their efforts, said Allison
Fleming, a manager with the RFID company EPCglobal.

T-Mobile lobbyist Russell Sarazen said "It would have devastating effects to T-Mobile and the rest of the
wireless industry " He and other phone-industry representatives argue for an exemption for cellphones
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Wireless companies are developing RFID-equipped phones that allow users to order products simply by
holding a handset close to a poster or advertising billboard, according to RFID Journal, a trade publication.

Sarazen also said the regulations are pointless for his industry because the whole purpose of the products is

to send electronic messages

Liz Mclintyre, co-author of the book "Spychips: How Major Corporations and Government Plan to Track Your
Every Purchase and Watch Your Every Move," said the RFID chips are everywhere and are small enough to
slip between layers of paint, hide in tennis shoes, or secretly stick on computers

" could walk by things tagged with RFID and never even know," she said.

Mclintyre foresees consumers unwittingly wearing RFID-tagged garments that could be tracked by strategically

placed RFID readers.

That would give companies a complete history of each product, from store room to landfill, and give them a
detailed look into consumer habits.

"It's likely when you buy a pair of shoes, it's going to be a proxy for you," MclIntyre said.

Elliott Wilson: 360-236-8169

or ewilson@seattletimes com

Copyright © The Seattle Times Company
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CONSUMER REPORTS FINDS PERSONAL PRIVACY CONCERNS IN PLANNED USES OF
RADIO FREQUENCY IDENTIFICATION TAGS (RFDs)

Investigation finds mostconsumers unaware of RFID technology; RFID industry not
taking necessary precautions to protectconsumer privacy

YONKERS, NY - Not many consumers know about Radio Frequency Identification &RFID), a
wireless technology that allows objects and people to be taﬁ ed and tracked. RFID tags contain
microchips and tiny radio antennas that are embedded in all kinds ofProducts, credit cards, or
stuck on labels. A three-month investigation in the June 2006 issue of Consumer Reports has
found the RFID industry lacking in the necessary measures to strengthen

tag security against identity thieves.

RFID technology offers huge cost savings to business and it offers consumers conveniences
such as speedier checkouts, and public benefits, mcludmg ways to manage toxic waste and
encourage recycling. However, the tags are also a powerful new means of data collection about
consumers, the things they buy, the books they read, and the places they travel. During the

investigation, Consumer Reports found:

» Consumers are harely aware of RFID technology, yet its use is exploding, with sales of
an estimated 1.3 billion tags this year.

* RFID tags are currently bein? used in credit cards, prescription-medicine packaging,
computer equipment, TVs, clothing, cell phones, and the workplace. Soon the tags will be

embedded in tires for safety recalls.

* Plans to use RFID tag technology include incorporating tags into the entire dru%-supply
chain, and they already are being used in packing for prescription medicines such as

Viagra.

» The U.S. government has begun issuing new e-Passports, which contain an RFID chip in
the back cover. The chip in the e-Passport will have enough memory to add fingerprints

or iris patterns in addition to basic data already in the passport.

* The potential for snooping has increased dramatically. Security experts in the U.S. and
abroad have cracked payment devices and chips implanted in humans.

i/mnn»
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* In an effort to patch up privacy protections, at least seven states are considering RFID
bills of varying quality.

* The RFID industry has mounted a subtle PR campaign to fend off consumer and
government objections and to forestall government regulation.
onsumers Union Headquarters

The report appears in the June 2006 issue of Consumer Reports which goes on sale May 9th
and is also available online at www.ConsumerReports.org.

How RFID Tags Work

An RFID tag contains a microchip and a tiny radio antenna. The tag broadcasts the unique
identifying number of the item to any compatible reader within range, from a few inches for
credit cards, up to 20 feet for merchandise tags, and up to 750 feet for battery-powered ta?s in
toll passes. The reader then communicates with a computer database, where information linked
to that ID number is stored, such as details about when a product was manufactured or medical
records for people who have tags implanted. That database in turn can be linked to other
networks via the Internet to allow for more widespread data sharing.

Privacy Concerns

While the RFID business steams anng, several matters remain unaddressed. Several data-
security eerrts recer. y demonstrated that when information is communicated wirelessly
between RFID devices and readers, for example, it's possible to eavesdrop electronically and to
pluck sensitive information out of thin air. Some argue that RFID technology could give the
government a ready-made surveillance system as scanners become ubiquitous.

Federal agencies and local law-enforcement a%encie_s already negotiate contracts with private
data collectors to obtain personal information they might otherwise be legally prohibited from
collecting. Commercial data brokers such as ChoicePoint, Lexis-Nexis, and Acxiom compile
computerized dossiers that in one click reveal to government a%enmes, potential employers,
loan officers, or private investigators information that may include your home address, phone
number, Social Security number, photoPraph, legal transgressions, details about divorces, and

financial records, among other personal data.

The idea that a tiny radio chip might be traveling in their shirts or shorts doesn't sit well with

Americans. The public unease has put the RFID industry on the defensive and its leaders

Broclalm the importance of addressing the consumer's privacy concerns. But when Consumer
eports asked to discuss the subject with executives of one company, attempts were

stonewalled by public relations representatives.

“It's essential to develo? the proper framework to[g)rotec_:t consumers from the unprecedented
8r|vacy and identity theft risks that come with RFID," said Andrea Rock, senior editor at

onsumer
Reports.
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ELECTRONIC PRIVACY INFORMATION CENTER

Guidelines on Commercial Use of RFID Technology

(FINAL VERSION - July 9, 2004)

Introduction

The guidelines are proposed to guide the use of RFID technology in order to protect both
private enterprise interests and consumer privacy interests. This means that these
quidelines do not address protection of consumer privacy from any governmental action.
Rather, ther seek to protect consumer privacy from private enterprises. Further, these
guidelines Tocus on use in the retail and manufacturing industry where retailers and
manufacturers are beginning to implement item-level RFID tagging to facilitate supply
chain efficiency, inventory control, and similar applications.

These guidelines primarily address commercial, private applications which may use
RFID tags to draw conclusions about consumers without their knowledge or consent, or
that might generate data which could be used for entirely different purposes at a later

date.

These guidelines are divided into three parts. Part A addresses the duties of private
enterprises that use RFID technology. It imposes minimum requirements on RFID users,
recognizing the advantages that RFID technology can provide while at the same time
addressing privacy concerns. Part B addresses practices in which the RFID Users
should never engage, including tracking, snooping, and coercing consumers to accept
live RFID tags or associate their personal data with an RFID application. Finally, Part C
states the rights of consumers who are exposed to RFID technology and incorporates

some of the Users' duties stated in Part A.



Definitions

"RFID" means Radio Frequency Identification, i.e., technologies that use radio waves to
automatically identify individun' items,

"Tag" means a microchip that is attached to an antenna and is able to transmit
identification information, i.., capable of receiving data from, or transmitting data to, a

Reader.

;RFelSder“ means a device, capable of reading data from a ng or transmitting data to a
tag.

"RFID Subjerr" or "Individual" means a consumer, customer, or any other such individual
that comes in contact with a product that has attached to it. or contains, an RFID tag.

"RFID User" means an RFID operator, such as a store, warehouse, hospital, and the
like, who employs RFID technology, including RFID readers and tags.

"Premises" means a store, a warehouse, a hospital, or any other such equivalent space
that encompass the tags and the readers that communicate with RFID tags.

"Consent": means the freely given, specific and informed indication of a RFID subject's
wish to have his/her personal information processed by the means of RFID technologies.

RFID Guidelines
A. What RFID Users Must Do:

1. noTice. Give notice to a RFID Subject of:

a. Tag presence, Whether through labels, logos, or equivalent means, or through
display, either at the place where a tagged item Is stored, such as a shelf or counter, or
at point of sale, such as a cash register. The notice shall be reasonably conspicuous to
the individual and contain information that enables the individual to be reasonably aware
of the nature of the RFID system and the data processing in place

b. Reader presence, Whether through labels, logos, or equivalent means, or through
display, whenever tag readers are present. The notice shall be reasonably conspicuous
to the individual and contain information that enables the individual to be reasonably
aware of the nature of the RFID system and the data processing in place.

C Reading activity. RFID Users must use a tone, light, or other readily observable and
recognized signal whenever a tag reader is in the act of drawing information from an

RFID tag anywhere on the sales floor.



2. REMOVAL. Attach tags to items in such a way as to allow for the easiest possible
removal of tags.

3. ANONYMITY PRIORITY Any RFID user - before linking RFID tags to personal
information — should first consider alternatives which achieve the same goal without
collecting personal information or profiling customers. If personal information must be
collected and associated with tag data, the RFID user must satisfy the following five

requirements:

a. Consent. Obtain written consent from an individual before any personally identifiable
information of the individual, including name, address, telephone number, credit card
number, and the like, is attached to, stored with, or otherwise associated with data

collected via the RFID System.

b. Purpose. Before obtaining written consent, the RFID User must inform the RFID
subject about the purpose of associating gathered data with personal information, and
specify that purpose before such attaching, storing, or association.

c. Use limitation. Before obtaining written consent, the RFID User must inform
individuals about the scope of use of gathered data, whether the use is limited to the
person's own interests or whether the data will be disclosed to third parties. Keep data
only as Ion? as it is necessary for the purpose for which the data was associated with

personal information.

d No third party disclosure Not disclose directly or through an affiliate, to a
nonaffiliated third party an individual's personally identifying information in association
with RFID tag identification information.

e. Data quality. Keep gathered data accurate, complete and up-to-date, as is necessary
for the purposes for which it is to be used.

4. SECURITY Take reasonable measures to onsu:,. that any data processed via an
RFID system is transmitted and stored in a secure manner, and that access to the data
is limited to those individuals needed to operate and maintain the RFID system.

5. OPENNESS RFID Users must make readily available to individuals, through the
Internet or other eguivalent means, specific information about their policies and practices
reIatin% to its hanaling of personal information. Any personally identifiable information
itself shall be provided upon written request of the individual in a secure manner.

6. ACCOUNTABILITY Designate someone who is accountable for the RFID User's
compliance with these guidelines.



B. What RFID Users Must NOT Do:

1. Track. Track the movement of RFID subjects at any time without their written
consent to all tag reading events. RFID users shall not track individuals via tagged items
on the premises or outside the premises where an RFID system is employed to obtain
individual shopping habits or any other such information obtainable through tracking,
even upon suspicion of such activities as fraud or shoplifting.

2. snoop Record or store tag data from tags that do not beiong to the RFID User for
any reason except for the processing of returns or warranty service and upon the
consumer's request. RFID users shall not collect RFID data from objects on, or carried
by, an individual person for the purpose of generating a consumer profile, even if the
profile is assigned anonymously.

3. coerce. Coerce or force individuals to keep tags turned on after purchase for such
benefits as warranty tracking, loss recovery, or compliance with smart appliances; and
not require individuals to provide unnecessary personal information as a precondition of
a transaction. RFID Users must allow individuals who so desire to enroll anonymously in

any RFID data-gathering scheme.

C. RFID Subjects' rights:

L. access. RFID Subjects must have the right to access data containing personally
identifiable information collected through an RFID system, and have the opportunity to
make corrections to that information.

2. removaL. RFID Subjects have the right to get tags removed from tagged items.

3. accounTasiLiTy. RFID Subjects have the right to challenge the compliance of
persons employing RFID systems when practice contradicts the guidelines set rorth
above.
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NCL's Vlission Statement

Our mission is to protect and promote social and economic justice for — other info from NCL:

consumers and workers in the United States and abroad. The National health
Consumers League is a private, nonprofit a_dvocaC(Ngroup representing fraud
consumers on marketplace and workplace issues. We are the nation's finances
oldest consumer organization. iabor
NCL provides government, businesses, and_other_or%anizations with the tech {OOd
consumer's perspective on concerns including child Tabor, privacy, food echnology
safety, and medication information, utilities

privacy

general interests
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Frequently asked questions about RFID

Understanding RFAD

RFID - radio frequenc¥] identification - has been around for over 60 years. Today, consumers
come into contact with this technology in many for.;,s, from the passes that employees use to
%am access to the buildings where they work t0 payment cards that don’t have to be swiped
through a machine. As RAD is increasingly used in people's daily lives, it's important to what it

is and how it works.

(radio antenna) reader

(microchip)

ta igifr(])rm ation Com Uter
g %ransgm itted) SypStem

What is RFID and how does it work?

RAD is a wireless technology that is used to identify things. It typically involves three
components: a tag, a reader, and a computer system.

Sometimes referred to as a transponder, the tag consists of a microchip and a radio
antenna. The chip in the tag contains information about the item that it is either
attached to or that it is embedded in. The tag transmits that information to the

reader using radio signals.

The reader, also called an interrogator, is a device that is designed to pick up those
radio signals and deliver the information they contain to the computer system.

The computer system can use the information in avariety of ways, depending on what
it is set up to do - for example, it might be to track inventory of give a person access
to an office building. It may be connected to databases that contain more information
linked to the item and, in Some cases, to the person using it.

How big are the tags?

The tags vary in size depending on the size of the chip they contain. Some tags are
smaller than a grain of rice and can be embedded in products or labels, even planted

http://www.nclnet.org/rfid/faq printerfriendlv.htm >[n/"Ann
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under the skin. Others are as big as a deck of playing cards and are attached to
pallets and cases. Tags also vary in how much information their chips can store or
process, with inexpensive "dumb" tag?s havm? little memory or processing capacity
and more costly "smart" tags having Tar greater computing power.

How is RFID used in the real world?

Many consumers are already familiar with :ne form of RFID - the toll-pass that drivers
can keep inside their cars to go through toll booths without havm? to stop to pay. The
chip in the toll-pass sends information to a reader located in the toll booth. This
information, the reader’s location, and the time and date of the reading are then
transmitted to a computer sP/stem, which may be linked to databases containing other
information such as the toll fee and the bank account that will be billed for the toll.

Another use of RFID that some consumers are familiar with are ?alyment systems that
allow them to wave atag in front of a reader on a gas pump to fill' up a gas tank. RFID
technology is also being used to control entry into certain buildings. Some pet owners
are having their dogs or cats implanted to help track them in case they get lost, and
the U.S. Food and Drug Administration has approved a tag to be implanted in humans
containing their ﬁaUent records for use in hospitals. RFIDis be|n? used in supply
chains to track the movement of products from a manufacturer to a distributor'to a
retailer and any points in between. Depending on their intended use, RFID systems
vary in capability, the complexity and cost of the tag, the amount and sensitivity of
the’information that the chips cantain, and the distance from which readers can pick

up the signals from the tags.
How close to the tag does the reader need to be?

That depends on the type of RFAD tagr. Some tags are called passive because they
don't have their own power source. The reader powers up the tag by sending it a,
radio signal, and the tag responds by sending radio S|?nals back with the information
the chip contains, An active tag has its own small battery or other source of power
and doesn't require power from the reader to send a signal to it. Passive tags can be
read only from a relatively short distance, from a few inches to a few yards. Active
tags can generally be read from a longer distance.

The radio signals used to communicate between tags and readers can pass through
objects - they don't require a direct line of SI?ht between them as barcodes do with
bar code readers. This means that if individual items in a grocery store were tagged,

it is theoretically possible to go through the checkout S|mpI)( by wheeling the shop[plng
cart by a leader, without having to unload it. As the technology advances, the ability
to get consistently accurate reads is improving.

What information can be stored on the chips in the tags?
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The chips in the tags may have all sorts of information on them, depending on the
Bur ose for which the tags are used. For example, those that control access to

uildings ma% contain the employee’s name, job title, and information about which
parts of the building the person can go. Some tags have only a unique ID code for the
ltem they are identifying (see Understanding the EPC). The'information on the chips
may be linked to databases that contain more information, [ncludlngf about
individuals. As technology advances, the chips in the tags will be able to store and
process an increasing amount of information.

What about security?

As with any technology, criminals might try to exploit RFID, so security is impor .ant.
For consumers, the main security concern is about RFD uses in which their ﬁersonal .
information, such as health records or bank account numbers, is stored on the chips in
the tags or in databases that are linked to them. There are various types of security
measures that can be used to protect information as it is transmitted and stored, such
as encrypting it - turning it into a code that only authorized users can translate.
Devices such as key fobs and wireless phones that are equipped with RAD in order to
use them to pay for purchases present another security concem - what haﬂpens if
the_?{ are lost or stJen? One way to prevent unauthorized use would be to have the
ability to "lock™ these devices So their functions can be turned off if they fall into the

wrong hands.

How can RFID benefit consumers?

Convenience is one of the biggest benefits of RFID. In addition to the tags that allow
drivers to pass through toll booths quickly, consumers can also use cell phones, key
fobs, and credit cards that are equi Sed with RAD to pay for purchases simply by
waving them in front of readers. RFD tags on items can make it easier for consumers
to make product returns without rece|Pts, Similar to the way that pets can be
|mPIanted with tags to make it easier 1o identify them if they are lost, Alzheimer's
patients ma¥ wear tagged wrist bands in case they wander away from their
caregivers. Patients in some hospitals wear them to ensure that they get the right
medications, and expensive hospital equipment is being tagged so if can be located
quickly and be more efficiently Used.

Understanding EPC

What does "EPC" mean?

EPC stands for Electronic Product Code. It is also sometimes

called “the next generation barcode.” It'sa unique identification
code that is stored in the ch|B on a tag as a product goes thro%gh
the su plgl chain. Unlike the bar codes that are commonly used on
items to distinguish a can of soup from a hox of crackers, the BPC
can identify a specific can of soup or box of crackers by its unique

ID number.

hUp://www.nclnet.org/rfid/faq_printerfriendly.htm in none


http://www.nclnet.org/rfid/faq_printerfriendIy.htm

Frequently asked questions about RFID Page 4 of6

Do all RFID systems use the EPC?

No, the EPCiis a unique numbering system enabled by RFID and is mainly used on
shipping cartons and pallets to track products from the manufacturer to the
warehouse to delivery at the retail location. If individual items have tags with the
EPC, the tags are usually on the packaging - on the box that contains the television a
consumer buys, for instance, not on the television itself.

How can the EPC benefit consumers?

Convenience is also one of the biggest benefits of the EPC. It can also help merchants
keep popular products from running out by tracking inventory and ordering re-supplies
more quickly. Some shopping carts are being e(?wpped with readers that will
communicate with tags embedded on store shelves. When the consumer walks by, a
small screen on the cart will display promotions, recipes, and other information
connected with those products.

Safety is another benefit. For example, tagging prescription drug bottles with the EPC
at thé manufacturer can help pharmacies assure that the drugs they are providing to
consumers are real, not counterfeit and that the prescr|8t|on drugs being dispensed
are those that the doctor prescribed. Stores can use RAD to locate and remove
perishable items that are past their prime or recalled items from their shelves. RFD
can also help protect the public health by enabling companies *o track the source of
an item - like a bag of spinach or beef from a cow, in case of disease.

What about my privacy?

Though few individual items are presently beingz ta c[;ed, the use of tags is growing. As
RAD use becomes more widespread, it isimportant to know what information, if any,
will be collected, how it will be used, if it will be stored and for how long, and
whether it will be shared and with whom, especially if it is or can be linked to
personal information about individuals.

Tags with chips Programmed with the BPC to track items through the supply chain
don’t contain information about individuals. But as with barcodes today, it’s possible
that information about individuals could be linked to purchasing those items. For
examPIe when consumers use store loyalty cards to get sale prices, the retailer can
keep track of the types of products they buy by I|.nk|n% the information from the
barcodes on those items to the personal information those individuf ; may have
Prowded when they signed up for the cards. With that information, .etailers can track
he spendm% habit$ of customers in a certain zip code, or send them advertisements

|

for certain Kinds of products.

In other uses of RAD t_echnologfy, information about individuals may be stored on the
chips in the tags. Again, the information on the chips may also be linked with
information about individuals stored in databases connected to the system. Take the
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toll-pass system - it's designed to collect information about where the tag was, and
when, and'links that data with information in a database about whose account to bill.
This information could potentially be used in ways that may raise privacy concems.
For instance, an employer who installs a toll pass in a company car and monitors the
charges made against the account could track where and when an employee has

driven the car on toll roads.
How do | know if RFID is being used?

Because the tags can be so small, their use may not be readily visible. Sometimes
they are embedded in items - for instance, tags are being built into new tires to

monitor the tire pressure for safety purposes.

ltems with tags that have chips containing the EPC are marked with a symbol that
contains those letters, which indicates that the manufacturer part|0|[)ates ina
voluntary program that requires it to disclose the use of RAD technology and follow
certain practices to protect consumer privacy. The symbol will usually appear on the

back of the package.

In other uses of RFID, there may be disclosures on signs in the store, on product
labels, or in contracts and user'agreements, or there may be no notice at all. There is
no U.S. federal requirement to label RAD tagged items or to disclose that RAD is
being used. Some states are considering laws concerning RFID, which may include
requirements to disclose its use.

If RFID is being used, can | remove it or deactivate the tag if | choose?

That depends on how the tag is attached and how it is intended to be used. If it’s
embedded in an item, like atire, it may not be possible to remove or deactivate it, or
to do so without destroying the product. In other cases, removing it may be pointless.
For example, if someone were to remove the RFIDtechnoIogy from the keyless
remote for their car, it would become useless. If a tag can be easily removed or
turned off, consumers may have that option.

In the case of tags with chips that contain the EPC, they are usually on the packaging
and will be discarded with when the packages are thrown out. In some cases, a store
clerk may remove a tag at tg%)o_mt of purchase, as is done now with the security tags
on certain items, such'asa DVD G clothing item.

If there is a choice about removing or disabling a tag, consider any benefits it ,
provides and weigh them against any trade-offs you'd have to make. For example, if
the tag is designed to make_returmn_ct; items easier, what is the return process without
the tag? Are there other options? Isit possible to get the same or a similar item

without the tag?

Also consider what ?rivac “implications, if any, there may be in relation to the tag.
Will any personal information be on the tag or linked to it? What type of information
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is it and how will it be used? Isit possible to get the benefits without any personal
information being linked to the ta%? If the tag is used as part of a payment system or
for another sensitive purpose, such as providing health records, is there adequate
security to prevent it from being read or used without authorization? Look for
explanations about privacy and security and ask questions to make informed decisions

about using products with”RFD.
Where can | get more information about RFID?

Information is available from these sources and consumers can search online for more
resources about RFID.

Trans Atlantic Consumer Dialogue _
Consumer and privacy issues related to using RFID

http://www.ta(_:d.org/_cgi-bin/db.cgi? _
page=list&config=admin/docs.cfg&col_docsecid=4

Center for Democracy and Technolo
Best practices for companies using RHD .
http://www.cdt.org/privacy/Z00/'0SOIrfid-best-practiccs.php

EPCglobal -
Guidelines for companies usm? the BPC

http:/lwww.epcglobalinc.org

EPCglobal US S
Guidelines for U.S. companies using the EPC

http:/lwww.epcglobalus.org/

FAQ menu
RFID Home

http://www.ncInet.org/rfid/fag printerfrier.dlv.htm In nrirlo
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RFID

Radio Frequency ldentification

Glossary of useful RFID terms

. . . RAD Home
Active RAID tag: has its own small battery or other source of power and doesn't require power from
the reader to send a signal to .

Computer system: receives information about the item that is stored in the RAD tag.
Encrypting: turns information into a code that only authorized users can translate.

EPC. the Electronic Product Code. It'sa unique identification code that is stored in the chip on an
RAD tag as a product goes through the supply chain.

Interrogator: another word for a reader.

Passive RFD tags: don't have their own power source. The reader powers up the tag by sendingkit a
radio signal, and the tag responds by sending radio signals back with the information” about the kern

that the chip contains.

Reader: a device that is designed to pick ug) the radio signals from the RAD tag and deliver the
Information 1t contains to the computer system.

RFID: awireless technology that is used to identify things.

RAD tag: consists of a microchip and a radio antenna. The chiﬁ in the tag contains information
about the item that it is either attached to or embedded in. The tag transmits that information to

the reader using radio :ignals.

Su%?ly, ctl)ains: the movement of products from a manufacturer to a distributor to a retailer and any
points’in between.

Transponder: another name for the RAD tag.

Fraud.org ¢« LifeSmarts « StopChildLabor.org ¢« SOSRx * Phishinglnfo.org
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Introduction

Creative applications of radio frequency identification ("RF_ID_”_)_technologles_ hold promise for
consumers, businesses and government. They suggest possibilities for reducing costs through
better inventory management, for improving the safetY of the drug supply, fo"aiding in the
care of the eldérly and”impaired, for reducing error rates in hospitals and for improved
tracking of Iupgage and cargo at airports to improve security and passenger service, among

|

other applicafions.

There are man%/ gossmle_appllcatlons_of RFID that do not pose major privacy concerns. But to
the extent that RFID devices can be linked to personally identifiable information é"PII”,),
including where such devices facilitate the tracking of an individual's location, RFID raises
important privacy questions. While this document is primarily intended to address these
anacy implications, particularly with respect to control of PII, its goal is also to increase
ransparency about the use of RFID technology involving consumers.

What isRFID?

RFID refers to a technologiy that uses radio waves to identify an object. An RFID system
typically includes three elements: a tag, a reader, and a database.

An RFID tag or transponder comprises a chip that contains a unique number that identifies an
object (and perhaps other information) and is connected to an antenna. Each antenna enables
the chip to communicate via radio waves to a reader, which captures the unique number or
other data on the tag. That data can then be transmitted to computers that store information
about the object to Which the tags are attached. In most instances, the protocol for
communication between the reader and ta? enables a fixed set of commands; tags typically do
not have the capacity to upload and execute additional software programs.

RAD Tas

The simplest RFID tags are passive” and as such do not carry their own power sup?,ly to
enable data transmission, Passive tags receive their power from the electromagnetic waves
emitted by readers that induce a curfent in the tags, thereby enabling the tranSmission of the
information stored on the tags. Other ta?s are "active" and'do contain some form of %ower
supply allowing the broadcast of informafion from the reader. Active tags are often able to
transimit over @ much longer range than passive tags - typically 10C feet or more. In
comparison, passive tags have ranges that are minimal,”in the range of several yards or less.
There are even RFID tags designed to have a communication range of a few inches or less,

Both active and passive tags may be “dumb," without any capability of processing data on
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board or “smart, ” having significant storage capacity that can support possible data security
measures such as encryption, or including sensors for measuring conditions such as pressure or

heat.

Readers and Read Range

RFID readers interrogate RFID chips to receive the identification number and other data.
Readers interact with chips using varying radio frequencies. Low frequency readers and tags
are less expensive than ultra high frequency readers and tags, use less power and penetrate
non-metallic substances better. On the other hand, ultra high frequency tags can be read at a
greater range from readers arid can transfer data faster than their lower frequency
counterparts. Both high and low frequency RFID systems have certain advantages over the
more traditional bar code systems in that they can read objects within their range without line
of sight access and can also read multiple objects at the same time, unlike the individual
object scanning required by the bar codes systems.

Read range refers to the maximum distance an RFID chip can be accessed by a reader. Read

ranges can vary widely: while some systems may have a read range of 100 feet, others may
The read range designed into a particular RFID
In some cases, the

In other

have a read range of only one or two inches.
system is selected to serve the requirements of a specific application.
desired read range is long, as in the case of inventory control or inventory tracking.
situations, only an extremely short read range is necessary, and may in fact be preferable for

security reasons.
Data and RFID Systems Networks

Finally, data may be transmitted over a network from the readers to business process
applications, and to databases where information about the identified objects is stored.

The security of these networks is critical to the security of the overall RFID system.
Depending on the sensitivity of the data within an RFID system, the data may be encrypted

and include other security measures. ™

The family of RFID technologies contains many sub-groupings with unique attributes and
abilities that depend upon the various capabilities of the components of the technology,
including the sophistication of the circuitry in the tags, the levels and sources of power
involved, the communication protocols linking the tags and the readers, and the distance
required between tags and readers for effective communication. Because different standards
have developed for the varying uses of the tags, not every reader can read every tag.

Broadly Speaking, RFID technology can be used for four general purposes: 1) to keep track of
objects, 2) to keep track of people, 3) to provide services, or 4) as an internal component of a
2

product or device. Technical differences in the technology are reflected in its different

applications.™

RFID and Privacy

RFID technology raises privacy concerns when its use enables parties to obtain personally

identifiable information, including location information, about particular individuals that those

parties otherwise would be unable or unauthorized to obtain. This information may be a

person’s location; it may be that the person has a certain product in his or her possession; it

may be that the person has used a particular service. Security concerns arise if unauthorized

parties are able to obtain such information either from interception of the radio
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communications between tags and readers, through urauthorized reading of the tags, or via
unauthorized access to the network or the database.

Detailed analysis of privacy and security issues in the context of these new technologies is
clearly called for. Three general principles emerge from this analysis that can be applied to
help address concerns about privacy in existing and new applications of RFID: the principle of
technology neutrality; the principle of privacy and security as fundamental design
requirements; and the principle of transparency.

Technology Neutrality: RFID technology in and of itself does not impose threats to privacy.

Rather privacy breaches occur when RFID, like any technology, is deployed in a way that is not

consistent with responsible information management practices that foster sound privacy

protection.

Privacy and Security as Primary Design Requirements: Users of RFID technology should address
the privacy and security issues as part of its initial design. Rather than retrofitting RFID
systems to respond to privacy and security issues, it is much preferable that privacy and
security should be designed in from the beginning.

Consumer Transparency: There should be no secret RFID tags or readers. Use of RFID
technology should be as transparent as possible, and consumers should know about the
implementation and use of any RFID technology (including tags, readers and storage of PIl) as
they engage in any transaction that utilizes an RFID system. At the same time, it is important
to recognize that notice alone does not mitigate all concerns about privacy. Notice alone does
not, for example, justify any inappropriate data collection or sharing, and/or the failure to

deploy appropriate security measures. Notice must be supplemented by thoughtful, robust

implementation of responsible information practices.

The Purpose oflJhese.Guidelines

Representatives from various consumer groups and commercial enterprises developed these
guidelines under the leadership of the Center for Democracy and Technology ("CDT") in an
effort to address current privacy concerns, as well as to limit future concerns regarding the
deployment of RFID technology. This document is the result of an extensive analysis of
current and near term applications of RFID, the ways in which those applications do or do not
implicate privacy, and the manner in which companies can address them. These guidelines
have been designed at the principles level in consideration of the wide variety and versatility
of current RFID systems, the breadth of applications, and the speed at which the technology is
developing. This document is intended to provide guidance for policymakers, developers and
users about privacy in the context of RFID technology.

To focus their discussions, the participants in this effort used the framework of fair
information practices as articulated in the Organization for Economic Cooperation and
Development’s Guidelines on the Protection of Privacy and Trans-border Flows of Personal
Data ("OECD Guidelines”). While this framework proved helpful to relate RFID technology to
specific issues regarding electronic data flows, it became evident to the participants that
many of the privacy issues related to RFID are common to any system of information collection
and storage, while in other cases RFID does raise its own novel challenges. Thus, this
document does not reflect a point-by-point apolication of the OECD Guidelines, but rather
focuses on specific challenges posed by RFID technology when applying certain aspects of fair
information practices in the areas of notice, choice and consent, onward transfers, access and

security.

These guidelines are designed to be sufficiently flexible so as to apply across a range of
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industry sectors. Their success wilt depend upon companies making sound decisions about how
they are best implemented and maintained. We expect that some companies may, for
example, provide notice in a way that differs markedly from the way in which others do, based
upon the nature of a given RFID application, the company's business model, and the
environment in which both are deployed. Thus, a retailer may provide notice in a manner
different from the way in which a home health care system provider provides notice. It should
also be noted that this document assumes that companies deploying RFID will comply with
existing laws and regulations related to information collection and sharing.

This document is targeted at commercial and private sector consumer applications. Itis not
intended to address government applications of RFID or applications of RFID deployed
internally by companies in the employer-employee context, business-to-business applications,
or uses of RFID for personal identification systems.

The participants in this initiative are keenly aware that this .. lidance may need to be revisited
as RFID technology continues to develop and as more is learned about its impact on privacy.
For example, one issue that garners significant attention is whether and to what extent RFID
practically could be used to track an individual’s location. Issues such as location tracking, as
well as others, will warrant reconsideration as the technology evolves and new applications
emerge. As RFID technology and applications are developing rapidly, the drafters intend to
review and refine the guidelines as the private sector gains experience in their
implementation.

Finally, the purpose of this activity has been to attempt to define best practices. The process
has involved extensive discussion about both principles and practicalities that entailed healthy
give and take among parties representing widely different perspectives. Thus, while not every
participant necessarily supports every recommendation, the final product represents a

collective judgment that these guidelines should provide a workable set of practices that allow
for realization of the potential benefits of RFID without undermining the privacy of consumers.

These guidelines are not designed as a blueprint for legislation. The participants in the
drafting process believe that widespread and voluntary adoption of these guidelines, combined
with a major effort at consumer education, would dramatically improve the environment for

the use of RFID.

Best Practices

Notice

Consumers should be provided with clear, conspicuous and concise notice when information,
including location information, is collected through an RFID system and linked, or is intended
by a ccnmercial entity to become linked, to an individual’s personal information eitheronthe
RFIDag itself or through a database. (For purposes of this document, this information shall be

referred to as “linked information.”)

< In either of these situations, the notice should specify:
o the presence of RFID involving linked information:
o the purposes for which the linked information is being collected:
o how linked information will be used;
¢ whether t,.e linked information is used solely to enable the functioning of the

device the consumer has purchased or delivery of the service for which the
consumer has contracted, or to facilitate completion of the commercial

business's transaction with the consumer;

o whether the linked information may be used for additional or subsequent uses,

such as marketing;
o that if the linked information is to be used for such additional or subsequent
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uses, it will be used only consistent with the consumer’s choice; and
o whether the RFID tag can be removed or deactivated.

» Whenever practicable, notice of the use of the RFID system to collect linked _
information should be provided prior to the comPIetlon of the transactign through which
the good or service is obtained.  In cases where there is no ﬁood or service obtained,
then"notice should be provided prior to the association of PIT with information collected

through the RFID system,

Responsibility for providing notice lies with the company having the direct relationship with
the consumer, &

When the information on the RFID tag, such as the tag number, is not directly associated with
an identified individual, .in order to create a link between the information on the RFID tag and
an identified individual it is usually necessary to access a series of databases or other

information repositories. ! It is the responsibility of the commercial entities involved in the
deployment of RFID systems to exercise judicious discretion in determlnlnﬁ whether the.
degree of linkage is sufficiently close so as to consider the information collected to be linked

information.

* Ingeneral, commercial entities should consider the likelihood of the linkage between
Pll'and/or location information and the RFID identification number in determining
whether notice is necessary. In making this determination, a company should give good
faith consideration to the following:

o The likelihood of a single individual or entity havin?_ access to all elements of
information and databases necessary to effect the linkage;

o The number of elements of information required to effect the linkage;

o The security measures surrounding the information; . _ .

0 Legal protections or safeguards applicable to accessing or using the information;
an

o The sensitivity of the information linked to the RFID data.

+ Asthe attenuation between the Pll and RFID identification number becomes greater,
the risk to privacy arguably decreases, and the requirement for notice becomes
increasingly subject to discretion.

Consumers should be notified when entering a commercial or public environment where RFID
technology is in use. Wherever practicable; individual RFID readers should be identified as

such.

Companies should engage in annual internal assessments to confirm that the posted notices
accurately reflect théirinformation practices related to RFID systems.

Companies deploying RFID technology are strongly encouraged to participate in consumer |
education efforts that provide background and Context to consumers regarding. Pll collection
enabled by RFID, and to raise public awareness of the technology and itS benéfits.

Choice and Consent

Choice pertains to the.use of the RFID technology, and to the uses of linked information
collected on the RFID tag or associated with thé RFID number.

Consistent with the guidelines for notice, consumers should be clearly notified when there is
an opportunity to exercise choice with respect to the use of the RFID technology or with
respect to the use of linked information collected on the RFID tag or associated with the RFID
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number.

Consumers should be offered such choice before the conclusion of the transaction to obtain a
good or service, wherever practicable, so that, when coupled with robust notice, consumers
are given the tools to effectively exercise their choice with respect to the use of RFID

technology.

+ Consumer choice about the use of the RFID technology

» The consumer should be informed in a clear, conspicuous and concise
manner when there is an option to remove, de-activate, or destroy
a tag and, when there is, how that option may be exercised.

* Insuch instances, the option to remove, de-activate or destroy an RFID
tag must be readily available to the consumer and readily

exercised.

» By exercising choice to remove, de-activate or destroy a tag, the
consumer's ability to return an item, benefit from a warranty, or
benefit from the protections of local law should not be
compromised. Exercising this choice should not result in any

damage or defect to a product.

+ Choice and consent about the uses of Pll collected on the tag or associated with
the RFID number.

* Insome cases, linked information is used solely to enable the

functioning of the device” the consumer has purchased or delivery
of the service for which the consumer has contracted, or to
facilitate completion of the commercial business's transaction with
the consumer. In such instances, the consumer should be informed
of the existence of the RFID tag (consistent with the Prowswn on
notice), but the consumer's consent or choice about the use of Pll
need not be solicited.

When linked information collected and associated with an RFID number is used
for purposes other than to enable the functioning of the device the
consumer has purchased or delivery of the service for which the consumer
has contracted, or to facilitate completion of the commercial_business's
transaction with the consumer (such as marketing or sharing linked
information with a third party for some other purpose), the consumer
should be so notified and given the opportunity to consent to such uses.

Responsibility for providing choice lies with the company having the direct relationship with
the consumer, |”!

Onward Transfer

Wherever practicable,™ company collecting PIl via the deployment of an RFID system should

include in Its contracts provisions requiring that the compands, with which if shares PIl,

including its affiliates, subsidiaries and any third part)r] companies, will afford that shared data

?hle\(elco prtotectlon consistent with or greater than that afforded by the company collecting
e information.
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Access

When Pl is maintained on the tag itself, individuals should have reasonable access to that
information.

If an individual receives an adverse decision based on linked information Blabout him or
herself, that individual should have reasonable access to that information. ,As,ageneral
pr|n0|p1e, it s desirable to provide consumers with, if cost effective and efficient, reasonable
access to personally identifiable information, including location information, collected using

RFID technology.

In the above situations, appropriate access should be provided by the entity interfacing with
the individual.

When access is offered it should be easily and readily available to the consumer.

Government access to linked information should be allowed only upon service of process under
applicable law.

Security

Companies should exercise reasonable and appropriate efforts to secure RFID tags, readers
and, whenever aPpI!cabIe, any corollary linked information from unauthorized reading, logging
and tracking, including any nétwork or database transmitting or containing that information
and radio transmissions bétween readers and tags. Inaddition, companies should exercise
reasonable ang appropriate efforts to secure the linked information from unauthorized access,

loss or tampering.

In 50 doing, companies should establish and maintain an information security program in
keeping with industry standards, appropriate to the amount and sensitivity 0f the information
stored 0n their system. Such a security proqra_m should include processes to_identify
reasonably foreseeable internal and external risks to the s urity, confidentiality, and
integrity of linked information, and address those risks.

To enhance the security of information that may be transmitted between tags and reader,
companies should, to the extent practicable, minimize the information stored on RFID tags

themselves.

American .Library.Association
aQuantive, Inc.

Center for Democracy 6 Technology
Cisco Systems Inc.

IEBlll\/IU”y and Company

Intel Corporation o _

Elll,ot E"t axwell, RFID consultant and Fellow, Communications Program, Johns Hopkins
niversi

Mic,rosoftyCorporation

National Consumers League

The Procter 6 Gamble Company

V,erlsG]n
Visa U.S.A.
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For example, many contact-less payment cards employl 28-bit and triple DES encryption.
Ina payment transaction, a contact-less chip generates a unique numeric code. If the code is
not detected, the transaction is declined.

L Exam les of these purposes are plentiful. RFID systems are used to keep track of tilings in
manufacturing inventory warehouses, for example, where deliveries can be recorded
automatically by simply' moving incoming pallets (with taﬁg embedded) past a reader. The
information is then logged into the inventory system. RFID systems keep track of people in
hospitals and, prisons and, in the future may be used for home health care applications that
enable caregivers to monitcr the daily habits of the very elderly or infirm in their homes. A
familiar and”early service application”of RFID technology has béen in toll-collection tags on
hl(fhW&l_yS, which allow motorists with RFID-enabled cards to pay tolls simply by passing through
collection plazas. Contact-less payment cards are another service application, Additionally,
RFID tags with a unique identifier'are now an internal component o1 automobile keys; when
the key'is inserted in the lock, it communicates with a reader built into the car's electrical

system.

N For example, the chip used to provide electronic bar codes has the capability to manage
security via passwords and other safeguards and can be read at a distance of several feet.
RFID tags used for contact-less smart cards, on the other hand, typically are designed to
supporf substantial cr}/ptography and to be read at distances of dn inch or so; cryptography
can be used to protect tags or to secure transmission protocols.

[4] Commercialentities that do not have a direct relationship with consumers but are involved
with th_e_deP_onment and/or use of RFID systems should make good faith efforts to encourage
the notification of consumers. A commercial entity incorporating RFID sKstems within its
products should. give notice to its direct purchasers of that fact, and to the extent practicable
encourage its direct purchaser to give similar ntice to their purchasers, and so on, with the
objective of enabling the comi)any having the direct relationship with consumers to give
proper notice of the use of RFID technology.

The rationale for this provision is that comPan[es not participating in or benefltmg
from the use of RFID but who receive products containing tags ma}/ not know that products,

they receive contain RFID tags, and will need to have adequate information to participate in
providing notice. Use of a well-recognized logo in accordance with corresponding guidelines,
such as those followed by EPCglobal association members, would be one way to support this

notification.

Where RFID tags in the retail environment function solely as a replacement for

barcades as currently deployed and do not provide enhanced or additional functions, notice

may be provided consistent with current practice.

[51F0r example, it would arguably require several linkages to correlate the RFID tag in an
automobile tire to PIl about the car's owner.

A MFor example, RFID may enable the function of an electronic device.

* *Commercial entities that do not have a direct relationship with the consumer but are
involved with deployment and/or use of the RFID system should make good faith efforts to

encourage consumer choice.
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_ A commercial entity which incorporates RFID systems in its products should inform its
direct purchasers as to when a system includes RFID to help the purchaser assess whether the
consumer should be offered choice and the opportunity to consent, ar.d to the extent _
Practlc_able encourage its direct purchaser to provide choice to its purchasers, and so on, with

he objective of enabling the company havmgf the direct relationship with the consumer to
a weII-reco?nlzed logo in accordance with

offer appropriate_choice to consumers. Use 0 0 11 \
obal association members, is one

corresponding guidelines, such as those followed by EPCg
means to support this notification.

[Ol_For example, an adverse decision related to the availability of a good or service, or the
ability t« obtain credit.
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| IN'RODUCTION

In January 2005, parents from a small town named Sutter, California, an hour north of
Sacramento, sent a letter to the offices of the American Civil Liberties Union (ACLLQ of Northern
California. Then daughters had come home from their public middle school with new identification
badges that appeared to have computer chips embedded inside. The parents had questions and
reached out to the ACLU to try to get some answers. These parents had no idea what that letter
would mean, how far that leUer would go, how it would impact their family, their town, and the
national debate over personal privacy in post-9,/11 America.lIACLU stories often start like that. And
like many ACLU stories, this one is far from over. The letter from these parents unleashed a
firestorm over the privacy and security implicauons of a technology called Radio Frequency
Identification (“REID"). First used during World War Il to differentiate between friend and foe
aircraft, it emerged in the commercial sector in the 1970s to track ptoducts as they moved through
the manufacturing sector and then to tag and track catdc and other livestock. Prior to 9/11, it had
only been used to idenufy individuals on a relauvcly small scale, mostly for building entry and road
toll collection systems.: But, in the past six years, RFID technology has been increasingly considered

® 2007, Nicole A Ofcr, Technolog% and Coil Liberties Director at ihe ACLU of Northern Cahforma | he opinions
expressed in this article arc not necessarily those of the ACLU or the ACLU of Northern California Special th inks to Valcnc
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Senator Joe Siinman, Rci Onishi, Legislative Aide (former), Office of California State Senator Joe Sumtian, David Molnar,
Department of Computer Science, University of California- Berkeley, l.cnnv Goldberg, | enny Goldberg and Associates, and Bcrh
linens, Privacy Rights Clearin?house ManK ol ihe ideas and much of ihe information in this poltcv paper haic been developed
over the course of two years of work with these extraordinary individuals on the Identity Information Protection Act Fust
introduced in the California State Legislature in February 20u5, the hill was the fust legislation in the nation to address RFID
technology in identification documents
1See Ptcss F asc, Privacy Rights. arc at Risk— Parents and Civil Liberties Groups Urge School District to Terminate Use of

tracking Devices Feb 7, 2005, mmLibitj | http  www aclunc org/ news, prcss_relra*cs/pnvary_ngHts_are_at_nsk_
_Barents_aiid civi_l_bbcrlies_?roups,urgc_school disinct_lo_termtnatejuse_of trackmg_dcnccs shtml for more tilformation
about Sutter Stt aiM Press Release, Victory for Students, P-ucnts and Civil Liberfies Groups— < umpany Announces it will Fnd
Tracking Pilot Program (Feb 10, 2005), MsulabUji http /, www aclunc org, news/press_tclcases, victory_for_studcnts,_parcnts,
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Copyright 0 2008 Stanford Technology Law Review .M i Rights Rest/red



for use in government-issued identification documents like passports, driver's licenses, and student
badges. This technology, which had been quietly creeping into the lives of Americans, was blasted
into the public spotlight by these two unassuming sets of parents who had a few straightforward
quesuons and concerns about the privacy and security unpact of RFID technology in their children’s
school badges— questions and concerns that had not been adequately answered by the school or the
company selling the new technology. In the past few years, these questions and concerns have not
abated, but have come into greater focus as government oversight organizations such as the
Government Accountability Office (“GAQ"), the Privacy Integrity Committee of the Department of
Homeland Security, politicians, researchers, and industry organizations have looked more carefully at
the risks of RFID and fostered critical debate about whether it is an appropriate technology for use
in government-issued idcnufication documents.

The ACLU of Northern California has been a leader ui generating public and legislative attention
to the privacy, personal safety, and financial security risks associated with the use of RFID
technology in government-issued identification documents.3 Tliis policy paper will discuss RFID
technology, its vulnerabilities, and its impact on civil liberties and consumer privacy. It will also
discuss the development and current status of RFID legislation that is moving though the California
legislature and serving as a model for other state acuon.

Il. RFID - WHAT IS IT?

RFID is ageneric term for technologies that use radio waves to automatically identify people or
objects from a distance of several inches to hundreds of feet. In the past few years, as major
newspapers and radio stauons have reported about the pnvacy and security concerns of RFID,
spurred in large part by the Sutter story and the rollout of RFID in passports, the term has moved
from obscurity to being relatively well-known in the minds of many Americans4 Along with
increased knowledge has also come increased skepticism about whether RFID technology adequately
protects an individual's privacy and security5— so much so that some manufacturers and government
agencies have tried to distance themselves from the bad publicity that has been garnered by some
RFID products. A crop of new names for the technology has been developed, with segments of the
industry re-branded as “smart cards,” “smart chips,” and “contacdess integrated technology."l
However, reg-.dlcss of the name, all segments of the RFID market are based on the same core
technology. RFID tags are comprised of tiny computer chips with antennas that can be encoded with
information, such as someone’s name, social security number or, in the rase of commercial use, the
type of product or its origin These chips, some as small as a grain of rice, are then embedded in
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documents and objects.7 When an RFID reader is in the area, the chip transmits its stored
information to the reader by sending it a radio signal. The chip docs not alert anyone that it is
transmitting this information or to what reader this information has been sent. On top of this
foundational technology lie several permutations of RFID tags— “passive” tags, “active” rags, and
"smart” tags.

"Passive” tags are so termed because they have no internal power source and perform no actions
until they are awakened by receiving energy waves in the adio signal emitted by a reader. Studies
from the United States Department of State have shown th™ tags envisioned to be read from a few
inches can actually be awakened and read at distances of more than twenty feet, wit' others scientists
demonstrating that they can be read at greater than sixty-nine feet.* Since these tags have no internal
battery, they can be small, easy to embed, quite cheap to produce, and can successfully operate for a
long period of time.

“Active” tags have their own battery source. They do not have to wait to be awakened by a
reader, but arc capable of initiating communication with a reader and continually broadcasting their
stored information. They also have amuch longer read range o f several hundred feet— some of up to
"S0 feet, depending on battery power. The batteries m these tags normally last several years.'?

Some tags arc called “smart” because they possess the technological capability to mcludc some
forms of security protection for transmission of sensitive data. These chips arc sophisticated enough
to allow rhe layering of data protection processes, such as cryptography and authenricauon,00on top
of the core radio frequency technolog}' acuons performed by the chip. However, these tags are only
as “smart” as the decision-makers who decide what types of protections should be built onto these
chips and how effective these protecuons actually arc against privacy and security attacks.”

IIl. THF. VERY REAL WORRIES OF THE SITTER PARENTS AND THE PUBLIC

“There are more than 200 million of these security devices [RFLDJ used wo. Kvide with not
an instance o f a security breach.”

— Roxanne Gould, Senior Vice President, CA Government & Public Affairs, American
Electronics Association (AeA)2

While industry representatives may claim that RFID technolog}' is secure, the facts over many
years tell a very different story. The privacy and w unty vulnerabiliues of RFID- embedded
identification documents and products have been shown by government offices, independent

researchers, and motivated criminals.
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A . Mass-Dis/nhutcd Building Entry Card System Cracked

In February 2007, 10 Active, a small computer security firm based in Seattle, Washington,
showed just how easy it was to read and clone the information encoded on the building entry cards
used at many public and private buildings across the nation.13 At the RSA Conference, Chris Paget,
|0 Active's Director of Research and Development, demonstrated how a handheld device the size of
a standard cell-phone, costing twenty dollars in parts, could read the personal information encoded
on the RFID chips used in HID Global ProxCards.4With the push of a button on the same device,
the personal information on the RFID cards could then be copied and re transmitted, “spoofing” the
existence of an entry card and gaining access to the very buildings or information that the RFID
chips were intended to protect from unauthorized access. Paget explained, “ (as the system stands at
the moment, | could walk past someone on the street, maybe stand next to them in an elevator, and |

could grab their card id and get into the building." 5

B. British E-passports Cracked

In November 2006, the technology protections on three million British e-passports were cracked
by software written in less than forty-eight hours and an RFID reader bought for about five hundred
dollars.5While the British Home Office had adopted the Triple-Data encryption standard (3 DES”)
to try to prevent convcrsauons between the passport and the reader, researchers found that the
“secret key” to open up the secure chip was actually published on the face of the passport— the
passport number, the passport holder's date of birth, and the expiration date.l7 Once this not-so-
sccret key was known, the REID tags in the passports could be read. Within minutes o f being read,
the information from the passports could be copied and pictures of the holders appeared on a
computer screen. The British government could have included a feature in the new e-passport that
likely would have prevented this attack. The specification for the international e passport developed
by the International Civil Aviation Association (“ICAQ") detailed a feature called “active
authentication” that countries could elect to include as part of their technological protection
measures. The British government apparently chose not to do so.f* According to Adam Laurie, the
computer ex; :rt who helped crack the c-passport, the protections put in place to protect this
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sensitive information were the equivalent of “installing a solid steel front door to your house and
then putting |h* j.c under the mat."19

C. RFID >e 'lied Credit Cards Cracked

In October 2006, researchers at the University of Massachusetts Amherst demonstrated a
technique for intercepting the information being transmitted by an RFID-embedded credit card; tens
of millions of similar cards have been issued.2 Prior to rolling out these new cards to consumers,
companies like American Express and J.P. Morgan Chase claimed that the cards incorporated
protections for sensitive information.2l However, researchers found that information such as the
cardholder's name and other data was being transmitted by die RFID tag without encryption and in
plain text. With $150 of rcadily-obtainable computer and radio components, the researchers
developed a reader the size of acouple of paperback books and skimmed and sro.ed the information
from the new RFID-embedded credit card.

D. California Capitol Entry Cards Cracked

In August 2006, security researcher Jonathan Wcsthues showed the vulnerability of high security
areas that rely on RFID-embedded ca.d entry systems.22 In the shadow of workers installing the final
stages of a $2 5 million investment m concrete barricades, posts, and other security measures to
secure the California State Capitol, Wcsthues read the RFID-embedded entry cards of two California
state legislators In a matter of seconds, the information from the RFID tag popped up on his laptop
screen. He transmitted the information from his laptop and, with the high security door believing he
was Assembly member Fran Pavicy, he gained access to the California State Capitol.23

E. Dutch E-passport Prototype Cracked

In February 2006, the prototype for the RFID Dutch e-passport was cracked on national
television.24 In less than two hours, the information transmitted between the chip and the reader was
uiterceptcd, stored, and then cracked. The crack allowed full access to all the information on the
passport, including the digitized fingerprint, photograph, and other encrypted and plain text data
Like the Bntish passport, the ease of cracking the protections was due in part to the fact that the
“secret key” was not-so-secret— it was sequentially issued and constructed from information on the
face of the passport, including its expiration date and passport number.%

F. VeriChip Hunran-implantable RI1-1D Cracked

In February 2006, the VeriChip, an RFID tag approved hy the Federal Drug Administration
("“FDA") for implantation into humans, was cracked by Jonathan Wcsthues in less than two hours.%
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While the VeriChip corporate website still claims that its tags arc “safe,” “secure,” and “cannot be
counterfeited,” Westhues was able to read and clone the chip in the arm of @ winaneuss reporter in
mere hours with a reader the size of an MP3 player and an antenna about five inches long.27 While
RFID technology has “ever increasing processing speeds, wider reading ranges, and larger memory
capacities,” the VenChip has not become harder to read and clone. Since first cracking the
VeriChip, Westhues has shown that even smaller technology, costing as Little as twenty dollars and
requiring little skill to assemble, can be used to read and clone the chip.29 There are currently over
4,000 VeriChip systems installed worldwide for use in the healthcare, security, and government
sectorsd) Once the VeriChip is read and cloned, the copy could be used for whatever purpose was
uitcnded for the initial chip, whether it be identifying a patient or accessing a secured location.

C. RFID Gas Cards and Car Keys Cracked

In 2005, researchers at Johns Hopkins University cracked the security protecting the RFID
devices widely deployed in automatic Exxon Mobil gasoline purchasing passes and in automobile
anu-theft devices.d Using a home-brewed device costing a few hundred dollars, the researchers
successfully cracked the encryption code on the Texas Instruments chips in thirty minutes. Once
they had the code, they used a laptop and a simple RFID device to fill up with gas for free. The work
at Johns Hopkins also revealed the security vulnerabiliues of anu-theft car devices that use similar
chips. Passive RFID tags are placed in keys that arc authenticated by the steering column— if the
RFID is not present, the car is not supposed to start But these chips were also easily cracked This
research was a surprise to many car owners, but probably not to many car thieves. Police believe that
car thieves often successfully steal expensive cars, such as two of soccer star David Beckham's
custom-designed anu-theft BMW's, by using software to spoof the RFID system.2 The security
researchers sec the case o f cracking these RFID deployments as “a sign that the backers o f the RFID
industry are hemg short-sighted by trying to roll out more uses for RFID devices before their security

and privacy issues arc addressed.” 3
IV IMPACT OF RFID ON CIVIL LIBERTIES AND CONSUMER PRIVACY

“RFID technology secures our privacy, prevents theft, and saves lives "

—AeA Website, January 2, 200734

The truth is that there is widespread evidence and accompanying concern about the impact of
RFID technology on privacy, financial security, and personal and public safety. These concerns are
not limited to organizations that advocate for civil rights, such as the ACLU of Northern California,
but arc shared by government organizations such as the Government Accountability Office, by
elected representatives, by independent researcher; who specialize in RFID technology, and even by
segments of the technology industry itself.%

T hi t ite claims that "unlik tional f f identification, the VenCiup™ he .
6%{”%@61?{)6%)/ ﬁP Fs égfecosrg&g?ee Wepil}gnctmsR tD L1%;')59 ﬁSBV%W vgrgg]hsl [?colrp(.e(r:]olrrﬁ(;(r)\rt]entfcor%alnu /fnd(t:gBrsm}as? visited

sn VenChip RFIO 101, http  www scntlupcorp com/content rompany/tfidlOl lasi \tsited Oct s, 2007)
- For information on Jonathan Westhues work, sec Westhues' Home Pape, http /, cq cNAvchdty pi ilast sisited Oct s, 2007)

V'set VenChip™* Company Pape, http  www venchipcoip com, company html (last visited tlet s, 20)07),
t lint's Scheme "J Car Lccki, Gas Pcorps, SClENCE N I AS

INLINE e & 08 o St g s oA ot
" Roberr Vamosi, cone in bo seconds— Tie Hteh Tech | erssn, CNF.T NEWS, May s, 2006, hup  news coin com/ 2100-
*349_1 6060287 html

n J kM G i H:ID ethnoi S inae iderations, R'Cf NM RtETlMl ; J | ||, 2003,
hup . YA ECOMTICECEHIMGS om S mﬁ%rﬂitmﬁ’ Y consd ! s, Juy

« Matthew Ka/mierc/alt A Josh James, RFID, Secunty, Pnvacy, and Ggod Public Palicy,
hup s acanctorp pugT]lca/ljttioni, |(ﬁ[1 tf?d_prad_ovrrwe asp %t \HSIteg Get ZCOE% y
" Neville- Pattinson, director ol Technulopy AcGovernment at Axalto Inc of Austin, Texas, commented at the Junc 7, 2006

Copyright <0 2008 Stanford Technology Law Review. A il Rights Reserved.



A . Tracking and Profiling: Concerns Expressed by Diverse Groups

Tracking: The use of RFID technology m identification documents threatens to drastically
reduce privacy rights because of its potential to be used for anonymous and invisible tracking Any
information that is transmitted remotely from the RFID tag— whether that is a name, social security
number, or other random number— permits tracking of the movements arid activities of an
individual. With tests revealing that RFID tags can actually be read at a distance of many feet, an
individual's ID may be read surreptitiously as he or she walks through a doorway or hallway, s'ts at
the airport, stands at a political rally, .. visits a doctor's office or a gun show RFID readers will also
continue to get more powerful, with greater read ranges fitting into smaller devices, making them
even more portable and easier to conceal.%

Profiling: The use of Ri .D technology in idcntificatu.  documents also lays the groundwork for
even more widespread profiling of individuals. Profiling functions to create a picture of a person’s
private affairs or to attempt to predict future activities by aggregating a person’'s movements or
transactions over a period of time. The deployment of RFID technology in government
identification documents and the existence of uhiquitou, readers would enable the gathering of
immense amounts of data. The aggrcgauon of such data will enable the government, and potentially
thud parties who are also deploying RFID readers, to have intimate details o f pnvate lives, including
personal information such as medical predispositions or personal health histories.

RFID-enabled profiling is already being deployed in the commercial s ctor. For example,
amusement parks are alrc dy using RFID tags to determine wrhat attractions are most popular.3 At
Legoland in Denmark, the park rents RFID bracelets to parents, marketing them as a tool for parents
to f nd theu children if they get lost. But, meanwhile, the parks also collect the data from the RFID
rags to determine how families use the park, such as “"tugfingj consumer interest in new rides, even
new Lego building sets.” 3 Much more sophisticated systems that use mobile phones are now being
deploy* L The RFID reader phones are designed to read tags that people come into contact with that
are embedded m retail stores or in the products ~ring sold tn those stores. When the phone “eads the
tags, the software running on the phones sen  out information such as the stores that people
visited. “Then die system infers people’s behaviors and deliver(s) information based on the inference

"n
results.
/. GovernmentAccountability Office (GAQ)

Concerns about how RFID technology could be used for tnappropnatc tracking and profiling
were brought o the attention of Congress by the GAQ in May 2005 in its report. information
Security— Radio Frequency ldentification Technology :n the Federal GovernmentA The GAO fOUI’\d that "the
use of tags and databases raises important security considerations related to the confidentiality,
integrity, and availability of the data on the tags, in the databases, and in how this information is
being protected. Key pnvacy concerns include tracking an individual's movements and profiling an

individual's habits, among others.” 4
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The GAQ continued by stating that * [ajmong the key pnvacy issues are notifying individuals of
the use or existence of the technology; tracking an individual's movements; profiling an individual's
habits, tastes, or predilections; and allowing for secondary uses of information."42 The GAOQ

expanded on its concerns with tracking and profiling. It cautioned that;

Lt]hc widespread adoption of the technology can contribute to the increased occurrence of
these pnvacy issues .... tags can be read by any compatible reader. If readers and tags
become ubiquitous, tagged items carried by an individual can be scanned unbeknownst to
that individual. Further, the increased ﬁresence of readers can provide more opportunities

tor data to be collected and aggregated.

2. Department ofHomeland Security Data Privacy and Integrity Advisory Committee

Similar concerns about both tracking and profiling were also deta led to the Department of
Homeland ‘scurity in 2006 by its Data Pnvacy an ' Integrity Advisory Committee (“Privacy Advisory
Convruttee", In its Final Report released in December 2006, the Committee warned of several
concerns with the use of RFID in identification documents. It wrote that RFID-embedded
identification documents might enable unauthorized access to information through skimming and
eavesdropping, tint information transmitted might be reused or leveraged for a second purpose
without the knowledge or consent of individuals, and that such RFID-enabled systems had the
potential to allow “widespread surveillance of individuals . .. without their knowledge or consent.”%
In its Draft Report, the Committee found that RFID “appears to offer Utdc benefit when compared
to the consequences it brings for pnvacy and data integnty,” and recommended that “RFID be
disfavored for identifying and rrarking human beings.”4 In its Final Report, released in December,
2006, the Committee set forth a host of cntena for agencies to consider when deciding whether to
use RFID technology in idenufication documents, including whether another type of technology
could accomplish the goals with fewer privacy and security risks.47

3. Institute oj Electrical and Electronics Engineers (1EEE)

Hie Insutute of Electrical and Electronics Engineers, a nonprofit group representing more than
220,000 U.S. electncal, electronics, computer, and software engineers, has also expressed serious
worries about the privacy and tracking issues associated with the use of RFID in identificauon
documents. In its position paper adopted by the Board of Directors in 2006, the group stated that
“RFID systems present a unique technical and policy challenge because they allow data to be
collected inconspicuously, remotely, and by unknown, unauthorized, or unintended endues "4 It
advised that “[t]hc security provisions for data acquired using RFID technology must adequately
address the fact that data can be collected at a distance, inconspicuously and even unintentionally,”4
The IEEE was also very concerned about information being used for secondary' purposes unrelated
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to the original reason for carrying or using the PFID-embedded card, without the knowledge of the
cirdholdcr: “[bjecause data in an RFID network has little human intervention and is acquired
immediately during a transaction and can even be acquired following a transaction, the data
aggregation and use for purposes other than those intended are poss'btlities that must also be

addressed." %
4. Industry Representatives

Industry representatives have also formally <xprcssed worries that some forms of RFID
technology significantly threaten privacy. In its letter to the State Department, the Smart Card
Alliance, a major “smart chip” industry group,i explained that EPC 2 Global tags, a basic form of
RFID technology that lacks additional multilayered protections, “was designed to track packages and
products” and “is not the appropriate technology to use for securing human identification
systems.” 2 The Smart Card Alliance confirmed that RFID tags such as this “release their identifiers .

. to any compatible reader, with no ability to authorize that the reader is allowed to access the
information prior to releasing the data."% The RFID technology being considered by the federal
governme;»i fAr use in the passport card “docs not support the necessary security safeguards to . . .
prevent the citizen's unique reference number from being tracked when it is outside of its protecuve
sleeve.”5 The Smart Card Alliance concluded by stating that "while these vulnerabilities may not be
critical in a supply chain application because the information contained on the tags is not sensiuve,
they are serious issues for any human idenuficauon application.” %

The AeA and leading technology companies have also echoed the concerns that core RFID
technology docs not adequately protect privacy. In a 2006 letter to the Department of State and
Department of Homeland Security regarding what type of machine-readable technology should be
deployed in the new Western Hemisphere Travel Initiative (*W HTI") card, die trade organization
and companies explained that basic RFID designed for identifying pallets of goods and allowing
rapid inventory tracking is ‘inappropriate for personal identification applications."1 Such RFID
technology has a very long read range, on the “order of 30 feet, or more,” and would "perversely
maximize the possibility . . of an illicit actor ‘tracking’ a person at very long ranges."5 The
information on the tag could also be “surreptitiously sknnfmed].”5" The letter urged the government
agencies to reconsider whether to use basic RFID technology because its use "would potentially
threaten individual U.S. citizen privacy."®

5. Elected Officials

Elected officials are also becoming increasingly alarmed about the implications of RFID
technology used in identification documents. Senator llillary Clinton (D-NY) submitted a letter to
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the State Department expressing her distress that the administration has not fully considered the data
security and pnvacy concerns of a proposed horder-crossing identification card that would contain
RFID technology.60 Senator John Sununu (R-NH) and Senator Daniel Akaka (D-FIl) have also
proposed legislation to address the possible technological implicauons of potential widespread use of
RFID technology in 1D documents like driver's licenses, and the security risks associated with
databases that might be built as a result.6l State representatives around the country have introduced
more than fifty bills in twenty-seven states addressing pnvacy and security implications of RFID
technology use by the government and commercial sectors.62

B. Insecure RF 1D Tecano/ogy Interferes u/itb Constitutional Rights

Groups from across the sectors are right to express alarm about the use of insecure RFID
technology in government idenufication documents. Its use will have widespread impact on privacy
and free speech rights. Such rights are not aspirational, but arc guaranteed by both the United States
Constitution and further augmented by many state constitutions.

1. Insecure R F 1D Impacts Privacy Rights

Privacy rights are guaranteed by the Fourth Amendment to the United States Constitution and
many Mate constitutional provisions.6 The Fourth Amendment promises all Amcncans a zone of
conf.ol around their bodies and possessions that the government cannot enter without reasonable
cause. This zone of control extends far beyond the front door of a home— it also protects places or
things that a person “seeks to preserve as private, even in an area accessible .o the public.”64 The use
of insecure RFID technology in government identification documents interferes with Fourth

Amendment rights by facilitating unreasonable searches.
2. Insecure RFID in Government IDs Facilitates Unreasonable Search

The use of insecure RFID in government identification documents facilitates unreasonable
searches. A search violates the Fourth Amendment if the government violates a subjective
expectation of pnvacy that society recognizes as reasonable.64 The inquiry involves two discrete
questions: (1) has the individual, by his or her conduct, “exhibited an actual (subjecuve) expectation
of privacy” by seeking to preserve something as private; and (2) whether ihe individual's subjective
expectation of privacy is one that "society is prepared to recognize as ‘reasonable™ or justifiable
under the circumstances.6

Individuals take actions to preserve the pnvacy of the personal information on government
identification documents, and their expectation of privacy for the information on these documents is
one that society has long recognized as reasonable. Individuals go to great lengths to preserve the
privacy of the personal information on their government identification documents, guarding them
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safely away from view in wallets and purses.67 This information, hidden away, cannot be read and
recorded by law enforcement with mere observation. Individuals must either be stopped and forced
to produce their identification documents, or technology must be utilized to penetrate an individual's
pocket or purse to read this mformauon. Individuals have no reason to think that the information
stored on documents away from public view could, or should, be accessed from a distance without

their knowledge or consent.

An individual's expectation of privacy over the information on government identificauon
documents is also reasonable and supported both by state law and Supreme Court jurisprudence.
Many states have passed statutes which provide explicit authority to law enforcement to require
individuals to display their driver's licenses for identification purposes.68 However, iniuai stops of
individuals, which then lead to requests by law enforcement to display identification, must sull be
based on reasonable suspicion.®9 Thus, the defaulc position is that individuals, absent reasonable
suspicion by law enforcement, have control over their personal information and the disclosure of
their identities Other states, such as California, provide even more extensive protection to
individuals over the personal informauon on their identification documents. California law prohibits
abusiness from retaining or using personal information from adriver's license for any other purpose
than to satisfy a legal requirement. 70 A liquor merchant can ask to see an individual's license to verify
date of birth in order to satisfy the legal requirement to check drinking age, but cmnot retain or use
any of the other information on a license.

The Supreme Court has long found Fourth Amendment protection against scar:hes that cannot
be conducted with mere observation, but require physical or technological intrusion. In sond v. united
states, the Court held that feeling soft luggage was a search, staung that *[pjhysically invasive
inspecuon is simply more intrusive than purely visual inspection "7 In «jno v. united states, the
Supreme Court found that the use of thermal imaging technology to determine whether illegal
activities were occurring inside a home, — information that would otherwise require physical
intrusion into the home in order to discern— was also a search prohibited by the Fourth
Amendment The Court found that “where .. the Government uses a device that is not in general
public use, to explore details . . . that would previously have been unknowable w thout physical
intrusion, the surveillance is a search.” 2 While the home has always been afforded the highest caliber
of Fourth Amendment protection, RFID readers, like thermal imagers, use a technology to invade a
core area of personal space. The privacy implications of RFID technology m identification
documents should be considered equally because the technology enables the remote and surreptitious
reading of information safeguarded in spaces away from public view, creates the potential for identity
and location informauon to he recorded for perpetuity, facilitates law enforcement acUons that arc
tantamount to unreasonable stops, and enables unreasonable search.
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). Insecure R FID Implicates State Constitutional Protections

In addition to Fourth Amendment concerns, the privacy issues associated with the use of
insecure RFID technology in identification documents may also implicate state constitutional
protections. For example, the surreptitious monitoring and recording of identity and location
information that is facilitated by insecure RFID in idcnufication documents is exactly the type of
“modern threat” that was the focus of the California Pnvacy Amendment.3 Overwhelmingly
approved by California voters in 1972, the Pnvacy InitiaUve was designed specifically to guard against
the expansion of government survcdlance and data collection. The ballot argument in favor of the
proposition cited “ the proliferation of government snooping and data collecting [that] is threatening
to destroy our traditional freedoms.”7 In wnite v. pavis, the first California Supreme Court to

interpret the pnvacy amendment noted:
[Tlhe moving force behind the new constitutional provision was a more focused privacy
concern, relating to the accelerating encroachment on personal freedom and security caused

by mcreased surveillance and data collection activity in contemporary society. The new
provision's primary purpose is to afford individuals some measure of protection agaiist this

most modern threat to personal privacy.®

State constitutional protcctiors, like those in California and other states, should also be found to
safequard individuals against unreasonable incursions on their privacy due to insecure RFID in
identification documents.

4. Insecure R F1D Technology Impacts Rights to Free Speech

The use of insecure RFID technology in identification documents not only impacts our
fundamental rights to pnvacy afforded both by the U.S. Constitution and some state constituuons,
but Iso chills our ability to exercise our nghts to free expression by preventing people from
remaining anonymous. Forcing people to carry a government ID with insecure RFID technology is
tantamount to requirmg people to potentially idenufy themselves whenever they walk, speak, or "ieet
in public. With insecure RFID in a document that you need to carry on a daily basis, it would be
practically impossible to be in a public place without wondering whether the government was
monitoring and recording who you were, where you were, and what you were doing. The loss of
privacy and anonymity leads to a reduced willingness or opportunity to engage in unfettered speech
and uneasiness about how one's activities might be perceived by others. “No matter how innocent
one's intenuons and actions at any given moment.. persons would think more carefully before they
did things that would hecome part of the record."7% Individuals might stop themselves from
participating in a political protest or attending a gun show if there was a possibility that their
identities and locations were being monitored surreptitiously and records were maintained about their
activities. From poliucal speech to daily activities, once individuals think they could be “observed and
recorded, their habits change; they change." 77

Time and time again, the Supreme Court has prohibited government activities that interfere with
the proper exercise of free speech. Laws requiring people to identify themselves when expressing
themselves in public are unconstitutional; the same is true for laws requiring identification of a
person’s association with others or with orgamzauons. Individuals have a right to protest, distribute
leaflets, and circulate petitions anonymously,8 and it is improper to force disclosure of membership
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lists.™ Furthermore, courts have ruled that surveillance that targets individuals, intimidates them, or
discourages attendance at an organizational activity or membership in an organization is an improper
infringement on free speech and the right o f association.80 As U.S. Supreme Court Justice John Paul
StevenS Commented |n MclIntyre v. Ohio Elections Commission, |n Wh|Ch the COUTt found |t
unconstitutional to prohibit the distribution of anonymous campaign literature, *[tJhe decision in
favor of anonymity [is] motivated by fear of economic or official retaliation, by concern about social
ostracism, or merely by a desire to preserve as much o- one’s privacy as possible . .. [it] is an aspect
of freedom of speech protected by the First Amendment.”8l The use of insecure RFID in
identification documents is inappropriate because of its chilling effect on the exercise of free speech.

Liberty and Human Dignity: In addition to pnvacy and free speech considerations, RFID
technology also represents a real threat to the dignity of individuals in our society and reasonable
expectations about the inalienable freedoms of individuals. Human beings should nor be tagged and
tracked like a product or a piece of cattle. By virtue of being human, we have inalienable nghts to
liberty— rights that are further codified for Americans in our founding documents and in the Umted
Nations Declaration of Human Rights.&

As the editors of scientific american Wr0te in response to learning about the use of RFID tags in
student badges in Sutter, California, “tagging junior high school kids becomes a form of
indoctrination into an emerging surveillance society that young minds should be learning to question

.. Widespread adoption of human-tracking devices should never be embraced without serious and
prolonged discussion at all levels of society."8

Personal Safety: The use of RFID technology also has implications for both personal and
public safety. If information on identification documents can be skimmed or eavesdropped, a had
actor may use this information for improper purposes. Many people have important interests in
keeping information like their names and addresses pnvate, from vulnerable populations like women,
children, and crime victims to people with public positions such as judges and doctors who might
not want their personal information accessed without their knowledge Even if the informauon on an
RFID tagis limited to a unique identifier number, a bad actor may gain more information about an
individual by using that unique idcnufier to access a database, by video camera, or by close-range
recognition Subsequent sightings of that identifier number, or stored records of when that identifier
number was sighted at a particular place in time, can then be linked to the individual. It is important
for individuals to be able to maintain control over the disclosure of their personal informauon, and
the use of RFID technology in idenuficauon documents threatens this ability.

Clon ng and Spoofing: The use of RFID technology in identification documents also presents
real concerns for public safety. Basic RFID technology enables the reading of informauon on the
chips. Once someone has read this informauon, they can use it to access unauthorized areas and
resources cither by spoofing the card and sending out the radio signal with the information from a
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laptop, as was done by Jonathan Westhues at the Sacramento Capitol, or cloning the card by taking
the information and encoding it on another clup in a new card.

According to industry representatives themselves, basic RFID technology does not have the
necessary technological protections to “eliminate the risk o f terrorists, criminals, or illegal aliens who
have a passing resemblance to legitimate cardholders spoofing or counterfeiting” cards.8 Basic RFID
technology simply “docs not support the necessary security 5 guards to allow border officials to
verify that the passport card is authentic."® According ~ the Smart Card Alliance, these
vulnerabilities lead to the possibility of both eavesdropping on the transmissions and tampering with
the actual chip to spoof the transmission or clone the card. The data that is read could be easily
written to a blank tag, creating a duplicate tag. In its letter to the State Department and DHS,
discussed supra, the AeA and leading technology companies also explained how RFID is “highly
suscepuble to forgery” and how “very easily” this can be done.%

A potential illicit hacker could very easiy read (again, from a distance) the unique 1D
contained . . and easiy Create a duplicate. The scenario can be imagined where a potential
terrorist surrept|t|ously skims the EPC number information . . and then easiy Creates a
duplicate card wluch could then be used .... All the potential terrorist need do is be sure
that the holder ..f the fake card resembles the holder of the true W H T 1 card in order to pass

acursory visual .spection.§

The technolog)' industry itself has admitted th it rather lhan keeping us safer, using a technology
that has been shown to be extremely vulnerable to spoofing and cloning and that allows people to
move quickly through security checkpoints with only a cursory visual inspection “would potentially
undermine critical homeland secunty border control programs and effectiveness.”8 Succinctly stated
by Marc-Anthony Signonno, Director and Counsel for Technology Policy, AeA, “[i]f it doesn't keep
the bad guys out, if it's easily spoofed, then what good is it?"89

Financial Security: The use of RFID technology in Idcnufication documents also threatens to
further increase incidents of identity theft and reduce the financial security of Americans. As was
shown with the recent crack of RFID credit cards, basic RFID technology transmits information that
can be picked up by anyone with a compatible reader. If sensitive personal mfonnation, such as a
person's name, social security number, or account number, is encoded on an RFID chip and not
adequately protected with technological features that can resist compromise, the information can be
read and used for improper purposes.

Identity theft is already a significant and growing problem in the United States. In 2005-2006, 8 9
million people were victims of identity theft. With average losses of more than $6000 dollars, total
losses of more than $56 hillion dollars, and a cost of 40 hours of time per person to make claims and
resolve losses, identity theft already impacts a significant segment o f the American population.% So,
what advice did the largest study on identity theft provide to consumers to trv to stem the rise of
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identity theft? One of its “top tips” was to “keep all sensitive documents, checkbooks and credit
cards securely locked away at home and at work.” A second up was to “not release social security or
account numbers in response to e-mail, phone or in-person requests."d If personal information is
encoded on RFID chips, it will be increasingly difficult to maintain control over this information.
RFID industry consultants warn that, “fg]iven that RFID tags are made to broadcast informauon, the
possibility of data theft by easily concealable RFID scanners is very real. ... These security problems
are simply inherent in the technology.--= Locking up your cards is not going to help if the
informauon encoded on an RFID tag can be read from distance. The study also said that while 1D
theft is currently a problem, many people can often determine how their informauon hecame
vulnerable.’3 This is because a majority of idenuty theft occurs through lost or stolen wallets, credit
cards, and check books and many people can determine when and how their informauon was
accessed by another individual."% Since RFID technology does not alert an individual to when it has
been read or by what reader, it will likely become harder to determine when uiformauon has become
vulnerable and be able to track the source of the idenuty theft.*'3

V. IMPACT OF SURVEILLANCE INFRASTRUCTURE

The privacy and security concerns associated with RFID technolog)- itself arc magnified by the
interplay of this technology with other surveillance infrastructure that is being developed and
deployed by the government and being marketed by the private sector The current debate over
RFID technology takes place within the larger context of an extraordinary expansion in the number
and pervasiveness of technologies that pinpokit an individual's idenuty and locauon— Global
PosiUomng Systems (“*GPS"), ccll-site locauon tracking, and public video-surveillance technologies—
as well as the move to create greater federal idenufication s' stems and integrated databases through
programs such as Real ID (which will create a NaUonal IP and a fifty-state interlinked database) the
new c-passports, the Western Hemisphere Travel laiuative, and travel databases such as the
Automated Tracking System (“ATS").9' By accumulating and aggregating countless individual points
of data, these technologies, Identificauon systems, and databases threaten to allow the government—
and potentially others— to invade the privacy of individuals at an unprecedented s:ale

RFID and Government ID Cards: Even after all the evidence and reports between 2004 and
2006 about the vulnerabilities of RFID technology, including those by the GAO and the DHS
Privacy Integrity Committee, and concerns voiced even by poiUons of the RFID industry- about the
privacy- and security of the technology, the government is sull moving forward with plans to embed
RFID technology in a range of government idenufication documents Formnately, the work of
privacy and civil rights organi-auons, technologists, and legislators across the country seems to have
stopped, or at least stalled, the plan to use RFID in all driver's licenses pursuant to the Real ID Act
The Department of Homeland Security's draft rcgulauons for Real ID recommended selecuon of a
2-D barcode that is scanned optically as the common machine-readable technology to replace the
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magnetic strip that is used on many licenses today.l7 The draft regulations stated that *(tjhe
integrated contacdess chip was not deemed an appropnate technology for diis particular document,
as there isnot an identifiable need for driver's licenses and idenufication cards to be routinely read at
adistance.~m However, RFID passports continue to roll out and other RFID travel documents arc in

the pipeline.'l
A . RF I D Passports

Some Americans have already started to receive new RFID-embedded passports and millions
more may be forced to carry them in the years to come.10 The federal government's original plan
was to embed all new passports with an RFID chip that had no protections. All the informauon
currcndy pnnted on the face of United States passports, such as names and passport numbers, would
be embedded in the chip with no encryption or other privacy or security protection  1The United
States government tried to quiedy dismiss the concerns of other nations and the \CLU about the
privacy and security of the new RFID-embedded passports, claiming that the u< lology was safe
and could only be read from a few centimeters away. It only relented when Barry Stemhart, the
Director of the Technology Liberty' Project at the nauonal ACLU, demonstrated at a large
conference, in the presence of a State Department official, just how easily data on an RFID tag could
be stolen from a distance.12 Later, the State Department finally agreed to revise its design to include
some privacy and security protecuons. However, the ACLU and computer security experts have told
the State Department that the additional protections are still not adequate.l0l As predicted, e-
passports issued by other countnes under the same international e-passport standards have already
been compromised, demonstrating that the passports can be cloned and the personal infonnaUon of
millions of Americans will potentially be compromised if they are forced to cor .nue to use them.

B. Western Hemisphere Travel Initiative

The federal government is also in the process of creating a new RFID-embedded travel
document, the People Access Security Service ("PASS”) card.14 This new document is being
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developed pursuant to the Western Hemisphere Travel Initiative (*W HTI"), which requires that all
people traveling between the United States and Mexico, Canada, Bermuda, and the Caribbean show a
passport or other DHS-approvcd document.10 Starting January 2007, all air travelers between these
regions were required to show a valid passport, and the next phase will require all land border
travelers to show a passport .. the approved document— a PASS card. The Smart Card Alliance, an
RFID industry group, has voiced direct concern over the technology being considered for the PASS

card.106
C. RFID and Video Surveillance

The further use of RFID technology' in government identification documents, combined with
ever-growing public surveillance systems, presents parucularly grave concerns. Public surveillance
cameras are prolifcraung throughout the United States, funded in part by $800 million in grants from
the Department of Homeland Security. 107 Camera systems have been approved and insUtuted in
cities throughout the country without guidelines to guard against abuse and, in most circumstances,
with little or no public debate. In just over two years, the San Francisco “pilot program” with two
video surveillance cameras has grown to over sixty cameras, widi plans to seek DHS funding in the
coming years.u* Chicago Mayor Richard M. Daley expects cameras to be on “almost every block” of
his city by 2016.10

The video surveillance market is expected to be a $9 billion industry by 2011.110 JP. Freeman, a
security industry consultant, estimates that it will grow to $21 hillion in 2010 and piedicts that “ pretty
soon, cameras will be like smoke detectors: they'll be everywhere.”1l The coupling of RFID
technology with the proliferation of national idcntificauon documents means that that the
government is more likely to be able to confirm the idenuty of an individual coming into the range of
a camera and to access a wealth of information about that person— likely anything stored in a
computerized database— including such personal information as motor vehicle records, police
records, employment history, travel and buying habits, and DN A and drug testing records.n-

VI THE SYMBOL OF SUTTER

The RFID security vulnerabilities that have come to light, the research and policy papers
completed by both government agencies and academic institutions, and the admissions by segments
of the technology industry itself that basic RFID technology allows for tracking individuals and
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cloning tags all point to the fact that it is a risky technolog)' to use in identification documents. Tire
public's distrust of RFID technology, particularly when utilized by the government, is also prevalent
and growing.13 However, RFID technology is still being considered for more and more uses by the

government and private sector. Why?
A . Privay and Security Issues Not Properly Considered

What happened in Sutter is just a microcosm of what is happening on a nauonal level. From
cmall towns to the highest levels of government, the privacy and security issues related to the use of
RFID tags in identification documents is not being properly considered. In Sutter, there was never
any discussion of the privacy or security issues before the school district decided to force children as
young as five years old to carry RFID-embedded tags. On the national level, the Government
Accountability Office found thac only one of the s.xtecn federal agencies that responded to its 2005-
2006 survey seemed aware tLat the use of RFID technology may give rise to legal issues such as its
impact on privacy and tracking.114

B. Concerns Dismissed as Exaggerated and Paranoid

Industry and tiie government have also often tncd to dismiss the concerns of individuals like the
parents in Sutter and of national orgaruzauons such as the ACLU, saying that the worries and
concerns are “often exaggerated.”1I' While the Sutter school board did not recognize the grave
implications of the RFID program, the parents understood them all too clearly, and they were right
to worry. The ACLU has also been right to worry about the use of RFID in identification
documents, and, unfortunately, rather than our concerns being “exaggerated,” they have often been
right on target or perhaps lot alarmist enough. For example, as discussed supra, the United States
government has quietly tried to dismiss the concerns of other nations and the ACLU about the

pnvacy and security of the new RFID-embedded passports.
C. RFID is Big Money; Relationships between Industry and Decision-Makers

The best decisions about pnvacy and secunty arc also less likely to be made when individuals are
influenced by money and personal relationships RFID in idenufication documents is big money and
is expected to grow even larger. According to IDTecfiEx, the global market for RFID was $1.94
billion in 2005 and is estimated to reach $7.26 billion by 2008. "Driven by demand and new laws," it
will likely reach S24 5 billion by 2015. The RFID market is expected to rocket 120% just between
200" and 2009.16 Access cards for the financial, security, and srfcty markets are the key volume
applications for RFID technology.1l7 Americans are paying for this RFID technology and fueling
growth in the market not |ust with tax dollars, but also with the loss of theu privacy, personal safety,

and financial security.
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There also appear to be close relationships between the RFID industry and government
representatives who are making decisions about new identification documents. Funner Secretary of
the DHS Tom Ridge was appointed tc the board of directors of RFID maker and DHS contractor
Savi Technology.ll" He stated at a conference that “RFID will make us safer” and that government
tests of using RFID to identify passengers and cargo at airports were a “success” and that the “Feds
will safeguard the data gathered.” 0 Tommy Thompson, the former Secrr'iry of Health and Human
Services under President George W. Bush, was appointed to the board of Applied Digital, the
manufacturer of the human-implantable RFID tag (the “VenChip”).121 While it hardly seems
possible, relationships arc often even closer tn smaller scale deployments. In Sutter, the founders of
the company who were deploying RFID in the elementary school were actually teachers at the high
school. They provided the RFID systems for free to the school and gave the school a donation of “a
couple thousand dollars.” 21 The company also promised to give royalties to the school district for
future sales of the product to other schools.122 It also turned out that the attorney for the school
district, who provided advice to the school board officials, commented to the press as a
representative of the school district, and answered the questions of concerned parents at school
board meetings, was (or would soon be) a lobbyist for the RFID company.12

Because pnvacy and security issues are overlooked, concerns are often dismissed, and money and
relationships often make good decisions about privacy and security more difficult, the pnvacy and
secunty issues concerning RFID in identification documents should not be “worked out” on a casc-
by-case basis. They arc often “worked out” to the detriment of the privacy, personal safety, and

financial security o f individuals.
VII. PROBLEMS IN NEED OF SOLUTIONS

Legislators are starting to heed the necessity of taking action to protect the privacy, personal
safety, and financial security of their consutuents by introducing RFID bills. In the last several years,
over fifty RFID bills have been introduced in over thirty states.24 One of the most highly publicized
bills and one that has been a model for the actions of many other states is the Identity Information
Protection Act. Originally mtroduccd in the 2005-2006 legislative session by California State Senatrr
Joe Simitian (D-Palo Alto) and recendy reintroduced, it creates a comprehensive plan to ensure that
there arc adequate protccuons in place for the use of RFID tags in government-issued ID documents

in Cabforma.15
A . ldentity Information Protection Act

The Idenuty Information ProtecUon Act protects all state-issued documents, surh as driver's
licenses and government health and other benefit cards, with adequate levels of security to ensure
that people are .'c to decide who can access their information and when. It also requires that all
people are given notice about the technology and the location of the RFID readers The bill is a
straightforward example of the type of solution discussed by security professionals like those from
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RSA who have urged that “what is needed .. . is the adoption of basic controls so no one's privacy is
breached,” and the IEEE, whose policy statements have stated that legislation must provide
“appropriate layered levels of protection and security ... as standard policy” and “clear notices
regarding what data arc collected and how it will be used.” 6 The legislauon also incorporates the
“Best Practices” recommended by the DHS Data Privacy & Integrity Advisory Committee to
provide notice, secure readers and data, and avoid secondary usages../

The Identity Information Protection Act was cutting-edge, being the fust bill tn the nation to
address RFID technology in identification documents. However, in essence, it is rather conservative.
It is designed simply to ensure that Californians maintain the same level of control that they currendy
have over the personal information on idcntificadon documents like theu driver's licenses. As
discussed supra, hoth California constitutional and statutory law guarantees privacy and control over
such informauon. Article I, Section 1 of the California Consutution provides for an inalienable right
to privacy,2' and the California Civil Code prohibits a business from retaining or using personal
informauon from alicense fc- any other purpose than to satisfy- a legal requirement.120 California law
also prohibits displaying a Social Secunty number on a license or other identity documentl' 2 or
embedding it on a machine-readable magncuc strip.12

/. Provisions ofthe Legislation

The Idenuty Informauon Protecuon Act seeks to help Californians maintain their present level
of control, privacy, safety, and security— creating basic standards for all government-issued
identification documents containing RFID tags.12 Just like a lock on a door to keep things from
being stolen, the legislation seeks to put sensible locks on the RFID tags used in idenufication
documents to ensure that personal information is kept safe. The Act creates layer d protections for

all government-issued idenufication documents.
a A ll Government Documents

The first layer provides that every stale-issued idenufication document must meet three basic
standards: (1) tamper resistant features m order to prevent duplicauon, forgery, or cloning of the ID;
(2) an authentication process to try to ensure that the idenufication document was legiumately issued
by the issuing enuty, is not cloned, and is authorized to be read,24 and (3) nouce to all individuals
issued an RFID-embedded government i, uficauon document about RFID technology, the privacy
and secunty implications, and how they can protect their informauon m
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b. Multtple Uses, Pub/ic Schools, Transport, Public Benefit

Additional layers of protections arc built uito the Icgislauon when the RFID tag is embedded in
identification documents that ate used for muluple purposes, that are used for public schools and
public transportation, or that confer a public benefit. 136 These types of cards must implement the
three basic standards plus one or more of the following protections: (1) a secondary verification and
identification procedure that does not use radio waves, (2) a security protection, such as mutual
authentication; (3) a security protection, such as encryption;! 37 and (4) a security protection, such as
an access control protocol that enables the holder to exercise direct control over any transmission of
the data using radio waves. 138 The addiuonal protections are necessary because such cards arc cither
used by young people or arc likely to be earned and used on a regular basis.

c. Encoded with Personal Information

The third and highest layers of protection are for identification documents with RFID tags that
are encoded with personal information, such as a name, address, or social security number.'® These
RFlD'embedded dOClJmen'[S mUSt implement the basic standards plus thefollowingfour security protections.
(1) the ID implements robust encryption to protect against the unauthorized reading o f transmitted
information; (2) the ID implements mutual authentication to ensure as best as possible that only
those who arc supposed to have access to the data stored on the ID can read it;140 (3) the ID
implements an additional secunty feature to ensure that die ID cannot be read unless the ID holder
specifically authorizes that reading; and (4) the ID holder is notified of several pieces of information,
including (a) that the 1D can ¢ ammumcate information using radio waves; (b) that the use of shield
devices can help mitigate the pnvacy and secunty risks; (c) the location of readers intended to be
used to read the ID; and (d) 'he intormauon that is being collected or stored regarding the individual
in a database.

Individually, each of the layered protections is not likely adequate to protect pci.onal
mformation. The RFID industry has admitted that shields are not a realistic solution to the pnvacy
and secunty concerns and die GAO has found only that “encryption and audicnucation can help
agencies achieve a greater security posture.” 4, However, in concert, these protections may be able to
help maintain privacy, personal safety, and financial security.
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2. The Real Costs and Benefits

While the costs of unprotected RFID tags to the privacy, personal safety, and financial security
of individuals is astronomical, the costs to implement layered protections such as those in the
Identity Information Protection Act are negligible. According to HID Corporation, one of the major
vendors of RFID technology' in the United States, the cost differential between largely unprotected
RFID technology and a “smart card” system that can implement protections such as encryption and
authentication is very little. The HID Corporation recently touted that “until now, proximity
technology held an important cost advantage over smart cards; but that has changed. Anyone with a
budget to put in a standard proximity-based access control system can afford to put in a smart card

system instead.” 142
3. Support Across the Aisles and Up and Down the State

The Identity Information Protection Act received widespread support from a broad spectrum of
civil rights groups, women's groups, domestic violence prevention groups, business organizations,
and conservative organizations— from the ACLU to the AARP to La Raza to the Gun Owners of
California and the Eagle Forum of California.143 The legislation also received editorial support from
conservative and liberal newspapers up and down the state of California. The orange county Register
wrote that the bill was “a completely reasonable approach to the issue, one that would make
necessary distinctions between beneficial private uses of new technology and mandatory government
Uses." WAThe Los angeles Times NOted that “Simitian is on the right track. Neither government nor
private industry has given the public much reason to trust their ability to s feguard sensitive personal
informauon.” 14 The Long Beach press-Telegram t0Id US readers that “RFID chips are an important
innovation. Just as important, [the Identity Information Protection Act] will provide some needed
safequards.” 146 The san rrancisco chronicle WIOte that *[the Identity Information Protection Act
represents a restrained reasoned approach to regulating a technology with potential for abuse.” 147

While the AeA started the 2005 legislative session standing in opposiuon to the bill, saying that
security hreaches were not a worry, lengthy discussions resulted in both AeA and the Information
Technology’ Association of America (ITAA)8 reaching a neutral position on the legislation.140 In
light of both the facts about vulnerabilities and the widespread support from both sides of the aisle
and up and down the state, the California Assembly and Senate overwhelmingly passed the Identity
Information Protecuon Act.1%
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4. legislators Thinking Abend, Governor Short-sighted

With the strong bipartisan passage, California legislators were again on the forefront of crafting
important legislation that properly balances the potential benefits of emerging technology while
safequarding privacy and security However, Governor Schwarzenegger vetoed the legislation in the
final hours of the session, eliminating the opportunity to u*e a proactive stance in protecting the
privacy and security of Californians. In his veto statement. Governor Schwarzenegger said that he
was instead leaving it up to the federal government to set the technological standards to protect
pnvacy and security in identification documents— the same government that has continually failed to
include proper protections on RFID tags.il Following the Governor's very short-sighted veto, the
Identity Information Protection Act was reintroduced in December 2006, passed the California
Senate with a vote of 33-3 on May 24, 2007, and is continuing io move through the California
legislature, sending an emphatic message ti Governor Schwarzenegger that the pnvacy and security
of Californians should be protected and the RFID hill should be signed into law 152

VIIl. THREE YEARS AFTER SLHTER

Three years after the Sutter story launched a national debate about the use of RFID in
idenufication documents, the concerns remain and the facts are clearer as stones of RFID breaches
stack higher and higher, more research has been done, and more reports have been written Further,
government, industry, and public interest groups increasingly agree that without protections, the
mformation encoded on RFID tags is not secure. The bills have been written, and the protecuons are
available and cost very litdc to incorporate. Yet insecure RFID technology is still being considered
for identification documents and there is still not a single RFID law on the books— nothing to
protect the privacy, personal safety, and financial security of individuals. Now is the time to do
something, instead of waiting until there is a privacy and security crisis.

Passing legislauon to ensure rhar there arc adequate pnvacy and secunty protections in place on
the use of RFID in identification documents docs not "ban die technology,” “stifle the technology,”

r “hinder development,” just like passing regulations to put seathelts in automobiles has not
banned, stifled, or hindered that technology.83Some form of basic standards to protect individuals is
necessary when a technology' exists that can lead to significant harm to a great number of people
The industry may not want legislation because “it tells the general public that RFID is too risky " 15
But individuals should know the risks and the government should help protect them from these
risks. In the case of automobiles, law both mandates protections, such as seatbelts and airbags, in
order to reduce the chance that people get hurt and provides a punishment for bad actors that
engage tn reckless driving. Likewise, RFID bills are necessary to create basic privacy and safety
standards to try to reduce the chance that people’s private information will be misused and provide
some punishn.ent for bad actors that can be caughti®3 Just like we mandate basic safety standards
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instead of leaving auto safety up to the car manufacturers, the pnvacy and security of individuals
must not be left up to the RFID industry. There need to be basic standards for RFID tags in
identification documents. Legislation like the Identity Information Protection Act is an important

step in the right dtrecuon.
IX. BASIC STANDARDS MAY NOT BE ENOUGH

As important as it is to pass basic standards, and «s hard as many legislators and organizations
have worked to pass such laws, they are sull just steps. If RFID technology is deployed in mass
identification documents, it will be very hard to make these tags safe. Countermeasures are difficult
due to security failures, abuse of power, key management difficulties, and the unknown reliability of

technological protections.

Security Failures: The ultimate success of using countermeasures to mitigate the threats
associated with the use of RFID depends on maintaining the secunty of the systems. In a mass
contacdess ID system involving millions of IDs, thousands of authorized persons and readers would
need to know the name and personal informauon associated with the unique identifier number.
Thousands would also need to access the central database where that information was stored; they
would need to know how to decrypt the information (and would therefore need the cncrypuon key);
and they would need the authentication key to authenUcatc the presenter of any ID. With so many
secrets known to potentially thousands of peoy e, there would be good reason to doubt whether
these secrets could be kept for long. The government has not had a good history of database security.
Countless cases from the last few years of security breaches at such places as the Department of
Motor Vehicles, Veteran's Affairs, and universities cast serious doubt on whether the government
can properly safeguard personal information. 1%

Abuse of Power. Effecuve countermeasures would also require that all levels of government
retram from abusing a tool that enables them to collect unprecedented quantities of information on
people without their knowledge. Since 9/11, there has also been widespread abuse of surveillance
powers and disregard of essential privacy laws. The federal government has engaged in warrantless
wiretapping, accessed the private call records of millions of innocent Americans, utilized secret airline
travel tracking systems, and attempted to authorize itself to open postal mail without a warrant— the
bst goes on and on. Now is not a good time to consider giving the government access to another
surreptitious surveillance tool and just hope that it will noi be abused.

Reliability of Countermeasures: Addressing the security and pnvacy risks associated with
RFID technology in government IDs also uniquely depends on measures such as unique idenufier
numbers, encrypuon, and mutual authentication since the core technology is actually developed to
transmit information to anyone with a compatible reader withour the knowledge or consent of the
tag owner The more layers of technology' that are implemented, however, the more complicated the
security architecture becomes and the more failure opportunities are created. Further, many of these
security countermeasures, such as encryption, mutual authcnucation, basic access control, and shield
devices have never been deployed together in a mass conracticss 1D system. T heir effectiveness has
not withstood the tests of the real world. Additionally, deployment of RFID technology in mass-
distributed identification documents will create an even greater incentive to develop new ways to
crack the technology and gain access to idenufication mformation. Where there is a strong enough
incentive to crack a technology, it will be cracked As we have seen with smaller-scale RFID breaches
tn recent years, it is likely that some method for circumvcnung these protections can and will be

devised
Difficulty of Punishing Wrongdoers: The structure o* RHD technology also makes it difficult
to catch bad actors if countermeasures should fad. Since RFID technology does not alert vou that the
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information has been read, it will be difficult to ascertain whether the countermeasures have heen
breached or whether the technology is being misused.

X. NEXT STEPS

There arc many concerns with basic RFID technology and also with the ability of
countermeasures to address these risks. In the meantime, >thcr identification technologies— which
do not pose the same privacy and security threats— appear to be just as effective as RFID technology
in many situations. For example, contact-required smart cards, optical scan cards, the newest
generation of magnetic strip cards, and 2-D harcodes can all serve as alternatives to increase
efficiency. Since these other forms of machine-readable technology do not transmit information
unless an individual swipes or displavs a card for optical reading, many of the pnvacy and tracking
issues are greatly diminished. By not transmitting the mformation via radio waves that can be picked
up for spoofing and cloning, these alternative options are also more secure. Optical scan cards, in
particular, which the U.S. government uses successfully at the Mexican border, offer unparalleled
data security, card durability, and memory storage, without die same privacy and security risks
associated with RFID technology Such technologies, which provide many of the benefits of RFID
technology without the same privacy and secunty risks, are better options for government
identificauon documents.

Given the readily available alternatives to RFID technology and the serious threat that it poses to
the privacy, personal safety, and financial secunty of Americans, the bottom line is that RFID
technology simply should not be used in government identification documents. If there is any use of
RFID in identification documents, the protections delineated in the Identity Information Protection
Act must be followed at a bare minimum, with frequent tests to ensure diat these documents arc
actually keeping private mformation safe and secure

Copyright U 2008 Stanford Technology Law Review. A H Rights Reserved.



International Conference of Data Protection &

Privacy Commissioners

Resolution on Radio-Frequency Identification
Final Version
20 November -u03

Following a proposal by the Data Protection and Access to Information Commissioner Brandenburg, the
Independent Center for Privacy Protection Schleswig-Holstein, Germany, the Spanish Data Protection
Agency anrl the Data Protection Commissioner of the Canton Zug, Switzerland, the International

Conference resolves that:

Radio-frequency identification fRFID) technology is increasingly being deployed for a variety o f purposes.
While there ate situations in which this technology can have positive and benign effects, there are also
potential privacy implications. RFID tags are so far primarily used to idenufy and manage objects
(products) to control the supply chain or to protect the authenticity of the product brand; however, thcy
could be linked with personal information such as credit card details and even used to collect such
information, or to locate or profile persons possessing tagged objects. This technology could allow for
the tracing of individuals and for linking collected information with existing databases.

The Conference highlights the need to consider data protection principles if RFID tags linked to personal
information are to be introduced. All the basic principles of data protection and pnvacy law have to be

observed when designing, implementing and using RFID techno'ogy. In particular
a) any controller - before introducing RFID taps linked to personal mformation or leading to
customer profiles - should first consider alternatives which achieve the same goal without
collecting personal mformation or profiling customers;
b) if the controller can show that personal data are indispensable, they must be collected m an

open and transparent way |
¢) personal data may only be used for the specific purpose for which they were first collected and

only retained for as long as is necessary to achieve ror carry out) ilus purpose, and
d) whenever RFID tags are m the possession of individuals, they should have the possibility' to

delete data and to disable or destroy the tags.

These principles should be taken into account when designing and using products with RFID.



The remote catling and activating of RFID tags, without any reasonable opportunity for the person in
possession o f the tagged object to influence this process, would raise additional privacy concerns.

The Conference and the International Working Group on Data Protection in
Telecommunications will monitor closely the technological developments in this field in greater
detail in order to ensure the respect for data protection and privacy in the context of “ubiquitous

computing”.

Explanatory Note:

Radio-frequency identification tags (RFID tags) are currendy being tested and increasingly being used as a
more advanced form and possible replacement of bar codes (*smart labels”). The size of these
microchips is about 1/3 of a millimetre (and smaller - “smart dust"). Most of them operate as passive
transponders (without batteries) by listening to radio signals sent by transceivers (RFID readers) and using
the energy of the received radio signal to reflect and answer it. Active RFIDs have a greater range
(depending on the readers used). Since prices for RFID microchips and readers are dropping their
widespread deployment becomes increasingly economically viable. RFID tags are likely to become
essential drivers of ubiquitous (or pervasive) computing. Due to their storage and capacity for interactive
communication they are far more powerftil than bar codes. In addition they provide for unique
idenufication o f each tagged unit whereas bar codes are identical for every' unit o f the same product.

RFID tags can be used to install “smart shelves” in stores in order to better manage the supply chain and
facilitate the replenishments ofgoods or supplies (e.g. the case of Gillette razors). They may also be used
for easy (contact less) payment at the point of sale especially if linked with credit cards. Furthermore an
employer may use the technology to tag his property in order to reduce theft by employees. They could
be linked with video surveillance cameras to check employee as well as customer behaviour. Specific
documents may be tagged to be traced more easily in an office. Identity cards as well as travel documents
passports, visas) may be equipped with RFID tags. More recently the European Central Bank has
announced that Euro notes will be issued with RFID tags in order to fight counterfeiting and money
laundering as well as to control circulating notes. Washable RFID tags can be embedded in clothes
(“wearable computing”) in order to prevent or detect counterfeiting of specific brands and to prove the
authentic manufacture of the product. Other possible applications range from car keys (immobilizers) to
container management.

The RFID technology has numerous pnvacy implications. This is obvious in the case of implanted
microchips But also in the more widespread case of tagged objects and goods undoubtedly the
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1101 30* Street, NW, Suite 500
Washington, DC 20007

March 21, 2008

The Honorable Kurt Olson ,
Chair, House Labor & Commerce Commitee
Alaska House o f Representatives

State Capitol, Room408

Juneau, AK 99801-1182

Dear Chairman Olson:

On behalfofEPCglobal Inc, | would like to take this opportuntty to register our opposition to House Bill 421 EPCglobal Inc
ivwwv.cpcglobahnc.om) IS anot for profit standards orPamzaUOn working on intemational standards for Radio Frequiency
dentification (RFID) applications. We are partofOSI, asta organization in 108 countries, industries that participate in
our standardls developmient process includle heaihcare, chemical, phamaceutical, aerospace, retai, entertanment, defense,
ransportation and logistics. These industries use the Electronic Product Code (EPC), aRFID application.

The EPC is a unique numberthat is used to identify a specific item in the supply chain. It is stored on a RFID tag, which combines
asiicon chip and an antenna. Once the EPCis refiieved from the tag, it can be'associated with the data held in & secured database

such as where an tem onginated or the date of ts production. EPC diata is ahout products, not people. An EPC teg does not cany’
anindiidual's personally identifiable information.

The EPC hasthe potential to help usall. The United States Food and Drug Administration has encouraged its use fo help prevent
counterfeit drugs from reaching consumers by tracking products from their source. The EPC will help Businesses in Alaska and
across the country improve supply chain efficiency and visibility, which w ill beneft c?nsumers through improved product

availability, speed ofservice, qualty assurance arid faster, more effective product recalls.

It is important to note that EPC/RF7D is atechnology that is in its infancy. In the shortterm, EPC/RFID applications will be at the
container and case and pallet Jevel with item-level tagging applications dn a wide scale basis many years away. Laws requiring a
specific type ofnotice, requmngf written consent or deactivation at the point o f sale could have the éffect o fstifing innovationand

adoption; and delaying potential benefts to consumers and businesses m Alaska and around the globe.

We urge Alaska legislators to be prudent and pragmatic in considering measures to regulate EPC/RFID technology. |fyou oryour
staffhave any quesStons, please feel free to contaCt me at 20262 or alcmingfgCpcglobalinc org.

Smcerely,

Allison Fleminq_ _ . _
EPCglobal Publc Policy Steering Commitiee

cc: Alaska House Labor & Commerce Commitiee
Speaker John Harris


http://www.cpcglobalinc.om
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Frequently Asked Questions

What la an Electronic Product Code?
Electronic Product Code, or EPC, is a unique identification code ttiat is generall thought of as the
nexégeneratrono the standard barcode rkethe bar code, EPC uses a numerical system for

t identif rca%on bu{lts capabll rtres are.much qreater. Art?PC IS actually a numbey that can
eassocrate WIEh Specl % 0 uctln ormation, such as datap manufacture, origin an
destination of shi ment S provi F srgnrpcanta vantages for businesses and“consumers
FPCs do not carry personally identifiable information.

How does EPC work?
The EPC b stored on a Radio Frequency Identification (RFID]:tag which transmits data when
Erothed byasrqna emrttedb a specidl reader. EPC and RFIDare not interchangeable. The
a supply ¢hain & p rcatron that maximizes RFID technoIogY to provide a level of visibility
%ver before pgsirp here are %rous RFID applications that have nothing to do with the
C, suchas ass use at tolt oot

What’s In It forconsumers?

The EPC has the potential to heIp us all. It could help busrnesses improve supply chain
efficiencjes and vrsrbrIr which would benefit consumers through i eproved roductavarlabrlrt
speed of service, and ualrt)/ assurance It could help prevent count rfertgoo s from reachin
consumers blytrackrn thel products 10M 1tS source and enhance manufacturers' ahjlity to qlickly
and €f ectrve¥ recall damaged orde ective product*. The EPC has the Opotenhal to allow retailers
to track Inventor mo[]e et1 ctrve reorcler products more efficiently and get the products
consumers want on the shelves at the righttime.

What’s in it for businesses?

The EPC can helét b>s|npsses transform their processes In order fo improve ﬁherrown efficienc
while providing additional consumer benefts. Poor supply chain visibility results in more than $61
hillion annuaII In |osses to US husinesses due to lost, stolen, and out-of-stock inventory. The
technolgy benind dEP canp businesses track inventory more Fffectprely, reorder products
more effrcrentlyan reduce t umbero times a product IS ‘out of stoc

In addition, theEPC may also help companies track their shipments to reventtamBenng and to
revent counter ertorrllrcrt oods rom enterin the marketplace. For instance, the 00d and

Inistrati nestrma that 7 percent of phar aceutrc worldwide are counterfeit EPC can
rﬂ fst IS ecauseo lts abil rr?yto tr Epecipc Items from manu?acture 0 destrnatron

Itemsn@ be routed properly, and thosevvr Take or duplicate tags can be Investigated and
remove qurcklyandp eas priy picate tag Y

How were RFID and EPC developed?

RFIDhas been around for a long time and b used every day by consumers for systems like E-Z
Pass which speeds commuters hrou hto|| booths and for SpeedPass electronic payments at
Exxon and Mobrl stations. To combat Mad Cow disease. European nations and Canada are using
FFID to track Ive toc\< In fact. ltwas first developed by the alfies In World War Il to identity

riendly aircraft In batt
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EPC was developed much more recently by researchers at the Massachusetts Institute of
Technology's Auto-O Centertrying to helé) businesses identify items in the supply chain, |
automatica Iy and In real time. Before EPC could be Implemented in the real world, it required an

international standard.

Who Is creating standards and managing implementation of EPC?

FPCglobal Inc vv_?s created  joint yenture between GS1 formerl%/ EAN Internatlonalz/and GS1 US

g?r erlgft e Uni (gm ode Co nc(lj, Inc,) — the same.or FWF ons entrusted.to dri e?olg)gtlon of
e barcode — to develop standards and to create a 'visible" global suppI}/ chain, EPCqlobal Is a

neutral, not-for-rproflt standards organjzation ,con3|st|_ng{of manufacturers, echnologg slution

providers, and retailers. Many indlistries participate inthe EPCglogal standards aevelopment

Rro? sssuch z?s ae_rosgace, gpParel, chemical, consumer elecfronics, consumer goods,
ealthcare & life sciences and transportation &logistics.

Whataboutconsumer privacy concerns? _
EPC taqs are created ror businesses to manage products, not people An EPC tag contains no

ersonally. Identifiable information. EPCglobaland Its community ot subscribers recognize that, for
EPE_ to ggl_n broacf1 public acceEptance, consumers must have co}/]ﬁde,nce In Its value (a]ndz gene%[ts

and jn the inte rltg of its use. EPC partl?l ants are committed to ammg and retaining this public
conflden?e. Privacy has been a,f?_cuso ?EPC developers and'subscribers since the earliest
stages of the effor to commercialize RFID for supply chain issues.

EPCglohal has created a multi-industry, glopal Public Policy Steering Committee to anticipate and
enga et}n poﬂcy_lssues and address t e% through education and outreach to key stakeh Igers In

the"public and private sectors, EPCglobal subsciibers have developed self-requlating quidelines
tnepm '] plvﬁ }molo %v osEJT%eI oo Pl Ry

at'can evolve ae the tec % d EPCglpbal Guidelines on EIPC foré:on umer
ProductsPrO_mOte consumer notice, education, and choice about j[she teCTmO 0gy an |nCSIU e

consumer privacy. protections. More information can be found at
Fi i epcIdaInC S DUbIICDDSE quidel

Can products that have EPC tags be identified once they are in the

home?

EPC tag{s only transmit product data when prompted bP( a sigonal err,..ted by a special reader with
access 10 a secure da aEase. Readabili Isoften_unFe iable beyond 10 feet In an optimal
warehouse setting and, or readers I1s measured in inches. Without

0f some tags, fhe proximity
access to the secure database, any coc}e rgtrleved IS meaningless.

_onavmers will be informed of the 8h0|ceﬁ that are available to discard or remove, or. ip the future
isable, the EPC tags from the products they acquire. Consumers may sometimes wish to keep
the tags for ease of product returns, recalls, and recovery of stolen ?oods. The technology Is still In
its infancy but ** new developments in the EPC and its deployment occur, the epcglobal
Guidelines on EPC for Consumer Products will evolve, white Contlnumg to represent the
fundamental commitments of industry to consumers. it Is hoped that further developments,
Including advances in technology, new applications, and enhanced post-purchase benefits, will
provide Bven more choices to Both consumers and companies on the use of EPC tags.


http://www.epcQlobalinc.oro/DUblic/DDSC
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What kind of consumer input has there been?

The research and development roceTs has heen open and transparent Starting with the Auto-1D
Centerand carrying ovgrt%EP Iobg,there has bean extensive Inputfrgn] %or] umers, ndustry,
communjty leaders. and others to understand and adaress concerns. EPCglobal has participate
in open forums on RFID, testified before legislative committees and %overnment_al assocjations,
and;is r?achlng out to influential consumergroups and other Interested associations such as the
National Constimers League and the Centef for Democracy and Technology.

When can we expectto see Item-level tagging?

That is difficult to predict since [twill be driven not only by adoption of and advances in the
Bechnolo but also by demand ag]d nFed. Somﬁcom anies aBd retailers are c.on.duct*n tests to
etter understand the’consumer benefits of Item level ag%m([;, ut today the majority o1 EPC
applications are within the supply chain at a pallet and case fevel. Wherever the EPC Is used, the
EPGglohal Guidelings on £ C for Cansumer produsts \}Jromote consumer notice, education, and

choice about the techno 0gy an € consumer privacy protections.

Are the tags safe for people and the environment?

There are national and international requlations for operating RFID equipment at safe levels.
There Is no medical evidence t su?%est the t_ech,nolo%/0 0es a concern to human health when

operating according FoU.S._Federa ommunications Commission (F ,C? requlations. As EPC
t hnolo%x evolv?st ere will pe moreb?é)portumty to promote sustainanility and allow for more
efficient and careful sorting of recyclable Ttems.
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Commitment

Prvacy has been g focus of EPCglobal and its subscriber* sine* its inception in September 2003,
EPCchl)bgl’S*l%i(rest o,fﬁciafactwast adoptan ratlrjfy asetofeuidelines oan PC for Cpo nsumerProducts,
EPCglobal subscribers have adopted these seihréguiating guidelines that can evolve as the technology

continues to develop.

EPCqlobal subscriber* understand that for the EPC to gain broad acceptance, consumers must have
con(ﬁ:gence?n trgsval?ge andd b r%ﬂts anc{ th_éhme rC ofits use. Many EPC %)baj Tubsc [)Ser* e
businesses that produce products or sell directly 1o consumers. They value the relationship with their

consumers ahove all else and are commited to’ consumer prvacy.

Early In 2004, EPCglobal formed a multindustry, global Public PoBey Steering Committee to administer
andn¥eﬁn,e t% ?uu%ﬁnes. Throu% the commlttg%, %PC lobal Interacts with k%{ stakeholders, ensurn
an ongoml%dlao ue thatw il allow 1t to make any necessary changes to tne gujdetine* a* advances |
EPC and [t applications are mace and consumer research Is conducted. The G uidelines are Intended
to complement compliance with the substantive and comprehensive body of national and intemational

legislation and regulation that deals with consumer protection, consumer privacy, and related Issues.
Tﬁ]e guidelines ar qbased, angdwin continue to%e%%ec?, on industry resp%nswriy, providing accurate

information lo consumers and ensuring consumer choice.

EPCalobal also has Frequently Asked Questions (FAQS) on Guideline* on EPC for Consumer Products
htto\gl\/\MNv.eDCQé)baIin .oro/%blic/Dos% fag/) an(g Fﬁ%g on Guidelnes on EPC for Pharmaceutical
roducts for U.S. Consumers (http:/iwww. _coloballnc.orQ/publlc/Ppsc phama taqs/) to provide
guidance on current EPC Issues. The questions and answers are ntendef,d to complernent the
Guidelines and creafe e 8reate,r understanding oftheir meaning and application. The FAQS represent
the general views of EPCgiobal on certain SPEcfic issues. The'Guidelines andthe FAQS will evolve os
appiopriate to keep pace With advance* in the technology and nsw development In Its application

Guidelines on EPC for Consumer Products
1. Consumer Notice: ansum?orswill be given dear notice of .ie presence of EPC on products or
elr pack %ng ancﬁlw Il be, Aw med of‘%e use of EPC tec(ﬁnolo y. This notice will be given through
e use oran EPClogo or identiier on the product* or packaging:

2. Consumer Choice: Consumers will be informed of th choi&es that are available to disgard or
remove or Inthe Tuture disable EPC tags (tom the products they acquire. Rls anticipated that, for

most rproducts the EPC tg[%s would be"part of disposable packaging orwould be oherwtee
dﬁca dable. EPCalobal, armong other spporters ofihe te hnolog% _Is commitied to finding additional

C )
efficient, cost-effeguve and reliable atematives to further enable Customer choice.

3. Consumer Education; Consumers wi) have the opportunity to easily obtain accurate information
about EPC andl its applications, as wel as information about advances in the technology o
Companies usin tags atthe consumer level will cooperate In appropriate ways t0 familiarize
consumers with e EPC logo and to help consumers understand the techinology and Its benefs.
EPCglobal would also act as a forum for both companies and consumers to teém of and address
any uses of EPC technology Ina manner Inconsistentwith theee Guidelines.

4. Record Use, Retention, and Security: The EPC does not contain, collect or store any personal
dentriable nformation. As with conventional harcode technology, data which is associated with
will be collected, used, maintained, stored and protected by the' EPCgiobal member companies In

© EPCglobal Inc, 2007 January 2007
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liance wit a kcabto laws. Com anlesvvn Ub|ISh |n Ilance all aé) ||caﬁ|e WS,
rmatjon on the gO|IClQﬁ reP(@r Ing eretentl N, USE. an ectlono any personally identifiable
|n rmatlon assoclated wit USE.

© EPCglobal Inc, 2007 January 2007
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EPCglobalvimportant M essages About EPC and RFID

jaaais! een

EPC technology offers key benefits for consumers and businesses
alike.

e EPC can help reduce counterfeiing In a varie roductc ories from toys t
Ectronrcs fo hha) aceutical Products nd clo |n§ counte %r (Y lﬂen

coo
§200 billion in tost revenue pe gﬁ\ar according to & Kessler Internauon Ey More
importantly, counterfering cos

The EPC can ephance our homeland security by i |m rovrng the tracking of cargo and
ensuring our mitary men and women getth suppr they need dunng deployment.

The EPC can help track food products, such as meet and mik. Outbreaks of hard-to 1race
drseases Irke bovrne Spo g?rform encephalits (Mao Cow) could be more eaerY fraced to the
sourceS ec q ies vestock I1s aIready being tagged with RFID chips to track the
animais o pornto saio

The EPC can help monitor prorfcct freshness for goods with expiration dates.

The EPC can etrhe roducts consumers want on the shelves atthe righttime blg/ rprovrdrng
unprecedente vrsrbrer/ of products in Ihe supply chain, allowing retailers to rack inventory

more effectively and réorder products more efiiciently.

pr%%rlr;cptsc can provide businesse' vtth a foster and more efficient way to recall defective

The EPC can rote %the envionment by Increasing recycling and eliminating hazardous
waste from our lendfic

edeveI en of EPC anc RFID technolo Ies can generate econ mr by creatin
JOBS spurrrJ g high-tec %vesrment and pavrg ewz%/P or new app C quyfuture )

We know that privacy and consumer protection are importantand we
are committed to proactively addressing those issues.

Priva | as important as anything that we are doing. Consumer protection and consumer
frust are keys topthe success >ptrbthg EPC. J P

EPC was create for business st mana egoducF roul?h the %ré)rp chain. Li ensrng
reements e EPC arerﬁ :ﬂ ron| or fracking o | rng peeope except
In ery spec cases an nsparency re fing 0 pa ent or roop $a

EPCglobal holds its subscribersto the epc global Guidelines on EPC for Consumer
Products €NSUNNG consumer notice, choice and education.

EPCglobal has established a public policy steering commitiee to Interact with key
stakeholders In the public and private sector.

© EPCglobal Inc, 2007 January 2007
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EPCglobaly EPC Benefits for Consumers
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As retailers and manufacturers implement EPC technology In then supply ch'lns,
consumers will realize a broad range of benefits. Here are some of the consumer

benefits of EPC techn imgy.

*  Protecting consumers from couterfeit prescription medicines. Drug
counterfeiting costs more than $200 billion in fost revenue per year,
according to'a Kessler International study. More importantly, counterfeiting
costs livés, Beyond counterfeit drugs, thé EPC can help reduce _
counterfeiting across a variety of product categories including electronics,

toys, and clothing.

« Trackir.] food products, such as meat and milk. Outbreaks of hard-to-trace
diseases like bovine spongiform encephalitis (Mad Cow) could be more
easily traced to the source. In some countries livestock is already being
taggéd with RFID chips to track the animals to point of sale.

Monitoring product freshness for goods with expiration dates.

. lI;’rr(g)(\j/ic(i:itng businesses with a faster and more efficient way to recall defective
ucts:

» Enhancing our homeland securi bé/ improving the fracking of cargo and
ensuring our military men and women get the Supplies they need during

deployrment
Providingz unpiacedented visibility of products in the su%ply chain allowing
I

retailers to track inventory more éffectively, reorder products more efficiently,
and get the products consumers want on the shelves at the right time.

Protecting the environment by Increasing recycling.

Generating economic growth by creating Jobs, spurring high-tech investment,
and paving the way for" new applications In the fijture.

© EPCglobal Inc, 2007 January 2007
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(ff~ 1 EPCglobal® Electronic Product Code (EPC): An Overview
HH = .. .. ssw 1 " -
Posrtron

pIementatrono the elec onrc roduct code (EPC) and radio fre nc r tron RFID)
n 0 ses Im 0 ant ne S £0 CoNSUMeY S ses P orts
eres S evel mplementation en mat

rate re Iatro or rsatro or RFID te hno cou ave e effe st
rnn at nend adoption, an reventrng uture bene Its from re chrng consumers an usrnesss

Background
The EPC | rsaunr uen ber tha lsusedtolden a specific Item In the su ch grn The EPC is
CEP retrieve

tore ona Ich.combines a silicon chip and an ant nna. Once

rom a can ssocrat t the a h na ec ata ases ean Item

n It te r the date 0 t [0 uctro |te number. (G o

co e orvehide Ication n m er sthe g atconta st or aron
ag oes not carry ersonaByr entl abeln ormation

used within the EPCqg aI Network. An

Several maor re ailers and product anrffacturer testing EPC é%c nolo asawa to
rovesuH aln managel ent artoth onac ran ouyni ue‘

!)entr ap tcasg L0rm Y ﬁ t\pro uct Ito, enextgeneratrono t ebarc tun ket e

arco e, wrt needs 'line 0 th |t e reaq, EPC tags use radio waves to rea pro uct

Information faster and more efficient

Policy Rationale

Bene iting Co sumers ang Businesses
s 10, enhance consumer servi

FOr consumers, C.orom N e reduce qut-of-stocks, and
rovi eTrett ro tseI ctr naddi |0n thas the potential t rovr ette tect on
Tom counterfeit ro ucts (Inc drn ‘meglications|, to monitor pro ct res n ss t
00ds, and.to provide easler icentffication for re sAccordr an Iug
mlﬂlstratlon Combatr,rth unterfeit Drugs REport (F Febru 0 ra Ore ency
loentification ( F%ID ta rn ro ucts% mantratu ers, W Ies& reta ers
asoo erst e ot ntra or Basler returns and streamlined warrarfty processi
a easto r proa to reliable prodid fracking and tracing.* ihe

Forbusrnesses the EPC canh corre tfrcrencres inthe market lace and brrn%rlce
alUe to consyimers. Eac ar ronso?1 (ﬁasare st due to poor u 3 chain.v

I%/dra\matrca grrm rovrn ocesst Jt otentl to ro

IC nt
Ual Sayin Pf ? ?(I’ Invento In ‘safety stock. ncreases ES
[ ucrn t e umber of out-of stoc &0 UCLS, 1€ gv

E?J oVl emri accrrrat recasts nafs%r el ncosts angds d[r)r
erJeme Itation cou icantly re ce‘

Sqn nie st ppyc Anang ncreaset
competitiveness of companies using the technology.

Esev\rnrhrtrg e%t%@%rrggg r% PC and RFID have the Hotentral tﬂ generate economic

s, spuiring high-tech Investment, and paving the'way for new
gpp ICall ns? ttgtarture 9ng paving Y
Ensuring Consumer Prrva%/
EPC ta sare created for pusingsses to man %gr% ducts, not peol r])nta groduct
Information - notp rson |normatr0n Prrva@%J sbeena oc so
subscribers since t e ear rest stages of the effort to commercra ize R ensrng

© EPCglobal Inc, 2007 January 2007
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reements .orthe EPC (Mc Y grohlbltltsus for tracking or identifyin eopﬁe except
er spE |cc B% Er sparen yr%Tatln to, aentOftrOR] x
ddti F su SCrioers avea pte setl-rsqutating quidelines that can evolve as
the techno og continues to develop
Man EPCgI%RaI sulfscrlﬁers [e husiness sthat roduce ro uctso (TII dire 5%/
consumers, The vauetereatlggg Y]vuﬁ elr nsumesa L re
committed to co sumerprlvacy gPo al su acrl ers haveesta IS Idt ﬁglob
Gu delines on EPC fo s erProducts {0 a0dress rlvaC |SSU9 reate tO eeVOErUtlon

implementati TEB e Guldethnee sta e '[ll'['[

r notice

ofthe resenceo on products or their pac Yég s qw

f] Acesamallabletoel er E%g [emove, rm%r}%ture Isa Ie% tagsfnf])mt%

pro ucts t ey acquire g|0ba| Guidelines forEPC on Consumer Products.)

Through its multi-industry, global Public PO|IC Steering Committee, EPCalobal s bsc ibers

|nt ra&vvﬁwqge sta %Q(dgrs en uring an o gomg c? glo uet atwOEallogv I?S ﬁto
6] necessary ang eS tothe cuid Ilnes nEPC rConsumerProducsaS

Fec nology evolves. T’)eeu.dennes coup \gt emﬁmqstron?eg[ove OPmenta protections

or privacy and consumer protection, are already in place’to protect and educate consumers.

© EPCglobal Inc, 2007 January 2007



March 24, 2008

The Honorable Kurt Olson
Chairman, Labor and Commerce
House of Representatives
Juneau, Alaska 99801-1182

RE: HB421 - Motorola Opposition

Dear Chairman Olson:

On behalf of Motorola, | am writing to express our concerns with HB421. As you may
know. Motorola is a manufacturer of Radio Frequency Identification Device (RFID)
inlays (the antennae and chip) and readers for RFID systems, among our many other

products.

As you are probably aware, Radio Frequency Identification (RFID) technology has many
benefits, including reducing costs, increasing efficiency, facilitating travel and preventing
fraud and counterfeiting. Today, RFID applications include automatic payment (e.g.
EZPass at highway tollbooths and subway fare cards), inventory tracking at many retail
stores, automotive (e.g. car keys), and government and employer-issued identification

(e.g. c-Passports, employee IDs).

It is important to note that we share your commitment to protecting individual privacy
and personal information and that we work hard to ensure that our products and services
protect personal information from inappropriate use. As such, Motorola encourages
policymakers to focus on so called “bad actors”, i.e. those who use technology
inappropriately (e.g. skimming and cloning) and not lo punish the technology itself.

Legitimate providers and users of RFID technology go to great lengths to ensure that
personal privacy and safety are never jeopardized by these systems. For example, RFID
tags on consumer products do not collect, store or transmit personal information. They
transmit nothing more than a unique identifying number that identifies the product for



Page Two
HB421

inventory purposes, just like a bar code. Therefore, RFID is no different in tnis respect
than bar codes that retailers have used for many years. Thus, the particular process for
providing notice and obtaining consent outlined in the bill may prove overly onerous,
impracticable or simply unnecessary for certain service providers, retailers or other

industries to implement.

In addition, it is important to note that the definitions in the legislation are such that
mobile phones being used pursuant to Federal Communications Commission (FCC)
mandated requirements could be covered (even if they are not RFID-enabled). As y>u
are probably aware, the Federal Communications Commission (FCC) has mandated ,.iat
wireless operators meet location requirements for wireless phones (so called E911
rcquiicments) in order to provide emergency service equivalent to wirelines phones.
Thus, all wireless phones either have or will have the ability to identify the location of the
user. The policy behind this requirement is, of course, that phone users should not have
to differentiate between wireline and non-wireline products in their expectation of
emergency services. Since the mandate is based on the need and expectation of the
service, it is unnecessary for a state to now require a permanent warning to consumers
regarding such a capability or to require the acquisition of consent from the device’s end-
user in this context. Our mobile phone product manuals tend to already notify consumers

about the E911 location capabilities of our products.

We respectfully ask that you oppose HB421. Ifyou have any questions, please do not
hesitate to contact me at 847-630-1653. Thank you.

Sincerely,

Monica M Mueller

Manager
State Government Relations
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March 26,2008

The Honorable Kurt Olson
State House of Representatives

Member Office Room # 408
Juneau, AK 99801-1182

RE: AeAOPPOSITION TO HB 421

On behaif of the high-tech community, AeA (American Electronics Association) would like to

express some of its concerns with HB 421 as introduced. AeA and its member companies

believe strongly in protecting consumer privacy in any context As aresult, AeA believes thatto
protect consumer privacy bad behaviour needs to be acted against - not technology. As such, wc ..
support strong criminal and civil penalties against those who.scek to access a person’s.. . *; » -
identification document pud acquire their information without their consent. '

Unfortunately, as introduced, HB 421 goes well beyond banning bad behavior and broadly .

restricts a particular technology. The high-tech industry is steadfast in its efforts to earnthe > I *e

public’s trust in the technologies we produce, for.these products are specifically dcsigfced to- o
oC. .. v

protect and enhance consumer privacy and security, as such, it is important that these-
technologies remain available to the State of Aladca for the benefits that these promising
technologies can provide. It is this commitment to the safety o f Alaska citizens and the security o
oftheir information that has prompted our opposition to HB 421. Unfortunately, we are certain
that HB 421 will not only be disastrous to consumer privacy, but will erode consumer confidence
and harm Alaska’s retail merchants, serving a hard blow to economic development to many

sectors across the state. We ask you to oppose HB 421 as well.

HB 421 shows a critical misunderstanding of technology-

Supply chain management solutions based on Radio Frequency Identification (RFID) are being
implemented world-wide because of the technology’s ability to help drastically reduce costs
caused by theft, rr rease efficiency by reducing work-space injuries and improve the accuracy in

which information is delivered.

A supply-chain RFID tag only contains data that is equivalent to that found on a bar code -
which contains no consumer personal identifying information. These tags only transmit data
when prompted, by a special reader with access to a secure database. Readability is unreliable
beyond 10 feet and for some tags, the proximity for readers is measured in inches. Without
access to the secure database, any code retrieved is meaningless. As it stands now, tracking
inventory is only possible in a near-ideal warehouse situation and expensive software that costs
hundreds of thousands of dollars. The idea of tracking people through consumer products laced

with non-existent RFID tags is outrageous.

S201 Onex Amtnta Partway. Suits S201San*. Clan, CA 9S0S4 | P 40t.ft7.43001F 401.770.0S6S
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When used for applications involving people rather than items, RFID systems rely on secure
microcontroller chips that have multiple layers of security and privacy protection buiu into them,
such as sophisticated encryption and access controls. Because they are highly secure, credit card
companies such as American Express, MasterCard and Visa are using them nationwide. As you
can imagine, these companies would not use any technology that would jeopardize billions of
dollars .of global commerce daily, their customer’s personal information, or their reputations.

*

Many governmental organizations - at the state, federal and international levels - arc already
using this technology to realize the considerable savings in taxpayer dollars, as well as its use to
protect citizens’ physical security in a number of different areas. Because of this, it is important
to differentiate between RFID used for inventory control purposes versus far more secure
identification systems. Unfortunately, HB 421 does not do this. For this reason, we respectfully
oppose HB 421 as it will negatively impact not only commerce within the Alaska, but also the

health and safety of residents.

HB 421 bans technology, not bad behavior.
Foremost among AeA’s criticisms of HB 421 is that it embraces false fears and

misrepresentations of fact to impose a ban against a technology proven both secure and reliable.
Although a screwdriver can be used to steal a car, we don’t ban screwdrivers; we prohibit the
possession ofthieves’ tools and car theft HB 421 would have us banning screwdrivers.

Through a number of protections - such as firewalls, authentication, strong encryption,
encasement and short read-ranges - consumers can be assured of both their personal and
information safety on thcir.state-issued identity documents. However, laws should impose
penalties against those who would try to get at that information nonetheless. To truly protect the
citizens of Alaska, HB 421 should attack the behaviors of those who would violate the public’s
trust- namely, it should create strong criminal and civil penalties against those who seek to
remotely scan a person’s identification document without their knowledge or without the

authority of a court-issued warrant.

By preventing the surreptitious scanning and surveillance, HB 421 would truly protect Alaska

residents. TInfortunately, HB 421 ’s over-breadth is highlighted by the bai.s on some truly

beneficial uses of RFID technology.

Identifying residents of a state or county hospital, nursing facility or assisted living

facility; and

Granting emergency personnel and first-responders access to state and federal

government buildings, needed in critical situations;

» Security access cards that ensure the personal safety of those working in state
government facilities or living in state university dormitory housing;

« Library cards for access to public library services.

The approach HB 421 takes to protect Alaska residents is unfortunate, as it will produce law that
will necessarily prohibit current and future beneficial uses and innovations not yet known to the
legislature - innovations that will save time, save money, and save lives. AeA applauds the
concern over privacy rights, but rcspcctfolly recommends that resolutions be sought net by
attacking technology, but those who would use it for malicious purposes.
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Repairing labels on consumer goods is onerous; criminal penalties for non-epjppljggce are

unjustifiable.
AeA's concerns with the labeling requirements lie not on the technicalities of the drafting of the

legislation, but on the implications of the legislation. The onus of placing labels on every
consumer good that contains an RFID tag will prove to be an insurmountable financial burden to
small businesses, while offering consumers negligible protection to their privacy.

As it becomes easier for businesses to import products from overseas, this legislation would
necessarily sweep up any Alaska business, including mom & pop convenience stores, local toy
shops, and book stores who unknowingly impot cproducts with. RFID tags in them —regardless of
whether they have implemented RFID systems in their small business. These small businesses
help to support the local economies of Alaska, yet they generally do no+have the financial and/or
technical resources to support this mandate. This legislation would not only negatively impact

their ability to compete, but also their ability to survive.

Lastly - and most importantly - the legislature has seen fit to punish Alaska retailers and shop
owners with criminal penalties if they unknowingly sell consumer goods without tne required
labels. AeA does not understand the value ofhaving small-business owners punished because
they did not comply with a law they could not have possibly complied with.

Conclusion :
We arc excited over the possibility that innovative technologies such as RFID can help save

Alaska'residents millions of dollars in costs - not to mention the billions o f taxpayer dollars
saved in the protecting the physical security o f Alaska residents’ health, safety, personal data and

property.

The high tech industry supports and commends the efforts to protect the privacy of Alaska
residents; however, we believe HB 421 will do far more harm to Alaska residents than it will
help. AeA’s member companies believe that given the proper commitment to best practices and
appropriate penalties for truly criminal activity, Alaska can ensure the security, ihe safety, and
the savings that every Alaska taxpayer deserves. We very much would like to work with you to
make sure that Alaska residents are fully protected; however, until HB 421 reflects this

commitment, we must ask you to oppose HB 421.

AeA is the nation’s largest high-tech trade association representing over 2,500 technology
companies. Complete information on AeA is available on our ibsite at www.aeanet.org

Sincerely,

Benjamin J. Adersun
Association Counsel and Secretary

AeA
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BESTBUY.

March 26.2008

House Labor & Commerce Committee VIA FAX

Alaska House of Representatives
State Capitol
Juneau, AK 99801-1182

Dear Members cf the House Labor & Commerce Committee:

Best Buy Co., Inc. is a specialty retailer of consumer electronics, personal computers, entertainment
software and appliances. We also manufacture consumer electronics under our private label brands.

On behalf of our Anchorage retail store and our nearly 200 employees, |would like to take this opportunity to
inform you of our opposition to House Bill 421 insofar as it may Impact the innovation and implementation of
RFID-enabled Electronic Product Code (EPC) and other retail applications in the marketplace.

As background, the EPC is a unique number that is used to identify a specific item in ihe supply chain. It can
be stored on a RFID label, which combines a silicon chip and an antenna. Once the EPC is retrieved from
the tag, It can be associated with Ihe data held in j secured database, such as where an item originated or
the date of its production. Importantly, EPC data does not contain personally identifiable information.

EPC technology promises many benefits for consumers, manufacturers and retailers. Adoption of EPC
technology can help provide a better shopping experience for our customers Including lower prices, better
product assortment and availabilty, streamlined warranty and repair processing and more efficient returns

and exchanges.

Retailers wil also benefit from EPC adoption through greater supply chain visibiity. For example, it can help
increase sales by reducing "out-of stocks*, reduce transportation and shipping costs and provide more
accurate inventory forecasts for replenishments. In addftkx;, EPC implementation could significantly reduce

fraud and theft in our retail stores and in the supply chain.

It is our fear that legislation like HB 421 is at this time premature and wHI discourage Investment In EPC
technology. Users of EPC products already participate in a global standards body callod EPCglobal. Its
members have adopted self-regulating guidelines, including notice, that can evolve as the technology and Its

applications evolve.

For these reasons we urge you to oppose any action prematurely regulating the use of EPC technology.
Shouid you have any questions please feel free lo contact me, or Mike Hlltner, directly at 612-291-8707 or

mike,hiltner@bestbuv.com. Thank you for your consideration.

Sincerely,

Paula J. Prahl
Vice President, Communications & Public Affairs

CC: House Speaker John Harris

Majority Leader Ralph Samuels
Rt presentative John Coghill Jr.

Best Buy Corporate Campus ¢ 7601 Penn Avenue South Richfield, MN, USA55423-3645 « (612)291-1000 . NYSE symbol-BBY
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Safeway Comments on SB293 /&
1)  This bill attempts to solve a “problem" that does not exist.

2)  The hill should be amended into a study hill, so the author can determine if there
is a problem that needs a solution.

3)  Asforthe RFID elements of the bill, we are not usinp this technology on
individual items.  We have piloted the technology to track pallets from the manufacturer
to our warehouse and from our warehouse to store backrooms.  The taﬂs are
expensive and may, in some instances, cost more than the net profit on the item. ~ So
it wouldn't make economic sense to even use them on individual items.

4)  Evenif RFID's were placed on individual items, we'd use them to track product
movement (e.g., from the manufacturer to the warehouse). They would not track which
customer purchased those items.  In other words, they would not communicate
personal information about the customer from the RFID chip to some other device.

(We would know which customer purchased a type of item if the customer used a club

card in the purchase.)

5 The notion is far fetched that bad guys are going to sit outside stores with
devices that can provide, by a mere swipe, the identitﬁ of a customer who \ourchased a
specific item from our store. The mere suggestion shows a fundamental lack of
understanding of how RFID is used today at the retail level.

6)  The technology is still developing and new, and certain items (bottled fluids, as
an example) may cancel out the RFID signal.  In other words, you could swipe a bottle
of water and may or may not get a clear signal depending on where the RFID is in
relation to the reader.  That's another reason why the notion described in paragraph 5

above shows a lack of understanding about the technology.

7)  The hill could also impact our ability to use radio frequency devices in other
ways, such as at fueling stations or in other places where we may want to transmit
payment information through wireless technology.  An example is a fueling station
where the pump devices communicate with a host computer usin? radio frequency
information rather than hard wires. ~ Another example could be if, someday, we wanted
to allow customers to order on-line and pick up their products from the convenience of
their car. (I heard that Appiebee's Restaurants does this at some locations.) Our clerk
would brin% out a hand-held device to swipe the credit card, and then send the payment
info through radio frequency technology to the store’s host computer. ~ Some Apple
Computer stores use the same technology.  The bill should, if any thing, try to ensure
that the retailer encrypts the info in a way that is PCI compliant rather than potentially

ban a practice most customers would find convenient,
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1 EPCglobal »

1101 30* Street, NW, Suite 500
Washington, DC 20007

March 2 1, 2008

The Honorable Kurt Olton

Chair, House Labor & Commerce Committee
Alaska House of Representatives

State Capitol, Room408

Juneau, AK 99801-1182

Dear Chairmen Olson:

On behalfof EPCglabal Inc, 1would like to take this opportunity to register our opposition to House Bill 421. EPCglobal Inc
(vwywicpoglaaline.org) is a not for profit standards organization working on intermational standards for Radio Frequency
lcentification (RFID) applications. Weare @It of GS1, a standards organization in 108 countries. Industries that participate in
our standards development process include healthcare, chemical, pharmaceutical, aerospace, retail, entertainment, defense,
transportation and logistics. These industries use the Electronic Product Code (EPC), a RFID application.

The EPC is a unique number that Is used to identify a specific iteminthe supply chain. It Is stored ona RFID tag, which combines
asilicon chip and an antenna. Once the EPCis retrieved fromthe tag, it can be associated with the data held ina secured database,
such as where an hem originated or the date of its production. EPC data is about products, not people. An EPC tag does not carry

an individual's personally identifiable information.

The EPC has the potential to help usall. The United States Food and Drug Administration has encouraged its use to help prevent
counterfeit drags fromreaching consurmers by tracking products fromtheir source. The EPC will belp businesses in Alaska and
across the country inmprove sup@/_ chain efficiency and visibility, which will benefit consumers through inoroved product
availability, speed of service, quality assurance and fester, more effective product recalls.

It is important to note that EPC/RFID is a technology thet is in its infancy.  Inthe short terra, EPC/RFIDapplications will be at the
container and case and pallet level with item+level tagging applications on awide scale basis many years anay. Laws requiringa
specific type of notice, requirir;f; Written consent or deactivation at the point of sale could have the effect of stifling innovation and
adoption, and delaying potential benefits to consumers and businesses In Alaska and around the globe.

W\& urge Alaska legislators to be prudent and pragmetic in considering measures to regulate EPC/RAID technology. |fyou or your
staff have any questions, please feel free to contact me at 202 or afleminrS:epcglobalinc.org.

Sincerely,

Allison Fleming

EPCglobal Public Policy Steering Committee

ac: Alaska House Labor & Commerce Comittee
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March 25, 2008

The Honorable Kurt Olson

Chair, House Labor & Commerce Committee
Alaska House of Representatives

State Capitol, Room 408

Juneau, AK 99801-1182

Dear Chairman Olson:
On behalf of our more than 300 member companies and the information technology

industry at large, the Information Technology Association of America (ITAA) would like
to register our opposition to House Bill 421.

The use of RFID technology offers significant benefits in many areas, including supply-
chain efficiency, ensuring accurate pharmaceutical drug tracking, safe handling of
hazardous materials, food safety/recall, transport, security, logistics and stock control. As
RFID technology matures and applications proliferate, it has the potential to enable global
commerce and spur American innovation and competitiveness, while providing significant
improvements in safety and security. RFID is often mentioned as one of a set of emerging
and connective technologies that may potentially have an impact on business and daily life
that is as profound as the rise of the Internet.

ITAA is concerned that HB 421 will stifle innovation and delay RFID benefits to the
citizens of Alaska. As written this legislation provides onerous consent requirements, and
seeks to regulate a technology rather than punishing unlawful behavior.

This legislation assumes that all RFID applications transmit personally identifiable
information and are vulnerable to illegal attacks. This could not be farther from the truth.
Many radio frequency applications simply transmit a unique identifier that links to
information in a secure database. If a program requires the transmission of personally
identifiable information security measures can be put in place to prevent the unwanted
theft of information. Dozens of laws exist to protect consumer information.

ITAA believes that data collected using RFID should be protected with the most rigorous
privacy and security standards to protect all individual data regardless of the source.
Caution should be used, however, when creating new legislation that seeks to regulate a

Information Technology Association of America
1401 Wilson Bivd,, Suite 1100 Ardington, VA 222092318 « Phore; (703) 522-5085 Fax: (703) 525-2279
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particular technology or mandate particular standards for its application. In today’s
environment, technology evolves and is updated every 18 months. A technology that is
cutting edge today will be surpassed by new innovations within a two-year period.
Legislation catling for particular solutions or standards is not flexible enough to

accommaodate this pace of change.

Woc urge Alaska legislators not to prematurely regulate RFID technology and prohibit
innovation. If you or your staff have any questions, please feel free to contact me at (703)

284-5337 or jkerbcr®itaa.org.

Sincerely,

Jennifer Keiber
Senior Director, Identity Management Policy

cc: Labor & Commerce Committee

About ITAA
The Information Technology Association of America (ITAA) is the premier IT industry

association working to maintain America's role as the world’s innovation headquarters.
Our members are responsible for producing the majority of crcdentialing and identity
management programs. Our members include companies producing drivers licenses and
other identity cards; managing federal, state and local smart card and identity credentialing
programs; providing biometric devices, radio frequency identification technologies and
middleware solutions; as well as performing background checks and other identity
proofing and authentication services for government and commercial customers
worldwide. Its members range from the smallest start-ups to industry leaders offering
Internet, software, services and hardware solutions to the public and commercial sector
markets. The Association maintains a formal alliance with more than 40 regional groups in
the U.S. and Canada, representing 16,000 technology-related companies through the
Council of Regional Information Technology Associations. It also serves as secretariat for
the World Information Technology and Services Alliance, a network of 69 industry
associations from around the world. For more information, visit www.itaa.org.

Information Technology Association of America
1401 Wilson Bivd.. Suite 1100, Ardington. VA 22209-2318 « Phone: (703) 522-5055 Fax: (703) 525-2279
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RFID Myths and Urban Legends

Introduction

The use of Radio Frequency Identification (RFID) technology offers significant benefits
in many areas, including identity management, supply-chain efficiency, ensuring accurate
pharmaceutical drug tracking, authentic goods, safe handling of hazardous materials,

food safety/recall, transport, security, logistics and stock control. As RFID technology
matures and applications proliferate, it has the potential to enable global commerce and
spur American innovation and competitiveness, while providing significant
improvements in safety and security. The range of usage of RFID technology is
immense, and spans many different industries. RFID is often mentioned as one of a set
of emerging and connective technologies that may potentially have an impact on business
and daily life that is as profound as the rise of the Internet.

Some industry interests and extreme privacy advocates want you to believe that in some
forms, RFID poses an unacceptable threat to personal privacy. Privacy protection an
imperative In any smart, ethical application of technology, but critics often stretch the
truth to the breaking point when spelling out nightmare RFID scenarios. Privacy
protection is an imperative in any smart, ethical application of technology, but critics
often stretch the truth to the breaking point when spelling out nightmare RFID scenarios.
In this paper, we will expose and address some of the most egregious myths and urban

legends proliferated on the subject of RFID.

First, a definition in terms: RFID is an automated data-capturc technology that can be
used to electronically identify, track, and store information about groups cf products,
individual items, or product components. It is also a valuable solution for assuring an
individual’s identity quickly and efficiently. The technology consists of three key pieces:
RFID tags; RFID readers; and a data collection, distribution, and management system.
RFID tags are small or miniaturized computer chips programmed with informativ/ii about
a person or product or with a number that corresponds to information that is stored in a
database. The tags can be located inside or on the surface of a product, item, packing
material, identity card, and even under a person’s skin. RFID readers are querying
systems that send signals to the tags and receive the responses the tags emit. These
responses, which contain some or all of the data stored on the chip, can be stored within
the reader for later transfer to a data collection system or instantaneously transferred to

the data collection system.

With the emerging application of RFID to personal identification, a debate has arisen
centered on privacy and security. Concerns about consumer privacy, data collection, and
security arc not unique to RFID. Yet, the concerns are real and must be addressed in
order to assure that the potential economic and societal benefits of RFID are realized.
Fortunately, a number of private sector and civil society organizations have been doing
work on possible codes of policy and practice to address these issues.

In the mean time, to develop a thriving competitive marketplace, consumers must receive
accurate information about the opportunities and challenges of RFID, and they must also



