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See. 45.48.990. Definitions. In this chapter, unless the context indicates 

otherwise.

(1) "consumer" means an individual,

(2) "consumer report" neans a written, oral, or other communication 

of information by a consumer reporting agency hearing on a consumer's credit 

worthiness, credit standing, credit capacity, character, general reputation personal 

characteristics, or mode of living if the communication is used or expected to be used 

or collected in whole or in part to serve as a facto in establishing the consumer's 

eligibility for

(A) credit or insurance to be used primarily for personal, 

family, or household purposes;

(B) employment purposes; or

(C) any other permissible purpose authorized under section 15

U.S.C. 1681b;

(3) "consumer reporting agency" means a person who, for monetary 

fees, dues, or on a cooperative nonprofit basis, regularly engages in whole or in part in 

the practice of assembling or evaluating consumer credit information or other 

information on consumers for the purpose of furnishing consumer repons to thiru 

parties;

(4) "person" has the meaning given in AS 01.10.060 and includes a 

state ol local governmental agency, except for an agency of thc judicial branch;

(3) "state resident" means an individual who satisfies the residency 

requiremci s uncicr AS 01.10.055.

Sec. 45.48.995. Short title. This chapter may be cited as thc Alaska Personal 

Information Protection Act.

* Sec. 2. The uncodificd law of the State of Alaska is amended by adding a new section to 

read:

INDIRECT COURT RULE AMENDMENT. AS 45.48.640. enacted by sec. 1 of this 

Act, has the effect of changing Rule 60(b). Alaska Rules of Civil procedure, by allowing a 

court to vacate an order on its own motion and at any time and by establishing a specific 

criterion for vacating the order under AS 45.48.640.
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1 * Sec. 3. Thc uncodified law of the State of Alaska is amended by adding a new section to

2 read:

3 TRANSITION: IMPLEMENTATION. A person to whom AS 45 48.400 and

4 45.48.410, enacted by sec. 1 of this Act, apply shall make reasonable efforts to cooperate,

5 through systems testing and other neans, to ensure that the requirements of AS 45.48.400 and

6 45.48.410 are implemented on or be 'e thc effective dale of AS 45.48.400 and 15.48.410.
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C o n s u m e r s

U n i o n

Febt ary 9, 2006

Re: Support of S 222 and HB 226

Consumers Union, the non-profit independent publisher of Consumer Reports ®, 
appreciates this opportunity to submit its views on providing consumers with tools to 
project themselves against identity theft. We support bills S 222 and HB 226, which 
provide all Alaska consumers with additional identity theft protections such as notice of a 
data security breach and the option of a security freeze on ieir credb files at a low or no 
cost. These bills provide key elements in protecting all Ala .a consumers from the cost, 
stress, and time lost due to identity theft.

Identity theft is a serious and increasingly more common crime in this 'information age.' 
According to the Federal Trade Commission, in 2003, nearly 10 million Americans were 
victims of identity theft, costing businesses and financial institutions nearly $48 billion anc 
consumers $5 billion. When identity thieves open new accounts in a consumer's name, 
the victim ends up spending, on average, $500 and countless hours cleaning up the 
damage. The personal costs can be devastating; identity theft can create unimaginable 
family stress when victims are turned down for mortgages, student loans, and even jobs.

One year ago, consumers nationwide first learned of data security breaches only because of 
one state's law requiring that its residents be told, and 38 state Attorneys General 
(including then Attorney General Renke) subsequently demanded that their states' residents 
be informed as well. The Privacy Rights Clearinghouse, a non-prohc, non-partisan privacy 
education and .dvocacy organization estimates that over 52 million people have had their 
personal data put at risk due to security breaches. (See
http://privacvrights.org/ar/ChronData Breaches.htm). Since ChoicePoint's February 2005 
revelations, nearly half of the nation's states have enacted a notice of security breach law.

Notice of a data security breach helps inform consumers to watch for identity theft more 
oromptly after a breach occurs and leads to better and greater data security. A security 
freeze gives consumers the personal option to take preventative and proactive steps to stop 
identity thieves from using stolen personal information to open new credit or other new 
accounts in consumers' names

A security freeze allows consumers to control who gains access to the personal information 
contained in credit files. The security freeze blocks access to new creditors to credit reports 
and credit scores derived from those reports, until the consumer affirmatively llocks the 
file. This would help prevent identity thieves from achieving their ultimate goal -  opening 
up new accounts to accumulate debt in their victims' names, ruining credit reports and 
credit scores.

http://privacvrights.org/ar/ChronData


To explain how a security freeze works, a consumer initially activates the freeze by placing 
a request with the credit bureaus. After the freeze has been placed, the consumer can then 
'th a w ' or lift the freeze by providing the credit bureaus with a PIN, allowing specified new 
creditors into the credit files for a specified period of time. The security freeze helps 
prevent identity thieves from achieving their ultimate goal -  opening up new accounts to 
accumulate o^ot in their victims' names, which leads to a ruined credit report and credit 
score.

A  growing number of states have provided consumers with the option of a security freeze. 
Twelve states now give this right, and most to all consumers can now choose to use the 
security freeze to prevent identity ihieves from opening new accounts in their good names.

W e urge you to support strong legislation that provides greater identity theft protections for 
consumers in Alaska. Both S 222 and HB 226 would provide Alaska's consumers with 
necessary tools to better protect themselves against identity theft.

Please feel to contact either myself or Gail Hillebrand at 415/431-6747 should you have 
any questions.

Sincerely,

Michelle Jun 
Staff Attorney 
Financial Privacy Now 
Consumers Union
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C o m p a r i s o n  o f  S ta t e  S e c u r i t y  F r e e z e  L a w s

State W ho Can Place 
Se« urify Freeze

Fees Effective Date How to Request Security 
Freeze

Circumstances when Access to 
a Frozen Credit Report 

Allowed1

State Security 
Breach Law?

California All residents
ID theft victims: None 

Others: S10 (per C'RA) to place 
freeze, SI0 for temporary global 

lifting of freeze, $12 for temporary 
lifting of freeze for one creditor

January' 1, 2003 Freeze must be requested 
in writing by certified mail

1 ,2 ,3 , 4 ,5 ,6 ,  7,8 Yes

Colorado All residents
No fee for first freeze; $10 to place a 

second freeze, $10 for global lift; 
$12 lor temporary lifting for one 

creditor

July 1,2006 Freeze must be requested 
in writing by certified mail

1,2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 
13

No

Connecticut
All residents $10 to place, lift, or lift temporarily; 

$12 for lift for one creditor
January 1, 2006 Freeze can be requested in 

w riting by certified mail or 
other secure method 
authorized bv CF A

1,2,6, 7. 8, 14 Yes

Illinois Victims of ID theft only None January 1, 2006 Freeze must be requested 
in writing by certified mail

1 ,2 ,3 , 1 ,5 ,6. 7.8 Yes

Louisiana All residents
ID theft victims and residents age 

62 or older: None 
Others: $10 to place, SS to lift

July 1,2005 Freeze must be requested 
in writing by certified mail

1 ,3 ,6 , 8, 14, 15, 16, 17, IS Yes

1
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Maine All residents
ID theft victims: None 

Others: up to S10 to place, remove, 
temporarily lift, have PIN reissues, 
$12 for lift for a specific creditor

February 1, 2206 Freeze must be requested 
in writing by certified mail

1.2, 3, 4, 5,6, 7,8 Yes

Nevada All residents
ID theft victims: None 

Others: up to $15 to place, $18 to 
lift, $20 for lift for a specific creditor

October 1, 2005 Freeze must be requested 
in writing by certified mail

1.2, 3, 6, 7. 8, 14, 15. 19, 20,21 Yes

New Jersey
All residents

None for initial freeze, up to $5 to 
remove, temporarily lift or have PIN 

reissued

January 1,2006 Freeze can be requested in 
writing by certified or 
overnight mail, or by 
secure electronic mail 
connection with CRA

1,2, 3 .5 ,6 ,  7 .8
Yes

North Carolina All residents ID theft victims: None 
Others: up to $10 to place, remove, 

or suspend the freeze

December 1, 200' Freeze must be requested 
in writing by certified mail

1,2, 3, 4, 5, 6, 7, 8, 9, 14, 18 Yes

Texas Victims of ID theft only
$8 (adjusted for inflation) to place, 

none to remove
September 1, 2003 Freeze must be requested 

in writing by certified mail, 
placement of security 

freeze at one CRA must be 
honored by all

1,2, 3, 4, 5,6, 7,8, 16. 17, 18
Yes

Vermont Victims of ID theft only None July 1,2005 Freeze must be requested 
in writing by certified mail

1,2, 3, 4, 5, 6, 7,8 No
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Victims of ID theft or 
those notified of a

Washington security breach of their 
computerized personal 

information

None July 24, 2005. Freeze must be requested 
in w riting by certified mail

1,2, 3. 4, 5,6, 7. 8, 14 Yes

1 For this section, the fo llow ing num bers are  used:
1= An entity  the consum er has a financial ob ligation o r account with 
2= A uthorized party  pursuant to a court o r ’ t , w arrant, o r subpoena 
3= For child support purposes
4= S tate agency responsib le  for investigating  M edicaid  fraud
5= Stale agency responsib le  for investigating  delinquent taxes or en fo rc ing  state tax law s 
6= For prescreening purposes as identified under the FCRA  
7= Credit m onitoring serv ice to w hich the consum er has subscribed
8= C R A  to provide Lli * consum er w ith a copy  o f  his o r her credit report upon thc c o n su m e r 's  request 
9= Insurance agent for the purpose o f  insurance underw riting
10= A pension plan acting  to  determ ine thc co n su m er's  e lig ib ility  for plan benefits o r investiga ting  fraud 
11= A person cond; .'ting a pre-sentence investigation  in a crim inal m atter or paro le o ffice r superv ising  an offender 
12= A licensed hospiu. with w hich consum er has a contract or debt
13= Law  enforcem ent agencies investigating  a crim e or conducting  a crim inal background  check 
14= Federal, State, or local governm ental en tity  pursuant to  their statutory responsib ilities  
15= Private co llection  agency assisting  the co llection  o f  an existing  debt
16= CRA  w hich acts only  as a reseller and does not m aintain  a perm anent database o f  cred it in form ation  
17= A check services or fraud prevention services com pany
IS= A deposit account inform ation service com pany in rev iew ing  a consum er request for a deposit account
19= An entity  w hich thc consum er has an existing  business re la tionsh ip  w ith for any  purpose  rela ting  to that business re la tionsh ip
20= A person holding a license issued by stale gam ing  com m ission
21 = E m ployer using credit report for p re-em ploym ent screen ing  or for decisions or investiga tions o f  curren t/form er em ployees
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C o m p a r i s o n  o f  S ta te  S e c u r i t y  F r e e z e  L a w s

State Who Can Place 
Security Freeze

fees Effective Date How to Request Security 
Freeze

Circumstances when Access to 
a Frozen Credit Report 

Allowed1

T

State Security 
Breach Law?

California All residents
ID theft victims: None 

Others: $ 10 (per CRA) to place 
freeze, $10 for temporary global 

lifting of freeze, $12 for temporary 
lifting o f  freeze for one creditor

January' 1, 2003 Freeze must be requested 
in writing by certified mail

1,2, 3, 4, 5, 6, 7,8 Yes

Colorado All residents
No fee for first freeze; $10 to place a 

second freeze, $10 for global lift; 
$12 for temporary lifting for one 

creditor

July 1, 2006 Freeze must be requested 
in writing by certified mail

1,2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12. 
13

No

Connecticut
All residents $10 to place, lift, or lift temporarily; 

$12 for lift for one creditor
January 1,2006 Freeze can be requested in 

writing by certified mail or 
oiher secure method 
authorized bv CRA

1.2,6, 7, 8, 14 ^es

Illinois Victims of ID theft only None January 1, 2006 Freeze must be requested 
in writing by certified mail

1,2. 3. 4. 5. 6. 7,8 Yes

Louisiana All residents
ID theft victims and residents age 

62 or older: None 
Others: $10 to place, S8 to lift

July 1,2005 Freeze must be requested 
in writing by certified mail

1 ,3 ,6 , 8, 14. 15, 16, 17, 18 Yes

!
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1

Maine All residents
ID theft victims: None 

Others: up to SI0 to place, remove, 
temporarily lift, have PIN reissues, 
S12 for lift for a specific creditor

February 1, 2206 Freeze must be requested 
in writing by certified mail

1,2, 3, 4, 5. 6, 7 ,8 Yes

Nevada All residents
ID theft victims: None 

Others: up to S15 to place, $ 18 to 
lift, S29 for litl for a specific creditor

October 1,2005 Freeze must be requested 
in writing by certified mail

1,2, 3, 6, 7, 8, 14. 15, 19, 20,21 Yes

New Jersey
All residents

None for initial freeze, up to S5 to 
remove, temporarily lift or have PIN 

reissued

January 1,2006 Freeze can be requested in 
writing by certified or 
overnight mail, or by 
secure electronic mail 
connection with CRA

1,2, 3, 5,6, 7 .8
Yes

North Carolina All residents ID theft victims: None 
Others: up to S10 to place, remove, 

or suspend the freeze

December 1, 2005 Freeze must be requested 
in writing by certified mail

1,2, 3, 4, 5 ,6 , 7, 8, 9, 14, 18 Yes

Texas Victims of ID theft only
S8 (adjusted for inflation) to place, 

none to remove
September 1,2003 Freeze must be requested 

in writing by certified mail, 
placement of security 

freeze at one CRA must be 
honored by all

1,2, 3, 4, 5 ,6 , 7, 8, 16, 17, 18
Yes

I1
1 Vermont Victims of ID theft only None July 1,2005 Freeze must be requested 

m writing by certified mail
1.2, 3, 4, 5, 6, 7,8 No
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Victims of ID theft or 
those notified of a

Washington security breach of their 
computerized personal 

information

None July 24, 2005. Freeze must be requested 
in writing by certified mail

1,2. 3, 4, 5, 6, 7, 8, 14 \  JS

' For this section, the following numbers are used:
1= An entity the consumer has a financial obligation or account with 
2= Authorized party pursuant to a court order, warrant, or subpoena 
3= For child upport purposes
4= State agency responsible for investigating Medicaid fraud
5= Stale agency responsible for investigating delinquent taxes or enforcing state tax laws
6= For prescreening purposes as identified under the FCRA 
7= Credit monitoring service to which the consumer has subscribed
8 CRA to provide the consumer with a copy of his or her credit report upon the consumer's request
9= Insurance agent for the purpose of insurance underwriting
10= A pension plan acting to determine the consumer's eligibility for plan benefits or investigating fraud 
11= A person conducting a pre-sentence investigation in a criminal matter or parole officer supervising an offender 
12= A licensed hospital with which consumer has a contract or debt
13= Law enforcement agencies investigating a crime or conducting a criminal background check 
14= Federal, State, or local governmental entity pursuant to their statutory responsibilities 
15= Private collection agency assisting the collection of an existing debt
16= CRA which acts only as a reselle: and does not maintain a permanent database of credit information 
17= A check services or fraud prevention services company
18= A deposit account information service company in reviewing a consumer request for a deposit account
19= An en uy which the consumer has an existing business relationship with for any purpose relating to that business relationship
20= A person holding a license issued by state gaming commission
21= Employer using credit report for pre-employment screening or for decisions or investigations of current/former employees
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C o m p a r i s o n  o f  S t a t e  S e c u r i t y  B r e a c h  N o t i f i c a t io n  L a w s

State Entities Covered Information Covered Notification Requirements Further Duties Enforcement F \cmptions Private 
Right of 
Action

Arkansas

Commercial, 
charitable, educational, 

or nonprofit entities 
including state agencies

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code, medical 

information

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached 

if entity suffering breach 
determines breach presents a 
reasonable likelihoc of harm 

to customers.

None State AG Does not apply to 
entity regulated by 
slate or federal law 

that provides greater 
protection to personal 

information

No

California
Any person, 

government agency or 
business that owns or 
licenses computerized 

data containing 
personal information

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached

None Slate AG None Yes

Connecticut
Persons who conduct 
business in the state 

that owns or licenses 
computerized data 

containing personal 
information

Personal information: 
Name + SSN. DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached

None State AG None No
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State Entities Covered Information Covered Notification Requirements Further Duties Enforcement Exemptions Private 
Right of 
Action

Delaware

Persons who conduct 
business in the state 
that owns or licenses 

computerized data 
containing personal 

information

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code, medical 

information

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerize^ data containing 
personal inl< ./nation breached

Must promptly provide 
written notification of the 
nature and circumstances 
of breach to Consumer 
Protection Division of 

t' e Department o f  Justice

State AG, Consumer 
Protection Division 

of the Department of 
Justice

Does not apply to 
entity regulated by 
state or federal law 

that provides greater 
protection to personal 

information

Yes, treble 
damages 

plus 
attorney 

fees

Florida Persons who conduct 
business in thc state 

and maintains 
computerized data 

containing personal 
information

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code

Notification within 45 days 
following discovery of breach 

to individuals whose 
unencrypted compuU zed data 

containing personal 
information breached. 

Notification not required if 
after consultation with 

federal/state/local agencies 
responsible for law 

enforcement, business 
determines harm to consumers 
not likelv as a result o f  breach

Entity suffering breach 
must coordinate with 

CRAs if breach includes 
information on at least 

1,000 individuals

Department of Legal 
Affairs. Penalties for 

non-notification 
increase with time 

since security breach

None No

Georgia Information brokers Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached |

Entity suffering breach 
must coordinate with 

CRAs if breach includes 
information on at least 

10,000 individuals

State AG None No
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State Entities Covered Information Covered Notification Requirements Further Duties Enforcement Exemptions Private 
Right of 
Action

Illinois

Data collection 
including government 
agencies, educational 
institutes, public and 
private entities that 
collects, handles, or 

disseminates nonpublic 
personal information

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay to 

indiv iduals whose unencrypted 
computerized data containing 
personal information breached

None State AG None Yes

Indiana
State agencies holding 
computerized personal 

information

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 

personal information breached

Agency suffering breach 
must coordinate with 

CRAs if  breach includes 
information on at least 

1,000 individuals

State AG None No

Louisiana
Persons who conduct 
business in the state 

including state 
agencies, that owns or 
licenses computerized 

data containing 
personal information

Personal information: 
Name + SSN, DL, account 

number/identifier \\ ith 
access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 

personal information breached

None State AG None No
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State Entities Covered Information Covered Notification Requirements Further Duties Enforcement Exemptions Private 
Right of 
Action

Maine Information brokers
Personal information: 

Name + SSN, DL, account 
number/identifier with 

access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached

Agency suffering breach 
must notify appropriate 

state regulator of breach, 
must also coordinate with 
CRAs if breach includes 
information on at least 

1,000 indiv’ Inals

Department of 
Professional and 

Financial Regulation, 
State AG for 

information brokers 
not regulated by 
Department of 

Professional and 
Financial Regulation

None N*

Minnesota

Persons who conduct 
business in the state 

and maintains 
computerized data 

containing personal 
information

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached

Agency suffering breach 
must coordinate with 

CRAs if  breach includes 
information on at least 

500 individuals

State AG Does not apply to 
financial institutions 
or HIPAA entities

No

Montana Persons who conduct 
business in the stale 

and maintains 
computerized data 

containing personal 
information

Personal information: 
Name + SSN. DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached

Agency suffering breach 
must coordinate with 

CRAs

Consumer Protection 
Office

Insurancc-support 
organizations follow 

same breach laws, but 
Montana Insurance 
Commissioner has 

authority

No
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State Entities Covered Information Covered Notification Requirements Further Duties Enforcement Exemptions Private 
Right of 
Action

Nevada

Data collectors: 
includes business 

entities, government 
agencies, educational 

institutions, and 
associations who 
handle, collect, or 

disseminate nonpublic 
personal information

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 

personal information breached

Entity suffering breach 
must coordinate with 

CRAs if breach includes 
information on at least 

1.000 individuals

Stale AG or a district 
attorney o f  any 

county

Data collectors in 
compliance with 
GLB exempted

No

New Jersey

Commercial, 
charitable, or nonprofit 
entities including state, 

county, or local 
government entities

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 

personal information breached 
unless entity suffering breach 

establishes that misuse of 
information is not reasonably 
possible. Must keep written 

documentation of evidence for 
5 years

Entity suffering breach 
must coordinate with 

CRAs if breach includes 
information on at least 

1,000 individuals. Must 
also notify State Police in 
advance o f  disclosure of 

breach

1

State AG None No
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State Entities Covered Information Covered Notification Requirements Further Duties

r  -  -

Enforcement Exemptions Privatt 
Right o 
Action

New Y ork

Persons w ho conduct 
business in the state 
and ow'n or license 
computerized data 
containing private 

information, as well as 
state or local 

government agencies

Personal information: 
Name + SSN, DL, account 

number/identifier w ith 
access code

Notification without 
unreasonable delay to 

individuals w'hose 
unencrypted, or encrypted with 

acquired encryption key 
computerized data containing 
private information breached

Notification musi include 
contact information of 
entity suffering breac b 
and a description of the 

categories of information 
exposed by thc breach. 

Also require notification 
to State AG, Consumer 

Protection Board, and thc 
State Office o f  Cyber 
Security and Critical 

Infrastructure 
Coordination. Entity 

suffering breach must 
coordinate with CRAs if 

breach includes 
information on at least 

5,000 individuals.

State AG None No

North Carolina
|

Persons who conduct 
business in the state 
and owns or licenses 
computerized data 

containing personal 
information

Personal information: 
Name + SSN, DL. account 
number, password 'PIN that 
would provide access to a 

consumer's financial 
account or resources, 

digital signatures.

Notification without 
unreasonable delay to 

individuals whose 
unencrypted, un-redacted, or 

encrypted with acquired 
encryption key computerized 

data containing personal

Notification mu* t 
include: description of 

breach incident, type u. 
personal information that 

was breached, contact 
information for further 
information. If breach

State AG Any financial 
institution subject to 
and in compliance 

with Federal 
Interagency Guidance 
Response Programs 

for Unauthorized

No
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1
biometric data information breached and 

illegal use o f  personal 
information has occurred or is 
reasonably likely to occur, or 

cr eates a material risk o f  harm 
to the consumer

includes information on 
at least 1,000 individuals.

Consumer Protection 
Division o f  the Attorney 

General’s Office and 
CRAs must be notified

Access to Consumer 
Information and 
Customer Notice 

exempted

North Dakota Persons who conduct 
business in the state 
and owns or licenses 
computerized data 

containing personal 
information

Personal information: 
Name + S^N, DL, account 

number/identifier with 
access code, date o f  birth, 

maiden name o f 
individual’s mother, 

employee number, digital 
signature

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached

None State AG Any financial 
institution subject to 
and in compliance 

with Federal 
Interagency Guidance 
Response Programs 

for Unauthorized 
Access to Consumer 

Information and 
Customer Notice 

exempted

No

Ohio

Persons who conduct 
business in thc state, as 

well as state or local 
government agencies

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay (no later 

than 45 days following 
discovery of thc breach) to 

individuals whose 
unencrypted, un-rcdacted 

computerized data containing 
personal information breached 
and is reasonably believed will 
cause a risk of ID theft or fraud

Entity suffering breach 
must coordinate with 

CRAs if breach includes 
information on at least 

1,000 individuals.

Stale AG Financial institutions 
subjected to federal 

law requiring 
notification of 
security breach 

incidents exempted.
Exempts entities 

regulated by sections 
1171 to 1179 of 

Social Security Act

No
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State Entities Covered Information Covered Notification Requirements Further Duties Enforcement Exemptions Private 
Right of 
Action

Pennsylvania

Commercial, 
charitable, or nonprofit 
entities that maintain, 

stores, or manages 
computerized data 
including personal 

information

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose 
unencrypted, un-rcdactcd, or 

encrypted with acquired 
encryption key computerized 

data containing personal 
information breached and 

entity suffering breach 
reasonably believe has caused 

or will cause loss or injury

Entity suffering breach 
must coordinate with 

CRAs if breach includes 
information on at least 

1,000 individuals.

State AG Any financial 
institution subject to 
and in compliance 

with Federal 
Interagency Guidance 
Response Programs 

for Unauthorized 
Access to Consumer 

Information and 
Customer Notice 

exempted. Financial 
institutions subjected 

to federal rules or 
regubtions requiring 

notification of 
security breach 

incidents exempted

No

Rhode Island Any pers m or business 
that conducts business 

in the state and owns or 
licenses computerized 

data containing 
personal information

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code

Notificat m without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached

None Stale AG Financial institutions 
subjected to state or 

federal law providing 
greater protections to 
personal infonnation 
exempted. Does not 

apply to HIPAA 
entities

Yes
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State Entities Covered Information Covered Notification Requirements Further Duties Enforcement Exemptions Private 
Right of 
Action

Tennessee Any business or state 
or local government 
agency that owns or 

licenses computerized 
data containing 

personal information

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached

Entity suffering breach 
must coordinate with 

CRAs if breach includes 
information on at least 

1,000 individuals.

State AG Financial institutions 
subject to GLB 

exempted

Yes

Texas

Any person or business 
that conducts business 

in the state and owns or 
licenses computerized 

data containing 
sensitive personal 

information

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose 
computerized data containing 
personal information breached

Entity suffering breach 
must coordinate with 

CRAs if breach includes 
information on at least 

10,000 individuals.

State AG None No

Washington

Any business or slate 
or local government 
agency that owns or 

licenses computerized 
data containing 

personal information

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose 
computerized data containing 

personal information breached. 
Notification not required if it is 
a technical breach o f  security 
that does not seem reasonably 
likely to subject consumers to 

a risk o f  criminal activity.

None Stale AG None Yes
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W R I G H T  1  W r i g h t  S e r v ic e s , I n c .
— I  5454 Shdune D r iv e  
S E R V I C E S !  Juneau. A laska 9 9 8 0 1 -9 5 3 9

January 24, 2006

Senator Con Bunde, Chairman 
Senate Labor & Commerce Committee 
State Capitol Room 506 
Juneau, Alaska 99801

Dear Senator Bunde:

As a victim o f  identity theft several years ago, I support the Legislature's effort to prevent 
identity theft and protect consumer privacy, and I commend the efforts of Senators Therriault 
and Guess to protect Alaskans against identity theft.

However, I am troubled by Section 45.48.400(6), starting at line 27 of page 15 of the bill, 
which prevents businesses such as ours from refusing to do business with consumers who will 
not furnish us with their Social Security number. In spite o f  the fact that it was never intended to 
be used as a national identifier, the SSN is now thc standard identifier used by financial 
institutions, credit agencies, government agencies, and the judicial system.

We own and manage almost 500 units o f  rental housing in Juneau and Anchorage, and 
require all applicants to furnish us with their name, date o f  birth, and Social Security number. 
We do not usually conduct credit checks, but instead conduct court record searches on all 
applicants.

Without an applicant’s Social Security number, we cannot properly screen applicants so that 
we do not rent properties to applicants with criminal histories (especially sex offenders) or a 
history of evictions or small claims actions.

If a tenant ends up owing us money, whether by eviction, a small claims action, or by leaving 
without notice, and we have a judgment against her or him, we cannot garnish the debtor’s 
Permanent Fund Dividend or bank accounts without their Social Security number.

We treat all applications confidentially, as fair housing laws require. All our employees who 
Handle applications are instructed that the information is confidential. Any documents 
containing personal identifying or financial information are kept confidential and shredded when

We request that paragraph 6 be deleted from Section 45.48.400 before SB 222 passes out of 
your committee.

Thanks you for your attention to our concerns. Please contact me at 780-5454 if you wish 
further information or comments.

discarded.

RENTAL APARTMENTS •  HOM ES • M O B ILE H O M E  SPACES 
Te le p h on e : (907 ) 7 8 0 -5 4 5 4 •  Fax: (907 ) 7 8 0 -5 4 5 9
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Senate Bill 222
Testimony before Senate Labor &  Commerce Committee -  1/24/06

My name is Lisa Corrigan. I am the E.V.P. and Chief  Operating Officer of Alaska Pacific 
Bank, a small community bank headquartered ir  juneau. I also serve as President of the 
Alaska Bankers Association, which represents nine banks and includes state and federally 
chartered financial institutions.

Alaskan bankers share the concerns o f  the bill sponsors and are dedicated to protecting 
the privacy and security o f  sensitive customer information. My comments pertain to 
three points of clarification that bankers would like to see incorporated into this impc tant 
legislation.

1. The first issue relates to Section 1, Disclosure o f  breach o f security, on page 1. The 
first paragraph appears to require banks to notify the affected customer bases of  a security 
breach, regardless of whether sensitive customer information has actually been accessed for unauthorized purposes. Bankers arc currently operating under interagency guidance 
that differs on this important point.

Section 501(b) o f  the GLBA required all banking regulators to publish uniform standards 
to assist banks in establishing safeguards to protect the security and confidentiaPty of 
customer information. These safeguards include protecting against unauthorized access 
to or use of customer information that could result in substantial harm to any customer.

These standards are issued in the form o f  interagency guidance that dii.^ts banks to 
complete a comprehensive risk assessment o f  the likelihood of and vulnerability to 
unauthorized access to sensitive customer information, and to subsequently develop and 
implement a response program in the event o f  an apparent security breach.

The response program includes an immediate investigation to determine the likelihood 
that sensitive information has been or will be misused. If the bank determines through 
this process that such misuse has occurred or it is reasonably possible that misuse will occur, notification o f  affected customers is required as so^n as possible.

The Alaska Bankers Association would like to see the language in this section changed to 
parallel the existing federal regulatory requirements.



Office of Thrift Supervision
Department of the Treasury Managing Director. Examinations, Supervision, and Consumer Protection

1700 G Street, N.W , Washington, DC 20552 • (202) 906-7984

#231

December 14, 2005

MEMORANDUM FuR : CHIEF EXECUTIVE OFFICERS

FROM: Scott M. Albinson

SUBJECT: Compliance Guide
Interagency Guidelines Establishing Information Security Standards

The Office o f  Thrift Supervision, together with the other Federal Banking Agencies (Agencies), 
jointly issued the Interagency Guidelines Establishing Information Security Standards (Security 
Guidelines), formerly known as the Interagency Guidelines Establishing Standards fo r  
Safeguarding Customer Information. The Security Guidelines primarily implement two statutes, 
Section 501(b) of the Gramm-Leach-Bliley Act, and Section 216 of the Fair and Accurate Credit 
Transactions Act of 2003.

The Security Guidelines establish standards for administrative, technical, and physical 
safeguards to protect the security, confidentiality, and integrity of customer information, and the 
proper disposal of customer and consumer information. Under the Security Guidelines, each 
financial institution must develop and maintain an effective written information security program 
tailored to the complexity of its operations.

The Agencies are jointly issuing the attached Compliance Guide (Guide) as a resource to assist 
financial institutions in their efforts to comply with the Security Guidelines. The Guide 
summarizes a financial institution’s obligations to protect customer information and to dispose 
properly of customer and consumer information. The Guide also has an Appendix, which lists 
resources that may be helpful in designing an information security program.

If you have questions about the Guide, contact Kathleen M. McNulty, Technology Program 
Manager, Information Technology Risk Management, at 202-906-6322, or 
kathleen.mcnultv@ots.treas.izov.

Attachment
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Senate Bill 222
Testimony before Senate Labor &  Commerce Committee -  1/24/06

My name is Lisa Corrigan. I am the E.V.P. and Chief Operating Officer of Alaska Pacific 
Bank, a small community bank headquartered in Juneau. I also serve as President of the 
Alaska Bankers Association, which represents nine banks and includes state and federally 
chartered financial institutions.

Alaskan bankers share the concerns o f  the bill sponsors and are dedicated to protecting 
the privacy and security o f  sensitive customer information. My comments pertain to 
three points o f  clarification that bankers would like to see incorporated into this important 
legislation.

1. The first issue relates to Section 1, Disclosure o f  breach of security, on page 1. The 
first paragraph appears to require banks to notify the affected customer bases of a security 
breach, regardle: ; o f whether sensitive customer information has actually been accessed 
fo r  unauthorized purposes. Bankers are currently operating under interagency guidance 
that differs on this important point.

Section 501(b) o f  the GLBA required all banking regulators to publish uniform standards 
to assist banks in establishing safeguards to protect the security and confidentiality of 
customer information. These safa'mards include protecting against unauthorized access 
to or use of customer information that could result in substantial harm to any customer.

These standards are issued in the form o f  interagency guidance that directs banks to 
complete a comprehensive risk assessment o f  the likelihood of and vulnerability to 
unauthorized access to sensitive customer information, and to subsequently develop and 
implement a response program in the event o f  an app rent security breach.

The response program includes an immediate investigation to determine the likelihood 
that sensitive information has been or will be misused. If  the bank determines through 
this process that such misuse has occurred or it is reasonably possible that misuse w ill 
occur, notification o f  affected customers is required as soon as possible.

The Alaska Bankers Association would like to see the language in this section changed to 
parallel the existing federal regulatory requirements.



2. Our second suggestion is an amendment regarding delays in providing notice o f  a 
breach to affected persons, due to an ongoing investigation by law enforcement agencies. 
The intent is the same, but the new language protects investigations by an appropriate law 
enforcement agency, in addition to the Alaska Department o f  Law.

Page 2 line 7-12: After “Notification of Law Enforcement” delete all material
through line 12.

Insert: “Notice o f  the breach may be delayed if  an appropriate law 
enforcement agency determines that notification will interfere with 
a criminal investigation and provides the information collector 
with a written request for the delay. However, the information 
collector should notify the state resident as soon as notification will 
no longer interfere with the investigation.”

3. Finally, under Article 4. Protection o f  Social Security Number, we are requesting a 
simple substitution of one word. Banks may be required to collec' a social security 
number in order to properly identify a customer under the Patriot Act, yet may never be 
required to submit the social security number to the federal govi mment, such as when a 
customer is not the prim ,-y signer on an account.

Page 15 line 30: Delete “submit”
Insert “obtain”

Thank you for the opportunity to provide testimony on Senate Bill 222 on behalf o f  the 
Alaska Bankers Association.

Lisa Corrigan 
790-5104



Office of Thrift Supervision
D e p a r tm e n t  o f  th e  T re a s u ry  Managing Director. Examinations, Supervision. anti-Consumer Protection
1700 G Street, N.W.. Washington, DC 20552 • (202) 906-7984

D ecem b er  14, 2005

MEMORANDUM FOR: CHIEF EXECUTIVE OFFICERS

FROM: Sco tt  M. A lb inson

SUBJECT: C o m p lia n c e  G uide
In te rag en cy  G uide lines  E stab lish ing  Inform ation  Securi ty  S tandards

T h e  O ff ice  o f  T hrif t  S uperv is ion ,  tog e th e r  with the o th e r  Federal B anking  A g e n c ie s  (A gencies) ,  
jo in t ly  issued the Interagency Guidelines Establishing Information Security Standards (Security  
G u id e l in e s ) ,  fo rm erly  kn o w n  as  th e  Interagency Guidelines Establishing Standards for  
Safeguarding Customer Information. T h e  Security  G u ide lines  prim arily  im p lem en t  tw o  statutes, 
S ec tion  501(b)  o f  the  G ra m m -L e a ch -B l i le y  Act, and Section  216  o f  the Fair and A ccura te  C redit  
T ra n sa c t io n s  A ct o f  2003.

T h e  S ecu r i ty  G u id e l in e s  es tab lish  s tandards  for a d m in is t ra t iv . ,  technical,  and physica l  
sa fe g u a rd s  to  p ro tec t  the  security ,  confidentia li ty ,  and integrity  o f  cus tom er  in fo rm ation , and the 
p ro p e r  d isposa l  o f  c u s to m e r  and  c o n su m e r  inform ation . U nder the Security  G u ide lines ,  ea«,h 
financ ia l institution m u s t  d e v e lo p  and m ain ta in  an effec tive  w ritten  in fo rm ation  secu ri ty  p rogram  
ta i lo red  to  the  c o m p lex i ty  o f  its opera tions .

T h e  A g e n c ie s  are jo in t ly  issu ing  the a ttached  C o m p lian ce  G uide  (G uide) as a re so u rce  to assist 
f inancia l insti tu tions in the ir  e fforts  to co m p ly  w ith  the Security  G uidelines .  T h e  G u id e  
su m m a r iz e s  a  financial in s t i tu t io n ’s ob liga tions  to p ro tec t cu s to m er  in fo rm ation  and to d ispose  
p ro p e r ly  o f  c u s to m e r  and c o n su m e r  inform ation . T he  G u ide  a lso  has an A p p en d ix ,  w hich  lists 
re so u rc e s  that m ay be  helpful in d e s ig n in g  an in form ation  security  program .

I f  y o u  have qu es t io n s  ab o u t  the  G uide , con tac t  K ath leen  M . M cN ulty ,  T e c h n o lo g y  Program  
M an ag e r ,  In fo rm ation  T e c h n o lo g y  R isk  M anagem en t,  a t 202 -906-6322 , or 
k a th leen .m c n u l tv @ o ts . t re a s .g o v .

Attachment

mailto:kathleen.mcnultv@ots.treas.gov
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I .  IN T R O D U C T IO N

Purpose and Si pe of (he Guide

T h is  S m a ll-E n t i ty  C o m p lian ce  G u id e 1 is in tended to  help financial ins ti tu tions2 co m p ly  w ith  the 
Interagency Guidelines Establishing Information Security Standards (Securi ty  G u id e l in e s ) .3 T h e  
gu id e  su m m a r iz e s  the ob l ig a t io n s  o f  financial ins titu tions to pr. ;c t  c u s to m e r  in fo rm ation  and 
il lus tra tes  how  certain p rov is ions  o f  the  S ecuri ty  G uide lines  a p p .y  to  specif ic  s itua tions .  T h e  
a p p e n d ix  lists resources  tha t  m ay  be helpful in a ssess ing  risks and d es ign ing  and im p lem en tin g  
in fo rm ation  security  p rogram s.

A l th o u g h  this gu ide  w as  des ig n ed  to he lp  financial institu tions iden tify  and c o m p ly  with the 
req u irem en ts  o f  the Security  G u ide lines ,  it is no t a substitu te  for the  Security  G u ide lines .  
M o re o v e r ,  this guide on ly  ad d resses  ob liga tions  o f  financial ins titu tions u n d e r  the  Securi ty  
G u id e l in e s  and  d o es  not add ress  the  app licab ili ty  o f  any  o ther  federal or sta te  law s o r  regu la t ions  
that m a y  perta in  to po lic ies  o r  prac t ices  for p ro tec ting  cu s to m er  records  and in fo rm ation .

Background and Overview of Security Guidelines

T h e  S ecu ri ty  G u id e l in e s  im p lem en t  sec tion  501(b) o f  the G ra m m -L e a ch -B li le y  A c t  (G L B  A c t)4 
and sec tion  2 1 6  o f  the F a ir  and  A ccura te  C red it  T ransac tions  A c t  o f  2003 ( F A C T  A c t) .5 T he  
S ecu r i ty  G uide lines  e s tab lish  s tandards  re la ting  to adm inis tra tive ,  technical,  and  physica l  
sa feg u a rd s  to ensu re  the  security ,  confiden tia li ty ,  integrity  and the p roper  d isp o sa l  o f  cu s to m er  
inform ation .

1 The guide is issued in accordance with the Small Business Regulatory Enforcement Fairness Act of 1996, Pub. L. 
No. 104-121, 110 Stat. 857, reprinted in 5 U.S.C.A. § 601, note (West Supp. 2004).

2 This guide applies to the following types of financial institutions: National banks, Federal branches and Federal 
agencies of foreign banks and any subsidiaries of these entities (except brokers, deal persons providing 
insurance, investment companies, and investment advisers) (OCC); member banks (on.ur than .national banks), 
branches and agencies of foreign banks (other than Federal branches, Federal agencies, and insured State branches 
of foreign banks), commercial lending companies owned or controlled by foreign banks, Edge and Agreement Act 
Corporations, bank holding companies and their nonbar.k subsidiaries or affiliates (except brokers, dealers, persons 
providing insurance, investment companies, and investment advisers) (Board); state non-member banks, insured 
state branches of foreign banks, and any subsidiaries of such entities (except brokers, dealers, persons providing 
insurance, investment companies, and investment advisers) (FO)C); and insured savings associations and any 
subsidiaries of such savings associations (except brokers, dealers, persons providing insurance, investment 
companies, and investment advisers) (OTS).

J 66 Fed. Reg. 8616 (Feb. 1, 2001) and 69 Fed. Reg. 77610 (Dec. 28,2004) promulgating and amending 12 C.F.R. 
Part 30, app. B (OCC>: 12 C.F.R. Part 208, app. D-2 and Part 225, app. F (Board); 12 C.F.R. Part 364, app. B 
(FDIC); and 12 C.F.R. Part 570, app. B (OTS). Citations to the Security Guidelines in this guide omi* references to 
pan numbers and give only the appropriate paragraph number.

4 15 U.S.C. §6801.

5 15 U.S.C. § 1681 w.
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tha t in fo rm ation . T h e  S ecuri ty  G u id e l in e s  p ro v id e  tha t  f inancial insti tu tions must 
co n trac tu a l ly  req u ire  th e ir  a ffiliated and  non -a ff i l ia ted  third party serv ice  prov iders  that have 
a c c e s s  to the  f inanc ia l in s t i tu t ion ’s c u s to m e r  in fo rm atio n  to p ro tec t  tha t in form ation .

-  T h e  P r ivacy  R ule  l im its  a financial in s t i tu t io n ’s d isc lo su re  o f  nonpub lic  personal in form ation  
fo  unaff i l ia ted  th ird pa r t ie s ,  such as by se l l ing  the in fo rm ation  to unaffiliatc  J  third parties. 
S u b jec t  to cer ta in  ex cep t io n s ,  the  P r ivacy  R ule  p ro h ib its  d isc lo su re  o f  a c o n s u m e r 's  
n o n p u b l ic  persona l  in fo rm atio n  to a nonaff i l ia ted  th ird  pa r ty  un less  certa in  notice  
r e q u ire m e n ts  a re  m e t  a n d  the c o n su m e r  does  not e lec t to p reven t,  o r  “op t  o u t  of,’ the 
d isc lo su re .9 T h e  P r iv a c y  Rule  requ ires  that p r iv a c y  no tices  p rov ided  to cus tom ers  and 
c o n su m e rs  desc r ibe  th e  financial in s t i tu t ion 's  po l ic ie s  and p ractices  to p ro tec t  the 
con fid en t ia l i ty  and  se c u r i ty  o f  that in fo rm ation . It d o e s  no t im pose  any  o th e r  ob liga tions  
w ith  re sp ec t  to  sa fe g u a rd in g  c u s to m e rs ’ o r  c o n s u m e rs ’ in form ation .

II. IMPORTANT TERMS USED IN THE SECURITY GUIDELINES 

Customer Information

T h e  S ecu r i ty  G u id e l in e s  requ ire  financial insti tu tions to sa feguard  and p roperly  d ispose  o f  
c u s to m e r  in fo rm ation . C u s to m e r  info rm ation  is a n y  record  co n ta in ing  nonpub lic  personal 
in fo rm a tio n  abou t an in d iv idua l  w ho  has ob ta ined  a financia l p roduc t or  serv ice  from the 
ins ti tu tion  that is to  be u se d  p rim arily  for personal,  fam ily , o r  househo ld  purposes  and w h o  has 
an o n g o in g  re la t ionsh ip  w i th  the institution.

Customer Information Systems

Customer information systems m eans  any  m ethod  used to access ,  collect, store, use, transm it, 
pro tec t,  o r  d ispose  o f  c u s to m e r  inform ation . ^ I .C .2  o f  the  Security  G uide lines .  C u s to m er  
in fo rm atio n  sys tem s  e n c o m p a s s  all the  physica l facilities  and  e lec tron ic  facilities a  financial 
ins ti tu t ion  uses to  access ,  collect,  s u r e ,  use, transm it ,  pro tec t,  o r  d ispose  o f  cus tom er  
in fo rm ation . T h e  S ecu r i ty  G u ide lines  app ly  spec if ica l ly  to  cu s to m er  inform ation system s 
b ecau se  c u s to m e r  in fo rm a tio n  will be  at r isk i f  o ne  o r  m o re  o f  thc com p o n en ts  o f  these sys tem s 
are  co m p ro m ise d .

Information Security Program

A n information security program  is the  w ritten  p lan  c rea ted  and im plem ented  by a financial 
insti tu tion  to iden tify  and  control risks to c u s to m e r  in fo rm ation  and cus tom er  inform ation 
sy s tem s  an d  to p roperly  d isp o se  o f  c u s to m e r  in fo rm ation .  T h e  plan includes polic ies and 
p ro c e d u re s  rega rd ing  the  in s t i tu t ion ’s risk a ssessm en t ,  con tro ls ,  testing, serv ice-p rov ider  
overs igh t ,  per iod ic  re v ie w  and  updating, and repo rt ing  to its board o f  directors.

9 The Privacy Rule defines a "consumer” to mean an individual who obtains or has obtained a financial product or 
scr. ice that is to be used primarily for personal, family, or household purposes. For example, an individual who 
applies to a financial institution for credit for personal purposes is a consumer of a financial service, regardless of 
whether the credit is extended. Privacy Rule §  .3(e).
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-  A ssess in g  the  l ike l ihood  and po ten tia l  d a m a g e  o f  iden tif ied  threats , tak ing  into cons ide ra t ion  
the  sens it iv i ty  o f  th e  c u s to m e r  info rm ation ;

-  A ssess in g  th e  su ff ic ien cy  o f  the  po lic ies ,  p ro ced u re s ,  c u s to m e r  in fo rm ation  system s, and  
o th e r  a r ra n g e m en ts  in p lace  to  contro l the  iden tif ied  risks; and

-  A p p ly in g  each  o f  the  fo rego ing  s teps in c o n n ec t io n  w ith  th e  d isposal o f  cu s to m er  
in fo rm ation .

Identifying R e a s o n a b l y  Foreseeable Internal and External Threats

A  risk a s s e s s m e n t  m u s t  be su ff ic ien t in s c o p e  to iden t i fy  the  re a so n a b ly  foreseeab le  th rea ts  from 
w ith in  a n d  o u ts ide  a  financ ia l in s t i tu t io n 's  op e ra t io n s  th a t  cou ld  resu lt  in unau thorized  
d isc lo su re ,  m isuse ,  a l te ra t ion , o r  d e s truc tion  o f  c u s to m e r  in fo rm ation  o r  cu s to m er  in fo rm ation  
sy s tem s ,  as w ell  as th e  rea so n ab ly  fo reseeab le  th rea ts  d u e  to th e  d isposa l  o f  cus tom er  
in fo rm ation . T h e  sca le  and c o m p lex i ty  o f  its o p e ra t io n s  and the  scope  and  nature  o f  an 
in s t i tu t io n ’s ac t iv i t ie s  will a ffec t  the  na tu re  o f  the  th rea ts  an insti tu tion  will face.

For example, a f inancia l insti tu tion  shou ld  rev iew  the  s truc tu re  o f  its c o m p u te r  n e tw ork  to 
d e te rm in e  h o w  its c o m p u te r s  are  ac c e ss ib le  from  o u ts id e  the insti tu tion . I f  the co m p u te r  sys tem s 
are  co n n ec ted  to  the  In te rne t  o r  a n y  o u ts id e  party , an in s t i tu t io n ’s a ssessm en t  should  ad d ress  the 
re a so n a b ly  fo re s e e a b '^  th rea ts  posed  by th a t  con n ec t iv i ty .

T h e  risk  a sse ssm e n t  a lso  shou ld  ad d ress  the  rea so n ab ly  fo reseeab le  risks  to:

-  C u s to m e r  in fo rm a tio n  s to red  on  sy s te m s  o w n e d  or  m a n a g e d  by  serv ice  providers, and

-  C u s to m e r  in fo rm a tio n  d isposed  o f  by  the  in s t i tu t io n ’s se rv ice  providers.

Assessing the Likelihood and Potential Damage of Identified Threats

In add i t io n  to iden tify ing  reasonab ly  fo reseeab le  th rea ts  to  c u s to m e r  in fo rm ation , cu s to m er  
in fo rm a tio n  sy s tem s ,  a n d  c u s to m e r  in fo rm a tio n  th a t  a f inancial insti tu tion  d isposes  of, a  risk 
a s s e s s m e n t  m u s t  eva lu a te  the potentia l  d a m a g i  from  th ese  threats . T h e  S ecu ri ty  G u ide lines  
a l lo w  lati tude to d e te rm in e  the  sensitiv ity  o f  c u s to m e r  in fo rm atio n  in the cou rse  o f  a sse ss in g  the 
l ik e l ih o o d  o f  a n d  poten tia l  d am ag e  from  the  iden tif ied  threa ts .

For example, to d e te rm in e  the sens i t iv i ty  o f  c u s to m e r  in fo rm atio n ,  an insti tu tion  cou ld  d e v e lo p  a 
f ra m e w o rk  tha t  a n a ly z e s  the re la tive  v a lue  o f  th is  in fo rm atio n  to its cu s to m ers  based o n  w h e th e r  
im p ro p e r  access  to o r  loss o f  the  in fo im a tio n  w o u ld  resu lt  in harm  or in co nven ience  to them .

In the  co u rse  o f  a s se ss in g  the potentia l  th rea ts  identif ied , an institu tion  shou ld  c o n s id e r  its abili ty  
to identify  un au th o r ized  ch an g es  to c u s to m e r  records. In add it ion , it sh o u ld  take  into 
co n s id e ra t io n  its abili ty  to  reconstruc t  the  reco rd s  from dup lica te  records or  backup  in fo rm ation  
sys tem s .
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Risk assessm en t is an o n g o in g  process. F inancia l insti tu tions shou ld  co n t in u a l ly  re v ie w  their  
cu rren t  polic ies  and p ro c e d u re s  to  m ake certa in  they  are a d eq u a te  to  sa feg u a rd  c u s to m e r  
in form ation  and  c u s to m e r  in form ation system s. T h e  rev iew  o f  po l ic ie s  and  p ro c e d u re s  shou ld  
a lso  ensu re  the p roper  d isp o sa l  o f  cu s to m er  in fo rm ation . F inanc ia l  in s t i tu t ions  sh o u ld  a lso  
inc lude  their rev iew  and  f ind ings  in their w rit ten  in fo rm ation  securi ty  p ro g ram . T h e  institu tion  
m us t  a lso  upda te  the r isk  assessm ent,  as necessary ,  to acco u n t  for  sy s tem  c h a n g e s  b e fo re  they  are 
im plem ented , o r  new  p ro d u c ts  or se rv ices  befo re  they  are  offered .

IV. DESIGNING SECURITY CONTROLS

T h e  Security  G u id e l in e s  requ ire  a financial insti tu tion  to  des ign  an in fo rm atio n  secu r i ty  program  
to contro l the r isks  iden tif ied  through its a ssessm en t ,  c o m m e n su ra te  w ith  the  sen s i t iv i ty  o f  the  
in form ation  and  the c o m p le x i ty  and scope  o f  its activities . T h u s ,  an insti tu tion  m ust  c o n s id e r  a 
varie ty  o f  policies, p ro ced u re s ,  and technical co n tro ls  and ad o p t  th o se  m e a su re s  that it 
de te rm in es  ap p rop r ia te ly  add ress  the  identified risks.

T h e  Security  G u id e l in e s  p rov ide  a list o f  m easu re s  that an insti tu tion  m ust  c o n s id e r  a nd , if  
appropria te ,  adopt. T h e s e  are:

-  A ccess  contro ls  on c u s to m e r  in form ation sys tem s, inc lud ing  co n tro ls  to  a u th en t ica te  and 
perm it  access  only to  au thorized  ind iv iduals  and  con tro ls  to  p reven t  e m p lo y e e s  from 
p rov id ing  cu s to m er  in fo rm ation  to unau thorized  individuals  w h o  m ay  seek  to  ob ta in  this 
in fo rm ation  th rough  f raudu len t  m eans;

-  A ccess  restric tions a t  physical locations con ta in ing  cu s to m er  in fo rm ation ,  su ch  as  build ings, 
co m p u te r  facilities, a n d  records s to rage  facilities  to perm it  a ccess  o n ly  to  a u th o r ized  
individuals;

-  E ncryption  o f  e lec tro n ic  cus tom er inform ation , inc lud ing  w hile  in trans it  o r  in s to rage  on 
ne tw orks  o r  sy s tem s  to  which unau thorized  ind iv iduals  m ay  h av e  access ;

-  P rocedures  des igned  to  ensure  that cu s to m er  inform ation  sys tem  m o d if ica t io n s  are co ns is ten t  
w ith  the insti tu t ion’s in fo rm ation  security  p rog ram ;

-  D ual control p rocedures ,  segregation o f  duties, and  e m p lo y ee  b a c k g ro u n d  c h e c k s  for 
em ployees  with responsib il i t ies  for o r  access  to cu s to m er  in fo rm ation ;

-  M on ito r ing  sys tem s a n d  procedures  to d e iec t  actual and a t tem p ted  a t tack s  on o r  in trus ions  
into cus tom er  in fo rm ation  systems;

-  R esponse  p rog ram s th a t  specify  ac tions to be taken  w hen  the  insti tu tion  suspec ts  o r  de tec ts  
that unauthorized  in d iv idua ls  have gained access  to cu s to m er  in fo rm a tio n  sy s tem s ,  inc lud ing  
appropria te  reports  to  regula tory  and law en fo rcem en t  agenc ies ;  and
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In a d d i t io n  to  co n s id e r in g  the  m easu re s  required  by the S ecu r i ty  G u ide lines ,  each  insti tu tion  m ay  
need  to  im p lem en t  ad d i t iona l  p ro ced u res  o r  con tro ls  specif ic  to  the na tu re  o f  its opera t ions .  A n 
insti tu t ion  m a y  im p lem en t  sa feg u a rd s  des igned  to  p rov ide  the  s a m e  level o f  p ro tec tion  to  all 
c u s to m e r  in fo rm atio n ,  p ro v id ed  tha t  the level is ap p rop r ia te  for the  m os t  sens i t ive  c la sse s  o f  
in fo rm ation .

In su ra n c e  c o v e ra g e  is not a  subst i tu te  for an in fo rm ation  secu r i ty  program . A l th o u g h  in surance  
m a y  p ro tec t  an  insti tu tion  o r  its cu s to m ers  against  ce rta in  losses  assoc ia ted  w ith  unau th o r ized  
d isc lo su re ,  m isuse ,  a l tera tion , o r  des truc tion  o f  c u s to m e r  in fo rm ation , the  S ecuri ty  G u id e l in e s  
req u ire  a f inancia l insti tu tion  to im p lem en t  and m ain ta in  c o n tro ls  des igned  to p reven t those  ac ts  
from  o ccu r r in g .

Develop and Implement A  Response Program

T h c  A g e n c ie s  have issued an in terpre ta tion  o f  the Securi ty  G u id e l in e s  rega rd ing  p ro g ram s  to 
re sp o n d  to u n au th o r ized  access  to  cu s to m er  inform ation , the Interagency Guidance on Response 
Programs fo r  Unauthorized Access to Customer Information and Customer Notice ( Inc iden t  
R e sp o n se  G u id a n c e ) .13 A c c o rd in g  to the Incident R esponse  G u id a n c e  a  financial insti tu tion  
sh o u ld  d e v e lo p  and im p lem en t  a  response  p rogram  as part  o f  its in fo rm ation  secu ri ty  p rog ram . 
T h e  re sp o n se  p ro g ra m  sh o u ld  add ress  unau thorized  access  to  o r  use  o f  c u s to m e r  in fo rm ation  that 
cou ld  resu lt  in substan tia l  ha rm  o r  inconven ience  to  a cus tom er .

T h e  c o m p o n e n ts  o f  an e f fec t iv e  response  program  include:

-  A s s e s s m e n t  o f  the  na tu re  and scope  o f  the incident and iden tif ica tion  o f  w h a t  cu s to m er  
in fo rm a tio n  has been a ccessed  or m isused;

-  P ro m p t  no tif ica t ion  to its p r im ary  federal regula tor  o n ce  the  ii ‘:tu tion  becom es aw are  o f  an 
in c id en t  invo lv ing  u n au tho r ized  access  to  o r  use o f  sen s i t iv e  c u s to m e r  in fo rm ation ;

-  N o t if ic a t io n  to a p p r  p r ia te  law en fo rcem en t  au thorit ies ,  in add it ion  to  filing a t im ely  
S u sp ic io u s  A c tiv i ty  R eport,  in s ituations involv ing  Federa l  c r im ina l  v io la t ions  requ iring  
im m e d ia te  a tten tion ;

-  M e a su re s  to  con ta in  and contro l the inc ident to p revent fu r the r  un au th o r ized  access  to or  
m isu se  o f  c u s to m e r  in fo rm ation , while  preserv ing  reco rds  and  o the r  ev idence ;  and

-  N o ti f ic a t io n  to c u s to m e rs  w h en  w arran ted .

13 70 Fed. Reg. 15736 (Mar. 29, 2005) promulgating 12 C.F.R. Part 30. app. 3. Supplement A (OCC);
12 C.F.R. Part 208, app. D-2, Supplement A and Part 225, app. F, Supplement A (Board); 12 C.F.R. Part 364, app. 
B, Supplement A (FDIC); and 12 C.F.R. Part 570, app. B, Supplement A (OTS).
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-  P ro v id e  s ta f f  m e m b e r s  responsib le  for b u ild ing  or  m a in ta in in g  co m p u te r  sy s tem s  a n d  local 
a n d  w ide-a rea  n e tw o rk s  w ith  adequa te  tra in ing , in c lud ing  instruction a b o u t  co m p u te r  
secu r i ty ;  and

-  T ra in  s ta f f  to p ro p e r ly  d ispose  o f  cu s to m er  in fo rm ation .

VI. TESTING KEY CONTROLS

T h e  S ecu r i ty  G u id e l in e s  re q u ire  a financial insti tu tion  to tes t  the  key con tro ls ,  system s, and  
p ro c e d u re s  o f  its in fo rm a t io n  security  p rogram . ^ III .C .3  o f  th e  Security  G u id e l in e s .  T h e  
in s t i tu t io n ’s risk a s s e s s m e n t  shou ld  de te rm ine  the  scope ,  se q u e n c e ,  and f r e q u e n c y  o f  tes ting .

T h e  A g e n c ie s  ex p ec t  an  insti tu tion  or its consu ltan t  to reg u la r ly  tes t  key c o n tro ls  at a  f r e q u e n c y  
tha t tak es  into acco u n t  th e  rap id  evolu tion  o f  th rea ts  to c o m p u te r  security. T es t in g  m ay  va ry  
o v e r  t im e  dep en d in g ,  in par t ,  on  the adequacy  o f  a n y  im p ro v e m e n ts  an insti tu t ion  im p lem en ts  to 
p re v e n t  access  a f te r  d e tec t in g  an intrusion. In d e p e n d e n t  th ird  parties or s t a f f  m em b ers ,  o th e r  
than th o se  w h o  d ev e lo p  o r  m ain ta in  the ins t i tu t ion’s secu r i ty  p rogram s, m u s t  pe rfo rm  o r  re v ie w  
the  te s t ing .

VII. OVERSEEING SERVICE PROVIDERS

T h e  S ecu r i ty  G u id e l in e s  se t  forth specific  req u irem en ts  that a p p ly  to a  financia l in s t i tu t io n ’s 
a r ra n g e m en ts  w ith  se rv ic e  providers . ,n insti tu tion  m ust:

-  E x e rc ise  ap p ro p r ia te  d u e  d iligence  in se lec ting  its se rv ic e  providers;

-  R e q u i r e  its serv ice  p ro v id e r s  by  contract to  im p lem en t  ap p ro p r ia te  m easu re s  des igned  to 
m e e t  the o b jec t ives  o f  the  S e .  urity G uide lines ;  and

-  W h e re  ind ica ted  by its risk assessm ent,  m o n ito r  its se rv ice  providers  to  confirm  tha t th ey  
h a v e  satisfied the ir  o b l ig a t io n s  under  the c o n trac t  d e sc r ib e d  ab o v e .

A s  s ta ted  in sec t ion  II o f  th is  guide, a serv ice  p ro v id e r  is any pa r ty  that is pe rm itted  a c c e s s  to a 
f inanc ia l  in s t i tu t ion ’s c u s to m e r  inform ation  th ro u g h  th e  p ro v is io n  o f  se rv ices  d irec tly  to  the  
insti tu tion . E x am p le s  o f  se rv ice  p roviders  , 'rolude a person  o r  co rpora tion  th a t  tests  c o m p u te r  
sy s te m s  o r  p rocesses  c u s to m e r s ’ transactions on  the  in s t i tu t io n ’s behalf, d o c u m e n t- sh re d d in g  
firms, transac tiona l  In te rn e t  bank ing  service p rov ide rs ,  and c o m p u te r  ne tw ork  m a n a g e m e n t  
firms.



insti tu tion  a c o p y .  W h e re  th is  is thc case, an  institu tion  should  m ake  su re  tha t  the  in fo rm ation  is 
su ff ic ien t  for it to  c o n d u c t  an  accura te  rev iew , that all m ateria l  d e f ic ien c ies  h ave  been  or are 
be ing  co rrec ted ,  and  tha t  the reports  o r  test results  a re  t im ely  and relevant.

T h e  ins t i tu t ion  sh o u ld  inc lude  rev iew s o f  its se rv ice  p rov iders  in its w ritten  in fo rm ation  security  
p ro g ram .

VIII. ADJUSTING THE PROGRAM

A  financial ins ti tu tion  shou ld  adjust its in fo rm ation  secu ri ty  p rogram  to reflec t the  resu lts  o f  its 
o n g o in g  risk a s se s sm e n t  and the key con tro ls  necessa ry  to  safeguard  c u s to m e r  in fo rm ation  and  
ensu re  th e  p ro p e r  d isposa l  o f  cu s to m er  in fo rm ation . It shou ld  adjust the p ro g ram  to take  into 
ac c o u n t  c h a n g e s  in te ch n o lo g y ,  the sens it iv i ty  o f  its c u s to m e r  inform ation , internal o r  ex ternal 
th rea ts  to  in fo rm ation , and the  insti tu t ion’s o w n  c h a n g in g  business  a r ran g em en t  such  as  m ergers , 
acq u is i t io n s ,  a l l ian ces  and  jo in t  ventures, o u tso u rc in g  a rrangem en ts ,  and c h a n g e s  in cu s to m er  
in fo rm atio n  sys tem s.

For example, th e  insti tu tion  shou ld  en su re  that its po lic ies  and p rocedures  rega rd ing  the  d isposal 
o f  c u s to m e r  in fo rm atio n  are adequa te  i f  it d ec ides  to  c lo se  or  re locate  offices. A ch an g e  in 
bu s in ess  a r ra n g e m e n ts  m ay  involve d isposal o f  a la rger  vo lum e o f  records than  in the  norm al 
co u rse  o f  bus iness .

IX. RESPONSIBILITIES OF AND REPORTS TO THE BOARD 
OF DIRECTORS

U n d er  th e  S ecu r i ty  G u ide lines ,  a financial in s t i tu t io n ’s board  o f  d irec tors , o r  an app ro p r ia te  
c o m m it te e  o f  the board , m us t  satisfy  specif ic  req u irem en ts  des igned  to ensu re  tha t the 
in s t i tu t io n ’s in fo rm atio n  security  program  is dev e lo p ed ,  im plem ented , and  m ain ta ined  u n d e r  the 
su p e rv is io n  o f  those  w h o  are ult im ately  responsib le .  A t the outset,  the  board , o r  app rop ria te  
co m m it te e ,  m u s t  a p p ro v e  the written in fo rm ation  secu r i ty  program . T hereaf ter ,  the board  or  
ap p ro p r ia te  c o m m it te e  m u s t  oversee  the  im p lem en ta t io n  and m ain tenance  o f  the  p rog ram . These  
du tie s  inc lu d e  ass ig n in g  specif ic  responsib il i ty  for im p lem en ting  the p rog ram  and rev iew ing  
m a n a g e m e n t  r e p o r t . . *|| HI.A o f  the Securi ty  G uide lines .

C o rre sp o n d in g ly ,  m a n a g e m e n t  m ust p ro v id e  a report  to the board, o r  an ap p ro p r ia te  com m ittee ,  
a t  least an n u a l ly  that desc r ib es  the  overall s ta tus o f  the  in fo rm ation  security  p ro g ram  and 
c o m p l ia n c e  w ith  the  S ecu r i ty  G uide lines .  The report shou ld  descr ibe  m ateria l  m atte rs  re la ting  to 
the p rog ram .

For example, w h e th e r  an institu tion  co n d u c ts  its o w n  risk  assessm en t or  h ires  a n o th e r  pe rson  to 
c o n d u c t  it, m a n a g e m e n t  shou ld  report the results o f  tha t  assessm en t to  the board  o r  an 
ap p ro p r ia te  co m m it tee .

T h e  S ecu r i ty  G u id e l in e s  p rov ide  an illustra tive list o f  o th e r  m aterial m atters  tha t m a y  be 
ap p ro p r ia te  to  inc lude  in the report, such a s  dec is ions  a b o u t  risk m an a g e m e n t  and  contro l,  
a r ra n g e m en ts  w ith  se rv ice  providers, resu lts  o f  tes ting , security  breaches o r  v io la t io n s  and
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A P P EN D IX

N o te :  T h is  list o f  re so u rc e s  is in tended  to  further ass is t  f inancia l ins ti tu tions  in c o m p ly in g  with 
the  Interagency Guidelines Establishing Information Security Standards. T h e  listed 
o rg a n iz a t io n s  p rov ide  in fo rm a tio n  on co m p u te r  security , w ith  a  focus on r isk -a s se s sm e n t  
m e th o d o lo g ie s  and the  d es ig n  and  im p lem enta tion  o f  c o m p u te r  secu r i ty  p ro g ra m s .  A n y  m en tion  
o f  a  c o m m e rc ia l  p ro d u c t  is for in fo rm ation  pu rposes  on ly  and  d o es  not im ply  a reco m m e n d a t io n  
o r  e n d o rs e m e n t  by the  A g e n c ie s .

Center for Inf-met Security (CIS) -  A nonprofit  co o p e ra t iv e  en te rp r ise  th a t  he lp s  
o rg a n iz a t io n s  reduce  th e  r isk  o f  bu s in ess  and  e -c o m m e rce  d is ru p t io n s  resu lt ing  from  inadequa te  
s e c u r i ty  con f ig u ra t io n s .  C IS  d e v e lo p s  security  b enchm arks  th ro u g h  a g lobal c o n s e n s u s  process . 
Its m e m b e r s  include  th e  A m e r ic a n  Institu te  o f  C ertif ied  Pub lic  A cc o u n ta n ts  ' A l c P A ) ,  F inancia l 
M a n a g e m e n t  Serv ice  o f  the  U.S. D ep a r tm en t  o f  the T reasu ry ,  and  Institu te  for S ecuri ty  
T e c h n o lo g y  Studies  (D a r tm o u th  C o llege) ,  w w w .c isecu r i tv .o rg

CERT Coordination Center -  A  cen te r  for In ternet security  ex p e r t ise  o p e ra ted  by  C a rn eg ie  
M e l lo n  U nivers ity .  C E R T  prov ides  security -inc iden t reports, vu lnerab il i ty  reports ,  security -  
e v a lu a t io n  tools, secu r i ty  m odu les ,  and  inform ation  on  bus iness  con tinu ity  p la n n in g ,  in trusion  
d e tec t io n ,  and ne tw o rk  securi ty .  It a lso  offers  tra in ing  p ro g ram s  at C a rn eg ie  M ellon .  C E R T  has 
d e v e lo p e d  an app roach  for  se lf -d irec ted  eva lua tions  o f  in fo rm ation  security  risk ca lled  
O p e ra t io n a l ly  Critical T h rea t ,  A sse t,  and V u lnerab il i ty  E va lua tion  (O C T A V E ) .  
w w w .c e i i .o rg /o c ta v e /

Information Systems Audit and Control Association (ISACA) -  A n  asso c ia t io n  that dev e lo p s  
IT  au J i t in g  and  con tro l  s tandards  an d  adm in is te rs  the  C ertif ied  In fo rm ation  S y s te m s  A u d i to r  
(C IS A )  des igna tion . IS A C A  d e v e lo p ed  C on tro l O b jec t iv es  for  In fo rm ation  and  R ela ted  
T e c h n o lo g y  (C O B IT )  as  a  s tandard  for IT security  and  contro l p rac t ices  tha t  p ro v id e s  a re fe rence  
f ra m e w o rk  for m a n a g e m e n t ,  users, and  IT  audit, con tro l,  and security  prac t i t ioners .  
w w w .isa c a .o rg /c o b i t .h tm

International Organization for Standardization (ISO) -  A n e tw o rk  o f  na t io n a l  s tan d a rd s  
ins t i tu tes  from 140  co u n tr ie s .  P u b lished  ISO/IEC 17799:2000. Code o f  Practice fo r  Information 
Security Management, '.vw w .iso .o rg . In terested  par t ies  shou ld  a lso  rev iew  the  Common Criteria 
fo r  Information Technology Security Evaluation. 
h t tp : / /n ia p . n is t .g o v /cc -sch em e /in d ex .h tm l

Internet Security Alliance (ISA ) -  A co llabora tive  effort  be tw een  C a rn eg ie  M e llo n  
U n iv e r s i ty ’s S o f tw are  E n g in e e r in g  Institute, thc u n iv e rs i ty ’s C E R T  C o o rd in a t io n  C en te r ,  and  the 
E le c t ro n ic  Industr ies  A l l ia n c e  (a federa t ion  o f  trade assoc ia t ions) .  ISA p ro v id es  access  to 
in fo rm a tio n  on threats  a n d  vu lnerab ili ty ,  industry  best p rac tices ,  and d e v e lo p m e n ts  in In ternet 
s e c u r i ty  policy , w w w .isa l l ia n c e .o rg
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FISCAL NOTE
STATE OF ALASKA
2006 LEGISLATIVE SESSION

R evision  D a te/Time (Note if correction):____________________
Title An Ac! relating to breaches of security involving

personal information, consumer report security,.

Fiscal Note Number:
Bill Version:
(J Publish Date:

Dept. Affected: 
PDU

SB222-DPS-AST-1-23-06

Public Safety
Alaska State T roopers

Component AST Detachments
Sponsor
Requester

Senator Therriault
Senate Labor and Commerce Committee

Expenditures/Revenues

Component No. 

(Thousands o f Dollars)

2325

Note: Amounts do not include inflation unless otherwise noted below.
OPERATING EXPENDITURES FY 2007 FY 2008 FY 2009 FY 2010 FY 2011 FY 2012
Personal Services 
Travel 
Contractual 
Supplies 
Equipment 
Land & Structures 
Grants & Claims 
Miscellaneous

TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0

[CAPITAL EXPENDITURE^ I

CHANGE IN REVENUES ( ) J
FUND SOURCE (Thousands of Dollars)
1002 Federal Receipts
1003 GF Match
1004 GF
1005 GF/Program Receipts 
1037 GF/Mental Health
Other (Specity Type--Do not abbreviate)

TOTAL 0.0 0.0 0.0 0.0 0.0 0.0

Estimate of any current year (FY2006) cost: 0.3
Mark th is box (X) if fund ing for th is bill is  included in the Governor's FY 2006 budget proposal: 
POSITIONS
Full-time
Part-time
Temporary

ANALYSIS: (Attach a separate page if  necessary)
P a s s a g e  of th is leg is la tion  will h a v e  no fisca l im pact a s  it w ou ld  b e ab so rb ed  by the current a s s e t s  o f the 
Departm ent o f Public Sa fe ty .

Prepared by: Lieutenant Jam es Helgoe__________________________________________  Phone 907-269-4532
Division Alaska State Troopers______________________________________________ Date/Time 1/23/06 1:54 PM
Approved by Commissioner William Tandeske________________________________ Date 1/23(2006______
Agency Department of Public Safety____________________________________

(Revised 9/23/2004 OMB) P age 1 of 1



FISCAL NOTE
STATE OF ALASKA
2006 LEGISLATIVE SESSION

Revision Date/Time (Note if correction):_______________
Title Pro tection  o f P ersona l Information

Fiscal Note Number: ___________
Bill Version: SB222-DOLWD-CO-Q1 -23-05
() Publish Date. ___________

Department: Labor and W orkforce D evelopm ent
RDU O ffice o f the C om m issioner________
Component: C om m ission er 's Office_____________

Sponsor:
Requester:

S en a tors Therriault, G u e ss
S en a te  L&C

E x p e n d i tu re s /R e v e n u es

Component Number 

(Thousands o f Dollars)

340

Note: Amounts do not include inflation unless otherwise noted below
OPERATING EXPENDITURES FY 2007 FY 2008 FY 2009 FY 2010 FY 2011 FY 2012
Personal Services 
Travel 
Contractual 
Supplies 
Equipment 
Land & Structures 
Grants & Claims 
Miscellaneous

TOTAL OPERATING • • * • • •

CAPITAL EXPENDITURES ! !
ICHANGE IN REVENUES ( ) I I
FUND SOURCE (Thousands of Dollars)
1002 Federal Receipts
1003 GF Match
1004 GF
1005 GF/Program Receipts 
1037 GF/Mental Health
Other (Specify Type--Do not abbreviate)

TOTAL • • • * • •

Estim ate of any current year (FY2006) cost:
Mark th is box (X) if fund ing for th is bill is included
POSITIONS

None
nor's FY 2007 budget pron the Gover posal:

Full-time
Part-time
Temporary

(ANALYSIS: (Attach a separate page if necessary)

S e e  A ttached

Prepared by:
Division:

Approved by
Agency:

Guy Bell, A ssistant Com m issioner Phone 465-2700
C om m issioner's Office Date/Time: 1/23/06 4:00 PM

Greg O'Claray, Com m issioner Date 1/23/2006
Department of Labor and Workforce Development

(Rovisea 5/7/2005 OMB) Page 1 of 2



* FISCAL NOTE

STATE OF ALASKA BILL VERSION: SB222-DOLWD-CO-Q1 -23-05
2006 LEGISLATIVE SESSION

ANALYSIS: (continued)

* The c o s ts  o f com p ly ing with th e  notification p rov isions o f th is leg is la tion  a r e  d ep en d an t on  w heth er and  
w here a security b reach  o ccu r s  and  cann o t b e  d eterm in ed  at th is time.

T he Adm inistrative S e r v ic e s  D ivision, Labor Market Information com p on en t h a s  tw o data  files, o n e  with
50,000 records and  o n e  with o v er  600,000 and e s t im a te s  th e  c o s t s  cou ld  vary from m inimal to a s  m uch a s  
$26 0 d ep end in g  on  which  o f tw o da ta  files w a s  b reach ed

The Workers' C om p en sa tion  D ivision r e c e iv e s  d o cum en ts  with con fid en tia l p er son a l information pertaining 
to approxim ately 30,000 individuals e a c h  y ea r  and d ep end in g  on  th e s c o p e  o f th e b reach  c o s t s  cou ld  be a s  
m uch a s  $100 0

The Labor S tandard s & Sa fe ty  D ivision r e c e iv e s  th ou san d s o f d o cu m en ts  w ith con fid en tia l p ersona l 
information e a c h  y ear and  d ep en d in g  on th e s c o p e  o f th e breach  c o s t s  cou ld  b e  a s  m uch a s  $130.0.

The Em ploym ent Secu r ity  D ivision sy s tem  h a s in e x c e s s  o f 500,000 record s con ta in ing  confiden tia l 
persona l information, a breach  o f th e  sy s tem  would  b e  a d d r e s se d  through p o stin g  on  th e internet w eb site  
at m inimal c o s t  to  th e departm ent.

The B u s in e s s  P artn ersh ip s D ivision h a s  46,000 record s with con fiden tia l p er son a l information and r e ce iv e s  
approxim ately 6,000 additional record s e a c h  year D ep end ing  on  th e s c o p e  o f th e  security  breach  c o s ts  
cou ld  b e  in e x c e s s  o f $60.0

The A laska V ocationa l T echn ica l C en ter h a s approxim ately 50,000 record s with con fid en tia l p ersona l 
information and r e c e iv e s  approxim ately 1,500 additional record s e a c h  year. D ep en d in g  on  th e  s c o p e  of the 
security breach  c o s t s  cou ld  b e  in e x c e s s  o f $60.0

Page 2 of 2



DEPARTMENT

Health & Social Services

S T A T E  O F  A L A S K A  

O F F I C E  O F  T H E  G O V E R N O R  

BILL ANALYSIS
DIVISION BILL NUMBER

Finance and Managment SB 222
Services

SPONSOR
THERRIAULT

short title of bill

SECURITY INVOLVING PERSONAL INFORMATION
DEPARTMENT POSITION

Neutral
PREPARED BY

Janet Clarke, Asst. Comm.
DATE

01/18/2006
COMMISSIONER S SIGNATURE

Karleen Jackson

DATE

01/24/2006

SUMMARY
OTHER AGENCIES AFFECTEO BY BILL CONSTITUENT GROUP(S) AFFECTED BY BILL

ORGANIZATIONAL SUPP'' kT FOR BILL ORGANIZATIONAL OPPOSITION TO BILL

FISCAL IMPACT I__I NONE I—I FISCAL NOTE ATTACHED
BACKGROUND/LEGISLATIVE INTENT

D isc lo su re o f b reach  of security  involving p ersona l information.

ANALYSIS OF BILL/PROGRAM EFFECTS

Article 1 -  Breach  o f S ecurity Involving P ersona l Information

The Departm ent is a "person" for p u rp o ses  o f th is p rop o sed  chapter. S e e  p rop o sed  A S  45.48.900(4).

Under Article 1 o f th e  p rop o sed  leg islation, the D epartm ent:

(a) Will be required to d is c lo s e  b rea ch e s  o f security of its information s y s tem s  con ta in ing p ersona l information to ea ch  
s ta te  resid en t w h o s e  unencryp ted  p ersona l information w a s  or is rea son ab ly  b e liev ed  to h a v e  b een  acquired by an 
unauthorized  person;

AMENDMENTS PROPOSED

The co s t of private c a u s e s  o f action  is unknown. Monetary liability would  follow  for "d am ag e s  suffered by the 
individual" for failure to provide notice. Thus, th ere is exp o su r e  on ly if th e D epartm en t d o e s  not notify individuals of 
b rea ch e s . But, if there is su ch  a failure, the s c o p e  and kind o f d am a g e s  are undefined . E ven ab sen t proof of financial 
dam age, an individual cou ld  a rgu e that they su ffered  em otiona lly  from the failure to notify. While su ch  cla im s would 
not likely b e su c c e s s fu l a b se n t physica l injury, it is re com m ended  that d am a g e s  b e lim ited to financial d am ag e s  
su ffered  a s  a resu lt o f the failure to notify.

PLEASE ATTACH A SEPARATE SHEET FOR ADDITIONAL COMMENTS OR ANALYSIS
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B IL L  A N A L Y S IS

2 0 0 6  L E G I S L A T I V E  S E S S I O N

A N A L Y S IS  C O N T I N U A T ION _____________________________________________________________________________

A’-.ALYSIS OF BILL/PROGRAM EFFECTS

th ) Must, with s om e  ex c ep t io n  if a D epartm en t of Law investigation  is  occurring, notify promptly su ch  im pacted  
ind ividuals by written d o cum en t or p erm iss ib le  e lec tron ic  m ean s . C la s s  notice would b e  perm itted if the c o s t  o f 
individual no tice e x c e e d s  S250.000, th e c la s s  o f p e r so n s  e x c e e d s  500,000 peop le, or the D epartm ent d o e s  not h av e  
su ffic ien t con tact information to  provide individual notice; and

(c) Will b e  sub jec t to law su it and  d a m a g e s  su ffered  by a s ta te  re sid en t for a breach.

P ersona l information is  d efin ed  a s  a com b ina tion  o f th e  individual’s first initial or first nam e, la st nam e, and h is or her 
so c ia l security number, driver's lic e n se  or s ta te  identification number, or num bers o f th e individual's financial 
a ccou n ts  and a c c e s s  c o d e s  to th e a c c o u n ts  S e e  p rop o sed  A S  45.48.090(3). A "breach  of security" is d efined  a s  the  
"unauthorized acqu isition  of information that com p rom ise s  th e security, confidentiality, or integrity o f persona l 
information m ain ta ined  by the information co lle c to r ." S e e  p rop osed  A S  45.48.090(1).

The D epartm ent m ain ta in s m any information d a ta b a s e s  that con ta in  n am e s  and  o ther identifying features, su ch  a s  
so c ia l security num bers. The D epartm en t h a s  and will likely b e  sub jec t to future a ttem p ts to breach  its security  
sy s tem s . B a sed  on p a st incidents, it is  likely th e D epartm ent will not b e  ab le to tell w h o s e  p ersona l information w a s  
a c c e s s e d ;  a lthough it will be ab le  to rea so n ab ly  con c lu d e  that s om e  information m ay h a . e  b e e n  a c c e s s e d . This 
would require no tice to a large c la s s  o f ind ividuals. Individual notice will be required, u n le s s  th e  ex c ep tion s identified  
at AS 45.48.020 - 45.48.040 are  im p licated .

T he leg is la tion  d o e s  not require n o tice if the p erson a l information w a s  encrypted . B a sed  on our HIPAA security  
com p lian ce efforts, encryption o f E lectronic P ro tec ted  Health Information is re com m ended  on ly  during transm ission  
o f data (not for its storage). The c o s t s  o f encryption so ftw are for tran sm ission  h ave not yet b e en  determ ined . If it is 
the D epartm en t's intent to avo id  e x p o su r e  entirely under this statu te, w e  would n eed  to determ ine the c o s ts  for 
encryption of stored  data. It a ls o  shou ld  b e rem em bered  that information sy s tem  is not a d efin ed  term and s o m e  may 
argue for a broad interpretation o f the term.

This leg isla tion  can  h a v e  a fisca l im pact upon th e  D epartm en t for c o s t s  of notice, for requiring ■ icryption o f all 
p ersona l information, th e  in vestm en t o f  s to ra g e  d e v ic e s  to support th e  s to ra g e  of all server a c c e s s  log  information, 
the in vestm en t in so ftw are products to support th e rev iew  of serv e r  a c c e s s  sy s tem  log s, to conduct security  
a s s e s sm e n t s  through con tract e n g a g em en t with a third party secu rity  firm, the in vestm en t in security a s s e s sm en t  
too ls to b e  u sed  to condu c t secu rity  a s s e s s m e n t s  on a s ch ed u led  b a sis, the training o f 1-2 network se rv ic e s  sta ff on 
network security  p ro c ed u r e s  and  for d a m a g e s  for failing to notify individuals o f b r ea ch e s  o f security

S T A T E  OF A L A S K A  B IL L  NO. S B  222

Page 2 of 5



B IL L  A N A L Y S IS

S T A T E  OF A L A S K A  B IL L  NO. S B  222

2006 L E G IS L A T IV E  S E S S IO N

A N A L Y S IS  CO NTIN UATIO N

ANALYSIS OF BILL/PROGRAM EFFECTS  

Article 2 -- C onsum er Report S ecurity  F r e e z e

The Departm ent is not a con sum er reporting a g en cy  for p u rp o se s  of th is Article. H owever, Article 2 will im pact the 
ability o f the D epartm en t to re ce iv e  information regard ing an individual from a co n sum er  reporting agen cy , ab sen t  
con sum er con sen t, if a con sum er report secu rity  fr e e z e  is in p lace . D isc lo su re s  to D epartm en t are still p erm issib le 
w hen  th e Departm ent is investiga ting fraud. A S  45 48.220(5). D isc lo su re s  are  a lso  p erm iss ib le  fcr p rescreen ing  
allow ed  under th e federa l Fair Credit R eporting Act. A S  45.48.220(7).

Article 3 - C onsum er Credit Monitoring; Credit A ccuracy is not app licab le to th e D epartm ent.

Article 4 -  Protection o f Soc ia l S ecurity Num ber

Article 4 restricts p erson s, including th e  Departm ent, from.

(a) Intentionally com m unica ting or o th erw ise  m aking ava ilab le to  the g en era l public an  individual's so c ia l security  
number;

(b) Printing an individual's so c ia l secu rity  num ber on a card required to a c c e s s  p roducts or serv ice s;

(c) Requiring an individual from transm itting h is or her so c ia l security num ber over  the internet, u n le s s  the s ite  is 
s e cu r e  or the num ber is encrypted;

(d) Requiring an individual to u s e  h is or her so c ia l security  num ber to a c c e s s  an internet site, u n le s s  a password, 
un ique identification number, or ano th er au then tica tion  d ev ic e  is required for a c c e s s ;

(e) Printing the so c ia l security num ber on  m ateria ls m ailed  to th e  individual, u n le s s  s ta te  or federa l law  requ ires such  
printing;

f) R efu sing  to d o  b u s in e s s  with an individual w ho  re fu se s  to d is c lo se  h is or her so c ia l secu rity  number, u n le s s  the 
Departm en t is e x p r e ss ly  required to subm it th e individualA?Atf ??s so c ia l secu rity  num ber to th e  federa l governm ent; 
or

i g) Selling, leasing, loaning, trading, renting or d isc lo s in g  an individual's so c ia l security  num ber to a third party for 
any  purpo se w ithout th e individual's written co n sen t
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B ILL  A N A L Y S IS

S T A T E  OF A L A S K A  B IL L  NO. S B  222

2006 L E G IS L A T IV E  S E S S IO N

A N A L Y S IS  CO N TIN UA TIO N

ANALYSIS OF BILL/PROGRAM EFFECTS

Article 4 con ta in s thoughtful restr ictions on  the u s e  and d isc lo su re  of so c ia l secu rity  num bers. T he con cern  is the 
p rop o sed  AS 45.48.400(b), which  w ould restrict th e D epartm ent from d isc lo s in g  an individual’s  so c ia l security  
num ber to a third party for any p u rp o se  w ithout an indivi al's written co n sen t . The se c t io n  w ould restrict d isc lo su res
c.’ d o cum en ts  that con ta in  a so c ia l secu r ity  num ber to third parties that h a v e  a leg itim ate n e ed  to r e c e iv e  the 
docum en t. This would  in clude third party p ayers o f health  care, other hea lth  ca r e  providers, law  en forcem ent, and  
th e  D epartm ent o f Law. Th is restriction cou ld  resu lt in large adm in istrative co s ts ,  e.g., rev iew ing and redacting all 
d o cu m en ts  that con ta in  th e so c ia l secu r ity  number.

Article 5 -  D isp o sa l of R eco rd s

Article 5 a d d r e s s e s  the d isp o sa l o f record s con ta in ing persona l information. T he restr ictions of th is sec tio n  are no 
grea ter than the restr ictions required by HIPAA. However, individual suit is perm itted for violation o f the requirem ents 
o f th is sec tion . S e e  .^ o s e d  A S  45.48.550. HIPAA d o e s  not perm it private c a u s e s  of action, but rather le a v e s  
en fo rcem en t through civ” and crim inal p ena lty  to the O ffice for Civil R igh ts. T here is, how ever, a question  of whether 
th e D epartm ent is a "b u s in e s s"  sub jec t to the requ irem en ts of Article 5. S e e  p rop o sed  defin ition o f b u s in e s s  at AS 
45,48.500(1). It is re com m end ed  that th e D epartm ent shou ld  s e e k  clarification o f w heth er it qualifies a s  a "bu sin ess"  
for p u rp o se s  of th is p rop o sed  article.

Article 6 -  Factual D eclaration  o f In n o cen c e  after Identity Thef 

Article 6 is not app licab le to the D epartm ent.

A rticle 7 - C on sum er Credit H ead er  Information

Article 7 is not directly app licab le to the D epartm ent. It d o e s  potentially restrict th e ability ot the D epartm ent to 
re c e iv e  con sum er credit h ead er  information.
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B IL L  A N A L Y S IS

S T A T E  OF A L A SK A

2006 L E G IS L A T IV E  S E S S IO N

A N A L Y S IS  CO NTIN UATIO N

B IL L  NO. S B  222

AMENDM ENTS PR O PO SE D

Information sy s tem  is not a d e fin ed  term. "D am ag e s"  is a ls o  not a d efin ed  term. S o m e  m ay  argu e it in c ludes  
em otiona l d is tre ss  d am ag e s .

Article 4 -  Protection o f S o c ia l S ecu rity  Num ber

A poten tia l fix is to provide that t h e s e  d is c lo su re s  are  p erm issib le w hen  th e recip ien t third party h a s  a legitim ate 
b u s in e s s  rea son  for rece iv ing the d o cum en t on which the so c ia l secu r ity  num ber is  con ta in ed  and  p rom ises not to 
wrongfully u s e  or d is c lo s e  th e  num ber.
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C o n s u m e r s
union

April 1,2005

The Honorable Gretchen Guess 
Alaska State Senate 
State Capitol, Room 423 
Juneau, AK 99801-1182 
907-465-2435 (fax)

Re: Support for SB 149, Breaches of Security and Security Freeze for Credit Reports 

Dear Senator Guess:

Consumers Union, thc independent, nonprofit publisher of Consumer Reports, supports SB 149, 
relating to Breaches of Security and Security Freeze for Credit Reports. A security' freeze is a 
key tool to prevent identity thieves from getting credit in the consumer's name, by allowing 
consumers to lock up, or "freeze” access to their consumer credit files for credit granting 
purposes. A requirement to notify consumers of a breach of security will enable consumers to 
take preventative steps, including placing a security freeze, at a time when they may be able to 
head off an identity thief before the consumer experiences ruined credit and other harmfhl 
consequences of ID theft.

Security freeze

Identity theft is one jf  the fastest growing financial crimes. According to a 2003 report to the 
Federal Trade Commission, nearly 10 million Americans fall victim to identity theft annually. 
The Identity Theft Resource Ccntor reports that victims spend an average of 51,495 aud 600 
hours to restore their credit histories and their good names. Other estimates of the amount of 
time spent by victims vary, but it is clear that an incursion upon a consumer’s good name by an 
identity thief is a troubling and time-consum.  ̂experience. A 2003 report to thc Federal Trade 
Commission estimated that identity theft costs U.S. businesses nearly $48 billion annually and 
costs U.S. consumers both 55 billion and 297 million hours annually.

A security freeze will help to prevent thc damage from identity theft because businesses arc 
highly unlikely to issue new credit to an individual without first reviewing information from his 
or her credit report. When an individual freezes his or her credit file, this prevents the imposter 
from using that credit file to get credit in the consumer’s name. Because the potential creditor is 
highly likely to deny thc imposter’s credit application if it can’t see the frozen credit file, a 
security freeze can prevent the harm that would otherwise occur from the identity theft.

Under this bill, people who choose to freeze access to their credit files may temporarily lift thc 
f r e e z e  for new loans and credit that they apply for themselves. When a consumer initially 
activates the fr e e z e ,  the credit bureau will issue a unique PIN to the consumer that can be used to

Wert Coaat Office
1535 Mhkiofi St., San Francisco, CA 94103 
415-431-6747 (phone) 415-431-0906 (tax) 
wtnv.conaumrmmioa.org
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“ th aw "  o r  lift the  secu ri ty  freeze  for a pa r t icu la r  creditor. C red it  bureaus m u s t  re lease  the report 
w ith in  th ree  business  d ay s  o f  su c h  a request.

Federal law is inadequate to prevent identity theft

T he c red it  repo rt ing  industry  m a y  assert  that th e  federa l F A C T  Act, w h ich  rev ised  tho federal 
F a ir  C red it  R ep o r t in g  Aot, gives suffic ient p ro tec t ion  to  consum ers .  W e  resp ec tfu l ly  disagree. 
Federal law' confers  the  r igh ts  o f  fraud alerts and  b lock ing . B o th  partia lly  address  an  Identity 
theft  after there  has  b een  a  theft o f  iden tity  or o f  in fo rm ation . N o th ing  in federal la w  creates a 
right in  th c  c o n su m e r  to s top  an y o n e  from  see ing  thc c o n s u m e r ’s credit file.

The r igh ts  ava ilab le  to co n su m ers  u n d e r  federal law are  not as  effective as a secu ri ty  freeze, 
Federa l  law  a llow s iden tity  theft v ic tim s to b lock  from  thc con ten ts  o f  their  credit f i les  s p e c i f i ; 
in fo rm a tio n  that is the resu lt  o f  iden ti ty  theft. B u t  f raud  b lo ck in g  d oes  n o t  b lock  th e  ftim ishing 
o f  a c red i t  report. It does n o t  p reven t iden ti ty  theft. S im ilarly ,  a fraud alert does n o t  p rev en t  a 
c red it  rep o r t  from b e in g  issued . U n d e r  the  federa l F a ir  C red it  R eport ing  Act, w h en  a  fraud alert 
is a ttached  to  a crodit file, c red ito rs  m u s t  take  add itiona l s teps to ver ify  a  credit ap p l ican t’s  
iden tity  be fo re  ex tend ing  credit. T h e  fraud  alert, h o w ev er ,  d o cs  no t p rev en t  thc  potentia l  creditor  
from  see ing  the report ,  and  it d o es  no t p reven t  tho  c red it  b u reau  from  se lling  o r  sha r ing  the credit 
report. O n ly  a secu r i ty  f reeze can  do  this.

Consumers can make a choice weighing thc protective v a lu e  of a security freeze 
against any inconvenience it may pose

T h e  c o n su m e r  credit repo rt ing  industry  m a y  also assert tha t  a secu ri ty  freeze will inconven ience  
co n su m ers  w h o  are  sh o p p in g  for credit, as they' w ill  h av e  to lift the freeze w ith  respec t  to each 
po ten tia l  creditor. T h is  is a  cho ice  A laskans  will be  free to  m a k e  for th em se lv es  i f  th e  security  
freeze b ill  is enacted . E ach  co n su m er  can  decido i f  the p ro tec t io n  o f  k n o w in g  that o n ly  creditors 
au thorized  b y  the c o n s u m e r  can rr view' th c  file fo r  credit g ran ting  p u rposes  o u tw e ighs  the slight 
delay  in reques t ing  that the freeze b e  lifted fox pa r t icu la r  po ten tia l  creditors, This  bill will s im ply  
give A la sk an s  the r igh t  to m a k e  th is  cho ice  for them selves.

The consumer reporting industry’ has made it bard for consumers to learn about 
and use freezes

C o n su m e r  report ing  agenc ies  have  argued  in  so m e  state leg is la tures  tha t no t m a n y  consum ers  
h ave  u se d  the secu ri ty  f reeze  in  thc tw o sta tes  w h e re  it is a lready  in effect, h i  one  o f  those  states, 
the  freeze is n o t  availab le  to  all consum ers ,  bu t o n ly  to LD theft v ic tim s. In the  o ther  state, 
Californ ia ,  the  L eg is la tu re  h a d  to go b ack  and  am end  the  sta tu te  to cap thc fees for p iac ing  a 
freeze a f te r  on e  co n su m er  rep o r t in g  agency , JExperian, w a a  charg ing  c o n su m ers  $60 fo r  a freeze. 
T h is  k ind  o f  p r ic ing  w o u ld  depress  initial u sage  o f  thc f reeze  tool.

The bill would be stronger i f  it exempted ID thefi victims from the fee to place a security freeze. 
M a n y  o f  the sta tes  w h ic h  arc  conside r ing  security  f reeze leg is la tions arc cons ide r  p ro v id ing  th is  
im p o r tan t  tool to their co n su m ers  w h o  h ave  a lread y  b een  v ic t im s  o f  ID theft, T h e  California  
L eg is la tu re  is co n s id e r in g  e l im in a t in g  its $10  fee au thoriza tion  fo r  consum ers  w h o  h sv o  rece ived
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a no tice  o f  a  security  breach . W hile  C o n su m e rs  U nion  supports  thc bill in  its  curren t  form, these 
changes  w o u ld  s treng then  it.

Notice of security breach

T he pu rp o se  o f  tho requ ired  notice  is to enable  ind iv idua ls  w h o se  in fo rm ation  has b een  accessed  
by  an unau thorized  person  to take  s teps to  p ro tec t their identity , a p rocess  tha t  u sua lly  entails 
e s tab lish ing  initial fraud a lerts  w ith  the three c red it  bureaus  an d  then ohcck ing  o n e ’s credit report  
on  a reg u la r  basis to  w a tch  for  s igns  o f  fraud. I f  this b il l  b ecom es  law, A la sk an s  w h o  rece ive  a 
no tice  o f  security  b reach  co u ld  a lso  dec ide  i f  th e y  w ish  to take thc  p reven ta t ive  step o f  p lac ing  a 
secu ri ty  freeze.

The no tice  o f  securi ty  breach  bill appropria te ly  requ ires  notice  to all ind iv idua ls  w h o se  
in fo rm ation  has  b een  accessed  b y  an  unau tho rized  person . In other states, s o m e  opponents  o f  
g iv ing  no tice  have argued  th a t  no tice  should  be l imited to  b reaches w h ic h  re su l t  in a m isu se  o f  
inform ation, bu t th is  a rgum en t is n o t  realistic in light o f  how  ID theft w orks. A n  iden tity  th ie f  
m a y  steal in fo rm atio n  from  one  c o m p a n y  and use  that in fo rm atio n  to im p erso n a te  a c o n s u m e r  at 
ano ther  com pany . T h c  c o m p a n y  w h o  has  the secu ri ty  b reach  will  never be ab le  to ascerta in  with 
any  cer ta in ty  w h e th e r  o r  no t thc in fo rm ation  h as  been m isused . Further, all stolen in fo rm ation  is 
susceptib le  to  m isuse. Indeed, m isuse  is the  usual pu rpose  o f  the theft o f  in fo rm ation . E v e ry  
A laskan  affected  by  a  security  b reach  shou ld  get notice , so that the individual can  choose  to take 
p roactive ,  p reven tive  steps such  as es tab lish ing  a  fraud alert, m o n itn im g  his o r  he r  cred it  file and 
p lac ing  a security  freeze.

C o n su m ers  n a t io n w id e  learned  o f  th e  C ho iceP o in t  breach on ly  because  one  s ta te  law requ ired  
notice  o f  security  b reaches  a ffec t ing  its resident*. A lm ost  daily  w e  hear o f  now' instances  o f  
security  fraud im p ac t in g  thousands  up o n  thousands  o f  consum ers .  Legisla tion  to  give consum ers  
contro l o v e r  w h o  can  see the ir  co n su m er  c redit f iles th rough  thc tool o f  a  secu ri ty  freeze, and to 
require  that c o m p an ie s  w h o  h av e  a security  breach no tify  the  consum ers  w'hose info rm ation  w as  
accessed  is an idea w h ich  t im e  has com c. F o r  these  reasons. C onsum ers  U n ion  supports  thc 
passage  o f  this bill.

V ery  tru ly  yours,

Gail Hillcbrand
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Puuhsher ol Consumer Reports

S u p p o r t  S t a t e  C r e d i t  R e p o r t  S e c u r i t y  F r e e z e  L a w s

C red it card companies, merchants, c ied it bureaus and other businesses do not adequately 
safeguard consumers' private financ ia l in fo rm a tion , making it re la tive ly easy for thieves to s te a l/ 
tins data and use it to take out new credit or to rack up charges on exis ting accounts. As a icsu lt, 
iden tity theft is one o f the fastest grow ing financ ia l crimes Nearly lu  m illio n  Americans f.,11 
v ic tim  each year, and the Iden tity Theft Resource Center reports that v ic tim s spend an average of 
S1.495 and >00 hours to restore the ir credit histories and the ir good names. Iden tity theft also 
costs U.S. businesses nearly S48 b illio n annually.

Consumers need add itiona l tools to help prevent iden tity theft before it happens. Many states arc 
considering leg is la tion that w ou ld a llow people to lock iden tity thieves out of the ir credit files 
w ith a security freeze. W ith a security freeze in place, a consumer's credit report and credit score 
cannot be shared w ith any potentia l creditors unless the consumer decides to unlock the files by 
contacting the cred it bureaus and prov id ing a secuuty code

A security freeze can help prevent identity the ft Most businesses w il l not issue new credit oi 
loans to an ind iv idua l w ithou t firs t rev iew ing his or her credit report or cred it score I f  an 
ind iv idua l's cred it file is frozen and an imposter applies for credit in that ind iv idua l's name, a 
cred ito r like ly w ou ld deny the imposter’s app lication, preventing an instance o f iden tity theft 
In add ition , i f  a request for cred it is made on a frozen account, then the cred it bureau wou ld be 
required to no tify the consumer about the attempted fraud

Under a state security freeze law , people who choose to freeze access to the ir credit icpo rt may 
tem porarily lif t the freeze for new loans and cred it they apply for themselves. When a consumei 
in it ia lly activates the freeze, the credit bureau w ill issue a unique P IN to the consumer that can 
be used to "thaw " o r lif t thc security freeze fo r a particu la r cred ito r Credit bureaus must release 
the repon w itnm  thiee business days o f such a request, and are perm itted and encouiaged to 
develop faster methods o f releasing credit reports on request o f the consumer In addition, 
ex is ting creditors w il l continue to have access to an ind iv idua l's credit report

State security freeze laws wou ld gne consumers the right to decide for themselves whether oi 
not to place a security freeze on their reports

Freeze Identity Thieves Out of Consumers' Credit Files:



Frequently Asked Questions

H o w  is a s e c u r i t y  f r e e z e  d i f f e r e n t  f r o m  f r a u d  a l e r t s  o r  b lo c k i n g  o f  i n f o r m a t i o n  g e n e r a t e d  
b y  a th ie f?

A security freeze is a mechanism to prevent id en tity theft O n ly a security freeze a llow s the 
consumer to contro l who has access to his o r her cred it file . Thc federal Fair C red it Reporting 
A c t allows iden tity the ft v ic tim s to b lock the reporting o f specific in fo rm a tion in the ir credit 
reports that is the result o f iden tity theft. But fraud b lock ing is a way to begin to undo damage 
afte r it has been done. Fraud b lock ing does not prevent iden tity the ft. Fraud b lo ck in g does not 
prevent the release o f a credit report; ii on ly lim its certain fraud-related in fo rm a tion from being 
included in the report a fte r the consumer discovers that in fo rm a tion . S im ila rly , a fraud alert does 
not prevent a cred it report from being issued. Under the federal Fair C redit Reporting Act, when 
a fraud alert is attached to a cred it file , cred itors must take add itiona l steps to ve r ify a ctcd it 
applicant's iden tity before extending credit Thc fraud alert, however, does not prevent the 
potentia l cred ito r from seeing the report, and it does not prevent the credit bureau from se lling or 
sharing the credit report.

A security freeze grants each consumer the righ t to prevent the cred it bureau from  issuing his oi 
her credit report fo r the purpose o f issuing new credit. It freezes access to the report except fo r 
circumstances such as rev iew o f existing accounts, other lim ited purposes, oi the express 
perm ission o f the consumer.

W ou ld anyone have access to a consum er's c re d it file it it is frozen?

Yes, these proposed stale h ills include a few necessary exemptions to the freeze. Security 
freezes wou ld not apply to any person or en tity w ith which consumers have ex is ting accounts, 
nor to a lim ite d number o f othe r parties who may access the tiles fo r purposes not related to 
issuing cred it, such as law enforcement agencies and certain governmental agencies that need 
them for investigations and other statutory' responsib ilities

Do states have I lie r ig h t to enact secu rity freeze leg is la tio n unde r fede ra l law ?

A state law establishing a security freeze righ t should not be preempted by the federal Fan ( ied it 
Reporting Act. N o prov is ion o f federal law preempts thc ab ility o f a state to restrict when a 
credit reporting agency a llow s access to a cred it report. Federal law addresses thc contents o f 
credit tiles, not who can see them . Federal law also requires credit bureaus, upon the request o l a 
consumer to: (1) put a fraud alert into thc consumer's file to warn potentia l users o f the report 
that new credit should not be extended w ithou t first ve rify in g thc identity o f the credit applicant, 
and v 2) b1 >ck thc reporting o f any in fo rm a tion in a consumer's file that the consumer iden tifies a> 
in fo rm a tion resu lting from an identity theft States are preempted from im posing requirements 
regarding the same conduct required by certa in specific prov is ions o f federal law , such as these 
provisions. States arc not preempted from other steps to prevent o r m itigate iden tity theft States 
should be free to enact security freeze leg is la tion



Ca lifo rn ia , Louisiana, Texas, and Vermont have security freeze laws, the Texas and Ve rm on t 
statutes are lim ited to v ic tim s o f iden tity theft. The C a lifo rn ia and Louisiana laws a llow  
consumers who have not been vic tim s o f iden tity theft to con tro l who gets access to the ir cred it 
files for credit granting purposes.

Which states already have security freezes?

G \Group-\Credit & Finance\Gail\Wallet\2005\Secunty Freeze Factsheetwlogo doc



IDENTITY T H E F T  F A C T  S H E E T
Source FTC's N C P W 2005 Qui: -  Identity Theft I' "ien Fact Becomes Fiction

1 ID theft is the fa s te s t  grow ing white-collar cr im e in th e U S  27 million A m erican s h a v e  b e en  v ictim s
o f th e cr im e in th e  p a st five years, n ear ly  10 million p e o p le  la st year

2 Identity th ie v e s  can  g e t p erson a l information from you  by
• S tea lin g  your w alle t or p u r se
• S tea lin g  your mail
• R um m ag in g  through your trash, and
• U sing  p erson a l information they find on th e  Internet ab ou t you  

For additional information on  how ID th ie v e s  can  s te a l your identity, g o  to  
w w w  co n su m e r  lov/idtheft/understandmg idt html#2

3 If you a r e  getting  rid o f your com pu ter it is not en ou gh  to d e le te  f ile s  using m o u s e  and  keyboard
com m an d s  U s e  a "w ipe" utility program  to overw rite th e  en tire hard drive Th is m ak e s  files
u n recov erab le

4 ID th ie v e s  that obtain your p ersona l in form ation can  (1) ca ll your credit card is su e r  and  ch a n g e  the 
mailing a d d r e s s  on your card, (b) op en  a n ew  credit card  a ccoun t or bank a ccou n t in your nam e, (c)
Me for bankrup tcy under your n am e to avoid paying off d eb ts  th ey 'v e  incurred, and (d) coun terfe it
c h e c k s  or drain your bank accoun t

5 H ere a r e  s o m e  w ay s  for you to m in im ize your risk of b ecom in g  a victim of ID theft.:
• D on 't g ive out p er son a l information by email, Internet, p h o n e  or mail u n le s s  you initiated con tact 

and  you  are certa in  you Know w ho  you  a re  dea ling with
• Don't carry your so c ia l secu rity  card with you
• Carry only th e  identification information an d  credit/det it ca rd s that you actuallj n e ed
• P a ssw o rd  protect your cred it card, bank and  p h on e  a c c ou n ts
• For add itional tips, g o t o  www .consum er.gov/ idtheft/protect aaam stidt htmlffS

6 If you a r e  a victim  o f ID theft, p la ce  a fraud a lert on your credit report This will help  preven t If th ie v e s
from op en in g  add itional a c c o u n ts  in your n am e

7 If you think s o m e o n e  h a s  s to len  your p erson a l information or identification, do the follow ing
• Im m ed ia te ly  c io s e  all your credit card  or bank a ccou n ts
• P la c e  a fraud alert w ith any on e  of th e th ree national co n sum er  reporting c om p a n ie s
• C on tac t the S o c ia l S ecurity Adm inistration to get a n ew  S o c ia l Security num ber
• Alert issu in g  a g e n c ie s  for your driver's l ic e n s e  and  other identification d o cu m en ts

8 If you h a v e  high s p e e d  Internet connection , su ch  a s  DSL or c a b le  m odem , g e t a firewall program  to 
p rev en t un inv ited  g u e s t s  from a c c e s s in g  your com pu ter

9 S ign s y ou  cou ld  b e  a victim  of ID theft
• Fail to  r e c e iv e  bills or other mail
• R e c e iv e  cred it ca rd s for which  you  did nol apply
• Are d en ied  cred it for no apparen t rea son
• G et ca lls  or le tters from deb t co lle c to rs or b u s in e s s e s  about m erch and ise  or s e r v ic e s  you  didn't 

buy

10 Don't ta p e  com pu ter and  w eb s ite  p a ssw o rd s  to your com pu ter S a feguard  th e s e  p a s sw o ro s  Also, 
w hen  crea tin g  p a ssw o rd s, u se  a com b in e' on  of le tters (upper and  low erca se) , num bers and  
sym bo ls.

http://www.consumer.gov/idtheft/protect
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Credit freeze can halt ID theft
• How lo frcoxe your cred.l

VICTIMS MAY LIMIT CROOKS' USE OF DATA
By Matlhai Chakkc Kuruvila 
Mercury News

The revelation Tuesday that as many as 310,000 people may have had their personal mlormation stolen from a 
LexisNexis database underscores how vulnerable consumers are lo identity thelt

But what can you do il you're the victim ol such hacks7

II you re a Californian, you car !reeze your credit so crooks can t open new accounts in your name While that 
provides peace of mind, it also comes with some costs Anytime consumers want lo sign up lor a new cell phone, 
gut a new cr Jit card or engage in a number ol activities involving a credit check, they have to ' unfreeze" their 
credit.

You won't be able to do that at the register The process ot thawing' your credit can take up to three days -- and 
S10 for each period ol lime you want it unsealed

It's a balance," said Gail Hillebiand, senior altorney lor San Francisco-based Consumers Union, which is 
lobbying other stales to adopt California's credit-free/e taws It s a little bit ol inconvenience when yo" wanl 
access lo your credit hie, bul it’s a lol ol protection"

The freeze law went into elfect Jan 1, 2004. It's dillerenl than a fraud alert, which also is tiled with credit bureaus 
but only suggests to creditors that they take additional steps to verily someone's identity

For some, the security freeze is well worth the hassle 

Call it insu rance '

Alter being notified three years ago by a credit card company that someone had tried to obtain a card in her name, 
Barbara Haviluk didn't want to take any (jrther risks. She froze all her credit reports alter the law went into effect

Just call it insurance," said Haviluk, 61, a Carlsbad resident. Until I completely froze my credit, it was unnerv ng 
that somebody out there nad my information."

Also Tuesday, a General Motors spokeswoman conlirmed that GM MasterCard cardholders had been nobbed 
"  their data may have been exposed when a national retailer sullered a security breach
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The latest n ew s follows d isc lo su res last w eek  by the San J o se  Medical Group that com pu lers containing the 
medical records of 185,000 current and former pa* zn ls  w ere sto len  in March.

D espite the recent incidents, credit bureaus and bankers aren't sure a freeze is worth the trouble

"I think con sum ers have gotten very u sed  to the con ven ien ce  of credit," sa id  A m ssa Yates, vice president for thi 
California Bankers A ssociation. "It would take som eth ing like freezing their credit file to m ake them aware of the 
many w ays credit tou ch es their daily life."

A credit freeze means no more instant credit card discounts at the department store, nor quick financing at a car 
dealership.

Hillebrand and olher consumer advocates say It's a small price to pay considering thc alternative If you're the 
victim of identity theft and a criminal signs up for multiple credit cards in your name, the process of protecting 
yoursell is laborious.

Steps to take

You must file a police report, fill out an affidavit with the Federal Trade Commission and contact each of the three 
credit bureaus that keep your data.

In addition, you'll also have to contact each depart mt store or credit card company that authorized the card ur 
loan and make sure they're not re-reportmg the fraudulent, but unpaid charges lo your name

A California security Ireeze doesn't protect you from the initial thi . but il protects you from many ol Ihe adverse 
effects of that theft," Hillebrand said.

Those thefts seem to be growing by the day. LexisNexis' parent company, Reed Elsevier, revealed Ijesday that 
there were 59 incidents over the past wo years where thieves used the passwords of legitimate users to look at 
Social Securily numbers, driver's license numbers and olh-'r information

The company plans to personally contact each person whose information was exposed and oiler free creu • 
reports, credit monitoring lor one year and fraud insurance

But of the first 30,000 LexisNexis potential victims notified in March, only 2 pe'cenl had contacted the company to 
accept their offer of free credit reports and credit monitoring, according to Lexis* lexis

In February, Bank of America lost computer data tapes containing personal in'ormahor •• including Social Security 
numbers •• on 1.2 million federal employees.

Georgia-based ChoicePomi also disclosed in F ’bruary that a security breach may have compromised Ihe data of
145,000 people nationally

Feinstein b ill

The rash of breaches and proposed legislation by Sen D „me Feinstein. D-Calif , has prompted a Senate 
judiciary hearing today. Feinstem's bill would require lhal companies nationwide notify poss.ble victims of privacy 
breaches •• something that is Currently only required in Californ.a

The state's "security freeze" also is unique to California, although a similar upiion v\ II be available in Louisiana 
beginning July 1. Texas also permits securily freezes, although it is only available to ziclims of identity theft

Freeze legislation is now pending in 19 stales, according lo Consumers Union
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Identity thieves may have hit Alaska
C H O I C E P O I N T :  I n f o r m a t i o n  c l e a r i n g h o u s e  b r e a c h  c o u l d  h a v e  c o m p r o m i s e d  p r i v a c y  o f  
251.
By RICHARD RICHTMVER 
Anchorage Da ily News

(Published: February 24, 2005)

Id e n tity th ieves who scammed in fo rm a tio n c lea rin ghouse Cho icePom t Inc . m ay have ob ta ined the 
persona l in fo rm a tio n -- in c lu d in g nam es, addresses and Socia l S ecu rity num be rs -- o f 251 
A laskans.

The secu rity breach , wh ich Cho icePom t has known abou t since las t fa ll bu t m ade pub lic on ly th is 
m on th , in vo lves m o re than 145 ,0 00 consum ers na tio nw id e , the com pany sa id.

The scope of the fra u d and the lapse in Cho icePo in t’s se cu r ity unde rsco re how vu ln e ra b le 
consum ers are and h ig h lig h t w eaknesses in A laska laws to p ro te c t aga in s t id e n tity  th e ft, sa id S teve 
C leary, execu tive d ire c to r o f the A laska Public In te re s t Researc.i G roup .

S ta te lawm ake rs are cons ide ring toughen in g id e n t ity - th e f t pena ltie s . C lea ry 's g roup is u rg in g th em  
to go even fu r th e r to help A laskans gua rd aga in s t be ing rip ped o ff when th e ir pe rsona l in fo rm a tio n 
fa lls in to the w rong hands.

Cho icePoin t is send ing le tte rs to a ll the a ffe c ted consum ers , n o tify in g them  th e y m ay be at risk . 
They shou ld all be de live re d w ith in  10 days, said Chuck Jones, a spokesm an fo r the G eo rg ia -based 
com pany .

The com pany w ill o ffe r a ffec ted consum e rs free c red it re p o rts and c re d it-m o n ito r in g  se rv ice fo r a 
year, and it is se ttin g up a s ing le po in t o f con ta c t where th e y can place se cu r ity a le rts on th e ir 
c red it file s m a in ta in ed by a ll th re e m a jo r c re d it re po rtin g com pan ie s : E xpe rian , T rans -U n ion and 
Equifax , Jones said.

Id e n tity th e ft occu rs when som eone stea ls you r persona l in fo rm a tio n , such as a Socia l S ecu rity 
num be r and da te o f b ir th , and uses it to com m it fraud .

There has been one con firm ed case of id e n tity th e ft re su lt in g from  the in c id e n t, and Jones said 
in ve s tig a to rs have de te rm in e d th a t the suspects have thed to de fraud a t least 750 o th e rs . He 
wou ld no t say where they live , re fe rr in g  specific ques tions abou t th e in ve s tig a tio n to o ffic ia ls a t th e 
Los Angeles Coun ty S he riff 's D ep a rtm e n t, who did no t re tu rn phone calls W ednesday.

Cho icePoin t was fo rm ed in 1997 as a sp in -o ff o f Equifax . It m akes m oney by se lling in fo rm a tio n in 
its massive da tabase o f persona l in fo rm a tio n to a w ide range o f bus inesses , in c lu d ing co rp o ra tio n s 
conduc ting p re -em p lo ym en t backg ro und checks and in su rance com pan ie s assessing th e risk of 
po ten tia l c lien ts .

The com pany d iscove red last fa ll th a t it had opened up po rtio n s o f its da tabase to scam a rt is ts in 
the Los Angeies area who were pos ing as le g itim a te businesses, ChoicePom t a ie rteo tr ie coun ty 
she riff 's depa rtm en t, wh ich began an in ve s tig a tio n . It de la yed no tify in g consum e rs a t the reques t
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of a u t h o r i t i e s ,  w h o  d i d n ’t w a n t  to  j e o p a r d i z e  t h e i r  in v e s t ig a t i o n ,  J o n e s  s a id .

N e w s  o f  t h e  s e c u r i t y  b r e a c h  b r o k e  l a s t  w e e k  a s  s o m e  3 5 , 0 0 0  C a l i fo rn ia n s  b e g a n  re c e iv in g  
n o t i f ic a t io n  t h a t  t h e i r  p e r s o n a l  i n f o r m a t io n  m ig h t  h a v e  b e e n  c o m p r o m i s e d .  T h a t  is t h e  o n ly  s t a t e  
t h a t  r e q u i r e s  s u c h  n o t i f ic a t io n ,  a c c o r d in g  to  t h e  U .S .  Pub lic  I n t e r e s t  R e s e a r c h  G r o u p .

The com pany began no tify in g th e res t of th e a ffec ted consum e rs a fte r the a tto rn e y s gene ra l of 
doze is  o f o the r s ta te s , in c lu d in g A laska , jo in t ly  sen t a le tte r to Cho icePo in t's to p law ye r dem and ing 
tha t .he com pany n o tify p o te n tia l v ic tim s in th e ir s ta tes as we ll.

Janes said the com pany in it ia lly  no tif ie d C a lifo rn ia n s on ly because it th o u g h t the fraud had been 
iso la ted to th a t s ta te , no t because o f the s ta te law requ ir ing it to do so.

AkP IRG 's C leary d id n ’t buy th a t a rg um en t. " I t ju s t doesn 't seem p la u s ib le ,” he said.

S ta te lawm ake rs th is session a lre a d y are cons ide ring a b ill th a t wou ld m ake id e n t ity  th e ft in A laska 
a fe lo n y ra th e r th an a m isd em ean o r o ffense .

AkPIRG is u rg ing them  to add tw o m easu res to th a t bill th a t w ou ld p ro te c t A laskans aga ins t 
id e n tity th e ft if a se cu r ity b reach s im ila r to the one tha t happened a t Cho icePo in t happens aga in , 
C lea ry sa id .

The g ro u p has subm itte d le g is la tio n , m ode led on o th e r s ta te laws, to m em be rs o f the House 
Jud ic ia ry C om m itte e , w h ich is w o rk in g on the id e n t ity - th e f t bill.

I t w ou ld requ ire com pan ies th a t keep persona l in fo rm a tio n on file to n o tify consum e rs if it know s 
th e ir in fo rm a tio n is at risk of be ing com p rom ised , s im ila r to the re q u irem en t in C a lifo rn ia 's law. It 
also w ou ld a llow consum e rs m o re con tro l o ve r who can access th e ir c re d it re p o rts , wh ich the g roup 
said is s im ila r to laws in C a lifo rn ia , Lou is iana , Texas and Ve rm on t.

S ta ff m em be rs fo r Rep. Tom Ande rson , R -Ancho rage and the b ill's sponso r, and Jud ic ia ry 
C om m itte e cha irw om an Lesil M cG u ire , R -Ancho rage , said they hadn 't had a chance to re v iew  
AkP IRG 's proposa l, wh ich they rece ived W ednesday m o rn in g , and cou ld n 't com m en t on its m e rits .

Da ily News re p o rte r R ichard R ich tm ye r can be reached a t rn c h tm y e r j^ a  dn .com  or 257 -4 3 4 4

Id e n t ity  crisis?

I f you th in k you m ig h t be a v ic t im  o f id e n tity th e ft, the bes t way to check is to  look a t yo u r c red it 
re p o rt.

• A re cen t change in fede ra l law s requ ire s th a t each o f the m a jo r c re d it re p o rtin g bu reaus p rov ide 
free o f cha rge one c re d it re p o rt pe r yea r to any consum e r who ask * fo r it. T hey 're ava ila b le at 
w w w .a n n u a lc re d itre p o rt.c om . o r by phone , to ll- fre e , at 1 -8 7 7 -3 2 2 -8 2 2 8 .

• A qu ic k rev iew o f you r c re d it re p o rt w ill enab le you to de tec t fra u d u le n t c re d it-c a rd accoun ts and 
loans taken o u t by id e n tity  th ie ve s . I f you find som e th ing am iss on any one o f the th ree repo rts , 
co n ta c t the c red it re p o rtin g bu re a u and place a secu rity a le r t on you r file . T ha t w ill warn the 
bu reaus to look fo r fra u d u le n t c re d it app lica tio n s su bm itte d in y o u r nam e and requ ire lende rs to 
co n ta c t you pe rsona lly be fo re e x te n d in g any cred it.
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• H e re  a r e  t h e  to l l - f r e e  n u m b e r s  of  t h e  m a j o r  c r e d i t  r e p o r t i n g  b u r e a u s  to  call if y o u  s u s p e c t  y o u ' r e  
a n  id e n t i t y  t h e f t  v ic t im :  E q u ifa x :  1 - 8 0 0 - 5 2 5 - 6 2 8 5  E x p e r ia n :  1 - 8 8 8 - 3 9 7 - 3 7 4 2  T r a n s U n i o n :  1 - 8 0 0 -  
6 8 0 - 7 2 8 9

The a rtic le "1 4 tip s to a vo id id e n t ity  th e f t" is by re fo rm ed con a r t is t F rank W. Abagna le , sub je c t of 
the m ov ie "Ca tch Me I f You Can ."

This Federa l T rade Comm is sion page has m o re adv ice fo r consum e rs look ing to avo id id e n t ity  th e ft. 
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LexisNexis acknowledges more ID theft
P  . ' r c c n a i  i n f o  o n  310,000 people possibly stolen, 10 times more t h a n  w h a t  

w a s  c i s c i o s e c i  l a s t  month.
Apr : VtiO'j, -1 •»<) I'M FOI

B y Caleb S ilve r, CNN Business News Producer

T o p  S t o r i e s

In v e sto r s Ioo  e a g e r 7 

M arkets fly post-Fed
Sup.erfast d ow n lo ad er s  
su e d

NEW  YORK (C N N )  -  L e x i s N e x i s ,  w h i c h  c o m p i l e s  
a n d  s e l l s  p e r s o n a l  a n d  f i n a n c i a l  d a t a  o n  U .S .  
c o n s u m e r s ,  s a i d  T u e s d a y  t h a t  p e r s o n a l  
i n f o r m a t i o n  o n  3 1 0 , 0 0 0  p e o p l e  n a t i o n w i d e  m a y  
h a v e  b e e n  s t o l e n .

T h 'f num be r is nearly 10 tim es h igher than the 
hgure LexisNexis d isc losed last m on th when it firs t 
epnrted tha t its databases had been breached.

LexisNexis said in March th a t 32 ,000 people had 
been po ten tia lly affected by the breaches.

In a press release on its Web site , the company said 
it will no tify an add itiona l 278 ,000 ind iv idua ls whose 
au la may have been sto len , adding tha t it is work ing 
w ith law en fo rcem en t au tho ritie s to see if any of the 
stolen data has been m isused,

Letters w ill be sent th is week to people who may 
have been affected by t ie secu rity breach. To dote , 
none of the ind iv idua ls who were no tified th a t some 
o f the ir in fo rm a tion was accessed 'ast m on th have 
experienced any form of iden tity th e ft, accord ing to 
the company.

The firm 's Ang lo -D u tch pa ren t Reed Elsevier said the 
iden tity th e fts re la te to the m isapp rop ria tion o f IDs 
and passwords from custom ers of its Seis int d iv is ion , 
which prov ides in fo rm a tion on consumers to th ird 
parties like co llec tions companies and federal 
agencies.

oday's disclosure comes ju s t a fte r an inves tiga tion 
by Reed Elsevier de te rm ined th a t Its databases had
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been fraudu len tly b a tc h e d  59 tim es using sto len
passwords.

The th ieves, who ob ta ined in fo rm a tio n inc lud ing 
addresses and Social Secu rity .um bers, d id no t hack 
nto the t om pu te r system and a lthough they were 
able to ge t aho ld o f sens itive password in fo rm a tion , 
the com pany says it is ne t ce rta in how the passwords 
were acqu ired .

ChoicePomt (down $0 .02 to $38 .96 , Research!. an 
in fo rm a tio n c lea ringhouse sim ila r to Se is in t, was a 
v ic tim  of a s im ila r scheme ea rlie r in the year. Th' rves 
posed as real esta te agents and the com pany then 
gave them access to personal in fo rm a tio n in its 
database.

L t m r i i n g l i e e . c o m  • O f f i c i a l  S i t e  
Lend lngtree - Find a m ortgage, 
refinance, h om e equ ity or auto  
loan now. R ece iv e ... 
www.len_dingtree.com

RLelinaoce Bates MiLBecord.Lows 
Get $150,000 loan for $720 per 
m onth . R efinance while rates are 
low.
www.JowermybLllsco.rn

Compare Mgrlgage.Offers 
lip to four free mortgage, 
refinance or home equity offers - 
one easy form, 
www nextdg.com

How safe is you r com pu te r? Click here to find out.

I f \ j u  th in k you are a v ic tim , click here.

NewsN ight w ith Aaron Rro.vn (10 n.m . ET): Find _out how to p ro te c t yo jrse lf from scams 
to steal vou r iden tity .
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Protect the information
Legislation overdue to fight identity theft, help consum ers

I t ’s b e e n  n i n e  m o n t h s  s i n c e  C ho ic eP o in t ,  a n a t i o n w i d e  
d a t a  b r o k e r ,  a n n o u n c e d  t h a t  t h i e v e s  l a s t  y e a r  o b t a i n e d  
a c c e s s  to  s e n s i t i v e  in f o rm a t i o n  on a t  l e a s t  1 4 5 , 0 0 0  
p e o p l e .

( P u b l i s h e d :  D e c e m b e r  1 ,  2 0 0 5 )

( P e t e r  D u n l a p - S h o h l )

As The  Wall S t r e e t  J o u r n a l  r e p o r t e d ,  t h e  C hoi ceP oin t  
d i s c l o s u r e ,  which w a s  r e q u i r e d  by  Cal i fornia s t a t e  law,
" s e t  off a  w a v e  of  c o r p o r a t e  c o n f e s s i o n s "  of los t  o r  s to len  p e r s o n a l  d a t a .  O t h e r s  
to  a p o l o g i z e  th i s  y e a r  h a v e  i nc lu ded  C a r d S y s t e m s  S o lu t io ns ,  which  p r o c e s s e s  
c r e d i t  c a r d  t r a n s a c t i o n s ;  b a n k i n g  f i rm HSBC, which  m a n a g e s  M a s t e r C a r d  
~ “c o u n t s  for  GM; Lex isNexis ,  a n a t i o n w i d e  d a t a b a s e  f i rm; a n d  s o m e  of t h e  
u . g g e s t  n a m e s  in c o r p o r a t e  A m e r i c a ,  inc luding  Bank  of A m e r ic a  a n d  T ime  
Wa ner .

And still c o n s u m e r s  a r e  wa i t ing  for  C o n g r e s s  to  do  s o m e t h i n g  to  he lp  p r o t e c t  
p e o p l e  in s u c h  c a s e s  a g a i n s t  ident i fy  th e f t .  Alas! a n s ,  too ,  a r e  w a i t ing  for  th e i r  
e l e : t e d  officials to do  s o m e t h i n g  on t h e  s t a t e  level.

A b o u t  hal f  t h e  s t a t e s  h a v e  p a s s e d  s e c u r i t y - b r e a c h  not i f icat ion laws ,  s i m i la r  to 
Ca l i fornia ' s  2 0 0 3  s t a t u t e ,  b u t  a f e d e r a l  law would be  p r e f e r a b l e  for  s e v e r a l  
r e a s o n s .  I t  would  b e  b e t t e r  for  b u s i n e s s e s  t h a n  dea l ing  with a p a t c h w o r k  of  s t a f e  
l aws ;  it w o u ld  be  m o r e  e f fec t i ve  in d ea l i n g  wi th a p r o b l e m  t h a t  c r o s s e s  s t a t e  
b o r d e r s ;  a n d  it would  be  e a s i e r  for  c o n s u m e r s  w h o  dea l  with b a n k s ,  c r ed i t  ca rd  
c o m p a n i e s ,  I n t e r n e t  s h o p s  a n d  c r e d i t  a g e n c i e s  a c r o s s  t h e  c o u n t r y .

T h e  Cali fornia law, a n d  s im i la r  l eg is la t ion  i n t r o d u c e d  in C o n g r e s s  a n d  t h e  Alaska  
L eg i s la t u re ,  r e q u i r e s  b u s i n e s s e s  to  not i fy  p e o p l e  if th e i r  p e r s o n a l  i n f o r m a t i o n  is j 
s t o l e n .  I t ' s  h a r d  to be l i eve  s u c h  a s i m p l e  w a r n i n g  could b e  so  difficult  to 
legi s la te ,  b u t  t h a t ' s  w h a t  h a p p e n s  w h e n  b u s i n e s s e s  o b j e c t  to g o v e r n m e n t  ru le s  

d c o n s u m e r  a d v o c a t e s  run  into  c o r p o r a t e  lobby i s t s .  <
i

*
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' P r o p o s a l s  b e f o r e  l e g i s l a t u r e s  a r o u n d  t h e  c o u n t r y  would al low c o n s u m e r s  to 
f r e e z e  t h e i r  c red i t  r e p o r t s  to  b lock t h e  m i s u s e  o f  t h e  d a t a ;  r e s t r i c t  t h e  col lect ion 
■*nd u s e  of  s u c h  in f o r m a t i o n ,  speci f i ca l ly  Social  S ec ur i t y  n u m b e r s ;  r e q u i r e  t h e  
d e s t r u c t i o n  of  s o m e  p e r s o n a l  r e c o r d s ;  a n d  i m p r o v e  c o n s u m e r  a c c e s s  to th e i r  ow n 
c r e d i t  r e p o r t s .

On t h e  f e d e r a l  level ,  s e v e r a l  bills w e r e  i n t r o d u c e d  this  y e a r ,  p r o p o s i n g  var i ed  
s o l u t i o n s .  T h e  H o u s e  E n e r g y  a n d  C o m m e r c e  C o m m i t t e e  a p p r o v e d  a bill, b u t  it 
r e q u i r e d  not i f icat ion  of  c o n s u m e r s  only  w h e n  t h e  s e c u r i t y  b r e a c h  p o s e d  a 
s ig n i f i c an t  r isk of  iden t i ty  th e f t .  D e m o c r a t s  s a y  t h a t  is too  lax a s t a n d a r d  a n d  
o p p o s e  t h e  m e a s u r e .  S k e p t i c s  w o r r y  C o n g r e s s  m a y  do  n o t h i n g  a g a i n  n e x t  y ea r .

But  in A la sk a ,  t h e r e ' s  h o p e .  D e m o c r a t i c  S e n .  G r e t c h e n  G u e s s  o f  A n c h o r a g e  a n d  
R e p u b l i c a n  S e n .  G e n e  T h e r r i a u l t  of  Nor th  Pole a r e  work ing  t o g e t h e r  to  d r a f t  a 
c o m p r o m i s e  bill for  c o n s i d e r a t i o n  d u r i n g  t h e  l eg is la t ive  s e s s i o n  t h a t  c o n v e n e s  in 
J a n u a r y .

T h e  s e n a t o r s  a r e  looking to  i n c o r p o r a t e  key  c o n s u m e r - p r o t e c t i o n  m e a s u r e s  in 
t h e i r  bill. S e v e r a l  l e g i s l a to r s  i n t r o d u c e d  bills on  t h e  p r o b l e m  las t  y e a r .  T h o u g h  

, n o n e  m a d e  it a s  far  a s  a v o t e  by  t h e  full H o u s e  n r  S e n a t e ,  c o m m i t t e e  h e a r i n g s  
p r o v i d e d  t h e  s e n a t o r s  with c l u e s  of  t h e  t r o u b l e  s p o t s  to av o i d  a n d  ke y  p i e c e s  to 

J u d e .

More t h a n  4 3 0  A l a s k a n s  w e r e  v ic t im ized  by ident i fy t h e f t  in 2 0 0 4 ,  a l m o s t  d o u b l e  
t h e  2 0 0 3  to ta l ,  a c c o r d i n g  to  t h e  F e d e r a l  T r a d e  C o m m i s s i o n .  T h a t ’s t o o  m a n y  
v ic t ims .  C o n s u m e r s  d e s e r v e  b e t t e r  p r o t e c t i o n s .

BOTTOM LINE: We h o p e  S e n s .  G u e s s  a n d  T h e r r i a u l t  ca n  p e r s u a d e  th e i r  
c o l l e a g u e s  to  p a s s  l eg is la t ion  in t h e  f ight  a g a i n s t  i d e n t i t /  th e f t .

Sharing

N e i g h b o r  t o  N e i g h b o r  n e e d s  y o u

T h e  t r a d i t io n  of C h r i s t m a s  g iv ing is a s  old a s  t h e  C h r i s t m a s  s t o r y  itself.  And in 
Alaska ,  t h e  t r ad i t io n  of giving to  t h e  l e ss  f o r t u n a t e  g o e s  b a c k  to t h e  ea r ly  mining 
c a m p s ,  w h e r e  m i n e r s  a n d  m e r c h a n t s  o r g a n i z e d  c e l e b r a t i o n s  f e a t u r i n g  
e n t e r t a i n m e n t  a n d  p r e s e n t s  for  t h e i r  p o o r e r  n e i g h b o r s .

T ^ e  t r a d i t io n  l ives on in A n c h o r a g e  t h r o u g h  t h e  a n n u a l  N e i g h b o r  to N e i g h b o r  
J ^ m p a i g n ,  s p o n s o r e d  by t h e  Daily N e w s  in c o n j u n c t i o n  with social  se rv i c e
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• a g e n c i e s .  T h e  Daily N e w s  c r e a t e d  t h e  fund  in 1 9 8 4  a s  a n o n p r o f i t  en t i t y ,  
s e p a r a t e  f rom t h e  n e w s p a p e r ,  a n d  h a s  r a i s e d  m o r e  t h a n  $ 1 . 4  mil l ion o v e r  t h e  
' ' e a r s .  E ver y  c e n t  r a i s e d  g o e s  t o  a g e n c i e s  p ro v id in g  a s s i s t a n c e  to ind iv idua l s  a n d  

.mi l i e s  in n e e d :  N o n e  of  t h e  m o n e y  is s p e n t  on  a d m i n i s t r a t i v e  o v e r h e a d .

No a g e n t s  o r  sol i c i tors  a r e  o u t  in t h e  c o m m u n i t y  a s k i n g  fo r  f u n d s .  D o n a t i o n s  m a y  
b e  m a i l e d  to t h e  N e i g h b o r  to  N e i g h b o r  Fund ,  c a r e  of  t h e  A n c h o r a g e  Daily N ew s  
a t  P.O. Box 1 4 9 0 0 1 ,  A n c h o r a g e  9 9 5 1 4 ,  o r  d o n o r s  m a y  d r o p  by  t h e  n e w s p a p e r  
off ice j u s t  n o r th  of  D e B a r r  Ro ad ,  w e s t  of  B r a g a w  S t r e e t .  You m a y  a l so  d o n a t e  
o n l in e  by visi t ing w w w . a d n . c o r n / n e i g h b o r .

This  y e a r  t h e  p a p e r  is d o i n g  five N e i g h b o r  to N e i g h b o r  s t o r i e s  --  a p p e a r i n g  on 
c o n s e c u t i v e  S u n d a y s  -- d e s c r i b i n g  w o rk i n g  p e o p l e  s t r u g g l i n g  with p o v e r t y  a n d  
i l lness,  t h e  kind of  p e o p l e  for  w h o m  a m o d e s t  a m o u n t  of f inancial  he lp  c a n  m a k e  
a big d i f f e re n c e .  T h e  f i rs t  s t o r y  a p p e a r e d  l a s t  S u n d a y .

Nine a g e n c i e s  will b e n e f i t  f ro m  t h e  fu n d :  A b u s e d  W o m e n ' s  Aid in Crisis,  Alaska  
Family  R e s o u r c e  C e n t e r ,  A la s k a  Na t i ve  J u s t i c e  C e n t e r ,  A la sk a  Aids A s s i s t a n c e  
A s s o c ia t i o n ,  Hosp ice  of  A n c h o r a g e ,  Kids Are P eo p le  (Was i l la ) ,  Ca th o l i c  Social  
S e r v i c e s ,  L u t h e r a n  Social  S e r v i c e s  of  Alaska  a n d  T h e  S a l v a t i o n  Arm y.
D e s c r i p t i o n s  of t h e  a g e n c i e s  -- t h e i r  m is s io n ,  t h e i r  ac t iv i t i e s  -- a p p e a r  with t h e  

nday  s to r ie s ,  which  a l so  a r e  a v a i l a b l e  on l ine .

N e i g h b o r  to  N e i g h b o r  s p r e a d s  t h e  ho l iday  spir i t  t h r o u g h o u t  o u r  c o m m u n i t y .  It 
h a s  b e c o m e  a t r ad i t io n  b e c a u s e  of  y o u ,  b e c a u s e  of  y o u r  g e n e r o s i t y .  P l e a s e  jo in  
t h e  Daily News  ? g a i n  in t h e  N e i g h b o r  to  N e i g h b o r  c a m p a i g n .

BOTTOM LINE: P l e a s e  jo in  u s  in h e l p in g  o u r  n e i g h b o r s  th i s  ho l i da y  s e a s o n .

Print Page | Ciuse Window

Copy r igh t  © 2 0 0 5  The A ncho rage  Da i ly  News ( w w w .a d n .c om )

h(tp://\vw\v.udn,com/opinion/v pnn'er/siory/7250313p-7162176c.html 12/1/2005

http://www.adn.corn/neighbor
http://www.adn.com


A L A S K A  S T A T E  L E G I S L A T U R E
SENATOR GENE THERRIAULT
SENATOR GRETCHEN GUESS

S p o n s o r  S ta te m e n t  

S e n a te  B ill  222 :
"An Act relating to breaches o f  security involving personal information, consumer report

security free: vs. consumer cr dit monitoring, credit accuracy, protection o f  social security 
numbers, disposal o f  records, J  ictual declarations o f  innoa nee after identity theft, Jiling police 

report regarding identity theft, and furnishing consumer credit header information; and 
amending Hide 60. Alaska Rules o f  Civil Procedure."

T h e  in ten t  o f  S B  2 2 2  is to  p ro te c t  c o n s u m e r s  f ro m  the  g r o w in g  p r o b le m  o f  id e n t i ty  theft a n d  
fraud . T h e  m e a s u r e s  a rc  d c s ig  led  to  s e c u re  c o n s u m e r s ’ p r iv a te  in fo rm a t io n  an d  e n s u re  
c o n s u m e r s  w ill  b e  a b le  to  aff< .d a b l y  a c c e s s  th e ir  c red it  re p o r ts .  T h i s  p r o b le m  is g r o w in g  and  
c o n s u m e r s  m u s t  h a v e  th e  t o o 1 n e c e s s a r y  to  f ight and  p re v e n t  id e n t i ty  the f t  a n d  c o n s u m e r  fraud .

T h e  fo l lo w in g  a r c  t h c  p ro v i s io n s  o f  th e  bill.

•  N o t i f i c a t io n  o f  S e c u r i t y  B r e a c h e s .  T h i s  se c t io n  r e q u i re s  p e r s o n s ,  b u s in e s s e s ,  a n d  
g o v e r n m e n t  e n t i t ie s ,  w h ic h  c o l le c t  an in d iv id u a l ’s n o n p u b l ic  p e r s o n a l  da ta ,  to  n o t i fy  
c o n s u m e r s  w h e n  th is  i n f o r m a t io n  m a y  h a v e  b een  c o m p r o m is e d .

•  F r e e z e  A c c e s s  T o  R e p o r t s .  T his p r o v is io n  e n a b le s  c o n s u m e r s  to  f re e z e  a c c e s s  to  the ir  
c red i t  rep o r t  un t i l  the  c o n s u m e r  re le a se s  th e  in fo rm a t io n  to  a s p e c i f ic  r e q u e s to r  fo r  a o n e  
l im e  o r  an  o n - g o  ig b as is .

•  P r o t e c t  C r e d i t  H e a d e r  I n f o r m a t i o n .  T h is  p ro v is io n  r e q u i r e s  a c o n s u m e r - r e p o r t in g  
a g e n c y  to  rest ic w h o  r e c e iv e s  c re d i t  h e a d e r  in fo rm a t io n .  C re d i t  h e a d e r  in fo rm a t io n  
in c lu d e s  the  f  II >wing: im e ,  Last K n o w n  A d d re s s ,  E m p lo y e r .  M o t h e r ’s M a id e n  N a m e ,
S o c ia l  Seeu ri  v N u m b e r ,  a n d  T e le p h o n e  N u m b er .

•  R ig h t  to  F ile  a P o l ic e  R e p o r t  o n  I I )  T h e f t .  T h is  p r o v i s io n  w o u ld  re q u i r e  p o l ic e  in  the  
v i c t im ’s h om e  u r i s d ic t io n  to  ta k e  a repo rt  from  th e  v ic t im  o f  id e n t i ty  theft r e g a rd le s s  o f  
w h e re  th e  the t  o c c u rs .

•  F a c t u a l  D e c l a r a t i o n  o f  I n n o c e n c e  a f t e r  I I )  T h e f t .  T h i s  p ro v is io n  a l lo w s  a v ic t im  to
p e t i t io n  th e  c o u r t  to d e c la r e  th e i r  in n o c e n c e ,  and a l lo w s  th e  s ta te  lo c r e a te  a d a t a b a s e  o f
v a lid  c la im s  o f  id e n t i fy  theft .

•  A f f o r d a b l e  A c c e s s  t o  C r e d i t  R e p o r t s .  T h i s  p ro v i s io n  r e q u i r e s  th e  c re d i t  b u re a u s  to 
p ro v id e  c u s to m e r s  w ith  m o n t h l y  a c c e s s  to the ir  c red i t  r e p o r t s  fo r  a fe e  o f  $ 2 .0 0  pc 
rep o r t .

•  P r o t e c t i n g  S o c i a l  S e c u r i t y  N u m b e r .  This se c t io n  p ro te c ts  an i n d iv id u a l ’s so c ia l  s e c u r i ty  
n u m b e r  b y  p r e v e n t in g  b u s in e s s e s  a n d  the s ta te  f ro m  u s in g  it o n  p a p e rw o rk  u n le s s  
r e q u ire d  b y  fe d e ra l  law .

•  D is p o s a l  o f  R e c o r d s .  T h is  p r o v i s io n  re q u ire s  c o m p le te  d e s t r u c t io n  o f  r e c o rd s ,  e le c t ro n ic  
an d  p a p e r ,  w h ic h  c o n ta in  p e r s o n a l  in fo rm a t io n .

Sponsor  S t a t e m e n t

Thank you for your consideration.
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SUBJECT: SB ?22 relating lo personal information
(Work Order No. 24-LS1419\A)

TO: Senator Gretchen Guess
Attn: Wayne

FROM:  ̂ ihcrcsa Bannister
Legislative Counsel

You have requested a sectional summary of the above-described bill. As a preliminary 
matter, note that a sectional summary of a bill should not be considered an authoritative 
interpretation of the bill and Ihe bill itself is the best statement of its contents.

Sect io n  1. Adds a new ciiap’cr related to the protection of personal information.

Article I. Breach of Security Involving Personal Information (secs. 45.48.010 - 
45.48.090).

Sec. 45.48.010 requires a person who owns or uses personal information (that includes 
personal information on a state resident) to disclose a breach of the information system 
containing the personal information to the state resident.

Sec. 45.48.020 allows an information collector to delay disclosing the breach of its 
information system if the Department of Law determines that the disclosure may 
compromise an investigation.

Sec. 45.48.030 describes the methods that an information collector is to use to disclose 
the breach of us informati> i system.

Sec. 45.48.040 establishes a limited exception to what is considered a security breach. 
Relates to employees and agents of the information collector.

Sec. 45.48.050 makes a waiver of Article 1 void and unenforceable.

Sec. 45.48.060 establishes rights and remedies that are available for a violation of Article
1.

S ectional Analysis



S ec .  4 5 .4 8 .0 7 0  s ta le s  tha t an in fo rm a t io n  r  E le c to r  is su b je c t  to  A r t ic le  1 if  the 
in fo rm a t io n  c o l le c to r  h a s  at least th e  m in im u m  c o n ta c t s  r e q u i r e d  b y  s u b s ta n t iv e  d u e  
p ro c e s s  fo r  thc  s ta te  to  e x e r c i s e  j u r i s d ic t io n  o v e r  th e  in fo rm a t io n  c o l le c to r .

S ec .  4 5 .4 8 .0 9 0  d e f in e s  te rm s  fo r  A r t ic le  1.

A r t ic le  2. C o n s u m e r  R e p o r t  S e c c n t y  F re e z e  (secs .  4 5 . 4 8 .1 0 0  - 4 5 .4 8 .2 9 0 ) .

S ec .  4 5 .4 8 .1 0 0  a l lo w s  a c o n s u m e r  to  p ro h ib i t  a c o n s u m e r  r e p o r t in g  a g e n c y  f ro m  re le a s in g  
thc c o n s u m e r 's  r e p o n  o r  in fo rm a t io n  d e r iv e d  f ro m  thc  r e p o n  w i th o u t  th c  c o n s u m e r 's  
e x p re s s  a u th o r iz a t io n .

S e c .  4 5 .4 8 .1 1 0  d e s c r ib e s  h o w  the  c o n s u m e r  m a k e s  a r e q u e s t  f o r  a s e c u r i ty  f r e e z e  and  
s ta te s  w h e n  the  c o n s u m e r  r e p o r t in g  a g e n c y  is r e q u i r e d  to  p la c e  th c  f re e z e  a f te r  re c e iv in g  
the  req u es t .

S ec .  4 5 .4 8 .1 2 0  r e q u i r e s  the  c o n s u m e r  r e p o r t in g  a g e n c y  to  s e n d  th e  c o n s u m e r  
c o n f i r m a t io n  o f  th e  f r e e z e  an d  a p e r s o n a l  id e n t i f ic a t io n  n u m b e r  o r  p a s s w o rd .

S ec . 4 5 .4 8 .1 3 0  re q u ire s ,  i f  a c o n s u m e r  r e q u e s ts  it. tha t  a c o n s u m e r  r e p o r t in g  a g e n c y  a l lo w  
a c c e s s  b y  a th ird  p a r ty  to  a c o n s u m e r 's  re p o r t  o r  in f o r m a t io n  d u r in g  a s e c u r i ty  f reeze .  
D e s c r ib e s  h o w  the c o n s u m e r  is to  m a k e  the  r e q u e s t  a n d  s ta le s  w h e n  the  c o n s u m e r  
re p o r t in g  a g e n c y  is r e q u i r e d  to  c o m p ly .  P ro h ib i ts  an  a g e n c y  f ro m  re le a s in g  a re p o r t  o r  
in fo rm a t io n  to  a th ird  p a r ty  d u r in g  a f re e z e  w i th o u t  th e  c o n s u m e r 's  p r io r  e x p r e s s  
a u th o r iz a t io n .  R e q u i r e s  an a g e n c y  to  n o t i fy  a c o n s u m e r  i f  a  th ird  p a r tv  h a s  a t t e m p te d  to  
a c c e s s  the  c o n s u m e r 's  re p o r t  o r  in fo rm a t io n  d "  in g  a s e c u r i ty  f re e z e ,  a n d  th e  p u rp o s e  is 
not so le ly  fo r  a c c o u n t  re v ie w .  S ta te s  that th is  se c t io n  d o e s  not p r e v e n t  an a g e n c y  f ro m  
te l l in g  a t h u d  p a r ty  r e q u e s t in g  a c c e s s  that a s e c u r i ty  f re e z e  is in e f fec t .  A l lo w s  a 
c o n s u m e r  r e p o r t in g  a g e n c y  to  u se  t e le p h o n e ,  f a c s im i le ,  o r  e l e c t r o n ic  m e a n s  to  im p le m e n t  
th is  se c t io n  w h e n  c o n s is te n t  w ith  c e r ta in  r e q u i r e m e n ts .  [P le a s e  n o te  that sec. 
4 5 .4 8 .1 3 0 ( h )  n e e d s  to  b e  c o r re c te d .  It a p p e a r s  t h a t ", In te rn e t ,  e le c t ro n ic  m a i l ,  o r  a n o th e r  
e le c t ro n ic  m e th o d "  s h o u ld  be d e le te d  at 'h e  e n d  o f  the  s u b s e c t io n .  I

S ec .  4 5 .4 8 .1 4 0  p ro h ib i t s  a c o n s u m e r  re p o r t in g  a g e n c y  f ro m  r e m o v in g  a s e c u r i ty  f re e z e  
e x c e p t  u n d e r  c e r ta in  i e e n t i f ie d  c o n d i t io n s .  R e q u i r e s  a c o n s u m e r  r e p o r t in g  a g e n c y  to  
r e m o v e  a f re e z e  im m e d ia te ly  a f te r  re c e iv in g  the  c o n s u m e r ’s r e q u e s t  d ia l  m e e ts  c e r ta in  
c o n d i t io n s .

S ec .  4 5 .4 8 .1 5 0  p ro h ib i ts  a c o n s u m e r  re p o r t in g  a g e n c y ,  w h e n  d e a l in g  w ith  a th i rd  p a r ty ,  
f ro m  s u g g e s t in g ,  s ta t in g ,  o r  im p ly in g  that a c o n s u m e r 's  s e c u r i ty  f r e e z e  re f le c t s  a n e g a t iv e  
c red i t  s c o re ,  h is to ry ,  r e p o r t ,  o r  ra t ing .

S ec .  4 5 .4 8 .1 6 0  p ro h ib i ts  a c o n s u m e r  r e p o r t in g  a g e n c y  f r o m  c h a r g in g  a c o n s u m e r  for 
ta k in g  an  a c t io n  re la te d  to  th c  p la c e m e n t  o f  o r  r e m o v a l  o f  a f reeze ,  fo r  a l lo w in g  a c c e s s  to 
a rep o r t  o n  w h ic h  a f re e z e  h as  b e e n  p la c e d ,  o r  to  ta k e  o t h e r  r e la te d  a c t io n .  M a k e s  an

Senator Gretcheu G uess
January 17 . 2006
Page 2



e x c e p t io n  fo r  re p e a te d  lo ss  o f  p e rso n a l  id e n t i f ic a t io n  n u m b e r s  o r  p a s s w o r d s  by  thc 
c o n s u m e r .

S ec , 4 5 .4 8 ,1 7 0  re q u ire s  a c o n s u m e r  r e p o r t in g  a g e n c y  to  g iv e  a c o n s u m e r  th c  n o t ic e  
d e s c r ib e d  in th is  se c t io n  w h e n  th e  a g e n c y  is r e q u i r e d  to  g iv e  a c o n s u m e :  a s u m m a r y  o f  
r ig h ts  u n d e r  15 U .S .C .  1681 g  o f  the federa l  F a i r  C re d i t  R e p o r t in g  A c t .

S ec . 4 5 .4 8 .1 8 0  re q u ire s  an  a g e n c y  tha t v io la te s  a s e c u r i ty  f r e e z e  b y  r e le a s in g  a repo rt  o r  
in fo rm a t io n  to  n o t i fy  the  c o n s u m e r  in v o lv e d  a n d  id e n t i fy  the  in fo rm a t io n  r e le a s e d  a n d  the 
th ird  p a r ty  w h o  re c e iv e d  the  in fo rm a t io n .

Sec . 4 5 .4 8 .1 9 0  e s ta b l i s h e s  the  re m e d ie s  and  p e n a l t ie s  a v a i la b le  fo r  a v io la t io n  o f  A rt ic le  
2

S ec . 4 5 .4 8 .2 0 0  s ta te s  that a c o n s u m e r  r e p o r t in g  a g e n c y  is su b je c t  to  A r t ic le  2 if  the 
a g e n c y  has  at least  the  m in i m u m  c o n ta c ts  r e q u i r e d  b y  s u b s ta n t iv e  d u e  p ro c e s s  fo r  thc 
s ta te  to  e x e rc i s e  ju r i s d ic t io n  o v e r  thc  a g e n c y .

S ec .  4 5 .4 8 .2 1 0  s ta te s  tha t A r t ic le  2 d o e s  n o t  a p p ly  to  c e r ta in  c o n s u m e r  r e p o r t s  an d  
d e s c r ib e s  th e se  re p o r ts .

S ec . 4 5 .4 8 .2 2 0  e s ta b l i s h e s  c e r ta in  e x e m p t io n s  fo r  A r t ic le  2.

S ec . 4 5 .4 8 .2 9 0  d e f in e s  te rm s  fo r  A r t ic le  2.

A . t i d e  3. C o n s u m e r  C re d i t  M o n i to r in g ;  c ie d i t  a c c u r a c y  (secs .  4 5 .4 8 .3 0 0  - 4 5 .4 8 .3 4 0 ) ,

S e c .  4 5 .4 S .3 0 0  require,.-, a c o n s u m e r  re p o r t in g  a g e n c y ,  u p o n  re q u e s t  bv  a c o n s u m e r ,  to 
d is c lo se  c e r ta in  d e s c r ib e d  in fo rm a t io n ,  u n le s s  the  re q u e s t  is c o v e r e d  by  the  free 
d i s c lo s u re  p ro v i s io n s  o f  15 U .S .C ,  1 6 8 l | ( a )  - (d )  o f  the  F a i r  C re d i t  R e p o r t in g  Act.

S ec . 4 5 .4 8 .3 1 0  d e s c r ib e s  th e  in fo rm a t io n  re q u i re d  ;o  be d is c lo s e d  u n d e r  the p re v io u s  
s ec t io n .

S ec . 4 5 .4 8 .3 2 0  a l lo w s  a c o n s u m e r  re p o r t in g  a g e n c y  to  im p o s e  a r e a s o n a b le  c h a r g e  fo r  
m a k in g  a d i s c lo s u re  u n d e r  sec . 4 5 .4 8 .3 0 0 .  S e ts  c e i l in g s  o n  the c h a rg e .  R e q u i r e s  i.ic 
a g e n c y  to  d i s c lo s e  th e  c h a r g e  b e l o i e  m a k in g  the  d is c lo su re .

S ec .  45.48.331* d e s c r ib e s  h o w  a c o n s u m e r  m a y  m a k e  a d i s c lo s u r e  reques t .

S e c .  4 5 .4 8 .3 4 0  s ta te s  w h e n  a c o n s u m e r  r e p o r t in g  a g e n c y  is to  p ro v id e  the  re q u ire d  
d isc lo su re .

S e c .  4 5 .4 8 .3 5 0  r e q u i r e s  a p e r s o n  w h o  d o e s  b u s in e s s  in the  s ta te  by  d is t r ib u t in g  
in fo rm a t io n  a b o u t  an  in d iv id u a l 's  c re d i t  h is to ry ,  s c o re ,  o r  r a n k in g  to  im m e d ia te ly  s to p
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d is t r ib u t in g  th e  in fo rm a t io n  w h e n  n o t i f ie d  o f  an  in a c c u r a c y  uniil  thc  a c c u r a c y  c a n  be 
v e r i f ied  o r  th c  in a c c u r a c y  e j e c t e d .  R e q u u e s  the  p e r s o n  to  r e p a i r  t i e  d a m a g e  a n d  p a y  
c o m p e n s a t io n ,  a n d  a l lo w s  th e  in d iv id u a l  to  b r in g  an  a c t io n  in c o u r t  if  the  p e r so n  d o e s  not 
'o m p l y

A rtic le  4 . P ro te c t io n  o f  S o c ia l  S e c u r i ty  N u m b e r  ( sec s .  4 5 .4 8 .4 0 0  - 15 .48 .410) .

S e c .  4 5 .4 8 .4 0 0  e s ta b l i s h e s  ce r ta in  r e s t r ic t io n s  on  h o w  a  p e r s o n  m a y ,  w i ih o u t  the  c o n s e n t  
o f  the in d iv id u a l ,  u se  an  in d iv id u a l 's  so c ia l  s e c u r i ty  n u m b e r  o r  r e q u i re  an  in d iv id u a l  to  
use  the in d iv id u a l 's  so c ia l  s e c u r i ty  n u m b e r  P ro h ib i t s  a p e r s o n  f ro m  se l l in g ,  le a s in g ,  
lo an in g ,  t r a d in g ,  r e n t in g ,  oi o therw  ise  d i s c lo s in g  an  in d iv id u a l 's  so c ia l  s e c u r i ty  n u m b e r  to  
a th ird  p a r ty  w i th o u t  th e  in d iv id u a l 's  w r i t t e n  c o n s e n t .

S ec . 4 5 .4 8 .4 1 0  e s ta b l i s h e s  ce r ta in  p e n a l t ie s  a n d  r e m e d ie s  for  k n o w in g  v io la t io n s  o f  sec . 
4 5 .4 8 .4 0 0 .

A r t ic le  5. D is p o s a l  o f  R e c o rd s  (see . 4 5 .4 8 .5 0 0  - 4 5 .4 8 .5 9 0 ) .

S ec ,  4 5 .4 8 .5 0 0  r e q u i r e s  a b u s in e s s ,  w h e n  (a n d  a f te r )  d i s p o s in g  o f  r e c o rd s  c o n ta in in g  
p e rso n a l  i n f o r m a t io n ,  to  take  r e a s o n a b le  m e a s u r e s  n e c e s s a r y  to  p ro tec t  a g a in s t  
u n a u th o r iz e d  a c c e s s  to  o r  u se  o f  the re c o rd s .  L im i t s  th e  l ia b i l i ty  o f  a b u s in e s s  u n d e r  th is  
sec t io n  a f te r  r e l in q u i s h in g  c o n t ro l  o f  the  re c o rd s ,  if thc  b u s in e s s  h as  o th e rw is e  c o m p l ie d  
w i th  th is  A r t ic le  2 w h e n  s e le c t in g  th e  th i rd  p a r ty  fo r  the  r e c o rd  d e s t ru c t io n .

Sec . 4 5 .4 8 .5 1 0  d e s c r ib e s  w h a t  the  m e a s u r e s  r e q u i r e d  to  be  ta k e n  u n d e r  sec .  4 5 .4 8 .5 0 0  
inc lu d e .

Sec . 4 5 .4 8 .5 2 0  d e s c r ib e s  w h a t  th e  d u e  d i l ig e n c e  r e q u i r e d  b y  sec .  4 5 .4 8 .5 1 0 ( 3 )  o rd in a r i ly  
in c lu d es .

S ec .  4 5 .4 8 .5 3 0  r e q u u e s  a b u s in e s s  to  c o m p r e h e n s iv e ly  d e s c r ib e  a n d  c la s s i fy  as  o ff ic ia l  
p o l ic y  o f  th e  b u s in e s s  th e  p o l ic ie s  a n d  p ro c e d u r e s  tha t  r e la te  lo  the  a d e q u a te  d e s t ru c t io n  
an d  p ro p e r  d i s p o s a l  o f  p e r s o n a l  r e c o rd s .

S ec  4 5 .4 8 .5 4 0  e s ta b l i s h e s  a  c iv i l  p e n a l ty  fo r  a k n o w in g  v io la t io n  o f  A r t ic le  5.

S ec . 4 5 .4 8 .5 5 0  a l lo w s  an  in d iv id u a l  d a m a g e d  b y  a v io la t io n  ol A r t ic le  5 to  b r in g  a c iv il 
ac t io n  to  e n jo in  fu r th e r  v io la t io n s  a n d  to  r e c o v e r  d a m a g e s ,  c o u r t  c o s t s ,  a n d  a t to rn e y  fees.

S ec .  4 5 .4 8 .5 9 0  d e f in e s  te rm s  fo r  A r t ic le  5.
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a r t i c l e  6. F a c tu a l  D e c la r a t io n  o f  I n n o c e n c e  a f te r  Id e n t i ty  T h e f t ;  R ig h t  to  F i le  P o l ic e  
R e p o r t  R e g a r d in g  Id e n t i ty  T h e f t  (secs .  4 5 .4 S .6 0 0  - 4 5 .4 8 .6 9 0 ) .



See. 4 5 .4 8 .6 0 0  a l lo w s ,  in thc  l is ted  s i tu a t io n s ,  a v ic t im  o f  id e n t i ty  th e f t  to  p e t i t io n  the 
s u p e r io r  c o u r t  fo r  a d e te r m in a t io n  thai the  v ic t im  is f a c tu a l ly  in n o c e n t  o f  a c r im e .  A ls o  
a l lo w s  the  D e p a r tm e n t  o f  L a w  to p e t i t io n  fo r  the  d e te r m in a t io n ,  o r  (he s u p e r io r  c o u r t  to 
m a k e  a d e te r m in a t io n  on  its o w n  m o tio n .

Sec . 4 5 .4 8 .6 1 0  a l lo w s  a d e te rm in a t io n  o f  fac tua l  i n n o c e n c e  to  he  h e a r d  a n d  m a d e  on  
ce r ta in  i te m s  a n d  in fo rm a t io n  s u b m i t te d  b y  the  p a r t ie s  o r  o rd e re d  b y  the  c o u r t .

S ec .  4 5 .4 8 .6 2 0  e s ta b l i s h e s  the  c r i te r ia  fo r  a c o u r t  to  d e te r m in e  th a t  a v ic t im  is fa c tu a l ly  
in n o cen t  o f  a c r im e .  If m e t ,  r e q u ire s  the  c o u r t  to  is su e  an  o r d e r  in d ic a t in g  the  
d e te rm in a t io n .

S ec .  4 5 .4 8  6 3 0  a u th o r iz e s  a c o u r t ,  a l t e r  i s su in g  an  o r d e r  u n d e r  sec . 4 5 .4 8 .6 2 0 ,  to  o r d e r  thc  
v ic t im 's  in fo rm a t io n  that is c o n ta in e d  in c o u r t  r e c o rd s  a c c e s s ib le  by  th c  pn-ili.* to  be 
d e le te d ,  s e a le d ,  o r  la b e le d  to  s h o w  tha t  ;t d o e s  no t  re f le c t  the  d e f e n d a n t 's  iden t i iv .

Sec . 4 5 .4 8 .6 4 0  a l lo w s  a c o u r t  tha t has  is su e d  an  o r d e r  u n d e r  sec. 4 5 . 4 8 .6 2 0  to  v a c a te  the 
o rd e r  u n d e r  c e r ta in  c i r c u m s ta n c e s .

S ec . 4 5 .4 8 .6 5 0  s ta te s  (hat the  S u p r e m e  C o u r t  m a y  d e v e lo p  a fo rm  fo r  the  o r d e r  u n d e r  sec.
4 5 .4 8 .6 2 0 .

S ec  4 5 .4 8 .6 6 0  a u th o r iz e s  thc  D e p a r tm e n t  o f  L a w  to  e s ta b l i s h  a d a ta  b a se  ol in d iv id u a ls  
w h o  h a v e  b e e n  v ic t im s  o f  id e n t i ty  theft  a n d  w h o  h a v e  r e c e iv e d  an  o r d e r  u n d e r  sec.
4 5 .4 8 .6 2 0 .  In d ic a te s  w h o  m a y  a c c e s s  the  da te  b ase .

S ec .  4 5 .4 8 .6 7 0  a u th o r iz e s  the  D e p a r tm e n t  o f  L aw  to  e s ta b l i s h  a to l l - f re e  t e le p h o n e  
n u m b e r  to  p r o v id e  a c c e s s  to  in fo rm a  o n  in the  d a ta  b a s e  e s t a b l i s h e d  u n d e r  sec . 
4 5 .4 8 .6 6 0 .

S e e .  4 5 .4 8 .6 8 0  re q u ire s  a local law  e n f o r c e m e n t  a g e n c y  w ith  j u r i s d i c t i o n  o v e r  thc  
in d iv id u a l 's  a c tu a l  p la c e  o f  r e s id e n c e  to  m a k e  i rep o r t  o f  an  in d iv id u a l 's  id e n t i fy  theft 
a l le g a t io n s  a n d  to  p ro v id e  the  in d iv id u a l  w ith a c o p y .

S ec .  4 5 .4 8 .6 9 0  d e f in e s  t e r m s  fo r  A r t ic le  6.

A r t ic le  7. C o n s u m e r  C re d i t  h e a d e r  In fo rm a t io n  (sec . 45.4S.SOO).

S e c .  4 5 .4 8 .8 0 0  p ro h ib i t s  a c o n s u m e r  r e p o r t in g  a g e n c y  f ro m  fu rn i s h in g  a c o n s u m e r 's  
c red i t  h e a d e r  in fo rm a t io n  to  a p e r s o n  u n le s s  the  p e r s o n  has  a p e r m is s ib le  p u rp o s e  u n d e r  
15 U .S .C . 1 681b  ( F a i r  C re d i t  P ro te c t io n  A c t)  to  o b ta in  thc  rep o r t .  D e f in e s  "c red i t  h e a d e r  
i n fo rm a t io n ."
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A r t ic le 8. G e n e ra l  P r o v i s io n s  (secs .  4 5 .4 8 .9 0 0  - 4 5 .4 8 .9 9 5 ) .



S ec .  4 5 . 4 8 .9 0 0  s ta le s  tha t  a p ro v is io n  o f  th is  c h a p te i  that is p r e e m p te d  by  o r  co n f l ic ts  
w ith  fed e ra l  la w  in a p a r t ic u la r  s i tu a t io n  d o c s  no t  a p p ly  to  ’h e  e x te n t  o f  the  p re e m p t io n  o r  
co n f l ic t .

S ec .  4 5 . 4 8 .9 9 0  d e f in e s  t e r m s  fo r  th is  c h a p te r .

S ec .  4 5 .4 8 .9 9 5  t i t le s  the  c h a p te r  the  A la s k a  P e rso n a l  In fo rm a t io n  P r o te c t io n  Act.

S e c t i o n  2. I n d ic a te s  tha t a se c t io n  o f  the  n e w  c h a p te r  c h a n g e s  a c o u r t  ru le .

S e c t io n  3. A d d s  a t r a n s i t io n  p ro v is io n  fo r  A r t ic le  4.

N o te ;  P le a s e  n o te  tha t sec . 4 5 .4 8 .1 3 0 ( h )  n e e d s  lo  he c o r r e c te d .  It a p p e a r s  t h a t ", In te rne t ,  
e le c t ro n ic  m a i l ,  o r  a n o 'h e r  e le c t ro n ic  m e th o d "  s h o u ld  be d e le te d  at thc  e n d  o f  the 
su b s e c t io n .

If  I m a y  be o f  fu r th e r  a s s is ta n c e ,  p le a s e  ad v ise .

T L B : m e d  
0 6 -0 3 7 .  m e d
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A L A S K A  S T A T E  L E G I S L A T U R E
S F N A T O R  G E N E  T H E R R I A U L T  
S E N A T O R  G R E T C H E N  G U E S S

Explanation o f  Changes 

Senate Bill 222

"An Act relating to breaches o f  security involving personal information, consumer report 
security freezes, consumer credit monitoring, credit accuracy, protection o f  social 
security numbers, disposal o f  records, factual declarations o f  innocence after identity 
theft, filing police report regarding identity theft, and furnishing consumer credit header 
information; and amending Rule 60, Alaska Rules o f  Civil Procedure."

T h is  d o c u m e n t s  l is ts  m in o r  c h a n g e s  m a d e  to  S e n a te  B ill  149 in  c r e a t in g  S e n a te  Bill 2 2 2 ,  
a  u n if ic a t io n  o f S B  149 (S en .  G u e s s )  a n d  S B  180 (S e n .  T h e r r ia u l t ) .

S e c u r i ty  F r e e / e  p r o v i s io n s  a d d e d  f rom  S B  180

•  C o n s u m e r  re p o r t  s e c u r i ty  f r e e z e  p ro v i s io n s  d o  n o t  a p p ly  to  th c  fo l lo w in g .
1. c o m m u n ic a t io n  o f  c o n s u m e r  in fo rm a t io n  w i th in  an  o r g a n iz a t io n  i f  th e  

in fo rm a t io n  w a s  c o l le c te d  d i r e c t ly  b y  th e  o r g a n iz a t io n  a n d  th e  c o n s u m e r  is 
n o t i f ie d  it m a y  b e  c o m m u n ic a t e d  in te rn a l ly  (lines 6-9  and 10-21 on page 8 o f  
SB 180, excluding “or made to another person who is owned by, nr affiliated 
with, the person making the report" from  lines 13-14).

2. r e p o r t s  c o n ta in in g  in f o r m a t io n  s o le ly  a b o u t  a c o n s u m e r ’s  c h a ra c te r ,  g e n e ra l  
r e p u ta t io n ,  p e rso n a l  c h a ra c te r i s t ic s ,  o r  m o d e  o f  l iv in g  i f  th e  in f o r m a t io n  is 
o b ta in e d  th ro u g h  p e r s o n a l  in te r v ie w s  (lines 28-31 on page 8 o f  SB 180).

3. r e p o r ts  fu rn ish e d  fo r  u se  in c o n n e c t io n  w i th  a t r a n s a c t io n  th a t  c o n s i s t s  o f  an  
e x te n s io n  o f  c red it  to  b e  u se d  so le ly  for a c o m m e r c i a l  p u r p o s e  (lines 2 -4  on 
page 9 o f  SB 180),

• In a r t ic le  tw o  o n  c o n s u m e r  re p o r t  s e c u r i ty  f reezes ,  th e  s e c t io n  in  S B  149 on  
“ V io la t io n s ,  r e m e d ie s ,  a n d  p e n a l t i e s "  (lines 10-23, page 9) w a s  r e p la c e d  w i th  
a n a lo g o u s  la n g u a g e  in S B  180  o n  “ V io la t io n s  a n d  r e m e d i e s ”  (lines 12-31, page 7).

C o n s u m e r  C re d i t  M o n i to r in g  p ro v is io n  a d d e d  from  S B  ISO

•  In a r t ic le  th re e  o n  c o n s u m e r  c re d i t  m o n i to r in g ,  l a n g u a g e  f ro m  S B  1 SO o n  c red it  
a c c u r a c y ”  w a s  in c lu d e d  in S B  2 2 2  (lines 29-31 on page 10 and lines 1-/6 on page 
11 o f  SB 180). T h is  l a n g u a g e  r e q u i r e s  a p e r s o n  w h o s e  b u s in e s s  is d i s t r ib u t in g  
in fo rm a t io n  a b o u t  an in d i v i d u a l ' s  c re d i t  h i s to ry ,  s c o re ,  o r  r a n k i n g  to  im m e d ia te ly
s to p  d i s t r ib u t in g  th e  i n f o r m a t io n  u p o n  n o t i f ic a t io n  th a t  th e  i n f o r m a t io n  is •*
in a c c u ra te .

i

Explanation of Changes 
Unification of SB 149 (Guess) 

and SB 180 (Therriault)



O t h e r  m in o r  c h a n c e s  m a d e  to  e x is t in g  l a n g u a g e  in S B  149

•  In a r t ic le  o n e  o n  d i s c lo s u r e  o f  b r e a c h e s  o f  s e c u r i ty ,  r e g u la to ry /s u p e rv is o ry  
a u th o r i t ie s  w ith  th c  p r im a r y  ju r i s d ic t io n  o v e r  th e  p e r s o n  o r  b u s in e s s  (e .g . ,  
D iv is io n  o f  In su ra n c e  fo r  in s u ra n c e  c o m p a n ie s )  e n f o r c e  c o m p l ia n c e .  T h e  
A t to r n e y  G e n e ra l  h a s  ju r i s d i c t i o n  fo r  s e c u r i ty  b r e a c h e s  w h e n  th e re  is n o  o th e r  

r e g u la to ry  au th o r i ty .

•  In a r t ic le  o n e  o n  d i s c lo s u r e  o f  b r e a c h e s  o f  s e c u r i ty ,  th e  d e f in i t io n  o f  “ b re a c h  o f  
s e c u r i ty ”  is e x p a n d e d  b e y o n d  p a p e r -b a s e d  m e th o d s  to  in c lu d e  d ig i ta l  d a .a  and  
o th e r  m e d ia ,  th e re b y  a l lo w in g  fo r  fu tu re  t e c h n o lo g ie s  u sed  for  d a ta  s to ra g e  and  
secu r i ty .

•  In a r t ic le  five  o n  d is p o s a l  o f  r e c o rd s ,  b u s in e s s e s  a r e  no t  he ld  l iab le  for the  
d e s t ru c t io n  o f  r e c o rd s  o n c e  th e y  h a v e  r e l in q u is h e d  c o n tro l  o f  th e m  (e .g .,  
p ro fe s s io n a l  s h re d d in g  c o m p a n y ) .

D r a f t in g  c h a n u c  m a d e  w h e n  c r e a t in g  S B  222

•  W h i le  th e  “cred it  h e a d e r  i n f o r m a t io n ” s e c t io n  r e m a in s  in a r t ic le  se v e n ,  th e  " r ig h t  
to  f i le ” sec t io n  w a s  m o v e d  f rom  a r t ic le  s e v e n  to  a r t ic le  six  to  a l lo w  m o re  c le a r  
t i t l in g  o f  a r t ic le  s e v e n  as  " C r e d i t  H e a d e r  I n f o r m a t io n ”  r a th e r  th an  “ M is c e l l a n e o u s  
p r o v i s io n s .”


