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This issue needs to be addressed and HB 226 is one good way to help Alaskans.

We urge an “AY E™*vote on HB 226.

Should you have any questions about our position, please feel free to contact me (586
3637) or P ick Luby, AARP Advocacy Director (907-762-3314).

Thank you for your consideration.

Sincerely,

Marie Darlin, Coordinator

AARP Capital City Task Force
415 Willoughby Avenue, Apt. 506
Juneau, AK 99801

586-3637 (voice)

463-3580 (fax)

CC: Vice-Chair Pete Kott
Representative Gabrielle LeDoux
Representative Bob Lynn
Representative Norman Rokeberg
Representative Harry Crawford
Representative David Guttenberg
Representative Les Gara
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April 4th, 2005

AKPIRG Statement of Support for:

HB /26 / SB 148: Personal Information Breach / Security freeze

The Alaska Public Interest Research Group (AKPTRG), an Alaska membership organization dedicated to
protecting consumers, urges quick passage ofUB 226 / SB 148 These hills arc an appropriate response
to the ChoicePoint Inc. security breach that occurred in February. Consumers across the nation were
alarmed to find out that nearly 150,000 people across the nation had their personal information stolen
and were at high risk tor identity theft. Yet only California had laws on the books that mandated

ChoicePoint Lie to notify those who fell victim.

The total included some 25] Alaskans. This bill will help better protect those individuals and all
Alaskans if and when a similar security breach occurs in the future

HB 226 / SB 148 arc based on two provisions in California law.

First, the bills require that any business that collects this personal customer information as part of then
business must notify consumers if the security of that information is compromised This common sense
step will maks sure that companies like Choicepoint Lie. will disclosc when consumers are at risk

When a consumer’s personal information has been compromised, that person should be able to block
access to credit reports and credit scores Blocking access to a credit report prevents an id itily thief
from fraudulently opening new lines of credit in his or her name, one of the many dangers of identity

theft.

The second section of the bills contains this “security freeze” provision The three credit reporting
agencies - Experian, Equifax and TransUnion - act as consumer financial information clearinghouses
The security freeze provision allows consumers to prevent the clearinghouses from sharing their
information. Without access to a consumer’s credit report, an identity thief will not be able to open a
new account. The provision will allow a consumer to regulate who will receive a copy of their credit
report The security freeze provision allows consumers to use an access code to release their report to a

company wishing to extend a line of' redit

Any company that makes a profit from trading financial and personal information has the responsibility
to protect that information. HB 226 / SB 148 have strong measures that the Alaska Legislature can enact

to better protect consumers We urge you to pass HB 226 / SB 148



ALASKA STATE LEGISLATURE

REPRESENTATIVE LES GARA REPRESENTATIVE JOHN COGHILL

HB 226: Personal Information Breach / Security Freeze
Sponsor Statement

In February ChoiccPoint. Inc., a Georgia-based financial database company admitted personal
'ntormation affecting almost 150,000 consumers had been stolen from its company. Recently
the company admitted it knew of this breach since the fail and had delayed letting consumers,
including 251 Alarknns, know about the breach until last month. HB 226 is based on two

provisions in California law.

This bill requires that any business that collects this personal customer information as part of
their business must notify consumers if the security of that information is compromised.
California is currently the only state to mandate consumer notification and this bill is modeled

after the California law.

Once an individual learns or believes their personal information has been compromised, that
person should be able to block access to credit reports and credit scores. Blocking access to a
credit report prevents an identity thief from fraudulently opening new lines of credit in his or her

name.

Tiie second section of the bill contains this “security freeze” provision. There are three
companies in the country (Expcrian, Equifax and TransUnion) which act as consumer financial
information clearinghouses, and ‘hat provide consumer data to banks, credit card, insurance, and
other companies. The security freeze provision allows consumers to prevent the clearinghouses
from sharing their information. The provision will allow a consumer to regulate who will
receive a copy of their credit report. Under the security freeze provision the consumer is
required to give the credit reporting agency an access code to release their report to a company

wishing to extend a line of credit.

Many businesses like ChoiccPoint make money by selling consumer information. They gather
this information from public records such as motor vehicle records, home purchases, and
criminal convictions. Alaskans value their privacy. Companies that profit from trading
financial and personal information need to protect that information.

Representative Le* Ca-, Representative John Coghiil
State Capitol, Room i* State Capitol, Room 2.
Juneau. AK 99801 Juneau, AK 99801

(907)463-2647 (907)465-3719
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Sectional Analysis
HB 226 - Personal Infornvtion Breach / Security Freeze

Section 1 Establishes Chapter 48 - Information Security under AS 45.
Article 1. Breach at’Security Involving Personal Information.

¢ Sec. 45.48.011). A business must notify Alaskans of any breach of security that
compromises a their personal information.

Sec. 45.48.020 - 45.48.060. The business may notify people of a breach by email or
written documentation. These disclosures may be delayed if it would compromise
a Dept, of Law investigation. An exception is made for employ es or agents of a
business who vie v personal information if they do not use that information for

purposes unrelated to the business.

¢ Sec. 45.48.070. A person has the right to civil legal action if any part of
AS 45.48.010 - 45.48.090 is violated.

3 Sec. 48.45.090. Definitions.

Article 2. Security Freeze.

¢ Sec. 45.48.100. A consumer may freeze part or all of their credit repo-t
information.

¢  Sec. 45.48.110 - 45.48.120. To place a security freeze a person must notify credit
reporting agencies by certified mail. The reporting agency is then required to
place the freeze within 5 days after receiving the request and send a written
confirmation of the security freeze within 10 days. A personal identification
number or password must accompany this written confirmation for the consumer
to use when authorizing the release of their credit report.

¢ Sec. 45.48.130. Once a security freeze is in place a consumer may contact a
credit reporting agency to release their credit information to a specific third party.
The consumer must provide proper identification, the password or number

January-May: State Capitol « Juneau, AK. 99801-1182 « (907) 465-2647 « Fax (907) 465-3:48
June-Deceinber: 716 V*. 4th Avenue * Anchorage, AK 99501* (907) 269-0106* Fax (907) 269-0109
Representativc_Les_Gara@legis.state.ak.i.



provided under ihe previous section, and information to identify the party to allow
access to. The reporting agency must comply with a consumer’s request within 3
da's. Once a security freeze is in place, a credit reporting agency may not release
a crt Jit report without prior authorization.

¢ Sec. 45.48.140 - 45.48,150. Ifa consumer requests a security freeze, the credit
reporting agency must disclose the process to the consumer. A credit reporting
:jency mus’ remove a security freeze within 3 days if the consumer requests it.

¢  Sec. 45.48.160. Credit reporting agencies may not charge mere than $10 to place
i security freeze or more than $12 to allow access for a specific period of time.

¢  Sec. 45.48.170 - 45.48.180. A credit reporting agency may require additional
information from the consumer only when needed to reasonably identify the
consumer. During a security freeze a credit reporting agency may not change
information in a consumer’s file without sending confirmation to the consumer.

< See. 45.48.190. A person who suffers damages as a result of AS 45.48.100 -
45.48.290 may bring about a court action and recover damages. A person who
knowingly violates these sections is a’so liable in a class action suit.

¢ Sic. 45.48.270. Certain reports are not covered by AS 45.48.100 - 45.48.290.
These reports include:

0 Reports that contain only information about transactions between the
consumer and the person making the report,

o Reports that are internal commimications within the organization that is
making the report as long as the consumer is informed that this
information may be communicated,

0 Reports of an authorization or approval of a specific extension of credit,

o Reports that contain only information about a person’s decision
whether to extend credit if the person is informed where

0 Reports that contain only general information such as character,
reputation, pi sonal characteristics gained from personal interviews,

0 Reports that contain credit information to be used only for a commercial

purpose.

¢ Sec. 45.48.280. Certain uses of credit reports are exempted from the provisions
of AS.45.48.100 - 45.48.290. These include use by the Dept of Health and Social
Services when investigating fraud, use by the D' pt. of Revenue when investigating
or collecting delinquent taxes, and use by a state or municipal agency that
establishes and enforces child support obligations.

¢  Sec. 45.48.290. Definitions.

Article 3. General Provisions.

¢ Sec. 45.48.300. If any provision of AS 45.48 conflicts with federal law, the
provision does not apply to the extent of the conflict.
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April 4th, 2005

AKPIRG Statement of Support for:

HB 226 / SB 148: Personal Information Breach / Security Freeze

The Alaska Public Interest Research Group (AKPIRG) an Alaska membership organization dedicated lo
protecting consumers, urgeXquick passage of HI3226 / SB 148 These bills arc an appropriate response
to the ChoicePoint Inc. security breach that occurred in February. Consumers across the nation were
alarmed to find out that nearly 150,000 people across the nation had their personal information siolen
and were at high risk for identity theft Yet only California had laws on the hooks that mandated

ChoicePoint Inc. to notify those who fell victim.

The total included some 251 Alaskans. This hill will help better protect those individuals and all
Alaskans if and when a similar security breach occurs in the future

HB 226 / SB 148 are based on two provisions in California 'aw

hirst, the bills require that any business that collects this personal customer information as part of their
business must notify consumers if the security of that information is compromised This common sense
step will make sure that companies like Choicepoint Inc. will disclose when consumers are at risk

When a consumer's personal information has been compromised, that person should be able to block
access to credit reports and credit scores Blocking access to a credit report prevents an identity thief
from fraudulently opening new lines of credit in his or her name, one of the many dangers of identity

theft.

The second section of the bills contains this “security freeze” provision. The three credit reporting
agencies - Experian, F.quifax and TransUnion - act as consumer financial information clearinghouses
The security freeze provision allows consume s to prevent the clearinghouses from sharing their
information. Without access to a consumer's credit report, an identity thief will not be able to open a
new account The provision will allow a consumer to regulate who will receive a copy of their cicdi;
report The security freeze provision allows consumers to use an access code to release their report to a

company wishing to extend a line of credit

Any company that makes a profit from trading financial and personal information has the responsibility
to protect that information. HB 226 1SB 148 have strong measures that the Alaska Legislature can cnacl
to bettn protect consumers. We urge you to pass HB 226 / SB 148

Stevecreiny, AKPIRG Executive Director
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April 12,2005

The Honorable Tom Anderson

Chair, House Labor and Commerce Commincc
Alaska House of Representatives

State Capitol, Room 408

Juneau, AK 99801-1182

RE: H.B. 226-Request for Amendments

Dear Chairman Anderson:

| write on behalfofthe Information Technology Association of America (ITAA), representing over 400
companies in the information technology (IT) industry - the enablers of the information economy. Oui
members, located throughout the United States, range from the smallest IT start-ups to industry leaders in the
custom s ftware. services, systems integration, hardware, telecommunications, Internet, and computer

consulting fields.

We share your commitment to addrers'ng security breaches that harm people. Recently, ITAA announced a
six-point strategy (enclosed) to enhance the privacy and security of consumer data. ITAA also called for all
involved in assuring the privacy of consumer records, including government agencies, the financial services
industry, data aggregators and other technology firms, to work together in implementing the strategy.

While we pursue our pro-active strategy to bring business and government together on solutions, we are also
addressing the many state legislative proposals that have been advanced. Many, like H.B. 226, have sound
foundations, but include some provisions that are harmful to electronic commerce and data storage, without

commensurate benefits to consumers.

With respect, we would like to recommend the following changes to H.B. 226 in order to maintain its value, but
eliminate the potential for harm.

I. Focus on Potentially Harmful Security Breach

First and foremost, it is important to focus on those security breaches which present real harm or the potential of
harm to consumers. Because some, but certainly not all, incidents of security breach are important, it would be
counterproductive to treat inconsequential breaches with the same weight as those which represent harm or
potential har i to the consumer. There are even documented cases of “false alarms” where student pranksters
claimed to have rffected a breach, but were later found to be lying. Therefore, employing a mechanism to
distinguish among important, inconsequential or even

Information Technology Association of America
14G1 Wilson Blvd - Suite 1100. Arlington, Virginia 22209-2318 *  Phone: (703) 522-5055 Fax: (703) 525-2279
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The Honorable Tom Anderson
April 12,2005

Page: 2
fictitious breaches is crucial to sustaining the public’s respect for such notices. We recommend thM H.B. 226
be amended to provide for such a mechanism.

I1. Clarification of “Information Securii. i0licy” Safe Harbor

In order to avoid confusion, the meaning of “information security policy” needs clarification. Most companies
and entities describe their security practices within their overall privacy policies. Therefore, the bill should be

amended as follows:

“A person...maintains for the business disclosure procedures as part ofan information privacy or
security policy for the treatment of personal information

I11. Removal of “E-Sign” Requirement (opt-in) from ability to provide Electronic Notice

H.B. 226 allows for notice to be provided electronically “if the notice provided is consistent with the provisions
regarding electronic records and signatures set forth in 15 U.S.C. Sec 7001.” While there is a current legal
debate as to whether the scope of this E-Sign provision includes government transactions, it certainly ¢ vers
private transactions, and as such, presents entities who wish to provide notice electronically with significant

compliance hurdles.

For example, a government agency or private entity with 1 million email addresses could not use them to send
electronic notice until it first determined whether doing so is “consistent” with the federal act. If the act does
not apply at all, consistency will exist. Ifthe act docs apply, then the agency or entity could not send electronic
notice of the security breach (or even make recorded telephone calls), until itfirst provided detailed disclosures
about electronic notices generally and also obtained the consent of the consumer to receive electronic notices

This not only delays notice of the security breach but effectively eliminates the ability of the agency or entity to
send electronic notice at all. Absent the ability to send or use electronic notice, the agency/entity must send
written notice, but it may not have regular mailing addresses and mailing costs can be prohibitive. Otherwise,
the agency/entity could give “substitute notice,” but that requires use of “major statewide media,” which
increases the likelihood of additional fraud by criminals or phishers posing to be representatives of the entity
providing notice. Striking the “E-Sign” requirement will ensure that private communication is facilitated

bv this bill, not impeded.
IV. Removal of Private Right of Action

Given the abundance of frivolous civil litigation in the United States, we strong'y recommend that this
legislation feature an alternative enforcement mechanism to penalise those who recklessly disregard the
requirements of this act and whose actions result in demonstrab!, harm to individuals. \We request that the bill’s
provisions establishing a private right of action against security breaches be deleted.

Thank you for your time and attention to this critical issue.

Harris N. Miller
President, ITAA

Information Technology Association of America
1401 Wilson Blvd. - Suite 1100, Arlington. Virginia 22209-2318 =&  Phone: (703) 522-5055 Fax: (703) 525-2279
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For Immediate Release
March 23,2005

Contact: Bob Cohen, 703-284-5301, hcohen@itaa.org
Charlie Greenwald, 703-284 5305, cgreenwald@itaa.org

ITAA Calb for More Law Enforcement Resources, Inter-Industry Action to Fight Data
Breaches

Arlington, VA, - The Informal.on Technology Association of America (ITAA) today announced a six-
point strategy to enhance the privacy and security ofconsumer data. ITAA also called for all involved in
assuring the privacy ofconsum records, including government agencies, the financial services industry,
data aggregators and other technology firms, to work togetherin implementing the strategy.

ITAA's plan focuses on three areas: improving law enforcement powers and capabilities to focus on the
lawhreakers, reducing the number o foreaches; and notifying affected individuals in the event personal
data are improperly disclosed or obtained.

"Consumers should not have to worry about their information getting into the hands of identity thieves
and other criminals," said ITAA President Hams N. Miller. "People have areasonable expectation that
information they disclose on a credit application or for other purposes will be treated responsibly and that
their right to privacy will be protected.

"More emphasis on law enforcement is a key element of this battle because the criminals involved must
bt identified, prosecuted and punished." Miller continued. "Industry must also step up to the plate. We
call on all stakeholders to work together to address this growing problem in a manner that meets and even
exceeds society's privacy and security expectations while preserving the efficiency and productivity of
electronic records. Custodians of data, government and individuals all have a share ofthe responsibility
in protecting personally identifiable information and other sensitive data and assuring its appropriate use."

The six points o f the strategy include the following:

A reasonable and effective national breach notification law applicable to credit reporting agencies as
well as other data custodians;

« Such anational law must meet several objectives: estak'sh a clear definition o f what constitutes
a breach; specify means and methods o f notification; ideuufy the level of detailed information to
be provided; describe special exceptions and conditions where notification is not provided (as in
national security matters); take into account technological approaches to protect data, such as data
encryption; assure that the financial risks o fnon-compliance ourweigh the costs of compliance;
and preempt state laws and eliminate state-to-state disparities.

A national law enforcement strategy that reinforces prosecutors' tools and increases penaltiesfor
individuals who engage in illegally obtaining consumer records, whether electronically or by other

deceptive acts,


mailto:hcohen@itaa.org
mailto:cgreenwald@itaa.org
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« Asingle national law enforcement agency should serve as the primary focus for combating
identity theft. This will facilitate closer, systematic cooperation between law enforcement and
the financial services and consumer data industries. The rapid exchange of information in real
time concerning suspicious activity will help apprehend identify thieves. Similarly, consumers
need asingle point ofcontact for reporting incidents and clearing theit records. The current
patchwork oflaw enforcement response gives identity criminals extra time to commit their frauds

and conftises consumers.
Stronger inJustly-law enforcement cooperation;

« Aseriesofregional meetings between industry executives and federal, state and local law
enforcement would also enhance cooperation between industry and law enforcement to prevent
and react to identity theft incidents. Those meetings should be designed to culminate in a body of
specific policy recommendations and best practices.

Additional resourcesfo rfederal, state and local law enforcement tofocus on identity thieves:

* Additional resources at all levels of law enforcement are necessary to support investigation o f
identity theft incidents as well as apprehension o fsuspects. This additional funding should also
support training in identity theft investigations and cooperation with corporations or other
industry entities.

Accelerated development and adoption by data aggregators f information security process and methods
as wellas new technology tools tofo il perpetrators and catch offenders:

- Arobustand meanmgfi’' information security policy is the first line of defense for any
organization seeking to assure the confidentiality o felectronic records. Promising technologies
can improve the identity management process and thereby mitigate the hsks o f identity theft.
Improvements in areas like authentication, credentialing, vetting and issuance must be explored to
deter individuals considering identity theft, to block attempts in progress and to prevent breaches
in the future. Prevcntarive steps must recognize that identity theft is both an external and an
internal threat. To the extent that breaches do occur, mechanisms must also be put in place to re-
establish data integrity.

A coordinated inter-industry effort to establish a consensus set o fbestpractices, policy standards,
solutions and education;

« A national conference attended by high-level representatives of all industry stakeholders should
be held to produce an agreement to develop and pursue ajoint strategy to fight identity theft and
associated breaches ofprivate data

The Information Technology Association of America (ITAA) provides global public policy, business
networking, and national leadership to promote the continued rapid growth ofthe IT industry. ITAA
consists ofover 380 corporate members throughout the U.S. The Association plays the leading /ole in
issues of IT industry concern including information security, taxes and finance policy, digital intellectual
property protection, telecommunications competition, workforce and education, immigration, online
privacy and consumer protection, government IT procurement, human resources and e-commerce policy.
ITAA members range from the smallest IT stan-ups to industry leaders in the Internet, software, IT
services, ASP, digital content, systems integration, telecommunications, and enterprise solution fields.
Formore information visit www,itaa.org. JTAA is secretariat o f the World Information Technology and
Services Alliance, consisting of 65 IT trade associations around the world.
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March 3, 2005

Representative Lcs Gara
State Capitol, Room 418
Juneau. AK 99801-1182
Fax:907-465-3518

Dear Representative Gara:

This letter is in response to your inquiry about state level consume/ protections against identity
theft.

In December 2003, Congress passed the Fair and Accurate Credit Transactions Act (FACT Act).
With the FACT Act, Congress significantly amended the Fair Credit Reporting Act (FCRA),
which provides consumer protections regarding the use, accuracy, and privacy of consumer
credit reports. Through its passage, the financial industry won its primary goal: permanent
preemption of stronger state credit and privacy laws in several, but Importantly, not all. areas.

In the wake of the ChoicePoint Inc. security breach, mandatory notification is .in available and
advisable step for states to take to protect consumers. A state law requiring companies to notify
consumers about a security breach should not be preempted by the federal Fair Credit Reporting
Act. Currently, California is the only state with mandatory notification, but several other states
are considering legislation including Connecticut. Georgia, Illinois, Massachusetts, and Texas.

It is imperative that consumers' personal, sensitive information be protected and we urge you to
enact mandatory notification. There are many other important consumer protections set forth in:
712 Clean Credit and Identity Theft Protection Act: Model State Laws, which we produced along
with Consumers Union. 1 would be happy to provide you with a copy of those model laws if

AKPIRG has not already done so.

I would be happy to answer any questions that you and your colleagues in the Alaska Legislature
may have. Thank you for your time and interest in this matter.

Sincerely, Xi

Kerry Smith
Senior Consumer Attorney


mailto:ksmith@pirg.org
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Identity thieves may have hit Alaska

CHOICEPOINT: Inform ation clearinghouse breach could have compromised privacy of
251.

By RICHARD RICHTMYEP
Anchorage Daily News

(Published: February 24, 2005)

Identity thieves who scammed information clearinghouse ChoicePoint Inc. may have obtained the
personal information -- including names, addresses and Social Security numbers -- of 251

Alaskans.

The security breach, which ChoicePoint has known about since last fall but made public only this
month, involves more than 145,000 consumers nationwide, the company said.

The scope of the fraud and the lapse in ChoicePoint's security underscore how vulnerable
consumers are and highlight weaknesses in Alaska laws t protect against' Entity theft, said Steve

Cleary, executive director of the Alaska Public Interest Research Group.

State lawmakers are considering toughening identity-theft p. nalties. Cleary's group is urging them
to go even further to help Alaskans guard against being ripped off when their personal information

falls into the wrong hands.

ChoicePoint is sending letters to all the affected consumers, notifying them they n ay be at risk.
They should all be delivered within 10 days, said Chuck Jones, a spokesman for the Georgia-based

company.

The company will offer affected consumers free credit reports and credit-monitoring service for a
year, and it is setting up a single point of contact where they can place security alerts on their
credit files maintained by ail three major credit reporting companies: Experian, Trans-Union and

Equifax, Jones said.

Identity theft occurs when someone steals yoir personal information, such as a Social Security
number and date of birth, and uses it to commit fraud.

There has been one confirmed case of ident<W theft resulting from the incident, and Jones said
investigators have determined that the suspects have tried to defraud at least 750 others. He
would not say where they live, referring specific questions about the investigation to officials at the
Los Angeles County Sheriff's Department, >"ho did not return phone calls Wednesday.

ChoicePoint was formed in 1997 as a spin-off of Equifax. It makes money by selling information in
its massive database of personal information to a wide range of businesses, including corporations
conducting pre-employment background checks and insurance companier assessing the risk of

potential clients.

The company discovered last fall that it had opened up portions of its database to scam artists in
the Los Angeles area who were posing as legitimate businesses. ChoicePoint alerted the county
sheriffs department, which began an investigation. It delayed notifying consumers at the request

http://www.adn.com/money/v-printer/story/6206810p-6080771c.html 212412005
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of authorities, who didn't want to jeopardize their investigation, Jones said.

News of the security breach broke last week as some 35,000 Californians began receiving
notification that their personal Information might have been compromised. That is the only st te
that requires such notification, according to the U.S. Public interest Research Group.

The company began notifying the rest of the affected consumers after the attorneys general of
dozens of other states, including Alaska, jointly sent a letter to ChoicePoint's top lawyer demanding

that the company notify potential victims in their states as well.

Jones said the company initially notified Californians only because it thought the fraud had been
isolated to that state, not because of the state law requiring it to do so.

AKPIRG's Cleary didn't buy that argument. "It just doesnt seem plausible,” he said.

State lawmakKers this session already are considering a bill that would ma“”e identity theft in Alaska
a felony rather than a misdemeanor offense.

AKPIRG is urging them to add two measures to that bill that would protect Alaskans against
identity theft if a security breach similar to the one that happened at ChoicePoint happens again,

Cleary said.

The group has submitted legislation, modeled on other state laws, to members of the House
Judiciary Committee, which is working on the identity-theft bill.

It would require companies that keep personal information on file to notify consumers if it knows
their information is at risk of being comoromised, similar to the requirement in California's law. It
also would ?.llow consumers more control over who can access their credit reports, which the group
said is similar to laws in California, Louisiana, Texas and Vermont.

Staff members for Rep. Tom Anderson, R-Anchorage and the bill's sponsor, and Judiciary
Committee chairwoman Lesil McGuire, R-Anchorage, said they hadn't had a chance to review
AKPIRG's proposal, which they received Wednesday miming, and couldn’t comment on its merits.

Daily News reporter Richard Richtmyer can be reached at rrichtmye_r@adn.com or 257-4344.

Identity crisis?

If you think you might be a victim of identity theft, the best way to check is to look at your credit
report.

» Arecent change in federal laws requires that each of the major credit reporting bureaus provide
free of charge one credit report per year to any consumer who asks for it. They're available at

www.annualcreditreport.com. or by phone, toll-free, at 1-R77-322-8228.

« A quick review of your credit reporc will enable you to detect fraudulent credit-card accounts and
loans taken out by identity thieves. It you find something amiss c.i any one of the three reports,
contact the credit reporting bureau and place a security aiert on your file. That will warn the
bureaus to look for fraudulent credit applications submitted in your name and require lenders to

contact you personally before extending any credit.

http:/lwww.adn.com/money/v-printer/story/6206810p-6080771c.html 212412 QJ
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» Here are tne toll-free numbers of the major ciadit reporting bureaus to call if you suspent you're
an identity theft victim: Equifax: 1-800-525-6285 Experian: 1-888-397-3742 Transllnion. i-800-

680-7289

The article "14 tips, to avoid identity theft" is by reformed con artist Frank W Abaonale, subject of
the movie "Catch Me If You Can."

This Federal Trade Commissipn..page has more advice for consumers looking to avoid identity theft.

Print Page |  Close Window |
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Law Requires ChoicePoint To Disclose Fraud

An identity-theft ring gained access to 145,000 consumer records held by ChoicePoint, which later
notified consumers as required under California law SB-1386.

By Thomas Claburn, InformationWeek

Feb. 17.2005 _ o _
URL: htlp:/lwww .informationweek.com/story/showArticle.jhtm[?articlelD=60401882

In its privacy statement, data-aggregation company ChoicePoint Inc. says that it is "dedicated to protecting the
privacy of individuals,” which includes "strict standards regarding the use and dissemination of personal

information."

Yet such dedication is only exceeded by the determination of identity thieves who, h/ setting up some 50 fictitious
businesses, duped the company into granting them access to 145,000 consumer-datu profiles it maintains among its

store of rou.’hly 19 billion public recor !s.

In Los Angeles County Superior Court last week, a Nigerian national who participated in the identity-theft scheme
was sentenced to 16 months in state prison. ChoiccPoint was alerted of the breach last October. But some 35,000
California consumers didn't realize they were potential victims until they received a letter about the breach from

ChoiccPoint last week, per California law.

Disclosure of the incident was required under California's SB-1386, which took effect July 1, 2003. According to
the law, any state agency, person, or business that does business in California and owns or licenses electronic data
that includes personal information, is required to disclose any data security breach to California residents whose
unencrypted personal information may have been accessed by an unauthorized person.

While the extern <f the fraud arising from the incident may not be known for months, ChoiccPoint said it would
send out 110,600 more notifications to individuals outside California.

"That's certainly good practice and most responsible companies are going to do that, if no other reason than of
mitigating any damages that might result,” says Kevin Lyles, partner in the privacy practice at law firm Jone; Day.
Lyles says another privacy-related law. the Health Insurance Portability and Accountability Act, requires
organizations to mitigate any damages as a result of security breaches, and there are similar provisions in the

Gramm-Leach-Bliley law.

(Jail Hillebrand, senior attorney for Consumers Union, a nonprofit testing and information organization that
publishes Consumer Reports, suggests such provisions aren't enough. "This is a reminder to all consumers how
insecure our personal financial information is when it's held by someone else who makes their own decisions about
how much to spend on security,” she says. "It highlights the need for consumers to have additional rights to protect

themselves, particular!) the need for state security freeze laws."
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Asecurity freeze lets a consumer prevent people or businesses from accessing a credit reports for the purpose of
granting credit. In turn, it prevents identity thieves from accessing a credit report.

Currently, Hillebrand says, freeze laws are being considered in 11 states: Colorado, Connecticut, Hawaii, Illinois,
Indiana. Maine, Maryland, Massachusetts, Oregon, Utah, and Washington. California, Louisiana, Texas, and
Vermont already have passed some form of freeze law.

Consumers Union is pushing for federal laws that would require all companies to inform customers nationwide of
data breaches. "We think that will help consumers to protect themselves but also will create a business
environment that encourages more investment in security,” savs Hillebrand. Massachusetts already has a disclosure

provision similar to California's, and Illinois may be next.

Yet many oppose a legislative approach to the problem. California state Sen. Debra Bowen's effort last year to
expand the data-breach notification requirement to cover disclosures of data in any form, not just electronic data,
was voted down amid lobbying by business grot ps such as the California Chamber of Commerce and the

American Electronics Association.

Quinn Jalli, director of privacy and Internet service provider relations at E-marketing company Digital Impact Inc..
says that that while data breaches often lead to calls for federal legislation, companies such as ChoicePoint already
have a strong incentive to protect their data. "As we saw with spam, legislation is not going to solve the problem,"”

Jalli says.

"This obviously means companies need to do a betterjob with their information security,” Lyles says. "But having
a '.aw that says to do that doesn't really help. The problem is t. chnology, and the ability of hackers is moving faster
than some companies can move to keep information secure.”

Laws don't dictate what companies need to do from a security standpoint, Lyles says. "Almost all the laws that I’'ve
seen just say you'll take reasonable security precautions,” he explains. "It very well could be that ChoicePoint was
using reasonable precautions and that wasnt good enough. The real key is what you do after it. And I think the

lesson here for companies is if you have a breach you know about, whether you have a (disclosure) law in the state

or not, you ought to let individuals know."
ChoiccPoint could not be reached for comment regarding the data breach.
Last year according to the Federal Trade Commission, consumers reported fraud losses of more than $547 million.

Internet-related fraud accounted for 53% of all reported fraud complaints. According to the Better Business
Bureau, 9.3 million Americans were victims of identity-theft fraud in 2004.

Copyright © 2004 CMP Media LLC
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D ata m erchants

have your num bers
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NEW YORK — Privacy advo-
cateshave long complained about
scant regulation of the data-bro-
kering companies that traffic in
dossiers on almost every adult
American.

But barely anyone paid atten-
tio a

That's cliangbg after disclo-
sures by two ofthe largest such
businesses, ChoicePoint Inc. and
LexisN exis, that intruders
sneaked into the com panies’data-
bases and gJned access to
dossiers on more than 170,000
Americans, at least 750 o fwhom
had their identities stolea

The cases, along with word
from Bank ofAmerica thatit lost
com puter tapes containing data
on L2 m illion federal employees,
raises the question of what con-
sumers can do to protect their
personalinform atioa

The answer Not much.

Even the most basic report
from a company like LexisN exis,
w hich announced this week that
dossiers on 32,000 Americans
m ay have been illegally accessed
by crim inals, includes an individ -
uals address and Social Security
number — enough inform ation
for identity thieves to open a
creditcard account

Everyone from landlords
screening tenants to insurance
companies weighing a drivers’
risk to hum an resources depart-
ments wondering if job appli-
cants are ex-felons can buy such
data.

Businesses that can see your
Social Security number include
companies that send unsolicited
m ail. The DirectM arketing Asso-
ciatir>n«avs rh m arketers iise So-
cial bo nu numbers to rsakc

sure they're sending m ail to the
correctindiyidual. .
Ue'n \/ssir-
.C
VWhen an Associated Press re-
porter ordered a LexisNexis re-
port this week, providing her
name and address, it came back
w ith hercom plete Social Security

number.

Data brokers com pile these

| 11

reports largely by gathering pub-
lic records.

“You can'toptoutfrom allthe
public records,” said Evan Hen-
dricks, author of "Credit Scores
and CreditReports.” Public infor-
m ation available to tiie data bro-

kers includes som e drivers
records and property records.

The companies have “opt-out
options” to be removed from
some databases, said Hendricks,
but “you don’'t know how to opt
out if you've never heard o f the
companybefore.The currentsys-
tem puts the burden on the indi-
vidual to discover the system,
understand how it works and
know whatyou have to da”

The largest publicly traded
U.S.-based data-brokering com -
panies are Acxiom Corp, which
had $1 billion in sales in its 2004
fiscal year and ChoicePoint Inc,
w hich had sales o f$7957 m llio a
(Both made some money from
businesses otherthan selling data
— Acxiom had saleso f$778.1 m il-
lion in fiscal 2004 in its services
division, which helps companies
manage and mine their own
data).

Another large data broker,
LexisNexis,is owned by London-
based Reed Elsevier PLC. Rev-
enues at LexisNexis’' Seisint
division, w hich suffered the secu-
rity breach, were up 40 percent
last year to $120 m illioa accord-
ing to Reed Elsevier.

The companies are some-
times called data aggregxors be-
cause they pullinfonnauon from
a variety ofsources and package
it in easy-tc -digestdossiers.

Acxiom gets data from phone
books, directory service, voter
registrations,county assessorand
recorder inform ation question-
naires, warranty cards, catalog
buyer behavior and product reg-
istration, according to its annual
report

ChoicePointsays it has access

more than 19 billion publc
records, including m otor vehicle
reports, police reports, license
and deed transfers and m ilitary
records. It has boughtcom panies
w ith databases of bankruptcies,

civil judgments and federal and

state tax liens.

NAtion
Adoption system

By DAVID CRARY
THE ASSOOIATED PRESS

NEW YORK— The backlog of

children Jlanguishing in foster
care could be sharply reduced if
state agencies were more friend-
ly and helpfulto prospective par-
ents asking about adoptions,
according to a new report which
says fewer than one of16 adults
who make initial inquiries actu-
ally ends up adopting.

The vast m ajority give up
“not because they don't want to,
but apparently because they de-
cide not to deal with a system
they perceive as too frustrating,
bureaucratic and just plain un-
friend'v” the Evan B. Donaldson
Adopuon Institute says.

The report urges state agen-
cies to setup hotlines staffed by
w ell-trained employees who
provide callers w ith im m ediate,
encouraging responses.
Throughout the process, state
employees should strive to avoid
alienating applicants, be cordial
in broaching the issue of back-
ground <checks, and provide
clear inform ation, it said.

A preliminary version of the
report circulated among adop-
tion professionals last year, and
already has had an impact. Barb
Holtan, director ofa new federal
initiative called AdoptUuSKids,
said the findings prom pted her
program to form state recruit-
ment response teams with the
goal of providing “basic good
customer services” to prospec-
tive parents.

“We recruit and recruit (par-
ents). and then when people call
they're treated less than enthusi-
astically," she said Friday.

The report's lead researcher,
headed

(e ff Katz, form erly

Treacgdicnwatenle
There is a backlog ofchildren

w aiting to be adopted and only
3.6 percentofadults who begin
the adoption process succeed

in adopting a child. Mostjf those
adopting children are already

relatives orfoster parents.
Months children awaiting ado
heen In continuous foster car

Each hlock is one month
Number of children In hold

Less than a month 533

Oct.'97 Jan 1998 Jar 1899 Jan 201

Those waiting

Ages Racial makeup
B I 2% K370

16-18  11-  Other Hispanic

SOURCE: Department ot Health and Human J

Rhode Island’'s state adoption
agency. He and his colleagues
surveyed more than 40 states,
analyzed federal data and con-
ducted interview s in Boston, M i-
amiand San Jose, C alif.

“To me, it's shocking," Katz
said in a telephone interview .
"There are kids in foster care
saying, 'No one wants me’ and
there are parents who want to
adopt saying, 'W hy doesn't any-

one return my calls?™
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LexisNexis Says Thieves May Have Taken Data on Consumers

By TOM ZELLER Jr.

n yet another apparent theft of consumers' personal data, the LexisNexis Group, a major compiler of legal and
nsumer information, said today that abou’ 30,000 of its records - including names, addresses and Social
curity numbers of individuals - may have fal'en into the hands of thieves.

The announcement follows the recent disclosure several other cases of the loss or uieft of consumer data.
ChoiccPoint, another leading data broker, said last month that it had inadvertently sold the records of more than
140,000 individuals to con artists. And Bank of America said more recently that backup computer tapes
containing information on more than a mill in of its customers had been lost.

The Federal Bureau of Investigation ana the Treasury Department are investigating the LexisNexis incident,
people close to the inquiry said. The concern in such cases is that criminals can use the information to open credit
card accounts in other people's names or engage in various other forms of so-called identity theft.

The LexisNexis breach is almost certain to accelerate calls from privacy advocates and state and federal officials
for greater scrutiny of the companies that buy, store and sell consumer data. The issue will be taken up on
Thursday in a hearing before the Senate Banking, Housing and Urban Affairs Committee, and next Tuesday at a
similar hearing before the House Energy and Commerce Committee.

"I personally see no socially redeeming value in anyone ha\ ;ng the right to give away and sell my personal
information unless | approve it," the chairman of the House Energy and Commerce Committee, Representative

Joe Barton, Republican of Texas, said today.

"Under current law these companies have a legal right to package it and do almost anything they want to do with
it," Mr. Barton said. "l just think that's fundamentally wrong. And in the Internet age, it's dangerous."

Some other lawmakers exp essed similar sentiments.

"We need to think proactively and treat these data troves with the same level of care and protection that we would
any other valuables,”" Senator Patrick Leahy, Democrat ol Vermont, wrote in an e-mail statement. On behalf of the
Senate Judiciary Committee, Mr. Leahy is scheduled to testify before the Senate Banking Committee hearing this
afternoon. "Our peace of mind, our economy and even our nation's security depend on it," he wrote. The Judiciary

Committee also plans to conduct hearings on the issue soon.

As it is, the industry is governed by a hodgepodge of state and federal laws. Critics have argued that because those
laws are often at ~dds and sufficiently ill-defined, the rules permit companies like Choic”oint and LexisNexis to
police themselves as they market consumer data to insurance agencies, background screeners, private detectives,
law firms and even the federal government.

Some control is provided by the federal Gramm-Leach-Bliley Act of 1999, which governs the use of personal
information maintained by financial institutions. And the Fair Credit Reporting Act of 1970, along with its 2003
amended version, the Fair and Accurate Credit Transactions Act, establishes rules for gaining access to and

disseminating consumer reports.
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But it has been a matter of debate over how those rules apply to vast information warehouses like ChoiccPoint and
LexisNexis, which provide a blend of both public and private information, only some of which is of interest to
identity thieves. The information services industry has lobbied hard in the past to stall legislation that would put
curbs on the kinds of information that can be peddled and to whom. But the succession of large-scale breaches,
and the sheer number of consumers being affected by each new incident, will mrke it harder for the industry to

resist some sort of legislative yoke.

"This is going to be hotly fought by people who are gathering and packaging this information,”" Mr. Barton said.
"But | don't see why you have to have Social Security numbers available that are really extraneous to the product

at hand."

Several new bills have been introduced in Congress to address the growing problem of consumer privacy,
including three submitted in January by Senator Dianne Feinstein, Democrat of California. Mr. Barton has said
that he and colleagues from both sides of the aisle have been discussing possible legislative approaches. Senator
Charles E. Schumer, Democrat of New York, who chastised another data compiler, WestLaw, in February for
making sensitive information like Social Security numbers to easily available, said he plans to introduce

legislation next week.

"If we do nothing, identity theft is going to go through the roof,” Mr. Schumer said today, "it really means we
should get on the stick and do something here. We're in the wild west where companies can do anything they

want."

LexisNexis and its patent company in London, the publishing and information services giant Reed E! evier, said
the recent breach involved databases acquired last July through the $775 million purchase of Seisint, a Florida-

based compiler of consumer background and asset information.

Seisint has two main products: Accurint, a service for locating people and determining their financial assets, and
Securint, a background screening service. LexisNexis has been in the process of folding those Seisint databases

into its fleet of legal, r.ews and consumer data archives.

Exactly how thieves gained access to the Seisint databases remains murky. Lexi Nexis said that the bieach was
discovered as part of "an ongoing extensive review of the verification, authorization and security procedures and
policies” and t'mt it appeared to have occurred well after the Seisint acquisition. The company also said it has been
asked by law enforcement officials investigating the matter not to reveal too many details of the crime.

But Kurt Sanford, the chief executive for corporate and federal markets at LexisNexis, which is based in Dayton,
Ohio, emphasized that the company's own computer systems did not appear to have been broken into by hackers.
Instead, Mr. Sanford said, it appeared that thieves were able to gain access to the log-in names and passwords
used by what he described as a handful of legitimate subscribers to the Seisint databases.

Mr. Sanford would not comment on whether the passwords were somehow stolen by hackers breaking into those
customers' computers or compromised by less technical means. But once they logged in, the thieves were able to
sift through a trove of consumer data without being detected until the legitimate subscribers were billed for their

monthly activity.

In early February, Mr. Sanford said, those customers notified LexisNexis of odu activity on their bills. The
company took about two weeks to investigate the billing questions, Mr. Sanford said, and then notified law
enforcement officials when it became clear that a breach had been made. Reed Elsevier disclosed the breach in a

public announcement this morning in London.
The timing is of particular interest in the wake cf the breach at ChoiccPoint, which has been criticized for

delaying notification of the 145,000 affected consumers for more than five months. In that case, the company
learned that it had been fooled by thieves posing as legitimate subscribers to its service in late September of last

http://lwww.nytimes.com/2005/03/09/technology/10cnd-data.htmr?pagewanted=print&pos'tion= 3/14/2005
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year. Law enforcement officials wjre notified, and they asked the company to delay a public announcement until
Jan. 1 But ChoiccPoint did not publicly disclose the breach until mid-February.

LexisNexis says :t plans to begin sending letters to the 30,000 affected consumers in the next few days, similar to
the notification process that ChoiccPoint recently completed. More than one-third af the people whose data was
compromised in the LexisNexis case appear to reside in California, according to a state-by-state breakdown
provided by the company. Massachusetts, New York, Florida and Texas were also heavily hit.

All 30,000 consumers wili be offered free credit monitoring for one year, according to Mr. Sanford. ChoicePoint
made a similar gesture in notification letters that it mailed out in the wake of the security breach there.

But privacy advocates argue that such gestures are not commensurate with the damage such security breaches can
bring to consumers' lives.

‘Thieves will just pul this stuff on the shelf until the heat is off," said Beth Givens, the director of the Privacy

Rights Clearinghouse, a consumer advocacy group in San Diego. "They know that there is increased scrutiny of
these individuals at this time, and if they read the newspapers, they know that ChoicePoint and Lexis have

purchased credit monitoring for one year," Ms. Givens sJd.

"They need to tell these individuals that they need to be monitoring their credit for the rest of their lives."
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A March 6 Outlook information hox on credit reports created confusion for some Maryland readers. As the box

stated existing state law makes Marylanders eligib'e for a free repod annually Bui unlil Sept. 1, they are not eligible

under a new federal credit law that mandates free ieports for all slates So until that date. Maryland residents must

contact th» three nvjor credit bureaus directly rather than using the all-ir.-one phone number and Web te set up .
under tho federal program Some readers also reported frustration with using the companies' automated phone Wh en It
systems. A muie detailed guide lor navigalmg them wul appear in Sunday's Oul.ook section.

When Your Identity Is Their Commodity comes to
By Evan Hendricks pub“c
spending,

So you think it's your personal information? That's not the viewpoint of the mega-
companies compiling and selling data about you. As they see it, if they collect the
information, they own it. Sure, it's about you, but it's theirs. You might think "privacy," everyone's

but they see a commaodity -- and a valuable one at that.

And for now, they're right. Never mind that there's a fundamental conflict built into this watching.

arrangement. The same companies entrusted with safekeeping our essential information
make money only if they sell that information, and they do so in bulk. What's more, the
current system places the burden on you to put a stoo to any practices you don't like -
provided you discover them. You have to obtain your credit file, dispute errors, "opt-

out," call, write —and hope for the best.

Those are a few of the lessons emerging from a pair of privacy debacles last month that
left millions of Americans asking how they can protect themselves and their data in an
age when identity theft is the crime of choice. The first of these fiascos involved a
company called ChoicePoint Inc., which admitted that it had been tricked into providing
information on 145,000 people io a group of bogus companies, and the second stemmed
from Bank of America's loss of credit data on 1.2 million federal employees. The
incidents suggest that our sensitive personal information has been treated as just another
commodity, deserving no more respect (and maybe less protection) than soybeans or

pork bellies.

The scandals have re-stoked congressional interest. The day after Sens. Arlen Specter

(R-Pa.) and Patrick Leahy (D-Vt.) announced Judiciary Committee hearings on the

Choicepoint scam, Leahy learned that his credit card data was on the Bank of America backup tape that
disappeared without a trace. Like the growing number of Americans victimized by such "leakages,” he didn't

sound too happy.

Perhaps these events will prove to be the tipping point for policymakers and will educate consumers as to their
stake and role in what has been aptly termed the "Data Revolution."

Did we say we wanted this revolution?

In fact, we did - or at least we didn't complain about its benefits. Withuut the data revolution, there would be no
information age. Persona) information is vital to this new epoch. The collection and sharing of that information has
powered the economy by increasing the availability of consumer credit, while at the same time lowering the cost of
granting it. It also facilitates screening of employees, tenants, nannies and others who are entrusted with access to
offices and homes. It makes it more convenient for our Highly mobile population to buy houses, rent apartments

and get instant store credit.
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But there's a dark side: The current system invites identity theft, a fast-growing and distressing crime.

Ultimately, privacy has a very good chance of prevailing over the forces chipping away at it. Not only do
Americans overwhelmingly view privacy as a fundamental right that must be preserved, but the economics of the
electronic age also dictate the need for innovations that will protect that personal information while continuing to

enable the information age.
Brace yourself, howevei. it's going to get worse before it gets better.

As the Supreme Court has recognized, the key to protecting privacy in the modem world is ensuring that
individuals maintain reasonable control over their personal data. Reaching that goal requires a mix of strong
national policy, good use of technology and consumer awareness.

ChoicePoint's recent lapse shows how far we have to go. A still at-large fraud ring became "customers' of
ChoicePoim by posing as 50 fake businesses, including debt collectors and check-cashing firms. The thieves used
ChoicePoint as a portal for accessing at least one major credit bureau, enabling them to filch Social Se urity
numbers, other identifiers such as addresses, and sensitive credit report data. Although the full extent of the
damage is not yet known, it’s clearly one of the worst cases ever: ChoicePoint sent letters to 145,000 consumers
warning that their data were compromised; 750 mdividuals were confirmed victims of identity theft.

The perpetrators picked quite a target. ChoicePoint is a symbol of the "commoddication™ of our personal data,
having compiled 19 billion records covering virtually every American adult. A spinoff of Equifax, the giant credit
bureau, ChoicePoint taps a wide range of taxpayer-subsidized sources, including local property records; driver
records; boating, pilot and professional licenses; and court records showing bankruptcies, liens, judgments and
divorce. Its sales to corporations and governments last year topped $900 million. (O'her database companies are
Acxiom, LexisNexis, Westlaw and Seisint.) While some of ChoicePoint's mammoth databases are filled with
public records, these records are no longer 'public” once ChoicePoint houses them. The company will give you
access to some of the files it keeps on you, as required by the Fair Credit Reporting Act (FCRA). But it recently
argued to the Electronic Privacy Information Center (EPIC), a public interest research center here in Washington,
that other data are not subject to the FCRA. That means you cannot see your data or correct errors —even though
other companies and government agencies could buy the same data and use them for making decisions about you.

With the byzantine nature of the laws governing personal information and of the electronic systems that house
such info.mation, you need a scorecard to know when your information is protected b> federal statute: credit
reports (yes), video rental records (yes), federal agency records (yes), medical records (generally no), bank and
credit card records (kind of), non-credit database company records (who knows?).

Our system evolved this way because Congress has declined to take a comprehensive approach that would
establish a baseline of protection for all personal information. Instead, it has focused on some sectors, or responded

to problems as they have arisen.

Congressional action became imperative after the Supreme Court ruled in 1976 that the Constitution did not
protect personal data held by banks and other private firms. Ir. essence, the court held that by becoming a bank
customer, you surrendr *your information to the flow of commerce, and thereby surrender your privacy. The
information might be about you, but if financial institutions collect and keep it, they own it.

So yes, your information is a commodity; and no, you don't get a cut.

The credit report is at the epicenter of identity theft. First it enables the crime and later it becomes the main source
of damage to the victim.

There are three major credit reporting agencies (CRASs) - Equifax, TransUnion and Experian *formerly TRW).
Each maintains electronic credit reports on 200 million American adults. The industry proudly proclaims the
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system as the best in the world, and claims it has boosted the economy by reducing the cost of credit while
increasing convenience for businesses and highly mobile consumers.

Throughout the 1990s, however, complaints about glaring inac» ..racies and the CRAS' inability, or unwillingness,
to correct them prompted Congress to act. In 1996, it strengthened the first privacy law, the Fair Credit Reporting
Act of 1970. Burgeoning identity theft led to more FCRA amendments in 2003.

We know why Willie Sutton robbed banks. Identity thieves also know where the money is. Once they steal
identities, thieves can get credit in the victim's name and go on a shopping spree. When a thief applies for credit
using your name and Social Security number (SSN), the CRAs disclose yo r credit report. Typically, their
algorithms will tolerate conspicuous discrepancies in name and address, even in city and state, as long as the
fraudster puts your exact SSN on 'he credit application. It turns out to be a relatively low-risk, high-reward crime.

A Federal Trade Commission survey estimated that nearly 10 million Americans were victims of some form of
identity theft in 2003, triple the number in 2001. Yet, in a little-noticed report that year, the TowerGroup, a
Massachusetts-based consulting Finn, said the incidence of identity theft was such a small fraction of transactions
that most financial service companies could not justify thr xtra expense of preventing it.

That's not much comfort to the victims v/no describe such crimes as a form of "data rape™ that leaves them deeply
scarred. It takes a maddening amount of time and effort to persuade credit bureaus to remove fraudulent accounts
from credit reports, oi 0 convince creditors to stop reporting them. In the meantime, unpaid debts and collections
can ruin a victim's credit score, often leading to denials of mortgages or other credit. The aggravation and
frustration tend to compound. The burden is on the victim to write certified letters, keep records and follow up

until the problem is solved.

How can you protect yourself? It seems ironic, but the best method of protection is regularly checking your credit
report for early signs of identity theft. The report shows which companies have pulled it and why. So if you live in
Virginia and a car dealer in Texas pulled your report - that's a red flag. Another sign is an unpaid debt that isn't
yours. Starting Sept. 1, East Coast residents can get all three of their credit reports once a year for free —thanks to
Congress's 2003 overhaul of the FCRA. Marylanders already are entitled under state law.

To its credit, ChoicePoint is offering free credit reports and a free report-monitoring service to the 145,000
recipients of its warning letter. Monitoring services offer a glimmer ot hope, as they give you regular access to
your credit report and alert you lo new entries. Such alerts could enable you to nip identity dieft in the bud. The
main problem is that each credit bureau charges about $100 a year for the ser.ice. It's a bit like a protection racket.
They will charge you so you can make sure that they dir' not improperly divulge data to help an identity thief.

That’s good work if you can get it.

Since the FCRA already requires 'maximum possible accuracy,” and directs bureaus to curb identity theft, why
aren't such services "standard features," rather than "extras"?

Price aside, these services prove a vital point: Database technology has finally allowed us to plug into our own
personal information, a privilege thus far reserved for the CRAs and ChoicePoints of the world - and the
thousands of companies they sell to. This will enable individuals to ensure the accuracy and proper use of their
data, and to promptly rap the knuckles of those who cross the line.

The information age, understandably viewed as detrimental to privacy, can be turned to privacy's advantage. In the
future, all individuals will routinely monitor their personal data, and not just their credit reports. The companies
that now seem to be the crux of the problem have incentives to make us all part of the solution. Government
agencies and major corporations can save billions of dollars by converting personal data transactions from paper to
electronics, but public resistance will continue until there's a strong privacy regime in place. The ChoicePoints of
the world could even profit by helping, but they'll have to view- us as more than just "data subjects.”

It's ironic that large firms, which have been careless about privacy, might discover they have financial incentives to
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become genuine privacy advocates, and figure out ways to live up to the task. Of course, that realization is
probably a ways off.

Meanwhile, go check your credit report.
Author's e-mail:

evan@privacytimes.com

Evan Hendricks is editor and publisher of Privacy Times and author of "Credit Scores & Credit Reports: How the
System Really Works, What You Can Do" (Privacy Times).

© 2005 The Washington Post Company
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Two captains of the information-broker industry told a congressional panel yesterday SearCh

that they would support new regulations to better protect sensitive personal data that they

collect and sell on virtually every adult American. more precise,

more powerful.

But the executives balked at what appears to be a growing bipartisan consensus among
key House and Senate members that the sale of Social Security numbers for commercial
purposes should be banned unless individuals give their permission.

"When my [Social Security] number and my information is routinely given out without
my permission, it’sjust wrong," said Rep. Joe Barton (R-Tex.), who heads the House
Energy and Commerce Committee. "And in the Internet age, it’s dangerous."

Barton said Congress would probably consider a measure to require permission for the
trading or sale of such data except to law enforcement agencies, in addition to other
steps to increase oversight of the largely unregulated data-broker industry that has been

rocked by a series of security breaches.

Last month, ChoicePoint Inc., one of the nation's largest brokers, announced that REHIAT

personal information on at least 145,000 consumers was bought fron the company by
thieves who masqueraded as legitimate business people.

Last week, LexisNexis Group, another big broker that specializes in business and legal
data, announced that its systems had been penetrated by thieves who obtained data on

32,000 consumers.

Kurt Sanford, chief executive of LexisNexis Corporate and Federal Markets, endorsed a
proposal by the head of the Federal Trade Commission, Deborah Platt Majoras, that
would extend the same security guidelines to data brokers that Financial institutions must

follow.
Microsoft

Sanford also agreed with culls for a federal law requiring notification of consumers if their personal information
has been obtained by thieves. Only California has such a law.

But Sanford said banning all sales of Social Security numbers would be t mistake, because "there are
circumstances where the sale is in the consumers' best interests.” For example, he said, independent investigative
agencies might need such data to help fight identity fraud. Businesses, he added, need it to help collect unpaid

debts.
Derek V. Smith, chief executive of ChoicePoint, agreed.

"I believe that only by adding a more formal structure to the current scheme of information use will we realize the
value of technology-based tools to society,” Smith said. Both he and Sanford used the hearing as a platform to
apologize to consumers whose data have been compromised, and to assure Congress that the> have tightened their

systems to try to prevent such frai '

But several members of the House subcommittee on commerce, trade and consumer protection were unimpressed
by the companies' efforts.
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Raising his voice in a series of rapid-fire questions, Rep. Edward J. Markey (D-Mass.) pressed Smith on whether
he would lengthen the credit-alert monitoring period that ChoicePoint has offered to consumers whose information

was stolen.

"What about lifetime monitoring?" Markey asked. "One year is not enough. What about five years? Can you
guarantee that?" He said thieves might simply lie low for a year before trying to access consumers' accounts.

Smith, appearing rattled, said he would insider extending the service but refused to commit.

© 2005 The Washington Post Company
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March 11,2005 Report Number 05.196

Choicepoint and Security Breaches of
Personal Information

Prepared for Representative Les Gara

BwCherie Nienhuis, Legislative AnaliSt

You asked about security breaches of personal information. You inquired specifically about the

recent security breach involving ChoicePoint, Incorporated.

In February 2005, newspapers arouj'd the country reported that ChoicePoint, Inc., an “information

clearinghouse,” had se; t letters to thousands of Californians informing them that their personal

information may have been compromised in a fraud scheme. According to ChoicePoint, the

scammers posed as legitimate businesses, and acquired the names, Social Security nhumbers,
driver's license numbers, and credit reports of close to 145,000 people nationwide. To date, at
least 750 people have been defrauded as a result of the scheme, which the company knew about

since the fall of 2004.1

ChoicePoint, Incorporated

ChoicePoint, Inc. is one of several businesses that make money from selling consumer
Such enterprises generally have no transactions with consumers directly. Rather,

information.
from otherwise public records such as home purchases,

they gather data on individuals,
bankruptcy filings, criminal convictions, and professional licensing boards, for the purpose of

brokering the information to other businesses. Other businesses interested in this information

include lending companies, insurance agencies, and corporations conducting pre-employment
background checks. According to one news source, data brokers like ChoicePoint do not need
permission from members of the public to collect and sell their personal information. Further, the

1"Response to Customer Fraud Litigation," from the ChoicePoint website,
http://www.choicepoint. com/news/statement_0205_ 1L html.
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they bypass the rules of the Fair Credit Reporting Act (FCRA)—a law intended to give consumers
more control over who can view information that credit agencies collect about them and the right

to examine and dispute such information.2

Various products sold by CnoicePoint, however, appear to fit the criteria for inclusion under the
FCRA, and indeed, ChoicePoint claims they are “FCRA-compliant."” The Electrcnic Privacy
Information Center (EPIC), a public interest research center that informs the public about civil
liberty, privacy, and constitutional issues, believes that other data products sold by ChoicePoint
should be included under the FCRA. In a letter to the Federal Trade Commission dated
December 2004 (prior to the public disclosure of the ChoicePoint security breach) the EPIC urged
the FTC to investigate two products for inclusion under the federal law, arguing that they meet the
criteria of "consumer reports” specified by the FCRA.3 We include the EPIC’S letter, describing

products sold by ChoicePoint as Attachment A.

Filings with the Securities and Exchange Commission indicate that among the products
ChoicePoint sells are claims history data, motor vehicle records, police records, and credit
information. They also provide services related to employment background screenings, drug
testing administration, public record searches, vital record services, credential verification, due

information, Uniform Commercial Code searches and filings, DNA identification

diligence
In

services, authentication services and people and shareholder locator information searches.
addition to private businesses, ChoicePoint has provided personal information to law enforcement

agencies and other government entities.4

The March 2005 issue of the Privacy Journal, a monthly publication that covers legislation and
public attitudes affecting the confidentiality of personal information, reports that ChoicePoint is a
spin-off of Equifax, one of the nation's three major credit reporting agencies. Chronicles of
Equifax, and, indirectly, ChoicePoint, detailed in the article, show that Equifax has on more than
one occasion faced charges hy the Federal Trade Commission of violating the Fair Credit
Reporting Act. We include the Privacy Journal article as Attachment B.

Consumers Affected by Choicepoint Security Breach

ChoicePoint estimates that the personal information of up to 145,000 consumers could have been
compromised by the recently announced security breach. The company also provides
information about how many individuals by state may have been affected by the incident.
According to the ChoicePoint website, information about 251 Alaskans may have been

compromised in the fraud scheme.

Although California is currently the only state that requires companies to notify persons whose
information may have been stolen in a security breach, officials with ChoicePoint indicate that

2Kim Zetter, "California Woman Suss ChoicePoint,” Wired News, February 24, 2005, availab'e on the Internet at
http://www.wired.eom/news/phvacy/0.184S,66710,00.html.

1 Letter, Chris Jay Hoofnagle and Daniel J. Solove, EPIC, to ths Federal Trade Commission, December 16, 2004, as
posted at the EPIC website, http://www.epic.org/phvacy/choicepoint/tcialtr12.16.04.html.

4 ChoicePoint Inc., “Notes to the Consolidated Financial Statements," September 30, 2004, available online at
http://www.sec.gov/Archives/edgar/data/1040596/000095014404010687/g91731e10vq.htm.
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they sent out letters to all 145,000 consumers they believe may have been affected. This action
may have been prompted by a letter from 19 state attorneys general to ChoicePoint, requesting
that the company disclose additional information about the incident. AlLska's attorney general
was one of the signers of the letter.5 We include information about ChoicePoint’s actions,
including a list showing the number of consumers affected by state, as Attachment C.

Breach of Information Legislation

The National Conference of State Legislatures (NCSL) reports that as of early Maich 2005,
legislators in 20 states are considering legislation pertaining to the breach of personal
information. One common provision in the recently-introduced legislation is the reporting of
security breaches to affected persons. According to NCSL, these provisions are being
considered in Arizona, Colorado, Georgia, Idaho, lllinois, Indiana, Minnesota, Missouri, Montana,
New Jersey, New York, Ohio, Oregon, Rhode Island, Tennessee, Texas Virginia, Washington,
and West Virginia.6 We provide a copy of NCSL's compilation of breach of information legislation
as Attachment D.

| hope you find this information to be useful. Please do not hesitate to contact us if you have
questions or need additional information.

5Todd R. Weiss, “State Officials Push ChoicePoint on ID Theft Notifications," Computerworid, February 18,2005,
available on the Internet at http://www.compulerwond.eom/printthis/2005/0,4814,99886,00.html.

9California, which already has provisions tor notification of affected persons, is considering additional breach of
personal information legislation.
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ELECTRONIC PRIVACY INFORMATION CENTER

December 16, 2004

Federal Trade Commission
600 Pennsylvania Ave. NW
Washington, DC 20580

B?e i g%%sﬁll;% é{esngatmn Into data broker products for compliance with the Fair

Dear Commissioners,

In n-ccnt years, there has been an explosion in the creation and use of dossiers of personal information to
evaluate individuals. Some of these dossiers, known as "data products,” in the information brokerage
industry, are designed to be sold so that they avoid triggering the provisions of fair Credit Reporting Act
of 1970 (FCRA), a landmark law that ensures that compilafions of personal information used for many
different purposes are accurate, correctable, fairly collected. Additionally, the FCRA mandates that

information collectors be accountable for their practices.

Commercial data broker ChoicePoint, for instance, is selling data products that are used by law
enforcement, government, and the private sector to mare important decisions about people. ChoicePoint,
111 one of the largest data aggregation companies, becar e independent from Equifax, a leading U.S. credit
rating agency, in 1997.(21 ChoicePoint has bought more than 40 companies and competitors, and obtains
40,000 new public records daily for its database of more than 19 billion records.(3J Choicepoint contracts
with about 35 federal agencies to supply data.[4)The company's slogan is "Smarter Decisions. Safer
World." However, decisions cannot be smarter, and we cannot be safer, if these new data products are not

subject to the basic fairness requirements incorporated in the FCRA.

In 1970, Congress passed the FCRA in response to a litany of problems and complaints about credit
reporting agencies.|5] The opening of the FCRA states:

The Congress makes the following findings:

(1) The banking system is dependent upon fair and accurate credit reporting. Inaccurate credit
reports directly impair the efficiency of the banking system, and unfair credit reporting
methods undermine the public confidence which is essential to the continued functioning of

the banking system.

(2) An elaborate mechanism has been developed for investigating and evaluating the credit
worthiness, credit standing, credit capacity, character, and general reputation of consumers.

(3) Consumer reporting agencies have assumed a vital role in assembling and evaluating
consumer credit and other information on consumers.

(4) There is a need to insure that consumer reporting agencies exercise their grave
responsibilities with fairness, impartiality, and a respect for the consumer's right to privacy.

15 U.S.C. § 1681(a) (1970).

Americans face a return to the pre-FCRA era if companies like ChoicePoint can amass dossiers on
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Americans without compliance with any regime ol Fair Information Practices. That era was marked by
unaccountable data companies that reported inaccurate, falsified, and irrelevant information on Americans,
sometimes deliberately to drive up the prices of insurance or credit.(6] To some extent, this pre-FCRA
area has returned. For instance, erroneous ChoicePoint data sold without the FCRA's protections were
relied upon in Florida to cleanse voting registration rolls of felons priori." the 2000 election, resulting in
the disenfranchisement of thousands of eligible voters.[7]

In an appendix to this letter, we explain ChoicePoint's business activities.[81 ChoicePoint sells a number
of FCRA products in the employment screening, tenant screening, and criminal background check fields.
But the company also sells two products, "AutoTrackXP" and "Customer Identification Programs" outside
of the FCRA's protections. AutoTrackXP is a database of 17 billion records that includes Social Security
Number, addresses, property and vehicle information, and other information.!3] The company's anti-fraud
"Customer lIdentification Programs" are a suite of data products that have been created in order to verify
the identity and perform background checks on individuals who open new financial services accounts.

[10] From its description. Customer ldentification Programs appears to be an AutoTrackXP report with

additional identity verification services.

These two products are sold to financial institutions, members of the public (private investigators, law
firms, etc.) and to law enforcement agencies. These arc the same institutions which rely on credit reports
and investigative consumer reports, but these new products are sold outside the protections of the FCRA.

yet are often used for related (and sometimes identical) purposes.

It is difficult to determine what sources ChoicePoint used to create AutoTrackXP and Customer
Identification Programs. However, both of these non-FCRA products have similar data elements and
descriptions as ChoicePoint’s FCRA products. The similarities between the information in an
AutoTrackXP report and the company's FCRA products is striking; it suggests that AutoTrackXP was

generated from FCRA sources.1111

Under a well-developed line of cases, courts interpreting the FCRA have held that if a data product
originates from a consumer report database, the product remains protected by the FCRA. For instance, the
D.C. Circuit held in Trans Union v. FTC that marketing lists drawn from a credit reporting agency's master

databases were "credit reports” for purposes of ihe FCRA.| 12]

If ChoiccPoint had created AutoTrackXP or its Customer Identification Programs from FCRA sources, the
products should be considered "consumer reports™ for purposes of the FCRA. Consumers could exercise a
series of important rights with respect to their ChoicePoint repons that are not currently available. Only
the FTC can determine the "information flows" or sources of data used by ChoiccPoint, and whether the
company has leaked data from the FCRA products to AutoTrackXP and Customer Identification
Programs. We urge the Commission to engage in this inquiry.

Even if these products are not consumer reports for purposes of the FCP A, it is incumbent on the FTC to
analyze them and make recommendations to Congress concerning possible expansion of the FCRA. If
these products are found not to be within the FCRA, the FTC should recommend to Congress to expand

the scope of the Act.

Many of the public policy purposes underlying the FCRA arc being circumvented by data brokers who
have artfully constructed databases to avoid the Act's provisions. For instance, the use of data products for
voter registration list cleansing implicates the most important right in a democracy—access to the polls. If
such a use is not covered by the FCRA, this creates an absurd consequence. Someone denied access to a
credit card would enjoy access, correction, and other FCRA rights, while another person denied access to

the voting polls would have no federal information privacy rights.

Other absurd consequences emerge from this end-run around the protections of the FCRA. Although the
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FCRA regulates law enforcement access to consumer report information,! 13] the FBI has concluded that
information it buys from ChoicePoint is not subject to the FCRA.{ 14J In effect, the FBI has circumvented
the FCRA by purchasing data from AutoTrackXP -- data that is often identical to what appears in a credit
report from one of the "big three" agencies. Why would law enforcement agencies continue to comply
with fair procedures in the FCRA for access to consumer data when they can get unaccountable, open-door

access to the same information at ChoicePoint?

The use of these data products by law enforcement officials, government agencies, private investigators,
and others raise the same concerns that prompted Congress to pass the FCRA. Errors in reports provided
by ChoicePoint and similar companies can find their way into other databases, resulting in the potential for
improper arrest and even imprisonment. People have been wrongly arrested and jailed due to errors in law
enforcement databases.! 15) Since information often circulates between law enforcement records and
commercial databases, erroneous information in a database such as AutoTracxXP can make its way into a
series of other databases, with profoundly harmful effects on people’s lives. For example, consider the

following incident:

[A] Maryland woman wrongly arrested for a burglary was not cleared from the state’s criminal
databases. Her name and SSN also migrated to a Baltimore County database relating to child
protective services cases. She was fired from herjob as a substitute teacher, and only after she
could establish that the information was in error was she rehired. When she later left that job
to run a cay care center for the U.S. military, she was subject to questioning about the
erroneous arrest. Later on, when employed at as a child care director at a YMCA, she was
terminated when her arrest record surfaced in a background clearance check. Since she could
not have the error expunged in sufficient time, the job was given to another person. Only after
several years was the error finally cleared from the public records.! 16]

Finally, we note that under the self-regulatory scheme erected by the now defunct Individual Reference
Services Group, commercial data brokers choose who is eligible to buy personal information. This is a
subtle but important deviation from the Fair Credit Reporting Act’s approach, which tends to approve
record disclosure based on the use of the information, rather than the identity of the purchaser. The
importance of this difference becomes clear when it is understood that private investigators, major buyers
of personal information, are not licensed in all fifty states, and in some states that require licensure, it is a
pro forma process.! 17| As a result, ChoicePoint and other information brokers can create ties with
marginal businesses or private investigators with dubious backgrounds. Based on their status of being a
private investigator, a paralegal, or a law enforcement agent, ChoicePoint's customers can pull infomiation
on almost anyone without having to declare their legal justification or entitlement to the data.

We encourage the Commission to examine access to commercial data broker information in light of the
Amy Boyer case, where a Florida information broker sold data to the man who stalked and killed Amy
Boyer-1 18] If the sale of Ms. Boyer's Social Security Number and other information to a complete stranger
were conditioned upon one of the FCRA's permissible uses of data, perhaps she would be alive today. The
FCRA's reasonable limitations on the use of data, if applied to this sector of data brokers, could protect
individuals from unwarranted access to and sale of personal information.

Again, we urge the Commission to engage in a serious inquiry on the status of data brokers' products. We
believe that some of these products may be "consumer reports"” for purposes of the FCRA, thus subjecting
both the seller and the buyer to regulation under the Act. We also think it incumbent upon the
Commission to analyze whether the sale of these new data products circumvents the FCRA, giving
businesses, private investigators, and law enforcement access to data that previously had been subjected to

Fair Information Practices.

We look forward to hearing from you on this matter, and please contact us if we can provide more
information.
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Sincerely,

Chris Jay Hoofnagle Daniel J. Solove*

Associate Director Associate Professor

Electronic Privacy Information Center George Washington University Law School

*Title and affiliation listed for identification purposes only.

[1] See EPIC ChoicePoint Page, available at http://www.epic.org/privacy/choicepoint/. For more
information about ChoiccPoint, see Robert O'Harrow, No Place to Hide: Behind the Scenes of Our

Emerging Surveillance Society (Free Press Jan. 2005).

[21Duane D. Stanford, All our lives are onfile for sale, Atlanta J. Const., Mar. 21, 2004 at 1A.

[3] 1d.

|4j Daniel J. Solove, The Digital Person, Technology and Privacy in the Information Age 169 (NYU
2004).

151 Robert Ellis Smith, Ben Franklin's Web Site, Privacy and Security from Plymouth Rock to the Internet
316-318 (Privacy Journal 2000).

[6] Id.
[7]1Solove, Digital Person, 170.

18] See also, Chris Jay Hoofnagle, Big Brother's Little Helpers: How ChoicePoint anil Other Commercial
Data Brokers Collect anil Package Your Datafor Law Enforcement. 29 N.C.J. Int'l L. & Com. Reg. 595

(Summer 2004).

91 ChoicePoint, Autol rackXP and ChoicePoint Online.
http://lwww.choicepoint.com/industry/retail/public_cbi_l.html.

[10] ChoicePoint, Customei ldentification Programs,
http://www.choicepoint.com/business/ mancial/patriotact.html.

[11] See Appendix.

112] 245 F.3d 809 (D.C. Cir. 2001), cert, denied, 536 U.S. 915 (2002); Bakker v. McKinnon, 152 F.3d
1007, 1012 (8th Cir. 1998) ("even if report is used or expected to be used for non-consumer Durpose, it
may still fall within definition of consumer report if it contains information that was originally collected by
consumer reporting agency with expectation that it would be used for consumer purpose"); Ippolito v.

IVNS, Inc., 864 F.2d 440, 453 (7th Cir. 1988) (“even ifa report is used or expected to be used for a non-
consumer purpose, it may still fall within the definition ofa consumer report if it contains information that
was originally collected by a consumer reporting agency with the expectation that it would be used for a
consumer purpose"); Rice v Montgomery Ward & Co., 450 F. Supp. 668 (M.D.N.C. 1978).

[13] Law enforcement access to "credit headers” or information from a full report is subject to substantive
and procedural protections. See, e.g., 15 U.S.C. § 1681 b(a)( ).
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114) Memorandum from Office of the General Counsel, National Security Law Unit, FBI, to National
Security, FBI (Sept. 17, 2001) (document obtained from the FBI), available at
http://epic.org/privacy/choicepoint/cpfbia.pdf.

[15] Solove, Digital Person, 109-110.

| 16]Solove, Digital Person, supra, at 46-47 (citing Eugene L. Meyer, “Md. Woman Caught in Wrong Net;
Data Errors Link Her to Probes, Cost 3 Jobs,” Wash. Post. Dec. 15, 1997, at Cl). Another example
includes the case of Scott Lewis, an innocent person who was labeled a criminal because of an
administrative error. After he was able to fix the error, information brokers continued to circulate
erroneous conviction information. Beth Givens, Identity Theft: The Growing Problem of Wrongful
Criminal Records, Jun. 1, 2000, http://www.privacyrights.org/ar/wcr.htm.

[17] "Some States have few requirements [for private investigator licensure], and 6 States—Alabama,
Alaska, Colorado, Idaho, Mississippi, and South Dakota—have no statewide licensing requirements while
others have stringent regulations.” U.S. Department of Labor, Bureau of Justice Statistics, Private
Detectives and Investigators, Mar. 21, 2004, available at http://www.bls.gov/oco/ocosI57.htm.

[18) Remsburg v. Docusearch, Inc. 149 N.H. 148 (N.H. 2003). More information about the Amy Boyer
case is online at http://epic.org/privacy/boyer/.

Appenaix
| ChoiccPoint

ChoicePoint,[ 1] one of the largest data aggregation companies, became independent from Equifax, a
leading U.S. credit rating agency, in 1997.[2] ChoicePoint has bought more than 40 companies and
competitors, and obtains 40,000 new public records daily to insert into its database of more than 19 billion
records.[3] Its business and government services division offers through its AutoTrackXP product identity
verification, property records, bankruptcy records, licenses, liens, judgments, and other records to local,
state and federal law enforcement,[4] including the Drug Enforcement Administration and the Federal
Bureau of Investigation.[5] It also advertises the AutoTrackXP product as a solution for financial services
anti-fraud and anti-money laundering compliance.[6]

ChoicePoint’s roots are in information services to the insurance sector. The company stated in its initial
Securities and Exchange Commission filing that:

ChoicePoint's operations have historically consisted of database information and inspet 'ion
and investigative services supplied primarily to the insurance industry. ChoicePoir.t believes it
can enhance future growth and profitability by offering a broader range of risk assessment
services, fraud management information and technology solutions to clients outside of the
insurance industry. Although Equifax believes that significant growth opportunities exist for
ChoicePoint's products and services, it anticipates that marketing and promotion of these
services will be necessary. The public perceives, however, that credit reporting services and
the more privacy sensitive services offered by ChoicePoint should not be available from a

single provider.[7J

Since its spinoff from Equifax, ChoicePoint has acquired a number of information collection and
processing companies.[8] As a provider of personal information to the insurance sector, from its inception,

ChoicePoint's activities have been subject to the FCRA.[9]
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I ChoicePaint's FCRA Business Activities

ChoicePoint sells a number of information products in the employment screening, tenant screening, and
personal insurance areas. Many of these information products are FCRA databases and require both
ChoicePoint and the company's clients to comply with the Act. This section summarizes ChoieePoint's
FCRA employment screening, tenant screening, and personal insurance products. The next section turns to
AutoTrackXP and "Customer Identification Programs,” ChoicePoint's non-FCRA Jata products that are
simiiar to the company’s FCRA employment, tenant, and insurance screening products.

A ChoicePaint's "CP Online" Product

On its website, ChoicePoint markets a pre-employment screening service named "CP Online." The
rompany claims that that product is FCRA-compliant:

ChoicePoint Online is a comprehensive Web-based screening interface designed to help
employers meet their pre-employment screening needs regarding background verification and
drug testing administration. ChoicePoint Online is FCRA-compliant and offers easy-to-use
data entry screens, duplicate request notification and alerts for possible criminal records.
Using ChoicePoint Online's interactive ordering system, flexible reporting options, process
monitoring and online billing, users can gain valuable information to help make better

decisions and employ more efficient hiring practices.[ 10]

...* FCRA Summary of Consumer Rights attached to all decisional reports

ChoicePoint lists the following databases as being available for pre-employment search through the
CPOnline product:

Stanton® Assessments

State Law Reference Library

National Criminal File

Driver Qualification File

Criminal Background Checks

Identity Verification

MVRs

Credit History

Employment Verification

Education Verification

Military History

Worker's Compensation

License, Credentials and Certification Verification
Business or Personal Reference Verification™ 1

B ChoicePaint's "National Criminal File" Product

On its website, ChoicePoint markets a pre-employment screenmg service named "National Criminal File."
The company claims that that product is FCRA-compliant:

ChoicePoint National Criminal File is a comprehensive search of multiple criminal record
sources, including fugitive file, state and county criminal record repositories, ChoicePoint
proprietaiy criminal record information, prison, parole and release files from state Department
of Corrections, Administrative Office of Courts and other state agencies.

Key Features & Benefits
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* Access to more than 100 million criminal conviction records across all 50 states
* National reach at an economically feasible price

* FCRA Compliant...112|
C ChoicePoint's "Resident Data" Screening Product

On its website, ChoicePoint markets a tenant screening service named "Resident Data." The company
claims that that product is FCRA-compliant:

Resident Data is an industry leader in apartment resident screening and debt collections. Our
mission is to maximize customer profitability by managing resident profile risk, collecting
maximum payments from residents who default, and creating an environment of icsident

accountability.

Our integrates screening, skip watch and collections solutions enable apartment owners and
managers to belter direct their properties by prov iding flexible solutions that adapt to the

individual needs of the community.

Resident Data hHps reduce liability by improving compliance with FCRA and Fair Housing
requrements.[13J

ChoicePoint lists the following data elements as being available for tenant screening through the "Resident
Data" product:

Access to Criminal, Registered Sex Offender and Eviction Databases.

[...]
* Online access to more than 77 million criminal records. State and county criminal record
repositories.

*39 States of Registered Sex Offender Records.

* FBI Terrorism Watch List - Including FBI Most Wanted list and FBI Terrorist database
list.

* Proprietary records from ChoicePoint's other screening business results.

* Offender and offense descriptions.

[...]
National Eviction Search

ChoicePoint has more than 10 million current records from 45 states. The data includes initial
filings, dispossessory warrants and property actions. Resident Data searches every state where
the applicant has a prior address as part of its search, not just the state where the applicant is

applying.

[..]
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Unit Application Analysis

For roommates or muitiple applicants, the Resident Data system evaluates all applicants or. a
per-unit basis and presents a recommendation for the group. Individual screening outcomes
are also noted on the report.

[...]
Occupant Processing

Resident Data also offers occupant screening to protect your property from potential problem
residents who are not financially responsible for a lease. We can provide legally compliant
screening services on potential occupants without initiating a credit check.

[...]
Maximum Evaluation of the Credit Report

The Resident Data review of the credit report includes fraud alerts, SafeScan warnings for
possible Social Security Number problems, landlord or utility debt, address matching and full
review of payment performance.[ 14]

D ChoicePoint's CLUE Personal Auto Product

On its website, ChoicePoint markets a personal insurance screening service named "CLUE Personal Auto:"

C.L.U.E. (Compr hensive Loss Underwriting Exchange) is a claim history information
exchange that enables insurance companies to access prior claim information in the
underwriting and rating process. C.L.U.F Personal Auto reports contain up to five years of
personal automobile claims matching the search criteria submitted by the inquiring insurance
company. Data provided in C.L.U.E. reports includes policy intomiation such as name, date of
birth and policy number; cia.im information such as date of loss, type of loss and amounts

paid; and vehicle information.

More than 95 percent of insurers writing automobile coverage provide claims data to the
C.L.U.E. Personal Auto database. By providing immediate interactive information, C.L.U.E
Personal Auto helps insurers and agents make immediate business decisions.[!5J

The data elements in the CLUE Personal Auto report include: names of other drivers possible associated
with the person applying for insurance, claims information, vehicle descriptions, and vehicle ownership.

(16]
E ChoicePoint's "Motor Vehicle Records™ Product

On its website, ChoicePoint markets a personal insurance screening service nan.ed "Motor Vehicle
Records:"

ChoicePoint provides driving records, including standard violation codes, from all 50 states
and three Canadian provinces in an easy-to-read standardized format. Online access to driving

records is available for 40 states and two provinces, and ChoicePoint continues to add to the
list of states with online access.| 171

The data elements in the Motor Vehicle Records report include: contact information, driver license
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number, physical descriptions of drivers, and additional drivers that may be associated with the data
subject.[ 18J

: L PR | | . ' JAN
F ChoicePoint's “National Credit File" P >dt
On its website, ChoicePoint markets a product named "Nationa* Credit File:"
ChoicePoint's National Credit File provides insurance carriers with online consumer credit
reports obtained from the three major credit bureaus. Carriers then consider the financial

history of the applicant and assess the applicant's risk for quoting, underwriting and renewal
purposes.[19]

The data elements in the National Credit File report include: contact information, bankruptcies, public
records, liens, collection items, employment information, and tradelinej.(20]

Il ChoicePoint's Apparent Non-FCRA Products

in addition to the FCRA products described above, ChoicePoint markets two additional, popular data
products to law enforcement, financial services companies, private investigators, law firms, and other
businesses. These products are known as "AutoTrackXP" and "Customer lIdentification Programs."

A ChoicePoint's “AutoTrackXP" Product

On its website, ChoicePoint markets "AutoTrackXP", which is described as:
AutoTrackXP and ChoicePoint Online provide Internet access to more than 17 billion current
and historical records on individuals and businesses, and allow users to browse through those
records instantly. With as little information as a name or Social Security number, both
products cross-reference public and proprietary records including identity verification
information, relatives and associates, corporate information, real property records and deed
transfers. In addition, access is available to a staff of field researches who perform county,
state and federal courthouse searches.[211

The advertised data elements in AutoTrackXP include:
Discovery PLUS!I™ - through ChoiccPoint Online

* Compiles a comprehensive report on an individual including current and previous
addresses, relatives, assets, corporate invovement and derogatory information.

* Returns list where no matches were found.
* Also available Discovery PLUS! with Vehicle Identification Number.
Info:PI\.OBE™ - through ChoicePoint Online
* Checks millions of records simultaneously and provides a "shopping list" of databases,

which contains records that match the search criteria. A client can then choose which
databases to view.

[...]

http://lwwav.epic.org/privacy/choicepoint7fctaltrl2.16.04.html 3/11/2005


http://wwav.epic.org/privacy/choicepoint7fctaltrl2.16.04.html

EPIC Letter on ChoicePoint and FCRA Databases Page 10 of 13

National Comprehensive Report - through AutoT rackXP

* Searches national and state databases for a summary of assets, driver licenses,
professional licenses, real property, vehicles, and more.

* Each report offers the ability to add associates to the report, which include relatives,
others linked to the same addresses as the subject and neighbors.[22)

A sample AutoTrackXP report on the ChoicePoint web site shows that it contains Social Security
Numbers; driver license numbers; address history; phone numbers; property ownership and transfer
records; vehicle, boat, and plane registrations; UCC filings; financial information such as bankruptcies,
liens, and judgments; professional licenses; business affiliations; "other people who have used the same
address of the subject,” "possible licensed drivers at the subject's address,” and information about the data
subject's relatives and neighbors.[23] The AutoTrackXP report is very similar in content to a standard

credit report issued by one of the "big three™ credit reporting agencies.

However, there is no indication that AutoTrackXP is sold within the FCRA's procedural and substantive
safeguards. ChoicePoint seems to have treated the data product outside the FCRA and subject only to the
now-defunct Individual Reference Service Group self-regulatory principles. This means that anyone with

a ChoicePoint account can buy an AutoTrackXP account.

It appears that both ChoicePoint and federal law enforcement share the view that AutoTrackXP is outside
the FCRA's protections. In a document obtained by EPIC under the Freedom of Information Act from the
Federal Bureau of Investigation, the agency concluded that ChoicePoint's products are not covered by the
FCRA: "In this instance, none of the information which the FBI would seek to review has betn collected

by ChoicePoint for any of the [FCRA] purposes."[24]
B ChoicePoint's Customer Identification Programs

On its website, ChoiccPoint offers "Customer Identification Programs,” described as a PATRIOT Act
compliance mechanism with many data elements similar to AutoTrackXP:

Identification Solutions
Basic identification solutions ensure that name, address, date of birth and Social Security
numbers match. This includes a check against required government sanctions lists. Enhanced

due diligence solutions include telephone numbers, historical information, criminal records,
key relationships, international information and comprehensive individual and business

reports.

f.]

You’ll benefit from our unique offerings, including:
* Access to more than 17 billion public records and three major credit bureaus.
* An extensive proprietary identity database.
* National real property information.
* Nationwide corporate and business infoTnation.

* A vast database of drivers’ license data and motor vehicle records.
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* National criminal history database.

* Access to the Office of Fore ign Asset Control and other government sanctions and
enforcement actions, including international information.[25|

[11 See EPIC ChoicePoint Page, available at http://www.epic.org/privacy/choicepoint/. For more
information about Choicepoint, see Robert O'Harrow, No Place to Hide: Behind the Scenes of Our

Emerging Surveillance Society (Free Press Jan. 2005).

12j Duane D. Stanford, All our lives are onfilefor sale, Atlanta J. Const., Mar. 21, 2004 at 1A.

[3] I1d.

|4|ChoicePoint, AutoTrackXP and ChoicePoint Online, http://www.choicepoint.com/industry/govemment/
public_le_I .html (accessed Oct. 25. 2004).

[5JChris Jay ''oofnagle, Big Brother's Little Helpers: How ChoicePoint and Other Commercial Data
Brokers Collect and Package Your Datafor Law Enforcement, 29 N.C.J. Int’l L. & Com. Reg. 595

(Summer 2004).

|6JChoicePoint, All Financial Solutions, http://www.choicepoint.com/business/financial/allfinan.html
(accessed Oct. 25, 2004).

[7] ChoicePoint Corporation, SEC Registration of securities [Section 12(b)], Jun. 9, 1997.

[S| These include: National Data Retrieval, Inc., a provider of public records information; List Source,
Inc., d/b/a Kramer Lead Marketing Group, a marketing company in the life and health insurance and
financial services markets; Mortgage Asset Research Institute, Inc., a mortgage fraud monitoring company;
Identico Systems, LLC, a customer identity verification company; Templar Corporation;
insuranceDecisions, Inc., an insurance industry claims administration company; Bridger Systems, Inc., a
USA PATRIOT Act compliance company; CITI NETWORK, Inc. d/b/a Applicant Screening and
Processing, a tenant screening company; TML Information Services, Inc., a provider of motor vehicle
reports. ChoicePoint Corporation, SEC Form 10-K, Mar. 5, 2004. With respect to TML Information
Service, ChoicePoint purchased "certain assets" of the company. Drug Free, Inc., a drug testing company;
National Drug Testing, Inc., a drug testing company; Application Profiles, Inc., a background check
company; Informus Corporation; a company enabling ChoicePoint to offer products online; Tyler-
McLennon, Inc., a background screening company; ChoicePoint Direct Inc., formerly known as Customer
Development Corporation, a database marketing company; EquiSeareh Services, Inc.; DATEQ
Information Network, Inc., an insurance underwriting services company; Washington Document Service,
Inc., a court record retrieval service; DataTracks Technology, Inc., a public record information company;
DataMart, Inc., a database software company; Statewide Data Services, Inc; NSA Resources, Inc., a drug
testing company; DBT Online, Inc., a public record services provider; RRS Police Records Management,
Inc., a provider of police reports and related services; VIS’N Service Corporation; Cat Data Group, LLC;
Drug Free Consortium, a drug testing company; BTi Employee Screening Services, Inc., an employee pre-
screening services company; ABI Consulting Inc., a drug screening company; Insurity Solutions, Inc., an
insurance rating company; National Medical Review Offices, Inc.; Bode Technology Group, Inc., a DNA
identification company; Marketing Information & Technology, Inc., a direct marketing company;
Pinkerton’s, Inc., a preemployment screening company; Total eData Corporation, an e-mail database
company; L&S Report Service, Inc., a provider of police records; Resident Data. Inc., a residential
screening services provider; Vital Chek Network, Inc., a provider of vital records; Accident Report
Services, Inc., a provider of police records. ChoicePoint Corporation, SEC Form 10-K, Mar. 26, 2003.
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Programming Resources Company, insurance software company; Professional Test Administrators, Inc., a
drug testing company; CDB Infotek, a seller of public records; Medical Information Netv jrk, LLC, an
online physician verification service. ChoicePoint Corporation, SEC Form 10-K, Feb. 16,2001.
Rapsheets.com, an online provider of criminal records data. ChoicePoint acquired Rapsheets, a provider
ofonline criminal records data, Information Today, Inc., Sept. 1, 2004.

[9] "Certain data and services provided by ChoicePoint are subject to regulation by the Federal Trade
Commission under the Federal Fair Credit Reporting Act, and to a lesser extent, by various other federal,
state and local regulatory authorities. Compliance with existing federal, state and local laws and
regulations has not had, and is not anticipated to have, a material adverse effect on the results of operations
or financial condition of ChoicePoint. Nonetheless, federal, state and local regulations in the United States
designed to protect the public from the misutilization of personal information in the marketplace may
increasingly affect the operations of ChoicePoint, which could result in substantial regulatory compliance

and litigation expense, adverse publicity and a loss of revenue. Id.
[10JChoicePoint, CP Online, http://www.choicepoint.com/business/pre_employ/pre_employ_2.html.

[I1 ]J1d. ChoicePoint offers similar information for employment purposes under the product names
"ScreenNow," "Screening Network," and "Secure Point."

t"jChoicePoint, National Criminal File,
http://www.choicepoint.com/business/pre_employ/pre_employ 4 lLhtml. In November 2001,
ChoicePoint introduced the National Criminal File database, one that then contained, "more than 20
million conviction records from jurisdictions around the cour'rv.” David J. Cook, then ChoicePoint vice
president, was quoted saying that the National Criminal File was created for employment screening
purposes: "We have two large clients who want to run a large national criminal search on every one of
their employees.” Lisa Guernsey, What Did You DO Before the War?, New York Times, Nov. 22, 2001.

113JChoiccPoint, Resident Data, http://www.choicepoint.com/business/public/cbi_5.html.

[14] ChoicePoint, Screening Unique Services and Features,
http://www.residentdata.com/services/screening_features.asp.

[15] ChoicePoint, CLUE Personal Auto, http://www.choicepoint.com/business/pc_ins/us_l.html.
ChoicePoint markets a similar product for other property as "CLUE Personal Property.”

[16] ChoicePoint, CLUE Personal Auto Report,
http://www.choicepoint.com/sample_rpts/CLUEAutoUnderwriter.pdf.

[17] ChoicePoint, Motor Vehicle Records, http://www.choicepoint.com/business/pc_ins/us_5.html.

[18] ChoicePoint, Motor Vehicle Records Report,
http://www.choicepoint.com/sample_rpts/mvrhowtoread.pdf.

119] ChoicePoint, National Credit File, http://www.choicepoint.com/business/pc_ins/us_9.html.

[20] ChoicePoint, National Credit File Report, http://www.choicepoint.com/sample_rpts/NCj'.pdf.

[211ChoicePoint, AutoTrackXP and ChoicePoint Online,
http://www.choicepoint.com/industry/retail/public_cbi_l.html.

[22] Id.
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|23] ChoicePoint, AutoTrackXP Report, http://www.choicepoint.com/sample_rpts/AutoTrackXP.pdf.
[24] Memorandum from Office of the General Counsel, National Security Law Unit, FBI, to National
Security, FBI (Sept. 17, 2001) (document obtained from the FBI), available at
http://epic.org/privacy/choicepoint/cpfbia.pdf

|25] ChoicePoint, Customer Identification Programs,
http://www.choicepoint.com/business/financial/patriotact.html.
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Identity Theft Happens Mainly in America

Identity theft is largely an American phenome-
non. There are reasons for that. Other nations
don't rely on an identifying number - like a
number to keep track of pension accounts or
government benefits - for other purposes, like
identifying consumers in credit reports.

Since the carl) 1990s credit bureaus have been
collecting Social Security numbers and relying
on the numbers to confirm a match when a
lender requests a credit report on an applicant.
By the same token, credit bureaus usually ask a
consumer who wants to see his or her own cre-

dit report, as permitted by law, to provide a So-
cial Security number to confirm his or her iden-
tity. The Federal Trade Commission, which
regulates credit bureaus, actually encouraged
this in the 1990s.

Strangers can get Social Security numbers from
payroll records or buy them from Internet sites.

Thus, it’s not hard to see why theft of identity is
easy in the U.S. A stranger need only get a So-
cial Security number to match a name and then
ask a credit bureau to provide acopy of “his”

(Continued on page four)

ChoicePoint - An Ignoble Corporate History

1974 Two and a half years afte the Fair Credi. Repoiting Act is enacted, the Federal Trade Commission
accuses Retail Credit Co. ,  olating it. Its consumer investigative operation misrepresents itself to con-
sumers and to sources, continues to report obsolete adverse information on consumers, pressures its staff
to produce negative information, hassles consumers who seek access to their own files, and fails to rein-
vestigate the accuracy of information challenged by consumers. All of this violates the FCRA.

1976 The credit-bureau side of Retail Credit Co.’s business also faces a cease-and-desist order by the
FTC and a 1971 federal court anti-trust injunction, as well as consumer lawsuits. As a consequence, the
company hires a consultant, who recommends a name change to Equifax. The consultant says that the
new name connotes fairness and factual accuracy.

1980 The consumer investigative side of Equifax, which compiles narrative reports on consumers for
employers and insurance companies, now controls more than 75 percent of the market.

1982 After a federal court upheld the FTC charges of FCRA violations and ordered Equifax to comply
with a cease-and-desist order, the FTC finds that instructions to employees have not changed. It orders
the company to circulate the court’s order among its employees.

1989 Equifax claims great success with its Comprehensive Loss Underwriting Exchange (CLUE), which
indexes millions of past auto- ard property-insurance claims so that 280 insurance companies may query
the system when a person applies for coverage. There is no way for an individual, in spite of the Fair
Credit Reporting Act, to check the accuracy ofa CLUE record.

1991 One of several consumer lawsuits against the company finds that Equifax had not complied with
the 1982 FTC directive. “Court order? What order?” said one employee questioned in a lawsuit.

1992 The New York City Department of Consumer Affairs condemns CLUE, saying there is no way to
determine the accuracy of its vast files. The Data Protection Registrar in the United Kingdom questions

its fairness.
1995 The Federal Trade Commission again cites the consumer investigative arm of Equifax for viola-

tions, including failure to reinvestigate complaints of inaccuracy and ignoring consumers’ documenta-
(Continued on page three)
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ChoicePoint - An Ignoble Corporate History

(Continued from page one)

inaccuracies. Equifax did not challenge the FTC findings. Under a sctlicmcnt with the FTC, the com-
pany is ordered to discontinue these violations and make periodic reports to the FTC showing its pro-
gress improving its accuracy rate. Under the order, Equifax is to cease providing credit reports to a dis-
credited information broker in California named CDB Infotek.

1996 CDB Infotek advertises in e-mails that it will sell information ai the top of a credit report - “header
information" like Social Security number, date of birth, phone number, and “a/k/a’s.” It offers access to
Social Security account information, the change-of-address lists of the Postal Service, lists of registered
voters (in violation of state laws in California and elsewhere), and data on personal assets. It sells crimi-
nal and civil-eourt records, demographics of a target’'s closest neighbors, California driving records, em-
ployment reports, and much more. In 1992 CDB had been cited by the FTC for major violations of the
credit-reporting law. CDB did not challenge the FTC findings.

1996 Seven months after CDB's ad appears, Equifax purchases 70 percent of CDB Infotek and folds it
into its Insurance and Special Services unit.

1997 An Equifax shareholder, in a formal demand for due diligence by the parent company, cites “ law-
breaking, fraud and unethical conduct" by CDB.

1997 Alarmed by its negative reputation with the acquisition of Infotek, its FTC cease-and-desist orders,
and consumer lawsuits, Equifax spins off its Insurance and Special Services unit and calls it Choice-
Point. The new unit absorbs CDB's files. It also takes in driver and motor-vehiclc, divorce, marriage,
corporate, property-ownership, and other data of questionable reliability owned by a company called
Database Technologies, Inc., in Boca Raton, Fla. ChoicePoint's independence is questionable. The chair
of Equifax. Inc.. during the 1990s is chair of the executive committee of ChoicePoint's board of direc-
tors. ChoicePoint’s new president was executive vice president of Equifax.

1998 ChoiccPoint jettisons the rogue founder of CDB Infotek, former private investigator Rick Rozar,
who says that he will use his S95 million in capital gains to work with organizations seeking to locate
missing children. He donates S100,000 to the Republican National Committee. In October. Rozar, 44,
dies in afall from the roof of his house. |le was removing a satellite IV dish.

1999 The FBI and Drug Enforcement Administration suspend contracts with Database Technologies
(DBT Online), because of evidence that the company’s founder. Hank Asher, had ties to drug smuggling
from the Bahamas in the 1980s. (Asher later with a company called Seisint in Boca Raton develops anti-
icrror software called Matrix, which pi rports to mine hundreds of private and public databases with per-
sonal information. In 2003. with the help of Florida Gov. Jcb Bush, Asher will provide a show-and-tel!
in the White House for top Bush Administration officials and they are impressed.)

2000 Despite its record, federal and state agencies continue to enter into contracts with ChoiccPoint. But
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the Pennsylvania Department of Transportation terminates a 10-year agreement that granted Choice-
Point access to drivers’ records and specified tljat the data could not be transmitted via the Internet. U .j
company violated that provision. It was advertising Pennsylvania driver records on-line and selling them

to_persons not entitled to them under the agreement with the state. ChoicePoint pays a $1.4 million fine
Two of ChoicePoint's senior managers donate $4,000 to a Republican fund launched by Sen.

Richard Shelby, R-Ala., to support GOP candidates. Shelby is chair of the Senate committee overseeing

the Fair Credit Reporting Act.

ChoicePoint’s stock increases by 50 percent in value; its earning surpass $400 million. It has con-
tracts with the IRS, Health Care Financing Administration, the Secret Service, and the City of New
York. It makes its database available to the federally funded National Center for Missing and Exploited

Children, Rick Rozar's favored non-profit association.

The Florida Secretary of State hires Database Technologies, now a wholly owned subsidiary of
Choicepoint, to come up with the names of felons in Florida, because felons are forbidden by law from
voting in Florida. But the lists include the names of many eligible voters. As a result, nearly 2000 Flor-
ida voters, most of them African-Americans, are wrongfully disqualified from voting and 5600 people

tagged as likely felons ended up voting anyway.

2001 Afterjust two months in office, the Bush Administration suspends an eleventh-hour Clinton Ad-
ministration regulation that would deny federal contracts to companies that appear to have violated fed-

eral laws repeatedly.

A The company vigorously fights for “homeland security” funds from federal and state agencies. It

seeks to be the provider of personal information for filtering airline passengers before they may board an
airplane without further scrutiny. “ChoicePoint’s core competency is verifying and authenticating indi-
viduals and their credentials,” says Chairman and CEO Derek V. Smith.

2002 ChoiccPoint hires a friend of George W. Bush, James Langdon, who raised more than $100,000
for Bush’s campaign in 2000, as its lobbyist in Washington. In a few months the company secures an

SI I million contract with the U.S. Department of Justice to provide access to the company databases.
2005 Because of California’s security breach law. the company is forced to reveal that thieves posing as
legitimate businesses were able to access profiles that include Social Security numbers, credit histories,
criminal records and other sensitive personal information. The company discovered the breach in Octo-
ber 2004. Negative publicity forces the company to make disclosures cf the breach to 100,000 persons
nationwide. The number of victims may reach 500,000. Some victims have already experienced symp-
toms of identity theft like changes of address by strangers.

2005 A U.S. Senate committee announces hearings on information brokers, focusing on ChoicePoint.

ID Theft (Continued from page one)

credit report. Or the stranger can apply for credit
under the target's name and use the victim’s So-
cial Security number to "authenticate” identity.
Sometimes the strange* will change the address
on the victim’s credit account (and use the sto-
len SSN to “authenticate” identity. Credit bu-
reaus are not required to send a notice to a con-
sumer before activating a change of address, and
so they don't do so.

I his can't happen, of course, if credit bureaus
discontinue using SSNs as a match. Credit bu-
reaus in Europe and Australia do not do so, and
so identity theft is virtually non-existent. “Out-
side the U.S.A., my impression is that identity
theft is very uncommon (although the U.K. au-
thorities carry on as though there were

some),” Roger Clarke, long-standing privacy
expert in Australia, told privacy journal.
“There have been only half-a-dozen reported
cases in Australia over a period of quite some
years."

Clarke, of Xamax Consultancy and Australian
National University, monitors identity theft and
identity fraud worldwide. In fact, he distinguish-
es between identity theft (“the adoption of an
established identity by a second person, pollut-
ing the records of that identity with various or-
ganizations, typically retailers, finance compa-
nies and hence credit bureaus”), and identity
fraud (the use of manufactured false IDs for
immigration, fraud, money laundering, and pos-
sibly terrorism).

“There is a very high level of identity fraud
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Response to Customer Fraud Litigation

02X3/2005

Like most U.S. businesses, we respond to the specifics of
litigation in court proceedings, not the media.

The reality is. ChoirePoint is going to extraordinary lengths to
assist people whose identities may have been compromised by
the crimes committed against the company and will continue to
do so. We have gone far beyond what the California law
requires by voluntarily notifying individuals nationwide who may
be impacted, by providing free credit reports, and credit

monitoring for a year, and by setting up a dedicated support * .
center to hslp consumers who receive a notification letter. 2 (Ie-l%v}lt d-CheCk-yQur Cl'edlt

Additional Information > Click hgre to view the state
by-state Istripution or
ChoicePoint is actively engaged with local and federal law consumer notices

enforcement agencies in the continuing investigation of a fraud
committed against us, through which a small number of very
organized criminals posing as legitimate companies gained
access to personal information about consumers. This Inc_ldent
was not a breach of ChoicePoint’s network or a “hacking”
incident, and did not involve any of ChoicePoint's
customer Information.

We want you to know we take this criminal activity seriously and
are aggressively addressing it.

In addition to assisting law enforcement officials, we are taking
voluntary actions at company expense to help affected
consumers protect their identity. We want to tell you what we
believe occurred and what information was released. We also
want to provide you with details about what we are doing to
inform and assist consumers that may be affected, and what we
are doing to ensure we have reduced the possibility of future
unauthorized access to personal information by criminals.

What we know about the crime
Whatwe are doing to Inform and protect Consumers

What we are doing to minimize the likelihood of future
occurrences

What we know about the crime:
top

In October 2004, we detected possible signs of fraudulent
activities in several small business accounts based in the Los
Angeles area. We alerted the Los Angeles County Sheriff's
Department and they subsequently confirmed our suspicions
and began an investigation.

These cnminals were able to pass our customer authentication
due diligence processes by using stolen identities to create and

hup:/lwww.choicepoint.com/news/statement_0205_I.html 212512005


http://www.choicepoint.com/news/statement_0205_l.html

ChoiccPoint® Update on Fraud Investigation

produce the documents needed to appear legitimate. As small
business customers of ChoicePoint, these fraudsters accessed
products that contained basic telephone directory-type data
(name and address information) as well as a combination of
Social Security numbers and/or driver's license numbers and, at
times, abbreviated credit reports. They were also able to obtain
otner public record information includng, but not limited to
bankruptcies, liens, and judgments; professional licenses; and
real property data.

In late January, we were cleared to begin Informing the
consumers whose personal information may have been
accessed. We then uegan production of notification letters to
approximately 35,000 potentially affected California consumers.
Mailing to these consumers was completed last week.

After the start of the California notification process, investigators
informed us they believed consumers outside of California may
also have been impacted. We immediately began the process of
preparing and issuing approximately 110,000 additional letters
to consumers in other states that may have also been impacted.
We expect to complete these mailings by the end of the week.

We do not know how many of these approximately 145,000
consumers may be actual victims ot identity theft but we have
been informed by law enforcement offic. jIs that they have
identified and directly notified approximately 750 consumers
nationwide that some part of their identity information has been
compromised.

Additionally, a Nigerian citizen last week pled no contest in
California state court and was sentenced to 16 months in prison
in connection with this incident.

What we are doing to Inform and protect Consumers;
top

Our primary focus remains assisting those consumers whose
confidential data may have been fraudulently obtained by these
criminals.

We expect that all of the approximately 145,000 notices will be
mailed by the end of the week.

We have set up a special toll-free number for use by consumers
who receive these notices. Our notices urge consumers to
check their credit reports for suspicious activity and provide
information on how to obtain their credit reports from each of the
three credit bureaus via phone, mail, or web.

To be of further assistance we have purchased tri-bureau credit
reports and a one-year credit monitoring service at our expense
for each Individual. Our notification letters also inform
consumers how to obtain these services, free of cost to them,
via phone or web.

What we are doing to minimize the likelihood of future
occurrences;
top

Financial fraud and identify theft are pervasive problems in the
economy. While ChoicePoint offers a wide range of tools to help
detect fraud, no one - including us - is immune from it.

ChoicePoint has acted quickly to address the circumstancas
that led to the unauthorized access. We are continually updating
our customer credentialing and enrollment processes, on-going

http://www.choicepoint.coin/news/statement_0205_l.html
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account monitoring analytics and our periodic customer auditing
programs to help ensure the integrity of our systems and the
information they contain.

We are taking the following additional steps:

* We have asked Mr. Robert McConnell, to serve as our
liaison to law enforcement officials and to provide insight
for developing additional protections to guard against
future fraud. Mr. McConnell, is a retired 28 year veteran
of the United States Secret Service. During his last five
years with the Secret Service, Mr. McConnell supervised
the interagency task force responsible for the
investigation of Nigerian Organized Crime.

* We are presently going through a rigorous re-
credentialing of broad categories of customer accounts,
Including small business customers. We have made,
and will continue to make, product changes that limit the
information these customers are able to obtain before,
and after, this re-credentir.iing is completed. These
changes include masking or truncating sensitive
ncsonal identifier information (including social security
njr >ers and driver's license numbers). Most of this
fraud occurred in our small business public record
product segment, representing less llian 'ive percent of
our annual revenue. All of these customers will be
impactea by our data restrictions and re-credentialing
efforts.

We have always restricted and controlled access to personal
data. What's prompting us to go even further is we now know
that organized crime may have hijacked our legitimate data
uses. We believe an effective way to protect sensitive data from
these highly organized criminals is to re-credential cur
customers and remove information in those segments where
organised crime fraud is likely to occur. We hope others in our
industry will do the same.

This unfortunate and regrettable criminal act has instilled in us a
determination to lead this fight within the broader information
industry as well. We have already begun sharing our
exoeriences, observations and ideas with several of the other
major corporations in our industry, and we will seek to lead an
industry-wide initiative to develop, adopt, and deploy new
measures that will identify and halt identity theft and fraud.

As part of an industry-wide initiative, ChoicePoint is also
renewing its call for a national discussion on how to ensure
information is used responsibly to ensure the positive benefits of
information use are preserved and the illegal uses of data are
severely punished. For neariy two years, ChoicePoint has called
for a broad national discussion about how to protect personal
privacy and society's right to know. We specifically support:

» Independent oversight and Increased accountability of
data users and providers to help increase consumer
confidence

* Increased penalties for the intentional misuse of
personal information by businesses and individuals

* Mandatory notification by government and businesses of
unauthorized access to personal data

Distribution of Consumer Notices

http://lwww.choicepoint.ccm/news/statement_0205_|.htm!
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http://lwww.choicepoint.com/news/statement_

State 1
Alabama
Alaska
Arizona
Arkansas
California
Colorado
Connecticut
Delaware
District of Columbiaj
Florida
Georgia
Guam
Hawaii
Idaho
Illinois
Indiana
lowa
Kansas
Kentucky
Louisiana
Maine
Maryland|
Massachusetts]
Michigan
Minnesota
Mississippi
Missoun
Montana
Nebraska
Nevada|
New Hampshire
New Jersey]|
New Mexico||
New York]
North Carolina]
North Dakota]]"
Ohio f
Oklahoma||
Oregon|
Pennsylvania!
Puerto Rico]
Rhode Island|
South Carolina!
South Dakota
Tennessee||

Texas]]”

0205_1.html

Notice Count

1,338
251
1.730
696
34,114
4,500
5,952
1,072
338
10,216
2,805
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! Utall 9B
( Vermont 1 e 112
[ Virgin Islands 2
| Virginia 1,494|
[ Washington 8 £
i West Virginia 210|
Wisconsin &

W' oming 54|

Total 1447778
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2005 Breach of Information Legislation

Lastupdate: March 7, 2005

In February 2005, ChoicePoint, a corporation that collects and compiles information that includes personal and financial information on

millions of consumers, disclosed that it been the victim of a security breach wherein it had sold personal Information of almost 145,000
people to a criminal enterprise. The company first disclosed the breach only to California residents, as required by California's Notice of
Security Breach law, enacted in 2002. However, the company later disclosed that residents In other states, th* District of Columbia and

three territories also may have teen affected by the ChoicePoint breach (see List of states affected by QhoicePoint).

Since these disclosures, additional states are considering legislation requiring that companies and/or state agencies disclose to

consumers security breaches involving personal information. riCSL's Identity Theft Web page has additional information on related

legislation.

Summary: Legislation is being considered in at least 20 states as of March 4, 2005.

(See also 2004, 2003, and 2002 legislation.)

2005 Legislation

Arizona

Sxk-UH

Requires an entity disposing of records to take reasonable steps to ensure the destruction of personal financial and health information

and personal identification numbers that are issued by governmental entities. Directs an entity discovering that personal identifying

information has been stolen or improperly obtained, the entity must, within the most expedient time possible and without unreasonable
delay: a) transmit notice to the person that there has been a breach of security regarding that person's personal identifying

b) Provide information to that person regarding steps to be taken to protect against the unauthorized use of personal
identifying information. Immunizes the entity from liability if it returned custody and control of the records back to the individual to
whom the records pertain. Specifies that this legislation does not apply to the disposal of records by a transfer of the records to

another er ity. Allows an individual, who believes he or she mav be injured by an entity's actions or failure to act, to request that a
Permits the court to grant an injunction to stop an entity's

information,

cou . stop an entity's actions or failure to act pursuant to this le_ « ation.
Authorizes the attorney general to bring a civil action for damages and/or injunctive relief against an entity

actions or failure to act.
Specifies that any bank, financial institution, health care organization or other entity subject to

that fails to comply with this legislation.
and in compliance with certain federal regulations regarding protecting identifying information is in compliance with this legislation.

Provides that the rights and remedies of this legislation are in addition to other rights or remedies provided by law. Defines "destroy,"

"entity,"” "individual," "personal identifying information" and "record.”

California

A.B. 786
Requires the California State University system to provide an employee, upon request, with four hours of time off with pay following a

disclosure by the university that there is, or could have been, a breach of security of employee personal information data, as specified.

S.B. 433
Existing law contains two identical provisions of law requiring any person or business that conducts business in California and that owns

or licenses computer .zed data that includes personal information to disclose any breach of the security system following discovery or

notification of rhe breach in the security of the data to any resident of this state whose unencrypted personal Information was, or is

reasonably believed to have been, acquired by an unauthorized person. Repeals one of those two identical provisions, thereby making

a technical, nonsubstantive change.

S.B..852
Requires an agency, or a person or business conducting business in California, that possesses any data that includes the personal

information cf a California resident, to notify the resident of any breach of the security of the data, as specified. The bill also repeals

http://www.ncsl.org'programs/lis/cip/priv/breach.htm 3/9/2005
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duplicative provisions of law.

Colorado

5,6037

Permits a consumer to apply or remove a security freeze to his or her consumer/credit report; requires that consumers be notified of
the right to place the security freeze; compels a consumer reporting agency to notify the consumer after the credit information was
released in violation of the security freeze; and allows consumers, in cases where the security freeze was violated, to pursue civil action
and penalties up to $10,000 for each violation plus damages available under other t.vil laws. Requires government agencies,
corporations, financial institutions and others who own or use personal information to notify consumers when there has been a breach

of the security of data.

Georgia

H.B. 638
Relates to selling and other trade practices, so as to provide definitions; to require investigative consumer reporting agencies to give

notice to consumers of certain security breaches; to provide for a standard of care to be exercised by investigative consumer reporting
agencies; to provide for rules, regulations, and guidelines; to provide for related matters; to provide an effective date; to repeal

conflicting laws; and for other purposes.

H.B. 648
Requires a person or business that conducts business in this state and that owns or licenses computerized data that includes personal

information to disclose in specified ways any breach of the security of the data to any resident of this state whose unencrypted personal
information was, or is reasonably believed to have been, acquired by an unauthorized person; to permit notification to be delayed if a
law enforcement agency determines that it would impede a criminal investigation; to require a person or business tnat maintains
computerized data that includes personal Information owned by another to notify the owner or licensee of the information of any breach

of the security of the data; to provide for certain civil actions.

S.B. 230
Relates to selling and other trade practices, so as to provide definitions; requires investigative consumer reporting agencies to give

notice to consumers of certain security breaches.

S.B. 245
Relates to business records, so as to require a person or business that conducts business In this state and that owns or licenses

computerized data that includes personal information to disclose in specified ways any breach of the security of the data to any resident
of this state whose unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person;
permits notification to be delayed if a law enforcement agency determines that it would impede a criminal investigation; requires a
person or business that maintains computerized data that includes personal information owned by another to notify the owner or
licensee of the information of any breach of security of the data, provides for certain civil actions; defines certain terms; to amends
Chapter 18 of Title 50 of the Official Code of Georgia Annotated, relating to state printing and documents, so as to require an agency
that owns or licenses computerized data that includes personal information to disclose in specified ways any breach of the security of
the data to any resident of this state whose unencrypted personal information was, or is reasonably believed to have been, acquired by
an unauthorized person; permits notification to be delayed if a law enforcement agency determines that it would impede a criminal
investigation; requires an agency that maintains computerized data that includes personal information owned by another to notify the
owner or licensee of the information of any breach of security of the data; defines certain terms; provides for legislative findings and

declarations.

S.B. 251
Relates to selling and other trade practices; requires certain business entities to give notice to consumers of certain security breaches;

to provide for causes of actions and damages for unauthorized or improper access of personal information of consumers; to provide for
certain criminal penalties; to provide for related matters; to provide an effective date; to repeal conflicting laws; and for other

purposes.

Idaho

H.B. 555
Adds to existing law to provide 'egislative intent relating to the protection of personal information; to provide for disclosure upon breach

in tha security of personal information by certain agencies, persons and businesses; to provide for delayed notification in the event of
certain criminal investigations; to provide for means of notice, to provide an exception; and to provide certain rights and remedies for

http://lwww.ncsl.org/programs/lis/cip/piiv/breach.htm 3/9/2005
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breach in the security of personal information

Illinois

H.B. 3743
Creates the Security Breach Notification Act. Requires any person or business conducting business in the State, and that owns or

licenses computerized data that includes personal information, to disclose any breach of the security of the system following discovery
or notification of the breach in the security of the data to any person whose unencrypted personal Information was, or is reasonably
believed to have been acquired by an unauthorized person. Requires any person or business that maintains computerized data that
includes personal information that the person or business does not own, tc notify the owner or licensee of the information of any breach
of the security of the data immediately following discovery of such breach, if the personal information was, or is reasonably beiieved to
have been acquired by an unauthorized person. Provides that notice may be provided to a customer in one of the following ways: (1)
written notice; (2) electronic notice; or (3) substitute notice if the person or business demonstrates that the cost of providing notice
would exceed $250,000, or the affected class of persons to be notified exceeds 500,000, or the person or business does not have

sufficient contact information. Provides a private right of action for a violation of the Act.

S,B,.2Q9

Creates the Personal Information Protection Act.
persons for which the financial institution maintains unencrypted personal Information concerning measures the financial institution has
taken to prevent (i) a breach of the security system and (ii) any unauthorized acquisition of computerized data that compromises the
Requires each financial institution to

Requires each financial institution to provide an annual disclosure statement to all

security, confidentiality, or integrity of personal information maintained by the financial institution.
maintain duplicate records of all computerized data at a back-up site located at least 90 miles from the primary site at which the data is
stored. Provides that the effectiveness of the back-up site shall be tested annually and requires the results o that test to be included in

the annual disclosure statement.

S.B. 1479
Creates the Identity Theft Notification Act. Requires any data collector that owns or uses personal information in any form that includes

personal information concerning an lllinois resident, to disclose any breach of the security of the system following discovery or
notification of the breach in the security of the data, without regard for whether the data has been accessed by an unauthorized third
party for legal or lllegal purposes. Provides that notice may be provided in one of the following ways: (1) written notice; (2) electronic
notice; or (3) substitute notice if the person or business demonstrates that the cost of providing notice would exceed $250,000, or the
affected class of persons to be notified exceeds 500,000, or the person or business does not have sufficient contact information.

Provides a private right of action for a violation of the Act.

S.B. 1798
Creates the Personal Information Protection Act. Requires any person, business, or State agency conducting business in the State, uhd

that owns or licenses computerized data that includes vulnerable personal information, to disclose any breach of the security of the
system following discovery or notification of the breach in the security of the data to any person whose unencrypted personal
information was, or is reasonably believed to nave been acquired by an unauthorized person. Requires any person, business, or State
agency that maintains computerized data that includes vulnerable personal information that the person, business, or State agency does
not own, to notify the owner or licensee of the information of any breach of the security of the data immediately following discovery, if
the vulnerable personal Information was, or is reasonably believed to have been acquired by an unauthorized person. Provides that
notice may be provided to a customer in one of the following ways: (1) written notice; or (2) substitute notice if the person or business
demonstrates that the cost of providing notice would exceed $250,000, or the affected class of persons to be notified exceeds 500,000,

or the person or business does not have sufficient contact information.

S.B. 1799
Amends the Department of Revenue Law of the Civil Administrative Code of Illinois. Requires the Department of Revenue to notify an

individual if the Department discovers or reasonably suspects that another person has used that individual's Social Security number.

S.B. 1899
Creates the ldentity Theft Notification Act. Requires any agency, person, or business that conducts business in Illinois and owns or

licenses data that includes personal information concerning an lllinois resident to notify the resident that there has been a breach or the
security of that data following discovery or notification of the breach. Requires any agency, person, or business that maintains data that
includes personal information concerning an lllinois resident and that the agency, person, or business does not own to notify the owner
or licensee of the information of any breach of the security of the data immediately following discovery, if the personal information was,
or is reasonably believed to have been acquired by an u. authorized person. Provides that notice may be provided in one of the

http:/lvwww.ncsl.org/programs/lis/cip/priv/breach.htm 3/9/2005
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following ways: (1) written notice; (2) electronic notice; or (3) substitute notice if the agency, person, or business demonstrates that
the cost of providing notice would exceed $250,000, or the affected class of persons to be notified exceeds 500,000, or the agency,

person, or business does not have sufficient contact information.

Indiana
S.B. 5Q3

Prohibits a state agency from releasing the Social Security number of an Individual unless the release is: (1) required by state law,
federal law, or court order; (2) authorized in writing by the individual; (3) made to comply with the USA Patriot Act or Presidential
Executive Order 13224; or (4) made to a commercial entity for permissible uses set forth in the Drivers Privacy Protection Act, the Fair
Credit Reporting Act, or the Financial Modernization Act of 1999. Provides that disclosure of the last four digits of o Social Security
number is not considered a disclosure of the Social Security number. Requires a state agency to notify an individual of a security
breach of the agency's computer system if the individual's unencrypted personal Information was or is reasonably believed to have been
acquired by an unauthorized person. Makes it a Class D felony to knowingly make a false representation to obtain a Social Security
number or for ar agency employee to knowingly disclose a Social Security number. Provides that an agency employee who negligently
discloses a Social Security number commits a Class A infraction. Requires an individual who prepares a document for recording to
certify that the individual reviewed the entire document and took reasonable care to redact Social Security numbers in the document.
After December 31, 2007, requires a county recorder or an employee of a county recorder to search documents using the redacting
technology to redact Social Security numbers before the documents are release for public inspection. Establishes a pilot project
beginning July 1, 2005, to develop procedures and test technology and equipment for searching recorded documents and redacting

Social Security numbers.

SifL-544

Prohibits a state agency from releasing the Social Security number of an individual unless the release is: (1) required by state law,
federal law, or court order; (2) authorized in writing by the individual; (3) made to comply with the USA Patriot Act or Presidential
Executive Order 13224; or (4) made to a commercial entity for permissible uses set forth in the Drivers Privacy Protection Act, the Fair
Credit Reporting Act, or the Financial Mode* nization Act of 199*?. Provides that disclosure of the last four digits of a Social Security

number is not considered a disclosure of the Social Security number. Requires a state agency to notify an individual of a security

breach of the agency's computer system if the individual's unencrypted personal Information was or is reasonably believed to have been
acquired by an unauthorized person. Makes it a Class D felony to knowingly make a false representation to obtain a Social Security
number or for an agency employee to knowingly disclose a Social Security number. Provides that an agency employee who negligently
discloses a Social Security number commits a Class A ifraction. Requires an individual who prepares a document for recording to
certify that the individual reviewed the entire document and took reasonable care to redact Social Security numbers in the document.
After December 31, 2007, requires a county recorder or an employee of a county recorder to search documents using the redacting
technology to redact Social Security numbers before the documents are release for public inspection. Establishes a pilot project
beginning July 1, 2005, to develop procedures and test ter' nology and equipment for searching recorded documents and redacting

Social Security numbers.

Minnesota

hLFx_14JQ
Requires businesses maintaining personal information in electronic form to disclose to consumers breaches in security.

S.F. 1307

Requires disclosure to consumers of a breach in security by businesses maintaining personal information in electronic form.

Missouri

S.B. 506
Prohibits the sharing of personal financial information with any unauthorized person unless the individual consents to the share.

Requires a business or person that conducts business In the state that owns or licenses computerized data, to disclose any breach of
security of that data, to any citizen of this state whose information may, or may very well have been, acquired by an unauthorized
person. Allows for individuals to place security alerts and security freezes on their credit report, notifying any recipient of the report
that the individual may have been a victim of identity theft, and prohibiting the release of the individual's information without the
express consent of the consumer. Details the obligations of consumer reporting agencies in response to this option.

Montana
H.B. 732

http:/lwww.ncsl.org/programs/lis/cip/priv/breach.htm 3/9/2005
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Adopts and revises laws to implement individual privacy and to prevent identity theft; requires a consumer reporting agency to block or
expunge information on a report that results from a theft of identity; provides privacy protection provisions for credit card solicitations
and renewals and telephone accounts; provides privacy protection for business records by requiring destruction of records; requires
businesses to report a breach of computer security; requires a business that has an established business relationship with a customer
and that has disclosed certain personal information to third parties to report that Information to the customer; providing remedies and

penalties for violation.

New Jersey

AT} 1QQ

Requires that a financial institution that discovers or reasonably should discover that a consumer's nonpublic personal information

maintained by the financial institution was compromised in any way shall promptly notify the consumer of the breach of the security or
confidentiality of the information. In addition to promptly notifying a consumer of the security compromise, a financial institution is
required to provide assistance to tht consumer to remedy any such compromise; to reimburse the consumer for any losses the

consumer Incurred as a result of the compromise of the security or confidentiality of such information; and to provide information
concerning the manner in which the consumer can obtain assistance. However, a financial institution may delay notifying a consumer
of the compromise of the security or confidentiality of the information at the request of a law enforcement agency investigating such
violation for a period determined by the law enforcement agency performing the Investigation. Additionally, If an issuer of credit
receives a request for an additional credit card for an existing cardholder no later than 30 days after receiving a change of address for
the cardholder, the issuer of credit is required to notify the cardholder of the request at the new address and former address no later

than five days after sending the additional card to the new address. The issuer of credit shall also provide the cardholder with a means

o' promptly reporting incorrect changes. Any violation of this bill shall be punished under either NJ j .A.56:11-38 or N.J.S.A.56:11-39,

or both.

A.B. 2048
Requires a business to take all reasonable steps to destroy customer records within its control containing personal information which is

no longer to be retained by the business. The customer records shall be destroyed by shredding, erasing, or otherwise modifying the
personal information to make them unreadable or undecipherable through any means. In addition, any business that conducts business
in New Jersey and owns or licenses computerized data that includes personal information must disclose any breach of the security of
the computer system within 15 days to any customer who is a resident of New Jersey whose unencrypted person jl information was, or
is reasonably believed to have been, acquired by an unauthorized person. However, the disclosure may be delayed if a law enforcement
agency determines that notification will impede a criminal investigation. Any business that maintains computerized data that includes
personal information that the business does not own shall notify the owner or licensee of the information of any breach of the security
of the system immediately following discovery, if the personal information was, or is reasonably believed to have been, acquired by an
unauthorized person. For purposes of this bill, notice may be written or electronic. If the business demonstrates that the cost of
providing notice would exceed $250,000, or that the affected class of subject persons to be notified exceeds 500,000, or the business
does not have sufficient contact information, it may provide substitute notice, which must consist of all of the following: (1) e-mail
notice when the business has an e-mail address; (2) conspicuous posting of the notice on the Web site page of the business, if the
business maintains one; and (3) notification to major statewide media. However, a business that maintains its own notification
procedures as part of an information security policy for the treatment of personal information and is otherwise consistent with the
timing requirements of the bill, shall be deemed to be in compliance with the notification requirements of this bill if the business notifies

subject persons in accordance with its policies in the event of a breach of security of the system. Finally, a violation of any provisions of jl
this bill shall be an unlawful practice subject to the penalties applicable to a violation of the consumer fraud law pursuant to N.J.S.A.
56:8-13. Under N.J.S.A. 56:8-13, any business who violates any of the provisions of this bill, in addition to any other penalty provided j
by law, shall be liable to a penalty of not more that $10,000 for the first offense and not more than $20,000 for the second and each !
subsequent offense.
New York j
A.B. 1525
Requires any bankinc stitution that owns or licenses data that includes personal identifying information to disclose any breach of

>

security following disi. ~ry or notification of such breach to any person whose personal identification was, or is reasonably believed to

have been, acquired by ?.n unauthorized person; defines personal identifying information and breach of security.

A.B. 4254
Requires any state agency or business which owns or licenses a computerized database which includes vulnerable personal information

shall disclose any breach of security of such system to any resident of New York state whose unencrypted personal information may

have been acquired by an unauthorized person; provides enforcement provisions.
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AlLI546Z

Enacts the "personal information protection act", requiring disclosure of breaches of security of data systems of business entities to
affected persons; provides for administration by the department of state; requires use of best available technology to detect breaches

of security; provides for a private right of action.

S.B. 2161
Requires any state agency or business which owns or licenses a computerized database which includes vulnerable personal information

shall disclose any breach of security of such system to any resident of New York state whose unencrypted personal Information may

have been acquired by an unauthorized person; provides enforcement provisions.

S.B. 2906
Requires notice to residents when a computerized database security breach releases personal information.

Ohio
Requires a state agency, person, or business to contact individuals if unencrypted personal information about thoseindividualsthat is
maintained on the computers of the agency, person, or business is obtained by unauthorized persons.

$.6-39
Requires a state agency, person, or business to contact individuals if unencrypted personal informationabout those individuals that is

maintained on the computers of the agency, person, or business is obtained by unauthorized persons.

Oregon

S.B. 626
Requires a person who owns or uses personal information to notify an individual when there is an unauthorized acquisition of personal

Information that compromises sect city of information.

Rhode Island

H.B. 5893
Establishes a duty to disclose any breach of security of a computerized data system.

$.BJ3W

Establishes a duty to disclose any breach of security of a computerized data system.

Tennessee

HB.217Q
Requires persons, businesses or government agencies that discover a breach of information security resulting in disclosure of

unencrypted personal information about persons to unauthorized third parties to provide notice of such disclosure.

S.B, 2220
Requires persons, businesses or government agencies that discover a bieach of information security resulting in disclosure of

unencrypted personal information about persons to unauthorized third parties to provide notice of such disclosure.

Texas

H.B. 1527
Requires those who own or license data that includes identifying information to promptly notify the resident of any alleged breach of the

security of the person's data system, regardless of whether the resident’s identifying information has been accessed by an unauthorized

person.

Virginia

H.B. 2721

Requires agencies and businesses that maintain computerized data that includes personal information to notify the subject of that
information when a breach of the database containing that information is discovered. No notice >required if an investigation
determines that there is no reasonable belief mat the information has been or will be used In an unlawful manner. Providt for various

means of notifying the owner or licensee o, that information and requires the agency or business to coordinate notification with
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Damages for an agency violating

consumer reporting agencies if they indicated that the affected individual can obtain a credit report.
Damages for a

this requirement are provided in the Government Data Collection and Dissemination Practices Act (8 2.2-3800 et seq.).
business violating this requirement are provided in the Personal Information Privacy Act or PIPA (8§ 59.1-442 et seq.).
damages available for violations of PIPA to include actual damages, if greater than $100 per violation, and injunctive relief.

Expands the

Washington

S.B. 6043
Requires any agency that owns or licenses computerized data that includes personal information to disclose any breach of the security

of the system following discovery or notification of the breach in the security of the data to any resident of this state whose
unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person. Requires the
disclosure to be made in the most expedient time possible and without unreasonable delay, consistent with the legitimate needs of law
enforcement, as provided in this act, or any measures necessary to determine the scope of the breach and restore the reasonable
integrity of the data system. Requires any person or business that conducts business in this state and that owns or licenses
computerized data that includes personal information shall disclose any breach of the security of the system following discovery or
notification of the breach in the security of the data to any resident of mis state whose unencrypted personal information was, or is
reasonably believed to have been, acquired by an unauthorized person. The disclosure shall be made in the most expedient time
possible and without unreasonable delay, consistent with the legitimate needs of law enforcement, as provided in this act, or any
measures necessary to determine the scope of the breach and restore the reasonable integrity of the data system.

West Virginia

tLB.2772
Requires commercial entities who maintain databases containing resident individuals' personal information, to notify a resident

individual, in writing, whenever the individual's personal information has been compromised by unauthorized disclosure; and defines

personal information.

NCSL Contact: Pam Greenberg, pam.greenberg at ncsl.org, NCSL Denver Office, 303-364-7700

© O PtLvflcy.dome

2004 Legislation

(Red highlight indicates legislation failed/was not enacted; green highlight indicates legislation passed/was enacted)

California

S.B. 1279

Passed Senate 5/24/04

Requires on agency, or a person or busine
information of a California resident, to notify

-onducting business in California, that possesses any data that includes the personal
le resident of iny breach of the security of the data, as specified.

Florida
H.B. 1189

Died in com mittee 4/30/04
Requires certain persons who maintain computerized data that contains personal information to notify any state resident whose

unencrypted personal information may have been obtained as result of security breach; provides for forms of notice; provides

exceptions and alternative forms of notice; provides for delays in notification in certain circumstances.

S.B. 2684

Died in com mittee 4/30/04
Requires certain persons who maintain computerized data that contains personal information to notify any state resident whose

unencrypted personal information may have been obtained as result of security breach; provides for forms of notice; provides ror delays

in notification in certain situations.

Louisiana

S.B. 417

Legislature adjourned June 21, 2004

Requires businesses to notify customers of a breach of security of their computerized data.
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New Jersey

A,BJi28Q
10/4/2004 Reported out of Asm. Comm, with Amendments, and Referred to Assembly Financial Institutions and Insurance Committee

Requires that a financial institution that discovers or reasonably should discover that a consumer's nonpublic personal Information
maintained by the financial institution was compromised in any way shall promptly notify the consumer of the breach of the security or
confidentiality of the information. In addition to promptly notifying a consumer of the security compromise, a financial Institution is
required to provide assistance to the consumer to remedy any such compromise; to reimburse the consumer for any losses the
consumer incurred as a result of the compromise of the security or confidentiality of such information; and to provide information
concerning the manner in which the consumer can obtain assistance. However, a financial Institution may delay notifying a consumer

of the compromise of the security or confidentiality of the information at the request of a law enforcement agency investigating such

violation for a period determined by the law enforcement agency performing the investigation. Additionally, if an issuer of credit

receives a request for an additional credit card for an existing cardholder no later than 30 days after receiving a change of address for
the cardholder, the issuer of credit is required to notify the cardholder of the request at the new address and former address no later
than five days after sending the additional card to the new address. The issuer of credit shall also provide the cardholder with a means

of promptly reporting | icorrect anges. Any violation of this bill shall be punished under either N.J.S.A.56:11-38 or NJ.S.A.56:11-39,

or both.

AJ. 2048
2/5/2004 Introduced, Referred to Assembly Consumer Affairs Committee
Requires a business to take all reasonable steps to destroy customer records within its control containing personal information which is

no longer to be retained by the business. The customer records shall be destroyed by shredding, erasing, or otherwise modifying the
personal information to make them unreadable or undecipherable through any means. In addition, any business that conducts business
in New Jersey and owns or licenses computerized data that includes personal information must disclose any breacn of the security of
the computer system within 15 days to any customer who is a resident of New Jersey whose unencrypted personal information was, or
is reasonably believed to have been, acquired by an unauthorized person. However, the disclosure may be delayed if a law enforcement
agency determines that notification will impede a criminal investigation. Any business that maintains computerized data that includes
personal information that the business does not own shall notify the owner or licensee of the information of any breach of the security
of the system immediately following discovery, if the personal information was, or is reasonably believed to have been, acquired by an
unauthorized person. For purposes of this bill, notice may be written or electronic. If the business demonstrates that the cost of
providing notice would exceed $250,000, or that the affected class of subject persons to be notified exceeds 500,000, or the business
does not have sufficient contact information, it may provide substitute notice, which must consist of all of the following: (1) e-mail
notice when the business has an e-mail address; (2) conspicuous posting of the notice on the Web site page of the business, if the
business maintains one; and (3) notification to major statewide media. However, a business that maintains its own notification
procedures as part of an information security policy for the treatment of personal information and is otherwise consistent with the
timing requirements of the bill, shall be deemed to be in compliance with the notification requirements of this bill if the business notifies
subject persons in accordance with its policies in the event of a breach of security of the system. Finally, a violation of any provisions of
this bill shall be an unlawful practice subject to the penalties applicable to a violation of the consumer fraud law pursuant to N.J.S.A.
56:8-13. Under N.J.S.A. 56:8-13, any business who violates any of the provisions of this bill, in addition to any other penalty provided
by law, shall be liable to a penalty of not more that $10,000 for the first offense and not more than $20,000 for the second and each

subsequent offense.

New York
A.B. 9184

S.B. 6S17
Requires any state agency or business which owns or licenses a computerized database which includes vulnerable personal information

shall disclose any breach of security of such system to any resident of New York state whose unencrypted personal information may

have been acquired by an unauthorized person; provides enforcement provisions.

A.B. 9431

S.B. 6615
Enacts the Personal Information Protection Act, requiring disclosure of breaches of security of data systems of business entities to

affected persons; provides for administration by the Department of State; requires use of best available technology to detect breaches

of security; provides for a private right of action.

A.B. 10295
S.B. 7121
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Requi.-es any banking i. .titution that owns or licenses data that includes personal Identifying information to disclose any breach of
security following discovery or notification of such breach to any person whose personal identification was, or is reasonably believed to
have been, acquired by an unauthorized person; defines personal identifying information and breach of security.

A.B. 11012

S.B. 6739
Requires notice to residents when a computerized database security breach releases personal information.

0

2003 Lep:slation

(Red highlight indicates legislation failed/was not enacted; green highlight indicates legislation passed/was enacted)

New York
A.B. 9184

S.B. 6S17
Requires any state agency or business which owns or licenses a computerized database which includes vulnerable personal information

shall disclose any breach of security of such system to any resident of New York state whose unencrypted personal information may

have been acquired by an unauthorized person; provides enforcement provisions.

2002 Legislation

(Green highlight indicates legislation passed/was enacted)

AlL_ZDQ

Chaptered by secretary of state 9/29/02, Chapter 1054

Operative July 1, 2003, requires a state agency, or a person or business that conducts business in California, that owns or licenses
computerized data that includes personal information, as defined, to disclose in specified ways, any breach of the security of the data,
as defined, to any resident of Califo nio whose unencrypted personal information was, or is reasonably believed to have been, acquired
Permits the notifications required by its provisions to be delayed if a law enforcement agency determines

by an unauthorized person.
Requires an agancy, person, or business that maintains computerized data that includes

that it would impede a criminal investigation.
personal information owned by another to notify the owner or licensee of the information of any breach of security of the data, as

specified. States the intent of the Legislature to preempt all local regulation of the subject matter of the bill. Makes a statement of

legislative findings and declarations regarding privacy and financial security.

NCSL Contact: Pam Greenberg, pam.greenberg at ncsl.org, NCSL Denver Office, 303-364-7700

(@] O Privacy hlome

Visitor counts for this page.

© 2004 National Conference of State Legislatures, All Rights Reserved

Denver Office: Tel: 303-364-7700 | Fax: 303-364-7800 | 7700 East First Place | Denver, GO 80230 | Map
Washington Office: Tel: 202-624-5400 | Fax: 202-737-1069 | 444 North Capitol Street, N.W., Suite 515 | Washington, D.C. 20001

http:/lwww.ncsl.org/programs/lis/cip/priv/breach.htm 3/9/2005


http://www.ncsl




HOUSE COMMITTEE REPC T

Chte Referred to Committee: March 2005 FURT'I KREFERRALS: Judiciary
Date of Committee Action:. y\,)eot?

The LAB"R AND COMMERCE Committee consicered: HB 2/
HOUSE BILL NO. 27 ALASKA SMALL LOANS act

"An Act relating to the Alaska Small Loans Act; and provicing for an effective date."

RForSenatendg!Itllﬁv!’&pL%Cvs(tjit\{\g:tT [ ] ]Ftle-(:Kf%r?icaoeritle ([:S}CO'\L_W Title: 11ICR [ ]Samﬁtle p(J NewTitle

[ ] attach amendments
[ 1 add new referral to. Committee
[ J Letter of Intent Committee

Listof NFW FiscaL NOTES PREMOUS FISCAL NOTES

Abbrev

ADM X 1
CRT

GOV

LAV

1A ﬂ_
MVA

DNM

DPS |
REV

DOT

LA

for ®Assigned by Chief Clerk's Office Li Dents):  EN#  FEiscal  Indet. 7
Depts.: List béDept(s): oFN: 1Fiscal  Indet.  Zero st by Dept(s): iscal - Indet.  Zero |
CED Cob>

COR

EEI _
DEg

DFG

USsS

LEG

Signing with recommendations DP DNP NR AM j

Printed Last Name
jljjL o L K

cjkor-r i

JY _Q |

/) > . 1J



Alaska State Legislature

House of Representatives

State Capitol
Juneau, AK 99801-1182

Official Business

SPONSOR STATEMENT 1 R CSHB 227(L&C)
BY: Representative Tom Anderson

TITLE "An Act relating to the Alaska Small Loans Act; and providing for an effective date."

The last significant revision of the Alaska Small Loans Act (ASLA) occurred between 1995 and
1996 The bill (ihen numbered HB 319) was signed into law in July 1996 and brought this
section of statute up-to-date with the changing market demands. There have been several
changes to the market in the last decade, and more importantly, there has been many more
changes in technology. As computer systems become more and more adept at taking, storing,
sorting, and retrieving information, our laws must reflect the most efficient use of those

innovations.

House Bill 227, the latest revision of AS 06.020, takes into account not only the market-driven or
technological changes, but also the changes in the value of money. Put simply, good:; cost more
today than they did twenty, ten, or even five years ago. For example, it is not unheard ofto pay
between $7,500 and S10,000 for an ATV or snowmachine. Also, manufacturer’s list prices for
new automobiles can start as high as S4U - $50,000. Clearly the definition of what constitutes a

small loan needs some adjustment.

1B 227 improves the business environment by encouraging industry competition, which
ultimately should decrease loan prices as well as pro\iding consumers additional products and
services to choose from. HB 227 will also update the Small Loans Act to reflect current
technology. As written today, the law does not recognize automated or centralized process

utilized by most companies today.

We worked with both members of financial community and with the Division of Banking and
Securities to find language balancing the parties’ wish lists and consumer protection. HB 227
updates the ASLA to make the law reflective of current industry practices and raises the limit of
a small loan from $25,000 to $50,000 broadening the Department's regulatory oversight.
Additionally, it doubles the liquid assets and bond requirements from $25,000 to $50,000 for

businesses writing small loans.

I would ask for your support on HB 227.

April 11,2005-H B 227 24-L.50599\I



Alaska State Legislature

House of Representatives

Siate Capitol

Official Business
Juneau, AK 99801-1182

SPONSOR STATEMENT FOR HB 227
BY: Representative Tom Anderson

TlTLE "An Act relating to the Alaska Small Loans Act; and providing for an effective date."

The last significant revision of the Alaska Small Loans Act (ASLA) occurred between 1995 and
1996. The bill (then numbered HB 319) was signed into law in July 1996 and brought this
section of statute up-to-date with the changing market demands. There have been several
changes to the market in the last decade, and more importantly, there has been many more
changes in technology. As computer systems become more and more adept at taking, storing,
sorting, and retrieving information, our laws must reflect the most efficient use of those

innovations.

House Bill 227, the latest revision of AS 06.020, takes into account not only the market-driven or
technological changes, but also the changes in the value of money. Dut .imply, goods cost more
today than they did twenty, *en, or even five years ago. For example, it is not unheard of to pay
between $7,500 and $10,000 for i.n ATV or snowmachine. Also, manufacturer’s list prices for
new automobiles can start as high as $40 - $50,000. Clearly the definition of what constitutes a

small loan needs some adjustment.

HB 227 improves the business environment by encouraging industry competition, which
ultimately should decrease loan prices as well as providing consumers additional products and
services to choose from. HB 227 will also update the Small Loans Act to reflect current
technology. As written today, the law does not recognize automated or centralized process

utilized by most companies today.

We worked with both members of financial community and with the Division ot Banking and
Securities to find language balancing the parties’ wish lists and consumer protection. HB 227
updates the ASLA to make the law reflective of current industry practices and raises the limit of
a small loan from $25,000 to $50,000 broadening the Department's regulatory oversight.
Additionally, it doubles the liquid assets and bond requirements from $25,000 to $50,000 for

businesses writing small loans.

I would ask for your support on HB 227.

April 11, 2005-H B 227 24-1.50599\G



Sectional Analysis CS HB 227 (L&C)

Section 1

Sec. 06.20.0 10fa)
Permits licensees of the Act to charge interest rates above the rate of interest described in

45.45.010. This provision increases the maximum loan amount subject to this chapter from
$25,000 to $50,000

Section 2

Sec. 06.20.0 lu(b)
Outlines exemptions from the application requirements of AS 06.20.010(a)

Section 3

Sec. 06.20.015
Adds a new section permitting the Derailment to issue endorsements for licensees with

multiple locations engaging in small loans.

Section 4

Sec. 06.20.020(a)
Outlines application requirements to include applicants mailing address, and the business

and residence address of any partners.

Section 5

Sec. 06.20.030(a)
Changes the expenses incurred by the Department in investigating an application from those

state in AS 06.01.010 to a rate determined by the Department in regulation.

Section 6

Sec. 06.20.030(b)
Increases the license fee to $2,500 for a single location license and $5,000 for a multiple

location license.

Section 7

Sec. 06.20.040
Increases the liquid asset requirement form $25,000 to $50,000 for each location.

CS HB 227 (L&C) March 17, 2006 Page 1of5
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Section 8

Sec. 06.20.050
Increases the bonding requirement from $25,000 to $50,000

Section 9

Sec. 06.20.050
Adds new section requiring the bonding stay in force until the Department revokes the

license, until all loans made by licensee are paid in full, and while there is pending litigation
on a loan.

Section 10

Sec. 06.20.060
Defines the Department’s responsibilities in approving and denying an application

Section 11

Sec. Q .20.063
Adds a new section that defines specific grounds for the Department to disapprove an

application.

Sec. 06.20.065
Adds a new section requiring written notification of disapproval and outlines the response

times for requesting a hearing.

Sec. 06.20.067
Adds a new section making the license continuous until surrendered, revoked, or suspended.

Section 12

Sec. 06.20.070
Outlines that the license will be in a form prescribed by the department, and requires that it

be conspicuously posted in each place of business.

Section 13

Sec. 06.20.070
Adds a news paragraph requiring the license state the website domain address and physical

location of the principal place where the licensee conducts business.

Section 14

Sec. 06.20.090
Provides requirements for noticing the Department when a licensee changes the place of

business.

Section 56

Sec. 06.20.110
Clarifies the grounds for the Department to revoke or suspend a license.

Section 16

Sec. 06.20.120
Outlines the Department’s ability to revoke or suspend a licensee who has multiple

locations.
CS HB 227 (L&C) March 17, 2006 Page 2 of 5
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Section I/

Sec. 06.20.125
Adds a new section allowing the department to place restrictions on business activities of a

licensee during a suspension or revocation.

Section BB

Sec. 06.20.130
Adds a new section that provides for the surrender ofa license.

Section 9

Sec. 06.20.130
Adds a new section requiring a licensee to surrender a license after 24 months of inactivity.

Section 2

Sec. 06.20.140
Describes the effect of a license revocation, suspension, or surrender.

Section 21

Sec. 06.20.140
Add i .lew section stating the surrender of a license does not affect civil or criminal liability

for a' ts committed before the surrender.

Section 2

Sec. 06.20.1 >0
Outlines conditions for license reinstatement

Section 3

Sec. 06.20.15!>
Adds a new section requiring the Department to proceed under the Administrative Procedure

Act when revoking or suspending a license.

Section 24

Sec. 06.20.160
Outlines the Department’s responsibilities to conduct examinations of licensees, allows for

the costs of examinations to be bore by the licensee, and describes the type and nature of the
examinations.

Section 5

Sec. 06.20.180
Outlines the type or records to be kept by the licensee and for how long they must be kept.

Section 26

Sec. 06.20.190
Sets the requirement for annual reports to be submitted by the licensee.

CS HB 227 (L&C) March 17, 2006 Page 3 of 5
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Section 2/

Sec. 06.20.200(a)
Amends current statue to address misrepresentation in advertising for loans.

Section 28

Sec. 06.20.210
Requires a licensee to notify the department if they intend to conduct other business

activities at a licensed location and gives the department the ability to prohibit other
business under certain circumstances.

Section 0

Sec. 06.20.230
Reduces the maximum amount of interest rates on certain loans from 36% APR o the higher

of24% or 10% above the federal reserve discount rate.

Section )

Sec. 06.20.250(c)
Revises the maximum term for loans between $5,000 and $25,000.

Section 3L

Sec. 06.20.260
Outlines the type of charges a licensee can charge, what charges are prohibited, late fee

amounts, NSF amounts, and other types of charges that would accompany a consumer loan
or fees associated with the servicing of those types loans.

Section

Sec. 06.20.270
Itemizes the type of information licensees must provide to borrowers during the loan

process, from consummation to completion.

Section 3B

Sec. 06.20.285
Restates the method for calculating interest on open-ended loans.

Section 3

Sec. 06.20.290
This section prohibits a licensee from taking an assignment of earnings as payment or

security for a loan.

Section B

Sec. 06.20.320
Outlines allowable penalties the Department may assess a licensee.

Section B

Sec. 06.20.340
Requires the Departmer' to notify licensees when regulation changes are made.

CS HB 227 (L&C) March 17, 2006 Page 4 of 5
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Section 37

Sec. 06.20.370
Adds a new section giving the department the authority to issue an order to remove or

suspend an officer under certain circumstances.

Sec. 06.20.380
Adds a new section regarding the department’s ability to issue a cease and desist order.

Sec. 06.20.390
Adds a new section prohibiting a person from providing false information during and

examination or investigation.

Sec. 06.20.400
Adds a new section permitting the department to make rulings necessary to enforce this

chapter.

Sec. 06.20.410
Adds a new section permitting the department to file an action in court in order to enforce

this chapter. Makes the violation of this chapter a Class A misdemeanor.

Sec. 06.20.420
Adds a new section that states if any provision of this chapter are in conflict with federal

law, then the provision does not apply.

Section 3B

Sec. 06.20.900
Provides additional definitions for the terminology used in this chapter.

Section P

Sec. 08.76.040(b)
Adjusts the recovery amount a pawnbroker shall pay a pledgor to reflect the change in the

1993 increase in the paw limit. This change reflects the original intent to allow for twice
the maximum pawn limit as it was passed in 1955 and revised in 1982.

Section 40

Sec. 43.70.080(a)
Provides an exemption to the state’s business license fee due to the high nature of the

licensing fee under this chapter.

Section 41

List of statues to be repealed due to the new changes in this legislation

Section *1

Adds a new section allowing the Department to adopt regulations under Section 1-38,40,
and 42.

Section 43

Implements Section 4 1 immediately.

Section 4-%b

Provides for an immediate effective date for Section 42 and an effective date ofJan. I, 2007
for Sections |1-41and 43.
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Sectional Analysis CS HB 111 (L&C)

Section 1

Sec. 06.20.010(a)
Permits licensees of the Act to charge interest rates above the rate of interest described in

45.45.010. This provision increases the maximum loan amount subject to this chapter from
$25,000 to $50,000

Section 2

Sec. 06.20.010(b)
Outlines exemptions from the application requirements of AS 06.20.010(a)

Section 3

Sec. 06.20.015
Adds a new section permitting the Department to issue endorsements for licensees with

multiple locations engaging in small loans.

Section 4

Sec. 06.20.020(a)
Outlines application requirements to include applicants mailing address, "+d the business

and residence address of any partners.

Section 5

Sec. 06.20.030(a)
Changes the expenses incurred by the Department in investigating an application from those

state in AS 06.01.010 to a rate determined by the Depart, ncnt in regulation.

Section 6

Sec. 06.20.030(b)
Increases the license fee to $2,500 for a single location license and $10,000 for a multiple

location license.

Section 7

Sec. 06 20.040
Increases the liquid asset requirement form $25,000 to $50,000 for each location.
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Section 8

Sec. 06.20.050
Increases the bonding requirement from $25,000 to $50,000

Section 9

Sec. 06.20.050
Adds new s. ction requiring the bonding stay in force until the Department revokes the

license, unt;i all loans made by licensee are paid in full, and while there is pending litigation
on a loan.

Section 10

Sec. 06.20.060
Defines the Department’s responsibilities in approving and denying an application

Section 11

Sec. 06.20.063
Adds a new section that defines spec'fie grounds for the Department to disapprov e an

application.

Sec. 06.20.065
Adds a new section requiring written notification of disapproval and outlines the response

times for requesting a hearing.

Sec. 06.20.067
Adds a new section making the license continuous until surrendered, revoked, or suspended.

Section 12

Sec. 06.20.070
Outlines that the license will be in \ form prescribed by the department, and requires that it

be conspicuously posted in each place of business.

Section 13

Sec. 06.20.070
Adds a news paragraph requiring the license state the website domain address and physical

location of the principal place where the licensee conducts business.

Section X4

Sec. 06.20.090
Provides requirements for noticing the Department when a licensee changes the place of

business.

Section B

Sec. 06.20.110
Clarifies the grounds for the Department to revoke or suspend a license.

Section 16

Sec. 06.20.120
Outlines the Department’s ability to revoke or suspend a licensee who has multiple

locations.
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Section 17

Sec. 06.20.125
Adds a new section allowing the department to place restrictions on business activities ofa

licensee during a suspension or revocation.

Section 18

Sec. 06.20.130
Adds a new section that provides for the surrender of a license.

Section 19

Sec. 06.20.130
Adds a new section requiring a licensee to surrender a license after 24 months of inactivity.

Section 20

Sec. 06.20.140
Describes the effect of a license revocation, suspension, or surrender.

Section 21

Sec. 06.20.140
Add a new section stating the surrender of a license does not affect civil or criminal liability

for acts committed before the surrender.

Section 2

Sec. 06.20.150
Outlines conditions for license reinstatement

Section 23

Sec. 06.20.155
Adds a new section requiring the Department to proceed under the Administrative Procedure

Act when revoking or suspending a license.

Section 24

Sec. 06.20.160
Outlines the Department’s responsibilities to conduct inspections and examinations of

licensees, allows for the costs of examinations to be bore by the licensee, and describes the
type and nature of the examinations.

S Mns

See. 06.20.180
Outlines the type or records to be kept by the licensee and for how long they must be kept.

Section 2

Sec. 06.20.190
Sets the requirement for annual reports to be submitted by the licensee.
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Section 27

Sec. 06.20.200(a)
Amends current statue to address misrepresentation in advertising for loans.

Section B

Sec. 06.20.210
Requires a licensee to notify the department if they intend to conduct other business

activities ai a licensed location and gives the department the ability to prohibit other
business under certain circumstances.

Section 2

Sec. 06.20.230
Reduces the maximun amount of interest rates on certain loans from 36% APR or the

higher of 24% or 10% above the Federal Reserve discount rate.

Section

Sec. 06.20.240
Prohibits a licensee from inducing a person or persons to rewrite loans with the sole purpose

of obtaining a higher interest rate.

Section 31

Sec. 06.20.250(c)
Revises the ma>imum term for loans between S5.000 and $25,000.

Section 3

Sec. 06.20.260
Outlines the type of charges a licensee can charge, what charges are prohibited, late fee

amounts, NSF amounts, and other types of charges that would accompany a consumer loan
or fees associated with the servicing of those types loans.

Section 3

Sec. 06.20.270
Itemizes the type of information licensees mus» provide to borrowers during the loan

process, from consummation to completion.

Section 34

Sec. 06.20.285
Restates the method for calculating interest on open-ended loans.

Section B

Sec. 06.20.290
This section prohibits a licensee from taking an assignment of earnings as payment or

security for a loan.

Section B

Sec. 06.20.320
Outlines allowable penalties the Department may assess a licensee.
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Section 37

Sec. 06.20.340
Requires the Department to notify licensees when regulation changes are made.

Section 3B

Sec. 06.20.370
Adds a new section giving the department the authority to issue an order to remove or

suspend an officer under certain circumstances.

Sec. 06.20.380
Adds a new section regarding the department’s ability to issue a cease and desist order.

Sec. 06.20.390
Adds a new section prohibiting a person from providing false information during and

examination or investigation.

Sec. 06.20.400
Adds a new section permitting the department to make rulings necessary to enforce this

chapter.

Sec. 06.20.410
Adds a new section permitting the department to file an action in court in order to enforce

this chapter. Makes the violation of this chapter a Class A misdemeanor.

Sec. 06.20.420
Adds a new section that states if any provision of this chapter are in conflict with federal

law, then the provision does not apply.

Section 3

Sec. 06.20.900
Provides additional definitions for the terminology used in this chapter.

Section 40

Sec. 08.76.040(b)
Adjusts the recovery amount a pawnbroker shall pay a pledgor to reflect the change in the

1993 increase in the pawn limit. This change reflects the original intent to allow for twice
the maximum pawn limit as it was passed in 1955 and revised in 1982.

Section 41

Sec. 18.80.250(c)
Amends the unlawful financing practice statues to include reflect the new changes in this

bill.

Section 42

Sec. 43.7Q.080(at
Provides an exemption to the state’s business license fee due to the high nature of the

licensing fee under this chapter.

Section 43

List of statues to be repealed due to the new changes in this legislation
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Section 44
Adds a new section allowing the Department to adopt regulations under Section 1-43, and

45,

Section 45
Provides transition language for the Department to adopt regulation for the implementation

of the act.

Section 46
Implements Section 44 immediately.

Section 47
Provides for effective date of Jan. 1, 2007 for Sections 1-43 and 45.
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Wells Fargo Financial

800 Walnut
Des Moines, IA 50309-3636

515-243-2131

Statement of W ells Fargo Financial in Supportof HB 227

Wells Fargo Financial, an affiliate of Wells Fargo Bank, operates seven offices in Alaska as Small
Loan Licensees. When the Department of Commerce, Community, and Economic Development
contacted Wells Fargo Financial a few years ago requesting our input into the modernization of
Alaska’s Small Loan law, we provided a list of recommended changes. Because of the
Department’s workload constraints, Wells Fargo Financial, through its retained lobbyist, has been
working with the House Labor and Commerce Committee leadership to revise the Small Loan
law. The Bill under consideration today considerably improves the lending industry environment
in Alaska; it invites new business which ultimately benefits Alaska consumers by creating a more
competitive lending environment. Although there are additional revisions Wells Fargo Financial
would prefer to see implemented, we feel this proposed legislation is a move in a positive
direction for Alaska, its consumers, and its lending industry. HB 227, through the combined
knowledge and efforts of the Department, the Committee and Wells Fargo Financial, offers an
improved and modernized Small Loan law, and Wells Fargo Financial hopes it meets with your

support.



PARTIII EFFECTS OF RATE CEILINGS ON CONSUMERS

The previous aeition has described the benefits of allowing a coi npetitive market to establish the rates
charged on consumer credit. This section examines and documents the effects on consumers when
government interferes in the market and sets prices on consumer credit.

A Cashcredt

Contrary to the best intentions of legislators rate ceilings on loans--primarily installment loans and
mortgage loans--"heap distress"” on consumers in two general ways. First, some consumers are simply denied
cash credit Second, having been denied credit, these consumers will seek to find other means or sources of
obtaining credit to meet their needs. Obviously, these other methods are "second best,” or they would have

used them in the first place.

1 Availability of credit

The impact of rate ceilings on the availability of cash credit to high-risk consumers is readily illustrated
by referring to Exhibit 19. Consumers are arrayed along the horizontal axis according to the minimum
percentage finance charge at which creditors would be willing to extend them a loan. A small number of low-
risk consumers comprise the left-most tail of the distribution ofall consumers. Repayment risk associated
with ¢ istomers increases outward along the horizontal axis, driving up the minimum loan rate at which those
customers could be served. The right-hand tail of the distribution represents the highest risk customers in the
distribution of all potential borrowers, those whom creditors would be willing to serve only at very high
interest rates. Should the government impose an artificial cap on loan rates at p, all consumer to the right

would be denied access to the iegal market.
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