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COMMERCE

COMMUNITY AND
ECONOMIC DEVELOPMENT

DIVISION OF INSURANCE

Frank H. Murkowski, Governor

March 31,2005

The Honorable Tom Anderson

Alaska House of Representatives
House Labor & Commerce Committee
State Capitol, Room 408

Juneau, AK 99801-1182

RE: HB 216 - An Act relating to insurance rate-making and form filing

Dear Representative Anderson:

During the hearing on 11B 216 on March 21, 2005, Representative Rokeberg asked for
information on what other states use for flex-rate bands, how much time it takes to get rates
approved and what arc typical rate changes. This letter and its attachment provides the requested

information.

Please see the attached chart that summarizes the flex-rate laws of other states.

To provide information on typical rate changes, we have looked at rate filings that have been
submitted to the division since January i, 2000 for several different lines of business. For
personal lines, personal auto and homeowners lines rate history from 3 different compa. -sfor

each line are shown below.

Personal Auto Rale Change History'

Company A

Rate Change Effective Date  Flex-rating
7.0% 8/8/2000

4.8% 4/22/2002 Yes

8.2% 8/30/2002 No

5.7% 9/8/2003 Yes

Had the flex-rating method proposed in HB 216 been available when these filings were made,
the April 2002 filing would have qualified to be filed under the flex-rating provisions. The
August 2002 would not qualify since the total rate change in the 12 months prior to August 30,
2002 is 13.4%, which is greater than the 10% flex band. The September 8, 2003 filing would
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again qualify for flex-rating since it is the only change in the previous 12 months and the change
is less than 10%.

Company B

Rate Change  Effective Date Flex-rating
1.4% 5/15/20°0

5.9% 8/1/2001 Yes

18.2% 1/1/2003 No

10.1% 10/1/2003 No

-0.10% 5/15/2004 Yes

-0 30% 12/15/2004 Yes

Had the flex-rating method been available when these filings were made, the August 2001 rate
change would have qualified to be filed under the flex-rating provisions. Neither the January
2003 filing nor the Octobci 2003 filing would qualify for flex-rating a® the changes are greater
than 10%. The May 2004 filing would qualify for flex-rating since the combined ratt change in
the 12 months between May 15, 2003 and May 15, 2004 is 9.99%. The December 2004 filing
would also qualify for flex-rating since the 2004 filings have a combined impact of

-0.4% which is within the flex band.

Company C

Rate Change  Effective Date  Flex-rating
8.0% 8/24/2000

8.3% 21412002 Yes

2.7% 7122/2002 No

5.4% 12/24/2003 Yes

Had the flex-rating method been available when tlu.ce filings were made, the February 2002
filing would have qualified for flex-rating. The July 2002 would not qualify for flex-rating since
the total rate change over the 12 months between luly 22, 2001 and July 22, 2002 is 11.2%. The
February 2003 rate change would qualify for flex-rating since the combined rate change between
February 24, 2002 and February 24. 2003 is 8.2%.

Homeowners Rate Change History

Company A

Rate Change  Effective Date  Flex-rating
2.4% 5/22/2000

15.0% i/121/2002 No

6.2% 7/22/2002 No

Had the flex-rating method been available when these filings were made, the January 200_ filing
would not qi .lify for flex-rating since the change is greater than 10%. The July 2002 filing also
would not qualify for llex-rating since the combined rate change for the 12-month period from
July 22, 2001 to July 22, 2002 is 22.1%.



Company B
Rate Change  Effective Date  Flex-rating

-0.6% 4/15/2900

-6.4% 6/15/2001 Yes
12.3% 6/15/2002 Yes
13.2% 10/1/2003 No

Mad the ilex-rating method been available when these filings were made, the July 2001 filing
would qualify for flex-rating. The June 2002 filing would qualify for flex-rating since the
combined rate change over tha 12-month period from June 15, 2001 to June 15, 2002 is 5.1%.
The October 2003 filing would not qualify for flex-rating since the combined rate change from
Octooer 1, 2002 to October 1, 2003 is 13.2%.

Company C

Rate Change  Effective Date  Flex-rating
30% 7/6/2000

3.0% 8/30/2001 Yes

10.4% 3/5/2003 No

Had the flex-rating method been available when these filings were made, the August 2001 filing
would qualify for flex-rating since it is less than % and the only filing in the 12 months prior
to August 30, 2001. The 2003 filing would not qualify for flex-rating since the change is greater

than 10%.

Commercial Lines

For the commercial lines, filings submitted by Insurance Services Office, Inc. are considered to
be representative of the rate changes for individual companies. Please note however, under MB
216 filings submitted by a rating organization are not eligible for flex-rating.

General Liability Rate Change History
Rate Change Effective Date  Flex-rating

-5.7% 12/1/1999

-6.2% 10/1/2000 No
4.5% 10/1/2001 Yes
-4.4% 10/1/2004 Yes

Had the flex-rating method been available when these filings were made, the October 2000 filing
would not qualify foi flex-rating since the combine rate change between October 1, 1999 and
October 1, 2000 is -11.5%. Both the 2001 and 2004 filings would qualify for flex-rating since
they uie the only changes within the 12-month period prior to the effective dates and both are

less than -f/-10%.



Commercial Auto Laie Change Histoiy
Rate Change 1Effective Date  Flex-rating

4.2% 9/1 2001
2.5% 110/1/2003 Yes
1.2% 10/1/2005 Yes

Had the flex-rating method been available when these filings were made, both the 2003 and 2005
filings W' -uld qgt.alify for flex-rating since the changes are less than 10% and they are the only
changes in tht 1i-month period proceeding the effective date.

Commercial F, merty Rate Change Ifiston e
Rate Changt j Effective Date  Flex-rating

-2.5% 11/1/2001

-9.8% 11/1/2002 Yes
-8.0% 2/1/2004 Yes
-4.1% 2/1/2005 Yes

Had the flex-rating method been available when these filings were made, the 2002, 200 1 tnd
2005 filings woulJ qualify for flex-rating since there is only one filing in a 12-month period and

the changes each tail with the flex band.
Filing Review Time

To demonstrate the length of time that it lakes a filing to be approved we looked at rate filings
that were closed during February 2005. There were a total of 77 rate filings that were closed

with an average time af 40 days.

Number of Days to Close  Number of Filings

Less than 15 days 21
15 days 16
16-30 davs

31-49 days

50-100 15
More than 100 9

Thank you for the opportunity to address the issues that were a<ked at the hearing. If you need
additional information, please let me know.

Sincerely,

Linda'S. Hall
Director



Summary of Other State Flex-F ating Lews

State

Alabama

Kentucky

Louisiana

New Jersey
Oklahoma

Oregon

South Carolina

Flex Range

+/-10%

+/-25%

+/-10%

+/-7%:;+/-5%

+/-15%

+/-15%

+/-7%

Lines of Business

Commercia' oroperty and casualty insurance
excluding workers compensation, medical

i .alpractice and other lines with proposed rate
increases of 10% or more

Personal and commercial lines of business.

Personal and commercial lines of business.

Personal auto and homeowners respecti .aly.
Workers compensation

Specified commercial liability lines such as

products liability, medical malpractice, liquor
law, child care, and a few others.

Personal auto. fire, homeowners

Comments

Rate filings subject to the flex rarge are file and use.
Rate filings outside the flex range are prior approval.
Personal lines rates aie prior approval

The flex band applies to any classification of risks in any
rating territory within a 12-month period. Rates outside
the flex band are prior approval.

Only one rate increase per classification in any 12-month
period. A reductir. . in rates for a classification may be
approved at any time. Flex rate filings become effective
not less than thir*/ days after date of filing. Rate filings
outside the flex range are prior approval.

This is a limited rate filing prior approval process for
minor rate char,jes that requires limited supporting
information and a decision within 30-45 days.

Oregon is generally file and use with the exception of rate
changes exceeding the +/-15% for the specified lines.
Rates for the specified lines falling outside this bano are
prior approval.

Filings within the flex band become effective without prior
approval provided no more than one rate increase for
auto and no more than 2 rate increases for property, with
the second rate increase subject to prior approval, may
be implemented during any 12-month period. Rates
outside the flex band are prior approval. Department
position is that the maximum percentage change is 25%
:0 any one policyholder.



Sectional Analysis for Amendments to HB216

Section

1

2

13

Statute
21.09.110(b)

21.39.040(a)

21.39.040(d)

21.39.040(g)

21.39.041(a)

21.39.041(c)
21.39.041(d)

21.39.041(f)
21.39.070(b)

21.39.210(a)

21.39.210(c)
and (d)

21.39.220(d)
21.39.220(e)

Change
Amend

Amend

Amend

Amend

Amend

Amend
Amend

Amend
Repeal

Amend

Amend

Amend
Amend

Purpose or Effect
Remove the word “approval” and replace it
with “filing” as all forms and mtcs will no
longer require approval. However, filings are
still required.
Add “loss cost adjustment” to die required list
of types of rates that must be filed. Does not
add new filing requirements but clarifies a new
type of filing that did not exist when this statute
was originally enacted.
New language is added to reference that this
section applies to Section 5 and Section 9 and
similar language is proposed to be deleted from
these sections to eliminate redundancy.
Language stating when a filing is open for
public inspection has been deleted as this is
addressed in the prior approval, flex-rating and
file and use sections.
Delete the word “extrahazardous” as this
concept can be incorporated in the word
“unusual”. Allow special filings for rates that
are lower tha .he filed rate in addition to rates
that are higher. Clarifies that prior approval or
file and use filing methods apply to these
filings.
Add mortgage guaranty to list of prior approval
filings. Replace “chapter” with “title” for
consistency.
Replace “chapter” w'ith “title” for consistency.
Delete duplicate requirement for supporting
information as this language appears in Section
3. Replace “may deem” with “shall consider”
as deem is not terminology generally used.
Replace “chapter” with “title” for consistency.
Removes the requirement that a deviation filing
remain in effect for one year for cc isistency
with 21.39.210 that allows more than one filing
in a 12 month period.
Add mortgage guaranty to list of prior approval
filings for consistency with Section 5.
Replace “chapter” with "title” for consistency.

Replace “chapter” with “title” for consistency.
Replace “rate” v itli “filing” for consistency.



12

12

12

21.39.220(f)

21.39.220(g)

21.39.220(h)
21.42.123(a)

21.42.123(b)

21.42.125(c)

Amend

Amend

Amend
Amend

Amend

Amend

Delete duplicate requirement for supporting
information as this language appears in Section
3.

Add language to clarify when a fiiing becomes
open for public inspection.

Replace “chapter™ with “title” for consistency.
Clarify that a filing must be disapproved by
order only when the disapproval occurs after the
review period or the after the filing has been
previously disapproved.

Clarify that a filing must comply with the title
not just with the filing process.

Replace “materially false or mislead, g”
certificate with “incomplete or inaccurate”
certificate to describe when an insurer may no
longer be able to submit form filings under file
and use procedures.



COMMERCE

COMMUNITY AND
ECONOMIC DEVELOPMENT

DIVISION OF INSURANCE

Frank Il Murinwxki, Governor

March 3 1. 2005

The llonorable iom Anderson

Alaska House of Representatives
House Labor & Commerce Committee
State Capitol, Room 408

Juneau, AK 99801-1182

RE: HB 216 - An Act relating to insurance rate-making and form filing

Dear Representative Anderson:

During the hearing on HB 216 on March 21, 2005, Representative Rokeberg asked for
information on what other states use for flex-rate bands, how much time it takes to get rates
approved and what are typical rate changes. This letter and its attachment provides the requested

information.

Please see the attached chart that summarizes the flex-rate laws of other states.

To provide information on typical rate changes, we have looked at rate filings that have been
submitted to the division since January 1, 2600 for several different lines of business. For
personal lines, personal auto and homeowners lines rate history from 3 different companies for

each line are shown below.

Personal Amo Rale Change History

Company A

Rate Change Effective Date  Flex-rating
7.0% 8/8/2000

4.8% 4/22/2002 Yes

8.2% 8/30/2002 No

5.7% 9/8/2003 Yes

Had the flex-rating method proposed in 1IB 216 been available when these filings were made,
the April 2002 filing would have qualified to be filed under the flex-rating provisions. The
August 2002 would not qualify since the total rate change in the 12 months prior to August 30,
2002 is 13.4%, which is greater than the 10% flex band. The September 8, 2003 filing would
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again qualify for flex-rating since it is the only change in the previous 12 months and the change

is less than 10%.

Company B

Rate Change  Effective Date Flex-rating
1.4% 5/15/2000

5.9% 8/1/2001 Yes

18.2% 1/1/2003 No

10.1% 10/1/2003 No

-0.10% 5/15/2004 Yes

-0.30% 12/15/2004 Yes

Had the flex-rating method been available when these filings vveie made, the August 2001 rate
change would have qualified to be filed under the flex-rating provisions. Neither the January
2003 filing nor the October 2003 filing would qualify for flex-rating as the cha..yes arc greater
than 10%. The May 2004 filing would qualify for flex-rating since the combined rate change in
the 12 months between May 15, 2003 and May 15, 2004 is 9.99%. The December 2004 filing
would also qualify for flex-rating since the 2004 filings have a combined impact of

-0.4% which is within the ncx band.

Company C

Rate Change  Effective Date  Flex-rating
8.0% 8/24/2000

8.3% 2/4/2002 Yes

2.7% 7/22/2002 No

5.4% 2/24/2003 Yes

Had the flex-rating method been available when these filings were made, the February 2002

filing would have qualified for flex-rating. The July 2002 would not qualify for flex-rating since
the total rate change over the 12 months between July 22, 2001 and July 22, 2002 is 11.2%. The
February 2003 rate change would qualify for flex-rating since the combined rate change between

February 24, 2002 and February 24, 2003 is 8.2%.

Homeowners Rate Change History

Company A

Rate Change  Effective Date  Flex-rating
2.4% 5/22/2000

15.0% 1/21/2002 No

6.2% 7/22/2002 No

Had the flex-rating method been available when these filings were made, the January 2002 filing
would not qualify for flex-rating since the change is greater than 10%. The July 2002 filing also
would not qualify for flex-rating since the combined rate change for the 12-month period from
Jul'/ 22, 2001 to July 22, 2002 is 22.1 %.



Company B
Rate Change  Effective Date  Flex-rating

-0.6% 4/15/2000

-6.4% 6/15/2001 Yes
12.3% 6/15/2002 Yes
13.2% 10/1/2003 No

Had the flex-rating method been available when these filings were made, the July 2001 filing
would qualify for flex-rating. The June 2002 filing would qualify for flex-rating since the
combined rate change over the *2-month period from June 15, 2001 to June 15, 2002 is 5.1%.
The October 2003 filing would not qualify for flex-rating since the combined rate change from
October 1. 2002 to October 1, 2003 is 13.2%.

Company C

Rate Change  Effective Date  Flex-rating
3.0% 7/6/2000

3.0% 8/30/2001 Yes

10.4% 3/5/2003 No

Had the flex-rating method been available when these filings were made, the August 2001 filing
would qualify for flex-rating since it is less than 10% and the only filing in the 12 months prior
to August 30, 2001. The 2003 filing would not qualify for flex-rating since the change is greater

than 10%.

Commercial Lines

For the commercial lines, filings submitted by Insurance Services Office, Inc. are considered to
be representative of the rate changes for individual companies. Please note however, under HB
216 filings submitted by a rating organization are not eligible for flex-rating.

General Liability Rate Change History’
Rate Change  Effective Date  Flex-rating

-5.7% 12/1/1999

-6.2% 10/1/2000 No
4.5% 10/1/2001 Yes
-4.4% 10/1/2004 Yes

Had the flex-rating method been available when these filings were made, the October 2000 filing
would not qualify for flex-rating since the combine rate change between October 1, 1999 and
October 1, 2000 is -11.5%. Both the 2001 and 2004 filings would qualify for flex-rating since
they are the only changes within the 12-month period prior to the effective dates and both are

less than +/-10%.



Commercial Auto Rate Change History
Rate Change  Effective Date  Flex-rating

4.2% 9/1/2001
2.5% 10/1/2003 Yes
1.2% 10/1/2005 Yes

Had the flex-rating method been available wncn these filings were made, both the 2003 and 2005
filings would qualify for flex-rating smce the changes are less than .0% and they are the only
changes in the 12-month period proceeding the effective date.

Commercial Property Rule Change History
Rate Change  Effective Date  Flex-rating

-2.5% 11/1/2001

-9.8% 11/1/2002 Yes
-8.0% 2/1/2004 Yes
-4.1% 2/1/2005 Yes

Had the flex-rating method been available wh >*hese filings were made, the 2002, 20u4 and
2005 filings would qualify for flex-rating since there is only one filing in a 12-month period and
the changes each fall with the flex band.

Filing Review Time

To demonstrate the length of time that it takes a filing to be approved we looked at rate filings
that were closed during February 2005. There were a total of 77 rate filings that were closed

with an average time of 40 days.

Number of Days to Close ~ Number of Filings

Less than 15 days 21
15 days 16
16-30 days

31-49 days

50-100 15
More than 100 9

Thank you for the opportunity to address the issues that were asked at the hearing. If you need
additional information, please let me know.

Sincerely,

Linda'S. Hail
Director



Summary of Other State Flex-Rating Laws

State

Alabama

Kentucky

Louisiana
New Jersey

Oklahoma

Oregon

South Carolina

Flex Range

+-10%

+-25%

+/-10%
+-7%;+-5%

+-15%

+-15%

+1-M%

Lines of Business
Commercial property and casualty insurance
excluding workers compensation, medical

malpractice and other lines with proposed rate
increases of 10% or more

Personal and commercial lines of business.

Personal ana commercial lines of business.

Personal auto and homeowners respectively.
Workers compensation

Specified commercial liability lines such as

products ligbility, medical malpractice, liquor
law, child care, and a few otners.

Personal auto, fire, homeowners

Comments

Rate filings subject to the flex range are file and use.
Rate filings outside the flex range are prior approval.
Personal lines rates are prior approval.

The flex band applies to any classification of risks in any
rating territory within a 12-month period. Rates outside
the flex band are prior approval.

Only one rate increase per classification inany 12-month
period. A reduction in rates for a classification may be
approved at any time. Flex rate filings become effective
not less than thirl, days after date of filing. Rate filings
outside the flex range are prior approval

This is a limited rate filing prior approval process for
minor rate changes that requires limited supporting
information and a decision within 30-45 days.

Oregon is generally file and use with the exce|; tion of rate
changes exceeding the +-15% for the specified lines.
Rates for the specified lines falling outside this band are
prior approval.

Filings within the flex band become effective without prior
approval provided no more than one rate increase for
auto and no more than 2 rate increases for property, with
the second rate increase subject to prior approval, may
be implemented during any 12-month period. Rates
outside the flex band are prior approval. Department
position is that the maximum percentage change is 25%
0 any one policyholder.



Sectional Analysis for Amendments to HB216

Section Statute
| 21.00.110(b)

2 21.39.040(a)
3 21.39.040(d)
4 21.39.040(g)
5 21.39.041(a)
5 21.39.041(c)
5 21.39.041(d)
21.39.041(0
7 21.39.070(b)
9 21.39.210(a)
9 21.39.210(c)
and (d)

21.39.220(d)
9 21.39.270(e)

Change
Amend

Amend

Amend

Amend

Amend

Amend
Amend

Amend
Repeal

Amend
Amend

Amend
Amend

Purpose or Effect
Remove the word "approval” and replace it
with “filing” as all forms and rates will no
longer require approval. However, filings an
still required.
Add “loss ¢c. >tadjustment” to the required list
of types of rates that must be filed. Does not
add new filing requirements but clarifies a new
type of filing that did not exist v hen this statute
was originally enacted.
New language is added to reference that this
section applies to Section 5 and Section 9 and
similar language is proposed to be deleted from
these sections to eliminate redundancy.
Language stating when a filing is open for
public inspection has been deleted as this is
addressed in the prior approval, flex-rating and
file and use sections.
Delete the word “cxtrahazardous” as this
concept can be incorporated in the word
“unusual”. Allow special filings for rates that
arc lower than the filed rate in addition to rates
that are higher. Clarifies that prior approval or
file and use filing methods apply to these
filings.
Add mortgage guaranty to list of prior approval
filings. Replace “chapter” with “title” for
consistency.
Replace “chapter” with “title” for consistency.
Delete duplicate requirement for supporting
information as this language appears in Section
3. Replace “may deem” with “shall consider”
as deem is not terminology generally used.
Replace “chapter” with “title” for consistency.
Removes the requirement that a deviation filing
remain in effect for one year for consistency
with 21.39.210 that allows more than one filing
in a 12 month period.
Add mortgage guaranty to list of prior approval
filings for consistency with Section 5.
Replace “chapter” with “title” for consistency.

Replace “chapter” with “title” for consistency.
Replace “rate” with “filing” for consistency.



\2

12

12

21.39.220(f)

21.39.220(g)

21.39.220(h)
21.42.123(a)

21.42.123(b)

21.42.125(c)

Amend

Amend

Amend
Amend

Amend

Amend

Delete duplicate requirement for supporting
information as this language appears in Section
3.

Add language to clarify when a filing becomes
open for public inspection.

Replace “chapter” with ‘title” for consistency.
Cl ~*ify that a filing must be disapproved by
order only when the disapproval occurs after the
review period or the after the filing has been
previously disapproved.

Clarify that a filing must comply with the title
not just with the filing process.

Replace “materially false or misleading”
certificate with “incomplete or inaccurate”
certificate to describe when an insurer may no
longer be able to submit form filings under file
and use procedures.



COMMERCE

COMMUNITY AND
ECONOMIC DEVELOPMENT

DIVISION OF INSURANCE

Frunk H Murkowxki. Governor

March 31, 2005

The Honorable Tom Anderson

Alaska House of Representatives
Horse Labor & Commerce Committee
State Capiiol, Room 408

Juneau. AK 99801-1182

Rb: HB 216 - An Act relating to insurance rate-making and form filing

Dear Representative Anderson:

During the hearing on MB 216 on Marcli 21, 2005, Representative Rokeberg asked for
information on what other states use for flex-rate bands, how nn.ch time it takes to get rates
approved and what are typical rate changes. This letter and its attachment provides the requested

information.

Please see the attacheu chart that summarizes the flex-rate laws of other states.

1j provide information on typical rate changes, we have looked at rate fiiings that have been
submitted to the division since January 1, 2000 for several different lines of business. For
personal lines, personal auto and homeowners lines rate history from 3 different companies for

each line are shown below.

Personal Auto Rate Change History

Company A

Rate Change Effective Date Flex-rating
7.0% 8/8/2000

4.8% 4/22/2002 Yes

8.2% 8/30/2002 No

5.7% 9/8/2003 Yes

Had the flex-rating method proposed in HB 216 been available when these filings were made,
the Aprii 2002 filing would have qualified to be filed under the flex-rating provisions. The
August 2002 would not qualify since t' e total rate change in the 12 months prior to August 30.
2002 is 13.4%, which is greater than the 10% flex band The September 8, 2003 filling would
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again qualify for flex-rating since it is the only change in the previous 12 months and the change
is less than 10%.

Company B

Rate Change  Effective Date Flex-r.r ing
1.4% 5/15/2000

5.9% 8/1/2001 Yes

18.2% 1/1/2003 No

10.1% 10/1/2003 No

-0.10% 5/15/2004 Yes

-0.30% 12/15/2004 Yes

Mad the flex-rating method been available when these filings were made, the August 2001 rate
change would have qualified to be filed under the flex-rating provisions. Neither the January
2003 filing nor the October 2003 filing would qualify for flex-rating as the changes are greater
than 10%. The May 2004 filing would qualify for flex-rating since the combined rate change in
the 12 months between May 15, 2003 and May 15, 2004 is 9.99%. The December 2004 filing
would also qualify for flex-rating since the 2004 filings have a combined impact of

-0.4% which is within the flex band.

Company C

Rate Change  Effective Date  Flex-rating
8.0% 8/24/2000

8.3% 21412002 Yes

2.7% 7122/2002 No

5.4% 2/24/2003 Yes

Had the flex-rating method been available w.ien these filings were made, the February 2002

filing would have qualified ror flex-rating. The July 2002 would not qualify for flex-rating since
the total rate change over the 12 months between July 22, 2001 and July 22, 2002 is 11.2%. The
February 2003 rate change would qualify for flex-rating since the combined rate change between

February 24, 2002 and February 24, 2003 is 8.2%.

Homeowe, c/a Rate Change History

Company A

Rate Change  Effective Date  Flex-rating
2.4% 5/22/2000

15.0% 1/21/2002 No

6.2% 7/122/2002 No

Mad the flex-rating method been available when these filings were made, the January 2002 filing
would not qualify for flex-rating since the change is greater than 10%. The July 2002 filing also
would not qualify for flex-rating since the combined rate change for the 12-month period from
July 22, 2001 to July 22, 2002 is 22.1%.



Company B
Rate Change Effective Date  Flex-rating

-0.6% 4/15/2.000

-6.4% 6/15/2001 Yes
12.3% 6/15/2002 Yes
13.2% 10/1/2003 No

Had the flex-rating method been available when these filings were made, the July 2001 filing
would qualify for flex-rating. The June 2002 filing would qualify for flex-rating since the
combined rate change over the 12-month period from June 15, 2001 to June 15, 2002 is 5.1%.
The October 2003 filing would not qualify for flex-rating since the combined rate change from
October 1, 2002 to October 1, 2003 is 13.2%.

Company C

Rate Change  Effective Date  Flex-rating
3.0% 7/16/2000

3.0% 8/30/2001 Yes

10.4% 3/5/2003 No

Had the flex-rating method been available when these filings were made, the August 2001 filing
would qualify for flex-rating since it is less thim 10% and the only filing in the 12 months prior
to August 30, 2001. The 200~ filing would not qualify for flex-rating since the change is greater

than 10%.

Commercial Lines

For the commercial lines, tilings submitted by Insurance Services Office, Inc. arc considered to
be representative of the rate changes for individual companies. Please note however, under 1IB
216 filings submitted by a rating organization are not eligible loi flex-rating.

General Liability Rate Change History
Rate Chang Effective Date  Flex-rating

-5.7% 12/1/1999

-6.2% 10/1/2000 No
4.5% 10/1/2001 Yes
-4.4% 10/1/2004 HYes

Had the flex-rating method been available when these filings were made, the October 2000 filing
would not qualify for flex-rating since the combine rate change between October 1, 1999 and
October 1, 2000 is -11.5%. Both the 2001 and 2004 filings would qualify fcr flex-rating since
they am the only changes within the 12-month period prior to the effective dates and both arc

less than +/-10%.



Commercial Auto Rate Change History
Rate Change Effective Date  Flex-rating

4.2% 9/1/2001
2.5% 10/1/2003 Yes
1.2% 10/1/2005 Yes

Had the flex-rating method been available when these filings were made, both the 2003 and 2005
filings would qualify for flex-rating since the changes are less than 10% and they are the onl>
changes in the 12-month period proceeding the effective date.

Commercial Property Rate Change History
Rate Change Effective Date  Flex-rating

-2.5% 11/1/2001

-9.8% 11/1/2002 Yes
-8.0% 2/1/2004 Yes
-4.1% 2/1/2005 Yes

Had the flex-rating method been available when these filings were made, the 2002, 2004 and
2005 filings would qualify for flex-rating since there s only one filing in a 12-month period and
the changes each fall with the flex band.

Filing Review Time

To demonstrate the length of time that it takes a filing to be approved we looked at rate filings
that were closed during February 2005. There w-ere a total of 77 rate filings that w'ere closed

with an average time of 40 days.

Number of Days io Close  Number of Filings

Less than 15 days j21
L lays J6
16-30 days 9
31-49 davs 7
50-100 15
More than 100 9

Thank you for the opportunity to address the issues that were asked at the hearing. Ifyou need
additional information, please le; me knows

Sincerely,

Director



Summary c‘ Other State Flex-Rating Laws

State

Alabama

Kentucky

Louisiana

New Jersey
Oklahoma

Oregon

South Carolina

Flex Range

;+/-10%

+/-25%

+/-10%

+/-7%;+/-5%

+/-15%

+/-15%

+1-7%

Lines of Business

Commercial property and casualty insurance
excluding workers compensation, medical
malpractice and other lines with proposed rate
increases of 10% or more

Personal and commercial lines of business.

Personal and commercial lines of business.

Personal auto and homeowners respectively.
Workers compensation

Specified commercial liability lines such as

products liability, medical malpractice, liquor
law, child care, and a few others.

Personal auto, fire, homeowners

Comments

Rate filings subject to the flex range are file and use.
Rate filings outside the flex range are prior approval.
Personal lines rates are prior approval.

The fiex band applies to any classification of risks in any
rating territory within a 12-month period Rates outside

the flex band are prior approval.

Only one rate increase per classification in any 12-month
period. A reduction in rates for a classification may be
approved at any time. Flex rate filings become effective
not less than thirty days after date of filing. Rate filings
outside the fiex range are prior approval.

This is a limited rate filing prior approval process for
minor rate changes that requires limited supporting
information and a decision within 30-45 days.

Oregon is generally file and use with the exception of rale
chrnK.es exceeding the +/-15% for the specified lines.
Rales for the specified lines falling outside this band are
prior approval.

Filings within the flex band become effective without prior
approval provided no more than one rate increase for
auto and no more than 2 rate increases for property, with
the second rate increase subject to prior approval, may
be implemented during any 12-monlh period. Rates
outside the flex band are prior app oval. Department
position is that the maximum percentage change is 25%
0 any one policyholder.



Sectional Analysis for Amendments to HB216

Section Statute

1 21.09.110(b)
2 21.39.040(a)
3 21.39.040(d)
4 21.39 040(g)
5 21.39.041(a)
5 21.39.041(c)
5 21.39.041(d)
5 21.39.041(0
7 21.39.070(b)
9 21.39.210(a)
9 21.39.210(c)

and (d)

21.39.220(d)
21.39.220(e)

Change
Amend

Amend

Amend

Amend

Amend

Amend
Amend

Amend
Repeal

Amend

Amend

Amend
Amend

Purpose or Effect
Remo' mthe word “approval” and replace it
with “filing” as all forms and rates will no
longer require approval. However, filings are
still required.
Add “loss cost adjustment” to the required list
of types of rates that must be filed. Does not
add new filing requirements but clarifies a new
type of filing that did not exist when this statute
was originally enacted.
New language is added to reference that this
section applies to Section 5 and Section 9 and
similar language is proposed to be deleted from
these sections to eliminate redundancy.
Language stating when a filing is open for
public inspection has been deleted as this is
addressed in the pnor approval, flex-rating and
file and use sections.
Delete the word “extrahazardous” as this
concept can be incorporated in the word
“unusual”. Allow special filings for rates that
arc lower than the filed rate in addition to rates
that are higher. C'arifies that prior approval or
file and use filing methods apply to these
filings.
Add mortgage guaranty to list of prior approval
filings. Replace “chapter’ with “title” for
consistency.
Replace “chapter” with “title” for consis'mcy.
Delete duplicate requirement for supporting
information a* this language appears in Section
3. Replace “may deem” with “shall consider”
as deem is not terminology generally used.
Replace “chapter” with “title” for consistency.
Removes the requirement that a deviation filing
remain in effect for one year for consistency
with 21.39.210 that allows more than one filing
in a 12 month period.
Add mortgage guaranty to list of prior approval
filings for consistency with Section 5.
Replace “chapter” with “title” for consistency.

Replace “chapter” with “title” for consistency.
Replace “rate” with “filing” for consistency.



12

12

12

21.39.220(f)

21.39.220(g)

21.39.220(h)
21.42.123(a)

21.42.123(b)

21.42.125(c)

Amend

Amend

Amend
Amend

Amend

Amend

Delete duplicate requirement for supporting
information as this language appears in Section
3.

Add language to clarfy when a filing becomes
open for public inspection.

Replace “chapter” with “title” for consistency.
Clarify that a filing must be disapproved by
order only when the disapproval occurs after the
review period oi the after the filing has been
previously disapproved.

Clarify that a filinv must comply with the title
not just with the fifing process.

Replace “materially false or misleading”
certificate v 'th “incomplete or inaccurate”
certificate to u ascribe when an insurer may no
longer be ab n submit form filings under file
and use procedures.



Progressive Ins' 'ance supports HB 216 and strongly encourages you 'C S
House Bill 216.

7 cCmm tfe >S of I'tvte*
We believe 1JD'23£ represents a win for consumers, regulators, and industry.

Consumers will benefit from this bill because it will stimulate further
competition among insurance companies. Competition will be heightened for
two reasons. One. we believe non-present carriers will see the passage of
th's bill as a sign that the State of Alaska and the Alaska DOI are serious
about attracting new carriers. HB 210 makes it less burdensome for
carrier, to file their rates and maintain a program. States with a small
marks.,,, such as Alaska, need to make it easier, not harder, for companies
to do business, otherwise *tjust isn't worth it to carriers. With the

.artmal of new carriers, Alaskaa-s-will gatoJaow choiooa end likutv tews*
niammm<atariTr-trriliH i.niTyHfcrnarket. Competition will also be
heightened because insurance carriers will feel more comfortable being
aggressive with lower premiums. In the current environment, lowering rates
is perceived to be a risky move because raising ratesr~forfes costs rise,
might take longer than is desired, resulting in unprofitability. The more
financially sound strategy is to maintain, rather than lower rates The

flex band is designed to allov/ carriers some wiggleroom with respect to
pricing. tvddeol

$trwOb6lifdard Clearly consumers vin if they have more choices and there is
heightened competition among those choices.

This bill is a win for the DOI as well. Less time will be spent reviewing
insurers' filings for a small rate change. Resources can be re-deployed
more efficiently to rate and program changes. More time can be spent
on other insurance L.sues of importance to Alaskans.

Finally, wc like the bill because it reduces our administrative cost to
conduct business in the state and allows us tc more easily bring new
products and sen/ices to Maska. Vvnen we nrioritize new programs to be
rolled out in the Ut, Hie most heavily regulated states get put at the

bottom of the list, if they make the list at all. This means consumers in
Alaska are not benefitting from new innovations that could very well be
saving them hundreds of dollars a year on car insurance. With the passage
of this bill we hope to bring our producrin Alaska up to par with other
states. We believe this will generate growth for us as innovation helps us
out perform our competitors and is one of the keys to our success

Thank you for your time in hearing testimony on this bill. We support HB

216 and ask you te*-yqgrsilfffrort Ifif esC ( $
Sincerely, /

Marcus Linden {, ,J n
Aaunc<rProdulct Manager AK Nl

Pro - 4

10929 Disk Drive L J

Rancho Cordova, CA 95670
916-864-6175
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Progressive Insurance supports HB 216 and strongly encourages you toj*iss 'C »
House Bill 216.

Jim Cct/tm -fte jS-'isz. |
We believe |.ttt2JC represents a win for consumers, regulators, and industry.

Consumers will benefit from this bill because it will stimulate further
competition among insurance companies. Competition will be heightened for
two reasons. One, we believe non-present carrieis will see the passage of
this bill as a sign that the State cf Alaska and the Alaska DOI are serious
about attracting new carriers. HB 216 makes it less burdensome for
carriers to file their rates and maintain a prognm. States with a small
market, such as Alaska, need to make it easier, not harder, for companies
to do business, otherwise itjust isn't worth it to carriers. WMMbe

arfiual nf noiAirr-norc,Alaclfme w.il gain.mnrja rhninw nwU.Jifcnty hwel
pramiMw in Himiiiilly nEmarket Competition will also be
heightened because insurance carriers will feel more comfortable being
aggressive with lower premiums. In the current environment, lowering rates
is perceived to be a risky movp because raising rates”~forfes costs rise,
might take longer than is desired, resulting in unprofitability. The mote
financially sound strategy is to maintain, rather than lower rates The

flex band is designed to allow carriers some wiggleroom with respect to
pricing. l/t*™wiPiartoflteivrBteivantfThciujpsisvsNdtieiaJyutt*ffiey”iwi

Sb&tebfclUfitfB} Clearly consumers win if they have more choices and there is
heightened competition among those choices.

This bill is a win for the DOI as well Less time will be spent reviewing
insurers' filings for a small rate change. Resources can be re-deployed
more efficiently to rate and program changes More time can be spent
on other insurance issues of importance to Alaskans.

Finally, we like the bill because it reduces our administrative cost to
conduct business in the state and allows us to more easily bring new
products and services to Alaska. When we prioritize new programs to be
rolled out in the US, the most heavily regulated states get put at the

bottom of the list, if they make the list at all This means consumers in
Alaska are not benefitting from new innovations that could very well be
saving *hem hundreds of dollars a year on car insurance. With the passage
of this bill we hope to bring our produorm Alaska up to par with other
states. We believe this will generate growth for us as innovation helps us
out perform our competitors and is one of the keys to our success.

Thank you for your time in hearing testimony on this bill. We support HB

216 and ask you fw*yqgor seppmt,t~ cjC. (S ' <E>>*
Sincerely, J
Marcus Linden <LV - \Y
Aaency Product Manager AK \jfa J
Prey
10929't>isk Drive t'J

Rancho Cordova, CA 95670
916-864-6175
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Progressive Insurance supports HB 216 and strongly encourages you to”iiss
House Bill 216.

<«/|v J*_Il
We believe IK? JtIC represents a win for consumers, regulators, and industry.

Consumers V/ill benefit from this bill because it will stimulate further
competition among insurance companies Competition will be heightened for
two reasons. One, we believe non-present carriers will see the passage of
this bill as a sign that the State of Alaska and the Alaska DOI are serious
about attracting new carriers. HB 216 makes it less burdensome for

carriers to file their rates and maintain a program States with a small

market, such as Alaska, need to make it easier, not harder, for companies

to do business, otherwise itjust isn't worth it to carriers WitMbe

arrival of new carriers, Alaskan's win gain more choioos and Itk tyiower

heightened because insurance carriers will feel more comfortable being
aggressive with lower premiums. In the current environment, lowering rates
is perceived to be a risky move because raising rates; ff orfes costs rise
might take longer than is desired, resulting in unprofitability. The moie
financially sound strategy is to maintain, rather than lower rat*s. | he

flex band is designed to allow carriers some wiggleroom w<*n respect to
pricing. |AooaiiHerttMer6.'fwte4”n>reKfieii,apstsvai!»dder'/tris9; they ctvi
pKiv* QuicwyUOrrlaipl*rv pwIHAU it aritt VrtHI tbdii/AUhf »athW
SWifeftfetMt Clearly consumers win if they have more choices and there is
heightened competition among those choices.

This bill is a win for the DOI as well. Less time will be spent reviewing
insurers' filings for a small rate change. Resources can be re-deployed
more efficiently to ftgjgo rate and program changes. More time can be spent
on other insurance issues of importance to Alaskans.

Finally, we like the bill because *reduces our administrative cost to
conduct business in the state and allows us to more easily bring new
products and services to Alaska. When we prioritize new programs to be
rolled out in the US, the most heavily regulated states get put at the

bottom of the list, if they make the list at all. This means consumers in
Alaska are not benefiting from new innovations that could very well be
saving them hundreds of dollars a year on car insurance. With the passage
of this bill we hope to bring our producfin Alaska up to par with other
states. We believe this will generate growth for us as innovation helps us
out perform our competitors and is one of the keys to our success

Thank you for your time in hearing testimony on this bill. We support HB
216 and ask you fl"yoursupport.j \ L, s e ¥

Sincerely. T ¢

Mcrcus Linden

Agency Pro 'ict Manager AK ”
JiVorr* p m
16929 bisk Drive
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Bill Presentation House L&C

Under existing law property/casualty insurance **ates and forms are subject to
the insurance commissioner’s prior approval before they may be put in place.
While maintaining the insurance commissioner’s authority to oversee rate
changes, a key component of the bill is its creation of a percentage “Hex band.”
HB 216 allows an insurer to make rate increases and decreases within the Ilex
band without having to first obtain the insurance commissioner’s prior
approval. Rate changes outside of the flex band must be filed with the
insurance commissioner for her review hefore the rates are put into effect. For
forms, HB 216 gives the insurance company a choice. The insurer may seek the
commissioner’s prior approval, or the insurer may file the form with the
commissioner for a period of time before the form is used.

HB 216 has three basic puiposes. First, the bill will create an environment
where insurers compete more vigorously on rates and products offered to
consumers. Second, HB 216 will encourage insurers who are in the Alaska
market to stay here and will attract new insurers to Alaska. This will result in
more competition, which will give consumers more choices and more
competitive prices. Third, HB 216 is in line with the national movement away
from strict government price controls toward a more flexible, more
competitively oriented system for the regulation of insurance rates and forms.

HB 216 is the result of discussions among insurance companies, agents and the
Director of insurance and her staff. The discussions started last July and have
been ongoing over the past nine months. The participants in this effort used the
flex-rating model law adopted by the National Conference of Insurance
Legislators (NCOIL) as a starting point. Some elements of the NCOIL model
were adopted - others were discarded. However, HB 216 is consistent with the
NCOIL model's goal of modernizing state insurance regulation. We believe
that HB 216 will create a more dynamic; more competitively oriented insurance
market in Alaska. The competition on rates and forms that HB 216 will
encourage will benefit Alaska insurance consumers. :

We have here and online representatives from both the Division of Insurance
and Industry who can better explain the minutiae of the bill - the motivations
behind it's introduction and to answer any questions you may have.
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CS FOR HOUSE BILL NO. 216(L&C)
IN THE LEGISLATURE OF THE STATE OF ALASKA

TWENTY-FOURTH LEGISLATURE - FIRST SESSION

BY THE HOUSE LABOR AND COMMERCE COMMITTEE
Cflaet

Referred:

SoEIE): HOUSE LABOR AND COMMERCE COMMITTEE

A BILL
FOR AN ACT ENTITLED

"An Act relating to insurance rate-making and form filing."

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. AS 21.09.110(b) is amended to read:

(b) Policy forms and rates that .equire tiling [APPROVAL] under AS 21.39 or

AS 21.42 shall be submitted under AS 21.39.041. AS 21.39.220. or AS 21.42.120(h)
[AS 21.39.040g) OR AS 21.42.120(g)] and may not be submitted with the application

for a certificate of authority.

*Sec. 2. AS 21.39.040(a) is repealed and reenacted to read:

(a) Each insurer shall file with the director, except as to inland marine risks,

which by general custom of the business, are not written according to manual rates or
rating plans, and except for;ites for commercial insurance for which the director, by
regulation authorizes an informational filing as set out in (k) of this section, every
manual, minimum, class rate, rating schedule, loss cost adjustment, or rating plan and

every other rating rule, and each modification of any of them that it proposes to use.

Each filing

" CSHB 216(L&C)
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(1) shall be made under the applicable filing procedures in

AS 21.39.041, 21.39.210, or 21.39.220;
H) must state the proposed effective date; and

(3) must indicate the character and extent of the coverage

contemplated.
*Sec. 3. AS 21.39.040(d) is repealed and reenacted to read:

(d) When a filing is not accompanied by the information upon which the
insurer supports the filing, and the director doe. not have sufficient information to
determine whether the filing meets the requiremr nts of this chapter, the director shall
require the insurer to furnish the information upon which the insurer supports the

filing. The waiting period in AS 21.39.041(a) or 21.39.220(b) begins on the date the

information is furnished to the director. The information furnished in support of a

filing may include (1) the experience or judgment of the insurer or rating organization
making the filing; (2) the insurer’s interpretation of the statistical data it relies upon;
(3) the experience of other insurers or rating organizations; (4) any other relevant

factors. Specific inland nurine rates on risks specially rated, made by a rating

organization, shall be filed with the director.

*Sec. 4. AS 21.39.040(g) is amended to read:
(g) Upon the written application of the insured describing the unusual

characteristics that are not otherwise contemplated in the filed rating plan, the
insurer niav file [, STATING THE REASONS, FILED WITH AND APPROVED
BY THE DIRECTOR,] a rate other than a rate [IN EXCESS OF THAT] provided
for in an applicable rate filing that [BY A FILING OTHERWISE APPLICABLE]

may be used on a specific risk. The filing shall he made under the applicable filing

proceduresin AS 21.."-9.041 or 21.39.220.

*Sec. 5. AS 21.39 is amended by adding a new section to read:

Sec. 21.39.041. Prior approval, (a) Exceptfor workers' compensation
prospective loss cost filings and workers' compensation assigned risk pool rates by a
rating organization under AS 21.39.043, an insurer or rating organization shall file
medical malpractice, workers' compensation and assigned risk plan rating systems as

specified in AS 21.39.040(a) with the director for review and approval prior to use.

CSHB 216(L&C) -2-
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Each filing shall be or. file for a waiting period of 15 days before it becomes effective.
This period may be extended by the director for an additional period not to exceed 15
days if the director gives written notice '»'ithin the waiting period to the insurer or

rating organization that made the filing stating that additional time for the

consideration of the filing is required. The director shall approve the filing upon a
determination that the filing meets the requirements of this title.

(b) The filing must ;*Hude the effective date. In place of a specific date, the
insurer or rating organization may specify a reasonable time period after approval for
the filing to be effective.

(c) Upon written application by the insurer or rating organization, t‘e director
may authorize a filing that ;he director has approved to become effective before the
expiration of the waiting period. A filing shall be considered to meet the requirements
of this title unless disapproved by the director within the waiting period.

(d) If the insurer or rating organization fails to provide information requested
by the director under AS 21.39.040(d) within 30 days after the director requests the
information, the response period may be extended by the director for an additional 15
days upon written application of the insurer or rating organization within the initial 30-
day response period. The director shall consider the failure to provide information as
a request by the insurer or rating organization to withdraw the filing from further

consideration.

(e) A filing and supporting information shall be open to public inspection after

the filing becomes effective.

(0 If within the review period provided for in (a) of this section, the director
finds that a filing does not meet the requirements of this title, the director shall send to
the insurer or rating organization that made the filing written notice of disapproval of
the filing specifying in what respects the filing fails to meet the requirements of this

title and stating that the filing may not become effective.

* Sec. 6. AS 21.39.050(c) is amended to read:

(c) If at any time subsequent to the applicable review period provided for in

AS 21.39.041(a) or 21.39.220(b) [(a) OR (b) OF THIS SECTION], the director finds

that a filing does not meet the requirements of this title [CHAPTER], the director

3 CSHB 2160L&C)
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shall, after a hearing held upon not less than 10 days written noticef,] specifying the
matters to be considered at the hearing and []] given to each insurer and rating
organization that made the filing, issue an order specifying in what respects the filing
fails to meet the requirements of this title [CHAPTER] and stating when, within a
reasonable period thereafter, the filing shall be considered no longer effective. Copies
of tiie order shall be sent to each insurer and rating organization that made the filing.
The order may [SHALL] not affect a contract or policy made or issued before the

expiration of the period set out in the order.

*Sec. 7. AS 21.39.110(a) is amended to read:

(a) Each group, association, or other organization of insurei engages in
joint underwriting or joint reinsurance is subject to regulation in accordance with this
section. In addition, joint underwriting is subject to all other provisions of this

chapter, except for AS 21.39.210. and joint reinsurance is subject to AS 21.39.120,

21.39.160j and 21.39.170.

* Sec. 8. AS 21.39 is amended by adding new sections to read:

Sec. 21.39.210. Flex-rating, (a) Except for workers' compensation, medical
malpractice, and assigned risk plan rates, an insurer's rate level increase or decrease
may take effect without prior approval if the cumulative rate level change for all
coverages combined, calculated from the effective date to 12 months before the
effective date, is not greater than 10 percent.

(b) An insurer may make multiple rate filings under this provision during any
12-month period if the cumulative rate level change is within the specified limitation
as described in (a) of this section. For an insurer adopting a rating organization
prospective loss cost filing, the cumulative rate level change includes both the rating
organization's prospective loss cost change as well as the insurer’ loss cost adjustment
change.

(c) Notwithstanding any other provision of this title, for a policy governed by
this section, a filing that produces a rate level change within the limitations provided
in (a) of this section is effective without prior approval and may take effect on the date
specified in the filing, but not earlier than the date it is received by the division. A rate

level change within the limitation in (a) of this section may not be applied to a policy

CSHB 216(L&C) 4-
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until the beginning of the policy period.

(d) A filing submitted under (a) of this section must include an exhibit

showing the calculation of the overall rate level change and an exhibit showing the

insu rer's expense provisions. An insurer submitting a loss cost adjustment filing shall

include supporting information showing how the loss cost adjustment is calculated
The director may request additional supporting information if the director does not
have enough information upon which to determine if the filing meets the requirements
of this title.

(e) A filing submitted under (a) of this section is considered to comply with
this title. However, if the director determines that the filing does not meet the
requirements of this title, the director shall issue an order specifying in detail the
specific statutes the insurer has violated and the reasons the filing is not in compliance.
The order must state a reasonable future date on which the filing is to be ¢ msidcred no

longer effective. An order by the director under this subsection is prospective and

does not affect any contract issued or made before the effective date of the older.
(0 The director may adopt regulations implementing the provisions of this

section.
(9) This section does not apply to rating organizations or to any impaired or

insolvent insurer operating under a rehabilitation plan, an order of supervision, or an

impaired financial condition as determined by the director.

Sec. 21.39.220. File and wuse, filing of rates, supplementary rate
information, and supporting information, (a) An insurers rate level increase or
decrease filing falling outside of the limitation provided in AS 21.39.210(a) is subject
to file and use provisions under this section, unless the filing is otherwise exempt from

ihose provisions under another provision in this chapter. A rate filing from a rating

organization shall be submitted to the director under the file and use provisions. A

rate filing from an insurer operating under a rehabilitation plan, an order of

supervision, or under an impaired financial condition as determined by the director

shall be submitted to the division under the prior approval provisions. The insurer

shall submit a filing for a new product or coverage introduction that does not have a

rate on file under the file and use provisions.

5- CSHB 216(L&C)
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(b) Each insurer shall file with the director all rates, supplementary rate
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information, and supporting information at least 30 days before the proposed effective
date. The director shall review the filing within 15 days. This period may be
extended by the director for an additional period not to exceed 15 days if the director
gives written notice within the initial 15 day period to the insurer or rating
organization that made the filing that states additional time for the consideration of the

filing is required. The waiting period is the 30-day period following the date the

director receives the filing.
‘c) The filing must include the effective date that may not be before the end of

the waiting period. Upon written application by the insurer or rating organization, the
director may authorize a filing that the director has reviewed to become effective
before the expiration of the waiting period.

(d) A filing shall be considered to meet the requirements of this chapter and to

become effective unless disapproved by the director within the waiting period.

(e) The director shall disapprove a filing if the director finds that the filing

does not meet the requirements of this title.

(f) If the insurer or rating organization is unable to provide information

requested by the director under AS 21.39.040(d) within 30 days after the director's
request, the response period may *extended by the director for an additional 15 days
upon written application of the inbc er or rating organization within the initial 30 day
response period. The director may disapprove the filing for failure to provide the
requested information during the response period. The disapproval notice must state a
reasonable future date on which the filing is to be considered no longer effective.

(9) A filing and supporting information shall be open to public inspection after

the director completes the review of the filing or after the filing becomes effective,

whichever is later.
(h) If wi'hin the waiting period in (b) of this section, the director finds that a |

filing does not meet the requirements of this title, the director shall send to the insurer
or rating organization which made the filing, written notice of disapproval of the filing
specifying in what respects the filing fails to meet the requirements of this title and

shall state a reasonable future date on which the filing is to be considered no longer

CSKB 216(L&C) 6-
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effective.
*Sec. 9. AS 21.42.120(b) is repealed and reenacted tc read:

(b) Each insurer or rating organization shall submit a filing under one of the
following procedures, clearly specifying the filing procedure under which the filing is
being made:
(1) fcr prior approval under AS 21.42.123; or
(2) for file and use under AS 21.42.125.

*Sec. 10. AS 21.42.120 is amended by adding a new subsection to read:

() The director may by order require an insurance document, form, or type of
insurance document or form as specified in the order, to be submitted for prior
approval if in the opinion of the director the approval of the insurance document,
form, or type ot insurance document or form is necessary for the protection of the
public.

*Sec. 11. AS 21.42 is amended by adding new sections to read:

Sec. 21.42.123. Form filing subject to prior approval, (a) A prior approval
filing shall be made not less than 30 days before the effective date. At the end of the
30-day period the form filed shall be considered approved unless before the end of the
30-day period it has been affirmatively disapproved by the director. Approval of the
fuim by the director before the ei— of the 30-day period constitutes a waiver of the
unexpired portion of the waiting period. The director may extend by not more than an
additional 30 days the period for approving or disapproving the form, by giving notice
of the extension during the initial 30-day period. At the expiration of the extended

period, and in the absence of a prior approval or disapproval, the form shall be

considered approved. The director may, by order, at any time after the notice, and for

cause shown, withdraw the approval.

(b) The director may require the insurer or rating organization to revise the

filing to comply with this title. Failure of the insurer or rating organization to provide
the information within 30 days after the director's request, or an extension of the
period by the director for an additional 15 days upon written request of the insurer or
rating organization within the response period, is considered to be a request by the

insurer or rating organization to withdraw the filing from further consideration.

-7- CSHB 216(L&C)
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(c) The filing must state an effective date. In place of a specific date, ihe

insurer or rating organi: ation may specify a reasonable time period after approval for

the filing to be effective.

(d) A prior approval filing shall be open to public inspection after the filing
becomes effective.

Sec. 21.42.125. Form filing subject to file and use; penalties, (a) A file and
use filing shall be filed with the director for a waiting period of not less than 30 days.
The period may be extended by the director or the insurer or rating organization for an
additional 30 days if notice is given within the initial 30-day period that additional
time is needed for the consideration of the filing. The filing may become effective at
the end of the waiting period unless disapproved by the director before the expiration
of the waiting period.

(b) The filing must state an effective date that must be after the waiting period.
Upon written notice by the insurer or rating organization, the director may authorize a
filing that has been reviewed to become effective before the expiration of the waiting
period.

(c) A file and use form filing must include a signed compliance certificate
certifying that the tiling complies with this title. An authorized officer or state filings

manager of the insurer shall sign the compliance certificate stating that, to the best of

the individual's knowledge, (he filing complies with this title. The director may issue

an order requiring an insurer who submits an incomplete or inaccurate compliance
certificate to submit future form filings for prior approval. The ordu-must specify the
conditions under which the insurer may again submit filings under this section. In
addition to any other penalty provided by law, a person that the director finds has
submitted a materially false or misleading compliance certificate may be subject to

either a civil penalty of not more than 310,000 for each violation, or a civil penalty of

not more than $25,000 for each violation if the director finds that the person

knowingly violated the provisions of this title. A filing that does not include the

signed compliance certificate shall be reviewed under the prior approval procedure

under AS 21.42.123. In this subsection, "knowingly" has the meaning given in

AS 11.81.900.

216(L&C) | 8
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(d) The director may require an insurer or rating organization to provide
additional information to demonstrate that a file and use filing meets the requirements
of this title or to revise the filing to meet the requirements of this title. If an insurer or
rating organization fails to provide the information within the waiting period described
in (a) of this section, the director shall consider the failure to be a request to withdraw
the filing from further consideration.

(e) A file and use filing shall be open to public inspection after the filing
becomes effective.

* Sec. 12. AS 21.39.050(a) and 21.39.070(b) are repealed.
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A BILL
FOR AN ACT ENTITLED

"An Act relating to breaches of security involving personal information; and relating to
credit report security freezes."

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. AS 45 is amended by adding a new chapter to read:
Chapter 48. Information Security.

Article 1 Breach of Security Involving Personal information.

Sec. 45.48.010. Disclosure of breach of security, (a) If a business or
governmental entity engages in activities in tne state and uses an information system
that includes personal information, and a breach of the security of the system occurs,
the business or governmental entity shall, after discovering the breach, disclose the
breach to each state resident whose personal information, if unencrypted, was, or is
reasonably believed to have been, acquired by an unauthorized person due to the

breach.

(b) A business or governmental entity shall make the disclosure required by

1- CSHB 226(L&C)
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(a) ofthis section in the most expedient time possible and without unreasonable delay,
except as provided in AS 45.48.020 and 45.48.040 and as necessary to determine the

scope of the breach and restore the reasonable integrity ofthe information system.
(c) In this section, "activities in the state” means activities that provide at least
the minimum contacts required by substantive due process for the state to exercise
jurisdiction over the business or governmental entity who is engaging in the activities.
Sec. 45.48.020. Notification of law enforcement. A business or
governmental entity may delay making the disclosures required by AS 45.48.010 if the

Department of Law determines that the disclosures would compromise an

investigation by the Department of Law.

Sec. 45.48.030. Methods of notice. A business or governmental entity shall

make the disclosures required by AS 45.48.010

(1) by a written document that is personally delivered or mailed;

(2) by electronic means, if the electronic means is allowed under 15
U.S.C. 7001 et seq. (Electronic S gnatures in Global and National Commerce Act); or

(3) if the business or governmental entity demonstrates that the cost of
providing notice would exceed $250,000, that the affected class oi individuals to be
notified exceeds 500,000, or that the business or governmental entity does not have
sufficient contact information to provide notice, by

(A) electronic mail if the business or governmental entity has
an electronic mail address for the individual;

(B) conspicuously posting the disclosure on the Internet
website of the business or governmental entity, if the business or governmental
entity maintains an Internet .vebsite; and

(C) providing a notice to major statewide media.

Sec. 45.48.040. Exception for disclosure policy. If the business or
governmental entity described in AS45.48.010 maintains disclosure procedures as
part of an information security policy for the treatment of personal information, and
the timing of disclosures under the policy is consistent with AS 45.48.010(b), the
business or governmental entity may make the disclosure required by AS 45.48.010(a)

under ihe disclosure procedures maintained by the business or governmental entity.

>HB226(L&C) 2.
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Sec. 45.48.050. Exception for employees and agents. In AS 45.48.010 -
45.48.090, the good faith acquisition of personal information by an em ioyee or agent
of the business or governmental entity described in AS 45.48.010 for the purposes of
the activities of the business or governmental entity is not a breach of the security of
the information system, if the employee or agent does not use the persunal information
for a purpose unrelated to the activities of the business or governmental entity and
does not make further unauthorized disclosure of the personal information.

Sec. 45.48.060. Waivers. A waiver of AS 45.48.010 - 45.48.090 is void and
unenforceable.

Sec. 45.48.070. Violations, (a) Ifa business or governmental entity violates

AS 45.48.010 - 45.48.090, an individual may bring a civil action in court to
(1) recover the damages suffered by the individual,;

(2) enjoin the business or governmental entity from further violations

of AS 45.48.010 -45.48.090.
(b) Tf a business or governmental entity violates or proposes to violate
AS 45 48.010 - 45.48.090, the state may bring a civil action in court to enjoin the
business or governmental entity from violating or continuing to violate AS 45.48.010 -

45.48.090.

(c) The rights and remedies available under this section are in addition to any

other rights and remedies available under another law.
Sec. 45.48.090. Definitions. In AS 45.48.010 - 45.48.090,

(1) "breach of the security™ means unauthorized acquisition of
information that compromises the security, confidentiality, or integrity of personal
information maintained by the business or governmental entity;

(2) "governmental entity” means a state or local governmental body,
subdivision, or agency, except for an agency ofajudicial branch of state government;

(3) “state resident” means an individual who satisfies the residency

requirements under AS 01.10.055.
Article 2. Credit Report Security Freezes.

Sec. 45.48.100. Security freeze authorized. A consumer may prohibit a

credit reporting agency from releasing all or a part of a consumer's credit report or

3- CSHB 226(L&C)
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information derived from the credit report without the express authorization of the
consumer by placing a security freeze on the consumer's credit report
Sec. 45.48.110. Placement of security freeze, (a) To place a security freeze,

a consumer shall

(1) make the request to the credit reporting agency by certified mail;
and
(2) provide the credit reporting agency with proper identification.

(b) A credit reporting agency shall place a security freeze within five business
days after receiving a request under (a) of this section.

Sec. 45.48.120. Confirmation of security freeze, (a) Within 10 business
days after a consumer makes the request under AS 45.48.110, a credit reporting
agency shall send a written confirmation of the placement of the security freeze to the
consumer.

(b) At the same time that the credit reporting agency sends a confirmation
under (a) of this section, the credit reporting agency shall provide the consumer with a
unique personal identification number or password to be used by the consumer when
the consumer authorizes the release under AS 45.48.130 of the consumer's credit
report or information derived from the report.

Sec. 45.48.130. Access and actions during security freeze, (a) While a
security freeze is in place, a credit reporting agency shall allow a third party access to
a consumer's credit report or information derived from the credit report if the
consumer requests that the credit reporting agency allow the access.

(b) To make a request under (a) of this section, the consumer shall contact the
credit reporting agency, authorize the credit reporting agency to allow the access, and
provide ~e credit reporting agency with

(1) proper identification;

(2) the unique personal identification number or password provided
under AS 45.48.120(b); and

(3) the proper information necessary to identify the third party to
whom the credit reporting agency may allow the access or the time period during

which the credit reporting agency may allow the access to third parties who request

226(L&C) 4
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the access.
(c) A consumer reporting agency that receives a request from a consumer

under (b) of this section shall comply with the request within three business days after
receiving the request.

(d) A credit reporting agency may develop procedures involving the use of
telephone, facsimile, or, if the consumer consents under 15 U.S.C. 7001 (Electronic
Signatures in Global and National Commerce Act), the Internet or other electronic
media to receive and process a request from a consumer under (a) of this section in an
expedited manner.

(e) Ifa security freeze is in place, a credit reporting agency may not release
the credit report or information derived from the credit report to a third party without
the prior express authorisation of the consumer.

(f) If a security freeze is in place, if a third party applies to a credit reporting
agency to provide the third party with access to the consumer's credit report or
information derived from the credit report, and if the consumer does not allow access
for that specific party or during that specific period of time, the credit reporting agency
may treat the third party's application as incomplete.

(@) A credit reporting agency shall notify a consumer that a thiid party has
attempted to access the consumer's credit report or information derived from the report
if a third party requests a credit reporting agency to provide the third party with access
to the credit report or information, a security freeze has been placed, and the purpose
ofthe access is not for the sole purpose ofaccount review.

(h) This section is not intended to prevent a credit reporting agency from
advising a third party who requests access to a consumer's credit report or information
derived from the credit report that a security freeze is in effect.

Sec. 45.48.140. Removal of security freeze, (a) Except as provided by
AS 45.48.130, a credit reporting agency may not remove a security freeze unless

(1) the consumer requests that the credit reporting agency remove the
security freeze under (b) of this section; or
(2) the consumer made a material misrepresentation of fact to the

credit reporting agency when the consumer requested the security freeze under

5 CSHB 226(L&C) \
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AS 45.48.110; if a credit reporting agency intends to remove a security freeze on a
consumer's credit report under this paragraph, the credit reporting agency shall notify
the consumer in writing before removing the security freeze.

(b) A credit reporting agency shall remove a security freeze placed under
(a)(1) of this section within three business days after receiving a request for removal
from the consumer w' o requested the security freeze if the consumer provides proper
identification to identify the consumer and the unique personal identification number
or password pro-ided by the consu ner reporting agency under AS 45.48.120.

Sec. 45.48.150. Disclosure of process. If a consumer requests a security
freeze under AS 45.48.100, the credit reporting agency shall disclose to the consumer
the process under AS 45.48.100 - 45 48.290 of placing a security freeze, allowing
access to a third party during a security freeze, and allowing access during a specific

period of time during a security freeze.

Sec. 45.48.160. Charges, (a) A credit reporting agency may not charge a

consumer more than
(1) $10 for each time that the consumer places a security freeze under

AS 45.48.100, removes a freeze under AS 45.48.140, or allows access for a specific
period of time during a security freeze under AS 45.48.130; or
(2) $12 lor each time that the consumer allows access for a specific

person during a security freeze wider AS -+5.48.130.

(b) Notwithstanding (a) of this section, a credit reporting agency may not
charge a consumer a fee for placing a security freeze under AS 45.48.100, removing a
freeze under AS 45.48.140, jt allowing access for a specific person or period of time
during a security freeze under AS 45.48.130, if the consumer provides the credit
reporting agency with a good faith and valid report made by the consumer to a law
enforcement agency that alleges that a piece of personal property containing personal

information of the consumer has been stolen.
Sec. 45.48.170. Additional identification information. A credit reporting

agency n.ay require additional information about the consumer's employment,

personal history, and family history in order to verify the consumer's identity only if

the consumer is unable to reasonably identify the consumer with proper identification.
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Sec. 45.48.180. Duties during security freeze, (a) If a security freeze is in
place, a credit reporting agency may not change a consumer's name, date of birth,
social security number, or address in the consumer’ credit report without sending a
written confirmation of the change to the consumer within 30 days after the change is
posted to the consumer's file.

(b) Written confirmation under (a) of this section n not required for a
technical modification of a consumer's name, date of birth, social security number, or

address, including making or expanding abbreviations, correcting spellings, or

correcting transposed numbers or letters.

(c) In the case of an address change under (a) of this section, the written
confirmation shall be sent to both the new address and the former address.

Sec. 45.48.190. Violations and remedies, (a) A consumer who suffers
damages as a result of a person's violation of AS 45.48.100 *45.48.290 may bring an
action in court against the person and recover, in the case of a violation where the

person acted
(1) negligently, actual damages, including loss of wages, and, when

applicable, damages for pain and suffering;
(2) knowingly,
(A) damages as described in (1) of this subsection;
(B) punitive damages that are not less than $100 nor more than
$5,000 for each violation as the court determines to be appropriate; and
(C) other relief that the court determines to be appropriate.
(b) A consumer may bring an action in court against a person for a violation or
threatened violation of AS 45.48.100 - 45.48.290 for injunctive relief, whether or
not the consumer seeks another remedy under this section.
(c) Notwithstanding (a)(2) of this section, a perso-i who knowingly violates
AS 45.48.100 - 45.48.290 is liable in a class action for an amount that the court
allows. When determining the amount of an award in a class action under this
subsection, the court shall consider, among the relevant factoid, the amount of any

actual damages awarded, the frequency of the violations, the resources of the violator,

and the number of consumers adversely affected.

-
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(d) In this section, "knowingly" has the meaning given in AS 11.81.900.
Sec. 45.48.270. Reports not covered. Hie provisions >f AS 45.48.100 -

45.48.290 do not apply to a credit report if th credit report is
(1) a report that only contains information relating to transactions or

experiences between the consumer and the person making the report;
(2) a communication of the information that is described in (1) of this

section or that is taken from a credit application by a consumer, if
(A) the communication is limited to internal communication

within the organization of the person making the report or made to another
person who is ow.ied by, or affiliated with, the person making the report; and
(B) the consumer is informed by a clear and conspicuous
written disclosure that the information contained in the credit application may |
be communicated as allowed under (A) of this paragraph, except that, if a
credit application is taken by telephone, the consumer shall initially be
informed orally when the application is taken, and a clear and conspicuous
written disclosure shall be made to the consumer in the first written
communication to the consumer after the application is taken;
(3) an authorization or approval of a specific extension of credit
directly or indirectly by the issuer of a credit card or similar device;
(4) areport that conveys a person's decision whether to make a specific
extension of credit directly cr indirectly to a consumer in response to a request by a

third party if the third party advises the consumer of the name and address of the

person to whom the request was made;
(5) a report containing information solely about a consumers

character, general reputation, personal charactenstics, or mode of living and the
information is obtained through personal interviews with neighbors, friends, or
associates of the consumer reported on, or others with whom the consumer is

acquainted or who may have knowledge concerning those items of information: or

(6) a consumer credit report furnished for use in connection with a

transaction that consists of an extension of credit to be used solely for a commercial

purpose.
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Sec. 45.48.280. Exemptions, (a) The provision* of AS 45.48.100 -45.48.290
do not apply to the use of a credit report by
(1) a person, if the purpose of the person's use is account review or

collection of a financial obligation owing for an account, contract, or negotiable

instrument, and the consumer
(A) has, or had before an assignment of the account or contract

by the person, an account or contract with the person, including a demand
deposit account; or
(B) issued a negotiable in~t;ument to the person;

(2) a subsidiary, an affiliate, an agent, an assignee, or a prospective
assignee of a person to whom access has been granted under AS 45.48.130 if the
purpose of the use is to facilitate the extension of credit or another permissible use;

(3) when acting under a court order, warrant, or subpoena, a state

agency, an agency of a political subdivision of the state, a law enforcement agency, a

court, or a private debt collection agency;
(4) an agency of a state or municipality that administers a program for

establishing and enforcing child support obligations;
(5) the Department of Health and Social Services, its agents, or its

assigns when investigating fraud;
(6) the Department of Revenue, its agents, or its assigns when

investigating or collecting delinquent taxes or unpaid court orders or when

implementing its other statutory responsibilities;
(7) a person if the purpose of the use is prescreening allowed under 15

(J.S.C. 1681 - 168Ilw (Fair Credit Reporting Act);
(8) a person administering a credit file monitoring subscription service

to which the consumer has r  eribed;
(9) a person pruviding a consumer with a copy of the consumer's credit

report at the consumer's request.

(b) In (a)(1) of this section, "per-on" includes the person's subsidiary, affiliate,

or agent, an assignee of a financial obligation owed by the consumer to the person, or

a prospective assignee of a financial obligation owed by the consumer to the person

-9- CSHB 226(L&C)
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when in conjunction with the proposed purchase of the financial obligation.
Sec. 45.48.290. Definitions. In AS 45.48.100 - 45.48.290,

(1) "account review" includes activities related to account
maintenance, account monitoring, account credit line increases, and account upgrades
and enhancements;

(2) "affiliate” means a corporation that directly, or indirectly through

one or more intermediaries, controls, is controlled by, or is under common control

with another corporation; in this paragraph, "control” means the possession, direct or
indirect, of the power to direct or cause the direction of the management and policies

ofa corporation;

(3) "consumer™ means an individual;

(4) "credit report” means a written, oral, or other communication of
information by a credit reporting agency bearing on a consumer's credit worthiness,
credit standing, or credit capacity if the communication is used or expected to be used,
or collected in vhole or in part, to serve as a factor in establishing the consumer's

eligibility for
(A) credit to be used primarily for personal, family, or

household purposes;
(B) employment purposes;
(C) the rental of a dwelling unit; or
(D) any other purpose authorized under section 15 U.S.C.

1681b;

(5) "credit reporting agency" means a person who, for monetary- fees,
dues, or on a cooperative nonprofit basis, regularly engages in whole or in part in the
business of assembling or evaluating consumer credit information or other information
on consumers for the purpose of furnishing credit repons to third parties, and these
activities provide at least the minimum contacts required by substantive due process
for the state to exercise jurisdiction over the person who is engaging in the activities;
"credit reporting agency" does not include a governmental agency whose records are

maintained primarily for traffic safety, law enforcement, or licensing purposes;

(6) "employment purposes” means, when used in connection with a

CSHB 226(L&C) -10-
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consumer credit report, a report used for the purpose of evaluating a consumer for

employment, promotion, reassignment, or retention as an employee;
(7) "file" means, when used in connection with information on a

consumer, all of the ini .nation on that consumer recorded and retained by a credit
reporting agency, regardless of how the information is stored;
(8) "permissible use" means a permissible use under 15 U.S.C. 1681b;
(9) "person™ has the meaning given in AS 01.10.060 and includes a

governmental body, a governmental subdivision, or a governmental agency,
(10) "proper identification” means the information generally

considered sufficient to identify a person;

(11) "security freeze" means a prohibition against a credit reporting
agency from releasing all or a part of a consumer's credit report or information derived
from the credit report without the express authorization of the consumer.

Article 3. General Provisions.

Sec. 45.48.300. Relationship to federal law. Ifa provision of this chapter is
preempted by or conflicts with federal law in a particular situation, the provision does
not apply to the extent of the preemption or conflict.

Sec. 45.48.390. Definitions. In this chapter, "personal information” means
information that is not publicly available information lawfully made available to the
general public from federal, state, or local government records; and consists of

A) a combination of an individual's first name
the individual's last name, and one or more of the following information
elements, when the name or the information elements are not encrypted or
redacted:

(i) the individual's social security number;

(i) the number of the individual's driver's license or
state identification card;

(iti)  the individual's account number, credit card
account number, or debit card account number, if circumstances exist

where the number could be used without additional identifying

information, access codes, or passwords;

-11- CSHB 226(L<E C)
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(iv)  account passwords or personal identification
numbers or other access codes; or
(B) an information element listed in (A)(i) - (iv) of this
paragraph if the item would be sufficient to engage in or attempt to engage in

the theft of the individual's identity.

CSKB 226(L&C) 12
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CS FOR HOUSE BILL NO. 226( )
IN THE LEGISLATURE OF THE STATE OF ALASKA
TWENTY-FOURTH LEGISLATURE - FIRST SESSION
BY
Offered:
Referred:

Sponsor(s): REPRESENTATIVES GARA, Coghill, McGuire, Kerttula

A BILL
FOR AN ACT ENTITLED

"An Act relating to breaches of security involving personal information; and relating to
credit report security freezes."

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

*Section 1. AS 45 is amended by adding a new chapter to read:
Chapter 48. Information Security.

Artii ie I. Breach of Security Involving Personal Information.

Sec. 45.48.010. Disclosure of breach of security, (a) Ifa person engages in
business activities in the state, uses in the business an information system that includes
personal information, and a breach of the security of the system occurs, the person
shall, after discovering the breach, disclose the breach to each state resident whose

personal information, if unencrypted, was, or is reasonably believed to have been,

acquired by an unauthorized person due to the breach.
(b) A person shall make the disclosure required by (a) of this section in the

most expedient time possible ard without unreasonable delay, except as provided in

1- CSHB 226( )
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AS 45.48.020 and 45.48.040 and as necessary to determine the scope of the breach
and restore the reasonable integrity of the information system.

(c) in this section, "business activities in die state” means business activities
that provide at least the minimum contacts required by substantive due process for the
state to exercise jurisdiction over the person who is engaging in the business activities.

Sec. 45.48.020. Notification of law enforcement. A person may delay
making the disclosures required by AS 45.48.010 if the Department of Law
determines that the disclosures would compromise an investigation by the Department

of Law.
Sec. 45.48.030. Methods of notice. A person shall make the disclosures

required by AS 45.48.010

(1) by a written document that is personally delivered or mailed,;

(2) Dby electronic means, if the electronic means is allowed under 15
U.S.C. 7001 et seq. (Electronic Signatures in Global and National Commerce Act); or

(3) if the person demonstrates that the cost of providing notice would
exceed $250,000, that the affected class of persons to be notified exceeds 500,000, or
that the business does not have sufficient contact information to provide notice, by

(A) electronic mail if the business has an electronic mail

address for the person;
(B) conspicuously posting the disclosure on the Internet site of

the person, ifthe person maintains an Internet site; and

(C) providing a notice to major sta ewide media.

Sec. 45.48.040. Exception for disclosure policy. If the person described in

AS 45.48.010 maintains for the business disclosure procedures as part of an
information security policy for the treatment of personal information, and the timing
of disclosures under the policy is consistent with AS 45.48.010(b), the person may
make the disclosure required by AS 45.48.010(a) under the disclosure procedures
maintained by the person.

Sec. 45.48.050. Exception for employees and agents.
45.48.090, the good faith acquisition of personal information by an employee or agent

of the person described in AS 45.48.010 for the purposes of the business is not a

In A° 45.48.010 -

2
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breach of the security of the information system, if the employee or agent does not use
the personal information for a purpose unrelated to the business and does not make

further unauthorized disclosure of the personal information.
Sec. 45.48.060. Waivers. A waiver of AS 45.48.010 - 45.48.090 is void and

unenforceable.
Sec. 45.48.070. Violations, (a)
45.48.090, an individual may bring a civil action in court to
(1) recover the damages suffered by the individual,
(2) enjoin the person from further violations of AS 45.48.010 -

If a person violates AS 45.48.010 -

45.48.090.
(b) If a person violates or proposes to violate AS 45.48.010 - 45.48.090, the

state may bring a civil action in court to enjoin the person from violating or continuing

to violate AS 45.48.010 - 45.48.090.
(c) The rights and remedies available unde, this section are in addition to any

other rights and remedies available under another law.
Sec. 45.48.090. Definitions. In AS .5.48.010-45.48.090,
(1) "breach of the security” means unauthorized acquisition of

information that compromises the security, confidentiality, or integrity of personal

information maintained by the business;
(2) "state resident"” means an individual who satisfies the residency

requirements under AS 01 10.055.
Article 2. Credit Report Security Freezes.

Sec. 45.48.100. Security' freeze authorized. A consumer may prohibit a
credit reporting agency from releasing all or a part of a consumer's credit report or
information derived from the credit report without the express authorization of the
consumer by placing a security freeze on the consumer's credit report.

Sec. 45 48.110. Placement of security freeze, (a) To place a security freeze,

a consumer shall
(1) make the request to the credit reporting agency by certified mail;

and
(2) provide the credit reporting agency with proper identification.

3 CSHB 226( )
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(b) A credit reporting agency shall plac”® a security freeze within five business

days after receiving a request under (a) of this section.
Sec. 45.48.120. Confirmation of security freeze.
days after a consumer makes the request under AS 45.48.110. a credit reporting

(@) Within 10 business

agency shall send a written confirmat'on of the placement of the security freeze to the
consumer.

(b) At the same time that the credit reporting agency sends a confirmation
under (a) of this section, the credit. cporting agency shall provide the consumer with a
unique personal identification number or password to be used by the consumer when

the consumer authorizes the release under AS 45.48.130 of the consumer's credit

report or information derived from the report.
Sec. 45.48.130. Access and actions doiing security freeze,
security freeze is in place, a credit reporting agency shall allow a third party access to

a consumer's credit report or information derived from the credit report if the

(@ While a

consumer requests that the credit reporting agency allow the access.

(b) To make a request under (a) of this section, the consumer shall contact the

credit reporting agency, authorize the credit reporting agency to allow the access, and

provide the credit reporting agency with
(1) proper identification;
(2) the unique personal identification number or password provided

under AS 45.48.120(b); and

(3) the proper information necessary to identify the third party to
whom the credit reporting agency may allow the access or the time period during
which the credi< reporting agency may allow the access to third parties who request
the access.

(c) A consumer reporting agency that receives a request from a consumer
under (b) of this section shall comply with the request within three business days after
receiving the request.

(d) A credit reporting agency may develop procedures involving the use of
telephone, facsimile, or, if the consumer consents under 15 1J.S.C. 7001 (Electronic

Signatures in Global and National Commerce Act), the Internet or other electronic

226( ) 4
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media to receive and process a request from a consumer under (a) of this section in an
expedited manner.

(e) Ifasecurity freeze is in phce, a credit reporting agency may not release
the credit report or information derived from the credit report to a third par.y without
the prior express authorization of the consumer.

(f) Ifasecurity freeze is in place, if a third party applies to a credit reporting
agency to provide the third party with access to the consumer's credit report or
information derived from the credit report, and if the consumer does not allow access
for that specific party or during that specific period of time, the credit reporting agency
may treat the third party's application as incomplete.

(@) A credit reporting agency shall notify a consumer that a third party has
attempted to access the consumer's credit report or information derived from the report
if a third party requests a credit reporting agency to provide the third party with access
to the credit report or information, a security freeze has been placed, and the purpose
of the access is not for the sole purpose of account review.

(h) 1his section is not intended to prevent a credit reporting agencv from
advising a third party who requests access to d consumer’s credit report or information
derived from the credit report that a security freeze is in effect.

Sec. 45.48.140. Removal of security freeze, (a) Except as provided by
AS 4h.48.130, a credit reporting agency may not remove a security freeze unless

(1) the consumer requests that the credit reporting agency remove the
security freeze under (b) of this section; or

(2) the consumer made a material misrepresentation of fact to the
credit reporting agency when the consumer requested the security freeze under
AS 45.48.110; if a credit reporting agency intends to remove a security freeze on a
consumer's credit report under this paragraph, the credit reporting agency shall notify
the consumer in writing before removing the security freeze.

(b) A credit reporting agency shall remove a security freeze placed under
(a)(1) of this section within three business days after receiving a request for removal
from the consumer who requested the security freeze if the consumer provides proper

identification to identify the consumer and the unique personal identification number

-5- CSHB 226( )
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1 or password provided by the consumer reporting agency under AS 45.48.120.

2 See. 45.48.150. Disclosure of process. If a consumer requests a security
3 freeze under AS 45.48.100, the credit reporting agency shall disclose to the consumer
4 the process under AS 45.48.100 - 45.48.290 of placing a security freeze, allowing
5 access to a third party during a security freeze, and allowing access during a specific
6 period of time during a security freeze.

7 Sec. 45.48.160. Charges, (a) A credit reporting agency may not charge a
8 consumer more than

9 (1) $10 for each time that the consumer places a security freeze under
10 AS 45.48.100, removes a freeze under AS 45.48.140, or allows access for aspecific
11 period of time during a security freeze under AS 45.48.130; or

12 (2) $12 for each time that the consumer allows access for a specific
13 person during a security freeze under AS 45.48.130.

14 (b) Notwithstanding (a) of this section, a credit reporting agency may not
15 | charge a consumer a fee for placing a security freeze under AS 45.48.100, removing a
16 freeze under AS 45.48.140. or allowing access for a specific person or period of time
17 during a security freeze under AS 45.48.130, if the consumer provides the credit
18 reporting agency w.th a good faith and valid report made by the consumer to a law
19 enforcement agency that alleges that a piece of personal property containing personal
20 information of the consumer has been stolen.
21 Sec. 45.48.170. Additional identification information. A credii reporting
22 agency may require additional information about the consumer's employment,
23 personal history, and family history' in order to verify the consumer's identity only if
24 the consumer is unable to reasonably identify the consumer with proper identification.
25 1 Sec.45.48.180. Duties during security freeze, (a) If a security freeze is in
26 | place, a ' -edit reporting agency may not change a consumer's name, date of birth,
27 | social security number, or address in the consumer's credit report without sending a
28 | written confirmation of the change to the consumer within 30 days after the change is
29 | posted to the consumer's file.
30 | (b) Written confirmation under (a) of this section is not required for a
3| technical modification of a consumer's name, date of birth, social security number, or

-6
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address, including making or expanding abbreviations, correcting spellings, or

correcting transposed numbers or letters.
(© In the case of an address change under (a) of this section, the written

confirmation shall be sent to both the new address and the form . address.

Sec. 45.48.190. Violations and remedies, (a) A consumer who suffers
damages as a result of a person's violation of AS 45.48.100 - 45.48.290 may bring an
action in court against the person and recover, in the case of a violation where the

person acted
(1) negligently, actual damages, including loss of wages, and, when

applicable, damages for pain and suffering;
(2) knowingly,
(A) damages as described in (P of this subsection;
(B) punitive damages tl at are not less than $100 nor more than
$5,000 for each violation as the court determines to be appropriate; and
(C) other relief that the court determines to be appropriate.
(b) Aconsumer may bring an action in court against a nerson for a violation or
threatened violation of AS 45.48.100 - 45.48.290 for injuncti ve relief, whether or
not the consumer seeks another remedy under this section.
(c) Notwithstanding (a)(2) of this section, a person who knowingly violates
AS 45.48.100 - 45.48.290 is liable in a class action for an amount that the court
allows.  When determining the amount of an award in a class action under this
subsection, the court shall consider, among the relevant factors, the amount of any
actual damages awarded, the frequency of the violations, the resources of the violator,
and the number of consumers adversely affected.
(d) In this section, "knowingly" has the meaning given in AS 11.81.900.
Sec. 45.48.270. Reports not covered. The provisions of AS 45.48.100 -

45.48.290 do not apply to a credit report if the credit report is
Q) a report that only cortains information relating to transactions or

experiences between tlu consumer and the person making the report;
(2) a communication of the information that is described in (1) of this

section or that is taken from a credit application by a consumer, if

-7- CSHB 226( )
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(A) the communication is limited to internal communication
within the organization of the person making the report or made to another
person who is owned by, or affiliated with, the person making the report; and

(B) the consumer is informed by a clear and conspicuous
written disclosure that the information contained in the credit application may
be communicated as allowed under (A) of this paragraph, except that, if a
credit application is taken by telephone, the consumer shall initially be

I informed orally when the application is taken, and a clear and "onspicuous
written disclosure shall be made ,0 the consumer in the first written
communication to the consumer after the application is taken;

(3) an authorization or approval of a specific extension of credit

directly or indirectly by the issuer of a credit card or similar device;
(4) a report that conveys a person's decision whether to make a specific
extension of credit directly or indirectly to a consumer in response to a request by a

third party if the third party advises the consumer of the name and address of the

person to whom the request was made;
(5) a report containing information solely about a consumer’

character, general reputation, personal characteristics, or mode of living and the
information is obtained through personal interviews with neighbors, friends, or
associates of the consumer reported on, or others with whom the consumer is

acquainted or who may have knowledge concerning those items of information; or
(6) a consumer credit report furnished for use in connection with a

transaction that consists of an extension of credit to be used solely for a commercial

purpose.
Sec. 45.48.280. Exemptions, (a) The provisions of AS 45.48.100 - 45.48.290

do not apply to the use of a credit report by
(1) a person, if the purpose of the person's use is account review or

collection of a financial obligation owing for an account, contract, or negotiable

instrument, and the consumer
(A) has, or had before an assignment of 'he account or contract

by the person, an account or contract with the person, including a demand

CSHB 226( ) 8
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deposit account; or
(B) issued a negotiable instrument to the person;

(2) a subsidiary, an affiliate, an agent, an assignee, or a prospective
assignee of a person to whom access has been granted under AS 45.48.130 if the
purpose of the use is to facilitate the extension of credit or another permissible use;

(3) when acting under a court order, warrant, or subpoena, a state
agency, an agency of a political subdivision of the state, a law enforcement agency, a

court, or a private debt collection agency;
(4] an agency of a state or municipality that administers a program for

establishing and enforcing child support obligations;
(5) the Department of Health and Social Services, its agents, or its

assigns when investigating fraud;
(6) the Department of Revenue, its agents, or its assigns when

investigating or collecting delinquent taxes or unpaid court orders or when

implementing its other statutory responsibilities;
(7) a person if the purpose of the use is prescreening allowed under 15

U.S.C. 1681 - 168 Iw (Fair Credit Reporting Act);
(8) a person administering a credit file monitoring subscription service

to which the consumer has subscribed;
(9) a person providing a consumer with a copy of the consumer's credit

report at the consumer's request.

(b) In (a)(1) of this section, "person™ includes the person's subsidiary, affiliate,
0* agent, an assignee of a financial obligation owed by the consumer to the person, or
a prospective assignee of a financial obligation owed by the consumer to the person
when in conjunction with the proposed purchase of the financial obligation.

Sec, 45.48.290. Definitions. In AS 45.48.100 - 45.48.290,

(1) "account review" includes activities related to account

maintenance, account monitoring, account credit line increases, and account upgrades

and enhancements;
(2) "affiliate” means a corporation that directly, or indirectly through

one or more intermediaries, controls, is controlled by, or is under common control

9 CSHB 226( )
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with another corporation; in this naragraph, "control” means the possession, direct or

indirect, of the power to direct or cause the direction of the management and policies

ofa corporation;
(3) "consumer™ means an individual;

(4) "credit report" means a written, oral, or other communication of
information by a credit reporting agency bearing on a consumer's credit worthiness,
credit standing, or credit capacity if the communication is used or expected to be used,
or collected in whole or in part, to serve as a factor in establishing the consumer's

eligibility for
(A) credit to be used primarily forpersonal,  family, or

household purposes;
(B) employment purposes;
(C) the rental ofa dwelling unit; or
(D) any other purpose authorized under section 15U.S.C.

1681b;

(5) "“credit reporting agency" means a person who, for monetary fees,
dues, or on a cooperative nonprofit basis, regularly engages in whole or in part in the
business of assembling or evaluating consumer credit information or other information
on consumers for the purpose of furnishing credit reports to third parties, and the™e
activities provide at least the minimum contacts required by substantive due process
for the state to exercise jurisdiction over the person who is engaging in the activities;
""credit reporting agency" does not include a governmental agency whose records are
maintained primarily for traffic safety, law enforcement, or licensing purposes;

(6) "employment purposes” means, when used in connection with a
consumer credit report, a report used for the purpose of evaluating aconsumer for

employment, promotion, reassignment, or retention as an employee;
(7) "“file" means, when used in connection with information on a

consumer, all of the information on that consumer recorded and retained by acredit

reporting agency, regardless of how the informatif'n is stored;
(8) "permissible use" means a permissible use under 15 U.S.C. 1681 h;

(9) "person” has the meaning given in AS 01.10.060 and includes a

-10-
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governmental body, a governmental subdivision, or a governmental agency;
(10) "proper identification" means the information generally

considered sufficient to identify a person;

(11) "security freeze" means a prohibition against a credit reporting
agency from releasing all or a part of a consumer's credit report or information derived
from the credit report without the express authorization of the consumer.

Article 3. General Provisions.
Sec. 45.48.300. Relationship to federal law. If a provision of this chapter is

preempted by or conflicts with federal law in a particular situation, the provision does

not apply to the extent of the preemption or conflict.
Sec. 45.48.390. Definitions. In this chapter, "personal information” means

information that is not publicly available information lawfully made available to the

general public from federal, state, or local government records; and consists of
(A) a combination of ai individual's first name or first initial,

the individual's last name, and one or more of the following information

elements, when the name or the information elements are not encrypted or

redacted:
(i) the individual's social security number;

(it) the number of the individual's driver’s license or

state identification card;
(i) the individual's account number, credit card

account number, or debit card account number, if circumstances exist

where the number could be used without additional identifying

information, access codes, or passwords;
(iv)  account passwords or personal identification

numbers or other access codes; or
(B) an information element listed in (A)(i)

paragraph if the item would be sufficient to engage in or attempt to engage in

the theft of the individual's identity.

-H- CSHB 226( )
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HOUSE BILL NO. 226
IN THE LEGISLATURE OF THE STATE OF ALASKA

TWENTY-FOURTH LEGISLATURE - FIRST SESSION

A BILL FOR AN ACT ENTITLED
"An Act relating to breaches of security involving personal information; and relating to

credit report security freezes."
BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF A .ASKA:

* Section 1 AS 45 is amended by adding a new chapter to read: Chapter 48. Information
Security.

Article |I. Breach of Security Involving Personal Information.

Sec. 45.48.010. Disclosure of breach of security, (a) If a person engages in business
activities in the state, or anv state aaenewthat owns or licenses computerized data that
includes personal information, and a breach of the security ofthe system occurs, the
person shall, after discovering or notification of the breach, disclose the breach to each
state resident whose personal information was, or is reasonably believed to have been,
pccessed by an unauthorized person j(b) A person shall make the disclosure required by
(a) ofthis section in the most expedient time possible and without unreasonable delay,
except as provided in AS 45.48.020 and 45.48.040 and as (c) of this section, or anv
measures necessary to determine the scope of the breach and restore the reasonable
integrity of the information systemv

(c) In this section, "business activities" means business activities that provide at least the
minimum contacts required by substantive due process for the state to exercise
jurisdiction . ver the person who is engaging in the business activities.

(d) Anv rerson. business, or stale agency that maintains computerized data that includes
personal information that the person or business does not own shall notify the owner or
licensee ofthe information of anv breach ofthe security of the oata immediately
following discovery, if the personal information was, or is reasonably believed to have
been, accessed bv an unauthorized person.
jsec. 45.48.020. Notification of law enforcement. A person shalldelav making the
disclosures required by AS 45.48.010 if the Department of Law determines that the
disclosures would compromise an investigation by the Department of LawTand such
auencv has made a request that the notification be delayed. The notification required by
this section shall be made after the law enforcement agency determines that it will not
compromise the investigation and so notifies the person, business, or state agency
fec. 45.48.030. Methods of notice. A person shall make the disclosures required by AS
45.48.010 by one of the fo'lowing methods:

(1) by awritten document J(2) by electronic means, if the electronic means is allowed
under 15 U.S.C. 7001 ct scg. (Electronic Signatures in Global and National Commerce
Act); or

(3) Substitute notice, if the person, business, or state agency demonstrates that the cost

of providing notice would exceed $250,000,.or that the affected class of subject persons
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to be notified exceeds 500,000, orlhe person 01 business does not have sufficient contact Deleted: ih«
information Substitute notice shall consist of anv ofthe following: Deleted: io provide node*. by
(A) electronic mail notice when Tthe person, business, or state agency has an electronic [ Deleted: if

mail address for the person;
(B) conspicuously postingn f the notice on the Internet site of the person, or business, or Deleted: tlic disclosure
state agency, if the person, or business, or state agency maintains an Internet site;or Deleted: and

(C) providing a notice to major statewide media* (Deleted:

Sec. 45.48.035 (a) Notwithstanding Sec. 45.48.030. a person, or business, or state
agency that maintains its own notification procedures as pari of an information security
policy for the treatment of personal information and is otherwise consistent with the
timing requirements of this section, shall be deemed to be in compliance with the
notification requirements of this section if the person, business, or state agency notifies
subject persons in accordance with its policies in the event of a breach of security.
iblCompliance with the requirements imposed hereunder shall be enforceable by the
Attorney Ge leral. provided that if there is a breach of security of personal information
that is "nonpublic personal information.” as defined in Section 509 of the Gramm Leach
Blilev Act (15 U.S.C. 6809(4)). compliance shall be enforceable by the regulatory or
.supervisors' authority having primary jurisdiction over the person or business.

Sec. 45.48.040. Exception for disclosure policy. | f the person described in AS 45.48.010
maintains for the business disclosure procedures as part of an information security policy
for the treatment of personal information, and the timing of disclosures under the policy
is consistent with AS 45.48.010(b), the person may make the disclosure required by AS
45.48.010(a) under the disclosure procedures maintained by the person.

Sec. 45.48.050. Exception for employees and agents. In AS 45.48 010 - 45.48.090, the
good faith acquisition of personal information by an employee oi agent ofthe person
described in AS 45.48.010 for the purposes of the business is not a breach of the security
ofthe information system, if the employee or agent does not use the personal information
for a purpose unrelated to the business and does not make further unauthorized disclosure

ofthe personal information.

Sec. 45.48.060. Waivers. A waiver of AS 45.48.010 - 45.48.090 is void and
unenforceable

Sec. 45.48.070. Violations.

(a) If aperson violates AS 45.48.010 - 45.48.090, an individual may bring a u .:! action
in court to

(1) recover the damages suffered by the individual;

(2) enjoin the person from further violations of AS 45.48.010 - 45.48.090.

(b) If aperson violates or proposes to violate AS 45.48.010 - 45.48.090, the state may
bring acivil action in court to enjoin the person from violating or continuing to violate

AS 45.48.010-45.48.090.



(c) The rights and remedies available under this section are in addition to an> other rights
and remedies available under another law.

Sec. 45.48.090. Definitions. In AS 45.48.010 - 45.48.090.

(1) "breach ofthe security" means unauthorized accessto electronic files, media, or
databases containing personal information when access to the personal information
described in Sec. 45.48.090 (2KA1- (C) has not been secured bv encryption or by anv
other method or technolouv that renders the personal information unreadable or unusable.
Acquisition of personal information or access thereto is not a breach of security if the
person, business, or agency establishes with reasonable certainty that the information is
not likelv to be misused.

12) "personal information" means information that is not available to the general pu' lie
from federal, state, or local government records and that consists of a combination ofan
individual's first name or first initial, the individual's last name, and one or more of the
following information element”

(A) the individual's social security number;

(B) the number ofthe individual's driver's license or state identification card;

(C) the combination of the number ofthe individual's financial institution account, credit
card account, or debit card account, and any required security code, access code, or
password that permits access to an individual’s financial institution account, credit card
account, or debit card account;

(3) "state resident” means an individual who satisfies the residency requirements under

AS 01.10.055.
Article 2. Credit Report Security freezes.

Sec. 45.48.100. Security freeze authorized. A consumer may prohibit a credit reporting
agency from releasing all or a part o f a consumer's credit report or information derived
from the credit report without the express authorization of the consumer by placing a
security freeze on the consumer's credit report.

Sec. 45.48.110. Placement of security freeze, (a) To place a security freeze, a consumer
shall

(1) make the request to the credit reporting agency by certified mail; and

(2) provide the credit reporting agency with proper identification.

(b) A credit reporting agency shall place a security freeze within five business days after

receiving a request under (a) of this section.

Sec 45.48.120. Confinmtion of security freeze, (a) Within 10 business days after a
consumer makes the request under AS 45.48.110, a credit reporting agency shall send a
written confirmation of the placement of the security freeze to the consumer.

(b) At the same time that the credit reporting agency sends a confirmation under (a) of
this section, the credit reporting agency shall provide the consume! with a unique
personal identification number or password to be used by the consumer when the
consumer authorizes the release under AS 45.48.130 ofthe consumer's credit report or

information derived from the report.

Deleted; acquisition of information that
compromises (lie security. confidentiality.
ot integrity of personal information
maintamed by Ilie business.

[ Deleted: 1

Deleted:. when the name or the
infol llation elements aie nor encrypted
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4/15/05
AMENDMENT

OFFERED IN THE HOUSE
TO: CSHB 226( ), Draft Version "I"

Page 1, lines 7 - 8:
Delete "engages in business activities in the state, uses in the business"

Insert "engages in activities in the state, uses"

Page 2, line 3:
Delete ""'business activities in the state” means business activities"

Insert ""activities in the state" means activities

Page 2, lint 5:
Delete "business"

Page 2, line 17:
Delete "business"

Insert “person”

Page 2, line 18:
Delete "business”

Insert "person™

Page 2. line 19:
Delete "person”

Insert "individual”
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Page 2, line 24:
Delete "for the business"

Page 2, line 31:
Delete "business"

Insert "person's activities"

Page 3, line 2:
Delete "business"

Insert "person's activities”

Page 3, line 19:
Delete "business"

Insert "person”

Page 3, following line 19:

Insert a new paragrnph to read:
"(2) "person" means a business entity or a state or local governmental

body, subdivision, or agency, except for an agency of a judicial branch of state

government."

Renumber the following paragraph accordingly.
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PO Box 101093 ¢ Anchorage, Alaska 99510-1093 ¢ Ph: (907) 278-3661 « Fax: (907) 278-9300 ¢ email: akplrg@akpirg.org

April i3th, 2005
AKPIRG Testimony for the House Labor and Commerce Committee

HB 226: Personal Information Breach / Security Freeze

The Alaska Public Interest Research Group (AkPIRG). an Alaska membership organization dedicated lu
protecting consumers, urges qi ick passage of HB 226 This bill is an appropriate response to the
ChoiccPoint Inc. security breach, and the other breaches, that nave occurred this year. Consumers aCl0SS
+he nation were alarmed to find out that nearly 150,000 people across the nation had their persot t
information stolen from Chcicepoint and were at high risk foi identity theft. V"'t only California had
laws on 'he books that mandated ChoiccPoint Inc. to notify those who fell i<rim

The total included some 251 Alaskans. This bill will help better protect those individuals and all
Alaskans when a similar security breach occurs in the future.

HB 226 is based on two provisions in California law.

First, the bill requires tha* any business that collects this ncrsonal customer information as part oftheii
business must notify consumers if the security oi ¢>al information is compromised T1 s common sense
slep will make sure tint companies like Choicepoint ii.-c will disclose when consume.:. are at risk

When a consumer's personal information has been compromised, that person should be able to block
access to credit reports and credit scores Blocking access to a credit report prevents an identity thief
from fraudulently opening new lines of credit in his or her name, one ofthe many dangers of identity

thefi.

The second section of the hill contains this “security freeze” provision The three credit reporting
agencies - Experian, Equifax and TransUnion - act as consumer fin»ncia. information clearinghouses
Tim security freeze provision allows consumers to prevent the clea; ighouses from sharing their
information. Without access to a consumer's creait report, an identity thief will not be able to open a
new account. The provision will allow a consumer to regulate who will receive a copy of their credit
report. The security freeze provision allows consumers to u~c an acc. is code to release their report to a
company wishing to extend a line of credit.

Any company that makes a profit Irom trading financial and personal information h.ts the responsibility
to protect that information HB 226 has strong measures that the Alaska Legislature can enact to belter

protect consumers e urge you to pass HB 226,
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Sti ie of Alaska
Department of Hoalth & Social Services
Division of Juvenile Justice

CONFIDENTIALITY AGREEMENT

l, .understand that as:

an individual providing a service for facility residents
an individual providing a service witliin the facility

a participant in this meeting

a' ricipant in a facility tour

SN N N N N

a volunteer fc  he Division
an individual conducting Division authorized research

(
(
(
(
(
()

( ) other

I may obtain information that concerns children and/or families being served by the Division of
Juvenile Justice. | have received and read a copy of the Division’s confidenli;ility regulations
contained in 7 AAC 54 300 to 7 ACC 54.340.* | agree to maintain the conf5derti?,’ty of any
client information protected by Alaska law or regulations, t understand that | may noi reveal to
anyone the identity of or any informal’ >n about any resident of the Johnson Youth Center. |
further agree to abide by al rohnson Youth Center policies as exoluined by facility staff.

SIGNATURE; DaTE:

w'Note:
Several statutes that contain conf entiality informtic i are referenced as the statutory
authority in the confidentiality regulations. Violation of confidentiality statutes or
regulations, including disclosure to friends or family, is serious and may be considered a

misdemeanor.
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PERSONAL INFORMATION SECURITY BREACHES

i Conpany Approximate Number or Date Reported
| dentities C ompromised
T-Mcblle " 16.3 million [January 2005 (access
""""" 1L 1 [occurred in 2003 and
! 2004.)
| Bank of America 1.2 million |(Feb. 2005
1 Lexis/Nexis 310,000 IMar. 2005 (number
i [revised in Apr. 2005)
| San Jose Medical Group | 185,000 [Apr. 2005
i ChoicePolnt 145,000 iFeb. 2005
I DSW Shoe Warehouse 100,000+ (customer data Mar. 2005
1 firola 103 of 175 stores) i
Pa* Maxx 1100,000 iFeb 2005
SA1C 45,000+ (employees plus IFch. 2005
current and former i
] stockholders) J
Valley Wide Financial 1,200 Entire customer base of [Mar. 2005
Services the Modesto, CA loan _
company J
Total: J; 18,386,200+ iSince Jan 1,2005

T-Moblle:

http://www.securitvfocus.com/news/1027i [note; If you search for other stories, you'll occasionally ser>
reports of 400 people, not 16.3 million. From a more thorough read though, it becomes clear that at le™ "'
400 people actually were victimized by the breach, and there's no doubt the hacker had access to all 16. ;

million's data
San Jose Medical:

PayMaxx:

h*tp.://y>i:iw.j)O5ton,CQm/buslin.ess/personalfinance/articles/2005/Q2/25/confidentiai data on f*ms sH<
nauarded- (as many as 100,000 is the # given)

http://www.boston.com/business/articles/2005/03/01/pavroii website still not secured/ (still insecure m
week later)

SA1C:
M1ol//www. washiimtQnpost.com/wp-dvn/artldes/A1750S-2QQ5Febll.html
(45,000 employees on p.l, fact of an past and present stockholders p.2)

Valley Wide Financial:
til3& ZZ&\MMraCLdI2fle-CQnVIoeal/storv/l_Q 253-631D-11064733c.html


http://www.securitvfocus.com/news/1027i
http://www.boston.com/buslness/articles/2005/03/0l/pavroii

LEGAL SERVICES

DIVISION OF LEGAL AND RESEARCH SERVICES
LEGISLATIVE AFFAIRS AGENCY

(007) 465-3C57 or 465-2450 STATE OF ALASKA State Capitol
1-AX (907) 465-2029 Juneau. Alaska 99801-1182

Mail Stop 3101 Deliveries to: 129 6th St.. Rm. 329

MEMO RANDI'M March 30, 2005

SUBJECT: Sectional summary of HB 226 relating to breaches of security
involving personal information and to credit report security freezes

(Work Order No. 24-L.S0689\Y)

TO: Representative Les Gara
Attn: Emily
FROM: Theresa Bannister

Legislative Counsel

You have requested a sectional summary of the above-described bill. As a preliminary
matter, note that a sectional summary of a bill should not be considered an authoritative
interpretation of the bill and the bill itself is the best statement of its contents.

Section 1 Adds a new chapter on information security.

Article 1. Breaches of Security Involving Personal Infonnrtioh.

Sec. 45.48.010 requires certain business persons to disclose breaches of the person's
information systems to each state resident whose personal information was acquired by
an unauthorized person. Requires that the disclosure be made in the most expedient time

possible and without unreasonable delay.

Sec. 45.48.020 allows a person to delay making the disclosures required by sec.
45.48.010 if the Department of Law determines that the disclosures would compromise

an investigation.

Sec. 45.48.030 establishes how a person is to make the disclosures required by sec.
45.48.010.

Sec. 45.48.040 allows a business, under certain circumstances, to use its own procedures
for making the required disclosures.

Sec. 45.48.050 removes good faith acquisition of personal information by employees and
agents of the business from being considered a breach of the security of the business's
information system under certain conditions.

Sec. 45.48.060 makes waivers of Article 1void and unenforceable.



Representative Les Gara
March 30, 2005
Page 2

Sec. 45.48.070 provides remedies for violations of Article 1
Sec. 45.48.090 defines terms for Article 1.

Article 2. Credit Report Security Freezes

Sec. 45.48.100 authorizes a consumer to prohibit a credit reporting agency from releasing
all or part of the consumer's credit report or information derived from the report without

the consumer's authorization.
Sec. 45.48.110 establishes how a consumer may place a security freeze.

Sec. 45.48.120 requires a credit reporting agency to send written confirmation of the
security freeze to the consumer within 10 business days and to provide the consumer with

a personal identification number or password.

Sec. 45.48.130 requires a credit reporting agency to allow a third party access to a
consumer's ct dit report or information derived from the report if tne consumer requests
the agency to allow the access. Describes how the consumer is to make the request.
Requires the agency to comply with the request within three business days. Addresses
the procedures Mat an agency may develop for receiving and processing the request.
While a freeze is in place, prohibits an agency from releasing the report or information to
a third party without the consumer's prior express authoiization. While a freeze is in
place, allows an agency to treat a third party's application for access to a credit report or
information as incomplete under certain conditions. Directs an agency, under certain
conditions, to notify a consumer that a third party has attempted to access the consumer's
credit report or information. States that this section is not intended to prevent an agency
from advising a third party who requests access that a security freeze is in place.

Sec. 45.48.140 prohibits a credit reporting agency from removing a security freeze unless
allowed by sec. 45.48.130, the consumer requests it, or the consumer made a material

misrepresentation of fact to the agency when requesting the freeze.

Sec. 45.48.150 describes the situations when a credit reporting agency may remove a
security freeze. Requires that it be removed within three business days after the

consumer requests that it be removed and provides certain information.

Sec. 45.48.160 establishes maximum amounts on what a credit reporting agency may
charge a consumer for placing a security freeze and allowing access during a security

freeze.

Sec. 45.48.170 allows a credit reporting agency to require additional information about
the consumer to verify the consumer's identity only if the consumer can't reasonably

identify the consumer with proper identification.



Representative Les Gara
March 30, 2005
Page 3

Sec. 45.48.180 prohibits a credit reporting agency, during a freeze, from changing certain
information in the credit report without sending written confirmation of the change,
except certain technical changes, to the consumer.

Sec. 45.48.190 provides remedies for violations of Article 2.

Sec. 45.48.270 lists certain types of credit reports to which Article 2 does not apply.

Sec. 45.48.280 lists the situations in which Article 2 does not apply.

Sec. 45.48.290 defines terms for Article 2.

Article 3. General Provisions.

Sec. 45.48.300 states that a provision that is preempted by or conflicts with federal law
does not apply.

If I may be of further assistance, please advise.

TLB:med
05-224.med
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LexisNexis Data on 300,000 People Feared Stolen

By Jonathan Kiim
Washington Post Staff Writer
Tuesday, April 12,2005; 12:22 PM

Information broker giant LexisNexis announced today that previously announced security breaches at
the company could affect roughly 300,000 consumers, making it one of the largest potential identity
theft incidents on record.

When the company announced last month that its Seisint unit had been compromised by identity thieves
in a series of incidents, it estimated that Social Security numbers, drivers' license numbers, names and
addresses of 32,000 consumers were exposed.

The new figure, the company said yesterday, reflects internal investigations that analyzed data over the
past two years and found that identity thieves used IDs and passwords of legitimate Seisint customers to
purchase the information.

Last year LexisNexis bought Florida-based Seisint Inc., which sells data gathered from extensive
searches of public records to businesses, law-enforcement agencies, private investigators and others.

"We regret that consumers, who traditionally are the primary beneficiaries of our risk management
products and services, may have been affected by these events,” Kurt Sanford, head of the company's
corporate and federal markets group, said in a statement. "We have taken a number of significant actions
in recent weeks to further guard against these types of fraudulent intrusions at our customer sites and to
enhance our security procedures and policies overall."

The company said that affected consumers would be offered a free credit report and monitoring for a
year.

The announcement is yet another blow to the largely unregulated marketplace of sensitive personal
information that involves mega-brokers such as LexisNexis, ChoicePoint and Acxiom to smaller re-
sellers, some private investigators and others. Each of the three large brokers has announced at last one
major breach, as have universities, banks and other organizations that store consumer data.

More than two dozen states are now examining identity theft legislation, while several members of
Congress have introduced legislation or are preparing to do so.

© 2005 The Washington Post Company

Advertising Links What's this?

MyCashNow - $100 - $1,000 Overnight

Pa,day Loan Cash goes in your account overnight. Very low tees. Fast decisions. Direct
deposit is not required. No credit check. Confidential msecure.

www.mycashnow.cor t

Refinance Rates Hit Record Lows
Get $150,000 loan for $720 per month. Refinance while rates are low.
www.lowefinybills.cjm

LendingTree.com - Official Site
Lendingtree - Find a mortgage, refinance, home equity or auto loan now. Receive up to

four loan offers within minutes. When banks compete, you win.

http://www.washingtonpo.st com/ac2/wp-dyp/A45756-2005Apri2?language=printer 4/12/2005
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Sec. 45.48.070 provides remedies for violations of Article 1
Sec. 45.48.090 defines terms for Article 1

Article 2. Credit Report Security Freezes.

Sec. 45.48.100 authorizes a consumei to prohibit a credit reporting agency from releasing
all or part of the consumer's credit report or information derived from the report without

the consumer's authorization.
Sec. 45.48.110 establishes how a consumer may place a security freeze.

Sec. 45.48.120 requires a credit reporting agency to send written confirmation of the
security freeze to the consumer within 10 business days and to provide the consumer with

a personal identification number or password.

Sec. 45.48.130 requires a credit reporting agency to allow a third party access to a
consumer's credit report or information derived from the report if tile consumer requests
the agency to allow the access. Describes how the consumer is to makr the request.
Requires the agency to comply with the request within three business days. Addresses
the procedures that an agency may devi lop for receiving and processing the request.
While a freeze is in place, prohibits an agency from releasing the report or information to
a third party without the consumer's prior express authorization. While a freeze is in
place, allows an agency to treat a third party's application for access o a credit report or
information as incomplete under certain conditions Directs an agency, under certain
conditions, to notify a consumer that a third party has attempted to access the consumer's
credit report or information. States that this section is not intended to prevent an agencv
from advising a third party who requests access that a security freeze is in piace.

Sec. 45.48.140 prohibits a credit reporting agency front removing a security freeze unless
allowed by sec. 45.48.130, the consumer requests it, or the consumer made a material
misrepresentation of fact to ihe agency when requesting the freeze.

Sec. 45.48.150 describes the situations when a credit reporting agency may remove a
security freeze. Requires that it be removed within three business days after the

consumer requests that it be removed and provides certain information.

Sec. 45.48.160 establishes maximum an ounts on what a credit reporting agency may
charge a consumer for placing a security freeze and allowing access during a security

freeze.

Sec. 45.48.170 allows a credit reporting agency to require additional information about
the consumer to verify the consumer's identity only if the consumer can't reasonably
identify the consumer with proper identification.
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Sec. 45.48.180 prohibits a credit reporting agency, during a freeze, from changing certain
information in the credit report without sending written confirmation of the change,
except certain tec hnical changes, to the consumer.

Sec. 45.48.19  rovides remedies for violations of Article 2.

Sec. 45.48.270 its certain types of credit reports to which Article 2 does not apply.

Sec. 45.48.280 lists the situations in which Article 2 does not apply.

Sec. 45.48.290 defines terms for Article 2.
Article 3. General Provisions.

Sec. 45.48.300 states that a provisi n that is preempted by or conflicts with federal law
does not apply.

If I may be of further assistance, please advise.

TLB:med
05-224.mcd
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IDENTITY: As credit industry, politicians debate costs, victims struggle
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While federal and state
menla and buaineaaea that extend
medit hare made progreea In helping
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mere w toft to be dona.

In January; for example, e Spring-
Held. HI. police officer made a routine
traffic atop 7wyear old woman, an
identity theft victim, according to Uli
noil Attorney General Ltaa Madigan

The officerran the motorist's name
through the auto'B criminal dalabaae
whirfa turned up a warrant for writing
had checka It waa the identity thief
howerer. who wrote the checka

nJevertheieaa "the poor, tittle old La
dy waa hauled oft 10 ke police station.*
Madigan aald That occurred men
though the Identity theft took place in
19M and ahe Lad reported it to elate
law-enforcementoffloata

The -rrcat aiao happened even
though the attorney general two yeara
ago had puahed ieipalalkn through the
lllinois General Aaaembty meant to
prevent that land Clhumiliation

Such an erreal might have been
avoided Il there had been a statewide
dalabaae ol identity theft victim*,
something Madigan a trying to un
danum

The financial service* industry has
raised concerns aboutsurf alabaar*.
fearing that unacrupuloua oorrowrra
could iiie ty claim to be identity theil
lictiraa to avoed paying debts

Something that could help vic-
tims and nomnctuns alike would be to

pve them the abtkty In dewy proepec
live credit provtdeci screws to cred-
it bureau Bier tor Uia purpose of mu

utg new credit That could atop identi

ty 4
mﬁﬁ advocate* say a federal law
to that effect would help greatly Sofar.

only California and Texas aDcw victip-a
to place sjcunty foresee on their AJrj
maintained by the three large* nation
alcredit bureaus

Bui a doian atatee are comddrnng
following suit, (aid GaH Hdlebrand, a
senior altoroey with Coaaumrra Union,
an advocacy group

Banka, car dealers angl_other toau-
neiaee have opposed legislation,
however, raising deatots about auch
tows'efhrrhoi—

And such freezes could dear cna-
sumera the iooUnt gratifltw fkr -ft
walking into atone, getting rapid credit
approvals and leaving w ta cara tekvi-
aions or raftpoutorm.

"The problem to. lath say mortgage
intareatM ea dropped apd,ljyanted to
lid Naaaa . senior

federal counsel al (he American Bank

“Ita going to be an impediment It's
an unnecessary coat It would [-robe
bly end up trualnting more customers
th»~ helping them.” Feddu said

-editora say taey have taken stops
to fight idenary theft. Using advanced
computer technology, companies can
often spot fraud by detecting unusual
spending patterns, for instance

But victim advocates aay the ftian
ctol aervtcal industry isn't moving rg

greatorely enough, ui paribecame they
sty the Industry can paaa along (he
cneta of Identity the ft to other custom-
er* through fees tod additional charg-
es.

Identity t -eft experts add that while
the ftnancial industry often advto
ea consumers (0 protect themselves
from the crime by shredding credit
card statnaenta and the like, consum-
ers are bejpieaa in mostcure ofiden
Uty theft since tax secui  a* compa-
nies or unacrupeloua crop  res are of
ton to btiuwa.

Identity the | victims and their ad-
vocates aeknoariadge the situation bat
mproved in recantyean for many vk
lima, eho sometime* indudr chikhen
-hose Social Saciwtty numbers are
misused by dtohooeat parents to ob-
tain credit They nds the children's
credtt, sulking U hard for them to get
bam lake

Tha improeameni started with in-
creased eenatitylty to the victims
among m aty UnMnforcemi nt officials,
government poftcy makers and finan-
cial industry executives who once ap-
peared to operate as though ioentity
theftwere avictimleaa crime

A 2003 federaltow resulted in cnang
ea phased In over the past year re
quinng buaineaaea taken to by identi
ty thieves to provide victims with the
fraudulent credit applicatons Before.
vK-tims routinely were denied such in
formation

Cali/onua haa a security breach tow
in which consumerdsto companies
musl notify consumers when secuntv
around sensitive consumer informs-
lion has been compromised

It waa that tow that required Choke-
Uotnt to go public with Its problem
About IS stale, are considering simi
tortows

Some state* also hare paaaed tows
requiring police deportments to take
crime reports from idenbty theft vic-
tims llinois allows ‘ictima to go to
court to obtain a tact tal declaration of
innocence

StiU. numerous proposals that would
have helped id e ntity-tiie ft victims have
been rebuffed in Congress and slate
legmtoluret

*Hum otm.Tr

Dunng the recent Senate debate
ovm legutotion to tighten bankruptcy
niies, Sea Ben Nelson. D-Neb, tned to
pass an amendment exempting debt-
ors who could prove thctr financial
protonra were caused by ideotity theft
He failed

Meanwhile Linda fbley, executive
director of the Identity Theft Resource
Center and herself, a victim of Identi
tytheft, asked, "Wuy don't we have aO
stoles requiring that victims of identify
theft are allowed to have poth-e reports
taken, tha! the police must lake police
reports in the jurisdiction when tte
victim lives’ "

She said even more understanding
is nnede-* of the "secondary woundmg"
that occurs after someone to targeted

She btoi.-es the collection agencies
credit issuers and credit bureaus — as
well as tow enforcement — for requir-
ing victims to provide copious docu-
mentation. which can be time consum
ing and expensive

“It sfrustrating” Fol y aald "You're

guilty until proven innocent"

Hamsoa the fLearmt compa
ny salesman, said he stopped keep,
uig track ofthe tune he spenttrying to
clear his name after he hsl Z,OOghours

h forty 1003. more thao ayear after he
earned hi* identity wan stolen in No-
vember ZUU!

He blames losing an eartter sale*
job to the theft when hto productivity
dropped from hawug to field calk from
collection agents atwork

He stiffereo run depression and
anxiety

Hu consumerdebtInterestrates tri-
pled. and insurance premiums soared
inexplicably

"It's a difficult thing to explain,”
Harrison said. I've always a been a
real strong person | waa a company
commanderIn the «2nd Airborne lac
tuafiy kind of thrived in stiru fo | situ

"But this to fa) different deal be-
cause you realty don't have any con
trol overwhat thm c other people do or
don't do."” be said "W ith identity theft
you're notbleeding  you havent lost
an arm or a leg. It's real difficult for
people to see your loss nr your dam
age"

Harrison had trouble finding anoth-
erjob, potential employer* were scared
offafte’r conducting the strndard credit
checka Hu solace was that the identity
thiefwas cough' nd served M months
in prison

But thr thief was released Dec; IS.
giving Hamson pause

“He could still have my Social Sc
curity number right in his w allr'," he
said
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By Jonathan Krim
Washington Post Staff Writer
Tuesday, April 12,2005; 12:22 PM

Information broker giant LexisNexis announced today that previously announced security breaches at
the company could affect roughly 300,000 consumers, making it one of the largest potential identity

theft incidents on record.

When the company announced last month that its Seisint unit had been compromised by identity hieves
in a series of incidents, it estimated that Social Security numbers, drivers' license numbers, names and

auJresses of 32,000 consumers were exposed.

The new figure, the company said yesterday, reflects internal investigations that analyzed data over the
past two years and found that identity thieves used IDs and passwords of legitimate Seisint customers to

purchase the information.

Last year LexisNexis bought Florida-based Seisint Inc., which sells data gathered from extensive
searches of public records to businesses, law-enforcement agencies, private investigators and others.

"We regret that consumers, who traditionally are the primary beneficiaries of our risk management
products and services, may have been affected by these events,” Kurt Sanford, head of the company's
corporate and federal markets group, said in a statement. "We have taken a nrmber of significant actions
in recent weeks to further guard against these types of fraudulent intrusions at our customer sites and to

enhance our security procedures and policies overall."

The company said that affected consumers would be offered a free credit report and monitoring for a
year.

The announcement is yet another blow to the largely inregulated marketplace of sensitive personal
information that involves mega-broktrs such as LexisNexis, ChoicePoint and Acxiom to smaller re-
sellers. some private investigators and others. Each of the three large brokers has announced at last one
major breach, as have universities, banks and other organizations that store consumer data.

More than two dozen states are now examining identity theft legislation, while several members of
Congress have introduced legislation or are preparing to do so.

© 2005 The Washington Post Company
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LondmgTree.com - Official Site

Lendingtrea - Find a mortgage, refinance, home equity or auto loan now. Receive up to
four loan offers within minutes. When banks compete, you win.

httpV/www. washingtonpost.com/ac2/wp-dyn/A45756-2005Aprl 2?language=printer 4/12/2005


http://www.lowermybills.com

West CoMt Office

1535 Miission St., Sin Francisco, CA 94103
415431-6747 (phone) 415431-€906 (ax)
WWWW.coMUMmMersuaion.org

April 7, 2005

Representative Lcs Gara
State Capitol

Room 418

Juneau, AK 99801-1182
907-465-3518 (fax)

Re: Support Tor H3 226, Breaches of Security and Security freeze for Credit Reports

Dear Representative Gara:

Consumers Union, the independent, nonprofit publisher of Graun®&Rgoots supports HB 226,
relating to Breaches of Security and Security Freeze for Credit Reports. A security freeze is a

k r' tool to prevent identity thieveB from gening credit m the consumer’s name, by allovving
consumers to lock up, or “freeze” access to their consumer credit tiles for credit granting
purposes. A requirement to notify consumers of a breach of security will enable consumers to
take preventative steps, including placing a security freeze, at a time when they may be able to
head off an identity thiefbefore the consumer experiences ruined credit and other harmful

consequen:es of ID theft.

Security freeze

Identity theft is one of the fastest growing financial crimes. According to a 2003 report to the
Federal Trade Commission, nearly 10 million Americans fall victim to identity theft annually.
The Identity Theft Resource Center reports that victims spend an average of $1,495 and 600
hours to restore their credit histories and their good names. Other estimates of the amount of
time spent by victims vary, but it is clear that an incursion upon a consumer's good name by an
identity thiefis a troubling and time-consuming experience. A 2003 report to the Federal Trade
Commission estimated that ic'entity theft costs U.S. businesses nearly $48 billion annually and
costs U.S. consumers both $5 billion and .297 million hours annually,

A security freeze will help to prevent the damage from identity theft because businesses are
highly unlikely to issue new credit to an individual without first reviewing information from his
Orher creditreport. When an individual freezes his or her credit file, this prevents the imposter
from using that credit file to get credit in the consumer's name. Because the potential creditor is
highly likely to deny the imposter’s credit application if it can’t see the frozen credit file, a
security freeze can prevent the harm that would otherwise occur from the identity theft.

Under this bill, people who jhoose to freeze access to their credit files may temporarily lift the

freeze for new loans and credit that they apply for themselves. When a consumer initially
activates the freeze, the credit bureau will issue a unique FIT! to the consumer that can be used to
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“thaw arlift tre seaurity freeze farapartiadar aedtor: Qredt bureacs must release tte ripart
within threbusiness days of such arequest

Feckral lawv kinackguate toprevent Identity trelt

The aedt reportingindLstry may asert tret the feckral FACT Act, which revised tre feckral
Fair Gredt Reporting Act, gives sufficgentt protectiontocarsurers We respoctfollvdsagree
Feckral lawvaafers the rights of fraudalerts andblocking  Both partial ly address anickrtity
theftafter there hes been attefl oficentity aofinformation Nothingin feckral lavareats a
rightin the carsurer tostp anyore framseeing the caorsurer's aedt file

The rights available tocarsuners utkr feckral lavware ot s effective as a seaurity freeze
Feckral lawvallons identity theft victins toblodk frantie aontents of trer aedt files spedific
information thetis the result oficentity theft  But ftaudblodking doss natblodk the fumishing
of uaedt rport It doss rotprevent icentity theft Similarly, nfraud dert doss rnotpravent a
aedt repartframbeing issued Uncer the feckral Fair Gredt Reporting Act, when afraddert
is attedredtoaaedt file aedtors must take addtiaal steps toverify aaedt gplicant s
identity before extending aedt The frauddert honever; does rotprevent tie potential aedtar
franseeing tre report, adit does notpravent the aredt bureau framselling arsharing tte aedt
rpart Only aseaurity freeze aandb this

Corsumers canmake a chace weighing the protective value of a security freeze
agairst any Incorvenience it may pose

The acarsuner aedt reportingindvstry may also asert tret aseaurity freeze will inconvenience
corsuTers Who are shopping fararedt, as they will have ollift tie freeze with respect toeach
potential aedtar: This is adhaae Alaskars will be free tomake fathenselves if the security
freezebill is enected  Each corsuner ancedck i the protection of knonmg thet anly aesdtars
authorizzdby the corsurer can revew tie fi' e faraedt grantirgpurposes cutweig s the sligit
cklay in requesting thet the fireeze be  lifted faparticularpoterbid aedtors  This bill wil simply
give Alaskars tie rigt tomake this dace farthenselves

The corsunrer reporting industry has made It hard far consurers to learm about
ad are freezes

Corsuner rgporting agendes have argedin soe state legslatures thet notmary corsuners
have used tre seaurity freeze in the two sates Wrere itis alreedyin effect 1N are ofthose states
the freeze is ot available todl corsurers but anly tolD treftvictins. 1N the atterstate
Galiformia tre Legslature hed togobad< ard anrernd the statute tocep the fees faplaang?
freeze after ae corsuner rporting agency, BExperian wes dargng carsuners $60 fara freeze
This kind ofpricdng would depress intial usage of tre freeze tod

The bill would be sponger ifit exemptedID theft vicritnsfrom thefee to place a securityfreeze.
Many ofthe states which are corscering seaurity freeze legslatiors are casckrprovding this
inportant tod tother corsurers Who have alreedybeen victins of ID treft The Califormia
Legslature is corsiceringelimnating its $10 fee authorization farcorsurers who have recsved
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anotice of aseaurity breach  Whille Corsuners Union supports trohilll ir its axrratform these
changess wouldstrergtienit

Notice of security breach

The purpose ofthe reguirednotice is toensble individuals whose information hes been aocoessed
by anurauthorized person totake steps toprotect tharicentity, aprocess thet usually entails
establishing inttial fraud dlerts with tie three aedtbureacs adthen drecking org s aedt rgpart
anaregUlarbasis townatch farsigns of fraud | this bill becomes lavy Alaskars Who receive a
notice of seaurity breach could also cedck if they wish totake the preventative step ofplacnga
security freeze

The notice of security breach bill ggpropriately recuires notice todl individuals whose
information hes been acoessed by anurauthorizedperson  In atterstates some goporenits of
gving notice have argued ttet notice shouldbe  limted tobreades which resultin amisuse of
information but this argunent is ot realistic in lightofhowID treftworks  An icentity thief
may steal information franore conparny aduse thatinformation toinpersonate a corsuner et
aotherconparny. The conpary Who hes tre seaurity breschwill reverbe able toascertainwith
any certainty wretrer anot tie informatianhes been misused  Furtter; dl stoleninformrationis
susceptible tomisuse. INdeed misuse is the wsual purpose of the theft ofinformation BEvery
Alaskan affected by a seaurity breach should getnotice so tret the individual can choose totake
proactive prevertive steps such as establishing a fradaert, naitoring his arter aedt file ad
placdng 2 seaurity freeze

Corsurers ratiorwick learred of the ChaicdPaint breach anllybecause are state lavreguired
notice of security breadhes affectingits rescerits Almost dally we hear of new irstanoss of
seaurity fraudinpacting thousanck upon thousands of corsurers  Legislation togive aorsuners
atrd oervwho cansee trercorsuner aedt files thraghtte tod of aseaurity freeze adto
recLire thet conpanies Who have aseaurity breach notify the corsuners whose informationwes
aooessedis anideawhich time has come  Forthese ressans Corsuners Union sypports tre
passage of this bill.

Very truly yours

Gail Hllebrad
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April 13, 2005

The Honorable Tom Anderson, Chair
House | abor and Commerce Committee

Alaska State Capitol, Room 408

Juneau, AK 99801-1182
RE: HB 226 (Gara)—Support

Dear Chair Anderson:

On behalfof the members of AARP in Alaska, we encourage you and your colleagues on
the House Labor and Commerce Committee to support HB 226, authored by
Representative Les Gara and co-sponsored by Majority Leader Coghill and
Representatives McGuire and Kcrttula.

As you know, earlier this year ChoicePoint admitted that it had lost personal information
affecting 150,000 customers, including some Alaskans. Although the information was
illegally stolen from the company, the company failed to notify their customers at the
time they first discovered the information was taken last fait.

HB 226 will mandate that any company that has had its customer financial information
stolen must notify those customc that they could be victimized.

HB 226 also requires the three companies that have credit information on all of us to
offer security freeze protection. Security freeze protections allow the consumer to
determine which companies will be allowed credit information which can be used for
lines of credit. This will provide an effective tool to prevent false applications for credit

because of stolen information/identity theft.

While your Committee is hearing this bill today, the United States Senate is conducting
hearings on the millions of Americans who are victims of identity theft and the billions

of dollar they have lost.

3601 C Street, Suite 1420 | Anchorage. AK 99S03 | toll-free 866-227-7447 | 907-341-2270 fax | toll-free 877-434-7598 TTY
Marie F Smith, President | William D. Novelli, Chief Executive Officerlwww.aarp org/ak
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