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soon as permitted by this chapter.

* Sec. 30. AS 21.79.070(h) is amended to read:

(h) If the m axim um  [A ONE PERCENT] assessment for a subaccount o f the 

life and annuity account in any one year does not provide an amount sufficient to cany 

out the responsibilities o f the association, the board shall, as provided under (d) o f this 

section, access [ASSESS] all subaccounts of the life and annuity account for the 

necessary additional amount, subject to the assessment limit provided in (f) o f this 

section.

* Sec. 31. AS 21.79.070 is amended by adding new subsections to read:

(i) Assessments for funds to meet the requirements o f the association with 

respect to an impaired or insolvent insurer may not be authorized or called until 

necessary to implement the purposes o f this chapter. Classification o f assessments 

under (b) of this section and computation of assessments under this section shall be 

made with a reasonable degree of accuracy, recognizing that exact determinations may 

not always be possible. The association shall notify each member insurer o f its 

anticipated pro rata share o f an authorized assessment not yet called within 180 days J 

after the assessment is authorized.

(j) The board may, by an equitable method as established in the plan of 

operation, refund to member insurers, in proportion to the contribution o f each insurer 

to that account, the amount by which the assets of the account exceed the amount the 

board finds is necessary to carry out during the coming year the obligations o f the 

association with regard to that account, including assets accruing from assignment, 

subrogation, net realized gains, and income from investments. A reasonable amount 

may be retained in any account to provide funds for the continuing expenses o f the I 

association and for future losses claims.

(k) A member insurer may, in determining its premium rates and policy owner 

dividends as to any kind o f insurance within the scope of this chapter, consider the 

amount reasonably necessary to meet its assessment obligations under this chapter.

(1) A member insurer that wishes to protest all or part o f  an assessment shall 

pay when due the full amount o f the assessment as set out in the notice provided by I 

the association. The payment shall be available to meet association obligations during i
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the pendency o f the protest or any subsequent appeal. If a payment is made under 

protest, payment must be accompanied by a statement in writing that the payment is 

made under protest and setting out a brief statement of the grounds for the protest. 

Within 60 days following the payment o f an assessment under protest by a member 

insurer, the association shall notify the member insurer in writing o f  its determination 

with respect to the protest unless the association notifies the member insurer that 

additional time is required to resolve the issues raised by the protest. Within 30 days 

after a final decision has been made, the association shall notify the protesting member 

insurer in writing o f that final decision. Within 60 days o f receipt o f notice o f the 

final decision, the protesting member insurer may appeal that final action to the 

director. In the alternative to rendering a final decision with respect to a protest based 

on a question regarding the assessment base, the association may refer protests to the 

director for a final decision with or without recommendation from the association. If 

a protest or appeal on an assessment is upheld, the amount paid in error or excess shall 

be returned to the member company. Interest on a refund due a protesting member 

shall be paid at the rate actually earned by the association.

* Sec. 32. AS 21.79.080(a) is amended to read:

(a) The association shall submit to the director a plan o f operation and any 

amendments to assure the fair, reasonable, and equitable administration o f the 

association. The plan of operation and any amendments take effect on the written 

approval o f the plan by the director o r 30 davs a f te r  rece ip t bv th e  d ire c to r  if  no t 

d isap p ro v ed  bv th e  d ire c to r .

* Sec. 33. AS 21.79.080(b) is amended to read:

(b) I f  [NOTWITHSTANDING (a) OF THIS SECTION, IF THE 

ASSOCIATION FAILS TO SUBMIT A PLAN OF OPERATION ACCEPTABLE TO 

THE DIRECTOR B v  JULY 1, 1991, OR IF AT A LATER TIME] the association 

fails to submit suitable amendments to the plan, the director shall, after notice and 

hearing, adopt regulations to implement this chapter. These regulations remain in 

effect until amended or repealed by the director [OR SUPERSEDED B Y  A PLAN 

SUBMITTED BY  THE ASSOCIATION THAT IS APPROVED BY THE 

DIRECTOR],

WORK D R A FT  WORK D RA FT  1-LS1376VG
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* Sec. 34. AS 21.79.080(c) is amended to read:

(c) A  member insurer shall comply with the plan o f operation. The plan of 

operation must

(1) establish procedures for handling assets o f the association;

(2) establish the amount and method o f reimbursing members o f the 

board under AS 21.79.050(c);

(3) establish regular places and times for meetings o f the board in the 

state; the board mav conduct meetings telephonically;

(4) establish procedures for keeping records of all financial transactions 

o f the association, its agents, and the board;

(5) establish terms o f office for members o f the board, and establish 

procedures for the selection o f the members of the board and for the director's approval 

o f the members selected;

(6) establish additional procedures for assessments under AS 21.79.070;

and

(7) contain additional provisions necessary or proper for the association 

to exercise its powers and duties.

* Sec. 35. AS 21.79.100(f) is amended to read:

(f) The board mav [SHALL]

(1) make reports and recommendations to the director relating to the 

solvency, liquidation, rehabilitation, or conservation o f a member insurer or the 

solvency o f insurers who apply to transact insurance business in the state; the director 

and the board shall keep the reports and recommendations confidential;

(2) notify the director of any information that indicates that a member 

insurer may be impaired or insolvent.

* Sec. 36. AS 21 .79 .110(b) is amended to read:

(b) The association shall keep records o f [NEGOTIATIONS AND] meetings 

relating to its activities. Records o f [NEGOTIATIONS OR] meetings may only be 

made public under AS 21.79.040(b)

(1) after the termination of a liquidation, rehabilitation, or conservation 

proceeding that involves the impaired or insolvent insurer;

WORK DRAFT WORK DRAFT l-LS1376\G
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(2) after the insurer is no longer impaired or insolvent; or

(3) upon the order of a court o f  competent jurisdiction.

* Sec. 37. AS 21.79.110(c) is amended to read:

(c) The association is considered to be a creditor of the impaired or insolvent 

insurer to the extent o f assets attributable to covered policies that are reduced by an 

amount to which the association is entitled under AS 21.79.060(s). Assets o f the 

impaired or insolvent insurer that are attributable to covered policies shall be used to 

continue all covered policies and pay all contractual obligations o f the impaired or 

insolvent insurer as required by this chapter. Assets attributable to covered policies 

include those assets that should have been established as reserves for the covered 

policies. These assets are determined by multiplying the total assets o f the impaired 

or insolvent insurer by a fraction, the numerator o f which is the amount that should 

have been established as reserves for the covered policies o f the impaired or insolvent 

insurer, and the denominator o f which is the amount that should have been established 

as reserves for all policies o f insurance issued in all states by that insurer. As a 

c re d ito r  o f  the  im p a ired  o r  insolvent in su re r, the  association a n d  o th e r  s im ilar 

en tities in  o th e r  s ta tes  a re  en titled  to receive a  d isb u rsem en t o f  assets o u t o f the  

m a rsh a le d  assets as a  c red it aga in st co n tra c tu a l ob ligations u n d e r  th is ch ap te r 

fro m  tim e to  tim e as the  assets becom e available. I f  the liq u id a to r has no t, w ithin 

120 davs o f th e  d a te  o f  a final de term ina tion  o f  insolvency o f an  in su re r  bv the 

cou rt, m ade  an  app lication  to  the court for the approval o f a proposal to  d isburse 

assets, th e  association m av  m ake app lication  to  the co u rt fo r th e  a p p ro v a l o f the 

asso cia tion 's  p roposa l to d isb u rse  assets.

* Sec. 38. AS 21.79.110 is amended by adding new subsections to read:

(f) A deposit in this state, held by law or required by the director for the 

benefit o f creditors, including policy owners, not turned over to the domiciliary 

liquidator upon the entry o f a final order o f liquidation or order approving a 

rehabilitation plan o f an insurer domiciled in this state or in a reciprocal state shall 

be promptly paid to the association. The association

(1) is entitled to retain a portion o f any amount paid to it equal to the 

percentage determined by dividing the aggregate amount o f policy owners' claims
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related to that insolvency for which the association has provided statutory benefits by 

the aggregate amount o f all policy owners' claims in this state related to that 

insolvency; and

association and retained under (1) o f this subsection; any amount paid to the 

association not retained by it under (1) of this subsection shall be treated as a 

distribution o f state assets under AS 21.78.294 or a similar provision o f the state of 

domicile o f the impaired or insolvent insurer.

(g) The association may not be required to give an appeal bond in an appeal 

o f a civil action arising under this chapter.

* Sec. 39. AS 21.79.120 is amended to read:

Sec. 21.79.120. E x am in a tio n  o f  the  association, a n n u a l re p o r t .  The 

association may be examined by the director. The board shall submit to the director, 

not later than Ju ly  [MAY] 1 o f each year, a certified financial report for the preceding 

calendar year in a form approved by the director and a report o f its activities during 

the preceding calendar year. Nothing in AS 21.79.110(b) limits the duty o f the 

association to report under this section. U pon request, the  association  sha ll p rov ide 

a  copy o f the  re p o r t to  a  m em b er in su re r.

* Sec. 40. AS 21.79.140 is amended to read:

Sec. 21.79.140. Civil im m unity . The association and its agents and 

employees, members o f the Board o f Governors, m em b er insurers, a n d  ag en ts  an d  

em ployees o f m em ber in su re rs , and the director and the director's representatives are 

not civilly liable for an  action o r  om ission in p e rfo rm in g  [TAKEN B Y  THEM TO 

PERFORM] duties under this chapter. In  th is section, "d u tie s "  includes 

p a r tic ip a tio n  in an  o rgan ization  o f one o r  m ore  s ta te  associations o f  life o r  health  

in su re rs .

* Sec. 41. AS 21.79.150 is repealed and reenacted to read:

Sec. 21.79.150. S tay  o f p roceed ings; d efau lt ju d g m en t. Proceedings 

involving an insolvent insurer shall be stayed at least 60 days after the date o f  a final 

order o f liquidation, rehabilitation, or conservation in order to allow the association to 

exercise a power or duty authorized under this chapter. If a default judgment is

(2) shall remit to the domiciliary receiver the amount paid to the
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entered against an insolvent insurer, the association may apply to have the judgment 

set aside or may defend against the action on its merits.

* Sec. 42. AS 21.79 is amended by adding new sections to read:

Sec. 21.79.160. Prohibited advertisem ent o f  insurance sales; required  

notice, (a) A person, including an insurer, agent, or affiliate o f an insurer, may not 

make, publish, disseminate, circulate, or place before the public, or cause, directly or 

indirectly, to be made, published, disseminated, circulated, or placed before the public:, 

in any newspaper, magazine, or other publication, or in the form of a notice, circular, 

pamphlet, letter, or poster, or over any radio station or television station, or in any 

other way, an advertisement, announcement, or statement, written or oral, that uses the 

existence o f the association for the purpose o f sales, solicitation, or inducement to 

purchase any form of insurance covered by the association. However, this section does 

not apply to the association or any other entity that does not sell or solicit insurance.

(b) The association shall prepare a summary document describing the general 

purposes and current limitations o f this chapter and complying with (c) o f this section. 

This document shall be submitted to the director for approval. Beginning 60 days after 

the date on which the director approves the document, an insurer may not deliver a 

policy or contract to a policy or contract owner unless the summary document is 

delivered to the policy or contract owner at the time o f delivery of the policy or 

contract. The document shall also be available upon request by a policy owner. The 

distribution, delivery, contents, or interpretation o f this document does not guarantee 

that either the policy or the contract, or the owner o f the policy or contract, is covered 

in the event o f the impairment or insolvency of a member insurer. The description 

document shall be revised by the association as amendments to this chapter may 

require. Failure to receive this document does not give the policy owner, contract 

owner, certificate holder, or insured any greater rights than those stated in this chapter.

(c) The document prepared under (b) o f this section must contain a clear and 

conspicuous disclaimer on its face, The director shall establish the form and content 

o f the disclaimer. The disclaimer must

(1) state the name and address of the association and the division o f

insurance;
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(2) prominently warn the policy or contract owner that the association

may not cover the policy or, if  coverage is available, that the policy will be subject to 

substantial limitations and exclusions and conditioned on continued residence in this 

state;

(3) state the types o f policies for which guaranty funds will provide

coverage;

(4) state that the insurer and its agents are prohibited by law from using

the existence o f the association for the purpose of sales, solicitation, or inducement to

purchase any form o f insurance;

(5) state that the policy or contract owner should not rely on coverage 

under the association when selecting and insurer;

(6) explain rights available and procedures for filing a complaint to 

allege a violation o f a provision o f this chapter; and

(7) provide other information as required by the director, including 

sources for information about the financial condition o f insurers if the information is 

not proprietary and is subject by law to disclosure.

(d) A member insurer shall retain evidence of compliance with (b) o f this 

section for so long as the policy or contract for which the notice is given remains in 

effect.

Sec. 21.79.170. D eterm in a tio n  o f p rin c ip a l place o f business, (a) Except 

as provided under (b) o f this section, the principal place o f business o f a plan sponsor 

or a person other than a natural person is that state in which the plan sponsor or person 

exercises the direction, control, and coordination of the operations o f the entity, as 

determined by the association in its reasonable judgment by considering the following 

factors:

(1) the state in which the primary executive and administrative 

headquarters o f the entity are located;

(2) the state in which the principal office o f the chief executive officer 

o f the entity is located;

(3) the state in which the board o f directors or a similar governing body 

o f the entity conducts the majority o f its meetings;

WORK DRAFT WORK DRAFT 1-LS1376\G
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1 (4) the state in which the executive or management committee o f the

2 board o f directors or a similar governing body o f the entity conducts the majority of

3 its meetings;

4 (5) the state from which the management o f the overall operations of

5 the entity is directed; and

6 (6) in the case o f  a benefit plan sponsored by affiliated companies

7 making up a consolidated corporation, the state in which the holding company or

8 controlling affiliate has its principal place o f business as determined using the factors

9 described in this subsection.

10 (b) In the case o f a plan sponsor, if more than 50 percent o f the participants

11 in the benefit plan are employed in a single state, that state is the principal place o f

12 business o f the plan sponsor.

13 Sec. 21.79.180. Determination of residency of certain individuals. A citizen

14 o f the United States that is either a (1) resident of a foreign country, or (2) resident o f

15 a United States possession, territory, or Protectorate that does not have an association

16 similar to the association created by this chapter is, for purposes o f this chapter, a

17 resident o f the state o f domicile o f the insurer that issued the policy or contract.

18 * Sec. 43. AS 21.79.900(6) is amended to read:

19 (6) "member insurer" means an insurer licensed to transact insurance

20 in the state that issues a policy described in AS 21.79.020(a) and (b), or a subscriber

21 contract providing benefits described in AS 21.87.120(a)(2) - (4) or 21.87.130(a)(2)

22 and (3), and includes an insurer whose license or certificate o f authority in this state

23 may have been suspended, revoked, not renewed, or voluntarily withdrawn; "member

24 insurer" does not include

25 (A) a health maintenance organization licensed under AS 21.86;

26 (B) a fraternal benefit society licensed under AS 21.84;

27 (C) a mandatory state pooling plan;

28 (D) a mutual assessment company or an entity that operates on

29 an assessment basis;

30 (E) an insurance exchange licensed under AS 21.75; [OR]

31 (F) a [NONPROFIT] hospital or medical service organization
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licensed under AS 21.87;

(G~) an organization that has a license or certificate limitec 

to the issuance o f charitable gift annuities: or

(HP an entity similar to one described under (A) - (G) o f thi

paragraph:

WORK DRAFT 1-LS1376\(

* Sec. 44. AS 21.79.900(9) is amended to read:

(9) "resident" means a person to whom a contractual obligation is 

ow ed under this chapter and who resides in this state on the date o f entry o f a 

court order that determ ines a m em ber insurer to be an im paired or insolvent 

insurer, w hichever occurs first [AT THE TIME A MEMBER INSURER IS 

DETERMINED TO BE AN IMPAIRED OR INSOLVENT INSURER AND  TO 

WHICH A CONTRACTUAL OBLIGATION IS OWED]; a person may be a resident 

o f only one state, which, in the case of a person other than a natural person, shall be 

the principal place o f business;

* Sec. 45. AS 21.79.900 is amended by adding new paragraphs to read:

(12) "authorized assessment" means an assessment approved by a 

resolution by the board that will be called immediately or in the future from member 

insurers for a specified amount;

member insurers requiring that an authorized assessment be paid within the time set 

out in the notice;

insurer and that is placed under an order o f rehabilitation or conservation by a court 

o f competent jurisdiction;

insolvency;

(16) "owner," in relation to a policy or contract,

(A) means the person who is identified as the legal owner under 

the terms o f the policy or contract, or who is otherwise vested with legal title 

to the policy or contract through a valid assignment completed under the terms

(13) "called" means that a notice has been issued by the association to

(14) "impaired insurer" means a member insurer that is not an insolvent

(15) "insolvent insurer" means a member insurer that is placed under 

an order o f liquidation by a court o f competent jurisdiction with a finding of
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of the policy or contract and who is properly recorded as the owner on the 

records of the insurer;

(B) does not include a person with a mere beneficial interest in 

a policy or contract;

(17) "plan sponsor" means, in the case of a benefit plan established or

maintained by

(A) a single employer, the employer;

(B) an employee organization, the employee organization; or

(C) two or more employers or jointly by one or more employers 

and one or more employee organizations, the association, committee, joint 

board of trustees, or other group of representatives of the parties who establish 

or maintain the benefit plan;

(18) "receivership court" means the court in the insolvent or impaired 

insurer's state having jurisdiction over the conservation, rehabilitation, or liquidation 

of the insurer;

(19) "structured settlement annuity" means an annuity purchased in 

order to fund periodic payments for a plaintiff or other claimant in payment for or with 

respect to personal injury suffered by the plaintiff or other claimant;

(20) "state" means a state of the United States, the District of 

Columbia, Puerto Rico, or a United States possession, territory, or protectorate.

* Sec. 46. AS 21.36.035, AS 21.79.060(b), 21.79.100(g), and 21.79.100(i) are repealed.

* Sec. 47. The uncodified law of the State of Alaska is amended by adding a new section 

to read:

24 || TRANSITIONAL PROVISIONS. The terms of the members of the board of governors

25 II of the Alaska Life and Health Insurance Guaranty Association who are serving on the

26 effective date of this Act are not affected by this Act. Their terms expire as provided before

27 || the enactment of this Act.
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MEMORANDUM February 18,2000

To: Representative Norman Rokeberg, chairman
House Committee on Labor and Commerce

From: Representative John

Re: Request for hearing

Please schedule a committee hearing on HB $98 as soon as your calendar will 
accommodate it. This bill updates the Alaska Life and Health Guaranty Association Act 
to bring Alaska’s law into conformity with the most recent model legislation of the 
National Association of Insurance Commissioners.

Attached to this memo are a copy of the bill and a sponsor statement. If you need 
additional information, please contact John Manly of my office.

Thank you for your expeditious attention to this request.
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Sponsor S ta tement 

HB 398
“A n  A ct relating to the Alaska L ife  and Health Insurance 

Guaranty Association.”

The purpose of HB 398 is to make changes to the Alaska Life and Guaranty 
Association Act (AS 21.79), which provides a mechanism to protect policyholders and 
claimants in the event of the insolvency of a life and health insurer licensed to sell 
policies in Alaska.

The Alaska Life and Health Guaranty Association membership in mandatory for 
every life and health insurer licensed to sell policies in the state. The association, to fund 
certain outstanding obligations of life and health insurers that have been put into 
receivership, assesses its members. The Association works closely with the Director of 
Insurance, who is the receiver for insolvent insurers.

Alaska’s current law is based on an earlier version of a national Association of 
Insurance Commissioners model Act. HB 398 updates Alaska statutes to bring them into 
close conformity with the most recent National Association of Insurance Commissioners 
model Act. The NAIC model Act has been updated to reflect lessons learned at a 
nationwide level from application of the model Act to actual insolvencies experienced 
since the last revision. HB 398 will allow the Alaska Guaranty Association to better meet 
its intended purpose of protecting Alaska policyholders and claimants. Updating the Act 
to comply with the latest model Act provides the added benefit of uniformity among the 
states in responding to insurer insolvencies.

The Alaska Life and Health Guaranty Association supports passage of HB 398.
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(Thousands of Dollars)

OPERATING EXPENDITURES FY 2001 FY 2002 FY 2003 FY 2004 FY 2005 FY 2006
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Supplies 
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HOUSE BILL NO. 401 COMPUTER NETWORKS AND SPAM ADS

"An Act relating to computer networks and to electronic mail advertisements."
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ADOPTS:______________

Committee

Letter of Intent
ATTACHES NEW FISCAL NOTE(s): 
I ^'fiscal note(s) '.Dfifl 3^2.3/p ft \

APPROVES PREVIOUS:
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FISCAL NOTE

A N A L Y S IS  C O N T IN U E D :

T his bill am ends the Criminal M ischief in the First Degree statute. First degree criminal m ischief 

is a class B felony and outlaws such things as intentionally interrupting public utility services and 

causing over $100,000 dam age to private property by widely dangerous means.

Th e am endm ent proposed by this bill would include damaging a computer network that provides 

service to the public with intent to cause a substantial interruption or impairment o f a service 

rendered to the public in first degree criminal mischief. Also, the definition of “utility" is modified to 

include Internet Service Providers.

The Public Defender Agency is unable to estimate how m any additional cases it would be 

appointed to if the bill becomes law. It is clear, however, that these will be serious cases. They 

will also be difficult to defend because these offenses will probably be highly technical in nature. 

Therefore, although we do anticipate som e fiscal impact, we are not able to quantify it and are 

submitting an indeterminate fiscal note.

S T A T E  O F  A L A S K A  B I L L  N O . H B  4 0 1
2 0 0 0  L E G IS L A T IV E  S E S S IO N

P a g e  2  o f  2



AMENDMENT

TO: CS HB 401 0, LS 1470\G, Luckhaupt, 3/23/00

Page 2, line 24: After "more people”
DELETE: "and"
INSERT: "o r"

Page 2, line 30: After "more people"
DELETE: "and"
INSERT: "o r"

OFFERED IN THE HOUSE BY REP. ROKEBERG
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WORK DRAFT

CS FOR HOUSE BILL NO. 401( )

IN THE LEGISLATURE OF THE STATE OF ALASKA 

TWENTY-FIRST LEGISLATURE - SECOND SESSION

BY

Offered:
Referred:

Sponsors): REPRESENTATIVE ROKEBERG
A BILL

FOR AN ACT ENTITLED 

"An Act relating to com puter networks and to electronic mail advertisem ents."

BE IT  ENACTED BY TH E LEGISLATURE OF THE STATE O F ALASKA:

* Section 1. AS 11.46.480(a) is amended to read:

(a) A person commits the crime of criminal mischief in the first degree if, 

having no right to do so or any reasonable ground to believe the person has such a 

right,

(1) with intent to cause a substantial interruption or impairment of a 

service rendered to the public by a utility or by an organization th a t [WHICH] deals 

with emergencies involving danger to life or property, o r rendered to the public bv 

ano ther person over a com puter netw ork, the person damages or tampers with 

property of that utility^ [OR] organization, o r person and causes substantial 

interruption or impairment of service to the public;

(2) with intent to damage property of another by the use of widely 

dangerous means, the person damages property of another in an amount exceeding 

$100,000 by the use of widely dangerous means;

-1-
New TexC U nderlined [DELETED TEXT BRACKETED]

CSHB 401( )



WORK DRAFT WORK DRAFT 1-LSI470XG

(3) the person intentionally damages an oil or gas pipeline or 

supporting facility; or

(4) with intent to cause physical injury to another person, the person

[:]

(A) tampers with an item that is a food, drug, or cosmetic or a 

container for the item; or

(B) delivers, dispenses, or distributes an item described in (A) 

of this paragraph knowing that a person has tampered with the item.

* Sec. 2. AS 11.46.490(7) is amended to read:

(7) "utility" means an enterprise, whether publicly or privately owned 

or operated, th a t [WHICH] provides gas, electric, steam, water, sewer, or 

communications service, and any common carrier; in this p a rag raph , 

"com m unications service" includes In ternet service providers and the In te rne t 

an d  its ancillary services:

* Sec. 3. AS 45.50.471(b) is amended by adding a new paragraph to read:

(43) violating AS 45.50.479 (unsolicited electronic mail 

advertisements).

* Sec. 4. AS 45.50 is amended by adding a new section to read:

Sec. 45.50.479. Provider’s restriction on use of electronic mail service, (a) 

A registered user of an electronic mail service may not use or cause to be used the 

provider’s service or equipment in violation of the provider’s published policy 

prohibiting or restricting the use of its service or equipment for the initiation of 

unsolicited advertisements if the user has previously sent an unsolicited advertisement 

to 25 or more people and has previously been warned by the provider or recipient for 

sending unsolicited advertisements.

(b) A person may not, by initiating an unsolicited advertisement, use or cause 

to be used the service or equipment of an electronic mail service provider in violation 

of the provider’s published policy prohibiting or restricting the use of its service or 

equipment to deliver unsolicited advertisements if the user has previously sent an 

unsolicited advertisement to 25 or more people and has previously been warned by the 

provider or a recipient for sending unsolicited advertisements.

CSHB 401( )
New Text: Underliner] [DELETED TEXT BRACKETEDI
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1 I (c) This section may not be interpreted to require an electronic mail service

2 provider to adopt a policy prohibiting or restricting the use of its service or equipmen

3 for the initiation or delivery of unsolicited advertisements. This section does not limit

4 or restrict the authority of an electronic mail service provider to enforce its policies or

5 to prohibit or restrict the use of its services or equipment.

6 (d) An electronic mail service provider is considered to have publishea the

7 provider’s policy on unsolicited advertisements if the provider

8 (1) makes the policy available on request in written form at no charge

9 to the requester; or

10 (2) displays the policy through an on-line notice on the provider’s

11 Internet home page or on a page accessible through a conspicuous link on the

12 provider’s Internet home page.

13 (e) In this section,

14 (1) "advertisement" means an electronic mail message, the principal

15 purpose of which is to promote, directly or indirectly, the sale or other distribution of

16 real property, goods, or services;

17 (2) "electronic mail" means a message or a file that is transmitted

18 through a local, regional, or global network, regardless of whether the message, file,

19 or other information is

20 (A) viewed;

21 (B) stored for retrieval at a later time;

22 (C) printed onto paper or other similar material; or

23 (D) filtered or screened by a computer program that is designed

24 or intended to filter or screen items of electronic mail;

25 (3) "electronic mail service provider" or "provider" means a business

26 or organization qualified to do business in the state that provides registered users with

27 the ability to send or receive electronic mail;

28 (4) "initiation" of an unsolicited advertisement refers to the action by

29 I the initial sender of the advertisement; it does not refer to the actions of any

30 I intervening electronic mail service providers that may handle or retransmit the

31 | electronic message;

-3-
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1 (5) "network" means a network made up of one or more computers that

2 may be accessed by a modem, electronic or optical technology, or other similar means;

3 (6) "recipient" means a person who receives an item of electronic mail;

4 (7) "registered user" means an individual, corporation, or other person

5 that maintains an electronic mail address with an electronic mail service provider;

6 (8) "unsolicited advertisement" means an electronic mail advertisement

7 that is
8 (A) addressed to a recipient with whom the initiator does not

9 have an existing business or personal relationship; and

10 (B) not sent at the request of or with the express consent of the

11 recipient.

WORK DRAFT WORK DRAFT 1-LS1470\G
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A L A S K A  S T A T E  L E G I S L A T U R E

H o u s e  o f  R e p r e s e n t a t i v e s
COMMITTEE ASSIGNMENTS:
LABOR SCOMMERCE COMMITTEE. CHAIRMAN 
JUDICIARY COMMITTEE, MEMBER 
LEGISLATIVE COUNCIL. MEMBER
SPECIAL COMMITTEE ON UTILITY RESTRUCTURING, MEMBER 
SPECIAL COMMITTEE ON ECONOMIC DEVELOPMENT K 

TOURISM, MEMBER

e-mail: R epresen ta live_N o rm an_Rokeberg@ leg is .s la le .ak .u s

R e p r e s e n t a t i v e  N o r m a n  R o k e b e r g

INTERIM:
716 WEST 4TH AVENUE. SUITE 640 
ANCHORAGE. AK 99501 
PHONE: (907) 269-0117 
FAX (907) 269-0119

SESSION:
ALASKA STATE CAPITOL 
JUNEAU, AK 99801-1182 
PHONE: (907) 465-1968 
FAX: (907) 465-2040

SPONSOR STATEM ENT 
HOUSE BILL 401

An Act relating to com puter netw orks and to electronic mail advertisem ents
By R epresentative N orm an R okeberg

HB 401 adds protections for consum ers and in ternet service providers from 
such things as intentional disruption (e.g., a denial of service attack) o r im pairm ent 
of a service rendered to the public by a utility o r em ergency organization, or 
com puter netw ork, etc. Such actions would be a crim e of crim inal m ischief in the 
first degree under HB 401.

In the definition of “ utility”, HB 401 adds language stating th a t a 
“ com m unications service” includes In ternet service providers and the In ternet and 
its ancillary services.

Next IIB 401 provides th a t a user of an e-mail service may not use the 
p rov ider’s service in violation of any published policy of the p rovider (e.g., anti- 
spam m ing provisions). Additionally, the bill provides tha t the e-mail service 
provider does not have to adopt a policy prohibiting  o r restricting use of its services 
for delivery of unsolicited advertisem ents -  in o ther words, if  the prov ider wants to 
adopt a policy, th a t is fine. “Published” can be by means of w ritten form , o r display 
through on-line notice.

As we all move tow ards g rea ter involvement with e-commcrce, consum ers 
need to know that some protections are available to them  from  such things as 
unsolicited advertisem ents. IIB 401 would provide this protection.

I  w o u ld  u r g e  y o u r  s u p p o r t  o f  t h i s  l e g i s l a t i o n .

E D  1 : 0 3 / 0 5 / 0 0

mailto:Representalive_Norman_Rokeberg@legis.slale.ak.us


A L A S K A  S T A T E  L E G I S L A T U R E

H o u s e  o f  R e p r e s e n t a t i v e s

LABOR ((COMMERCE COMMITTEE. CHAIRMAN 
JUDICIARY COMMITTEE. MEMBER 
LEGISLATIVE COUNCIL, MEMBER
SPECIAL COMMITTEE ON UTILITY RESTRUCTURING, MEMBER 
SPECIAL COMMITTEE ON ECONOMIC DEVELOPMENT 8 

TOURISM. MEMBER

COMMITTEE ASSIGNMENTS:

e-mail: Repre--.,n la live_N orm an Rokeberg®  leg is,state,ak ,us

INTERIM:
716 WEST JTH AVENUE, SUITE 6-10 
ANCHORAGE. AK 99501 
PHONE: (907) 269-0117 
FAX: (907) 269-0119

SESSION:
ALASKA STATE CAPITOL 
JUNEAU. AK 99601-1182 
PHONE: (907) 465-4968 
FAX: (907) 465-2040

R e p r e s e n t a t i v e  N o r m a n  R o k e b e r g
SECTIONAL ANALYSIS 

HOUSE BILL 401
An Act relating to com puter networks and to electronic mail advertisem ents

By Representative Norm an Rokeberg

Section 1: Amends crim inal law to provide th a t it is the crim e of crim inal
m ischief in the first degree if a person, having no right to do so, causes substantial 
in terrup tion  or im pairm ent of a service rendered to the p public by a utility or 
organization dealing with emergencies, o r rendered to the public by ano ther person 
over a com puter network.

Section 2: Amends the definition of “ utility” and the subdefinition of
“ com m unications service” to include In ternet service providers, anti the In ternet 
and its ancillary services.

Section 3: Adds reference to 45.50.479 to

Section 4: Adds new section concerning p rov ider’s restriction on use of
electronic mail service. Includes description of the p rov ider’s policy and how it can 
be published. Defines “ advertisem ent” , “ electronic m ail”, “electronic mail service 
prov ider” , “provider” , “ in itiation”, “ netw ork”, “ recipient” , “ registered user”, and 
“ unsolicited advertisem ent” .

ED 01:03/06/00



FISCAL NOTE
STATE OF ALASKA
2000 LEGISLATIVE SESSION

BILL NO. HB401

Revision Date/Time (Note if correction) ____________________

Title An Act relating to computer networks and to

electronic mail advertisements

Dept. Affected 

*BRU _  

Component

Department of Corrections 

Administration and Operations 
All

Sponsor

Requester

Representative Rokeberg

House Labor and Commerce Committee

E x p e n d i t u r e s / R e v e n u e s

Component No. 

(Thousands o f Dollars)

#0694

Note: Amounts do not include inflation unless otherwise noted below.

OPERATING EXPENDITURES FY 2001 FY 2002 FY 2003 F Y  2004 FY 2005 FY 2006

Personal Services 

Travel 

Contractual 

Supplies 

Equipment 

Land & Structures 

Grants & Claims 

Miscellaneous

TO TAL OPERATING * * * ft ft ft ft ft ft * * * ft * * * ft ft

CAPITAL EXPENDITURES

mCHANGE IN REVENUES (

FUND SOURCE (Thousands of Dollars)

1002 Federal Receipts

1003 GF Match

1004 GF

1005 GF/Program Receipts 

1037 GF/Mental Health 

Other (Specify Type)

TO TAL ft ft ft ft ft ft ft ft ft ft ft ft ft ft ft ft ft ft

Estimate o f any current year (FY2000) cost: 

POSITIONS

0.0

Full-time

Part-time

Temporary

ANALYSIS: (Attach a separate page if necessary)

S ee attached analysis.

Prepared by: Candy Brower, Legislative Liaison Phone 465-3307

Division Commissioner's Office t (Ejate/Tfcne 3/22/00 1:4? PM

Approved by Commissioner Margaret M. Pugh

Agency Dept, of Corrections u

PREPARER TO PROVIDE ALL DISTRIBUTION COPIES TO GOVERNOR'S LEGISLATIVE OFFICE
F o r further distribution information, ca ll the Governor's Legislative O ffice 
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F IS C A L  N O T E

S T A T E  O F  A L A S K A
2 0 0 0  L E G I S L A T I V E  S E S S I O N
D E P A R T M E N T  O F  C O R R E C T I O N S

B I L L  N O .  H B  4 0 1  
P A G E  2  o f  2  
D A T E  3 / 2 2 / 0 0

A N A L Y S I S :

I f  p a s s e d ,  t h i s  l e g i s l a t i o n  w o u l d  m a k e  it a  B  F e l o n y  ( C r i m i n a l  M i s c h i e f  I )  t o  i n t e n t i o n a l l y  c a u s e  a  
s u b s t a n t i a l  i n t e r r u p t i o n  o r  i m p a i r m e n t  o f  a  s e r v i c e  r e n d e r e d  t o  t h e  p u b l i c  b y  a n o t h e r  p e r s o n  o v e r  a  
c o m p u t e r  n e t w o r k  b y  d a m a g i n g  o r  t a m p e r i n g  w i t h  t h a t  p e r s o n ' s  p r o p e r t y .  T h i s  i n c l u d e s  t h e  I n t e r n e t  
s e r v i c e  p r o v i d e r s  a n d  t h e  I n t e r n e t  a n d  i t s  a n c i l l a r y  s e r v i c e s .  T h e r e  h a s  b e e n  a t t e n t i o n  i n  t h e  m e d i a  
r e g a r d i n g  s u c h  i n c i d e n t s  r e c e n t l y ,  h o w e v e r ,  it i s  d i f f i c u l t  t o  p r o j e c t  h o w  o f t e n  t h i s  m i g h t  o c c u r  a n d  w h o s e  
j u r i s d i c t i o n  s u c h  a n  o f f e n d e r  w o u l d  b e  u n d e r .  F e d e r a l  j u r i s d i c t i o n  m i g h t  s u p e r s e d e  S t a t e  j u r i s d i c t i o n  in 
s o m e  c a s e s .

W h i l e  it i s  t h e  D e p a r t m e n t  o f  C o r r e c t i o n s  a s s u m p t i o n  t h a t  t h e s e  c y b e r c r i m e s  a r e  t h e  w a v e  o f  t h e  f u t u r e ,  
a n d  t h a t  t h e s e  o f f e n d e r s  a r e  l i k e ' y  t o  b e  f i r s t  t i m e  o f f e n d e r s ,  it i s  d i f f i c u l t  t o  e s t i m a t e  f i s c a l  i m p a c t  t o  t h e  
D e p a r t m e n t .  T h e r e f o r e ,  t h e  D e p a r t m e n t  o f  C o r r e c t i o n s  i s  s u b m i t t i n g  a n  i n d e t e r m i n a t e  f i s c a l  n o t e .

P a g e  2  o f  2



FISCAL NOTE

Revision Date/Time (Note if correction) _____________________

Title "An Act relating to computer networks and to

electronic mail advertisements."

STATE OF ALASKA
2000 LEGISLATIVE SESSION

HILL NO. HB 401

Dept. Aflected^

‘ b r u

Law

Criminal Division/Civil Division

Sponsor

Requester

Representative Rokeberg

House Labor and Commerce Committee

Component 1st-4th Jud Dist; Criminal Appeals/ 

Special Lit/Fair Business Practices 

Component No. 2198-99.2201,03.61,79,06

E x p e n d itu re s /R e v e n u e s (Thousands of Dollars)

Note: Amounts do not include inflation unless otherwise noted below.

OPERATING EXPENDITURES FY 2001 FY 2002 FY 2003 FY 2004 FY 2005 FY 2006

Personal Services

Travel

Contractual

Supplies

Equipment

Land & Structures

Grants & Claims

Miscellaneous

TOTAL OPERATING

CAPITAL EXPENDITURES

CHANGE IN REVENUES ( H I
FUND SOURCE (Thousands of Dollars)

1002 Federal Receipts

1003 GF Match

1004 GF

1005 GF/Program Receipts 

1037 GF/Mental Health 

Other (Specify Type)

TOTAL

Estimate of any current year (FY2000) cost: 

POSITIONS

Full-time

Part-time

Temporary

ANALYSIS: (Attach a separate page it necessary)
HB 401 makes it a class B felony to intentionally and substantially interrupt or impair a service rendered to the 

public by another person over a computer network by damaging or tampering with that person's property. In 

addition, the bill adds to the Unfair Trade Practices and Consumer Protection Act restrictions on the use of a 

provider's electronic mail service to initiate unsolicited e-mail advertisements .

The Department of Law does not anticipate a fiscal impact on the Consumer Protection unit from the latter 

change. The addition of a new felony levei crime will impact the department; however, it is difficult to quantify 

what the impact will be. We have no way of estimating how widespread this terroristic conduct is in Alaska, and 

how often prosecution would fall to state as opposed to federal law enforcement as this type of hacking often 

crosses state, and national, boundaries.
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The Associated Press

NEW YORK—An electronic assault on 
some of the biggest sites in cyberspace is re­
newing calls for better high-tech security by 
businesses and government. But even propo­
nents of stricter measures acknowledged 
there was no ironclad defense.

Rackets stepped up this week’s attack on 
Wednesday, inconveniencing millions of In­
ternet users and unnerving Wall Street. The 
apparently coordinated attacks spread to 
ETrai !e, ZDNet and other major sites—all of 
them disturbed by a barrage of messages.

Ftderal officials urged businesses to install 
protective software and take other security

'h fa r

precautions.
“We are committed to in every way pos­

sible to tracking those who are responsible," 
Attorney General Janet Reno said in Wash­
ington.

Sensitive government systems were being 
quickly secured against potential attacks, 
Commerce Secretary William Daley said in a 
teleconference Wednesday.

“Right now there is no surefire defense, 
but we are trying to take some steps," he 
said. “First we are taking special action to en­
sure that all federal systems, including ci­
vilian agency systems, and those of the 
Defense Department, are clean of these infec-

i Job  to, t p t f  i A

tions, which make some systems the unwit­
ting partner in these attacks. ’ ’ ;

Some security experts said the publicity 
could encourage pranksters.

“ It's what these guys go after—to be 
known as the person or group of people 
who’ve pulled these attacks off,” said Simon 
Peny, security business manager at Com­
puter Associate', International, a maker of 
business softwave. "Instead of graffiti on the 
subway wall, tney’ve climbed up to the 40th 
floor of the Empire State Building and put 
their messages there.”

The growing anxiety about the Internet’s 
See HACKERS, Page A-9

Hackers increase attacks on W eb sites

Fairbanks Daily News-Miner, Thursday, February 10, 2000

H A C K E R S  BO ^~~
Continued from  Page A-1 
vulnerability contributed to a 
258-point slide in the Dow Jones 
average Wednesday and halted 
three straight record-high clos­
ings for the Nasdaq Composite 
Index, which is heavy with high- 
tech stocks.

The hacker technique—called 
a “denial of service attack”—in­
volves directing a flood of mes­
sages to computers that run Web 
'sites. The effect is comparable to 
unleashing a wave of calls to tie 
up a city’s phone lines.
■ The ETrade online broker­
age’s Web site was hit 
Wednesday, but “customer ac­
counts were never compro- 
‘mised,” spokesman Patrick Di 
Chiro said. Less than one-fifth of 
its customers were affected by 
the clogged traffic for about 90 
minutes before the company 
blunted the attack, he said.

ZDNet.com, a popular news 
site that covers technology, said 
its Web site was shut down for 
.two hours and "appeared to have 
been the target of a denial-of- 

-service attack.”
Major sites attacked this week 

include eBay, Amazon.com, CNN,
•Buy.com and Yahoo!



Web hackers widen attacks
Message flood cripples more major sites; Wall Street jittery

6 R i g h t  n o w  t h e r e  i s  n o  s u r e f i r e  d e f e n s e ,  b u t  
w e  a r e  t r y i n g  t o  t a k e  s o m e  s t e p s . 9

— Com m erce S ecre ta ry  William Daley

B y  D A V ID  E . K A LJS H
The Associated P ress

NEW YORK — Hackers 
stepped up a three-day elec­
tronic assault Wednesday 
against some of the most pop­
ular sites on the Web, incon­
veniencing millions of Inter­
net users and unnerving Wall 
Street. -

The apparently coordinat­
ed attacks spread to ETrade, 
ZDNet and other major sites 
Wednesday. All of them were 
crippled by a barrage of mes­
sages generated by hackers.

The growing anxiety about 
the Internet’s vulnerability

contributed to a 258.44 point- 
slide in the Dow Jones aver­
age and halted three straight 
record-high closings for the 
NASDAQ Composite Index, 
which is heavy with high-tech 
stocks.

The attacks also prompted 
top federal officials to reas­
sure Americans that authori­
ties are doing everything

they can to fight the on-line 
vandalism.

"We are committed in 
every way possible to track­
ing those who are responsi­
ble," Attorney General Janet 
Reno said in Washington.

She said the motives of the 
vandals are not known, "but

See Back Page, H A C K E R S
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HACKERS: Businesses urged to protect themselves
they appear to be intended to 
interfere with and disrup'. ie- 
gitimate electronic com­
merce." •

The hacker technique, 
called a "denial of service at­
tack,” involves directing a 
flood of messages to comput­
ers ±at run web sites. The ef­
fect is comparable to erecting 
human barricades to block 
shoppers from entering a mall 
or unleashing a wave of calls 
to tie up a city’s phone lines.
I Hackers could face maxi­

mum penalties of 5 to 10 years 
behind bars and fines up to 
$250,000, or in some cases 
“twice the gross loss to the vic­
tim," said FBI cyber-security 
expert Ronald Dick.

In the latest attacks, the 
ETrade brokerage’s web site 
was hit, but “customer ac­
counts were never compro­
mised,” spokesman Patrick Di 
Chiro said. Less than one-fifth 
of its customers were affected 
by the clogged traffic for 
about 90 minutes.

ZDNet.Com, which covers 
technology, said its site was 
shut down for two hours.

Microsoft’s MSN.com said 
it was indirectly affected be­
cause of disruptions to several 
Internet service providers 
carrying its traffic. Major 
sites that came under attack 
Tuesday included eBay, Ama­
zon, CNN and Buy.Com, all in 
aggressive assaults similar to 
one that overwhelmed Yahoo! 
a day earlier.

Federal officjpls urged

businesses to install protective 
software. ,

"Right now there is no sure­
fire defense, but we are trying 
to take some steps," Com­
merce Secretary William Da­
ley said. “First we are taking 
special action to ensure that all 
federal systems, including 
civilian agency systems, and 
those of the Defense Depart­
ment, are clean of these infec­
tions, which make some sys­
tems the unwitting partner in 
these attacks.”
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C lin t o n  m e e t s  c o m p u t e r  e x p e r t s
■ Web security sought 
after hacker attacks; 
FBI has suspects
By SONYA ROSS
THE AISOCIATED PRESS

W A S H IN G T O N  -  With the FBI 
seeking to question several hack­
ers about last week’s Internet at­
tacks, President Clinton today be­
gan exploring ways to tighten se­
curity on the World Wide Web but 
cautioned the attacks •.•,',rc not an 
"electronic Pearl Harbor."

Surrounded by technology ex­
perts and a hacker known as 
Mudgc, Clinton said the attacks 
nevertheless served as a needed 
wake-up call. The assault was 
hardly so devastating that it could 
be compared to Japan's bombing

of Pearl Harbor, which wiped out 
the Pacific Fleet and drew the 
United Slates into World War II, 
he said.

" It ’s a source of concern, but I 
don't think we should leave here 
with this vast sense of insecurity,” 
Clinton said. "Wc ought to leave 
here with a sense of confidence 
that this is a challenge that was 
entirely predictable. It ’s part of 
the price of the success of the 
Internet."

Clinton gathered in the White 
House Cabinet Room with about 20 
industry representatives, national 
security experts and Attorney 
General Janet Reno. He said the 
goal of the meeting was to ensure 
that the Internet remains "open 
and free."

One participant, Whitfield 
Diffic of Sun Microsystems, set up

his laptop on the conference table, 
an agenda on the screen. Mudge, 
in a business suit with his long 
brown hair hanging down on his 
chest, sat quietly with his fingers 
interlocked atop his blue briefing 
books.

Meantime, a computer believed 
to have been used in last week’s 
attacks, was seized by federal 
agents, Hillsboro, Ore., Police Sgt. 
Allen Zaugg, head of a group of of­
ficers trained for high-tech cases, 
said today.

The FB I is now analyzing that 
computer, which was seized within 
the last two days from a home 
business in the Portland, Ore., 
area, a federal official in Washing­
ton said, requesting anonymity. 
Its owner apparently was not 
aware the computer was used as a 
middleman in the attacks, this of­

ficial said.
The threat of an "electronic 

Pearl Harbor” was raised in 
March 1999 by then-Deputy De­
fense Secretary John Ham re, who 
predicted in congressional testi­
mony that cyberterrorists would 
target America’s commercial in­
terests.

The initial idea of the session 
was to address the problem of ter­
rorists using cyberspace. But Clin­
ton told CNN.com on Monday that 
last week’s attacks underscore a 
need for the government to focus 
on protecting the Internet itself.

The FBI was seeking to inter­
view several hackers known by 
their Internet screen names, in­
cluding one who calls himself 
"mafiaboy” and another who calls 
himself "coolio," a Justice De­
partment official said.



Internet attacks raise concerns about risks of growth?
____________________________  .1_____ |_________________

‘ I f u l l y  e x p e c t  t h e  I n t e r n e t  t o  u l t i m a t e l y  b e  s a f e  a n d  s t a ­
b l e .  H o w e v e r ,  i n  t h e  p e r i o d  o f  r e c o r d  g r o w t h ,  i t ' s  n o t  
s u r p r i s i n g  n e w  h o l e s  a r e  d i s c o v e r e d . ’

— Stephen Gorrell, program manager 
for Norton Internet Security software

A-4 Ponlnsuln Clarion, February 14, 2000

By ANICK JESDANUN 
\P Inlornnl Wiltor

NEW YORK — A sWnrm or recent 
hacking attacks highlight one emerging 
concern nliotit the Internet: It may lie 
growing ton fttsl for security to keep op 
with technology.

Some security experts hclicvc it's time 
to focus on innking the Net safer, which 
cntlhl menu rebuilding much of the under­
lying infrastructure from scratch. After 
nil, consumers and businesses now use 
the Internet for Insks unforeseen .10 years 
ago.

Security was an afterthought when 
Internet standards were developed by uni­
versity thinkers and computer adminis­
trators, says Russ Cooper, who runs the 
NTIIugtrnri Web site devoted to security.

"Tills is now the foundation for bil­
lions of dollnrs worth of commerce," 
Cooper said. "It is inherently flnwcd 
because wc don't check to see if what it's 
being used for is what it is intended for."

Randy Samlonc of Argus Systems 
Group Inc. is blunter: "The Well is rotten 
al its core,"

Yahoo!, Huy.com, cllny, liTradc and 
other prominent sites were paralyzed for 
hours at a lime last week when hackers 
overloaded them with fake traffic.

The attacks followed several comput­
er virus outbreaks Inst year — such as 
Melissa — which spread rapidly by tak­
ing advantage of functions that were 
designed to make Internet use friendlier.

And last month, a hacker stole credit 
card numbers from the Internet music 
retailer Cl) Universe, then released thou­
sands of them on a Web site after the firm 
refused to pay $100,000 ransom.

"I fully expect the Internet to ulti­
mately lie safe and stable," said Stephen 
Gorrell. program manager for Norton 
Internet Security software. "However, io 
the period of record growth, it's not sur­
prising new holes arc discovered."

The Internet's developers could not 
have effectively countered threats to 
commerce because c-busincsscs did not 
yet exist, Gorrell said.

As the Internet grows, so do the num­
bers of hackers and potential victims. And 
hackers are becoming more sophisticat­
ed. with some even developing tools to

automate their attacks,
Software companies, some critics say, 

contribute to the problems by releasing 
products that still have security holes.

"Each day, technology is changing," 
said Robcil Ing, who handles electronic 
security for SDR International Inc. in 
Toronto. "There's a rush to get products 
out to market because it is a competitive 
marketplace. Sometimes, security Is 
overlooked."

Steve Hunt, security analyst at Giga 
Information Group in Chicago, hopes the 
latest attacks will encourage companies 
to take security more seriously.

"Wc owe quite a debt of gratitude to 
hackers to show us where our pants have

been down," lie said.
Security and Internet experts differ on 

how far they need to go — mid that itscIT 
is a problem. Some believe in completely 
updating equipment and software to 
reduce users’ anonymity and improve 
authentication.

In the offline world, businesses have 
experience with security guards and spe­
cial locks. Some practices arc even 
required by law or insurance companies.

Hut the Internet community has yet to 
agree on such standards, said Harris 
Miller, president of the Information 
Technology Association of America.

Phil Attficld. dirccUir of technical mar­
keting at McAfcc.com. said Internet secu­

rity will eventually catch up.
"The approaches arc going to have to 

become more formal rather than ad hoc," 
lie said. "We've been getting there incre­
mentally. That's the way technology is 
evolving."

Hut hacking will never completely dis­
appear, said Keith Tcarc, the chairman 
and chief cxccolivc of RcalNamcs. 
Vandals broke into RcalNamcs' comput­
es Wednesday, and the company had to 
warn some 20.000 customers that their 
credit card numbers might Itnvc been 
stolen.

"For every secure environment, there 
will lie somebody prepared to try to break 
in," Tcarc said. "If they arc clever 
enough, they will find holes."

Greg Hawkins, chief executive of 
Huy.com. said the attacks on his shopping 
site and others raised awareness.

"This is a new frontier. It's big, it's 
fast, and it's growing rapidly." lie said. 
"With that growth will come continued 
challenges to make sure it's a secure and 
effective environment. Wc are clearly 
going to have growing pains like this from 
time to lime."



Peninsula Clarion, February 17, 2000 A-5

C a t c h i n g  h a c k e r s  w o n ’ t  b e  e a s y
FBI seeks expansion of racketeering laws against organized electronic assault

r  a  °  °  T- U V f j'.'.Jf .ft.,:’
By TED  BR ID IS
AP Technology Writer

W A S H IN G T O N  —  The nation’s top 
law enforcement officials acknowledged 
on Wednesday serious challenges finding 
the electronic vandals who shut down 
major Internet sites last week, but they 
also described "fast-developing leads."

They said the hackers involved were 
sophisticated enough to falsify their digi­
tal fingerprints. Attorney General Janet 
Reno said such a disguise technique 

"makes it difficult, and sometimes impos­
sible, to hold the perpetrator criminally 

accountable."
" I would sim ply say that wc arc taking 

the attacks very seriously and that we w ill 
sim ply do everything in our power to 
identify those responsible and bring them 
to justice," Reno told a Senate panel.

FIJI Director Louis J. Freeh, who also 
testified, said there were "fast-developing 
leads ns wc speak, and hopefully we can 
provide more details in coming days." He 
said F B I field offices in five cities have 
opened investigations into the attacks: 
Los Angeles, San Francisco, Atlanta, 
Boston and Seattle. More agents in other 
cities and overseas arc also involved.

Reno and Freeh also conceded impor­

tant shortcomings coordinating the m yri­
ad government agencies and public and 
private experts who help investigate high- 
tech crimes. “ W e’re not doing so good," 
admitted Freeh, adding that cooperation 
was improving.

T h e  F B I also urged C ongress on 
Wednesday to consider expanding use of 
federal racketeering " R IC O "  laws —  tra­
ditionally used against the mafia and drug 
cartels —  to apply against organized and 
persistent hackers. It also urged Congress 
to lower the $5,000 m inim um  in damages 

that victim companies must suffer before 
attackers can be prosecuted under federal 
computer crime laws.

Freeh said lawmakers should consider 
"whether some o f this activity, which 
goes beyond a single episode o f  fraud or 
hacking, gets into the realm o f enterprise 
criminal activity."

" R IC O  was intended to get gang­

sters,”  said Jennifer Granick, a California 
law yer w ho has represented hackers. 
"Now, it ’s getting a bunch o f kids in black 
concert T-shirts."

Freeh said hackers in many o f last 
w e e k ’s attacks fa ls ifie d  the Internet 
addre.s. ?s o f the computers they used, 
"meaning that the address that appeared 
on the target’s log was not the true address

o f the system that sent the messages."
e B a y  In c . d is c lo s e d  n e w 'd e ta ils  

Wednesday about the electronic assault 
launched against it Feb. 8, which shut 

down the world’s largest online auction 
site for 90 minutes. Similar,attacks dis­
rupted other m ajor com m ercial sites, 
in c lu d in g  those o f  Y a h o o l, A m azon, 

Buy.Com, C N N  and ETrade.
e B a y ’s la w y e r, R o b e rt C h e s n u t, 

described an " in s id io u s ,  org anized  
a tta c k "  that was " o b v io u s ly  w e ll 
planned." nt

The attackers flooded eBay's site with 
10 times its normal incoming data, trans­
m itting a specific type o f inform ation 

identical to that used against Yahool on

Tuesday with technology experts about 
w ays to im p ro v e  In te rn e t s ecu rity. 
Participants said that during the talks, 
industry leaders urged the government to 
lead by example by making its computer 
systems secure.

But overnight Tuesday, a hacker van­
dalized at least four W eb sites at the 

Transportation Department, including the 
page for the agency’s information officer, 
George Molaski. 

i Those attacks were first noted by 

Attrition.Org, a computer security Web 
site that records such hacks.

' The computer breached by the hacker 
" w a s !in  the process o f  being fixe d ,"  
M olaski said Wednesday. “ Unfortunately,

•■vi’ they got to it before we closed that door. ItFeb. 7.

Chesnut told the Appropriations sub­
committee on Commerce, Justice, State 
and judiciary that eBay also was attacked 
the evening o f Feb. 9, but engineers were i 
able to repel the second attack quickly.

The F B I is contacting several hacked,j. * 
known by their online nicknames. T h e ” tion im m ediately, citing an unrelcascd 
bureau would not say whether its agents •, report by the General Accounting Office, 
have talked w ith  any suspects, but it EPA spokesman David Cohen said the
appeared some interviews have begun, agency has no plans to disable Internet

was a relatively simple vulnerability.”  
A lso  Wednesday, House Commerce 

Chairman Tom  Bliley, R-Va., criticized 

" h ig h ly  vulnerable" computers at the 
Environm ental Protection Agency and 
urging it to shut down its Internet conncc-

hackcr sources said.

The testimony from Reno and Freeh 
fo llow ed  President C lin to n ’s meeting

nccess, adding that experts there have 
taken steps to strengthen security o f com­

puters with sensitive information.
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Expert sees rising cyber-terror risk
By Nancy Pounds

J o u rn a l Assis tan t E d ito r

America's grow­
ing dependence on 

ft the Internet and 
major industry net­

works has put the nation at the 
highest risk yet for cyber-ter­
rorism attacks, according to one 
technology expert.

The nation’s Internet sys­
tems arc more vulnerable than 
other countries' operations since 
more than half of the Internet is 
in the United States, he said.

Although more cyber-crime 
has been identified than techno- 
terrorism, the criminals could be 
practicing now, said Seymour 
Goodman, a professor at Stanford 
and Georgia Tech universities. He 
also is director of the Consortium 
for Research on Information 
Security and Policy at Stanford.

Goodman, who has visiter! SO 
countries to olfer international 
public policy advice on technol­
ogy, spoke Feb. 25 at the Alaska 
World Affairs Council luncheon 
at the Hilton Anchorage Hotel.

Cyberspace crimes can range 
from robbery to intimidation to 
warfare, including attacking 
military networks, he said.

“And the United States is a 
prime target since we rely on 
these systems,” Goodman said.

Alaska's vulnerability to 
cyberspace attacks could climb 
depending on the security of 
systems controlling a proposed 
National Missile Defense
System that could be built in 
Alaska, he said.

From his experience,
Goodman has seen that many 
network technology systems 
luck needed security to fend off 
criminals.

“We've made ourselves more 
vulnerable at the same time as 
we're taking advantage of the effi­
ciencies of the systems," he said.

In the last 10years, activity in 
cyberspace has experienced an 
explosion, especially in Internet 
users and networks that power 
industries like the bunking and 
finance sector, Goodman said.

Started 30 years ago, the 
Internet has grown from die six 
countries connected 15 years ago 
to 21-1 entities today, he said. Each 
year the Internet grows anodier 
50 percent to 100 percent.

“This represents one of the 
most rapid infusions of technol­
ogy," Goodman said.

Accompanying growth is 
increased efficiency anil connec­
tivity, which in turn spurs 
greater dependence on Internet

T E C H N O L O G Y
and network systems, he said.

“I would argue that what has 
happened in cyberspace, partic­
ularly in the last 10 years, is 
that we have created a new 
medium of great importance for 
a tremendous spectrum of 
human activity," Goodman said.

This technology-driven medi­
um, similar to physical media of 
air. sea and land, is the stage for 
social and financial transactions 
on a large scale, he said.

However, the systems that 
make up die Internet often lack 
security as a main function, 
according to Goodman.

One of Goodman's Stanford 
colleagues was one of die initial 
Department of Defense Internet 
operators who says diat as early 
Internet programmers, tiiey di d 
not design security into the oper­
ation, but planned to come back to 
it. But now die Internet is much 
more complex, Goodman said.

Vulnerable systems lead to 
more opportunities for conflict, 
whether it’s offensive content or 
decaying ethics, he said. Also, 
from die standpoint of crime, 
dicrc arc increased opportuni­
ties for terrorism because ter­
rorists can be distant from their 
victims, he said. “Crime out 
there on the Internet is growing 
as quickly as the Internet itself

“Some of us think diat we 
still need to civilize cyberspace.

Otherwise it will be like the 
wild West But how do we do 
that? This is an international, 
borderless medium."

One means of defense is pas­
sive — making computers less 
easy to hack, he said. But with­
out a penalty for breaking in, 
attackers will try until they suc­
ceed or become bored, he added.

An active defense includes col­
lecting evidence in die difficult 
task of apprehending cyberspace 
criminals internationally, 
although this plan requires 
countries to agree on what would 
be considered a crime, he said.

The cost of technology crime 
won't be paid by industries or 
governments, Goodman said.

“We as individuals will pay for 
this if it's not fixed, or we will pay 
as a nation if a terrorist attack 
occurs,” he said.
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How the government 
failed to stop 

the world’ s worst 
Internet attack

By M.J, Zuckerman 
USA TODAY

Susan Levy Haskell arrived at her office at the Uni­
versity o f Minnesota as usual before 8 a.m. on 
Aug. 16.1399. where she watched at first cunoi 
la ter in horror, as the university computersystt 
under attack from  a massive yet anonymous Internet 
adversary.

Haskell, the university’s  computer security coor­
dinator, says that as hours passed the vol­
ume o f incoming malicious traffic rose r i r i i / c n  
from  a mere annoyance lo  an all- L » U y c n
consuming electronic dissonance. The In­
ternet connection grew ever less responsive, degrading 
steadily until the university was cut o ff from  the world.

“ It became pretty terrifying to realize how many ma­
chines had to be involved. It seemed like hundreds."

InvesUgmors la ter determined that 2.200 computer 
systems, including those at more than 30 universities In 
the United States, had become unwitting “zombies.'' 
serving a still unldenlilled master computer, which di­
rected the attacks and forced the university o ff the In­
ternet fo r two days.

In a m alter o f weeks a fte r the Minnesota incident 
academics and elite computer security firms began

spreading the word to clients and o  'leagues that this 
newly enhanced “ denial nf service" (LoS ) attack was a 
c lear and immediate danger lo [he Internet 

But It would take m ore than a month before federal 
officials at the National Infrastructure Protection Cen­
ter (N IPC ), which Is responsible fo r national computer 
security matters, to learn o f. the incident and three 
more months for them to conclude that it was a  threat 
worthy o f a  warning to the public.

It Is now apparent that throughout the end o f 1999.
cybetvandals were Infecting large. In- 

o r n n y  sufficiently secured computer systems 
O  I U n i  as zombies and laying the groundwork 

fo r a series o f attacks last month Uiat 
rocked e-commerce.

The delayed response and limited distribution o f 
threat information is one o f several criticisms being lev­
eled at the N IPC and its sister agencies as the in­
vestigation Into (he attacks progresses slowly, according 
to recent congressional testimony.

“ It was not enough," says Jamie Corelick, the form er 
deputy atlom ey general, who from 1991 to 1997 direct­
ed the administration's creation of the current electron­
ic defense policy.

P lease see COVER STORY next page ►

Watched her system get buried: Susan levy Haskell ot the University of Minnesota

Aftermath: Firefighters console one another Wednesday after 
arriving at a house fire and being shot at by an off-duty fire­
fighter: four people were killed and two were injured. 4A.
OIL PRICES FALL: OPEC pledge fo provide “ade­
quate and timely o il supplies in coming months" is linked to 
a more than 87J drop In crude o il prices. IB.
SOUTHWEST AIRLINES CRASH: Pilots are 
blamed fo r approaching Sunday's landing in California too 
fast and too steep. 3A.
FASTEST-GROWING COUNTY: Virginias Sussex 
County zooms from  10,000 to more than 12,000 from  1998- 
99, thanks to two new prisons and 2,-tOO inmates. 3A.
TODAY’S DEBATE: Interest ra le  hikes. In USA TO­
DAY'S opinion. “Greenspan hits the brakes. Risky? Yes. But 
lass risky than letting inflation take hold."
► “We are in a  New E ra  economy that is different from  the 
economies o f the past As a result. It requires a  different 
monetary policy." Brian S. Wesbury says.
MONEY: Homebuyets basking in r.ew no-dovvn payment 
1 0 0 " -plus mortgages; egperts express concern. IB.
► Low-cost Unux is giving Windows a  run fo r its money. IB.
► Traffic safety officials warn about use o f vans instead of 
buses to transport students. IB .
► M ille r rolling nut beer in plastic bottles. 3B.
SPORTS: Tony Hawk has turned skateboarding into big 
bucks. Critics wonder whether that’s a good deal. 3C.
► Buffalo (ops Boston in overtime 2-1. NHL. 13-l-iC.
LIFE: Marketing firms that work fo r drug companies reach 
doctors about the products, raising ethical flags. ID .
► Andrew Huebner writes a haunting first novel about the 
Indian wars. Books, reviews, best sellers. 6-8D,
CORRECTION: Rhode Island election results were 
transposed in some editions Wednasday. McCain won the 
state over Bush 6057-36',',Super Tuesday results. HA.

Written hy John O. Buckley
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She and others say the protection c e n te r fa ile d , lea vin g  m a n y  

e-c o m m e rc e  firm s  u nprep ared fo r the attacks Feb. 8-11 that 

slow ed the g lobal In te rn e t b y  20%  an d shut do w n  the w o r ld ’s 

m o st p o p u la r c o m m e rc ia l W eb sites a n d  the F B I ’s h o m e  page.

"T h e re  n eeds to be so m e  a g ile  o p eratio n al c a p a c ity  in  the 

go vern m en t, a n  a b ility  to m o ve  q u ic k ly  to p ro vid e  w arnings,” 

sh e  says. "T his doesn't sound at a il lik e  w h a t w e had in  m in d .” 

M ic h a e l Vatis, d ire ctor o f th e  N IP C , an  in te ra g e n c y fu sion  o f 

federal, local a n d  in te rn a tio n a l o rg anization s based at th e  F B I, 

defends h is agency's response. I t  says it  p e rm itte d  the p riv a te  

se cto r to p rep are  fo r  the w orst w h ile  avoid ing p u b lic  hysteria.

"T h re e  years ago w e  w o u ld n ’t h ave been a b le  to respond at 

a ll,”  Vatis says. ’T o d a y  w e h a ve  a n  e ffe c tive  resource" fo r  in ­

vestigating c rim e s and issuing threat alerts.

C ritics sa y the p ro tectio n  ce nter a n d  its s ister agencies h ave 

fa lle n  sh o rt o f  the vis io n  P resid en t C linton had tw o years ago 

w h e n  he issued a p la n  to "create a g e n u in e  p u b lic -p riv a te  part­

nersh ip  to protect A m e r ic a  in  th e  21st c e ntu ry” fro m  devas­

tating  cyberattacks. T h e  p la n  ca lled  fo r  the p riv a te  sector, 

w h ic h  ow ns a n d  operates bo th  the In te rn e t and the in fra s tru c ­

tu re  that supports it —  e le ctric ity, b a n k in g  and c o m m u n ic a ­

tions -  to create secure in fo rm a tio n -s h a rin g  centers in  w h ic h  

co m p an ies could a n o n y m o u s ly  sh are threat in fo rm a tio n , new  

vu ln e ra b ilitie s  a n d  crises data. It  also created a  C o m m e rc e  D e ­

p a rtm e n t co ord inating  ce nter to w o rk  w ith  those in d u stry  

c learinghouses a n d  the N IP C .

B ut as the a d m in is tra tio n  seeks S37 m ill io n  in  n ew  sp end ing 

fo r  cybersecurity, th e  N IP C  and its s ister agencies are trou ble d 

b y  confusion w ith in  th e ir  o w n  ra n k s as w e ll as a  la c k  o f  c oop er­

a tio n  fro m  c o m p an ies a n d  o th e r g o v e rn m e n t agencies:

►  O th er g o v e rn m e n t agencies are  re fu sin g  to w o rk  w ith  the 

N IP C , p riv a te ly  p o in ting  to the F B I ’s longstanding rep u tatio n  

fo r  not sh a rin g  w e ll w ith  others. "T hat's so m e th in g  w e ’re s till 

w o rk in g  on," Vatis says.

T h e  P entago n  is th e  o n ly  C ab inet-level ag enc y represented 

a t th e  N IP C . T h e  Secret Service, T ran sp ortation  D e p a rtm e n t 

a n d  T re a su ry D e p a rtm e n t, each o f w h ic h  is designated to h ave

representation  a t th e  protec­

tio n  center, refuse to take 

p a r t  T h e  D e p a rtm e n t o f  E n ­

ergy, w h ic h  is supposed to 

p la y  a  m a jo r  ro le  a t the cen­

ter, is  n o t represented. T h e  

C IA , w h ic h  has fo u r  slots at 

th e  center, has fille d  one.

►  F r ic tio n  a n d  tu r f  bat­

tles be tw ee n  the n e w  c yb e r­

se c u rity  agencies m a y  be 

h a m p e rin g  operations. T h e  

N a tio n a l C o o rd in a to r fo r  in ­

fra stru c tu re  p ro tectio n  and 

co u n te rte rro rism  is R ic h a rd  

D a r k e , a  W h ite  H ouse o ff i­

cial, w h o  m u st get c le aran ce 

o n  a  case-by-case basis be­

fo re  the N IP C  w ill b r ie f h im  

ab ou t investigations.

Vatis says Justice D e p a rt­

m e n t gu idelines ba r the F B I 

fr o m  b rie fin g  an yo ne o u t­

side the d e p a rtm e n t ab out 

ongoing cases unless the at­

to rn e y  g e n e ra l g ra n ts  a 

w aiver.

►  T h e  In te rn e t c o m m u n i­

ty  is d e m a n d in e  b ro ad er d istrib u tio n  o f  m o re  tim e lv  threat in-

th e ir  c o m p u te rs  as atta c k  “zo m b ies.”

O n  D ec. 8, the N IP C  sent a  note b rie fin g  F B I  D ire c to r  

L o u is  F re e h  fo r  the first tim e . O n Dec. 17, V a tis  person­

a lly  b rie fe d  A tto rn e y  G e n e ra l J ane t R e n o  as p a rt o f  an  

o v e rv ie w  o f  p rep aratio n s being m a d e  fo r  Y 2 K .

B y  that point, several DoS attacks a lre a d y  h a d  oc­

cu rred, b u t "p eop le  w e re n ’t g etting  the m essage," D it- 

tr ic h  says. " C E R T  a n d  N IP C  w ere re a lly  w o rrie d . T h e y  j

h ad o b v io u s ly  be en  h e a rin g  a b o u t a lo t m o re  intrusions, j

T h e y  w e n t ba ck a n d  recategorized a  w h o le  b u n c h  o f in - ,

c id en t reports going b a ck to A p r il-M a y  t im e  fra m e , and |

th e y  started te llin g  m e  th at this is a  re a lly  b ig  th ing ,”

B ut n ot u n til the N IP C , w o rk in g  w ith  D ittr ic h  a n d  M i-  j

tre Corp., de velo ped a  tool fo r  id e n tify in g  z o m b ie s  in  a 1

syste m  d id  the p ro tectio n  c e n te r decide to w a rn  the 

p u b lic  Dec. 30 and post the tool fo r  an yo ne to  dow nload,

B y th a t tim e , V atis says, "som e on e w as setting  the 

g ro u n d w o rk  fo r  a n  attack, a n d  th at is w h e n  w e decided 

to m a k e  a  p u b lic  a n n o u n c e m e n t."

E lectronic ‘night of the living dead'
T h e  N IP C  w as co nvin ced th at N e w  Y e a r ’s E v e  “could 

be a d a y fo r  pe op le  to start sending m a rc h in g  o rd ers to 

these zom b ies. W e w e re  a fra id  th a t D ec . 31 m ig h t  be­

c o m e  th e  n ig h t o f the liv in g  dead," h e says. 1

‘T h a n k s  fo r  g iv in g  us p le n ty  o f t im e  to prep are," says j

a sarcastic V in to n  C erf, a n  M C I W o rld C o m  exe c u tive  , 

w h o  is  w id e ly  regarded as a  fo u n d e r o f  th e  Intern et.

“T h e  t im in g  o f  th is  a ll w as s in g u la r ly  u n fo rtu n a te ."

B u t th e  p ro tectio n  c e n te r gets h igh praise fr o m  m a n y  

se c u rity  firm s  fo r  b e ing  th e  first to p ro vid e  a n  e ffe c tive  

tool to lo cate  a n d  re m o ve  th e  z o m b ie  in fec tion s. Vatis 

says fa r  m o re  d a m a g e  w o u ld  h a ve  o ccu rre d in  F e b ru ­

a r y  otherw ise.

“Y o u  know, I ’m  sensing a  litt le  b it o f  d o u b le sp e a k  j

here," Vatis says. "B usiness is saying, TVe don’t w a n t th e  |

g o v e rn m e n t te llin g  us w h a t to do; w e  can f ix  th is  o ur­

selves.’ A n d  I  agree. B u t th en  I  h e a r  p e o p le  saying, 

‘Gosh, g o v e rn m e n t d id n 't w a rn  us lo u d  e n o u g h .'"

“F e o p le  h ave be en  sa yin g  fo r  a  long t im e  th a t it ’s go ­

in g  to ta k e  a n  e le c tro n ic  P e a rl H a rb o r  fo r  p e o p le  to 

tak e  s e c u rity  seriously,” h e says. T h e r e ’s  a  k e rn e l o f 

tru th  th e re  because w e  liv e  in  a n  e v e n t-d riv e n  society."

“ T h e r e  n e e d s  t o  
b e  s o m e  a g i l e  
o p e r a t i o n a l  
c a p a c i t y  i n  t h e  
g o v e r n m e n t ,  a n  
a b i l i t y  t o  m o v e  
q u i c k l y  t o  
p r o v i d e  
w a r n i n g s .  T h i s  
( l a s t  i n c i d e n t )  
d o e s n ’t  s o u n d  a t  
a l l  l i k e  w h a t  w e  
h a d  i n  m i n d . ”

— Jamie Gorellck, former 
deputy attorney general
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► T h e  I n t e r n e t  c o m m u n i ­

ty is demanding broader distribution of more timely threat in­
formation. beyond the security professionals with whom the 
N'IPC typically deals. "If you are oniy spreading the word tn 
specialists, then you are not getting threat information out 
across the board to small universities or e-tailers," says Harris 
Miller of the Information Technology Association of America, 
a leading trade association representing 11.000 corporations.

► Though some companies are warming to the idea of shar­
ing information with the government, many complain that they 
remain uneasy about government efforts to police the Internet.

“Where (the federal government) is completely failing is to 
be a place people trust" with delicate information, says AJan 
Pallar of the SANS Institute, an education facility for computer 
system administrators that claims 100.000 members. “Ninety- 
eight percent of the time they won't share with the FBI because 
they fear having their (computers) confiscated, that their trou­
bles will become public knowledge and that the agents will 
scare (clients) to death."

► The president’s plan has created so many entities gather­
ing data on Internet vulnerabilities that it is causing confusion. 
“Imagine living in a community where there are seven differ­
ent numbers to call for 911 services,’’ says Mark Rasch, chief 
counsel to Global Integrity, a leading cybersecurity firm that 
hosts the financial industry's information sharing center. "You 
need to have one number, one place, that everyone trusts."

Adds Tom Noonan, CEO of Internet Security Systems, prob­
ably the fastest-growing firm in its field and a major booster of 
the NIPC: “Quite frankly, I'm confused by ail these different 
government groups."

Word spreads slowly
In the days after the University of Minnesota attack, Haskell 

says her 911 instinct was to notify academic colleagues or other 
trusted computer professionals.

One of those she contacted was David Dittrich, director of 
software engineering at the University of Washington in Seattle. 
He became the first person to track down and unlock the codes 
that make the attacks operate.

It was a matter of days before he realized the new attack 
technique required immediate action. But the wheels of gov­
ernment turn slowly.

Dittrich first alerted CERT, the Computer Emergency Re­
sponse Team at Camegie-Melion University, the nation’s pre­
mier clearinghouse for data on computer vulnerability. By 
early September, it began organizing an unprecedented in­
ternational conference to exanv'ne the emerging threat.

Based on CERT’s letters of invitation to the conference, a 
handful of high-end security firms learned of the attack tech­
nique, and in October and November the firms quietly briefed 
clients about the impending threat

Though the NIPC is a sponsor of CERT and has a liaison for 
the emergency response team on its staff, it received its first 
substantial report from CERT in late October. The response 
team has declined to comment on the apparent delay.

The tiiree-day CERT conference in early November ad­
journed with this determination: "There is essentially nothing a 
site can do with currently available technology to prevent be­
coming a victim" of a denial-of-service attack.

The only prevention, the conferees said, was for system op­
erators to update their security precautions to prevent vandals 
from exploiting known system weaknesses to gain control of

Editorial and publication headquarters: 
1000 Wilson Blvd.. Arlington, VA 22229 

Phono: 7O3-27&-340O



Hackers’
Web-site
assaults
take toll
V ictim s a n d  experts call 

ra n dom ness fr ig h te n in g

B y  P e t e k  L e w i s
Seattle T im s technology reporter

Compared with a street mug­
ging, an attack on a Web site lacks 
a certain reality. The "crime” 
seems thin, the consequences 
soft.

Tell that to Blaine Madlock, 
owner of a small, Bainbridge Is­
land-based business that got 
hacked last year, allegedly by a 
total stranger who turned out to be 
a computer-scienec student in 
Boston. When Hadlock finished

JIMI I.OTT / TIIKSK.VTTI.KTIMKS
Blaine Hadlock, owner of Zebra Marketing Online Services, 
changed his business (dan after a hacker attack.

picking up the pieces, the tab 
exceeded $30,001).

It is a phenomenon expected to 
grow worse before it improves, 
said Richard Power, spokesman 
for the Computer Security Insti­
tute, a San Francisco-based asso­
ciation of information security 
professionals.

"As the cybercrime problem 
grows, the smaller and medium- 
sized businesses will be more

targeted for fraud or malicious 
mischief," predicted Power, "sim­
ply because there will be more 
sharks in the water interested in 
smaller prey."

What’s particularly disturbing 
is the apparent randomness of 
such attacks. Hackers can use 
fairly simple scanning programs to 
hunt for vulnerable systems.

Please see Hack n 2



A f t e r  a t t a c k ,  v i c t i m  

t a k e s  h i s  c o m p a n y  

o u t  o f  h a r m s  w a y

HACKERS
CUSTISCKO KK'IM I) I

"It did nut put its nut of busi­
ness. but it stung real tad." re­
counted Hadlock, whose Zebra 
Marketing Online Services 
(Z.MOS) has five full-time em­
ployees and has since moved to 
Federal Way. "You don’t lose that 
kind nf money without it hurting 
you. It caused me some signifi­
cant problems."

Authorities contend the hack­
er is a Northeastern University 
student named Ikcana Iffih. who 
in federal charges filed recently in 
liostnn was also accused of ille­
gally entering federtil computers 
at the National Aeronautics and 
Space Administration and the De­
fense Department.

Last spring, investigators with 
the Kill and the Department nf 
Defense kept asking H'dlock, 
"Why you? Why him?"

And Hadkick laid a stock an­
swer: " 'Ask him (the hacker).’

"I really don't know from 
whence he came and why. I'd love 
to sit with him and ask 'Why?'"

Power, with tile security insti­
tute, said-the public often has 
difficulty understanding the mo­
tive behind such stranger-on- 
stranger cyber attacks. "People 
say, ‘Well, why tlo they do this?' 
And the answer they can't under­
stand is, ‘Just because,'" Power 
said.

He said attacks on smaller 
businesses are particularly dam­
aging because the owners cannot 
absorb the hit like a major corpo­
ration, and they generally lack 
insurance to cover such losses.

Assistant U.S. Attorney Steve 
Schrocdcr of Seattle, who helped 
investigate the Z.MOS case, 
agrees.

"It’s the smaller systems that 
can't afford to spend resources on 
security that are going to remain 
vulnerable." he said. "The little 
mom-and-pop sites. It (a hacker 
attack) would bury them."

Most of tho hacking incidents 
Schroeder is aware of in Western 
Washington involve stranger-on- 
stranger attacks. Several remain 
under active investigation. Hut 
another threat comes from dis­
gruntled employees.

That's what occurred to small- 
Imsiness owner Hud Robinson, 
who runs an ice-machine rental 
business called Automatic Ice 
Makers in San Diego. Two years 
ago, n disgruntled programmer 
"just walked out one day and said 
'I'm going to own you,'" Robin­
son recalled.

Ilefore leaving, the employee 
placed some malicious code in the 
system - a "logic bomb" that

disabled access and caused about 
SaO.IMI in damage. It took nearly 
two years for Robinson to recov­
er. repairing the system in stages 
as he could afford to.

James Crowell, aka Jamie 
Crowell, ultimately pleaded guilty 
to a felony charge of recklessly 
damaging a protected computer. 
Crowell was sentenced to serve 
six months in a halfway house and 
ordered to make restitution, 
among other conditions.

In Hadloek’s case, the intru­
sion influenced him to shift busi­
ness models. Instead of hosting 
other companies' Web pages. 
Z.Mt >S now acts as an "e-business 
facilitator." Hadlock said, mean­
ing the company helps e-busi­
nesses figure out what their mes­sage is and provides marketing 
assistance.

Besides being disruptive. Had­
lock said the attack caused him to 
realize hmv legally vulnerable he 
was as the guardian of other 
people's information. If a Web- 
hosting company is housing "hun­
dreds or thousands or millions of 
dollars' worth of (intellectual- 
property) investment and some­
body (a hacker) gets lo you. guess 
who is on the line?" Hadlock 
asked rhetorically.

"So we changed after this little 
scenario." lie said. "It led us to not 
being in that (Web-hosting) busi­
ness."

As far as prosecutors know. 
ZMOS was the most seriously 
damaged victim. Ifnh's other al­
leged unauthorized forays caused 
no disruption to the nation's de­
fenses, no meddling with satellite 
control, and no improper use of 
personal information — including 
private information on about 
9,000 students, faculty and alumni 
at Northeastern that Iffih is ac­
cused of downloading and copy­
ing.

The Zd-year-old student now 
faces three felony counts related 
to unauthorized access to various 
computers. If convicted, he could 
serve up to 15 years in prison and 
pay a $250,000 fine.

Iffih was charged by criminal 
information instead of indictment, 
which generally is a sign that a 
plea agreement is in the works.

Authorities have asserted that 
Iffih also went by the hacker name 
"DigiAlmty" ar.d that he was re­
sponsible for defacing an Interior 
Department Web page. On that 
page. Iffili is accused of writing in 
part: "Yes. you guessed it right, 
the WAR is on. The (expletive) 
I-Tll vs. everyone who calls him- 
Aterself a true hacker."
I \  l< r  I C - m t n l :

/ itm ist n  s c n l lh l i i in s M i n

"Peoplesay, 'Well, why tin lluy  do this?'And the answer 
they can't understand is, 'Just because.

Richard Power
Spttf:,,rii/of, Ointfmti'rV.rvr1'*..
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C o o k ie s ’ m aker c h e w s over J 3 t  & q p  d  "their Tate
By TH O M AS E. WEBER
Tho W a ll S lro e l Jou rna l

Cookies, those tiny computer files 
tlint web sites use to track visitors, have 
come to symbolize the worst fears about 
on-line privacy. But the man who baked 
up the very first batch says that's just 
not fair.

"They're actually relatively harm­
less," said Lou ^lontulli, the computer 
whiz who invented cookies in 1994 and 
went on to be named "Sexiest Internet 
Mogul” by People magazine lost year.

Montulli’s brainchild has evolved into 
one of the Web's most pervasive tech- 
nologies, invisibly shoring up every­
thing from c-commerce to on line ad­
vertising. If you spend much time on the 
Web, chances are you've accumulated 
anywhere from dozens to hundreds of 
cookies on your PC.

Lately Internet companies have fig­
ured out how to make them do all sorts 
of tricks their creator didn’t foresee. 
On-line ad network Doubleclick has 
turned them into huge consumer 
dossiers, and now finds itself under 
scrutiny from consumers and the Feder­
al Trade Commission for its efforts.

The tale of how and why the cookie 
came to be —  and why it now arouses 
such fears among Internet users —  is a 
dramatic example of how the on-line 
world has been shanetFby the decisions" 
o f  a tew key people. It also shows how 
those decisions can morph in unintend­
ed \ynys as the Net evolves at breakneck 
speed.

In the summer of 1994, Montulli was 
a young college dropout at a brand-new 
company called Netscape. It wanted' to 
commercialize the Internet, which •;< 
meant making it possible for people to 
buy things on-line. The problem was, 
web sites made poor shopkeepers. De­
signed to treat all requests for informa­
tion separately, sites couldn't perceive 
individual shoppers at the other end of 
the line. AH they saw were flurries of

unrelated queries.
That meant you couldn't mark items 

as you browsed for later purchase. In­
stead of paying for everything at once, 
consumers would have been forced to 
buy their CDs and books one at a time. 
The challenge for Montulli was to get a 
web site to see its users as distinct indi­
viduals so that it could remember things 
about them.

Mis answer was the cookie, a tiny 
computer file that could be stored on a 
user's PC. (Programmers had long used 
the term to refer to an arbitrary piece of 
data.) With a cookie, a web server es­
sentially says: Here, hang on to this file 
and show it to me the next time you ask 
me something. It will remind me who 
you are and what we’ve already talked 
about.

Netscape b u i l t . c o o k i e s  i n t o  t h e  f i r s t  
version of its browser, making them a 
dcTacto standard tor the Wcb7Like any 
good programmer, Montulli designed 
cookies to be flexible. “Netscape was 
about building the infrastructure for the 
Web," he said. "We tried to build things 
that would be useful for the entire com­
munity.”

Use it they did. When web sites began 
to run paid advertisements, advertisers 
wanted to know the size of the audience. 
Sites counted up "hits," but couldn't tell 
if 10 hits represented 10 different users 
or one person visiting 10 times. By as­
signing each visitor a unique cookie, 
sites could discern one visitor from an­
other and make accurate tallies.

From there, it wasn't much of a leap 
to use cookies,to .track visitors’ habits, 
noting',fKlri&fi like WhicfTpnges they vis-" 
ited most frequently. Doubleclick, 
which sells advertising on a network of 
sites, figured it could charge more for 
ads if they were targeted based on con­
sumer behavior.

Now Doubleclick wants to go a step 
further, matching up cookie data with 
information in traditional direct-mar­

keting data bases. Faced with a comna- 
qy that can potentially track where you 
surf and knows your mail-order shop­
ping habits to boot, some consumers 
have started getting anxioqs. Earlier 
this month, Doubleclick disclosed that 
the I-TC was examining its’ practices, 
which depend heavily on cookies.

Montulli, 29 years old, says Dou­
bleclick and dozens of other web mar­
keters are using cookies in wavs he nev­
er intended? But he admits his design 
gave an unintended boost to tracking ef­
forts. Here’s why: When a web site dis­
plays a page you’ve requested, it can 
pull elements, including ads, from other 
sites. That allowed ad networks to put 
their own cookies on consumers’ PCs 
and track them abross many sites. Mon­
tulli later added to Netscape an option 
that lets users refuse cookies from sites 
other than the one they’re visiting.

Efforts to reform cookies. further 
haven’t met with much success. After 
building cookies into Netscape Naviga­
tor, Montulli helped develop an official 
standard for the Internet Engineering 
Task Force. ,

The proposal calls for each cookie to 
include a description of its purpose so 
consumers could inspect their cookies 
and find out what they’re up to. .

The idea hasn't gotten very far. The 
fact is, it’s too late to tinker with cookies 
now. Tfrey power practically every on­
line shopping cart and every paid adver­
tisement. in less tnan six years, tneyve 

, become part of the, fabric ot the Web. ,̂) 
A lot has changed for Montulli in that 

timetVOnce .\he] quiiite^entl^unkepipf, 
, geek,,die's now a .Netscape mllhonau’d 
with asteady girlfr]bh(J,\a great haircut 
and stylish clothed' The People maga­
zine story even compared him to hunky 
actor Dylan McDeirmott.

He's working at a buzzy start-up 
called .Epiniorie.fconi, a shopping guide 
where visitors can read and post prod­
uct reviews. Naturally, it Uses cookies.



Technology creator w arns WilsTO^reat to mankin
By JO E L  GARREAU
Tho W ash ington Pos t

A respected creator of the Informa­
tion Ape has written an extraordinary 
critique of accelerating technological 
change in which lie suggests that new 
technology could cause "something 
hkc extinction" of humankind within 
the next two generations.

The alarming prediction, intended 
to be provocative, is striking because 
it comes not from a critic of technolo­

gy but rather from a man who invent­
ed much of it: Bill Joy, chief scientist 
and co-founder of Sun Microsystems 
Inc., the leading web technology man­
ufacturer.

Joy was an original co-chairman of 
a presidential commission on the fu­
ture of information technology. His 
warning, he said in a telephone inter­
view, is meant to be reminiscent of 
Albert Einstein’s famous 1939 letter 
to President Roosevelt alerting him to

the possibility of an atomic bomb.
In a 24-page article in the April is­

sue of Wired magazine that hit*', stands 
today, Joy says he finds himself es­
sentially agreeing, to his horror, with a 
core argument of the Unabomber, 
Theodore Kaczynski —  that advanced 
technology threatens humans.

“I have always believed that mak­
ing software more reliable, given its 
many uses, will make the world a 
safer and better place," Joy writes in

the article, which he worked on I 
months. “ If I were to come lo b< 
the opposite, then I would be mi 
obligated to stop this work. I cai 
imagine that such a day may coi 

Joy enjoys a level-headed re 
tion in the industry.

“Nobody is more phlegmatic 
Bill,” said Stewart Brand, an Ini 
pioneer. "He is the adult in the n
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A n c h o r a g e  D a i l y  N e w s

EXTINCTION: Exec warns of technology
Continued from Page A-1

Joy is disturbed by a suite 
o f advances. He views as 
credible the prediction that 
by 2030, computers will be a 
million times more powerful 
than they are today. He re­
spects the possibility that ro­
bots may exceed humans in 
intelligence while being able 
to replicate themselves.

He points to nanotechnolo­
gy —  the emerging science 
that seeks to create any de­
sired object atom by atom —  
and agrees that it has’ the po­
tential to allow inexpensive 
production of sm art ma­
chines so small they could fit 
inside a blood vessel. Genetic 
technology, meanwhile, is in­
exorably generating the pow­
er to create new forms of life 
that could reproduce.

What deeply worries him 
is that these technologies col­
lectively create the ability to 
unleash self-replicating, mu­
tating. mechanical or biologi­
cal plagues. These would be 
"a replication attack in the 
physical world” comparable 
to the replication attack in 
the virtual world that recent­
ly caused the shutdowns of 
major commercial web sites.

“ If you can let something 
loose that can m ake. more 
copies of itself,’’■ Joyri said, ;“it 
is very  difficult to recall. It is 
as easy as eradicating-all the 
mosquitoes. They are every­
where and m ake more of. 
themselves. I f  attacked, they 
mutate and become immune. 
... That creates the possibility 
of empowering individuals 
’or extreme e v il I f  we don’t 
lo anything, the risk is very 
ligh of one crazy person do­
ng something very bad.” 

What further concerns 
im is the huge profits from 
ny single advance that may 
:em beneficial in itself.
"It is always hard to see the 

gger impact while you are

in the vortex of a change,”
Joy wrote. “We have long 
been driven by the overarch­
ing desire to know that is the 
nature of science’s quest, not 
stopping to notice that the 
progress to newer and more 
powerful technologies can 
take on a life of its own.”

Finally, he argues, this 
threat to humanity is much 
greater than that of nuclear 
weapons because those are 
hard to build. By contrast, he 
says, these new technologies 
are not hard to come by. 
Therefore, he reasons, the 
problem will not be “rogue 
states but rogue individuals.” 

Joy’s critique is striking 
because computer industry 
technologists, almost without 
exception, take a more san­
guine view of the social con­
sequences of advances. They 
typically argue that any neg­
ative effects will be far out­
weighed by the positive ef­
fect of new technologies.

Nathan Myhrvold, a physi­
cist on leave from his job as 
the chief technology officer 
at Microsoft Corp., said in an 
e-mail interview: “ People 

• have made apocalyptic p re­
dictions about technology 
constantly fo r as long as 
there has been technology. I 
think it is because change 

' frightens th em .-W h at is 
more, the most common form 
these dire predictions take is 
‘this next generation of stu ff /■' 
—  wow! that is really differ­
ent and really scary.’ ”

Asked if  he thinks a techno­
logical species could expect to 
survive the accelerating evo­
lution of its market-driven 
technologies, Joy said: “The 
answer is yes but not without 
additional care. I think it’s 
possible but it’s not a given. 
Survival won’t come for free."
□ T h e  N e w  Y o r k  T im e s  c o n t r i b u t e d  
t o  t h i s  s t o r y .
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Unsolicited E-mail - Slate statutes http://\vww,jmls.edu/cyber/statutes/emai!/statc.html

U n s o l i c i t e d  e - m a i l  J o h n  M a r s h a l l
L a w  S c h o o l

S t a t u t e s  E S D B E a a i H H B i f f l l f f l
Cyberspace Law: Subject Index: E-Mail

S t a t e  s t a t u t e s  a n d  p e n d i n g  b i l l s  ( U n i t e d  S t a t e s )

• Alaska House Bill 491 Cl 998) [not enactedl
(would have required unsolicited commercial e-mail messages to be clearly identifiable as 
advertisements, and to identify the sender and include opt-out instructions)

• California Assembly Bill 1629 11998) fenacted 9/26/981
(permits ISPs to sue those who send unsolicited commercial messages in violation o f an ISP's policy 
if  the sender has actual notice o f the policy, possibly including a notice embedded in the e-mail 
server software, and imposes criminal penalties upon those who cause computer system disruptions 
by using a false domain name to send messages; as the bill was originally introduced, it would have 
prohibited unsolicited e-mail adve/tisements)

• California Assembly Bill 1676 11998) fenacted 9/26/981
(requires unsolicited e-mail advertisements to include opt-out instructions with a toll-free telephone 
number or a valid return address; requires senders to honor opt-out requests; and requires certain 
e-mail advertisements to contain "ADV:" or "ADV:ADLT" at the beginning o f the subject line)

• Colorado House Bill 1284(1997) [en ac ted  4 /24 /971
(provisions relating to e-mail were deleted prior to enactment; as introduced, the bill would have 
regulated but not prohibited unsolicited e-mail solicitations)

• Connecticut House Bill 6558 11997) (not enacted]
(passed by House but not voted upon by Senate; would have prohibited unsolicited e-mail 
advertisements)

• Illinois House Bill 2616 119991

• Illinois House Bill 2718 (1999)

• Kentucky House Bill 41 (1998) [not enactedl
(would have required unsolicited commercial e-mail messages to identify the sender and include 
opt-out instructions)

• Maryland House Bill 140/Senate Bill 222 (1998) [enacted 4/13/981
(prohibits use o f e-mail with intent to harass, with an exception for "peaceable activity intended to 
express political views or provide information to others")

• Maryland House Bill 1114 (1998) fn o t e n a c te d l
(would have prohibited commercial solicitations by electronic mail)

• Massachusetts House Bill 4581 11997) [no t enacted ]
(would have prohibited unsolicited e-mail advertisements)

2/14/00 9:33 AM
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Unsolicited E-muil - State statutes littp://\vww.jnils.cdu/cyber/statutes/cmail/statc.litm!

• Massachusetts House Bill 4104 (1999) [status]
(introduced in January 1999 and referred tc committee; would prohibit intra-state unsolicited 
commercial e-mail messages)

• Nevada Senate Bill 13 (1997) [enacted 7/8/971
(requires unsolicited commercial e-mail messages to identify the sender and include opt-out 
instructions; as originally introduced, the bill would have prohibited most unsolicited e-mail 
advertisements)

• New Hampshire House Bill 1633 11997) [sta tus]
(prefiled in December 1997; failed House vote in March 1998 following unfavorable committee 
report; would prohibit unsolicited e-mail advertisements to customers o f ISPs that register with the 
state as "restricted solicitation electronic mail providers")

• New Jersey Assembly Bill 295 (1998) [status]
(introduced in January 1998; amended by committee in June 1998 to include e-mail as well as 
telephone solicitations; would prohibit unsolicited e-mail advertisements)

• New Jersey Assembly Bill 513 (1998) [status]
(introduced in January 1998 and referred to committee; would prohibit unsolicited e-mail 
advertisements)

• New York Senate Bill 3524/Assemblv Bill 6805 11997) [s ta tu s]
(referred to committees in March 1997; would regulate but not prohibit unsolicited e-mail 
advertisements)

• North Carolina House Bill 1744 (1997) [sta tus]
(introduced in June 1998 and referred to committee; would require unsolicited commercial e-mail 
messages to be clearly identifiable as advertisements, and to identify the sender and include opt-out 
instructions)

• Rhode Island Senate Bill 1073 (1997) [status]
(introduced in May 1997 and referred to committee; would broaden existing law prohibiting 
unsolicited fax advertisements to also include e-mail)

• Texas House Bill 1773 (1999) [status]

• Virginia House Bill 1325 (1998) [status]
(introduced in January 1998 and referred to committee, which continued the bill until 1999; would 
require ISPs to determine types o f unsolicited e-mail messages that their subscribers do not wish to 
receive)

• Virginia House Bill 1668. House Bill 1714, and Senate Bill 881 (1999)
[status: HB 1668. H B 1714. SB 8811
(passed by the General Assembly in February 1999 and awaiting the Governor's signature; among 
other provisions, these bills make it a crime to send unsolicited bulk e-mail containing false message 
headers, or to sell software designed to do so)

• Washington House Bill 2752 11998) [enacted 3/25/98] [cam paign site]
(prohibits false headers and misleading subject lines in unsolicited commercial e-mail messages, and
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Unsolicited E-mail - Stale statutes littp://w\vw.jmls.cdu/cybcr/statutcs/cmuil/slate.hlml

creates a task force to consider the need for further legislation; as originally introduced, the bill 
would have prohibited most unsollicited e-mail advertisements)

• Washington House Bill 1037 11999)

• Wisconsin Senate Bill 283 11997) [not enacted]
(would have broadened existing law prohibiting unsolicited fax advertisements to ako include 
e-mail)

• Wisconsin Senate Bill 33 119991 [sta tu s]

Subject Index I FAQ | Undate service I Submit an item I Broken links | Comments 1999/03/05
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Web attacks raise concerns about growth http://www.usatoday.coni/ncws/ndssun04.litnt
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W e b  a t t a c k s  r a i s e  c o n c e r n s  a b o u t  g r o w t h

NEW YORK (AP) - A swarm o f recent hacking attacks highlight one 
emerging concern about the Internet: It may be growing too fast for 
security to keep up with technology.

Some security experts believe it's time to focus on making the Net 
safer, which could mean rebuilding much o f the underlying 
infrastructure from scratch. After all, consumers and businesses now 
use the Internet for tasks unforeseen 30 years ago.

Security was an afterthought when Internet standards were developed 
by university thinkers and computer administrators, says Russ Cooper, 
who runs the NTBuglraq Web site devoted to security.

"This is now the foundation for billions o f  dollars worth o f commerce," 
Cooper said. "It is inherently flawed because we don't check to sec if 
what it's being used for is what it is intended for."

Randy Sandone o f Argus Systems Group Inc. is blunter: "The Web is 
rotten at its core."

Yahoo!, Buy.com, eBay, ETrade and other prominent sites were 
paralyzed for hours at a time last week when hackers overloaded them 
with fake traffic.

The attacks followed several computer virus outbreaks last year - such 
as Melissa - which spread rapidly by taking advantage o f functions that 
were designed to make Internet use friendlier.

And last month, a hacker stole credit card numbers from the Internet 
music retailer CD Universe, then released thousands o f them on a Web 
site after the firm refused to pay $100,000 ransom.

"I fully expect the Internet to ultimately be safe and stable," said 
Stephen Gorrell, program manager for Norton Internet Security
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software. "However, in the period o f record growth, it's not surprising 
new holes are discovered."

The Internet's developers could not have effectively countered threats 
to commerce because e-businesses did not yet exist, Gorrell said.

As the Internet grows, so do the numbers o f  hackers and potential 
victims. And hackers are becoming more sophisticated, with some 
even developing tools to automate their attacks.

Software companies, some critics say, contribute to the problems by 
releasing products that still have security holes.

"Each day, technology is changing," said Robert Ing, who handles 
electronic security for SBR International Inc. in Toronto. "There's a 
rush to get products out to market because it is a competitive 
marketplace. Sometimes, security is overlooked."

Steve Hunt, security analyst at Giga Information Group in Chicago, 
hopes the latest attacks will encourage companies to take security more 
seriously.

"We owe quite a debt o f gratitude to hackers to show us where our 
pants have been down," he said.

Security and Internet experts differ on how far they need to go - and 
that itself is a problem. Some believe in completely updating 
equipment and software to reduce users' anonymity and improve 
authentication.

In the offline world, businesses have experience with security guards 
and special locks. Some practices are even required by law or 
insurance companies.

But the Internet community has yet to agree on such standards, said 
Harris Miller, president o f  the Information Technology Association o f 
America.

Phil Attfield, director o f technical marketing at McAfee.com, said 
Internet security will eventually catch up.

"The approaches are going to have to become more formal rather than 
ad hoc," he said. "We've been getting there incrementally. That's the 
way technology is evolving."

But hacking will never completely disappear, said Keith Teare, the 
chairman and chief executive o f RealNames. Vandals broke inlo 
RealNaines' computers Wednesday, and the company had to warn 
some 20,000 customers that their credit card numbers might have been 
stolen.
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"For every secure environment, there will be somebody prepared to try 
to break in," Teare said. "If they are clever enough, they will find 
holes."

Greg Hawkins, chief executive o f Buy.com, said the attacks on his 
shopping site and others raised awareness.

"This is a new frontier. It's big, it's fast, and it's growing rapidly," he 
said. "With that growth will come continued challenges to make sure 
it's a secure and effective environment. We are clearly going to have 
growing pains like this from time to time."
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N e t w o r k s

By Randy Barrett

One Chicago-based Internet service provider is blocking more than 40 
Internet networks from its access system, until they stop allowing hackers to 
use bandwidth for "sm urf attacks.

Macro Computer Solutions Inc. (www.mcs.net) owner Karl Denninger 
posted a notice April 11 on the North American Network Operators Group 
e-mail list stating he was fed up with sm urf attacks and would no longer 
exchange traffic with networks that originated the assaults.

"I’m going to start posting the blacklist here weekly in the hopes that peer 
pressure will cause people to clean up their acts," Denninger wrote.

Denninger listed the Internet Protocol addresses -- but not names -  o f 30 
networks and has added 12 more since. Most are larger Internet providers 
and academic networks, he said.

For network administrators, being a collaborator in a sm urf attack means 
doing nothing at all. The attacks are often aimed at Internet Relay Chat 
servers or the Internet service providers (ISPs) that host them. Johnny 
Hacker typically gets mad at Betty Hacker during a chat session and tries to 
knock her offline by burning down her provider. All the assault requires is a 
basic Internet account.

Here's how it works: Johnny Hacker sends a stream o f diagnostic "ping" 
messages to a second-party network's host servers. Many o f those servers 
are set to automatically respond, but Johnny places a false return address and 
those responses stream to a third-party ISP that is really the target o f the 
ass-m't. So a sbwle ring  stream is amplified hundreds or thousands o f times 
and clogs the target network's bandwidth -  particularly smaller providers 
using a single T1 (1.5-miIlion-bit-per-second) line.

The fix is simple, Denninger said: Networks must turn off the "directed 
broadcast forwarding" function in their routers, and the ping responses will 
never be sent.

"Some o f them honestly don't know about it. My response is, I'll deny you 
access to my network until you get your act together," he said.

Denninger's sm urf amplifier blacklist is getting some support from network
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administrators, but it is unclear whether any are using it to block errant 
networks or might be compiling their own rogues' gallery.

Jason Weisberger, chief o f network operations at SoftAware Inc. in Marina 
del Rey, Calif., said lie's not interested because a blacklist limits his own 
customers' connectivity. "Punitive filtering, while a good short-term fix, can 
create problems farther out," he said.

Denninger has been similarly zealous about the Enhanced Domain Name 
System (www.edns.net), an alternative to InterNIC, which splintered last fall 
and is now in limbo.
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ANTI-SPAM BILL INTRODUCED TO SOLVE 
A NATIONAL INTERNET PROBLEM

W A S H I N G T O N  - -  S e n a t o r s  F r a n k  M u r k o w s k i  ( R - A K ) ,  
R o b e r t  T o r r i c e l l i  ( D - N J ) ,  C o n r a d  B u r n s  ( R - M T ) ,  a n d  H a r r y  
R e i d  ( D - N V )  t o d a y  i n t r o d u c e d  t h e  I n b o x  P r i v a c y  A c t  t o  
a d d r e s s  t h e  g r o w i n g  c o n c e r n s  o f  I n t e r n e t  c o n s u m e r s  o v e r  t h e  
i s s u e  o f  j u n k  e m a i l ,  o r  s p a m .

" I n t e r n e i  c o n s u m e r s  n a t i o n w i d e  h a v e  b e e n  s p e a k i n g  o u t  
a g a i n s t  t h e  g r o w i n g  f l o o d  o f  u n w a n t e d  a n d  f r a u d u l e n t  e - m a i l s  
i n  t h e  i n b o x e s .  I t ’ s  t i m e  t h a t  w e  h a d  a  n a t i o n w i d e  s o l u t i o n  t o  
t h i s  p r o b l e m .  E - m a i l  s h o u l d n ' t  b e  a  w a y  f o r  e v e r y  h u c k s t e r  t o  
s e l l  t h e  B r o o k l y n  B r i d g e , "  M u r k o w s k i  n o t e d .

S e n a t o r  T o r r i c e l l i  a d d e d ,  " A c c e s s i n g  t h e  I n t e r n e t  s h o u l d  
n o t  b e  a n  i n v i t a t i o n  f o r  e v e r y  s h y s t e r  i n  t h e  w o r l d  t o  b e a t  
d o w n  y o u r  d o o r  w i t h  j u n k  e - m a i l .  A m e r i c a n  c o n s u m e r s  
d e s e r v e  a  l e v e l  o f  p r i v a c y  a n d  p r o t e c t i o n  a n d  o u r  l e g i s l a t i o n  
p r o v i d e s  i t  t o  t h e m . "

J u n k  e - m a i l  b u r d e n s  I n t e r n e t  c o n s u m e r s  b y  s h i f t i n g  
d e l i v e r y  c o s t s  o n t o  c o n s u m e r s ,  p a r t i c u l a r l y  i n  r u r a l  a r e a s  l i k e  
A l a s k a  w h e r e  a  c o n n e c t i o n  t o  t h e  I n t e r n e t  o f t e n  r e q u i r e s  a  
l o n g  d i s t a n c e  c a l l .

T h e  I n b o x  P r i v a c y  A c t  w o u l d  r e q u i r e  e - m a i l  m a r k e t e r s  t o  
h o n e s t l y  i d e n t i f y  t h e m s e l v e s ,  h o n o r  c o n s u m e r  r e m o v e  
r e q u e s t s ,  a n d  a l l o w  I n t e r n e t  d o m a i n  o w n e r s  t o  s e t  u p  
e l e c t r o n i c  " s t o p  s i g n s "  t o  g i v e  d o m a i n  o w n e r s  t h e  a b i l i t y  t o  
b l o c k  u n w a n t e d  s o l i c i t a t i o n s .  I n  o r d e r  t o  a l l o w  t h e  I n t e r n e t  
c o n s u m e r  t o  h a v e  t h e  u l t i m a t e  c h o i c e ,  u n s o l i c i t e d  e - m a i l s  
c o u l d  b e  s e n t  t o  t h o s e  w h o  s t i l l  w i s h  t o  r e c e i v e  s u c h  
s o l i c i t a t i o n s .  I n t e r n e t  S e r v i c e  P r o v i d e r s ,  s t a t e  a t t o r n e y  
g e n e r a l s ,  a n d  t h e  F e d e r a l  T r a d e  C o m m i s s i o n  w o u l d  h a v e  t h e  
a u t h o r i t y  t o  s e e k  u p  t o  $ 5 0 , 0 0 0  p e r  d a y  i n  d a m a g e s .

T h e  l e g i s l a t i o n  h a s  b e e n  r e f e r r e d  t o  t h e  S e n a t e  
C o m m e r c e  C o m m i t t e e  w h e r e  h e a r i n g s  w i l l  b e  h e l d  l a t e r  t h i s  
y e a r .  S i m i l a r  l e g i s l a t i o n  w a s  p a s s e d  b y  t h e  S e n a t e  i n  t h e  
1 0 5 t h  C o n g r e s s  b y  a  v o t e  o f  9 9 - 0  a l t h o u g h  a  f i n a l  c o n f e r e n c e
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b e t w e e n  t h e  H o u s e  a n d  S e n a t e  c o u l d  n o t  b e  s c h e d u l e d  p r i o r  
t o  a d j o u r n m e n t .

S e n a t o r  T o r r i c e l l i  a l s o  n o t e d  t h a t  " O u r  l e g i s l a t i o n  
c o n t i n u e s  t o  a l l o w  l e g i t i m a t e  u s e s  o f  e - m a i l ,  b u t  e m p o w e r s  
c o n s u m e r s  a n d  I n t e r n e t  s e r v i c e  p r o v i d e r s  t o  e l i m i n a t e  t h e  
u n w a n t e d  e - m a i l  t h e y  r e c e i v e . "

C o m m e n t s  o n  t h e  b i l l  c a n  b e  m a d e  t o  
s p a m f r e e @ m u r k o w s k i . s e n a t e . g o v  .
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To regulate the transmission of unsolicited commercial electronic mail on 
the Internet, and for other purposes.

IN TIIE SENATE OF THE UNITED STATES
Marcii 25, 1999

Mr. Murkowski (fur himself, Mr. Torricelli, Mr. Burns, and Mr. Reid) 
introduced the following bill; which was read twice and referred to the 
Committee on Commerce, Science, and Transportation

A  B IL L
To regulate the transmission of unsolicited commercial 
electronic mail on the Internet, and for other purposes.

1 Be it enacted by the Senate and House o f Representa-

2 tives o f the United States o f America in Congress assembled,

3 SECTIO N  1. SH ORT TITLE.

4 This Act. may be cited as the “Inbox Privacy Act of
5 1999”.
6 SEC. 2. TRANSM ISSIONS OF U N SO LICITED  COM M ERCIAL

7 E LECTR O N IC MAIL.

8 (a )  P r o h i b i t i o n  o n  T r a n s m i s s i o n  t o  P e r s o n s

9 D e c l i n i n g  R e c e i p t . —



1 0) In g e n e r a l .— A person may not initiate
2 the transmission of unsolicited commercial electronic
3 mail to another person if such other person submits
4 to the person a request that the initiation of the
5 transmission of such mail by the person to such
6 other person not occur.
7 (2) F o r m  o f  r e q u e s t .— A request under
8 paragraph (1) may take any form appropriate to no-
9 tify a person who initiates the transmission of unso-

10 licited commercial electronic mail of the request, in-
11 eluding an appropriate reply to a notice specified in
12 subsection (d)(2).
13 (3) C o n s t r u c t i v e  a u t h o r i z a t i o n .—
14 (A) In g e n e r a l .— Subject to subpara-
15 graph (B), for purposes of this subsection, a
16 person who secures a good or service from, or
17 otherwise responds electronically to an offer in
18 a commercial electronic mail message shall be
19 deemed to have authorized the initiation of
20 transmissions of unsolicited commercial elec-
21 tronic mail from the person who initiated trans-
22 mission of the message.
23 (B) No AUTHORIZATION FOR REQUEST

24 FOR t e r m i n a t i o n .— A reply to a notice speci-
25 ficd in subsection (d)(2) shall not constitute au-

2
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1 thorization for the initiation of transmissions of
2 unsolicited commercial electronic mail under
3 +his paragraph.
4  (b ) P r o h i b i t i o n  o n  T r a n s m i s s i o n  t o  D o m a i n

5 O w n e r s  D e c l i n i n g  R e c e i p t .—
6 (1) In g e n e r a l . — Except as provided in para-
7 graph (2), a person may not initiate the trans-
8 mission of unsolicited commercial electronic mail to
9 any electronic mail addresses scived by a domain if

10 the domain owner has elected not to receive trans-
11 missions of such mail at the domain in accordance
12 with subsection (c).
13 (2) E x c e p t i o n s .— The prohibition in para-
14 graph (1) shall not apply in the case of the fol-
15 lowing:
16 (A) A domain owner initiating trans-
17 missions of commercial electronic mail to its
18 own domain.
19 (B) Any customer of an Internet service
20 provider or interactive computer service pro-
21 vider included on a list under subsection
22 (c)(3)(C).
23 (c) D o m a in -w id e  o p t - o u t  s y s t e m .—

3
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1 (.1) In g e n e r a l . — A domain owner may elect
2 not to receive transmissions of unsolicited commer-
3 eial electronic mail at its own domain.
4 (2) N o t i c e  o p  e l e c t i o n . — -A domain owner
5 making an election under this subsection shall—
6 (A) notify the Federal Trade Commission
7 of the election in such form and manner as the
8 Commission shall require for purposes of sec-
9 t.ion 4(c); and

10 (B) if the domain owner is an Internet
11 service provider or interactive computer service
12 provider, notify the customers of its Internet
13 service or interactive computer service, as the
14 case may be, in such manner as the provider
15 customarily employs for notifying' such cus-
16 tomcrs of matters relating to such sendee, of—
17 (i) the election; and
18 (ii) the authority of the customers to
19 make the election provided for under para-
20 graph (3).
21 (3 )  C u s t o m e r  e l e c t i o n  t o  c o n t i n u e  r e -

22 C E IPT  O P MAIL.—
23 (A) E l e c t i o n . — -Any customer of an
24 Internet service provider or interactive eom-
25 putcr sendee provider receiving a notice under

4
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1 paragraph (2)(B) may elect to continue to re-
2 ceive transmissions of unsolicited commercial
3 electronic mail through the domain covered by
4 the notice, notwithstanding* the election of the
5 Internet service provider or interactive com-
6 puter service provider under paragraph (1) to
7 which the notice applies.
8 (B) T r a n s m i t t a l  o f  m a i l .— An Internet
9 sendee provider or interactive computer sendee

10 provider may not impose or collect any fee for
11 the receipt of unsolicited commercial electronic
12 mail under this paragraph (other than the
13 usual and customary fee imposed and collected
14 for the receipt of commercial electronic mail by
15 its customers) or otherwise discriminate against
16 a customer for the receipt of such mail under
17 this paragraph.
18 (C) L i s t  o f  c u s t o m e r s  m a k in g  e l e c -

19 t i o n .—
20 (i) R e q u i r e m e n t .— An Internet scrv-
21 ice provider or interactive computer sendee
22 provider shall maintain a list of each of its
23 current customers who have made an elec-
24 tion under subparagraph (A).

5
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1 (ii) A v a il a b il it y  o f  l i s t .— E a ch

2 such provider shall make such list available
3 to the public in such form and manner as
4 the Commission shall require for purposes
5 of section 4(e).
6 (iii) P r o h i b i t i o n  o n  f e e . — A pro-
7 vider may not impose or collect any fee in
8 connection with any action taken under
9 this subparagraph.

10 (d) I n f o r m a t io n  T o  B e  I n c l u d e d  in  A l l  T r a n s -

11 m i s s i o n s .— A  p e rso n  in i t ia t in g  th e  tra n s m is s io n  o f  a n y

12 unsolicited commercial electronic mail message shall in-
13 elude in the body of such message the following infonna-
14 tion:
15 (1) The name, physical address, electronic mail
16 address, and telephone number of the person.
17 (2) A clear and obvious notice that the person
18 will cease further transmissions of commercial elec-
19 tronic mail to the recipient of the message at no cost
20 to that recipient upon the transmittal by that rccipi-
21 ent to the person, at the electronic mail address
22 from which transmission of the message was initi-
23 ated, of an electronic mail message containing the
24 word “remove” in the subject line.

6
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1 (e) R o u t i n g  I n f o r m a t i o n .— A  p e rso n  in i t ia t in g  th e

2 tra n s m is s io n  o f a n y  co m m erc ia l e lec tro n ic  m ail m essag e

3 sh a ll e n su re  t h a t  all I n te r n e t  ro u tin g  in fo rm a tio n  con-

4  ta in e d  in  o r  a cco m p an y in g  su ch  m essag e  is a c c u ra te , va lid

5 a c c o rd in g  to  th e  p re v a ilin g  s ta n d a rd s  fo r  I n te r n e t  p ro to -

6  cols, a n d  a c c u ra te ly  re fle c ts  th e  ro u tin g  o f  su c h  m essag e .

7 SEC. 3. DECEPTIVE ACTS OR PRACTICES IN CONNECTION

7

8 WITH SALE OF GOODS OR SERVICES OVER

9 THE INTERNET.

10 (a) A u t h o r i t y  t o  R e g u l a t e . —
11 (1) In g e n e r a l .— The Federal Trade Commis-
12 sion may prescribe rules for purposes of defining
13 and prohibiting deceptive acts or practices in connec-
14 tion with the promotion, advertisement, offering for
15 sale, or sale of goods or services on or by means of
16 the Internet.
17 (2) C o m m e r c i a l  e l e c t r o n i c  m a i l .— The
18 rules under paragraph (1) may contain specific pro-
19 visions addressing deceptive acts or practices in the
20 initiation, transmission, or receipt of commercial
21 electronic mail.
22 (3) N a t u r e  o f  v i o l a t i o n .— The rules under
23 paragraph (1) shall treat any violation of such rules
24 as a violation of a rule under section 18 of the Fcd-
25 oral Trade Commission Act (15 U.S.C. 57a), rclat-
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1 ing to unfair or deceptive acts or practices affecting
2 commerce.
3 (b) P r e s c r i p t i o n . — Section 553 of title 5, United
4 States Code, shall apply to the prescription of any rules
5 under subsection (a).
6  SEC . 4. FE D E R A L  TR A D E CO M M ISSIO N  A C T IV IT IE S  W ITH

7  R E S P E C T  TO U N SO LIC ITE D  CO M M ERCIA L

8 E L E C T R O N IC  MAIL.

9 (a) I n v e s t i g a t i o n .—
10 (1) I n  g e n e r a l .— Subject to paragraph (2),
11 upon notice of an alleged violation of a provision of
12 section 2, the Federal Trade Commission may con-
13 duct an investigation in order to determine whether
14 or not the violation occurred.
15 (2) L i m i t a t i o n .— The Commission may not
16 undertake an investigation of an alleged violation
17 under paragraph (1) more than 2 years after the
18 date of the alleged violation.
19 (3) R e c e i p t  o f  n o t i c e s .— The Commission
20 shall provide for appropriate means of receiving no-
21 tiees under paragraph (1). Such means shall include
22 an Internet web page on the World Wide Web that
23 the Commission maintains for that purpose.
24 (b) E n f o r c e m e n t  P o w e r s .— If as a result of an in-
25 vcstigation under subsection (a) the Commission detcr-

8
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1 mines that a violation of a provision of section 2 has oc-
2 cuiTcd, the Commission shall have the power to enforce
3 such provision as if such violation were a violation of a
4 rule prescribed under section 18 of the Federal Trade
5 Commission Act (15 U.S.C. 57a), relating to unfair or de-
6 ceptive acts or practices affecting commerce.
7 (c) I n f o r m a t io n  o n  E l e c t io n s  U n d e r  D o m a in -

8 W i d e  O p t -O u t  S y s t e m .—

9 (1) I n i t i a l  s i t e  f o r  i n f o r m a t i o n .— The
10 Commission shall establish and maintain an Internet
11 web page on the World Wide Web containing infor-
12 mation sufficient to make known to the public for
13 purposes of section 2 the domain owners who have
14 made an election under subsection (e)(1) of that see-
15 tion and the persons who have made an election
16 under subsection (c)(3) of that section.
17 (2) A l t e r n a t i v e  s i t e . — T h e  Commission may
18 from time to time select another means of making
19 known to the public the information specified in
20 paragraph (.1). Any such selection shall be made in
21 consultation with the members of the Internet com-
22 munity.
23 (d) A s s i s t a n c e  of O t h e r  F e d e r a l  A g e n c i e s .—
24 Other Federal departments and agencies may, upon rc-

9
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1 quest of the Commission, assist the Commission in ear-
2 lying1 out activities under this section.
3 SEC . 5. A C TIO N S BY STA TES.

4 (a) In G e n e r a l . — Whenever the attorney general of
5 a State has reason to believe that the interests of the resi-
6 dents of the State have been or arc being threatened or
7 adversely affected because any person is engaging1 in a pat-
8 tern or practice of the transmission of electronic mail in
9 violation of a provision of section 2, or of any rule prc-

10 scribed pursuant to section 3, the State, as parens patriae,
11 may bring a civil action on behalf of its residents to enjoin
12 such transmission, to enforce compliance with such prow-
13 sion or rule, to obtain damages or other compensation on
14 behalf of its residents, or to obtain such further and other
15 relief as the court considers appropriate.
16 (b) N o t i c e  t o  C o m m is s io n .—
17 (1) N o t ic e .— T h e  S ta te  sh a ll se rv e  p r io r  w rit-

18 ten notice of any civil action under this section on
19 the Federal Trade Commission and provide the
20 Commission with a copy of its complaint, except that
21 if it is not feasible for the State to provide such
22 prior notice, the State shall seivc written notice im-
23 mediately after instituting such action.

1 0
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1 (2) R i g h t s  o p  c o m m is s io n .— On receiving' a
2 notice with respect to a civil action under paragraph
3 (1), the Commission shall have the right—
4 (A) to intervene in the action;
5 (B) upon so intervening, to be heard in all
6 matters arising therein; and
7 (C) to file petitions for appeal.
8 (c) A c t i o n s  b y  C o m m is s io n .— -Whenever a civil ac-

1 1

9 tion has been instituted by or on behalf of the Commission
10 for violation of a provision of section 2, or of any rule
11 prescribed pursuant to section 3, no State may, during
12 the pendency of such action, institute a civil action under
13 this section against any defendant named in the complaint
14 in such action for violation of any provision or rule as al-
15 leged in the complaint.
16 (d) C o n s t r u c t i o n .— For purposes of bringing a civil
17 action under subsection (a), nothing in this section shall
18 prevent an attorney general from exercising the powers
19 conferred on the attorney general by the laws of the State
20 concerned to conduct investigations or to administer oaths
21 or affirmations or to compel the attendance of witnesses
22 or the production of documentary or other evidence.
23 (e) V e n u e ;  S e r v i c e  o f  P r o c e s s .— Any civil action
24 brought under subsection (a) in a district court of the
25 United States maj'' be brought in the district in which the
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1 defendant is found, is an inhabitant, or transacts business
2 or wherever venue is proper under section 1391 of title
3 28, United States Code. Process in such an action may
4 be served in any district in which the defendant is an in-
5 habitant or in which the defendant may be found.
6 (f) D e f i n i t i o n s .— In this section:
7 (1) A t t o r n e y  g e n e r a l .— The term “attorney
8 general” means the chief legal officer of a State.
9 (2) S t a t e . — The term “State” means any

10 State of the United States, the District of Columbia,
11 Puerto Rico, Guam, American Samoa, the United
12 States Virgin Islands, the Commonwealth of the
13 Northern Mariana Islands, the Republic of the Mar-
14 shall Islands, the Federated States of Micronesia,
15 the Republic of Palau, and any possession of the
16 United States.
17 SEC . 6. A CTIO N S BY IN T E R N E T  SE R V IC E  PR O V ID E R S AND

18 IN TER A C TIV E C O M PU T E R  SE R V IC E  PR O -

19 V ID ER S.

20 (a) A c t i o n s  A u t h o r i z e d .— In addition to any other
21 remedies available under any other provision of law, any
22 Internet sendee provider or interactive computer service
23 provider adversely affected by a violation of section
24 2(b)(1) may, within 1 year after discovery of the violation,

12
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9

10

11

12

13

14

15

16

17

18

19

2 0  

21 

22

23

2 4

25

bring a civil action in a district court of the United States 
against a person who violates such section.

(b) R e l i e f .—

(1) I n  g e n e r a l .— A n a c tio n  m a y  be b ro u g h t 

u n d e r  su b se c tio n  (a ) to  en jo in  a v io la tio n  re fe r re d  to  

in  t h a t  su b se c tio n , to  en fo rce  com p lian ce  w ith  th e  

p ro v is io n  re fe r re d  to  in t h a t  su b se c tio n , to  o b ta in  

d a m a g e s  a s  sp ec ified  in p a ra g ra p h  (2 ), o r  to  o b ta in  

su c h  f u r th e r  a n d  o th e r  re lie f  a s  th e  c o u r t  co n sid e rs  

a p p ro p r ia te .

(2 )  D a m a g e s .—

(A) I n  g e n e r a l .— T h e  a m o u n t o f  d a m ­

ag es  in a n  a c tio n  u n d e r  th is  sec tio n  fo r  a v io la ­

tion  sp ec ified  in su b se c tio n  (a) m a y  n o t  exceed 

$ 5 0 ,0 0 0  p e r  d a y  in w hich  e lec tro n ic  m ail c o n s ti­

t u t in g  su ch  v io la tio n  w as  received.

(B ) R e l a t io n s h i p  t o  o t h e r  d a m ­

a g e s .— D a m a g e s  aw ard ed  u n d e r  th is  su b sec tio n  

to r  a v io la tio n  u n d e r  su b se c tio n  (a ) a re  in a d d i­

tio n  to  a n y  o th e r  d a m a g e s  a w a rd a b lc  fo r th e  

v io la tio n  u n d e r  a n y  o th e r  p ro v is io n  o f  law .

(C ) C o s t  a n d  f e e s .— T h e c o u r t  m ay , in 

is su in g  a n y  fin a l o rd e r  in  a n y  a c tio n  b ro u g h t 

u n d e r  su b se c tio n  (a ), a w a rd  co s ts  o f  su it , r e a ­

so n ab le  c o s ts  o f  o b ta in in g  serv ice  o f  p ro cess ,
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1 reasonable attorney fees, and expert witness
2 fees for the prevailing party.
3 (e) V e n u e ; S e r v ic e  o f  P r o c e s s .— A n y  civil a c tio n

4 brought under subsection (a) in a district court of the
5 United States may be brought in the district in which the
6 defendant or in which the Internet sendee provider or
7 interactive computer service provider is located, is an in-
8 habitant, or transacts business or wherever venue is prop-
9 er under section 1391 of title 28, United States Code.

10 Process in such an action may be served in any district
11 in which the defendant is an inhabitant or in which the
12 defendant maybe found.
13 SEC . 7. PR E E M P T IO N .

14 This Act preempts any State or local laws regarding
15 the transmission or receipt of commercial electronic mail.
16 SEC. 8. D E FIN IT IO N S.

17 In this Act:
18 (1) C o m m e r c ia l  e l e c t r o n ic  m a il .— T he

19 term “commercial electronic mail” means any elec-
20 Ironic mail or similar message whose primaiy pur-
21 pose is to initiate a commercial transaction, not in-
22 eluding messages sent by persons to others with
23 whom they have a prior business relationship.
24 (2) I n i t i a t e  t i i e  t r a n s m i s s i o n .—

14
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1 (A) I n  g e n e r a l .— The term “initiate the
2 transmission”, in the case of an electronic mail
3 message, means to originate the electronic mail
4 message.
5 (B) E x c l u s i o n .— Such term does not in-
6 elude any inteivening action to relay, handle, or
7 otherwise retransmit an electronic mail mes-
8 sage, unless such action is carried out in inten-
9 tional violation of a provision of section 2.

10 (3 ) I n t e r a c t iv e  c o m p u t e r  s e r v ic e  p r o -

11 VIDER.— The term “interactive computer seivice
12 provider” means a provider of an interactive com-
13 puter sendee (as that term is defined in section
14 230(c)(2) of the Communications Act of 1934 (47
15 U.S.C. 230(e)(2)).
16 (4) I n t e r n e t . — The term “Internet” has the
17 meaning given that term in section 230(e)(1) of the
18 Communications Act of 1934 (47 U.S.C. 230(e)(1)).

O
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P l e a s e  s c h e d u l e  a  h e a r i n g  f o r  H o u s e  B i l l  4 0 4 ,  " A n  A c t  r e l a t i n g  t o  j o i n t  i n s u r a n c e  
a r r a n g e m e n t s ;  a n d  p r o v i d i n g  f o r  a n  e f f e c t i v e  d a t e , "  a t  y o u r  c o n v e n i e n c e .

A t t a c h e d  a r e  t h e  f o l l o w i n g  f o r  i n c l u s i o n  i n  t h e  c o m m i t t e e  p a c k e t

•  s p o n s o r  s t a t e m e n t
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■> l i s t  o f  t h e  F i s c a l  Y e a r  2 0 0 0  p a r t i c i p a n t s  i n  t h e  a s s o c i a t i o n
•  l e t t e r s  o f  s u p p o r t  f r o m  t h e  c i t i e s  o f  K o t z e b u e ,  S e w a r d  a n d  S o l d o t n a ,  t h e  S o u t h

N a k n e k  V i l l a g e  C o u n c i l ,  K o t l i k  T r a d i t i o n a l  C o u n c i l ,  a n d  U g a s h i k  T r a d i t i o n a l  V i l l a g e

A l s o  a t t a c h e d  i s  a  p o s i t i o n  p a p e r  b y  t h e  A l a s k a  I n d e p e n d e n t  I n s u r a n c e  A g e n t s  a n d  
B r o k e r s ,  I n c .  o p p o s i n g  H B  4 0 4 .  A  r e s p o n s e  t o  t h i s  o p p o s i t i o n  w i t h  p o s s i b l e  
a m e n d m e n t s  t o  a l l e v i a t e  t h e i r  c o n c e r n s  f o l l o w s .  I l e a v e  i t  t o  y o u r  d i s c r e t i o n  a s  t o  
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T h a n k  y o u  f o r  y o u r  c o n s i d e r a t i o n  o f  t h i s  r e q u e s t .  I f  y o u  h a v e  a n y  q u e s t i o n s  o r  w o u l d  
l i k e  a d d i t i o n a l  i n f o r m a t i o n ,  p l e a s e  c o n t a c t  D e b  D a v i d s o n  o f  m y  s t a f f .
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Alaska State Legislature
R e p r e s e n t a t i v e  G a r y  D a v i s

S P O N S O R  S T A T E M E N T  
Committee Substitute to House Bill 404 (C&RA)

An A ct relating to joint insurance arrangem ents and providing for an effective date

H o u s e  B i l l  4 0 4  a m e n d s  A S  2 1 . 7 6 . 0 1 0 ( a )  t o  e x p a n d  t h e  t y p e s  o f  e n t i t i e s  a l l o w e d  t o  e n t e r  
i n t o  j o i n t  i n s u r a n c e  a r r a n g e m e n t s  f o r  t h e  p u r p o s e  o f  a s s u m i n g  r i s k s  f r o m  l o s s e s  o r  
p u r c h a s i n g  c o v e r a g e .  N a t i v e  v i l l a g e  c o u n c i l s ,  N a t i v e  a s s o c i a t i o n s  a n d  n o n p r o f i t  
c o r p o r a t i o n s  c o u l d  e n t e r  i n t o  t h e s e  a g r e e m e n t s  p r o v i d e d  t h a t  t h e  c o u n c i l ,  a s s o c i a t i o n  o r  
c o r p o r a t i o n  e x e r c i s e s  a t  l e a s t  t w o  o f  t h e  g e n e r a l  m u n i c i p a l  p o w e r s  d e s c r i b e d  u n d e r  A S  
2 9 . 3 5 . 0 1 0  a n d  e i t h e r  a  m u n i c i p a l i t y ,  m u n i c i p a l  c o r p o r a t i o n ,  s c h o o l  d i s t r i c t  o r  R E A A  i s  
a l s o  a  m e m b e r  o f  t h e  a g r e e m e n t .

U n i n c o r p o r a t e d  c o m m u n i t i e s  i n  w h i c h  N a t i v e  c o u n c i l s ,  N a t i v e  a s s o c i a t i o n s  o r  s m a l l  
n o n p r o f i t  c o r p o r a t i o n s  e x e r c i s e  t r a d i t i o n a l  g o v e r n m e n t a l  f u n c t i o n s  h a v e  t r o u b l e  
o b t a i n i n g  a f f o r d a b l e  i n s u r a n c e  c o v e r a g e  i n  t h e  t r a d i t i o n a l  m a r k e t .  S m a l l ,  n o n p r o f i t  
c o r p o r a t i o n s  s u c h  a s  f r i e n d s  o f  t h e  l i b r a r y ,  s e n i o r  c i t i z e n  c e n t e r s  a n d  o t h e r  o r g a n i z a t i o n s  
w i t h i n  m u n i c i p a l i t i e s  a l s o  e x p e r i e n c e  t h i s  d i f f i c u l t y .

H o u s e  B i l l  4 0 4  w o u l d  a l l o w  t h e s e  e n t i t i e s  t o  e n t e r  i n t o  t h e  c o o p e r a t i v e  a g r e e m e n t s  
c u r r e n t l y  e n j o y e d  b y  o r g a n i z e d  m u n i c i p a l i t i e s  i n  A l a s k a .  T h e y  w o u l d  b e  a b l e  t o  o b t a i n  
t h e  n e e d e d  i n s u r a n c e  a t  a  m o r e  a f f o r d a b l e  r a t e  p r o v i d e d  t o  l a r g e r  i n s u r a n c e  p o o l s  a n d  
b y  s h a r i n g  t h e  r i s k  f o r  p o t e n t i a l  l o s s e s .

I n  o r d e r  t o  q u a l i f y  f o r  t h e  a b i l i t y  t o  e n t e r  i n t o  a n  a g r e e m e n t ,  t h e  n o n p r o f i t  c o r p o r a t i o n ,  o r  
t h e  N a t i v e  a s s o c i a t i o n  o r  v i l l a g e  c o u n c i l  w o u l d  n e e d  t o  e x e r c i s e  a t  l e a s t  t w o  o f  t h e  
g e n e r a l  p o w e r s  g i v e n  t o  o r g a n i z e d  m u n i c i p a l i t i e s  i n  t h e  s t a t e .  A d d i t i o n a l l y ,  a  
m u n i c i p a l i t y ,  m u n i c i p a l  c o r p o r a t i o n ,  s c h o o l  d i s t r i c t  o r  R E A A  w o u l d  a l s o  h a v e  t o  b e  a  
m e m b e r  o f  t h e  a g r e e m e n t .

J o i n t  i n s u r a n c e  a g r e e m e n t s  m a y  b e  e n t e r e d  i n t o  f o r  t h e  f o l l o w i n g  t y p e s  o f  i n s u r a n c e  
c o v e r a g e :  d i s a b i l i t y ,  p r o p e r t y ,  c a s u a l t y ,  s u r e t y ,  m a r i n e ,  w e t  m a r i n e  a n d  t r a n s p o r t a t i o n  
a n d  m o r t g a g e  g u a r a n t y .  I t  m a y  n o t  b e  e n t e r e d  i n t o  f o r  h e a l t h ,  l i f e  o r  t i t l e  i n s u r a n c e  
p u r p o s e s .

T h i s  l e g i s l a t i o n  w a s  r e q u e s t e d  b y  t h e  A l a s k a  M u n i c i p a l  L e a g u e / J o i n t  I n s u r a n c e  
A s s o c i a t i o n  a n d  h a s  t h e  s u p p o r t  o f  t h e i r  u m b r e l l a  o r g a n i z a t i o n ,  t h e  A l a s k a  M u n i c i p a l  
L e a g u e  a s  w e l l .
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ANCHORAGE OFFICE

P O S T I O N  P A P E R

The Alaska Municipal League Joint Insurance Association (AML/JIA) supports changes to AS 
21.76 adding email nonprofits, Native associations, and Native village governments to the 
existing pooling statute.

Each month, the AML/JIA receives phone cans from Native village governments seeking 
Insurance oovercge. They are disappointed to discover that this is permitted for municipal 
government# organized under state law. but not tor the 227 Federally recognized Native village 
governments in Alaska. Apparently, they have had some trouble finding coverage In the 
traditional market

It is also common to hear from our member municipalities or school districts that are seeking 
coverage for small-nonprofit partners such ee frionds of the l&rary, aenlor citizen centers, the 
humane society (animal control) or others who perform traditional governmental functions.

It Is the AML/JIA's view that as state aid to munldpslltlej declines, more services ere being 
dropped or shifted to other service providers. Since existing pools organized under AS21.76 
are accustomed to dealing with these exposures, it makes sense to permit these entities to pool 
with the new service providers as well.

A number of municipalities have dissolved In the past six years, and many more are seriously 
questioning their future, in mehy of those cases, especially where municipal govwmments have 
already dissolved, Native village governments have stepped in to provide services.

Since the Vcnctle decision, it seems clear that these Native viilsge government* in Alaska do 
not have taxing authority over non-membens in the absence of Indian Country. This lack of 
taxing authority la a concern for some, who feel that awe-organized munlclpalltieG with taxing 
authority could be paying for looses in email communitieH without taxing authority In tho unlikely' 
event of a pool failure. This Is already the case.

Local Government at to QEB77 
Visit our webcto: www.arrtjfei.0fl3
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Many small communities such as Platinum <52) may have the authority to tax, but without a tax 
base they ere essentially In tb* same position 88 Native village governments. Thia one reason 
why Alaska's pools have structured themselves to use excess insurance or reinsurance to avoid 
the catastrophic losaes that could threaten a pool's financial integrity. The assessment 
provisions presently in statute were placed there to provide a teve' of comfort to the lawmakers 
of the mld-80’8 when the pooling concept was a still a new idea. As a practical matter, It would 
be financial ouloide for a pool to assess a member (possibJy requiring them to go back to tho 
taxpayers). This has never happened and 1$ essentially a safety valve that fourteen years after 
the initial law wae passed eseme inconceivable to use.

In fact, the tax issue would onty arise If all a pool's assets wore insufficient to fund a loss. The 
AML/JIA presently exoeede all national pooling standards by a significant margin, and has 
admitted assets of approximately $18 million. Since the AML/JIa is never exposed to more than 
$250,000 on any foss It would taka more large lowse In a single year than we have experienced 
in the past 12 years tctal to exhaust the financial re&ouroes of the organization.

The Alaska Municipal League (AML) also supports the Idea of adding Native village 
governments to the pooling etalute. The 2o6q Policy Statement (Local Govt. Powers, D, 2) 
states:

2. Risk-Pooling; The League supports legislation enabling tribal organizations 
that provide municipal services to pool for the purposes of risk sharing and insurance 
services. As state funds to municipalities decline, tribal entities ere filling the void to 
provide municipal-type services to Alaska's citizens. Pooling is a cost-effective, efficient 
method for handling insurance needs of all entities providing these crMcai public 
services, Amending AS 21,76 to p emit tribal crgenizationo lo pod with municipalities 
helps keep the cost o f providing p ' pile services lower, (am 11/99)

In summary, both tho AML & the AML/JIA support the idea of amending AS21.76 to Include 
groups such as nonprofits and Nsfivs village governments providing municipal Bervtees. In fact, 
ii is important to note that ir» the absence of a municipal government, the State of Alaeka may be
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facing 'iabilit!C8 associated with the public infrastructure such as Bchools. As public sector 
services in Alaska continue to shift to different public secto' service providers, the need for 
affordable coverage and loss control services continues to be an important issue. Alaska's 
public entity pools seem a logical mechanism to provide affordable, quality risk financing to 
protect munlcipodties, Native village government organizations, small nonprofits, and tha State 
of Alaska's citizens.

If I can answer any questions regarding this proposal, please let me know.

Sincerely,

Eileen TenvHlias/ ARM 
Executive Director 
AML/JIA

#
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Alaska Municipal League Joint Insurance Association, Inc.

51 Akhiok 
7 Akutan 

89 Alakanuk *
86 Alcknagik 
82 Aleutians East Borough 
88 Aleu. East Boro Schools 

118 Ambler
147 Anch.SD/Aquarian Chlr - wc
148 Anch.SD/FamilyPartncrship Chtr - hc 
164 Anch.SD/Villagc Chtr - wc
149 Anch.SD/Walden Chtr - wc 
99 Anderson
55 Aniak 
81 Anvik
46 Atka 
50 Atqasuk 
10 Barrow
95 Bethel * - RL

100 Betties
101 Brcvig Mission
74 Bristol Bay Borough/Schools *
91 Buckland

103 Chefomak
104 Chcvak 
80 Chignik
37 Chualhbaluk 

167 Clark's Point
112 Collinan Cove
47 Colu Bay

131 Copper River Schools - rl 
159 Cordova/Schools/Mcdical Ctr. * -b 
66 Craig Schools 
52 Dccring

141 Delta Junction - wc 
90 Denali Borough
36 Dillingham *

109 Dillingham Schools
105 Diomede
11 Eagle 
70 Eck

113 Egcgik *
151 Ekwok
12 Eliin
5 Emmonak *

61 False Pass 
73 Fort Yukon *

142 Galena * - wc

F Y 2 0 0 0  P a rt ic ip a n ts

117 Gambcll 
4 Golovin 

60 Goodncws Bay
133 Haines *
134 Haines Borougli/Schools 
157 Homer - pi
160 Hoonah- sc 
67 Hoonah Schools 
13 Hooper Bay 
41 Houston 

130 Hughes 
31 Huslia 
84 Hydaburg

124 Iditarod Area Schools - Rl.
153 Kaktovik 
107 Kaltag 
69 Kasaan

154 Kcnai Pen. Boro/Schools 
48 Kiana
38 King Cove *
56 Klawock *
78 Kobuk
93 Kodiak * - b

102 Kodiak Island Borough/Schools
39 Kotlik
15 Kotzebue *

165 Koyuk
155 Koyukuk
114 Kuspuk Schools 
158 Kwcthluk *
97 Lake & Peninsula Borough 
62 Larsen Bay 
71 Lower Kalskag 

136 Lower Yukon Schools - r l

168 Manokolak 
128 Marshall *
110 McGrath
16 Mountain Village *
2 Nenana *

121 Nenana City Schools - wc
166 NewStuyahok 
45 Newhalen
17 Nikolai 
33 Nome *
42 Noorvik

169 North Pole (LELP)* - wc
150 North Slope Borough (LELP)* -it

63 Nuiqsut 
85 Nulato 

146 Nunapitchuk 
53 Old Harbor
19 Ouzinkic
20 Palmer *
57 Pelican 
72 Pilot Point 
43 Pilot Station 
98 Platinum 
68 Point Hope

119 Port Alexander
144 Port Hcidcn - b i a  

23 Port Lions
156 Pribilof School District - wc 
163 Ruby/Ruby Electric - wc 
59 Russian Mission 
• / St. George 
32 St. Mary’s *

137 St. Mary's Schools - r l

145 St. Michael 
35 Sand Point*

108 Savoonga 
106 Saxman 
83 Scammon Bay 
96 Selawik

138 Seldovia - pi 
34 Seward *

152 Nunam Iqua 
1 Soldotna *

162 SW Region School District -  b  

94 Tanana
161 Tanana School District - wc 
58 Teller
27 Tcnakce Springs
28 Thome Bay 
65 Togiak *
8 Unalaklcet *

122 Valdez (LELP)* - wc 
6 Wainwright 

79 Wasilla *
49 White Mountain 
21 Whittier *

116 Wrangell *
76 Yakulnt, City & Borough *

139 Yukutut Schools - sa
140 Yukon Flats Schools - wc

138 CORE Participants 
3 LELP only________________

141 Total Participants
3/10/2000 2:15 PM 
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P.O. Box 46
Koizcbue, Alaska 99752

■City Hall 
442*3401 ■

V o ic e  D c p L  
M2-3351-

Fire Dipt.- 
442-340-1

Public Works 
442-3401 , :

Feb ru a ry  2 9 / 2 0 0 0  ' /  ’ '.

R ep . G a ry  D a v is  ' . ; • .. •
R o o m  5 1 3  • ■ . . /  ; * • ■ ‘ ; (
S tate C ap ito l - ;  •• ' .' \ i
Juneau , A la s k a  99801-> I ' ‘ . ' ' . .» • . * * ,

D e a r R ep : D a v is : ' ) ’ ’ ’ .•

A s  y o u  a rc  w e ll aware , ra u m c ip a lg o v e rnm en tsan d  schoo ls  are experiencing extrem e fin anc ia l p ressu res , 
p a r t ic u la r ly  in R u ra l A la ska . M an y  o f  the sm a llest cities are on the b r i i lk  o f  d isso lu tion . R eg a rd le ss , o f  the 
s ize  o f  the com m unity ., som e o f t h e  serv ices have been a n d a re  being out-sourced to  lo c a l N a tiv e  • 
o rg an iza tion s  o r  n on -p ro fits , such, as the lib ra ry , an im a l con tro l, m useum s,sen io r c itizen  cenicrs,' and even 
p low in g  road s in  som e com m unities . • . - • ‘

A s a  m em be r o f  the A la ska  M un ic ip a l League/Jo in t In surance A ssoc ia tion ’ s p o o lin g  arrangem ent, the C ity  
o f  K o tz e b u e  hasv as have  a ll o ther p o o l m em bers, been fortunate to having .good insu rance cove rage  fo r  the 
se rv ices we p ro v id e  at reasonab le  ra te s .. O u r concern is'that as w e transfe r m un ic ipa l serv ices to n o n ­
p ro fits  o r  N a tive  V illa g e  jy-oups, that those entities be a llow ed  to u tilize  the same sound and p roven  
m echan ism  fo r  secu ring  g ood  insurance coverage at reasonab le rates so that o u r constituency is p ro tec ted . •

A dequate in su ran c e 'p ro te c tio n .t reasonab le  rates in R u ra l A la ska  is d iff ic u lt  to obtain '.' A s  m ore -and  m ore  
sm a ll c ities d rop  the serv ices that have  been funded by the S ra tq and  lo c a l N ative v illa g e  gove rnm en ts trike  ' 
o v e r those se rv ices, th eS ta te  o f  A laska .shares in the liab ility  fo r  those functions. H av in g  adequate 
in surance p ro tec tion  se rves to  p ro te a  the. S ta te ’ s interests as w e ll. . . '  • • •  •

T h e re fo re w e  are v e ry  supportive o f  H B 4 0 4 . I f  th e re  are any questions we can answ er, p lease  do  no t 
hesitate (o  c a ll. • ’



FO. BOX 167 
SEWARD. ALASKA 99664-0167

CITY OF SEWARD •  Main Office (907) 224-4050
•  Police (907) 224-3338
•  Harbor (907) 224-3138
•  Fire (907) 224-3445
•  Fax (907) 224-4038

Representative G ary  D avis 
Room  513 
State Capitol
Juneau, A laska 99801-1182 

D ear R epresentative Davis:

As you are aw are, m unicipal governm ents and school districts are experiencing financial pressures, 
particularly in  ru ral A laska. M any o f  the sm allest cities are on the brink o f  dissolution. R egardless 
o f  the si2e o f  the com m unity, som e o f  the services have been and are being out-sourced to  local 
N ative organizations o r non-profits, such as the library, anim al control, m useum s, sen ior citizen 
centers and even  p low ing roads in  som e communities.

As a m em ber o f  the A laska M unicipal League Joint Insurance A ssociation’s poo ling  arrangem ent, 
the C ity  o f  Sew ard has, as have all o ther pool members, been fortunate to  have good  insurance 
coverage for th e  services we provide a t reasonable rates. O ur concern is  th a t as w e transfer 
m unicipal services to  non-profits o r N ative V illage groups, that those entities b e  allow ed to  u tilize 
the sam e sound and  proven  m echanism  for securing good insurance coverage a t reasonable ra tes so 
that our constituency is protected.

Adequate insurance protection at reasonable rates in rural A laska is difficult to  obtain. A s m ore and 
more sm all cities drop the services that have been funded by  the State and local N ative V illage 
governm ents and /o r non-profit organizations take over those services, the State o f  A laska shares in  
the liability for those functions. H aving adequate insurance protection serves to  pro tect the  S ta te ’s 
interests as w ell.

Therefore w e are very  supportive o f  HB404.

Sincerely,
C '

S t_______
City M anager

Phone : 9 0 7 -2 2 4 -4 0 4 7  
Fax : 9 0 7 -2 2 4 -4 0 3 8
E -m a il: c itvm g r@ sew ard .n e i

7 / T rxr̂ rtA aCBbbZZZOS'QI aavna s  ho  a x i o 'W o h h  0 0 * 6 0  0 0 - s i - a v w

mailto:citvmgr@seward.nei


City of Soldotna
177 North Birch © S old otn a , A laska 99669 ® Phone: (907) 262-9107

The Honorable Gary Davis 
House of Representatives 
State Capitol 
Room 513
Juneau, Alaska 99801-1182

Dear Representative Davis:

The City of Soldotna is a charter member of the Alaska Municipal 
League/Joint Insurance Association and as such fully support HB404 which 
would allow the AML/JIA risk pool to expand to include Native associations, 
Native village councils and non-profits exercising at least two municipal 
powers as listed in AS 29.35.010.

It is our belief that adding these entities will make the pool stronger, 
as well as provide the needed affordable coverage and loss control services 
to those who are now attempting to provide such items even though they 
are not part of a municipality.

We support HB404 as the best way to provide them with coverage 
while hopefully lowering the cost of providing public services for us all.

Sincerely,

March 17, 2000

/

ken Lancaster 
Mayor



Fw: HB 404

Subject: Fw: HB 404
Date: Mon, 6 Mar 2000 11:54:14 -0900 

From: "Kevin Smith" <kev@pobox.alaska.net>
Reply-To: "Kevin Smith" <kevins@jnu.amljia.org>

To: "Rep. Gary Davis" <Representative_Gary_Davis@legis.state.ak.us>
CC: "Deb Davidson" <Deb_Davidson@legis.state.ak.us>, < ftasnvc@bristolbay.com>

D ea r R ep . D av is :

I  received this e -m a il o f  support fo r  H B 4 0 4  that y ou  m ight w ish to add to y o u r g row ing  co llec tion .

-  K ev in  Sm ith

—  Original Message —
From: ftasnvc
To: kevins@inu.amliia.org
Sent: Monday, March 06, 2000 11:03 AM
Subject: HB 404

The  South N akn ek  V illa g e  C ounc il supports passage o f  F IB 4 0 4 . W e are a fe d e ra lly  recogn ized  tribe and have been 
p rov id ing  serv ices to a l l com m unity  m em bers since o u r inception in the e a r ly  60's. A lthough  we arc p an  o f  the B ris to l B ay  
B o rough , we p ro v id e  o u r ow n water and sewer, health services and fede ra l and state grants.

W e  support I I B  4 0 4  since it w ou ld  low e r ou r insurance prem ium s.

1 o f  1 3/7/00 10:06 AM
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