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* Sec. 5. AS 29.10.200 is amended by adding a new paragraph to read:
(60) AS 29.71.070 (personal exercise of religious freedom protected).
* Sec. 6. AS 29.71 is amended by adding a new section to read:

Sec. 29.71.070. Personal exercise of religious freedom protected, (a) A
municipality jnav not place a substantial burden on a person’s free exercise of religion
unless

(1) the burden is in the form of a rule of general applicability and does
not intentionally discriminate against religion or among religions; and

(2) application of the burden to the person is essential to further a
compelling governmental interest and is the least restrictive means of furthering t.iat
compelling governmental interest.

(b) A person may bring a civil action against a municipality for a violation of
this section, and the court may grant appropriate relief.

_ (c) This section may not be construed to create an establishment of religion
or to authorize the infringement of the individual rights of a third party.

(d) This section applies to home rule and general law municipalities.

* Sec. 7. AS 44.62 is amended by adding a new section to article 2 to read:

Sec. 44.99.130. Personal exercise of religious freedom protected, (a) A
state agency may not place a substantial burden on a person’s free exercise of religion
unless

(1) the burden is in the form of a rule of general applicability and does
not intentionally discriminate against religion or among religions; and
(2) application of the burden to the person is essential to further a
) compelling governmental interest and is the least restrictive means of furthering that
compelling governmental interest.
f 6 x\I/§Ai (b) A person may bring a civil action against a state agency for a violation of
Wiis eaction, RO the byt may grant BPPFOpFiate Felief,

(c) This section may not be construed to create an establishment of religion
or to authorize the infringement of the individual rights of a third party.

(d) In this section, "state agency" means a department, institution, board,

commission, division, authority, public corporation, committee, or other administrative
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unit of the executive branch of slate government., including the University of Alaska,

the Alaska Railroad Corporation, and the Alaska Aerospace Development Corporation.
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NORTHWEST
RELIGIOUS LIBERTY ASSOCIATION

NRLA

Chairman
Jere D. Pateer

March 30, 2000

Vice Chairman Alaska State Legislature
Bryce Pascoe Alaska State Affairs Committee
President

Gregory W, Hamilton Re: HB 387 - The Alaska Religious Freedom Protection Act

Vice President Honorable Chair and Committee Members,
D'nna K. Justice
Government Relations We strongly support House Bill 387 for several reasons but | wish to express
Joseph Story, Alaska my appreciation to the sponsor and cosponsors of this bill. First, we support this bill
Mor:i-s F"B-rSSF;F; 'ai:iana and are mindful of the fact that the Supreme Court's decision in Sherbert v. Vemer
Dan McCulloch, Oregon (1963) specifically involved a Seventh-day Adventist church member who had been
H. J. Bergman, Washington discriminated against at her place of employment on the basis of her firmly held

beliefs. We take special interest in the fact that it was in this particular case that the
high court ruled that the state's interest in denying unemployment benefits - merely
because Mrs. Sherbert would not make herself available for work on Saturday (her
Sabbath) as required by the state's unemployment compensation law - was
insufficiently compelling to warrant an infringement upon this most fundamental right:
the free exercise of religion.

* LEGAL RATIONALE

Second, the sponsors efforts to restore the "compelling state interest” and
"least restrictive means " tests as established in Sherbert v. Vemor (1963) and
Wisconsin v. Yoder (1972), respectively, could not come at a better time. Such a
provision will effectively restore an individual's right to free exercise of their religious
convictions at the state level, and prevent the unnecessary discrimination that occurs
on a daily basis in the public sector, particularly in the workplace. As Justice Sandra
Day O'Connor stated in the Supreme Court's Decision in Employment Division of
Oregon v. Smith, the court made a critical mistake when they failed to offer
"convincing" evidence "to depart from the settled First Amendment jurisprudence."
This fundamental departure allows states to 1) "make criminal an individual's
religiously motivated conduct" in a way that burdens [an] individual's free exercise of
religion”; 2) puts at a clear disadvantage minority religions and religious practices
when leaving accommodation to the political process; and 3) enables government to
ignore religious claims altogether, if it suits them, without offering any compelling
justification to support their actions (494 U.S. 872 at 897, 902). However, as Justice
O'Connor reiterated in Smith,

The essence of a free exercise claim is relief from a burden imposed by
government on religious practice or beliefs, whether the burden is imposed
directly through laws that prohibit or compel specific religious practices, or
indirectly through laws that, in effect, make abandonment of one’s own
Mailing: P.O. Box 16670 religion or conformity to the religious beliefs of others the price of an equal

Portland, OR 97292-0670 place in the civil community (494 U.S. 872 at 897).

Location: 10225 E. Burnside St.
Portland, OR 97216

Telephone: (503) 255-7300
Fax: (503) 253-2455
www.libertyexpress.org
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HISTORICAL RATIONAL

Third, to place on the shoulders of government the burden to prove a
compelling interest in order to protect the greater, or common good, is to place an
individual's claim to religious freedom in its rightful place. America's founders,
namely Thomas Jefferson and James Madison, believed that the free exercise of
religion was the most 'liberal” of all the rights Americans could claim, the one right
that placed the greatest trust in the capacity of private choice, and the one least
dependent on positive law. In other words, a right that was considered
"unalienable.” Again, as Justice O'Connor stated in Smith, 'The First Amendment
was enacted precisely to protect the rights of those whose religious practices are not
shared by the majority” (493 U.S. 872 at 902). We believe that HB 387 will restore
this historical intent at the state level.

If | can be of further assistance, please do not hesitate to contact me.

Sincerely,

Joseph L. Story, Government Relations Representative
Northwest Religious Liberty Association
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NORTHWEST
RELIGIOUS LIBERTY ASSOCIATION

March 30, 2000

Alaska State Legislature
Alaska State Affairs Committee

Re: HB 387 The Alaska Religious Freedom Protection Act

Honorable Chair and Committee Members,
WHY EXEMPTIONS ARE NOT NECESSARY

Smith left the Free Exercise Clause virtually toothless in all but the rarest of
cases. Yet the ACLU would rather leave religious believers statutorily defenseless than
enact a Religious Freedom Restoration Act (like the Alaska's Religious Freedom
Protection Act) that would apply to all claims and all Americans. Specifically, we have
learned that the ACLU wants the Alaska Religious Freedom Protection Act amended so it
could not be invoked by many believers against an antidiscimination law. Call it by any
other name - but this would be a carveout, a repudiation of the bedrock of 'inalienable
rights” and equal protection of the laws.

For the following reasons, the Northwest Religious Liberty Association - a
member of the National Coalition for the Free Exercise of Religion - would have to
vigorously oppose the Alaska Religious Freedom Protection Act if it were amended to
exdude a dass of religious practices or daims from its protedion.

1. The Free Exercise of Religion should not Always be Subordinated to
other Civil Rights.

As a matter of prindple, should the First Freedom always prevail over
antidiscrimination law? No. Sodety's interest in eradicating radal discrimination will
continue to trump daims that one's religion compels radst practices.

But neither should the opposite extreme be legislated: that certain dvil rights
always outweigh the believer's interest in religious exerdse. A prindpled Religious
Freedom Protedion Act would apply the same test to all religious practices substantially
burdened by government, and leave the courts a case-by-case application of that uniform
test. The explidt and prominent constitutional regard for free exerdse of religion admits
of no exceptions, qualifiers or disclaimers.

The First Freedom protected by the Framers in our Bill of Rights is religious
freedom induding protection from government prohibition on 'the free exercise" of
religion. Religious freedom is a "civil right," arguably the foundational and preeminent
one upon which all others depend. If a government will not accommodate a dtizen's
fulfillment of his or her obligation to God, then no other human right is safe from
government.
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hardly object to the Senate's version, which contained carveouts for incarcerated persons
and a special provision on regulation of land use by religious groups. One carveout
begat another. And thus shall it be if Alaska opens the Pandora’s Box of stripping the
Religious Freedom Protection Act’s protection from disfavored religious practices and

believers.

Please oppose any carveout amendments to House Bill 387. On the basis of this
reasoning, we strongly urge you to support House Bill 387 without any exemptions.

If I can be of further assistance, please do not hesitate to contact me.

Sincerely,

Joseph L. Story, Government Relations Representative
Northwest Religious Liberty Association



FOR INFORMATION CONTACT:
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Alaska

Cases during the time of the Religious Freedom Restoration Act
The time period is from Nov. 23,1993 to July 1,19971

The Numbers
2,307 Total Alaska Civil Cases?2

387 Total Prisoner Civil Cases?2
16.8% of totJ civil cases

155 Total Prisoner Civil Rights Cases (Section 1983)2
e 6.7% of total Civil Cases
e 40.1% of total Prisoner Civil Cases

2 Total Reported Religious Freedom Restoration Act Cases3
e 0.0867% of total Civil Cases

0 Total Reported Prisoner Religious Freedom Restoration Act Cases4

e 0.0000% of total Civil Cases
e 0.0000% of total Prisoner Civil Cases

0 Total Reported Prisoner Religious Freedom Restoration Act Cases that
did not include the phase, "First Amendment"5
e 0.0000% of total Civil Cases
< 0.0000% of total Prisoner Civil Case

1Act was signed November 16.1993 and struck down by the Supreme Court June 25,1997.

2 Derived using the C-3 charts of the Bureau of Justice. (Includes 1994-1996,1/12 of 1993, and 1/2 of 1997.)

3 Derived using a Westlaw search: (Included the phrase, "Religious Freedom Restoration Act”)

4Derived using a Westlaw search: (Included the phrase, "Religious Freedom Restoration Act" and any one of the following words: Prison,
Prisoner, Prisons, Correction, Corrections, Correctional, Inmate, Warden, Penitentiary and from the dates 11/23/1993 to 7/1/1997. Each
case was then examined, and only verified prisoner cases were Included.)

5Derived using a Westlaw search: (Included the phrase, "Religious Freedom Restoration Act" but not the phrase, "First Amendment" and
including any one of the following words: Prison, Prisoner, Prisons, Correction, Corrections, Correctional, Inmate, Warden, Penitentiary
and from the dates 11/23/1993 to 7/1/1997. Each case was then examined, and only verified prisoner cases were included.)
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Arizona

Cases during the time of the Religious Freedom Restoration Act
The time period is from Nov. 23, 1993 to July 1,1997

The Numbers
13,285 Total Arizona Civil Cases?2

6,129 Total Prisoner Civil Cases?2
e 46.1% of total civil cases

4,337 Total Prisoner Civil Rights Cases (Section 1983)2
e 32.6% of total Civil Cases
e 70.8% of total Prisoner Civil Cases

15 Total Reported Religious Freedom Restoration Act Cases3
e 0.1129% of total Civil Cases

12 Total Reported Prisoner Religious Freedom Restoration Act Cases4
e 0.0903% of total Civil Cases
e 0.1958% of total Prisoner Civil Cases

5 Total Reported Prisoner Religious Freedom Restoration Act Cases that
did not include the phase, "First Amendment"5
e 0.0376% of total Civil Cases
e 0.0816% of total Prisoner Civil Case

1Act was signed November 16.1993 and struck dcwn by the Supreme Court June 25,1997.

1 Derived using the C-3 charts of the Bureau of Justice. (Includes 1994-1996,1/12 of 1993, and 1/2 of 1997.)

3Derived using a Westlaw search: (Included the phrase, "Religious Freedom Restoration Act.")

4Derived using a Westlaw search: (Included the phrase, "Religious Freedom Restoration Act" and any one of the follcwing words: Prison,
Prisoner, Prisons, Correction, Corrections, Correctional, Inmate, Warden, Penitentiary and from the dates 11/23/1993 to 7/1/1997. Each
case was then examined, and only verified prisoner cases were included.)

5Derived using a Westlaw search: (Included the phrase, "Religious Freedom Restoration Act" but not the phrase, "First Amendment” and
including any one of the follcwing words: Prison, Prisoner, Prisons, Correction, Corrections, Correctional, Inmate, Warden, Penitentiary
and from the dates 11/23/1993 to 7/1/1997. Each case was then examined, and only verified prisoner cases were Included.)

299Bjim


mailto:DKesari@justicefellowship.org

Alaska Civil Liberties Union
Statement on the Protection of Religious Liberty
Before the House Committee on Health, Education
& Social Services

Presented by Jennifer Rudinger, Executive
Director
March 7, 2000

. INTRODUCTION

Mr. Chairman and members ofthe Committee,

The Alaska Civil Liberties Union (AkCLU) greatly appreciates the opportunity to present
this position paper on the importance of ensuring that any state legislation enhancing tne
protection of religious exercise will not cause any unintended harm to the enforcement of state
and local civil rights laws. The American Civil Liberties Union (ACLU) historically supports
legislation providing stronger protection of religious exercise-even against neutral, generally
applicable governmental restrictions. But our concern is that some courts may turn a statutory
shield for religious exercise into a sword against state and local civil rights laws.

Thus, the AKCLU regrets that we have no choice but to ask the Committee to refrain
from passing House Bill 387 (Alaska Religious Freedom Protection Act, or “ARFPA”) unless it
will have no adverse consequences on the hard-won civil rights laws enacted and enforced by
state and local governments. We offer several amendments, described below, to prevent any
unintended adverse consequences. For the past decade, the ACLU has fought in Congress and
the courts to preserve or restore the highest level of constitutional protection for claims of
religious exercise. We have directly represented persons asserting burdens on their religious
beliefs, filed amicus briefs with the Supreme Court, and were founding members of the coalition
that supported the Religious Freedom Restoration Act in 1993, and the Religious Liberty
Protection Act ("RLPA™) during most of the last Congress.

However, we are no longer part of the coalition supporting the federal RLPA, as
introduced in the House, because we could not ignore the potentially severe consequences that it
may have on state and local civil rights laws. Although we believe that courts should find civil
rights laws compelling and uniform enforcement of those civil rights laws the least restrictive
means, we know that at least several courts have already rejected that position. We agree with
Representative Croft that the result reached by the Alaska Supreme Court in Swanner is a good
result. Swanner, d/b/a Whitehall Properties v. Anchorage Equal Rights Commission, 874 P.2d
274 (Alaska 1994). However, we all know that the principle of stare decisis is not absolute.
Furthermore, it is not at all clear whether the same compelling interest the Swanner Court found
in preventing housing discrimination on the basis of marital status would also be extended to
preventing discrimination on the basis of other classifications, such as familial status, pregnancy
status, disability, sexual orientation, or religion.

There is much disagreement in other jurisdictions about the issues raised in Swanner. We
have found that landlords across the country have been using state religious liberty claims to



challenge the application of state and local civil rights laws protecting persons against marital
status discrimination. None of the claims, including those in Swanner, involved owner-occupied
housing; all of the landlords owned so many investment properties that they were outside the
state laws' exemptions for small landlords. These landlords all sought to turn the shield of
religious exercise protections into a sword against the civil rights of prospective tenants.

To confuse matters even more, the U.S. Court of Appeals for the Ninth Circuit (which
governs Alaska) recently applied a strict scrutiny standard of review to a local civil rights law in
deciding a claim by landlords that compliance with that law protecting unmarried couples from
discrimination based on marital status burdened the landlords' religious beliefs. Thomas v.
Anchorage Equal Rights Commission, 165 F.3d 692 (9th Cir. 1999). The court held that the
governmental interest in preventing marital status discrimination was not compelling. As a result,
the landlords did not have to comply with that civil rights law. The AKCLU has submitted an
amicus brief in this case, arguing that the state does have a compelling interest in prevc nting
discrimination on the basis of marital status in housing, a la Swanner. and the case is scheduled
to be reheard by an en banc panel of the Ninth Circuit this month.

Besides the Ninth Circuit, the Massachusetts Supreme Court and a plurality of the
Minnesota Supreme Court have also found that defendants in similar civil rights cases may have
a religious liberty defense against state civil rights claims. The only two state court decisions that
found in favor of the civil rights plaintiffs in similar cases are in California and Alaska-but both
states are in the Ninth Circuit.

An improperly drafted statute could jeopardize more than marital status protection. The
Ninth Circuit's analysis calls into question all state and local civil rights laws which are not
motivated by a "firm national policy" in favor of eradicating specific forms of discrimination.
Thus, persons protected because of characteristics such as marital status, familial status,
pregnancy status, sexual orientation, disability, and perhaps religion itself, could find their
protections under state or local laws eroded by federal law. If legislation such as an unamended
HB 387 becomes law, an applicant for ajob or housing may have no state or local law protection
against having to answer questions such as: Is that your spouse? Are those your children? Are
you straight or gay? Are you pregnant? Are you HIV-positive? Mentally ill? Physically disabled?
What is your religion?

Even where a “firm national policy” in eradicating certain types of discrimination could
be shown, such as classifications based on race or sex, courts may conclude that such a
compelling governmental interest could be achieved without prohibiting the discriminatory
conduct of the particular defendant claiming a religious exemption to a civil rights law. 1 am
attaching a paper submitted by the NAACP to Congress in opposition to the federal RLPA. The
NAACP paper analyzes this danger in greater detail.

In the wake of recent court decisions around the country and in our very own Ninth
Circuit, and in light of the lack of Alaskan precedent on so many of these issues, the Committee
should not leave the problem of a state religious liberty statute's potential effect on state and
local civil rights laws unresolved. The stakes are too high.

Instead, the AKCLU urges you to consider other alternatives for providing a shield for
religious exercise without creating a sword against civil rights laws. As Texas State
Representative Scott Hochberg’s testimony to Congress (also attached with this paper) explains,
Texas Governor George W. Bush signed into law-only last summer-a state RFRA that protects
Texas' civil rights laws. In Congress, the ACLU and many other groups are supporting a civil
rights amendment to RLPA offered by Congressman Nadler that will have a similar result.



The AKCLU very much appreciates your willingness to consider these concerns as you
consider HB 387. We believe that members of the legislature who justifiably care deeply about
protecting both religious exercise and state and local civil rights laws should not be forced to
choose. It is a false choice because both goals can be made compatible. We hope to work with
members of the Committee to resolve this problem. Thank you once again for this opportunity to
present our concerns.

[l. SCOPE OF THE POTENTIAL PROBLEM

This Committee is presently considering HB 387, the Alaska Religious Freedom Protection
Act ("ARFPA"), which would provide extensive statutory protection for religious exercise to
replace or enhance the constitutional protection previously afforded religious exercise prior to a
1990 Supreme Court decision that lowered the standard of review for religious exercise claims.
HB 387 provides, in relevant part, that:

A [government entity] may restrict a person’s free exercise of religion only if (1.) the
restriction is in the form of a rule of general applicability and does not intentionally
discriminate against religion or among religions; and (2.) application of the restriction to
the person is essential to further a compelling governmental interest and is the least
restrictive means of furthering that compelling governmental interest.

. This section may not be construed to create an establishment of religion or to
authorize the infringement of a person’s individual rights.

As introduced, HB 387 does not have any provision specifically addressing its potential effect on
state and local civil rights laws.

The scope of the potential civil rights problem raised by religious freedom statutes is
broad. The U.S. Court of Appeals for the Ninth Circuit and four state supreme courts have
recently decided five cases with nearly identical fact patterns, namely, landlords claiming that
their religious beliefs defeat housing discrimination claims brought by unmarried heterosexual
persons based on marital status.- The decisions were split, with the Ninth Circuit and the
Massachusetts and Minnesota courts holding that a religious liberty defense could defeat civil
rights claims based on state or local laws. The courts could apply the reasoning in those
decisions to civil rights claims made by members of other groups that also receive less protection
from the courts and the federal government. Although the Alaska Supreme Court in Swanner
upheld the anti-discrimination laws in the context of marital status, it is unclear whether the
court’s reasoning would extend to other types of civil rights claims.

The intent of at least some of the supporters of federal RLPA is clear. Several witnesses
during hearings before the House and Senate Judiciary Committees specifically stated their belief
that RLPA could and should be used as a defense to civil rights claims based on gender, religion,
sexual orientation, and marital status.

In applying standards of review substantially similar to the ARFPA and RLPA religious
exercise standard, numerous courts have recently decided cases in which defendants raised a
religious liberty defense to civil rights claims based on state or local laws protecting against
discrimination in housing based on marital status. See Thomas v. Anchorage Equal Rights
Commission, 165 F.3d 692 (9th Cir. 1999) (governmental interest in preventing marital status
discrimination was not compelling); Smith v. Fair Employment & Housing Cornm'n, 913 P.2d
909 (Cal. 1996) [hereinafter "Smith v. FEHCA (no substantial burden on religious exercise
found); Attorney General v. Desilets, 636 N.E.2d 233 (Mass. 1994) (remanding for further



consideration of whether the governmental interest in eliminating discrimination based on
marital status was compelling and whether uniform application of the state anti-discrimination
law was the least restrictive means); Swanner, d/b/a Whitehall Properties v. Anchorage Equal
Rights Comm'n, 874 P.2d 274 (Alaska), cert, denied, 115 S. Ct. 460 (1994) (the government's
interest in providing equal access to housing was compelling and uniform application of the state
anti-discrimination law was the least restrictive means); Cooper v. French, 460 N.W.2d 2 (Minn.
1990) ("marital status” did not include unmarried cohabiting couples; a plurality of the court also
found no compelling governmental interest in preventing marital status discrimination). Thus, in
the Ninth Circuit and Massachusetts and Minnesota, defendants may successfully use their
religious beliefs to defeat at least certain civil rights claims based on state or local laws.

In those housing cases, the owner-occupied exceptions found in all state fair housing laws
did not apply; the rental properties at issue were not owner-occupied, but instead were used
solely for investment purposes. See Thomas, 165 F.3d 692 (statute provides exception for "space
rented in the home of the landlord"); Desilets, 636 N.E.2d at 238 n.8 (law applicable only to
"dwellings that are rented to three or more families living independently of each other");
Swanner, 874 P.2d at  (statute provides exception for individual home "wherein the renter or
lessee would share common living areas with the owner"); French, 460 N.W.2d 2 (owner did not
live in subject property, a two-bedroom house); Smith v. FEHC, 913 P.2d at 912 (Smith "does
not reside in any of the four units"). The landlords all claimed that their sincerely held religious
beliefs about premarital sexual relations required them to deny housing to unmarried couples,
despite state or local laws prohibiting discrimination on the basis of marital status in housing.
Although the religious liberty defense was not always successful, the courts were split on
whether the anti-discrimination laws impose a substantial burden on the exercise of the landlord's
religion, and on whether the governmental interest in eradicating marital status discrimination in
housing is compelling and pursued by the least restrictive means.

Defendants in civil rights cases have also raised religious liberty defenses in cases
involving such characteristics as race or sexual orientation and in contexts ranging from
educational institutions to employment. For example, defendants or courts unsuccessfully raised
religious rationales for racially discriminatory practices. E.g., Bob Jones Univ. v. United States,
461 U.S. 574, 604 (1983) (religious university claimed that its religious beliefs about
miscegenation - interracial marriage -- justified racial discrimination in admissions); see also
Loving v. Virginia, 388 U.S. 1(1967) (invalidating a Virginia antimiscegenation statute).-

Prior to the Supreme Court lowering the standard of review for religious liberty claims in
Employment Division of Oregon v. Smith, 485 U.S. 660 (1988), the use of religious liberty
defenses to civil rights claims was widespread. See, e.g., Bob Jones Univ., 461 U.S. 574, 604;
EEOC v. Pacific Press Publishing Ass'n, 676 F.2d 1272 (9th Cir. 1982) (religious publishing
house claimed that dismissing employee in retaliation for bringing discrimination charges was
based on religious doctrine forbidding members of the church from bringing lawsuits against the
church); Minnesota ex rel. McClure v. Sports & Plealth Club, Inc., 370 N.W.2d 844 (Minn.
1985) (health club's owners insisted on hiring only employees whose religious beliefs were
consistent with the owners' religious beliefs despite state anti-discrimination law forbidding
employment discrimination based on religion, sex, and marital status); Gay Rights Coalition v.
Georgetown Univ., 536 A.2d 1 (D.C. App. 1987) (religious university argued that its religious
belief” justified the denial of "university recognition” to gay student group, despite a District of
Columbia civil rights law prohibiting discrimination on the basis of sexual orientation).



Currently, Alaska state and local laws also provide protection based on other
characteristics that receive less than strict scrutiny, such as disability, sexual orientation, age,
familial status, or pregnancy. Although the governmental interest in eradicating discrimination
has been found compelling in the context of Swanner, providing a new defense in civil rights
actions will—at minimum-increase the cost of litigation for plaintiffs. However, the risk for
persons claiming civil rights protection based on characteristics that receive lower levels of
scrutiny is substantial. Because many of the groups claiming protection under state and local
civil rights laws do not currently receive heightened scrutiny for their claims in court, and
receive little or no explicit federal statutory protection from Congress, it is likely that at least
some courts would find that the governmental interest in ending discrimination against these
groups is not compelling. As noted above, courts around the country are divided on these
questions, and these decisions have come from states that traditionally have been vigorous and
strict in enforcing their civil rights laws.

[Il. APPLICATION OF THE FOUR-PART ARFPA TEST TO CIVIL
RIGHTS CLAIMS

HB 387 provides, in relevant part, that:

A [government entity] may restrict a person’s free exercise of religion only if (1.) the
restriction is in the form of a rule of general applicability and does not intentionally
discriminate against religion or among religions; and (2.) application of the restriction to
the person is essential to further a compelling govemmenvjl interest and is the least
restrictive means of furthering that compelling governmental interest.

Thus, in deciding a challenge to a civil rights claim based on a state or local anti-discrimination
law, a court must apply a four-part test: (i) is the defendant's discrimination "religious exercise"?;
(i) does the applicable state or local anti-discrimination law "restrict” the defendant's religious
exercise?; (iii) is the government's interest in eradicating the discrimination "compelling"?; and
(iv) are uniformly applied anti-discrimination laws the least restrictive means of furthering any
compelling governmental interest?

A. Is Discrimination "Religious Exercise' Under ARFPA?

The first part of the ARFPA test is whether a refusal to comply with civil rights laws is
religious exercise. Because ARFPA does not define what constitutes a religious exercise, any
civil rights defendant who can show that his or her discriminatory actions were in any way
"restricted" will be able to meet this prong of ARFPA. Under the pre-Smith Free Exercise
Clause jurisprudence which ARFPA purports to restore, the "Supreme Court free exercise of
religion cases have accepted, cither implicitly or without searching inquiry, claimants' assertions
regarding what they sincerely believe to be the exercise cf their religion, even when the conduct
in dispute is not commonly viewed as a religious ritual." Desilets, 636 N.E.2d at 237 (citing
Hobbie v. Unemployment Appeals Comm'n of Fla., 480 U.S. 136, 137 (1987); United States v.
Lee, 455 U.S. 252, 257 (1982); Thomas v. Review Bd. ofthe Ind. Employment Sec. Div., 450 U.S.
707,715 (1981)).

Courts have held that refusal to rent an apartment to an unmarried heterosexual couple
based on the landlord's religious belief that promoting premarital sex is sinful is religious
exercise. See, e.g., Smith v. FEHC, 913 P.2d at 923 ("While the renting of apartments may not
constitute the exercise of religion, if Smith claims the laws regulating that activity indirectly



in rental properties can, if site does not wish to comply with an anti-discrimination law that
conflicts with her religious beliefs, avoid the conflict, without threatening her livelihood, by
selling her units and redeploying the capital in other investments." Smith v. FEHC, 913 P.2d at
925. The court also noted that "the landlord in this case does not claim that her religious beliefs
require her to rent apartments; the religious injunction is simply that she not rent to unmarried
couples. No religious exercise is burdened if she follows the alternative course of placing her
capital in another investment.” Id. at 926.

Because the court in Smith v. FEHC used an analysis for "substantial burden™ that may be
more stringent than the analysis required by ARFPA, Alaska courts are likely to view the
"choice" of engaging in a different occupation or complying with the anti-discrimination law and
violating one's religious beliefs as too harsh, and conclude that the burden is substantial. See,
e.g., Desilets, 636 N.E.2d at 237-38 (substantial burden imposed because the civil rights law
"affirmatively obliges the defendants to enter into a contract contrary to their religious beliefs
and provides significant sanctions for its violation,” and "both their nonconformity to the law and
any related publicity may stigmatize the defendants in the eyes of many and thus burden the
exercise of the defendants' religion™). Indeed, all courts, other than the court in Smith v. FEHC,
that have considered the question in the housing context have found that the state or local anti-
discrimination law substantially burdened the defendant's exercise of his or her religious beliefs.

C. Is the Governmental Interest in Eradicating Discrimination Compelling?

The third part of the ARFPA test provides that only a compelling governmental interest
justifies imposing a restriction on the exercise of religion. The courts that recently decided civil
rights cases in which a defendant raised a religious liberty defense have split most sharply on this
part of the test.

The governmental interest in eradicating certain types of discrimination, particularly
racial and sex-based discrimination, should meet the compelling interest standard. See Bob Jones
Univ. v. United States, 461 U.S. 574, 604 (1983) ("The governmental interest at stake here is
compelling. . . . [T]he government has a fundamental, overriding interest in eradicating racial
discrimination in education .... That governmental interest substantially outweighs whatever
burden denial of tax benefits places on petitioners' exercise of their religious beliefs."); Roberts
v. United States Jaycees, 468 U.S. 609, 623 (1984) (the state government's "compelling interest
in eradicating discrimination against its female citizens justifies the impact ... on the male
members' associational freedoms™). Such plaintiffs, however, should anticipate incurring
litigation costs as defendants raise the defense.

Because sexual orientation, marital status, disability, and other newly protected classes
currently do not receive the same level ofjudicial scrutiny as race and sex, however, it may be
more difficult to persuade all courts that the governmental interest in preventing discrimination
on those grounds is compelling. For example, courts have reached divided results in determining
whether preventing discrimination based on characteristics such as sexual orientation or marital
status is compelling. See, e.g., Gay Rights Coalition v. Georgetown Univ., 536 A.2d 1, 37 (D.C.
App. 1987) (District of Columbia's interest in prohibiting educational institutions from denying
equal access to tangible benefits on the basis of sexual orientation is compelling); Swanner, 874
P.2d at 282-83 (Anchorage's interest in prohibiting marital status discrimination in housing is
compelling), Desilets, 636 N.E.2d 233 (remanding for further consideration of whether the
government's interest in prohibiting marital status discrimination is compelling); French, 460
N.W.2d at 10-11 (plurality op.) (no compelling governmental interest in ending discrimination
against unmarried couples).



Because ARFPA requires that the "application of the restriction to the person is essential
to further a compelling governmental interest”, courts could require the government to prove that
there is a compelling interest in requiring the specific landlord or employer to comply with the
civil rights law. See, e.g., Desilets, 636 N.E.Pd at 238 (the issue is "whether the record
establishes that the Commonwealth has or does not have an important governmental interest that
is sufficiently compelling that the granting of an exemption to people in the position of the
defendants would unduly hinder that goal"); French, 460 N.W.2d at 9 ("French must be granted
an exemption . . . unless the state can demonstrate compelling and overriding state interest, not
only in the state's general statutory purpose, but in refusing to grant an exemption to French.").
However, the majority of courts have considered simply whether the government had a
compelling interest in enforcing the law at issue.

When a state or municipality chooses to target and prohibit a specific form of
discrimination, presumably it does so because it believes that there is a serious problem. See
EEOC v. Pacific Press Publishing Ass'n, 676 F.2d 1272, 1280 (9th Cir. 1982) ("By enacting
Title VII, Congress clearly targeted the elimination of all forms of discrimination as a 'highest
priority.™). Courts have sometimes found that legislative determination alone, however, is not
always dispositive of whether the state's interest is compelling. See Gay Rights Coalition, 536
A.2d at 33 ("While not lightly to be disregarded, the Council's strong feelings do not resolve the
issue whether its ban on sexual orientation discrimination represents a compelling governmental
interest."); Desilets, 636 N.E.2d at 240 ("we are unwilling to conclude that simple enactment of
the prohibition against discrimination based on marital status establishes that the state has" a
compelling interest in ending marital status discrimination in housing).

To the extent that other state or municipal laws or policies discriminate against the class,
courts are sometimes less likely to find that the governmental interest in ending discrimination
against that class is compelling. Thus, in some states, anti-fornication or sodomy statutes have
provided additional support for concluding that there is no compelling governmental interest in
protecting against discrimination based on marital status or sexua! orientation. See, e.g., Thomas,
165 F. 3d at 716-17 (citing state statutes providing less favorable benefits to unmarried couples
than to married couples); French, 460 N.W.2d at 10 (plurality op.) ("How can there be a
compelling state interest in promoting fornication when there is a state statute on the books
prohibiting it?"); Desilets, 636 N.E.2d at 240 (the existence of a criminal statute against
fornication "suggests some diminution™ in the state's interest). On the other hand, the Alaska
Supreme Court in Swanner noted that differential treatment of married and unmarried people in
areas other than housing does not prove that the state views marital status discrimination in
housing as insignificant.

Courts have taken different positions on defining the scope of the governmental interest
at stake in prohibiting discrimination. Defining the governmental interest broadly, the Swanner
court had no difficulty in concluding that the state's "interest in preventing discrimination based
on irrelevant characteristics" is compelling. Swanner, 874 P.2d at 282-83. "The government
views acts of discrimination as independent social evils even if the prospective tenants ultimately
find housing. Allowing housing discrimination that degrades individuals, affronts human dignity,
and limits one's opportunities results in harming the government's transactional interest in
preventing such discrimination."” Id.; accord Gay Rights Coalition, 536 A.2d at 37 ("The
compelling interests ... that any state has in eradicating discrimination against the homosexually
or bisexually oriented include the fostering of individual dignity, the creation of a climate and
environment in which each individual can utilize his or her potential to contribute to and benefit



from society, and equal protection of the life, liberty, and property that the Founding Fathers
guaranteed to us all.").

In contrast, the Massachusetts Supreme Court in Desilets insisted on a much more narrow
reading of the governmental interest, noting that "[tlhe general objective of eliminating
discrimination of all kinds... cannot alone provide a compelling State interest that justifies the ..
. disregard of the defendants' right to free exercise of their religion. The analysis must be more
focused." Desilets, 636 N.E.2d at 238. This narrow reading led the court to insist that
Massachusetts "demonstrate that it has a compelling interest in the elimination of discrimination
in housing against an unmarried man and an unmarried woman who have a sexual relationship
and wish to rent accommodations to which [the civil rights statute] applies.” Id.

D. Are Uniformly Applied Anti-Discrimination Laws the Least Restrictive Means
Available?

The fourth part of the ARFPA test is whether the challenged state or local law uses the
least restrictive means to achieve the government's compelling interest. Several courts have held
that uniform application of anti-discrimination laws is the least restrictive means available. See,
e.g., Swanner, 874 P.2d at 280, n.9 ("The most effective tool the state has for combating
discrimination is to prohibit discrimination; these laws do exactly that. Consequently the means
are narrowly tailored and there is no less restrictive alternative."); Gay Rights Coalition, 536
A.2d at 39 ("The District of Columbia's overriding interest in eradicating sexual orientation
discrimination, if it is ever to be converted I'rom aspiration to reality, requires that Georgetown
equally distribute tangible benefits to the student groups.”); McClure, 370 N.W.2d at 853 ("the
state's overriding compelling interest of eradicating discrimination based upon sex, race, marital
status, or religion could be substantially frustrated if employers, professing as deep and sincere
religious beliefs as those held by appellants, could discriminate against the protected class").
However, the Massachusetts Supreme Court remanded that question when it held that the
government may be required to prove that "uniformity of enforcement of the statute . . . [is] the
least restrictive means for the practical and efficient operation of the anti-discrimination law."
Desilets, 636 N.E.2d at 241.

Persons using a religious liberty defense to a civil rights claim have argued that uniform
application of civil rights laws cannot be the least restrictive means if the civil rights statute in
question contains exemptions for religious organizations and small landlords or employers.
Those defendants have argued that a less restrictive means is available, namely, granting an
exemption to persons who hold sincere religious beliefs. For example, one court found that "the
compulsion of the state's interest appears somewhat weakened because the statute permits
discrimination by a religious organization in certain respects ... if to do so promotes the
principles for which the organization was established." Desilets, 636 N.E.2d at 240. Similarly,
the Ninth Circuit cited the state's "underenforcement’ of its purported interest in eradicating
marital status discrimination,” as expressed in statutory exemptions within the state fair housing
law, as evidence that the state's interest was not compelling. Thomas, 165 F.3d at 717. However,
another court recognized that while the government permits exemptions for "religious
corporations when religious beliefs shall be a bona fide occupational qualification,” "the state's
overriding interest permits of no exemption to appellants in this case. . . . [Wjhen appellants
entered into the economic arena and began trafficking in the market place, they have subjected
themselves to the standards the legislature has prescribed not only for the benefit of prospective
and existing employees, but also for the benefit of citizens of the state as a whole in an effort to
eliminate pernicious discrimination." McClure, 370 N.W.2d at 853; The split on how to apply



the least restrictive means part of the strict scrutiny test is particularly important when most state
and local civil rights laws have numerous exemptions.

Finally, as we pointed out in our introduction to this position paper, we concur with the
analysis by the NAACP. We share their concerns, and those of many other civil rights and
religious groups, that even where a “Firm national policy” in eradicating certain types of
discrimination could be shown, such as classifications based on race or sex, courts may conclude
that such a compelling governmental interest could be achieved without prohibiting the
discriminatory conduct of the particular defendant claiming a religious exemption to a civil
rights law.

IV. CONCLUSION AND SUGGESTED AMENDMENTS

The AKCLU urges the Committee, as it addresses the problem of increasing protection
for religious exercise against neutral state and local laws, to avoid unintentional harm to the
enforcement of state and local civil rights laws. Without careful drafting, a state religious liberty
statute could provide a new federal defense against state and local civil rights claims made by
persons who already receive the least protection from the courts and the federal government.
This Committee should not pass any religious liberty legislation without ensuring that it will not
deprive persons of their civil rights under state and local laws.

The AKCLU therefore proposes the following three amendments to clarify the intent of
the bill and to protect religious freedom at the same time as it protects civil rights.

(1.) To clarify subsection (d) throughout HB 387, we suggest rephrasing (d) to read,
"This section may not be construed to create an establishment of religion or to
authorize the infringement of the riglns of others by the person claiming a religious
exemption to a facially neutral law of general applicability. This Act does not
establish or eliminate a defense to a civil action or criminal prosecution under a
federal, state, or local civil rights law.”

The sponsor has stated that his intent in (d) is to prevent one person’s free exercise of religion
from infringing on the rights of another person. In other words, everyone has the right to
practice his/her religion freely, exempt from laws that burden his/her religious exercise, as long
as no one else is injured in the process. The AKCLU agrees with this assertion, and we feel that
our amendment clarifies this balancing.

To cite a specific example where we support ARFPA for you, last year the AKCLU
looked into a case in which a Muslim couple objected on religious grounds to the State of Alaska
performing an autopsy on their deceased infant. Alaska law requires an autopsy to be performed
in all SIDS (Sudden Infant Death Syndrome) cases, but the parents in this case sincerely
believed, in accordance with their faith, that their baby would not go to Heaven if the baby’s
body was not presented whole unto God. (FY1, other faiths, such as Orthodox Judaism, also
profess this religious tenet.) Since the cause of death can often be determined by *“less
restrictive” means that do not involve cutting into the corpse - i.e. magnetic resonance imaging,
or MRI - HB 387 would protect the rights of relatives to be exempt from the state’s generally
applicable autopsy laws. Similarly, if the cause of death for suspected SIDS cases can be
determined by means that do not infringe on religion, then the state should respect the religious
practices of the parents of that infant.



Our suggested amendment fairly balances the religious freedom of the individual with the
rights of the rest of society by preventing harm to any third parlies from the exercise of an
individual’s religious rights.

(2.) As we have already pointed out, throughout MB 387, subsection (b) states that a
government entity "may restrict a person's free exercise of religion only if...". (Emphasis
added.) Our concern is that "restrict” may be read very broadly to include any level of
restriction, no matter how minor its impact on the free exercise of religion. The federal
RLPA uses a different standard. The federal RLPA provides in relevant part that "a [state
or local] government shall not substantially burden a person's religious exercise..."
(emphasis added). Courts have defined standards for substantial burdens, as discussed
above. We propose that in (b) throughout the bill, the word "restrict” be replaced by
"substantially burden.

(3.) Finally, we have some great qualms about the wording of Section (4) in the
legislative findings. We think that the intent of (4) is to protect against disciimination,
but by limiting the protection to the degree currently set forth in the Alaska Constitution,
Section (4) leaves open a lot of gray area where courts have not yet granted compelling
interest status to the state's interest in remedying certain types of discrimination. "We
suggest the following wording for Section (4): "while it is improper for the
legislature to tell the judiciary how to interpret the Constitution of the State of
Alaska, it is proper for the legislature to codify protection for the free exercise of
religion, so long as that legislative action does not authorize the infringement of the
rights of others by the person claiming a religious exemption to a facially neutral
law of general applicability.”

ENDNOTES
Mn addition, the supreme courts of Michigan and Illinois recently vacated decisions that had

held that their respective state fair housing laws protecting persons based on marital status served
a compelling governmental interest and were narrowly tailored. McCready v. Hoffius, 1999
Mich. Lexis 694 (Mich. April 16, 1999), vacating and remanding, 586 N.W.2d 723 (Mich.
1998); Jasniowskiv. Rushing, 685 N.E.2d 622 (111 1997), vacating for lack of case or
controversy, 678 N.E.2d 743 (1 App. 1997). The Michigan Supreme Court reversed its own
earlier decision after newly elected justices joined the court. The Illinois Supreme Court vacated
an intermediate appellate decision for the procedural reason of a lack of a case or controversy.
21n Loving, the Supreme Court reversed a decision of the Virginia Supreme Court which had
affirmed, in part, a Virginia state trial court decision that stated:

Almighty God created the races white, black, yellow, malay and red, and he placed them
on separate continents. And but for the interference with this arrangement there would be
no cause for such marriages. The fact that he separated the races shows that he did not

intend for the races to mix.
Decision of Circuit Court for Caroline County (Jan. 6, 1959), (quoted in Loving, 388 U.S. at 3).



COMPELLING INTERESTS ASSERTED BY GOVERNMENT OFFICIALS

Protecting health and safety tlirough municipal building codes, sec City o fSolon v. Solon
Baptist Temple, 457 N.E.2d 858 (Ohio Ct. App. 1982);

Protecting health and safety through municipal health regulations, see Schulman v. New York
City Health and Hospitals Corp., 355 N.Y.S.2d 781 (N.Y. Sup. Ct. App. Div. 1974); Dr. K.
v. State Board ofPhysician Quality Assurance, 632 A.2d 453 (Md. 1993);

Requiring blood tests for putative fathers, see State v. Meacham, 612 P.2d 795 (Wash. 1980);
Requiring driver’s licenses, see State v. Clifford, 787 P.2d 571 (Wash.App. 1990), rev.
denied, 792 P.2d 535 (Wash. 1990);

Preventing discrimination based on race, see Palmore v. Sidoti, 466 U.S. 429 (1984); Bob
Jones University v. United States, 461 U.S. 574 (1983);

Maintaining the tax system, see Hernandez v. Commissioner, 490 U.S. 680 (1989);
Maintaining the Social Security system, see United States v. Lee, 455 U.S. 252 (1982);
Upholding military conscription laws, see Gillette v. United States, 401 U.S. 437 (1971);
Maintaining uniform day ofrest, see Braunfield v. Brown, 366 U.S. 599 (1961);

Protecting children from indecent and patently offensive speech, see Reno v. ACLU, 521 U.S.
844(1997);

Restricting the number of candidates so that voters can understand the ballot, see Morse v.
Republican Party, 517 U.S. 186 (1996);

Protecting voters from intimidation at the polling place, see Burson v. Freeman, 504 U.S.
191 (1992);

Prohibiting child pornography, see Osborne v. Ohio, 495 U.S. 103 (1990);

Preventing sex discrimination in places ofpublic accommodation, see New York State Club
Ass'n v. City ofNew York, 487 U.S. 1(1988);

Eliminating effects ofracial discrimination, United States v. Paradise, 480 U.S. 149 (1987);
Fighting illegal drug use, see Mood for a Day, Inc. v. Salt Lake County, 953 F.Supp. 1252
(D. Utah 1995);

Enforcing laws relating to drugs, see Stale v. Balzer, 954 P.2d 931 (Wash.App. 1998);
Promoting improvements in the administration ofjustice and the science ofjurisprudence,
see Falk v. State Bar of Michigan, 305 N.W.2d 201 (Mich. 1981);

Protecting maternal health, see Simopoulus v. Commonwealth, 277 S.E.2d 194 (Va. 1981).
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To: Members of the Alaska House Community and Regional Affairs Committee

From: Chris Kiicka

Date: February 29, 2000

Re: House Bill 387, The Alaska Religious Freedom Protection Act

By way of introduction, the Home School Legal Defense Association is a national organization
which has as its primary purpose the protection of the right of parents to direct the education of
their children. We presently have more than 66,000 member families in all 50 states and the
District of Columbia, with many member families in Alaska. Because the vast majority of our
members choose to home school out of religious convictions, the protection of religious freedom
is essential to our cause.

The Alaska Legislature has a tremendous opportunity to restore the protection of religious
freedom for all citizens in the stale. The U.S. Supreme Court, in 1997, denigrated the right of the
free exercise of religious beliefs to a second class right. The Alaska Legislature must ac now to
protect religious liberty. Below are some commonly asked questions about state Religious
Freedom Restoration Acts.

What will HB 387, (he Alaska Religious Freedom Restoration Act, do?

The Alaska Religious Freedom Restoration Act (RFRA) reestablishes a test which courts must
use to determine whether a person’s religious belief should be accommodated when a
government action or regulation restricts his or her religious practice. Known as the “compelling
interest test,” this test requires the government to prove with evidence that its regulation is (1)
essential to achieve a compelling governmental interest and (2) the least restrictive means of
achieving the government’s compelling interest.

For example, in People v. DeJonge, a case argued by the Home School Legal Defense
Association (HSLDA), a Michigan couple had the religious belief that they as the parents,
although they were not certified teachers, should be teaching their children in their home rather
than sending them to school. But the state law requiring all teachers to be certified did not permit
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the couple to exercise this religious belief. Using the “compelling interest test,” the court
required the state to show that (1) teacher certification is essential to fulfill the state’s compelling
interest that children be educated and (2) that teacher certification was the least restrictive means
to fulfill its interest. The state was able show without much difficulty that it had a compelling
interest in seeing that its citizens were educated. But because this couple’s children were scoring
above the 90thpercentile on standardized tests, the state could not prove teacher certification was
essential for children to be educated and the least restrictive means to achieving that end. Thus,
because the state could not satisfy the “compelling interest test,” the parents were allowed to
continue teaching their children according to their religious beliefs.

Why does Alaska need aRFRA?

Prior to 1990 the U.S. Supreme Court used the above lest—the “compelling interest test”—when
deciding religious claims. However, in a 1990 decision {Employment Div. ofOregon v. Smith)
the Court tipped the scales ofjustice in favor of government regulation. The Court threw out the
compelling interest test, which had shielded our religious freedom from onerous government
regulation for more than 30 years.

The Smith decision reduced the standard of review in religious freedom cases to a
“reasonableness standard.” In other words, if a state regulation is “reasonable” (which they
nearly always are), a religious objector loses. While all other fundamental rights (freedom of
speech, press, assembly, etc.) remain protected by the stringent “compelling interest test,” the
Court singled out religious freedom, reducing its protection to the weak “reasonableness test.”

In 1993, Congress anempted to remedy the Smith decision by enacting the federal Religious
Freedom Restoration Act. This Act simply restored the “compelling interest test” in religious
freedom cases. Four years later, the federal RFRA was struck down by the U.S. Supreme Court
in the 1997 City ofBoerne case.

As a practical matter, here are a few' real-life examples of government restricting the free
exercise of religion that have taken place under the “reasonableness test.”

a) the long-standing practice of pastor-laity confidentiality has been repeatedly violated;
b) a Catholic hospital was denied accreditation for refusing to teach abortion techniques;

c) among other zoning ordinance conflicts, a church ministry to the homeless was shut down
because it was located on the second floor of a building with no elevator;

d) a church was prohibited by a local city ordinance from feeding more than 50 people per day;
and

e) Justice Fellowship reports that a Jewish minimum-sccurity prisoner (CPA injail for fraud, in
6th year of 8-year term) was denied the right to attend high holy day celebrations.
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But Hasn 7 the U.S. Supreme Court already ruled the RFRA unconstitutional?

The 1993 federal RFRA attempted to use Congress’ powers under Section 5 of the 14th
Amendment to require both the federal and state governments to use the “compelling interest
test' in religious freedom cases.

However, when the Supreme Court struck down the federal RFRA in 1997 (City ofBoerne v.
Flores), the problem wasn’t with the “compelling interest test.” The test had been used, as
mentioned earlier, by the U.S. Supreme Court itself for more than 30 years. Rather, while the
Supreme Court recognized the legitimacy of the “compelling interest test,” it ruled that Congress
could not require states to use this test in religious freedom cases.

A widely recognized principle of law is that states are free to protect an individual’s right with a
much higher standard than the U.S. Constitution itself affords. Under this principle and the
Boerne decision, states are free to enact their own RFRAS, thereby choosing to apply the higher
“compelling interest test” standard in their owm religious freedom cases.

Should civil rights laws and ordinances be exemptedfrom application ofthe Religious
Freedom Restoration Act?

No. Religious freedom is one of many civil rights which all Americans should be allowed to
enjoy, A civil rights exclusion in the RFRA simply makes religious freedom a “second-class”
right, subordinate to all other civil rights. Instead, when a religious freedom right conflicts with
another civil right, the two rights should be given the same level playing field by a balancing of
interests using the compelling interest test.

In some situations, a civil rights law or ordinance should be upheld even when it conflicts with
an individual’s religious practice, while in other situations, the religious practice should be
accommodated. Using the “compelling interest test” provided by HB 387, a court will be able to
properly determine whether the government’s interest in enforcing a particular civil rights law is
compelling enough to override an individual’s religious practice. If, however, civil rights laws
are exempted from HB 387, religious freedom will always be curtailed when it conflicts with
civil rights laws, even if the courts could have made a reasonable accommodation.

WillHB 387 create an increase in litigation?

No. This bill will simply restore the “compelling interest test,” which the U.S. Supreme Court
established almost 40 years ago as the standard ofreview for fundamental rights cases.

This “compelling interest test” worked well for over 30 years with no explosion of religious
freedom cases. The consistent application of the “compelling interest test” in the courts “evened
the playing field,” giving people of sincere religious faith a fair chance against state regulations
that violated their religious beliefs. Many times, both conservative and liberal religious and civil
liberty organizations successfully used the “compelling interest test” to defend individuals’ rights
to freely exercise their religious beliefs.

As mentioned above, the federal RFRA, which restored the “compelling interest test” in religious
freedom cases, was effective from its enactment in 1993 until the U.S. Supreme Court struck it

Page 3
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down in 1997. There is no record of an explosion in religious freedom litigation during this four-
year period.

Furthermore, eight states have formally passed RFRAS to specifically restore the application of
the “compelling interest test” in religious freedom cases (AL, JL, FL, TX, A2, CT, RI, and SC).
Seven more states, through state court precedents, have established a “compelling interest test”
independent ofthe U.S. Supreme Court’s damaging precedence in Smith and Boerne. (KS, MA,
MN, VT, WA, WI, and MI.) None ofthese 15 states are experiencing an explosion in free
exercise litigation.

Based on the lack of examples of excessive litigation during the almost 30 years of experience of
using the “compelling interest test" for religious liberty (both before the Smith decision and
during the federal RFRA years), we believe that restoring this test will generate very little, if any,
new litigation. In fact, clarifying the standard for religious liberty under state law may prove to
reduce the amount of litigation, because a clearly defined legal standard often leads parties to
settle disputes before litigation ensues.

Will the passage ofHB 387 resultin a huge increase in litigation against localgovernments?
Wilt this also increase the costsfor the attorney general’s office in defending state officials?

No. The same arguments above apply. The “compelling interest test” is not new. It has been in
effect for most of the last 40 years. Local governments and state officials have not been
inundated with religious freedom suits.

None ofthe eight states that have passed state RFRA have experienced any explosion of
religious liberty cases, including Rhode Island where the law is seven years old. The “compelling
interest test” is time-tested.

Furthermore, the “compelling interest test” is simply a “balancing test.” It does not give religious
claimants an automatic win. It only “evens tire playing field" for the little guy.

Is it acceptable to exclude certain people, such as prisoners,from protection under HB 387?

No. As an inalienable right, religious liberty should not be denied to any class of persons. Home
School Legal Defense Association urges states not to deny the protections of a state RFRA to
anyone (including prison inmates). Religious liberty is diminished for all if it is denied to any.
Once the government excludes one politically unpopular group, it is all too easy to exempt
others. Of the states that have enacted RFRASs to date, none has found the need to exclude

anyone.
But won’t HB 387 create an explosion infrivolous casesfiled by prisoners?

No. Studies show no sudden surge in religious freedom litigation filed by prisoners during the
four years of the federal RFRA demonstrate there was no explosion of cases. Justice Fellowship
compiled the following data (provided by the Statistical Division of Administrative Office of the
U.S. Courts):



vizes/ut't i <u( t-iS'LUP hW at

* Prisoner RFRA cases for the years 1995-1996 accounted for about one-tenth of one percent
(0.01%) of cases in U.S. courts.

e The National Federal Couit statistics show that in 1995, out 0f 43,158 total U.S. civil cases
nationwide (1110 prisoner cases), only 50 of the cases invoking the federal RFRA -were filed
by prisoners.

 In 1996, out 0f 48,755 U.S. civil cases, only 51 RFRA cases were filed by prisoners.
A state-by-state breakdown of information was only available for the following three states:

* In New Mexico, cut 0f407 U.S. civil cases filed in 1995, 0 were filed by prisoners invoking
the federal RFRA. In 1996, out 0f492 U.S. civil cases filed, 0 were filed by prisoners
invoking the federal RFRA.

" According to the Virginia Attorney General’s office, out of 1,099 prisoner lawsuits filed
against sheriff departments between 1993 and 1997 only 7 were "religious-styled” cases.

m In Florida, only 5 prisoner religious freedom cases invoked the federal RFRA during
1993-1997.

These statistics show that the federal RFRA caused no explosion of cases filed by prisoners—a
group considered most likely to take advantage of such a law.

What is HB 387 based on?

The state RFRA model supported by HSLDA is based on other time-tested state Religious
Freedom Restoration Acts. It is a combination ofthe Rhode Island RFRA (the oldest—passed in
1993) and the Illinois RFRA. The substantive provisions of the bill, its heart, are found in all
RFRA states, (e.g. Texas, South Carolina, Arizona, Connecticut, Florida, and Alabama). Of
course, the “compelling interest test” is patterned directly after the U.S. Supreme Court’s
description of the test found in dozens of cases over the last 40 years.

Why can 7 we simply let the Alaska Supreme Court reestablish the *tompelling interest test”?

States which have neither an enacted RFRA nor their own body of case law applying the
"compelling interest test” have simply followed whatever the current federal standard is. Courts
in these states have always relied on the U.S. Supreme Court’s religious freedom standard of
review and its interpretation and application ofthe “compelling interest test.” The states need to

establish their own standard.

Since Smith and Boerne set the current federal precedent, this means trouble for Christians and
other people of sincere religious faith.

Does HB 387 replace all existing remedies to protect religiousfreedom?

No. It only creates an additional “track” which a religious claimant can use to protect his free
exercise ofreligion. State constitutional and federal constitutional remedies are still available.

Page 5
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Is there aproblem with the lack of definition for “religions belief'? For example, what ifa
group got together (such as a sotanic group) and said it h'os a ureligious groupnand wanted to
meet in a high school gym, but did inappropriate things? Under this law, would the school
have to let everyone (including this group) meet in the gym, or let no one do it? Would schools
that allow Fellowship of Christian Athletes or Young Life to meet in the gym also beforced to
let everyone else in (or no one)?

The first issue is the concern over the absence of a definition of religious belief.

There is a large body of case law relating to the definition of “religion.” (For a good summary of
the case law see Carl H. Esbeck, A Restatement ofthe Supreme Court's Law ofReligious
Freedom: Coherence, Conflict, or Chaos?, 70 Notre Dame L. Rev. 581,609-612 (1995)). For
example, in U.S. v. Seeger, 380 U.S. 163, 176 (1965), the U.S. Supreme Court defined religious
beliefas “sincere and meaningful beliefwhich occupies in the life of its possessor a place
parallel to that filled by God.”

The drafters of the 1993 federal RFRA considered defining “religion” but decided against it
primarily because the U.S. Supreme Court had already done so. Since the U.S. Supreme Court
has defined religious belief in dozens of cases with sufficient clarity, it is not necessary to define
it in a state RFRA.

Secondly, a response to the school hypothetical:

The hypothetical Satanists who are denied access to a school could make claims under the Free
Speech Clause, the Free Exercise Clause, and the Equal Access Act. Their case would likely be
considered under the Equal Access Act and the First Amendment’s Free Speech Clause—not
ftee exercise law. Under the Equal Access Act (effective since 1984), if a school lets one
noncurriculum group meet, it must let all noncurriculum groups meet. When Congress was
considering the Equal Access Act, people were concerned that it would lead to an explosion of
Satanists, Nazis, and hate groups wanting to meet and organize in schools; however, this
“explosion” has not occurred.

Under the Free Speech Clause of the First Amendment, religious expression receives the same
level of protection as nonreligious expression. See, e.g., Kunz v. New York, 340 U.S. 290 (1951)
(meeting permit). Free speech rights are essentially a ceiling on free exercise rights. The standard
of review for free speech cases is the “compelling interest test” giving individuals who exercise
their right to ftee speech the highest level of protection. See Heffron v. Int7 Society ofKrishna
Consciousness, 452 U.S. 640,652-53 (1981) (solicitation on state fairgrounds).

Thus, once the school lets the Fellowship of Christian Athletes meet after hours, it must let in
other groups. This is the case regardless of the standard of ftee exercise law. The school cannot
discriminate among groups except to the extent it needs to regulate disruptive speech. See, e.g.,
Tinker v. Des Moines, 393 U.S. 503 (1969).

Page 6
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]n state offices, if aperson, because of a religious belief, wonted to have something distasteful
on his desk, could his supervisor—under this law—askfor it to be removed?

It depends. If the item was on a teacher’s desk, it could probably be removed under the
Establishment Clause. Ifthe item was on a desk not open for public view, it may be protected by
the employee’s free speech rights.

Free speech, the prohibition of establishment of religion, and Title VII considerations all would
come into play here. However, like the school example, this scenario is likely going to be
considered under the Free Speech Clause. Under U.S. Supreme Court precedent, when
government regulates its employees’ speech, a different test applies than when government
regulates its citizens’ speech. It’s an easier test for the government to satisfy.

If the dispute over the object on the desk could not be resolved, the state RFRA could be invoked
and the courts would have to balance the state’s interest with the free exercise claim through
application of the “compelling interest test.”

Page 7
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For the reasons set out below, religious liberty in many states of the United States lacks
adequate legal protection. As the first freedom guaranteed in the First Amendment to the U.S.
Constitution, religious liberty should be fully enjoyed by Americans regardless of their state of
residence. The Coalition For The Free Exercise OfReligion (presently consisting of over 70
religious faith groups and civil rights organizations) is seeking to enact federal legislation that
would provide uniform legal protection in every state. However, because such a federal bill
cannot cover as broad a spectrum of religious exercise as state law can, the Coalition is
simultaneously assisting with legislation in states, such as Alaska, that appear committed to

protecting all their residents and other persons that come within their jurisdiction.

1. Why Alaska Needs Its Own Religious Freedom Restoration Act

Prior to 1990, courts generally found an infringement ofthe First Amendment's clause
protecting the free exercise of religion whenever a lav/ or actions by a government official had the
effect (intended or not) of substantially burdening a person's religious beliefor practice. For
example, pursuant to a state autopsy law, a state medical examiner could order the performance
ofan autopsy on a person who would have objected to the autopsy because of conflicting
religious beliefs. Performance of the autopsy would substantially burden the religious freedom of
the individual and his/her family. In another case, a city ordinance designating a church building
as an historic landmark meant that the church could not alter its own property {e.g., to expand the
sanctuary or social hall or to establish a day-care ministry) without approval by the city landmark
preservation board. This substantially burdened the church's collective religious freedom.
Whenever courts found such a "ffee exercise" burden, they generally required that the government,
(the state medical examiner or the city, in these examples) give the religious person or body (here,

the individual or the landmarkcd church) an exemption from the law.

The only exception to the general rule of free exercise was where the government could
prove that denying religious accommodations was the least restrictive means of furthering a
compelling government interest. In the historic preservation example above, the city would have


mailto:clrf@clsnct.org

to prove that architectural preservation is a vitally important role for government and that there is
no less onerous way to further this interest than to deny religious accommodations. Unlike
landmark preservation cases, citiei. routinely met this "strict scrutiny” when churches sought
exemption from fire and safety regulations applicable to their buildings.

But in 1990, the U.S. Supreme Court unexpectedly dropped the "compelling interest" test
for most Free Exercise Clause claims. Employment Division v. Smith, 494 U.S. 872 (1990). The
Court held that the test did not apply to cases where the burden on religion was the result ofa law
that was generally applicable to all persons and groups. So, using the autopsy example above, the
individual’s family could not invoke the First Amendment to prevent the autopsy.

This 1990 turnabout by the Court so threatened religious liberty for all faiths that a
national coalition of over 65 religious denominations and civil rights groups was formed. They
drafted and, in 1993, Congress passed (almost unanimously) the Religious Freedom Restoration
Act, which restored the "compelling interest/least restrictive means"” test. RFRA required a
religious exemption from any government action that substantially burdened the complainant's
religious exercise.

However, in 1997, the Supreme Court held that RFRA unconstitutionally exceeded
Congress' authority under Section 5 of the Fourteenth Amendment. City ofBoerne v. Flores, 521
U.S. 507 (1997)." Consequently, disparate impacts on religious liberty have no meaningful
federal statutory protection against state or municipal law, policy, or practice. The First
Amendment Free Exercise Clause is triggered only in the rare case where the state action
intentionally discriminates against religious practice.

2. Wliat Alaska Can Do To Restore Religious Liberty Protection

Friends of religious freedom should regularly check on the progress of our federal
legislation and be ready to rally local support for a federal "RFRA U"--a bill that would uniformly
(albeit less broadly) restore meaningful legal protection in every state.

In addition, a state should enact its own RFRA, such as the Alaska Religious Freedom
Protection Act, HB 387, because a state RFRA will affirm the state’s commitment to protecting
religious liberty. Indeed, eight states— Alabama, Arizona, Connecticut, Florida, Illinois, Rhode
Island, South Carolina, and Texas—have already passed their own RFRASs, and a number ofother
states are in the same process.

1While the high court has not addressed the issue, most scholars (and the Clinton Administration)
agree that RFRA still applies against federal law or federal action. See In re Young, 141 F.3d 854
(8l Cir. 1998), cert, denied, 119 S.Ct. 43 (1998) (mem.).

2 See Religious Liberty Protection Act, H.R. 1691, 106lhCong., 1¢ Sess. (1999) (utilizing federal
Commerce Clause and spending power, rather than Section 5 of the Fourteenth Amendment).

2
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The RFRA Coalition urges any state considering enactment of its own law to include the
following essential elements.

a) The Compelling Interest/Least Restrictive Means Test. State RFRAs should apply
this test to any government action that places a substantial burden on a person's religious exercise.

b) Broad Definition For The "Exercise Of Religion'. The test should be triggered
when government burdens an act, or a refusal to act, that is motivated by religious belief, whether
or not the burdened religious exercise is compulsory or central to a larger system ofreligious
belief. Reference to the First Amendment and/or the state constitution's religious liberty clauses
should be avoided, so as not to imply that previous case law interpreting "the exercise of religion”
under those provisions is being incorporated into the bill.

¢) Universal Protection. As an inalienable right, religious liberty should not be denied to
any class of persons. The Coalition urges states not to deny the protections of a state RFRA to
anyone. Religious liberty is diminished for all if it is denied to any. And once a law omits one
politically unpopular group it will be all too easy to exempt others. The Coalition opposes
efforts to pass a state RFRA unless it is free of exemptions for prison inmates, land use claims,
civil rights ordinances, etc. In some cases, suitable language can be framed on specific issues;
please contact the Coalition ifsuch language is required.

The Alaska Religious Freedom Protection Act, HB 387, presently includes all ofthe above
elements. Please support this bill and oppose any amendments that would create “carveouts” for

any group ofpeople.

Please tell the Center for Law and Religious Freedom (703-642-1070, x3501) how we can
assist you.






Alaska State Legislature
Representative Jim Whitaker

Session Interim
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Juneau, Alaska 99801 Fairbanks, AK 99701
Phone: (907)465-3004 Phone:(907)452-1088
Fax: (907) 465-2070 Fax:(907)452-1146

Sponsor Statement
. HB, 392 .
Continuances of CINA Hearings

HB392 acknowledges that, at the 48 hour hearing during which the court determines whether a
child is a "Child In Need of Aid", the parent or guardian of that child may request a continuance
of up to seven days, and instructs the court to advise the parent or guardian of that right at the
time of the hearing.

When the State takes action to protect the safety ofa child, it is an emotionally charged and very
confusing situation for a parent. Often, at the time of the first hearing, which occurs within 48
hours of the time the child is taken into custody, parents have not had an opportunity to see the
allegations made against them. This legislature recognizes that parents may need time to
comprehend and respond to those allegations. For this reason, HB392 ensures that parents and
guardians are informed of their right to request a continuance.



No: 1

FlSCAL NOTE |P\/a'SimchB 392 (hes)

STATE OF ALASKA (H) Publish Date: 3/3/00

2000 LEGISLATIVE SESSION

Revision Date/Time (Note it correction) Dept. Affected Law
Title *An Act relating to continuances for temporary 'BRU Civil Division
placement hearings ... emergency custody of a minor..." Component Human Services
Sponsor Representative Whitaker

Requester House HESS Committee Component No. 2208
Expenditures/Revenues (Thousands of Dollars)

Note: Amounts do not include inflation unless otherwise noted below.

OPERATING EXPENDITURES FY 2001 FY 2002 FY 2003 FY 2004 FY 2005 FY 2006
PersonalServices

Travel

Contractual

Supplies

Equipment

Land & Structures
Grants & Claims

Miscellaneous
TOTAL OPERATING 0.0 0.0J 0.0 0.0 0.0 0.0

CAPITAL EXPENDITURES | i | | !

I[CHANGEIN REVENUES ( y I [ ! 1

FUND SOURCE (Thousands uf Dollars)
1002 Federal Receipts

1003 GF Match

1004 GF

1005 GF/Program Receipts

1037 GF/Mental Health

Other (Specify Type)
TOTAL 0.0 0.0 0.0 0.0 0.0 0.0

Estimate of any current year (FY2000) cost:

POSITIONS
Full-time
Part-time
Temporary

ANALYSIS: (Attach a separate page it necessary)
HB 392 allows the parent of guardian of a minor to request the continuance of the temporary
placement hearing for up to seven days in order to prepare a response to the allegation that the child is
a child in need of aid. The bill further amends Rule 10, Alaska Child in Need of Aid Rules to parallel

the statutory change.

This bill will have no fiscal impact on the Department of Law.

Prepared by: Joan M. Kasson™~n~V~" Phone 465-5370

Division Attorney Genefa)'s Office ! Date/Time 2/25/00, 4:49 PM
Approved by Commissioner iruce M. Bolelho, Attorney General Date 2/25/00
Agency Department of Law

PREPARER TO PROVIDE ALL DISTRIBUTION COPIES TO GOVERNOR'S LEGISLATIVE OFFICE
For further distribution information, call the Governor's Legislative Office
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FISCAL NOTE

STATE OF ALASKA Bill \rcrsion: No: 2
2000 LEGISLATIVE SESSION .~ CSHB 392(HES)
(H) Publish Date: 3/3/00
Rovioion Date/Timo (Noto If correction): Dopt. Affectod: Health and Social Services
Title: Relating to continuances in temporary placement BRU: Family and Youth Services
hearings following emergency custody. Component: FYS Management
Sponsor: Rep. Whitaker COMPONENT SERIAL NO. 2306
Requestor: House (HES) See also (SNO):___
Exponditurea/Revenuoa: (ThousendsofDqllors)
Note: Amounts do not include inflation unless otherwise noted below.
OPERATING FY2001 FY2002 FY2003 FY2004 FY2005
PERSONAL SERVICES
TRAVEL
CONTRACTUAL
SUPPLIES
EQUIPMENT

LAND & STRUCTURES
GRANTS, CLAIMS
MISCELLANEOUS
TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0

CAPITAL EXPENDITURES | \
CHANGES IN REVENUES { ) ! 1

FUND SOURCE (Thousands of Dollars)
1002 Federal Recoipts

1003 GF Match

1004 GF

1005 GF/Program Receipts

1037 GF/Montsl Health

Othor (please specify)

TOTAL 0.0 0.0 0.0 0.0 0.0
Eatimote of any current year (FY2000) coat: $00
POSITIONS:
FULL-TIME 0
PART-TIME 0
TEMPORARY 0
Agency: Department of Health & Social Services

PREPARER TO PROVIDE ALL DISTRIBUTION COPIES TO GOVERNOR’S LEGISLATIVE OFFICE
For further distribution informetion, call the Governor's Legislative Office

(Rov 10/0B]ll«nolajil./DAS_DH6S Page 1 of T

COMMITTEE COPY

FY2006

0.0

0.0



Also, on page 1 at lines 1 and 7, and orWge 2 at line 3, the word “placement” shoiSKe replaced with the word “custody."
This more accurately reflects that the precipitating issue in the hearing is that the child has been taken into emergency

custody. Placement is addressed only after probable cause for emergency custody has been found, at the end of this
section.

Also, to improve the internal consistency of this statute, the words “or supervision"” should be added to section 1, on page 2,
at the end of line 7. This reflects more accurately that after finding probable cause, the court may either temporarily place

the child with the department or may return the child to the child’s parent or guardian subject to departmental supervision, as
provided in AS 47.10.142 (e).

PLEASE ATTACH A SEPARATE SHEET FOR ADDITIONAL COMMENTS OR ANALYSIS.






Alaska State Legislature

Representative John Harris
State Capitol 110.Juneau,Alaska 99801-1182 (907)465-4859

Sponsor Statement

HB 398

“An Act relating to the Alaska Life and Health Insurance
Guaranty Association.”

The purpose of HB 398 is to make changes to the Alaska Life and Guaranty
Association Act (AS 21.79), which provides a mechanism to protect policyholders and
claimants in the event of the insolvency of a life and health insurer licensed to sell

policies in Alaska.

The Alaska Life and Health Guaranty Association membership in mandatory for
every life and health insurer licensed to sell policies in the state. The association, to fund
certain outstanding obligations of life and health insurers that have been put into
receivership, assesses its members. The Association works closely with the Director of
Insurance, who is the receiver for insolvent insurers.

Alaska’s current law is based on an earlier version of a national Association of
Insurance Commissioners model Act. HB 398 updates Alaska statutes to bring them into
close conformity with the most recent National Association of Insurance Commissioners
model Act. The NAIC model Act has been updated to reflect lessons learned at a
nationwide level from application of the model Act to actual insolvencies experienced
since the last revision. HB 398 will allow the Alaska Guaranty Association to better meet
its intended purpose of protecting Alaska policyholders and claimants. Updating the Act
to comply with the latest model Act provides the added benefit of uniformity among the
states in responding to insurer insolvencies.

The Alaska Life and Health Guaranty Association supports passage of HB 398.



FISCAL NOTE  Bifi tersion: CSHB 398 (L&C).

STATE OF ALASKA (H) Publish Date: 3/6/00

2000 LEGISLATIVE SESSION

Revision Date/Time (Note If correction) Dept. Affected Community & Economic Devolopmont
Title An Act relating to the Alaska Life and Health BRU Insurance

Insurance Guaranty Association. Component Insurance

Sponsor Rperesentatlve Harris

Requester (H) L&C Component No. 354
Expenditures/Revenues (Thousands of Dollars)

Note: Amounts do not Include Inflation unless otherwise noted below.

OPERATING EXPENDITURES FY 2001 FY 2002 FY 2003 FY 2004 FY 2005 FY 2006
Personal Services

Travel

Contractual

Supplies

Equipment

Land & Structures
Grants & Claims
Miscellaneous
TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0

ICAPITAL EXPENDITURES™"

ICHANGE IN REVENUES ( ) - I

FUND SOURCE (Thousands of Dollars)

1002 Federal Receipts
1003 GF Match

1004 GF

1005 GF/Program Receipts
1037 GF/Mental Health
Other (Specify Type)

TOTAL 0.0 0.0 0.0 0.0 0.0 0.0
Estimate of any current year (FY2000) cost: 0.0
POSITIONS
Full-time
Part-time
Temporary
ANALYSIS: (Attach a separate page it necessary)

No fiscal impact on this component.

Af Y J

F'epared by: Robert A. Lohr / \ u Phone  269-7900
Division Insurance f Us) Date/Time 2-28-00 12:17 PM
Approved by Commissioner Deborah B. Sedwicl* [} M U I Date "i' Istr-cno
Agency Community & Ecofi<itnlc Develi ent

ElEEEA O‘p\? OﬁlDiﬁ ISTRIBUTION COPIES TO GOVERNOR'S LEGISLATIVE OFFICE
CO M M | T n,ommtlon' 00)10,0 Governor's Legislative Office

(Re 10/90) 2000Inlorm.xli/OM Page_ 1 of _1--



Summary of Public Safety Testimony on HB 292 by Ken Bischoff, Director, Division
of Administrative Services (465-5486)

HB 292 Does not: change who has access to criminal justice information, state or
national. Requestors of this information will still require a basis authorized in law to

receive this information.

HB 292 does the following:

1. Section 2 contains the language necessary to adopt the National Crime Prevention
and Privacy Compact. The National Crime Prevention and Privacy Compact allows
states to get national criminal history records by exchanging state records directly with
other states, instead of relying on the FBI to keep duplicate records of all state criminal
records. Because not all states manage to send duplicates of all their records to the FBI,
exchanging records directly between states will provide more complete and timely access
to criminal justice information for the purposes of licensing and employment. The
Department of Public Safety will be better able to respond to employers and licensing
agencies that are attempting to comply with Alaska Statutes and federal laws. Examples

include:

Alaska Bar Association (AS 08.08)
Alaska Securities Act (AS 45.55)
Assisted Living Homes (AS 47.33
Certification of Teachers (AS 14.20
/ Child Care, Child Placement and Maternity Homes (AS 07.35)
Collection agencies (AS 08.24)
Concealed handgun permits (AS 18.65.700)
HUD Housing Opportunity Program (PL 104-120)
Licensing of School Bus Drivers (AS 28.17)
National Child Protection Act (PL 18.20)
Regulation of Hospitals (AS 18.20)
Security Guard Licensing (AS 18.65.410)
Any agency that employs or licenses persons to be in authority over children or
vulnerable adults (AS 12.62.160)

The Department performs approximately 20,000 of these types of checks each year.

2. Section 1 makes two house-keeping changes to AS 12.62 to provide more
appropriately, all relevant information contained in a criminal history record to
authorized employers and regulatory agencies. This would include arrest information
without court dispositions and information beyond the ten year “unconditional
discharge date” that is difficult to compute.

This change is needed to mitigate research and costs associated with filtering specific
information to be able to respond to Alaska’s 20,000 requests as well as national
requests which will be received as a result of adoption of the compact.

3. Section 3 updates the definition of serious offense referenced by AS 12.62 regarding
release of criminal justice information.



SUMMARY OF PRINCIPAL CHANGES TO THE NA1C LIFE
AND HEALTH INSURANCE GUARANTY ASSOCIATION MODEL ACT

In 1997. the NAIC adopted a number of changes to the NA1C Life and Health Insurance Guaranty
Association Model Act (Model Act). Taken together, these changes:

A. Facilitate the implementation of guaranty' association benefits more promptly and efficiently,
thereby providing benefits, to policyholders more expeditiously and at less cost.

B. Clarify' a number of provisions which could foster delay by promoting litigation.

C. Provide additional benefits to policyholders.

In 1999. the ACL1 proposed, and the NAJC subsequently adopted other amendments to the Model Act.
These amendments clarified the appropriate coverage limits on equity' indexed products and included

anoil-controversial provision noting that guaranty' association coverage is not afforded to charitable gift
annuities issued by entities that are-not member insurers.

Amendments to the Model Act include changes in the following areas:

1 Coverage Issues

a. A shift in the responsible guaranty' association for structured settlement annuities from
the state of the residence of the owner to the state ofthe residence of the payee. The
shift mitigates possible issues regarding a guaranty association's capacity to assess and
make payments to policyholders.

b. A shift in the responsible guaranty' association for unallocated annuity contracts from
the state of the residence ofthe owner to the state of the residence of the plan sponsor.

C. A provision allowing all-guaranty associations to take action with respect to an impaired
insurer.

d. Extension of coverageto residents of foreign countries.

e. Provisions clarifying, or codifying guaranty association positions and practices,

including (i) the determination of guaranty association limits, (ii) no payments to those
who are offered a plan which fulfills guaranty association obligations but who decline
to participate, (iii) exclusion of obligations not arising under the express written terms
ofthe contract, (iv)the exclusion of claims covered by the PBGC, and (v) a definition
of policy ownership (which excludes beneficial ownership).



f. Exclusion of coverage of (i) synthetic GJCs, (ii) economically immaterial policy
guarantees, and (iii) benefits exceeding S5.000.000 on COCI/BOIJ products.

Fulfillment of Obligations

a. The domiciliary Insurance Director or Commissioner and the Receivership Court may
approve alternative policies and rates, tliereby allowing for a nationwide rehabilitation
plan.

b. The Association may provide substitute coverage, of annuities.

C. Deferral ofpayments of cash values during moratorium periods (except for hardships).

d. The. Guaranty Association Board of Directors has discretion, and may exercise

reasonable businessjudgment, to determine means to provide benefits in an economical
and efficient manner.

Rights to Assets

a. Provisions giving die. guaranty associations rights under specified circumstances to
reinsurance proceeds on claims arising .after the insolvency, thereby allowing for the

reinsurance to continue.
b. Rights to a specified portion of special deposits.
C. Rights to early access and to propose an early access plan.

d. Clarification to subrogation rights, including arightto recover from a person that is paid
amounts to winch a guaranty association has subrogation rights.

Assessments
a. Guaranty association may authorize and call an assessment at different times.
b. Clarification regarding the 2% cap with respect to two or more insurers that become

insolvent or impaired in different years.

C. Eliminates requirement that oilier accounts be assessed once a line ofbusiness has been
subject to a 1% assessment.



Miscellaneous

a. Clarifications regarding the public representatives of the board of directors.
b. Right to organize as a corporation or other legal form.
C. Right to request 'informationfrom a person seeking coverage and from member insurers.

d. Elimination ofthe libera] construction rule.
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Alaska Home Bill 398. a bill designed to undate Chanter 79. The Alaska Life and Health
Insurance Guaranty Association Act

(Please note that references to the Model Act are to the NAIC I(fe and Health Insurance
Guaranty Association Model Act, which is the basis for all proposed revisions to Chapter 79A

Section 1.

i Ter Ny
Would amend the Purpose Section o f Chapter 79 to reflect non-substantitve differences between
current law and the NAIC Life and Keabh Insurance Guaranty Association Model Act. The
changes, while not changing the urdevlying law, will hep to promote uniformity and consistency.

Section 2. - Section 4. AN

Would amend the Scope Lection ofChapter 79 to, among other things, exclude unallocated
annuities and structured settlement annuities from the general rule that coverage is provided to
owners; clarify circumstances under which a guaranty association provides coverage to non-
resident policyowners; clarify coverage for equity indexed products; and, change the situs of
guaranty association coverage for unallocated annuities.

Section $.  Section 6. ?

J 'e®
Would amend the Liability Limits Section o fChapter 79 to set forth the state life and health
guaranty association’s liability limits for health insurance benefits, disability insurance and
unallocated annuities; and, clarifies that the state life and health insurance guaranty association is
responsible only for the shortfall in estate assets within covered limits and, therefore, estate
assets attributable to covered policies may reduce the amounts for which the guaranty association
is responsible within such covered limits.

Section 7. Section 8 “ Y.

Would amend the Construction Section ofChapter 79 to clarify that, while the chapter should be
construed to effect the purposes under Section 1., it should noi be construed to provide coverage
where none was intended.

Section 9. 7 - .

Would amend the Association Established Section o fChapter 79 to clarify those insurance
products contained in the annuity and unallocated annuity accounts of the state life and health

insurance guaranty association.



Section 1Q. -.Section 11

Would amend the Board of Governors Section of Chapter 79 to clarify the director’s role in
appointing members to serve on the Alaska Life and Health Insurance Guaranty Association
Board of Directors.

Section 12. - Section 24.

Would amend the Powers and Duties o fthe Association Section 0) Chapter 79 to include foreign
insurers; permit the domiciliary insurance director and the receivership court to approve different
premium rates for re-issued policies, thereby providing full and complete regulatory and judicial
review of any proposed changes; and, set forth the rights of the state life and health insurance
guaranty association.

Section 25. - Section 31. -

Would amend the Assessments Section of Chapter 79 to allow the state life and health insurance
guaranty association’s board of directors flexibility in authorizing assessments by board
resolution in one year, thereby utilizing available assessment capacity before year end; require
the life and heahh insurance guaranty association to notify member insurers of all authorized
assessments that have not been called; and, sets forth further procedures for assessing member
insurers.

Segti_o nJ2. - Section 34. , M

Would amend the Plan ofOperation Section ofChapter 79 by setting forth guidelines for the
adoption of a plan of operation not disapproved by the director; and, expressly permits the life
and health insurance guaranty association to conduct meetings telephonically.

Section 35.

S
Would amend the Prevention o fInsolvencies Section of Chapter 79 by setting fcrth the state life
and health insurance guaranty association’s authority and ability to make reports to the director.

Section 36. - Section 38. <a

Would amend the Miscellaneous Provision of Chapter 79 to confirm the state life and health
insurance guaranty association’s entitlement to the receipt of assets out of the marshalled assets
available to it as credits against paid contractual obligations; and, sets forth further rights and
obligations of the state life and health insurance guaranty association.
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Section 39.

Would amend the Examination ofthe Association, Annual Report Section of Chapter 79 to state
that the state life and health insurance guaranty association shall provide a copy of the report to a
member insurer upon request.

Section 40.

Would amend the Civil Immunity Section of Chapter 79 to clarify that the association, its agents,
and the director and the director’s agents arc not civilly liable for actions taken in carrying out
their duties, including participating in one or more life and health insurance guaranty
associations.

Section 41.

Would amend the Stay ofProceedings; Default Judgement Section o f Chapter 79 to conform
with technical changes to the Model Act.

Section 42. * A

Would add a new section to Chapter 79 regarding the prohibition on advertising the existence of
the state life and health insurance guaranty association for marketing purposes.

Section 43. - Section 44. , —

Would amend the Definitions Section of Chapter 79 to reflect recent changes to the Model Act,
and incorporate appropriate definitions for changes made in earlier sections of the chapter.

The remaining sections of House Bill 398 reflect technical changes necfesary tp fldobt pw”ions to
Chapter 79.
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AMENDMENT

OFFERED IN THE HOUSE

TO: CSHB 398(L&C)

Page 3, line 9, following "chapter™

Insert whichever occurs first"

Page 27, line 20, through page 28, line 12:

Delete all material and insert:

"Sec. 21.79.170. Determination of principal place of business. The
principal place of business of a plan sponsor consisting of

(1) a single employer or an employee organization is that state in

which the plan sponsor exercises the direction, control, and coordination of the
operations of the entity, as determined by the association in its reasonable judgment
by considering the following factors: (A) the state in which the primary executive
and administrative headquarters of the entity are located; (B) the state in which the
principal office of the chief executive officer of the entity is located; (C) the state in
which the board of directors or a similar governing body of the entity conducts the
majority of its meetings; (D) the state in which the executive or management
committee of the board of directors or a similar governing body of the entity conducts
the majority of its meetings; (E) the state from which the management of the overall
operations of the entity is directed; and (F) in the case of a benefit plan sponsored by
affiliated companies making up a consolidated corporation, the state in which the
holding company or controlling affiliate has its principal place of business as
determined using the factors described in (A) - (E) of this paragraph; however, if
more than 50 percent of the participants in the benefit plan are employed in a single
state, that state is considered to be the principal place of business of a plan sponsor
that is a single employer or an employee organization;

(2) two or more employers or employee organizations is that state in

1-
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which the employers or employee organizations have the largest investment in the

benefit plan.”
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AMEN DMENT 4N 1

OFFERED IN THE HOUSE
TO: CSFIB 401 (L&C)
Page I, lines 3-15:
Delete all material and insert:
“Section 1. AS 11.46.482(a) is amended to read:
(a) A person commits the crime of criminal mischiefin thesecond degree if, having no
right to do so or any reasonable ground to believe the person hassuch a right,

(1) with intent to damage property of another, the person damages property
another in an amount of $500 or more;

(2) the person tampers with an oil or gas pipeline or supporting facility or an
airplane or helicopter with reckless disregard for the risk of harm to or loss of the
property; [OR]

(3) the person recklessly creates a risk of damage in an amount exceeding
$100,000 to property ofanother by the use of widely dangerous meansi

(4) [Repealed, sec. 11 ch 71 SLA 1996.]

(5) [Reeled. sec. 11 ch 71 SJJ 1996.]

16) with intent to cause a substantial interruption or impairment of a
service rendered to the public by another person over a computer network, the

person causes substantial interruption or impairment ofsendee to the public.”
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Representative Norman Rokeberg

MEMORANDUM

TO:

FROM:

DATE:

RE:

Rep. Pete Kott, Chairman
House Judiciary Committee/

Rep. Norman Rokeberg 1
April 3,2000 '

CSHB401 (L&C)
An Act relating to computer networks and to electronic mail advertisements

Thank you for scheduling CSHB 401 (L&C) for a hearing before your committee on Friday, April

7, 2000."

Attached are:

1
2.
3.
4
5

~N o

10.
11.

12.
13.
14.

15.
16.

17.

18.

CSHB 401 (L&C)
Three indeterminate fiscal notes
Sponsor Statement
Sectional Analysis
"Hackers increase attacks on Web sites™, Fairbanks Daily News Miner, Feb. 10,
2000
"Web hackers widen attacks™, Anchorage Daily News, Feb. 10, 2000
"Clinton meets computer experts™, Juneau Empire, Feb. 15, 2000
'z'l()r(l)téernet attacks raise concerns about risks of growth™, Peninsula Clarion, Feb. 14,
""Catching hackers won't be easy", Peninsula Clarion, Feb.17,2000
"Expert sees rising cyber-terror risk, Alaska Journal of Commerce, March 5,2000
"How the government failed to stop the worlds worst Internet attack', USA Today,
March 9, 2000
"Hackers' Web-site assaults take toll, Seattle Times, March 12, 2000
""Cookies' maker chews over their fate', Anchorage Daily News, March 12, 2000
"Technology creator warns of its threat to mankind™, Anchorage Daily News,
March 13, 2000
"Web attacks raise concerns about growth™, USA Today, Feb. 13, 2000
"ISP Posts Blacklist of Smurf-Friendly Networks™, interactive Week, April 20,
1998
"Anti-Spam Bill Introduced to Solve a National Problem™, Press Release, Senator
Frank Murkowski
Copy of S 759, Inbox Privacy Act of 1999,106,hCongress, |* session
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CS FOR HOUSE BILL NO. 401 (L&C)
IN THE LEGISLATURE OF THE STATE OF ALASKA

TWENTY-FIRST LEGISLATURE - SECOND SESSION
BY THE HOUSE LABOR AND COMMERCE COMMITTEE

Offered: 3/28/00
Referred: Judiciary, Finance

Sponsor(s): REPRESENTATIVE ROKEBERG

A BILL
FOR AN ACT ENTITLED

"An Act relating to computer networks and to electronic mail advertisements."”
BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. AS 11.46.480(a) is amended to read:

(a) A person commits the crime of criminal mischief in the first degree if,
having no right to do so or any reasonable ground to believe the person lias such a
right,

(1) with intent to cause a substantial interruption or impairment of a
service rendered to the public by a utility or by an organization that [WHICH] deals
with emergencies involving danger to life or property, or rendered to the public by
another person over a computer network, the person damages or tampers with
property of that utility, [OR] organization, or person and causes substantial
interruption or impairment of service to the public;

(2) with intent to damage property of another by the use of widely
dangerous means, the person damages property of another in an amount exceeding

$100,000 by the use of widely dangerous means;

HB0401b -1- CSHB 4()1(L&C)
New Text Underlined [DELETED TEXT BRACKETED]
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(3) the person intentionally damages an oil or gas pipeline or
supporting facility; or

(4) with intent to cause physical injury to another person, the person
[]

(A) tampers with an item that is a food, drug, or cosmetic or a
container for the item; or
(B) delivers, dispenses, or distributes an item described in (A)
of this paragraph knowing that a person has tampered with the item.
I Sec. 2. AS 11.46.490(7) is amended to read:

(7) "utility” means an enterprise, whether publicly or privately owned
or operated, that [WHICH] provides gas, electric, steam, water, sewer, or
communications service, and any common carrier; in this paragraph,
"communications service" includes Internet service providers and the Internet
and its ancillary services:

* Sec. 3. AS 45.50.471(b) is amended by adding a new paragraph to read:
(43) violating  AS 45.50.479  (unsolicited electronic  mail

advertisements).
* Sec. 4. AS 45.50 is amended by adding a new section to read:

Sec. 45.50.479. Provider’s restriction on use of electronic mail service, (a)
A registered user of an electronic mail service may not use or cause to be used the
provider’s service or equipment in violation of the provider’s published policy
prohibiting or restricting the use of its service or equipment for the initiation of
unsolicited advertisements if the user has previously sent an unsolicited advertisement
to 25 or more people or has previously been warned by the provider or recipient for
sending unsolicited advertisements.

(b) A person may not, by initiating an unsolicited advertisement, use or cause
to be used the service or equipment of an electronic mail service provider in violation
of the provider’s published policy prohibiting or restricting the use of its service or
equipment to deliver unsolicited advertisements if the user has previously sent an
unsolicited advertisement to 25 or more people or has previously been warned by the

provider or a recipient for sending unsolicited advertisements.

CSIIB 401(L&C) -2- 11B0401b
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(c) This section may not be interpreted to require an electronic mail service
provider to adopt a policy prohibiting or restricting the use of its service or equipment
for the initiation or delivery of unsolicited advertisements. This section does not limit
or restrict the authority of an electronic mail service provider to enforce its policies or
to prohibit or restrict the use of its services or equipment.

(d) An electronic mail service provider is considered to have published the
provider’s policy on unsolicited advertisements if the provider
(1) makes the policy available on request in written form at no charge
to the requester; or
(2) displays the policy through an on-line notice on the provider’s
Internet home page or on a page accessible through a conspicuous link on the
provider’s Internet home page.

(e) In this section,

(1) “"advertisement” means an electronic mail message, the principal
purpose of which is to promote, directly or indirectly, the sale or other distribution of
real property, goods, or services;

(2) "electronic mail" means a message or a file that is transmitted
through a local, regional, or global network, regardless of whether the message, file,
or other information is

(A) viewed;

(B) stored for retrieval ata later time;

(C) printed onto paper or other similar material; or

(D) filtered or screened by a computer programthat is designed
or intended to filter or screen items of electronic mail;

(3) "electronic mail service provider" or "provider" means a business
or organization qualified to do business in the state or a governmental entity that
provides registered users with the ability to send or receive electronic mail;

(4) “initiation" of an unsolicited advertisement refers to the action by
the initial sender of the advertisement; it does not refer to the actions of any

intervening electronic mail service providers that may handle or retransmit the

electronic message;

11B0401b -3- CSHB 401 (L&C)
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(5) "network" means a network made up of one or more computers that
may be accessed by a modem, electronic or optical technology, or other similar means;

(6) "recipient” means a person who receives an item of electronic mail;

(7) "registered user" means an individual, corporation, or other person
that maintains an electronic mail address with an electronic mail service provider;

(8) "unsolicited advertisement" means an electronic mail advertisement
that is

(A) addressed to a recipient with whom the initiator does not
have an existing business or personal relationship; and

(B) not sent at the request of or with the express consent of the

recipient.

CSHB 40HL&C) -4- 11B0401b
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FISCAL NOTE

STATE OF ALASKA

BILL NO. HB 401
2000 LEGISLATIVE SESSION

Revision Date/Time (Note if correction) 3/23/00 Dept. Affected Administration

Twte "An Act relating to computer networks and to ‘ BRU

Legal and Advocacy Services
etroronic fnail advertisements.”

Component Public Defender Agency
Sponsor Representative Rokeberg

RCtjuester (H) L&C Component No. 1631

Eftpendltu N te/RevenUES (Thousands of D0”ars)
cMRAXIWd kxPENDITufcES FY 2001
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Full-time
Part-time
Temporary

ANALYSIS: (Attach a separate page if necessary)

See attached.

Phone 264-4414

Division Public Defender Agency / ] Date/Time
Approved by Commissioner -- Robert Poe, Jr. Cj\ Date
Agency Department of Ad Ininistration \

PREPARER TO PROVIDE ALL DISTRIBUTION COPIES TCFGOVLTNOR'S LEGISLATIVE OFFICE
For further distribution Information, call the Governor’s Legislate C'fice
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FISCAL NOTE

STATE OF ALASKA BILL NO. HB 401
2000 LEGISLATIVE SESSION

ANALYSIS CONTINUED:

This bill amends the Criminal Mischief in the First Degree statute. First degree criminal mischief
is a class B felony and outlaws such things as intentionally interrupting public utility services and
causing over $100,000 damage to private property by widely dangerous means.

The amendment proposed by this bill would include damaging a computer network that provides
service to the public with intent to cause a substantial interruption or impairment of a service
rendered to the public in first degree criminal mischief. Also, the definition of "utility” is modified to
include Internet Service Providers.

The Public Defender Agency is unable to estimate how many additional cases itwould be
appointed to if the bill becomes law. Itis clear, however, that these will be serious cases. They
will also be difficult to defend because these offenses will probably be highly technical in nature.
Therefore, although we do anticipate some fiscal impact, we are not able to quantify it and are
submitting an indeterminate fiscal note.

Page 2 of 2
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STATE OF ALASKA
2000 LEGISLATIVE SESSION
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BILL NO. HB 401

Dept. Affected Department of Corrections

Title An Act relating to computer networks and to '‘BRU

electronic mail advertisements
Sponsor Representative Rokeberg

Requester

Expenditures/Revenues

House Labor and Commerce Committee

Note: Amounts do not indude inflation unless otherwise noted below.
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TOTAL
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Estimate of any current year (FY2000) cost-

POSITIONS
Full-time
Part-time
Temporary

ANALYSIS: (Attach a separate page if necessary)

See attached analysis.

Prepared by: Candy Brower, Legislative Liaison

Division Commissioner’s Office
Commissioner Margaret M. Pugh
Dept, of Corrections

Approved by
Agency

_ Administration and Operations
Component All
Component No. #0694
(Thousands of Dollars)
FY 2002 FY 2003 FY 2004 FY 2005 FY 2006
* Kk *((* P EaE * X X
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Phone  465-3307
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FISCAL NOTE

BILL NO. HB 401
PAGE 20f2
DATE 3/22/00

STATE OF ALASKA
2000 LEGISLATIVE SESSION
DEPARTMENT OF CORRECTIONS

ANALYSIS:

If passed, this legislation would make ita B Felony (Criminal Mischief I) to intentionally cause a
substantial Interruption or impairment of a service rendered to the public by another person over a
computer network by damaging or tampering with that person's property. This includes the Internet
service providers and the Internet and its ancillary services. There has been attention in the media
regarding such incidents recently, however, itis difficult to project how often this might occur and whose
jurisdiction such an offender would be under. Federal jurisdiction might supersede State jurisdiction in

some cases.

While it is the Department of Corrections assumDtion that these cybercrimes are the wave of the future,
and that these offenders are likely to be first time offenders, itis difficult to estimate fiscal impact to the
Department. Therefore, the Department of Corrections is submitting an indeterminate fiscal note.

Page 2 of 2



FISCAL NOTE

STATE OF ALASKA BILL NO. HB401

2000 LEGISLATIVE SESSION

Revision Dale/Time (Note if correction) Dept. Affected Law

Title "An Act relating to computer networks and to BRU Criminal Division/Civil Division
electronic mail advertisements.* Component 1st-4th Jud Dist; Criminal Appeals/
Sponsor Representative Rokeberg Special Lit/Fair Business Practices

Requester House Labor and Commerce Committee Component No. 2198-99.2201.03,61.79,06
Expenditures/Revenues (Thousands of Dollars)

Note: Amounts do not Include inflation unless otherwise noted below.

OPERATING EXPENDITURES FY 2001 FY 2002 FY 2003 FY 2004 FY 2005 FY 2006
Personal Services

Travel

Contractual

Supplies

Equipment

Land & Structures
Grants & Claims

Miscellaneous
TOTAL OPERATING

[capital EXPENDITURES | | | | | |

|CHANGE IN REVENUES ( ) | | | | | |
FUND SOURCE (Thousands of Dollars)

1002 Federal Receipts

1003 GF Match

1004 GF

1005 GF/Program Receipts

1037 GF/Mental Health

Other (Specify Type)
TOTAL

Estimate of any current year (FY2000) cost:

POSITIONS
Full-time
Part-time
Temporary

ANALYSIS: (Attach a separata page it necessary)
HB 401 makes it a class B felony to intentionally and substantially interrupt or impair a service rendered to the
public by another person over a computer network by damaging or tampering with that person’s property. In
addition, the bill adds to the Unfair Trade Practices and Consumer Protection Act restrictions on the use of a

provider's electronic mail service to initiate unsolicited e-mail advertisements .

The Department of Law does not anticipate a lisca'. impact on the Consumer Protection unit from the latter
change. The addition of a new felony level crime will impact the department; however, itis difficult to quantify
'vhat the impact will be. We have no way of estimating how widespread this terroristic conduct is in Alaska, and
how often prosecution would fall to state as opposed to federal law enforcement as this type of hacking often

crosses state, and national, boundaries,

Phone 465 5370

Prepared by: Joan M. Kasson ~Jj
Date/Time 3/20/00, 9:09 AM

Division Attorney Generis Olfice

Approved by Commissionery ~/£yyJy€aico M. Botelho, Attorney General Date 3/20/00

Agency U Department of Law

PREPARER TO PROVIDE ALL DISTRIBUTION COPIES TO GOVERNOR'’S LEGISLATIVE OFFICE
For furthor distribution inlormation. call tho Governor's Legislative Office
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ALASKA STATE LEGISLATURE
House of Representatives

COMMITTEE ASSIGNMENTS: INTERIM:
716 WEST 4TH AVENUE. SUITE 640

LABOR fiCOMMERCE COMMITTEE, CHAIRMAN ANCHORAGE. AK 99501

JUDICIARY COMMITTEE. MEMBER PHONE: (907) 269 0117

LEGISLATIVE COUNCIL. MEMBER FAX: (907) 269 0113

SPECIAL COMMITTEE ON UTILITY RESTRUCTURING. MEMBER

SPECIAL COMMITTEE ON ECONOMIC DEVELOPMENT £ SESSION:

TOURISM. MEMBER ALASKA STATE CAPITOL

JUNf AU. AK 99801-1182
PHfNE:(907) 465-4966

e-mail: Represenlalive_Norman_RokebergC?' legis.slate.ak.us FAT: (907) 465-2040

Representative Norman Rokeberg

SPONSOR STATEMENT
CSHB 401 (L&C)
An Act relating to computer networks and to electronic mail advertisements
By Representative Norman Rokeberg

CSIIB 401 (L&C) adds protections for consumers and internet service
providers from such things as intentional disruption (e.g., a denial of service attack)
or impairment of a service rendered to the public by a utility or emergency
organization, or computer network, etc. Such actions would be a crime of criminal
mischief in the first degree under CSHB 401 (L&C).

In the definition of “utility”, CSHB 401 (L&C) adds language stating that a
“communications service” includes Internet service providers and the Internet and
its ancillary services.

Next CSHB 401 (L&C) provides that a user of an e-mail service may not use
the provider’s service in violation of any published policy of the provider (e.g., anti-
spamming provisions). Additionally, the bill provides that the e-mail service
provider does not have to adopt a policy prohibiting or restricting use of its services
for delivery of unsolicited advertisements - in other words, if the provider wants to
adopt a policy, that is fine. “Published” can be by means of written form, or display
through on-line notice.

As we all move towards greater involvement with e-commerce, consumers
need to know that some protections are available to them from such things as

unsolicited advertisements. CSHB 401 (L&C) would provide this protection.

I would urge your support of this legislation.

ED 2:04/03/00



ALASKA STATE LEGISLATURE
House of Representatives

INTERIM:
716 WEST 4TH AVENUE. SUITE 6-10
ANCHORAGE. AK 99501

PHONE: (907)269 0117

FAX: (907) 269-0119

COMMITTEE ASSIGNMENTS:

LABOR & COMMERCE COMMITTEE. CHAIRMAN

JUDICIARY COMMITTEE. MEMBER

LEGISLATIVE COUNCIL. MEMBER

SPECIAL COMMITTEE ON UTILITY RESTRUCTURING, MEMBER

SPECIAL COMMITTEE ON ECONOMIC DEVELOPMENT &
TOURISM. MEMBER

SESSION:

ALASKA STATE CAPITOL
JUNEAU. AK 99801-1182
PHONE: (907) 465--196B

e-mail: Re;iresentative_Nowian_Rokeberg@legis.slale.ak.us FAX: (907) 465-2040

Representative Norman Rokeberg

SECTIONAL ANALYSIS
CSHB 401 (L&C)
An Act relating to computer networks and to electronic mail advertisements
By Representative Norman Rokeberg

Section 1: Amends criminal law to provide that it is the crime of criminal
mischiefin the first degree if a person, having no right to do so, causes substantial
interruption or impairment of a service rendered to the p public by a utility or
organization dealing with emergencies, or rendered to the public by another person
over a computer network.

Section 2: Amends the definition of “utility” and the subdefinition of
“communications service” to include Internet service providers, and the Internet
and its ancillary services.

Section 3: Adds reference to 45.50.479 (unsolicited electronic mail
advertisements) to AS 45.50.471(b).

Section 4: Adds new section concerning provider’s restriction on use of
electronic mail service. Includes description of the provider’s policy and how it can
be published. Defines “advertisement”, “electronic mail”, “electronic mail service
provider”, “provider”, “initiation”, “network”, “recipient”, “registered user”, and

“unsolicited advertisement”.

ED 02:04/03/00
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Jackers Increase attacks on \Web sites

Associated Press

EW YORK—AnN electronic assault on
5 of the biggest sites in cyberspace is re-
ing calls for better high-tech security by
nesses and government. But even propo-
3 of stricter measures acknowledged
ewas no ironclad defense,

ackers stepped up this week's attack on
nesday, inconveniencing millions of In-
et users and unnerving Wall Street. The
uently coordinated attacks spread to
ade, ZDNet and other major sites—all of
ndisturbed by a barrage of messages,

ederal officials urged businesses to install
ective software and take other security

precautions.

"We are committed to in every way pos-
sible to tracking those who are responsible,"
Attorney General Janet Reno said in Wash-
ington.

Sensitive government systems were being
quickly secured against potential attacks,
Commerce Secretary William Daley said in a
teleconference Wednesday.

“Right now there is no surefire defense,
but we are trying to take some steps,” he
said. “First we are taking special action toen-
sure that all federal systems, including ci-
vilian agency systems, and those of the
Defense Department, are clean of these infec-

tions, which make some systems the unwit-
ting partner in these attacks.”

Some security experts said the publicity
could encourage pranksters.

"It’s what these guys go after—to be
known as the person or group of people
who've pulled these attacks off,” said Simon
Perry, security business manager at Com-
puter Associates International, a maker of
business software. “Instead of graffiti on the
subway wall, they*ve climbed up to the 40th
floor of the Empire State Building and put
their messages there." i

The growing anxiety ggeloéK%Rlsn %argleAt

Daily News-Miner, Thursday, February 10,2000

hackers BOIl-

Continued from Page Al
vulnerability contributed to a
258-point slide in the D°w
average Wednesday and halted
three straight record-high clos-
ings for the Nasdaq Composite
Index, which is heavy with high-
tech stocks.
The hacker technique—ealled
a “denial of service attack™—in-
volves directing a flood of mes-
sages to computers that run Web
Sites. The effect is comparable to
unleashing a wave of calls to tie
up acity’s phone lines.
- The ETrade online broker-
age’s Web site was hit
Wednesday, but “customer ac-
Xpunts were never compro-
mised,” spokesman Patrick Di
C'hiro said. Less than one-fifth ot
* its customers were affected by
the clogged traffic for about 90
minutes before the company
blunted the attack, he said.

ZDNet.com, a popular news
site that covers technology, said
its Web site was shut down for
two hours and “appeared to have
been the target of a denml-of-
-service attack.”

Major sites attacked this week

include eBay, Amazon.com, CNN,
mBuy.com and Yahoo!



Web hackers widen attacks

Message flood cripples more major sites; Wall Street jittery

By DAVID E. KALISH
Th2 Associated Press

NEW YORK — Hackers
stepped up a three-day elec-
tronic assault Wednesday
against some of the most pop-
ular sites on the Web, incon-
veniencing millions of Inter-
net users and unnerving Wall
Street. -

The apparently coordinat-
ed attacks spread to ETrade,
ZDNet and other major sites
Wednesday. All of them were
crippled by a barrage of mes-
sages generated by hackers.

The growing anxiety about
the Internet’s vulnerability

6Right now there is no surefire defense, but
Wwe are trying to take some steps.o
— Commerce Secretary William Daley

contributed to a 258.44 point-
slide in the Dow Jones aver-
age and halted three straight
record-high closings for the
NASDAQ Composite Index,
which is heavy with high-tech
stocks.

The attacks also prompted
top federal officials to reas-
sure Americans that authori-
ties are doing everything

they can to fight the on-line
vandalism.

"We are committed in
every way possible to track-
ing those who are responsi-
ble,” Attorney General Janet
Reno said in Washington.

She said the motives of the
vandals are not known, “but

See Back Page, HACKERS

HACKERS: Businesses urged to protect themselves

they appear to be intended to
interfere with and disrupt le-

gitimate electronic com-
merce.” -
The hacker technique,

called a "denial of service at-
tack,” involves directing a
flood of messages to comput-
ers that run web sites. The ef-
fect is comparable to erecting
human barricades to block
shoppers from entering a mall
or unleashing a wave of calls
to tie up a city’s phone lines.

/ Hackers coutd face maxi-

mum penalties of 5 to 10 years
behind bars and fines up to
$250,000, or in some cases
“twice the gross loss tothe vic-
tim,” said FBI cyber-security
expert Ronald Dick.

In the latest attacks, the
ETrade brokerage’s web site
was hit, but "customer ac-
counts were never compro-
mised," spokesman Patrick Di
Chiro said. Less than one-fifth
of its customers were affected
by the clogged traffic for
about 90 minutes.

ZDNet.Com, which covers
technology, said its site was
shut down for two hours.

Microsoft’s MSN.com said
it was indirectly affected be-
cause of disruptions to several
Internet service providers
carrying its traffic. Major
sites that came under attack
Tuesday included eBay, Ama-
zon, CNN and Buy.Com, all in
aggressive assaults similar to
one that overwhelmed Yahoo!
a day earlier.

Federal officpls urged

businesses to install protective
software. ,

"Right now there is no sure-
fire defense, but we are trying
to take some steps,” Com-
merce Secretary William Da-
ley said. “First we are taking
special action to ensure thatall
federal systems, including
civilian agency systems, and
those of the Defense Depart-
ment, are clean of these infec-
tions, which make some sys-
tems the unwitting partner in
these attacks.”
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Clinton meets computer experts

H Web security sought
after hacker attacks,
FBIhas suspects

By SONYA ROSS
TH ACIAHEDHRED

WASHINGTON - With the FBI
seeking to question several hack-
ers about last week’s ’ntcrnct at-
tncks, President Clinton today be-
gan exploring ways to lighten se-
curity on the World Wide Web but
cautioned the attacks were not an
"electronic Pearl Harbor."

Surrounded by technology ex-
perts and a hnckcr known as
Mudge, Clinton said the attacks
nevertheless served as a needed
wake-up cail. The assault was
hardly so devastating that it could
be compared to Japan’s bombing

of Pearl Harbor, which wiped out
the Pacific Fleet and drew the
United Slates into World War 11,
he said.

"It's a source of concern, but |
don’t think we should leave here
with this vast sense of insecurity,"
Clinton said. "We ought to leave
iiere with a sense of confidence
that this is a challenge that was
entirely predictable. It’s part of
the price of the success of the
Internet.”

Clinton gathered in the White
House Cabinet Room with about 20
industry representatives, national
security experts and Attorney
General Janet Reno. He said the
goal of the meeting was to ensure
that the Internet remains "open
and free."

One participant,  Whitfield
Diffie of Sun Microsystems, set up

his laptop on the conference table,
an agenda on the screen. Mudge,
in a business suit with his long
brown hair hanging down on his
chest, sat quietly with his fingers
interlocked atop his blue briefing
books.

Meantime, a computer believed
to have been used in last week's
attacks, was seized by federal
agents, Hillsboro, Ore., Police Sgl.
Allen Zaugg, head of a group of of-
ficers trained for high-tech cases,
said today.

The FBI is now analyzing that
computer, which was seized within
the last two days from a home
business in the Portland, Ore,,
area, a federal official in Washing-
ton said, requesting anonymity.
Its owner apparently was not
aware the computer was used as a
middleman in the attacks, this of-

ficial said.
The threat of an "electronic
Pearl Harbor" was raised in

March 1999 by then-Deputy De-
fense Secretary John llamre, who
predicted in congressional testi-
mony that cyberterrorists would
target America's commercial in-
terests.

The initial idea of the session
was to address the problem of ter-
rorists using cyberspace. But Clin-
ton told CNN.com on Monday that
last week’s attacks underscore a
need for the government to focus
on protecting the Internet itself.

The FBI was seeking to inter-
view several hackers known by
their Internet screen names, in-
cluding one who calls himself
"mafiaboy'* and another who calls
himself "coolio,” a Justice De-
partment official said.
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Internet attacks raise

fly ANICK JE9DANUN
AP Inlornol Willoi

NIiW YORK — A swarm of recent
bucking attacks highlight one emerging
concern ntmiil llic Inlcrncl: 1l mny he
growing loo fast for security In keep op
wiili technology.

Some security experts hclicvc it's time
to focus on making the Net snfer, which
cotihl menu rclniilili ng much of the under-
lying infrnsinteiurc from scratch. After
nil, consumers nnd businesses now use
the Interne! for Insks unforeseen .10years
ago.

Security wns nn afterthought when
Internet standards were developed by uni-
verr.ily thinkers and computer adminis-
trators, snys Russ Cooper, who runs the
NTluglrng Web site devoted to security.

"This is now the fnundnlinn for bil-
lions of dolinrs worth of commerce,”
Cooper said. "It is inhcrcnlly flawed
because we don't check to see if what it's
being osril for is whal il is intended lor.™

Kandy Snndonc of Argus Systems
(irnup Inc. is blunter: "The Web is rnlicn
at its core,"

Ynhim!, niiy.com, Cnay, HTradc and
other prominent sites were paralyzed for
hours at a lime last week when hackers
overloaded them with fake Irnffic.

The attacks followed several comput-
er virus outbreaks last year — such as
Mclissn — which spread rapidly by tak-
ing advantage of functions that were
designed In make Inlcrncl use friendlier.

And last month, n hacker stole credit
enrd numbers from the Internet music
retailer CD Universe, then released thou-
sands of them on a Web site nflcr the firm
refused to pay $100,000 ransom.

"l fully expect the Internet to ulti-
mately he safe nnd stable,” said Stephen
Gorrell, program manager for Norton
Inlcrncl Security software. "However, in
llic period of record growth, it’s not sur-
prising new holes nrc discovered."

The Intcrncl’s developers cttuld not
have effectively countered threats to
commerce because c-busincsses did not
yet exist, Gorrell said.

As the Internet grows, so do the num-
bers nfhnckerx noil potential victims. And
hackers nrc becoming more sophisticat-
ed, with some even developing tools to

concerns about risks of growth!

‘I fully expect the Internet to ultimately be safe and sta—
ble. However, In the period of record growth, It's not
surprising new holes are discovered.’

— Stephen Gorrell, program manager
for Norton Internet Security software

automate their attacks.

Software compnnics. some critics say,
contribute lo the problems by releasing
products that still have, security holes,

"finch day, technology is changing,"
said Robert Ing, who hnndics electronic
security for SBR International Inc. in
Toronlo. "There’s a rush to get products
out to market because il is a competitive
marketplace. Sometimes, security is
overlooked."

Steve Hunt, security annlyst at Gigs
Information Group in Chicago, hopes the
latest attacks will encourage companies
to take security more seriously.

"We owe quite a debt of gratitude lo
hackers to show us where our pants have

been down," he said.

Security nnd Inlcrncl experts differ on
how far they need to go — nnd llint itself
is aproblem. Some believe in completely
updating equipment nnd software lo
reduce users’ anonymity nnd improve
authentication.

In the offline world, businesses have
experience with security guards and spe-
cial locks. Some practices arc even
required by law or insurance companies.

Rut the Internet community has yet to
agree on such standards, said Harris
Miller, president of the Information
Technology Association of Amcricn.

Phil Altficld, director of technical mar-
keting at McAfcc.com, said Inlcrncl secu-

rity will eventually catch up.

"The approaches nrc going to have lo
become more formal rather llian ad hoc,"
lie said. "We've been getting there inerc-
ntentnlly. That's the way technology is
evolving."

Rut hacking will never completely dis-
appear. said Keith Tcarc. the chairman
nnd chief executive of RcnINnmcs.
Vandals broke into RecnINnmcs' comput-
ers Wednesday, nnd the company had to
warn some 20.000 customers that their
credit card numbers might have been
slulcn.

"For every secure environment, there
will be somebody prepared to try lo break
in," Tcarc said. “If they nrc clever
enough, they will find holes."

Gtcg Hawkins, chief cxcclilive of
nuy.com, said the attacks nn his shopping
site and others raised awareness.

"This is a new frontier. It's big, it's
fast, and it's growing rapidly,” lie said.
"Willi that growth will come continued
challenges lo make sure il’s a secure and
effective environment, We are clearly
going In have growing pains like this from
lime to lime."



Catching

By TED BRIDIS
AP Technology Writer

WASHINGTON — The nation's lop
law enforcement officials acknowledged
on Wednesday serious chnllcngcs finding
the electronic vandals who shut down
major Internet sites Inst week, but they
also described “fnsl-dcvcloping leads."™

They snid the hackers involved were
sophisticated enough to falsify their digi-
tal fingerprints. Attorney General Janet
Reno snid such n disguise technique
"makes it difficult, and sometimes impos-
sible, to hold the perpetrator criminally
accountable.”

"l would simply say that we are taking
the nttncks very seriously and that we will
simply do everything in our power to
identify those responsible and bring them
to justice,” Reno told n Senate panel.

FBI Director Louis J. Freeh, who also
testified, said there were "fast-developing
lends as we speak, nnd hopefully we can
provide more details in coming days.” He
snid FBI field offices in five cities have
opened investigations into the attacks:
Los Angeles, San Frnncisco, Atlanta,
Boston nnd Seattle. More agents in other
cities nnd overseas arc also involved.

Reno and Freeh also conceded impor-
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hackers wocn'’tclia easy
FBI seeks expansion of racketeering laws against organized,electronic assault

tant shortcomings coordinating the myri-
ad government agencies and public and
private experts who help investigate high-
tech crimes. “We’re not doing so good,"
admitted Freeh, adding that cooperation
was improving.

The FBI also urged Congress on
Wednesday to consider expanding use of
federal racketeering "RICO" laws — tra-
ditionally used against the mafia and drug
cartels — to apply against organized and
persistent hackers. It also urged Congress
to lower the $5,000 minimum in damages
that victim companies must suffer before
attackers can be prosecuted under federal
computer crime laws.

Freeh said lawmakers should consider
"whether some of this activity, which
goes beyond a single episode of fraud or
hacking, gets into the realm of enterprise
criminal activity."

"RICO was intended to get gang-
sters,” said Jennifer Granick, a California
lawyer who has represented hackers.
"Now, it’s getting a bunch of kids in black
concert T-shirts.”

Freeh said backers in many of last
week’s attacks fnlsificd the Internet
addresses of the computers they used,
"meaning that the address (hat appeared
on the target’s log was not the true address

of the system that sent the messages."
eBay Inc. disclosed new'details
Wednesday about the electronic assault
launched against it Feb. 8, which shut
down the world’s largest online’auction
site for 90 minutes. Similar,attacks dis-
rupted other major commercial sites,

Tuesday with technology experts about
ways to improve Internet security.
Participants snid that during the talks,
industry leaders urged the government to
lead by example by making its computer
systems secure.

But overnight Tuesday, a hacker van-

including those of Yahoo!, Amazon* < dalized at least four Web sites at the

Buy.Com, CNN and ETrade.

eBay’s lawyer,
described an "insidious, organized
attack” that was ™"obviously well

planned.” sit

The attackers flooded eBay’s site with
10 times its normal incoming data, trans-i
milting a specific type of information

o/ls; &Transportation Department, including the
Robert Chesnut," s page for the agency’s information officer,

George Molaski.
I~ Those attacks were first noted by
i Attrition.Org, a computer security Web
esite that records such hacks.

> The computer breached by the hacker
"was lin the process of being fixed,"

identical to that used against. Yahool onV Molaski said Wednesday, “Unfortunately,

Feb. 7. N

Chesnut told the Appropriations sub-:

committee on Commerce, Justice, State

and judiciary that eBay also was attacked..
the evening of Feb. 9, but engineers were i.- Vhighly vulnerable
"Environmental'Protection Agency and

able to repel the second attack quickly. \\r

.fvh.they got to it before we closed that door. It
.;.was a relatively simple vulnerability."”

Also Wednesday, House Commerce

' Chairman Tom Bliley, R-Va.t criticized

"' computers at the

The FBI is contacting several hnckerdff.i'urging i! to shutdown its Internet connec-

known by their online' nicknames. Thcnition

immediately, citing an unrelensed

bureau would not sny whether its agents;report by the General Accounting Office,

have talked with any suspects, but it
appeared some interviews have begun,
hacker sources said.

The testimony from Reno and Freeh
followed President Clinton’s meeting

EPA spokesman David Cohen said the
‘agency ,has no plans to disable Internet
access, adding that experts there have
taken steps to strengthen security of corn-
puicrs with sensitive information.
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Expert sees rising cyber-terror risk

By Haney Pounds

Journal Assistant Editor

America's grow-

ing dependence on

W+ the Internet and

major industry net-

works has put the nation at the

highest risk yet for cyber-ter-

rorism attacks, according to one
technology expert

The nation's Internet sys-
tems are more vulnerable than
other countries' operations since
more than halfofthe Internet is
in the United States, he said.

Although more cyber-crime
has been identified than techno-
terrorism, the criminals could be
practicing now, said Seymour
Goodman, a professorat Stanford
and Georgia Tech universities. He
also is director of the Consortium
for Research on Information
Security and Policy at Stanford.

Goodman, who has visited 80
countries to ofTcr international
public policy advice on technol-
ogy, spoke Feb. 25 at the Alaska
World Affairs Council luncheon
at the Hilton Anchorage Hotel.

Cyberspace crimes can range
from robbery to intimidation to
warfare, including attacking
military networks, ha said.

“And the United States is a
prime target since we rely on
these systems," Goodman said.

Alaskas vulnerability to
cyberspace attacks could climb
depending on the security of
systems controlling a proposed
National Missile Defense
System that could be built in
Alaska, he said.

From  his experience,
Goodman has seen that many
network technology systems
lack needed security to fend off
criminals.

“WeVe mode ourselves more
vulnerable at the same time as
we’re taking advantage ofthe effi-
ciencies of the systems," he said.

In the last 10years, activity in
cyberspace has experienced an
explosion, especially in Internet
users and networks that power
industries like the banking and
finance sector, Goodman said.

Started 30 years ago, the
Internet has grown from the six
countries connected 15 years ago
to 214 entities today, he said. Each
year the Internet grows another
50 percent to 100 percent.

“This represents one of the
most rapid infusions of technol-
ogy" Goodman said.

Accompanying growth i3
increased efficiency and connec-
tivity, which in tum spurs
greater dependence on Internet

TECHNOLOGY

and network systems, he said.

“l would argue that what has
happened in cyberspace, partic-
ularly in the last 10 years, is
that we have created a new
medium ofgreat importance for
a tremendous spectrum of
human activity," Goodman said.

This technology-driven medi-
um, similar to physical media of
air, sea and land, is the stage for
social and financial transactions
on a large scale, he said.

However, the systems that
make up the Internet often lack
security as a main function,
according to Goodman.

One of Goodman's Stanford
colleagues was one of the initial
Department of Defense Internet
operators who says that as early
Internet programmers, they di d
not design security into the oper-
ation, but planned tooome back to
it. But now the Internet is much
more complex, Goodman said.

Vulnerable systems lead to
more opportunities for conflict,
whether it's offensive content or
decaying ethics, he said. Also,
from the standpoint of crime,
there are increased opportuni-
ties for terrorism because ter-
rorists can be distant from their
victims, he said. “Crime out
there on the Internet is growing
os quickly as the Internet itself

"Some of us think that we
still need to civilize cyberspace.

Otherwise it will be like the
wild West But how do we do
that? This is an international,
borderless medium."

One means of defense is pas-
sive — making computers less
easy to hack, he said. But with-
out a penalty for breaking in,
attackers will try until they suc-
ceed or become bored, he added.

An active defense includes col-
lecting evidence in the difficult
task ofapprehending cyberspace
criminals internationally,
although this plan requires
countries to agree on what would
be considered a crime, he said.

The cost of technology crime
won't be paid by industries or
governments, Goodman said.

“We as individuals will pay for
this ifit's not fixed, or we will pay
as a nation if a terrorist attack
occurs," he said.
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A QUICK READ ON THE NEWS

WALL STREET: Dow Jones Industrial average jumps
6i).50 points lo 9856.53; Nasdaq Index soars 49.33 points to
+1897.17, 30->ear TVeasury bond yield climbs to 6.165k. 1.4B.
» USATODAY Internet 100 rises 0.88 points to 189.04. 4B.

» Japan's Nikkei average Is up 119 points to 19,886 midday,
yen is 10701 per dollar. Hong Kong's Hang Seng Index Is 198
points to 181-19 early today.

Four killed in Memphis ambush

Aftermath: Frefighters console one anotiver Wednesday after
arriving at a house fire and being shot at by an off-duty fire-
fighter, four people were Idled and two were injured. 4A.

OIL PRICES FALL- OPEC pledge to provide "ade-
quaie and timely oil suppUesin coming months™ Islinked to
a more than 8T drop in crude oil prices. IB.

SOUTHWEST AIRLINES CRASH: Pilots are
blamed for approaching Sunday's landing in California too
fast and too steep. 3A

FASTEST-GROWING COUNTY:: Virginias Sussex
County zooms from 10,010 to more than 12.000 from 1998
99. thanks to two new prisons and 2.400 inmates. 3A.

TODAY'S DEBATE: Interest rate hikes. In USA TO-
DAY'S opinion. ""Greenspan hits the brakes. Risky? Yes. But
less risky than letting inflation take hold."

» "We ore in a New Era economy that is different from the
economies of the past As a result. It requires a different
monetary policy,” Brian S. Wesbury says.

MONEY : Homebuyers basking in new no-down payment.
' 10067-plus mortgages; experts express concern. 1B.

» Low-cost Linux isgiving Windows a run for its money. IB.

» Traffic safety officials warn about use of vans Instead of

buses to transport students IB.

» Miller rolling out beer in plastic bottles. 3B.

SPORTS: Tony Hawk has turned skateboarding into big
bucks. Critics wonder whether that's a good deal. 3C
» Buffalo tops Boston in overtime 2-1. NHL. 13-14G

LIFE: Marketing firms that work for drug companies teach
doctors about the products, raising ethical (lags. ID.

» Andrew Huebner wriles a haunting first novel about the
Indian wars. Books, reviews, best sellers. 6-8D.

CORRECTION: Rhode Island election results were
transposed in some editions Wednesday. McCain won the
state over Bush 605k-365t. Super Tresday results. 14A.

Written by John O. Buckley
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Watched her system got buried: Susan Levy Haskell of tho University of Minnesota.

ow the government
failed to stop

the world’s worst
Internet attack

By M.J, Zuckerman
USA TODAY

Susan Levy Haskell arrived at her office at the Uni-
versity of Minnesota as usual before 8a.m. on Monday,
Aug. 16.1939. where she watched at first curiorrly, then
later in horror, as the university computer systtnn came
under attack from a massive yet anonymous Internet
adversary.

Haskell, the university's computer security coor-
dinator, says Ural as hours passed the vol-
ume of Incoming malicious traffic rase r*r\\jTzp
from a mere annoyance to an all- yV xIrU
coosuming electronic dissonance. The In-
ternet connection grew ever less responsive, degrading
steadily until the university was cut off from the world.

"It became pretty terrifying to realize how many ma-
chines had to be Involved. It seemed tike hundreds.”

Investigators later delermined that 2.200 computer
systems. Including those at more than 30 universities In
the United States, had become unwitting “zombies."
serving a still unidentified master computer, which di-
rected the attacks and forced the university off the In-
ternet for two days.

In a matter of weeks after the Minnesota Incident
academics and elite computer security firms began

spreading the word to clients and colleagues that this
newly enhanced “denial of service" (DoS) attack was a
clear and Immediate danger to the Internet

But It would take more than a month before federal
officials at the National Infrastructure Protection Cen-
ter (NEPC), which Is responsible for national computer
security matters, to learn of. the Incident and three
more monllis for them to conclude that It was a threat
worthy of a warning to the public

It Is now apparent that througl out the end of 1999,

cybcrvandris wen: Infecting targe, in-
O T/yny sufficiently secured computer systems
o |VJIriT uszombies and la/ing the groundwork

for a series of anacks last month that
rocked e-commerce.

The delayed response and United distribution of
threat informaUon Is one of seven! criticisms being lev-
eled at the NIPC and Its ststee agencies os the In-
vestigation Into the attacks progresses slowly, according
to recent congressional testimony.

“It was not enough." says Jamie GoreUck. the former
deputy attorney general, wno from 1994 to 1997 direct-
ed the administration's creaUon of Uie current electron-
ic defense policy.

Please see COVER STORY next page »
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Agencies defend their response

Continued from 1A

She and others say the protection center failed, leaving many
e-commerce firms unprepared for U attacks Feb. 8-11 that
slowed the global Internet by 20% and shut down the world's
most popular commercial Web sites and the FBIs home page.

"There needs to be some agile operational capacity in the
government, an ability to move quickly to provide warnings,"
she says. “This doesn’t sound at all like what we had in mind."

Michael Vatis, director of the NIPC, an Interagency fusion of
federal, local and international organizations based at the FBI,
defends his agency's response. It says it permitted the private
sector to prepare for the worst while avoiding public hysteria.

“Three years ago we wouldn't have been able to respond at
all," Vatis says. ‘Today we have an effective resource™ for in-
vestigating crimes and issuing threat alerts.

Critics say the protection center and its sister agencies have
fallen short of the vision President Clinton had two years ago
when he issued a plan to “create a genuine public-private part-
nership to protect America in the 21st century' from devas-
tating cyberattacks. The plan called for the private sector,
which owns and operates both the Internet and the infrastruc-
ture that supports it — electricity, banking and communica-
tions — to create secure information-sharing centers in which
companies could anonymously share threat information, new
vulnerabilities and crises data. It also created a Commerce De-
partment coordinating center to work with those industry
clearinghouses and the NIPC.

But as the administration seeks S37 million in new spending
for cybersecurity', the NIPC and its sister agencies are troubled
by confusion within their own ranks as well as a lack of cooper-
ation from companies and other government agencies:

» Other government agencies are refusing to work with the
NIPQ privately pointing to the FBI% longstanding reputation
for not sharing well with others. “That's something we’re still
working on," Vatis says.

The Pentagon is the only Cabinet-level agency represented
at the NIPC. The Secret Service, Transportation Department
and Treasury Department, each of which is designated to have

“There needﬁto representation at theprotec
besmneaqe
he

play a major role at the cen-
ter, is not represented. The
CIA, which has four slots at
the center, has filled one.

» Friction and turf bat-

part The Department of En-
operat ona

ergy, which is supposed to
CaPacCl

tles between the new cyber-

lll 6 security agencies may be
hampering operations. The

UIC O National Coordinator for in-

frastructure protection and
counterterrorism Is Richard
Clarke, a White House offi-
cial, who must get clearance
on a case-by-case basis be-
fore the NIPC will brief him
about investigations.

Vatis says Justice Depart-
ment guidelines bar the FBI
from briefing anyone out-
side the department about
ongoing cases unless the at-
torney general grants a
waiver.

» The Internet communl-
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— Jamie Gorellck, former
deputy attorney general

their compute attack “zombies.”

On Dec. 8 .IPC sent a note briefing FBI Director
Louis Freeh .jr the first time. On Dec. 17, Vatis person-
ally briefed Attorney General Janet Reno as part of an
overview of preparations being made for Y2K.

By that point, several DoS attacks already had oc-
curred, but "people weren’t getting the message," Dit-
trich says. “CERT and NIPC were really worried. They
had obviously been hearing about a lot more intrusions.
They went back and recategorized a whole bunch of in-
cident reports going back to April-May time frame, and
they started telling me that this is a really big thing.”

But not until the NIPC, working with Dittrich and Mi-
tre L,.p., developed a tool for identifying zombies in a
system did the protection center decide to warn the
public Dec. 30 and post the tool for anyone to download.

By that time, Vatis says, “‘someone was setting the
groundwork for an attack, apd that is when we decided
to make a public announcement”

Electronic ‘night of the living dead’

The NIPC was convinced that New Years Eve “could
be a day for people to start sending marching orders to
tnese zombies. We were afraid that Dec. 31 might be-
come the night of the living dead," he says.

""Thanks for giving us plenty of time to prepare," says
a sarcastic Vinton Cerf, an MCI WorldCom executive
who is widely regarded as a founder of the Internet
“The timing of this all was singularly unfortunate."

But the protection center gets high praise from many
security firms for being the first to provide an effective
tool to locate and remove the zombie infections. Vatis
says far more damage would have occurred in Febru-
ary otherwise.

“You know, I'm sensing a little bit of doublespeak
here,” Vatis says. ""Business is saying, *Wedon't want the
government telling us what to do; we can fix this our-
selves.” And | agree. But then | hear people saying,
'Gosh, government didn't warn us loud enough.” **

“People have been saying for a long time that It's go-
ing to take an electronic Pearl Harbor for people to
take security seriously,” he says. There's a kernel of
truth there because we live in an event-driven society."
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» The Internet comm uni-
ty is demanding broader distribution of more timely threat in-
formation, beyond the security professionals with whom the
NIPC typically deals. “If you are only spreading the word to
specialists, then you are not getting threat information out
across the board to small universities or e-tailers,” says Harris
Miller of the Information Technology Association of America,
a leading trade association representing 11,000 corporations.

» Though some companies are warming to the idea of shar-
ing information with the government, many complain that they
remain uneasy about government efforts to police the Internet.

“Where (the federal government) is completely failing is to
be a place people trust” with delicate information, says Alan
Pallar of the SANS Institute, an education facility for computer
system administrators that claims 100.000 members. "*Ninety-
eight percent of the time they won’tshare with the FBI because
they fear having their (computers) confiscated, that their trou-
bles will become public knowledge and that the agents will
scare (clients) to death.”

» The president’s plan has created so many entities gather-
ing data on Internet vulnerabilities that it is causing confusion.
“Imagine living in a community where there are seven differ-
ent numbers to call for 911 services,” says Mark Rasch. chief
counsel to Global Integrity, a leading cybersecurity firm that
hosts the financial industry's information sharing center. “You
need to have one number, one place, that everyone trusts.”

Adds Tom Noonan, CEO of Internet Security Systems, prob-
ably the fastest-growing firm in its field and a major booster of
the NIPC: “Quite frankly, I'm confused by all these different
government groups."

Word spreads slowly

In the days after the University of Minnesota attack, Haskell
says her 911 instinct was to notify academic colleagues or other
trusted computer professionals.

One of those she contacted was David Dittrich, director of
software engineering at the University of Washington in Seattle.
He became the first person to track down and unlock the codes
that make the attacks operate.

It was a matter of days before he realized the new attack
technique required immediate action. But the wheels of gov-
ernment turn slowly.

Dittrich first alerted CERT, the Computer Emergency Re-
sponse Team at Camegie-Mellon University, the nation's pre-
mier clearinghouse for data on computer vulnerability. By
early September, it began organizing an unprecedented in-
ternational conference to examine the emerging threat

Based on CERTS letters of invitation to the conference, a
handful of high-end security firms learned of the attack tech-
nique, and in October and November the firms quietly briefed
clients about the impending threat

Though the NIPC is a sponsor of CERT and has a liaison for
the emergency response team on its staff, it received its first
substantial report from CERT in late October. The response
team has declined to comment on the apparent delay.

The three-day CERT conference in early November ad-
journed with this determination: ""There is essentially nothing a
site can do with currently available technology to prevent be-
coming a victim"’ of a denial-of-service attack.

The only prevention, the conferees said, was for system op-
erators to update their security precautions to prevent vandals
from exploiting known system weaknesses to gain control of
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Victims and expats call

randomnessfrightening

By peter Lewis
Seattle Times technology reporter

Compared with a street mug-
ging, an attack on a Web site lacks
a certain reality. The “crime”
seems thin, the consequences
soft.

Tell that to Blaine Hadlock,
owner of a small, Bainbridge Is-
land-based business that got
hacked last year, allegedly by a
total strang :r who turned out to be
a computer-science student in
Boston. When Hadlock finished

& YYs&i

9*000

jimil.ott / Tiik Seattle Times

Blaine Hadlock, owner ofzebra Marketing Online Services,
changed his business plan after a hacker attack.

picking up the pieces, the tab
exceeded $30,000.

It is aphenomenon expected to
grow worse before it improves,
said Richard Power, spokesman
for the Computer Security Insti-
tute, a San Francisco-based asso-
ciation of information security
professionals.

"As the cybercrime problem
grows, the smaller and medium-
sized businesses will be more

targeted for fraud or malicious
mischief," predicted Power, "'sim-
ply because there will be more
sharks in the water interested in
smaller prey.”

What's particularly disturbing
is the apparent randomness of
such attacks. Hackers can use
fairly simple scanning programs to
hunt for vulnerable systems.

Please see Hack n 2



Afterattack, victim

[takes his company
out ofharm’s way
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"It did nut pa us out of busi-
ness, but il slung re.il bad." re-
counted Hadlock, whose Zebra
Marketing Online Services
(ZMOS) has five full-time em-
ployees and has since moved to
Federal Way. "You don't lose that
kind of money without it hurting
you. It caused me some signifi-
cant problems."

Authorities contend the hack-
er is a Northeastern University
student named Ikenna Irfih. who
in federal charges filed recently in
Boston was also accused of ille-
gally entering federal computers
at the National \eronautics and
Space Administration and the De-
fense Department.

Last jpring, investigators with
the Fill and the Department of
Defense kept asking Hadlock,
"Why you? Why him?”

And Hadlock had a stock an-
swer: " 'Ask him (the hacker).’

"I really don't know from
whence he came and why. 1'd love
to sit with him and ask 'Why?""

Power, with the security insti-
tute, said-the public often has
difficulty understanding the mo-
tive behind such stranger-on-
stranger cyber attacks. "People
say, ‘Well, why do they do this?’
And the answer they can't under-
stand is. 'Just because,"' Power
said.

He said attacks on smaller
businesses are particularly dam-
aging because the owners cannot
absorb the hit like a major corpo-
ration. and they generally lack
insurance to cover such losses.

Assistant U.S. Attorney Steve
Schroeder of Seattle, who helped
investigate the ZMOS case,
agrees.

"It's the smaller systems that
can't afford to spend resources on
security that are going to remain
vulnerable,” he said. "The little
mom-and-pop sites. It (a hacker
attack) would bury them."

Most of the hacking incidents
Schroeder is aware nfin Western
Wash: .gton involve strangcr-on-
strnnger attacks. Several remain
under active investigation. Rut
another threat comes from dis-
gruntled employees.

That's what occurred lo small-
business owner Hud Robinson,
who runs an ice-machine rental
business called Automatic Ice
Makers in San Diego. Two years
ago. a disgruntled programmer
"just walked out one day and said
'I'm going tn own you,"™ Robin-
son recalled.

Before leaving, the employee
placed some malicious code in the
system - a "logic bomb" that

disabled access and caused about
SaDJkkl in damage. It took nearly
two years for Robinson to recov-
er. repairing the system in stages
as he could afford to.

James Crowell, aka Jamie
Crowell, ultimately pleaded guilty
to a felony charge of recklessly
damaging a protected computer.
Crowell was sentenced lo serve
six months in a halfway house and
ordered to make restitution,
among other conditions.

In Hadlock's case, the intru-
sion influenced him to shift busi-
ness models. Instead of hosting
other companies’ Web pages.
ZMOS now actsas an "'e-business
facilitator.” Hadlock said, mean-
ing the company helps e-busi-
ncsses figure out what their mes-
sage is and provides marketing
assisLinee.

Besides being disruptive, Had-
lock said the attack caused him lo
realbe how legally vulnerable he
was as the guardian of other
people's information. If a Wcb-
hosting company is housing "hun-
dreds or thousands or millions of
dollars' worth of (intellectual-
property) investment and some-
body (a hacker) gets to you. guess
who is on the line?" Hadlock
asked rhetorically.

"'So we changed after this little
scenario,” he said. "It led us to not
being in that (Web-hosting) busi-
ness."”

As far as prosecutors know,

ZMOS was the most seriously
damaged victim. Iffih’s other al-
leged unauthorized forays caused
no disruption to the nation's de-
fense's. no meddling with satellite
control, and no improper use of
personal information — including
private information on about
9.000 students, faculty and alumni
at Northeastern that Iffih is ac-
cused of downloading and copy-
ing.
The 2S-ycar-old student now
faces three felony counts related
to unauthorized access to various
computers. If convicted, he could
serve up to 15years in prison and
pay a $250,000 fine.

Iffih was charged by criminal
information instead nf indictment,
which generally is a sign that a
pica agreement is in the works.

Authorities have asserted that
Iffih alsowent by the hacker name
"DigiAlmty" and that he was re-
sponsible for defacing an Interior
Department Web page. On that
page. Iffih is accused of writing in
part: "Yes. you guessed it right,
the WAR is on. The (expletive)
FBI vs. everyone who calls him-
/herselfa true hacker."

/W it Utvis: 7. E-nuiil:
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"People say, '[Veil, why do theydo this?'And the answer

they can Tunderstand is, 'Just because.

Richard Power
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By THOMAS E. WEBER
Tho Woll Street Journal

Cookies, those tiny computer files
that web sites use to track visitors, have
come to symbolize the worst fears about
on- hie privacy. But the man who baked
up the very first batch says that’s just
not fair.

"They’re actually relatively harm-
Icss,” said Lou Montulli, the computer
whiz who invented cookies in 1994 and
wcent. on to be named "Sexiest Internet
Mogul"™ by People magazine last year.

Montulli’s brainchild has evolved into
one of the Web’s most pervasive tech-
nologles, invisibly shoring up every-
thing from e-commerce to on-line ad-
vertlsing. If yoU spend much time on the
Web, chances are you've accumulated
nnywhere from dozens to hundreds of
cookies on your PC.

Lately Internet companies have fig-
ured out how to make them do all soi ts
of tricks their creator didn’t foresee,
On-line ad network Doubleclick has
turned them into e<huge mconsumer
dossiers, nnd now finds itself under
scrutiny from consumers and the Feder-
al Trade Commission for its efforts.

The tale of how and why the cookie
came to be — and why it now arouses
such fears among Internet users — is a
dramatic example of how the on-line

unrelated

queries. keting data bases, faced with a comna-

That meant you couldn’t mark items ny that can potentiallvtrack where you
as you browsed for later purchase. In* surf and knows your mail-order shop*

stead of paying for everything at once,
consumers would have been forced fo
buy their CDs and books one at a time,
The challenge for Montulli was to get a

web site to see its users as distinct indi-

viduals so that it could remember things

about them.

ping habits to boot, some consumers
liave started getting anxioqs. Earlier
this month, Doubleclick disclosed that
the FTC was examining itsfpractices,

which depend heavily on cookies.

Montulli, 29 years-old,.says Dou-
bleClick and dozens of other web mar-

His answer was the cookie, a tiny keters are using cookies .inwayg llg HSV-
computer file that could be stored on a er intended? But he admits rhis design

user’s PC. (Programmers had long used
the term to refer to an arbitrary piece of
data.) With a cookie, a web server es-
sentially says: Here, hang on to this file
and show it to me the next time you ask
me something. It will remind me who
you are and what we’ve already talked
about.

Netscape built cmkies into the first
version of its browser making them »
de mcto standard tor the Web/Like any
good programmer, Montulli designed
cookies to be flexible. "Netscape was
about building the infrastructure for the
Web,” he said. "We tried to build things
that would be useful for the entire com-
munity."

Use it they did. When web sites began
to run paid advertisements, advertisers
wanted to know the size of the audience,
Sites counted up "hits," but couldn’t tell

world has been shanecTby the decisions. * if 10 hits represented 10 different users

or a tew key people. It also shows how"
those decisions can morph in unintend-
ed ways as the Netevolves at breakneck

speed.
In the summer of 1994, Montulli was

or one person visiting 10 times. By as-
signing each-visitor a unique cookie,
sites could discern one visitor from an-
other and make accurate tallies. C
~ From there; it wasn't much of a leap

a young college dropout at a brdnd-newi, to yse cookies,to;.track.visitors! habits,,;

company colled Netscape. It wanted'to
commercialize the Internet,
meant making it possible for people.to
buy things on-line. The problem was,
web sites mode poor shopkeepers. De-
signed to treat all requests for informa-
tion separately, sites couldn't perceive
individual shoppers at the other end of
the Ijne. All they saw were flurries of

which'V,ited most

NpHN&FKIHEftHKMVIhi*h‘pages tney yis-
frequently. Doubleclick,
which sells advertising on a network of .
sites, figured it could charge more for
ads if they were targeted based on con-
sumer behavior.

Now Doubleclick wants to go a step
further, matching up cookie data with
information in traditional direct-mar-

gave an unintended boost to tracking ef-
forts. Here’s why: When a web site dis-
plays a page you'’ve requested, it can
pull elements, including'ads, from other
sites. That allowed ad;networks to put
their own cookjes on consumers’ PCs
and track them across many sites. Mon-
tulli later added to Netscape an option
that lets users refuse cookieS:from sites
other than the one they’re visiting. ..

Efforts to reform.cookids further
haven’t met with much sucdess.1Afteh
building cookies into Netscape Naviga-
tor, Montulli helped develop an official
standard for the Internet Engineering
Task Force. ]

The proposal calls for each cookie to
include a description of its purpose so
consumers could inspect their cookies
and find out what they!re up.to, ..

The idea hasn't gotten very far. The
fact is, it’s too late to tinker with cookies

.now. They power practically every on-

lute Shopping cart and every puid advcr-

. tisemenf. in less.than six years, they've

become part ot th&Jabrfcot the web.7)

A lot has changed ior'tvliontulli in that,
time~Once therqujhtessbntiaT,unkenipfj
geek”™e’s now a'Netscape millidriaird
.wlb hsteady girlfriend,>a great haircut
and stylish clotHdi/'THe' People maga-;
zine story even compared him to hunky

.actor Dylan McDdhnott!".

He's working'at 'a\ouzzy.start-up
called,Epiniori&fcom, & !shopping guide
where visitors can rCad:and. post prod-
uct reviews. Natufally, it uses cookies.



By JOEL GARREAU
Tho Washington Post

A respected creator of the Informa-
tion Age has written an extraordinary
critique of accelerating technological
change in which he suggests that new
technology could cause
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Technology creator warns bf its threat to mankin

gy but rather from a man who invent-
ed much of it: Bill Joy, chief scientist
and co-founder of Sun Microsystems
Inc the Ieading web technology man-

Was an ongnnaj co-chairman of
2 pr Si enPal commiss noqn he

“something

the possibility of an atomic bomb.

In a 24-page article in the April is-
sue of Wired magazine that hits stands
today, Joy says he. finds himself es-
sentially agreeing, to his horror, with a
core argument of the Unabomber,
Theodore Kaczynski — that advanced

pioneer, "He 1s
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attacks raise concemns about growth
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Web attacks raise concerns about growth

NEW YORK (AP) - A swarm of recent hacking attacks highlight one
emerging concern about the Internet: It may be growing too fast for
security to keep up with technology.

Some security experts believe it's time to focus on making the Net
safer, which could mean rebuilding much ofthe underlying
infrastructure from scratch. After all, consumers and businesses now
use the Internet for tasks unforeseen 30 years ago.

Security was an afterthought when Internet standards were developed
by university thinkers and computer administrators, says Russ Cooper,
who runs the NTBugtrag Web site devoted to security.

"This is now the foundation for billions of dollars worth of commerce,"
Cooper said. "It is inherently flawed becruse we don't check to see if
what it's being used for is what it is intended for."

Randy Sandone of Argus Systems Group Inc. is blunter: "The Web is
rotten at its core.”

Yahoo!, Buy.com, eBay, ETrade and other prominent sites were
paralyzed for hours at a time last week when hackers overloaded them
with fake traffic.

The attacks followed several computer vims outbreaks last year - such
as Melissa - which spread rapidly by taking advantage of functions that
were designed to make Internet use friendlier.

And last month, a hacker stole credit card numbers from the Internet
music retailer CD Universe, then released thousands of them on a Web
site after the firm refused to pay $100,000 ransom.

"I fully expect the Internet to ultimately be safe and stable,” said
Stephen Gorrell, program manager for Norton Internet Security


http://www.usatoday.com/ncws/ndssun04.htni

cb attacks raise concerns about growth http://www.usatoday.com/news/ndssun04.htm

software. "However, in the period ofrecord growth, it's not surprising
new holes are discovered."”

BARHESSHBLE

Resources

E-mail  As the Internet grows, so do the numbers ofhackers and potential
Index  victims. And hackers are becoming more sophisticated, with some
Feedback €ven developing tools to automate their attacks.

The Internet's developers could not have effectively countered threats
to commerce because e-businesses did not yet exist, Gorrell said.

What's hot . .. .
Software companies, some critics say, contribute to the problems by
Aboutus  ygleasing products that still have security holes.
Jobs at USA

TODAY  "Each day, technology is changing,” said Robert Ing, who handles
. electronic security for SBR International Inc. in Toronto. "There's a
Free premlums rush to get products out to market because it is a competitive
USA TODAY  marketplace. Sometimes, security is overlooked."
Update
Software Steve Hunt, security analyst at Giga Information Group in Chicago,
hopes the latest attacks will encourage companies to take security more
seriously.

"We owe quite a debt of gratitude to hackers to show us where cur
pants have been down," he said.

Security and Internet experts differ on how far they need to go - and
that itself is a problem. Some believe in completely updating
equipment and software to reduce users' anonymity and improve
authentication.

In the offline world, businesses have experience with security guards
and special locks. Some practices are even required by law or
insurance companies.

But the Internet community has yet to agree on such standards, said
Harris Miller, president of the Information Technology Association of
America.

Phil Attfield, director of technical marketing at McAfee.com, said
Internet security will eventually catch up.

"The approaches are going io have to become more formal rather than
ad hoc,"” he said. "We've been getting there incrementally. That's the
way technology is evolving.”

But hacking will never completely disappear, said Keith Teare, the
chairman and chief executive of RealNames. Vandals broke into
RealNames' computers Wednesday, and the company had to warn
some 20,000 customers that their credit card numbers might have been
stolen.
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"For every secure environment, there will be somebody prepared to try
to break in," Teare said. "If they are clever enough, they will find
holes."

Greg Hawkins, chiefexecutive of Buy.com, said the attacks on his
shopping site and others raised awareness.

"This is a new frontier. It's big, it's fast, and it's growing rapidly,"” he
said. "With that growth will come continued challenges to make sure
it's a secure and effective environment. We are clearly going to have
growing pains like this from time to time."
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ISP Posts Blacklist Of Snnirf-Friendly
Networks

By Randy Barrett

One Chicago-based Internet service provider is blocking more than 40
Internet networks from its access system, until they stop allowing hackers to

use bandwidth for "smurflattacks.

Macro Computer Solutions Inc. (www.mcs.net) owner Karl Denninger
posted a notice April 11 on the North American Network Operators Group
e-mail list stating he was fed up with smurf attacks and would no longer
exchange traffic with networks that originated the assaults.

"I'm going to start posting the blacklist here weekly in the hopes that peer
pressure will cause people to clean up their acts,” Denninger wrote.

Denninger listed the Internet Protocol addresses —but not names - of 30
networks and has added 12 more since. Most are larger Internet providers
and academic networks, he said.

For network administrators, being a collaborator in a smurf attack means
doing nothing at all. The attacks are often aimed at Internet Relay Chat
servers or the Internet service providers (ISPs) that host them. Johnny
Hacker typically gets mad at Betty Hacker during a chat session and tries to
knock her offline by burning down her provider. All the assault requires is a
basic Internet account.

Here's how it works: Johnny Hacker sends a stream of diagnostic "ping"
messages to a second-party network's host servers. Many of those servers
are set to automatically respond, but Johnny places a false return address and
those responses stream to a third-party ISP that is really the target of the
assault. So a single ping stream is amplified hundreds or thousands of times
and clogs the target network's bandwidth -- particularly smaller providers
using a single T1 (1.5-million-bit-per-second) line.

The fix is simple, Denninger said: Networks must turn off the "directed
broadcast forwarding™ function in their routers, and the ping responses will
never be sent.

"Some of them honestly don't know about it. My response is, I'll deny you
access to my network until you get your act together,” he said.

Denninger's smurfamplifier blacklist is getting some support from network

wysiwyg://20/http:/imww.zdnet.comvintweek/print/980420/308913.html
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administrators, but it is unclear whether any are using it to block errant
networks or might be compiling their own rogues' gallery.

Jason Weisberger, chiefofnetwork operations at SoftAware Inc. in Marina
del Rey, Calif., said he's not interested because a blacklist limits his own
customers' connectivity, "Punitive filtering, while a good short-term fix, can
create problems farther out," he said.

Denninger has been similarly zealous about the Enhanced Domain Name
System (www.edns.net), an alternative to InterNIC, which splintered last fall
and is now in limbo.
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