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SUBJECT: Draft C'SI IB 3 19( ) - "B" version (E m ployees' ex p ecta tio n  o f  privacy 
in em p lo y er p rem ises)

TO:

FROM:

R ep re sen ta tiv e  N o rm an  R okcberg

T eresa  B. C ra m e r 
L eg is la tiv e  C o u n se l

E n c lo sed  is the d ra ft C S  you  req u ested . I have a few  d ra ftin g  co m m en ts :

1. P lease  see  m y c la r ifica tio n  in the  first sen ten ce  o f  sec. 2 3 .1 0 .4 5 0 (a ). th a t this bill is 
lim ited  to ex p e c ta tio n s  b e tw een  an e m p lo y e r and  the em ployee .

2. Expanding the definition of "employer".

In m y  o p in io n , the d efin itio n  a lready  includes p rivate  sec to r em p lo y ers . T he b ill d efin es  an 
em p lo y er as "a person  w ho  has one  o r m ore  em ployees."  T his language  is m odeled  after the 
A lask a  S ta te  H um an  R igh ts A ct defin ition , w hich  has been app lied  to  the p riv a te  sector. The 
d e f in itio n  in y o u r b ill g o es  on  to m ak e  c lea r tha t g o v ern m en ta l s ta tu s  d o es  not serve as an 
ex em p tio n  from  the  defin ition  o f  em p lo y er. T hat is the reason  for the listing  o f  the state, the 
u n iv e rs ity , the  ra ilro ad , p o litica l su b d iv is io n s , and  pub lic  co rp o ra tio n s .

3. Definition of "employee" and coverage of school board members.

In the  C S H B  319(L*&C). there w as lan g u ag e  s ta tin g  that e lec ted  o ff ic ia ls  w ere  not to be 
co n sid ered  employees. (A pparen tly  th ere  w as som e confusion  ab o u t w h e th e r a school board 
m e m b e r m ig h t be co n sid e red  an employer. T h e ex c lu sio n  d id  n o t ad d re ss  that question .) 
T h e  p u rpose  o f  ex c lu d in g  elected  o ffic ia ls  from  co n sid era tio n  as e m p lo y ee s  w as. at least in 
p a r t, to  p ro tec t the files o f  e lec ted  o ffic ia ls  (in c lu d in g  leg is la to rs) from  d isc lo su re  to the 
p re s id in g  o ff ic e r  o r  the  v o ters  o r w h o e v e r e lse  m ight be c o n s id e red  the e lec ted  o fficer's  
"em ployer."  N o w  that the bill co n ta in s  a  defin ition  o f  em ployee . 1 h av e  m o v ed  the exclusion 
o f  p u b lic  o ff ic e rs  from  co n s id e ra tio n  as an  em p lo y ee  to th a t d e fin itio n . See Sec. 
2 3 .1 0 .4 5 0 (c )(2 ) su b p arag rap h  (B).

4. Protection for private phone calls and privately-owned computers.

S ee  the  new  Sec. 2 3 .1 0 .4 5 0 (b ).

T C :jd r
98-270.jdr
E n clo su re
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IN T H E  L E G IS L A T U R E  O F  T H E  S T A T E  O F  A L A S K A  

T W E N T IE T H  L E G IS L A T U R E  - SE C O N D  S E SS IO N

BY

O ffered :
Referred:

Sponsorls): REPRESENTATIVE ROKEBERG

A BILL

FOR AN ACT ENTITLED

"An Act relating to an employee's expectation of privacy in employer premises."

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. A S 2 3 .1 0  is am en d ed  by  ad d in g  a new  sec tion  to  a rtic le  7 to  read:

Sec. 23.10.450. No employee expectation of privacy in employment site, 

(a ) In the a b se n ce  o f  a  sp ec if ic  w ritten  ag reem en t to the co n tra ry , b e tw een  an 

em ployer and an em p lo y ee  o f the em ployer, an em ployee has no expecta tion  o f  p rivacy  

w ith  re sp ec t to  b u s in ess  p rem ises , b u s in ess  eq u ip m en t, and  se rv ic es  su p p lied  by  the  

em ployer, and  an em p lo y er m ay have reaso n ab le  access to business p rem ises , bu sin ess  

eq u ip m en t, and  se rv ices  su p p lied  by the em p lo y er to the em ployee . In the ab sen ce  o f  

a w ritten  ag reem en t perm itting  the em p lo y ee  to lim it the em p lo y er’s access to b usiness 

p rem ises , b u s in ess  eq u ip m en t, an d  se rv ices , an em p lo y ee  m ay no t h in d e r  o r  o b s tru c t 

the e m p lo y e r  fro m  access  to the  e m p lo y e r’s b usiness p rem ises , b u s in e ss  eq u ip m en t, 

and serv ices , includ ing  in fo rm ation  s to red  on  a co m p u ter o r co m p u te r n e tw o rk  o r o th er 

serv ice  su p p lied  by  the em p lo y er.

(b ) T h is sec tio n  does no t w a iv e  an  em p lo y e e ’s ex p e c ta tio n  o f  p riv ac y  w ith
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re sp ec t to

(1) a personal te lep h o n e  ca ll:

(2) p rem ises o r eq u ip m en t, includ ing  a co m p u ter and c o m p u te r 

in fo rm atio n , ow ned  by  the em p lo y ee  but u sed  in (he e m p lo y ee ’s em p lo y m en t fo r the 

e m p lo y e r  even  if  the eq u ip m en t is co n n e c ted  to the e m p lo y e r 's  eq u ip m en t o r serv ice  

fo r the eq u ip m en t is supp lied  by the em p lo y er.

(c) In th is section ,

(1) "e lected  o ffic ia l"  m ean s the governor, the lieu tenan t g o v e rn o r, a 

m em b er o f  the leg islature, a ju s tic e  o r ju d g e , o r a person  e lec ted  to  m u n ic ip a l o ffice :

(2) "em ployee"

(A) m eans a perso n  em p lo y ed  by an em p lo y er and  includes

(i) a p e rm an en t, seasonal, p roba tionary , o r  tem p o ra ry

em p lo y ee  w h e th e r e m p lo y ed  fu ll-tim e o r part-tim e;

(ii) an in d ep en d en t co n tra c to r and an em p lo y ee  o f  an

in d ep en d en t co n tra c to r re ta in ed  by the em ployer;

(B ) d o es not in c lu d e  an e lec ted  o ffic ia l;

(3 ) "em ployer"  m eans a  perso n  w ho has one  o r m ore em p lo y ees  and 

in c lu d es  the s ta te , the U n iversity  o f  A lask a , the A lask a  R ailroad , an d  po litica l 

su b d iv is io n s  and  p u b lic  co rp o ra tio n s  o f  the  state.

WORK DRAFT WORK DRAFT 0-LS1211\B
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ALASKA STATE LEGISLATURE 
House of Representatives

COMMITTEE ASSIGNMENTS:

LABOR & COMMERCE COMMITTEE. CHAIRMAN 
SPECIAL COMMITTEE ON OIL & GAS. MEMBER 
JUDICIARY COMMITTEE. MEMBER 
CORRECTIONS BUDGET SUBCOMMITTEE, MEMBER 
ADMINISTRATION BUDGET SUBCOMMITTEE .MEMBER 
HESS BUDGET SUBCOMMITTEE. MEMBER

Representative Norman Rokeberg

INTERIM:
710 W EST4TH AVENUE. SUITE 640 
ANCHORAGE. AK 99501 
PHONE: (907)258-8191 
F A X : (907)258-2916

SESSION:
STATE  CAPtTOL 
JUNEAU. AK 99801-1182 
PHONE: (907)465-4968 
FAX: (907)465-2040

MEMORANDUM

TO: Teresa B. Cramer, Legislat/ve Coun

FROM: Rep. Norman Rokeberg

DATE: April 24, 1998

RE: CSHB 319 (L&C)

During the House Judiciary Committee meeting today various questions came up 
about CSHB 319 (L&C). The Committee would like to take this matter up again 
on Monday, April 27lh, according to the remarks at the meeting.

1. On March 28th, I requested a legal opinion (LS-1729) on: Under current 
Alaska law can an employer monitor an employee's telephone, internet, or 
email? If so, cite statute/case law. What are the limits?

The Committee is interested in this information and I would ask that this 
information be provided. The discussion in the Committee centered 
around whether telephone conversations would be covered under CSHB 
319 (L&C) and, if they were, how to eliminate an employer's monitoring of 
"private" telephone conversation. Language was suggested as follows:

Nothing in this section is intended to eliminate the expectation of 
privacy as regards telephone conversations to which an individual is 
entitled unless specifically agreed upon by that individual employee.

Depending on the information requested in LS-1729, this may or may not 
be an amendment to the current proposal.

2, Under CSHB 319 (L&C), if an employee brought a personal computer on a 
business premises and hooked that computer up to an employer-supplied 
service/data line, would the provisions of the current CSHB 319 (L&C)



Page 2

apply? For example, would the employer be able to access the 
information on this personal computer hooked into business-owned lines 
and/or, in the alternative, the information flowing over the lines?

3. Please prepare a blank draft committee substitute as follows:

a. Expand the definition of “employer" so that private employers 
are covered. The conversation by the committee indicated 
that they do not view the current language as covering both 
private and public sector employees and it is my intent to 
cover all employees, or is this unnecessary given current 
law?

b. Insert a definition of “employee". This definition should 
include independent private contractors, independent 
contractors, temporary employees, regular employees, etc., 
when working for or with a particular employee.

c. A local school board's members would be exempted under 
the “elected official" portion of CSHB 319 (L&C). However, it 
was pointed out at the Committee meeting that most school 
boards are also the actual employers of school district 
personnel. We need to insert language to cover this 
situation.

d. If the answer to number 2 above is in the affirmative, need 
language to exempt privately-owned computers from 
employer inspection if the only connection to the employer’s 
premises and/or service is through the employer-supplied 
data or telephone line.

e. Page 1, line 11: delete “permit"; and insert "not hinder or 
obstruct".

f. Page 1, line 11: delete “to have"; and insert "from".

Again, the express wish of the Committee was to review this matter again on
Monday, April 27th.

cc: Representative Joe Green, Chairman 
House Judiciary Committee
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AMENDMENT

O F F E R E D  I N  T H E  H O U S E  B Y  R E P .  R O K E B E R G

T O :  C S H B  3 1 9  ( L & C )

Page 1, Iine11

Delete: “permit"

Insert: “not hinder or obstruct"

Page 1, line 11

Delete: “to have”

Insert: “from”



A M E N D M E N T

O F F E R E D  IN  TFIE H O U S E  by  R ep re sen ta tiv e  B erk o w itz

T O : C S H B  3 1 9 (L & C )

1 P ag e  1, line  4, p reced in g  “ ex p e c ta tio n ” :

2 D e le te  “No employee”

3 In se rt “Employee”

4 P ag e  1, line  5, p reced in g  “ In ” :

5 D e le te  “ (a )”

6 P ag e  1, line 6, p re ced in g  “ex p e c ta tio n ” :

7 D e le te  “ n o ”

8 In se rt “a n ”

9 P ag e  1, line 7, fo llo w in g  th e  first o ccu rren ce  o f  “ e m p lo y e r” th ro u g h  p ag e  2 , line  5:

10 D e le te  all m ateria l

11 In se rt
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S T A T E  OF A L A S K A
130 Seward Street, Suite 409 
Juneau, Alaska 99801-2105

MEMORANDUM M arch  2 5 , 1998

SUBJECT: D o es H B  3 1 9  v io la te  an  em p lo y ee 's  r ig h t  to  p riv ac y  (E m p lo y ee 's  
ex p e c ta tio n  o f  p riv acy  in  an  em p lo y er 's  p re m ise s)

TO: R e p re se n ta tiv e  N o rm an  R ok eb erg  
A ttn : Ja n e t S e itz

FROM: T ere sa  B . C r a m e r s  
L eg is la tiv e  C o u n sel

Y o u  hav e  asked  w h e th e r H B  31 9  v io la tes  the right o f  p riv acy  c lau se  in  the state  constitu tion . 
A rtic le  I, sec. 22  o f  th e  C o n s titu tio n  o f  the S tate o f  A la sk a  read s:

T h e  r ig h t o f  th e  p eo p le  to  p riv ac y  is recogn ized  an d  sh a ll n o t be  in fringed .
T h e  leg is la tu re  shall im p le m e n t th is  section.

T h e  bill s ta tes  that, absen t an  ag reem en t to the contrary , an  em p lo y e e  has no ex p ec ta tio n  o f  
p riv acy  w ith  respect to an  em p lo y er 's  prem ises and eq u ip m en t an d  req u ires  th e  em p lo y ee  to 
p e rm it  th e  em p lo y e r to  h av e  re a so n a b le  access to them . T h e  b ill a llo w s the  em p lo y er an d  
em p lo y e e  to en te r in to  a sp ec if ic  ag reem en t varying th is g e n e ra l ru le.

T h e  language  o f  the  b ill w o u ld  ap p e a r to apply th is p resu m p tio n  o f  no expectation  o f  p riv acy  
ev en  to h o u sin g  supp lied  to an  em p lo y ee  by an em ployer. A s I d iscu ssed  w ith  Jane t on th e  
te lep h o n e , th is  u n in ten d ed  e x te n s io n  o f  th e  bill to a  p e rso n 's  liv in g  q u arte rs  w ou ld  be  hard  
to  d e fen d  ag a in s t a c o n s titu tio n a l cha llenge based on  an  in d iv id u a l's  righ t to p riv acy . 
A m e n d m e n t A .3  c la rifies  th a t  th e  bill app lies on ly  to b u s in e s s  p rem ises  and  th is m em o  
a ssu m es  tha t th e  b ill is so lim ited  in  scope.

T h e  b ill is  in ten d ed  to  p e rm it an  em p lo y er to contro l th e  u se  o f  the  em p lo y er’s b u s in ess  
p re m is e s ,  in c lu d in g  u se  o f  th e  e m p lo y e r’s com pu ter e q u ip m e n t. Sec. 23 .1 0 .4 5 0  w o u ld  
p re c lu d e  an  em p lo y ee  from  a sse r tin g  that the em p lo y ee  h ad  an  ex p ecta tio n  o f  p riv ac y  in  
m a te r ia l s to red  in  the e m p lo y ee 's  w o rk  space o r on the c o m p u te r  u sed  by the em p lo y ee  at 
w o rk . "E m p lo y e r"  is n o t d e f in e d  in  the bill. T h is  m em o  assu m es  that bo th  p u b lic  and  
p riv a te  em p lo y ers  are co v e red . It w o u ld  be c learer for th e  b ill to  d e f in e  the term .

T h e  righ t to p rivacy  has been  litig a ted  in the context o f  an  in tru s io n  b y  the  g o v ern m en t in to  
an  ind iv idua l's  life. In the tim e  av a ila b le  to m e I have n o t fo u n d  a  case  app ly in g  the s ta te 's  
r ig h t to  p riv ac y  to an  in te ra c tio n  b e tw een  p rivate  in d iv id u a ls  w ith o u t sta te  action . T h e  
la n g u a g e  o f  the  righ t to p r iv a c y  in  art. I, sec. 22, d o es  no t ap p e a r to lim it its sco p e  to



R e p re se n ta tiv e  N o rm an  R c .w b e rg  
M a rc h  2 5 , 1998 
P a g e  2

g o v e rn m e n ta l ac tion . In  th e  a b s e n c e  o f  a h istory  o f  c o u rt in te rp re ta tio n , I can n o t s a y  w ith  
c e r ta in ty  h o w  a  court w o u ld  ru le  o n  a  challenge from  an  e m p lo y e e  th a t a p riv a te  e m p lo y e r  
h a d  v io la ted  th e  em ployee 's r ig h t to  privacy . A ssum ing  th a t th e  cou rt w ou ld  app ly  th e  sa m e  
te s t  th a t  it u ses fo r c o n s id e rin g  c la im s  to  invasion  o f  p r iv a c y  b y  th e  governm en t, I b e l ie v e  
th e  b ill  w o u ld  w ith stan d  a c o n s titu tio n a l challenge.

In  .Tones v. Jen n in g s , 788 P .2 d  7 3 2 , (A laska 1990), th e  s ta te  su p rem e court c o n s id e red  
w h e th e r  th e  p erso n n el re c o rd s  o f  tw o  A nchorage p o lic e  o ff ic e rs  w ere  p ro tec ted  fro m  
d is c lo s u re  to  th e  p la in tiff, w h o  h a d  filed  a dam age ac tio n  a g a in s t  th e  officers. T h e  c o u r t  
u p h e ld  th e  superio r co u rt's  o rd e r  th a t  th e  records be  m a d e  a v a ila b le  to th e  p la in tif f . In  
re a c h in g  th is  dec ision  th e  c o u r t  sa id :

th e  A lask a  C o n s titu tio n  ex p ress ly  p ro tec ts the  r ig h t  o f  p riv ac y  for A lask a  
c itizen s . W e have  d is c u s s e d  p rev iously  th a t o n e  w h o  asse rts  a righ t to 
p r iv a c y  m ust ex h ib it a  su b jec tiv e  expecta tion  o f  p r iv a c y  "that so c ie ty  is 
p re p a re d  to reco g n ize  a s  reaso n ab le ."  It is p la u s ib le  fo r an  em ployee to 
expect that the deta ils  co n ta in e d  w ith in  his p e rso n n e l file  a re  confidential and 
n o t sub ject to p u b lic  sc ru tin y . Y et w e do n o t a p p ro a c h  th is  case, and  th e  
o ffice rs ' righ t to  p riv ac y , in  a  vacuum . T h e  rig h t to  p r iv a c y  is no t absolu te .
R ather, "there m u st b e  a  ... b a lanc ing  o f  c o n f lic tin g  r ig h ts  and  in terests."

LL, at 737  - 738 (citations o m itted ) . H B  319 addresses b o th  w h e th e r  an em ployee can  h a v e  
" a  su b jec tiv e  expecta tion  o f  p r iv a c y "  in the business e q u ip m e n t and  p rem ises o f  h is o r  h e r  
e m p lo y e r and w hether "soc ie ty  is  p rep ared  to recognize" th a t ex p ecta tio n  as reasonable. Sec. 
2 3 .1 0 .4 5 0  answ ers "no" to b o th  q u estio n s, unless the em p lo y e r an d  em ployee have a sp ec if ic  
ag reem en t to the contrary. G iv en  th e  lim itation o f  the  b ill to  b u s in e ss  p rem ises (as o p p o se d  
to  re s id e n ces  supp lied  by  an  e m p lo y e r)  and given th a t th e  b ill req u ires  em ployees to  g iv e  
e m p lo y e rs  o n ly  "reasonab le"  a c c e s s  to the p rem ises and  e q u ip m e n t used by the em p lo y e r ,
I b e liev e  that th e  bill w o u ld  w ith s ta n d  constitu tional ch a lle n g e .

T C :jd r :lm b  
9 8 -1 9 2 .j d r



ALASKA STATE LEGISLATURE
House of Representatives

LABOR 8 COMMERCE COMMITTEE, CHAIRMAN 
SPECIAL COMMITTEE ON OIL 8 G AS, MEMBER 
JUDICIARY COMMITTEE, MEMBER 
CORRECTIONS BUDGET SUBCOMMITTEE, MEMBER 
ADMINISTRATION BUDGET SUBCOMMITTEE .MEMBER 
HESS BUDGET SUBCOMMITTEE, MEMBER

COMMITTEE ASSIGNMENTS:

Representative Norman Rokeberg

INTERIM:
716WEST4TH AVENUE, SUITE 640 
ANCHORAGE, AK 93501 
PHONE: (907)258-8191 
FA X : (907)258-2916

SESSION:
STATE CAPITOL 
JUNEAU, AK  99801-1182 
PHONE: (907)465-4968 
FAX: (907)465-2040

MEMORANDUM

TO: Representative Joe Green, Chairman j  
House Judiciary Committee /

' 0
FROM: Representative Norman Rokeberg A ( / ' ( j ^

DATE: March 27,1998 ' /

RE: HB 319
An Act relating to an employee's expectation of privacy in employer 
premises

1 would request that HB 319 be heard by the House Judiciary Committee.

Attached are the following:

a. HB 319
b. CSHB 319 (L&C)
c. Sponsor Statement
d. Sectional Analysis
e. Fiscal note (zero from Department of Law)
f. Letters of support from:

i. Alaska State Chamber of Commerce
ii. Alaska Miner’s Association

g- State of Alaska Policy Regarding Use of Office Technologies
h. Newspaper articles concerning UAF case
i. Alaska Employment Law Letter: "E-mail and Voice Mail: Liability 

Waiting to Happen?"
j. November 1997 article from PC World, “You are being watched."
k. Legislative Council’s Policy on Desktop Computer Support,

Software and Hardware, Amended April 29, 1997. (see page 3 for 
"Confidentiality of Information on Desktop Computers" and page 6 
for "Personally Owned Desktop Computers")



Representative Joe Green 
March 27, 1998 
Page Two

I. Municipality of Anchorage Operating Policy/Procedure, “Acquisition,
controlled access and use of e-mail and internet services”, 
September 10,1997.

m. Memorandum to House Labor & Commerce Committee members
dated March 27,1998.

Thank you for your consideration of this request.



ALASKA STATE LEGISLATURE 
House of Representatives

LABOR & COMMERCE COMMITTEE, CHAIRMAN 
SPECIAL COMMITTEE ON C IL  8 G AS , MEMBER 
JUDICIARY COMMITTEE, MEMBER 
CORRECTIONS BUDGET SUBCOMMITTEE, MEMBER 
ADMINISTRATION BUDGET SUBCOMMITTEE .MEMBER 
HESS BUDGET SUBCOMMITTEE, MEMBER

COMMITTEE ASSIGNMENTS: INTERIM:
71G W EST 4TH AVENUE, SUITE 6-10 
ANCHORAGE, AK  99501 
PHONE: (307)258-8191 
F A X : (907)258-2916

SESSION:
STATE CAPITOL 
JUNEAU, AK  99801-1182 
PHONE: (907)485-4968 
FAX: (907)465-2040

Representative Norman Rokeberg
S P O N S O R  S T A T E M E N T  

C O M M I T T E E  S U B S T I T U T E  F O R  H O U S E  B I L L  3 1 9  ( L & C )
An Act relating to an employee’s expectation of privacy in employer premises

By Representative Norman Rokeberg

CSHB 319 (L&C) addresses a contemporary issue. With the advent of 
modern technology and the use of it in office places, many employees are using 
employer’s business equipment to access the Internet and send e-mail 
messages. While some employers have policies in place that make the 
employer’s policy on this use plain, many do not. CSHB 319 (L&C) would make it 
clear that, absent a written agreement to the contrary, an employee has no 
expectation of privacy on an employer’s business premises.

My 1998 House District 11 survey posed the following question: Should 
state law allow an employer the right to regulate all employee use of employer 
facilities and equipment (i.e., internet, computer games, etc.)? An overwhelming 
majority (341) favored such a law while a minority (86) opposed.

A lawsuit involving the University of Alaska at Fairbanks brought this 
matter to mv attention. This case involved a University employee who used his 
University equipment to download child pornography to a personally owned ZIP 
drive. This legislation would not impact this type of case since the ZIP drive was 
personally owned equipment. However, if all equipment involved had been 
owned by the University then this legislation would apply.

CSHB 319 (L&C) does permit the employee and employer to negotiate a 
written agreement regarding access to business premises and business 
equipment. It is a step towards protecting both the employer and the employee 
and helping each party understand the other party’s rights in the areas of 
workplace privac”  and use of business premises and business equipment.

The original version of the bill was amended in the House Labor & 
Commerce committee to provide that: (1) the agreements be written; (2) an 
employee's personal property is not covered; and (3) the legislation would apply 
only to business premises and business equipment (thus not covering any 
residential facilities provided by an employer to an employee).

I would urge your support of this legislation.
ED2:3/28/98



ALASKA STATE LEGISLATURE 
House of Representatives

LABOR & COMMERCE COMMITTEE, CHAIRMAN 
SPECIAL COMMITTEE ON OIL & GAS. MEMBER 
JUDICIARY COMMITTEE, MEMBER 
CORRECTIONS BUDGET SUBCOMMITTEE, MEMBER 
ADMINISTRATION BUDGET SUBCOMMITTEE .MEMBER 
HESS BUDGET SUBCOMMITTEE, MEMBER

COMMITTEE ASSIGNMENTS:

Representative Norman Rokeberg

INTERIM:
716 W EST /ITH AVENUE, SUITE 649 
ANCHORAGE, AK  09501 
PHONE: (907)250-8191 
F A X : (907)258-2916

SESSION:
STATE CAPITOL 
JUNEAU, AK 99801-1102 
PHONE: (907) *165-4960 
FAX: (907) 465-2040

S E C T I O N A L  A N A L Y S I S  
C O M M I T T E E  S U B S T I T U T E  H O U S E  B I L L  3 1 9  ( L & C )

By Representative Norman Rokeberg

Title: An Act relating to an employee's expectation of privacy in employer 
premises.

Section 1: Adds a new section to AS 23.10. New section provides that there
is no expectation of privacy in an employment site. Absent a specific written 
agreement permitting the employee to "mit the employer's access to premises 
and equipment, an employee shall permit the employer to have access to the 
employer’s premises and equipment. This includes information stored on a 
computer or computer network supplied by the employer.

States that elected officials are not employees for the purpose of
this section.

Defines "elected official" and “employer".

ED2:3/27/98



FISCAL NOTE
STA TE  O F A L A S K A
1998 LE G ISLA TIV E  SESSION

BILI NO. HB 3 1 9  |

Revision Date (Note if correction) ________________
Title An Act relating to an employee's expectation of
privacy in employer premises.

LawDept. Affected_
'BRU ___________________
Component Governmental Affairs

Civil Division

Sponsor
Requester

Representative Rokeberg
House Labor and Commerce Committee

Expenditures/R evenues

Component Serial No. 

(Thousands o f Dollars)

2207

OPERATING EXPENDITURES FY 99 FY00 FY 01 FY 02 FY 03 FY 04
Personal Services
Travel
Contractual
Supplies
Equipment
Land & Structures
Grants & Claims
Miscellaneous

TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0

CAPITAL EXPENDITURES

CHANGE IN REVENUES (

FUND SOURCE (Thousands of Dollars)
1002 Federal Receipts
1003 GF Match
1004 GF
1005 GF/Program Receipts 
1037 GF/Mental Health 
Other (Specify Type)

TOTAL 0.0 0.0 0.0 0.0 0.0 0.0

Estimate o f any current year (FY98) cost: 

POSITIONS
Full-time
Part-time
Temporary

ANALYSIS: (Attach a separata page it necessary)
HB 319 am ends A S  23 .10 , relating to em ploym ent practices and w orking conditions, to add a new section concerning 
em ployee expectation of privacy with respect to prem ises and equipm ent supplied by the em ployer. Unless there is an 
specific agreem ent to the contrary, the bill would provide no expectation o f privacy, and the em ployer would have 
reasonable access to the em ployer's prem ises and equipm ent, including inform ation stored on a com puter or com puter 
network supplied by the employer.

This bill will have no fiscal im pact on the D epartm ent of Law .

J -
Prepared by 
Division

Approved by 
Agency

£=i>. I

Bruce M. Botelho, Attorney General

Phone
Date_

Date

465-5370
3/25/98

3/25/98
U06partment of Law

(Rov 9/97) 98lnform Hj/OMB

ARER TO PRO/JIDE ALL DISTRIBUTION COPIES TO GOVERNOR'S LEGISLATIVE OFFICE
F<Ufu(tlfier distribution information, call the Governor's Legislative Olfice

Page 1 o f 1



From the office o f . . . R e p r e s e n t a t i v e  J o h n  J . C o w d e r y
State Capitol Bldg., Room 416 

Juneau, AK 99801 
907-465-3879 phone 

907-465-2069 fax

MEMORANDUM
T O :

F R O M :

D A T E :

RE:

CC:

N otes:

We recently heard House Bill 319 in the Labor and Commerce Committee. At that time 
I expressed my concern that personally owned equipment in the work place may be 
subject, under HB 319, to search by an employer. As a specific example, I have a 
personal computer here in my office. Since a private line was unavailable, I am forced 
to connect to the internet via a state connection. Does this mean my computer is open 
to search by my 'employer', whomever that may be?

I am concerned situations similar to mine would fall under the purview of this 
legislation. The bill sponsor was eager to address my concerns and there was 
considerable discussion in Labor and Commerce about the best method to alleviate the 
problem. The bill sponsor assured me that this issue would be thoroughly reviewed in 
your committee.

As a former employer, I am aware that there is need of legislation of this nature. I 
would simply ask that you carefully consider the issue of private property in the 
workplace as it relates to HB 319. With this issue resolved, I will be pleased to support 
the bill.

H o u s e  Judic ia ry C o m m i t t e e  M e m b e r s

J o h n  C o w d e n  

April  17 ,1998  

H o u s e  Bill 319

ids

Thank you for your time and consideration.



Anchorage-Slarof the North 
Chamber of Com m erce

In Support o f  HB 319 Em ployee E xpectation  o f Privacy 
A n ch orage Chamber o f  Com m erce 

Resolution 97/98-20

W H E R E A S , th e  A nchorage  C ham ber of C om m erce  recognizes the im p o r ta n c e  of 
a l lo w in g  employers to control a n d  direct the m a n n e r  in w h ich  work is accomplished in  t h e i r  
b u s in e s se s  and on the ir  p rem ises ;  and

W H E R E A S, em ployers  provide equipment, tools a n d  o ther materials to em ployees  to 
a l low  those  employees to  p e rfo rm  the ir  job duties; and

W H E R E A S, in  th e  absence  of an express ag re e m e n t  to the contrary, employees h av e  
n o  r ig h t  to use equ ipm ent,  tools or other m ateria ls  p rovided by th e ir  employers for t h e i r  own 
p e r s o n a l  purposes  n o r  sh o u ld  th ey  have an  ex p ec ta t io n  of privacy w ith  re sp ec t  to  a n y  
e q u ip m e n t ,  tools or o th e r  m a te r ia ls  provided by th e ir  employers; and

W H E R E A S, em ployers  have  a legitimate expecta t ion  th a t  the  equipm ent,  tools a n d  
o t h e r  m ate r ia ls  provided to  em ployees will be used  solely for authorized business  ac tiv i t ie s  
on  b e h a lf  of the employers; a n d

W H E R E A S ,  th e  pace  o f  technological change h a s  m ad e  it difficult for em p lo y ers  to 
co n tro l  th e  proper use of eq u ip m en t ,  tools and o ther m a te r ia ls  provided to employees; a n d

W H E R E A S ,  em p lo y ers  m ay feel constra ined  in  inves t iga t ing  the im proper u s e ,  or 
p o ss ib le  theft, of e q u ip m en t ,  tools  and  o ther m a te r ia ls  provided  to employees for f e a r  of 
i n v a d in g  a  right of privacy employees may have; and

W H E R E A S ,  p a s s a g e  o f  House Bill No. 319 will allow employers to h a v e  fu ll  an d  
c o m p le te  access to t h e i r  own p rem ises  and equ ipm ent,  inc lud ing  information s to red  on  a  
c o m p u te r  or a com puter n e tw o r k  supplied by them , an d  will allow employers to  ta k e  th o s e  
a c t io n s  deemed necessary  to  t h e  m anagem ent and  opera tion  of th e ir  businesses w i th o u t  fe a r  
o f  l i t iga t ion  from employees b ase d  on invasion of privacy;

N O W  T H E R E F O R E  B E  IT  R E S O L V E D  t h a t  t h e  Anchorage C h a m b e r  of 
C o m m erce  Board of D irec to rs  supports  passage of House Bill No. 319; and

B E  IT  F U R T H E R  R E S O L V E D  t h a t  copies o f  th is  resolution be s e n t  to  th e  
G o v e rn o r  and m em bers  o f  th e  A laska  Legislature.

441 W est 5th Avenue, Suite 300, Anchorage, Alaska 99501-2309 (907) 272-2401 FAX (907) 272-4117
email: info@anchoragechamher.org www.anchoragechamber.org

r' i i  i n i :

mailto:info@anchoragechamher.org
http://www.anchoragechamber.org


H eadquarters: 
217 2nd Street, Suite 201 

Juneau, A laska 99801 
(907)586-2323 FAX 463-5515

* STATE* 
CHAMBER
O F  C O M M E R C E

F ebruary  27 , 1998

R epresen ta tive  N o rm an  R okeberg  
A laska S ta te  L eg islatu re 
S tate C ap ito l 
Juneau , A lask a  99801

D ear R ep resen ta tiv e  R okeberg :

At a m eeting  ea rlie r this w eek , the L eg islative C o m m ittee  o f  the A laska S tate C ham ber o f  C om m erce
discussed  the  fou r p ieces o f  leg islation  in troduced  by you  and  for w hich you  requested  o u r com m ents
or position . I am  able to respond  to y o u  w ith the fo llow ing :

A SC C  su p p o rts  H B 319, reg ard in g  an e m p lo y e r’s righ t to reasonab le access to p rem ises and 
eq u ip m en t su p p lied  by the em ployer.

We took  no position  on the o th er bills:
HB 4 3 3 , o fferin g  a tax  c red it to businesses for em p lo y in g  state residents w ho g raduate  from  
A laska  p o st-seco n d ary  education  institu tions 
HB 4 3 5 , regard ing  the defin itio n  o f  co n su m er p rice  index
HB 458 , regard ing  beer and w ine licenses for g o lf  cou rses

G enerally , it is the S tate C h a m b e r’s practice to lim it the issues w e becom e active in each year to a 
specific  few  prio rities  adop ted  by our m em bersh ip . O f  the six tv -e igh t issues subm itted  by the 
m em bersh ip  this y ea r for co n sid era tio n , on ly  tw elve w ere adop ted  as priorities. T h e  crite ria  fo r an 
issue to be included  in o u r p rio rities is that it m ust be co n sis ten t w ith  the m ission  and purpose  o f  the 
S tate C ham ber, and  it m ust be o f  s ign ifican t im p o rtan ce  to business statew ide. W e believe this 
co ncen tra tion  o f  e ffo rt increases o u r effec tiveness.

A S C C ’s L eg is la tiv e  C om m ittee  is responsib le  for m o n ito rin g  all legislation  and de term in in g  w hat 
ac tion  is n ecessary  shou ld  add itional issues arise  that m ay sign ifican tly  a ffec t business. We do , 
therefo re , app rec ia te  y o u r effo rts  to keep  us in fo rm ed  on the issues on w hich  you are w ork ing . W e 
know  that y o u  are com m itted  to stren g th en in g  A la sk a ’s econom y through econom ic d ev e lo p m en t and 
that you  are  a friend to business. W e sincere ly  thank  you  fo r your con tinu ing  effo rts on o u r behalf.

S incerely ,

P am ela L a  B olle
P resident



ALASKA- MINERS ASSOCIATION, INC.
301 W. N orthern  U jn i*  0lw1.. Suit* 203. A rc n o n g e , A U jk i 99503 FAX:  (507) 27*17897 T«l«:sfion*- (807) 276-C3J7

February 6,1998 FEB -  91998
H onorable N orm  R okeberg  
S tate H ouse o f  R epresentatives 
C apitol B uild ing 
Juneau . AK 9 9 8 0 1

RE: H ouse Bill 319, Privacy on E m ployer Prem ises 

D ear R epresen ta tive  R okeberg,

Thank you fo r the opportun ity  to com m ent on H ouse B ill 319 w hich addresses the issue o f  em ployee 
privacy on the prem ises o f  an  em ployer and equipm ent ow ned by an em ployer. The A laska M iners 
A ssocia tion  supports I IB -3 19 and w e encourage its passage.

The appropria te  re la tionsh ip  betw een the rights o f  an em ployee to privacy and the rights o f  an em ployer 
has been  a topic o f  d iscussion  for m any years. H ow ever, with the expanded use o f  com puters and E-m ail 
the need  for c lea rly  defin ing  this re la tionship  has becom e m ore im portant, In the past, business and 
product secu rity  cou ld  be m onitored  and controlled  by con tro lling  the flow  o f  draw ings, specifications, 
business co n tac ts , custom ers, etc. (a lso  for the m ining industry - land status, drill logs and m ine plans) all 
o f  w hich w ere hard cop ies o f  the respective items.

T he expanded  use o f  com puters and E-m ail has sign ifican tly  changed this situation. The ab ility  o f  a 
business to safeguard  its p roprietary  inform ation has becom e m ore d ifficu lt 2 nd this legislation w ill help 
answ er som e o f  the poten tial problem s that have developed.

W e urge passage o f  H ouse Bill 319. If  we can be ot further assistance in this m atter p lease contact me.

S incerely ,

S teven C. B orcll, P.E. 
E xecu tive  D irector



L tik o  r  /S s/a  ft

M E M O R A N D U M  s t a t e  o f  a l a s k a
DEPARTMENT OF ADMINISTRATION

To: Personnel Contacts 
All Divisions
Department o f Administration

Date: October 8. 1996 

File No:

From: Maiy M. Wanie v \  > k eP-
Human Resources ManageR^""^ 
Division of Administrative Services 
Department o f  Administration

k^^.-r^A-,l̂ ~Thone: 465-5658

"Subject: State Policy Regarding Use 
o f Office Technologies

FOR IMMEDIATE DISTRIBUTION

Earlier today Commissioner Boyer issued a memorandum to all division 
directors concerning the referenced policy, which refines the existing policy on 
use of office technology. A  copy o f the policy is attached, which you m ay 
photocopy for further distribution.

I am asking for your assistance in distributing the policy to each employee 
within your span o f control and assuring it is read, signed by both the 
employee and supervisor, and returned to the Human Resources Section for 
retention in the employee's record. Please check with your division director 
prior to distribution to avoid the possibility o f  duplication. In order to 
implement the policy as expeditiously as possible, please make every effort to 
have the signed policy distributed and returned within the week and all should 
be returned by October 18. I have also attached a computer listing o f all o f 
your division’s employees as o f yesterday along with their sugejadserisnriame. 
Please return this listing certifying that each employee hasloeen given the ID 
policy, along with the hard copy o f the signed policy.

This memo and policy attachment has also been sent by e-mail to facilitate 
distribution to all personnel contacts. If you have questions, please call me.

Thank you for your help on this project as well as for your assistance on so 
many other projects throughout the year.

cc: Sharon Barton, Director RECEIVED
Division o f Administrative Services

OCT 1 o .199*5
{

LABOR RELATIONS UNIT



State Policy Regarding 
Personal Use of State Office Technologies

(Revised)

It is in the best interest of the state to encourage Alaska’s state employees to leam to use the new 
office technologies that are fundamental to their future success as state employees. Use o f 
technology that meets ethical standards and provides exposure, education, or experience is 
allowable and encouraged under this poiicy.

The office environment has a wide variety of technologies such as: digital telephone services 
(voice mail, message broadcasting, message and call forwarding), fax servers, image scanning 
and copying (color, reduction, enlargement, binding, collating), shared and stand-alone 
computers (fixed, portable), pagers (text and voice), cellular phones, data networks (local, 
regional, global), dial-up network facilities, Global Positioning Systems (fixed, portable), VHF 
and CB radios (fixed, portable), and wireless dispatched office pick-up/delivery courier services.

Use of office technologies is no different from use o f any other state-provided item in the work 
place. Executive Branch public employee of the State of Alaska must conform to applicable 
Alaska statutes, orders, and codes. Recognizing the very different agency missions or division- 
specific needs, agencies may adopt more stringent, specific, or detailed guidelines. Reasonable 
use and common sense must prevail in the work place use o f office technologies. All policies 
must contain:

Prohibited uses of office technologies (not necessarily limited to the following):

1. Use for any purposes which violate a United States or State of Alaska law or the Alaska 
Administrative Code.

2. Use for any commercial activities, including c o m m erc ia l  advertising, unless specific to 
the charter, mission, or duties of the government agency.

3. Use for access to or distribution of indecent or obscene material or child pornography.

4. Harassing other users, computing systems, and/or damaging or altering the software 
components of same.

5. Use for fundraising, political campaign activities, or public relations activities not 
specifically related to state government activities.

6. Any activity which adversely affects the availability, confidentiality, or integrity of any 
office technology.



The Executive Branch Ethics Act states a public employee may not 'iise state time, property, 
equipment, or other facilities to benefit personal or financial interests” (AS 39.52.120(b)(3)). 
Further, “standards o f ethical conduct for members of the executive branch need to distinguish 
between those minor and inconsequential conflicts . . .  and those conflicts o f interests that are 
substantial and material.” (AS 39.52.110(a)(3))

Applicable Statutes, Administrative Orders, and Codes that you may refer to include, but are not 
limited to: AS 39.52, Alaska Executive Branch Ethics Act; Administrative Order £81, 
Nondiscrimination and Nonharrassment; A d m in is tra tiv e  Code 9 AAC 52, Alaska Executive 
Branch Code of Ethics; AS 39.25.160, AlaskaLittle Hatch Act; AS 24.60, Legislature Standards 
of Conduct

The State of Alaska reserves the right to routinely monitor Internet and E-mail use by individuals 
and report such use to appropriate supervisors. Contents of state employees’ computers are also 
subject to “Public Records” requests.

This policy is to be read and signed by all employees in the presence of their supervisor or 
agency human resources staff and filed in each employee's personnel file. The signature of the 
employee constitutes acknowledgment of their obligation to abide by the policy. Use of the 
Internet and other office technology is a revocable privilege. User accounts and password access 
may be withdrawn if a user violates this policy. Violations may also result in possible personnel 
action up to and including term in a tion ,  and depending on the severity, may result in criminal 
prosecution and/or civil liability. After rend in g and signing this policy, state employees have 48 
hours after the date signed to clear any material that does not conform with this policy from any 
office technology.

Signamre of Employee

Printed Name of Employee

Department

PCN Date

Signature of Witness

Printed Name o f Witness

Department

PCN Date

Office Technology Policy 
Revised October 9, 1996
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COMPUTER: Courts left to decide
employee privacy rights

For th e  attorney, the Issue 
reeks of George Orwell and Big 
Brother. In addition to chal­
lenging the computer and disc 
searches, Satterberg aiao quea- 
tiona | w hether Tabor had the 
legal | au thority  to download 
them.

"They w ent to his office, ver.t 
into his locker, took the discs 
th a t he’personally bought a t Fred 
Meyer end downloaded them ," he 
aaid, "and  cn the basis of that 
went to obtain their March war­
ran t."

T hat, he said, is wrong. Autho­
rities should have Crsc had a 
search w arrant to pry into the 
com puter and discs, which he 
compared to a purse or handbag: 
Should an employer be 3 ble to 
search those without a warrant?

"T he issue isn 't what you Cue, 
it's  how you find it," he said.

UAF Police C hief T erry  
Vrabec defended the search. Ha 
said his officers consulted the 
state -district attorney's office in 
Fairbanks and followed standard 
search w arran t procedures.

" A t  this point, I wouid say 
that we filed everything, to the 
best of our knowledge, with the

correct procedures," Vrabec said. 
,rWe did the best tha t we eouid 
w ithin the guidelines.”
N e w  ru le s  in
t h e  c o m p u te r  a g e

Those guidelines are based on 
traditional legal standards, which 
are now being applied to an 
evolving field of computer tech­
nology. The Computer Crime Di­
vision of the U.S. Departm ent of 
Justice has c-eated its own sat of 
guidelines for locai agencies to 
follow.

Dave Banisar, a lawyer at the 
electronic Privacy Information 
Center, recently reviewed them. 
Several o f his poinU may relate 
to T u ttle 's  case:

■ Pubiic employees are pro­
tected against unreasonable com­
puter searches under the Fourth 
Amendment except for "ccn-in- 
V93tigatory, work-related in tru­
s ions" or "suspected work- 
related employee misfeasance."

Office of . r . e  Governor

K Indm dual employees may 
have a right to privacy tha t 
cannot be waived by a co-wcrkar 
or supervisor in. the same office.

•  Scorch warrants should be 
obtained before computers are 
searched. W ithout one, a prose­
cutor should argus that the user 
could not have expected privacy.

A ssistant D istrict A ttorney 
Leslie Dickson claimed, in h er 
response to Satterberg's m otion, 
to suppress evidence, that Tuttle 
had no expectation of privacy. 
Dickson said this was evident be­
cause he downloaded Lr.fcrrr.acion 
onto ms own computer discs.

Under university policy, these 
discs—or anything eise attached 
to an employee's 'work com­
puter—become university pro­
perty.

"If the university had the au ­
thority to eccess the discs, it cer­
tainly had the au thority  to 
decipher the content3," Dickson 
wrote in her court filing. One of 
these discs contained both -work 
information and a piece of evi­
dence used to charge 'Tuttle.

Should Tuttle have expected 
privacy within the university sy­
stem?

P art of the answer may hinge 
on his relationship with his em­
ployer. Many employers now 
spell cu t just what an employee 
can anticipate. No one should ex­
pect privacy on their work com­
puter unless it has been dearly 
estab lished  beforehand , a c ­
cording to cne law professor.

" I t’s an employer's system so 
long as he has not created any ex­
pectations,” said George Trubow, 
a professor of technology and p ri­
vacy law a t John Marshall Law 
School in Chicago. "Complaints j is j - 
about It are frequent as ern- ' ,
ployees are discovering that cm- U -U 
ployem are monitoring their e- nzf]| 
mail." . ‘

A  private university would not 
face search problems in a situa­
tion similar to UAF and Tuttie, 
Trubow said. A private employer 
is free to pcm3e its computer sy­
stem and turn questionable items 
over to police.

UAF, however, falls into the 
"state agency" category and 
faces limitations instilled under 
the Constitution. The Fourth 
Amendment provides an indivi­
dual w .th the right to be free 
from unreasonable searches. It 
also guarantees the right to ba

"secure in their parsons, houses, 
papers and effects" from govern­
m ent intrusion.
W h e re  n o w ?

The Tuttla case has prompted 
university officials to , take a 
closer look at access on a system 
of considerable sue—7,500 indi­
viduals access the In ternet on 5,- 
C-00 network connections.

"We've just cpene-i up In­
te rn e t  access to s tu d e n t s ' 
rooms," said Steve Smith, UAF's 
com pu ter netw ork • d irec to r. 
"We've got another 63 modem 
lines coming in so people can dial 
in from home."

T hat poses another set of com­
puter search issues. Does the un i­
versity have the right to search a 
home computer connected to the 
system? Cr the home itaoif for 
computer discs?

The university's ability to mo­
nitor Web site traffic is limited by 
th e  search  softw are, w hich 
cannot search an entire network, 
ar.d by a staff too few in number 
to track the high volume of data.

Smith said the university also 
has another reason for not 
wanting to monitor Web traffic:
It does not want to t s the con­
tent police.

"We treat this along the same 
l:r.e3 as doe library does with pa­
tron records in that those ore 
confidential," he said. "We don 't 
keep a record of what's been 
checked out unless it's necessary 
to check the system."

Smith said he didn’t think he 
would readily turn over such re ­
cords to police. "We'd probably 
draw the line on that and say 
that we have *0 have legal justifi­
cation."

Fa 1 r b a r . k s , 1-*, 1  ̂s ;5 .<a
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UAF manager 
tells how evidence

_  T u itia  was charged with four counts of posaee-
r C Q T  n  A v r j r }  4 7 -1  aing child pornography. But his attorney, Bill Sat-

V L U . JULL V^JLLLLvJL terberg, has chnllenpd w hether the officers had the1  rig h t to search Tuttle's computer and disks withoutpornography case ^  .
BvALSLAVIN hearing  to ceddo whether the evidence should be
Staff Writer ' suppressed. He said it was hia job to monitor the ca-

i'   ___ . . ,  r t  , . . .  p arity  and  activity on the physical p lant's computerft. com puter notwork manager seed Monday that ĝ
^  officers monitored another Ho a , ofhrarfl pr05ram  tha t not only

^  T u  frCF £ se? ^ t  gauged Interact traffic hut alsoidentffied queatdmv
S „ m  ordBr t0 t ts d l hJa  nowlnS  chl3d FCrr-°- able sites with a red Dag icon. Tabor said he noticed 

..T‘U ,  n . • ,, . . . .  rc l questionable rites end traced them back to a cam*
I..e y  were oesice.dy waiting in m y  office at the ~^ ter in Tuttle 's offic<>

monitor for a red Bag to come u p ," said Dear, f“ * “ * "  S « e  HEARING, Ptgn B -Z

Tabor, network manager for the University of 
Alaska. Fairbanks phyn'cai plant.

When the "red flag" didn't materialise, the of­
ficers decided to some William T uttle 's  computer 
and some disks kept in a filing cabinet.

HEARING: Evidence in child porn case
Continued from Pago B-1 
"I riewed a couple of sites as they 
came by and said this is obviously 
not work related," Tacor 3aid.

Tabor said one of the rites 
contained pornographic images of 
underage males and females. He 
contacted his supervisor, Joan 
Stagno, and they met w ith Uni­
versity of Alaska Fairbanks Po­
lice Chief Tarry Vrabec, who was 
then a sergeant.

Tsbcr said Vrabec instructed 
him  to monitor T u ttle’s com­
puter activity, He downloaded . 
mere images the next day end 
gave them to Vrabec. Tabor said 
Vrabec wanted to catch T uttle in 
the act. Tabor had the ability to 
monitor images seconds after 
they appeared on T ittle 's  screen.

Vrabec grew tired of waiting 
and seired the equiDment from 
T uttle 's  office, he said. They later 
obtained a search w arran t to 
seise computer p rin tou ts from 
T uttle 's home.

The disks, Tabor said, had 
been attached to a university 
computer and are considered uni­
versity property' u n d er the phy­
sical plant's computer use policy.

Taber drafted th a t poiicy two 
years ago and initially suggested 
tha t ampioyees1 e-mail should be 
considered private. He said plant 
manager John Phillips vetoed 
th a t concept and decided th a t ail 
communications w ere d epart­
m ental property.

Privacy in the workplace has 
become a central iesuo in T i t l e ’s 
case.

The prosecution has argued in 
' legal briefs tha t Tuttle knew 
others could monitor the system 
and could not have expected pri­
vacy.

Satterberg claims university 
officials needed a w arrant to con­
duct the initial Web search. He 
does net believe that university 
officials or police had tha right to 
6eize the di3 k3 ffiom T i t l e ’s per­
sonal work space or files from the 
computer.

Satterberg  also challenged 
whether police had the right to 
downlead the disk3 , which con­
tained additional pornographic 
images. The-hearing is scheduled 
to resume Wednesday morning 
before Fairbanks District Judge 
Charles Pengiily.

Office of the Governor F a i r b a n k s ,  A l a s k a
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Fired UAF carpenter says Internet porn browsing was research
llm  Associated Pains

I 'AIKIIANKS — A Cornier 
.m iversily  em ployee  tes tif ied  
this week tli;it lie su r f e d  the 
In terne t  fo r  child p o r n o g ra ­
p hy  during  w ork ho u rs  b e ­
cau se  he w anted  to show o th ­
e r s  how easily  access ib le  the 
materia l  was.

"M y curios ity  took over,"  
said  William T utt le ,  a fo rm e r  
c a rp e n te r  who was f ired  this 
su m m e r  fo r  possess ing  child 
p o rnography  at the  u n iv e rs i ­
ty. “ I thought, 'Good l i O r d ,  it's 
only six clii;ks aw ay . '  "

Tutt le ,  -17, sa id  he  w a s  r e ­
sea rch in g  th e  topic to e d u ­
ca te  h im self  and  two friends,  
a l ib ra r ian  and  a sch o o l­
teacher .  U niversi ty  o f  Alaska 
police a r re s te d  T u tt le  in dime 
and charg ed  him with four 
c ounts  of  possession o f  child 
pornography .

T u tt le 's  lawyer,  Hill Sat- '  
t c r b e r g ,  h a s  ch a l len g e d  
w h e th e r  u n iv e r s i ty  po lice  
had th e  legal a u th o r i ty  to 
sea rch  a filing cabinet d ra w ­
e r  and seize five co m p u te r  
disqp.

T u t t l e  sp en t  n e a r ly  an 
hour  on the  s tand  T h u rsd ay  
e x p la in in g  why lie d o w n ­
loaded im ages  onto a p e rso n ­
al s to rage  device, l i e  said he 
was try ing  to f igu re  out how 
g ro u p s  p o s ted  the  p o rn o ­
graph ic  images.  T u tt le  said 
lie was also try ing  to f igure  
out how o th e r  people ja m m e d  
up the sites.

l i e  w as the final witness to 
testify  in an ev iden tia ry  h e a r ­
ing that spanned  th ree  days.

T u tt le 's  c ase  has sp a rk ed  a 
lega l ,debate  over  pr ivacy  e x ­

pecta t ions in the  public  work 
sec tor .  Sat l e rb e rg  c la im s uni- 

• ve rs i ly  officials o ve rs tepped  
the ir  bounds by not ge ll ing  a 
w a rran t  to sea rch  T u tt le 's  o f ­
fice.

U niversi ty  officials  claim 
they w e re  o pe ra t ing  u n d e r  
the  p h y s ica l  p lan t 's  
c n m p u tc r-u sc  policy, which 
s ta te s  that any  equ ipm en t  a t ­
tached to a u n ivers i ty  c o m ­
p u te r  is considered  u n iv ers i ­
ty p roperly .  They  say  this  e x ­
te n d s  to d isk s  r e c o v e r e d  
from  the d r a w e r  of a filing

cab inet  w here  T u tt le  kept b e ­
longings.

T u tt le  said he n e v e r  saw 
the  physical p lan t 's  co m p u te r  
policy until  the second week 
in June ,  a week a f t e r  u n iv e r ­
sity police se ized his c o m p u t­
er,

D is t r ic t  J u d g e  C h a r le s  
I’engilly said th e re  a r e  th ree  
key is su e s  in the  case .  
I 'cn g il ly  sa id  the  f irs t  is 
w h e th e r  the  u n iv e r s i ty 's  
c o m p u te r  policy is valid. A c t­
ing personnel  d i rec to r  C a r­
olyn Chapijnnn tes tif ied  she

had no p ro o f  that the policy 
w as  e v e r  rev iew ed  by the  
un ivers i ty 's  legal staff.

I’engilly  sa id  the  second 
pivotal issue  in the  case  is 
w h e th e r  u n iv e r s i ty  police  
needed  a w a r ran t  In sea rch  
T u t t le 's  d ra w e r .  T h e  th i rd  
quest ion  is w h e th er  u n iv e rs i ­
ty police  needed  a w a r ran t  to 
a ccess  th e  disks f rom  which 
the po rn o g rap h ic  im ages  of 
ch ild ren  w ere  a llegedly  r e ­
covered .

A nother  oral a rg u m e n t  is 
scheduled  for Nov. H.
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F rie n d sh ip  D ay  
h e ld  a t  A la s k a la n d

International Friendship Day 
for 1-6 p.m. Saturday at the 

. . aland Civic Center. The 
' e»«»t, held each year since 1986, 
is held near the Oct. 24 anniver; 
sary of .the founding of the 
United Nations.

The free event will feature 
about 20 groups each performing 
song," music and dance for 16 
minutes. The idea is for people 
from a variety of countries to be­
come more acquainted with each 
other.

Among the performers are the 
Yupik Eskimo Dancers, tho Fair­
banks Youth Tcheatra, Ben 
Eielson Senior High School, and 
Tho Silver Spur Dancers.

For more information on In­
ternational Friendship Day, call 
452-7346.

M in i-lib ra ry  t o  o p e n  
rtf C h s tn n lk a  L o d a o

Man says he was researching child pom
By ALSLAVTN
Staff Writer

A former university employee testified 
Thursday that'he surfed the World'Wide 
Web for child pornography during work 
hours, because he wanted to show othcts 
how easily accessible the material re/illy 
was.

"My curiosity took over,” said William 
Tuttle, a former carpenter who was fired 
this summer for possessing child pornog­
raphy at the university. " I  thought, "Good 
Lord, it’s only six clicks away.’"

Tuttle, 47, said he was researching the 
topic in order to educate himself and two 
other friends, a librarian and school­
teacher. University of Alaska police ar­
rested Tuttle In June and charged him 
with four counts of poesession of child por­
nography.

■ • Tuttle's lawyer, Bill katlorberg, has 
challenged whether university police hod 
.the legal authority to search a filing cab­
inet drawer and seize five computer discs.

Tuttle spent nearly on hour on ‘the 
Stand Thursday explaining why he down­
loaded images onto a personal stoyage de­
vice. He said he was trying to figure out 

. how groups posted the pornographic 
images. Tuttle said he was also trying to 
figure out how other people jammed up 
the sites.

He was the final witness to testify in an 
evidentinry hearing that spanned three 
days. Tuttle said ho never saw tho physical 
plant's computer policy until tho second 
week in June, a week after university po­
lice seized his computer.

"To tell you tho truth, I didn't look at 
it," Tuttle said. "It was kind of after the 
fact."

Tuttle's case has sparked a legal debate 
over.-privacy expectations in the public 
worb sector. Satterberg claims university 
officials overstepped their bounds by not' 
getting a warrant to search Tuttle's office.

University officials claim they were op­
erating under the physical plant's com­
puter use policy, which states that any 
equipment attached to a university com­
puter is considered university property. 
They believe this extends to disks recov­
ered from the drawer of a filing cabinet 
where Tuttle kept belongings.

District Judge Charles Pengilly identi­
fied three key issues for Satterberg and 
the prosecutor, Assistant District Attorney 
Leslie Dickson. Pengilly said the first issue 
regards whether the computer pob'cy is 
valid or not.

Satterberg questioned the university's

acting personnel ' director, Carolyn 
Chapman, about the 2-year-old policy. 
Chapman said an employer has a rjght to 
provide a safe environment for employees 
and to monitor productivity..

But she said employees arc not asked Io 
woivo their right to privaqy. Chapman aaid 
she had no proof that the policy was ever 
reviewed by the university's legal staff.

Pengilly said the second pivotal issue in 
the case is whether university police 
needed a warrant to search Tuttle's 
drawer. Tho third and final question mil 
decide whether university police needed a 
warrant to access the disks from where the 
pornographic images of children were alle­
gedly recovered.

Another ora) argument is scheduled for 
Nov. 14.

await
n ' t
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Computer questions .

T he d e te c t io n  and  o ro s e e m .n n  o f  = ™ l =  >11 *1= ia b s i l*  s o n e d  raSybe i * 8 b8St

to have 2 cted  reaso n ab ly ,  bu : p u t t in g  its ac tio n s  u n d e r  
the legal system 's  very  pow erili l  .microscope may he lp  
c lar ify  som e Issues.

To start ,  D is tr ic t  C o u r t  Ju d g e  C h ar le s  P en g i l ly  has  
ru led  th a t  the  s e a rc h e s  o f  a u n iv e rs i ty  c a r p e n te r 's  file 
c a b in e t  an d  th e  d isks  fo u n d  in i t  w e re  lawful. T he  in c i­
d e n t  began  w hen  a p h y s ica l  p l a n t  c o m p u te r  m a n a g e r  
was te s t in g  a- m o n ito r in g  p ro g ram  an d  d isco v e red  th a t  
the c a r p e n te r  a p p e a re d  to be logging onto som e porr.o- 
•raphlc  sites w h ile  a t  work. T h e  s e a rc h  o f  t h e  ca b in e t  
vas co n d u c ted  w ith o u t  a w a r r a n t  by a U n iv e rs ity  of  
Vlaska F a i rb a n k s  s e c u r i ty  official b u t  w ith  th e  co n sen t  
n" the c a r p e n t e r ’s boss. C hild  po rn o g rap h y ,  w h ich  Is il- 
egal to possess ,  was d isco v e red  l a t e r  on the  disks. T he 
a r p e n t e r  was ch a rg e d  w ith  th e  crim e. (The p ro p r ie ty  
r w isdom  o f  such  c e n s o rs h ip  of possess ion ,  as opposed  
o pu b lica t io n ,  is ar. a n o th e r  e n t i re  is sue  in itself).

U n ivers ity  policy c le a r ly  s ta tes  th a t  em ployees  have 
o r e a s o n a b le  e x p e c ta t io n  o f  ab so lu te  p r iv acy  w hen  
:ey use  the  u n iv e rs i ty ’s c o m p u te r  system. A nd  w hen  
ley a re  a t  work, th e i r  su p e rv iso rs  have the  r igh t  (and 
le ob liga tion  to  tax p ay e rs )  to m ak e  s u re  th e  em ployees  
*e p e r fo rm in g  th e i r  du ties .

H ow ever,  such  s im p le  s ta te m e n ts  a re  eas ily  un d er -  
ir.ed by th e  c o m p lex i t ie s  of the  re a l  world. H ow  ac es  
:e t rea t ,  fo r  ex a m p le ,  c o m p u te r  n e tw o rk  u s e  by a  fa- 
;lty m e m b e r  w ork ing  a t  hom e? Also, d e sp i te  a sse r t in g  
righ t to inves tiga te  any th ing  on th e  system  at any 
ne, the  c e n tr a l  U AF co m p u tin g  c e n te r 's  po licy  i3 to 
q u ire  a s e a rc h  w a r r a n t  w herA law  e n fo rc e m e n t  offi- 
aIs ask to look into an  in d iv id u a l ’s files. T h e r e  is obvi- 
sly a s t ro n g  se n se  th a t  som e d e g re e  of p r ivacy  ought 
be a fforded  people.

m eth in g  em b a r ra s s in g  o r  Illegal, then  d o n ’t type it on 
ca rb cn  p a p e r  a t work b e c a u se  som eone might: find  th e  
copies in th e  t ra sh  can. And th in k  about y our  e le c t ro n ic  
d isk  files  as you would p a p e r  files—if  it’s s to red  in  y o u r  
office, its p r ivacy  c a n ’t be g u a ran teed .

Psng il ly 's  ru l ing  w asn ’t a total victory for th e  u n iv e r ­
sity, though. H e did  no te  th a t  the  physical p la n t  co m ­
p u te r  po licy  co n ta in ed  an  overly broad claim, ;or.e t h a t  
had u n iv e rs i ty  em ployees  in  o th e r  d e p a r tm e n ts  co n ­
cerned .  T h e  policy said  t h a t  its usage guideliir.es a p ­
plied  to " a n y  com pu ting  re so u rce s  connected  to o r  u sed  
d irec t ly  w ith  the  Physical P la n t  Inform ation  S.ystems.” 
I f  ap p l ied  e lsew h ere  on cam pus, th a t  kind o f  Danguage 
could p o ten t ia l ly  d esc r ib e  co m p u te rs  owned p e rso n a l ly  
by em p lo y ees  w ho log onto t h e i r  un ivers i ty -supp lied  I n ­
te rn e t  acco u n ts  from home.

A co m p u tin g  policy g ro u p  a t UAF is ta lk ing  a b o u t  
some of th e se  Issues and  h as  a d ra f t  policy out fo r  d i s ­
cussion. ft can  be read  at www.uaf.eduAia-policy.

RECEIVED

DEC 0 2 1S97

L A B O R  RELATIONS UA«r

http://www.uaf.eduAia-policy
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UAF wins initial round in seizure of computer disks
By A l SLAVIN 
Staff Writer

The university's right to mo­
nitor a worker’s periormar.ee 
outweighs the worker's right to 
privacy whan It comes to the caae 
or a University or Alaska Fair­
banks employee accused of pos­
sessing cnild pornography at 
work.

F airbanks D istric t Judge  
Charles Pengiily ruled Wed­
nesday that computer disks ware 
properly seised frcm Wilb’am 
Tuttle 's filing cabinet in UAF's 
physical piant and can be used at 
his cnminaJ trial.

3u t Pengilly conceded tha t the 
issue is far from over.

"It's  a critical issue of first im­
pression and it needs to be de­
cided by the appellate court 
before it can go to trial." said 
Pengilly, noting a lack of existing 
Alaska case law about computer 
privacy.

Tuttle also wants the issue re­
solved before his criminal triai oa 
four counts of possessing child 
pornography, His attorney had 
tried to block the disks from 
being used as evidence, claiming 
they were taken during an iiiegai 
search.

"'This has to be appealed be­
cause it affects so many more 
people than me," Tuttla said. "I 
ju st don 't like being tied to the 
f r o n t  o f  t h e  t r a i n . ’"'

Pengilly called T u ttle 's  caae 
the most interesting one he had 
corns across since he began prac­
ticing law. Ke said existing case 
law required him to strike a bal­
ance fcatween T uttla’e right to 
privacy and UAF*3 right to mon­
itor workplace performance.

Pengilly struck dowr. the phys­
ical piani'3 existing computer 
policy, which claims ownership of 
any item attached to a university 
computer. "The policy is simply 
not sufficient to justify  the 
searches here," ha said.

But the judge said the physical 
plant's computer system man­
ager, Dean Tabor, was within his 
right co monitor In ternet travels 
th a t departed from T u ttle’s work 
station. /

Tuttle, 47, wan arrested in 
July, a m onth after university p o  
Lice sained computer ciak3 con* 
tainir.s child pornography from 
his office filing cob met. He was 
subsequently fired frcm his car- 
pentar'3 position in the school’s 
physical plant. He claimed he was 
researching the sita3 ao he couid 
inform others how easily it could 
be occessed.

T uttle  said he is in arbitration 
with the university over his 
firing. Ha aaid university officials 
offered to remove the incident 
from his record and let him re­
sign in order to avoid any more 
time in the epotlight.

He said university employees 
have offered calls of support ar.d 
provided him with at leaat S5.000 
to offset legal expenses.

Tuttle 's attorney, Bill Saner- 
be.--, described Penmily's deci­
sion as a death knell for employee 
cr.vacv in the workplace. Sattar- 
berg believes university police in­
vaded his client's privacy when 
they seerched the filing cabinet 
in T uttle 's office, which doubled 
as a break room for plant om-

Seo UAF
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UAF: Court
Pengilly called it a "perfectly 

appropriate" use of the tracking 
system device. Tabor testified 
th a t he was reviewing the sys­
tem ’s capacity when he noticed 
that someone a t Tuttle ' work sta­
tion was visiting questionable 
sites.

Tabor informed his boss, John 
Phillips, the physical plant man­
ager. At one point, Tabor simul­
taneously • m onitored T u ttle 's  
Internet visits from another com­
puter. University Police Chief 
Terry Vrabec waited alongside 
Tabor in the hopes tha t Tuttle 
would tap into a questionable 
site.

When th a t did not occur, 
Vrabec searched T uttle 's work 
area with the consent of Tabor 
and Phillips. Vrabec said he con­
sidered the disks, which were 
later found to contain porno­
graphic images of children, to be 
university property. Pengilly said 
Tabor's suspicions were rea­
sonable and justified him taking 
a closer look at computer traffic 
emanating from Tuttle 's work 
station.

Ha also 3aia Tabor and 
Phillips had "the authority to 
grant access for a search, a war­
rantless search."

S a tte rb e rg  questioned the 
judre 's ruling and noted that 
Phillips never testified a t the evi­
dence suppression hearings in 
October.

Ha said Tafcor’3 monitoring vi­
olated federal eavesdropping laws 
tha t prohibit the unauthorized 
interception of a communication 
and argued that it was the equiv­
alent of a conversation conducted 
ever a telephone line.

Pongilly disagreed and ques­
tioned w hether accessing inform­
ation or. the Internet was more in 
line with opening sr. er.cycic- 
oedia.

Office of Che Governor 'airbar.ks, Alaska
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Electronic Monitoring
Is m oni t or ing  e -mai l  o r  p h o n e  co nve rs a t io ns  an 

invasion o f  w o r k e r  pr iv acy  or  a bus i ness  necessi ­
ty?  T h e  a n s w e r  to thi s qu es t i o n  is no t  c u t  and  
dry,  a n d  techno log ica l  a d v a n c e s  in e lec t ron ic  
mai l  s y s t em s  a n d  I n t e r n e t  access  a r e  fu r th e r  
m u d d y i n g  the  waters .

T ra d i t i ona l ly ,  s o m e  em p lo y e r s  have  m on i to red  
e m p l o y e e s ’ t e le ph on e  conve rs a t i ons ,  ci t ing a 
business  need  to m a i n t a i n  or  i m p r o v e  s t a n d a r d s  
of  c u s t o m e r  service  a n d  e m p lo y e e  p e r fo rm a n c e .

N o w .  e m pl oy e r s  h a v e  also b e g u n  se t t ing  gu id e ­
lines on the use o f  e le c t r o n ic  mai l  sy s te ms ,  jus t i ­
fying the i r  r ight  to r e g u l a t e  the  fo rm  a n d  conte n t  
o f  e-mai l  by c i t ing t h e i r  o w n e r s h i p  o f  the  equ ip­
m e n t  used to t r a n s m i t  m es s a g e s  a n d  the i r  desire 
to m in im iz e  legal l i ab i l i ty  for i n a p p r o p r i a t e  c o m ­
m uni ca t io ns .  T e l e p h o n e  voice-mail  sy s t em s  and  
In te rne t  ac t ivi t i es  a r e  o t h e r  re la t ive ly  new area s  
w her e  e m pl oy e rs  ha ve  a s s e r t e d  th e i r  r ight  to 
mo n i to r  w o rk e r  ac t iv i ty .

“ N e w  te ch no lo gy  p re s e n t s  n e w  th r e a t s  to pri ­
v a cy ,"  accor d i ng  to R o b e r t  Belai r ,  an  a t t o r n e y  in 
W a s h i n g t o n .  D.C. .  sp ec ia l iz ing  in w orkp la ce  pr i­
vacy issues. Both e m p l o y e r s  a n d  em p lo y e e s  have 
a lot o f  m is con cept io ns  a b o u t  m o n i t o r i n g  with 
r ega rd  to e -mail  a n d  o t h e r  techno logic a l  a d ­
va nc e m e n ts ,  he a d d e d .

R e b e c c a  Loc ke tz .  legal  d i r e c to r  for  the  A m e r i ­
can  Civil L iber t ie s  U n io n ' s  w o r k p l a c e  r igh ts  p ro­
ject .  ag re e d  t h a t  as  t e c h n o lo g y  in creases  in the 
w orkplace ,  so do  w o r k e r s '  c o n c e r n s  a b o u t  being 
m on i tored .  “ W e  a r e  g e t t in g  m o r e  a n d  m ore  calls 
f rom people  who a r e  be g in n in g  to u n d e r s t a n d  
ju s t  how invasive this  c a n  be ,"  she  said.

P ut It In W ritin g

E m plo ye r s  sh o u ld  nave w r i t t e n  moni t or ing  
policies,  m a n a g e m e n t  ex p e r t s  su gge s t .  Em pl oy ­
ers th a t  do not  have  m o n i t o r i n g  policies and  do 
not in form e m p lo y e e s  t h a t  the y  a r e  be ing  m o n i ­
tored can  face  invasion-of -pr ivacy  c la ims ,  as well 
as wrongfu l  t e r m i n a t i o n  lawsui ts ,  a ccord in g  to 
m a n a g e m e n t  a t t o r n e y  Vic to r  S c h a c h t e r  of  the 
S a n  Franc isco  law firm S c h a c h t e r ,  Kristoff,  
O rens t e in  & Berkowi tz .

S c h a c h t e r  s t re ssed  th e  i m p o r t a n c e  o f  let t ing 
employ ees  know up f r o n t  w h e t h e r  the y  a re  being 
m on i to red  a n d  u n d e r  w h a t  c i r c u m s t a n c e s  the 
moni tor ing  will t a k e  place .

"T e l l  your  e m pl oyees  what  the  rules  o f  the  
g a m e  a r e , "  Bela i r  advised.  He  also r e c o m m e n d ­
ed t h a t  em pl oye rs  carefu l ly  ex am in e  th e i r  need  
to m o n i t o r  em pl oy ees  to m ake  su re  th e  p rac t ice  
is d r iven  by bus iness  needs and is not  g r a tu i t o u s .

Be la i r  s t ressed  t h a t  employers ne ed  to be 
a w a r e  o f  their  legal  r ights  to m o n i t o r  before  
u n d e r t a k i n g  a n y  type  o f  action.

F e d e ra l, S ta te  L a w s

F ed e ra l  a nd  s t a t e  laws address  the  r igh ts  o f  
em p lo y e r s  to c o n d u c t ,  a n d  the r ights  o f  e m p l o y ­
ees to be pro t ec te d  f rom,  telephone a n d  e le c t r o n ­
ic m on i t o r in g  a t  work .

In genera l ,  s t a t e  laws e i ther  m ir r or  o r  exceed  
f e d e ra l  provisions.  W h e r e  a s ta te  law af fords  
g r e a t e r  pr ivacy pro tec t ion ,  it super sedes  federa l  
law.  W i t h  re ga rd  to te lephone moni tor ing ,  for 
e x a m p l e ,  federa l law pe rmi ts  the “ in t e r c e o t i o n "  
o f  c o m m u n i c a t i o n s  as long as one  o f  the  par t ies  
to the  conversa t ion  has given consent :  however ,
1 I s t a te s  requi re  the  consent  of  all pa r t i c ip a t i n g  
p a r t i e s  to m a k e  in te r cep t i on  clearly lawful .  As  a 
m e a n s  o f  avoiding co nse n t  problems,  em plo ye rs  
s o m e t i m e s  place reco rd ings  on incoming  lines to 
tell ca l lers  they m i g h t  be moni tored.

In addi t ion ,  the Fo u r th  A m e n d m e n t  to the 
U .S .  Cons t i tu t ion ,  which  prohibits u n r e a s o n a b le  
s e a r c h e s  a nd  se izure s  a n d  protect s the pr ivacy  
r i gh ts  o f  publ ic -sec tor  employees ,  has  been held 
to ap p ly  to ins tances  o f  employee  m on i to r ing  in 
the  public  sector .

Despi t e  federa l  a n d  s t a t e  laws add re ss in g  m o n ­
i to ring,  employ ees  who feel they have  been i m ­
pr op e r ly  m on i to re d  c u r r e n t ly  have very li t t le re ­
course ,  Locke tz  l a m e n t e d .  Th e  rest r ic t ions  on 
m oni to r i n g  te l ephon e  calls,  for exa mp le ,  inc lude  
except i ons  for business - re la ted  calls.  T h e  bus i ­
ness - re lated  except ion  "bas ica l ly  swallows  up  the 
ru le , ” she said.  T h e  d e te rm in a t i o n  of  w h a t  is a 
bus iness  call is " a  m u r k y  a r e a , "  Lo ck e tz  said.

W h i l e  te lephone  moni t or ing  pre sen ts  several  
d i l e m m a s  for e m pl oy e rs  and  employees.  Loc ke tz  
sa id  “ the  tougher  cases  a re  the e-mail  c a se s . "

M o s t  employ er s  feel th a t  because  they  supply  
the  c o m p u t e r s  to em plo yees ,  they have a r igh t  to 
view a n y  e lec t ron ic  t ransmiss ions ,  Lo c k e tz  said.  
" W e  would  like to see s o m e  l imi ts ,” she  said.  For 
one  th ing,  the  A C L U  asserts  th a t  em pl oyees  
sh o u ld  be notified in adv a n c e  ab ou t  a n y  e -mail  
mo n i to r ing ,  Locke tz  said.

A n  em plo yee  sen d in g  personal  e -mail  m e s ­
sa ges  dur in g  his lunch  break  is on his own t ime 
a n d  his c o m m u n ic a t i o n s  a r e  “ none o f  the e m ­
plo yer ' s  business,  as  long as ( the emp loy ee ]  is not  
im p r o p e r ly  using the  resources  of  the  e m p l o y e r , "  
sh e  ad de d .
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T h is  c a s t  h ig h lig h ts  th e  m u lt i tu d e  or' p r o b le m s  
th a t  a r is e  w h e n  in d iv id u a ls  th o u g h t to  b e  in d e p e n ­
d e n t  c o n tra c to rs  a re  fo u n d  to  b e  e m p lo y e e s .  U n d e r  
th e s e  c irc u m s ta n c e s , th e  e m p lo y e r  m a y  b e  h e ld  liab le  
fo r  b a c k  ta x e s  a n d  w ith h o ld in g s  (p lu s  a n y  a p p lic a b le  
p e n a l t ie s ) ,  o v e r t im e  p a y  (p lu s  l iq u id a te d  d a m a g e s ) ,  
a n d  u n e m p lo y m e n t  c o m p e n s a tio n . A d d itio n a lly , n o t 
o n ly  w ill th e  m is la b e le d  in d iv id u a ls  b e  e lig ib le  to  p a r ­
tic ip a te  in e m p lo y e e  b e n e f it p la n s  a n d  p ro g ra m s , b u t 
th e  p a s t fa ilu re  to  in c lu d e  o r  c o u n t th e m  m a y  je o p a r­
d iz e  th e  ta x  e x e m p t o r  q u a lif ie d  s ta tu s  o f  th o s e  p lan s. 
A cc o rd in g ly , it is a lw a y s  a d v isa b le  to  c lo se ly  e x a m in e  
y o u r  w o rk  fo rc e  to  e n s u re  th a t y o u r  f re e la n c e rs  o r  
in d e p e n d e n t  c o n tra c to rs  a re  b o n a  fid e  a n d  n e t  really  
e m p lo y e e s  in d isg u ise .

Vizcaino v. Microsoft Corporation, 1996 U.S. 
A p p . (LEXIS) 26021 (O c to b e r  5. 1996. 9 th  C ir.).

E-mail and Voice Mail: 
Liability Waiting to Happen?
T h e  u s e  o f  E-m ail a n d  och e r c o m m u n ic a tio n  te c h ­

n o lo g y  h a s  e x p lo d e d  o v e r  th e  p a s t feu - y ea rs . T h e  
E -m ail e x p lo s io n ,  a s  w ell a s  th e  w id e s p re a d  u se  o f  
v o ic e  m ail, h a s  p ro v id e d  m a n y  a d v a n ta g e s  fo r b u s i­
n e s s  c o m m u n ic a t io n .  I n d e e d ,  fo r  m a n y  b u s in e s s e s  
E -m ad a n d  v o ic e  m ad h a v e  b e c o m e  essen tia l sy s tem s 
to  fu n c tio n  in  th e  w o rk p la c e  a n d  to  c o m p e te  in th e  
m a rk e tp la c e .

E -m ad a n d  v o ic e  m ail sy s te m s  a l lo w  e m p lo y e e s  
a n d  e m p lo y e r s  to  c o m m u n ic a te  m o re  e ffic ien tly  a n d  
q u ic k ly , th u s  sa v in g  tim e  a n d  m o n e y . W ith  th e  ra p id  
g r o w t h  o f  t e le c o m m u t in g ,  E -m ail h a s  b e c o m e  to  
m a n y  p e r s o n s  a n  in d is p e n s a b le  to o l .  M a in ta in in g  
e le c tro n ic  n e tw o r k s  a lso  h a s  a l lo w e d  e m p lo y e r s  to  
tr a c k  e m p lo y e e  p r o d u c tiv ity ,  e f f ic ie n c y , a n d  w o rk  
q u a lity . E m p lo y e rs  h a v e  e n jo y e d  th e se  im p ro v e m e n ts  
in  p ro d u c t iv i ty  a n d  e f f ic ie n c y  a n d  h a v e  f o u n d  th a t 
c l ie n ts  in c re a s in g lv  d e m a n d  th e  s e rv ic e  a d v a n ta g e sw * ca
w h ic h  re su lt  fro m  E-m ail a n d  v o ic e  m ail te c h n o lo g ie s .

B u t u s e  o f  E-m ail a n d  v o ic e  m ail c a n  p o s e  real 
tro u b le  fo r  e m p lo y e rs .  T h e  im p ro p e r  u s e  o f  s u c h  sy s­
te m s  m a y  w a s te  e m p lo y e r s ' r e s o u r c e s  a s  w e ll  a s  
e x p o s e  th e m  to  legal liability.

E - m a i l  M o n i t o r i n g  a n d  P o t e n t i a l  f o r  P r iv a c y  
C la im s .  As u s e  o f  E-m ail h as  g ro w n , so  h a s  e m p lo y e r  
m o n ito r in g  o f  e m p lo y e e s  E-m aii c o m m u n ic a tio n . B ut 
E -m ail m o n ito r in g  ca n  resu lt in tra p s  filled  w ith  p ri­
v a c y  c la im s a g a in s t th e  u n w a ry  em p lo y e r.

M an y  s ta te s  a n d  co u rts  h a v e  re c o g n iz e d  tha t citi­
z e n s  h a v e  a lig h t o f  p rivacy. A lth o u g h  th e  c o u r ts  h av e  
g e n e ra lly  s id e d  w ith  th e  e m p lo y e r  a n d  d ism isse d  th o se  
E-m ail law su its , th e  e x p e n s e s  o f  d e fe n d in g  su c h  litiga­
tio n  c a n  b e  h igh .

A  f o r m e r  e m p lo y e e  o f  th e  P i l l s b u iy  C o m p a n y  
r e c e n t ly  f ile d  a l a w s u i t  in  f e d e ra l  c o u r t  in  P e n n ­
sy lv a n ia  o v e r  h is c la im  o f  w ro n g fu l in te rc e p t io n  o f  h is  
E -m ail c o m m u n ic a t io n  b y  P illsb u ry . T h e  e m p lo y e e  
r e c e iv e d  m e s s a g e s  f ro m  h is  s u p e r v i s o r  o v e r  P ills -  
b u ry 's  E -m ail sy s te m  o n  his c o m p u te r  a t  h o m e . T h e  
e m p lo y e e  r e s p o n d e d ,  e x c h a n g in g  p e r s o n a l  E -m ail 
m e s s a g e s  w ith  h is su p e rv is o r . T h e  e m p lo y e e 's  E -m ail 
m e s s a g e s  c o n c e r n e d  s a le s  m a n a g e m e n t  a n d  c o n ­
ta in e d  th re a ts  to  "kill th e  b a c k s ta b b in g  b a s ta rd s "  a n d  
r e f e r r e d  to  a p l a n n e d  c o m p a n y  p a r ty  a s  th e  'J im  
J o n e s  K o o la id  a f f a ir ."  A fte r  in t e r c e p t in g  th e  e m ­
p lo y e e ’s E -m ail. P illsb u iy  d e c id e d  to  te rm in a te  h im  
fo r  tra n sm ittin g  w h a t it d e e m e d  to  h e  in a p p ro p r ia te  
a n d  u n p ro fe s s io n a l  c o m m e n ts  o v e r  th e  c o m p a n y 's  
E -m ail sy s tem .

T h e  e m p lo y e e ,  b e l ie v in g  th a t  h is  p r iv a c y  h a d  
b e e n  v io la te d , a i m e d  to  th e  fed e ra l c o u r t  fo r relief. 
H e  s u e d  th e  P illsb u ry  C o m p a n y , c la im in g  th a t  h is  
te rm in a tio n  w a s  in v io la tio n  o f  p u b lic  p o lic y , w h ic h  
p r e c lu d e d  th e  c o m p a n y  from  te rm in a tin g  h im  in v io ­
la tio n  o f  h is  righc to  p riv acy . T h e  c o u rt, a l te r  e v a lu a t­
in g  P e n n s y lv a n ia 's  p r iv a c y  la w , d e c i d e d  th a t  th e  
e m p lo y e e  d id  n o t h a v e  a  valid c la im  u n d e r  th e  c ir­
c u m s ta n c e s .  T h e  c o u r t  d e te rm in e d  th a t th e  e m p lo y e e  
d id  n o t h a v e  a r e a s o n a b le  e x p e c ta tio n  o f  p riv a c y  in  
th e  E-m ail c o m m u n ic a tio n  v o lu n ta rily  m a d e  b y  h im  
to  h is  s u p e rv is o r  o v e r  P illsb u ry 's  E-m ail sy s te m . T h e  
v o lu n ta ry  n a tu re  o f  th e  c o m m e n ts , as w e ll a s  th e  fact 
th a t n o  p e rso n a l in fo rm a tio n  a b o u t th e  e m p lo y e e  w a s  
d is c lo s e d , led  to  a c o n c lu s io n  th a t n o  p r iv a c y  in te rests  
w e r e  v io la te d . A lth o u g h  P illsb u ry  w a s  su c c e s s fu l in 
d e f e n d in g  a g a in s t th e  law su it, th e  d is p u te  p r o b a b ly  
c o u ld  h a v e  b e e n  a v o id e d .

Ac least p a rt o f  th e  re a s o n  fo r th e  la w su it w as  d ie  
fac t th a t d ie  e m p lo y e e  b e lie v e d  his E-m ail m e ssa g e s  
w e r e  p riv a te . P illsb u ry  a p p a re n tly  d id  n o t h a v e  a n y  
w ritte n  p o lic ie s  c o n c e rn in g  th e  u se  o f  its E -m ail sy s ­
te m . M o re o v e r, it h a d  a s s u re d  ics e m p lo y e e s  in  a n  
in fo rm a l m a n n e r  th a t E -m aii c o u ld  n o t b e  in te rc e p te d  
a n d  w o u ld  b e  k e p t c o n f id e n tia l  a n d  p r iv ile g e d .  In 
s h o n .  th e  c o m p a n y 's  fa ilu re  to  e s tab lish  a w ri tte n  m d  
c o n s is te n t  E-m ail p o lic y  c o n tr ib u te d  to  th e  p ro b le m .

P illsb u ry  is n o t a lo n e . L ick  o f  a w ritten  E-m ail p o l­
io .- is a n  all to o  c o m m o n  o v e rs ig h t b y  m a n y  e m p lo y ­
e r s .  A s u r v e y  b y  Mac World, a n a t io n a l  c o m p u te r  
m a g a z in e , re v e a le d  in  1993 that m o st c o m p a n ie s  chat 
m o n ito r  E -m ail c o n c e a l d o in g  so  a n d  th a t v e ry  fe w  
h a v e  a w ritte n  po licy  o n  e lec tro n ic  m o n ito rin g . Y ou 're  
a s k in g  fo r tro u b le  if y o u  d o  th e  sam e.

W a tc h  O u t  f o r  V o ic e  M a il. T o o !  A re c e n t  c a se  
in v o lv in g  a n  o ffice  ro m a n c e  tha t w a s  u n c o v e r e d  a n d  
re v e a le d  to  a n  e m p lo y e e 's  jilted s p o u s e  s h o w s  w h y  it 
is im p o r ta n t  to  r e d u c e  e m p lo y e e s ' e x p e c ta t io n s  o f  
p r iv a c y  a n d  im p le m e n t p ro p e r  p ro c e d u re s  fo r  m o n i­
to r in g  s u c h  c o m m u n ic a t io n s .  T h e  e m p lo y e e  s u e d
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McDonald's for -eavesdropping" on voice mail mes­
sages he left for his lover at work.

T h e  e m p lo y e e  fo u n d  liim se lf in ho t w a te r  w h e n  a 
M cD onald 's  f ra n c h ise e  d isc o v e re d  m e  s te a m y  m e ssa g e s  
a n d  Isegan p lay ing  th e m  b a c k  fo r d ie  e m p lo y e e 's  w ife. 
T h e  e m p lo y e e  c la im e d  th a t  h is  p r iv ac y  rig h ts  w e r e  
v io la ted  b y  d ie  su irep tic io u s  rev ie w  a n d  re p la y  o f  th e  
m essag es. T h e  e m p lo y e e  sa id  h e  h ad  b e e n  to ld  th a t 
th e  c o d e  to  re trieve  m e ssa g e s  from  his vo ice  m ail b o x  
w a s  u n k n o w n  to  a n y o n e  e lse , a n d  h e  h a d  a s s u m e d  
th e  concents w o u ld  b e  k e p t p riv a te  a n d  co n fiden tia l.

T h e  c a se  se ttle d , b u t th e  le sso n  is still c lear: d ra ft 
a n d  im p le m e n t a  w r i t te n  p o lic y  fo r y o u r  e le c tro n ic  
c o m m u n ic a tio n s  sy s te m s  n o w . in c lu d in g  v o ic e  m ail, 
b e fo re  y o u  find  y o u rse lf  in  c o u r t d e fe n d in g  a law su it.

A  W r i t te n  P o l i c y  Is  a  M u s t .  T h e  m e s s a g e  f ro m  
th e se  ca se s  is th a t it is im p o r ta n t to  d im in ish  e m p lo y ­
e e s ' e x p e c ta t io n s  o f  p r iv a c y  r e g a rd in g  E -m ail a n d  
v o ic e  m ail a n d  to  a v o id  in c id e n ts  o f  q u e s t io n a b le  
m o n ito rin g  o f  s u c h  c o m m u n ic a tio n . E m p lo y e rs  m u s t 
c o n tro l th e  p riv a c y  e x p e c ta t io n s  o f  th e ir  e m p lo y e e s  
from  th e  v ery  b e g in n in g  b y  c re a tin g  a n  ex p lic it e le c ­
tro n ic  c o m m u n ic a tio n  p o lio .- w h ic h  is e x p la in e d  to  d ie  
em p lo y e e s .

W h e n  im p le m e n tin g  a n  e le c tro n ic  c o m m u n ic a ­
t io n  p o l ic y ,  b e  s u r e  to  c o n s i d e r  s o m e  e s s e n t i a l  
p o in ts . First, m a k e  s u r e  th e  n a tu re  o f  th e  E -m ail a n d  
v o ic e  m ail sy s te m s  is d e s c r ib e d  a n d  th a t all o f  th e  
e m p lo y e e s  a re  to ld  th a t s u c h  sy s tem s a re  to  b e  u s e d  
fo r le g itim ate  b u s in e s s  p u r p o s e s  a n d  b u s in e s s  c o m ­
m u n ic a t io n  o n ly . S e c o n d ,  e m p lo y e e s  m u s t  b e  in ­
fo rm e d  th a t th e  e m p lo y e r  re se rv e s  th e  rig h t to  a c c e s s  
a n d  d is c lo se  c o n c e n ts  o f  all E -m ail a n d  v o ic e  m a il 
m e ssa g e s  in a c c o r d a n c e  w ith  a p p l ic a b le  la w  o r  w h e n  
a le g itim ate  b u s in e s s  n e e d  a rise s . F inally , th e  p o lic y  
s h o u ld  p ro v id e  th a t  all a c c e s s  w ith o u t th e  c o n s e n t  
o f  th e  s e n d e r  o r  r e c ip ie n t  o f  th e  m e s s a g e  c a n  b e  
d o n e  o n ly  a fte r  o b ta in in g  e x e c u tiv e  o r  m a n a g e m e n t  
a p p ro v a l.  T h e re  m a y  b e  o c h e r  is su e s  u n iq u e  to  a n  
e m p lo y e r 's  b u s in e ss , e x is tin g  c o m m u n ic a tio n  sy s te m , 
o r  w o rk  fo rce  th a t n e e d  to  b e  c o n s id e re d  w h e n  d ra f t­
ing  a n  e le c tro n ic  c o m m u n ic a t io n  po licy .

T h e  m o s t im p o r ta n t  a s p e c t  o f  a n y  e le c tro n ic  c o m ­
m u n ic a tio n  p o lic y  is to  stace th e  e m p lo y e r s  p r o c e ­
d u re s  a n d  e x p e c ta tio n s  as  c lea rly  as  p o ss ib le . S o m e  
e x a m p le s  in c lu d e:

• E -m ail is a w r i t te n  a n d  e le c t ro n ic  m e a n s  o f  
c o m m u n ic a tio n . T h e  c o m p a n y 's  E-m ail sy s te m  
co n s is ts  o f  (d e sc rib e  c o m p a n y 's  E-m ail c a p a b i l i­
tie s , in c lu d in g  w h e t h e r  th e  s y s te m  c o n s is ts  
o f  a n  in te rn a l E -m nil sy s te m . E -m ail th r o u g h  
p ro p r ie ta ry  g a te w a y s  to  th ird  p a r tie s ,  a n d / o r  
In te rn e t E-m aill. A n  e m p lo y e e  s h o u ld  n o t tran s-

message, whether 
she would not
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A , .̂.^mit anything in an E-mail mess
internal or external, that he or si

b e  c o m fo r ta b le  w ritin g  in  a le tter o r  m e m o r a n ­
d u m  u s in g  c o m p a n y  iecterhead .

•  .Ail E -m ail a n d  v o ic e  m a il ca p ab ilitie s  a r e  p ro ­
v id e d  to  e m p lo y e e s  a t th e  c o m p a n y 's  e x p e n s e  
to  assise in te rn a lly  in  th e  co n d u ce  o f  c o m p a n y  
b u s in e s s  a n d  ( if  a p p l ic a b le )  ex te rn a lly  in  c o m ­
m u n ic a t in g  fo r le g itim a te  b u s in e ss  p u rp o s e s .

•  T h e  c o m p a n y  w ill n o t  m o n i to r  E -m a il  a n d  
v o ic e  m a il m e ssa g e s  a s  a ro u tin e  m a tte r  a n d  
w ill n o t  to le ra te  th e  u n a u th o r iz e d  a c c e s s  o r  u se  
o f  th e m . H o w ev er, th e  c o m p a n y  re s e rv e s  d ie  
rig h t to  ac ce ss  E-m ail a n d  v o ice  m ail m e s s a g e s  
a n d  to  d isc lo se  th e m  to  o th e rs . T h is p o lic y  a lso  
a p p l ie s  to  p a s s w o rd -p ro te c te d  m e ssa g e s . A n y  
a c c e s s  w ith o u t  th e  c o n s e n t  o f  th e  s e n d e r  o r  
re c ip ie n t  m u st b e  d o n e  w ith  e x e c u tiv e  o r  m a n ­
a g e m e n t  a p p ro v a l.

• E -m ail a n d  v o ic e  m ail m a y  n o t b e  u s e d  fo r  a n y  
m e s s a g e s  diac re a s o n a b ly  m a y  b e  c o n s id e r e d  
o ffe n s iv e , d isc rim in a to ry , d e fam aco iy , d is p a ra g ­
in g , o r  th r e a te n in g  to  a n y  e m p lo y e e  o r  a n y  
o th e r  p e r s o n  o r  en tity . T h e  c o m p a n y 's  p o lic ie s  
a g a in s t se x u a l o r  o th e r  h a ra ssm e n t a p p ly  fu lly  
to  d ie  u s e  o f  E-m ail a n d  v o ice  m ail.

• T h e  E-m ail a n d  vo ice  m ail sy stem s a r e  p ro v id ­
e d  to  facilita te  th e  c o m p a n y 's  b u s in e ss  c o m m u ­
n ic a tio n s . T h e  u se  o f  s u c h  sy s tem s fo r  o u ts id e  
b u s in e s s  v en tu re s , to  le ak  co n fid en tia l o r  p riv i­
le g e d  in fo rm atio n , o r  fo r  p e rso n a l, po litica l, o r  
re lig io u s  ca u se s  is p ro h ib ite d . T h e  e x c e s s iv e  o r  
in a p p ro p r ia te  u se  o f  su c h  system s fo r  p e rso n a l 
b u s in e s s  a lso  is p ro h ib ite d .

« B y  u s in g  th e  c o m p a n y 's  E -m a il a n d  v o ic e  
m ail sy s te m s , e m p lo y e e s  c o n s e n t to  th is  p o l­
icy  a n d  th e  c o m p a n y 's  righ t to  m o n i to r  a n d  
a c c e s s  E -m ail a n d  v o ic e  m ail c o m m u n ic a t io n .

• E m p lo y e e s  w h o  m is u s e  o r  a b u s e  th e  E -m ail 
a n d  v o ic e  m ail s y s te m s  o r  p o lic ie s  s e t  fo rth  
a b o v e  m a y  b e  su b je c t to  d isc ip lin e  u p  to , a n d  
in c lu d in g , d isc h a rg e .

T h o s e  e m p lo y e rs  w h o  im p le m e n t a w ritte n  po l- 
icy , a n d  m a k e  su re  th e ir  e m p lo y e e s  k n o w  a b o u t  it. 
h e lp  p ro v id e  th e m se lv e s  w ith  a basis  lo r  lega l p r o ­
te c tio n  a n d . in  th e  p ro ce ss , m a in ta in  g o o d  e m p lo y e e  
re la tio n s . In d e e d , a t least o n e  rec en t s tu d y  h a s  s h o w n  
t h a t  th e r e  w a s  fa r g r e a te r  a c c e p ta n c e  o f  m e s s a g e  
m o n ito r in g  a m o n g  e m p lo y e e s  w h e n  th e y  w e re  n o ti­
f ie d  a b o u t  th a t possib ility  u p  fron t by  th e ir  e m p lo y e r .

U.S. Supreme Court to Decide 
Numerous Workplace Issues

W h e n  th e  U.S. S u p re m e  C ourt o p e n e d  its n e w  
te rm  o n  O c to b e r  7 o f  th is  year, it h a d  a lre a d y  g ra n te d
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You are being watched.
(m onitor ing  e m p l o y e e  W e b  u s e )  ( in c lu d e s  re la ted  a r t ic le s  o n  c o r p o r a t e  in te l l ig e n c e  to o ls ,  o n  s ta y in g  o u t  o f  
t rou b le  o n  th e  in tern et ,  a n d  o n  Internet rights o n  th e  j o b ) ( S p e c i a l  R e p o r t :  T h e  W e b  and Y o u r  B u s i n e s s )  
( In tern e t/W eb /O n lin e  S e r v i c e  Information)

A uthor
L o g a n ,  Ian

A b strac t
S o m e  c o r p o r a t io n s  h a v e  s ta r ted  m onitoring th e ir  e m p l o y e e s '  In ternet u s e  an d  m a n y  h a v e  e v e n  d isc ip l in ed  
e m p l o y e e s  for im p ro p er  Internet surfing. M o s t  In tern e t-re la ted  jo b  d i s m i s s a l s  c a n  b e  t r a c e d  to  r e p e a t e d  
v i s i t s  to  ad u lt-or ien ted  W e b  s i t e s ;  o th er  r e a s o n s  in c lu d e  s h o p p in g ,  g a m b l in g  o r  chatt ing  o n lin e .  A  P C  W orld 
s u r v e y  r e v e a l s  that a b o u t  5 8 %  o f  e m p lo y e r s  w h o  d o  m onitoring d o  s o  to d i s c o u r a g e  r e c r e a t io n a l  u s e ,  4 7 %  
to e l im in a te  th e  d o w n lo a d in g  of  p irated  s o f t w a r e  an d  3 3 %  to  e n d  s lu g g is h  d o w n lo a d s  b e c a u s e  o f  e x c e s s i v e  
surfin g . S o m e  c o m p a n i e s  u s e  m onitoring to  p r e v e n t  s e x u a l  h a r a s s m e n t  c h a r g e s .  M onitoring , w h i le  u se fu l  
for m a n a g e m e n t ,  c a n  c r e a t e  a  h o s t i le  w o rk  e n v ir o n m e n t  for e m p l o y e e s .  T o  a v o id  this s itu at ion , c o m p a n i e s  
w h o  m on itor  or  b lo c k  e m p l o y e e s '  In ternet a c c e s s  s h o u ld  c o m e  ou t  with a  c l e a r  Internet u s a g e  p o l ic y  that 
d e f i n e s  a p p ro p r ia te  g u id e l in e s .

Full Text
R o b e r t  X  w a s  fired for d o w n lo a d in g  porn from th e  W e b .A n d  h e ’s  not a lo n e .  M o re  b u s i n e s s e s  a r e  m onitoring 
In tern et  u s e  a n d  disciplin ing a b u s e r s .
"I 'm afra id  w e  h a v e  n o  c h o i c e , "  R o b e r t ’s  s u p e r v i s o r  b e g a n .  " Y o u 'r e  fired."
R o b e r t  (not h is  rea l  n a m e )  k n e w  h is  job  w a s  on  th e  l ine, but th e  n e w s  still c a m e  a s  a  b lo w .  F o r  t iv e  y e a r s  
h e 'd  w o r k e d  a s  a  t e c h n o lo g i s t  for a  s t a t e  a g e n c y .  R o b e n  h a d  a  so lid  reputation , a  w i f e  o f  1 5  y e a r s ,  an d  four 
ch i ld ren .  N o w  h e  h ad  b e e n  fired for surfing th e  Internet.
S e v e r a l  m o n th s  e ar l ie r ,  R o b e n  h a d  b e g u n  visiting s e x u a l l y  explic it  W e b  s i t e s  a fter  w o r k  h o u rs .  It b e c a m e  a  
habit an d  th e n  an  o b s e s s i o n .  B e f o r e  long, R o b e r t ’s  s u p e r v i s o r  s u m m o n e d  him into h e r  o f f ic e  a n d  told him 
s h e  k n e w  h e ’d b e e n  visiting p o rn o g ra p h ic  s i t e s .  S h e  w a r n e d  him that if it h a p p e n e d  a g a in ,  h e  c o u ld  b e  
d i s m i s s e d .  Within a  f e w  m o n th s ,  R o b e r t  w a s  at it a g a i n - e v e n  th o u g h  h e  w a s  w e l l  a w a r e  o f  th e  r isk s .  "I ju st 
cou ld n 't  con tro l  it," h e  s a y s  t o d a y .  "With Internet a c c e s s ,  s u d d e n l y  th er e  w a s  th is  w e a l th  o f  m a ter ia l  that I 
c o u ld  g e t  e a s i l y - - a n d  for f r e e . "
F o r  m a n y  o r g a n iz a t io n s ,  a c c e s s  to  th e  In tern et 's  rich r e s o u r c e s  h a s  c o m e  at a  high p r ice .  E m p lo y e r s  p a y  
th e  c o s t  in lo st  productiv ity ,  a s  s o m e  w o r k e r s  u s e  th eir  " f r e e "  N e t  a c c e s s  to  s h o p ,  c h a t ,  p a y  bills , p lay  
g a m e s ,  o r  e v e n  d o w n lo a d  s e x u a l ly  explic it  m ater ia l .  F o r  e m p l o y e e s  like R o b e r t ,  m i s u s e  o f  th e  N e t  c a n  c o s t  
t h e m  th eir  j o b s .
R o b e r t ' s  s to r y  m a y  b e  e x t r e m e ,  but it's not u n iq u e .  A c c o r d in g  to a  P C  W orld  s u r v e y  o f  top  e x e c u t i v e s  at 
2 0 0  c o m p a n i e s ,  o n e  in f iv e  f irms h a s  d isc ip l in ed  e m p l o y e e s  for im p ro p er  In ternet u s e - f r o m  tak in g  a w a y  
their  surfing p r iv i le g e s  to taking a w a y  their  l ive l ih ood .
In fa c t ,  on e-th ird  o f  th e  c o m p a n i e s  w e  c o n t a c t e d  m on itor  w h e r e  their  e m p l o y e e s  g o  on  th e  N et .  A n o t h e r  1 2  
p e r c e n t  plan to  b e g in  th is  kind of  m onitoring in th e  n ex t  1 2  m o n th s .  In addition , f irms with m o r e  th an  1 0 0 0  
e m p l o y e e s  a r e  t w i c e  a s  likely to  m on itor  th an  their  s m a l l  a n d  m id s iz e  c o u n ter p a r ts .
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But w a tch fu l  e y e s  a ren 't  lurking in e v e r y  c o r p o r a te  b o a r d r o o m .  M o r e  than half  o f  th e  e x e c u t i v e s  w e  
s u r v e y e d  a r e  o p p o s e d  to  p e e r in g  o v e r  their e m p l o y e e s '  c y b e r s h o u l d e r s .  T h e ir  prim ary r e a s o n  for not 
m on itor in g ?  C o n c e r n  o v e r  e m p l o y e e s '  rights.
W h e n  it c o m e s  to  Internet s u r v e i l la n c e ,  co rp o ra te  A m e r ic a  is c l e a r ly  d iv id ed .  But b e t te r  p lay  it s a f e :  
R e m e m b e r  th at  w h a t e v e r  y o u  d o  on  th e  In te r n e t - fr o m  d o w n lo a d in g  fi les  to  visit ing  s i t e s  to s e n d in g  
e - m a i l - - s o m e o n e  m a y  b e  w a t c h -  ing.
F ro m  W ired  to  F ired
In ap p rop r ia te  in ternet  u s e  o n  th e  jo b  is  fa st  b e c o m in g  a  m a jo r  p ro b le m , c o n -  c u r s  R ich ard  P o w e r ,  
s p o k e s p e r s o n  for th e  C o m p u t e r  S e c u r i t y  Institute, an  in form ation s e c u r i t y  co n su lt in g  and  training firm in 
S a n  F r a n c i s c o .  " P e o p l e  a r e  g et t in g  fired for this all th e  t im e ."
R e p e a t e d  v i s i t s  to  ad u lt-or ien ted  W e b  s i t e s  a r e  th e  m o s t  c o m m o n  c a u s e  for In tern et-re la ted  jo b  d i s m is s a ls .  
But e m p l o y e e s  h a v e  a l s o  b e e n  fired for s h o p -  ping, g a m b l in g ,  or  chatt ing  on lin e .  In o u r  s u r v e y ,  w e  
u n c o v e r e d  n in e  c o m p a n i e s  that had fired e m p l o y e e s  for in ap p rop r ia te  Internet b e h a v io r .  In addition , w e  
fou n d t h e s e  n o ta b le  c a s e s :
F o u r  e m p l o y e e s  a t  t h e  L o s  A l a m o s  National L a b o ra to ry  in N e w  M e x ic o  w e r e  fired b e t w e e n  la te  1 9 9 6  an d  
e a r iy  1 9 9 7  for  surfing adult W e b  s i t e s  on  th e  job . T e n  o t h e r s  w e r e  d isc ip l in ed  during th e  s a m e  p er io d  for 
us in g  th e  N e t  for o n lin e  sh o p p in g  and  o th er  p e r s o n a l  r e a s o n s .  S im ilar  c r a c k d o w n s  o c c u r r e d  at L a w r e n c e  
L iv e r m o r e  N ation a l  L a b o ra to ry  in L iv e r m o r e ,  C alifornia ,  a n d  S a n d i a  N ationa l  L a b o r a to r i e s  in A lb u q u e r q u e ,  
N e w  M e x i c o .
An e m p l o y e e  o f  a  S o u th e r n  C aliforn ia  a e r o s p a c e  e n g in e e r in g  firm w h o  w a s  w ork - ing a s  a  c o n tr a c to r  for 
N A S A  w a s  te r m in a te d  ear l ier  this y e a r  for s p e n d in g  t o o  m u c h  t im e  in an  Internet forum  o n  h o m e  rep a irs .
S ix  e m p l o y e e s  at  a n  E le c t r o n ic  D ata  S y s t e m s  s i t e  in T r o y ,  M ich ig a n , w e r e  fired e a r l ie r  this y e a r  fo r  a b u s in g  
their  In ternet p r iv i l e g e s .  T h e  d i s c h a r g e d  w o r k e r s  in c lu d ed  o n e  highly r e g a r d e d  s y s t e m s  adm in istrator  w h o ,  
d e s p i t e  s e v e r a l  w a r n in g s ,  m a d e  1 5 , 0 0 0  vis i ts  to th e  s a m e  adult  W e b  s i te  in ju st  o n e  m onth .
C o m p a n i e s  that m on itor  N et  u s a g e  o f ten  h a v e  big  in v e s t m e n t s  to  p rotect .  T o  find ou t h o w  their  w o r k e r s  a r e  
us in g  th at  in v e s tm e n t ,  m a n y  firms re ly  on  n e tw o rk  s u r v e i l l a n c e  s o f t w a r e  like S e q u e l  T e c h n o l o g y  N e t  A c c e s s  
M a n a g e r  o r  N e t P a r t n e r s  Internet S o lu t io n s '  W e b S e n s e ,  w h ic h  c a n  k e e p  track  of th e  s i t e s  p e o p le  visit  an d  
th e  m a ter ia l  t h e y  a c c e s s .  ( S e e  "I S p y :  T o o ls  for C o r p o r a t e  In te l l ig e n c e "  for an o v e r v i e w  of Internet 
m onitoring s o f t w a r e . )
Iron ica lly , b y  m onitoring Internet u s e  and disciplin ing a b u s e r s ,  c o m p a n i e s  c o n t e n d  that t h e y ’re  p ro tec t in g  
e m p l o y e e s - p a r t i c u l a r l y  w h e n  it c o m e s  to potentia l  s e x u a l  h a r a s s m e n t  in th e  o f f ic e  that c a n  a r i s e  from 
d o w n lo a d e d  p o rn o g ra p h y .
T h e  N e e d  for M onitoring
A c c o r d in g  to ou r  s u r v e y ,  n ea r ly  5 8  p e r c e n t  o f  e m p lo y e r s  w h o  m on itor  their  s ta ff 's  Internet t r a v e l s  d o  s o  to 
c r a c k  d o w n  o n  r e c r e a t io n a l  u s e ;  4 7  p e r c e n t  h o p e  to  put an  e n d  to d o w n lo a d s  o f  p irated  s o f t w a r e ;  and 
e x a c t l y  on e-th ird  w a n t  to a v o id  s lu g g is h  Internet c o n n e c t i o n s  d u e  to r e c re a t io n a l  b r o w s in g  o r  e x c e s s i v e  
d o w n lo a d s .  But e x p e r t s  w a rn  that th e  b ig g e s t  p r o b le m s  resu lt ing  from in ap p rop ria te  Internet surfing a r e  
le g a l  liabilities.
" M o s t  c o m p a n i e s  h a v e n 't  fully re a l iz ed  th e  potentia l  for liability [that th e  Internet p o s e s ] , "  s a y s  A lbert  G idari ,  
a  p artn er  in th e  S e a t t l e  law  firm P e r k in s  C o ie  w h o  f o c u s e s  o n  Internet law .  F o r  o n e  thing, th e  p r o b le m  o f  
p o r n o g r a p h y  in th e  w o r k p la c e  c a n  m u sh ro o m  into a n  e x p e n s i v e ,  e m b a r r a s s in g  s e x -  ual h a r a s s m e n t  suit ,  
Gidari a d d s .
S o m e  c o m p a n i e s  u s e  m onitoring s o f t w a r e  a lm o st  e x c l u s i v e l y  for p reven t in g  c h a r g e s  o f  s e x u a l  h a r a s s m e n t
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o r  fo s te r in g  a  h o s t i le  w o r k p l a c e .  F o r  in s t a n c e ,  th e  6 0 0 0  Internet u s e r s  at N ationa l  S e m i c o n d u c t o r ' s  
w o r ld w id e  o f f i c e s  a r e  m o n ito red  ra n d o m ly  to e n s u r e  t h e y  a ren 't  visit ing  ad u lt-or ien ted  W e b  s i t e s ,  a c c o r d in g  
to  D ick  W ilso n ,  v i c e  p r e s id e n t  o f  w o r ld w id e  h u m a n  r e s o u r c e s  for th e  S a n t a  C la ra ,  C aliforn ia ,  chip  m a k e r .
"O u r M I S  p e o p l e  t a k e  a  ra n d o m  sa m p lin g  o n c e  a  m on th  to s e e  if a n y  u s e r s  a r e  v isiting s i t e s  that w e  k n o w  
h a v e  o f f e n s i v e  m a ter ia l ,"  W ilso n  ex p la in s .  "If w e  find an  e m p l o y e e  is  g o in g  to  a n y  o f  t h e s e  s i t e s ,  w e  notify 
that p e r s o n 's  m a n -  a g e r . "
S im p ly  m onitoring  Internet u s a g e  i s n ’t e n o u g h ,  e x p la in s  E d  C a v a z o s ,  s e n io r  v i c e  p r e s id en t  and g e n e r a l  
c o u n s e l  o f  Interliant,  a  d a ta  netw ork/In tern et  s e r -  v i c e  p ro v id er  in H o u s to n .  A  < 'p a n y  is  at risk if it d o e s n ' t  
c l e a r ly  notify e m p l o y e e s  th at  d o w n lo a d in g  or  v i e w in g  s e x u a l ly  explic it  m aterial,  ill not b e  to le ra ted .  And it 
c o u ld  b e  c h a r g e d  with fo s ter in g  a  h o s t i l e -w o r k p la c e  en v iro n -  m en t  if s u p e r v i s o r s  a r e  a w a r e  that their  
e m p l o y e e s  a r e  v is it ing  ad u lt-or ien ted  W e b  s i t e s  but fail to  w a rn  or  d isc ip l in e  th e m ,  C a v a z o s  a d d s .
B lo c k  T h a t  S i t e
S o m e  o r g a n iz a t io n s  c h o o s e  to put th e  b r a k e s  o n  Internet joyrid ing b y  b lo ck in g  th eir  e m p l o y e e s '  a c c e s s  to  
e n t ire  c a t e g o r i e s  o f  s i t e s .  F iltering s o f t w a r e ,  s u c h  a s  M ic r o s y s t e m s  S o f t w a r e ' s  C y b e r P a t r o l  P ro x y  or 
N e t P a r t n e r s  In tern et  S o lu t io n s '  W e b S e n s e ,  c a n  p r e v e n t  e m p l o y e e s  from a c c e s s i n g  u n d e s ir a b le  W e b  and  
F T P  s i t e s ,  In tern et  c h a t  r o o m s ,  an d  n e w s g r o u p s .  It c a n  a l s o  r e l i e v e  c o m p a n i e s  o f  th e  u n p ro v en  an d  
t im e - c o n s u m in g  c h o r e  o f  m onitoring .
"B lo c k in g  h a s  b e e n  v e r y  e f f e c t i v e  for u s , "  s a y s  J e f f  C o n l e y ,  s u p e r v i s o r  o f  t e c h n ic a l  s e r v i c e s  for J o h n s o n  
C o n tr o ls ,  a  C a p e  C a n a v e r a l ,  F lor ida , c o m p a n y  that m a n a g e s  la u n c h - b a s e d  fac i l i t ies  for th e  U .S .  Air F o r c e ,  
a m o n g  o th e r  p r o je c t s .  "O u r b ig g e s t  i s s u e  w a s  that e m p l o y e e s  w o u ld  w a s t e  t im e  o n  t h e  N et .  B y  b lo ck in g  
a c c e s s  to  s i t e s  that fall into p o rn o g ra p h ic ,  political,  en ter ta in -  m en t ,  a u to m o t iv e ,  and  o th e r  c a t e g o r i e s ,  w e ' r e  
e n s u r in g  that th e  Internet is u s e d  o n ly  for w o r k -r e la te d  r e a s o n s . "
N o n e t h e l e s s ,  a c c o r d in g  to  o u r  s u r v e y ,  b lo ck in g  Internet s i t e s  is far l e s s  c o m -  m o n  th an m onitoring. L e s s  
th an  on e-f ifth  o f  t h e  c o m p a n i e s  w e  s u r v e y e d  b lo ck  e m p l o y e e  a c c e s s  to  s p e c i f i e d  W e b  s i t e s .  Not 
su rp ris in g ly ,  t h e  s i t e s  that m o s t  e m p lo y e r s  b lo c k  co n ta in  adult m ateria l.
is  M onitoring  L e g a l ?
In m o s t  c a s e s  c o m p a n i e s  a r e  w e l l  within their rights w h e n  t h e y  m on itor  or  b lo c k  th eir  e m p l o y e e s ’ N e t  
a c c e s s .  " T h e r e  a r e  n o  la w s  o n  th e  b o o k s  that c a n  b e  in terp reted  a s  prohibiting an e m p lo y e r  from w a tc h in g  
w h a t  its e m p l o y e e s  d o  o n  th e  In ternet,"  s a y s  C a v a z o s .
F e d e r a l  la w  d o e s  o f fe r  e m p l o y e e s  a  minimal d e g r e e  o f  p ro tect ion ,  th ou g h .  T h e  E le c tr o n ic  C o m m u n ic a t io n s  
P r iv a c y  A c t  g e n e r a l ly  p r e v e n t s  e m p lo y e r s  from m onitoring p e r s o n a l  c o m m u n ic a t io n s ,  s u c h  a s  p r iva te  p h o n e  
ca l ls ,  u n l e s s  t h e r e  is r e a s o n  to  b e l i e v e  a  c r im e  h a s  o c c u r r e d ,  or  cer ta in  o th e r  e x c e p t i o n s .  H o w e v e r ,  th e  
E C P A  d o e s  s u p p o r t  an  e m p l o y e r ’s  right to m on itor  s t o r e d  e l e c -  tron ic  c o m m u n ic a t io n s ,  s u c h  a s  v o ic e - m a i l  
an d  e -m a i l  m e s s a g e s ,  in o r d e r  to  p ro tec t  its b u s i n e s s ,  rights, o r  p rop erty .  But e m p lo y e r s  d o  h a v e  s o m e  
restr ic -  t io n s  in m on itor ing  p e r s o n a l  c o m m u n ic a t io n s .  T h e  prim ary re q u ire m e n t :  E m p l o y e e s  m u st  g i v e  their  
c o n s e n t .
C o n s e n t  c a n  c o m e  in m a n y  fo rm s ,  but not all o f  th e m  a r e  o b v i o u s .  F o r  e x a m p le ,  y o u r  c o m p a n y ’s  g e n e r a l  
e m p lo y m e n t  p o l i c y  m ight g i v e  th e  b o s s  th e  right to  m on itor  y o u r  p r ivate  c o m m u n ic a t io n s .  W h en  y o u  a g r e e  
to  t a k e  th e  jo b ,  y o u  c o n -  s e n t  to  b e in g  m o n ito red .  T o  p ro tect  itse lf  from poten tia l  l eg a l  c h a l l e n g e s ,  th o u g h ,  a  
c o m p a n y  s h o u ld  still g e t  exp lic it  e m p l o y e e  c o n s e n t  in writ ing, C a v a z o s  s a y s .
Fro m  a n  e m p l o y e e  p e r s p e c t i v e ,  th e  p r iv a c y  h or izon  lo o k s  pretty  b le a k .  O n ly  C o n n e c t ic u t  h a s  p la c e d  
l im itat ions—alb e it  minim al o n e s - - o n  e l e c t r o n ic  sur-  v e i l l a n c e .  M e a n w h i le ,  t h e r e  is n o  p en d in g  leg is la t ion  that 
w o u ld  p r o te c t  e m p l o y e e s  from e le c t r o n ic  o b s e r v a t io n ,  a c c o r d in g  to  L e w is  M altby , d irector  o f  th e  A m e r ic a n  
Civil  L ib e r t ie s  U n io n 's  W o r k p la c e  R ig h ts  O f f i c e  in P r in c e to n ,  N e w  J e r s e y .  W h a t 's  m o r e ,  a c c o r d in g  to  ou r  
p h o n e  s u r v e y ,  n e a r ly  1 4  p e r c e n t  o f  c o m -  p a n ie s  that m on itor  h a v e n ’t told e m p l o y e e s  a b o u t  th e  p r a c t ic e .
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A nd la r g e  c o m -  p a n ie s  w e r e  m u c h  l e s s  likely to tell their  e m p l o y e e s  that t h e y  w e r e  b e in g  w a t c h e d .
T h e  B ig  B r o th e r  S y n d r o m e
W h e n  a  c o m p a n y  m on itors  its e m p l o y e e s ’ u s e  o f  th e  Internet, th e  resu lt  c a n  b e  a  fearfu l w o r k  e n v ir o n m e n t .  
"I ’v e  w o r r ie d  from t im e  to t im e  that I might a c c id e n ta l ly  g o  to an in appropriate  W e b  s i t e ,  an d  it w o u ld  s h o w  
up o n  m y  r e c o r d s , "  s a y s  D on ald  B . W ard, a  te c h n ic ia n  at a  f e d e ra l  g o v e r n m e n t  facility in G a it h e rs b u r g ,  
M ary lan d .
' T h e r e  a r e  a  lot o f  c l e v e r  W e b  s i t e  o p e r a t o r s  o u t  t h e r e  w h o  c a n  m a k e  their  s i t e  s h o w  up  in an  In ternet 
s e a r c h ,  e v e n  th o u g h  th e  s i te  m ight h a v e  nothing to  d o  with w h a t  y o u ’re r e s e a r c h in g .  If y o u  g o  to  o n e  o f  
t h o s e  s i t e s  a n d  it turns out to b e  adult o r ien ted ,  y o u ’re in c o m p l e t e  v io la t ion  o f  th e  In ternet p o l ic y  for ou r  
a g e n c y  a n d  c o u ld  e v e n  b e  fired. Luckily ,"  W ard a d d s ,  " p e o p le  a r e  r e a s o n a b l e  h e r e .  But still, it m a k e s  y o u  
c a u t io u s . "
W h e n  y o u  g i v e  e m p l o y e e s  th e  f r e e d o m  to surf th e  Internet w ithout th e  s p e c t e r  o f  s u r v e i l l a n c e ,  t h e y  m a y  b e  
m o r e  p r o d u c t iv e  in th e  long run, a r g u e s  M ike G o d -  w in , staff  c o u n s e l  for th e  E le c t r o n ic  Fron tier  F o u n d a t io n .  
T h is  S a n  F r a n c is -  c o - b a s e d  civil  l ibert ies  g ro u p  a d v o c a t e s  p r iv a c y  in th e  w o r k p la c e .  " S o m e  e m p l o y e r s  h a v e  
a  puritanica l s t r e a k  that m a k e s  th e m  f e e l  m onitoring is  ju st if ied ,"  G o d w in  s a y s .  "Bu t m o s t  p e o p l e  d o n ’t w a n t  
to w o r k  fo r  e m p l o y e r s  like that."
"U n p r o d u c t iv e  surfing  f a d e s  a s  p e o p le  b e c o m e  m o r e  Internet s a v v y , ” a d d s  M ary  J .  C ro n in ,  th e  a u th o r  o f  
D o in g  B u s i n e s s  o n  th e  Internet (V a n  N o stra n d  R e in -  hold , 1 9 9 4 ,  8 0 0 / 8 4 2 - 3 6 3 6 ) .  "With e v e r y  n e w  
t e c h n o l o g y ,  t h e r e ’s  a  learn ing  cu n /e ,  and  an im portant part o f  that c u r v e  is  e x p lo ra t io n .  With th e  In ternet,"  
s a y s  C ro n in ,  " u s e r s  o f ten  surf arou n d  to g e t  a  s e n s e  o f  w h a t  th e  w h o le  In ternet u n i v e r s e  is all a b o u t .  But 
e v e n t u a l l y ,  m o s t  p e o p l e  s e t t l e  d o w n  an d  g e t  b a c k  to  w o rk ."
M onitoring m a y  p r e v e n t  Internet a b u s e s ,  but c o m p a n i e s  sh o u ld  still b e  c a u t io u s .  S a y  a  c o m p a n y  tr ie s  to 
p r e v e n t  N e t  m i s u s e  b y  telling its e m p l o y e e s  th a i  it’s  m onitoring their  Internet a c t iv i t ie s  but th en  fa i ls  to d o  
s o .  In that in s t a n c e ,  th e  c o m p a n y  runs a  g r e a t e r  risk o f  e x p o s i n g  itse lf  to  liability c la im s  th an  if it n e v e r  sa id  
it w o u ld  m on itor  at  all,  s a y s  a t to rn e y  C a v a z o s .
"If y o u  s a y  y o u  m on itor  but d o n ’t, an d  an  e m p l o y e e  d o e s  s o m e th in g  illicit o n  th e  In tern et  o r  in th eir  e -m a il ,  
y o u  m ight h a v e  tro u b le  proving  that y o u  didn't k n o w  a b o u t  it," C a v a z o s  e x p la in s .
A s id e  from th e  a d d e d  resp on s ib il ity ,  monitoring e m p l o y e e s  o n  the Internet r e q u ir e s  t im e ,  p e r s o n n e l ,  an d  
o th e r  r e s o u r c e s .  In ou r  t e l e p h o n e  s u r v e y ,  slightly  m o r e  than half  th e  e x e c u t i v e s  w e  in te r v ie w e d  a r e  
p e r s o n a l ly  o p p o s e d  to m onitoring Internet u s a g e ,  c o m p a r e d  to ju st  o v e r  on e-th ird  w h o  s a y  t h e y  a r e  in fa v o r .  
T h e  pr im ary  r e a s o n  for o p p o s in g  N e t  m onitoring is c o n c e r n  a b o " t  e m p l o y e e  p r iv a c y .  S o m e  a l s o  a r g u e  that 
th e  d e m a n d s  o f  m onitoring far e x c e e d  th e  b e n e f it s .
"I d on 't  m o n ito r  In tern et  u s a g e  for tw o  r e a s o n s , "  s a y s  S c o t t  P a d d o c k ,  m a n a g e r  o f  P C  B r o k e r s ,  a  c o m p u t e r  
v a l u e - a d d e d  r e s e l l e r  in D e n v e r .  "First,  I trust m y  e m p l o y e e s :  th a t 's  w h y  t h e y  w o rk  for m e .  If th e r e  w e r e  to 
b e  a n y  p r o b le m s  with an e m p l o y e e ,  t h o s e  p r o b le m s  w o u ld  p r e s e n t  t h e m s e l v e s  w ith ou t t h e  n e e d  for  m e  to 
g e t  in v o lv e d  in c l o a k - a n d - d a g g e r  s h e n a n ig a n s .  A n d s e c o n d ,  if I s p e n t  t im e  m onitoring their  W e b  u s a g e ,  I 
w o u ld  b e  ju st  a s  guilty  of w a s t in g  t im e  a s  m y  b e h a v io r  im p lie s  t h e y  a r e , "  s a y s  P a d d o c k .
M ak in g  In tern et  P o l i c i e s
W h e t h e r  a  c o m p a n y  d e c i d e s  to m on itor  or  b lo ck  its e m p l o y e e s ’ In ternei a c c e s s ,  e x p e r t s  a g r e e  that it sh o u ld  
a l w a y s  h a v e  a n  In ternet u s a g e  p o l icy  in p la c e .  S u c h  a  p o l icy  o f f e r s  g u id e l in e s  for a p p ro p r ia te  b e h a v io r  
w h e n  p e r s o n n e l  a r e  u s in g  th e  e m p l o y e r ’s  c o m p u t e r s  a n d  c o m m u n ic a t io n s  r e s o u r c e s .
" T h e  b e s t  w a y  to  d e f e n d  y o u r s e l f  a g a in s t  poten tia l  liability is o f ten  a  c l e a r ly  written, w e ll-d istr ib u ted  In ternet 
p o l icy  that d e s c r i b e s  th e  d o 's  an d  d o n 't s , "  s a y s  a t to rn e y  C a v a z o s .  H e  r e c o m m e n d s  that e m p l o y e r s  m a k e  
th e  f in ish ed  p o l ic y  part o f  e v e r y  n e w  e m p l o y e e ' s  or ientat ion , put it into an  e m p l o y e e  h a n d -  b o o k ,  a n d  p o s t  it
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on  t h e  c o m p a n y  intranet. D o  w h a t e v e r  y o u  h a v e  to  d o  to  m a k e  s u r e  e v e r y o n e  k n o w s  th e  p o l ic y ,  h e  a d d s .
It's not e n o u g h  to  put a  p o l ic y  in p la c e ;  it m u st  a l s o  b e  r e e v a lu a t e d  p er io d ic a l ly .  "I r e v i e w  all th e  H R  
g u id e l in e s ,  including ou r  Internet p o l icy ,  on  a  q u arter ly  b a s i s , "  s a y s  C o e t a  C h a m b e r s ,  an  a t to rn e y  for th e  
h u m a n  r e s o u r c e s  d e p a r t m e n t  o f  Intel C orpo rat ion  in S a n t a  C la r a ,  C aliforn ia .  "With t e c h n o l o g y  c h a n g in g  a s  
fa st  a s  it d o e s ,  it's im portant to  m a k e  s u r e  ou r  g u id e l in e s  k e e p  up with t h o s e  c h a n g e s . "
S o m e  a r g u e  that t h e  b e s t  w a y  to k e e p  e m p l o y e e s  ou t  o f  trou b le  is  to  g i v e  th e m  g u id e l in e s ,  tr ea t  th e m  with 
r e s p e c t ,  an d  u s e  m onitoring d a ta  o n ly  if n e c e s -  s a r y .
" W e  d o n 't  s p e c i f i c a l ly  m on itor  individuals , th ou g h  w e  d o  h a v e  n e tw o r k  m onitor- ing t o o ls , "  s a y s  P a u l  S w o r t z ,  
a  s p o k e s p e r s o n  for  T h e  B o e in g  C o m p a n y ,  th e  air- craft m a n u fa c tu r e r  in S e a t t l e .  B o e in g  u s e s  th e  d a ta  o n ly  
if t h e r e ' s  a  n e e d  to  in v e s t ig a t e  a  com pla in t .  "W e  trust e m p l o y e e s  to  u s e  c o m m o n  s e n s e  w h e n  w ork in g  with 
c o m p a n y  r e s o u r c e s ,  and  th e  Internet isn't a n y  d ifferent from a n y  o th e r  c o m p a n y  r e s o u r c e , "  e x p la in s  S w o r t z .
M ak in g  In ternet P o l i c i e s
W h e t h e r  a  c o m p a n y  d e c i d e s  to m on itor  o r  b lo ck  its e m p l o y e e s ’ In ternet a c c e s s ,  e x p e r t s  a g r e e  that it sh o u ld  
a l w a y s  h a v e  a n  Internet u s a g e  p o l icy  in p l a c e .  S u c h  a  p o l icy  o f f e r s  g u id e l in e s  for ap p ro p ria te  b e h a v io r  
w h e n  p e r s o n n e l  a r e  u s in g  th e  e m p lo y e r ' s  c o m p u t e r s  an d  c o m m u n ic a t io n s  r e s o u r c e s .
' T h e  b e s t  w a y  to  d e f e n d  y o u r s e l f  a g a in s t  poten tia l  liability is o f ten  a  c l e a r ly  written, w ell-d istr ibu ted  Internet 
p o l ic y  that d e s c r i b e s  th e  d o ’s  and  d o n ’ts ,"  s a y s  a t to rn e y  C a v a z o s .  H e  r e c o m m e n d s  that e m p lo y e r s  m a k e  
th e  f in ish ed  p o l icy  part o f  e v e r y  n e w  e m p l o y e e ' s  or ien tat ion , put it into a n  e m p l o y e e  han d - b o o k ,  a n d  p o s t  it 
o n  t h e  c o m p a n y  intranet. D o  w h a t e v e r  y o u  h a v e  to  d o  to  m a k e  s u r e  e v e r y o n e  k n o w s  th e  p o l icy ,  h e  a d d s .
It's not e n o u g h  to put a  p o l icy  in p l a c e ;  it m u st  a l s o  b e  r e e v a lu a t e d  p er io d ic a l ly .  "I r e v i e w  all th e  H R  
g u id e l in e s ,  including ou r  Internet p o l icy ,  on  a  quarter ly  b a s i s , "  s a y s  C o e t a  C h a m b e r s ,  a n  a t to rn e y  for th e  
h u m a n  r e s o u r c e s  d e p a r t m e n t  o f  Intel C orpo rat ion  in S a n t a  C la r a ,  C aliforn ia .  "With t e c h n o l o g y  c h a n g in g  a s  
fa s t  a s  it d o e s ,  it's im portant to m a k e  s u r e  ou r  g u id e l in e s  k e e p  up with t h o s e  c h a n g e s . "
S o m e  a r g u e  that th e  b e s t  w a y  to k e e p  e m p l o y e e s  out o f  trou b le  is to  g i v e  th e m  g u id e l in e s ,  treat th e m  with 
r e s p e c t ,  an d  u s e  m onitoring d a ta  on ly  if n e c e s -  s a r y .
" W e  d on 't  s p e c i f i c a l ly  m on itor  individuals , th ou g h  w e  d o  h a v e  n e tw o r k  m onitor- ing t o o ls , "  s a y s  P a u l  S w o r t z ,  
a  s p o k e s p e r s o n  for T h e  B o e in g  C o m p a n y ,  th e  air- craft m a n u fac tu rer  in S e a t t l e .  B o e in g  u s e s  t h e  d a ta  on ly  
if t h e r e ' s  a  n e e d  to in v e s t ig a t e  a  com pla in t .  " W e  trust e m p l o y e e s  to  u s e  c o m m o n  s e n s e  w h e n  w o rk in g  with 
c o m p a n y  r e s o u r c e s ,  and  th e  Internet isn't a n y  different from a n y  o th e r  c o m p a n y  r e s o u r c e , "  e x p la in s  S w o r t z .
G o o d  N e t  B e h a v i o r  B e g in s  at  H o m e
B o e i n g ' s  rational a p p r o a c h  to  curbing Internet e x c e s s  on  th e  jo b  t a k e s  e v e r y -  thing into 
c o n s i d e r a t i o n - - e x c e p t  for th e  irrational. T h e  Internet is  an  unruly, u n g o v e r n e d ,  a m o r p h o u s  t e c h n o l o g y  that 
tra n sm its  e v e r y t h in g  from th e  u se fu l  and  in form ative  to  th e  illicit a n d  il legal d irect ly  on to  c o m p u t e r  s c r e e n s  
th ro u g h o u t  c o r p o r a t e  A m e r ic a .  T h a t  sa id ,  th e r e  a r e  s im p ly  no e a s y  a n s -  w e r s  for h o w  to  f o r e s e e ,  p r e v e n t ,  
or  h a n d le  a  s itu at ion  in w h ic h  a  trusted , v a lu a b le ,  lon g -term  e m p l o y e e  l o s e s  con trol in c y b e r s p a c e .
"I w a s  a s h a m e d  o f  w h a t  I'd d o n e ,  but I a l s o  f e e l  I w a s  tr e a te d  h a rsh ly ,"  s a y s  R o b e r t ,  th e  t e c h n o lo g i s t  w h o  
w a s  fired a s  a  resu lt  o f  his Internet m i s d e e d s .  "M y  s u p e r v i s o r s  w a n t e d  to  m a k e  an  e x a m p l e  o f  m e . "
F o l lo w in g  h is  d is m is s a l ,  R o b e r t  w a s  u n e m p lo y e d  for t h r e e  m o n th s .
And th e n ,  out o f  n o w h e r e - a  jo b  o ffer .  H e 's  b e e n  a t  th e  jo b  for s e v e r a l  m o n th s  n o w ,  a n d  c la im s  that his  u rg e  
to surf  for adult m a te r ia ls  o n  th e  Internet is fully u n d er  control .
U ltim ate ly ,  R o b e r t ' s  e x p e r i e n c e  o f f e r s  l e s s o n s  for e m p l o y e e s  .  d b o s s e s  a l ik e .  F o r  w o r k e r s ,  R o b e r t ' s  firing 
is a  r e m in d e r  that th e  P C  o n  y o u r  d e s k ,  ju st like th e  t e l e p h o n e  b e s i d e  it, is  a  b u s i n e s s  too l  paid for b y  th e
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c o m p a n y .
" Y o u  w o u ld n 't  m a k e  a  lot o f  lo n g -d is ta n c e  p e r so n a l  c a l ls  at  w o r k  a n d  not e x p e c t  a n y o n e  to n o t ic e  o r  c a r e ,  
s o  w h y  s h o u ld  u s in g  t h e  In ternet b e  a n y  dif- f e ren t? "  s a y s  W ard ,  th e  f e d e ra l  e m p l o y e e  w h o  f e a r s  h e  m a y  
a c c id e n t a l ly  v is i t  a n  in ap p rop r ia te  W e b  s ite .  If y o u  h a v e  p e r s o n a l  r e a s o n s  for  b e in g  o n  t h e  N et ,  W ard  a d d s ,  
d o  it s o m e w h e r e  e l s e - a t  h o m e ,  at  a n  Internet c a f e ,  o r  at  th e  p ub- lie library.
F o r  e m p l o y e r s ,  R o b e r t ' s  s t o r y  u n d e r s c o r e s  th e  n e e d  for a  firm In ternet u s a g e  p o l icy ,  a c c o r d in g  to  C o m p u t e r  
S e c u r i t y  In st itu te 's  P o w e r .  " T h e  m o s t  e c o n o m i-  c a l ,  e f f e c t i v e  so lu t io n  to  th is  w h o l e  p r o b le m  is  a c tu a l ly  ra th er  
s im p le , "  h e  s a y s .  " M a k e  s u r e  y o u r  u s e r s  u n d erstan d  that y o u  c a n  s e e  w h e r e  t h e y ’v e  b e e n  on  th e  Internet, 
an d  th at  th e ir  a c t i o n s  o n lin e  c a n  h a v e  c o n s e q u e n c e s - i n c l u d i n g  d is m is s a l .  T h e n ,  m a k e  s u r e  t h e y 'r e  
r e m in d e d  o f  th is  o n  a  r e g u la r  b a s i s . "  Y o u  w o n ’t en t ire ly  p r e v e n t  Internet a b u s e ,  P o w e r  s a y s ,  but it's a  g o o d  
start.
R E L A T E D  A R T I C L E :  Y o u r  In ternet R ig h ts  o n  th e  J o b  
S c e n a r i o  1
N o b o d y  told y o u  that y o u r  In ternet u s e  in th e  o f f ic e  w a s  b e in g  m o n ito red .  N o w  y o u 'v e  b e e n  w a r n e d  y o u ’ ll 
b e  fired if y o u  u s e  th e  In tern et  for r e c re a t io n a l  surfing a g a in .  W h a t  a r e  y o u r  r ights?
B o tto m  L in e  W h e n  y o u 'r e  u s in g  y o u r  o f f ic e  c o m p u te r ,  y o u  h a v e  virtually  n o  rights. Y o u 'd  h a v e  a  to u g h  t im e  
c o n v in c in g  a  co u r t  that th e  b o s s  in v a d e d  y o u r  p r iv a c y  b y  m onitoring y o u r  u s e  o f  th e  c o m p a n y  P C  on 
c o m p a n y  t im e .  Y o u  s h o u ld  p r o b a b ly  b e  grateful y o u  g o t  a  w a rn in g .
S c e n a r i o  2
Y o u r  e m p l o y e e s  a r e  a b u s in g  th eir  Internet p r iv i le g e s ,  but y o u  d on 't  h a v e  a n  Internet u s a g e  p o l ic y .  W h at d o  
y o u  d o ?
B o tto m  L in e  A lth o u g h  th e  la w  isn't fully d e v e l o p e d  in th is  a r e a ,  c o u r ts  a r e  tak ing a  s tra igh tforw ard  
a p p r o a c h :  If it’s  a  c o m p a n y  c o m p u t e r ,  th e  c o m p a n y  c a n  con trol  th e  w a y  it 's u s e d .  Y o u  don 't  n e e d  an  
In ternet u s a g e  p o l ic y  to  p r e v e n t  inappropria te  u s e  o f  y o u r  c o m p a n y  c o m p u t e r s .  T o  p ro te c t  y o u r s e l f  in th e  
future, d is tr ibu te  an  In tern et  p o l ic y  to  y o u r  e m p l o y e e s  a s  s o o n  a s  p o s s i b le .
S c e n a r i o  3
E m p l o y e e  J o h n  D o e  d o w n l o a d s  adult m ateria l  to his P C  at w o rk ,  and  e m p l o y e e  J a n e  S m ith  s e e s  it. S m ith  
th en  p r o c e e d s  to  s u e  th e  c o m p a n y  for s e x u a l  h a r a s s -  m en t .  A s  th e  e m p lo y e r ,  a r e  y o u  l ia b le?
B o tto m  L in e  W h e t h e r  it c o m e s  from th e  Internet o r  from  a  m a g a z in e ,  adult m ater ia l  s im p ly  h a s  n o  p l a c e  in 
th e  o f f i c e .  S o  S m ith  c o u ld  c e r ta in ly  s u e  th e  c o m p a n y  for m ak in g  h e r  w o r k  in a  s e x u a l ly  h o st i le  e n v ir o n m e n t .
T h e  b e s t  d e f e n s e  is  for  th e  c o m p a n y  to  h a v e  an Internet u s a g e  p o l ic y  that prohibits  v i s i t s  to adult  s i t e s .  (O f 
c o u r s e ,  y o u  h a v e  to fo l lo w  th ro u g h . If s o m e o n e  is look in g  at adult m ater ia l  in th e  o f f ic e ,  y o u  m u st  at l e a s t  
s e n d  th e  o f fe n d in g  e m p l o y e e  a  written  reprim and.) If th e  c o m p a n y  la c k s  a  strict Internet p o l icy ,  th o u g h ,
S m ith  c o u ld  p reva i l  in cou rt .
R E L A T E D  A R T I C L E :  P la y in g  it S a f e :  S t a y in g  O ut o f  T r o u b le  o n  th e  N et  
E m p lo y e r
* C r e a t e  a  u s a g e  p o l ic y  that proh ib its  v i e w in g  adult o r  o J i e r  c o n tr o v e r s ia l  s i t e s ;  co p y r ig h t  in fr in g em en t;  a n d  
all un law fu l  a n d  o f f e n s i v e  c o m m u n ic a t io n s  (including e -m ail) .
* D istr ibute  written  o r  e l e c t r o n i c  c o p i e s  o f  th e  p o l icy  to  all e m p l o y e e s  an d  u p d a te  it regu larly .
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* Inform y o u r  e m p l o y e e s  if y o u  plan to m onitor their N e t  u s a g e .  D o n ’t c la im  to b e  m onitoring u n le s s  y o u  
rea l ly  p lan  to  d o  it.
* C o n s i d e r  letting e m p l o y e e s  surf  th e  W e b  on  their  o w n  t im e ,  if th e y  s t a y  within g u id e l in e s .
E m p l o y e e
* A s k  w h e t h e r  y o u r  c o m p a n y  h a s  a  written Internet p o l icy .
* If y o u r  e m p l o y e r  d o e s n ’t h a v e  a  p o l icy ,  p lay  it s a f e :  D o  y o u r  re c re a t io n a l  surfing from h o m e .
* N e v e r  d o w n lo a d  o r  v i e w  m a ter ia l  at  w o rk  that o t h e r s  co u ld  d e e m  o f f e n s iv e .
* N e v e r  d i s c u s s  co n f id en t ia l  o r  p e r s o n a l  m a tters  v ia  you r  c o m p a n y 's  e -m a i l  s y s t e m .
R E L A T E D  A R T I C L E :  I S p y :  T o o l s  for C o r p o r a te  In te l l ig en ce
T h e  m a rk e t in g  d e p a r t m e n t  h a s  g o n e  W e b -h a p p y .  Y o u r  ad m in istrat ive  a s s i s t a n t  r e b o o t s  t h e  c o m p u te r  e v e r y  
t im e  y o u  p a s s  b y .  E v e r  s i n c e  e v e r y o n e  in th e  c o m -  p a n y  g o t  full In ternet a c c e s s ,  prod u ction  h a s  s l o w e d  to  a  
cra w l .  Y o u  don 't  n e e d  to  b e  a  C IA  a g e n t  to f igure ou t  that p e o p le  a r e  w a s t in g  t im e  o n  th e  N e t .  W h at  d o  yo u  
d o ?  It m a y  b e  t im e to  in v e s t  in Internet s u r v e i l la n c e  s o f tw a r e .
G o t h c h a !  S u r v e i l la n c e  p r o g r a m s  perform  tw o  k e y  fu n ction s :  m onitoring w h a t  e m p l o y e e s  d o  on  th e  N et ,  and 
b lo ck in g  a c c e s s  to  s p e c i f i e d  s i t e s .  S o m e  p ro g ra m s  fo c u s  o n  m onitoring, w h ic h  is  u se fu l  for  d o c u m e n t in g  
v io la t io n s  o f  y o u r  c o m -  p a n y ' s  In ternet p o l icy .  O th e r s  e x c e l  at  b l o c k i n g - g o o d  if y o u  a l r e a d y  k n o w  w h a t  y o u  
w a n t  to  m a k e  off-limits. But t h e  s o f t w a r e  is e x p e n s i v e - f r o m  $ 9 9 5  to $ 5 0 0 0 - a n d  c o m p l i c a t e d  to s e t  up.
M o s t  r e q u ire  W in d o w s  N T  S e r v e r  s o f t w a r e ,  and  s o m e  n e e d  to  b e  in tegra ted  with p ro x y  s e r v e r s  from  
M ic ro so f t  o r  N e t s c a p e .  It’s  a  j o b  b e s t  left to n e tw o rk  adm in istrators .
W h at  y o u  w a t c h  If y o u r  p r im ary  a im  is  monitoring, you 'l l  w a n t  s o f t w a r e  that t r a c k s  a  v a r ie ty  of N e t  a c t iv it ie s ,  
like W e b  s i t e  v is i ts ,  file t r a n s fe r s ,  an d  s o u r c e  and d est in at ion  e -m a il  a d d r e s s e s .  A nd if y o u 'v e  b e e n  suffer in g  
In ternet s l o w d o w n s ,  track in g  th e  a m o u n t  of d a ta  e a c h  u s e r  d o w n lo a d s  c a n  tell y o u  w h o ' s  h o g g in g  all th e  
b a n d w id th .  O n c e  t h e  p ro g ra m  lo g s  th e  information, you'll n e e d  it to p r o d u c e  rep o r ts  that m a k e  th e  d ata  
e a s y  to  u n d e r s ta n d .  F o r  e x a m p l e ,  S e q u e l  T e c h n o l o g y  N et  A c c e s s  M a n a g e r  not o n ly  p r o v id e s  its o w n  
reportin g  t o o ls  but a l s o  l e t s  y o u  c r e a t e  c u s t o m  rep o rts  us in g  a n y  d a t a b a s e  reporting  tool y o u  c h o o s e .
G e t t in g  to  k n o w  y o u  C h e c k  ou t h o w  th e  program  tr a c k s  u s e r s .  M o s t  identify  th e m  b y  IP a d d r e s s ,  but s o m e  
u s e  n e tw o r k  log-in . L o g - in s  a r e  u su a l ly  b e s t - t h e y  let th e  IS  d e o a r tm e n t  identify that th e  v is i tor  to  th e  
P l a y b o y  s i t e  w a s  J o e  Mil- ler, ra th er  than m a c h in e  1 . 1 6 0 . 1 0 . 2 ^ 0 .  S o m e  p r o g r a m s  c a n  identify  g r o u p s  of 
u s e r s - u s e f u l  if, s a y ,  y o u  w a n t  to  p r e v e n t  just th e  a c c o u n t in g  d e p a r tm e n t  from  surfing  th e  Internet.
L is ts  o f  E v i l s  If y o u  w a n t  to  restr ic t  e m p l o y e e  a c c e s s  to  th e  N e t ,  lo o k  for a  p ro g ra m  that c o m e s  with a  
d a t a b a s e  o f  q u e s t i o n a b l e  s i t e s  o r g a n iz e d  b y  c a t e g o r y - a d u l t ,  polit ics ,  en te r ta in m e n t ,  an d  s o  on . Y o u ’ll w a n t  
to b e  a b l e  to c u s t o m i z e  th e  d a t a b a s e  with y o u r  o w n  forb idden  s i t e s ,  and  b lo c k  s i t e s  b y  both  U R L  an d  IP 
a d d r e s s .  ( O b v io u s ly ,  it 's e a s y  to  b a n  a c c e s s  to a  W e b  s i te  if y o u  K n ow  its L 'R L , but s o m e  s i t e s  a r e  k n o w n  
o n ly  b y  IP  a d d r e s s . )  A n d  b e c a u s e  th e  N et  c h a n g e s  b y  th e  m in ute ,  you'l l  w a n t  to  b e  a b le  to  u p d a te  th e  
d a t a b a s e  fre- q u e n t l y - a t  l e a s t  o n c e  a  w e e k .
F inal W o r d s  T o  p r e v e n t  a  f lood  o f  c a l l s  to you r  c o m p a n y ' s  t e c h  su p p ort  staff ,  m a k e  s u r e  that a  su i ta b le  
m e s s a g e  is s e n t  to  y o u r  e m p l o y e e s  w h e n  their a c c e s s  is b lo c k e d .  P e r h a p s  y o u  c o u ld  f lash  a c r o s s  their 
s c r e e n s :  ' S o r r y - s e s s i o n  te r m in a te d  with e x t r e m e  p re ju d ic e .  S i g n e d ,  C o r p o r a t e  In te l l ig e n c e  A g e n c y . ’
R E L A T E D  A R T I C L E :  O th e r  L e g a l  M in ef ie ld s
P o r n o g r a p h y  isn ’t th e  o n ly  In tern et  a b u s e  that sh o u ld  f lash  a  w arn in g  light to  e m p l o y e r s .  C op yr ig h t  v io la t ion
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is  a n o t h e r  poten tia l  m in efie ld  for b u s i n e s s e s  that p ro v id e  their  e m p l o y e e s  with N e t  a c c e s s ,  w a r n s  Gidari.
" Y o u  m ight h a v e  an  o v e r z e a l o u s  e m p l o y e e  p ost in g  f a l s e  in formation o n  th e  In ternet a b o u t  you r  
c o m p e t i t o r s ;  th a t 's  d e fa m a t io n ,"  Gidari s a y s .  A n o t h e r  e x a m p le :  " Y o u  m ight e v e n  h a v e  s o m e  e m p l o y e e s  
running a n  il legal betting  o p e r a -  tion o v e r  th e  Internet. In o th er  w o r d s , "  h e  s a y s ,  " t h e r e  a r e  lo ts  o f  w a y s  an 
e m p l o y e r  c a n  b e  h e ld  l iab le  for s o m e t h in g  an  e m p l o y e e  d o e s  o n  th e  In ternet."
A c c o r d in g  to  s e v e r a l  s o u r c e s  in te r v ie w e d  for th is  art ic le ,  th e r e  h a v e n ' t  b e e n  a n y  c a s e s  in w h ich  an 
e m p l o y e r  w a s  he ld  d irect ly  r e s p o n s ib le  for a n  e m p l o y e e ' s  c y b e r b e h a v i o r - y e t .  Stil l,  o b s e r v e r s  s a y ,  it’s  on ly  a  
m a tter  o f  t im e .

T o p i c
In tern e t/W eb  T e c h n o l o g y  A p p licat ion

R e c o r d  #
19 906 647

COPYRIGHT 1997 PC World Communications Inc. Page 8
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Legislative Council
Policy on Desktop Computer Support, Software and Hardware

Amended April 29, 1997

Section 1. Introduction

P y rp o s e
The best com puting industry  practices indicate that the A laska S tate Legislature can ach ieve two 
bent lits by  im plem enting strong desktop com puting standards: (1) m inim ize the costs to support 
desktop com puters; and (2) provide efficient m anagem ent o f  the desktop com puting environm ent.

Im plem enting desktop com puting standards will reduce the num ber o f  desktop com puter platform s, 
operating  system s, hardw are m anufacturers, applications and varied com puting  services that the 
L egislative Affairs A gency  (A gency) m ust support. B y reducing the variety o f  technologies and 
serv ices it m ust support, the  A gency can better m anage the desktop com puting  environm ent and 
provide stream lined and im proved support services to the A laska State Legislature.

B t f t k g p u n d

On January  31, 1997 the L egislative Council C hair appointed the Subcom m ittee on  in form ation  
Services (Subcom m ittee on IS) to review the Information Sei vices function o f  the  A gency and m ake 
recom m endations for im proving its services.

On A pril 29, 1997 the S ubcom m ittee on Inform ation Services recom m ended that the Legislative 
Council (Council) adopt new  desktop com puterpolicies. standards and an im plem entation plan. The 
C ouncil subsequen tly  adopted the Subcom m ittee’s recom m endations.

D esktop C om puter S tandards Policy
T he L egislative C ouncil shall establish, im plem ent, enforce, review  and update policies and 
standards for the desk top  com puter system s assigned to L eg islato rs’ O ffices and legislative 
com m ittees, including com m issions and task forces. A yearly  review o f  policies and standards is 
recom m ended.

Subcom m ittee on Inform ation  Services (Subcom m ittee.on 1SJ
A t its d iscretion, the L egislative Council Chair m ay appoint a Subcom m ittee on  IS to review  and 
recom m end Inform ation Services (IS) policies and standards to the Council for adoption or 
am endm ent.

L eg isla to r’s O ffices and L egislative C om m ittees. Inclnriinu C om m issions and Task Korcga 
The provisions o f  this po licy  apply  to  L egislators’ O ffices and legislative com m ittees, including 
com m issions and task forces. H ow ever, the provisions o f  this policy do not apply  to  the D ivision
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o f  Legislative A udit and the D ivision o f Legislative Finance.

L egislative A ffairs A gency and Other. Legislative Entities
Unless specifically provided otherw ise, the provisions o f  Sections 2. - 5. o f  this policy do not apply 
to the Legislative Affairs A gency, the C hief C lerk’s Office, the Senate Secretary 's Office, the House 
and Senate Records Offices, the O m budsm an’s Office and other entities requiring desktop com puter 
support services from  the Agency.

F or these offices, the A gency shall establish, im plem ent, enforce, review  and update m ore 
com prehensive policies and standards for the com plete legislative com puting environm ent including 
the m ainfram e, netw orking foundation, desktop com puters and all com puter support services. The 
Agency will integrate the desktop com puter policies and standards, as adopted herein by the Council, 
into policies and standards encom passing the com plete legislative com puting  environm ent.

Section 2. Support Services for Desktop C om puters

Purchasing A uthority  for Desktop Com puter System s
O nly L e g is la to r  and legislative com m ittees, including com m issions and task forces, w ith funding 
au thority  m ay purchase desktop com puter system s for L egislators ' O ffices and legislative 
com m ittees, includ ing  com m issions and task forces. T he A gency is not budgeted to purchase 
desk top  com puter system s for L egislator’s O ffices and legislative com m ittees, including 
com m issions and task forces, the Division o f  Legislative Audit, the D ivision o f  L egislative Finance 
and o ther legislative entities not part o f  the nonpartisan A gency budget.

Prosnr-cment
T he A gency  shall procure all desktop com puter softw are and hardw are for the A laska State 
Legislature, except for the Legislative Budget and Audit com ponent entities w hich m ay optionally  
request the A gency to procure desktop com puter softw are and hardw are. All desktop com puter 
softw are and hardw are procured shall com ply w ith the standards o f  this policy.

A uthorization  to purchase desktop softw are and/or hardw are shall be in w riting  anil m ust clearly 
identify  the source o f  funding. The A gency 's procurem ent procedures lor desktop com puter 
softw are and hardw are shall com ply with the procurem ent procedures adopted by the Council. 
Procurem ent shall include working w ith the requestor, obtaining inform ation Irom vendors, selecting 
vendors, issuing purchase orders, tracking orders, receiving orders, creating inventory records and 
processing bills.

M anagem ent
All IS projects and support services shall integrate standard desktop softw are and hardware. 

N etw ork-C onnectiv itv
The A gency shall provide the Local Area Netw ork (LA N ), \Vide A rea  Netw ork (W AN') and
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m ainfram e environm ents for connecting desktop com puter system s. Only standard desktop systems 
w ill be connected  to the netw ork.

Program m ing
Only the A gency  m ay provide for softw are program m ing for desktop com puter system s. 

M ain tenance
T he A gency shall provide for all software and hardware m aintenance o f  desktop com pu ter system s. 

Support Serv ices
T he A gency  shall perform  services in support o f  desktop com puter system s, including:

• H elp  D esk M anagem ent
• P roblem  M anagem ent
• T rouble-Shooting  Support
• Softw are C onfiguration
• Session S tart-U p and W rap-U p
• T raining
• M anuals and U ser G uides
• Softw are and H ardw are Inventory
• C o n su l ta t io ns

Confidentiality o f  Information on  Desktop Computers
in  accordance w ith  the Public Records Policy regarding L eg islato rs’ records adopted by the
L eg islative C ouncil on M arch 14, 1997, the Agency shall treat all docum ents, files and data on
L eg isla to rs’ desk top  com puter system s as confidential inform ation.

Section 3. S tan d ard  Desktop C om puter Softw are

Standard D esktop Softw are
1. O perating  System : MS W indow s 95
2. A pplication  Suite: MS O ffice 95, Standard Edition (M S W ord, Excel and Pow erPoint)
3. C alendaring  and A ppointm ent Scheduling: Now U p-to-D alc
4. D atabase M aintenance: C lans F ileM aker Pro
5. P age L ayout and N ew sletter Design: Adobe PageM aker
6. E lectronic M ail: Lotus cc:M ail
7. N etw ork  B ased  D atabase and D ocum ent Research: Folio Bound V iew s
8. Internet W eb Brow ser: N etscape N avigator
9. PO M S Processing: POM S95

10. Special P urpose A pplications: Only as approved by  the C ouncil
11, N etw ork C lient: N etw are C licnt.O
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Desktop Software Version Currency
The Agency shall work with the Council to establish an appropriate version o f each software 
application to install on all desktop systems.

Assignment o f Desktop Computer Software
The Chairs o f  the Rules Committees or Presiding Officers, as appropriate, shall assign standard 
desktop computer software applications to Legislators’ Offices and legislative committees, including 
commissions and task forces. Each desktop computer will receive only the specific software 
packages as assigned.

Installation o f Desktop Software
In compliance w th the assignment o f desktop software and software copyright protection provisions 
o f this policy, the Agency shall install all software on all desktop computer systems. The Agency 
shall install only standard software, except in situations when the Agency determines that 
nonstandard software is necessary to keep desktop systems productive.

Softwatg_Cgp.yngltL£tQiectioq
All software installations shall comply with all requirements o f applicable copyright agreements and 
federal copyright laws. Software may not be copied by any Legislator or legislative employee in 
violation o f  copyright agreements or federal copyright Jaws.

Section 4. Standard Desktop Computer Hardware

Standard Desktop Hardware
1. The standard desktop computer system shall be MS Windows 05 compatible.
2. The Agency shall purchase desktop computer systems from a single manufacturer.
3. The standard desktop printer shall be the Hewlett-Packard 5M.
4. The Council has adopted a four-year plan to replace the Macintosh platform and personally

owned desktop computer systems with standard systems. During calendar year 1997, all 
non-PowerMac Macintosh and DOS based computer systems shall be replaced. In 1998, the 
PowerMac 6100 systems shall be replaced. In 1999, the remaining PowerMac computers 
shall be replaced, hi 2000, all personally owned desktop computers shall be replaced.

Assitmmcnt o f Desktop Hardware
The Chairs o f the Rules Committees or Presiding Officers, as appropriate, shall assign only standard 
desktop computer equipment to Legislators’ Offices, legislative offices and committees, including 
commissions and task forces.

Installation c l Desktop Hardware
In compliance with the assignment o f  desktop hardware provisions o f this policy, the Agency shall 
install only standard desktop computer hardware.
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Maintenance o f Desktop I lardwarc
Hie Agency shall maintain all standard desktop hardware covered under this policy, including parts 
inventories and maintenance manuals. To minimize downtime, the Agency shall maintain an 
inventory o f  spare desktop equipment to replace production equipment in need o f repair. 
Replacement hardware shall be similar in capabilities to equipment replaced. When necessary, the 
Agency shall solicit outside maintenance support for component repair.

Returned Desktop Hardware
Prior to redistribution, the Agency shall destroy all documents, files and data left on all desktop 
computer equipment returned to the Agency. Legislators not returning to the Alaska State 
Legislature shall return all assigned desktop computer equipment to the Agency no later than 
December 31 o f the year prior to the start o f the next legislative session.

Section 5. Temporary Support of Nonstandard Desktop Software and Hardware

Notwithstanding provisions in Sections I . - 4. o f  this policy, the Agency shall provide temporary 
desktop computer support for certain nonstandard software and hardware until they arc phased out. 
When all o f  the nonstandard desktop computer systems arc replaced. Section 5. or the applicable 
subsections o f  this policy may be deleted.

Requests and Conditions for Support for Nonstandard Desktop Computer Software andij.ardwarg 
Support for nonstandard desktop computer software and hardware is discouraged because doing so 
contradicts the purpose o f implementing standard software and hardware.

Requests Tor the Agency to acquire, install and/or support nonstandard desktop computer software, 
including special purpose applications, and hardware must he submitted in writing to the Council 
Chair.

Only as approved by the Council Chair, and as schedule and technical abilities permit, the Agency 
shall use its best effort to provide support services for nonstandard software and hardware. Support 
o f nonstandard systems will not be allowed to interfere with support for standard systems. The 
Agency is not required to maintain technical proficiency in nonstandard software or hardware.

Examples o f  Nonstandard Desktop Software
1. MS Windows 3.1
2. MS Windows NT
3. MS Office 97
4. Personally owned software
5. Software purchased using Legislator’s allowance accounts
6. A ll freeware and shareware
7. Demonstration software
8. Software not purchased in compliance with the procurement provision
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9. Software not in compliance with the assignment o f desktop software provision
10. Software not in compliance with the installation o f  desktop software provision
11. Software not in compliance with the software copyright protection provision

Examples o f Nonstandard Desktop Hardware
1. Personally owned desktop hardware
2. Hardware purchased using Legislator’ s allowance accounts
3. Hardware not purchased in compliance with the procurement provision
4. Hardware not in compliance with the assignment o f  desktop hardware provision
5. Hardware not in compliance with the installation o f  desktop hardware provision

Macintosh Desktop Computers
The Agency shall support desktop systems installed before May 1, 1997.

Existing Desktop Software Applications
The Agency shall support desktop software applications installed before May i, 1997.

Existing Desktop Software Application Versions
The Agency shall support desktop software application versions installed before May 1, 1997. 

Existing Desktop Printers
The Agency shall support desktop printers installed before May 1,1997.

Personally Owned Desktop Computers
The Agency shall support personally owned desktop computer systems until such lime as they are 
replaced with standard systems. The Agency shall review each personally owned desktop computer 
before connecting it to the network and may restrict the connection if the system is determined to 
be incompatible with the network. Support for standard desktop computer software and hardware 
shall take precedence over personally owned systems.
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MUNICIPALir\' OF ANCHORAGE 
OPERATING 

POLICY/PROCEDURE
Subject:

ACQUISITION, CONTROLLED ACCESS AND 
USE OF E-MAIL AND INTERNET SERVICES

Page 1 of 5
Effective Date

S u p e r c e d e s  M o .

16*3
m D a t e d

/  November 26,1996
Approved by: September 10 ,1997

1. PURPOSE

To establish policy for gaining access to, and controlling the use of, Municipality-provided Internet 
services.

POLICY

It is a policy of the Municipality of Anchorage to provide Internet services for the authorized use of

Earsons in positions dutermined to need them to more cost-effectively conduct official Municipal | usiness.

| 3. ORGANIZATIONS AFFECTED

Any Municipal agency with specific requirements that justify the use of Internet services in daily 
operations, special circumstances or both.

4.

5.

Policy and Procedure 2U-1, Information Resource Management.

DEFINITIONS:

External Computer Sys :am - Any computer system not a part of the Municipal Network.

Firewall - Protection device between the Internet and the Municipal Networks. Prevents unauthorized 
access to Municipal systems

Internet - For purposes of this P&P the Internet is defined as interactive distribution and access of 
Transmission Control Protocol/Internet Protocol (TCP/IP) services such as File Transfer Protocol (FTP), 
Gopher, Usenet or World Wide Web (WWW).

Internet Services - For the purposes of this policy and procedure, Internet services include:
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External E-Mail • The transmission of electronic messages to persons or organizations other 
than in-house a; -sctronrc mail (in MS Mail an “SMTP" address is an external address) to indude 
Mailing Lists.

Internal E-Mail • The transmission of electronic messages to persons employed by the 
Municipality ol Anchorage.

Worfd Wide Wei: - The use of Internet web browsers/crawlers to access hypertext documents 
on external computer systems.

File Transfer - Tlie use of File Transfer Protocol (FTP) or Gopher to retrieve documents from 
external computer systems.

Newsgroups - Siubject specific discussion forums delivered via a universal feeder network 
called Usenet.

Authorized usj ■ Use where there is a documented, offitial need to conduct correspondence 
and/or research pertinent to the Munidpality.
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6. RESPONSIBILITIES:

Each Department Dinec.or. Utility Manager and Executive Manager will:

a.

b.

d.

e.

Be responsible ' or identifying and selecting the persons/positions within their area that require 
the use of Internet services, to include the specific services to which the position/person needs 
access (i.e., those persons responsible for updating the Municipal homepage).

Annually review, recertify and budget for each position requiring access.

Monitor usage reports and eliminate unauthorized use.

Ensure that usage of internal and external e-mail does riot circumvent established 
correspondence, routing procedures.

Where abuse or misuse is suspected, contact Employee Relations 

The Management Information Systems Department will:

a. Maintain the ma ster data base of all users of Internet access provided by the Municipality, and 
will provide a copy to the Office of Management and Budget,

b. Validate the lint annually with each Department Director and Utility Manager.

c.

d.

e.

Periodically review customer requirements and compare them to local Internet service provider 
capabilities arid prices to determine if the Municipality is receiving the best value for service 
provided.

Establish a firewall to prevent unauthorized direct access of Municipal assets from outside of | 
the Municipal network.

Monitor use and notify Departments of excessive or inappropriate use (i.e., attempts to load 
files directly to the server, use time significantly higher than anticipated, or attempts to bypass 
access-restnctirg software).

f. Provide virus check software for all users.

Each Employee will:

a. Appropriately uoe Internet services:

Internet capability is like any other instrument of business (i.e., telephone, copier, fax) and Is 
intended to be used for the benefit of the Municipality of Anchorage with due thought and 
prudence. In appropriate and/or unauthorized use may result in disciplinary action up to and 
including termination. (See AMC 3.30.091).

(1) E-Mai: may be used to send formal and informal municipal business messages and for 
exchanging attached documents. Care should be exercised in the use of E-Mail bacause 
the communication is easily forwarded by the recipient and may go to addresses other 
than those originally intended. As an example, consider that a message to an colleague 
in another city could be forwarded to the editor of a trade journal. You should consider 
your aunience as wider than your addressees. Also, be aware that E-Mail has the same 
legal status as any hard-copy document. The use of the Municipal address is analogous to  using Municipal letterhead stationery.

(2) World Wide Web services may be used to conduct official Municipal business research. 
It is not to be used for personal research. Consider the Web as you would a library. 
Where il may be appropriate to research building codes as part of official duties, it may 
be inappropriate to be reading hobby magazines as part of official duties. Access-
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restricting software may be used to block access to inappropriate sites, but it is incumbent 
upon the ndividual to use the Internet access responsibly.

(3) File transIer is a remarkably fast means of getting documents from an external location
onto you.' computer in a form that can be used in other documents (i.e., ascii text 
versus :eiyplng). It also has a hazard in that executable files (i.e., EXE, COM, BAT and 
CMD) may contain viruses. Do not download files directly to the network servers. Load 
files to /our personal hard drive (C:) and then run a virus check on the file. ij

(4) Due to their unmoderated nature, newsgroups are among the least effective means of 
research. They do have value however, and should be used when needed to conduct 
official Municipal business research. However, as with the World Wide Web, some 
usenet r swsgroups contain material that is inappropriate to the Municipal work 
enviror.rr ant. Access-restricting software will be used to block access to inappropriate 
newsgroups, but it is incumbent upon the individual to use the Internet access 
responsibly.

(5) All users should become familiar with Net Etiquette, sometimes called netiquette. As
an example, it is considered impolite to SHOUT (all caps). The Municipality is judged 
on the behavior of its employees. Consider yourself Anchorage's ambassadors to 
cyberspa :o. fj

b. Appropriately use Internal E-Mail:

Internal e-mail is like any other form of Municipal memorandum and is intended to be used in 
the same mannei as established correspondence routing procedures. Care should be exercised 
in the use of E-M.ail because the communication is easily forwarded by the recipient and may 
go to addresses other than those originally intended.

For the acquisition of nlemet service (bByond External E-Mail capability):

a. An MOA Internet Request Form (96-002) (Attachment A) will be completed.

b. The form will be routed through the process described in Attachment B.

8. ANNUAL REVIEW OATS / LEAD AGENCY REVIEW AGENCY:

The Management Infcmation Systems Department will review this document during July of each year 
for any needed revision.

7.
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MIS # _______________________

MOA Internet / E-Mail Request Form

The following is a short checklist to teierniine if your computer is capable of running the software required to access the Internet. If 
you answer no to any question, or if you need help answering the questions, please contact the MOA MISD help desk at 343-6824.

Checklist

Organizational Budget Code.

What Is your business objective(s) for Internet access? (Attach explanation if necessary)

I read, understand, and agree to abice uy the MOA policy and procedure (16-3) governing MOA employee use of the Internet.

Requesting Employee’s Printed Ni fniJ Requesting Employee's Signature Date

Employee Department / Division Employee Phone #

APPHOVAL ROUTING
Packet Complete

1) Department Director Date 2) MISD Committee Review Q Y e s  □  No
or Assembly Chair

3) MISD Director Date 4) Operations Manager Approval Date
(If Required)

5) OMB Approval

3 2 - 0 0 2  (F lo v . 0/97) '

Date 6) Municipal Manager or Designee Approval Date

ATTACHMENT A
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ALASKA STATE LEGISLATURE 
House of Representatives

COMMITTEE ASSIGNMENTS: INTERIM:
716 W EST 4TH AVENUE,SU ITE 640

LABOR 4 COMMERCE COMMITTEE, CHAIRMAN 
SPECIAL COMMITTEE ON OIL & GAS, MEMBER 
JUDICIARY COMMITTEE, MEMBER 
CORRECTIONS BUDGET SUBCOMMITTEE, MEMBER 
ADMINISTRATION BUDGET SUBCOMMITTEE .MEMBER 
HESS BUDGET SUBCOMMITTEE, MEMBER

ANCHORAGE. AK  99501 
PHONE: (907) 258*8191 
FA X : (907)258-2916

SESSION: 
STATE CAPITOL
JUNEAU , AK 99801-11B2 
PHONE: (907)465-4968 
FAX: (907)465-2040

Representative Norman Rokeberg

MEMORANDUM

TO House Labor & Commerce Committee Members

FROM: Representative Norman Rokeberg 

March 27, 1998DATE March

RE HB 319

During the committee meeting on the captioned bill, questions were asked about 
legislative policy. For your information:

1. Confidentiality of Information on Desktop Computers. In 
accordance with the Public Records Policy regarding Legislators' 
records adopted by the Legislative Council on March 14, 1997, the 
Agency shall treat all documents, files and data on Legislators’ 
desktop computer systems as confidential information. (Source: 
Legislative Council, Policy on Desktop Computer Support, Software 
and Hardware, Amended April 29, 1997, page 3.)

2. Personally Owned Desktop Computers. The Agency shall support 
personally owned desktop computer systems until such time as 
they are replaced with standard systems. The Agency shall review 
each personally owned desktop computer before connecting it to 
the network and may restrict the connection if the system is 
determined to be incompatible with the network. Support for 
standard desktop computer software and hardware shall take 
precedence over personally owned systems. (Source: Legislative 
Council, Policy on Desktop Computer Support, Software and 
Hardware, Amended April 29,1997, page 6.)

3. Legislator’s Records. The Legislative Council finds that records of 
a legislator while in the possession of that legislator are not public 
records based on the deliberative process privilege and on Art. II, 
sec. 6, Alaska Constitution. Therefore a legislator’s records are not 
subject to disclosure under AS 09.25.110-09.25.122. Each 
legislator may, at his or her discretion, elect to release or not to
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release information from that legislator’s own records. However, 
the Council recognizes that public information that is available from 
another agency or governmental entity may be obtained by any 
person directly from that agency even if a legislator declines to 
make the same information available from the legislator’s own 
records. (Source: Records Policy which accompanied a December 
24,1997 memorandum from Pamela Varni, p. 1)

If you would like complete copies of the referenced policies, please contact
Pamela Varni, Executive Director, Legislative Affairs Agency, 465-3800.
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January 28, 1998

Honorable Con Bunde, Chair
House HESS Committee 
Alaska State Legislature 
Room 104, State Capitol 
Juneau, Alaska 99811 HAND DELIVERED

Re: HB 335 (Uniform Child Custody Jurisdiction and Enforcement Act)

Dear Representative Bunde:

I understand that HB 335 is scheduled for a hearing in your committee tomorrow, 
January 29. I will not be able to attend the hearing, but wanted to make sure that you 
knew of my support for this bill.

As I’m sure you already know, this bill revises the 1968 Uniform Child Custody 
Jurisdiction Act, which was adopted in every state. That act and this revision are 
products of the National Conference of Commissioners on Uniform State Laws. Besides 
generally updating the original Act and addressing issues that have been litigated under 
it, this new version brings the substance of the old one into compliance with the federal 
Parental Kidnapping Prevention Act. A major feature of this revision is its limitation of 
child custody jurisdiction to one state, thus greatly streamlining the procedures and 
avoiding complications that negatively affect the children and their families. Another 
major feature is this version’s addition of enforcement provisions for child custody orders.

It is anticipated that this revision will sweep the country as the original version did. 
Therefore, it is necessary for Alaska to keep up with developments in the law and to 
provide this protection to our children and families.

Therefore, I strongly urge a “do pass" recommendation from your committee. 
Thank you for considering these comments.

Arthur H. Peterson 
Uniform Law Commissioner 
for Alaska
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CC: Pat Porchot, Legislative Director, Governor’s Office
Rest of Alaska’s ULC Delegation:
Deborah E. Behr 
Tamara Brandt Cook 
W. Grant Callow 
L.S. (Jerry) Kurtz, Jr.
Jay A. Rabinowitz
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Sectional Summary' o f  
H B  3 35

(R ep la c e  U n ifo rm  C h ild  C us tody  
Ju risd ic tion  Act (U C C J A ) w ith the 
U n ifo rm  C h ild  Custody Ju risd ic tion  
and En fo rcem ent Act (U C C J E A ))

Section 1. Makes technical amendments to replace existing UCCJA section numbers with the
new UCCJEA section numbers.

Section 2. Enacts the Uniform Child Custody Jurisdiction Act.

Article 1. Jurisdiction.

Proposed AS 25.30.300. Sets mandatory standards for initial child custody jurisdiction o f  
the Alaska court. Places a priority fo r "home state" o f  a child to assume jurisdiction over 
the child custody case. Existing UCCJA provides for independent and concurrent bases 
o f  jurisdiction.

Proposed AS 25.30.310. Sets standards for exclusive, continuing jurisdiction to make a 
child custody determination.

Proposed A S 25.30.320. Sets standards for the Alaska court’s jurisdiction to modify a child 
custody determination.

Proposed AS 25.30.330. Sets standards for the Alaska court to exercise temporary 
emergency jurisdiction in extraordinary circumstances. Requires communication with 
the other state to resolve the emergency, protect the safety o f  the parties, and determine a 
period for the temporary order.

P roposed AS 25.30.340. Provides standards fo r notice and opportunity to be heard to 
parents and other specified persons in a child-custody proceeding. .Alaska law governs 
who is entitled to notice. Recognizes that Alaska law governs obligations to join persons 
as parties and rights o f  persons to intervene as a party

Proposed AS 25.30.350. Concerns procedures for simultaneous proceedings in courts Oi 
different states.

SECTIONAL SUMMARY



P roposed AS 25.30.360. Establishes procedures tor an Alaska court to decline jurisdiction if 
the Alaska court determines that it is an inconvenient forum for the child custody 
determination and that a court o f another state is in a better position to make the custody 
determination, taking into consideration the relative circumstances o f  the parties

Proposed AS 25.30.370. Sets standards for an .Alaska court to decline jurisdiction because 
o f  wrongful conduct, such as kidnapping a child.

Proposed AS 25.30.380. Specifies the information for parties to a child custody proceeding 
to submit to the Alaska court. Information includes child's address for the last five years 
and other proceedings that could affect the current proceeding. Each party has a 
responsibility to keep the information current with Alaska court. The section allows the 
court to protect the information against disclosure to protect the health, safety, or liberty 
o f  a party or child.

Proposed AS 25.30.390 Concerns the requirements o f  appearance o f  the parties and child 
in child-custodv proceedings. This represents no major change to existing UCCJA.

Article 2. Enforcem ent.

P roposed AS 25.30.400. .Allows an .Alaska court to enforce an order made under the Hague 
Convention as i f  the order was a child custody determination.

Proposed AS 25.30.410. Requires an Alaska court to enforce an out-of-state order i f  the 
order was issued in substantial conformity with this chapter.

P roposed AS 25.30.420. .Allows an .Alaska court to issue a temporary visitation order to 
enforce a visitation schedule in an out-of-state order or to make provisions under the 
original order that did not have a specific visitation schedule (i.e., reasonable visitation). 
This order may include make-up or substitute visitation.

Proposed AS 25.30.430. Sets simple procedures for requesting registration o f  out-of-state 
child custody determinations. .Allows a person seeking to contest the validity o f  a 
registered order to request a hearing on specified grounds.

Proposed AS 25.30.440. .Allows Alaska court to grant relief for a registered out-of-state 
child custody determination that is available in Alaska court. A registered out-of-state 
order is not modifiable by Alaska court unless an Alaska court would have jurisdiction r 
modify it under this chapter.

Proposed AS 25.30.450. Requires Alaska court enforcing an out-of-state order to
communication to another state court i f  the .Alaska court determines that a proceeding to 
modify the out-of-state order is pending.



Proposed AS 25.30 .460 . Sets out procedure and requires an Alaska court to give expedited 
enforcement o f  an out-of-state child custody determination. Provides procedures for a 
hearing and limited defenses to enforcement o f  the out-of-state order

Proposed AS 25 .30 .470. Establishes that Alaska law sets procedures for service o f  petition 
for enforcement and order under the chapter.

Proposed AS 25 .30 .480. Establishes the scope o f  inquiry o f  Alaska court in enforcing an 
out-of-state child custody determination order. I f  a child would be endangered by 
enforcement o f  the order, the Alaska court could assume emergency jurisdiction under 
other provisions o f  the chapter.

Proposed AS 25.30 .490 . Establishes an exceptional remedy in emergency situations to 
allow the Alaska court to issue a warrant to take physical custody o f  the child, i f  the child 
is immediately likely to suffer serious physical harm or be removed from Alaska.

Proposed AS 25.30 .500 . .Allows the .Alaska court to award prevailing party costs, fees, and 
expenses to the extent authorized by court rules, unless the other party establishes that the 
award would be clearly inappropriate.

Proposed AS 25 .30 .510. Requires Alaska courts to enforce and not modify enforcement 
orders issued by other states.

Proposed AS 25 .30 .520. Authorizes court calendar priority fo r appeals o f  enforcement 
orders to the extent allowed for other civil appellate cases. Precludes the Alaska 
enforcing court from staying an enforcement order pending appeal, unless the .Alaska 
court enters a temporary emergency order because o f  risk o f  serious mistreatment or 
abuse o f  the child.

Proposed AS 25.30 .590. Provides definitions for petitioner and respondent.

Article 3. Miscellaneous Provisions.

Proposed AS 25 .30 .800. Lists proceedings governed by other law than L’CCJEA, such as 
adoptions.

Proposed AS 25.30.810. Provides procedures for international applications o f  this chapter 
to child custody determinations and foreign countries i f  the child custody law o f  the 
foreign country does not violate fundamental principles o f  human rights.

Proposed AS 25 .30 .820. Defines the binding effect o f  a child custody determination under 
this chapter made by an Alaska court.
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Proposed AS 25.30 .830. Establishes a priority for expedited court consideration o f  a 
jurisdiction issue in a child custody proceeding.

Proposed AS 25.30 .840. Provides standards for notice to persons outside o f  Alaska for 
Alaska court to have jurisdiction over the child custody proceeding.

Proposed AS 25.30 .850. Establishes participation in a custody proceeding does not. by 
itself, give the Alaska court jurisdiction over any issue for which personal jurisdiction is 
required. Establishes limited immunity for certain individuals while present in Alaska to 
participate in the proceeding.

Proposed AS 25.30 .860 . Establishes standards for communication between courts 
concerning a proceeding arising under this chapter

P roposed  AS 25.30 .870 . Establishes standards for taking testimony in another state fo r the 
child custody proceeding. Recognizes electronic means as an appropriate method for 
taking the testimony in another state.

Proposed AS 25.30 .880. Establishes standards for cooperation between courts on child 
custody proceedings covered by this chapter and preservation o f  court records.

Article 4. General Provisions.

P roposed AS 25 .30 .901 . Allows the court to give consideration to promote uniformity o f  
the law in applying and construing the chapter.

Proposed AS 25.30.903. Provides a severability clause to allow remainder o f  chapter to 
remain effective, i f  a provision is found invalid.

Proposed AS 25.30 .909 . Provides definitions for key terms

Section 3. .Amends the statutory short tit. vilect the Uniform Child Custody Jurisdiction and 
Enforcement Act.

Section 4. Repeals provisions o f  Uniform Child Custody Jurisdiction Act.

Section 5. Provides notice o f  provisions to amend Rule 4 Alaska Rules o f Civil Procedure 
regarding service in certain court actions.

Section 6. Provides notice o f  provisions to amend Rule 62, .Alaska Rules o f  Civil Procedures 
and Rule 205, .Alaska Rules o f  Appellate Procedures, by prohibiting a stay, pending appeal, 
under certain circumstances.

4



Section 7. Provide an applicability section tor the chapter to address new motions in child 
custody proceedings.
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Honorable Mike Miller 
Honorable Gail Phillips 
Alaska Stare Capitol 
Juneau, Alaska 99801

Dear President M iller and Speaker Phillips:

On behalf o f Alaska's delegation to the National Conference o f Commissioners on 
Uniform  State Laws, I submit this year's annual report.

I. H ISTORY OF THE NATIONAL CONFERENCE OF COMMISSIONERS ON
UNIFORM STATE LAWS

In August, 1892, the First National Conference o f Commissioners on Uniform 
State Laws (ULC ) convened in Saratoga. New York, three days preceding the 
annual meeting o f the American Bar .Association. By 1912, every state was 
participating in the ULC. The Territory o f Alaska joined the conference that year.

The ULC is a confederation o f states. It arose out o f  the concerns o f state 
government for the improvement o f the law and for better interstate relationships. 
Its sole purpose has been, and remains, service to state government and 
improvement o f state law.

D. THE OPERATION OF THE ULC

The National Conference is convened as a body once a year. It meets for a period 
o f eight days, usually in mid-summer. In the interim period between the annual 
meetings, drafting committees composed o f commissioners meet to supply the 
working drafts that are considered at the annual meeting. At each annual meeting, 
the work o f the drafting committees is read and debated. Each Act must be 
considered over a substantial period o f years. No Act becomes officia lly 
recognized as a Uniform  Act until the National Conference is satisfied that it is

HISTORY
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ready for consideration in the state legislatures. It is then put to a vote o f the 
states, during which each state caucuses and votes as a unit

A small staff located in Chicago operates the national office o f the ULC. The 
national office handles meetings arrangements, publications, legislative liaison, 
and general administration fo r the ULC. The total staff numbers only seven 
people.

The ULC maintains relationships with several sister organizations. O fficia l liaison 
is maintained with the American Bar Association, which contributes an amount 
each year to the operation o f  the ULC. Liaison is also maintained with the 
American Law Institute, the Council o f State Governments, and the National 
Conference o f  State Legislatures on an ongoing basis. Liaison and activities may 
be conducted with other associations as interests and activities necessitate.

ffl. ANNUAL MEETING

The 1997 annual meeting o f the National Conference o f Commissioners on 
Uniform State Laws was held July 25 - August 1 in Sacramento, California. The 
meeting attendees considered draft Acts amending Articles 2 and 9 o f  the Uniform 
Commercial Code; proposed new Article 2B o f the Uniform Commercial Code; 
Uniform Interstate Child Custody Jurisdiction and Enforcement Act; Uniform 
Principal and Income Act; Uniform  Management o f Public Employee Retirement 
Systems Act; and Uniform Guardianship and Protective Proceedings Act. (See 
attached short summaries briefly describing each Acl)

The conference approved the Uniform Interstate Child Custody Jurisdiction and 
Enforcement Act; the Uniform  Principal and Income Act; the Uniform 
Management o f Public Employment Retirement Systems Act; and the Uniform  
Guardianship and Protective Proceedings Act. Alaska commissioners served on 
the Uniform Instate Child Custody Jurisdiction and Enforcement Act Committee 
and Uniform  Principal and Income Act Committee.

This work w ill benefit many Alaskans, since the state's enactment o f the Uniform 
Acts w ill aid interstate commerce and investment and the enforcement o f visitation 
orders across state lines. A lso, the work w ill aid in the resolution o f legal issues 
arising from electronic commerce, especially transactions made over the internet. 
Alaska business should benefit directly from the conference work in making these 
transactions more easily legally enforced. These issues have been o f interest to the 
Alaska State Legislature and the executive branch.



Hoq. Mike Miller
Hon. Gail Phillips

November 17. 1997
Page 3

A. Th* Alaska Commissioners are:

The Honorable Jay Rabinowitz (retired chief justice o f Alaska 
Supreme Court and life member o f the ULC)

Art Peterson (lawyer, private practice, and life member o f the U l.C )

Jerry Kurtz (lawyer, private practice)

Grant Callow (lawyer, private practice)

Deborah Behr (lawyer, Assistant Attorney General)

B. The Alaska associate member is Tamara Brandt Cook (lawyer. 
Director o f Division o f Legislative Legal and Research Services)

C. The ULC committee assignments for Commissioners from Alaska 
are:

Art Pererson - tncmbei o f paternity Act drafting
committee; member o f family law study 
committee; and member o f legislative 
committee

Deborah Behr - member o f enforcement o f custody and
visitation laws stand-by committee; and 
member o f family law study committee

Jerry Kurtz - member o f principal and income stand­
by committee; and member o f pension 
funds study committee

Grant Callow - member o f committee to reverse Uniform
Rules o f Evidence; and member o f ULC 
committee on scope and program

Jay Rabinowitz - member o f native law study committee

IV. ACTIVITIES OF THE ALASKA COMMISSIONERS
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D. Alaska Commissioners hold regular telephone conference meetings 
during the year.

E. Alaska Commissioners attending the 1997 ULC Annual Meeting in 
Sacramento were:

Art Peterson 
Jerry Kurtz 
Grant Callow 
Deborah Behr

F. In the year 1997, the Alaska Commissioners made several legislative 
appearances, in person or by teleconference, to explain HB 178 - 
Uniform  Commercial Code, artrcle 5 (letters o f credit); SB 154 - 
Uniform Family Support Act amendments; and SB 198 - Uniform 
Partnership Act.

V . Recommendation for Passage During 1998 Legislative Session:

The Alaska Uniform Law commissioners are recommending passage during the 
1998 legislative session o f the following matters: (A ) update o f the Uniform 
Partnership Act (SB  198); (B ) the Uniform Commercial Code, article 5 (HB 17R); 
and (C ) Uniform  Child Custody Jurisdiction and Enforcement Act.

Sincerely,

Deborah E. Behr
Alaska Uniform Law Commissioner

DEB:ng

Attachment

cc: Gene N. Lebrun, President
National Conference o f Commissioners 
on Uniform  State Laws
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NEW  U N IFO R M  STATE LA W  A IM S AT O V E R C O M IN G  
O BSTA C LES  TO  EN FO RC IN G  C H ILD  C U ST O D Y  D ETERM IN A T IO N S  
Un ifo rm  Enactment Nationwide C rucial to Its Effectiveness

When state legislatures around the country were enacting the original Uniform Child Custody 
Jurisdiction Act (UCCJA) in the late 1970s and early 1980s, the hope was that uniformity nationwide 
would eliminate interstate parental child-snatching. UCCJA was designed to prevent a fairly 
common legal standoff o f  the day, whereby one parent gained legal custody o f  a child in one state, 
and the other parent managed to take the child to a "haven state”  in search o f  a court willing to 
change the initial lawful custody order.

The quest to curb parental child-snatching was intensified in 1980 with the signing o f  the 
Parental Kidnapping Prevention Act (PKPA ) by President Carter. This federal law was primarily 
meant to give states the basic rules for them to recognize child custody decisions made under the 
UCCJA as part o f  their constitutional obligations under the "fu ll faith and credit”  clause o f  the U.S. 
Constitution.

By 1983 UCCJA, a product o f  the Uniform  Law Commissioners (U LC ), had been enacted 
in all 50 states, the District o f  Columbia, and Puerto Rico. Despite some difference with the PKPA. 
these statutes have been effective at eliminating the kind o f forum shopping in child custody cases 
that plagued the courts in prior decade:. Yet according to a study bv the U.S. Department o f Justice, 
in 1988 the abductors o f  163,200 children— nearly one h a lf o f  an estimated 354.100 children 
abducted by parents or fam ily members in the U.S. that year— took the children across state lines, 
concealed them, or prevented contact.

Among the obstacles enabling parents to obtain conflicting custody orders from courts in 
different states has been a lack o f  uniformity' in state enactments o f the UCCJA and court opinions 
interpreting that statute. In addition, some unfortunate differences between the PKPA and the 
UCCJA have hindered effective child custody orders.

Now, after two years o f  drafting and deliberation, the Uniform Law Commissioners have 
approved a new Uniform  Child Custody Jurisdiction and Enforcement Act (UCCJEA ) that is 
available for enactment by every state legislature. Uniform enactment nationwide is crucial to its 
effectiveness.

"The new law significantly eliminates the conflicts and problems which surround interstate 
custody and visitation cases,”  say Marian P. Opala. chairman o f the drafting committee. UCCJEA 
erases the differences between its predecessor UCCJA and the PKPA and other federal statutes, and
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makes chances necessary after almost 30 years o f  inconsistent court interpretations.

Most importantly, it covers new territory as well, including provisions for enforcing interstate 
custody orders, an issue the original UCCJA did not address. The enforcement provisions are aimed 
at the continuing problems o f child abduction, concealment and evasion when parents and families 
are at war with each other.

The original act authorized four different bases for jurisdiction, and did not provide for home 
state priority'. Like the federal law, the new act p rioritizes home state jurisdiction, defining it as the 
state in which a child lived with a parent, or a person acting as parent, for at least six consecutive 
months immediately before the beginning o f  a child custody proceeding. I f  there is more than one 
child custody order, therefore, the one from the ch ild ’ s home state is the one that gets enforced.

The new act further provides that a state which makes the initial custody determination has 
continuing exclusive jurisdiction, so long as a party to the original custody determination remains 
in that state. Continuing exclusive jurisdiction was not a provision in the original UCCJA, although 
the federal PKPA later recognized the concept. The order o f  a state with continuing exclusive 
jurisdiction is entitled to be enforced in every other state. No other state can modify' the order unless 
the first state relinquishes jurisdiction to the courts o f  another state, because they can do a better jo b  
o f  adjudication.

UCCJEA also clarifies how and when emergency jurisdiction should be used, allowing a 
court to take temporary jurisdiction (e.g. child abuse orders or domestic violence orders o f  
protection) even though it does not have grounds for taking permanent jurisdiction. This provision 
extends the emergency jurisdiction provision o f  the UCCJA to include abuse o f a parent or sibling 
o f  an abducted child as grounds.

New to the UCCJEA is an expedited process to enforce interstate child custody and visitation 
determinations. As documented in an extensive study by the American Bar Association’ s Center on 
Children and the Law, Obstacles to the Recovery and Return o f  Parentally Abducted Children 
11993). neither the UCCJA nor the PKPA prov'des for enforcement o f child custody orders. It was 
assumed diat local law would be adequate for enforcement o f  out-of-state orders. Time has proved 
the error o f  that assumption.

Drafters o f  the new act recognized the need fo r swift enforcement for a left-behind parent 
who seeks to have a child custody order enforced. I f  enforcement does not happen quickly, the child 
may be lost permanently. Drafters chose an extremely swift remedy along the lines o f  habeas corpus: 
the child must be produced before the court. .And i f  the enforcing court is concerned that the parent 
w ill flee or harm the child, a warrant to take physical possession o f  the child is available.

In this and other respects, the act accomplishes fo r custody and visitation determination the 
same certainty that has occurred in interstate child support law with the promulgation o f  the Uniform 
Interstate Family Support Act.



The UCCJEA also establishes the option o f  a role for public prosecutors and law enforcement 
in the civil enforcement o f  child custody and visitation determinations.

The L'LC. offic ia lly called the National Conference o f  Commissioners on Uniform State 
Laws, is now in its 106th year. The organization is comprised o f  more than 300 lawyers, judges, 
law professors, legislators, and other state officials, appointed by the states as well as the District 
o f  Columbia. Puerto Rico, and the U.S. Virgin Islands, to draft proposals f o r  uniform and mode! 
laws and work toward their enactment in the state legislatures. Since IS92, the group has 
promulgated more than 200 acts, among them such bulwarks o f  state statutory lenv as the Uniform 
Commercial Code, (he Uniform Probate Code, the Uniform Partnership Act, and the Uniform 
Contro lled Substances Act.
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UNIFORM  CHILD CUSTODY 
JU R ISD IC TIO N  .AND EN FO RCEM ENT ACT

* A Sun:mar)>-

IN T R O D U C T IO N  v

la  196S, the Uniform  Law Commissioners promulgated the Un iform  Child Custody 
Jurisdiction Act (UCCJA ). B y 19S1, every state had adopted this Uniform  Act. This Act was 
designed to defeat kidnapping o f  children by non-custodiaJ parents, who took their children mom 
state to state L*i the hope o f  finding a court that would issue a favorable custodial order modifying 
o r contradicting the court order that made them non-custodial parents. This practice was perceived 
as wide-spread Ln the decades before the promulgation o f  this important Uniform  Act. Tne UCCJA 
operates upon novel principles that 1) establish jurisdiction over a child custody case in one state; 
and, 2 ) protect the order o f  that state from modification in any other state, so long as the original 
state retains jurisdiction over the case. I f  a non-custodial parent cannot take a child to another state 
and petition the court o f  that state fo r a favorable modification o f  an existing custody order, the 
incentive to run with the child is greatly diminished.

In 19S1, Congress adopted the Parental Kidnapping Prevention Act (P K PA ) for much the 
same purpose. The peculiarities o f  prior law, allow ing easy modification o f  custody orders, were 
la rge ly peculiarities in the interpretation o f  the F u ll Faith and Credit Clause o f  the Constitution o f  
the United States. Tne Parental Kidnapping Prevention Act was an effort, largely, to put the weight 
o f  fu ll faith and credit behind the principles o f  the Uniform  Child Custody Jurisdiction Act. But 
there are some differences between the two acts, rooted in disagreements over application o f  
jurisd ictional principles. Tnere are two main differences. Tne UCCJA does not give first priority 
to the “ home state”  o f  the child in determining which state may exercise jurisdiction over a child 
custody dispute. Tne PKPA  does. The PKPA  also provides that once a state has exercised 
jurisdiction, that jurisdiction remains the continuing, exclusive jurisdiction until every parry to the 
dispute has exited that state. The UCCJA simply states that a legitimate exercise o f  jurisdiction must 
be honored by any other state until the basis fo r that exercise o f  jurisdiction no longer exists. In 
practice, there is much congruity between the rwo acts, but enough differences to confuse the 
adjudication and settlement o f  child custody disputes in certain cases.

Neither the UCCJA  nor the PK PA  address another important issue, interstate enforcement 
o f  ch ild  custody orders (including visitation provisions).. Although resolution o f  jurisdictional 
problems has greatly diminished the problem o f  parental kidnapping, this destructive practice has 
by no means ceased to exist. States initiated crim inal penalties fo r parental kidnapping, but such 
drastic measures have failed to eliminate the practice. Criminal penalties are, perhaps, too draconian 
and therefore little used. So the saluta^ steps taken in 1968 and 1981 need to be further augmented.

UNIFORM CHILD CUSTODY JUR ISD ICTION  & ENFORCEMENT ACT -  A SUMMARY



In 1997, the Uniform  Law Commissioners nave drafted a new Un ifo rm  Child  Custody 
Jurisd iction and En forcem ent Act (UCC JEA ). It does two v e r y  important things. It reconciles 
UCCJA  principles with the PKPA . It aacs interstate civil enforcement for child custody orders. 
These two broad strokes w ill make kidnapping by non-custodial parents much more difficult. 
H O M E  STA TE  P R IO R IT Y

Ln the UCCJ.A. there are four principles, or bases, for taking jurisdiction over a child custody 
dispute. These are child's home state, significant connection between state and some contestants to 
a dispute, emergency jurisdiction when the c did is present and the child's welfare is threatened; and 
presence o f  the child in the event there is no other state with another sound basis fo r taking 
jurisdiction. It was always assumed the great majority o f  disputes would be resolved Ln the child's 
home state, but the home state has no particular priority over any other state with one o f  the other 
bases for taking jurisdiction. (The term “ taking jurisdiction" simply means that a state’ s courts have 
a good reason fo r summoning the contestants to come before them to adjudicate the dispute no 
matter where they reside. I f  there is jurisdiction, the court’ s orders are valid and enforceable.)

From  the beginning the state that is the home state o f  the child was thought to be the state 
with the best Information fo r adjudicating the child ’ s custody in the best interests o f  the child. But 
it was also assumed that once a court look jurisdiction on any acceptable basis, that state should be 
able to proceed without spending contestants’ time and money while sorting out. the issue o f  which 
state has the best access to the evidence before adjudicating the dispute.

Bu t the drafters o f  the PKPA  took the opposite position, regarding "home state’ ’ as so 
significantly better than the other jurisdictional grounds, that it should always be the priority ground. 
Under the PK PA  the home state always has the first opportunity to take jurisdiction.

The UCCJEA  now supports the PKPA position. .Any state that is not the “ home state”  o f  the 
child w ill defer to the “ home state,”  i f  there is one, in taking jurisdicdon over a child custody dispute. 
Temporary emergency jurisdicdon may be taken, but on ly long enough to secure the safety o f  the 
threatened person and to transfer the proceeding to the home state, or i f  none, to a state with another 
ground fo r jurisdiction.

C O N T IN U IN G  E X C L U S IV E  JU R IS D IC T IO N

The UCCJEA  also provides for continuing exclusive jurisdiction. I f  a state once takes 
ju risd iction over a child custody dispute, it retains jurisdicdon so long as that state, by its own 
determination, maintains a significant connection with the disputants or until all disputants have 
moved away from that state. In contrast, the UCCJA  allows jurisdiction to shift i f  one o f  the grounds 
fo r taking jurisdiction ceases to exist Thus, i f  a state takes jurisdiction over a child custody dispute 
because that state is the home state o f  the child, and the child subsequently establishes a new home 
state, jurisdiction can shift to the new home state, even i f  one parent remains in the child ’ s original 
home state. Tne UCCJEA  would not allow the jurisdiction to shift in this fashion, keeping it in the 
orig ina l home state so long as the parent remained there.



T E M P O R A R Y  E M E R G E N C Y  JU R IS D IC T IO N

Under the UCCJA, grounds for toiling emergency jurisdiction are on an equal footing > ::h 
the other grounds for taking jurisdiction, including the “ home state" o f  the child. I f  the child is 
present in a state and there is evidence o f abandonment or abuse to or mistreatment o f  the child, that 
state can take jurisdiction under the UCCJA.

The UCCJEA prorities for temporary emergency jurisdiction, that can ripen into continuing 
jurisdiction only i f  no other state with grounds for continuing jurisdiction can be found or, i f  found, 
declines to take jurisdiction. The child's presence and its abandonment, mistreatment or abuse still 
trigger the taking o f  emergency jurisdiction, but threats to siblings or a parent also can trigger the 
taking o f  emergency jurisdiction. Because o f  the priority given to the home state o f  the child, the 
home state w ill most often be the state from which continuing jurisdiction is exercised.

The impact o f  these changes in the UCCJEA mom the UCCJA is to reinforce the impact c f  
the PKPA . Priority fo r home state jurisdiction, continuing exclusive jurisdiction and temporary 
emergency jurisdiction mean that orders made pursuant to the UCCJEA w ill have the fu ll weight c f  
the Fu ll Faith and Credit Clause o f  the U.S. Constituhor. behind them.

E N FO R C E M E N T  O F  C U S T O D Y  AND V IS IT A T IO N  O RD ERS

Tne UCCJEA 2 iso adds enforcement provisions to the jurisdictional provisions. Interstate 
enforcement o f  custody and visitation decrees in any form in which they issue has been frustrating. 
The UCCJEA  requires a state to enforce a custody or visitation order mom another state mat 
conform s substantially with this Act. .An order rom  a state that has continuing exclusive 
jurisdiction, therefore, w ill have its order enforced.

One enforcement procedure is reminiscent o f  procedures for enforcement under the Uniform  
Interstate Family Support Act for interstate spousal and child support orders and the Uniform  
Enforcement o f  Foreign Judgments Act, which governs the enforcement o f  any civil order frcm 
another state in an enacting state. The basic procedure is to register the out-of-state order. I f  me 
registration is not contested, the registered order may be enforced by any means available to enforce 
a domestic order. This would ordinarily mean using the contempt powers o f  the court to assure mat 
the custody or visitation order is honored by the parent subject to it.

There is an expedited remedy, however, that also is available. Upon receiving a verified 
petition, the court orders the party with the child to submit to an immediate hearing, the next judicial 
day unless impossible, fo r enforcement. The court may rule with respect to enforcement at me 
hearing, although there are provisions to a llow  fo r extended hearing and standards to contest 
enforcement. This remedy operates much like habeas corpus, in which the body subject to the writ 
must be presented immediately to the court fo r disposition.

I f  there is danger to a child or i f  it appears that the child w ill be removed from the enforcing 
jurisdiction, a petition m 2y also be tiled for a warrant to take physical custody o f  the child along with
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2 pe....on tor an o.pcci.ec proceecmg. i: .r.c warrant issues, law cr. lore err. er.i o 111 c crs '.\; i 1 serve ths 
warrant and obtain ohvsical custody o f  the child.

C O N C LU S IO N

It is not possible to cover aii the details o f  the UCCJEA in a short summary. Tne best that 
it can do is point out the impact o f  major provisions. The UCCJEA does much more to update and 
streamline the original UCCJA, which was promulgated Ln 1968. It w ill provide much better re lie f 
fo r parents and children who suffer mom Interstate chiid-custody disputes, and ousht to be adooted 
in all the states as soon as possible.


