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Reps. Zoe Lofgren and Ted Poe Introduce Bipartisan Bill to Protect 
Americans’ Privacy Rights from Domestic Drones
WASHINGTON, D.C. - Reps. Zoe Lofgren (D-CA) and Ted Poe (R-TX) have introduced legislation, H.R. 637, The Preserving 
American Privacy Act, to establish due process protections for Americans against government-operated unmanned aircraft 
systems (UAS) in U.S. airspace. The bipartisan legislation would also forbid law enforcement and private UAS from being 
armed with firearms or explosives while operating within U.S. airspace.
’The expanded use of drones on U.S. soil raises serious Constitutional and civil liberties issues that Congress needs to 
address," Rep. Lofgren said. "These devices should be used in a safe, open, and responsible manner. This bill would ensure 
that drones follow strict guidelines to protect Americans' privacy while still realizing their practical applications for science, 
border security, public safety, and commercial development."
"As we enter this uncharted world of drone technology, Congress must be proactive and establish boundaries for drone use 
that safeguard the Constitutional rights of Americans," Rep. Poe said. "Individuals are rightfully concerned that these new 
eyes in the sky may threaten their privacy. It is the obligation of Congress to ensure that this does not happen. Just because 
Big Brother can look into someone's backyard doesn't mean it should. Technology may change, but the Constitution does 
not."
Specific provisions governing the use of UAS in the Preserving American Privacy Act include:

• Government-operated UAS must obtain a warrant to collect information that can identify individuals in a private area;
• Government-operated UAS must obtain a court order and provide public notice beforehand to collect information that 

can identify individuals in defined public areas;
• The warrant and court order requirements are subject to exceptions for emergencies, border security, and consent;
• Private UAS cannot capture visual images or sound recordings of individuals engaging in personal activities in certain 

circumstances in which the individual has a reasonable expectation of privacy;
• State laws on the use of UAS in the airspace of the state are not preempted;
• Private and law enforcement UAS cannot use or operate UAS equipped with firearms or explosives in U.S. airspace. 

Click here for a section-by-section of the bill.
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Section-bv-Section  Sum m ary o f H.R. 637 -  The "Preserving American Privacy Act" 

Section  2 -  U se o f U nm anned Aircraft System s
o T he  b i l l  c re a te s  a n e w  C h a p te r  205A  in T i t le  18 o f  th e  U n i te d  S ta tes C ode.

Section  A -  D efinitions
o "C o v e re d  in f o r m a t io n "  m e a n s  in fo r m a t io n  t h a t  is re a s o n a b ly  l ike ly  t o  e n a b le

id e n t i f i c a t io n  o f  an in d iv id u a l ,  o r  in fo r m a t io n  a b o u t  an in d iv id u a l 's  p r o p e r t y  t h a t  is n o t  

in  p la in  v ie w .

o "P u b l ic  u n m a n n e d  a i r c ra f t  s y s te m "  (p u b l ic  UAS) m eans  a UAS o p e ra te d  b y  a

g o v e r n m e n ta l  e n t i t y ,  such as an a g e n cy  o f  th e  fe d e ra l ,  s ta te ,  o r  m u n ic ip a l  g o v e rn m e n ts .

Section  B -  U se o f Public U nm anned Aircraft System s
o G o v e r n m e n ta l  e n t i t ie s  m u s t  o p e ra te  p u b l ic  UAS in a c c o rd a n c e  w i t h  th is  Act.

o G o v e rn m e n ta l  e n t i t ie s  o p e ra t in g  p u b l ic  UAS m u s t  m in im iz e ,  t o  th e  e x te n t  p rac t icab le ,  

th e  c o l le c t io n  o r  d is c lo s u re  o f  c o ve re d  in fo rm a t io n .

o G o v e rn m e n ta l  e n t i t ie s  t h a t  seek a l icense  o r  c e r t i f ic a te  t o  o p e ra te  a p u b l ic  UAS m u s t  

s u b m i t  t o  th e  D ep t,  o f  Justice  (DOJ) a da ta  c o l le c t io n  s ta te m e n t  t h a t  in c lu d e s  fo l lo w in g :  

th e  p u rp o s e  f o r  w h ic h  th e  UAS w i l l  be used , w h e th e r  th e  UAS is c a p a b le  o f  co l le c t in g  

c o v e re d  in fo rm a t io n ,  th e  le n g th  o f  t im e  fo r  w h ic h  c o l le c te d  in fo r m a t io n  w i l l  be  re ta in e d ,  

th e  u n i t  o f  t h e  g o v e rn m e n ta l  e n t i t y  t h a t  is re s p o n s ib le  f o r  sa fe  and  a p p r o p r ia te  use o f  

th e  UAS, an in d iv id u a l  p o in t  o f  c o n ta c t  f o r  c i t iz e n  fe e d b a ck ,  th e  ra n k  and  t i t l e  o f  th e  

in d iv id u a l  w h o  can a u th o r iz e  th e  use o f  t h e  UAS, t h e  a p p l ica b le  da ta  m in im iz a t io n  

po l ic ies ,  and  a p p l ic a b le  a u d i t  and  o v e rs ig h t  p ro ce d u re s .

o T he  DOJ m a y  re q u e s t  t h a t  th e  S e c re ta ry  o f  T ra n s p o r ta t io n  re v o k e  a c e r t i f ic a te  o r  l icense  

to  o p e r a te  a p u b l ic  UAS i f  t h e  o p e r a to r 's  a c t iv i t y  c o n t ra v e n e s  th e  da ta  c o l le c t io n

o The  A t t o r n e y  G e n e ra l m u s t  issue re g u la t io n s  to  es tab l ish  a p u b l ic ly  access ib le  d a ta b a se  

in d e x in g  th e  c e r t i f ic a te s  o r  l icenses and  assoc ia ted  da ta  c o l le c t io n  s ta te m e n ts  f o r  p u b l ic

Section C -  U se o f Covered Inform ation as Evidence
o C o ve re d  in fo r m a t io n  c o l le c te d  by a g o v e rn m e n ta l  e n t i t y 's  o p e ra t io n  o f  a p u b l ic  UAS in 

v io la t io n  o f  th is  A c t  c a n n o t  be used as e v id e n c e  aga ins t  a ny  in d iv id u a l  a t  a n y  tr ia l ,  

h e a r in g  o r  o th e r  p ro c e d u re  b e fo re  a ny  c o u r t ,  agency , re g u la to ry  b o d y ,  o r  o th e r  

a u th o r i t y  o f  t h e  U n i te d  States.

s ta te m e n t .

UAS.
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o A  g o v e r n m e n ta l  e n t i t y  m a y  n o t  o p e ra te  a p u b l ic  UAS fo r  a la w  e n fo r c e m e n t  p u rp o se ,  o r  

c o l le c t  o r  d isc lose  c o v e re d  in fo r m a t io n  th ro u g h  such o p e ra t io n .

02/14/13

o A  g o v e r n m e n ta l  e n t i t y  m a y  o p e ra te  a p u b l ic  UAS and  c o l le c t  o r  d isc lose  c o ve re d  

in fo r m a t io n  f o r  a la w  e n fo r c e m e n t  p u rp o s e  u n d e r  th e  fo l lo w in g  c i rc u m s ta n ce s :

•  P u rs u a n t  t o  a w a r ra n t ,  and  w i th in  te n  days o f  th e  e x e c u t io n  o f  th e  w a r r a n t  serves 

a c o p y  o f  th e  w a r r a n t  t o  each  p e rso n  on  w h o m  c o v e re d  in fo r m a t io n  was 

c o l le c te d  -  un less th e  n o t ic e  w o u ld  se r io u s ly  je o p a rd iz e  an o n g o in g  c r im in a l  o r  

n a t io n a l  s e c u r i ty  in v e s t ig a t io n ;

•  P u rs u a n t  t o  a c o u r t  o r d e r  based on  spec if ic  and  a r t ic u la b le  fac ts  s u p p o r t in g  

re a s o n a b le  su sp ic io n  o f  c r im in a l  a c t iv i ty ,  th e  p u b l ic  UAS w i l l  o p e ra te  o n ly  in a 

s t ip u la te d  p u b l ic  a rea  f o r  a p e r io d  o f  n o t  m o re  th a n  48  hou rs ,  and

1. The  g o v e r n m e n ta l  e n t i t y  serves a c o p y  o f  t h e  w a r r a n t  to  each pe rso n  on 

w h o m  c o v e re d  in fo r m a t io n  w as  c o l le c te d  w i t h in  te n  days o f  th e  e x e c u t io n  

o f  th e  w a r r a n t ,  OR

2. The  g o v e r n m e n ta l  e n t i t y  pos ts  p u b l ic  n o t i f i c a t io n  4 8  h o u rs  p r io r  t o  th e  

UAS o p e ra t io n ,  e i th e r  via p u b l ic  s ignage  in th e  a rea in w h ic h  th e  o p e ra t io n  

ta ke s  p lace , n o t ic e  in a m a jo r  p u b l ic a t io n  ( c i r c u la t io n  o f  a t  leas t 1 ,000) 

se rv in g  th e  a rea , o r  n o t ic e  on  th e  e n t i t y 's  p u b l ic  w e b s i te .

•  I f  th e  p u b l ic  UAS is o p e ra te d  w i t h in  25 m iles  o f  a n y  e x te rn a l  land  b o u n d a ry  o f  th e  

U.S. f o r  t h e  p u rp o s e  o f  p a t ro l l in g  o r  se cu r in g  th e  b o rd e r ;

•  If t h e  in d iv id u a ls  on  w h o m  th e  c o v e re d  in fo r m a t io n  is c o l le c te d  o r  d isc losed  

p ro v id e  p r io r  w r i t t e n  c o n s e n t ;

•  An in v e s t ig a t iv e  o r  la w  e n fo r c e m e n t  o f f ic e  re a s o n a b ly  be l ieves  an e m e rg e n c y  

s i tu a t io n  ex is ts  in v o lv in g  im m e d ia te  d a n g e r  o f  d e a th  o r  phys ica l in ju ry ,  

c o n s p ira to r ia l  a c t iv i t ie s  th r e a te n in g  th e  n a t io n a l  s e c u r i ty ,  c o n s p ira to r ia l  a c t iv i t ie s  

c h a ra c te r is t ic  o f  o rg a n ize d  c r im e  -  and  th e  o f f ic e r  m u s t  a p p ly  f o r  a w a r r a n t  n o t  

la te r  t h a n  48  h o u rs  a f t e r  th e  o p e ra t io n .

Section  D -  A dm inistrative Discipline
o T h e  s e c t io n  a l lo w s  fo r  o v e rs ig h t  and  a d m in is t ra t iv e  d is c ip l in e  o f  g o v e rn m e n ta l  e n t i t ie s  

t h a t  in te n t io n a l ly  v io la te  t h e  p ro v is io n s  o f  th e  b il l .

Section  E -  Reporting
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o  o
o O n ce  a y e a r  all Federa l ju d g e s  w h o  have  issued an  o r d e r  o r  w a r r a n t  u n d e r  th is  A c t  m u s t  

r e p o r t  t h e  fo l lo w in g :  t h e  fa c t  th e  w a r r a n t  o r  o r d e r  w as  a p p l ie d  fo r ,  i f  th e  a p p l ic a t io n  w as  

g ra n te d  o r  d e n ie d ,  th e  t im e  p e r io d  o f  UAS o p e r a t io n  re q u e s te d ,  th e  o f fe n s e  th e  

a p p l ic a t io n  w as  in re la t io n  to ,  and  th e  id e n t i t y  o f  th e  g o v e rn m e n ta l  e n t i t y  t h a t  m a d e  th e  

a p p l ic a t io n .

o O nce  a y e a r  th e  A t t o r n e y  G ene ra l (F ede ra l a n d  S ta te ) m u s t  re p o r t ,  in a d d i t io n  t o  th e  

a b o v e  in fo r m a t io n ,  th e  fo l lo w in g :  a g e n e ra l d e s c r ip t io n  o f  in fo r m a t io n  g a th e re d  u n d e r  

t h e  w a r r a n t  o r  o rd e r ,  th e  a p p ro x im a te  n a tu re  and  f re q u e n c y  o f  in c r im in a t in g  c o n d u c t  

o b s e rv e d ,  th e  a p p r o x im a te  n u m b e r  o f  p e rso n s  on  w h o m  c o v e re d  in fo r m a t io n  w as  

g a th e re d ,  th e  a p p r o x im a te  cos t o f  m a n p o w e r  and  o th e r  resou rces  used  in p u b l ic  UAS 

o p e ra t io n ,  and  th e  n u m b e r  o f  a rres ts , t r ia ls ,  m o t io n s  t o  suppress, and  c o n v ic t io n s  

re s u l t in g  f r o m  p u b l ic  UAS o p e ra t io n .

Section  F -  Private U se o f U nm anned Aircraft System s
o I t sha ll be u n la w fu l  t o  use a p r iv a te  UAS e q u ip p e d  w i th  a v isua l o r  a u d i t o r y  e n h a n c in g  

d e v ic e  t o  c a p tu re ,  in a m a n n e r  t h a t  is h ig h ly  o f fe n s iv e  to  a re a so n a b le  p e rso n ,  a n y  ty p e  

o f  v isua l im age , s o u n d  re c o rd in g ,  o r  o th e r  phys ica l im p re ss io n  o f  a in d iv id u a l  e n gag ing  in 

a p e rs o n a l  o r  fa m i l ia l  a c t iv i t y  u n d e r  c i rc u m s ta n c e s  in w h ic h  th e  in d iv id u a l  has a 

re a s o n a b le  e x p e c ta t io n  o f  p r iva cy  -  i f  t h e  im age , re c o rd in g ,  o r  im p re s s io n  co u ld  n o t  

have  b e e n  a ch ie ve d  w i t h o u t  a trespass  un less  th e  v isua l o r  a u d i to r y  e n h a n c in g  dev ice  

w as  used. Th is  re s t r ic t io n  a p p l ie s  rega rd less  o f  w h e th e r  t h e r e  is a phys ica l t respass.

o This  p ro v is io n  is m o d e le d  on  Cal. Civ. Code 1708 .8 .

Section G -  No preem ption  o f 18 USC Chapter 119

o This  la w  does  n o t  p r e e m p t  fe d e ra l  law s  on  w i r e  and  e le c t ro n ic  c o m m u n ic a t io n s  

in te rc e p t io n .

Section  H -  Ban on W eaponization

o It  is u n la w fu l  f o r  p r iv a te  in d iv id u a ls  o r  la w  e n fo r c e m e n t  o f f ic e rs  to  use o r  o p e ra te  an 

u n m a n n e d  a i r c ra f t  s ys te m  t h a t  is a rm e d  w i th  a f i r e a rm  ( in c lu d e s  exp los ives )  in th e  

n a t io n a l  a i rspace  o f  t h e  U n i te d  States.

Section  I -  No S tate Preem ption
o This  la w  does  n o t  p r e e m p t  s ta te  law s  on  th e  use o f  UAS e xc lu s ive ly  in t h e  a irspace  o f  th e  

s ta te .

END

02/14/13
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Ginger Blaisdell

O O

From : David Palmer <ArcticATC@mtaonline.net>
Sent: Friday, March 15, 2013 10:55 AM
T o : Ginger Blaisdell
Cc: Jane Dale; joy@alaskaaircarriers.org; Jim Cieplak; George, Tom
S u b je ct: AACC Participation in Unmanned Aircraft Systems Task Force.
A tta ch m e n ts: AACC Documents - Excerpts.docx

To: Ginger Blaisdell, Reference your Request for Participation.

M r. Jim  C ieplak forw arded your request to me, and after considerable discussion am ongst the Executive 
C om m ittee o f  the A laskan A viation C oordination Council (A A C C) we feel that the A A CC m ust decline direct 
participation  in the Task Force. This pertains to A A C C  participation in  the w ork o f  the Task Force as a distinct 
and separate entity. W e do not represent the individual m em bers o f  the Council outside o f  that forum , and as 
such have no direct legal, adm inistrative, or policy influence over the conduct and activities o f  our m em bers. I 
have attached a short docum ent containing several excerpts from  our w ebsite w hich m ay be o f  use to you. We 
provide a d iscussion forum  for subjects o f  m utual interest am ong m em bers o f  the A viation Com m unity. The 
A A C C  is a governm ent/industry partnership group, and affords the opportunity for inform ation sharing on  the 
strategic level - useful for all parties in understanding and responding to subjects im pacting w ithin A laskan 
A viation. As a group we do not advocate for or against specific issues, rather we focus on the coordination and 
sharing o f  inform ation so that appropriate organizations/entities can identify and resolve issues in  an expedient 
m anner. As the Task Force “stands-up” and determ ines its agenda we m ay be able to assist w ith som e elem ents 
o f  coordination and w ould  look forw ard to  that discussion in  the future. Please contact m e at 
A rcticA TC @ m taonline.net or m y cell 907-354-2399 if  you have questions or concerns regarding this 
inform ation.

Thanks! /D ave Palm er

From: G inger B laisdell rm ailto:G inger.B laisdell@ akleg.gov1 
Sent: W ednesday, M arch 13, 2013 1:11 PM  
To: jcieplak@ gci.net 
Subject: U nm anned A ircraft Task Force

Thank you for considering being part o f  this policy directive group. The tasks o f  the group w ould be:

l

mailto:ArcticATC@mtaonline.net
mailto:joy@alaskaaircarriers.org
mailto:ArcticATC@mtaonline.net
mailto:Ginger.Blaisdell@akleg.gov1
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Q 0T he U nm anned A ircraft System s Task Force is created in the legislative branch for the purpose o f  m aking 
recom m endations for a statew ide com prehensive p lan  to regulate that use o f  unm anned aircraft system s for 
public  and private sector purposes. The task force w ould be m ade o f  approxim ately 11 m em bers (one from  each 
legislative body and 9 govt agency and industry folks).

T he task  force shall, not later than January  15, 2014, subm it an initial report to the legislature, and not later than Jam  
2015, subm it a final report to the legislature. The reports m ust include
Policy  options and recom m endations to provide for the use o f  unm anned aircraft system s w hile protecting privacy w 
by law  enforcem ent, and allow ing the use o f  unm anned aircraft system s for other public and private applications; 
R ecom m endations to the legislature and the governor, including draft legislation required to achieve the policy objec 
proposed  by the task  force.
The task  force shall m eet as frequently as necessary to carry out its responsibilities.
The task  force m ay request adm inistrative and technical support from  the U niversity  o f  A laska Fairbanks.
M em bers o f  the task  force shall serve w ithout com pensation but are entitled to per diem  and travel expenses authorij 
boards and com m issions under AS 39.20.180.
The task  force term inates on January 15, 2015.

T hank you for thinking about being part o f  this group. 

G inger B laisdell

Office o f  Representative Shelley Hughes 

Room 409 State Capitol 

Juneau, A K  99811 

907-465-5265
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Ginger Blaisdell

A tta ch m e n ts:

From :
Sent:
Su b je ct:

Jeremiah Campbell
Friday, March 15, 2013 4:15 PM
AK House Majority Caucus Press Release: Hughes Intros Resolution Creating Legislative 
Task Force
20130315_Hughes_HCR6.pdf

HUGHES INTROS RESOLUTION CREATING LEGISLATIVE TASK FORCE
H C R  6  e s t a b l i s h e s  t a s k  f o r c e  o n  U n m a n n e d  A i r c r a f t  S y s t e m s

F rid a y , M a rch  15, 2 0 1 3 , J u n e a u , A la s k a  -  Representative Shelley Hughes today introduced House 
Concurrent Resolution 6 which would establish a Task Force on Unmanned A irc ra ft Systems and 
recognizes the Alaska Center fo r Unmanned A ircra ft Systems In teg ra tion  at the University o f Alaska 
Fairbanks.

"W e've been saturated recently w ith  news about drones causing destruction and killing people, and we've 
been listening to  hours o f tes tim ony nationally," Hughes, R-Palmer, said. "Even local news reported ju s t 
yesterday on th is  seem ingly hot topic. The o ther side o f the story may not be as new sworthy as death and 
filibus te ring , but it's  ve ry  im po rtan t fo r Alaska."

Unmanned a irc ra ft have been used in Alaska fo r some years doing jobs tha t are determ ined "du ll, d irty , 
and dangerous." Unmanned A irc ra ft Systems (UA Systems) helped w ith  guiding the oil tanker to  Nome to 
restock th e ir tank farm  in the w in te r, locating a downed airp lane near Bethel a few months ago, and have 
even been used fo r accurate ly counting sea lions tha t kept them  o ff o f the endangered species list. The 
m issions th a t UA Systems have successfully completed have protected pilots tha t would have been fly ing 
in inclem ent w eather and have conducted research in an economical fashion w ith reduced risk to  human 
and anim al lives.

A t the same tim e , privacy concerns w ill not be ignored, according to  Hughes. "M iniature helicopters will 
not be recording us while singing in the shower," Hughes said. "B u t we w on 't toss the baby out w ith  the 
bath w ater. We can w ork to  address those concerns and still embrace the technology tha t's  moving 
fo rw ard ."

HCR 6 has a referral to  the House Special Com m ittee on Economic Developm ent, Trade and Tourism .

To contact Rep. Hughes, please call 907-465-3743.

Jeremiah Campbell
House Majority Deputy Press Secretary 
Office of the Speaker - Alaska State Legislature 
907.465.6791 direct I 814.392.8123 cell 
ieremiah.camDbell@aklea.gov 
housemajority.org I mobile.housemajority.org 
twitter.com/houmaj

# # #
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By Arianna Huffington — comment

It’s become accepted wisdom that Washington has become pathologically polarized and partisan, with 
every new debate inevitably breaking down along party lines. That’s why it was so remarkable when Rand 
Paul’s old-fashioned talking filibuster last week scrambled the even more old-fashioned right-vs.-left way 
of looking at the world. The Paul-provoked debate on the confirmation of John Brennan to head the CIA in 
turn provoked a wider and critical debate about the use of drones — a debate that needs to continue well 
beyond Brennan’s confirmation.

In February, Paul had sent Brennan a letter asking, “Do you believe that the president has the power to 
authorize lethal force, such as a drone strike, against a U.S. citizen on U.S. soil?”

A few weeks later, Attorney General Holder replied:

“The question you have posed is therefore entirely hypothetical. ... It is possible, I suppose, to imagine an 
extraordinary circumstance in which it would be necessary and appropriate under the Constitution and 
applicable laws of the United States for the president to authorize the military to use lethal force within the 
territory of the United States.”

And so Paul took to the floor to mount the first talking filibuster since 2010.

Democrat Ron Wyden soon joined the filibuster. “The executive branch should not be allowed to conduct 
such a serious and far-reaching program by themselves without any scrutiny because that’s not how 
American democracy works,” said Wyden.

On the other side of the aisle, Lindsey Graham called the idea of the U.S. using drones to kill American 
citizens on U.S. soil “ridiculous,” and said the controversy was the result of “paranoia between the 
libertarians and the hard left that is unjustified,” while his frequent ally John McCain, went the other way, 
calling Paul and fellow filibusterers “wacko birds” (which sounds like a good name for a cereal). Right vs. 
left was suddenly scrambled.

Not surprisingly, the poles of the debate were only partly dislodged from party affiliation, as Wyden was 
the only Democrat to join Paul — though Democrats Patrick Leahy and Jeff Merkley, along with 
Independent Bemie Sanders, did ultimately vote against Brennan.

But even if the terms of the debate on drones were only partly rearranged, it was still a step in the right 
direction. We need to stop framing the debate as a question of national security vs. human rights. Those 
in favor of drone strikes have simply assumed for themselves the national security position. From their 
perspective, it’s unquestionable that drones make us safer, so those arguing against them a) don’t care 
about protecting us, and b) must come up with some other —  and softer — rationale for their opposition. 
The problem is that this line of reasoning just isn’t true.
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Until Paul vs. Holder, the debate was largely about drone use overseas. Bringing the question to the U.S. 
definitely served to heighten the legal arguments, but the questions we are facing with the use of drones 
overseas are anything but “hypothetical.”

First, there’s the right/left-scrambling statistic that President Obama has authorized six times more drone 
strikes than President Bush —  his 300th was on Dec. 1 of last year. And what kind of national security 
return are we getting for all those aerial attacks? Since 2004, only 2 percent of those killed have been 
confirmed as militant leaders.

Even more sobering were numbers from a study by professors from NYU and Stanford last year. Relying 
on data from the Bureau of Investigative Journalism, they found that from mid-2004 to mid-2012, between 
474 and 881 civilians were killed in Pakistan. This includes 176 children. While “we may not have 
declared war on Pakistan, the people living in Northwest Pakistan under drones,” might as well be “in a 
war zone.”

And when people feel like war has been declared on them, they tend to mirror the feeling back.

“What scares me about drone strikes is how they are perceived around the world,” said retired Gen. 
Stanley McChrystal in January. “The resentment created by American use of unmanned strikes ... is 
much greater than the average American appreciates. They are hated on a visceral level, even by people 
who’ve never seen one or seen the effects of one.”

Visceral-level hate —  not exactly an effective “hearts and minds” strategy. In Iraq, it finally became 
conventional wisdom that we couldn’t win with a military strategy alone. But this kind of thinking has yet to 
penetrate the conventional wisdom on drones. We euphemistically call them “targeted strikes” but the 
collateral damage they inflict is political as well as human.

So do drone strikes make us more safe or less safe? Those in favor of them, especially those ordering 
them and charged with their oversight, seem to think the answer is so obvious that it needs no 
justification. Maybe this is because they won’t even acknowledge the facts in the first place. And, as we 
saw in Iraq, the combination of refusing to look at the facts and allowing claims of national security to go 
unquestioned can be toxic.

Arguing against drone strikes on the basis of their legality is certainly important, but there’s no reason to 
cede the national security card to the pro-droners. Even those who care deeply about civil liberties need 
to push back against the idea that this is a trade-off between civil liberties and our safety. The drone 
debate may have ended on the Senate floor, but let’s keep it going everywhere else.

Arianna Huffington is president and editor-in-chief o f Huffington Post Media Group. Her email address is 
arianna@huffingtonpost.com.
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THE SPECTACLE BLOG

Judiciary Committee Opens Domestic Drone 
Hearing
Bv Luca Gattoni-Celli on 3.20.13 @ 11:15AM

I’m live a t a Senate Jud iciary  C om m ittee hearingen titled  “The F u tu re  of 
D rones in  America: Law E nforcem ent an d  Privacy C onsiderations.”

C hairm an Leahy s ta ted  th a t the  com m ittee will a ttem p t to  conduct the 
hearing  w hile m em bers ro ta te  in  and  ou t to  take votes.

An excerpt from  C hairm an Patrick Leahy’s (D-VT) opening s ta tem en t 
follows (em phasis added):

The focus of today’s hearing is on the domestic, non-m ilitary use of drones. 
Recently, the debate about the use of unm anned aerial vehicles, or “drones”, has 

largely focused on the lethal targeting of suspected terrorists, including Americans. 
I con tin u e to  have deep con cerns about th e con stitu tion al and  legal 
im p lication s o f  su ch  targeted  k illings. I have spoken with Senator Durbin, 
and next m onth he will chair a hearing in the Constitution subcomm ittee that will 
examine these issues carefully. In addition, I will continue to  press the 
adm inistration to  provide this Committee with all relevant Office of Legal Counsel 
opinions related to the use of drones to  conduct targeted killings.

As I noted at the  beginning of this Congress, I am convinced tha t the domestic use 
of drones to conduct surveillance and collect other inform ation will have a broad 
and significant im pact on the everyday lives of millions of Americans going 
forward.

On this issue, we cannot take a short-sighted view, and we m ust realize that 
technology in th is area will advance at an incredible rate. This topic is of 
significant interest to  m any m em bers of our Committee, and I hope tha t this 
hearing will be ju st the beginning of an ongoing dialogue as to  how best to  manage 
the unique privacy th reats associated with this m odern technology, while not 
stifling this nascent industry tha t has enorm ous potential to improve our lives.
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Before giving his ow n sta tem en t, R anking M em ber Sen. Chuck Grassley (R- 
IA) said  to  Leahy th a t, “I do n ’t th in k  th e re  are  any differences betw een your 
concern  and  m y concern  on th is issue.” His w orries w ere sim ilar: “We m ust 
rem em ber th a t th e  pow er o f new  technology creates g reater responsibility” to 
p ro tec t the  rights o f o u r citizens. “J u s t because the  governm ent [observes] 
the  constitu tion  does n o t m ean it can” surveill citizens constantly . He 
invoked “Big B ro ther” an d  asserted  th a t constan t m onito ring  is incom patible 
w ith  th e  ideal of living in  a free society. A nother topic o f discussion w as the 
p o ten tia l for prosecu torial use an d  abuse of u n m an n ed  system s. “I t’s very 
im p o rtan t th a t the  A m erican people know  w hen an d  how  th e  Justice 
D epartm en t will use  these  m achines.”

Reflecting the  uncerta in ty  and  controversy  surround ing  drones, one of the  
w itnesses, M ichael Toscano, took  exception to  the  term , which he said 
carries an  unduly  negative connotation.

About the Author
L u ca  G a tto n i-C e lli is an editorial intern a t  The American Spectator and a D.C.-based 
journalist focusing on economic policy, information technology, and governm ent 
accountability. He graduated fro m  the College o f  Charleston in M ay o f  2012 with a 
degree in economics.
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D r o n e s  w i l l  r e q u i r e  n e w  p r i v a c y  l a w s ,  S e n a t e  t o l d

By JOAN LOWY
A ss o c ia te d  P r e ss  /  M arch  2 0 , 20 13

WASHINGTON (AP) — Privacy laws urgently need to be updated to protect the public from 
information-gathering by the thousands of civilian drones expected to be flying in U.S. skies 
in the next decade or so, legal experts told a Senate panel Wednesday.

A budding commercial drone industry is poised to put mostly small, unm anned aircraft to 
countless uses, from monitoring crops to acting as lookouts for police SWAT teams, but 
federal and state privacy laws have been outpaced by advances in drone technology, said 
experts appearing at a Senate hearing.

Current privacy protections from aerial surveillance are based on court decisions from the 
1980s, the committee was told, before the widespread drone use was anticipated. In general, 
m anned helicopters and planes already have the potential to do the same kinds of surveillance 
and intrusive information gathering as drones, but drones can be flown more cheaply, for 
longer periods of time and at less risk to hum an life. That makes it likely that surveillance and 
information-gathering will become much more widespread, legal experts said.

The Federal Aviation Administration recently predicted about 7,500 civilian drones will be in 
use within five years after the agency grants them  greater access to U.S. skies. Congress has 
directed the FAA to provide drones with widespread access to domestic airspace by 2015, but 
the agency is behind in its development of safety regulations and isn’t expected to meet that 
deadline.

If Americans’ privacy concerns aren’t  addressed first, the benefits of potentially 
“transformative” drone technology may not be realized, Ryan Calo, a University of 
W ashington law professor, told the Judiciary Committee.

But experts were divided on whether Congress should update federal privacy laws to set a 
national standard, or whether the responsibility should be left to state lawmakers to craft their 
own solutions. Several bills have been introduced in Congress that would, among other things, 
require warrants before drones could be used for surveillance.

A variety of drone-related bills have been introduced this year in more than 30 state 
legislatures.

There is already limited civilian drone use. The FAA has granted several hundred permits to 
state and local governments, police departments, universities and others to experiment with 
using small drones.

Initially, most civilian drones are expected to be around the size of backpack or smaller, 
weighing less than 55 pounds and unable to fly higher than  most birds. The U.S. military, on 
the other hand, uses everything from unarmed, hand-launched drones like the 2.9-pound 
Wasp to systems like the MQ-9 Reaper that flies up to 50,000 feet, has a 66-foot wingspan, 
weighs up to 10,500 pounds and can fire Hellfire missiles and guided bombs.

“I am convinced that the domestic use of drones to conduct surveillance and collect other 
information will have a broad and significant impact on the everyday lives of millions of 
Americans going forward,” said the committee’s chairman, Sen. Patrick Leahy, D-Vt.
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“Small, quiet unm anned aircraft can easily be built or purchased online for only a few 
hundred dollars, and equipped with high-definition video cameras while flying in areas 
impossible for m anned aircraft to operate without being detected,” Leahy said. “It is not hard 
to imagine the serious privacy problems tha t this type of technology could cause.”

Earlier this year, the FAA solicited proposals to create six drone test sites around the country. 
With a nod to privacy concerns, the FAA said test site applicants will be required to follow 
federal and state privacy laws and to make a privacy policy publicly available.

The test sites are supposed to evaluate what requirements are needed to ensure the drones 
don’t  collide with planes or endanger people or property on the ground. Remotely controlled 
drones don’t have a pilot who can see other aircraft the way an onboard plane or helicopter 
pilot can.

The agency has received 50 applications to create test sites in 37 states. Eventually, every state 
may have a test site, said Michael Toscano, president and CEO of the Association for 
Unm anned Vehicle Systems International, a trade association for the domestic drone 
industry.

Follow Joan Lowy on Twitter at http://www.twitter.com/AP_Joan_Lowy

© Copyright 2013 Associated Press. All rights reserved. This material may not be published, broadcast, rewritten, or 
redistributed.
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Drones will require new privacy laws, Senate told
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Associated Press

WASHINGTON (AP) - March 20, 2013 (WPVI) -  Privacy laws urgently need to be updated to 
protect the public from information-gathering by the thousands of civilian drones expected to be 
flying in U.S. skies in the next decade or so, legal experts told a Senate panel Wednesday.

A budding commercial drone industry is poised to put mostly small, unmanned aircraft to 
countless uses, from monitoring crops to acting as lookouts for police SWAT teams, but federal 
and state privacy laws have been outpaced by advances in drone technology, said experts 
appearing at a Senate hearing.

Current privacy protections from aerial surveillance are based on court decisions from the 1980s, 
the committee was told, before the widespread drone use was anticipated. In general, manned 
helicopters and planes already have the potential to do the same kinds of surveillance and 
intrusive information gathering as drones, but drones can be flown more cheaply, for longer 
periods of time and at less risk to human life. That makes it likely that surveillance and information 
-gathering will become much more widespread, legal experts said.

The Federal Aviation Administration recently predicted about 7,500 civilian drones will be in use within five years after the agency grants 
them greater access to U.S. skies. Congress has directed the FAA to provide drones with widespread access to domestic airspace by 
2015, but the agency is behind in its development of safety regulations and isn't expected to meet that deadline.

If Americans' privacy concerns aren't addressed first, the benefits of potentially "transformative" 
drone technology may not be realized, Ryan Calo, a University of Washington law professor, told 
the Judiciary Committee.

But experts were divided on whether Congress should update federal privacy laws to set a 
national standard, or whether the responsibility should be left to state lawmakers to craft their own 
solutions. Several bills have been introduced in Congress that would, among other things, require 
warrants before drones could be used for surveillance.

A variety of drone-related bills have been introduced this year in more than 30 state legislatures.

There is already limited civilian drone use. The FAA has granted several hundred permits to state 
and local governments, police departments, universities and others to experiment with using small 
drones.

Initially, most civilian drones are expected to be around the size of backpack or smaller, weighing 
less than 55 pounds and unable to fly higher than most birds. The U.S. military, on the other hand, 
uses everything from unarmed, hand-launched drones like the 2.9-pound Wasp to systems like 
the MQ-9 Reaper that flies up to 50,000 feet, has a 66-foot wingspan, weighs up to 10,500 
pounds and can fire Hellfire missiles and guided bombs.

"I am convinced that the domestic use of drones to conduct surveillance and collect other 
information will have a broad and significant impact on the everyday lives of millions of Americans 
going forward," said the committee's chairman, Sen. Patrick Leahy, D-Vt.

"Small, quiet unmanned aircraft can easily be built or purchased online for only a few hundred 
dollars, and equipped with high-definition video cameras while flying in areas impossible for 
manned aircraft to operate without being detected," Leahy said. "It is not hard to imagine the 
serious privacy problems that this type of technology could cause."

Earlier this year, the FAA solicited proposals to create six drone test sites around the country.
With a nod to privacy concerns, the FAA said test site applicants will be required to follow federal 
and state privacy laws and to make a privacy policy publicly available.

http://abclocal.go.com/wpvi/story?section=news/national_world&id=9034382&pt=print 3/20/2013

http://abclocal.go.com/wpvi/story?section=news/national_world&id=9034382&pt=print


o o Page 2 o f 2

The test sites are supposed to evaluate what requirements are needed to ensure the drones don't 
collide with planes or endanger people or property on the ground. Remotely controlled drones 
don't have a pilot who can see other aircraft the way an onboard plane or helicopter pilot can.

The agency has received 50 applications to create test sites in 37 states. Eventually, every state 
may have a test site, said Michael Toscano, president and CEO of the Association for Unmanned 
Vehicle Systems International, a trade association for the domestic drone industry.

(Copyright ©2013 WPVI-TV/DT. All Rights Reserved.)
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B ill would put tight restrictions on drone use in state | Local News | The Seattle Times

Originally published February 8 , 2013 at 8:55 PM | Page modified February 8, 2013 at 8:55 PM

B i l l  w o u l d  p u t  t i g h t  r e s t r i c t i o n s  o n  d r o n e  u s e  i n  s t a t e

A bill introduced Friday in Olympia would severely restrict the purchase and use of aerial drones by 
law-enforcement and state departments.

The Associated Press

A new bill introduced by a Republican lawmaker in Olympia would put strict restrictions on  
how law-enforcem ent agencies and state departments can buy and deploy aerial drones.

Rep. David Taylor’s proposal was introduced Friday, a day after Seattle Mayor Mike McGinn 
ordered the city’s Police Department to abandon its nascent drone program, which had 
received approval from the Federal Aviation Administration but was awaiting the go-ahead  
from the City Council.

Taylor’s extensive bill covers the purchase of drones, data collection by the unm anned aerial 
vehicles, search-warrant requirem ents and mandated audits.

The M oxee, Yakima County, lawmaker worked for about two months on the measure, which  
would regulate drones for both law-enforcement and state agencies, such as the Department of 
Ecology or the Department of Transportation.

“One reason to write this bill was to open dialogue,” Taylor said. “We need to understand where 
w e’re heading.”

Lawmakers in at least 11 states are looking at plans to restrict the use of drones over their skies 
amid concerns the vehicles could be exploited to spy on Americans. Concerns have increased 
since the FAA began establishing safety standards for civilian drones, which are becom ing 
increasingly affordable and small in size.

The Seattle Police Department bought two Draganflyer X6 vehicles through a federal grant 
without public input. The Draganflyer X6 vehicle is 36 inches wide and is 33.5 inches long, and 
stands just under a foot.

Taylor’s bill im m ediately gained the backing of the W ashington state chapter of the American 
Civil Liberties Union, which spearheaded the opposition to Seattle police drones.

“Aerial drones can provide law-enforcem ent agencies with unprecedented capabilities to 
engage in surveillance and intrude on people’s privacy,” ACLU spokesman Doug Honig said in 
an email.

So far Taylor’s bill has only Republican backers, but that’s expected to change. Across the 
country, opposition to the use o f dom estic drones has com e from
opposite sides o f the political spectrum, including civil-liberties advocates and those worried  
about governm ent intrusion.

Taylor’s m easure would require legislative approval from local or state lawmakers before a 
corresponding police agency obtains a drone, meaning a city council would have to vote before 
its police department could acquire a drone.
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Under the b ill’s provisions, an agency m ust have a warrant to use a drone unless there are 
exigent circum stances, such as search-and-rescue or hostage situations. Such situations still 
would require retroactive warrants.

The m easure calls for deletion of data gathered within 30 days if no criminal activity is 
recorded. It requires erasing data collected from people who are not the target of a drone 
deploym ent within 24 hours. It also calls for an annual report from law-enforcement agencies 
and courts showing how drones have been used, as well as an annual audit for each agency that 
uses drones.

Taylor said the bill is aimed at protecting privacy and reducing the liability of any W ashington  
agencies that use the vehicles. He added that should the bill get a hearing in com mittee, he 
expects to hear from law-enforcem ent agencies on how they would use drones.

U.S. Department o f H om eland Security drones do enter W ashington airspace occasionally, 
patrolling the Canadian border east of the Cascade mountains. The two Predator-B aircraft are 
based in North Dakota.
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B RU CE G JO V IG : D o n ’t  s tra p  tie -d o w n s on  N .D .’s ch an ce  to  so a r
House Bill 1373 is a bill to limit the use of unmanned aircraft systems for surveillance by law enforcement except by use of search warrant. 

By: Bruce G jovig, Grand Forks Herald

GRAND FORKS — H ouse Bill 1373 is a  bill to limit the u se  of unm anned aircraft system s for surveillance by law enforcem ent except by u se  of search  
warrant.

This bill s e n d s  the  wrong m essa g e  to the Federal Aviation Administration at a  time when North Dakota is heavily invested in UAS and wants to secu re  one of 
six UAS integration te s t sites.

T h ese  s ites will lead the way in the testing, developm ent and m aintenance of UAS and the training of the sy s tem s’ operators.

Even negative publicity can  hurt that application in the  next few m onths a s  the FAA is looking for any reason  to narrow the pool of applicants.

The FAA w ants to sen d  UAS integration activity to s ta te s  w here the UAS innovation and technology are  welcom ed, not fought. That is good governm ent 
policy to pave the way for sa fe , efficient and prudent integration of UASs in the future.

FAA application guidelines for the UAS integrations tes t site say  the ag en cy ’s  preference is for a  s ta te  without laws limiting aircraft operations within the 
p roposed tes t site area . That could be interpreted to include HB 1373.

T he FAA’s “U nm anned Aircraft S ystem s Test Site Selection” docum ent s ta tes, “Applicants that declare there are  no local/state s ta tu tes limiting aircraft
operations within the  proposed T est Site a rea  would be scored  highest.”

Let the A irspace Integration Team  in North Dakota subm it an application in 2013 that is unfettered with unnecessary  limitations.

Tough competition

The FAA competition is going to be  tough, a s  more than 28 s ta te s  are competing for six UAS designations. A sta te  law that regulates and restricts drone use  
likely will hurt North D akota’s  ch an ces by lowering the s ta te ’s score.

Let us not chance  it for a  law that is prem ature at best — likely totally unneeded  and based  on fear, not facts.

Being one  of six te s t s ites is tan tam ount to being one of the  hubs of this em erging industry. North Dakota is well positioned to welcom e and attract m any
UAS-related com panies and their high-paying, high-tech jobs.

Grand Forks is committing to a  220-acre UAS B usiness Park to provide up to 1.2 million squ are  feet of facilities and infrastructure and a  dynamic community 
in which to develop the  UAS industry.

Over five to 10 years, it is projected this UAS B usiness Park will support 3,700 jobs related to the UAS industry.

Ultimately, this is about innovation, high-paying jobs, econom ic developm ent and significant u se s for unm anned system s in agriculture, energy and so on.

For example:

• UAS will be used  in precision farming to offer lower cost, higher resolution and more efficient monitoring and detection of d ise a se s  and stress  in valuable
crops such  a s  corn, soybeans, su g ar beets, potatoes, w heat and more.

The earlier the  detection of insects and d isease , the fewer chem icals can  be used , a  fact th a t’s good for farm ers and consum ers alike.

North Dakota h as been  a  leader in adapting precision agriculture to maximize quality, efficiency and profitability on farm s. North Dakota farm ers want to 
pioneer the u se  of unm anned  aircraft system s.

A UAS test site will allow that.

• UAS will be used  to monitor and inspect hundreds of miles of pipelines and transm ission lines, doing a  better job a t less cost.

UAS can  inspect and monitor flared gas s ites and tes t for chem icals that can be harmful or even deadly. UAS are  b est used  for task s that are “dirty, 
dangerous or dull.”

Let us be a  leader in the developm ent of this innovative technology for commercial uses.

• UAS can  monitor and count wildlife at a  sa fe  distance to cau se  the least disruption.
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• P e rh ap s a  UAS will deliver a  pizza to your door som eday, but I am not betting on that one.

Another problem with HB1373 is that the bill would c rea te  a  new legal framework that would treat the use  of unm anned aircraft differently than the u se  of
m anned  aircraft. Law enforcem ent h a s  em ployed m anned aircraft for d e ca d es  and with the full approval of the U.S. Suprem e Court.

So, passing  entirely new law s m akes no se n se . Police officers know they are  under a  m icroscope on the use  of unm anned aircraft, and they a re  very 
cautious b ecau se  they  se e  the great potential to en h an ce  safety, help with search  and rescue  m issions and save  lives.

They will not be  reckless a s  this is a  tool for safety.

Phone vs. drone

W e have m ore to fear from a  cam era  phone than a  cam era  drone when it com es to invasions of privacy. It w as a  cam era  phone, not a  drone, that caught 
Prince Harry with his pants down.

Privacy concerns need  to be  respec ted  and will be. The International Association of Chiefs of Police, the world’s  largest police organization, issued 
recom m ended policies and procedures for law en forcem ent’s  u se  of UAS to ensu re  the technology is u sed  safely, responsibly and in a  way that respec ts 
privacy.

R ather than banning the u se  of UAS and the  benefits the  aircraft provide, law enforcem ent should be encouraged  to adopt th ese  regulations, which won
praise even from the American Civil Liberties Union.

Likewise, the  Association for Unm anned Vehicle S ystem s International, the trade association for the  UAS industry, put out a  code of conduct that ad d resses  
the safe  and responsible u se  of UAS.

Wrong law, wrong time

In other words, the rules of the road are  being put into place. But sea t belt laws did not com e about before cars even w ere on the road.

There a re  w ays to m eet peop le’s privacy concerns, and C ongress is reviewing those proposals now. North Dakota d o es not need  to duplicate or replicate 
what C o n g ress is doing.

If s ta te  law s still are n eeded , they can be p a sse d  two y ears from now. There is no rush.

P lease  kill HB 1373 before it kills innovation.

Gjovig is en trepreneur coach and CEO at the  UND C enter for Innovation.

Tags: gf and egf, north dakota, nd politics, unmanned aircraft systems, opinion, updates, uas 
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GRAND FORKS COUNTY SHERIFF’S DEPARTMENT
PO BOX 12608 

GRAND FORKS, NORTH DAKOTA 58208-2608 
122 SOUTH FIFTH STREET, SUITE 210 

PHONE: 701-780-8280 FAX: 701-780-8307
__________SHERIFF ROBERT W ROST_________

Don't try to  fix something that Is not broken...

We must have missed something...Has there been a sudden rash o f invasion of privacy 
cases Involving unmanned aircraft systems (UAS, the devices the media has dubbed "drones") 
in North Dakota? North Dakota House Bill 1373 would lead one to  believe that this Is the case. 
HB-1373 is a North Dakota House Bill, aimed at unmanned aircraft systems, which is currently 
being reviewed by the North Dakota Senate Judiciary Committee. The proposed law imposes 
unnecessary reporting requirements on law enforcement; falls to  Identify the agency 
responsible for monitoring compliance; and will discourage North Dakota law enforcement 
agencies from establishing UA5 Units. The end result will be that the citizens o f North Dakota 
are deprived of a valuable technological resource that could assist in locating lost persons, 
monitor disasters, and help apprehend dangerous criminals.

The privacy protection detailed in HB 1373 already exists. This Important protection was 
granted by the U.S. Supreme Court 99 years ago in the case of W eeks vs. U.S. (232 U.S 383} and 
later applied to all states in Mapp v. Ohio (367 U.S. 643). The ensuing legal concept is called the 
"exclusionary rule" and prohibits the admission of Illegally obtained evidence in a criminal trial. 
The exclusionary rule places the question of evidence admissibility before the courts, the 
branch of government our founding fathers charged with the responsibility of deciding such 
important matters.

HB-1373 is clearly focused on law enforcement use of UAS and almost completely 
ignores the significant risks o f privacy Infringements by non-law enforcement entities such as 
the news media or the voyeuristic neighbor who enjoys flying his UAS over your home. The true 
risk of Invasion of privacy rests with private individuals who are not subject to the proposed 
law, Federal Aviation Administration regulations, or well-developed policies and procedures.

The proposed law dictates that search warrants permitting use of UAS may only be 
Issued in criminal investigations. This requirement would prohibit a state or local agency from 
obtaining a search warrant to conduct an administrative investigation focused on suspicion of 
an administrative violation such as dumping toxins into our beautiful North Dakota lakes and 
rivers, Why?

The idea the U.S. Congress, or a state legislature, passing legislation to attempt to 
control a technology, such as UAS, that is still maturing and growing is premature and ill- 
advised. It is unprecedented in any other technology including telephones and computers. Each 
of those technologies was allowed to mature prior to the enacting of privacy related legislation. 
And, such legislation was only enacted when problems with privacy protection related to those 
technologies arose. Enacting UAS related privacy legislation will have a chilling effect on the
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development of UAS technology, Slowing the development of UAS technology will deprive 
North Dakotans of the significant public safety missions that UAS can perform.

The reality is that only two law enforcement agencies In the State of North Dakota (U.S. 
Customs and Border Protection and the Grand Forks County Sheriff's Department) have 
received authorization from the Federal Aviation Administration to operate unmanned aircraft 
systems. I cannot address U.S. Customs and Border Protection policies regarding UAS. However, 
as the Sheriff of Grand Forks County, I can provide a synopsis of Grand Forks County Sheriff's 
Department (GFSD) policies and procedures related to the operation of UAS. The GFSD UAS 
Unit is a collaborative research effort with the University of North Dakota and two UAS 
manufacturers, Aerovironment and Draganfly Innovations. The UAS research project goals 
focus on determining If UAS can be used effectively In public safety missions. The GFSD UAS 
Unit is subject to the "GFSD UAS Unit Policy and Procedures Manual" which dictates strict 
safety and privacy protections. The GFSD Intends to utilize UAS for essential public safety 
missions such as searching for lost people, post-disaster damage assessments, crime and traffic 
accident scene photography, and searches for dangerous criminals. There are no plans to utilize 
the aircraft for covert surveillances, (n fact, the limited flight duration and llne-of-slght 
limitations of the UAS we utilize make them very poor platforms for that type of mission. In 
addition to adherence with Internal policies and procedures, our UAS operations must comply 
with numerous Federal Aviation Administration requirements including remaining at or below 
400' above-ground-level and within line-of-sight of the UAS pilot. These requirements 
effectively limit UAS flights to within H mile of the operator. One final check and balance is the 
review of all UAS research project mission sets by the University of North Dakota's Unmanned 
Aircraft Systems Research Compliance Committee, This committee is composed of fifteen 
members representing local government, local citizens, UND faculty and administrators, and 
local public safety agencies, The committee is charged with the duty of applying community 
standards and values when evaluating all UND UAS research projects. No UAS mission is 
launched unless it has been pre-approved by the committee.

An Interesting aspect of UAS operations is the need to comply with all of the previously 
listed privacy requirements, If GFSD had chosen to purchase a small manned aircraft, none of 
the listed requirements would apply, In fact, anyone Is free to fly over almost any location and 
make observations from a manned aircraft. The Important message here is that unmanned 
aircraft systems operated by government agencies are already subject to significant additional 
scrutiny in contrast to manned aircraft operated by law enforcement agencies.

In an opinion piece, appearing on the editorial page of the March 8, 2013 edition of the 
Grand Forks Herald, Steve Morrison makes some seriously misleading statements that require 
correction. Mr. Morrison says that "Drones are, essentially, highly sophisticated remote control
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aircraft. They range in size from the largest military drones like the Predator down to drones 
that look like a mosquito.” The reality is that most small UAS have about the same 
sophistication as a RC model aircraft purchased from a hobby store and none are as small as a 
mosquito. Later in the article, Mr. Morrison states that small UAS payloads can carry "small 
weapons." It is this type of unfounded and sensationalized statement that causes the public 
concern. Again, the reality is that Small UAS are woefully inadequate platforms for weapons. No 
law enforcement agency Is currently arming small UAS and arming of our UAS is expressly 
prohibited by Grand Forks County Sheriff's Department policies and procedures, If law 
enforcement agencies wished to arm aircraft wouldn't the over 200 local and state law 
enforcement agencies that use manned aircraft have armed them? Again, the reality is that 
there are no non-federal U.S. law enforcement agencies operating armed aircraft, unmanned or 
manned, and no agency has expressed a plan to do so in the future.

Small unmanned aircraft systems have a yet to be determined number of applications to 
both humanitarian and law enforcement missions. North Dakota is positioned to be a leader in 
this exciting new field. Enacting laws which limit the use of unmanned aircraft systems is an 
attempt to fix something that is not broken, it sends the wrong message to the Federal Aviation 
Administration who will, in the near future, be reviewing North Dakota's proposal to be 
selected as one of six UAS national test sites. Retirement of HB-1373 and creation of a 
legislative study session group to research UAS Is a much more logical and measured approach 
to this Issue.

R o b e r t  W. R o s t
Graot? F o r k s  C o u n ty  S h e r i f f

I
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Domestic drones are already reshaping US crime-fighting
Last updated: Monday, March 04, 2013 12:13 AM

G R A N D  JU N C T IO N , C O L O . — As US authorities grapple with how to regulate the use of unarmed drones in US skies, a small network of police, 
first responders and experts is already flying unmanned aircraft.

These operators say rapidly evolving drone technology is already reshaping disaster response, crime scene reconstruction, crisis management and 
tactical operations. Critics of US domestic drone use worry about privacy and safety.

Several dozen local police departments, federal agencies and universities have special FAA permits to fly drones in US airspace.

“Like a lot of law enforcement agencies, our first thoughts were, 'Cool! Let’s use it for tactical missions -  for chasing bad guys across the county,’” 
said Ben Miller, a Mesa County, Colorado, sheriffs deputy. “But the reality is you’ll have a mission like that once or twice a year," he said. “The real 
utility of unmanned aerial systems is not the sexy stuff. It’s  the crime scene and accident reconstruction.”

Miller’s department in rural western Colorado has the widest approval to fly drones of any local law enforcement agency in the US.

Mesa has flown 40 missions in just over three years, “none of them surveillance,'' said Miller, who crafted the department’s drone program and 
spent a year devising training protocol for fellow deputies before receiving FAA approval. “We can now bring the crime scene right into the jury box, 
and literally re-enact the crime for jurors,” he said.

Recent applications to the FAA, obtained by the civil liberties group Electronic Freedom Foundation, indicate many police want drones for drug 
investigations, covert surveillance and high-risk tactical operations.

Domestic drones currently cost anywhere from $10,000 to $20,000 for a small system like the DraganflyerX6, which stays aloft only 15 minutes, to 
more than $1 million for sophisticated fixed-wing drones that can remain aloft for hours.

Military models are also being used by the Department of Flomeland Security, which has a fleet of at least 10 unarmed Predator drones, powerful 
enough to identify a tennis shoe from 60,000 feet up.

First-generation drones can’t yet carry an onboard sense-and-avoid system, a requirement of manned aircraft. Experts said mass-produced, drone- 
mounted sense-and-avoid technology is still two to five years away. FAA officials are required to open US skies in 2015 to widespread use of 
unmanned aircraft by public agencies and private industry.

The boom in drone use, both private and public, is also raising privacy concerns.

Civil liberties groups are urging federal and state legislators to place immediate restrictions on drone use by US law enforcement agencies. At least 
15 states have drafted legislation that would restrict drone use. In Seattle last month, a public outcry prompted the mayor to order the police chief to 
return the department’s two new drones to their manufacturer. — Agencies
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Chris Francescani / Reuters
A Draganflyer X6, six-rotor remote controlled helicopter, which can fly up to 20 mph and travel a quarter mile, is 

pictured at the Grand Valley Model Airfield in Mesa County, Colo. The Draganflyer X6 is a property of Mesa County 
Sheriff's Department.

By Chris Francescani 
Reuters

NEW YORK — They hover over Hollywood film sets and professional sports events. They track 
wildfires in Colorado, survey Kansas farm crops and vineyards in California. They inspect miles of 
industrial pipeline and monitor wildlife, river temperatures and volcanic activity.

They also locate marijuana fields, reconstruct crime scenes and spot illegal immigrants breaching 
U.S. borders.

Tens of thousands of domestic drones are zipping 
through U.S. sides, often flouting tight federal
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Tea years of war have given robot developers a chance to refine and 
improve their bots. Now the robots are finding all sorts of new jobs on the 
hotnefront.

greater danger to the national airspace."

For decades, model airplane hobbyists 
have been allowed to fly small, remote- 
controlled aircraft up to 400 feet and at 
least a quarter mile from any airport. While 
public agencies can get permission to use 
unarmed drones, all commercial use 
remains banned.

"As a hobbyist - 1 can do whatever I want 
right now, within remote-control 
guidelines," said Bateson, the aerial 
photographer. "But as soon as you turn it 
into a business ... the FAA says you are 
violating the national airspace."

Bateson said that whether his drone shoots 
video for fun or for profit, "There is no

Last year the National Football League petitioned the FAA to speed the licensing of commercial 
drones, joining Hollywood’s Motion Picture Association of America, which has been lobbying the 
agency for several years, an MPAA spokesman told the drone news website UAS Vision.

The FAA has issued 1,428 drone permits to universities, law enforcement and other public agencies 
since 2007, when the agency formally banned commercial drone use. Of those, 327 permits remain 
active, said FAA spokesman Les Dorr.

Tough to enforce
Bateson flies a customized 48-inc.h-wide Styrofoam fixed-wing remote-controlled aircraft that cost 
about $20,000 - compared with up to $1 million for a helicopter. He said his aircraft has logged 
1,800 miles and has recorded 60 hours of high-resolution video. He said he has never run into 
trouble with the FAA.

Patrick Egan, an unmanned aircraft consultant to the U.S. military and editor of sUAS News, a drone 
news website, said the FAA’s commercial ban on drones is unenforceable.

"How do you possibly enforce these regulations?" he said.

Earlier this year, Connecticut marketing firm ImageMark Strategy and Design launched a drone- 
powered aerial photo and video service to offer to its existing clients, which include universities, golf 
resorts and real estate firms.

Partner Scott Benton said his company invested about $20,000 in remote-controlled multi-rotor 
copters equipped to cany camcorders or SLR digital cameras with swivel tilts. Benton said he wasn't 
even aware of FAA restrictions on commercial drone use until after he purchased all the equipment.

He said his company plans to charge clients for editing and post-production work, not the drone 
flights.

Many commercial drone operators offer similar arguments. Some say they operate only on private 
land. Others say they are selling data, not drone flight time.

Advertise | AdChoice©>

Still others say they will simply 
take their chances.

http://openchannel.nbcnews.com/_news/2013/03/04/17181948-damn-the-regulations-drones... 3/6/2013

http://openchannel.nbcnews.com/_news/2013/03/04/17181948-damn-the-regulations-drones


o o
Page 4 of 8

"Honestly?" said one 
commercial operator, who 
requested anonymity to protect 
his business. "My hope is that 
I'm far afield enough and small 
enough potatoes to the FAA 
that I can fly under the radar 
on this one."

Privacy concerns
In 2011, News Corp's tablet news site, the Daily, sent a Microdrone MD4-1000 into the skies over 
Alabama, Missouri and North Dakota to capture dramatic aerial footage of flood damage. A 
subsequent FAA investigation resulted in a warning, an FAA spokesman told Reuters. A News Corp 
spokesman declined to comment.

Last fall, a collective shudder rose up from Hollywood when false reports surfaced that the aggressive 
tabloid news website TMZ was seeking permission to fly its own drone.

The report was false, but it raised concerns.

"I'm less worried about the police getting a fleet of drones than I am about the news media," said 
Egan.

"Imagine what it will be like when the paparazzi can send a fleet of drones into the Hollywood hills."

The boom in drone use, both private and public, is also raising privacy concerns.

Civil liberties groups are urging federal and state legislators to place immediate restrictions on drone 
use by U.S. law enforcement agencies, which have historically been quick to capitalize on emerging 
technology like cell phone tracking.

At least 15 states have drafted legislation that would restrict drone use. In Seattle last month, a public 
outcry prompted the mayor to order the police chief to return the department's two new drones to 
their manufacturer.

Blacksheep drones
An even bigger concern for many is security. The activities of some drone operators are fueling fears 
about the potential for terrorism, or that drones could interfere with manned air traffic and cause an 
accident.

A group of skilled drone operators using "first person view," or FPV, technology, has sent Ritewing 
Zephyr drones that capture high-quality video of visual thrill rides around some of the world's most 
famous landmarks.

The group, known as Team Blacksheep, has made a series of videos using drones circling the torch on 
New York City's Statue of Liberty and London's Big Ben clock tower. Team Blacksheep's FPV drones 
have darted through the arches of the Golden Gate Bridge and buzzed the peak of the Matterhorn.

The -videos, captured at dizzying angles, are wildly popular online, but hobbyists and other drone 
enthusiasts worry that such videos give the industry a bad name.

"Those are the people the FAA should be going after," Bateson said.

A Team Blacksheep founder did not respond to requests for comment on security concerns.
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Would-be attackers have already tried to exploit drones. Last fall, a Massachusetts man was 
sentenced to 17 years in prison for plotting to attack Washington, D.C., with three remote-controlled 
airplanes carrying C-4 explosives.

Related stories

White House: Congress to get classified drone info

Justice Department memo reveals legal case for drone strikes on Americans 

Anticipating domestic boom, colleges rev up drone piloting programs

Drones may also be vulnerable to hacking.

Last summer, Department of Homeland Security officials challenged Texas aerospace engineering 
professor Todd Humphreys and his class to tiy to "spoof' a DHS drone's GPS system.

GPS "spoofing" is a technique by which a vehicle's GPS receiver can be tricked and taken over by a 
slightly more powerful signal that mimics the attributes of the original signal - essentially an airborne 
hack.

Humphreys and his students succeeded in hacking the drone and took control of its flight path.

If a college class "can spoof the GPS, what can other nation states or terrorist groups do?" 
Representative Paul Broun (R-Ga.) asked at a recent congressional hearing on domestic drones.

of what they see as a slow U.S. 
response to a rapidly evolving 
technology.

"The Chinese are going to kill 
us," said Texas pilot Gene 
Robinson, who spent $20,000 
designing an innovative fixed- ] 
wing drone for search-and-
rescue missions. "They have copied every single design, including mine, that they can get their hands 
on."

Robinson said he installed Web-tracking software on his drone design Web page and then watched 
last spring as a Chinese design company "spent a month on my Web page... reverse-engineered my 
design" and began selling mass-produced copies in December - for $169.

Side-by-side pictures of Robinson's model and the Chinese model that he showed a reporter look 
virtually identical.

Robinson went online and ordered one of Chinese models - to see if he could attach his equipment to 
the cheaper version.

"It was a dog, a pig," he said. "It didn't fly worth a damn."

More from  Open Channel:
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worry about the consequences
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Yahoo! News The Upshot 
TPM Muckraker 
Washington Post Investigations 
WhoWhatWhy forensic 
journalism
New England Center for 
Investigative Center at Bos 
Wisconsin Center for 
Investigative Journalism 
Pulitzer Center on Crisis 
Reporting
Schuster Institute for 
Investigative Journalism, B 
MinnPost.com
The Washington Independent 
AU Investivative Reporting 
Workshop

Have an idea?
Send vour ideas and 
documents for investigative 
stories.

Become a fan on Facebook Follow on Twitter

Michael Isikoff
Michael Isikoff joined NBC News in July 
2010 as national investigative 
correspondent. He had been at Newsweek 
since 1994 as an investigative 
correspondent. He has written extensively 
on the U.S. government's war on terrorism, 
the Abu Ghraib scandal, campaign-finance 
and congressional ethics abuses, 
presidential politics and other national 
issues.

A inn a Nawaz
Amna Nawaz is Bureau 
Chief/Correspondent for NBC News' 
Pakistan bureau. She reports for all NBC 
News platforms from across the country 
and the region. Previously, she reported 
for the network's investigative unit.

Mike Brunker. Investigations 
Editor. NBC News
Mike Brunker is the investigations editor at 
NBCNews.com. He's worked for the site 
(formerly msnbc.com) as a reporter and 
editor since August 1996. Before that, he 
was an editor at the San Francisco

Mike Brunker, investigations Editor, NBC 
News Blogroli
While Collar Crime Prof blog 
The Volokh Conspiracy: Legal 
news now
Frederick Lane Blog -  legal 
news

Sports Law Blog
Business of Horse Racing Blog
The Long War Journal
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Examiner and Hayward Daily Review in 
California.

Social Networking Law Blog

The Red Tape Chronicles -  
consumer/lech news

Page 8 of 8

Azriel James Relph
Azriel James Relph is a researcher for 
NBC News Investigations. He is a 
graduate of the CUNY Graduate School of 
Journalism, and was a reporter for several 
years at the Hunts Point Express -- a 
South Bronx newspaper serving the 
poorest Congressional District in the 
United Sates. He has written for 
Newsweek, The Daily Beast, and 
MSNBC.com.

Robert Windrem
Robert Windrem is investigative producer 
for special projects at NBC Nightly News. 
He is also a Fellow at the Center on 
National Security at Fordham Law School. 
He has worked at NBC News for more 
than three decades, focusing on issues of 
international security, strategic policy, 
intelligence and terrorism.

M. Alex Johnson
M. Alex Johnson is a reporter for NBC 
News specializing in national affairs, 
technology and data analysis. He joined 
NBC News in 1999 from The Washington 
Post.

M. Alex Johnson Blogroll

Alex Johnson — Journalist at 
Large
Ars Technica 
Krebs on Security 
GetStats 
Technolog
Sophos Security Trends

Muckety
Pew internet Research 
Investigative Reporters and 
Editors
Fund for Investigative
Journalism
Data Journalism Blog

Follow Alex
Twitter
Facebook
Linkedln

Follow on Twitter Follow on Facebook
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Most Commented
Holder: No drone strikes in US, except in 
'extraordinary circumstance' (1559)
New al-Qaida terror guidebook urges young 
extremists to think small (225)
Lawyers for Gitmo prisoners decry 'alarming' 
conditions at camp (184)
Damn the regulations! Drones plying US skies 
without waiting for FAA rules (162)
Philosophical duel developing over more cops in 
schools (122)
Prison costs: One of Chicago's priciest 
neighborhoods isn't what you'd expect (77)
Chinese trader indicted in US accused of busting 
Iran missile embargo (29)

Other blogs
The Body Odd
Cosmic Log
Red Tape Chronicles
PhotoBlog
Gadgetbox
Technolog
US News
Open Channel
InGame

jilfc top stories
Crowds mourn as Chavez's coffin taken to 
streets
'Wallpaper paste' snow shuts down nation's 
capita!
How workers survive on $7.25 per hour
Obama reaches out to Senate Republicans
Suspect in NYC hit-and-run killed original 50 
Cent
Here we go again: Big asteroid on the way 
Woman wears wedding dress around the world 
Some miss out on stock market party 
Dow pierces through 14,300 mark for first time 
Actress Valerie Harper has terminal brain cancer
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UNMANNED SYSTEMS NEWS

Weekend Roundup
By: D anielle Lu cey, Mar 8,2013 4:28 PM

A roundup of noteworthy news in the unmanned 
systems and robotics world this week, including 
Big Dog's new throwing skills and Gray Eagle's 
new home...
Read More

Teledyne Acquires RESON
By: D anielle Lu cey, Mar 6,2013 9:56 AM

Teledyne Technologies, parent company of the 
Gavia UAV, has completed the purchase of 
RESON A/S, the Denmark-based maritime 
acoustics company.
Read More

DARPA Wants UAVs on Small Ships 
Throughout Ocean
By: D anielle Lu cey, Mar5 ,20132:36 PM

DARPA recently announced a new program that 
aims to cut down on response time for ISR 
information for the Department of Defense by 
strategically positioning...
Read More

Weekend Roundup
By: D anielle Lu cey, Mar 1,201311:38 AM

A roundup of noteworthy news in the unmanned 
systems and robotics world this week, including 
DHS' privacy working group and BMW's driverless 
car plans...
Read More
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Association News

AUVSI Joins New Coalition to Promote 
Innovation, Jobs and Safety
By: M elanie Hinton, Mar 4,2013 4:03 PM

The Virginia Technology Alliance for Public Safety 
(VATAPS) announced its official launch as a 
grassroots coalition promoting the economic 
development...
Read More

AUVSI Statement on FAA’s Request for 
Proposals to Receive an FAA UAS Test 
Site
By: M elanie Hinton, Feb 14, 2013 4:22 PM

"Today's announcement by the FAA is an 
important milestone on the path toward unlocking 
the potential of unmanned aircraft, and creating 
thousands of...
Read More

ADVOCACY NEWS g j

AUVSI joins coalition in Virginia
By: Mario Mairena, Mar 5,2013 9:39 AM

On 4 March, AUVSI joined The Virginia Technology 
Alliance for Public Safety (VATAPS) to promote 
economic development and public safety benefits 
derived...
Read More....

Anti-UAS legislation awaits Va. governor’s 
signature
By: Mario Mairena, Feb26,20133:06PM

During its 45-day legislative session the Virginia 
General Assembly introduced four anti-UAS bills, 
which either placed a moratorium or severely 
restricted...
Read More....

MEMBERSHIP SPOTLIGHT §3

Persistent Systems
By: K yle  Culpepper, Feb 22,2013 4:00 PM
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collaborative display - Saguaro Chapter
Chapter Event 
Mar 8 - 9
Yuma, AZ, United States
Unmanned Systems Roadmap to the Future - 
Pathfinder Chapter
Chapter Event 
Mar 12 -14
Huntsville, AL, United States 
Register Now
To Mars and Beyond: A Look at NASA’s Robot 
Initiatives
Webinar
Mar 20,3:00 PM - 4:00 PM (Eastern Standard Time)
United States 
Register Now
A Washington Conversation on Unmanned 
Systems
Chapter Event
Mar 21, 8:00 AM - 7:00 PM (Eastern Standard Time)
Arlington, VA, United States 
Register Now
2013 Oklahoma UAS Summit
Advocacy Event
Mar 26,7:30 AM - 5:30 PM (Central Standard Time) 
Norman, OK, United States
Conference on Unmanned Systems in 
Agriculture - Atlanta Chapter
Chapter Event 
Mar 28 - 29
Tifton, GA, United States 
Register Now
AUVSI Hill Day: National Robotics Week
Advocacy Event
Apr 9,11:30 AM - 7:30 PM (Eastern Standard Time) 
Washington, DC, United States
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Systems magazine (AUVSI members only)
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V is io n s  o f D ro n e s S w a rm in g  U .S . S k ie s  
H it  B ip a rtisa n  N erve
B y S C O T T  SH A N E and M ICH A EL D. S H E A R

W A S H IN G T O N  —  T h e  d e b a te  g o e s  to  th e  h e a rt  o f  a  d e e p ly  ro o te d  A m e r ic a n  s u s p ic io n  a b o u t th e  

g o v e rn m e n t, th e  m ilit a r y  a n d  th e  s u r v e illa n c e  s ta te : th e  s p e c te r  o f  d ro n e s  s t r e a k in g  th r o u g h  th e  

s k ie s  a b o v e  A m e r ic a n  c it ie s  a n d  to w n s , c o n tr o lle d  b y  fa c e le s s  b u r e a u c r a ts  a n d  e q u ip p e d  to  s p y  o r  

k i l l .

T h a t  B ig  B r o th e r  im a g e r y  — c o n ju r e d  u p  b y  S e n a to r  R a n d  P a u l o f  K e n t u c k y  d u r in g  a  m o re  th a n  1 2 - 

h o u r  f ilib u s t e r  t h is  w e e k  — h a s  a n im a te d  a s u r p r is in g ly  d iv e rs e  s w a th  o f  p o lit ic a l in te r e s ts  th a t  

in c lu d e s  m a in s tre a m  c iv i l  lib e r t ie s  g ro u p s , R e p u b lic a n  a n d  D e m o c r a t ic  la w m a k e rs , c o n s e rv a t iv e  

r e s e a r c h  g ro u p s , l ib e r a l a c t iv is t s  a n d  r ig h t -w in g  c o n s p ir a c y  th e o r is ts .

T h e y  a g re e  o n  l it t le  e ls e . B u t  M r. P a u l’s  s o lilo q u y  h a s  ta p p e d  in to  a  c o m m o n  a n x ie t y  o n  th e  le ft  a n d  

th e  r ig h t  a b o u t th e  d a n g e rs  o f  u n c h e c k e d  g o v e rn m e n t. A n d  it  h a s  e x p o s e d  fe a rs  a b o u t u lt r a ­

a d v a n c e d  te c h n o lo g ie s  th a t  a re  fu e le d  b y  th e  in c r e a s in g ly  f in e  lin e  b e tw e e n  s c ie n c e  f ic t io n  a n d  re a l 

life .

D r o n e s  h a v e  b e c o m e  th e  s u b je c t  o f  u rg e n t  p o lic y  d e b a te s  in  W a s h in g to n  a s  la w m a k e rs  fro m  b o th  

p a r t ie s  w r a n g le  w ith  P r e s id e n t  O b a m a  o v e r  t h e ir  u s e  to  p ro s e c u te  th e  f ig h t  a g a in s t  t e r r o r is m  fro m  

th e  s k ie s  a b o v e  c o u n tr ie s  l ik e  P a k is t a n  a n d  Y e m e n .

B u t  th e y  a re  a ls o  a  p a r t  o f  th e  p o p u la r  c u ltu re  — to y s  s o ld  b y  A m a z o n ; c e n tr a l p lo t  p o in ts  in  

“ H o m e la n d ” a n d  a  d o z e n  o th e r  t e le v is io n  sh o w s  a n d  m o v ie s ; th e  s u b je c t  o f  e n d le s s  m a c a b re  

h u m o r , n o ta b ly  b y  T h e  O n io n ; a n d  e v e n  th e  s u b je c t  o f  p o e try . ( “O d e  to  th e  M Q - 9  R e a p e r ,” a  s e r io u s  

w o r k  b y  th e  B r o o k ly n  p o e t J o e  P a n  th a t  w a s ju s t  p u b lis h e d  in  th e  jo u r n a l E p ip h a n y , d e s c r ib e s  th e  

d ro n e  a s  “u lt r a -c o o l &  p ro m o  s lic k ,  a  p re d a to ry  d a r t ” th a t  is  “a s  s e lf-a w a re  a s  s ilv e r w a r e .”)

B e n ja m in  W itte s , a  n a t io n a l s e c u r it y  s c h o la r  a t  th e  B r o o k in g s  In s t it u t io n  w h o  h a s  w r it te n  

e x te n s iv e ly  a b o u t d ro n e s , s a id  h e  th o u g h t  M r. P a u l’s  m a ra th o n  w a s  a  “d u m b  p u b lic it y  s t u n t .” B u t  

h e  s a id  it  h a d  to u c h e d  a  n a t io n a l n e rv e  b e c a u s e  th e  te c h n o lo g y , w ith  it s  m y r ia d  im p lic a t io n s , h a d  

a lre a d y  d e e p ly  p e n e tra te d  th e  c u ltu re .
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“ O v e r  th e  la s t  y e a r  o r  s o , t h is  t h in g  th a t  w a s  th e  p r o v in c e  o f  a  s m a ll n u m b e r  o f  t e c h n o lo g is ts  a n d  

n a t io n a l s e c u r it y  p e o p le  h a s  e x p lo d e d  in to  th e  la r g e r  p u b lic  c o n s c io u s n e s s ,” M r. W itte s  s a id .

O n  th e  r ig h t , M r. P a u l h a s  b e c o m e  a n  o v e r n ig h t  h e ro  s in c e  h is  f ilib u s t e r . S e lf -p r o c la im e d  d e fe n d e rs  

o f  th e  C o n s t it u t io n  h a v e  s h o u te d  t h e ir  a p p r o v a l o n  T w it t e r , u s in g  th e  h a s h ta g  # S ta n d W it h R a n d  

a n d  d e c la r in g  h im  to  b e  a  w e lc o m e d  m e m b e r o f  t h e ir  le s s - is -b e t te r -g o v e r n m e n t  c lu b .

“T h e  d a y  t h a t  R a n d  P a u l ig n it e d  L ib e r t y ’s  T o r c h  in s id e  th e  b e ltw a y !” o n e  T e a  P a r t y  a c t iv is t  w ro te  

o n  T w it t e r . “M a y  it  n e v e r  b e  e x t in g u is h e d !”

B u t  e v e n  a s  th e  r ig h t  s w o o n e d , th e  le ft  d id , to o . S e n a to r  R o n  W y d e n  o f  O re g o n  — th e  o n ly  

D e m o c ra t  to  jo in  M r. P a u l’s  f ilib u s t e r  — s a id  th e  u n e x p e c te d  a r r a y  o f  p o lit ic a l fo rc e s  w a s  ju s t  th e  

b e g in n in g , e s p e c ia lly  a s  C o n g r e s s  a n d  th e  p u b lic  fa c e  th e  n e w  te c h n o lo g ie s  o f  2 1 s t -c e n t u r y  w a rfa re .

“ I  b e lie v e  th e re  is  a  n e w  p o lit ic a l m o v e m e n t e m e r g in g  in  t h is  c o u n tr y  t h a t ’s  s h a k in g  fre e  o f  p a r ty  

m o o r in g s ,” M r. W y d e n  s a id . “A m e r ic a n s  w a n t a  b e tte r  b a la n c e  b e tw e e n  p r o te c t in g  o u r  s e c u r it y  a n d  

p r o te c t in g  o u r  lib e r t y .”

P . W . S in g e r , w h o s e  2 0 0 9  b o o k  “W ir e d  fo r  W a r: T h e  R o b o t ic s  R e v o lu t io n  a n d  C o n f lic t  in  th e  2 1 s t  

C e n t u r y ” a n t ic ip a t e d  th e  b r o a d  im p a c t  o f  d ro n e s , s a id  h e  b e lie v e d  th e y  h a d  s h a k e n  u p  p o lit ic s  

b e c a u s e  th e y  w e re  “ a  r e v o lu t io n a r y  te c h n o lo g y , l ik e  th e  s te a m  e n g in e  o r  th e  c o m p u te r .”

“T h e  d is c u s s io n  d o e s n ’t  f a ll  a lo n g  th e  u s u a l p a r t is a n  lin e s ,” h e  s a id . T h e  d o z e n  s ta te s  th a t  h a v e  

p a s s e d  la w s  r e s t r ic t in g  d ro n e s  d o  n o t f a ll  in to  c o n v e n t io n a l re d -b lu e  d iv is io n s , n o r  d o  th e  s c o re  o f  

s ta te s  c o m p e t in g  to  b e  th e  s ite  o f  th e  F e d e r a l A v ia t io n  A d m in is t r a t io n ’s  te s t  s ite s  fo r  d ro n e s .

T h e  s e r io u s  is s u e s  r a is e d  b y  th e  g o v e rn m e n t’s le t h a l d ro n e s  se e m  in e x t r ic a b ly  m ix e d  w ith  th e  

u b iq u ito u s  a p p e a ra n c e  o f  th e  te c h n o lo g y  in  a r t , c o m m e rc e  a n d  s a t ire .

A  fo u r -m in u t e  v id e o  b y  th e  A ir  F o r c e  R e s e a rc h  L a b o r a t o r y  o n  “m ic r o  a e r ia l v e h ic le s ” s h o w s  a  

f u t u r is t ic  b e e -s iz e  d ro n e  f ly in g  in  a n  o p e n  w in d o w  a n d  t a k in g  o u t a n  e n e m y  s n ip e r  w ith  a  m in ia tu re  

e x p lo s iv e  p a y lo a d . S in c e  it  w a s  p o s te d  in  2 0 0 9 , it  h a s  b e e n  v ie w e d  h u n d r e d s  o f  th o u s a n d s  o f  t im e s  

a n d  re p o s te d  a ll  o v e r  th e  W e b .

W h e n  A m a z o n  a d v e rt is e d  a  s ix - in c h  m o d e l o f  th e  P re d a to r , m a d e  b y  M a is to , in  it s  to y  s e c t io n , 

p e o p le  w ro te  p o lit ic a lly  c h a rg e d  m o c k  re v ie w s  th a t  b e c a m e  In te r n e t  h it s :  “T h is  g o e s  w e ll,” o n e  

re v ie w e r  w ro te , “w ith  th e  M a is to  E x t r a o r d in a r y  R e n d it io n  p la y s e t , b y  th e  w a y  — w h ic h  g iv e s  y o u  a ll 

th e  to o ls  y o u  n e e d  to  k id n a p  th e  f a m ily  p e t a n d  ta k e  h im  fo r  in te r r o g a t io n  a t a  n e ig h b o r ’s  h o u s e ,
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w h e re  th e  r u le s  o f  th e  G e n e v a  C o n v e n t io n  m a y  n o t a p p ly . L o a d s  o f  fu n !”

S e n a to r  J o h n  M c C a in , R e p u b lic a n  o f  A r iz o n a , w a s  n o t la u g h in g  T h u r s d a y  w h e n  h e  to o k  to  th e  

S e n a te  f lo o r  to  c h a s t is e  M r. P a u l a n d  d e fe n d  th e  u s e  o f  d ro n e s . In  a n  in te r v ie w  w ith  T h e  H u ff in g t o n  

P o s t , M r. M c C a in  d is m is s e d  M r. P a u l a n d  th e  o th e r  c r it ic s  o f  d ro n e s  a s  “th e  w a c k o  b ir d s  o n  r ig h t  

a n d  le f t  th a t  g e t th e  m e d ia  m e g a p h o n e .”

B u t  th e  is s u e  is  la r g e r  th a n  M r. P a u l, w h o se  a m b it io n s  m a y  in c lu d e  a r u n  fo r  th e  p r e s id e n c y  in  

2 0 1 6 . F o r  m a n y , M r. P a u l g a v e  v o ic e  to  th e  d a n g e rs  th e y  w h is p e r  a b o u t to  a n y o n e  w h o  w ill  lis t e n : 

th a t  th e  g o v e rn m e n t  is  to o  p o w e r fu l to  b e  le ft  u n c h e c k e d .

“ I t ’s  n o t  m e r e ly  th e  b la c k  h e lic o p te r  c ro w d  o f  th e  fo lk s  o n  th e  fa r  r ig h t ,” s a id  M a r k  P o to k , a  s e n io r  

fe llo w  a t th e  S o u th e r n  P o v e rty  L a w  C e n te r , w h ic h  t r a c k s  e x tr e m is t  g ro u p s . “W h a t R a n d  P a u l h a d  to  

s a y  a b o u t d ro n e s  a b s o lu te ly  f ir e d  u p  c o n s p ir a c y  t h e o r is t s  o n  th e  le ft  a s  w e ll a s  th e  r ig h t .”

H u m a n  R ig h t s  W a tc h  p la n s  to  jo in  o th e r  g ro u p s  n e x t  m o n th  in  s t a r t in g  a n  e ffo rt  c a lle d  th e  

C a m p a ig n  to  S to p  K i l le r  R o b o ts . T h e  te c h n o lo g y , f u lly  a u to n o m o u s  w e a p o n s  th a t  a re  s t i l l  a t th e  

d r a w in g -b o a r d  s ta g e , w o u ld  f in d  a n d  f ir e  a t t h e ir  p ro g ra m m e d  ta rg e ts  w ith o u t  r e q u ir in g  a  h u m a n  

b e in g  to  p u ll th e  t r ig g e r .

S o m e  n a t io n a l s e c u r it y  e x p e rts  f in d  th e  c a m p a ig n  o v e rw ro u g h t, b u t  M a r y  W a re h a m , th e  a d v o c a c y  

d ir e c t o r  fo r  th e  a rm s  d iv is io n  o f  H u m a n  R ig h t s  W a tc h , n o te d  th a t  th e  D e fe n s e  D e p a rtm e n t in  

N o v e m b e r  is s u e d  a  p o lic y  d ir e c t iv e  o n  a u to n o m o u s  w e a p o n s  th a t  r e c o g n iz e d  th e  c h a lle n g e s  th e y  

p o se .

A t  th e  sa m e  t im e , th e re  a re  p e o p le  lik e  E v e re t t  W ilk in s o n , a  T e a  P a r t y  o r g a n iz e r  a n d  s e lf -  

p r o c la im e d  c o n s p ir a c y  th e o r is t  in  F lo r id a , w h o  is  h a ilin g  M r. P a u l a s  a  “ r o c k  s ta r  fo r  th e  

C o n s t it u t io n .” O n  M r. W ilk in s o n ’s W e b  s ite , L ib e r t y .c o m , h e  w a rn s  th a t  th e  U n ite d  S ta te s  

g o v e rn m e n t  is  b u ild in g  “in te r n m e n t  c a m p s ” fo r  p o lit ic a l d is s id e n t s . H e  is  w a ry  o f  w h a t c o m e s  n e x t.
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th e m ? ”

In  W a s h in g to n , C o d e  P in k , a  le f t is t  g ro u p  o f  a n t iw a r  a c t iv is t s , s h o w e d  u p  w ith  flo w e rs  a n d  

c h o c o la te s  a t M r. P a u l’s  S e n a te  o ff ic e s  o n  T h u r s d a y  to  t h a n k  h im  fo r  s ta n d in g  u p  a g a in s t  a b u s e s  o f  

p o w e r. K n o w n  a ro u n d  C a p it o l H i l l  m a in ly  fo r  d is r u p t in g  C o n g r e s s io n a l h e a r in g s , th e  g ro u p  h a d  

fo u n d  a  n e w  c h a m p io n .
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Major step toward opening American skies to 
unmanned aerial vehicles
U PDATED 18:11 PM EST , FEB R U A R Y 15, 2013 | JO AN  LOWY, ASSO CIA TED  P R E S S

WASHINGTON (AP) — In a major step toward opening U.S. skies to thousands of unmanned 
drones, federal officials Thursday solicited proposals to create six drone test sites around the 
country.

The Federal Aviation Administration also posted online a draft plan for protecting people's 
privacy from the eyes in the sky. The plan would require each test site to follow federal and 
state laws and make a privacy policy publicly available.

Privacy advocates worry that a proliferation of drones will lead to a "surveillance society" in 
which the movements of Americans are routinely monitored, tracked, recorded and 
scrutinized by the authorities.

The military has come to rely heavily on drones overseas. Now there is tremendous demand 
to use drones in the U.S. for all kinds of tasks that are too dirty, dull or dangerous for 
manned aircraft. Drones also are often cheaper than manned aircraft. The biggest market is 
expected to be state and local police departments.

The FAA is required by a law enacted a year ago to develop sites where civilian and military 
drones can be tested in preparation for integration into U.S. airspace that's currently limited 
to manned aircraft.
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The law also requires that the FAA allow drones wide access to U.S. airspace by 2015, but the 
agency is behind schedule, and it's doubtful it will meet the deadline, the Transportation 
Department's inspector general said in a report last year.

The test sites are planned to evaluate what requirements are needed to ensure the drones 
don't collide with planes or endanger people or property on the ground. Remotely controlled 
drones don't have a pilot who can see other aircraft the way an onboard plane or helicopter 
pilot can.

There's also concern that links between drones and their on-the-ground operators can be 
broken or hacked, causing the operator to lose control of the drone. Military drones use 
encrypted GPS signals for navigation, which protects them from hacking, but the GPS signals 
used by civilian drones don't have that protection.

''Our focus is on maintaining and improving the safety and efficiency of the world's largest 
aviation system," Transportation Secretary Ray LaHood said in a statement. "This research 
will give us valuable information about how best to ensure the safe introduction of this 
advanced technology into our nation's skies."

The test sites are also expected to boost the local economy of the communities where they are 
located. About two dozen government-industry partnerships have been formed over the past 
year to compete for the sites.

"Today's announcement by the FAA is an important milestone on the path toward unlocking 
the potential of unmanned aircraft and creating thousands of American jobs," said Michael 
Toscano, president and CEO of the Association for Unmanned Vehicle Systems International.

"States across the country have been eager to receive this FAA designation because they 
recognize the incredible economic and job creation potential it would bring with it," he said 
in a statement.

Industry experts predict the takeoff of a multibillion-dollar market for civilian drones as soon 
as the FAA completes regulations to make sure they don't pose a safety hazard to other 
aircraft. Potential civilian users are as varied as the drones themselves. Power companies 
want them to monitor transmission lines. Farmers want to fly them over fields to detect 
which crops need water. Ranchers want them to count cows. Film companies want to use 
drones to help make movies. Journalists are exploring drones' newsgathering potential.

The FAA forecasts an estimated 10,000 civilian drones will be in use in the U.S. within five 
years.

The Defense Department says the demand for drones and their expanding missions requires 
routine and unfettered access to domestic airspace, including around airports and cities, for 
military testing and training. Currently, the military tests drones in specially designated 
swaths of airspace in mostly remote parts of the country where they are likely to encounter 
relatively few other aircraft.

The Customs and Border Patrol uses drones along the U.S.-Mexico border. And the FAA has 
granted several hundred permits to universities, police departments and other government 
agencies to use small, low-flying drones. For example, the sheriffs department in 
Montgomery County, Texas, has a 50-pound ShadowHawk helicopter drone intended to 
supplement its SWAT team.

The sheriffs department hasn't armed its drone, although the ShadowHawk can be equipped 
with a 40 mm grenade launcher and a 12-guage shotgun. The prospect of armed drones 
patrolling U.S. skies has alarmed some lawmakers and their constituents. More than a dozen 
bills have been introduced in Congress and state legislatures to curb drone use and protect 
privacy.

President Barack Obama was asked Thursday about concerns that the administrations 
believes it’s legal to strike American citizens abroad with drones and whether that's allowed
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against citizens in the U.S. If not, how would he create a legal framework to help citizens 
know drone strikes can't be used against them?

"There's never been a drone used on an American citizen on American soil,” the president 
said, speaking during an online chat sponsored by Google in which he was promoting his 
policy initiatives.

"We respect and have a whole bunch of safeguards in terms of how we conduct 
counterterrorism operations outside of the United States. The rules outside of the United 
States are going to be different than the rules inside the United States, in part because our 
capacity, for example, to capture terrorists in the United States are very different than in the 
foothills or mountains of Afghanistan or Pakistan.

He said he would work with Congress to make sure the American public understands "what 
the constraints are, what the legal parameters are, and that's something that I take very 
seriously."

Earlier this week, an FAA official told a meeting of potential test site bidders that aviation 
regulations prohibit dropping anything from aircraft, which could be interpreted to bar 
arming civilian drones, according to an industry official present at the meeting who 
requested anonymity because he wasn't authorized to speak publicly.

Follow Joan Lowy on Twitter: http://www.twitter.com/AP_Joan_Lowy 
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Attorney General Eric Holder can imagine a scenario in which it would be constitutional to carry out a drone strike 
against an American on American soil, he wrote in a letter to Sen. Rand Paul, R-Ky.
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“It is possible, I su pp ose, to imagine an extraordinary circum stance in which it would be necessary  and appropriate 

under the Constitution and applicable laws of the United States for the President to authorize the military to u se  
lethal force within the territory of the United States,” Holder replied in a letter yesterday to Paul’s  question about 

whether Obam a “has the power to authorize lethal force, su ch  a s a drone strike, against a U.S. citizen on U.S. soil, 
and without trial.”

Paul condem ned the idea. “The U.S. Attorney General’s  refusal to rule out the possibility of drone strikes on 

American citizens and on American soil is more than frightening -  it is an affront the Constitutional due process  
rights of all Am ericans,” he said in a statement.

Sign Up for the Politics Digest newsletter!

Holder noted that Paul’s  question w as “entirely hypothetical [and] unlikely to occur,” but cited the Septem ber 11, 
2001 terrorist attacks a s the type of incidents that might provoke such a response.

“W ere such an em ergency to arise, I would exam ine the particular facts and circum stances before advising the 
President on the sc o p e  of his authority," he concluded.

Sen. Mike Lee, R-Utah, an attorney and Judiciary Committee member, told The Washington Examiner last month 

that the drone policy s o  far outlined by the administration is too vague.

“That has the potential to sw allow the rule,” Lee said after the drone program white paper w as leaked. “If you’re 
going to regard som ebody a s presenting an imminent threat of an attack on the U.S. simply b eca u se  you have 

concluded that they are an ‘operational leader' or they are involved in planning an attack in one way or another, you 
find yourself giving way to m uch discretion to the government.”

Lee said that the White H ouse should release the formal legal 

that in so m e  instances where the government has released it
analvsjS-LBriernirnino the drone nroaram. "We know 
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House Minority Leader Nancy Pelosi, D-Calif., believes that President Obama doesn’t necessarily have to 
announce that an American citizen suspected of terrorism has been killed in a drone strike.

“Maybe. It just depends,” Pelosi replied when The Huffington Post asked her if “the administration should 
acknowledge when it targets a U.S. citizen in a drone strike." When Anwar al-Awlaki was killed in a drone strike, 
President Obama announced the killing within hours. “People just want to be protected,” Pelosi also said. “And I 
saw that when we were fighting them on surveillance, the domestic surveillance. People just want to be protected: 
‘You go out there and do it. I'll criticize you, but I want to be protected.’”

Sen. Mike Lee, R-Utah, responded less blithely. “Anytime the government willfully executes a citizen, regardless of 
the circumstances, it is a very serious issue,” Lee, a member of the Senate Judiciary Committee, said in a 
statement to The Washington Examiner. “As the body that oversees executive branch actions, at the very least, 
Congress should have a full accounting -  even if it must sometimes be in a classified setting -  of the specific 
considerations that went into the decision.”
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The top House Democrat suggested that the disclosure issue “depends on the timing, because that’s right — it’s all 
about timing, imminence. What is it that could be in jeopardy if-a.e.onl.e..know.that. hannenfid-aLthisJime? I iust don’t
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know.”

Lee also acknowledged the possibility of some situations that 
need for congressional review. “Government should always e 
details public where they can,” he said in his statement. "Whe 
concerns about releasing certain details, the appropriate com 
perform oversight.”

Pelosi suggested that she would have the same position if President George W. Bush were still in office. “Those 
opposed are pretty critical, and other people are just listening to see what this is and why this is necessary, 
because we’re in a different world,” she told HuffPo.

Lee wants Obama to reveal the Justice Department legal analysis underpinning the drone program to the Judiciary 
Committee, rather than just the intelligence committees in both chambers of Congress.

“If you’re going to regard somebody as presenting an imminent threat of an attack on the U.S. simply because you 
have concluded that they are an ‘operational leader’ or they are involved in planning an attack in one way or another, 
you find yourself giving way to much discretion to the government,” he told The Examiner in an interview after NBC 
revealed the DOJ white paper on the drone program.

“We know that in some instances where the government has released its legal analysis, it gets it wrong,” Lee 
added.

washing tonexami ner.com/pel osi-obama-can-keep-drone-strikes-against-americans-a-secret/article/2521808 1/2



She
Politics

S e n .  L e e :  O b a m a  d r o n e  s t r i k e  w h i t e  p a p e r  t h r e a t e n s  

d u e  p r o c e s s
F eb ru a ry  7, 20 1 3  \ 7:36 p m  

12 Comments

3/6/13 Sen. Lee: Obacna drone strike white paper threatens due process | W as^ K jtonExaminer.com

Classifieds Jobs Homes Advertising Q Q Home Delivery Contact Us

Joel Gehrke 
Commentary 

Writer

The Washington Examiner 

M Email Author
B QJoelmentum 

fl Joel on FB

Related Articles

Rand Paul filibustering 
over drones: I will not let 
Obama 'shred the 
Constitution’

Eric Holder: Drone strikes 
against Americans on 
U.S. soil are legal

Pelosi: Obama can keep 
drone strikes against 
Americans a secret

Meacham; With drone 
program, Obama acts like 
‘an American king’

WH spox knows no 
constitutional 
impediment to drone 
strikes on Americans in 
U.S.A.

Popular in Politics

| Eric Holder: Drone 
strikes against 
Americans on U.S. 
soil are legal

2  Poll: Obama approval 
plummets, most see 
U.S. on wrong track'

President Obama's white paper justification for carrying out drone strikes against U.S. citizens suspected of 
terrorism could “swallow the rule” guaranteeing the due process rights of Americans, Sen. Mike Lee, R-Utah, 
suggested today.

"There is nothing more serious than the taking of the life of a U.S. citizen by the U.S. government,” Lee said in a 
phone interview with The Washington Examiner while discussing the Justice Department white paper that explains 
some of the rationale behind the drone strike counter-terrorism program.

“You would think that consistent with the principles of due process, the government shouldn’t be able to kill one of 
its own citizens without some kind of showing that they present an imminent threat," he continued. “But when you 
dig a little bit deeper into this white paper. . .  they have sort of a loose [definition] of 'imminent'.”
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NBC News reported that it had obtained an unclassified DOJ white paper that articulated a broader claim of power 
to kill U.S. citizens suspected of terrorist activities.

“The condition that an operational leader present an 'imminent' threat of violent attack against the United States
does not require the United States to have clear evidence that a specific attack on U.S. persons and interests will
take place in the immediate future," NBC quotes the memo as saying.

“That has the potential to swallow the rule,” Lee warned. “If you’re going to regard somebody as presenting an 
imminent threat of an attack on the U.S. simply because you have concluded that they are an ‘operational leader’ or 
they are involved in planning an attack in one way or another, you find yourself giving way to much discretion to the 
government."

Lee said the president needs to be more transparent with Congress about the drone strike program as pertaining to 
American citizens.

“I certainly think that Members of Congress ought to have the 
they make public,” he said. “They have not made that availabk 
Judiciary Committee I think I ought to have access to it."
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given Senate Intelligence Committee members access to a n 
more detailed legal justification for the program. The lawmakers are not allowed to make copies, take notes, or 
reveal the memo to their staff.

“We know that in some instances where the government has released its legal analysis, it gets it wrong,” Lee 
recalled, citing the D.C. Circuit Court of Appeals just repudiated the Obama Justice Department's legal analysis for 
making ‘recess’ appointments when Congress is in session.

The former appellate lawyer also criticized the White House for failing to identify a constitutional principle that would 
prevent the U.S. military from carrying out a drone strike on a suspected American terrorist in the United States.
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“They ought to be able to articulate that,” Lee told The Examiner. “To whatever extent they make a difference 
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between their operatioi jre and their operations elsewhere, they ought to h some explanation for that, and the 
mere fact that they don’t have one is itself cause for concern.”

“I am not a lawyer and these are the kinds of things that are probably best expressed and explained by lawyers,” 
White House Press Secretary Jay Carney told reporters when asked why the administration’s argument for killing 
Americans overseas doesn't also allow Obama to order strikes within the country. ‘‘There are issues here about. . .  
feasibility of capture that I think are pertinent to that question.”
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White House Press Secretary Jay Carney could not identify a constitutional principle that would prevent President 
Obama from carrying out a drone strike on an American citizen in the United States.

“I am not a lawyer and these are the kinds of things that are probably best expressed and explained by lawyers,” 
Carney said during the press briefing. "There are issues here about. . .  feasibility of capture that I think are pertinent 
to that question.”
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The Fifth Amendment to the U.S. Constitution, in the Bill of Rights, says that “no person shall.. .be deprived of life, 
liberty, or property, without due process of law.”

A Justice Department white paper emphasized the importance of believing that an American citizen overseas, such 
as terrorist leader Anwar al-Awlaki, is an imminent threat to Americans when debating a drone strike.

Sign Up for the Politics Digest newsletter!

“The condition that an operational leader present an ‘imminent’ threat of violent attack against the United States 
does not require the United States to have clear evidence that a specific attack on U.S. persons and interests will 
take place in the immediate future,” the white paper, obtained by NBC News, said.
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Carney also said that “These strikes are legal, they are ethical and they are wise,” though he indicated that 
discussion of them at the upcoming CIA director confirmation hearings might not be legal.
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”[D]iscussing classified matters in public hearings is generally not an appropriate thing to do or a legal thing to do,’ 
Carney said.
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Dear Representative Hughes,
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100 Cushman St., Suite 102 | Fairbanks, Alaska 99701-4665 
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BP Exploration 
ConocoPhillips 
ExxonMobil
Fairbanks Daily News-Miner 
Fairbanks Memorial Hospital & 

Denali Center 
Flint Hills Resources Alaska 
Mt. McKinley Bank 
Santina's Flowers & Gifts

The Greater Fairbanks Chamber of Commerce represents over 700 businesses and 
organizations in the greater Fairbanks area and our mission is to ensure a healthy economic 
environment. The Chamber supports the Alaska House of Representatives Concurrent 
Resolution No. 6, recognizing the Alaska Center for Unmanned Aircraft Systems Integration 
at the University of Alaska Fairbanks as a national leader in unmanned aircraft research and 
development, and establishing a legislative Task Force on Unmanned Aircraft Systems.

The University of Alaska has led the way for research on unmanned aircraft systems 
(UAS) and continues this pioneering work in its bid to become one of the nation’s six test 
sites for aircraft systems testing and research. The Resolution recognizes this substantial 
effort. More significantly, it establishes a legislative Task Force to address potential impacts 
and opportunities of unmanned aircraft systems for our state.

Alaska’s immense land mass and associated airspace presents opportunities no other 
state can offer for testing and flight training. Vast existing Military Operations Areas and 
expansive ground maneuver areas can easily support virtually all military applications for 
current and future UAS technology, and military UAS infrastructure can only complement 
civilian and commercial applications.

As with any new technology, a myriad of concerns must be addressed before 
unmanned aircraft become a common fixture in our National airspace. This resolution takes 
the necessary step to begin addressing those concerns to insure Alaska leads the way for 
this transformative and dynamic flight environment.

Sincerely,

Lisa Herbert 
Executive Director

Terri Froese
Board of Directors, Chair

c
----

Tim Jones
Military Affairs Committee, Chair

Anna Atchison
Government Relations Committee, Chair

P L A T I N U M
Alyeska Pipeline Service Co.

Doyon, Limited 
Fred Meyer Stores 
Golden Heart Utilities 
Wells Fargo Bank Alaska

GO L D
Alaska Railroad 
Birchwood Homes 
Carlson Center 
Denali State Bank 
Design Alaska 
Doyon Utilities LLC 
First National Bank Alaska 
Kinross Fort Knox Mine 
Lynden
MAC Federal Credit Union 
Northrim Bank
Sumitomo Metal Mining Pogo LLC 
Usibelli Coal Mine

S I L V E R
ACS
Alaska Airlines 
Alaska USA
Dr. Christopher Henry -  Henry 

Orthodontics 
Everts Air Cargo, Everts Air AK 
Exclusive Paving/Univ. Redi-Mix 
Fairbanks Natural Gas 
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GCI
General Teamsters Local 959 
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Hale & Associates, Inc.
JL Properties, Inc.
Key Bank 
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Project
University of Alaska Fairbanks 
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Yukon Title Company

Cc: Governor Sean Parnell 
Alaska State Legislature 
Alaska State Chamber of Commerce 
Membership of the Greater Fairbanks Chamber of Commerce
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Federal Aviation Administration Proposes Unnecessary Privacy Regulations 
on Drone Test Sites
April 30, 2013

Unmanned aerial vehicles, commonly referred to as drones, have begun the slow 
transition from the military sector to the commercial sector. As part of the mandate from 
Congress, the Federal Aviation Administration (FAA) is charged with safely integrating civil 
drones into the existing airspace. The FAA is now seeking applications for establishing six 
test ranges but has recently proposed new privacy guidelines that would stifle innovation, 
say Jerry Brito, Eli Dourado and Adam Thierer of the Mercatus Center.

As with any new technology, the public has been initially skeptical of this new technology but will likely adapt to it 
gradually as more than 10,000 drones enter the skies by 2020.

• Drone research and development is decentralized, meaning that many developers, from small companies to 
industry behemoths, are testing new capabilities.

The FAA must find a balance between too many commercial restrictions, which will delay integration, and too few 
restrictions, which could pose safety risks.

Drones have potential applications in law enforcement, national security, agricultural and earth science.

The FAA has proposed new privacy requirements for test range operators to address 
concerns about drones infringing on individuals' privacy.

The FAA should refrain from making any guidelines on privacy because its expertise is solely in regulating 
aeronautics, not in Fourth Amendment jurisprudence, an area in which numerous laws already govern privacy, 
property and peeping toms.

The fears about privacy infringements are also unsubstantiated, being based solely on hypothesized scenarios 
rather than actual events, the latter of which might require the courts, and not the FAA, to sort out.

The FAA should allow nongovernmental privacy protection mechanisms to develop instead of stifling the creation of 
market-based solutions or voluntary codes of conduct.

The proposed privacy rules are inappropriate for this stage of development because they 
require the prohibitively expense action of full disclosure to an individual who is 
inadvertently captured on camera. While the proposed privacy regulations are supposed 
to be implemented for test sites only, there is a risk that they could serve as a baseline for 
future legislation and rulemaking as full integration nears.

Ideas Changing the World
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Source: Jerry Brito, E li Dourado and Adam Thierer, "Federal Aviation Administration Unmanned Aircraft 
System Test site Program," Mercatus Center, April 23, 2013.

Previous Article / Next Article

B rO W S e  m o re  a r t ic le s  o n  Government Issues Full Article List

http://www.ncpa.org/sub/dpd/index.php?Article_ID=23115&utm_source-newsletter&utm... 4/30/2013

http://www.ncpa.org/sub/dpd/index.php?Article_ID=23115&utm_source-newsletter&utm


Federal Aviation Administration- Unmanned Aircraft System Test Site Pmgram Page 1 of 7

MERCATUS CENTER
George Mason University

Federal Aviation Administration: 
Unmanned Aircraft System Test Site 
Program
Jerry Brito m, Eli Dourado pj, Adam Thierer pj | Apr 23, 2013

In the FAA Modernization and Reform Act of 2012 (FMRA),[1] Congress tasked the 
Federal Aviation Administration (FAA) with integrating unmanned aircraft systems (UASs), 
sometimes referred to as unmanned aerial vehicles or drones, into the National Airspace 
System by September 2015. As part of that effort, Congress directed the FAA to establish 
six test ranges to serve as integration pilot projects.[2] On February 22, 2013, the FAA 
issued a notice in the Federal Register announcing the process for selection of the sites 
and a request for public comment on its “proposed approach for addressing the privacy 
questions raised by the public and Congress with regard to the operation of unmanned 
aircraft systems within the test site program.”[3]

The Technology Policy Program (TPP) of the Mercatus Center at George Mason 
University is dedicated to advancing knowledge of the impact of regulation on society. As 
part of its mission, TPP conducts careful and independent analyses employing 
contemporary economic scholarship to assess rulemaking proposals from the perspective 
of the public interest. Therefore, this comment on the FAA’s Notice of Availability and 
Request for Comments does not represent the views of any particular affected party or 
special interest group, but is designed to assist the administration as it carries out 
Congress’s mandate to safely integrate UASs into the National Airspace System.

CONCEIVING OF AIRSPACE AS A PLATFORM FOR INNOVATION

In analyzing the proposed policies being developed to carry out Congress’s mandate, it is 
important to remember that the purpose of the mandate is to open America’s skies to 
commercial UAS use in order to reap the social benefits that such use will bring.[4] The 
commercial use of UASs is an important step toward the efficient utilization of airspace. 
When an important national resource like airspace arbitrarily excludes commercial uses, 
the social costs of such exclusion may not always be immediately evident. For example, 
until 1989, commercial use of the Internet was prohibited. As a 1982 MIT handbook for 
the use of ARPAnet, the progenitor of what would become the Internet, warned students:

It is considered illegal to use the ARPAnet for anything which is not in direct support of 
government business...Sending electronic mail over the ARPAnet for commercial 
profit or political purposes is both anti-social and illegal. By sending such messages,

http: //mercatus. org/print/1187858 4/30/2013
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you can offend many people, and it is possible to get MIT in serious trouble with the 
government agencies which manage the ARPAnet[5]

Undoubtedly, these commercial restrictions were put in place with the best of intentions. 
Had rulemakers understood the nature of the revolution that they were forestalling, they 
probably would never have imposed restrictions on commercial use of the Internet. They 
were simply unable to imagine the enormous benefits that would be generated by allowing 
the Internet to become an open platform for social and commercial innovation.

Vint Cerf, one of the “fathers of the Internet,” credits “permissionless innovation” for the 
economic benefits that the Internet has generated.[6] As an open platform, the Internet 
allows entrepreneurs to try new business models and offer new services without seeking 
the approval of regulators beforehand.

Like the Internet, airspace is a platform for commercial and social innovation. We cannot 
accurately predict to what uses it will be put when restrictions on commercial use of UASs 
are lifted. Nevertheless, experience shows that it is vital that innovation and 
entrepreneurship be allowed to proceed without ex ante barriers imposed by regulators.[7] 
We therefore urge the FAA not to impose any prospective restrictions on the use of 
commercial UASs without clear evidence of actual, not merely hypothesized, harm.

PRIVACY AND COMMERCIAL UASS

The FAA’s proposed privacy requirements for test range operators address concerns 
about hypothesized impositions on individual privacy. In view of the importance of 
“permissionless innovation” for the development of airspace as a platform for commercial 
and social entrepreneurship, we believe that the FAA should not impose any additional 
privacy rules for UAS Test Sites, for four reasons.

First, the FAA does not have the authority to impose such requirements. A plain reading of 
Subtitle B of the FMRA (the relevant section that covers UASs) reveals that Congress’s 
charge to the FAA is simply to ensure the safe integration of UASs into the national 
airspace.[8] There are over 20 references to safety in the section, but not one reference to 
privacy or related concerns.[9] Additionally, the specific section mandating the 
establishment of test ranges lists six requirements that the administrator must meet in 
doing so.[10] These requirements exclude privacy considerations, suggesting that 
Congress did not intend to give the FAA any authority to include privacy consideration in 
its requirements. This view is buttressed by the fact that Congress is now considering the 
Drone Aircraft Privacy and Transparency Act of 2013, which would amend FMRA to 
require the FAA to develop privacy regulations in conjunction with the Federal Trade 
Commission and the Departments of Commerce and Homeland Security[11], The 
implication is that at least some in Congress do not believe the FAA now has a privacy 
mandate. These facts comport with the FAA’s history as a safety regulator. Indeed, the 
FAA’s mission is “to provide the safest, most efficient aerospace system in the world,”[12] 
not to regulate for privacy.

Second, there is no evidence of a materialized harm that calls out for the proposed privacy 
requirements for test range operators. Prospective regulation at this juncture necessarily 
involves hypothesizing about the privacy violations that might arise. Since many of these
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harms may never materialize, forward-looking regulation is likely to overprotect privacy at 
the expense of innovation.

Third, as the proposed privacy requirements make clear, there already exist “federal, 
state, and other laws regard- ing the protection of an individual’s right to privacy."[13] If 
harms due to privacy violations can be shown in court, damages will be awarded to the 
victims of those violations. Property law already governs trespass, and new court rulings 
may well expand the body of such law to encompass trespass by commercial UASs by 
focusing on actual cases and controversies, not merely imaginary hypotheticals. In 
particular, state “peeping Tom” laws already prohibit spying into individual homes.[14] 
Privacy torts—including the tort of intrusion upon seclusion—may also evolve in response 
to technological change and provide more avenues of recourse to plaintiffs seeking to 
protect their privacy rights.[15]

Fourth, adequate time should be afforded for the development of nongovernmental 
privacy protection mechanisms, ranging from market-based solutions to voluntary codes 
of conduct to individual self-help. The UAS industry has already developed a set of 
industry best practices, which include respect for the privacy of individuals.[16] These 
guidelines will likely be refined over time to meet new challenges and concerns. Industry 
norms and practices will also be influenced by pressure from media, activists, and 
consumers. Such less-restrictive solutions can greatly reduce the need for administrative 
intervention and can therefore increase the “permissionlessness” of airspace as a platform 
for innovation.

SOCIAL ADAPTATION

Patience is also wise here not only because it provides breathing space for future 
innovation, but also because it provides an opportunity to observe both the evolution of 
societal attitudes toward this new technology and how citizens adapt to it. It is possible 
that citizen attitudes about UASs will follow a familiar cycle we have seen play out in other 
contexts of initial resistance, gradual adaptation, and then eventual assimilation of that 
new technology into society.[17] As technology author Larry Downes has observed, “after 
the initial panic, we almost always embrace the service that once violated our visceral 
sense of privacy.”[18]

The introduction and evolution of the camera and photography provides a useful 
comparison in this regard. The camera was initially viewed as a highly disruptive force 
when photography became more widespread in the late 1800s. Indeed, the most 
important essay ever written on privacy law, Samuel D. Warren and Louis D. Brandeis’s 
famous 1890 Harvard Law Review essay on “The Right to Privacy,” decried the spread of 
the device.[19] The authors lamented that “instantaneous photographs and newspaper 
enterprise have invaded the sacred precincts of private and domestic life” and claimed 
that “numerous mechanical devices threaten to make good the prediction that ‘what is 
whispered in the closet shall be proclaimed from the house-tops.”’[20]

Similar fears often animate criticisms of UASs today. But just as personal norms and 
cultural attitudes toward cameras and public photography evolved quite rapidly over a 
century ago, attitudes about UASs may evolve in coming years. Just as cameras and 
photography became an ingrained part of the human experience, UASs might, as well.
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And just as social norms and etiquette evolved to address those who would use cameras 
in inappropriate, privacy-invasive ways, the same could happen for UASs.

Toward that end, just as we did not preemptively foreclose photographic innovation in the 
late 1800s, we should not foreclose UAS innovation today with overly prescriptive privacy 
regulations. Let innovation continue, and address tangible harms as they develop, if they 
do.

APPLICATION TO THE PROPOSED PRIVACY REQUIREMENTS

In light of these arguments, section (1) of the proposed privacy rules is inappropriate for 
the current stage of experimentation with commercial UASs. The requirement that site 
operators develop privacy policies that are informed by Fair Information Practice 
Principles is quite onerous for commercial operators of UASs, and its cost will likely 
outweigh any hypothetical benefits.

Consider, for example, a real estate agent that uses an UAS to create a detailed, three- 
dimensional photograph of the exterior of a property that is for sale. In doing so, the UAS 
inadvertently captures images of passersby in the street adjacent the property. According 
to so-called Fair Information Practice Principles,[21] must the UAS operator treat the 
passersby as potential victims of privacy violation? If so, then would the following 
requirements apply?

• To give all passersby notice of data collection before any photos are taken.
• To publicly identify the real estate agent before any photos are taken.
• To ensure that passersby understand that pictures of their faces and information 

about their whereabouts may be used on a real estate listing website.

• To give passersby a choice to opt-in or opt-out of such photography.
• To ensure that all inadvertently photographed passersby are given access to all 

photographs, including ones that are not used on the real estate listing website.
• To take expensive security measures to protect photos that were taken in a public 

place.

If adhered to strictly, Fair Information Practice Principles could make it prohibitively costly 
to use commercial UASs in applications as benign as taking photographs near public 
spaces. It is not clear that they could comply, in this context or any other, with Executive 
Order 13563, which requires that any regulation promulgated by an executive agency be 
cost-beneficial. It should also be noted that Fair Information Practice Principles are law 
nowhere else in the federal government.

CONCLUSION

While the FAA makes clear in its Notice that the privacy requirements it proposes are only 
applicable to the test site operators and “are not intended to pre-determine the long-term 
policy and regulatory framework under which commercial UASs would operate,”[22] it 
would be unreasonable to believe that the precedent set in this proceeding will not affect 
future deliberations. Indeed, the actions the FAA takes in this proceeding will begin to set 
the baseline for future UAS regulation.

http://mercatus. org/print/1187858 4/30/2013

http://mercatus


Federal Aviation Administration T Jnmanned Aircraft System Test Site Pr-gram Page 5 of 7

The FAA further notes that the purpose of the privacy requirements are simply to “assure 
maximum transparency of privacy policies associated with UAS test site operations in 
order to engage all stakeholders in discussion about which privacy issues are raised by 
UAS operations and how law, public policy, and the industry practices should respond to 
those issues in the long run.”[23] Unfortunately, by mandating that test site operators 
issue privacy policies and that those policies be informed by Fair Information Practice 
Principles, the FAA would be excluding an important possible alternative from the 
discussion: some operators might choose not to issue a privacy policy or adopt a non- 
FlPPs-compliant policy. If the true purpose of the pilot programs is “to develop a body of 
data and operational experiences to inform integration and the safe operation of these 
aircraft in the National Airspace System,” then the FAA should seek not just geographic 
and climatic diversity, but policy diversity as well.

We therefore urge the FAA to strike section (1) of its proposed privacy regulations and rely 
exclusively on existing law and other mechanisms to protect individuals’ privacy rights. We 
believe that such an approach would have the virtue of protecting individual rights, 
fostering the use of airspace as a platform for innovation, and allowing the scope of any 
necessary future privacy laws to be narrowly tailored by actual cases and controversies 
that emerge. To the extent that it remains the subject of public concern, the FAA should 
recognize its lack of authority on the matter, leaving further deliberations about the privacy 
implications of UASs to Congress, where elected officials can consider these concerns 
while weighing the benefits and costs of potential regulation.
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By Jerry Brito, Eli Dourado, and Adam Thierer

In  th e  FAA M odern iza tion  and  Reform  Act o f 2012 (FMRA),1 Congress tasked the  Federal Aviation A dm inistration  
(FAA) w ith  in teg ra ting  u n m an n ed  a ircraft system s (UASs), som etim es re fe rred  to as unm anned  aerial vehicles or 
d rones, in to  th e  N ational A irspace System  by Septem ber 2015. As p a rt o f th a t effort, Congress d irec ted  th e  FAA 
to estab lish  six te s t ranges to  serve as in tegra tion  p ilo t p ro jec ts.2 On F ebruary  22,2013, th e  FAA issued a notice 
in  th e  Federal R egister announcing  th e  process fo r selection  o f th e  sites and a request for public com m ent on its 
“p rop o sed  app roach  for ad d ressin g  th e  privacy questions ra ised  by the  public and  C ongress w ith  regard  to  the  
o p era tio n  o f u nm anned  a irc ra ft system s w ith in  th e  te s t site program .”3

T he Technology Policy P rogram  (TPP) of th e  M ercatus C en ter at George M ason U niversity is ded icated  to  advanc­
ing know ledge of th e  im pact o f  regulation on society. As p a rt o f its mission, TPP conducts careful and independen t 
analyses em ploying con tem porary  econom ic scholarsh ip  to  assess ru lem aking  proposals from  the  perspective o f 
th e  public in terest. T herefo re, th is  com m ent on the  FAA’s N otice of Availability and R equest for C om m ents does 
n o t re p re se n t th e  view s o f  any p a rtic u la r  affected p a rty  o r special in te re s t group, b u t is designed  to  assist the  
adm in istra tio n  as it  carries ou t C ongress’s m andate  to safely in tegrate  UASs in to  the  N ational A irspace System.

CONCEIVING OF AIRSPACE AS A PLATFORM FOR INNOVATION
In  analyzing th e  proposed  policies be ing  developed to carry  o u t C ongress’s m andate, it is im p o rtan t to rem em ber 
th a t th e  pu rpose  o f th e  m an d ate  is to open  A m erica’s skies to  com m ercial UAS use in o rd e r to  reap  the  social b en ­
efits th a t such  use w ill bring.4 T he com m ercial u se  o f UASs is an  im p o rtan t step  tow ard  the  efficient u tilization  
o f airspace. W hen  an  im p o rtan t national resource like airspace arb itrarily  excludes com m ercial uses, the  social 
costs o f such  exclusion m ay n o t always be im m ediately  evident. For exam ple, un til 1989, com m ercial use o f the

1. FAA Modernization and Reform Act of 2012, Pub L. No. 112-95,126 Stat. 11 (hereinafter "FMRA").
2. Id., § 332(c).
3. Unmanned Aircraft System Test Site Program, 78 Fed. Reg. 12259 (Feb. 22, 2013) (hereinafter, "FAA Notice"). It should be noted that, as will 
be shown below, Congress has raised no such privacy questions and has clearly omitted privacy considerations in its mandate to the FAA.
4. Jerry Brito, "Domestic Drones Are Coming Your Way," Reason.com, March 11, 2013, http://reason.com/archives/2013/03/11/domestic 
-drones-are-coming-your-way. Chris Anderson, "Why We Shouldn't Fear Personal Drones," Time, January 31, 2013, http://ideas.time 
.com/2013/01/31/why-we-shouldnt-fear-personal-drones.
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In te rn e t w as p roh ib ited . As a 1982 M IT  handbook for the  use o f ARPAnet, th e  p rogen ito r o f w h a t w ould becom e 
th e  In te rn e t, w arn ed  students:

I t is considered  illegal to use the  ARPAnet fo r anyth ing  w hich  is no t in d irect su p p o rt o f governm ent 
business...Sending e lectron ic  m ail over the  ARPAnet for com m ercial p rofit o r political purposes is 
b o th  an ti-social and  illegal. By sending  such  m essages, you can offend m any people, and it  is pos­
sible to  get M IT  in serious tro u b le  w ith  th e  governm ent agencies w h ich  m anage th e  ARPAnet.5

U ndoubtedly, th ese  com m ercial re stric tions w ere p u t in  place w ith  the best o f in ten tions. H ad  ru lem akers un d er­
stood  the  n a tu re  o f the  revolu tion  th a t th ey  w ere forestalling, they  probably  w ould  never have im posed re s tr ic ­
tions on com m ercial use o f th e  In te rn e t. T hey  w ere  sim ply unable to im agine the  enorm ous benefits th a t w ould 
be  g enera ted  by  allow ing th e  In te rn e t to  becom e an open  p la tfo rm  for social and  com m ercial innovation.

V in t Cerf, one o f  the  “fa th ers  o f  the  In te rn e t,” cred its “perm ission less innovation” fo r the  econom ic benefits th a t 
th e  In te rn e t has generated .6 As an open  p latform , th e  In te rn e t allows en trep ren eu rs  to  try  new  business m odels 
and  offer new  services w ith o u t seeking th e  approval o f regulators beforehand .

L ike the  In te rn e t, airspace is a p la tfo rm  fo r com m ercial and  social innovation. We can n o t accurately  p red ic t to 
w h a t uses it w ill be pu t w h en  restric tions on com m ercial use o f UASs are lifted. N evertheless, experience show s 
th a t  it is vital th a t  innovation  and  en trep ren eu rsh ip  be allow ed to  p roceed  w ith o u t ex an te  b a rrie rs  im posed by 
regu la to rs.7 W e therefo re  urge th e  FAA n o t to im pose any  prospective restric tions on the  use o f com m ercial UASs 
w ith o u t c lear evidence o f actual, no t m erely  hypothesized, harm .

PRIVACY A N D  COMMERCIAL UASS
T h e  FAA’s p roposed  privacy req u irem en ts  for te s t range opera to rs address concerns abou t hypothesized  im po­
sitions on  ind iv idual privacy. In  view  o f th e  im p o rtan ce  o f “perm ission less innovation” for th e  developm ent of 
a irspace as a p la tfo rm  for com m ercial and  social en trep ren eu rsh ip , we believe th a t th e  FAA should  no t im pose 
any  additional privacy ru les for UAS T est Sites, for four reasons.

F irs t, th e  FAA does n o t have th e  au th o rity  to  im pose such  req u irem en ts . A p la in  read in g  o f S ubtitle  B o f th e

5. L. Cordon Crovitz. "WeHelpedBuildThat.com," Wall Street Journal, July 29, 2012. http://online.wsj.eom/article/SB10000872396390443931 
404577555073157895692.html
6. Vinton Cerf. "Keep the Internet Open," New York Times, May 24, 2012. http://www.nytimes.com/2012/05/25/opinion/keep-the-internet 
-open.html
7. As Brookings Institution senior fellow John Villasenor has recently explained,

When considering potential new statutory UAS privacy protections, it is helpful to keep in mind what has occurred with the Internet and 
mobile telephones, two technologies that are associated with privacy threats that are in some respects much more significant than those 
that will arise from unmanned aircraft. Both the Internet and mobile phones grew as fast as their underlying technologies enabled. Asa 
result, the public and legislative dialogue regarding how best to address the privacy issues they raise has been conducted with a strong ap­
preciation of their benefits. By contrast, while the privacy concerns associated with domestic UAS are real and deserving of attention, they 
are getting significant focus long before the potential benefits of the technology are widely recognized... .

If, in 1995, comprehensive legislation to protect Internet privacy had been enacted, it would have utterly failed to anticipate the complexi­
ties that arose after the turn of the century with the growth of social networking and location-based wireless services. The Internet has 
proven useful and valuable in ways that were difficult to imagine over a decade and a half ago, and it has created privacy challenges that 
were equally difficult to imagine. Legislative initiatives in the mid-1990s to heavily regulate the Internet in the name of privacy would likely 
have impeded its growth while also failing to address the more complex privacy issues that arose years later.

John Villasenor, "Observations from Above: Unmanned Aircraft Systems and Privacy," Harvard Journal of Law & Public Policy 36, no. 2 (2013): 
517.
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FM RA  (th e  re levan t sec tion  th a t  covers UASs) reveals th a t C ongress’s charge to  th e  FAA is sim ply  to  ensu re  the  
safe in teg ra tio n  of UASs in to  th e  national airspace.8 T here  are  over 20 references to  safety in  the  section, b u t no t 
one  reference  to  privacy o r  re la ted  concerns.9 Additionally, th e  specific section  m an d atin g  the  e stab lishm en t of 
te s t ranges lists six re q u ire m e n ts  th a t th e  ad m in is tra to r m u st m eet in  do ing  so.10 T hese  req u irem en ts  exclude 
p rivacy  considerations, suggesting  th a t C ongress d id  no t in tend  to give th e  FAA any au tho rity  to include privacy 
con sid era tio n  in  its req u irem en ts . T h is v iew  is b u ttre ssed  by th e  fact th a t C ongress is now  considering  th e  D rone 
A ircraft P rivacy and T ran sp aren cy  A ct of 2013, w h ich  w ould  am end  FM RA to req u ire  the  FAA to develop privacy 
regu lations in con junction  w ith  the  Federal T rade C om m ission and the  D epartm en ts o f C om m erce and H om eland 
Security .11 T he im plica tion  is th a t  a t least som e in  C ongress do no t believe th e  FAA now  has a privacy m andate. 
T hese  facts com port w ith  th e  FAA’s h is to ry  as a safety regulator. Indeed , the  FAA’s m ission is “to provide th e  saf­
est, m ost efficien t aerospace system  in  th e  world,”12 n o t to regu la te  for privacy.

Second, th e re  is no ev idence o f  a m ateria lized  h a rm  th a t calls o u t fo r the  p roposed  privacy requ irem en ts fo r te s t 
range opera to rs. P rospective regu la tion  at th is ju n c tu re  necessarily  involves hypo thesiz ing  about the  privacy v io ­
la tions th a t  m igh t arise. Since m any o f these  harm s m ay never m aterialize, fo rw ard-looking  regu lation  is likely to 
ov erp ro tec t privacy at th e  expense  o f  innovation.

T h ird , as th e  p roposed  privacy  req u irem en ts  make clear, th e re  already  ex ist “federal, state, and o th e r law s regard ­
ing  th e  p ro tec tio n  o f an ind iv idual’s r ig h t to  privacy.”13 I f  harm s due  to  privacy violations can be show n in  court, 
dam ages w ill be  aw arded  to  th e  v ictim s o f those violations. P ro p erty  law  already governs trespass, and new  court 
ru lings m ay w ell expand  th e  bo d y  o f such  law  to encom pass trespass by com m ercial UASs by focusing on  actual 
cases and  con troversies, n o t m ere ly  im aginary  hypo thetica ls . In  p articu lar, s ta te  “p eep ing  Tom ” law s already  
p ro h ib it spying in to  ind iv idual hom es.14 Privacy to r ts—includ ing  th e  to rt o f  in tru sio n  upon  sec lusion—m ay also 
evolve in  response  to  technological change and provide m ore avenues o f recou rse  to  p laintiffs seeking to  p ro tec t 
th e ir  privacy righ ts.15

F ourth , ad eq u a te  tim e shou ld  be afforded for th e  developm ent o f  nongovernm enta l privacy p ro tec tio n  m echa­
nism s, ranging  from  m arket-based  so lu tions to vo lun tary  codes o f  conduct to individual self-help. T h e  UAS indus­
try  has a lready developed a set o f  ind u stry  best practices, w h ich  include resp ec t fo r the privacy o f individuals.16 
T hese  gu idelines will likely be refined  over tim e to m eet new  challenges and  concerns. In d u stry  norm s and  p rac ­
tices w ill also be  influenced by p ressu re  from  m edia, activists, and  consum ers. Such less-restric tive so lu tions can 
g rea tly  red u ce  th e  need  fo r ad m in istra tive  in te rven tion  and  can  th e re fo re  increase th e  “perm ission lessness” o f 
a irspace as a p la tfo rm  for innovation .

SOCIAL ADAPTATION
Patience is also w ise here  no t only  because it provides b rea th in g  space for fu tu re  innovation, b u t also because it 
p rovides an  oppo rtu n ity  to  observe b o th  th e  evolution o f societal a ttitu d es tow ard  th is n ew  technology and  how  
citizens adap t to it. I t  is possib le th a t c itizen  a ttitudes about UASs w ill follow a fam iliar cycle w e have seen  p lay  ou t 
in  o th e r con tex ts o f initial resistance, g radual adaptation, and  th e n  eventual assim ilation  o f  th a t new  technology

8. FMRA §§331-336.
9. Id.
10. FMRA § 332(c)(2)(A)—(F).
11. H.R. 1262,113th Cong. 1 st Sess. (1 st Sess. 2013).
12. “Mission," Federal Aviation Administration, last modified April 23, 2010, http://www.faa.gov/about/mission/.
13. FAA Notice at 12260.
14. For example, see Va. Code Ann. § 18.2-130, Peeping or spying into dwelling or enclosure.
15. Restatement (Second) of Torts §§ 652B (1977).
16. "Unmanned Aircraft System Operations Industry 'Code of Conduct,"' Association for Unmanned Vehicle Systems International, 
accessed April 19, 2013, http://www.auvsi.org/conduct.
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in to  society.17 As technology au th o r L arry  D ow nes has observed, “a fter th e  initial panic, w e alm ost always em brace 
th e  service th a t once v io lated  o u r visceral sense o f privacy.”18

T he in tro d u c tio n  and  evolu tion  of th e  cam era and pho tog raphy  provides a useful com parison  in  th is regard. The 
cam era w as in itially  view ed as a highly  disrup tive force w h en  pho tography  becam e m ore w idesp read  in  the  late 
1800s. Indeed , th e  m ost im p o rtan t essay ever w ritten  on privacy  law, Sam uel D. W arren  and Louis D. B randeis’s 
fam ous 1890 H arvard  L aw  R eview  essay on “The R ight to  Privacy,” decried  the  spread  o f  the  device.19 T he au thors 
lam en ted  th a t “in stan taneous pho tog raphs and new sp ap er en te rp rise  have invaded the  sacred prec incts o f  private 
and  dom estic  life” an d  c laim ed  th a t  “num erous m echan ical devices th re a te n  to  m ake good th e  p red ic tio n  th a t 
‘w h a t is w h isp ered  in  the  closet shall be proclaim ed from  th e  house-tops.’”20

Sim ilar fea rs  often  an im ate  c ritic ism s o f UASs today. B ut ju s t  as personal norm s and  cu ltu ra l a ttitu d es  tow ard  
cam eras and public  p h o to g rap h y  evolved quite rap id ly  over a cen tu ry  ago, a ttitu d es abo u t UASs m ay evolve in 
com ing  years. Ju s t as cam eras and  pho tography  becam e an  ingrained  p a rt o f th e  h u m an  experience, UASs m ight, 
as well. A nd ju s t  as social norm s and e tique tte  evolved to  address those w ho w ould  use cam eras in  inappropriate , 
privacy-invasive ways, th e  sam e could  happen  for UASs.

Tow ard th a t end, ju s t as w e did no t preem ptively  foreclose pho tographic  innovation in  the  late 1800s, w e should  
no t fo reclose UAS innovation  today  w ith  overly p rescrip tiv e  privacy regulations. Let innovation  con tinue, and 
address tangib le  harm s as th ey  develop, if  they do.

APPLICATION TO THE PROPOSED PRIVACY REQUIREMENTS
In  ligh t o f th e se  argum en ts, sec tio n  (1) o f th e  p ro p o sed  p rivacy  ru les is in ap p ro p ria te  for th e  c u rre n t stage of 
ex p e rim en ta tio n  w ith  com m ercial UASs. T he req u irem en t th a t site  opera to rs develop privacy  policies th a t are 
in fo rm ed  by Fair In fo rm ation  P ractice  Princip les is quite  onerous for com m ercial opera to rs o f UASs, and its cost 
w ill likely ou tw eigh  any h ypo the tica l benefits.

C onsider, for exam ple, a real esta te  agent th a t uses an UAS to c rea te  a detailed, th ree-d im ensiona l pho tog raph  o f 
th e  ex te rio r o f  a p ro p erty  th a t is for sale. In  doing so, the  UAS inadverten tly  cap tu res im ages o f passersby in  the  
s tre e t ad jacen t th e  property . A ccording to so-called Fair In fo rm ation  Practice P rincip les,21 m ust th e  UAS opera to r 
tre a t the  passersby  as p o ten tia l v ictim s of privacy violation? I f  so, th en  w ould  the  follow ing requ irem en ts apply?

• To give all passersby notice o f  data collection before any photos are taken.

• To publicly identify  the  real estate agent before any photos are taken.

• To ensure th a t passersby understand  tha t pictures o f the ir faces and inform ation about the ir 
w hereabou ts may be used on a real estate listing website.

• To give passersby a choice to  opt-in  or op t-ou t o f such photography.

• To ensure th a t all inadverten tly  photographed passersby are given access to  all photographs,

17. Adam Thierer, "Technopanics, Threat Inflation, and the Danger of an Information Technology Precautionary Principle," Minnesota Journal of  
Law, Science & Technology 14, no. 1 (2013): 309-386.
18. Larry Downes, “A Rational Response to the Privacy 'Crisis,'" Cato Institute Policy Analysis no. 716 (Jan. 7, 2013): 10.
19. Samuel D. Warren & Louis D. Brandeis, "The Right to Privacy," Harvard Law Review 4 (1890): 193.
20. Id., at 195.
21. White House, Consumer Data Privacy in a Networked World: A  Framework for Protecting Privacy and Promoting Innovation in the Global 
Digital Economy (Washington, DC, February 2012), 1, http://www.whitehouse.gov/sites/default/files/privacy-final.pdf. (listing as FIPPs: 
Transparency, Individual Control, Respect for Context, Security, Access, Accuracy, Focused Collection, and Accountability.)
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• To take expensive security  m easures to  p ro tec t photos th a t w ere taken  in a public place.

I f  a d h e red  to strictly, F air In fo rm atio n  P ractice  P rincip les could  m ake it p roh ib itively  costly  to  use  com m ercial 
UASs in  app lica tions as ben ign  as tak ing  pho tog raphs n e a r public spaces. I t  is no t c lear th a t they  could comply, 
in  th is  co n tex t o r any other, w ith  E xecutive O rder 13563, w h ich  requ ires th a t any regu la tion  p rom ulgated  by an 
execu tive  agency be  cost-benefic ial. I t  shou ld  also be n o ted  th a t Fair In fo rm atio n  P rac tice  P rincip les are  law  
n o w h ere  else in  th e  federal governm ent.

CONCLUSION
W hile  the  FAA m akes clear in  its N otice th a t the  privacy requ irem en ts it p roposes are only applicable to  th e  test 
s ite  opera to rs and “are n o t in tended  to  p re -d e te rm in e  the  long-term  policy and regulatory  fram ew ork under w hich  
com m ercia l UASs w ould  operate,”22 it w ould  be un reasonab le  to believe th a t the  p reced en t se t in  th is p ro ceed ­
ing w ill n o t affect fu tu re  deliberations. Indeed , th e  actions th e  FAA takes in  th is p roceed ing  w ill begin to se t the  
base line  fo r fu tu re  UAS regulation .

T  he  FAA fu r th e r  notes th a t th e  purpose  o f th e  privacy requ irem ents are sim ply  to “assure m axim um  transparency  
o f  privacy  policies associated  w ith  UAS te s t site operations in o rd e r to  engage all s takeholders in  discussion about 
w h ich  privacy  issues are raised by UAS operations and how  law, public policy, and the  in d u stry  practices should 
resp o n d  to those  issues in  the long run.”23 U nfortunately, by m andating  th a t te s t site  opera to rs issue privacy po li­
cies and th a t those  policies be in form ed by Fair In fo rm ation  P ractice  Principles, th e  FAA w ould be excluding an 
im p o rta n t possib le a lternative  from  th e  discussion: som e opera to rs m ight choose n o t to issue a privacy policy or 
ad o p t a non -F IP P s-com plian t policy. I f  th e  tru e  p u rp o se  o f th e  p ilo t program s is “to  develop a body o f da ta  and 
o p era tio n a l experiences to  in fo rm  in teg ra tio n  and  the  safe opera tio n  o f th e se  a irc ra ft in  th e  N ational A irspace 
System,” th en  th e  FAA should  seek no t ju s t geographic and  clim atic diversity, bu t policy d iversity  as well.

W e th e re fo re  urge th e  FAA to strike  sec tion  (1) o f  its p roposed  privacy regulations and  rely  exclusively on existing  
law  and  o th e r m echanism s to p ro tec t individuals’ privacy rights. We believe th a t such  an approach  w ould  have the 
v irtu e  o f  p ro tec tin g  individual rights, fostering  th e  use o f  airspace as a p la tfo rm  fo r innovation, and  allow ing the  
scope of any necessary  fu tu re  privacy law s to  be narrow ly  ta ilo red  by actual cases and  controversies th a t em erge. 
To th e  ex ten t th a t it  rem ains the  sub jec t o f public concern, th e  FAA should  recognize its lack o f au thority  on  the 
m atter, leaving fu r th e r  deliberations abou t the  privacy im plications of UASs to  Congress, w here  elected  officials 
can  consider these  concerns w hile  w eighing  the benefits and  costs of p o ten tia l regulation.

in c lu d in g  o n es  th a t are n o t  u sed  o n  th e  real esta te  lis tin g  w eb site .

22. FAA Notice, 12260.
23. Id., 12259.
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S ta tes  in  a ra ce  to  secu re  d ron e  te stin g

Groups in 37 states are vying to become one of six federally designated sites for 
testing the remotely piloted crafts for use in the nation's airspace. They see a 
chance to generate jobs.

By Richard Simon, Los Angeles Times

3:30 AM PDT, April 8,2013

WASHINGTON —  Although the prospect o f drones 
flying over U.S. cities is generating cries of spies in 
the skies, groups from California to Florida are 
fiercely competing to become one of six federally 
designated sites for testing how the remotely piloted 
aircraft can safely be incorporated into the nation's 
airspace.

North Dakota boasts of its "minimal air traffic 
congestion." North Carolina, whose license plates 
read "First in Flight," cites its aviation history.
California pitches its diverse geography: desert, 
mountains and ocean.

Technically, the designation itself offers no money, 
but 50 groups in 37 states have entered the Federal 
Aviation Administration competition. States see the designation as an opportunity to generate jobs 
from a burgeoning industry.

"Clearly, we wouldn't be interested unless we thought there was money," said Bob Knauff, a retired 
general leading a New York-Massachusetts bid.

And so the pitches keep coming. Oklahoma notes its experience in testing drones for the military. 
Arizona boasts of its nearly year-round "perfect flying weather." Florida, on the other hand, sees its 
sometimes severe weather a plus for testing drones in all kinds of conditions.

And the leader of a joint effort by Alaska, Hawaii and Oregon says, "We think we bring something to 
the table that is going to be hard to match," citing the diversity of environments and "massive 
amounts" of "relatively unpopulated airspace," especially up in the Last Frontier.

Not everyone, however, is so enthusiastic.
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Even as the competition rages, lawmakers from city halls to Congress are writing legislation to restrict 
drone flights. The FAA also is getting an earful from a public anxious about drones invading their 
privacy.

"This is a highly visible step toward a Big Brother-like state," a Wisconsin resident complained to the 
FAA.

Those vying for test sites say that privacy concerns should be addressed separately from the testing. 
But they are aware of the concerns.

North Carolina has proposed testing in airspace over crops. "Corn doesn't care" about drones flying 
overhead, said Kyle Snyder, director of the NextGen Air Transportation Center at North Carolina 
State University. Still, the FAA has directed that existing privacy laws be obeyed during testing.

Those bidding for test sites — in many cases alliances of economic development groups, universities 
and aerospace companies — believe that if they land a test site, drone manufacturers will follow.

Aerospace research firm Teal Group Corp. estimated that worldwide drone spending will almost 
double over the next decade to $11.4 billion. Thousands of drones are expected to be deployed over 
the U.S. within the next five years for all sorts of chores, including inspecting pipelines, scouting film 
locations, searching for lost hikers, helping police track criminal suspects.

"Simply put, unmanned aircraft systems are the next big thing in the aerospace industry," California 
Assemblyman A1 Muratsuchi (D-Torrance), chairman of the California Assembly Select Committee 
on Aerospace, said at a recent Sacramento hearing.

Florida, which is investing $1.4 million in its pitch, sees drones as a way to recover from the end of 
the space shuttle program. Nevada officials have said they see an opportunity to become the "Silicon 
Valley of unmanned aerial systems."

The FAA, which will select the six test sites by the end of the year, was directed by Congress to draw 
up rules by 2015 for drone flights in U.S. airspace. Among those pushing for the legislation was the 
49-member Congressional Unmanned Systems Caucus, founded by Rep. Howard P. "Buck" McKeon 
(R-Santa Clarita), who has cited the potential for jobs and improvements to public safety and 
emergency response times from integrating drones into the nation's airspace.

The FAA has largely left it to the applicants to propose the parameters for the test sites.

North Carolina proposes a range just 14 miles long and four miles wide; other states propose ranges 
that take in hundreds of miles of restricted airspace, generally over lightly populated areas. Two 
California groups propose testing over the desert and ocean and at small airports.

In Maryland, a group led by the University System of Maryland has proposed testing over the 
Chesapeake Bay, among other places. New York and Massachusetts propose testing over the 
Adirondacks and Cape Cod.

Tests initially are expected to focus on small drones, typically 50 pounds or less, flying at altitudes of 
up to 5,000 to 10,000 feet, but eventually could include bigger drones like the ones used in combat — 
but unarmed.
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Some states hoping to be named test sites have combined forces, seeing strength in numbers. Virginia 
and New Jersey are working together.

In California, groups based in Ventura and Kern counties, with partners from throughout the state, are 
bidding to become test sites, but state officials worry the intrastate competition could hurt California's 
chances.

Although states aren't saying much publicly about their bids for fear of helping their competitors, they 
are looking for any edge they can get.

North Dakota, to highlight its expertise on drones, noted that one of its universities was the first in the 
nation to offer a bachelor's degree in "unmanned aircraft systems operations." The governor has 
allocated $1 million for the state's bid and pledged an additional $4 million to support the testing if 
North Dakota is selected.

Ohio noted that it was home to development of the "world's first unmanned aerial system," a sort of 
flying bomb known as an "aerial torpedo" developed in 1918.

r i  ch a rd . s im on(d),la tim es. c o m

Copyright © 2013, L o s  A n g e le s  T im e s

http:/Avww.latimes.com/news/nationworld/nation/la-na-drone-race-20130408,0,4669344,pri... 4/8/2013



&>1ptrrf y&fyj luxy. ^ ao,

- "Wi ,,iyHi 

'Xy^svhz^ gy

x.__________

• ^Sie^wsnwty

'£*>f£M W<M pvw?

•flwwi ^ 1
s . f r r»'0W W V

^ ^g^^njfTn

'Kj?

t^Xf9 QiFi^A/

-pn&||/ if.I x

mty*) ^

"w^jSlJn [rpQvtd*'

-"Yjjoi d> wj 04 tpgj L̂ d -wtifynj Al

IJ/iT)!/ IA fitf) >XV11 +VlO ^ }PAXp\IJ ryf) V7|S{?]U.

'f j!MMi}0V ' JWfi Si Mg h

’^»w% xrX I /■... ,̂/̂;i|̂!

*te rTm^nmim



o o
Ginger Blaisdell

From:
Sent:
To:
Cc:
Subject:
Attachments:

Treadwell, Lt. Governor (GOV sponsored) <ULmead.treadwell@alaska.gov> 
Wednesday, March 13, 2013 5:39 PM 
Ginger Blaisdell 
Propes, Barbara A (GOV)
FW: Use of UAVs and Model aircraft
Madden Testimony - UAS in Alaska.pdf; UAS_Executive_Summary.pdf

F rom : Madden, John W (MVA)
Sent: Wednesday, March 06, 2013 7:15 AM 
To : Treadwell, Lt. Governor (GOV sponsored)
Cc: Kemp, Pat J (DOT); Goertzen, Michaela J (GOV); Toohey, Michelle K (GOV)
Subject: RE: Use o f UAVs and Model a ircraft

Sir —
Forgive me for replying yesterday but all my files on UAS are here in the office. There are several UAS groups that I am 
associated with or that I have addressed on potential UAS missions.

First, I attach my 2006 testimony on UAS in Alaska that I gave before Senator Stevens' Senate Commerce, Science, and 
Transportation Committee. I designed a concept of operations that included some aspects of privacy. I emphasized that 
UAS should not be developed, deployed, or operated entirely independently but as part of an enterprise with unified 
logistics, airspace coordination, privacy, and other difficult challenges.

Second, I attach the executive summary of the Unmanned Aircraft Systems Consortium and their Center for Innovation 
located in Arlington Texas. I addressed them last November on the UAS potential for science, safety, and security. In the 
audience were several involved with the Texas Governor's office through Texas A&M on private sector R&D and use of 
UAS.

Third, the U.S. Army at Redstone Arsenal has an office for unmanned aircraft systems that has a network with other 
government agencies to help establish and grow UAS programs within those organizations and agencies. I talked with 
them about the conops by telcon last December.

Fourth, there is an Alaska UAS Interest Group that holds periodic workshops with mostly federal agencies but some state 
and university agencies as well. It is coordinated by the Alaska Center for UAS Integration in the Department of the 
Interior here in Anchorage.

Fifth, New Mexico State University has the TAAC (Technical Analysis and Applications Center) that focuses on UAS 
potential -  mostly federal agencies. They hold several conferences each year that are mostly technical but also have 
elements of societal and privacy considerations.

I have contact information for each of these groups.

As always, please do not hesitate to contact me if you have questions or need further information.

JW M
907.782.8287 (NEW!)
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F rom : Treadwell, Lt. Governor (GOV sponsored)
S en t: Tuesday, March 05, 2013 6:19 PM
To : Hatter, Steve D (DOT); Masters, Joseph A (DPS); Madden, John W (MVA); Katkus, Thomas H (MVA)
Cc: Kemp, Pat J (DOT); Goertzen, Michaela J (GOV); Toohey, Michelle K (GOV)
S u b je c t: Use o f UAVs and Model a ircra ft

Commissioners, I hope th is finds you well. Quick question:

I cha ir the  Aerospace States Assn., which is looking to  develop model state legislation on privacy issues as they relate to  
model a irc ra ft and UAV's. We are like ly to  partner w ith  industry groups, the Council on State Governments, and privacy 
groups as we look at this. In you r bailiw icks -  public safety commissioners o r ad ju tan t generals o r emergency homeland  
security d irectors o r transpo rt/av ia tion  au thorities -  are there national organizations we should have involved?

V irginia has a bill on the Governor's desk which restricts the  use o f UAVs in law enforcement, and almost tw o  dozen 
o th e r laws are pending across the  country. ASA's presumption is we can work to  p ro tec t privacy and civil rights and 
a llow  th is too l to  be used fo r  its beneficia l uses.

Thanks.
Mead Treadwell, L ieutenant Governor o f Alaska

Juneau office :
State Capitol, Third Floor 
Juneau, AK 99801 
(907) 465-3520 voice 
(907) 465-5400 fax 
lt.governor(5)alaska.gov

Anchorage office:
550 W est 7th Ave., Suite 1700 
Anchorage, AK 99501 
(907) 269-7460 voice 
(907) 269-0263 fax

www.ltgov.a laska.gov

chooserespect.alaska.gov
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WRITTEN TESTIMONY OF JOHN W. MADDEN DEPUTY DIRECTOR FOR HOMELAND SECURITY DIVISION OF HOMELAND SECURITY AND EMERGENCY MANAGEMENT DEPARTMENT OF MILITARY AND VETERANS AFFAIRS STATE OF ALASKA
HEARING ON“UNMANNED AERIAL SYSTEMS IN ALASKA AND THE PACIFIC REGION: A FRAMEWORK FOR THE NATION”
BEFORE THECOMMITTEE ON COMMERCE, SCIENCE, AND TRANSPORTATION

UN ITED STA TES SE N A  TE  July 13, 2006
Introduction
Thank you, Mr. Chairman and Members of the Committee, for inviting me to present 
testimony on the potential use of unmanned aerial systems (UAS) in Alaska and the 
Pacific Region. I am the Deputy Director for Homeland Security for the State o f Alaska 
and have held this position since September of 2005. Before beginning my service to the 
State of Alaska, I served 37 years in seven federal agencies, most recently three years 
with the Department o f Homeland Security and Transportation Security Administration 
in Alaska. For eleven years before that, I worked with the Alaskan Region of Federal 
Aviation Administration (FAA). I also worked nine years with the Alaska Region of the 
National Weather Service and National Oceanic and Atmospheric Administration 
(NOAA).

Before transferring to Alaska from Washington, D.C. in 1982,1 served with the 
headquarters o f the Department o f Energy working on fossil fuels research, the Joint 
Cruise Missile Project o f the U.S. Navy and U.S. Air Force, several major defense 
programs, and on active duty with the U.S. Army in Vietnam and Washington, D.C.

With my experience in federal and state agencies with missions supporting science, 
safety, and security, I am in a position to analyze and describe the UAS initiative with a 
well rounded view.

Initial Concepts
In October 2005 ,1 first learned o f NOAA’s interest in UAS in Alaska to conduct long­
term climate research in the Arctic. I understood their objective to be regular and frequent 
flights over the Arctic Ocean taking atmospheric and other scientific measurements to 
improve the climate prediction models.

I immediately saw a possible dual mission for these flights. During the flights to and from 
the Arctic, the aircraft could monitor the critical infrastructure o f the Trans Alaska 
Pipeline System (TAPS), the oil production fields o f the North Slope, refineries, oil
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storage facilities, and the Alaska Railroad. There was clearly a potential for one flight to 
accomplish two missions.

As I discussed this possibility with other state agencies and our federal partners, I 
realized that the range o f potential missions was far broader than first evident. There was 
a clear need to examine the possibility of unmanned aerial systems achieving many 
missions on one flight -  for science, safety, and security. Also, it was evident that while 
several organizations were interested in UAS, there was no forum for formal discussions 
and examination of the technology.

Workshop on Unmanned Aerial Systems in Alaska
On April 18, 2006, the State of Alaska hosted an open workshop on unmanned aerial 
systems. The 55 attendees represented 34 federal and state agencies, universities, private 
sector companies, and non-profit organizations. I have included a list o f the attending 
agencies and organizations with my written testimony. At the workshop, we exchanged 
information on current UAS activities and technology around the world and identified 
potential uses of unmanned aircraft vehicles and systems in Alaska. There was a strong 
emphasis on the possibility o f Alaska as a testbed for UAS technology and applications 
that may prove beneficial to the entire nation across a broad range o f public service 
missions.

The attendees at the UAS workshop identified many potential mission areas broadly 
aligned along the themes o f science, safety, and security. Some potential missions 
recurring during the workshop included Arctic climate and weather research, ecosystems 
and wildlife habitat, monitoring volcanoes and wildfires, emergency communications 
platform, monitoring o f critical infrastructure, fisheries enforcement, emergency response 
management, and search and rescue. These are representative of the missions that, on first 
examination, seem incongruent and incompatible. However, we found these missions 
shared three common elements:

• UAS could improve the effectiveness o f achieving the mission o f each agency;
• an integrated UAS program would likely reduce the costs of many aspects of the 

individual missions; and
• UAS could reduce the risks to flight crews and aircraft often operating in very 

hazardous conditions.

Undoubtedly, there are several lists of potential mission areas prepared by other 
organizations. These lists should be seen as complementary rather than competitive. The 
civilian UAS industry is a new field and the ideas are emerging rapidly from many 
quarters. It is too soon to definitively include or exclude any single idea. Rather, that 
should be left for a later, more detailed review and planning process.

To describe each potential mission would require testimony of several hundred pages. As 
an expedient, I will describe a few areas that illustrate the range and diversity of 
missions. While I describe these missions from an Alaskan perspective, the conditions 
and challenges in Alaska will replicate those found in other states and regions throughout 
the country.

2
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• Arctic Climate and Weather Research — I leave it to my associates from NOAA to 
describe the scientific missions for UAS in Alaska. However, I emphasize that 
whatever conditions NOAA detects and whatever predictions arise from improved 
climate models, Alaska — its people, economy, and culture -  will be affected 
first. This mission, as I understand it, requires a platform with intercontinental 
range, sensing packages, and delivery systems for sondes.

• Monitoring of Critical Infrastructure -  A significantly large amount of critical 
infrastructure in Alaska is located in remote areas. This infrastructure is critical to 
the people and economy of Alaska and Nation. We Alaskans take this charge very 
seriously. We devote a significant amount o f state, local and corporate resources 
to deter, detect, and defend against all hazards and threats. To protect just the 
energy sector -  power generation and distribution, oil and gas production fields, 
pipeline, pump stations, refineries, rail transport, and storage facilities — there are 
more than two dozen federal, state, and local agencies and private sector 
corporations providing some piece of the overall protection. Through the 
coordinated use of UAS, we could radically improve our ability to integrate all 
these protective activities and eliminate any gaps, seams, or overlaps in the 
security. To meet this mission, a variety of aircraft platforms would be needed.

• Fire Management and Response -  In this area the diversity of UAS technology 
and missions is dramatically demonstrated. The rapidly changing nature of 
firefighting, constantly shifting and always threatening, is extremely challenging 
to the firefighters and those supporting them. In some future fire scenario, there 
will be an integrated use of specialized unmanned aerial systems. A high altitude 
platform continually captures the perimeter, damage, and direction of all fires 
within range and locates the hotspots within the fire. This information is 
transmitted real-time to the incident commander who develops and refines the 
strategy and tactics for the entire fire area. A medium altitude aircraft serves as an 
airborne radio communications base to ensure every element is in constant contact 
despite the terrain or ground based stations. A medium to low flying platform 
drops weather sondes around the fire for atmospheric readings critical to 
extremely accurate weather predictions down to the range of one kilometer. In the 
past two years, Alaska has lost more than 11 million acres to wildfires -  as much 
as the rest o f the nation combined. There will be no shortage of opportunities to 
test technology, tactics, and techniques in Alaska that will be immediately useful 
to other states with wildfires.

• Volcano monitoring -  Alaska has about 40 volcanoes active in historical times.
As recently as January of this year, Mt. Augustine threatened communities along 
Cook Inlet and the air routes over the Northern Pacific. In recent years, other 
eruptions from Mt. Spurr, Mt. Redoubt, and Mt. Augustine, disrupted commercial 
aircraft operations throughout the Pacific and half the country. While NOAA, the 
FAA, and the Alaska Volcano Observatory have greatly improved their ability to 
monitor and predict the movement of ash clouds, other information remains

3
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difficult to obtain. During the UAS Workshop, there was speculation on the use of 
small, low-cost, sacrificial unmanned aerial vehicles to fly into volcanic ash 
clouds to gather and transmit information on the chemical composition and size of 
the particulate. Also, it would be of significant value to have an unmanned aircraft 
remain on station for hours or days to monitor and transmit visual and infrared 
information from the volcano. Again, a variety of unmanned aerial vehicles would 
supplement the ground and satellite based monitoring resources.

• River Ice and Flooding -  Each spring as the ice on the Alaskan rivers begin to 
break up, dozens of river communities endure the uncertainty o f if  or when they 
may be flooded. During the Yukon River breakup in May 2006 -  150 miles o f ice 
traveled downriver with the potential of blocking the river at any turn and 
flooding several communities. The river watch program of the National Weather 
Service and the State of Alaska flew small, piloted aircraft at slow speed and low 
elevation to monitor and assess the ice. This approach places pilot and crew at 
great personal risk and cannot stay on station for long. Similar conditions of 
seasonal flooding exist throughout the country. The process o f gaining situational 
awareness o f water conditions and rapidly identifying changes to predictions 
could immediately be exported to other states and regions.

Model for the Civilian UAS Testbed and Operations Center in Alaska
It was evident from discussions during and since the April workshop that no single type 
o f UAS could meet all these missions. Rather, the ideal UAS test program would include 
several platform types -  from the high altitude, long endurance aircraft requiring a long 
runway to very small aircraft capable o f low and slow flight, launched pneumatically or 
by hand, and easily deployed. Also, the UAS initiative is more than the vehicles and 
technology. The unmanned aircraft are essentially tools to acquire data and information 
for the other elements o f the system to analyze and distribute.

To accommodate this wide range of aircraft and missions, I envision an operations center 
at one of the hundreds o f State owned airports. The center is operated by a federal 
government agency or contractor. The center has hangar and maintenance space for the 
aircraft along with a test area for assembly, test, fabrication, and modification o f payload 
equipment and technology. Near the aircraft base is the center for communications, 
information processing, logistical, and administrative support for a range of clients -  
government, academia, and industry. The operations center is linked to the clients in 
Alaska and throughout the nation via high-speed, broadband fiber optic and satellite 
network. The center has sufficient computing power for processing, analysis, and 
archiving huge amounts of data and imagery. The center provides for the maximize 
productivity of each flight hour by aligning missions, equipment, sensing packages, and 
priorities from clients. Further, the center would safeguard the information from 
unauthorized access and use.

Depending on the missions, there may be UAS forward deployed to other locations 
during seasonal events such as flooding, fire, wildlife migration, fisheries seasons, and 
breakup o f river ice. There would be accommodations for the actively participating
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organizations as well as observers (real or virtual) from the private sector, other states, 
federal agencies, and even nations. These observers could learn first hand the UAS 
operations relevant to their needs and plans. Each could then make informed 
recommendations and decisions on the transfer o f the UAS technology and procedures to 
their constituency or organization.

The center is governed by a charter that broadly prescribes how priorities are set, how 
conflicts are resolved, and how business is conducted. Through this governance, the 
participating agencies and organizations decide under what conditions to sacrifice a day 
of scientific observations to conduct a search and rescue operation or under what 
conditions to delay a wildlife census to monitor a threatening volcano.

Profile of One Flight with Many Missions
I will describe the flight and mission plan for one flight of an unmanned aerial vehicle 
should this initiative be realized. While it is unlikely that a single flight will ever perform 
all o f these, this hypothetical flight contains several mission elements that, individually, 
would be extremely difficult, dangerous, or expensive with manned aircraft or through 
satellite observations.

1. A long-range unmanned aerial vehicle launches from a base in Southcentral 
Alaska with its primary mission to drop weather sondes over the Arctic Ocean. It 
is also equipped with optical and infrared sensors to accomplish several secondary 
missions along the way.

2. The aircraft quickly climbs above the general aviation operating altitudes and 
heads north on its programmed flight.

3. As scheduled, the aircraft flies over the Trans Alaska Pipeline System, the pump 
stations and river crossings. The imagery is relayed through a high speed, secure 
downlink to the pipeline security operations center.

4. The aircraft also flies over Ft. Greeley and the national missile defense base. The 
imagery is relayed to security forces.

5. The UAS Operations Center receives a report from Alaska State Troopers o f a 
boat overdue from a trip on the Yukon River from Circle to Fort Yukon. The 
aircraft is directed to divert slightly to follow and monitor the Yukon River. The 
aircraft collects the imagery and transmits it to the UAS Control Center. The 
center quickly analyzes the imagery and relays to the Alaska State Troopers the 
locations of the most likely search areas. The search by manned aircraft is now 
more focused and effective.

6. Over the North Slope, the aircraft begins collecting imagery o f a caribou herd for 
several federal and state agencies as well as universities researching the wildlife 
of that area. The imagery is retained onboard the aircraft for later forwarding to 
the client agencies and universities.

7. As the aircraft approaches the Arctic Ocean, it flies a scheduled path over the oil 
fields at Prudhoe Bay and takes optical and infrared images to detect hotspots 
indicative o f leaks and the surrounding areas for unauthorized people and 
vehicles. The imagery is relayed real time to the pipeline operations center.

5
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8 . Over the next several hours, the aircraft conducts its primary mission of 
atmospheric observations over a large swath of the Arctic Ocean.

9. On its return to the mainland, the aircraft follows the flight plan along the pipeline 
from Prudhoe Bay to Fairbanks, again concentrating on pump stations, river 
crossings, and other critical elements. It relays imagery in real-time to the pipeline 
operations center.

10. The UAS Operations Center receives a report from the Alaska Rescue 
Coordination Center (RCC) in Anchorage of an emergency locator transmitter 
detected near Chandalar Lake in the Brooks Range above the Arctic Circle. The 
Control Center recalls a portion of the imagery already collected for pipeline 
security and reroutes it to the RCC for analysis and action.

11. The aircraft flies a planned route through the military special use airspace near 
Fairbanks to simulate a commercial aircraft deviating from flight plan. This 
provides a highly realistic test for the FAA and the North American Aerospace 
Defense Command to detect, identify, and intercept an aircraft under these 
conditions.

12. The flight plan includes a scheduled reconnaissance flight over an active fire area 
near Nenana. The infrared and optical imagery of the fires is relayed real time to 
the Alaska Fire Service in Fairbanks who matches it with information from other 
UAS on low-level flights.

13. The aircraft continues southward above the Alaska Railroad and monitors the 
remote rail bridges before the transport o f a large shipment o f highly hazardous 
materials. The imagery is sent real time to the railroad operations center.

14. The aircraft completes its one flight and its many missions and returns to base.
The imagery, atmospheric observations, and other data are downloaded for 
archiving, distribution, and analysis.

Aviation Safety
I anticipate that the aviation community in Alaska may raise safety concerns about 
sharing airspace with unmanned aircraft. Alaska is the ideal venue to develop and test the 
standards for ensuring the safety o f integrating UAS into the National Airspace System. 
While the per capita numbers of active pilots and registered aircraft in Alaska are the 
highest in the nation, there is still a great amount of airspace in Alaska. According to 
FAA records, there were about the same number of active pilot certificates in Alaska as 
in Maryland or Massachusetts, states with significantly larger populations but much 
smaller land area and airspace.

Also, Alaska has about the same number of registered aircraft -  private, corporate, and 
commercial -  as Ohio or Washington State, states with more population centers, fewer 
landing facilities, and more controlled airspace. I understand there are many other factors 
such as number of flights, distance and duration of flights, controlled and uncontrolled 
airspace, weather and radar coverage, and the limited road system. However, the risks of 
flying in Alaska are widely recognized and increasingly well documented.
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It is often said, and I agree, that aviation is the lifeblood of Alaska -  more so than any 
other state. Alaskans know and greatly appreciate the improvements in recent years in 
aviation safety and security. The collaboration between FAA, the aviation industry and 
associations, and the flying public is innovative, inclusive, and incredibly successful. The 
most notable programs in recent years are the Capstone program, the Medallion 
Foundation, the Circle of Safety, and the statewide system of weather cameras.

Aviation safety is and will remain vital to the state and worthy of the focus and resources 
afforded it. But there is strong need for the aviation community to collaborate on this 
initiative to confront other hazards that are just as threatening to our citizens. It is not 
enough to be safe while in flight as other imminent dangers -  fires, floods, volcanoes, 
coastal and river erosion, terrorism -  face our families and communities. The aviation 
community is a critical component of Alaskan life and it is critical to the thoughtful 
examination and implementation of UAS technology and operations in Alaska and across 
the Nation.

Benefits to the Nation from a UAS Testbed and Operations Center in 
Alaska
A civilian UAS operations center in Alaska will facilitate the methodical test and 
evaluation o f existing and emerging technologies in challenging field conditions. It also 
is the perfect laboratory to find the best means and timetable for introducing unmanned 
aerial systems into the National Airspace System.

For the emerging UAS industry in the United States to establish itself in the world 
market, it must demonstrate reliable technology that meets business needs and 
government missions, and that operates in the widest range of environmental conditions, 
and with logistical support. Alaska is the right location for such a testbed because there is 
more of the world like Alaska than many parts o f the United States.

Conclusion
My foremost duty is to provide for the safety and security for the people and economy of 
Alaska. The UAS initiative will significantly contribute to a safer and more secure 
Alaska. Just as importantly, I believe that a civilian testbed in Alaska also serves the best 
interests of other states and the Nation as a whole. Only in Alaska can we test the full 
range of potential missions of UAS without immediately confronting the complex 
airspace found in most of the National Airspace System. Only in Alaska can UAS be 
used to maximum efficiency through one flight conducting many missions -  on each 
flight. Only in Alaska can the unmanned aerial system initiative be subjected to the most 
demanding climactic, environmental, logistical, and administrative challenges without 
dooming it to early and avoidable failure.

This concludes my prepared remarks. I stand ready to answer any questions you, or other 
Members o f the Committee, may have.
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I n t r o d u c t i o n
T h e  C e n t e r  f o r  I n n o v a t i o n ’s  ( C F I )  U n m a n n e d  A i r c r a f t  S y s t e m s  C o n s o r t i u m  ( U A S )  i s  

f o c u s e d  o n  t h e  d e v e l o p m e n t  o f  t h e  U n m a n n e d  A i r c r a f t  S y s t e m s  i n d u s t r y .  I t ’s  p r i m a r y  

p u r p o s e  i s  t o  d e v e l o p ,  i m p l e m e n t  a n d  e x p a n d  U A S  t e c h n o l o g i c a l  a n d  p r o d u c t i o n  
c a p a b i l i t i e s .

C F I ’s  U n m a n n e d  A i r c r a f t  S y s t e m s  C o n s o r t i u m  w a s  e s t a b l i s h e d  a s  a  m e a n s  o f  

a d d r e s s i n g  o n e  o f  t h e  p r i o r i t y  i s s u e s  o f  t h r e e  f e d e r a l  a g e n c i e s  C F I  r e p r e s e n t s  a s  a  

F e d e r a l  P a r t n e r s h i p  I n t e r m e d i a r y ;  t h e  U . S .  D e p a r t m e n t s  o f  A g r i c u l t u r e ,  D e f e n s e ,  a n d  
H o m e l a n d  S e c u r i t y .

A  U A S  i s  c o m p r i s e d  o f  t h e  u n m a n n e d  a i r c r a f t ,  p a y l o a d ,  h u m a n  e l e m e n t ,  c o n t r o l  

e l e m e n t ,  w e a p o n s  s y s t e m s  p l a t f o r m ,  d i s p l a y ,  c o m m u n i c a t i o n  a r c h i t e c t u r e ,  l i f e  c y c l e  
l o g i s t i c s ,  a n d  i n c l u d e s  t h e  s u p p o r t e d  s o l d i e r s  o r  c i v i l i a n  g r o u n d  c r e w .  U n m a n n e d  

a i r c r a f t  a r e  f i x e d  o r  r o t a r y  w i n g e d  a i r c r a f t  o r  l i g h t e r - t h a n - a i r  v e h i c l e s ,  c a p a b l e  o f  f l i g h t  

w i t h o u t  a n  o n b o a r d  c r e w .

B a c k g r o u n d
I n  2 0 1 0 , t h e  C e n t e r  f o r  I n n o v a t i o n  e s t a b l i s h e d  T e c h C o m m  a t  t h e  i n v i t a t i o n  o f  t h e  U . S .  

D e p a r t m e n t  o f  D e f e n s e ,  a s  a  “ m u l t i - a g e n c y ”  F e d e r a l  P a r t n e r s h i p  I n t e r m e d i a r y .  A s  s u c h ,  

T e c h C o m m  i s  r e s p o n s i b l e  t o  s u p p o r t  t h e  f o r m a t i o n  o f  s t r a t e g i c  “ p u b l i c - p r i v a t e ”  

p a r t n e r s h i p s ,  f a c i l i t a t i n g  a n d  e n a b l i n g  t h e  i n t e g r a t i o n  o f  i n d u s t r y ,  a c a d e m i c ,  a n d  

g o v e r n m e n t  r e s e a r c h  a n d  d i s c o v e r y  w i t h  v e n t u r e  c a p i t a l  a n d  t a l e n t  &  k n o w  h o w .  T h e  

u l t i m a t e  g o a l s ;  ( 1 )  e n a b l e  t h e  c o m m e r c i a l i z a t i o n  o f  p a t e n t e d  t e c h n o l o g y  d i s c o v e r e d  i n  

f e d e r a l  l a b s ;  a n d  ( 2 )  e n a b l e  f e d e r a l  a g e n c i e s  t o  s e c u r e  b o t h  t e c h n o l o g y  a n d  c o n t r a c t  

s e r v i c e s  f r o m  b u s i n e s s  a n d  i n d u s t r y .

T e c h C o m m  c u r r e n t l y  r e p r e s e n t s  f i v e  f e d e r a l  a g e n c i e s ,  i n c l u d i n g  t h e  U . S .  D e p a r t m e n t  o f  

D e f e n s e  ( D o D ) ,  t h e  U . S .  D e p a r t m e n t  o f  A g r i c u l t u r e  ( U S D A ) ,  t h e  U . S .  D e p a r t m e n t  o f  

H o m e l a n d  S e c u r i t y  ( D H S ) ,  t h e  N a t i o n a l  I n s t i t u t e s  o f  H e a l t h  ( N I H ) ,  a n d  t h e  U . S .  

D e p a r t m e n t  o f  E n e r g y .  T e c h C o m m  w o r k s  w i t h  t h e s e  a g e n c i e s  t h r o u g h  t h e i r  O f f i c e s  o f  

T e c h n o l o g y  T r a n s f e r  a n d  T r a n s i t i o n ,  a n d  t h e  2 7 2  l a b s  t h e y  o p e r a t e .  T h e s e  l a b s  

c o l l e c t i v e l y  s p e n d  $ 1 0 0  b i l l i o n  a n n u a l l y  o n  r e s e a r c h ,  e m p l o y  1 0 0 , 0 0 0  f e d e r a l  

r e s e a r c h e r s  a n d  s c i e n t i s t s ,  w i t h  2 0 , 0 0 0  p a t e n t s  a v a i l a b l e  f o r  l i c e n s e  b y  b u s i n e s s  a n d  
i n d u s t r y  f o r  t h e i r  o w n  u s e ,  m a n u f a c t u r e ,  o r  p r o d u c t i o n .

P r e m i s e  a n d  R a t i o n a l e
C F I ’s  r a t i o n a l e  f o r  e s t a b l i s h i n g  a  U A S  c o n s o r t i u m  i s  b a s e d  o n  o u r  c o n t r a c t s  t o  r e p r e s e n t  

t h e  U . S .  D e p a r t m e n t s  o f  A g r i c u l t u r e ,  D e f e n s e ,  a n d  H o m e l a n d  S e c u r i t y  a s  a  F e d e r a l  
P a r t n e r s h i p  I n t e r m e d i a r y ,  a s  a l l  t h r e e  a r e  k e e n l y  i n t e r e s t e d  i n  U A S .

C u r r e n t l y ,  t h e  D e p a r t m e n t  o f  D e f e n s e  b u y s  a p p r o x i m a t e l y  7 0  %  o f  a l l  u n m a n n e d  a i r c r a f t  

v e h i c l e s  p r o d u c e d  i n  t h e  w o r l d .  T h e  U . S .  D e p a r t m e n t  o f  A g r i c u l t u r e  i s  i n t e r e s t e d  i n  U A S  

f o r  t h e i r  w o r k  i n  a s s e s s i n g  l a n d  u s e ,  c r o p  d e n s i t y  a n d  p r o d u c t i o n .  U A S  i s  a l s o  o f  s t r o n g  

i n t e r e s t  t o  t h e  U . S .  D e p a r t m e n t  o f  H o m e l a n d  S e c u r i t y  ( D H S ) ,  a n d  i n  a  b r o a d e r  s e n s e ,
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t h e  n a t i o n s ’ f i r s t  r e s p o n d e r  c o m m u n i t y .  I n  a d d i t i o n ,  U A S  i s  a  c u r r e n t  f o c u s  o f  t h e  

F e d e r a l  A v i a t i o n  A d m i n i s t r a t i o n  ( F A A ) ,  a s  i t  w o r k s  t o  r e s p o n d  t o  a  C o n g r e s s i o n a l  

m a n d a t e  t o  i n t e g r a t e  U A V ’s  i n t o  c o m m e r c i a l  a i r s p a c e  b y  2 0 1 5 .

C r i t i c a l  I s s u e s
•  F A A  - C r e a t i o n  o f  a  f i v e - y e a r  U A S  r o a d m a p

•  C o m m e r c i a l  A i r s p a c e  -  F u l l  i n t e g r a t i o n  o f  U A S  i n t o  n a t i o n a l  a i r s p a c e  b y  2 0 1 5
•  T e s t  S i t e s  -  F e d e r a l  s e l e c t i o n  o f  s i x  t e s t  s i t e s  n a t i o n a l l y

•  C e r t i f i c a t i o n  -  N e e d  t o  d e v e l o p  s t a n d a r d s  a n d  a i r  t r a f f i c  r e q u i r e m e n t s  f o r  U A S

•  T r a i n i n g  -  N e e d  t o  d e v e l o p  t r a i n i n g  p r o g r a m s  f o r  c i v i l  a n d  p u b l i c  U A S

U A S  O p p o r t u n i t i e s
I n  t h e  n e x t  1 0  y e a r s ,  t h e  D e p a r t m e n t  o f  D e f e n s e  ( D o D )  p l a n s  t o  p u r c h a s e  a b o u t  7 3 0  
n e w  m e d i u m - s i z e d  a n d  l a r g e  u n m a n n e d  a i r c r a f t  s y s t e m s ,  b a s e d  o n  d e s i g n s  c u r r e n t l y  i n  

o p e r a t i o n ,  w h i l e  a l s o  i m p r o v i n g  t h e  u n m a n n e d  a i r c r a f t  a l r e a d y  i n  s e r v i c e .  B y  

C o n g r e s s i o n a l  B u d g e t  O f f i c e  ( C B O ’s )  e s t i m a t e s ,  c o m p l e t i n g  t h e  i n v e s t m e n t s  i n  s y s t e m s  

f o r  w h i c h  t h e r e  a r e  d e t a i l e d  p l a n s  w i l l  r e q u i r e  a b o u t  $ 3 6 . 9  b i l l i o n  t h r o u g h  2 0 2 0 . T o  d o  

s o  w i l l  r e q u i r e  $ 4 . 6  b i l l i o n  i n  a n n u a l  p r o c u r e m e n t ,  c o m p a r e d  t o  t h e  c u r r e n t  D o D  b u d g e t  
f o r  2 0 1 1  o f  $ 1 . 9  b i l l i o n .

T h e  D e p a r t m e n t  o f  D e f e n s e ’s  ( D o D ’ s )  2 0 1 2  p l a n  c a l l s  f o r  p u r c h a s i n g  m o r e  o f  t h e  

e x i s t i n g  u n m a n n e d  a i r c r a f t  s y s t e m s  f o r  c u r r e n t  o p e r a t i o n s ,  i m p r o v i n g  t h e  s y s t e m  

a l r e a d y  i n  s e r v i c e ,  a n d  d e s i g n i n g  m o r e - c a p a b l e  u n m a n n e d  a i r c r a f t  s y s t e m s  f o r  t h e  

f u t u r e .

C u r r e n t l y  D o D  i s  u s i n g  t h e i r  6 0 0 0  p l u s  u n m a n n e d  a i r c r a f t  s y s t e m  t o  p e r f o r m ;  

r e c o n n a i s s a n c e  m i s s i o n s ;  l i g h t  a t t a c k ;  e l e c t r o n i c  w a r f a r e ;  s e a r c h  a n d  r e s c u e ;  m a p p i n g ;  

b o m b  d e t e c t i o n  a n d  d e s t r u c t i o n ;  f i r e f i g h t i n g ;  r e c o n n a i s s a n c e  f o r  n u c l e a r ;  c h e m i c a l ;  o r  

b i o l o g i c a l  w e a p o n s  o f  m a s s  d e s t r u c t i o n ;  s u p p o r t  s p e c i a l  o p e r a t i o n s ;  m a r i n e  i n t e r d i c t i o n ;  

e m p l a c e m e n t  o f  o b s t a c l e s ;  s u c h  a s  m i n e s ;  a n d  p s y c h o l o g i c a l  w a r f a r e .  B e c a u s e  o f  

t h e s e  s p e c i a l  t e c h n o l o g i c a l  n e e d s  f o r  U A S  b y  t h e  D o D ,  t h e  d e m a n d  f o r  t h e  m u l t i p l e  o f  

c a p a b i l i t i e s  o f  e a c h  a i r c r a f t  w i l l  i n c r e a s e d  o v e r  t i m e .

U A S  C o n s o r t i u m  S t r a t e g i c  O b j e c t i v e s
T h e  C e n t e r  h a s  e s t a b l i s h e d  f i v e  s t r a t e g i c  o b j e c t i v e s  f o r  t h e  U A S  c o n s o r t i u m :

R e s e a r c h .  D e v e l o p m e n t  &  C o m m e r c i a l i z a t i o n :

•  S e e k  f u n d i n g  f o r  r e s e a r c h  a n d  p r o d u c t  d e v e l o p m e n t  t o  s u p p o r t  t h e  t e c h n o l o g y  n e e d s  

o f  t h e  U A S  i n d u s t r y ;

•  E n a b l e  e f f o r t s  t o  c o m m e r c i a l i z e  n e w  t e c h n o l o g i e s ;

•  E x p e d i t e  t h e  t r a n s i t i o n  o f  U A S  t e c h n o l o g i e s  f r o m  f e d e r a l  a g e n c i e s / l a b s  i n t o  t h e  

c o m m e r c i a l  s e c t o r ,  a s  w e l l  a s  U A S  t e c h n o l o g i e s  f r o m  t h e  p r i v a t e  a n d  a c a d e m i c  

s e c t o r s .
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I n d u s t r y  S e c t o r  D e v e l o p m e n t :

•  P r o v i d e  s u p p o r t  f o r  p r o t o t y p e  d e s i g n  a n d  d e v e l o p m e n t ;

•  C r e a t e  a c c e s s  t o  t e s t i n g  a i r s p a c e  f o r  g o v e r n m e n t ,  a c a d e m i c ,  a n d  c o r p o r a t e  r e s e a r c h ;

•  S e r v e  a s  a  c a t a l y s t  t o  d e v e l o p  t h e  m a n u f a c t u r i n g  c a p a c i t y  o f  u n m a n n e d  a i r c r a f t  

s o l u t i o n s  n e e d e d  t o  m e e t  e m e r g i n g  m a r k e t s  d e m a n d ;

•  E s t a b l i s h  p r o t o t y p e  s u p p l y  c h a i n ,  i n c l u s i v e  o f  s u p p l i e r s  a n d  s e r v i c e  p r o v i d e r s .

A c c e s s  t o  C a p i t a l

•  E s t a b l i s h  a c c e s s  t o  v e n t u r e  c a p i t a l ;

•  E s t a b l i s h  a c c e s s  t o  d e b t  e q u i t y  c a p i t a l ;

•  E s t a b l i s h  a c c e s s  t o  s t a t e  a n d  f e d e r a l  f u n d i n g .

E d u c a t i o n .  W o r k f o r c e  D e v e l o p m e n t  &  T r a i n i n g :

•  D e v e l o p  t h e  c u r r i c u l u m  n e c e s s a r y  t o  s u p p o r t  w o r k f o r c e  d e v e l o p m e n t ;

•  D e v e l o p  t h e  t r a i n i n g  c a p a c i t i e s  a n d  c a p a b i l i t i e s  n e c e s s a r y  t o  t r a i n  t h e  n e e d e d  

w o r k f o r c e  i n  m a n u f a c t u r e ,  r e p a i r  a n d  m a i n t e n a n c e  o f  U A S .

P o l i c y  &  S t a n d a r d s  D e v e l o p m e n t :

•  A c t i v e l y  s e e k  a n d  p r o p o s e  s o l u t i o n s  f o r  t h e  s a f e  a n d  e f f e c t i v e  o p e r a t i o n  b e t w e e n  

m a n n e d  a n d  u n m a n n e d  a i r c r a f t  s y s t e m s ;

•  P r o v i d e  r e c o m m e n d a t i o n s  f o r  p u b l i c  p o l i c y  a n d  s t a n d a r d s  d e v e l o p m e n t .

C o n s o r t i u m  P a r t n e r s  ( A s  o f  A u g u s t ,  2 0 1 2 )
C o n s o r t i u m  p a r t n e r s  i n c l u d e :

I n d u s t r y  S e c t o r

•  A d a s t r a l ,  L L C

•  A e r i a l  S p e c i a l t i e s

•  B e l l  H e l i c o p t e r

•  L e g i o n  T r a i n i n g  &  S i m u l a t i o n ,  L L C

•  L o c k h e e d  M a r t i n

•  L - 3  U n m a n n e d  S y s t e m s

•  P r o c e s s  D a t a  C o n t r o l  C o r p

•  R a y t h e o n

•  S a g a n  &  A s s o c i a t e s

•  U n m a n n e d  A v i a t i o n  P u b l i c  S a f e t y  A s s o c i a t i o n

E d u c a t i o n a l  S e c t o r

•  K a p l a n  C o l l e g e

•  T a r r a n t  C o u n t y  C o l l e g e

•  T h e  U n i v e r s i t y  o f  T e x a s  a t  A r l i n g t o n
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F e d e r a l  A g e n c y  A d v i s o r s  I n c l u d e :

•  F e d e r a l  A v i a t i o n  A d m i n i s t r a t i o n  ( F A A )

•  U . S .  D e p a r t m e n t  o f  D e f e n s e  ( D o D )

•  U . S .  D e p a r t m e n t  o f  H o m e l a n d  S e c u r i t y  ( D H S )

•  U . S .  D e p a r t m e n t  o f  A g r i c u l t u r e  ( U S D A )

G o v e r n m e n t  S e c t o r

•  C i t y  o f  A r l i n g t o n  P o l i c e  D e p a r t m e n t

•  C i t y  o f  M i n e r a l  W e l l s

•  D F W  A i r p o r t

•  E n i d  R e g i o n a l  D e v e l o p m e n t  A l l i a n c e

•  N o r t h  C e n t r a l  T e x a s  C o u n c i l  o f  G o v e r n m e n t s

•  N o r t h  T e x a s  R e g i o n a l  A i r p o r t

•  T e x a s  E m e r g i n g  T e c h n o l o g y  F u n d

•  T e x a s  W o r k f o r c e  C o m m i s s i o n

•  W i l l s  P o i n t  E c o n o m i c  D e v e l o p m e n t  C o r p o r a t i o n
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Resolution in Support of Safe and Effective Usage of Unmanned Aircraft Systems (UAS) in the State of 
Alaska.

WHEREAS, the  advance o f technolog ies fo r Unmanned A irc ra ft Systems has made it possible fo r 
Alaskans to  use these too ls to  replace manned a irc ra ft in a number o f "du ll, d irty  and dangerous" tasks 
necessary to  m on ito r the environm en t, respond to  natural disasters, conduct research, advance public  
safety, and support natural resource development; and

WHEREAS, the  State o f Alaska, the University o f Alaska, Alaska Aerospace Development Corporation, the  
Alaska Avia tion Safety Project and o the r public and private ins titu tions have developed cooperation w ith  
NASA, the FAA, the Departm ent o f In te rio r, the  Department o f Defense and others to  fu rth e r advance 
the  research, developm ent and use o f technology to  benefit and support Alaskans and Americans w ith  
the  safe use o f Unmanned A irc ra ft Systems; and

WHEREAS, The State o f Alaska has embraced the use o f Science Technology Engineering and Math  
programs (STEM) in schools and in extracurricu lar activ ity w ith  our states' you th  to  help our next 
genera tion o f leaders compete w ith  greater literacy o f math, science and engineering; and .

WHEREAS, many Alaskan hobbyists, aviators, and educators have had a long standing re lationship w ith  
the Academy o f Model Aeronautics, a national organization which has, fo r more than 75 years, 
prom oted safe and e ffective opera tion o f model a irc ra ft th rough se lf-regu lation, self-insurance, and 
deve lopm ent o f its own safety and operations procedure; and

WHEREAS, th rough model aviation AMA has touched and inspired the lives o f many young Alaskans and 
Americans to  become scientists, eng ineers , astronauts and professional aviators; and AMA's has made a 
con tinu ing con tribu tion  to  Alaska's you th  through Model Aviation School Clubs (MASC) around our 
state; and

WHEREAS, Alaskan offic ia ls play active and leading roles in the Aerospace States Association, the Council 
o f State Governments, the National Emergency Management Association, and o the r in ters ta te groups 
which p rom ote  the p ro tec tion o f privacy, the advancement o f aviation and UAS technologies, and the  
provision o f STEM education programs such as ASA's Real W orld  Design Challenge; and

WHEREAS, the  State o f Alaska, under Governor Parnell in 2010, entered in to a cooperative Space Act 
agreement w ith  NASA AMES Research Center to  address many needs statew ide tha t can benefit from  
applications o f NASA research, use o f NASA education programs, o r cooperation to  advance our 
aerospace and aviation industries, including developm ent o f small "cubesat" a ffordable satellites, 
aviation technology in fo rm a tion  and communication systems to  improve in fligh t systems and 
know ledge; aviation air tra ffic  management research to  improve the routing and scheduling systems fo r  
air cargo planes at Alaska's in te rna tiona l a irports, access and delivery o f NASA STEM programs to  Alaska 
schools, and help fo r rural Alaskans w ith  onsite tra in ing, education, and technology transfe r fo r clean 
w a te r and sanita tion; and



WHEREAS, Alaska's state governm ent and Alaska's business and research com m unity continue to  work  
w ith  the Federal Aviation Adm in is tra tion  to  p rom ote the estab lishment o f safe UAS ranges onshore on 
offshore Alaska, which w ill help set procedures fo r the safe UAS use in the National Airspace System.

WHEREAS, Alaska has the highest per capita use o f general aviation activ ity in ou r nation, and Alaskan 
aviation organizations have helped the FAA develop the next generation o f a ir tra ffic  con tro l fo r the  
nation and the  world , w h ile  making major gains fo r Alaska's aviation safety in the process; and

WHEREAS, Alaska's "h ighways in the skies" are the lifeb lood to  many rural communities., and improving  
aviation safety in Alaska has been at the fo re fron t o f transporta tion  planning e ffo rts  and coord ination  
between Alaska user groups.

NOW THEREFORE LET IT BE RESOLVED, tha t the  Alaska State Legislature is bound by the Constitu tion o f 
the State o f Alaska to  defend the privacy rights o f Alaska's citizens, and, accordingly, urges the Governor 
and State law en fo rcem ent offic ia ls to  uphold the privacy o f Alaskans under existing laws, and not to  
a llow  fo r the unauthorized use o f UAS technology fo r un law fu l activ ities tha t w ill comprom ise basic 
privacy o r safety o r civil rights; and

BE IT FURTHER RESOLVED, th a t the Alaska State Legislature encourages the aviation, UAS and Research 
Communities, Univers ity o f Alaska, the  Federal Aviation Adm in is tra tion , NASA AMES and Academy o f 
Model Aeronautics and the  Aerospace States Associations to  cooperative ly develop Model Rules and 
Operational Procedures fo r the in tegra tion o f Unmanned A irc ra ft Systems (including model aviation) 
w ith in  the National Airspace System th a t th is legislature and others can consider to  adopt tha t w ill 
fu r th e r p ro tec t the privacy, safety, and civil rights o f Americans while p rom oting the advancement o f 
th is technology.

COPIES OF THIS RESOLUTION SHALL BE SENT TO the Honorable Sean Parnell, Governor o f Alaska, the  
Honorable Mead Treadwell, Lt. Governor o f Alaska and Chair o f the Aerospace States Association; Sen. 
Gary Stevens, chair o f the  Council o f State Governments; Government Affa irs Division o f A M A ,...



Ginger Blaisdell
O

From : Steve Colligan <scolligan@e-terra.com>
Sent: Friday, March 08, 2013 10:51 AM
To: Ginger Blaisdell
Cc: Eric Feige
Sub ject: UAS Legislation - Resolution
A tta chm en ts : UAS Alaska Resolution v0.9.docx

Ginger, Attached is a rough draft of resolution we are looking at to be passed .vs legislation that is too 
preliminary

I am waiting for comments back from UAF and Greg Walker, but I wanted to let you know where we are at and 
where we are headed. I think, Greg is working on a stronger closing resolve that may benefit them in their 
application for UAS airspace project with the FAA.

This has been vetted by the Academy of Model Aeronautics, NASA and should have UAF comments back later 
today.

-Steve Colligan 907.230.3422

l
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Resolution in Support o f Safe and Effective Usage o f Unmanned Aerial Systems (UAS) in the State o f 
Alaska.

WHEREAS, The State o f Alaska, the  University o f Alaska and Alaska education system has enacted 
several agreements w ith  science based organizations and com m un ity  based organization focused on the  
research, developm ent and use o f technology tha t w ill g reat bene fit and support Alaskans and 
Americans including the use o f Unmanned Aerial Systems.

WHEREAS, The State o f Alaska has embraced the use o f Science Technology Engineering and Math  
programs (STEM) in the classrooms to  increase the in te rest and literacy o f math and science in Alaska 
Schools.

WHEREAS, The Alaska com m un ity  has had a long standing re la tionsh ip w ith  the Academy o f Model 
Aeronautics which is a com m un ity  based organization o f more than 75 years, provid ing fo r safe and 
effective  model aviation opera tion th rough its self-regulating, self-insured and development o f its own  
safety and operations procedure. Through model aviation AMA has touched and inspired the lives o f 
many young Americans to  become scientists, engineers and professional aviators. Many Alaskans and 
American have become notable scientists, aviators and astronauts th rough th e ir orig inal in terest in 
model aviation. AMA has been work ing as a com m unity based organization w ith  the Alaska Education 
system to  de liver its STEM education programs and Model Aviation School Club (MASC) program fo r the  
bene fit o f Alaska's next generation o f innovators.

WHEREAS, The State o f Alaska has been involved w ith  NASA fo r many years to  solve scientific issues and 
cooperate on research missions. The State o f Alaska, th rough Governor Parnell entered in to a 
cooperative Space Act agreement w ith  NASA AMES research center to  address many needs in m atters o f  
science research and education to  benefit Alaskans and ou r nation. NASA AMES has been working w ith  
Alaska science com m unity to  develop Small Cube Sat's the next generation o f small a ffordable satellites; 
aviation technology in fo rm a tion  and communication systems to  improve in fligh t systems and 
know ledge; Aviation A ir tra ffic  management research to  improve the routing and scheduling systems fo r  
air cargo planes at Ted Stevens in te rna tiona l A irport, access and delivery o f NASA STEM program to  
Alaska schools, exciting the next generations o f scientist abou t technology innovation, SPACE operations  
and exploration. NASA AMES has specifically included rural Alaskans by provid ing onsite tra in ing and 
curricu lum  and science camp and in ternship opportun ities to  rural Alaskans. NASA AMES has been the  
leader in safe use o f unmanned aerial systems working w ith  Alaska Science com m unity on the  
opera tions o f UAS fo r many research missions from  volcano m onitoring, w ild life  and habita t research, to  
Arctic missions on Alaska's no rthe rn  coast.

WHEREAS, Alaska legislature and State Government has invested in the  Research and Development o f 
UAS technology fo r support o f many science based missions coord inated through the University o f 
Alaska Fairbanks's, Geophysical Ins titu te  in areas of, search and rescue, environm enta l and resource 
m onitoring , and exp lora tion o f the artic. These e ffo rts continue to  demonstra te the positive benefits o f 
UAS operations, wh ile  re in fo rc ing the use o f UAS technology as a viable and cost e ffective too l. The
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Alaska research com m un ity  continues to  work w ith  the FAA, NASA AMES and aviation com m unity on 
regula tions and procedures fo r the safe UAS use in the National Airspace System.

WHEREAS, Alaska has the highest per capita use o f general aviation activ ity in ou r nation. Alaskan 
aviation organizations in coopera tion w ith  the  FAA have developed leading techno logy and innovations  
fo r  navigation and avia tion safety using Alaska as an effective testing and developm ent grounds fo r the  
bene fit the rest o f the nation and the world .

WHEREAS, Aviation in Alaska and the  "highways in the skies" are the lifeblood to  many rural 
com m unities. Im proving aviation safety in Alaska has been at the fo re fro n t o f transporta tion  planning  
e ffo rts  and coord ina tion between Alaska user groups. To address these needs Alaska state government 
in coopera tion w ith  the FAA, NASA and o the r agencies are addressing aviation safety th rough a variety  
o f means including but no t lim ited  to : Education and Training, Technology and Research, Improving o f 
in fras truc tu re  and the developm ent o f te rra in  data and in fo rm a tion  w ith  accuracy to  support modern  
navigation systems.

RESOLVED, th a t the Alaska State Legislature supports the privacy rights o f American citizens as provided  
fo r by the US cons titu tion  and w ill uphold the rights o f Alaskans by enforcing existing laws and not a llow  
fo r the unauthorized use o f UAS technology fo r un law ful activities tha t w ill comprom ise basic privacy or 
safety.

RESOLVED, th a t the Alaska State Legislature encourages the aviation, UAS and Research Communities, 
the Federal Aviation Adm in is tra tion , NASA AMES and Academy o f Model Aeronautics to  cooperative ly  
develop Model Rules and Operational Procedures fo r the  in tegra tion o f Unmanned Aerial Systems 
(including model aviation) w ith in  the NAS while  maintain ing the p rio rity  fo r manned a irc ra ft systems.


