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MESSAGE FROM THECHAIR
Michael Hawes

Legislators tend to take out the pen quickly when presented

with technology bugaboos. Whether we refer to them as drones,

unmanned aircraft, or human-free aerial vehicles (I am going

to call them HFAVs, though it is far too late at this stage to

coin a new term), the ever-shrinking creations of this flourish-

ing industry face potential new laws and regulations aimed at
safety, privacy, and other concerns.

Although HFAVs are not bringing about Orwell’s dystopian 1984, their
military origins don’t do much to quell concern. Casey Civiello gives us a
starting point for understanding why the industry faces significant regulatory
pressures in an excellent review of a book that details how HFAVs were devel-
oped. Of course, naming an example of anew technology "Predator” will have
predictable consequences in the court of public opinion.

Knowing that history, our SciTech members then move to the upcom-
ing challenges at this new intersection of science, technology, and law. Lois
Mermelstein guides us through the FAAS proposal for new rules in this area.
Before we buy a tiny quadcopter with a gyroscopically stabilized camera to
film a family water skiing event, or advise a client who wants to do so, it pays
to know the regulations that will soon apply to such toys. Matthew Henshon
and Gil Whittemore also step in to help identify how to safely comply with
new regulations.

Not sure that the quadcopter really has the capacity to do such filming?
Donna Dulo helps us understand the technical capabilities of HFAVs. And,
assuming it can, Richard Balough steps us through a possible encounter with
aclient who wants to be on the cutting-edge of assisted aerial photography.
Clients who like to push forward at the technological edge are always in need
of SciTech lawyers who keep them from falling. Our section, through The Sci-
Tech Lawyer, books, webinars, and live conferences, gives our members the
tools to serve those clients.

After the clients who want to play come the clients who are concerned
about the consequences—and the concern that is the current priority is pri-
vacy. Hillary Farber, Janna Lewis, and Lauren Caplan work together to present
the different privacy issues resulting not only from an HFAV that cant get
above a couple hundred feet in altitude, but also from aerial data collection
platforms ranging as high as satellites that collect observation data of unprec-
edented accuracy. At SciTech, we want to make sure our members have access
to the information needed to look at all sides of an issue, and this issue of The
SciTech Lawyer certainly gives you that. ¢
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t is now likely that some of you will

e advising clients within 12 months

n how to safely and legally com-
ply with new regulations governing
unmanned aerial vehicles (UAVSs, or
more colloquially, “drones”).

The UAV story begins back in the
early part of the 20th century, but it
has really accelerated in the past few
years. In the last few months, UAVs
have burst into the national conscious-
ness. From General Atomics’ Predators
circling high above the tribal areas in
Pakistan, to last summers private oper-
ator flying his quadcopter through
exploding July 4th fireworks,1new fly-
ing systems were seen everywhere.
And from Amazon’ proposed package
delivery systems to a private opera-
tor crash-landing his DJI Phantom on
the White House grounds, drones were
also over the front-pages and home
pages of America news outlets.

Thanks to a 2012 bill, the Federal
Aviation Administration (FAA) is in
the process of accelerating the speed of
introducing drones into the national
airspace. As of press time, more than
489 one-off permits have already been

granted. Also, in
February the FAA
unveiled proposed
regulations for light (less
than 55 pound) UAVs.
This issue of The SciTech
Lawyer is designed to familiarize you
quickly with drone issues, and to give

M atthew Henshon is a partner

in the boutique Bostonfirm of

Henshon Klein LLP. He is chair of
the Sections Artificial Intelligence and
Robotics Committee and can be reached
via email (mhenshon@henshon.com) or
Twitter (@mhenshon). Gil Whittemore
serves in an of counsel capacity in
the Boston office of Rath, Young and
Pignatelli, P.C. (www.rathlaw.com), and
is apast Chair ofthe Section.
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you a sense of where the industry—
and the legal landscape—is headed. We
have compiled a diverse and qualified
collection of authors to help you under-
stand—from all 360 degrees—where
drones are going:

» Privacy issues are often raised in
connection with UAVs, and Pro-
fessor Hillary Farbers “Eyes in
the Sky and Privacy Concerns on
the Ground”will provide a good
primer, as well as touch on what
states are doing to protect privacy.

e UAVs are not the only flying
objects that can raise privacy
issues, however. “Drones to Satel-
lites: Should Commercial Aerial
Data Collection Regulations Dif-
fer by Altitude?” by Janna Lewis
and Lauren Caplan explores the
differences—and the similari-
ties—in regulating UAVs and
satellites.

¢ In February, the Federal Aviation
Administration published draft
regulations for certain (less than
55 pound) UAVs. Lois Mermel-
steins “FAAS New Draft Drone
Rules” walks you through the
proposed rules.

» Related to the draft regulations,
the question of defining a UAV
is surprisingly complex. Donna
Dulo lays out the various classifi-
cations of UAVs (and unmanned
aircraft systems (UASs) in her
“Unmanned Aircraft Classifica-
tions: The Foundation for UAS
Regulations in the National
Airspace.”

e Bringing all of these articles
back to a real world scenario is
the subject of Richard Balough’
article, “So, You Want to Legally
Fly a Drone?’ How to Counsel a
Client.”

e And to provide a sense ofthe his-
tory of UAV technology, Casey
Civiello reviews the new book,
Predator: The Secret Origins ofthe
Drone Revolution (Henry Holt
and Company, 2014).

e Surely, 2015 is the “Year of the
Drone.” In addition to this issue,

the Artificial Intelligence and
Robotics Committee (ST-AIRC)
and the SciTech Section will be
providing many more opportuni-
ties for continued education over
the next few months:

* Many of the authors featured in
this issue of The SciTech Law-
yer will be featured at the ABA
Annual Meeting in a Show-
case Program entitled “Drones
Incoming! Are You Ready for
Unmanned Aerial Vehicles
(UAVS)?” The program will take
place on Saturday, August 1,
2015, from 8:00-9:30 a.m.

e Some of the same issues will be
previewed in a CLE teleconfer-
ence to be held June 22 from 1:00
p.m. to 2:30 p.m. EST. Visit the
SciTech website2to register.

¢ And finally, two3ofthe articles
in this issue are in fact excerpted
chapters from the forthcoming
book from the ABA: Unmanned
Aircraft in the National Airspace:
Critical Issues, Technology, and
the Law.4

All in all, it’s an exciting time to be
a lawyer working with technology. We
hope that you enjoy this special issue of
The SciTech Lawyer, and hope you will
continue to stay involved in this fast-
moving area.

Endnotes

1. Set to music at https://youtu.be/
Z1XGU20F-ME.

2. http://www.americanbar.org/groups/
science_technology.html.

3. Those written by Hillary Farber and

Donna Dulo.
4. Available by visiting http://shop.american
bar.org/ebus/store.aspx.
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nmanned aerial systems (UASS),

as compared to planes and heli-

copters, can pose unique threats
to society s expectation of privacy. The
very essence of pervasive unmanned
aerial surveillance enables users to track
the movements of large numbers ofpeo-
ple simultaneously, zeroing in on people
and places on the streets, in their back-
yards, and even through the open blinds
in their homes. The visual imagery gath-
ered can be stored indefinitely, just like
other digital data. In contrast to surveil-
lance by manned aircraft, uynmanned
aerial vehicles (UAVs) are readily por-
table and have the ability to hover, fly at
various altitudes, and stay aloft for hours
or even days at a time. UAVs can be small
enough that people on the ground are
unaware that they are being watched.
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Moreover, the breadth and scope ofthe
data a UAV can capture is far greater than
the capability oftraditional surveillance
tools. These capabilities set these devices
apart from planes and helicopters, or
even closed circuit television (CCTV)
and satellite surveillance. The aerospace
and robotics industries are developing
the technology faster than lawmakers
and courts can regulate it. Without leg-
islative action limiting aerial monitoring
by unmanned aircraft, the privacy Amer-
icans have enjoyed in their movements
and activities is threatened.

In 2012, Congress passed the Federal
Aviation Administration Modernization
and Reform Act, which required the Fed-
eral Aviation Administration (FAA) to
promulgate regulations for the integra-
tion of UAVs into the national airspace.l

In addition, the law directs the agency to
create a five-year road map. In 2013, it
was estimated that by 2020, there could
be as many as 30,000 UASs occupying
national airspace.2A significant portion
ofthese remotely piloted vehicles will be
owned and operated by law enforcement.

Because of the enhanced aerial
perspective an unmanned system pro-
vides, law enforcement can amass large
amounts of data concerning a target, as
well as information on people and places
about whom the police have no particu-
larized suspicion. Moreover, the expense
of operating and maintaining UAVs is
estimated at one-fifth that of operating
and maintaining manned aircraft.

Interest in using unmanned aircraft in
the civil and commercial arenas is grow-
ing exponentially. Last year, Amazon,




one ofthe largest retail companies in the
United States, revealed its intention to
use unmanned aircraft to deliver pack-
ages as soon as the regulations permit.
Film production companies, real estate
agencies, farmers, and videographers are
keenly interested in conducting aerial
photography with unmanned systems.
The Association for Unmanned Vehicle
Systems International (AUVSI) has esti-
mated that integrating UAVs into US
airspace would have an economic effect
worth more than $13.6 billion, and create
more than 70,000 jobs in the first three
years.3

The FAA has slowly responded to
the chorus of manufacturers and own-
ers ofunmanned aircraft systems seeking
an expansion of certificates for civil and
commercial use. In June 2014, the FAA

RiSeiTedEhiaye \Gne
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approved the first commercial use ofan
unmanned aircraft system for surveying
the oil fields in and around the Alaskan
pipeline 4Similarly, in September 2014
the FAA announced that it would permit
six media aerial photo and visual pro-
duction organizations to use unmanned
aircraft5Most notably, on February 15,
2015, the FAA set forth a framework of
regulations for small UASs (less than 55
pounds) conducting nonrecreational
operations.6This is discussed in detail
by Lois Mermelstein in her article in this
issue, found on page 14.

Federal and State Legislative
Activity

While the FAA proceeds with its pro-
posed regulations, there is also activity
on the legislative front. Constraints on

the use of these powerful aerial observ-
ers have been initiated by the White
House and lawmakers. On the fed-

eral level there is bipartisan concern
over the potential forunmanned air-
craft to erode personal privacy and civil
liberties.7 Despite a number of Congres-
sional hearings, at present there is no
federal legislation regulating the use of
unmanned aircraft systems. Perhaps the
most comprehensive legislation pend-
ing before Congress is the Drone Aircraft
Privacy and Transparency Act (DAPTA).
DAPTA proscribes limits on the gath-
ering, retention, and sharing of data
collected by UAS. It would require that
certain disclosures be made as part of
the flight approval process, including the
identity ofthe UAV operator; the flight
path, the type of data to be collected, and

SUMMER 2015 The
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how the data will be used.
Law enforcement agencies
would be required to file a “data
minimization statement,” which
would explain how the agency will mini-
mize the collection and retention of data
unrelated to the criminal investigation.
All this information would be available
in a publicly searchable database, includ-
ing the times and location ofall UAV
flights, along with disclosures of any data
security breaches suffered by a licensee.
Moreover, DAPTA would place restric-
tions on how long the data will be in the
possession of the agency that collected
it and whether the information can be
sold, leased, or otherwise provided to
third parties. These measures would add
alayer oftransparency and accountability
to the deployment ofunmanned aircraft.
States have responded more quickly
than the federal government, all inclined
toward restricting the scope and use of
unmanned aircraft. At this writing, 18
states have enacted laws ranging from
moratoriums on UAS to prohibiting
any government official from using an
unmanned aerial vehicle without first
obtaining awarrant.8To date, all but two
states have initiated bills and resolutions
to regulate the use ofunmanned aircraft
systems. Efforts to create an enforceable
privacy interest are evinced in the titles
ofthe proposed bills: “Freedom From
Unwanted Surveillance Act” (Florida),9
“An Act Relating to Privacy Protection”
(Vermont),0and “Freedom from Drone
Surveillance Act” (1llinois).11 Almost
all of these proposed state laws would
require a warrant for government sur-
veillance, with some states allowing for
exceptions, such as a high risk of a ter-
rorist attack, search-and-rescue missions,
preventing the escape ofa suspect, immi-
nent danger to life, or serious damage to
property. Other provisions in the pro-
posed laws would include barring the use
of unlawfully obtained evidence from
criminal prosecution, enforcing civil pen-
alties for noncompliance, and limiting
the time that data can be retained by law
enforcement agencies.

Hillary B. Farber is an associate professor
oflaw at the University ofMassachusetts
School of Law in Dartmouth. She can be
reached at hfarber@umassd.edu.
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More recently, lawmakers have sought
to restrict use ofunmanned aircraft by
private users. Among the 18 states that
have passed laws regulating unmanned
aircraft, 10 states include restrictions on
private deployment of unmanned air-
craft.2More than halfthe UAS legislation
introduced in 2014 proposed restrictions
on private use of UAVs.

When federal regulation on
unmanned aircraft systems is enacted,
some of the state laws may be pre-
empted by the federal governments
intent to “occupy the field”13Because use
of unmanned aircraft will exist largely
in federal airspace, Congress has the
authority to set policy over how UASs are
operated. This will undoubtedly cause
disruption in terms of the enforceability
of particular state statutes.

Use of Aerial Surveillance by Law
Enforcement and Current Fourth
Amendment Jurisprudence

In addition to regulatory and statu-

tory responses, there is also the Fourth
Amendment and its application to
unmanned aerial surveillance. The
Fourth Amendment guarantees “the right
ofthe people to be secure in their per-
sons, houses, papers, and effects, against
unreasonable searches and seizures’#4
Ifthe police unreasonably intrude upon
an individuals reasonable expectation

of privacy without awarrant or proba-
ble cause, the evidence derived from the
illegal search will be inadmissible. Con-
versely, ifthere has been no “search,” then
the Fourth Amendment is not impli-
cated. In 1967 the Supreme Court in
Katz v. United States declared that the
Fourth Amendment protects “people
not places,” a major departure from the
pre-existing property rights-based analy-
sis.15The Courts decision transformed
the way courts assess whether police con-
duct constitutes a search under Fourth
Amendment principles. Justice Har-

lans famous concurrence set forth the
two-pronged “reasonable expectation of
privacy” test. This doctrinal formulation
makes investigatory searches by police
constitutionally significant if (1) there is
an actual expectation of privacy

and (2) the expectation is deemed

one that society is willing to rec-

ognize as reasonable.’6

Some years following Katz, the Court
applied its reasonable expectation anal-
ysis to observation from the sky. The
Supreme Court decided three important
aerial surveillance cases involving police-
manned aircraft flying at altitudes of400
and 1,000 feet, taking pictures of private
property concealed from ground obser-
vation.I7In all three cases, the Supreme
Court found no reasonable expecta-
tion of privacy because the observations
were made from public, navigable air-
space. The Court reasoned that navigable
airspace is the equivalent ofa public thor-
oughfare, open to anyone who abides by
the regulations governing air travel.18

In 2001, the Supreme Court addressed
the constitutional relevance of sense-
enhancing technology in Kyllo v. United
States.9 The case involved police use ofa
thermal imaging device. Federal agents
suspecting the defendant of using high-
intensity heat lamps to grow marijuana
plants inside his home used a thermal
imaging device to detect the heat levels
from discrete areas inside his home. Cou-
pled with other information, the police
obtained a search warrant for the house
and found marijuana plants growing
inside. In this very close case the Court
determined that the technology used to
obtain information regarding the interior
ofthe home was not in “general public
use” and therefore constituted a search.

Unmanned aircraft systems and many
ofthe technologies with which they can
be equipped, by contrast, are in gen-
eral public use. Although the regulations
for UAS are still being developed, many
people own and operate them.2D0ne of
the more basic platforms is the AR Par-
rot drone, which retails for under $300
and is available at many commercial out-
lets. As the price increases, the onboard
instruments get more sophisticated, but
the Parrot drone itselfis equipped with
live-streaming video capability and a
720-megapixel camera. The global pro-
liferation of UASs may well dilute the
protections enunciated in Kyllo, leaving
Americans vulnerable to intrusions in
and around their homes by government
and neighbors alike.

It is plausible that the increased power
that technology affords police could
) prove to be a significant factor in the

Courtswillingness to extend the reach
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ofthe Fourth Amendment.2lIn United
States v. Jones, the Supreme Court con-
sidered whether the use of a GPS device
to monitor Jones’ movements consti-
tuted a search within the framework of
the Fourth Amendment.2Five justices
expressed a willingness to reassess the
legal framework for evaluating long-term
electronic monitoring ofa person in pub-
lic.B1n two notable concurrences, the
justices recognized the “quantum ofinti-
mate information about a person” that
can be obtained from a GPS device with
relative ease and little expense.24

Moreover, the qualitative and quan-
titative differences between digital data
and physical objects may influence where
the Court draws the line between per-
sonal privacy and the public domain. In
an even more recent case, Riley v. Califor-
nia, 5 ChiefJustice Roberts emphasized
the pervasiveness of cell phones and
their capacity to retain and transport
the privacies of life. With such signifi-
cant privacy interests at stake, the Court
unanimously voted to require the police
to obtain a warrant before searching a cell
phone incident to arrest.

It will likely be some time before
courts take on the novel legal issues
posed by unmanned aircraft. In the
meantime, unmanned aircraft systems
are becoming a ubiquitous presence in
our airspace. Because of the extraordi-
nary capabilities of UAS, they may need
their own set of specific legal controls to
ensure privacy, avoid infringing upon
First Amendment activities, and
prevent discriminatory target-
ing. Striking the right balance
is crucial so that society can
enjoy the benefits ofthis tech-
nology without sacrificing the privacy
and liberties Americans have relied upon
for centuries. ¢

Note

This article is excerpted from the full-
length article, “Sensing and Surveillance:
Issues of Privacy in Unmanned Aircraft,”
which appears in the forthcoming book
Unmanned Aircraft in the National Air-
space: Critical Issues, Technology, and the
Law, Donna A. Dulo, editor.
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GPS-enabled smartphones.”).

25. Riley v. California, 134 S. Ct. 2473 (2014).
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n SHOULD *ox
COMMERCIAL AERIAL DATA
COLLECTION REGULATIONS

she news and social media

commentary of late reveals con-

siderable discomfort with the
idea that “drones,” or unmanned air-
craft systems (UASs), could be used to
collect images and data for commer-
cial purposes. The idea that a flying
machine—say, a six-inch quadcopter
equipped with tiny cameras—might
track people or record images and data
about their movements and habits
strikes many as invasive.1

Yet, for all the recent attention on

commercial drones, commercial aerial
data collection is hardly a new concept.
Private companies have been captur-
ing and commercializing images of the
Earth and its inhabitants for decades2—
never mind that hobbyists have been
flying cameras on model airplanes long
before the term “drone” entered the
public lexicon, or that governments
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DIFFER BY ALTITUDE?

have been peering at the planet from
space since Sputnik first beeped across
the skies.3

Indeed, a growing number of com-
mercial operators are using satellites
orbiting hundreds of miles above the
Earth to gather data and images,4a
feat generally referred to as “remote
sensing.” These operators process and
sell the information to companies,
research institutes, and even govern-
ment agencies for various commercial
and noncommercial uses.5Many of
the uses are undeniably beneficial,
such as weather forecasting and mon-
itoring disaster zones. Other uses,
such as monitoring farmland, live-
stock movements, and energy and
mining resources, give businesses
an operational edge, while still other
uses of satellite data, such as location-
based services and detection of traffic

BYJANNAL LBAGE
AFNRGRAN

patterns for smartphone apps, are now
a daily part of life for countless people.

Few would argue that satellites are
as easily accessible or potentially intru-
sive as drones—satellites are much
more expensive to develop, operate,
and launch, and not nearly as agile as
drones. However, with their increas-
ingly sophisticated optics, sensors,
and processing technologies, satellites
can record places, events, and people
with a degree of precision and per-
vasiveness that is worrisome for data
privacy advocates. From the perspec-
tive of commercial satellite and drone
operators, issues of data privacy and
consumer consent to collection of per-
sonal data present significant business
challenges.

Existing regulations and proposed
rules do little to quell these con-
cerns. Different government agencies



promulgate a patchwork of regulatory
schemes and guidelines for operation
of commercial drones and satellites,
which do not consistently address
personal data privacy protections.6
This makes it difficult for private citi-
zens and commercial operators, alike,
to know their rights and duties with
respect to collection, storage, and dis-
semination of personal data and images
via commercial aerial platforms.

Yet, even as some federal agen-
cies are considering privacy issues
in relation to commercial drone use,
questions arise as to whether enact-
ment of privacy regulations for aerial
data collection should even be a federal
initiative.16Still, consistent and interop-
erable privacy protections cannot be
achieved at any level if current initia-
tives do not contemplate all aerial data
collection platforms.

To briefly explain, different regu-
lations apply according to the type of
aerial platform (such as satellite, air-
craft, balloon, or UAS); the altitude
at which it flies; the way it got there
(such as self-propelled take-off or
rocket launch); whether the platform
is operated by a private individual, a
commercial entity, or a public sector
agency (such as the US military or local
law enforcement); and the manner of
use and distribution ofthe imagery
and data collected. The Federal Avia-
tion Administration (FAA) regulates
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commercial drones,7and an increasing
number of states have proposed legis-
lation to govern commercial drone use
within state borders.® The federal agen-
cies that regulate aspects of commercial
satellite use include the National Oce-
anic and Atmospheric Administration
(NOAA)9and Federal Communica-
tions Commission (FCC).10

Existing commercial satellite and
drone regulations approach the issue
of aerial data collection in various
ways, emphasizing different security
issues and priorities. However, none
expressly contemplates the growing
overlap of aerial data collection capa-
bilities by different commercial aerial
platforms. This overlap raises questions
about whether privacy and data pro-
tections should differ according to the
altitude at which a data collection plat-
form flies.

Arguably, increased altitude does
not mitigate privacy concerns. The
500-foot ceiling recently proposed
by the FAA in its Notice of Proposed
Rulemakingll (NOPR) for commer-
cial operation of small UASs is not
the upper limit of aerial data-capture
capabilities.2Indeed, many commer-
cial drones are capable of operating
at altitudes above 500 feet, or even at
suborbital altitudes,13well above the
reach of data privacy regulations that
might stem from the FAAS small UAS
rules. At the same time, the resolu-
tion and quality of imagery and data
captured by commercial satellites is
steadily improving and increasingly
in demand,Wyet existing data security
regulations do not expressly account
for technological improvements that
implicate personal privacy. It is not
far-fetched to imagine that, soon, a
single company could operate both
satellites and drones for aerial data
collection. Under the current regula-
tory trajectory, that company could be
subject to different degrees of data pri-
vacy requirements, despite the feasible
similarity in images and other data col-
lected by its satellites and drones.5

Of course, its a complicated issue,
and there are no easy answers, but
there are opportunities to start the dis-
cussion now. Privacy initiatives for

protecting data collected by commer-
cial drones are in formative stages and
are receptive to input from all stake-
holders, and there appear to be options
for implementing privacy protections
for data and imagery collected via
commercial satellite without acom-
plete overhaul of the regulations that
currently govern commercial satellite
systems.

At the request of President Obama,7
the US Commerce Department’s
National Telecommunications and
Information Administration (NTIA)
recently issued a Request for Public
Comment (RPC) on formulation of
best practices for privacy, transparency,
and accountability in the handling and
collection of data by commercial and
private drones.88Managing this effort
will be no small task, and it may take
years for a final policy to materialize.
However, although the RPC is directed
to commercial UAS data collection,
NTIA provided a framework that could
be used to prompt thoughtful discourse
on implementing alighned safeguards
for aerial data collection, retention, and
dissemination, regardless of platform
or altitude.

Likewise, although the existing
regulations for commercial satellites
heavily emphasize national security
protections,Othere might be ways to
address privacy concerns about com-
mercial satellite data collection and
implement balanced protections
through the existing regulatory process.

For example, NOAA, the agency
charged with licensing and regulat-
ing US private remote sensing space
systems,Dcan require specific and
enforceable limitations on operational
performance of commercial satellites,
which can include limitations on data
collection and dissemination.2 Private
satellite operators must submit a Data
Protection Plan (DPP) as part of their
license application to NOAA.2In a DPP,
a commercial satellite operator must
describe its process for protecting data
and information through all stages of
collection, storage, and dissemination.
The DPP must meet certain minimum
requirements, but the DPP can be
adjusted to accommodate agency needs
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and advancements in technology.3

Just as NOAA requires private satel-

lite operators to describe and adhere to
their data security plans, NOAA could
require operators to include privacy pro-
tections in their DPPs, or similar plans,
for imagery and data collected by com-
mercial satellites.2

The looming question, then, is
what should overarching privacy prin-
ciples for aerial data collection look
like? Who should structure them, and
under what mandate? Should commer-
cial drone and satellite operators be
required to obtain consent from every
person detected by an aerial lens or
sensor? 1fso, when and by what means
that will minimize the burden on com-
mercial operators? To avoid regulatory
inconsistencies, they would need to be
flexible enough to apply to data col-
lected by drones, satellites, aircraft, and
even gliders and balloons, and take into
account the diverse views, roles, and
interests of all stakeholders, public and
private alike. They would need to be
interoperable with, and deferential to,
federal, state, and local regulations and
constitutional principles, and should
not restrict innovation or inappropri-
ately restrain companies from pursuing
commercial opportunities.s

There are numerous other impor-
tant considerations that need attention

and analysis, such
as whether and
under what cir-
cumstances
compliance should
be voluntary, the
costs of implemen-
tation and management, issues of
accountability and enforcement, as
well as alignment with international
treaties. Components of the existing
regulatory framework can be used to
address some of these issues, but the
discussions need to go beyond com-
mercial UAS operations to include
other commercial aerial data collection
capabilities.

To be sure, commercial drones and
satellites hold tremendous economic
potential, and already are spurring
growth ofvibrant and exciting indus-
tries. But the privacy concerns are
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real. All stakeholders will need to par-
ticipate in proactive development of
balanced rules and policies to address
those concerns—ideally, ones that can
be implemented consistently across all
aerial data collection platforms, current
and future, and regardless of altitude.
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FAA'S NEW DRAFT
DRONE RULES

BY LOIS MERMELSTEIN

ion Administration (FAA) released

its long-awaited draft rules for the
operation of small unmanned aircraft
systems (UASS), popularly known
as “drones.” Although it seems these
systems are already being used every-
where, commercial uses are currently
allowed only with individually granted
waivers and other exemptions. Com-
mercial uses, in FAA regulations, are
generally those involving aircraft oper-
ations for compensation or hire (14
CFR 1.1). For drones, these commer-
cial uses could include newsgathering;
crop and wildlife monitoring; inspec-
tions of power lines, pipelines, bridges,
and antennas; aerial photography; and
other research and educational activi-
ties. The new proposed rules would
apply to all of these activities.

The FAA already regulates manned
aircraft through Code of Federal
Regulations Title 14. Airplanes, heli-
copters, balloons, and other aircraft
are all covered, as well as the pilots,
mechanics, airlines, and others who
interact with those aircraft. The FAA
had also previously (in 1981) issued
an Advisory Circular (AC 91-57) that
covered recreational model aircraft.
But neither type of regulation was
appropriate for unmanned aircraft
being used commercially. These new
requirements would be added as a new
part 107 to the existing rules.

For starters, the new rules set a
weight limit—under 55 pounds or

[ February 2015, the Federal Avia-
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25 kilograms, for the aircraft itself
and everything on board. Just as for
larger aircraft, the responsibility for
and ability to see and avoid other traf-
fic is critical. For drones, this means
the operator would be required to
always keep the drone “in sight.” And
this means unaided sight—cameras on
the drone, binoculars, and other aids
(except glasses or contact lenses for
the operator) do not count. The FAA
clearly has concerns about drones get-
ting too far from the operator and
losing the control signal, does not yet
trust cameras on the drone to be suffi-
cient for see-and-avoid, and considers
current electronic collision avoid-
ance systems to be too heavy for drone
applications. Drones would operate
only in daylight and would have to
avoid any other aircraft.

Conventional airplanes in uncon-
trolled airspace—away from airports
and close to the ground—need only
operate with one mile of visibility and
clear of any clouds. But drones in the
same airspace would have the stricter
requirements—three miles visibility,
at least 500 feet under and 2,000 feet
horizontally from clouds—that are
required of other aircraft only in con-
trolled airspace. This is intended to
give the drone operator more time to
avoid a manned aircraft. For the same
reasons, an operator would only be
allowed to handle one drone at a time,
and not from a moving vehicle or air-
craft (although moving boats would be
acceptable, because there are far fewer
people, and there is less property, over
water).

Its also important that drones not
interfere with other aircraft operations.
To that end, the rules propose they
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currently be limited to a maximum alti-
tude of 500 feet, staying below where
other (manned) aircraft are allowed

to be. Drones could operate in con-
trolled airspace (near most airports)
only with air traffic controllers’ permis-
sion, and no faster than 100 mph (or 87
knots). Drones would also have to stay
out of restricted or prohibited airspace
without permission, just as for larger
aircraft.

All aircraft operators have a duty
not to endanger the life or property
of others by their operations. So, as is
required for larger aircraft, no care-
less or reckless operations would be
allowed; operators would have to do a
preflight inspection before flight; and
drones could not fly if the operator,
aircraft, or environment was in a con-
dition that would interfere with safe
operation. One difference from larger
aircraft is that drones could not oper-
ate over people uninvolved in their
operation unless the people below were
sufficiently protected from potentially
falling drones. And while the pro-
hibition against careless or reckless
operations for larger aircraft has been
in place long enough to accumulate
a substantial body of regulatory and
court precedent, what it will mean for
drones has yet to be tested.

Drone pilots would now be called
operators, and would be subject to their
own rules. Like pilots of larger air-
craft, they would have to pass an initial
written test, be vetted by the Trans-
portation Security Administration,
and obtain an operator certificate. The
test would cover regulations, airspace,
obstacle clearance, weather, perfor-
mance calculations for safe flight,
aeronautical decision-making, airport
operations, and drugs and alcohol—
similar to other pilots’ requirements,
but adapted for drone operations. Just
as other pilots are required to undergo
periodic flight reviews, drone opera-
tors would have to take a written test
every two years. Operators would have

to be at least 17, like most other pilots,
and have to comply with the same alco-
hol and drug rules as other pilots. All
of this is intended to ensure that drone
operators remain under the FAA%
authority and operrate as other pilots,
hopefully ensuring that everyone using
the same airspace stays on the same
page.

Drones would not need the types of
airworthiness certification and main-
tenance that larger aircraft have. They
would require registration and marking
like their bigger cousins, though.

Some types of proposed drone
operations would specifically not be
allowed under the proposed rules. For
example, package delivery via drone,
such as Amazon has proposed, would
be considered an “air carrier” opera-
tion that would not be allowed (even if
otherwise under the 55-pound limit).
However, the FAA is seeking comment
on whether such operations could work
within its other proposed constraints,
such as line-of-sight operation and the
ban on flights over uninvolved persons.
External-load and towing operations
would not be allowed either, but might
be in the future. And any operation
might still be possible if the FAA grants
an individual waiver for it—as it already
has in several instances.

Now that the rules are drafted, and
more than 3,000 comments have been
received, domestic drone operations
are poised to expand rapidly. Even non-
aviation lawyers should keep up with
developments.

The complete proposed rules with
FAA explanatory notes are available
at https://www.faa.gov/regulations_
policies/rulemaking/recently_
published/media/2120-AJ60_NPRM _
2-15-2015_joint_signature.pdf. ¢
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UNMANNED AIRCRAFT
CLASSIFICATIONS

The

in the

BY DONNA A. DULO

he unmanned aerial system

(UAS) encompasses a wide range

oftechnologies and aeronautical
platforms from the highly sophisticated
to the most basic models. The func-
tions, cost, and ability for operators to
acquire a UAS vary based on the level
of sophistication for each system.

The potential use of UAS technology
has grown exponentially over the past
few years in the civilian sector. Incor-
porating lighter composites, advanced
embedded electronics, and efficient
computational algorithms, the UAS is
becoming the platform of choice for
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increased aerial mobility and func-
tionality for a wide range of operators
including police departments moni-
toring crime to science departments
mapping archaeological sites.

The key to UAS use is expanded
operations in three-dimensional space.
Current UAS technology allows opera-
tors to transverse three-dimensional
space in a more rapid and customized
manner that transcends the cur-
rent military-based use ofthe UAS
for operations that are too “dull, dirty,
or dangerous” for a manned aircraft.
Rather, new and innovative uses of

Regulations

Airspace

unmanned aircraft technologies are
facilitated due to the compact and rela-
tively inexpensive nature of unmanned
aircraft compared to their manned
counterparts. This new-found aero-
nautical ability for operators enhances
real-time situational awareness allow-
ing information to be gathered and
disseminated in an exponentially
greater manner compared to the past.
The increased information intake
allows for significant reductions in
decision cycles that results in faster
situational resolutions and reduced
information product turnarounds. In




essence, new civilian UAS technol-
ogy has the potential to transform the
manner in which agencies and opera-
tors do business through enhanced
information gathering from a three-
dimensional vantage point.

The FAA Modernization and
Reform Act of 20121 mandates that a
plan to integrate UAS technology into
US national airspace be developed by
the Secretary of Transportation in con-
sultation with the aviation industry
and applicable federal agencies. The
types of UAS technology are not speci-
fied, but rather, the legislation states
that agencies will be allowed access to
the national airspace as “standards are
completed and technology issues are
resolved.” This plan leaves the techno-
logical door open for awide range of
UAS platforms, payloads, and airframe
uses in the national airspace. This plan
allows for a wide range of flexibility for
the FAA to implement the mandates.

FIGURE 1A Fixed-Wing Unmanned Aircraft2

The most basic principle to understand
is that a UAS is an aircraft that obeys
the same aerodynamic principles as

a manned aircraft. In fact, all aircraft
theoretically can be remotely oper-
ated, ranging from large aircraft such as
airliners to high-speed jets. However,
unmanned aircraft are distinguished
due to their technological design that
does not center on a cockpit but rather
on their potential mission functional-
ity. Indeed, essentially all unmanned
aircraft are designed around their
payloads.

W ithout their payloads, unmanned
aircraft would be classified as model
aircraft or experimental units. Thus,
unmanned aircraft tend to be crafted
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for specific missions that are evident
from the design to implementation,
yet their basic technological founda-
tions mirror those of their manned
counterparts. The following definitions
demonstrate this principle.

The Federal Aviation Administra-
tion (FAA) defines an aircraft in the
Federal Aviation Regulations (FAR)
section 1.1 as, “A device that is used
or intended to be used for flight in
the air.” This definition, which derives
its authority from 49 U.S.C. 106(g),
40113, 44701, applies to both manned
and unmanned aircraft. The defini-
tion of airplane, which emerges from
the same authority, is “An engine-
driven fixed-wing aircraft heavier than
air, that is supported in flight by the
dynamic reaction of the air against its
wings.” This definition rightly applies to
both manned and unmanned systems.
Exploring this concept a step further
under the same authority, the definition
of arotorcraft is “A heavier-than-air
aircraft that depends principally for its
support in flight on the lift generated
by one or more rotors.”

Because a UAS can be composed of
either fixed-wing or rotorcraft form,
all of the above definitions apply per-
fectly to an unmanned aircraft, because
the unmanned aircraft obeys the same
three-dimensional aerodynamic prin-
ciples as its manned counterpart and
requires the same basic components to
operate in the air. So where is the def-
initional variance? The definition of
unmanned aircraft can be found in The
FAA Modernization and Reform Act of
2012, Subtitle B §331:

An aircraft that is operated with-
out the possibility of direct
human intervention from within
or on the aircraft.

Thus, it is clear that the sole dis-
tinguishing factor of manned and
unmanned aircraft from a legal defi-
nitional standpoint is the absence of

a human pilot onboard the physical
aircraft. This is a major legal point as
well as atechnological reality. Without
the human on or inside ofthe aircraft,

its legal role in the national airspace
is vastly different than its manned
counterpart although they both are
aerodynamically and technologically
similar.

Types of Unmanned Aerial
Systems

There are several ways to classify an
unmanned aircraft. Methods of clas-
sification vary between the military
services, between the military and
civilian sectors, and between different
countries. In general, it is useful to clas-
sify an unmanned aircraft according to
three specific criteria:

1. FAA Operational Categories
2. General Airframe Technologies
3. Functional Size Categories.

Each UAS will have a specification
within each of the three criteria, allow-
ing for a specific type of identification
of the aircraft. This facilitates a gen-
eral understanding of the performance,
range, and maneuverability of the air-
craft at an initial glance.

UAS Operational Categories

To begin the discussion of UAS tech-
nologies, the three types of civilian
operational categories of the UAS as
defined by the FAA are as follows:

« Experimental Unmanned
Aircraft

¢« Model Unmanned Aircraft

¢ Public Unmanned Aircraft

These are the general categories of UAS
that currently exist in the rapidly evolv-
ing realm of regulatory definitions.
While each are considered unmanned
aircraft, they have unique character-
istics that warrant their own special
category.

Experimental Aircraft

Experimental aircraft are unmanned
aircraft that serve various experimen-
tal purposes such as airframe testing,
payload testing, research and devel-
opment, pilot and aircrew training,
academic and educational training,
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and systems demonstration aside from
air shows and air racing events. Their
technologies range from fixed-wing

to rotorcraft, to a combination of the
two with a plethora of propulsion and
payload technologies. The FAA issues
special UAS experimental category
airworthiness certificates under FAR
section 21.191 for operations of experi-
mental aircraft. These aircraft must be
operated with full FAA approval. In
many cases these aircraft encompass
the cutting-edge elements of aeronauti-
cal design and development.

Model Aircraft

Model aircraft are recreational
unmanned aircraft, with technologies
ranging from fixed-wing, to rotorcraft
to lighter-than-air models, that are reg-
ulated by Advisory Circular AC 91-57
and more currently by the FAA Mod-
ernization and Reform Act of 2012
section 336 (Special Rule for Model
Aircraft). Section 336 defines a model
unmanned aircraft as:

1. capable of sustained flight in the
atmosphere

2. flown within visual sight of the
person operating the aircraft; and

3. flown for hobby or recreational
purposes.

The guidelines for model aircraft in
section 336 state that model aircraft are
flown strictly for hobby or recreational
use, are not more than 55 pounds
unless otherwise certified, are oper-
ated in a manner that does not interfere
with and gives way to manned aircraft,
and, when flown within five miles of
an airport, the airport operator and air

Donna A. Dulo has been with the
Department ofDefensefor more than 27
years and is thepresident andfounder
ofthe Unmanned Aircraft Safety and
Security Society, Inc. She is the editor
and lead author ofthe American Bar
Associations book Unmanned Aircraft
in the National Airspace: Critical
Issues, Technology, and the Law due
out in earlysummer 0f2015.
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traffic control tower are notified, and
mutual arrangements are made. Model
aircraft are flown within community-
based sets of safety regulations that
are based upon national community-
based model aircraft organizations.
These organizations design, develop,
and implement their own safety pro-
grams for use in the model aircraft
community.

Public Aircraft

Public unmanned aircraft are discussed
in section 334 (Public Unmanned Air-
craft Systems.) This section provides
the provisions for the establishment

of unmanned aircraft in the national
airspace. While the ultimate size and
limits of the aeronautical technolo-
gies of public unmanned aircraft are
not defined in section 334, the section
does permit government public safety
agencies to operate small unmanned
systems while the issues ofthe national
airspace are being worked out legisla-
tively. Section 334 allows for an agency
to operate an unmanned aircraft
weighing 4.4 pounds or less if operated:

1. within sight of the operator

2. less than 400 feet above the

ground

during daylight hours

within class G airspace; and

5. outside of five statute miles from
any airport, heliport, seaplane
base, spaceport, or other location
with aviation activities

> w

The above operational catego-
ries are general classifications of UAS.
These categories can encompass a
wide variety of aeronautical designs
and capabilities. These designs and
capabilities revolve around the choice
of airframe as well as the size the of
aircraft being used for a particular
mission.

UAS Airframe Technologies

When looking at an unmanned system,
the airframe is the key determinant

to the degree of maneuverability that
the aircraft will have in three-dimen-
sional airspace. The speed, range, and

maneuverability requirements of a
UAS will be key factors in determin-
ing the choice of technology used to
achieve the required mobility for ful-
filling the mission of the aircraft. The
size and weight of the payload, too,
will determine the choice ofa UAS air-
frame technology, as well as time in air
or “persistence” requirements. There
are four basic types of UAS airframe
technologies, as well as hybrid models,
that agencies and organizations will be
choosing from to achieve their maneu-
verability, speed, range, and payload
requirements:

1. Fixed-Wing UAS: arigid body
aircraft with fixed wings, a fuse-
lage, and empennage that uses
forward motion to generate lift
and move the UAS through the
air.

2. Rotorcraft UAS: an aircraft that
generates lift through rotating
rotor blades that revolve around
a mast. A rotorcraft can be in the
standard single rotor “helicopter”
frame, or the popular quad rotor
(or more) airframe, where four
or more masts and blade systems
propel the aircraft.

3. Tilt-Rotor UAS: an airframe that
uses a pair of powered rotors
mounted on rotating shafts that
are located at the end of a fixed
aircraft wing. The wing ofthis
aircraft is fixed, but the rotors
and pylons on which they are
mounted tilt in the order ofa 90
degree or better range, allowing
for various combinations of hori-
zontal or vertical flight.

4. Lighter-Than-Air UAS: an air-
craft that uses buoyancy to float
through the use of one or more
large gas bags or canopies.

The choice of UAS airframes, in
addition to the payload requirements,
will depend on a careful analysis of
long-term mission requirements, cost,
and pilot capabilities as well as ground
station availability and location.

continued on page 23
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A good client calls you to ask if

JL Axthey should worry about the
/ egal aspects of using a drone for
photography. What do you say?

First, appreciate your clients per-
spective. Drones can take dramatic
videos and digital images that could
be used for selling real estate, inspect-
ing construction sites, filmmaking, and
finding missing persons.

However, unless the business has
obtained special permission from
the Federal Aviation Administra-
tion (FAA), all of these commercial
uses currently are illegal in the United
States.

The FAA currently prohibits using
drones for any commercial purpose
without a special permit, and only a
few purposes have been approved. As
described in more detail in the arti-
cle by Lois Mermelstein on page 14
in this issue, the restrictions will con-
tinue for the remainder of 2015 as the
FAA reviews comments on proposed
rules to permit limited commercial use
of drones. These proposed rules apply
only to drones weighing less than 55
pounds. FAA rules for larger drones
still are being developed.

Despite the legal obstacles, the
desire to use drones will only increase.
The cost of drones, technically
unmanned aircraft systems (UASs), has
decreased dramatically, and the qual-
ity of the onboard cameras continues to
increase. Drones range from the very
small (less than several ounces) to the
size of a small airplane. Most personal
drones weigh well under 55 pounds.
They can fly several thousand feet in
the air and out-of-sight of the operator.

Business Insider reports that over
the next decade 12 percent of an esti-
mated $98 billion in global spending
on drones will be for commercial

Richard C. Balough is the Co-Chair
ofthe Global and Connected Devices
Subcommittee ofthe ABA Cyberspace
Law Committee. He is afounding
member ofBalough Law Offices, LLC,
in Chicago, Illinois. He has written
extensively on technology and privacy
issues, and can be reached at rbalough@
balough.com.
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purposes.lAnother report, from the
Association for Unmanned Vehicle
Systems International, claims that the
industry will create more than 100,000
jobs in the United States in the next 10
years.2

With a camera attached, a small
drone costing $1,000 or less provides a
wide range of commercial functions. As
functionality increases (such as more
sophisticated cameras, infrared devices
and the like), the price increases as
well. Actual and announced uses for
drones include:

* Photographing bridges to detect
faults or areas where mainte-
nance is required. Drones can do
amore thorough job than an on-
the-ground crew.

» Surveying and assessing damage
caused by tornados or hurri-
canes by insurance carriers.
Drones give the insurance adjust-
ers access to the damage almost
immediately without interfering
with search, recovery, and clean-
up operations.

* Inspecting oil and gas pipelines,
electric transmission lines, and
solar panels by flying closer to the
pipelines, transmission lines, and
solar panels at lower speeds.

» Providing journalists with over-
head images of fires, disasters,
and other news events.

¢ Managing crops. Not only can
drones take photographs of crops
to monitor crop health and devel-
opment, but drones also may
apply fertilizers, insecticides,
and other treatments, reducing
the need for large, manned crop
duster planes.

e Searching for missing persons,
especially where the terrain
makes it difficult to cover on foot.
A drone can cover far more terri-
tory in a shorter time.

» Mapping archaeological sites
that are not easily surveyed by
airplane.

» Photographing homes for real
estate agents.

» Delivering packages, as has been
announced by Amazon.com.

However, the increased amount and
variety of uses raise both safety and
legal issues. Although drones are small
and lightweight, a collision with an air-
craft might cause extensive damage to
the aircraft. Ifa drone is sucked into a
jet engine, it could cause engine fail-
ure. A drone flying into a helicopter tail
rotor could cause the helicopter to go
out of control and crash. As one pilot
told the FAA, “If one ofthose things
hits us, we’re coming down”3

Incidents involving drones are
increasing. Early this year, a way-
ward drone made headlines when it
crashed on the White House lawn. In a
response to a Freedom of Information
Act request by the Washington Post,
the FAA reported that in a five-month
period, pilots and air traffic control-
lers reported 25 instances where drones
came within a few seconds or feet of
crashing into much larger aircraft, with
many of the near misses occurring near
large airports.4

Recently, the FAA sent cease-and-
desist letters to:

« acommercial photographer who
used a drone to take aerial photo-
graphs of a house for a real estate
company.5

« aphotographer who posted and
offered to sell aerial shots taken
with a drone ofa concert in Chi-
cagos Grant Park.6

» asearch and rescue organiza-
tion that used drones to help find
missing persons when ground
and horseback searches were not
successful or the terrain was too
difficult for other methods.7The
FAA argued that, because the
organization took donations, it
was involved in a commercial
operation.

« two journalism schools that were
using drones to take pictures for
class stories.

According to the FAA, each of the
above uses is a commercial use sub-
ject to FAA regulation. However, if
the commercial aspect of the transac-
tion could be eliminated, these actions
would be unregulated by the FAA,
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although the potential hazard might
remain the same. The regulatory cat-
egory of commercial may no longer
work.

The ban against commercial drones
dates back to a 2007 FAA order, which
allows the commercial use of drones
only if the operator obtains special
FAA permission. In 2012 Congress
passed the FAA Modernization and
Reform Act, requiring the FAA to
integrate drones into the National Air-
space System (NAS). The Act directed
the FAA to develop a five-year road
map for introducing drones into the
NAS, to initiate a rulemaking on small
unmanned aircraft, and to establish
pilot projects.

Some proponents of commer-
cial drones argue that the small craft
should be given the same treatment as
model aircraft, which are covered by
FAA Advisory Circular 91-57, issued
in 1981. This circular generally limits
operations for hobby and recreational
use to below 400 feet, away from air-
ports and air traffic, and within sight of
the operator. Some argue that the 2012
Modernization Act confirms drones
are model aircraft exempt from regula-
tion ifthey are flown strictly for hobby
or recreational use, weigh less than 55
pounds, are operated in a manner that
does not interfere with any manned
aircraft, and are flown within visual
line of sight of the person operating
the aircraft.8The distinction between
hobby and commercial drones was
recognized by the FAA in its initial
proposed rules for drones published
in February 2015. However, the FAA
maintains the right to take enforcement
action against model aircraft to protect
people and property on the ground.
The FAA argues that the model aircraft
rules do not apply to commercial uses
of drones, regardless of how low they
are flying. In other words, hobby/rec-
reational and commercial may now be
overlapping regulatory categories, cre-
ating confusion.

In the proposed rules,9the FAA
attempts to allow the commercial use
of drones under 55 pounds while pro-
tecting the public and aircraft. The
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proposed rules limit small UAS to day-
time flights, require visual-line-of-sight
operations, and restrict altitude to
lower than 500 feet.

Because on one hand the FAA does
not assert any jurisdiction over the
noncommercial use of drones, but on
the other hand asserts total jurisdic-
tion over commercial drones, it raises
the interesting dichotomy where, ifan
individual flies a drone to take pictures
of her house, her action is not regu-
lated. At the same time, if the same
photographs were taken by a com-
mercial photographer for use by a real
estate agent selling the house, the activ-
ity would be regulated, and—under
todays FAA regulations—it would be
illegal unless an FAA permit had been
obtained. Yet the hazards would be the
same.

Until the formal rules on commer-
cial use are finally adopted, businesses
may apply to the FAA for special use
exemptions, which are subject to pub-
lic notice and public comment. The
FAA has granted authority to several
aerial photo and video production
companies in the film and television
industry to use drones, which weigh
about 50 pounds, for their filming. The
certificates require that the operators
hold private pilot certificates, keep the
drones within line of sight at all times,
restrict the flights to the “sterile area”
on the set, conduct an inspection of the
aircraft before each flight, and prohibit
operations at night. There are scores of
other requests pending.

The ban on commercial drones also
grounds drones for news gathering.
This has drawn the ire ofthe media,
which argue that the ban violates the
First Amendment because news gath-
ering is not a “commercial” use. Rather,
the media argue, use of drones benefits
the public because the lower-cost aer-
ial photography would help newsrooms
bring more accurate and useful infor-
mation to the public.

Journalists also are concerned about
some state laws on drones. For exam-
ple, Utah criminalizes interference
with agriculture operations, which
includes “knowingly or intentionally”

.....

recording an image ofan agriculture
operation.10This could prevent investi-
gative journalists from photographing
a farm as part of an investigative story
on agribusiness. Texas prohibits taking
photographs of private property “with
the intent to conduct surveillance,”
which might prohibit investigative
journalists from using drones over pri-
vate property. 1

Several states have enacted leg-
islation regarding the private use of
drones. In an interesting twist, Illinois
has made it a crime to use a drone “that
interferes with another person’s law-
ful taking of wildlife or aquatic life’ 2
(For other examples of state regulation
of UAVs, see Hillary Farbers article
on page 6.) When the FAA does allow
commercial use for drones, the use will
be subject to laws governing right of
privacy, intrusion upon seclusion, and
right of publicity for images captured
by the drones.

What, then, should a lawyer tell a
client who wants to use drones for a
commercial use?

The client should be told that the
FAA currently bans commercial use of
drones in the United States. The client
may apply to the FAA for an exception
by obtaining a special airworthiness
certificate or for a certificate of waiver
and authorization. Either process
requires a detailed filing, public input,
and time. Ifclient does not want to file
for a waiver, it could develop the com-
mercial use outside the United States in
countries that allow commercial use of
drones. Or the client could wait until
the FAAS rules on commercial drones
are adopted and hope that no one
develops and pre-empts the client’s use
in the interim. ¢
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1. Marcelo Ballve, Drones: Commer-
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Insider, http://www.businessinsider.com/
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Unmanned Aircraft

continuedfrom page 18

UAS Size Categorizations

A final category of UAS is the func-
tional-size categorization. This category
is particularly important in the legal
arena as future airspace operations reg-
ulations are likely to revolve around
UAS size as well as operational category
and airframe. The functional size ofa
UAS not only determines its robustness
in terms of aeronautical capabilities
and payload abilities, but also its visi-
bility in the air and its maneuverability.
Both of these factors contribute to the
safe operation of the aircraft.

FIGURE 2 A Medium-Sized Fixed-Wing UAS3

The functional-size categories in the
civilian world are arbitrary, except for
the small category, which is specifically
defined in the FAA Modernization and
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5. Dennis Rodkin, FAA to Drone Photog-
rapher: Cease and Perhaps Desist, Crain’s
Chicago Bus., May 29, 2014, http://www.
chicagobusiness.com/article/20140529/
NEWS07/140529748/faa-to-drone-
photographer-cease-and-perhaps-desist.

6. FAA Reviewing Drone Flying Over Lol-
lapalooza, Chicago Trib., Aug. 8, 2014,
http://www.chicagotribune.com/news/local/
breaking/chi-faa-reviewing-drone-flying-
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Classifications

Reform Act of 2012. The categories are
as follows:

e Large UAS

* Medium UAS

e Small UAS

* Micro/Mini UAS
¢ Nano UAS

These categories cover all airframe types.
Additionally, lighter-than-air unmanned
aircraft tend to be larger by nature and as
such are usually categorized by their spe-
cific volume as well as size.

Conclusion
The classification and categorization
of the UAS are vital in understand-
ing the operational capabilities of the
aircraft. They are also important for
understanding the capability, maneu-
verability, range, and endurance
specifications of unmanned aircraft
models and airframes. By understand-
ing the operational and size categories,
as well as the airframe technologies
of UASs, a defined picture of system
capabilities can be drawn in order to
understand specific applications of
unmanned aircraft.

Understanding the technical

7. Gene Robinson Drone, https://www.
youtube.com/watch?v=UTcW040AWtA.

8. FAA Modernization and Reform Act of
2012, §8§ 336 and 337.

9. 80 Fed Reg. 9544 (Feb. 23,2015).

10. Utah Code Tit. 76, Ch. 6 § 112(2)(a).

11. Tex. Rev. Civ. Stat. 423.001. Titled
the Texas Privacy Act, the act deals with use
ofunmanned aircraft. It allows many uses
for drones including research, agriculture,
gas and electric inspections, which currently
are not allowed by the FCC.

12. 7201LCS 5/48-3(b)( 10).

capabilities ofa UAS also aids the legal
practitioner in understanding the legal
ramifications ofthe use and implemen-
tation of the specific UAS technology.
Each airframe as well as airframe-size
classification poses specific legal chal-
lenges and issues. By understanding
these technological specifications, a
clearer picture of emerging legal chal-
lenges can be gained.

Note

This article is excerpted from the forth-
coming book, Unmanned Aircraft in the
National Airspace: Critical Issues, Technol-
ogy, and the Law, Donna A. Dulo, editor.

Endnotes

1 The FAA proposed a framework ofreg-
ulations in February 2015 that is discussed
more fully in the article in this issue by Lois
Mermelstein on page 14. See http://www.

faa.gov/regulations_policies/rulemaking/
media/021515_sUAS_Summary.pdf.
2. Photograph by Donna A. Dulo, 2014.
3. Photograph by Donna A. Dulo, 2014.

SUMMER 2015  TheSciTechLawyer 23
‘ .



http://www.washingtonpost.com/
http://www.wash-
http://www
http://www.chicagotribune.com/news/local/
https://www
http://www

Privacy, Security, and the Internet of Things: The Looming Crisis
— WEBINAR SUMMARY —

REPORTED BY JARED CHANEY

Trying to determine the market size ofthe
Internet of Things is like trying to calculate
the marketfor plastics, circa 1940.
—Muichael Nelson, Bloomberg Govern-
ment & Georgetown University

To address this hot area, the ABA Section
of Science & Technology Law presented a
webinar, "Privacy, Security, and the Inter-
net of Things: The Looming Crisis,” on
Tuesday, March 10,2015.

Jeff Greene moderated the panel.
He is senior policy counsel and covers
issues including cybersecurity, identity
management, and privacy, and works
extensively with industry and the govern-
ment. Jeffcurrently serves as Vice-Chair
ofthe Homeland Security Committee
ofthe American Bar Associations Sec-
tion of Science & Technology Law and
Co-Chair ofthe Supply Chain Working
Group on the Information Technology
Sector Coordinating Council. The panel
included the following faculty members.

* Martha Chemas is an attorney,
Internet presenter, and blogger. She
has worked with Sullivan & Crom-
well LLP, Shearman & Sterling LLP,
and Covington & Burling LLP in
New York and has taught law with
Lawline. She is the Co-Chair ofthe
Information Security Committee
ofthe American Bar Association.

e Cheryl A. Falvey is a Washington,
DC-based partner and Co-Chair of
Crowell & Moring’s Advertising &
Product Risk Management Group.
An experienced trial lawyer, she

Jared Chaney is a Material Science
Engineer, a law studentat St. Thomas
School ofLaw, and a law clerk with Kinney
& Lange P.A. He also serves the SciTech
Section as Student Liaison. He can be
reached at chan7393@stthomas.edu.
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provides litigation and counsel-
ing services, with a focus on brand
and consumer protection matters,
including product safety, privacy,
anticounterfeiting, sweepstakes,
promotions, and advertising.

« Kristen Anderson is a staffattorney
atthe Federal Trade Commission,
in the Bureau of Consumer Pro-
tection’ Division of Privacy and
Identity Protection. Her practice
focuses on consumer privacy and
data security. She has investigated
and pursued cases against advertis-
ing companies, financial services
companies, and others for viola-
tions ofthe FTC Act, Fair Credit
Reporting Act, and Gramm-Leach-
Bliley Act.

The panel addressed how so many
systems on the Internet of Things (I0T)
are venerable to infiltration—not only
when there are defects that make them
susceptible to hacking, but also when the
security features are not utilized. Often
infiltrations occur when default creden-
tials are used after the initial setup, or
when simple passwords, such as 1234,
are used. It is often very hard to get peo-
ple to change or even set up passwords.
The number of essential systems that
are vulnerable is staggering, from water
treatment plants to a range of medical
devices. There are very basic things that
are not being done to secure the infra-
structure of essential systems.

As new devices and systems are being
built, they need to be designed with inte-
gral security systems. There are several
groups and agencies that are looking into
how to encourage data security in the
next generation of systems. The potential
areas of law that will depend on this type
of security range from products liability
to patents.

In order to prevent, or at least limit,

catastrophe, the next generation will need
to bring a new understanding to prod-
uct design. Companies should not only
design precautionary safety measures
into products, but also include features
to detect security breaches. Furthermore,
when a manufacturer designs a new
product, it must also determine the effec-
tive life ofthe product and exactly how
long it is willing to provide support and
upgrades. The risk profile for these issue
and concerns does not only affect litiga-
tion for product issues and regulation
enforcement, but also can cause damage
to a clients brand.

When examining these issues, it will
be important to understand how the gov-
ernment will control its oversight. The
FTC is looking at security vulnerabili-
ties for the 10T. The FTC is focused on
the rights and security of the consumers’
data. They are trying to make sure that
no company is violating or failing to safe-
guard consumers’ data security. Because
the FTC5% goal is not punishment but
compliance, after they settle a case they
also monitor the company’ compliance
with the orders.

Overall, security developments in the
Internet of Things will have far-reaching
ramifications. As new products are devel-
oped, privacy and security will have to
be built into those products and services
at the outset. Transparency and duty to
consumers will have to be considered as
data security for the 10T with every new
development. With more than 100 bil-
lion devices expected to be connected to
the Internet in the near future, the benefit
to consumers will be immense, but data
security and privacy legislation will have
to develop along with it.

A full recording of the presentation,
along with the CLE materials, can be
purchased from the ABA at www.
americanbar.org/groups/science_
technology/events_cle.html. ¢
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ABA SECTION OF SCIENCE & TECHNOLOGY LAW
NOMINEES FOR 2015-2016 SECTION OFFICER AND
COUNCIL POSITIONS

The Nominating Committee, chaired by
Cynthia Cwik, is pleased to announce
the following slate ofnominees for 2015-
2016 Officer and Council positions in the
Section of Science & Technology Law.

The Section membership will vote on the
slate of candidates during the Sections
Annual Business Meeting, which imme-
diately follows the Council Meeting on
Friday, July 31,2015, during the ABA

CHAIR-ELECT VICE-CHAIR SECRETARY  BUDGET OFFICER DELEGATE
EiIeen_Smith David Z William B Garth B. Bonnie
Ewing Bodenheimer Baker Jacobson Fought

Incoming Section

Chair

Cynthia Cwik is a part-

ner with the San Diego

office of Jones Day. She

has extensive expe-
rience in complex litigation and class
actions, including mass tort and prod-
uct liability cases, consumer class actions,
and environmental cases. She has partic-
ular expertise with cases involving health
and science issues, and she has had sig-
nificant victories in high-profile matters.
In one case, Cynthia won motions to
exclude the testimony of five of the plain-
tiffs’ experts and had the claims of all of
the trial plaintiffs dismissed. A journal-
ist described Cynthia as “formidable” and
“the mastermind behind the teams savvy
attack.” She has been selected seven times
as a California “Top Female Litigator” by
The Los Angeles/San Francisco Daily Jour-
nal, and she has been included in Best
Lawyers of America.

Cynthia is currently Chair-Elect of the
ABA Section of Science & Technology
Law, Vice-Chair of the Long Range Plan-
ning Committee and a member ofthe
Section Council. She has served the Sec-
tion in various leadership roles, including
as Life & Physical Sciences Division Co-
Chair and coeditor ofthe ABA SciTech
Section book Scientific Evidence Review:
Monograph No. 9, published in 2013.

She has been active in other bar and
community organizations, including
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serving as Chair of the Executive Com-
mittee of the Yale Law School Association
and President of the San Diego Chapter
ofthe Federal Bar Association. Cynthia
has made presentations to many orga-
nizations, including the Association of
General Counsel and the National Judi-
cial College.

Cynthia graduated from Yale College
in 1983 (summa cum laude) and from
Yale Law School in 1987. She served as a
judicial clerk to the Honorable Thomas
Meskill on the Court of Appeals for the
Second Circuit.

Section Chair-Elect

Eileen Smith Ewing

practices law in Bos-

ton, where she counsels

her life sciences clients

on avariety ofbusiness
transactions, ranging from traditional
mergers, acquisitions, and capital financ-
ing to complex, cutting-edge product
development collaborations and other
strategic alliances.

Eileen publishes and lectures fre-
quently on legal issues of interest to the
biopharmaceutical and medical device
sectors. She is the author of more than 50
publications. Eileen served as coeditor-
in-chiefand a chapter author ofthe ABA
SciTech Section book Biotechnology and
the Law: A Primer. She also contributed
chapters to two books in the Aspatore
Press Inside the Minds series: Life Sciences

Annual Meeting in Chicago, IL.

Cynthia Cwik will automatically suc-
ceed to the position of Section Chair at
the completion ofthe ABA Annual Meet-
ing in Chicago.

COUNCIL COUNCIL COUNCIL
Katherine E. Lisa R. Joe
Lewis Lifshiftz Pennell

Mergers and Acquisitions and Winning
Legal Strategiesfor Life Sciences Settle-
ments and Negotiations. Legal Media
Group/Euromoney has named Eileen a
2012 and 2013 “Life Sciences Star” in the
Financial & Transactional category.
Eileen currently serves as Vice-Chair
of the ABA Section of Science & Tech-
nology Law, Chair ofthe Administration
Division, Vice-Chair of the Long Range
Planning Committee, a member ofthe
Section Council, and a member of the
Finance Committee. Past ABA posi-
tions include Chair and Co-Chair of the
Sections Life and Physical Sciences Divi-
sion, Chair ofthe Sections Biotechnology
Committee, and member ofthe ABA
Special Committee on Bioethics and the
Law. Eileen is an American Bar Foun-
dation Fellow and serves as Co-Chair of
the Board ofthe National Conference of
Lawyers and Scientists (American Acad-
emy for the Advancement of Sciences).
Eileen received her AB. in East
Asian Studies, summa cum laude, from
Harvard University and her J.D. from
Columbia University School of Law.

Section Vice-Chair
David Z. Bodenheimer
isa Government Con-
tracts partner and
litigator in Crow-
ell & Moring LLP%
Washington, DC, office, where he
heads the Homeland Security practice.
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Representing all sizes of technology
clients for 32 years, David litigates, coun-
sels, and resolves the full range of issues
confronting clients selling to the gov-
ernment. See, e.g., USv. UTC (6th Cir.
2015) ($657 million False Claims Act liti-
gation); BAE Systems, 2013 CPD § 278
(NextGen airborne jammer protest liti-
gation); Supreme Foodservice GmbH v.
United States, 109 Fed. Cl. 369 (2013)
(injunctive action on $8 billion acquisi-
tion); Health Net Federal Services, 2009
CPD §220 ($16 billion protest litiga-
tion); Wynne v. UTC, 463 F.3d 1261 (Fed.
Cir. 2006) ($299 million defective pricing
trial/appeal). Fie authored the Defec-
tive Pricing Handbook (Thomson West,
2014-15 ed.) and regularly lectures on
government contracting, pricing, and
fraud matters.

Nationally recognized by Cham-
bers USA in Government Contracts as
“a leading lawyer within the cybersecu-
rity space,” he advises and trains Fortune
500 companies on cyberlaw and secu-
rity (NIST standards, cloud, FedRAMP,
APT breaches, network audits, and cyber
disputes), handles protest litigation on
cyber issues, testifies before Congress on
cybersecurity, teaches cybercontracting
for Federal Publications, and publishes
extensively. He currently serves as ABA
SciTech Section Secretary; Co-Chair of
the Security, Privacy, and Information
Law Division; Co-Chair ofthe Home-
land Security Committee; and a member
ofthe Section Council. He also serves
as a Public Contract Law Section Com-
mittee Co-Chair (Cybersecurity, Privacy,
and Data Protection) and as a member of
the ABA Presidents Cybersecurity Legal
Task Force.

Section Secretary

William B. Baker isa

partner in the Potomac

Law Group, PLLC,

a Washington, DC-

based law firm. He has
practiced for more than 30 years in the
areas of communications, technology,
and postal law, with particular interest
in privacy, information law, and market-
ing communications. He is a frequent
author and lecturer on privacy and postal
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matters. He previously practiced for more
than 30 years in the Washington, DC, law
firm Wiley Rein LLP.

Bill has served as Budget Officer of
the Section of Science & Technology
Law since 2012 and as Assistant Bud-
get Officer prior to that. He has served
on the Sections Council since 2008. He
has chaired or co-chaired several Section
committees, including the committee on
Telecommunications and Information
Services from 1998-2002, the ePrivacy
Law Committee from 2003-2008, and
the Data Property Rights Committee
since 2013. He is a Fellow ofthe Ameri-
can Bar Foundation.

He has written numerous articles on
privacy and technology issues, contrib-
uted to several Section publications, and
served as a moderator or panelist on a
number of Section programs. Bill chaired
the Government Affairs Committee
ofthe Northern Virginia Technology
Council from 2001-2005 and served on
Advisory Committees to the Virginia
General Assemblys Joint Commis-
sion on Technology and Science from
1997-2005.

Bill holds a bachelor of arts degree
in economics, and ajuris doctor degree,
both from the University of Virginia. He
lives in Arlington, Virginia.

Section Budget

Officer

Garth B. Jacobson

serves as a Senior

Government Rela-

tions Attorney for
CT Corporation. Previous positions
include working as an attorney at Pres-
ton Gates and Ellis LLP and chief legal
counsel to the Montana Secretary of
State. As chieflegal counsel, he success-
fully litigated election law cases before
the state trial and appellant courts and
federal courts. During that tenure, he
also served on the state bar committees
that drafted business entity legislation
including profit and nonprofit corpo-
rate acts, revisions to the partnership
laws, and the limited liability company
act. Additionally, he developed and
administered alternative dispute reso-
lution of business name infringements.

He served on the Montana Ethics Advi-
sory Commission, on the Board of
Trustees of the State Bar of Montana,
and as president of the First Judicial
District Bar Association.

Garth served as an observer/advisor
to various Uniform Laws Commission
business entity drafting committees. Cur-
rently he participates as an “observer” on
the Series LLC drafting committee and
the ABA advisor on the Wage Garnish-
ment Committee. He isa member ofthe
ABA Business Law and the Science &
Technology Law sections where he serves
as co-chair on both ULC Committee and
E-filing Committee and LLC Commit-
tee subcommittee chair. Garth also serves
as SciTechs Assistant Budget Officer. He
coauthored an article, “Electronic Service
of Process,” published in the Spring 2008
SciTech Lawyer.

Garth has many years’ experience with
legal education as a presenter, organizer,
or moderator of numerous continuing
legal education (CLE) programs. He con-
ducted programs on a variety of topics,
including tax law, corporations, LLCs,
UCC, service of process, and legal eth-
ics. He also taught business law classes at
Carroll College as an adjunct professor,
in Helena, Montana.

Garth received a bachelor of arts
degree in economics and philosophy, a
juris doctorate and a master’ degree in
public administration from the Univer-
sity of Montana. Additionally, he holds
an LLM in Taxation from the Univer-
sity of Washington. He is a member the
bar in Washington and Montana. The
Counsel of State Governments named
him a Toll Fellow. This prestigious
national award recognizes outstand-
ing leadership and service in state
government.

Garth enjoys rock, alpine, and ice
climbing. His climbing resume includes
summits of Mt. Rainier, Mt. Hood, Mt.
Adams, Mt. Baker, Castleton Tower,
and the Snake Dike route on Half
Dome, Yosemite. He is a member of the
Seattle Mountaineers’ climbing pro-
gram. Additionally, he often creates
pottery at Pottery Northwest, where he
completed a 10-year term on its board
of directors.



Section Delegate to

the ABA House of

Delegates

Bonnie Fought was a

founder and member

ofthe executive team
of Connectix Corporation for more than
15years and served as its chieffinancial
officer, general counsel, and later chief
operating officer. Connectix designed,
manufactured, and marketed an array
of computer software and hardware
products. After licensing and selling vari-
ous technologies, Connectix’ primary
technology was sold to Microsoft Corpo-
ration in 2003.

For the past six years, Bonnie has
served as the Section Delegate in the
House of Delegates for the Section of Sci-
ence & Technology Law. In addition,
Bonnie is a Past Chair ofthe ABA Section
of Science & Technology Law. She served
as the Chair ofits Book Publishing Board
for three years and as the Sections Budget
Officer for three years. Bonnie also served
as a member ofthe ABAs Standing Com-
mittee on Technology and Information
Systems from 1999-2002, the Stand-
ing Committee on Publishing Oversight
from 2011-2014 and currently serves on
Standing Committee on Continuing Legal
Education. Bonnie also serves as the Co-
Chair ofthe SOC Decennial Governance
Review Committee.

Bonnie has a J.D from the University
of California at Berkeley (Boalt Hall) and
was admitted to the California State Bar
in 1990.

Section Council
Katherine E. Lewis
has worked as an attor-
ney-advisor at the
Smithsonian Insti-
tutions Office of
Contracting since 2012. Prior to work-
ing with the Smithsonian, Katherine had
a private practice in New York work-
ing with solo practitioners, small firms,
and large firms on e-discovery matters in
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addition to representing clients in a vari-
ety of practice areas, including copyright
and trademark law. Katherine is an active
member of the ABA Section of Science &
Technology Law. She has been Chair of
the Museums and Arts Committee since
2013 and also serves as Vice-Chair of
the Program Committee. Katherine was
recendy recognized as a Rising Star in the
Winter 2015 edition of The SciTech Law-
yer. She previously served as Vice-Chair
ofthe Museums and the Arts Committee
and member ofthe FY2015 Nominat-
ing Committee. She is a frequent speaker
and guest lecturer and has published
articles and essays on matters related

to intellectual property, social media,

and information technology. Katherine
earned her J.D. and LL.M in intellectual
property law from the University of New
Hampshire School of Law and is licensed
to practice in New York, Massachusetts,
New Hampshire, and Washington, DC.
She earned a bachelor ofarts in art his-
tory at the University of Connecticut.

LisaR. Lifshitz is head
of Torkin Maness Tech-
nology, Privacy and Data
Management Group
and a partner in the
Business Law Group.
She has extensive expertise in preparing
and negotiating technology licenses and
agreements, including software license,
cloud computing, system acquisition and
Intemet/e-commerce/m-commerce-related
contracts. She advises on compliance
with Canadian federal and provincial pri-
vate sector privacy legislation and data
management issues. Lisa also provides
export control and open source advice on
cross-border deals. She has considerable
experience helping non-Canadian com-
panies, especially American entities, create
appropriate legal agreements for their entry
into the Canadian marketplace. Lisa is cur-
rently the President ofthe Canadian IT
Association, Canadas national technology
law association; Chair ofthe ABA Business

Law Sections Technology Committee;

and isa member ofthe ABA Standing
Committee on Technology and Informa-
tion Systems. Lisa is also on the editorial
boards ofthe ABAs Business Law Today
and The SciTech Lawyer. Lisaisamem-
ber ofthe Section of Science & Technology
Law (SciTech) Membership and Diversity
Committee and serves as SciTechs Liaison
to the Business Law Section. Lisa isapro-
lific speaker and writer and is the author of
the monthly technology column, “IT Girl,”
for Canadian Lawyer magazine. Ranked
asarecommended lawyer in Computer

& IT Lawand Technology Transactions

in The Canadian Legal Lexpert Direc-

tory since 2005, Lisa is also recommended
for information technology in Chambers
Global 2015; recognized by Best Lawyers

in Canada 2015 for Technology Law; asa
leading Internet & e-commerce lawyer by
Whos$ Who Legal: Canada and The Inter-
national Who3 Who ofBusiness Lawyers. In
her spare time she sings (badly) in acom-
munity choir and loves to travel to remote
Venues.

Joe Pennell is a senior

associate in the Busi-

ness & Technology

Sourcing practice in

Mayer Browns Chicago

office. Joe focuses his
practice on information technology and
managed services transactions, includ-
ing cloud computing, software licensing
and development, and the outsourcing
of finance and accounting services, IT
infrastructure services and support, man-
aged network services, and application
development and maintenance. He is a
Co-Chair of the ABA Section of Science
& Technology Laws Cloud Computing
Committee. Joe was recendy recognized
as a Rising Star in the Winter 2015 edi-
tion of The SciTech Lawyer. He graduated
from Harvard Law School in 2008 and
earned his undergraduate degree in elec-
trical engineering (with high honors)
from Michigan State University. ¢
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BOOK REVIEW
PREDATOR: THE SECRET ORIGINS OF THE DRONE REVOLUTION
BY RICHARD WHITTLE

Reviewed by Casey Civiello

The date is September 4, 2001, less than a year after
the suicide attack on the USS Cole in the Yemeni
port of Aden. President George W Bush is holding
his first National Security Council Principals Com-
mittee meeting since his election. Just prior, the top
counterterrorism official at the time, Richard Clarke,
directs a note to then-National Security Advisor
Condoleezza Rice pleading to extend drone usage
beyond mere intelligence gathering by arming the
aircraft. Clarke alludes to a feared (and, as we now
know, actual) imminent al-Qaeda attack on Amer-
ican lives, warning: “What would those decision
makers wish that they had done earlier? That future
day could happen at any time” (page 226).

On multiple occasions in the preceding year,
Predator unmanned aerial systems, (UASs, or more
colloquially, “drones”) had silently stalked and cap-
tured footage of Osama bin Laden, who was on the
verge ofbecoming an infamous household name. In
the months prior the 9/11 attacks, members of “Big
Safari,” a quasi-secret United States Air Force group
ofengineers, had scrambled to weaponize the drone
with laser-guided Hellfire missiles, and Clarke was
determined to cut through bureaucracy and gain
authority and guidelines for use of these missiles to
kill terrorist threats. The technology remained an
afterthought by hardened military officials, viewed
as more gimmick than as a functional tool. Pilots
directed to Indian Springs, Nevada, to remotely fly
the early Predator view the assignment as punish-
ment, sarcastically referring to it as “life at One G.”
But after 9/11, a new attitude emerged.

In Predator, Richard Whittle invites the reader
behind the curtain of secrecy surrounding the
drone warfare program. He traces the documents
and influential players in the struggle to capture
funding and implement drone technology, juxta-
posed against the rise of al-Qaeda in the Middle
East. The account of events humanizes the cre-
ation ofa silent stalker; balancing a sequential story
with technical jargon among a colorful cast ofengi-
neers, government officials, and political fixers who

Casey Civiello is an associate in the Boston, MA,
lawfirm ofHenshon Klein LLP. His practice
covers a broad range of business and real estate
transactions, with a particularfocus on assisting
early stage start-ups. He can be reached at
cciviello@henshon.com.

together transformed the Predator from a military
afterthought to perhaps the worlds most valu-
able intelligence gathering and fear-inducing active
weapon, capable of silently stalking and destroying
targets anywhere on earth.

As with any good story, the truth lies not only in
the composite materials and feats ofengineering but
in the characters who bring the technology to life.
Whittle takes the reader to 1973, the end ofthe Yom
Kippur War between Israel and an Arab coalition led
by Egypt and Syria. Abe Karem, an Israeli engineer
who had risen to be chiefdesigner with the govern-
ment-owned Israel Aircraft Industries, was issued
a challenge to rapidly create a decoy that could be
released from a fighter jet to fool the Arabs’ Soviet-
built surface-to-air missile radar systems, which
had served as a formidable counter to the powerful
Israeli Air Force.

Though undistinguished in its military applica-
tion, the decoy created was functional within two
weeks and inspired Karem to recognize the future
ofunmanned flight. This occurrence pushed him to
start Leading Systems, Inc. in his garage some years
later, after relocating to California. The lightweight,
broad-wing aircraft dubbed the “Amber”would later
evolve to become the physical platform for General
Atomics to create the present-day Predator.

Whittle observes that “Necessity is the mother
ofinvention, and war [is] the mother of neces-
sity” (page 293). Demand for development of the
Predator increased during the conflict in the for-
mer Yugoslavia, where frustration reigned over lack
of intelligence about movement of Serbian artillery
targeting civilians in Bosnia. Early versions of the
Predator flew over the region in 1995 with mixed
success. One Predator was shot down by the Serbian
military, while another crashed as a result of engine
failure. The real-time information gathered amazed
military commanders. But, due to lack of clearly
defined leadership and disputes between the Navy,
Army, Air Force, and CIA, targeted development of
the Predator project was effectively handcuffed until
the Air Force assumed full control of the program in
October 1997.

Thereafter, advancements sped along, largely
due to Big Safari, headquartered at Wright-Patter-
son Air Force Base in Dayton, Ohio. Development
was guided by philosophies such as “modify, dont
develop” and “provide the necessary, not the nice
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to have.” The Big Safari team and their support-

ing advocates inside the government are painted
by Whittle as a group of gunslingers who effi-
ciently carry the Predator project from successful
experiment into modern-day prevalence, applying
innovative ideas (streaming video, multiple-point
flight control) to existing military hardware. The cul-
mination of Big Safari innovation efforts resulted in
ajoint CIA-Air Force team tracking down and kill-
ing al-Qaeda military chiefMuhammed Atefnear
Kabul, Afghanistan, in the weeks following 9/11.

Although it is possible to get lost at times in the
alphabet soup of government programs, call-names,
and plane designations, Whittle gives the reader
confident insight into how the innovators were able
to cut through red tape, draw resources, and com-
plete a secret project under intense pressure and
timelines. In truth, the sometimes confusing roster
of players tied to the creation of the Predator may
play as a parallel to the complexity of government
contracting and development itself. Perhaps the hes-
itance displayed through bureaucracy is a necessary
check on technological development that seems to
be outpacing the balancing moral review.

Predator successfully lifts the veil of secrecy
shrouding perhaps the most influential military
innovation of a generation, but Whittle passes on
the opportunity to analyze the ethical questions
surrounding the Predator. References in the book
to collateral damage are sterile, though likely an
accurate representation of the feelings of those indi-
viduals affiliated with creating and operating the
Predator. The book’ excitement-inducing narrative
tempts the reader to accept impolitic portrayals of
casualties ofwar, such as referring to human bod-
ies blown from a Hellfire blast as “flippers,” or to
those crawling from the scene as “squirters.” Instead,
the invitation (to the reader) could be for a more
thorough reflection on the long-term impacts of
remote-controlled warfare. What are the moral
hazards of dehumanizing casualties? What role do
anonymous strikes and collateral damage play in
advancing the radicalization of Islam? What are the
legal and foreign policy implications of this “video
game” warfare?

Whittle perhaps recognizes the limitations of
his book when near the end he posits, “When auto-
mobiles replaced horses, traffic laws and stoplights
were needed” (page 305). The military development
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ofunmanned aerial vehicles has quickly skipped to
the consumer market and sparked huge popularity
ofdrones for personal and commercial applications,
This expansion further stretches the need for timely
thought and action with respect to the role that
innovators and lawmakers alike will have in shaping
the future ofdrone usage. ¢
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It's a MAD World MEMBERSHIP AND DIVERSITY, WITH A SCITECH EDGE

Make Connections That Matter at the ABA Annual
Meeting: Sweet Home Chicago

By Ruth Hill Bro

In a 24/7 world humming on mobile
technology, it% easy to forget that com-
ing together face-to-face, in person, is
the best way to make the connections
that matter most. Although distance
learning, remote connections, and vir-
tual meetings are essential, they seem
so far away and never quite as good as
the real thing. In fact, one definition of
“virtual” is that it is “almost or nearly as
described, but not completely”

Thats why most leading businesses
recognize a key concept backed up by
mounting data from biologists, com-
puter scientists, and psychologists: no
matter how well we communicate elec-
tronically, it5 vital to come together in
person. Two Forbes articles by Susan
Adams, called “Being There” and “Why
We Need to Meet in Person,” discussed
such data and noted, “Meeting face
to face does three things better than
virtual meetings. It captures trust, it
inspires positive emotions, and it builds
relationships.”

If you doubt it, consider the many
things you do more effectively in per-
son: (1) going home for the holidays,
relaxing with friends, and celebrating
milestones; and (2) building rela-
tionships with clients and prospects,
conducting job interviews, meet-
ing potential employers and future

Ruth Hill Bro, privacy attorney, speaker,
and author (Chicago), chairs the
Membership and Diversity (MAD)
Committee ofthe ABA Section of
Science & Technology Law and served
as the 2008-09 Section Chair. She can
be reached at ruth.hill.bro@gmail.com.
‘1t a MAD World: Membership and
Diversity, with a SciTech Edge,” is a
column designed to spotlight membership
and diversity-related topics, resources,
and opportunitiesfor SciTech members.
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colleagues, and expanding your net-
work of peers and mentors. The list is
endless. No matter what our personal
life is like or our job setting is, we'e all
in the people business.

However much you get from your
SciTech membership, you could be get-
ting even more ofthat SciTech Edge
if you visit your home Section at the
ABA Annual Meeting. From July 30th
through August 4, 2015, the American
Bar Association will meet in Chicago,
home to ABA headquarters, renowned
architecture, high-profile professional
sports teams, Lollapalooza and other
top music venues, beautiful Lake Mich-
igan, the Cloud Gate sculpture and
Millennium Park, and the Art Insti-
tute (site of the 2015 ABA Presidents
Reception) and other internationally
acclaimed museums.

Join SciTech at the Annual Meeting
to make the connections that matter
most: at the SciTech Luncheon (with a
top-notch speaker), the SciTech Recep-
tion (this year focused on diversity and
inclusion and cohosted by the ABA
Intellectual Property Law Section), Sci-
Tech and ABA CLE programs (meet
the speakers), SciTech committee
meetings on hot topics (explore ways
to contribute and raise your profile),
the ABA General Assembly (featuring
a keynote address from a US Supreme
Court Justice or other prominent
legal figure), the ABA Expo (with a
Grisham-esque authors panel on “The
Law as a Platform for Writing”), etc.
You’ll also find:

» Meaningful ways to interact with
other forward-thinking practitio-
ners (find the answers you need
now and colleagues and mentors
for years to come).

¢ Indispensable resources and
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perspectives that make your work
life easier.

» Opportunities to get involved, share
insights, and shape law and policy
on issues that are not only impor-
tant, but also important to get right.

¢ So much more. Register and
explore your options at ambar.
org/scitech and ambar.org/
annual. (Law students: for only
$50, you can access 150+ CLE
programs, dozens of committee/
governance meetings, the Gen-
eral Assembly, and Expo.)

We hope you’lljoin us every year for
the Annual Meeting, but especially this
year in Chicago, whether you know it
as Sweet Home Chicago (a la the Blues
Brothers), my kind oftown (a la Frank
Sinatra), the Windy City (politics, and
literally the wind), or the City of the
Big Shoulders (a la poet Carl Sand-
burg). By standing on those shoulders,
you’ll see farther and make more of the
connections that matter to you. ¢
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CONNECTWITHSCITECH

#SCITECH

Each year, thousands of memb
need at their fingertips to navigate raf

THREE INFORMATION-PACKED PERIODICALS:

The SciTech Lawyer, our glossy quarterly magazine with
cutting-edge coverage

SciTech e-Merging News, our quarterly electronic newsletter v
timely practice perspectives and Section activities/opportunitie

Unlimited access to over 20 free hot-topic committees and
list serves

Free access to Section articles via the SciTech e-Archive and ABAWe
Members-only discounts on Section books (save 10% or mor<
CLE programs (save $100 off the public rate, $50 off the ABA
Exclusive career and business development resources

CALENDAROFEVENTS

June 22, 2015

Understand Drones: State and Federal Privacy
and Safety Regulation

CLE Webinar

June 24, 2015

Flying Under the Radar Screen: Aviation,
Psychology, and Fitness for Duty

CLE Teleconference

July 30-August 1
ABA Annual Meeting
Chicago, IL
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August 25,2015

Understand How to Overcome Implicit Bias and
Other Cognitive Bias to Be Better Lawyer

CLE Webinar

September 9,2015
Lawyer Interrupted: Ethics and Workplace Distractions
CLE Webinar

September 22, 2015

Privacy, Probate, and What Happens to
Your Digital Data After You Die

CLE Webinar
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