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Dear Alaskans,

The Construction Industry Progress

Fund (C1PF) and the Associated

Genera! Contractors o fAlaska (AGC)
arepleased to provideyou with this
"Alaska Construction 2008 Spending Forecast,

This is thefifth year ofpublication which provides an
informative review ant! estimate o fconstruction activity in
the state o fAlaskafor theyear ahead.

Compiled and written by Scott Goldsmith and Mary
K"lInrin ofISER at the University o fAlaska Anchorage, the
"Forecast" looks at construct 'on actwit)’, projects and spending
by both the public and private sectorsfor 2008.

Construction is tl »third largest industry in the slate, pays
the states second highest wages, employs nearly 22,000 workers
with a payroll over S1 billion, accountsJ'or 20 percent o f
Alaska s economy and currently contributes more than

$7 billion to the state's economy.

| hopeyou enjoy reading this publication. When the
construction industry is vigorous, so is the states economy.

Sincerely,

C\

Jim Ferguston
CIPF President

Overview

Total construction spend-
ing “on the street” in Alaska
in 2008 will be $7.01 billion,
down 2% from last year.'”

Excluding the oil and gas
sector—which accounts for
*11% of the total- -construc-
tion spending will be down
for the second year in a row,
falling 6% to $4.12 billion,
last year it declined 3%.

bower construction spend-
ing, combined with higher
material and labor costs, will
result in a modest reduction
in the level of consttuction
employment in 2008.
Although this will be the
second year of decline in

10 ur pioicuinn (of 2007 wai $7,005 billion

construction employment,
it remains well above the
long-term trend.
Construction costs continue
to rise faster than the general
rate of inflation—and that
trend is expected to contin-
ue, fin (her reducing the pur-
chasing power of each con-
struction dollar.
Private-scctor construction
.spending is projected to be
$4.64 billion in 2008, an
increase of ?2.% over 2007.
Strong growth is expected in
oil and gas, mining, utilities,
and the other basic sectors.
A modest decline is expected
in commercial construction,
while activity in the residen-
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tial and health (hospital) cat-
egories will be considerably
below the 2007 level.

Public spending will be
$2.38 billion, down 8% from
2007. The drop is the result
of reduced federal spending,
mostly defense pending.
State and local spending
remains robust, cushioning
the federal reduction.

Uncertainty in this year’s
forecast comes from several
sources. 'The high price of
energy will continue to drive
up the cost of construction
materials and squeeze project
budgets. The recent change
in the way the state taxes the
oil industry will affect invest-
ment in new and existing
fields and result in continued
rc-evaluation of capital budg-
et decisions. The collapse of
the housing market bubble in
the Lower 48 and the likely
economic recession that will
follow will certainly be felt in

the Alaska economy. But as
lias often been the case, we
should be somewhat insulated
from negative economic news
arising from those events.

Public construction spend-
ing estimates are perennially
complicated bv the fact that
passage of the budget for the
federal fiscal ye.u (October
through September) is consis-
tently delayed until after the
start ofrhc fiscal year. In the
absence of a budget, federal
agencies generally assume
constant funding levels.

As in past yea s, some
firms arc reluctant to reveal
their investment plans,
because they don’t want to
alert competitors, and some
have not completed their
2008 planning. Large proj-
ects often span two or more
years, so estimation ot cash
on the street in any year is
always difficult, because the
construction “pipeline" never

Alaska Construction Spending
2008 Forecast

PRIVATE

Qil and Gas

Mining

Other Rural Basic Industry
Utilities

Hospitals

Other Commercial
Residential
PUBLIC

National Defense
Highways

Airports and Ports
Alaska Railroad
Denali Commission
Education

Other Federal
Other State & Local
TOTAL

frittjfifi

Level Change

S 4,635,000,000 +2%
2,890,000,000 +5%
355,000,000 +15%
70,000,000 +250%
565,000,000 +47%
80,000,000 -60%
315,000,000 -10%
360,000,000 -35%

S 2,375,000,000 -8%
495,000,000 -21%
415,000,000 +4%
375,000,000 54%
65,000,000 -19%
90,000,000 -10%
280,000,000 -20%
320,000,000 -12%
335,000,000 +18%

S 7,010,000,000 -2%
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Hows in a completely pre-
dictable fashion.Tracing

the path of federal spending
coming to Alaska without
double counting is also

a challenge.

We are confident of the
overall pattern of the fore-
cast— but as is always the
case, some surprises should
be expected.

PRIVATE
CONSTRUCTION

The private sector will spend
$4.64 billion on construction-
related activities in Alaska in
2008. That is 66% of total
construction spending4and is
an increase of 2%, compared
with $4.56 billion in 2007.

Oil and Gas:
$2,890 Million

Oil and gas industry
spending, which will account
for 41% ofall eonstruction
spending in the state in
2008, is expected to be about
5% above the level of last
year, due to an increase in
exploration and development
activity by both the major
producers and the smaller
independents. Part of the
increase is due to higher con-
struction costs, but oil and
gas employment is increas-
ing, driven by the high price
of oil, and the industry is
investing to take advantage
of new opportunities.

The state imposed a new
and higher production tax on
oil and gas in late 2007
(ACTS—Alaska's (Hear and
Equitable Share), and com-
panies have been re-evaluating
tlicit investment decisions.
Some have announced budg-

' Hsie we try to include jmt tpemlini;
liiumed priiiunly 1y private

But (ur hospitals, tit ‘aics, and cotimicr-

ciilccmttniciiou in pcncial that is not
simple. In tome years fcdcul money
linamcs most hospital gqvndmi*, and
the slate provides some triune" for rir\-
trie utility investment. So our estimates
of hospital and utility spending may
imltuSc sonicpublic money.

ct reductions, compared with
their original plans. Conse-
quently, while the total is
higher than in 2007, it is less
than it might have been. The
increase this year is also less
than in 2007, when spending
was up 30%.

We expect the North Slope
majors— bP, ConocoPhillips,
and Exxon— to invest $1.9
billion in their Alaska opera-
tions in 2008 (including the
oil pipeline). Expenditures
will concentrate on develop-
ment of existing assets rather
than new exploration.

Other companies will
spend an estimated $690
million for North Slope
activities—down from last
year. Development of the
new Oooguruk field, the first
by an independent, will com-
mence and Shell will contin-
ue its exploration activities.
Anadarko and a number of
other independent compa-
nies have also announced
significant budgets for the
North Siope this year.

Spending in Cook Inlet
will be an estimated $300
million. Activity is expected
to he up, led by Marathon,
Chcvro and ConocoPhillips.
The state decision to support
the extension of the export
license for LNG—which has
yet to he approved by the

J L Tower, Anchorage

federal government— creates
an incentive for companies
to find more gas ro feed that
export market. (This should
also have the benefit of
increasing the supply ofgas
for the domestic market.)
The high price of oil is also
stimulating companies to
look for oil in Cook Inlet.
No significant new con-
struction is anticipated at
refineries and other petrole-
um-manufacturing facilities.

Oooguruk Islnnd, North Slope, Bering Sea

Mining:
$355 Million

We anticipate spending by
the mining industry—on
exploration, development,
and upgrading existing
mines— to he up 15% this
year. With the completion of
the Kensington and Rock
Creek mines, no new large-
scale mines will he in the
development phase this year,
but the high prices for both
base and precious metals



liavc stimulated interest in
exploration and expansion of
existing mines.

Exploration work will
continue to be centered at
the Pebble prospect west of
Anchorage and the Donlin
Creek pro. peer northeast of
Bethel. Although develop-
ment plan. for one or both
ot these projects may be
forthcoming in the near
future, it is likely to be sever-
al years before construction
could occur at either of these
large mining prospects.

Significant expansions are
planned at the Red Dog and
Fort Knox mines, to extend
their life and take maximum
advantage of resources. 'l lie-
other large operating mines,
including Pogn, Greens Creek
and Usibelli, will have more
modest construction budgets
this year.

Exploration continues
at many smaller prospects,
buoyed by high metal and
energy prices.

Bassett Army Hospital, Fairbanks

Other Basic
Industries in
Rural Alaska:
$70 Million

Investments in facilities to
support tourism, the seafood
industry, timber processing,
and other sectors related to
natural resources often occur
in rural parts of the stite,
*hidden" from view. lhe
increase in this category in
2008 is due to die construc-
tion of a large-scale private
dock at Dutch Harbor,

which is expected to cost
S50 million and take several
years ro complete. A number
of fish processing plants arc
planning modest upgrades of
their facilities. No large new
tourism facilities have been
announced for rural Alaska
this year.

Utilities:
$565 Million
Spending by utilities will
be up 07% this year, driven
by a strong increase in spend-
ing by the major telecommu-
nications firms, particularly
GCI and ACS. Total spend-
ing by the telecommunica-
tions sector is projected to
be $360 million—up 137%.
No large-scale projects are
expected from the electric
utilities. Their spending will
be up 12%, to $190 million.
Gas utility spending is
projected to be $15 million.

Hospitals:
$80 Million

I'lospit.il spending will be
an estimated $80 million ibis
year, down from $200 million
in 2007. for the first time in
several years there are no new
large-scale projects teady for
construction. |hc new hospi-
tals planned for B.urow and
Nome do not yet have financ-
ing to move forward.

The largest 2008 project
will be continued construc-
tion of the VA clinic in
Anchorage, scheduled for
completion in 2010.

Most oilier private, public,
and nonprofit hospitals
around Alaska have smullct
2008 capital budgets.
Expansions of the hospitals in
Juneau and Homer represent
the most significant uthei
additions in this vatcgoiy.



Other Private
Commercial:
$315 Million

Private commercial con-
struction spending consists-
of a wide range of building
types, including retail, office,
medical, hotel, and ware-
house space.5The level of
spending from year to year
in this category can be influ-
enced by a few large proj-
ects—and that is the reason
we project spending to be
down this year by 10%. A
number of large projects in
Anchorage are underway,
including the new conven-
tion center and the museum
expansion, and no projects
of comparable size are on
the horizon.

Because the economy is
basically healthy, we expect
commercial spending to be
strong as well. Numerous
latge retail and office build-
ing projects are expected
throughout the state.

Residential:
$360 Million

In the second halfof2007
the housing market softened
throughout the state and
continued to weaken as the
year ended. Unlike in many
parts of the Lower 48, this
was not due to problems
associated with sub-prime
mortgages or insufficient
demand due to high unem-
ployment. In Alaska housing
prices have been rising faster
than household incomes, and
that has caused a tcmpotary
imbalance in the market, the
housing in.ukct is basically
sound, because the economy
is strong, but it needs to slow

"rliu lominciujl lonitiuction in‘itic
n not to the tnihliihcil
vjfuc ofumiinciciil hiilltwii; itetiniu
icyoitd by Amhoiiee and mitc-i
lommuniiiM. Municipal irpoinol
intitule gnvrrnment-ftiiHfrd dim inu-
tion, which we capline oltcwheir in
this tcpuit

until demand can grow
to absorb the excess supply
'hat has accumulated in
recent months.
Re-establishing balance
in the housing market will
mean a downturn in new
housing starts this year, and
that will be on the heels of
a fall in 2007. We expect
spending to be down 35%,
lo $360 million. This lower
level of spending should
stabilize the housing market
later in the year, positioning
it for subsequent recovery.

PUBLIC
CONSTRUCTION

Public construction0
spending in 2008 is expected
to he about $2.38 billion,
down 8% from last year. The
decline is due to reductions
in federally financed spend-
ing that arc not completely
offset by increases in state
and local spending.

The majority of funding
for public construction comes
from the federal government,
and much of this money
comes as grants to the state.

Once in the state budget,
these federal funds become
intermingled with funds
from local sources.

Non-fcderal funds for state
capital spending have histori-
cally come primarily from
the state General Fund and
bond sales. With the growth
in complexity of the state

“ Hus category includes all spending
financed by federal, state, and local
government sources, except hospitals and
publicly owned electric utilities. Funding
for some projects comes from multiple
sources and lor others from sources rlut
could he categorized as cither public or
private. We tried to include all such cases
in the public category.



A/IC Machinery buillding, Wasilla

budget, an increasing share of
state-financed construction is
coining front other sources.
An important source of
local government spending
is grants from the state. Tor
the larger communities,
current revenues and bond
proceeds also contribute to
construction spending.

National Defense:
$495 Million

At an estimated $495 mil-
lion, defense spending will be
down 219% this year. Bur, it
remains high by historical
standards and is likely to
continue to be strong in
future years as troop levels
grow. In recent yeais Alaska
has benefited from an excep-
tionally large share of the
total defense budget.

The Corps of Engineers
manages almost all spending
for military construction, as
well as spending for environ-
mental remediation and civil
works, such as flood control.

The drop in spending this
year will be mainly in military
constiuction, but that total is
still expected to be $413 mil-
lion, This year construction
will be concentrated in hous-
ing, operations structures,
runway upgrades, and the
transfer of Kulis Air Force
Base it. EImcndorf. Spending
for environmental remediation

and civil works will be slightly

lower than in 2007.

Highways:
$415 Million

Spending for highways
and roads will be up 4% this
year— but the dollars will not
go as far, since this is a sector
particularly hard hit by cost
increases in recent years,

Feder.il highway funds arc particular-
ly difficult to project because of the

resence o f politically controversial
%eral earmarks. The Governor has
redirected much o f the Cravina Bridge
earmark, hut the Knik Arm Bridge
earmark is in place, awaiting a success*
fill private proposal to finance and
construct tlic bridge.

including 2007. Federal high-
way funds, which provide a
large share ol the funding for
highways in the state, will be
modestly higher than last year.7
State funding of roads will
be down slightly, and local
funding is expected to be
about the same as last year.

Airports and
Harbors:
$375 Million

The budget for airports and
harbors will be up marginally
(49%) from 2007, to $375
million. As in past years, the
largest share of funding comes
from about $210 million in
hinds from rbc Federal
Aviation Administration.
This will be spent on airport
construction proj-cts in the
$5 million to $10 million
range throughout the state,
including Anchorage.

Spending financed by other
sources at the major airports
in Anchorage and Fairbanks
will be $80 million. The larg-
er share will he spent at Ted
Stevens International Airport
in Anchorage on terminal
upgrades and the beginning

Providence Hospital addition, Anchorage

of construction of an airport
operations center.

Spending at the Anchorage
port will be $70 this year, as the
$400 million multi-year expan-
sion program moves forward.

Alaska Railroad:
$65 Million

The capital construction
program for modernizing and
upgrading the Alaska Railtoad
will continue this year but at a
reduced level, down from $80
million lastyear. Funding will
come from avariety of federal
sources as well as retained earn-
ings. The focus o f the program
continues to be track rehabilita-
tion, siding extensions and up-
grades, bridge replacement and
upgrades, passenger equipment,
and a collision avoidance system.

Denali
Commission:
$90 Million

The Denali Commission,
created by Senator Ted
Stevens to more efficiently
direct federal capital spending
to rural infrastructure needs,
will spend about $90 million
for construction, down 10%.



Fort Wainwright Southern Cross Family Housing

The base funding for the
commission has declined,
bur funding for transporta-
tion and health projects has
not changed. The commis-
sion also continues to fund
energy projects— including
bulk storage units—and
health facilities, Develop-
ment work has begun on
hospitals in Nome and
Barrow, but no construc-
tion is expected this year.

The Denali Commission's
inventory of project needs
is quite long, and we can
expect a continuation at least
at the current level as long as
there is federal support for
this program.

Education:
$280 Million

Education funding of $280
million is 20% less than last
year, hie to lower spending
on K 12 at the state level as
well ;s less University of
Alaska construction activity.

Pri nary and secondary
funding is estimated to be
$220 million, funded by both
state pants and local bonds.

I he state sehool construc-
tion uiority list contains
ptojerts totaling mote than
$1 billion for both construc-

tion and maintenance, so
K-12 education spending
should continue to he strong
in future years.

University of Alaska con-
struction projects will total
$60 million, concentrated in
Anchorage with work on the
new integrated science build-
ing. Other capital spending
will be spread among the
campuses in Fairbanks,
Juneau, and elsewhere.

Other Federal:
$320 Million

Categories we just discussed
— national defense; transporta-
tion spending for roads, air-
ports, ports, and railroad; and
the Denali Commission—
make up the largest and most
visible part o f federal con*
struction spending in Alaska.
We forecast an additional
$320 million of federal capi-
tal spending in Alaska for
other types of projects.” This
is down from $365 million
last year.

"t is Jiflinilt tn tusk .ill tlic fcilcol
«Jnlllll th.it tinij ilicit iv.iy into
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In a normal year, most
of the state capital budgcr
is funded by federal grants.
Excluding transportation
projects, the largest category
of projects funded largely by
federal grants is rural sanita-
tion projects, with grants
from the Environmental
Protection Agency, Indian
Health Service, and other
federal agencies. This initia-
tive will again contribute
$100 million to state con-
struction spending— the
same as in 2007— for the
village safe water program.
Other state departments with
significant federal funding
for capital projects— includ-
ing Commerce, Natural
Resources, Veterans Affairs,
and Public Safety— will
spend roughly $50 million.

The federal government
also provides grants and
other construction binding
to Alaska tribes, nonprofit
organizations, and local
governments across the state.
I lie most important recipi-
ents of these grants are
Alaska Native nonprofit
corporations, housing
authorities, and health care
providcrs. The largest single
program is the Native
American Housing Self
Determination Act (NAHS-

DA), which provides funds
lor housing construction in
Native communities through
a large number of Native
housing authorities through-
out the state. Grants for
health care not associated
with a hospital or passing
through the Denali Commis-
sion are also counted here.
Wec expect spending for these
programs to be about $100
million again this year.

We expect the level of
direct construction spending
by other federal departments
to be down modestly from
2007, to $70 million. This
includes spending by the
Department of Interior
(National Park Service, U.S.
Fish and Wildlife Service,
and Bureau of Land
Management), the Postal
Service, the Department of
Agriculture, and the National
Oceanic and Atmospheric
Administration (NOAA).

Other State
and Local:
$335 Million

State and local government
capital spending for all other
categories" will he $335 mil-
lion, up from $285 million
in 2007.

" lodudifHj tr.m<|>o!t.uion and education.

Stciriski Creek Improvements, Kenai Peninsula



Kenai River Bridge, Soldotha

We expect state-funded
construction spending that
is based neither on federal
grants nor related to trans-
portation or education to be
about $180 million. That's
slightly higher than in 2007
and assumes a number of
larger projects, including two
fish hatcheries in Anchorage
and Fairbanks, will get
underway. These piojects fall
primarily in the Departments
of Commerce, Community,
and Hconomic Development,

Health and Social Services,
Corrections, Military Affairs,
and Public Safety.

Local government capital
spending, from general funds
as well as enterprise funds, is
estimated to be $155 million.
This is higher than in 2007,
because it includes an esti-
mate of first-year construc-
tion spending for a new state
prison, to be located in anil
financed by the Mat-Su
Borough. Construction
should begin in late 2008.

Alaska Railroad Bear Valley Bridge, Portage

Construction Industry Payroll

In Millions of 2007 Dallars

SL500

WHAT'S DRIVING
SPENDING?

Construction activity—
measured by total spending,
jobs, payroll, or gross prod-
uct— has experienced strong
growth for more than a
decade, driven largely by
growing federal capital grants
to Alaska, large federal agency
capital budgets, oil and gas
spending, and more recently,
large state capital budgets.

These large external sources
of construction funds not only
fuel public spending and oil
patch spending but also give a
general boost to the economy
—and thus add to the aggre-
gate demand for new residen-
tial, commercial, and private
infrastructure spending.

This growth is evident in
the construction industry
payroll (Alaska Department
of Labor) shown in die
chart above, which in 2005
surpassed $1 billion for the
first time since 1985. (The
values in years before 2007
arc adjusted upward to
account for inflation.)

CONSTRUCTION
IN THE OVERALL
ECONOMY

Construction spending is
one of the important contti
butors to overall economic
activity in Alaska. It supports
employment and firms not
only in the construction

industry itself bur also in
other sectors of the economy,
such as oil and gas and min-
ing, where it is “hidden."

In addition, construction
spending generates activity
in a number of industries that
provide input to the construc-
tion process. These “backward
linkages” include, for example,
sand and gravel purchases
(mining), equipment purchase
and leasing (wholesale trade),
design and administration
(business services), and
construction finance and
management (finance).

When this "hidden" con-
struction activity and these
""backward linkages" are
included, ic turns out that
construction spending direct-
ly accounts lor a much larger
share o f the workforce than
the number of workers or
payroll reported as ""construc-
tion" would suggest.

Furthermore, the income
from these high-paying jobs
supports business activity in
every community in the
state. As this income is spent
and circulates through local
economies, it generates jobs
in businesses as diverse as
ic.i.ivi.uit.s, dentist:, offices,
and furniture stores.

If we include all these
aspects of construction that
don’t show up in standard
measures, we sec that con-
struction spending is a major
driver of the Alaska economy.

Cover: timore Road, Anchorage I'mi-i t/ Kirt Huik-cn, rf, uuwi in
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Message From The President of AEDC

In a shore time, our state will likely be facing a critical shortage of qualified workers. This shortage will be caused
by a growing Alaska economy, potential gas pipeline construction, increased capital project development, increased

oil and gas development, and an aging worklorcc.

On October 9, 2006, the Alaska Workforce Development Conference was held. Our approach to this conference
was to bring together the many different organizations in Alaska that have been working to help address the

Ihe intent was to encourage synergies between them and to develop solutions with them

workforce challenge.
Included in this report are a

that would help ensure Alaska can meet the upcoming employment challenges.
proposed set ofconcrete action steps that the next administration, the next Legislature, and we as Alaskans can

take to make this problem a great opportunity for our state.

Combining our strengths statewide towards solving our workforce challenges will be critical to a bright economic
future for Alaska. The time lag inherent in meeting future workforce needs requires this issue be a primary agenda
item for our next Governor, their administration, and the 25hAlaska Legislature. Alaskas workforce challenge

must also be at the top of mind for Alaskan residents, our leaders, and the companies doing business here; each ol

us has a role to play.

In order to meet our goal, the day opened with attendees hearing from a panel of experts who discussed current
efforts and analysis on the Alaskan workforce challenge in order to establish a common base o f understanding for

ail participants.

Immediately following, a total of four break-out periods were held on recruitment, training, employment,

and funding. For each topic a facilitator led the discussion on what tactics are working, what arc missing, and
brainstormed strategies that addressed the problems identified. At the end of the day, the entire group came back
together to vote on the proposed solutions in order to develop astrategy the next administration and Legislature

could take to meet Alaska's workforce development challenges.

Lunch time and breaks provided the opportunity to leant more about what others are doing to address the
workforce development problem in Alaska through exhibits and other displays.

This report includes many elements from the work accomplished on October 9. A total of four action statements
passed with 75% voter approval, while two did not meet that standard. For your information, we have included

all six of the proposed action items. Also included is an overall conference description and summary of

presentations that were discussed. In addition, we have included results Irom a survey we conducted in the early
planning stages, which guieled us when choosing what subjects to focus on during the conference. Lastly, a list of

all action statements proposed during the breakout s”'sions is included.

We look forward to sharing the work our participants have completed on die
subject as we'll as working with you to implement and find solutions to Alaska's

workforce development issues.

Sincerely,

Robert G. Pot,
Pmbhitnt iiiu/ ('1:0,
AEDC



% Action Statements Action Statements and Approval Ratings

a'nél ' |
Approval Rating I . Passed
M : 1. Establish a career ancl technical education outreach program where
it " m- e employers partner with the State of Alaska, the University of Alaska,
local schools, and tribal partners to assist studenrs (P-16), parents, out-
. :§. r%t: of-school youth, and employed/unemployed AJarkans to learn about
"> Conference training, internship, apprenticeship, and employment opportunities.
overview Provide tax credit to encourage employers where possible, (passed by
96%)
Build on ALEXSYS and appropriately market an internet-based training
4 aim mployir mt clearing center to help students and unemployed
summ ary of A-\Iaskans -h-ad training and employ-ment opport.urTities; and employers
lind qualified employees and candidates for training programs, (passed by

Presentations

85%)

3. Establish, in collaboration with private sector employers, a clearly
articulated career and technical education program that:
[ ) . Is funded over the long term,
Append”( e Utilizes existing education facilities more fully including
evenings, weekends, and summers,
. Uses a broad range of educational resources, not limited to the
University o f Alaska,
[ . Includes a broad range of options including apprenticeship,
Pi Jiminary internship, and private career and technical education programs,
e Specifically targers rural Alaskans, and ouc-of-school youth, and
. Use distance learning capabilities where available, (passed by

96%)

Survey Results

4. Hie Governor and Legislature should restructure the Alaska Workforce
Investment Board (AWIB) by establishing a direct reporting relationship
to the Governor, making it industry driven, and establishing full time
professional staff to support the Board, (passed by 83%)

Issues Discussed

Eailed
1. State of Alaska should support tlic student loan program and consider
for more information on funding a loan forgiveness program in certain strategic fields, (failed 69%
workforce development in ofvote - needed 75% to pass)

Alaska, please call AEDC at;
2. All State of Alaska capital spending should require use of apptcn ices

) from accredited apprenticeship programs, (failed 45% of vote -
(800) 462-7275 (Statewide) needed 75% to pass)

(907) 258-3700 (Anchorage)

Online visit wv/w.aedcweb.cotu

ANGH&RAGE

Economic nuvcinpment
Corporation



Workforce Development Conference Overv. jw

Recognizing the impact of statewide workforce issues that will face Alaska over the nexc decade,
AEDC took a proactive approach by hosting a one-day conference for residents to gather and

discuss solutions.

Ihe goal of the conference was to bring together different organizations that have already begun
to address the issue; to create a clear plan ofaction anti to ensure that worltforce development is

a top agenda item for the next administration.

To determine the issues and topics of the conference, AEDC conducted astatewide poll of
community leaders inquiring die priorities of Alaska's workforce development needs.

The conference program included presentations from Commonwealth North, University of
Aldaska, AEL-CI10, Cook Inlet Tribal Council, Associated General Contractors and a report
from the "Putring Alaskans Resources to Wod:" (PARW) initiative.

Wi ith over 100 Alaskans attending, representing 75 organizations and businesses and 12
communities from Barrow to Juneau, the AEDC Workforce Development Conference was

asuccess.



Summary of Presentations

Commonwealth North White Paper on Workforce Development

Alice Galvin, DP
JeffSuutr, Staser Group

68,000 Alaska jobs, from all sectors of 01 riconoiny, are lu ltl by non-residentln other terms, 30% of die market
of private sector jobs goes to non-resident. Meanwhile, Alaskas unemployment rate is about 50% above the
national average. With no overarching state plan to shape our economic future, our workforce development efforts

have become reactive rather than proactive.

This has become a problem that all Alaskans need to address, not just government alone. The goal o fworkforce
development is to increase income for individual Alaskans who live in or arc born in Alaska. There arc four key
components that will help us accomplish this; economic development, workforce development and training, healthy

communities, and education, all incorporated into ashaicd community vision.

Ten recommendations are proposed:

1. The Governor must set dearly quantified targets for Alaskan participation in quality jobs.
2. Utiliee the full capacity of the Alaska Workforce Investment Board (AWIB).

3. Establish an economic development plan for Alaska that integrates wotkforce development, education, and

healthy communities.

d. Ensure all funding spent on wotkforce development includes integiation with economic development,

healthy communities, and education reform efforts.

5. Establish an Information Clearinghouse within AWIB that will have three major components; Infoimntion

Base, Ev,dilation, and Technical Assistance.

6. force strong alignment between the Department of Labut and Wotkforce Development and the

Departmentof Commerce and Economic Development.

7. Reconfigure the educational system.

8. llie Board of Regents and the Board o f Education must coordinate and align their goals.

9. Promote healthy communities.

10. llie interest, participation, and enthusiasm oi industry must be engaged in Alaska's future wotkforce

development.



Vocational Education White Paper on Workforce Development
Mary /.. Madden, Madden Associates

Vocational education is becoming increasingly important to building Alaskas workforce. University ofAlaska
enrollment in high demand occupation programs has continued to rise year over year leading to increased
community college functions, funding, and business/industry partnerships. In addition, career and tech centers,
private postscconclary programs, and adult program funding has become more readily available.

Recommendations to boost Alaskas output ofvocation educated workers includes establishing stable and sullicient
funding, incorporating high academic quality in secondary programs, enhancing industry involvement, and

providing career education early in the process.

Labor's Perspective on Workforce Development
Vince Beltrami, ArL-C10

Libor sees the workforce development challenge rooted in replacing and replenishing the aging workforce in
preparation to build mega projects. "1hc key barriers Alaska is facing is a shortage o( skilled workers and educated
applicants, diminished funding ofvoc-cd schools, bigger K-12. classrooms, the inability to attract qualified teachers,
and spiraling drop out rates, all compounded by a lack of a comprehensive plan.

New ideas that should help solve the workforce challenge from a labor standpoint include articulation agreements
with schools and districts around the state, a state funded pipeline training facility in Fairbanks, and aconstruction

academy at the King Career Center.



Alaska Native Perspective Oll Workforce Development
M.J. Longtey, Cook Inlet Tribal Council

Alaska boasts the nations largest indigenous population per capita; one in five residents arc Alaska Native. Wc must
also keep in mind the contribution that Alaska Native organizations make to the development of Alaskas workforce.
In 2005, of the top 100 largest private employers in Alaska, 17 were Native-owned. In addition, ten of the top 22

nonprofit employers were Native organizations.

Although close to halfof Alaska Native men and women are working, the difiercnce in wages between Alaska
Natives and non-Natives is $17,000 per year. Employing poverty criteria, 20% of Alaska Native households
fall below the poverty line compared with 7% ofnon-Native households. Unemployment rates continue to be

significantly higher for Alaska Natives than non-Natives as well.

CITC places a high value on the critical need for Alaska Natives to attain transitional skills, to transfer rural skills
to an urban employment environment, and to transport workforce skills to any location by exercising employment
options available to the majority of Alaskans. CITC iscurrently seeking support for additional vocational training
centers in urban centers impacted by the high mobility and in-migration of rural Alaska Natives; increased capacity
to recruit and train Alaska Native workers in high growth industries; and a provision of career guidance in Alaska
schools and colleges; and a focus on prioritizing opportunities for Alaskas growing out-of-school youth population.

Putting Alaska Resources to Work
Colleen Wait/, XCTL
Dave Rees, HP

Many upcoming projects in Alaska including the natural gas pipeline, Cook Inlet gas and oil development, and
mining, will require a huge number ofworkers for construction, but for fewer legacy jobs. lliesc legacy jobs, which
are “goods-producing,” are not the growth leaders hut are among the best paid and promise a long career.

Four strategics have been identified in order to put Alaska resources to work:

» engage the stakeholders

« train the workforce

« employ skilled Alaskans

« adaptively sustain the system

By engaging the stakeholders, we can provide caieer education and enhance industry recruitment and public

awareness, while increasing, funding. In order to train our workforce, we must integrate career and technical

education into K*16, fill posrvccoinl.tr/ gaps, retrain, and iapiialize on retirees. By aligning the availability with the

needs and focusing oil placement, we will employ Out skilled laboicis. lastly, by achieving stable and just-in-time

funding, We can adaptively sustain <mr workforce
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Preliminary Survey Results

Tlic results from the following

o ‘k k survey determined the direction

, kk/k m ?2& of the Workforce Development

. W 9 Confercncc held in October 2006.

% K Kk Respondents were a_sked to rate
K m fol how important each issue was to

! the future ofAlaska.



Responding effectively to large capital projects on Alaskas horizon - i.e. - natural gas pipeline,
Pebble Mine, Pogo Mine, Kensington Mine, P"rt of Anchorage, etc.

85.3% Very Important
11.9% Somewhat Important

Employing Alaska’ next generation - making sure that professional jobs are available for college

graduates that arc seeking opportunities in Alaska.

78.9% Very Important
21.1% Somewhat Important

Creating/expanding programs that encourage high school students to seek certifications and degrees

in the technical fields.

67.9% Very Important
T6.6% Somewhat Important

Keeping young professionals in Alaska in an effort to replace retiring baby boomers.

67.0% Very Important
26.6% Somewhat Important

roiding economic downturn once large projects arccompleted.

67-9% Very Important
22.9% Somewhat Important

Increasing Alaskan lures.

59.6% Vciy Important
35.8% Somewhat Important

Maintaining workforce lor existing Alaskan companies during heated economic times and having

an adequate workforce for minimum wage jobs.

*17.7% Very Important
37.6% Somewhat Important

Implementing a P-20 educational system to improve links between interdependent parts of the education
system, such as that between high « boo! and college.
37.6% Very Important

39A% Somewhat important

Implementing gu-at worker program J1 Visa - enhancing international relationships and encouraging

*’s0i k visas for international students while they arc in Alaska.

10,1% Very important
477% Somewhat Important



Reinstate student loan forgiveness and/or provide

Issues and additional action statements
affordable student loans

discussed at the October 2006 Workforct

Development Conference
Identify appropriate skill tests and measure standards

(Listed in no particular order)

Cooperation between vocational groups

No Child Left Behind Act displaces emphasis

Fix the Alaska Workforce Investment Board (AWIB)
ami listen to it

« Einposvcr it

* Make it actionable

« Follow its recommendations

Adequately fund secondary, career, and technical
education

Common vocabulary through out the system

Market Alaskan opportunities locally

llie stale should require that every state job offer
a registered apprenticeship program to help others
learn business skills

Develop .l program where employers go into classrooms
and share with students what it is like to do different
jobs, offering students insight into different careers

(icner.itc exciting career fairs for middle school
and high schools

Find alliances between
¢ Providers

 Suppliers

* Fmploycts

« Job Seckcts



{

Start early learning programs
Meet constitutional requirement to fund the connection

ofthe IM6 thru Adult Learner system

Use career resource counselors and bring in the
community to convey message o f career pathways
including non-college trade starting in elementary school

Leverage resources that understand multi-generational
appropriate messages (i.e. Generation X, GenerationY)

Increase compulsory education age to 18 years or
M.S. diploma

Conduct a comprehensive inventory of Alaska johs

Use governors ollice to profile/promote math/science
achievement and employability skills in our schools

Industry rc-educatc itselfon svhat skills are really needed
for positions

Industry to increase flexibility to work with employees' job
descriptions as their life situation and /oh skills change

Nccil training facilities in rural Alaska, i.e. teaching
facilities \s7 housing

Tax credits/incentives and grants for industry to partner
with cduc atioii/tinining providers

lhiikl .uni fund partnerships/coalitions to utilize existing
infrastructure between individual entities and industry

I.irtncr/i'und program to educate high school students
about options beyond university -- ( 11! (sophomore year
& beyond)

(.tear statewide vision ofa <nmplctc education package
and adequate binding (Career Technical Education (711)

Recommend legislative hill that a percentage of state
general fund revenue will go towards GTE

E-Ib strategy that recruits and retains .students and
teachers

Hotter utilization and provision ofdistance delivery
capabilities

Develop workforce collation around common areas and
recommendations

Increase Accreditations

Earmark Career and Tech cducaiioii/Vbcational education

training
Industry contribution (based on ROI)
Make it clear that everyone is responsible for binding

Long term funding strategy, identify uccds/amounts, and
ROI-paybacic

Alter hours instruction and training for high school and
OSY (out ofschool youth)

IJAA become ayear round school in all lickls

Ensisccoiid.iry/ University- Last track ( IVC.)

ILxtctic! si hool year, extend school bouts. We add moieaud
more to teacher plates and not enough time in teach the
<urricilium

Support and Iniild quality trainers and retain the ones
we have

(live incentive for employers to train

10



Thank You To Our Event Sponsors

Platinum Conference Sponsors

bp

Z V's'oN Apnchorage

r

Reception. ponsors
ASRC Kncrg; Sciviccs
Shell

Lunch Sponsor
FedEx Express

Breakfast Sponsor
Providence Alaska Medical Center

Coffee Break Sponsors
Flint Mills Resources
Hilton Anchorage Hotel

Breakout Session Sponsors
ConocoPhillips. sponsoredthree trssicsm
Alaska Regional Comuil of Caipentets
Ibtrin Ocean Itailer Fxprc s. Ine.

Breakout Session
Facilitators

Mike Andrews,
Director,
Alaska Works Partnership

Dick C.utanach,
Executive Director,
Associated General
Contractors o fAlaska

Jan Gchler,

Dean ofCommunity and
Technical College,
University o fAuiska

Alice Ga! .n,
Manager f Talentanti
Learning, DP

Colleen Ward,
APIC-P, IRW Consultant,

XCEL

A Special Thank You
To The Following
Volunteers

Steffi Anderson,
Dintend High School

Danielle Srulntte,
Dimond High School

Josli Sec,
Service High School

Sarah Suable,
Dimond High School

Stella Josephine,
Huy Alaska

Rachel York,
Huy Alaska

A Special Thank
You To Our Steering
Committee

Mike Hif’lcy,
Committee Chair,
h'edrx Express

[tni< r Bustimame,
ACVH

«"itol 1.’niiu'jil,
Anchorage School District

Sandra Malliwill,
HP

Sophie Mimch.
ORI

John Palrnatier,
Alaska Regional t ‘ouncil

o f Carpentcrt
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Dale Referred (o Committee: May 7, 2007 FURTHER REFERRALS:

Date of Committee Action:
The FINANCE Committee considered: HB 65

HOUSE BILL NO. 65 PERSONAL INFORMATION & CONSUMER CREDIT
"An Act relating to breaches of security Involving personal information, credit report and credit score security freezes, consumer credit
monitoring, credit accuracy, protection of social security numbers, care of records, disposal of records, identity theft, furnishing
consumer credit header information, credit cards, and debit cards, and to the jurisdiction of the office of administrative hearings;
amending Kule 60, Alaska Rules of Civil Procedure; and providing for an effective date."”

Recommends it he replaced with (] 1ICS or \y<\ cCs tor House "BIU LcS
For Senate Bills with new title: [ ] Technical Title [ ] New Title: HCR | )same Title fX| New Title

[ ] attach amendments
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FISCAL NOTE

Fiscal Noto Number:
Bill Version: CSHB 6S(FIN)

() Publish Date:

STATE OF ALASKA
2008 LEGISLATIVE SESSION

Identifier (file name): CSHB065(FIN)-GOV-OMB-2-18-08 Dept. Affected: All
Title Security Breaches-ldentityTlioft RDU
Component
Sponsor Rep” Coghill
Requester House Finance Committee Component Number

Expendiitures/Revenues (Thousands of Dollars)

Appropriation
Required Information

FY 2009 FY 2009 | FY 2010 t FY 2011 _ FY 2012 FY2013 ! FY2014
| i

OPERATING EXPENDITURES
Personal Services
Travel I ! |
Contractual r
iSupplies
Equipment
Land & Structures
Grants & Claims
Miscellaneous

TOTAL OPERATING

T r - m

. | o L

(Thousands of Dollars)
|

[capital EXPENDITURES
CHANGE IN REVENUES ( )
FUND SOURCE

1002 Federal Receipts

1003 GF Match

j 1004 GF

1005 GF/Program Receipts

1037 GF/Montal Health

Other Interagency Receipts i
TOTAL j oo eee : eee

Estimate of any current year (FY2008) cost:

POSITIONS

Full-time

Part-time

iTemporary

ANALYSIS: (Attach a soparute page itnocussary)

This legislation would expose the State of Alaska to futuro costs; however, it is not possible to predict theso costs with an; certainty.
Whenover a statute creates state liability, tho stale bocomes an attractive largot for litigation. It is reasonable to expect that plaintiffs,
leither individually or through class actions, will bring claims against tho stale whenever a state agency violates the provisions of this
jlegislation. Depending on whether (and how many) Stato security breaches occur, notification costs could range from zero to
approximately S1 million per year. Stato exposuro to lawsuits under this bill is unpredictable, but in tho event tho stato is sued,
potential costs for actual economic damages sustained by plaintiffs could bo in the $200.0 range, plus defense costs

Phono 4G5--1670

Prepared by: Jack Kroinhcder, Senior Analyst
Dato/Timo 2/18/08 10.3/ PM

Division Offico ot Management and Budgot
Approved by:  Karon Rohfeld, director Dato 2/10/2008
Offico of Manngt monl and Budget

. io<- .,-B0% vni Pago lof 1



STATE OF ALASKA
2008 LEGISLATIVE SESSION

Identifier (lilo name):
Title

Sponsor
Requester

Expenditures/Revenues

FISCAL NOTE

Reps. Coqghiil. Gara

HBOG5CS(JUD)-DOA-ETS-1-18-08
An Act Relating to Breaches of Security Involving..."

_RDU

Fiscal Noto Number:

Bili Version:
() Publish Date:

Dept. Affected:

Component

Component Number

(Thousands of Dollars)

Note: Amounts do not include inflation unless otherwise noted below.
Appropriation

OFERATING EXPENDITURES
Personal Services
Travel
Contractual
Supplies
Equipment
Land & Structures
Grants & Claims
Miscellaneous
TOTAL OPERATING

CAPITAL EXPENDITURES
CHANGE IN REVENUES ( )

FUND SOURCE

1002 Federal Receipts

1003 GF Match

100-1 GF

1005 GF/Program Receipts

1037 GF/Mental Health

Other Interagency Receipts
TOTAL

Required
FY 2009
0.0
0.0
275.0
0.0
1,765.6
0.0
0.0
0.0
2,040,6

2.040.6

2,040.6

Estimate of any current year (FY2008) cost:

POSITIONS
Full-time
Part-time
Temporary

ANALYSIS:

(Attach a scparato pago ilnccosstiry)

FY 2009

Information
FY 2011 FY 2012

0.0 0.0
0.0 0.0

319.0 319.0
0.0 0.0
0.0 0.0
0.0 0o
0.0 0.0
0.0 0.0

319.0 319.0

(Thousands of Dollars)

FY 2010

0.0 0.0
0.0 0.0

319.0
0.0 0.0
0.0 0.0
0.0 0.0
0.0 0.0
0.0 00
0.0 319.0

|

00 319.0
0.0 319.0

0.0

319.0

319.0

3190

319.0

CS (JUD) HB 65

Administration
Enterprise Technology Services
Enterprise Technology Services

2082

FY 2013
0.0

00
319.0
0.0

0.0

0.0

0.0

00
319.0

3190

319.0

FY 2014
0.0

0.0
319.0 |
0,0

0.0

0.0

0.0

0.0

319.0

319.0

319.0

KB65 has two primary components related to security breaches: 1) Preventative and 2) Remediation. This fiscal note
addresses the Preventative component by providing funding to continue tho department’s efforts to secure the state’s

networks and data.

For tho past three years, tho department has boon working on strengthening the security components of our network,
Wo have installed Cisco Security Agent (CSA) on desktop computers and servers throughout the state. Wo are also
working to deploy a demilitarized zone (DMZ) that places all of our databases behind two firewalls, with our public-facing
servers deployed between the two firewalls. This effort is scheduled to ho completed by Juno 2009 and will involve tho

coordinated efforts of all slate departments.

Prcparod by:

Division

Approved by:
Department of Administration

N, Tt i

Pa<o Bl.usdell, Deputy Director
Eniotptiso Technology Sorvicos

Rachael Polio, Deputy Commissioner

Phono (907)465-5094
Dalo/lime 12/4/2007

Palo 12/5/2007

Pago lof2



FISCAL NOTE

STATE OF ALASKA BILL NO. CS (JUD) HB 65
2007 LEGISLATIVE SESSION

ANALYSIS CONTINUATION

The next phase of this security effort is deployment of encryption hardware and software to protect our
network as well as legacy data stored and processed on the stale's mainframe computer. This fiscal note will
provide funding for security enhancements to insure that data used by state agencies to provide services is
secure from known types of attack. This will be an ongoing effort as attackers have become more

sophisticated over time.

Previous funding for security efforts is as follows:
FY05 Supplemental 55.002,500

FY06 Capital Project $3,537,500

FYQO7 Capital Project $2,000,000
FYO08 Capital Project $4,400,000

Pago 2 of 2



LEGAL SERVICES

DIVISION OF LEGAL AND RESEARCH SERVICES
LEGISLATIVE AFFAIRS AGENCY
STATE OF ALASKA State Capitol

(907)465-3867 or 465-2450
FAX (907) 465-2029 Juneau, Alaska 99801-1182
Mail Slop 3101 Deliveries to- 129 6th St., Rm. 329
MEMORANDUM February 20, 2008
SUBIJECT: CSHB 65(FIN) relating to personal information
(Work Order No. 25-L.S0311\0)
TO: Rcpresentati /c Mike Chenault
Representative Kevin Meyer
Co-Chairs of the Mouse Finance Committee
Attn: Christine Marie
FROM: /Theresa Bannister

Legislative Counsel

This memo accompanies a final of the bill described above.

1. Sec. 45.48.180. The addition of "or being notified of" raises an ambiguity. If a
consumer credit reporting agency discovers and is notified of the breach at different
times, from which event do you calculate the five business days?

2. Federal preemption. As you arc probabl) aware, because the bill deals with an area
that is heavily, and, in some areas exclusively, regulated by the Federal Credit Reporting
Actl(FCRA), there is an issue whether the FCRA preempts any of the new provisions.
Please be aware that while some of the provisions in the bill have not been directly
regulated by FCRA, the FCRA's provisions regarding what it preempts are not clear at

all.

3. Interstate commerce. Because this bill could apply to out-of-state businesses that
operate in the state it raises a constitutional interstate commerce issue. Whenever a bill
establishes a requirement that may affect persons operating from another state, there is
always a question whether the requirement places a burden on interstate commerce that
would not satisfy the federal constitutional commerce clause.

If Il may be of further assistance, please advise.

TI1.B.”Imb
08-041.hub

Enclosure

115U.S.C. 1681et seq.
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AMENDMENT |

OFFERED IN THE HOUSE BY REPKESENTATIVE MEYER

TO: CSI1IB65( )
Version 25-LS0311\L

1 Page 4, after line 3

2 Insert new subsection:

3 (c) Notwithstanding (a) of this section, notification is not required if, after an
4 appropriate investigation or after consultation with relevant federal, state, or local
5 agencies responsible for law enforcement, the person or government entity

6 determines that no reasonable likelihood of harm to the consumers whose personal
7 information has been acquired has resulted or will result from the breach. Such a
8 determination must he documented in writing and the documentation must be

9 maintained for five years.

10

If Page 14, line 28

12 After “discovering”

13 Insert “or notification of”

14

15

16

17

18

19

20

21

22

23

24



10
11
12
13
14
15
10
17

lo
20
31
22
23

25-LS03II K.2
Bannister

27/08

AMENLMENT
OFFERED IN THE HOUSE BY REPRESENTATIVES NELSON AND
TO: CSHB 65(JUD) STOLTZE

Page 1, line 1

Delete "the disclosure of permanent fund dividend applicant records,"

Page 2. line 4, through page 3. line 1S;

Delete all material.

Renumber the following bill sections accordingly.

Page 29. line 17:
Delete "sec. 5"

Insert “sec. 3"

Page 29. line 21:
Delete "see. 5"

Insert "see. 3"

Page 29. line 24:
Delete "see. 5"

Insert "see. 3"

Page 2‘f line 20
Delete "see. 6"

Insert "see 4"

w



25-10311\WK 1
Bannister
1/3/8

AMEND MENT

OFFERED IN THE HOUSE
TO: CSHB 65(JUD)

1 Page 2, line 22, following "infonnation

Insert ", except applicant infonnation about individuals who are under 18 years of

3 age,”



10

25-LS031 J\L.3
/\"q' I ; Bannister
2/1S/08

AMKNDMENT 7

OFFERED IN THE MOUSE BY REPRESENTATIVE GARA

TO: CSHB 65( ). Draft Version "L"

Page 6, line 16, following "However,":

Insert"(1)"

Page 6, line 19, following "550,000":
Insert and

(2) damages that may be awarded against the information collector

under
(A) AS 45.50.531 arc limited to actual economic damages that

do not exceed 5500; and
(B) AS 45.50.537 arc limited to actual economic damages"

Srev



WORK DRAFT WORK DRAFT WORK DRAFT
25-L.S0311\L
ado rd Bannister
2/4/08
CS FOR HOUSE BILL NO. 65( )
IN THE LEGISLATURE OF THE STATE OF ALASKA

TWENTY-FIFTH LEGISLATURE - SECOND SESSION
BY

Offered:
Referred:

Sponsor(s): REPRESENTATIVES COGIIILL AND GARA, llawker, Lynn, Samuels, Fairclough, Ramras,
Kawasaki, Kcrttula, Gatto, Neuman, Olson

A BILL
FOR AN ACT ENTITLED
"An Act relating to breaches of security involving personal information, credit report
and credit score security freezes, protection of social security numbers, care of records,
disposal of records, identity theft, credit cards, and debit cards, and to the jurisdiction of
the office of administrative hearings; relating to the disclosure of permanent fund
dividend applicant records; amending Rules 60 and 82, Alaska Rules of Civil Procedure;

and providing for an effective date."
BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. AS 40.21.110 is amended to read:

See. 40.21.110. Care of records. Except for public records lawfully in the
possession of a person other than the state, public records of existing or defunct
agencies of the state, territorial, and Russian governments in Alaska arc the property
of the state arid shall be created, maintained, preserved, stored, transferred, destroyed

or disposed of, and otherwise managed in accordance with the provisions of this

-1- CSHli 65( )
t'aw Text underlined IDELETED TEXT BRACKETED)



10
1

13
14

16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

31

WORK DRAFT WORK DRAFT 25-LS03II\L

chapter and AS 45.48.500 - 45.48.530. Records shall be delivered by outgoing
officials and employees to their successors, and may not be removed, destroyed or
disposed of, except as provided in this chapter and AS 45.48.500 - 45.48.530.

* See. 2. AS 43.23.017 is amended to read:

Sec. 43.23.017. Applicant information confidential. Information on each
permanent fund dividend application, except the applicant's name, is confidential. The
department may only release information that is confidential under »his section

(1) to a local, state, or federal government agency;

(2) in compliance with a court order;

(3) to the individual who or agency that files an application on behalf
of another;

(4) to a banking institution to verify the direct deposit of a permanent
fund dividend or correct an error in that deposit;

(5) as directed to do so by the applicant; [AND]

(6) to a contractor who has a contract with a person entitled to obtain
the information under (1) - (5) of this section to receive, store, or manage the
infonnation on that person's behalf; a contractor receiving data under this paragraph
may only use the data as directed by and for the purposes of the personentitled to
obtain the information: and

(7) as provided under (I)) of this section.

* Sec. 3. AS 43.23.017 is amended by adding new subsections to read:

(b) The department shall disclose applicant infonnation to a business under a
contract with the department that requests the applicant information if the business has
a license under AS 43.70.020, the business, or an agent, an employee, or a contractor
of the business, indicates that the business will use the applicant information only in
the nonnal course of business the person making the request provides proof of the
person's identity, and the person making the request states that the business will use
the applicant information only

() to obtain infonnation for law enforcement agencies or for an
investigation, if the business is the practice of law or includes the service of process;

(2) in connection with a civil, a criminal, an administrative, or an
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arbitration proceeding, including the service of process, investigation in anticipation of
litigation, executing on a judgment, enforcing a judgment, or complying wi*h a court
order;

(3) for a legal or beneficial interest, relating to the applicant, if the
business holds the legal or beneficial interest;

(4) on behalf of the applicant, if the business is acting in a fiduciary
capacity on behalf of the applicant;

(5) in connection with insurance claims, insurance investigations, or
insurance anti-fraud activities, if the business is an insurer or a person who provides
support services to an insurer;

(6) to comply with federal, state, or municipal laws, regulations,
ordinances, or other legal rcq iremcnts; or

(7) for bulk distribution to political candidates or persons taking polls,

(c) In this section,

(1) "applicant" means an applicant for a permanent fund dividend;

(2) "applicant information" means name, mailing address, and birth
year of an applicant;

(3) "business" means a person engaging in business.

*See. 4. AS 44.64.030(a) is amended by adding a new paragraph to read:

(40) AS 45.45.080(c) (breach of security involving personal

information).

*Sec. 5. AS 45 is amended by adding a new chapter to read:

Chapter 48. Persona! Information Protection Act.

Article 1. Breach of Security Involving Personal Information.

Sec. 45.48.010. Disclosure of breach of security, (a) Ifa covered person owns
or licenses personal information in any form that includes personal information on a
state resident, and a breach of the security of the information system that contains
personal information occurs, the covered person shall, after discovering or being
notified of the breach, disclose the breach to each state resident whose personal
information was subject to the breach.

(b) An information collector shall make the disclosure required by (a) of tins
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section in the most expeditious time possible and without unreasonable delay, evept
as provided in AS 45.48.020 and as necessary to determine the scope of the breach and
restore the reasonable integrity of the information system.

Sec. 45.48.020. Allowable delay in notification. An information collector
may delay disclosing the breach under AS 45.48.010 if an appropriate law
enforcement agency determines that disclosing the breach will interfere with a
criminal investigation, However, the information collector shall disclose the breach to
the state resident in the most expeditious time possible and without unreasonable delay
after the law enforcement agency informs the information collector in writing that
disclosure of the breach will no longer interfere with the investigation.

Sec. 45.48.030. Methods of notice. An infonnation collector shall make the
disclosure required by AS 45.48.010

(1) by a written document sent to the most recent address the
infonnation collector has for the sta*e resident;

(2) by electronic means if making the disclosure by the electronic
means is consistent with the provisions regarding electronic records and signatures
required for notices legally required to be in writing under 15 U.S.C. 7001 et seq.
(Electronic Signatures in Global and National Commerce Act); or

(3) if the information collector demonstrates that the cost of providing
notice would exceed S150,000, that the affected class of state residents to be notified
exceeds 300,000, or that the information collector does not have sufficient contact
infonnation to provide notice, by

(A) electronic mail if the information collector has an
electronic mail address for the state resident;

(13) conspicuously posting the disclosure on the Internet
website of the infonnation collector if the information collector maintains an
Internet site; and

(C) providing a notice to major statewide media.

See. 45.48.040. Notification of certain other agencies, (a) If an infonnation
collector is required by AS 45.48,010 to notify more than 1,000 state residents of a

breach, the information collector shall also notify without unreasonable delay nil
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consumer credit reporting agencies that compile and maintain files on consumers on a
nationwide basis and provide the agencies with the timing, distribution, and content of
the notices.

(b) This section may not be construed to require the infonnation collector to
provide the consumer reporting agencies identified under (a) of this section with the
names or other personal information of the state residents whose personal information
was subject to the breach.

(c) This section does not apply to an information collector who is subject to 15
U.S.C. 6801 - 6827 (Gramm-Leach-Bliley Financial Modernization Act).

(d) hi this section, "consumer reporting agency that compiles and maintains
files on consumers on a nationwide basis" has the meaning given in 15 U.S.C.
1681a(p).

Sec. 45.48.050. Exception for employees and agents. In AS 45.48.010 -
45.4S.090, the good faith acquisition of personal information by an employee or agent
of an infonnation collector for a legitimate purpose of the infonnation collector is not
a breach of the security of the infonnation system if the employee or agent does not
use the personal infonnation for a purpose unrelated to a legitimate p irpose of the
information collector and does not make further unauthorized disclosure of the
personal infonnation.

Sec. 45.48.060. Waivers. A waiver of AS 45.48.010 - 45.48.090 is void and
unenforceable.

See. 45.48.070. Treatment of certain breaches, (a) Ifa breach of the security
of the information system containing personal infonnation on a state resident that is
maintained by an infonnation recipient occurs, the information recipient is not
required to comply with AS 45.48.010 - 45.4S.030. However, immediately after the
information recipient discovers the breach, the information recipient shall notify the
infonnation distributor who owns the personal infonnation or who licensed the use of
the personal infonnation to the infonnation recipient about the breach and cooperate
with the information distributor as necessary to allow the information distributor to
comply with (b) of this section. In this subsection, "cooperate” means sharing with the

infonnation distributor information relevant to the breach, except for confidential
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business information or trade secrets.

(b) Ifan information recipient notifies an information distributor of a breach
under (a) of this section, the information distributor shall comply with AS 45.48.010 -
45, v8.030 as if the breach occurred to the information system maintained by the
infonnation distributor.

Sec. 45.48.080. Violations, (a) If an infonnation collector who is a
governmental agency violates AS45.4S.010 - 45.48.090 with regard to the personal
infonnation of a state resident, the infonnation collector

(1) is liable to the state for a civil penalty of up to S500 for each stite
resident who was not notified under AS 45.48.010 - 45.48.090, but the total civil
penalty may not exceed $50,000; and

(2) may be enjoined from further violations.

(b) If an information collector who is not a governmental agency violates
AS 45.48.010 - 45.48.090 with regard to the personal information of a state resident,
the violation is an unfair or deceptive act or practice under AS 45.50.471 - 45.50.561.
However, the information collector is not subject to the civil penalties imposed under
AS 45.50.551 but is liable to the state for a civil penalty of up to S500 for each state
resident who was not notified under AS 45.48.010 - 45.48.090, except that the total
civil penalty may not exceed S50,000.

(c) The Department of Administration may enforce (a) of this section against a
governmental agency. The procedure for review of an order or action of the
department under this subsection is the same as the procedure provided by AS 44.62
(Administrative Procedure Act), except that the office of administrative hearings
(AS 44.64.010) shall conduct the hearings in contested cases and the decision may be
appealed under AS 44.64.030(c).

Sec. 45.48.090. Definitions. In AS 45.48.010 - 45.48.090,

(1) "breach of the security"” means unauthorized acquisition

reasonable belief of unauthorized acquisition, of personal information that
compromises the security, confidentiality, or integrity of the personal infonnation
maintained by the information collector; in this paragraph, "acquisition" includes

acquisition by
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(A) photocopying, facsimile, or other paper-based method,;

(B) a device, including a computer, that can read, write, or
store information that is represented in numerical form; or

(C) amethod not identified by (A) or (B) of this paragraph;

(2) "covered person" means a

(A) person doing business;

(B) a governmental agency; or

(C) aperson with more than 10 employees;

(3) "governmental agency" means a state or local governmental
agency, except for an agency of the judicial branch;

(4) "information collector" means a covered person who owns or
licenses personal infonnation in any form if the personal infonnation includes
personal information on a state resident;

(5) “information distributor” means a person who is an infonnation
collector and who owns or licenses personal information to an information recipient;

(6) "information recipient” means a person who is an infonnation
collector but who docs not own or have the right to license to another infonnation
collector the personal information received by the person from an infonnation
distributor;

(7) "personal information"™ means information in any fonn on an
individual that is not encrypted or redacted, or is encrypted and the encryption key has
been accessed or acquired, and that consists of a combination of

(A) an individual's name; in this subparagraph, "individual's
name" means a combination of an individual's
(i) first name or first initial; and
(i) last name; and
(B) one or more of the following infonnation elements:
(i) the individual's social security number;
(i) the individual's driver's license number or state
identification card number;

(iii) except as provided in (iv) of this subparagraph, the
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individual's account number, credit card number, or debit card number;
(iv) if an account can only be accessed with a personal
code, the number in (iii) of this subparagraph and the personal code; in
this sub-subparagraph, "personal code" means a security code, an
access code, a personal identification number, or a password;
(v) passwords, personal identification numbers, or other
access codes for financial accounts.
Article 2. Credit Report and Credit Score Security Freeze.

Sec. 45.48.100. Security freeze authorized. A consumer may prohibit a
consumer credit reporting agency from releasing all or a part of the consumer's credit
report or credit score without the express authorization of the consumer by placing a
security freeze on the consumer's credit report.

Sec. 45.48.110. Placement of security freeze, (a) To place a security freeze, a
consumer shall make the request to the consumer credit reporting agency

(1) by mail to the address designated by the consumer credit reporting
agency to receive security freeze requests; or
(2) as allowed by (b) of this section.

(b) A consumer may make a request under (a) of this section by telephone or
by fax, the Internet, or other electronic media if the consumer credit reporting agency
has developed procedures for using the telephone or an electronic medium to receive
and process the request in an expedited manner.

(c) A consumer credit reporting agency shall place a security freeze within
five business days after receiving a request under (a) or (b) of this section and proper
identification from the consumer.

Sec. 45.48.120. Confirmation of security freeze, (a) Within 10 business days
after a consumer makes the request under AS 45.48.110, a consumer credit reporting
agency shall send a written confirmation of the placement of the security freeze to the
consumer. The confirmation must also inform the consumer that the consumer credit
reporting agency may charge, as allowed by AS 45.48.160(c), a fee for third-party
access during the security freeze.

(b) At the same time that the consumer credit reporting agency sends a
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confirmation under (a) of this section, the consumer credit reporting agency shall
provide the consumer with a unique personal identification number, password, or
similar device to be used by the consumer when the consumer authorizes the release of
the consumer's credit report or credit score under AS 45.48.130.

Sec. 45.48.130. Access and actions during security freeze, (a) While a
security freeze is in place, a consumer credit reporting agency shall allow a third party
access to a consumer's credit report or credit score if the consumer requests that the
consumer credit reporting agency allow the access.

(b) To make a request under (a) of this section, the consumer shall contact the
consumer credit reporting agency by mail at the address designated by the consumer
credit reporting agency to receive security freeze requests or as allowed by (c) of this
section, authorize the consumer credit reporting agency to allow the access, and
provide the consumer credit reporting agency with

(1) proper identification to verify the consumer's identity;

(2) the unique personal identification number, password, or similar
device provided under AS 45.48.120(b); and

(3) the proper information necessary to identify the third party to
whom the consumer credit reporting agency may allow the access or the time period
during which the consumer credit reporting agency may allow the access to third
parties who request the access.

(c) In addition to making the request by mail, a consumer may make a request
under (a) of this section by telephone or by fax, the Internet, or other electronic media
if the consumer credit reporting agency has developed procedures for using the
telephone or an electronic medium to receive and process the request in an expedited
manner.

(d) A consumer credit reporting agency that receives a request from a
consumer under (b) or (c¢) of this section shall comply with the request within 15
minutes after receiving the request by telephone or by an electronic medium or within
three business days after receiving the request by mail.

(e) Ifasecurity freeze is in place, a consumer credit reporting agency may not

release the credit report or credit score to a third party without the prior express
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authorization of the consumer.

(f) Ifasecurity freeze is in place on a consumer's credit report and credit score
and if a third party applies to a consumer credit reporting agency to provide the third
party with access to the consumer's credit report or credit score, the consumer credit
reporting agency and, except as provided for insurers under (g) of this section, the
third party may treat the third party's application as incomplete unless the consumer
authorizes the access under (a) of this section.

(g) Ifan insurer requests access to a consumer's credit report and credit score
on which a security freeze is in place, unless the consumer authorizes access under (a)
of this section, the insurer may, notwithstanding AS 21.36.460,

(1) treat the consumer's application as incomplete;

(2) decline the consumer's application if the consumer does not lift the
security freeze for the insurer after a request by the insurer or the insurer's agent;

(3) treat the consumer as if the consumer has a neutral credit rating;

(4) exclude the use of credit information as a factor and use only
underwriting criteria; or

(5) treat the consumer in a manner that is otherwise approved by the
division of insurance.

(h) Ifa security freeze is in place, a consumer credit reporting agency may not
change the consumer's official infonnation in the consumer's credit report and credit
score without sending a written statement of the change to the consumer within 30
days after the change is made. A consumer credit reporting agency is not required to
send a written statement if the consumer credit reporting agency makes a technical
change in the consumer's official infonnation. If a consumer credit reporting agency
makes a change, other than a technical change, in a consumer's address, the consumer
credit reporting agency shall send the written statement to the consumer at both the
new address and the former address. In this subsection,

(1) “official infonnation” means name, birth date, social security
number, and address;
(2) "technical change" means changing spelling, transposing numbers

or letters, abbreviating a word, or spelling out an abbreviation.
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(i) This section is not intended to prevent a consumer credit reporting agency

from advising a third party that requests access to a consumer's credit report or credit
score that a security freeze is in effect.

())) The procedures used by a consumer credit reporting agency for
implementing the provisions of this section may include the use of telephone,
facsimile, or electronic means if making the disclosure by the electronic means is
consistent with the provisions regarding electronic records and signatures required for
notices legally required to be in writing under 15 U.S.C. 7001 et seq. (Electronic
Signatures in Global and National Commerce Act).

Sec. 45.48.140. Removal of security freeze, (a) Except as provided by
AS 45.48.130, a consumer credit reporting agency may not remove a security freeze
unless

(1) the consumer requests that the consumer credit reporting agency
remove the security freeze under (b) ofthis section; or

(2) the consumer made a material misrepresentation of fact to the
consumer credit reporting agency when the consumer requested the security freeze
under AS 45.48.110; if a consumer credit reporting agency intends to remove a
security freeze on a consumer's credit report under this paragraph, the consumer credit
reporting agency shall notify the consumer in writing before removing the security
freeze.

(b) A consumer credit reporting agency shall remove a security freeze within
tlirce days after receiving a request for removal from the consumer who requested the
security freeze.

(c) To make a request under (b) of this section, the consumer shall contact the
consumer credit reporting agency by mail or as allowed by (d) of this section,
authorize the consumer credit reporting agency to remove the security freeze, and
provide the consumer credit reporting agency with

(1) proper identification to verify the consumer's identity; and
(2) the unique personal identification number, password, or similar
device provided under AS 45.48.120(b).

(d) In addition to mail, a consumer may make a request under (b) of this
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section by telephone or by fax, the Internet, or other electronic media if the consumer
credit reporting agency has developed procedures for using the telephone or an
electronic medium to receive and process the request in an expedited manner.

See. 45.48.150. Prohibition. When dealing with a third party, a consumer
credit reporting agency may not suggest, state, or imply that a consumer's security
freeze reflects a negative credit score, history, report, or rating.

Sec. 45.48.160. Charges, (a) Except as provided by (b), (c), or (d) of this
section, a consumer credit reporting agency, may not charge a consumer to place or
remove a security freeze, to provide access under AS 45.48.130, or to take any other
action, including the issuance of a personal identification number, password, or similar
device under AS 45.48.120, that is related to the placement of, removal of, or allowing
access to a credit report or credit score on which a security freeze has been placed.

(b) A consumer credit reporting agency may charge a consumer $10 for
placing a security freeze.

(c) Ifaconsumer makes more than two access requests during a calendar year,
a consumer credit reporting agency may charge the consumer $2 for each additional
access request made by the consumer during that calendar year. In this subsection,
"access request” means a request made by the consumer under AS 45.4S.130 to allow
third-party access to the consumer's credit report or credit score on which a security
freeze has been placed.

(d) Ifa consumer fails to retain a personal identification number, password, or
similar device issued under AS 45.48.120, a consumer credit reporting agency may
charge the consumer up to $5 for each time after the first time that the consumer credit
reporting agency issues the consumer another personal identification number,
password, or similar device because the consumer failed to retain the personal
identification number, password, or similar device.

See. 45.48.170. Notice of rights. When a consumer credit reporting agency is
required to give a consumer a summary of rights under 15 U.S.C. 1681g (Fair Credit
Reporting Act), a consumer credit reporting agency shall also give the consumer the
following notice:

Consumers* Have the Right to Obtain a Security Freeze
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You may obtain a security freeze on your credit report and
credit score for S10 to protect your privacy and ensure that credit is not
granted in your name without your knowledge. You have a right to
place a "security freeze" on your credit report and credit score under
state law (AS 45.48.100 - 45.48.290).

The security freeze will prohibit a consumer credit reporting
agency from releasing your credit score and any infonnation in your
credit report without your express authorization or approval.

The security freeze is designed to prevent credit, loans, and
other services from being approved in your name without your consent.
However, you should be aware that using a security freeze to take
control over who gets access to the personal and financial infonnation
in your credit report and credit score may delay, interfere with, or
prohibit the timely approval of any subsequent request or application
you make regarding a new loan, credit, a mortgage, a governmental
service, a governmental payment, a cellular telephone, a utility, an
Internet credit card application, an extension of credit at point of sale,
and other items and services.

When you place a security freeze on your credit report and
credit score, within 10 business days you will be provided a personal
identification number, password, or similar device to use if you choose
to remove the freeze on your credit rcpoit and credit score or to
temporarily authorize the release of your credit report and credit score
to a specific third party or specific third parties or for a specific period
of time after the freeze is in place. To provide that authorization, you
must contact the consumer credit reporting agency and provide all of
the following:

(1) proper identification to verify your identity;
(2) the personal identification number, password, or
similar device provided by the consumer credit reporting agency;

(3) proper information necessary to identify the third

s CSILI1 65( )
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party or third parties who are authorized to receive the credit report and

credit score or ihe specific period of fimc for which the credit report

and credit score are to be available to third parties.

A consumer credit reporting agency that receives your request

to temporarily lift a freeze on a credit report and credit score is required

to comply with the request within 15 minutes after receiving your

request if you make the request by telephone, or an electronic method if

the agency provides an electronic method, or within three business days

after receiving your request if you make the request by mail. After the

first two requests in a year, the consumer credit reporting agency may

charge you S2 to temporarily lift the freeze.

A security freeze docs not apply to circumstances where you

have an existing account relationship and a copy of your credit report

and -rcdit score are requested by your existing creditor or its agents or

affiliates for certain types of account review, collection, fraud control,

or similar activities.

If you are actively seeking credit, you should understand that

the procedures involved in lifting a security freeze may slow your own

applications for credit. You should plan ahead and lift a freeze, cither

completely if you are shopping around, or specifically for a certain
creditor, days before applying for new credit.

You have a right to hring a civil action against someone who
violates your rights under these laws on security freezes. The action can

be brought against a consumer credit reporting agency.

See. 45.48.180. Notification after violation If a consumer credit reporting
agency violates a security freeze by releasing a consumer's credit report or credit
score, the consumer credit reporting agency shall notify the consumer within five
business days after discovering the release, and the information in the notice must
include an identification of the information released and of the third party who
received the information.

Sec. 45.48.190. Resellers. A consumer credit reporting agency that acts as a
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reseller of consumer'information shall honor a security freeze placed on a consumer's
credit report and credit score by another consumer credit reporting agency.

Sec. 45.48.200. Violations and penalties, (a) A consumer who suffers
damages as a result of a person's violation of AS 45.48.100 - 45.48.290 may bring an
action in court against the person and recover, in the case of a violation where the
person acted . .

(1) negligently, actual economic damages, court costs allowed by the
rules of court, and full reasonable attorney fees;
(2) knowingly,
(A) damages as described in (1) of this subsection;
(B) punitive damages that are not less than Si0O0 nor more than
$5,000 for each violation as the court determines to be appropriate; and
(C) other reliefthat the court determines to be appropriate.

(b) A consumer may bring an action in court against a person for a violation or
threatened violation of AS 45.48.100 - 45.48.290 for injunctive relief, whether or
not the consumer seeks another remedy under this section.

(c) Notwithstanding (a)(2) of this section, a person who knowingly violates
AS 45.48.100 - 45.48.290 is liable in a class action for an amount that the court
allows. When determining the amount of an award in a class action under this
subsection, the court shall consider, among the relevant factors, the amount of any
actual damages awarded, the frequency of the violations, the resources o f the violator,
and the number of consumers adversely affected.

(d) In this section, "knowingly" has the meaning given in AS 11.S 1.900.

See. 45.48.210. Exemptions, (a) The provisions of AS 45.48.100 - 45.48.290
do not apply to the use of a credit report by

(1) a person, the person's subsidiary, affiliate, or agent, or the person's
assignee with whom a consumer has or, before the assignment, had an account,
contract, or dcbtor-crcditor relationship if the purpose of the use is to review the
consumer's account or to collect a financial obligation owing on the account, contract,
or debt;

(2) a subsidiary, an affiliate, an agent, an assignee, or a prospective
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assignee of a person to whom access has been granted under AS 45.48.130 if the
purpose of the use is to facilitate the extension of credit or another permissible use;

(3) aperson acting under a court order, warrant, or subpoena;

(4) an agency of a state or municipality that administers a program for
establishing and enforcing child support obligations;

(5) the Department of Health and Social S:ervices, its agents, or its
assigns when investigating fraud;

(6) the Department of Revenue, its agents, or its assigns when
investigating or collecting delinquent taxes or unpaid court orders or when
implementing its other statutory responsibilities;

(7) a person if the purpose of the use is prescreening allowed under 15
U.S.C. 16SIb(c) (Fair Credit Reporting Act);

(8) aperson administering a credit file monitoring subscription service
to which the consumer has subscribed;

(9) a person providing a consumer with a copy of the consumer's credit
report or credit score at the consumer's request; or

(10) a consumer credit reporting agency if the data base or file of the
consumer credit reporting agency consists entirely of infonnation concerning and used
solely for one or more of the following purposes:

(A) criminal record information;

(13) personal loss history infonnation;
(C) fraud prevention or detection;
(D) tenant screening; or

(E) employment screening.

(b) Except as provided by AS 45.48.190, the provisions of AS 45.48.100 -
45.48.290 do not apply to a person when acting only as a reseller of consumer
infonnation.

Sec. 45.48.290. Definitions. In AS 45.48.100 - 45.48.290,

(1) "account review" means activities related to account maintenance,
account monitoring, credit line increases, and account upgrades and enhancements;

(2) "consumer" means an individual who is the subject of a credit
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Aew Tc-Xt: Underlined [DELETED TEXT BRACKETED]



10
11
12
13
14
15
16
17

19
20
21
22
23
24
25
26
27
28
29
30

WORK DRAFT WORK DRAFT 25-1.S0311\L

report or credit score;
(3) "consumer credit reporting agency" has the meaning given in
AS 45.48.990, but docs not include a person who issues reports

(A) on incidents of fraud or authorizations for the purpose of
approving or processing negotiable instruments, electronic funds transfers, or
similar methods of payments; or

(B) regarding account closures because of fraud, substantial
overdrafts, automated teller machine abuse, or similar negative information
regarding a consumer to inquiring banks or other financial institutions for use
only in reviewing consumer requests for deposit accounts at the inquiring
banks or financial institutions;

(4) "reseller of consumer information™ means a person who assembles
and merges information contained in the data bases of consumer credit reporting
agencies and does not maintain a permanent data base of consumer information from
which new consumer credit reports are produced;

(5) "“security freeze" mear.s a prohibition against a consumer credit
reporting agency from releasing all or a part of a consumer's credit report or credit
score without the express authorization of the consumer;

(6) "third party" means a person who is not

(A) the consumer who is the subject of the consumer's credit
report or credit score; or
(B) the consumer credit reporting agency that is holding the
consumer's credit report or credit sco'c.
Article 3. Protection of Social Security Number.
Sec. 45.48.400. Use of social security number. A person may not

(1) intentionally communicate or otherwise make available to the
general public an individual's social security number;

(2) print an individual's social security number on a card required for
the individual to access products or services provided by the person;

(3) require an individual to transmit the individual's social security

number over the Internet unless the Internet connection is secure or the social security
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number is encrypted;

(4) require an individual to use the individual's social security number
to access an Internet site unless a password, a unique personal identification number,
or another authentication device is also required to access the site; or

(5) print an individual's social security number on material that is
mailed to the individual unless

(A) local, state, or federal law, including a regulation adopted
under AS 45.48.470, expressly authorizes placement of the social security
number on the material; or

(B) the social security number is included on an application or

other form, including a document sent as a part of an application process or an
enrollment process, sent by mail to establish, amend, or terminate an account, a
contract, or a policy, or to confirm the accuracy of the social security number;
however, a social security number allowed to be mailed under this
subparagraph may not be printed, in whole or in part, on a postcard or other
mailer that does not require an envelope, or in a manner that makes the social
security number visible on the envelope or without the envelope's being
opened.

Se 45.48.410. Request and collection, (a) A person who does business in the
state, including the business of government, may not request or collect an individual's
social security number. This subsection docs not prohibit a person from asking for
another form of identification from the individual.

(b) The prohibition in (a) of this section docs not apply

(1) if the person is expressly authorized by local state, or federal law,
including a regulation adopted under AS 45.48.470, to demand proof of the
individual's social security number, o request or collect the individual's social security
number, or to submit the individual's social security number to the local, state, or
federal government;

(2) if the person is engaging in the business of government and

(A) is authorized by law to request or collect the individu

social security number; or
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number is required for the performance of the person's duties or

responsibilities as provided by law;

(3) to a financial institution that is regulated by 15 U.S.C. 6801 - 6827
(Gramm-Lcach-Blilcy Financial Modernization Act) if the financial institution
requests or collects the individual's social security number to facilitate a transaction of
the individual;

(4) to acommunication to or from a consumer reporting agency; in this
paragraph, "consumer reporting agency" has the meaning given in 15 U.S.C. 168la
(Fair Credit Reporting Act);

(5) if the request or collection is for a background check on the
individual, law enforcement or other government puqgwscs, or the individual's
employment, including employment benefits; or

(6) if the request or collection docs not have independent economic
value, is incidental to a larger transaction, and is necessary to verify the identity of the
individual.

See. 45.48.420. Sale, lease, loan, trade, or rental, (a) A person may not sell,
lease, loan, trade, or rent an individual's social security number to a third party.

(b) The prohibition in (a) of this section docs not apply if the sale, lease, loan,
trade, or rental is

(1) expressly authorized by local, state, or federal law, including a
regulation adopted under AS 45.48.470;

(2) part of a report prepared by a consumer credit reporting agency in
response to a request by a f -rson and the person submits the social security number as
part of the request to the consumer credit reporting agency for the preparation of the
report.

(c) Nothing in this section prevents a business from transferring social security
numbers to another person if the transfer is part of the sale or other transfer of the
business to the other person.

(d) A person who knowingly violates (a) of this section is guilty of a class A

misdemeanor. In this subsection, "knowingly" has the meaning given in AS 11.81.900.
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See. 45.48.430. D}sclosure, (aS A person. doinyg business, including the
business of government, may not disclose an individual's social security number to a
third party. ,

(b) The prohibition in (a) of this section docs not apply if

(1) the disclosure is expressly authorized by local, state, or federal law,
including a regulation adopted under AS 45.48.470;

(2) the person is engaging in the business of government and

(A) is authorized by law to disclose the individual's social
security number; or

(B) the disclosure of the individual's social security number is
required for the performance of the person's duties or responsibilities as
provided by law;

(3) the third party is a financial institution that is regulated by 15
U.S.C. 6801 - 6827 (Gramm-Leach-Bliley Financial Modernization Act), and the
disclosure is to facilitate a transaction of the individual;

(4) the disclosure is part of a report prepared by a consumer credit
reporting agency in response to a request by a person and the person submits the social
security number as part of the request to the consumer credit reporting agency for the
preparation of the report; or

(5) the disclosure is for a background check on the individual, law
enforcement or other government purposes, or the individual's employment, including
employment benefits.

See. 45.48.440. Interagency disclosure. Notwithstanding the other provisions
of AS 45.4S.400 - 45.48.480, a state or local governmental agency may disclose an
individual's sucial security number to another state or local governmental agency or to
an agency of the federal government if the disclosure is required in order for the
agency to carry out the agency's duties and responsibilities.

Sec. 45.48.450. Exception for employees, agents, and independent
contractors, (a) Notwithstanding the other provisions of AS 45.48.400 - 45.48.480, a
person may disclose an individual's social security number to an employee or agent of

the person for a legitimate purpose established by and as directed by the person, but
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the employee or agent may not use the social security number for another purpose or

make an unauthorized disclosure of the individual's personal information.

(b) Notwithstanding the. other provisions of AS 45.48.400 - 45.48.480, and

except as provided for an agent under (a) of this section, a person may disclose an
individual's social security number to an independent contractor of the person to
facilitate the purpose or transaction for which the individual initially provided the
social security number to the person, but the independent contractor may not use the
social security number for another purpose or make an unauthorized disclosure of the
individual's personal information.

Sec. 45.48.460. Employment-related exception. The provisions of
AS 45.48.400 - 45.48.480 may not be construed to restrict a person's use or exchange
of an individual's social security number

(1) in the course of the administration of a claim, benefit, or procedure
related to the individual's employment by the person, including the individual's
termination from employment, retirement from employment nd injury suffered
during the course of employment; or

(2) to check on an unemployment insurance claim of the individual.

See. 45.48.470. Agency regulations. Ifregulations are necessary in order for a
state agency to carry out the state agency's duties and responsibilities, a state agency
may adopt regulations under AS 44.62 (Administrative Procedure Act) to establish
when the state agency or a person regulated by the state agency may

(1) print an individual's social security number on material that is
mailed to the individual;

(2) demand proof from an individual of the individual's social security
number, collect from an individual the individual's social security number, or submit
an individual's social security number to a local, state, or federal agency;

(3) ask an individual to provide the state agency with the individual's
social security number;

(4) disclose an individual's social security number to a third party;

(5) sell, lease, loan, trade, or rent an individual's social security number

to a third party.
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See. 45.48.480. Penalties, (a) A person who knowingly violates AS 45.48.400
-45.48.430 is liable to the state for a civil penalty not to exceed $3,000.

(b) An individual may bring a civil action in court against a person who
knowingly violates AS 45.48.400 - 45.48.430 and inay recover actual economic
damages, court costs allowed by the rules of court, and full reasonable attorney fees.

(c) Inihis section, "knowingly" has the meaning given in AS 11.81.900.

Article 4. Disposal of Records.

Sec. 45.48.500. Disposal of records, (a) When disposing of records that
contain personal information, a business and a governmental agency shall take all
reasonable measures necessary to protect against unauthorized access to or use of the
records.

(b) Notwithstanding (a) of this section, if a business or governmental agency
has otherwise complied with the provisions of AS 45.48.500 - 45.48.590 in the
selection of a third party engaged in the business of record destruction, the business or
governmental agency is not liable for the disposal of records under AS 45.48.500 -
45.48.590 after the business or governmental agency has relinquished control of the
records to the third party for the destruction of the records.

(c) A business or governmental agency is not liable for the disposal of records
under AS 45.48.500 - 45.48.590 after the business or governmental agency has
relinquished control of the records to the individual to whom the records pertain.

See. 45.48.510. Measures to protect access. The measures that may be taken
to comply with AS 45.48.500 include

(1) implementing and monitoring compliance with policies and
procedures that require the burning, pulverizing, or shredding of paper documents
containing personal infonnation so that the personal information cannot practicably be
read or reconstructed;

(2) implementing and monitoring compliance with policies and
procedures that require the destruction or erasure of electronic media and other
r.onpapcr media containing personal information so that the personal information
cannot practicably be read or reconstructed;

(3) after due diligence, entering into a written contract with a third
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party engaged in the business of record destruction to dispose of records containing
personal information in a manner consistent with AS 45.48.500 - 45.48.590.

See. 45.48.520. Due diligence. In AS 45.48.510(3), due diligence ordinarily
includes performing one or more of the following:

(1) reviewing an independent audit of the third party's operations and
its compliance with AS 45.48.500 - 45.48.590;

(2) obtaining information about the third party from several references
or other reliable sources and requiring that the third party be certified by a recognized
trade association or similar organization with a reputation for high standards of quality
review; or

(3) reviewing and evaluating the third party's infonnation security
policies and procedures, or taking other appropriate measures to determine the
competency and integrity of the third party. .

Sec. 45.48.530. Policy and procedures. A business or governmental agency
shall adopt written policies and procedures that relate to the adequate destruction and
proper disposal of records containing personal infonnation and that arc consistent with
AS 45.48.500 - 45.4S5.590.

Sec. 45.48.540. Exemptions, (a) A business or a governmental agency is not
required to comply with AS 45.48.500 - 45.48.530 if federal law requires that the
business or governmental agency act in a way that does not comply with AS 45.48.500
-45.48.530.

(b) A business is not required to comply with AS 45.48.500 - 45.48.530 if

(1) the business is subject to and in compliance with 15 U.S.C. 6801 -
6827 (Gramm-Leach-Blilcy Financial Modernization Act); or

(2) the manner of the disposal of the records of the business is subject
to 15 U.S.C. 1681w (Fair Credit Reporting Act) and the business is complying with 15
U.S.C. 1861w.

Sec. 45.48.550. Civil penalty, (a) An individual, a business, or a governmental
agency that knowingly violates AS 45.48.5C0 - 45.48.590 is liable to the state for a
civil penalty not to exceed S3,000.

(b) In this section, "knowingly" has the meaning given in AS 11.81.900.

23 CSMB65( )
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Sec. 45.48.560. Court action. An individual who is damaged by a violation of
AS 45.48.500 - 45.48.590 may bring a civil action in court to enjoin farther violations
and to recover for the violation actual economic damages, court costs allowed by the
rules of court, and fall reasonable attorneyfees.

Sec. 45.48.590. Definitions. In AS 45.48.500 - 45.48.590,

(1) "business" means a person who conducts business in the state or a
person who condLrJncts'pusiness .and maintains or, otit%erwise possesses personal
information on state residents; in this paragraph,

(A) "conducts business" includes engaging in activities as a
financial institution organized, chartered, or holding a license or authorization
certificate under the laws of this state, another state, the United States, or
another country;

(B) "possesses" includes possession for the purpose of
destruction;

(2) "dispose" means

(A) the discarding or abandonment of records containing
personal information;

(B) the sale, donation, discarding, or transfer of

() any medium, including computer equipment or
computer media, that contains records of personal information;

(i) nonpaper media, other than that identified under (i)
of this subparagraph, on which records of personal information are
stored; and

(iii) equipment for nonpapcr storage of information;

(3) "governmental agency" means a state or local governmental
agency, except for an agency of the judicial branch;

(4) "personal information" means

(A) an individual's passport number, driver's license numl
state identification number, bank account number, credit card number, debit
card number, other payment card number, financial account infonnation, or

information from a financial application; or

CSIIB 65( ) 2.
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(B) acombination of an individual's
(i) name; and
; (i)  medical information, insurance policy number,
employment infonnation, or employment history;
(5) "records" means material on which infonnation that is writt
drawn, spoken, visual, or electromagnetic is recorded or preserved, regardless of
physical form or characteristics, but does not include publicly available infonnation
containing names, addres'ses, telephone numbers, or other information an individual,

has voluntarily consented to have publicly disseminated or listed.

n V- *

Article 5. Factual Declaraiilori of Innz)cen'cge.lfter Identity Theft; Right to File Pdl.icz.a
Report Regarding Identity Theft.

Sec. 45.48.600. Factual declaration of innocence after identity theft, (a) A
victim of identity theft may petition the superior court for a determination that the
victim is factually innocent of a crime if

(1) the perpetrator of the identity theft was arrested for, cited for, or
convicted of the crime using the victim's identity;

(2) a criminal complaint was filed against the perpetrator of the
identity theft; and

(3) the victim's identity was mistakenly associated with a record of a
conviction for a crime.

(b) In addition to a petition by a victim under (a) of this section, the
department may petition the superior court for a determination under (a) of this
section, or the superior court may, on its own motion, make a determination under (a)
of this section.

Sec. 45.48.610. Basis for determination. A determination of factual
innocence under AS 45.48.600 may be heard and made on declarations, affidavits,
police reports, or other material, relevant, and reliable information submitted by the
parties or ordered to be made a part of the record by the court.

Sec. 45.48.620. Criteria for determination; court order, (a) A court may
determine that a petitioner under AS 45.4S.600 is factually innocent of a crime if the

court finds beyond a reasonable doubt that

25 CSIIN 65( )
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(1) the petitioner is a victim of identity theft;

(2) the petitioner did not commit the offense for which the perpetrator
of the identity theft was arrested, cited, or convicted;.

(3) the petitioner filed a criminal complaint against the perpetrator of
the identity theft; and

(4) the petitioner's identity was mistakenly associated with a record of
conviction for the crime.

(b) If a court finds under this section that the victim is factually innocent of a
crime, the court shall issue an order indicating this determination of factual innocence
and shall provide the victim with a copy of the order.

See. 45.48.630. Orders regarding records. After a court issues an order under
AS 45.48.620, the court may order the name and associated personal infonnation of
the victim of identity theft that is contained in the files, indexes, and other records of
the court that arc accessible by the public labeled to show that the name and personal
infonnation of the victim of identity theft is incorrect.

See. 45.48.640. Vacation of determination. A court that has issued an order
under AS 45.48.620 may, at any time, vacate the order if the petition, or any
infonnation submitted in support of the petition, is found to contain a material
misrepresentation, omission, or false infonnation.

Sec. 45.48.650. Court form. The supreme court of the state may develop a
form to be used for the order under AS 45.48.620.

Sec. 45.48.660. Data base. The department may establish and maintain a data
base of individuals who have been victims of identity theft and who have received an
order under AS 45.48.620. The department shall provide a victim or the victim's
authorized representative access to a data base established under this section to
establish that the individual has been a victim of identity theft. Access to the a data
base established under this section is limited to criminal justice agencies, victims of
identity theft, and individuals and agencies authorized by the victims.

See. 45.48.670. Toll-free telephone number. The department may establish
and maintain a toll-free telephone number to provide access to information in a data

base established under AS 45.48.660.
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See. 45.48.680. Right to file police report regarding identity theft, (a) Even
if the local law enforcement agency does not have jurisdiction over the theft of an
individual's identity, if an individual who has learned or reasonably suspects the
individual has been the victim, of identity, theft contacts, for the purpose of filing a
complaint, a Iocal law enforcement agency that has jurisdiction over the individual's
actual place‘ofre5|dence the local Ilaw enforcement aggn(:y shall make a report of the
matter and provide the individual with a copy of the report. The local law enforcement
agency may refer the matter to a law enforcement agency in a different jurisdiction.

(b) This section is not intended to interfere with the discretion of a local law
enforcement agency to allocate its resources to the investigation of crime. A local law
enforcement agency is not required to count a complaint filed under (a) of this section
as an open case for purposes that include compiling statistics on its open cases.

Sec. 45.48.690. Definitions. In AS 45.48.600 - 45.48.690,

(1) "crime" has the meaning given in AS 11.81.900;
(2) "department" means the Department of Law;
(3) "identity theft" means the theft of the identity of an individual;
(4) T“perpetrator" means the person who perpetrated the theft of an
individual's identity;
(5) "victim" means an individual who is the victim of identity theft.
Article 6. Truncation of Card Information.

See. 45.48.750. Truncation of card information, (a) A person who accepts
credit cards or debit cards for the transaction of business may not print more than the
last four digits of the card number or the expiration date on any receipt or other
physical record of the transaction provided at the point of the sale or transaction.

(b) This section applies only to receipts that are electronically printed and does
not apply to transactions in which the sole means of recording a credit card or debit
card account number is by handwriting or by an imprint or copy of the card.

(c) A person may not sell a device that electronically prints more than the last
four digits of a credit card or debit card on a consumer receipt for a business
transaction or on a copy retained by a business person for a business transaction.

(d) An individual may bring a civil action in court against a person who

27- CSIIB 65 )
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knowingly violates (a) of this section and may recover actual economic damages,
court costs allowed by the rules of court, and full reasonable attorney fees.

(e) A person who knowingly violates .this section is liable to the state for a
civil penalty not to exceed $3,000.

(F) In this section,

(1) ."credit" means the right granted by a creditor to a debtor to defer
payment of debt, to incur debts and defer payment of the debt, or to purchase property
or services and defer payment of the purchase; in this paragraph, "creditor" means a
person who regularly extends, renews, or continues credit, a person who regularly
arranges for the extension, renewal, or continuation of credit, or an assignee of an
original creditor who participates in the decision to extend, renew, or continue credit;

(2) "credit card" means a card, plate, coupon bock, or other credit
device existing for the purpose of obtaining money, property, labor, or services on
credit;

(3) "debit card" means a card issued by a financial institution to a
consumer for use in initiating an electronic fund transfer from the account of the
consumer at the financial institution for the purpose of transferring money between
accounts or obtaining money, property, labor, or services;

(4) "knowingly" has the meaning given in AS 11.51.900.

Article 7. General Provisions.
Sec. 45.48.990. Definitions. In this chapter, unless the context indicates
otherwise,

(1) "consumer" means an individual;

(2) "consumer credit reporting agency" means a person who, for
monetary fees, dues, or on a cooperative nonprofit basis, regularly engages in whole or
in part in the practice of assembling or evaluating consumer credit infonnation or
other infonnation on consumers for the purpose of furnishing credit reports to third
parties;

(31 "credit report" means a written, oral, or other communication of
infonnation by a consumer credit reporting agency bearing on a consumer's credit

worthiness, credit standing, credit capacity, character, general reputation, personal
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characteristics, or mode of living if the.communication is used or expected to be used
or collected in whole or in part to serve as a factor in establishing the consumer's
.\ . eligibility for
(A) credit or insurance to be used primarily for personal,
family, or household purposes;. A
(I%) employrpent rfur.p.oses; or

v\
(C) any other permissible purpose authorized under section 15

U.S.C. 1681b;

(4) "information system" means any information system, including a
system consisting of digital data bases and a system consisting of pieces of paper;

(5) "person" has the meaning given in AS 01.10.060 and includes a
state or local governmental agency, except for an agency of tlic judicial branch;

(6) "“state resident" means an individual who satisfies the residency
requirements under AS 01.10.055.

Sec. 45.48.995. Short title. This chapter may be cited as the Alaska Personal
Information Protection Act.
* Sec. 6. AS 45.50.471(b) is amended by adding a new paragraph to read:

(53) an infonnation collector, other than a governmental agency,
violating AS 45.48.010 -- 45.48.090 (breach of securityinvolvingpersonal
infonnation); in this paragraph,

(A) "governmental agency" has the meaning given in

AS 45.48.090;
(B) "information collector” has the meaning given in

AS 45.48.090.
* Sec. 7. The uncodified law of the State of Alaska is amended by adding a new section to

read:

INDIRECT COURT RULE AMENDMENTS, (a) AS 45.48.640, enacted by sec. 5 of
this Act, has the effect of changing Rule 60(b), Alaska Rules of Civil Procedure, by allowing
a court to vacate an order on its own motion and at any time and by establishing a specific

criterion for vacating the order under AS 45.48.640.

(b) AS 45.45.200(a), 45.48.480(b), 45.48.560, and 45.48.750(d), enacted by sec. 5 of

-29- CSIIB 65( )
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this Act, have the effect of changing Rule 82, Alaska Rules of Civil Procedure, by changing
the criteria for determining the amount of attorney fees to be awarded to a party in an action
under AS 45.48.200(a), 45.48.480(b), 45.48.560, or 45.48.750(d).

* Sec. 8. The uncodified law .of the State of Alaska is amended by adding a new section to
read: ,

TRANSITION: REGULATIONS. A state agency may proceed to adopt regulations
necessary to implement this Act. The regulations take effect under AS 44.62 (Administrative
Procedure Act), but not before the effective date of the law implemented by the regulation.

* See. 9. AS 45.48.470, enacted by sec. 5 of this Act, takes effect immediately under
AS 01.10.070(c).

* Sec. 10. Section 8 of this Act takes effect immediately under AS 01.10.070(c).

* Sec. 11. Except as provided by secs. 9 - 10 of this Act, this Act takes effect January 1,

20009.
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“An Act relating to breaches ofsecurity involving personal infonnation. credit
report and credit score securityfreezes, protection of social security numbers,
care ofrecords, disposal ofrecords, identify theft, credit cards, ami debit cards,
and to the jurisdiction ofthe office o fadministrative hearings; relating to the
disclosure ofpermanent fund dividend applicant records; amending Rules 60. and
S2 Alaska Rules of t ‘ivil Procedure: and providingfor an effective date. "

Title: Insert disclosure of permancni Inml dividend applicant records on line 5
alter administrate e hearings.

Section | AS 40.21.110 Care of records this sets out the ownership of public records
and how they are to be managed from creation to disposal.

Section 2 AS 43.23.017 relates to the confidentialit) of information on each permanent
fund dividend application.

Section 3 AS 43.23.017 allows disclosure of the non-conlldenlial applicant information
to a business that is licensed under AS 43.70.020.

Section 4 AS 44.64.030(a) adds a new paragraph (35) AS 45.48.080(e) which is part of
the new Chapter 4X Personal Information Protection Act.

Section 5 AS 45 is amended by adding a new chapter Personal Information Protection
Act. Ihis new chapter contains a total of seven (7) Articles with iiulis idual sections.



Article 1
Breach of Security Involving Personal Information

Sec. 45.48.010 Disclosure of breach of security
Describes what a covered person who owns or |uses| iiceuses personal information must

do in case of a breach of information.

This change makes it clear a covered person that owns or licenses information is
responsible for disclosure and notification in case of a breach. Covered is described
in Sec. 45.48.090 Definitions - to bring conformity to the meaning of ncr.son

throughout Article 1

Sec. 45.48.020 Allowable delay in notification
Describes reasons for delaying notification ofa breach of information.

Sec. 45.48.030 Methods of notice
Describes the methods to be used to notify a person that there has been a breach of

information. Lists exceptions to the methods of notification relating to cost and number
of consumers to be notified.

Sec. 45.48.040 Notification of certain other agencies
Describes when it is necessary to notify other consumer reporting agencies about a
breach. There are exceptions to these requirements are also set out.

Sec. 45.48.050 Exception for employees and agents
Lists exceptions for acquisition of personal information by an employee or agent of an

information collector.

Sec. 45.48.000 Waivers
No waivers of these sections are allowed.

Sec. 45.48.070 Treatment of certain breaches
A breach of information by an information recipient must be reported to the information

distributor so they can comply with the notification requirements if the breach occurred
to an information system maintained by the information distributor.

See. 45.48.080 Violations
Sets out fines for violations of 45.48.(110-45.48.090 by a governmental agency that is an

information collector, and information collectors who are not governmental agencies.
Defines "governmental agency".

Sec. 45.48.090 Definitions
Defines the following terms:
(1 )breach of the security:
(2) ["information collector"!
is replaced with: ""covered iutsoh' means a
(At person doing business;
(I1) a governmental agency: or
(( )a person witli more than 10 employ i ts
| itis new subsection (2) describes "covered person” and replaces information

collector throughout Article I



(3) "governmental agency” means a state or local governmental agency, except for
an agency of the judicial branch.

New definition because “governmental agency” is included in “covered person” it
needs to be defined.

(4) “infonnation collector” means a covered person who owns or licenses personal
information in any form if the personal information includes personal information on a

state resident.
Changes in definition of “information collector” include “covered person” which is

described in (2) above.

New subsection:

(7) “personal information”
Page 7. Line 23: Delete [address, or telephone number| after individuals name.

Address and telephone number are deleted because this information is readily
available in public records.

Page 7, Line 31 to

Page 8. Lines 1- 7 Add (iii) except as provided in (i\)of this subparagraph, the
individual's account number, credit card number, or debit card number:

(iv) ifan account can onlv be accessed with a personal code, the number in (iii) of
this subparagraph and the personal code: in ibis sub-subparagraph, “personal
code” means a security code, an access code, a personal identification number, or a
passwork;

(v) passwords. personal identification numbers, or other access codes lor financial
accounts.

These changes were made to make it clear what information and combinations of
information is considered personal information. |he combination of numbers,
codes, curds, etc. if breached would be cause for notification to an indiv idual.
Adding in access codes and PIN numbers, tightened down the requirement on
information breach notification requirements.

Article 2.
Credit Report and Credit Score Security Freeze

Sec. 45.48.100 Security freeze authorized
Rights of consumers to prohibit release of their personal information.

Sec. 45.48.110 Placement of security freeze (a)( 1) by (certified | mail
Sets out procedures for a consumer to request a consumer credit reporting agency to

freeze their information.
Page 8, Line 15 Remove requirement that request Ibr free/e he made by certified

mail.

Sec. 45.48.120 Confirmation of security freeze
Describes the responsibility of the consumer credit reporting agency to notify the

consumer when a security freeze has been placed.



Sec. 45.48.130 Access and actions during security freeze

Describes how a consumer can allow access to their information by a third party when a
security freeze is in place; timeframe for the consumer credit reporting agency to
respond, how an insurer is to treat a consumer’s application if a security freeze prevents
access to the consumer’s information, and what changes are allowed when a security
freeze is in place, and notification requirements. Defines “official information” and
“technical change”.

Page 9. Line 27, 28 (d) [immediately! 15 minutes;

Change from immediately to 15 minutes was a more reasonable response time.

Sec. 45.48.140 Removal of security freeze

Sets out procedure for removing a security freeze, how the request for the freeze is to be
made, how the consumer credit reporting agency shall respond, and what identifiers are
necessary to remove the freeze.

Page 11. Line 22 (b) |immediately! to within three davs.

Change from immediately to within three days was a more reasonable response

time.

Sec. 45.48.150 Prohibition
Sets out guidelines for reporting to third parties when a security freeze is in place.

Sec. 45.48.160 Charges
Charges to a consumer regarding security freezes.

Sec. 45.48.170 Notice of rights
Additional notices to be given when a consumer is prov ided a summary of rights under

the Lair Credit Reporting Act (PC'RA). Caution is given that a security freeze may
prohibit the timely approval of subsequent requests or transactions.

Page 13. |[rental housing, employment, an investment, a license, a digital signature!
Page 14. Line 17 Internet credit card |lransaelion| application, an extension of credit at
point ofsale, and other items and services.

Specific items were deleted because they are exceptions to a security freeze in other
sections. Application was substituted lor transaction for clarification that a freeze
does not stop a person from making purchases wilh their card.

I his section also advises the indiv idual that there may be charges for lifting a freeze after
the person has used their I\ o free lifts.

Page 14- Lines9 11 |( ndcr some circumstances! M'tcr the first two mincsts in a
vear the consumer credit reporting agency may charge you $2 to temporarily lilt the
freeze, this change lets an individual know that the ( U\ may charge *2 to lilt a
freeze after the 2 free lilts. Deleted "I ndcr some circumstances to remove
ambiguity of wlieu the charges might be applied, but givcs the ( U\ some latitude as
to whether or not they want to charge for additional lilts.

See. 45.48.180 Notification after violation

Describes the notice required ifa consumer credit reporting agency violates a security
freeze. The timeframe to report the violation is within live business days after;

Page 14. Line 28 insert discovering the release.

Inserted the word discovering for clarification that a violation may have occurred
but until it is discovered lie ( UA call not be expected to give notice.



Sec. 45.48.190 Resellers
Requires that a consumer credit reporting agency acting as a reseller honor a security

freeze that is placed by another consumer reporting agency.

Sec. 45.48.200 Violations and penalties
Describes the rights ofa consumer who suffers damages as a result of a breach of their

personal information.
Page 15, Lines 7-10 |actual damages, including loss of wages, and when applicable,
damages for pain and sul’fcring;| mav recov er actual economic damages. court costs

allowed In the rules of court, and full reasonable attorney fees.
These changes reflect the penalties allowed throughout the Act. The individual has
the right to recover actual economic damages, court costs and attorney fees.

Sec. 45.48.210 Exemptions
Lists exemptions to the use ofcredit information when a security freeze is in place. The

exceptions in

Page 16. Line 26 A ' 1 * | 'r to a person |who aels| when acting only as a reseller
ofconsumer information.

A person may wear many “information'' hats. This change makes it clear that
exemptions do not apply when a person is acting as a reseller, which is narrower

than who acts.

Sec. 45.48.290 Definitions
Defines the following terms: account review; consumer; consumer credit reporting

agency; reseller of consumer information: security freeze: third party.

Article 3.
Protection of Social Security Number

Sec. 45.48.400 Use of social security number
Sets out guidelines for handling a person's social security number.

Sec. 45.48.410 Request and collection
Sets out prohibitions and exemptions for requesting or collecting an individual s social

security number.

(b)( 1) if the person is expressly authorized In local, state, or federal law. including a
regulation adopted under AS 45.48.470. to demand proofof the individual's social
Security number, to

Page 18. Line 26 mutest or collect the individual's social security number

(5) if the request or collection is for a background check on the individual, law
enforcement

Page 19.1linc 12 or oilier »ovet nment purposes or the individual's

(6)if the

Page 19. Line 14 |disclosurc| mutest nr collection does not have independent economic
value.

I he changes shown above protect those individuals required to collect a social
scctirilv itumbev. Disclosure is deleted as this section is not dealing with disclosure

of SSN,



Sec. 45.48.420 Sale, lease, loan, trade, or rental

Prohibitions and exemptions regarding third party use of social security numbers.

Page 19, Lines 27 - 29 (e) Nofliint! in this section prevents a business from
tmnsfemnt; social security numbers to another person if the transfer is part of the
sale or other transfer of the business to the oilier person.

This new subsection allows the sale or transfer of a business that ow ns or possesses

soeial security numbers.

See. 45.48.430 Disclosure
Prohibitions and exemptions regarding disclosure of social security numbers to third

parties.
(b)(5) the disclosure is fora background check on the individual, law enforcement

Page 20. Line 21 or otlu-r nos eminent purposes or the individual's employment,

including employment "enellts.
Or other government is included for consistency with See. 45.4S.410 and lor

protection when performing duties that include disclosure.

Sec. 45.48.440 Interagency disclosure
Describes when and to whom disclosure is authorized.

See. 45.48.450 Lxcepiion for employees, agents. & independent contractors
Describes when and to whom disclosure is authorized.

See. 45.48.460 Lmploy ment-related exception
Describes when use of a social security number should not be restricted.

See. 45.48.470 Agency regulations
Procedures for adopting regulations necessary for a state agency to earn out their duties

and responsibilities.

Sec. 45.48.480 Penalties
Rights of the state and individuals against persons that knowingly \ iolate these sections

and what damages and attorney fees may be recovered, Il-or consistence with other
sections that deal with penalties insert
Page 22. | ine 4 economic after actual.

Article 4.
Disposal of Records

See. 45.48.500 Disposal of records
Ihis sets out the measures to he lollowcd when disposing of records which contain

personal information.

See. 45.48.5lo0 Measures to protect access.
Describes the measures that may he taken to comply with Sec. 45.48.500 tabme).

See. 45.48.520 Due diligence
| ists procedures that ifperlbimed show due diligence.



See. 45.48.530 Policy and procedures
A business or governmental agency shall adopt written policies and procedures relating to

records disposal.

See. 45.48.540 Exemptions
Compliance to these sections is not required ifa government agency or business is
required by federal law to act in another way. or the business is subject to and in

compliance with GLI3A. or ECRA.

Sec. 45.48.550 Civil penalty
Liability to the state by an individual, business, or governmental agency for violations of

these sections.

Sec. 45.48.560 Court action
Page 24. Lines 1- 4 actual economic damages court costs allowed by the rules of court,

and full reasonable attorney fees.
These changes are made to this section consistent with court actions and penalties

throughout the Act.

Sec. 45.48.590 Definitions
Defines the following terms: business: conducts business: possesses: dispose:

governmental agency: personal information: records.

(4) “personal information" means

Page 25. Line 2 (B)(i) name, (address, or telephone nutnher| and.

I his change will make the definition of “personal information’ consistent In
removing address and telephone number.

Article 5.
Factual Declaration of Innocence after Identify Theft.
Right to file Police Report Regarding ldentity Theft

See. 45.48.600 factual declaration of innocence after identity theft
Describes the conditions that should exist in order for an individual to petition the
superior court for a determination of innocence ofa crime involving the theft of their

identity.

Sec. 45.48.611) Basis for determination
Lists the type of information that may be made part of the record for the court to make a

determination of factual innocence.

Sec. 45.48.620 Criteria for determination: court order
Sets the criteria that the court may use to determine a \ ictim’s factual innocence.

Sec. 45.48.630 Orders regarding records
Describes what the court may order regarding the disposition of incorrect rccouls

regarding a \ictim of identity theft.

See. 45.48.640 Vacation of determination
States that a court order may be vacated if there has been a misrepresentation of the

material.



See. 45.48.650 Court form
Development ofa form to be used under 45.48.620

Sec. 45.48.660 Data base
This section allows the establishment and maintenance of a data base of victims of

identity theft, and who has authorization to the information.

Sec. 45.48.670 Toll-free telephone number
Establishes a toll-free number that accesses the information in the data base established in

45.48.660.

Sec. 45.48.680 Right to file police report regarding identity theft
Sets out rights of an individual to lile a police report if they suspect they are a victim of
identity theft, and the responsibility of a law enforcement agency to make the report even

if they do not have jurisdiction.

Sec. 45.48.690 Definitions
Defines the following terms: crime, department, identity theft, perpetrator, and victim.

Article 6.
Truncation of Card Information

See. 45.48.750 Iruncation of card information

Deseiibes limits on a business regarding the printing ol credit or debit card numbers and
the exceptions depending on whether the receipt is produced electronical Is or is
handwritten or imprinted. Sale of devices that print mere than the last four digits on a
consumer receipt for a credit or debit card transaction i; not allowed. Also sets out civil
action that an individual can take, and civ "enaltv to 'lie state. It also describes credit,
credit card, debit card, and knowingly.

Page 28. | ine | may recover actual economic damaucs. |or S5,0(10, which ever is

greater|
I lic.se changes keep the civii action damages consistent throughout the Vet

Article 7.
(icncral Provisions

Sec. 45.48.990 Definitions
Provides definitions of terms.

Sec. 45.48.995 Short litlc
Alaska Personal Information Protection Net.

Page 29.linc 17 deleted VS 45.4S.75U is amended In adding a new subsection (1.
I his subsection was included in \rliclv h Iruncation of ( ard Information Page

27. l.iocs 28*51), Milncctiuu (e>.



New Section 6
Page 29, Lines 17-24 AS 45511.471(1)) is amended In adding a new paragraph (53)

(A) and (I1).

Section 7 The uncodified law of the State of Alaska is amended by adding a new section
to read:

INDIRECT COURT RULE AMENDMENTS
(a) AS 45.48.640 changes Rule 60(b) Rules of Civil Procedure effecting AS 45.48.640.
(b) AS 45.48.640(b) changes Rule 82. Rules of Civil Procedure effecting

AS 45.48.480(b).

NEW SEC TION:
Section &- TRANSITION': RKt.I RATIONS. \ state agency max proceed to adopt

regulations necessary to implement this Act. The regulations lake cl'loct under AS
44.62 (Administrative Procedure Act), but not before the effective date of the law

implemented In the regulation.
Secti >n 9 AS 45.48.470 enacted by Sec. 5 of this Act: takes effect immediately under AS 01.10.070(c).
Section 10 Section 8 of this Act takes effect immediately under AS C1.10.070(c).

Section 11 Except as provided by sees. 9 10 of this Act. this Act lakes effect January 1. 2009.
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SPONSOR STATEMENT
CSHB 65 (JUD)

“7In Act relating to the disclosure ofpermanentfund dividend applicant records,
breaches o fsecurity involving personal infonnation, credit report and credit
score securityfreezes, protection ofsocial security numbers, care ofrecords,
disposal ofrecords, identify theft, credit cards, and debit cards, and to the
jurisdiction ofthe office ofadministrative hearings; amending Rides 60, and 82
Alaska Rules of Civil Procedures; andprovidingfor an effective date. "

In a time when infonnation of every personal type is transmitted and stored
electronically, it is necessary that those that have access to the use, storage, and
disposal of sensitive consumer infonnation be accountable and responsible.

This legislation deals with specific areas designed to secure a consumer’s private
infonnation and ensure affordable access tr heir credit information.

This bill establishes ownership of public records, defines what information on a
permanent fund dividend application is confidential and what can be disclosed to
certain businesses.

' his bill has 7 articles that deal with all ateas of personal information and the
rights and protections the consumer has and can expect from individuals that
handle their personal information.

These articles are:

(1) Breach of Security of Personal Information - requires disclosure of
breaches of security involving personal information.

(2) Credit Report and Credit Score Security Free/e allows consumers to
freeze and unfreeze access to their credit infonnation at their discretion,

(3) Protection of Social Security Number -by restricting sale and
distribution.

(4) Disposal of Records requires complete destruction of electronic and
paper records that contain personal infonnation.

(5) Right to File Police Report Regarding ldentity Theft - allowing a person
that falls victim to identify theft to make a factual declaration of innocence.



(6) Truncation of Card Information - setting up guidelines for use of card
numbers on receipts.
(7) General Provisions - provides definitions for terms within the chapter, and

cites the short title of this bill as the Alaska Personal Infonnation Protection
Act.
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REPRESENTATIVE JOHN COGIIILL

SECTIONAL
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‘VIn Act relating to the disclosure ofpermanentfund dividend applicant records,
breaches ofsecurity involving personal information, credit report and credit
score securityfreezes, protection ofsocial security numbers, care ofrecords,
disposal ofrecords, identify theft, credit cards, and debit cards, and to llw
jurisdiction ofthe office ofadministrative hearings; amending Rules 60, and 82
Alaska Rules of Civil Procedure: and providing for an effective date."

Section 1 AS 40.21.110 Care of records - this sets out the ownership of public records
and how they are to be managed from creation to disposal.

Section 2 AS 43.23.017 amends this section relating to the conlidenti ility of information
on each permanent fund dividend application. (Amendment No. 1)

Section 3 AS 45.23.017 adds a new subsection (b) to allow disclosure of the non-
conlldential applicant information to a business that is licensed under AS 43.70.020.
(Amendment No. 1)

Section 4 AS 44.64.030(a) adds a new paragraph (35) AS 45.48.080(c) which is part of
the new Chapter 48 Personal Information Protection Act.

Section 5 AS 45 is amended by adding a new chapter Personal Information Protection
Act. This new chapter contains a total of seven (7) Articles with individual sections.



Article L
Breach of Security Involving Personal Information

See. 45.48.010 Disclosure of breach of security
Describes what a person who owns or uses personal information must do in case of a

breach of information.

See. 45.48.020 Allowable delay in notification
Describes reasons for delaying notification of a breach of infonnation.

Sec. 45.48.030 Methods of notice
Describes the methods to be used to notify a person that there has been a breach ol
infonnation. Lists exceptions to the methods of notification relating to cost and number

of consumers to be notified.

Sec. 45.48.040 Notification of certain other agencies
Describes when it is necessary to notify other consumer reporting agencies about a
breach. There are exceptions to these requirements are also set out.

Sec. 45.48.050 Exception for employees and agents
Lists exceptions for acquisition of personal information by an employee or agent of an

infonnation collector.

Sec. 45.48.060 Waivers
No waivers of these sections are allowed.

Sec. 45.48.070 Treatment of certain breach ¢

A breach of information by an information recipient must be reported to the information
distributor so they can comply with the notification requirements if the breach occurred
to an information system maintained by the information distributor.

See. 45.48.080 Violations

Sets out fines for violations of 45.48.010-45.48.090 by a governmental agency that is an
infonnation collector, and information collectors who arc not governmental agencies.
Defines “governmental agency”

Sec. 45.48.090 Definitions
Defines the following terms: breach of the security; intori' ation collector; information

distributor; information recipient; and personal information.

Article 2.
Credit Report and Credit Score Security Freeze

See. 45.48.100 Security freeze authorized
Rights of consumers to prohibit release of their personal information.

Sec. 45.48.110 Placement of security freeze
Sets out procedures for a consumer to request a consumer credit reporting agency to

freeze their information.



Sec. 45.48.120 Confirmation of security freeze
Describes the responsibility of the consumer credit reporting agency to notify the
consumer when a security freeze has been placed.

Sec. 45.48.130 Access and actions during security freeze

Describes how a consumer can allow access to their information by a third party when a
security freeze is in place; how' an insurer is to treat a consumer’s application if a security
freeze prevents access to the consumer’s information, and what changes are allowed

Vv :en asecurity freeze is in place, and notification requirements. Defines “oflicial
information” and “technical change”.

Sec. 45.48.140 Removal of security freeze

Sets out procedure for removing a security freeze, how the request for the freeze is to be
made, how the consumer credit reporting agency shall respond, and what identifiers are
necessary to remove the freeze.

Sec. 45.48.150 Prohibition
Sets out guidelines for reporting to third parties when a security freeze is in place.

Sec. 45.48.160 Charges

Charges to a consumer regarding security freezes.

Page 12, line 4 (b) Insert: a consumer credit reporting agency may charge a consumer $10
for plaeinu a security freeze. (Amendment No. 2)

Sec. 45.48.170 Notice of rights
Additional notices to be given when a consumer is provided a summary of rights under

the Pair Credit Reporting Act (PCRA).
Page 12. line 24 Insert: for S10. Page 14, lines 1 ' iscrt: Under some circumstances, the

consumer '-redit reporting agenev may charge S3 temporarily lift the freeze.
(Amendments No. 2 & 3)

Sec. 45.48.180 Notification after violation
Describes the notice required if a consumer credit reporting agency violates a security

freeze.

Sec. 45.48.190 Resellers
Requires that a consumer credit reporting agency acting as a reseller honor a security
freeze that is placed by another consumer reporting agency.

Sec. 45.48.200 Violations and penalties
Describes the rights ofa consumer who suffers damages as a result of a breach of their

personal information.

See. 45.48.210 Exemptions
Lists exemptions to the use of credit information when a security freeze is in place.

Sec. 45.48.290 Definitions
Defines the following terms: account review; consumer; consumer credit reporting

agency; reseller of consumer information; security freeze; third party.

Delete: Consumer Credit Monitoring, Credit Accuracy (Amendment No. 4)



Article 3.
Protection of Social Security Number

Sec. 45.48.400 Use of social security number
Sets out guidelines for handling a person’s social security number.

Sec. 45.48.410 Request and collection

Sets out prohibitions and exemptions for requesting or collecting an individual’s social
security number.

Page 18, lines 21 - 26 Insert: new paragraph (2) new language to exempt a person
engaged in the business of government from being in violation of this section if they
request or collect a SSN. (Amendment No. 9)

Page 19, lines 6 - 8 Insert: new paragraph “(6) if the disclosure does not have
independent economic value, is incidental to a larger transaction, and is necessary to
verify the identity of the individual.” (Amendment No. 12)

Sec. 45.4S.420 Sale, lease, loan, trade, or rental

Prohibitions and exemptions regarding third party use of social security numbers.
Page 19, lines 19-20 Insert: new subsection (c) that makes it a Class A
misdemeanor to knowingly sell, lease, loan, trade, or rent an individuals SSN.

(Amendment No. 11)

Sec. 45.48.430 Disclosure

Prohibitions and exemptions regarding disclosure of social security numbers to third
parties.

Pages 19 & 20, lines 27 & Page _j. line 1 Insert: new paragraph (2) new language to
exempt a person engaged in the business of government from being in violation of this
section if they disclose a SSN. (Amendment No. 9)

Sec. 45.48.440 Interagency disclosure
Describes when and to whom disclosure is authorized.

Sec. 45.48.450 Exception for employees, agents, & independent contractors
Describes when and to whom disclosure is authorized.

See. 45.48.460 Employment-related exception
Describes when use of a social security number should not be restricted.

Sec. 45.48.470 Agency regulations
Procedures for adopting regulations necessary for a state agency to carry»at their duties

and responsibilities.

See. 45.48.480 Penalties
Rights of the state and individuals against persons that knowingly violate these sections

and what dam0”-; and attorney fees may be recovered.
Page 21, line 24 DUcto: $5,000; Insert: language to allow for full and reasonable attorney

fees. (Amendment Ilw and Amendment No. 8)



Article 4.
Disposal of Records

Sec. 45.48.500 Disposal of records
This sets out the measures to be followed when disposing of records which contain

personal information.

See. 45.48.510 Measures to protect access.
Describes the measures that may be taken to comply with Sec. 45.48.500 (above).

Sec. 45.48.520 Due diligence
Lists procedures that if performed show due diligence.

Sec. 45.48.530 Policy and procedures
A business or governmental agency shall adopt written policies and procedures relating to

records disposal.

Sec. 45.48.540 Exemptions

Compliance to these sections is not required if a government agency or business is
required by federal law to act in another way, or the business is subject to and in
compliance with GLBa, or FCRA.

Sec. 45.48.550 Civil penalty
Liability to the state by an individual, business, or governmental agency for violations of

these sections.

Sec. 45.45.560 Court action
An individual damaged by a violation of these sections may liie a civil action.

See. 45.48.590 Definitions

Defines the following terms: business; conducts business; possesses; dispose;
governmental agency; personal information, records.

Page 24. lines 16*24: Inserted new language to define “personal information”

(Amendment No. 5)

Article 5.
Factual Declaration of Innocence after Identify Theft,
Right to file Police Report Regarding Identity Tlu-II

Sec. 45.48.600 Factual declaration of innocence after identity theft
Describes the conditions that should exist in order for an individual to petition the
superior court for a determination of innocence of a crime involving the theft of their

identity.

Sec. 45.48.610 Basis for determination
| ists the type of information that may be made part of the record for the court to make a

determination of factual innocence.



Sec. 05.45.620 Criteria for determination; court order

Sets the criteria that die court may use to determine a victim’s factual innocence.
Page 25, line 7, Delete: by the victim (Conceptual Amendment No. 13)

Page 25, line IS changed shall to may, and lines Id to 27 Inserted: new subsection (a)
with new language for determining a victim’s innocence. (Amendment No. 6)

Sec. 45.48.630 Orders regarding records
Describes what the court may order regarding the disposition of incorrect records

regarding a victim of identity theft.
Page 26, line 3 Deleted: “deleted, sealed, or” (Amendment No. 6)

Sec. 45.48.640 Vacation of determination
States thata court order may be vacated if there has been a misrepresentation of the

material.
Page 26, line S Deleted: “fraudulent material: Inserted” “omission, or false information”.

AAmendment No. 6)

Sec. 45.48.650 Court form
Development of a form to be used under 45.48.620

Sec. 45.48.660 Data base
This section allows the establishment and maintenance of a data base of victims of
identity theft, and who has authorization to the information.

Sec. 45.48.670 Toll-free telephone number
Establishes a toll-free number that accesses the information in the data base established in

45.48.660.

Sec. 45.48.680 Right to file police report regarding identity theft

Sets out rights of an individual to file a police report if they suspect they are a victim of
identity theft, and the responsibility ofa law enforcement agency to make the report even
if they do not have jurisdiction.

See. 45.48.690 Delinilions
Defines the following terms: crime, department, identity theft, perpetrator, and victim.

Delete: Consumer Credit Header Information (Amendment No. 7)

Article 6.
Truncation of Card Information

See. 45.48,750 Truncation of card information

Describes limits on a business regarding the printing of credit or debit card numbers and
the exceptions depending on whether the receipt is produced electronically or is
handwritten or imprinted. Provides for an effective date of January 1,20009.



Article 7.
General Provisions

Sec. 45.48.990 Definitions
Provides definitions of terms.

Sec. 45.48.995 Short Title
Alaska Personal Infonnation Protection Act.

Section 6 AS 45.48.750 is amended by adding a new subsection (f).
Section 7 AS 45.50.471 (b) is amended by adding a new paragraph (52) (A) and (B).

Section S The uncodificd law of the State of Alaska is amended by adding a new section
to read:

INDIRECT COUR TRULE AMENDMENTS

(a) AS 45.48.640 changes Rule 60(b) Rules of Civil Procedure effecting AS 45.48.640.
(b) AS 45.4S.640(b) changes Rule 82, Rules of Civil Procedure effecting

AS 45.48.480(b). Page 28, line 7 Insert: new subsection (b) AS 45.48.480(b) added
language that changes Rule 82, Alaska Rules of Civil Procedure. (Amendment No. 8)

Section and establishing criterion for vacating the order under AS 45.48.640.Amcndment
No. 8 - Page 28, line 7 - Insert: new subsection (b) AS 45.48.480(b) added language that
changes Rule 82, Alaska Rules of Civil Procedure.

Section 9 AS 45.48.470 enacted by Sec. 3 takes effect immediately.

Section 10 AS 45.48.750(1) enacted by Sec 4 takes effect January 1, 2009.
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My nan|c is Lori Davey and | am the owner of Motznik Information Services. |am testifying in
favor HB 65. This bill finally defines what constitutes Personal Information and the legal
recourse for those who arc negligently careless or criminally intent on mis-using a person’s
information and rc-authorizcs the use of only PFD mailing addresses and year of birth for
legitimate business purposes. The mailing address and year of birth is not considered private

information alone as described by this bill.

As you may recall, we lost access to the PFD mailing addresses in 2005. The bill was
supposedly to stop stalkers from finding victims using the PFD mailing addresses and passed
very late in tlic session. It wasn’t understood by the legislators at the time that this would
eliminate access for the PFD mailing addresses for everyone but government agencies. After the
session, | received letters from several legislators apologizing for voting for this hill saying that
they didn’t realize they were turning off all access to Motznik and legitimate business purposes

when they voted for this bill.

When we lost this file, we lost the best source for a comprehensive file of all Alaskans. Title
companies do not have access to the best last known address to notify property owners prior to
foreclosure. It is now very difficult to differentiate criminals from non-criminals with common
names. Criminals do not necessarily vote, register their vehicles, purchase hunting and fishing
licenses, or own property.... But they do get the PFD check. Criminal records contain name and

date of birth.

The Pilgrim family moved to Alaska because the 15 PR) checks bought them their land outside
or Wrangell. The PFD program is easy free money and can attract unsavory folks to our state.
When this happeas they are very hard to track down. 1his is about accountability and ensuring

the average Alaska citizen maintains their personal rights in society.
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The Voter Registration file has recently been updated with the PFD file mailing addresses -
therefore becoming public for 80% of Alaskans. Tlic only people wc are protecting with the
cunrent law are the criminals who do not want to be found and fail to register to vote, register
their vehicles, purchase hunting and fishing licenses, or own property. The voter registration
file has both the mailing and residential addresses, but you can opt out of your residential address

being made public.

This PFD access language uses the DMV and the Do Not Call exemptions. This new limited
access version of the PFD file will be administered in much the same way as wc currently
manage the DMV file. By re-authorizing access for legitimate business purposes, you will
ensure that Alaskans arc not erroneously denied employment or credit due to a lack of

verification procedures.

Victims of identity theft or mistaken identity have little resources to differentiate themselves
from criminals or other individuals, it is normal practice for employers and creditor? to run a
background check on individuals. Tlic Criminal file has in. nes and date of birth. A series of
public files arc used to cross-reference and differentiate individuals with common names to
compare to the records in the Civil, Criminal, Bankruptcy, and Recorders Office files. The best

match is when you can corroborate u name and date of birth.

Rc-authorizing access to the PFD file in a limited format ensures records are properly matched to

the individual and only those with a "need to know" will have access.

The cost to provide the PFD information will be bom by the requestors.
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Testimony of Gall Hlllebrand in Support of HB 65
House Finance Committee

Thank you for the opportunity to support HB 65. | am Gail Hillebrand, Financial
Services Campaign Manager for Consumers Union. In the past three years, our
campaign has worked with state legislators, AARP chapters, and State Attorneys
General staffto develop and pass security freeze and other anti-fdentlty theft
protections. The three year process of seeking this legislation has improved HB 65 with
much of what has been learned in those other states.

Consumers Union urges you to enact this measure, and to resist changes that, while
appearing technical, could have the effect of undermining the operation of the hill.

Alaska ranks 31s among states in the Federal Trade Commission’s identity theft
statistics on a per capita basis, a rate twice as high as Vermont's. Nationwide, Identity
theft strikes 8.3 million U S. adults, plus uncounted children, every year. This translates

Into 15 new ID theft victims every minute.

HB 65 has at its heart three elements:
Prevention (through the security freeze)
Information (through the notice of breach)

Reduction of sensitive information (through the provisions on SSN use, collection
and sale, and the disposal rules.)

| caution that restrictions that might appear to be technical could In fact undermine the
measure by creating large new exemptions.

On the notice of breach, you've been asked by industry to be "consistent" with other
state laws. However, even if you want consistency, your policy choice would be
whether to select consistency with strong state laws or with weak ones. Consumers
Union recommends that Alaska follow the "no lo™ohcie," "no risk trigger” approach
which is already found in HB 65. These states use a no loophole, no risk trigger
approach - California, New York, Texas and lllinois. We ask you to refuse to water
down the notice of breach section and Instead to nejec? requests to excuse notice when
there has been a breach. Alaskans who receive the notice can decide for themselves
what stepu they wish to take in response. If the Legislature wore to add a nsk trigger or
risk loophole, Alaskans would never receive the notice, and so have no opportunity to

make this personal choice.

West Coast office

1535 Mlwlon Stieet

Sao Prar>clsco, CA 9410)
415 4)1.6747 U1
415.431.0906 fix
vwnv.toniumersunion.orj
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On the security freeze, HB 65 is consistent with the better state laws which have been
enacted since the California law was first enacted. On fees, the $10 plus two lifts
followed by a $2 lift fee is In the middle of fee structures of already enacted laws. For
example, Indiana consumers pay no fees, and Montanans pay no more than $3 per
step to place and lift. Consumers in New York and Colorado pay no fee for the first
placement, and some Jurisdictions set the fee at $5.

On the issue of the Social Security number, Consumers Union's polling data shows a
strong desire on the part of the public for restrictions. A summary of those poll results in
the form of our news release is attached. | caution against broad exemptions which
simply refer to federal statutes, such as the Fair Credit Reporting Act or the Gramm
Leach Bllley Act. Those federal statutes were crafted for much different purposes than
restricting the collection, use, or sale of SSNs. Further, those federal statutes apply to
highly regulated entities, so that there is other law whicn addresses some aspects of the
conduct -fthose entities. Exemptions that are tied to the purposes of those other
statutes, but not to specific identified uses and entities that are governed by those
statutes, would create large loopholes. In the area of SSNs collection, use and sale, it
would be all too easy for an apparently technical change to create a large exemption.

Consumers Union looks forward to working with the author and the Committee to
ensure that any amendments which are accepted are those which support the purpose
of the bill and which do not create loopholes that will undermine Its operation.



