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My name is Doris Bailey nnd Iam a memoor of tho Assembly of the City and Borough of Sitka. We had an
emergency meeting die evenlng_of February 14f to unanimously oppose the parcels that are proposed

within the City and Borough of Sitka to be transferred to the University, with the exception of that parcel on
Japonski Island where the University has its campus. We believe that parcel to be an appropriate transfer.

1.1 wou d like to consider each parcel that is in the C&B of Sitka. Aawe understand it, these parcels are

beir(ljg transferred with the idea that they are viable commercial proporty that is now or Wl be appropriate
for deve opment and therefore would be good to transfer to the UniverSity so that they can be sold for

funds to operate said institution.

The Gty and Borough already has a substantial amount of lands along our road system and In Sitka
Sound which are in trust land status. The University controls the 193 acres Soulh Benchlands and a <67
acre tract that Includes Thimblcberry and Heart Lakes. The Mental Health Trust owns parcels above
Sawmill Creek Road, half of Lisianski Peninsula and large numbers of islands in Sitka Sound, Therefore,
the community is already shouldering more than Its share of trust land selections. Inaddition, the
willingness of the University to accept local land use controls has not been clarified.

Biorka Island is 16 miles out in the Pacific Ocean from Silka. Itis at the head of Sitka Sound and directly
faces the ocean. There are no islands or other barriers outside of Biorka. My husband and I lived out there
for 3-1/2 years in the middle and lale 1970's so we are aware of Nature's forces which are available In all
their fury at Biorka Island. There are occasions year round when it is impossible to either got on or off this
island by either boat or air. Durl_nﬁ_ the winter these "times" can extend to a week or more. Development of
Biorka Island could result ina fishing lodge being placed adjacent to one of the most heavily used salmon
fishing areas (thore’s a major dmg on the north sSide of the Island) and there is concern that lodge clients
may put added pressure on this fishery. There 19 also the possibility that the development of a lodge on
Biorka Island could put substantial préssure on Goddard Hot Spnngs and the two email municipally owned
bath houses on that proporty. In addition, there are many aids to navigation located on that island which
are owned, operated and maintained by the Federal Aviation Administration. There are at least two radars,
a Tacan and other communications oquipment. Has the FAA been contacted regarding development on
the island? Iwould suspect they would have security concerns and would not welcomo development which
would bring people to wander about tho Island Investigating their facilities. You have said that the Native
allotment that Zunder dispute within the parcel designated would be released when that parcel is proved.
lam a bit amazed that the University is interested Inland on which there is such a specific encumbrance. |
do not think that the highest and best use for the proposed land on Biorka Island could possibly be

development of any kind.

Lisianski Peninsula is another case In point with regard to Native issues. The Dog Point Fish Camp
operated hy tho Littlefield family has used Dog Point for subsistence ar.d cultural teaching activities for
many years. They have children's camp, camps for adults with addictions and family camps wherein the
teach Tlingit cultural values and subsistence fishing and hunting and preservation of food. The propose
garcel complete*' surrounds the Littlefield parcel and will without doubt be impacted lo extinction should I

e developed. And, once aPam, as lunderstand it, development is the purpose of the transfer. As you are
aware Sitka Tribe is strongly opposing the transfer of this property to the University, no Is tho City and
Borough of Sitka. It la In protected waters and the highest and bost dovelopment tso would undoubtedly
be tourist use which, as Isaid, would strongly impact the Littlsfiold operation

Middle Island is an island which wus subdivided by the State of Alaska and a lottery hold some years ago
for parcels which now have many with homes and cabins located upon them The entire devotopable
beachfront of Middle Island Is targeted for residential and recreational usos. This beachfront on Middle
Island has already been selected or subdivided (the University would acquire two beachfront areas - one
on the west side that has sleep terrain nnd the back of the bay on the south side that runs totally dry at low
tido). The center of the island which consisls of a stoop rocky wooded mountain was not claimed for any
residential use at the time of the tottery booaui# of the topography. The only possible use that tho City and
Borough can fathom would bo logging, tegging would certainly impact those residential uses which exist
on the heach front as well aa destroy the view shed. In addition, the City and Borouoh_has claimed lor part
of their land the rest of the beach front proporty on Middle Island and has designated it for residential uses
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along with strict park/reserved uses because the primary herring apawn fishery is around Middle Island.
This was done because of the Tribe’s strong concerns about activity affecting the herring spawn In this
primary use area. The City has done Its part to set aside a major high habitat area on Middle Island for
public repreatlon and has et aside an area that has development potential but has petroglypha. The
selection of Middle Island and the potential for Iogﬂlng creates Incredli j uncertainty for private land
ownere, (he municipality and residents on the no half of Sitka that have homes that look over tne island.
This uncertainty may harm values of existing lots and lots the municipality plans on developing. Once
again, we strongly feel that this parcel should not be transferred to the University because its development

possibilities are in conflict with the other uses of the island.

The parogl at Baranof Warm Springs townsite is 9.5 acres. The proposed University selection i6 267
acres. It js up the bluff from the town site and on the o?posne side of the spectacular falls which draws so
many People to visit This open_ meadowy area Is mostly wetlands and Is the watershed for the town site
ae Well as the possible connection to the' warm springs for which it gets its name. Any kind of development
In this area Is going to be very iffy due to the need for permits from the Corps of Engineers for wetlands
permits, the danger of contamination of the water supply and tho possibility of destroYlng the thermal
conduits for the hot water that has been a drawing card for this settlement. The small bay already receives
a large amount of transient traffic during the summer and development of the UA land would total IX
overwhelm the small anchorage, State of Alaska dock, small boardwalk that serves the private coftages,

and the small fragile hot springs.

Having said all this and trying to show that development is not appropriate on the parcels selected, please
be assured that the Cityand Boro_u%h IS de_speratelé/ In need of [and for building residential units. Tho
University owns a largo parcel which the City and Borough has coveted for residential building use for
many years. Itis the only largo parcel of land close enough and with terrain that is suitable for building.
Getting utilities to thia parcel s estimated to cost more than 352,000 per lol which is the stumbling block
for development. Wa are diligently working with tho University to try to come up with somo way we can
save this land for residential use as we ore extremely concerned that it not be sold to some kind of
conservancy entity which would tie it up b "wilderness." If costs are so prohibitive close to the City and
tBo(;ougp, we bflleve that is another reason these prorv  j remote parcels are absolutely not conducive
0 devélopment.

To reiterate, the City and Borough of Sitka already ha9 a substantial amount of area in trust atatus. We
respectful(ljy and _urge_ntl%l request that you hear our plea and do not transfer these parcels to the University
who would find little in these parcels to allow them o get any Income from them.
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City and Borough ofSitka
100 Lincoln Street » Sitka, Alaska 99835
(907) 747-6020 markodap@ ptialaska,net

February 15, 2005

The Honorable Frank Murkowski
Governor of the State of Alaska
PO Box 110001

Third Floor, State Capitol
Juneati, Alaska 99801-0001

Dear Governor:

I
The City and Borough Assembly of Sitka met for a special meeting on February 14,2005 to
discus” the issue of University Land Transfers. Wc would like to take this opportunity to oppose

HB 130/SB 96 in their current form.

The properties for transfer are integral parts of the communities of Baranof Island, and this
action could have incalculable detrimental effects on these communities. We believe the City
and Borough of Sitka would be better served if these properties r.ro left intact so that the
Municipality would have better oversight as to their issues.

As this proposal has come as a surprise to us and gives us little or no opportunity to respond we
respectfully request that this process be slowed to a more appropriate pace. This would allow the
affected communities to hold public hearing and pass resolutions in response.

More sg)ecifically wc are opposed to the transfer of Middle and Biorka Islands, Lisianski Point,
Baranof Warm Springs, and Port Alexander. We are supportive of the University obtaining the
parcel of land that the Sitka Campus resides on. Further more, it is our hope that tho State
reconciles the land transfer proposals with existing approved State and local land management
plans. We arc also concerned with the possibility of incorrect maps, disputed Native allotments
within the proposals, and thr Impact on subsistence activities.

It is worth noting that there was no public testimony favoring these bills; and we do not support
them proceeding. Thank you for your consideration of our comments.

Sincerely,
vlarko Dapcevich
Mayor

Cc: Senator Bert Stedman
Representative Peggy Wilson

Providing for today-preparing for tomorrow
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Sponsor: Bailey/D. Dapcevich

CITY AND BOROUGH OF SITKA
RESOLUTION NO. 2005-06

ARESOLUTION OF THE CITY AND BOROUGH OF SITKA
IN OPPOSITION TO HB 130 AND SB 96 THAT TRANSFERS LAND
TO THE UNIVERSITY OF ALASKA

WHEREAS, the State of Alaska Department ofNatural Resources has nominated 260,000
acres throughout the state for transfer to the University of Alaska to generate

income for the university system; and

WHEREAS, the properties designated for transfer within the City and Borough of Sitka
(CBS) arc integral parts of the communities of Baianof Island and could
suffer incalculable detrimental effects from this transfer; and

WHEREAS, there is concern about the impact on proposed properties that are heavily
1 used for subsistence and recreation; and

WHEREAS, the possibility exists that there arc incorrect maps and disputed Native
allotments within the proposals; and

WHFREAS, there has been no time for public hearing or response on an issue that has
such far-reaching consequences;

THEREFORE, BE IT RESOLVED, that the Assembly of the City and Borough of Sitka
Alaska by this resolution do oppose House Bill 130 and Senate Bill 96 in their

current form; and

BE IT FURTHER RESOLVED that CBS respectfully requests that this process be
slowed to a more appropriate pace to allow affected communities to hold

public hearings and pass resolutions in response; and

BE IT FURTHER RES OLVED that CBS request that the State reconcile the land
transfer proposals with existing approved State and local land management

plans.

PASSED, APPROVED AND ADOPTED hy the Assembly of the City and Borough of
Sitka, Alaska on this 22nd day of February 2004.

IIIILML . -
u«o Dapcevich, Major

ATTEST,

rrr,

ColleenVe'lcTt, CMC
Municipal Clerk
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B2', PO Box MXY, McCarthy, Alaska 99588
907-554-4411 fax 907-554-4400
info@ WrangellMountainAir.com
www.WrangellMountainAir.com

Facsimile Transmission

May 2, 2005

To’ Senators, Dyson, Wilken and Hoffman
From: Kelly Bay

Pages: 2

Re: SB 96

Dear Senators,

Land near McCarthy proposed for transfer in the Governor's University Lands Bill is critical tu
our small community for resources such as firewood, house and saw logs, gravel for driveways
mid house foundation and is a popular Moose hunting area for locals. To remove this land from
DNR ownership leaves the community at the mercy of onerous regulation of the National Park
Service for local resources, Recently, members of the community have been denied permits to
cut standing dead spruce for saw logs even though the same trees could be cut if they were used
for firewood. Permits for gravel (which is available in abundance) have also been routinely
denied, none having ever been granted. 'Ificsc are but two examples ofa long list of controversy

the community has had in this regard.

Lisa Murkowski's bill to match the 250,000 acres with a federal gnuit is contingent on giving
hack land in Wrangell-St. Llias (8800 acres already conveyed most of which is near McCarthy).
Although the llouse inserted a letter of intent to limit conveyance of University land to non-
profits or to be set aside in conservation trust (“The University may not convey the land to a not-
lbr-profii corporation or to an entity that intends to set the land aside in trust for conservation
purposes or non-cconomically productive uses.”) it really doesn't go far enough. A letter of intent
Is not enforceable and does not addresr the larger question of access to resources for the

community.

Another issue Ihat isa problem is the development of lots in an area without any infrastructure to
support an ever increasing population. The state owned road to Kennicott from McCarthy

is currently maintained by local businesses Snow removal on the hist 30 miles of the McCarthy

Road is done with a grader that was acquired by the local Chamber of Commerce and funded by
the community. Road maintenance on tlw State owned May Creek road, dial is the main access
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to the University subdivision already sold, is becoming a problem. Currently there is no bridge
over McCarthy Creek so damage to the road so far-has been kept to a minimum. With ever
increasing traffic these and other issues will have to be addressed. W ill it be the community that
bear the burden of road maintenance, solid waste management, schools and other infrastructure
issues? If this land is conveyed it should Irave attached a planning process so that these problems
aren't dumped on the community.

While the idea o f funding the University is a good one, | don't think it is a good idea in this
case. The 12,500 acres proposed for transfer should be withdrawn from the bill. The problems
associated with development of this parcel certainly outweighs the advantages the University
will realize. Further more the University already has 8800 acres her in different stages of
development. Doesn't seem fair to leave some DNR land available to the public for all of the

reasons mentioned above?
Respectfully,

Kelly Bay

Wrangell Mountain Air
McCarthy, Alaska

800-478-1160

info@ Wrangell M ountainAir, com
www WrangellMoiintaiiiAir.com



Sealaska Heritage Institute

One Sealaska Plaza, Suite 301 « Juneau - Alaska  99801-1249 « (907) 463-4844
www.scalaskahcrilage.urg « www.alusknnntivcurtisls.com « Fax (907) 586-9293

2 May 2006

Finance Subcommittee
Re: Hearing on SB 96

We are writing to request that special actions be taken in regards to the SB 96 Lands Blll,
and more specifically, regarding the property commonly called 'Sumdum’* and the effects that this
bill could have on this important archaeological site.

Sealaska Corporation identified this area, and this 5 acre site in particular as one of the
key Tlingit Historic Sites in the 1970's in accordance with ANCSA, and although it is not one of the
sites that has been conveyed to the Corporation, it is of no less importance to the Tlingit of
Southeast Alaska. Itis a historic site known as 'Powers Creek Village’ [Sealaska Historic Site
#529] which has a rich history as a permanent village site with large community houses, house
posts, totem poles, and burials. It is of specific importance to the S'awdaan Kwaan people, as
these are their traditional lands.

We therefore officially request the following:
1) That this 5 acre parcel, currently owned by the State DNR, be made explicitly exempt

from this lands hills legislation, SB 96,
2) That the descendants of the S'awdaan Kwaan be specifically solicited for comment
about the handling of this specific 5 acre site.

Finally, in an attempt to address the overall issue of deleterious impacts on archaeological
sites in the state of Alaska, we request an addition to this Lands Bill where it is explicitly stated that
both the Native American Graves Protection and Repatriation Act [NAGPRA] and Alaska Statute
41.35 apply to all such properties, no matter who manages the land.

Sincerely,

lic iC
Rosita Worl, Ph.D.

Director, Sealaska Corporation
President, Sealaska Heritage Institute

Cc: Senator Albert Kookesh
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Dear Senators Wilken, Dyson and Hoffman,

Before 1launch into my campaign against HB 130/SB96 | wish to thank the co-chairs of
the Finance Committee for forming a sub-committee to further scrutinize this highly
controversial piece of legislation. Thank-you for hearing the overwhelming cacophony

of protest sustained against this malignant, shortsighted bill.

I am opposed to HB130/SB96 for several reasons, and 1request that you enter my
comments and testimony into the records.

My first objection to the governor’s university land grant proposal is the sneaky way in
which he attempted to purloin 260,000 acres o f public land from under our noses without
offering proper notification or due public process to the municipalities which will be
greatly affected by the lands encompassed in this bill. Sources indicate that proceedings
between the DNR and the University to select these parcels of land occurred over a two-
year period in virtual secrecy, behind the backs ofscores of communities and individuals
who stand to be grossly undermined, possibly stripped of their daily subsistence

territories.

Secondly, as a Sitka resident and winter caretaker of Warm Springs Bay, Tobject to most
of the 40,000 acres of Southeast land included in this proposed bill. In the original bill
there are ten parcels of land that have been designated by the Department o f Natural
Resources as “RU” or, “Public Recreation and Wildlife Habitat.” These lands have been
determined “RU” by the DNR after a lengthy, costly process using our tax dollars, and
should remain under the stewardship of DNR— once the University owns this land all
DNR designations become null and void. Any parcels of land designated “RU” should
never have been included in the bill.

The ten parcels of land designated “RU” include Whitney Island, Lynn Canal, Mite Cove,
Read Island, Sum Dum, Tenakee, Beecher Pass, Edna Bay, Thom Bay, and Warm
Springs Bay. In addition to the 267-acre pared in Warm Springs Bay being designated
“RU", wc also have awatershed issue, which would be directly threatened if any
development were to occur here on the land granted to the University.

The public outcry against this bill has been unanimously outraged and vehement. Not
one individual has spoken out in favor of HB130/SB96. This bill is deeply flawed. What
wc really need is for this stinker to be scrapped and sent back to the drawing board with
legitimate input from the citizens and municipalities that will fed the effects of the
university land grant the most. With an open process between the DNR, the University
and the corresponding municipalities, much of this fiasco could have been avoided!

Representatives Crawford and Croft both came up with creative and effective means of
choosing land with real potential to fund the University, and | think these avenues should
be pursued NOW, not “at some later time” after it’s too late to save the parcels of land in

question today.
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Please. There is no hurry to grant land to the University. The supposed reciprocal
federal land grant will not be affected by how much state land the University receives, as
some people seem to think (do you really think the senator’s federal bill will even pass?

Has it in the past?).

If the governor really wants to fund tire University, and this bill is not simply a veil for
the privatization of state lands, then it must be reined in and Representatives Eric Croft

and Harry Crawford's ideas should be acted upon seriously in the next session.
Thanks so much for listening, and hang in there for just another week or so!
Sincerely,

Jennifer Price

1802 B Alder Way

Sitka, AK 99835
(907) 747-7473
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May 1,2005

Senate Finance Committee
State Capitol, Room 532
Juneau, AK 99801-1182

Re: University Lands Bill (HB 130/SB 96)
Dear Senate Finance Committee Members:

W arc writing to usk you to vote "No" on the University Lands Bill (HB 130/SB 96). The
university needs and deserves adequate funding to fulfill its important mission. However, giving
it thousands and thousands of acres of multiple use public land is not the solution. The university
should be funded cither through the general fund or, after a vote of the people, the Permanent
Fund. Wc know lhat Alaskans don’t believe the Permanent Fund should be tapped for general
slate expenses; it is entirely possible, though, Ihal the public would support this very specific
dedication in order to create an institution of higher teaming that will readily attract students both
from Alaska and from around the country. Alaska will benefit in innumerable ways from a strong

slale university.

There are a number of problems with transferring multiple use public lands out of genera] public
ownership. These lands arc already used by Alaskans for a variety of purposes. For example, the
fish and wildlife they produce benefit subsistence, commercial and recreational users, both
Alaskans and our visitors. Privatizing or developing these lands will inevitably be detrimental to
both populations of fish and wildlife and to their habitat.

These lands are also used in other ways by individual outdoor recrcationists, as well as by the
visitor industry, one of Alaska’s most important industries.

The resources on these public lands are available, where appropriate, for logging, mining, oil and
gas development, and other economic purposes—but if the lands remain in general public
ownership Alaskans will be able to have a say regarding whether and how they arc developed.
Alaskan communities, especially rural ones, could easily be adversely affected by university land
sales to private individuals or by inappropriate development activities. When land is publicly
owned, local communities and private land owners have a forum to affect the outcome; examples
are coal bed methane development in the Matanuska Valley and the Pebble Beach mining
proposal in Southwest Alaska. Ifthese lands had been transferred to the university, the
opportunity forthe public to influence these projects would have been negligible.

Please support the university v :th the funds they need, not lands which might or might not
produce significant revenue but which are already highly valuable to thousands of Alaskans.

Sincerely,

ClifTEamecs Ruth McHenry
Kenny Lake, Alaska Kenny Lake, Alaska
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FISCAL NOTE

STATE OF ALASKA Fiscal Note Number: 1
2005 LEGISLATIVE SESSION Bill Version: HB 131

(-)) Publish Date: 3/21/05
Revision Date/Time (Note if correction): Dept. Affected: Corrections
Title "An act increasing the criminal classification of RDU Institutional Facilities
theft of an access device and of obtaining an access device..." Component Institution Director’s Office
Sponsor Representatives Stoltze, McGuire
Requester Judiciary, Finance Component No. 524

Expenditures/Revenues (Thousands of Dollars)
Note: Amounts do not include inflation unless otherwise noted below.

OPERATING EXPENDITURES FY 200C FY 2007 FY 2008 FY 2009 FY 2010 Fy 2011
Personal Services 0.0 0.0 0.0 0.0 0.0 0.0
Travel 0.0 0.0 0.0 0.0 0.0 0.0
Contractual 0.0 0.0 0.0 0.0 0.0 0.0
Supplies 0.0 0.0 0.0 0.0 0.0 0.0
Equipment 0.0 0.0 0.0 0.0 0.0 0.0
Land & Structures 0.0 0.0 0.0 0.0 0.0 0.0
Grants & Claims 0.0 0.0 0.0 0.0 0.0 0.0
Miscellaneous 0.0 0.0 0.0 0.0 0.0 0.0
TOTAL OPERATING 0.0 00 00 0.0 0.0 0.0
[CAPITAL EXPENDITURES 0.0 0.0 00 00 0.0 0.0
CHANGE IN REVENUES ( ) 0.0 0.0 0.0 0.0 0.0 0.0
FUND SOURCE (Thousands of Dollars)
1002 Federal Receipts 0.0 0.0 0.0 0.0 0.0 0.0
1003 GF Match 0.0 0.0 0.0 0.0 0.0 0.0
1004 GF 0.0 0.0 0.0 0.0 0.0 00
1005 GF/Program Receipts 0.0 0.0 0.0 0.0 0.0 t.o
1037 GF/Mental Health 0.0 0.0 0.0 0.0 0.0 0.0
Other (Specify Type-Do r.ot abbreviate) 0.0 0.0 0.0 0.0 0.0 0.0
TOTAL 0.0 0.0 00 0.0 00 0.0
Estimate of any current year (FY2005) cost: 0.0__
Mark this box (X) if funding for this bill is included in the Governor’s FY 2000 budget proposal:
POSITIONS
Full-time 0 0 0 0 0 0
Part-time 0 0 0 0 0 0
Temporary 0 0 0 0 0 0

ANALYSIS:  (Attach a separata page if twee:,say)

Due to the estimated small number of successful prosecutions Ihat may occur as a result of the changes
contained iri the legislation, the department does not anticipate a significant fiscal impact to the Department

of Corrections.

Phone 4L5-4G41

Prepared by:  Shnrlecn Griflm, /icting Director
Date/Time 2/25/05 10:26 AM

Division Administrative Services
Approved by: Portia C.K. Parker, Deputy Commissioner Date ?'2b/2005
Agency Department ol Correclions
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FISCAL NOTE

STATE OF ALASKA Fiscal Note Number: 2

2005 LEGISLATIVE SESSION Bill Version: HB 131
(H) Publish Pate: 3/21/05

Revision Date/Time (Note if correction): Dept. Affected] LAW

Title "An Act increasing the criminal classification RDU CRIMINAL

of theft of an access device and of obtaining an access... Component CDCO

Sponsor Representative Slolze

Requester House Judiciary Component No. -

Expenditures/Revenues (Thousands of Dollars)

Note: Amounts do not induce ition unless otherwise noted below.

OPERATING EXPENDITURES FY 200G FY 2007 FY 2008 FY 2009 FY 2010 FY 2011

Personal Services

Travel

Contractual

Supplies

Equipment

Land & Structures
Grants & Claims

Miscellaneous
TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0

CAPITAL EXPENDITURES

ICHANGE IN REVENUES ( )

FUND SOURCE (Thousands of Dollars)

1002 Federal Receipts

1003 GF Match

1004 GF

1005 GF/Program Receipts

1037 GF/Mcntal Health

Other (Specify Type-Do not abbreviate)

TOTAL 00 00 0.0 0.0 0.0 0.0
Estimate of any current year (FY2005) cost: 0.0
Mark this box (X) if funding for this bill is included in the Governor's FY 200G budget proposal:
POSITIONS
Full-time
Part-time
Temporary

ANALYSIS:  (Attach a separata page if necessary)
This bill amends sections of AS 11.46, and would protect citizens, businessess, and financial institutions by

increasing the penalty for certain types of identity theft and fraud crimes. The bill would increase the
penalty from a class A misdemeanor to a class C felony for (1) theft of an access device, such as a credit
card or bank account number, (2) the crime of fraudulent use of an access device if the value of the
property or services obtained is $50 or more, and (3) the crime of obtaining an access device or
identification document by fraudulent means. The Department of Law does not anticipate a fiscal impact

from passage of this legislation.

Phone 465-5427

Prepared by:  Kathryn Daughhctce, Director
Date/Time 2/22/05 4 21 PM

Division Administrative Services

Approved by: K Dnughholee for Sr.olt Nnnlislrar.d. Acting Attorney General Date 2/22/2005

Agency Department of Law

(111, .1i MVOM own) Page l1of 1



FISCAL NOTE

STATE OF ALASKA Fiscal Note Number:
2005 LEGISLATIVE SESSION Bill Version: HB 131
(H) Publish Dale: 3/21/05

Revision Date/Time (Note if correction): Dept. Affected Public Safety
Title An Act increasing classification of thetl of an access 'RDU Alaska State Troopers

device £ obaining an access device or identification... Component AST Detachments
Sponsor Representatives Stoltze, McGuire
Requester Component No. 2325
Expenditures/Revenues (Thousands of Dollars)
Note: Amounts do not include inflation unless otherwise noted below.
OPERATING EXPENDITURE."; FY 2006 FY 2007 FY 2008 FY 2009 FY 2010 FY 2011
Personal Services
Travel
Contractual
Supplies
Equipment

Land & Structures
Grants & Claims

Miscellaneous

TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0

CAPITAL EXPENDITURES | |

ICHANGE IN REVENUES ( ) j i

FUND SOURCE (Thousands of Dollars)

1002 Federal Receipts

1003 GF Match

1004 GF

1005 GF/Program Receipts

1037 GF/Menta! He?'

Other (Specify Type Do not abbreviate)

TOTAL 0.0 0.0 0.0 0.0 0.0 0.0

Estimate of any current year (FY2005) cost: 0.0
Mark this box (X) if funding for this bill is included in the Governor's FY 200C budget proposal:

POSITIONS
Full-time
Part-time
Temporary

ANALYSIS:  (Attach a separate page it necessary)
This bill amends AS 11.46.130 and adds an "access device™ (defined in AS 11.81.900(b)(1)] to the crime of

theft in the second degree which will increase lhe criminal classification for theft of an "access device" fiom
a Class A Misdemeanor to a Class C Felony. The bill also increases the criminal classification for
fraudulent use of an access device in AS 11.46.285. It will increase the penalty lo a Class C Felony if the
theft of property or services obtained is $50 or more, but less than $25,000. The present value for a Class

C Felony is $500 or more, but less than $25,000.
No fiscal impact on the Department of Public Safety is anticipated.

Phone 907-465-3223
Dato/Timo 2/22/05 5:37 PM

Date 2/22/2005

Prepared by: Lieutenant Todd Sharp
Division Alaska State Troopers

Approved by: Commissioner William Tnndeske
Agency Department of Public Safety
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FISCAL NOTE

STATE OF ALASKA Fiscal Note Number:
2005 LEGISLATIVE SESSION Dill Version: HB 131

(H) Publish Date: 3/21/05
Revision Dale/Time (Note if correction): Dept. Affected: Administration
Title An act incrensina criminal class, for 'RDU Legal and Advocacy Services

access device crimes... Component Public Delender Agency

Sponsor Reps Stoltze. McGuire
Requester House Judiciary Component No, 1631

Expenditures/Revenues (Thousands of Dollars)

Note: Amounts do not include inflation unless otherwise noted below.
OPERATING EXPENDITURES FY 200G FY 2007

FY 2008 FY 2009 FY 2010 FY 2011

Personal Services ' ' °
Travel

Contractual

Supplies

Equipment

Land & Structures

Grants & Claims

Miscellaneous
TOTAL OPERATING

[CAPITAL expenditures'

CHANGE IN REVENUES (

FUND SOURCE (Thousands o! Dollars)

1002 Federal Receipls
1003 GF Match

1004 GF

1005 GF/Program Receipts
1037 GF/Mcntal Health

Other (Geccily Type-Do nr.t nbt.ii v ile)
TOTAL . . . . : :
Estimate of any current year (FY2005) cost: uo
Mark this box (X) if funding for this bill is included in the Governor's FY 200C budget proposal:
POSITIONS
Full-time
Part-time
lemporary
ANALYSIS: (Attachnm liiij.Vp.i iln'Crv. |,yJ

This bill seeks to amend several offenses related to access devices, like credit cards and bank account
numbers, and ID documents to raise the penalty from a misdemeanor to a felony for the theft of. fraudulent
use of, and for fraudulently obtaining an access device or ID document This increase in penalties vail
increase the workload of the Agency Il is for more costly lo defend a person charged with a felony than a
misdemeanor. Some of these offenses are currently prosecutable by municipalities as misdemeanors, and
if they become felonies, they will be prosecuted by the state resulting in more public defender
appointments Il is not possible to predict how many current PD-appointed cases will be affected or new
cases appointed, therefore an indeterminate fiscal note is submitted

Phone (0071334-4-* 1[i

Prepared by Linda K Wilson. Deputy tTmi tor
Datu/Trnm 2'22.05 0.54 AM

Division Public Defender Agency

D.iiu 2'?2."2005

Approved by. Michael Tibbies. Deputy Cnmmn.Mcmrr,
Agency Dep.utment nl Ailmuu’iti.itinn

b, (okb; \, 40V0| Page lof t
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House Bill 131

Access Device & I.D. Document Crimes
"An Act increasing the criminal classification of theft of an access device and of obtaining an
access device or identification documents by fiaudulcnt means; increasing the criminal

classificationfor certain cases offraudulent use ofan access device; and providing for an effective
n

Identity theft is on the increase* in Alaska and our country as a whole. The Federal
Trade Commission (IFTC) reported that identity theft was up 33 percent in 2(J03. The
State of Alaska ranks second in the number of complaints per 100,000 people.

These tvpes of theft average $500; however, this does not take into consideration the
countless hours a victim may spend tracking down and stopping the imposter, as
well as time and legal costs to repair credit ratings and fight collection efforts. These

changes would bring the penalties for such crimes closer in line with federal
criminal laws, which provide for as much as 15 \ears in prison for similar crimes.

Tiie provisions ot 1lb 131:

e Increase the penally from aclass A misdemeanor to a class C felony for:
1. Theft of an access device, such as a credit card or bank account

number.
2. lhe crime of fraudulent use of an access device if the value of the

propertv or services obtained is $50 or more.
3. lhecrime of obtaining an access device or identification document by

fraudulent means.

I ask for your consideration and support of 1111 131 to take a step towards
meaningful deterrence and punishment for such crimes, which can impact all

Alaskans.

nisiiuci s
limciisvoo!) enr nr. e<iina o; * i ki ri \ i uuvmw i.00i-
KMKIUVI It ItOAU « LA/VMOI NIMN « I'ALLMI K- 1 11 US CKI 1K



Frank 1i. Murkowski, Governor

Cohihiiicm !ontlhut //i/tiHi'M Section

DEPARTMENT OF LAW r.o ftoxnom
123 F " ST.. l)JJ\/IONI)C(|)URTHOUSE
. JUNEAU. ALASKA m il Q3D
OFFICE OF THE A'fTORNEY GENERAL RHONE  (007)1(3-3600
FAX (901)463-2330

March 1,2005
Sectional Analysis of HU 131 (ID Theft)
(Prepared by the Department ofLaw, March 1, 2005)

HB 131 would increase the criminal classification of theft of an access device, of
fraudulent use of an access device, and for fraudulently obtaining an access device or

identification document.

Section | classifies theft of an access device as theft in the second degree, a class C

felony.

Section 2 is a conforming amendment that deletes a statutory reference to the provision

repealed in sec. 5 of the bill.

Section 3 raises fraudulent use of an access device to a class (' felony from a class A
misdemeanor when the value of the property or services obtained is between S50 and
$25,000; it raises fraudulent use of an access device to a class A misdemeanor when the

value of property or sen ices obtained is less than $50.

Section 4 raises fraudulently obtaining an access device or identification document to a

class C felony from aclass A misdemeanor.

Section 5 repeals the statuton prov ision classifying th ft of an access device as theft in

the third degree.

Section 6 would make the bill applicable to offenses occurring on or after the effective

date.

Section 7 sets out an effective date of July 1. 2005.



Reasons to Support 1B 131 and the $50 limit
On Fraudulent Use of an Access Device (Credit Card, etc) as aC Felony

Fraudulent use of an access device is a crime that is very similar in terms of the

actor’s bad conduct to forgery of acheck. Forgery of acheck in any amount is

aclass C felony under AS 11.46.505.

There are at least two sets of victims in each case of fraudulent use of an -cess

the consumer victim, i.e., the person whose information was used, and
Costs to merchants

device:
the merchant or bank who loses services or merchandise.
or banks from these losses are eventually placed back on the consumer through

higher prices or fees.

The emotional and fiscal impact on consumer victims from fraudulent use of
an access device can be more severe than forgery or theft cases and can go on
for several years without the victim even being aware of the problem.

(Average time spent by victims to repair their identity and credit is 600 hours
and cost substantial amount of money). ldentity Theft: The Aftermath 2003,

Identity Theft Resource Center, Summer. 2003.

| he legislature has recognized other situations where certain types of property

or certain situations warrant class C felony liability regardless of the value of

property received.

- theft of a firearm or explosive, AS 11.46.130(a)(2)

- theft of any type of property in any value from the person of another,
AS 11.46.130(a)(3)

- theft of a fire extinguisher or supporting equipment, or other “vessel
safety or survival equipment” AS 11.46.130(a)(4)

An access device falls within a class of property Ihal deserves special attention
and protection regardless of the actual value of the property received. Class C

felony liability is justified.



CHAPTER 397 OF THE ACTS OF 1998 Page 10f2

(epter 397 aftte Acts ar1998

' 1 Mm "£ m-; T " ogiv-

j.t *v

any name or number that may be used, alone or in conjunction wjtlrj

"Personal identifying information”,
including any name, address, telephone”™

any other information, to assume the identity of an individual,
number, driver’s license'number, social security number, place of employment, employee identification™
number, mother’s maiden name, demand deposit account number/savmgs account number, crcdiTcard'™

number or computer password identification. T
|A ’ 1 . L
I'Pose", to falsely represent oneself, directly or indirectly, as another person or persons. i
L .o N Y Dol 1- me

Wvictim"”, any.person who has suffered financial loss or any entity.tliat provided money, credlt goods Tu
services or anything of value and lias suffered financial loss' as a direct result of the commission or i

attempted commission of a violation of this section. A'V.V
- [ ] . \

(b) Whoever, with intent to defraud, poses as another person without the express authorization of that;. |
person and uses such person's personal identifying information to obtain or to attempt to obtain money, *
credit, goods, services, anything of value, any identification card or other evidence ofsuch‘person’s

identity, or to harass another shall be guilty of identity fraud and shall be punished by a fine of not more -

than $5,000 or imprisonment in a house of correction for not mete than two and one-half; years, or by V.a
both such line and imprisonment.

o o

(c) Whoever, with intent to defrau.d, obtains personal fdentifying information abdut’anolhcr pcrsdms 7}
without the express authorization o f such person, with the intent to pose as such person or who obtains*
personal identifying information about a person without the express authorization ofsuch personin
order to assist another to pose as such person in order to obtain money, credit, goods, services, anything*
of value, any identification card or oilier evidence of such person’s identity, or to harass another shall be»
guilty of the crime ofidentity fraud and shall be'punished by a fine of hot more than $5,00?) or. -i?
imprisonment in a house of correction for not more than two arid one-halfyears, or by both such fine A
and'imprisonment; ,

o o -

o o

(d) A person found guilty of violating any provisfpns of.tiliss cction'shall, in addition to anymlhcrAj j'uu
punishment, be orclercd to make restitution for financial loss sustained by a victim as a result of such
violation. Financial loss may include any costs incurred by such victim in correcting the credit bistory of

Dllp:/Avwww.mass.gov/legis/laws/seslaw98/s1980397.htm /17/2005



CHAPTER 397 OF THE ACTS OF 199S Page 2 of 2

admmistrative proceeding to satisfy™
and attorney's feesr -

Approved December 3, 1998

Retuirp ol i
List of Laws passed in 1998 Session™
General Court home page2or:";'
Commonwealth of Massachusetts home page

lutp:/Avww. mass.gov/legis/laws/scslaw9S/sI9S0397.litm 3/17/2005



§21-1533.1.

Oklahoma Public Legal Research System
Sponsored by the

Oklahoma Attorney General's Office

using CNIDR Isearch-cgi 1.30.06 (File: 21-1533. J./itml)

[Previous] [Next]

§21-1533.1.

521-1533.1.

[t is unlawful for any person Co willfully and with fraudulent
obtain the name, address, social security number, date of birth, or
any other personal identifying information of another person, living
or dead, with intent to use, sell, or allow any other person
sell such personal identifying information to obtain or attempt to
obtain credit, goods, property, or service in the name of the other
person without the consent of that person. It is unlawful for any

person
person, living or dead, or any information relating to the personal
identity of another person, living or dead, to obtain or attempt to

obtain credit or anything of value. Any person convicted of violating

any provision of this section shall be guilty of identity theft.
ldentity theft is a felony offense.

JPrevious] [Next]

hllp://oklegal.onenti.ucl/oklcgal*cgi/il'etch?Oklalninia Slaiiillcs.00* 8N97151842981%

intent

to use or

to use with fraudulent intent the personal identity of another

Page 1of 1
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National and State Trends

Fraud & Identity Theft
January - December 2004

Federal Trade Commission

February 1, 2005

Source: Data from Consumer Sentinel and the Identity Theft Data Clearinghouse
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Report Subject Page No
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Sentinel Complaint Trends
Three-Year Trend for Sentinel ComMPlaiNtS...ccooiiii i e aaeas 4
Sentinel Top Complaint CategOrie S o e e 5
Sentinel Data ContribULOrS .. e 6
Fraud Complaint Trends.....c.ccecvveevennnn. 7
Internet-Related Fraud Complaint TrendS ... e aeeaees 8
Three-Year Trend for Identity Theft ReCOIrdS. ..o 9
Three-Year Trend for How ldentity Theft Victims’ Information Is Misused................. 10
Identity Theft Victim Age Data and Law Enforcement Contact...........ccevviiiiiiiinnnnnnss 11
Major Metropolitan Areas Ranking for Fraud Complaints........ccccoiiviiiiiiiiiiiic i 12
Major Metropolitan Areas Ranking for Identity Theft Complaints................cooolt. 13
1

Fraud Complaints and ldentity Theft Victims by State......ccocoviiiiiiiiiiiiiiiiiiccei e

Detailed State Trends (one page per slate and the District of Columbia)
Each detailed state report contains the following information:

Fraud Complaints

mTop Fraud Complaint Categories for Consumers
mAmount Paid Reported by Consumers

mTop Consumer City Locations for Fraud Complaints

Identity Theft Complaints
mComplaints by ldentity Theft Type
mTop ldentity Theft Victim City Locations

Appendices
Appendix A: Description of the Sentinel Network

Appendix 13 Description of the Sentinel Complaint Categories
Appendix C: Sentinel Top Complaint Categories Three-Year Trends
Appendix D: Other Sentinel Data Contributors
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Between January and December 2004, Consumer Sentinel, the
complaint database developed and maintained by the FTC,
received over 635,000 consumer fraud and identity theft
complaints. Consumers reported losses from fraud of more

than $547 million. The reports in this booklet analyze those

complaints.

Consumer Sentinel collects information about consumer fraud
and identity theft from the FTC and over 150 other
organizations and makes it available to law enforcement
partners across the nation and throughout the world for use in
their investigations. Launched in 1997, the Sentinel database
now includes over two million complaints. Some data
transfers from other organizations contain complaints from
previous months and have not yet been received.
Accordingly, the total number of complaints reflected in this
report may increase over the course of the next few months.
The addition ofcomplaints from other data contributors is also
reflected in the larger totals from previous years than were

reported in earlier FTC reports.

For more information about Consumer Sentinel, as well
as information about consumer fraud and identity theft,
visit the Consumer Sentinel public website at
www.consumcr.gov/scntincl. Ifyou represent a law
enforcement organization, call (202) 326-3196 or e-mail

scntinel@ ftc.gov for membership information.

Consumer Sentinel
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Commission

Department of
Defense

Commission
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Fn
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of Attorneys General

Canada's
I’honelmuets

as Fostal
Inspection Service

The Consumer Sentinel Network (For a detailed description see Appendix A)
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Federal Trade Commission
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Executive Summary

Federal Trade Commission (FTC) - 2004 National and State Trends in Fraud and Identity Theft

Consumer Sentinel now contains over 2 million fraud and identity theft complaints and is
accessible to more than 1,200 law enforcement agencies - including every state attorney general

in the U.S. and consumer protection agencies in 19 nations.

The FTC icceived over 635,000 Consumer Sentinel complaints during calendar year 2004 -
61% represented fraud and 39% were identity theft complaints.

Fraud

A total of 358,603 of the Consumer Sentinel complaints were fraud-related, internet Auctions

was the leading complaint category with 16% of the overall complaints, followed by Shop-at-
Hornc/Catalog Sales (S%), Internet Services and Computer Complaints (6%), Foreign Money
Offers (6%), Prizes/Sweepstakes and Lotteries (5%), Advance-Fcc Loans and Credit Protection
(3%), Business Opportunities and Work-at-Home Plans (2%), and Telephone Services (2%).

Consumers reported fraud losses of over S547 million; the median monetary loss was S259.

Internet-related complaints accounted for 53% of all reported fraud complaints, with monetary

losses of over $265 million and a median loss of $214.

Some 57% of fraud complaints where the company’s method of initial contact was reported
indicate internet solicitations - electronic mail 35% and web 22%. S0% of all fraud complaints

reported the method o f mitial contact. This is consistent with last year’s report.

The major metropolitan areas with the highest per capita rates of consumer fraud reported are the
Washington DC area; San Jose-Sunnyvalc-Santa Clara, CA, and Las Vegas-Paradise, \'V.

Identity Theft

Credit card fraud (25%) was the most common form of reported identity theft followed by phone
or utilities fraud (19%), bank fraud (1.$%), and employment fraud (13%). Other significant
categories of identity theft reported by victims were government documents/benefits fraud and

loan fraud.

The percentage of complaints about “Electronic Fund Transfer” related identity thelt more than

doubled between 2002 and 2004.

The major metropolitan areas with the highest per capita rates of reported identity theft are
Phoenix-Mcsa-Scotlsdale, AX; Riverside-San Bcrnardino-Ontario, CA; and Las Vegas-Paradise,

NV.



Consumer

Satirel Gorplants by Galadhar Yearl

700- Identity Theft Complaints 635,173
600- Fraud Complaints 542 378
39% 246,570
> 403,688 215,093
9 400-
161,896
" 300 40% 61% 388,603
327,285
200- 60% 241,792
100-
0--
CY 2002 CY 2003 CY 2004

'Percentages arc based on the total number of Sentinel complaints by calendar year.
These Figures exclude "Do Not Call" registry complaints.

Faod Gomplants byGllacharYear2 *
(Excluding Identity Theft)

388,603
t00
327,285 liitcriict-KcIntcd
Fraud Complaints
300 205,568
241,792
54% 176,720
3
3 20 | 46% 110,206
Other Fraud
Complaints
183,035
100- 46% 150,565
54% 131,586
0-1 1 1111
CY 2002 CY 2003 CY 2004

APercentages are ba .cd on the total number of Sentinel fraud complaints by calendar year.

Federal lunle Commntiun I'uge 4cf (6 ordfn/February / ItIOS



Satirel Topo Gorplaint Gategoriesl

January 1- December 31, 2004

Business Opps and
Work-at-Home Plans

2%
Advance-Fee Loans ]
Teleplxrne Services

2%

and Credit Protection
3%

Prizes/Sweepstakes
and Lotteries
5%

Foreign Money Offers
6%

Internet Services and

Computer Complaints

Shop-at-Homc/

Catalog Sales
8% Identity Lien

39%

Internet Auctions

16%

'‘Percentages are based on the total number of Sentinel complaints (635,173) received between January 1and
December 31,2004. |or Sentinel category descriptions and thrcc-ycar trends, see Appendices Mand

Federal Ttndr Comtnininn l'iine lonift CteuleJ Fel tuaty 1, .'i 0)



Sentarel Data Gotmibutorsl
January 1 - December 31, 2004

Canada'’s Other Organizations2
PhoneBusters (IDT & Fraud)
(Fraud) 204
4%
U.S. Postal
Inspection Service ) FTC- )
(Fraud) 877 I(IIDDTTI—)|EFT
o 32%
Internet Crint
Conplaint Center
(Fraud)
28%
FTC-
Web Complaints
FTC- FTC- (Fraud)
Web Complaints 877 ETC HELP" iy
(1DT) (Fraud)
% 11%

‘Percentages arc bused on the total number of Sentinel complaints (635,173) received between January | and
December 31,200*1. I‘he type of complaints provided i.y the organization is indicated in parentheses.

*Tor a list of other organizations contributing to Sentinel, see Appendix 1).

federal Trade Cammtnlon 1".ny ftor Created I'rliruaty 1, 200i
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Consumer i e Frtnnl Complaints

<

Total Number of Fraud Complaints & Amount Paid
January 1 - December 31, 2004

J88.603 296,525 76% $547,854,781"; S1,848 S259

y is e aniretotd nunioer of arenasworgrtdanmourt ped (22855). Faty-aecranasgotedan
pedofSl millionarnae

"Medanis tremdde nunter inast of nunties o lket Heif trenuntes have veluss thet aegedter thin trenedanard belf

hae\dusstint aeless Cladation of trernedan ddudkes aavgdaints with anaurt peid regaoted s O

Methods or Payment Reported by Consumers4

Fraud Complaints by Reported Amount Paid
January 1 - December 3], 2004

January | - December 3], 2004

S0 30% B
Sl -25 7% 30%
$26-50 7% -
S51 -75 4%

$76- 100 4% %
$101-250 12% B
$251-500 11% .
$501 - 1,000 8% =0
S1,001 -5,000 12% Brex
More than 55,000 4%

My Taplire We

wri.  Geplak Ok
Ai@ul Rﬁiﬂ.e Onier Tiurvinr

‘Rararteges arc kessd aribetta nunoerof aoisuiras worgorted trenathod
omnat (7,175 18/of cramas gt tisinonaian

’ achsdalitc tod nundoer of arsumas wo rgaotedanaunt
paEd(ZB55) Bof creumas gted thsinfamation

Company’s Method of Contacting Consumers* Fraud Complaints by Consumer Age6

January'1- DecemberJ/. 2004

"Percentages air based on the total number of f sod loii*Maiiiis vshere
company’s mcihoJnf tmliil contact was reported by lonsurnm (311,409)
K)Ye0f consumers ivj«smca this infoitrvition

/ fih tiil Truth* Cnmmliuun

Jiifir 70£06

January' | - December 31, 2004

M cieenUgei ate bated utt uietotal nunber of ftaud complaint* whcic
nmuners itputted then age (J.1.51J) H?. of cnmuncrv tcputtrd their age

Created T'ehruary I, JOOS



Total Number of Internet-Related Fraud Complaints & Amount Paid
January 1 - December 31, 2004

205,568 184,206 90% $265,337,866 ; $1,440 $214
‘Agraeis lessdantre toid nuntoerof coreunars worgaorted anaurt peid (1842, Rfteencreumasrgaotedan
anwrtpadof 9 nilliona nae

"Medianis tremdde runtoerinaset of nuntoars olket Helf trenuntoas lave velues tret are gester trentrenedan
adhaflae\diss et aeless Gladaiondf de nedenedunkss aotrilanswithanurnt peid qaoted s

Internet-Related Fraud Complaints Methods of Payment Reported by Consumers4
By Reported Amount Paid January 1 - December 31, 2004
January 1- December 31, 2004
ar 37%
Ife F uiil* * t. 17T g W
S0 24%
SI -25 8% 1
S26 - 50 8% pig
S51 -75 5% gy 1
S76-100 5%
$101-250 14% W
S251 - 500 11% 10V
S501- 1,000 9% g
S1,001 -5,000 12%

e % OV e
aMoie tlian $5,000 3% A:%-é'i ﬁﬁ%u G % '@/ Tdaljllr ?Tr%

"feuentages acbesdntre tte runtoer of arsumersworgaoted

anutpEd (142060 Wenf rareunas rgortedthisinfomatian
* Percentages arc based on die Uul number of consumer; *<reported the method
of payment (.11,077/  13%of consurmers reported thu information

Top Products/Services for
Internet-Related Fraud Complaints’
January | - December 31, 2004

Internet-Related Fraud Complaints by Consumer Age'l
lJanuaiy 1 mDecember 31, 2004

10 attil t "isder
2>
A0
1610
505V
WX0

70anJ Over

"I'eicenUges ate based il the lota! number uf Internet irlaled fraud
cuinpliinti(20)-5f) received between Januaiy | and Decermber 31, JOt. “I'ctcentages are baud on tle total number of Internebrttiled ftaud inmplaints where
cnruurnelt); Irunted thru age (1734031 = uf coiisiuncis trpmted thru age.
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TaAl iIcaaty ThreftRsoorcs
by GAlachrYear
246,570
250 -i
ltcqucsts for Information
215,093
Complaints
200 -
161,896
150 -
100
50
0

CY 2002 CY 2003 CY 2004

'Pcrceniai’es arc bused on the total number of identity thclt records by calendar year
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A IDDCTTTYTHWT

Data Clearinfhoutr  IWwr

How Victims’ Information is Misusedl

Calendar Years 2002 through 2004

Credit Card Fraud Loan Fraud
Percentage  Percentage  Percentage Percentage  Percentage  Percentage
New Accounts 24.4% Business / Personal /
Existing Account 12.2% Student Loan 2.7% 23% |
Unspecified 5.4% Auto Loan / Lease 2.1% 20% ~
Total 41% Real Estate Loan 0.9% 1.0% gj
Unspecified 0.5% 0.3% §
Phone or Utilities Fraud Total o% %@
Percentage ~ Percentage  Percentage
agamae Other Identity Theft
Wireless - New 10.6% 10.4% Percentage  Percentage  Percentage
Telephone - New 5.2% 5.6% IT S'}--CT-SO2>'F"CV20W'S*I<1
Utilities - New 3.0% 3.8% Other ~9.1% 11.6% «
Unauthorized Charges lllegal / Criminal 2.0% 2.1% 3
to Existing Accounts 0.7% 0.6% Internet / E-maii 1.4% 16% m
Unspecified 22% 0.8% Medical 1.7% i 8%
Total 20% 19% Apartment / House Rented 1.0% 0.9% Si
Insurance' — 0.3% jji
Bank Fraud*
Property Rental Fraud5 — 0.2%
Percentage  Percentage  Percentage Bankruptcy 0.4% 03% *9
Existing Accounts S.1% 83% |y |I Child Support - 0.2% 5
Electronic Fund Transfer 3.1% 4.8% Magazines’ — 0.1%
New Accounts 3.7% 3.8% Securities / Other Investments 0.2% °2% M
Unspecified 2.0% 0.5% Total 15% 19% '2?
Total 16% 17% 3
Emplovment-KdaUd Fraud Attempted ldentity Theft
Percentage  Percentage  Percentage Rroataer Raoatae Raoatae
anT5ilerCr'~*X.""al""IrrT
Employment Related f raud 9% 11% Attempted ldentity Theft 8% 8% *VT'itNij

Oovcriimcnt Documents or Benefits Fraud
Percentage Pcnenuge Percentage

w s88ffl3® ffim sim kzsBsm am n

Fraudulent Tax Return 1,9% 3.7% |
Driver's License Issued/ Forged 3.0% 2.3% r>
Government Benefits Applied/ Received oSs'H# 1.3%
Other Government Docs Isstico JurgcJ 0.3% 0.4%
Social Security Catd Issued 1 Furgtd 1.7% 0.4%
Unspecified 0.1% <0.1%
Total 7% 8%

Tciccjitaccv aie based on the total number of complaints in the Identity Ihclt Data i 'Icarinyjliousc for each calendar year
f V2002 161.h96; (T 2003 ®215,093, CV 2004 246,570 Note that percentages total to more than 100 m rach jrar because
some victims repeated experiencing inoie than nnchpcur identity thrft 22%inCV 2002, IV". in ("V 2<KD, and 19% m CY 200-1

*'Includes fraud involving checking and sac mgs account* and electronic firml transfers

Lllictl subtype added in CY 2003

rtirtii! Tm.It Cymmniniti Vugr 10066 OftWi/FrfoiMry / 11161
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Identity Theft Complaints by Victim Agel
Januaiy 1- December 31, 2004

30 n 29%

Under 18 18-29 30-39 40-49 50-59 60 and Over

#Percentages arc based on the total number of identity theft complaints whctc victims reported their age (234.263) “>5% of the
victims who contacted Ihe Federal Trade Commission directly reported their age.

Law Enforcement Contact2
January 1- December 31, 2004

61Tiof Victims
1% uf VY.ttms Notified u Ivl Sol Notify Any
Police Department and kyS Police ticpmimert

Did Not Indicate if a
Report Was Taken

8% o f Victims
Noatified Il
Police IVp.irtinent
and a Report
Was NOT |itken

30% of VkiItms
Notified a
Police Dvparunctit
and n Report
Was I-ikni

'I'crcenUccfarc haved <ndie loul number of idciilily ihcft coinplsinli ulierr victims mdnalnl whether they had rolilifil aprhce
department (2J9.94J) 'iN‘".of thr identity theft victims who iontided die I cderal Itadc Cuitimistiini diietlly remitted dm

information

h3fittl //atlrCrwimiiil(or Pligr 11 orfirt iruler! /Tt /o0



Major Metropolitan Areas for Fraud - Related Complaintsl

LOOO\I@U‘I,L(_,QNH

10
n
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
3/
38
39
40
41
42
43
44
45
46
47
48
49

Januaiy 1- December 31, 2004

Washington-Arlington-Alcxnndria, DC-VA-MD-WV MSA

San Josc-Sunnyvalc-Santa Clara, CA MSA
Las Vegas-Paradise, NV MSA
Columbus, OH MSA
Phoenix-Mcsa-Scottsdalc, AZ MSA
Austin-Round Rock, TX MSA
San Francisco-Oakland-Frcmont, CA MSA
Tampa-St. I'ctcrsburg-Clcarwater, FL MSA
Seatilc-Tacoma-Bcllcvuc, WA MSA
Sacramcnto-Ardcn-Arcadc-Roscvillc, CA MSA
San Diego-Carlsbad-San Marcos, CA MSA
Portlarul-Vancouver-Ucavcrton, OR-WA MSA
Dcnver-Aurora, CO MSA
Orlando, FL MSA
Indianapolis, IN MSA
Jacksonville, FL MSA
Dalla.vFort Wortli-Arlmgton. TX MSA
Virginia Bcach-Korfolk-N'cwport News, VA-NC MSA
Kansas Cily, MO-KS MSA
Ixis Angclcs-Long Flcach-Sama Ana, CA MSA
Oklahoma City, OK MSA
Mlami-Fort Laudcrdalc-Miarni Beach, FL MSA
Mdss-aukcc-Waukesha-West Allis, WL MSA
Pittsburgh, PA MSA
Rochester, NY MSA
Uultiinorc-Tuwson, MI) MSA
Richmond, VA MSA
Sl.Ijmis, MO-IL MSA
Mmncapnlis-St Paul-Bloomington, MN'-WI MSA
Atlanta-Sandy Spnngs-Manctu, GA MSA
RncrsiJc-Sanliemardino-Oniario. CA MSA
Charh tc-Gastoma-Concord, NC-SC MSA
Clevclarul-Klyrta-Mcntor, O il MSA
llartford-West Hartford-East Hartford, CT MSA
Philadclphn-Curixlcn-Wilmington, 1'A-NJ-Dli-MD MSA
Hoston-Camhridgc-Qumcy, MA-NH MSA
Nashville-Davidson-MurfrccsIKiio, TN .MSA
Chieagp-NaperviHc-Jolicl, IL-IN-WI MSA

New Volk-Northe m New Jersey-long Islam), NY-NJ PA MSA

Dctroir-vWarrcn Livonia, Ml MSA

liinmngham-I looser, AL MSA

Hutfalo'Niagara Falls, NY MSA
C'irkinruti-MiddleUiwn, OH-KY-IN MSA
Diuissille, KY-IN MSA
UiuKton-ItaytowTi-Sugarisnd, TX MSA

New Orlcam-Mcmnc-Kcrmcer, LA MSA

San Antonio, TX MSA

Providence-New Hcilfotd-Fall River, RI-MA MSA
Memphis, rN-MS-AR MSA

8,812
2,988
2,358
2,726
5,434
2,088
6,748
3,898
4,943
2,839
4394
2,987
3,331
2,427
2,150
1,503
6,803
2,066
2.401
15.963
1,386
6,287
1,877
3,039
1,297
3,167
1,345
3,270
3,589
5,110
3,876
1,559
2457
1,329
6,515
4,999
1,461
9,991
19.736
4,748
1,092
1.212
2,079
11319
4,750
1.313
1,672
1,516
1.088

Ranking is based on the number of fraud complaint* per 100,000 inliabitant* for each metropolitan area
Metropolitan Statistical Areas (MSA) with a population ol one million oi mine. Metropolitan area* presented here are those defined by the

(JIfice of Management and Budget (OMH) as of June 6,2003 (Imp //www census gcw/populaiioii/ccn2«K>/phc-129.tah03a (xIfj

Note Statistics lot C” 2003 included only MSAs with a population of two million or more

[iJthil Im,'r ( l'inriinirn

Page /7 iif tfi

183.7
1721
171.4
169.0
167.1
167.1
163.6
162.7
162 4
158.0
156.2
154.9
152.9
147.6
141.0
133,9
1318
1311
130 8
129.1
126 5
125 6
1251
125 0
1250
124 1
1226
121 2
1209
1203
119 1
1172
H62
1)5.7
114 6
1138
1114
109 8
107.7
106 6
103 8
103 6
103 5
|02 3
100.7
99 7
07.7
958
*03

lIns chart illustiatcs major

CinilrJ Fthtitarv /. 100}
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Major Metropolitan Areas for Identity Theft - Related Complaintsl
Januaiy 1- December 31, 2004

Rank Mciriipnlilun \rea

1

RPEBowovouoswn

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
of|
42
43
44
45
46
47
48
49

Pliocnix-Mcsa-Scottsdalc, A2 MSA
Rivcrside-San Bemardino-Ontario, CA MSA

ljs Vegas-Paradise, NV MSA

Dallas-Fort Worth-Arlingion, TX MSA
Houslon-Baytown-Sugar Land, TX MSA

Los Angeles-Long Bcach-Sanla Ana, CA MSA
Miami-Fort Laudcrdale-Miami Beach, FL MSA
San Antonio, TX MSA

San Francisco-Oakland-Frcmont, CA MSA

San Diego-Carlsbad-San Marcos, CA MSA
Atlanta-Sandy Springs-Marietta, GA MSA
Orlando. FL MSA
Sacramcnto-Aidcn-Arcade-Roseville, CA MSA
Denver-Aurora, CO MSA
Portland-Vancouvcr-Bcaverton, OR-WA MSA
Austin-Round Rock, TX MSA
Scattlc-Tacorna-Bcllcvue, WA MSA
Washington-Arhngton-Alcxandria, DC-VA-MD-WV MSA
Chicago-Napervillc-Joliet, IL-IN-WI MSA

New York-Northern New Jersey-Long Island, NY-N'J-I’A MSA
Charlottc-Gastoma-Concord, NC-SC MSA
Dctroit-Warrcn-Livonia, Ml MSA

Mcmyjihis, TN-MS-AR MSA

San Jotc-Sunnyvalc-Sanla Clara, CA MSA
Tampa-St Petctsburg-Clearwater, FL MSA
Kansas City, MO-KS MSA

Indianapolis, IN MSA

Jacksonville, FL MSA
Philadclphia-Camden-Wilmington, PA-NJ-DC-MD MSA
Baltmnrc-Towson, MD MSA
Clcvcland-Llyna-Mcntor, Oil MSA
Milwaukcc-Waukcsha-West Allis, WI MSA

St. Louis, MO-1I MSA

Culumbus, Ol LMSA

Oklahoma City, OK MSA

Richmond, VA MSA

New Orlcaus-Mctairie-Kcnncr, LA MSA

Virginia Bcach-Nurfblk-Ncwport News, VA N'C MSA
Rochester, NY MSA

Birmingham-Moovcr, AL MSA
Nashville-Davnlson-Murfrccsbnro, TN MSA
Boston-Cambridgc-Quincy, MA-N’i! MSA
1Juflulo-Niagara Falls, NY MSA

Hartford-Wesl Hartford last Hartford, CJ MSA
Louisville. KY-IN MSA

Cincinruli-Middlctown. OM-KY-IN MSA
Prosidcnce-New Ilrdfoid | all River, RJ-MA MSA
Pittsburgh, PA MSA

No. nf
\ lei Inis
5,924
5,421
2,253
7,524
6,563
17,078
6,577
2,201
5,284
3,569
5,191
1,926
2,102
2,517
2,222
1,417
3,291
5,142
9,746
18,988
1,322
4,406
1,147
1,645
2,210
1,687
1,375
960
4,782
2,142
1,754
1,182
2,(848
1,264
812
2.194
746
890
1.017
(.65
673
826
2.758
682
M
605
1.W4
791
1,211

Victims prr
100.000
Population
182.2
166.6
163.8
145.8
139.2
138 1
131.3
128.6
128.1
1268
122.2
117.1
117.0
1155
1153
1134
1081
107 2
107.1
103.6
99.4
99.0
95.2
9 8
92.2
91.9
90.2
855
84.1
839
S 7
78 8
759
747
74 1
739
680
6 o
645
64 1
640
630
628
58 3
558
521
519
500
49 8

‘Ranking is based »mthe number of identity theft victims per 100,000 inhabitants lor cacti metropolitan aica 11ns chart illustrates major
Metropolitan Statistical Areas (MSA) with a (sopulaiion of one million or more Metropolitan areas presented here are those defined hy the
()fllcc of Management and Budget (OMB) as of June 6, 2003 (http. www census p,os"populdtionkccn2000/phc-129/tab()3a jxIf).

Note Statistics for CV 2003 included only M SAs vsith a (reputation of two million or mure
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IDENTITY THHEFT VICTIMS BY STATE

fraud complaints by consumer state

January | - December 31, 2004

Complaints Victims
Per 100,000 Number of Per 100,000 Number of
Rank Consumer State Population Complaints Rank Victim State Population Victims
1 Arizona 180.5 10,366 1 Arizona 1425 8,186
2 Alaska 174.4 1,143 2 Nevada 125.7 2,935
3 Nevada 151.3 3,532 3 california 122.1 43,839
4 Washinglon 151.2 9,378 4  Texas 117.6 26,454
5 Hawaii 143.1 1,807 5 Colorado 95.8 4,409
6 Colorado 142.5 6,558 6 Florida 92.3 16,062
7  Virginia 134.4 10,023 7  New York 92.0 17,680
8  New Hampshire 133.4 1,734 8  Washington 91.1 5,654
9  Oregon 132.3 4,756 9  Oregon 87.8 3,156
10 Maryland 131.3 7,298 10  IHlinois 87.6 11,138
11 California 130.6 46,867 11 Georgia 84.3 7.440
12 Florida 128.0 22.263 12 New Mexico 834 1,588
13 Wyoming 127.9 648 13 Maryland 83.0 4,612
14  Delaware 126.6 1,051 14  Utah 76.6 1,831
15 New Mexico 124.3 2,365 15 New Jersey 75.1 6,530
16 Utah 122.5 2,927 16  Michigan 72.3 7,307
17 Wisconsin 120.6 6,643 17 Indiana 68.5 4,27-1
18 Pennsylvania 119.2 14,786 18  Missouri 67.9 3,905
19  Connecticut 119.0 4.170 19 Delaware 66.6 553
20 Montana 1188 1,101 20 Alaska 66.1 433
21 Illinois 1)6.1 14,766 21 North Carolina 65.8 5,623
22 Indiana 114 9 7,168 22 Virginia 63.6 4,742
23 Nebraska 114.6 2.002 23 Kansas 61.3 1,677
24 Ohio 114 0 13,066 24 Massachusetts 61.1 3,921
25 New Jersey 1140 9,917 25  Pennsylvania 61.0 7,563
26  Idaho 112 3 1,565 26 Ohio 60.7 6,956
27 Kansas 1.8 3,059 27  Connecticut 57.1 2,000
28  Missouri 111.2 6,398 2S  Minnesota 57.0 2.905
29 South Carolina 109.3 4,588 29 Oklahoma 56.0 1.973
30 Vermont 1093 679 30 Tennessee 55.0 3,246
31 Michigan 108.8 10,998 31  South Carolina 51.2 2.148
32 Massachusetts 108.7 6,976 32 Arkansas 508 1..197
33 New York 107.7 20.699 33  Hawaii 50.7 640
34  Minnesota 103 6 5,284 34  Rhode Island 506 547
35 Maine 102.1 1,345 35  Louisiana 49.9 2.254
36  West Virginia 101 1 1,835 36 Alabama 48.9 2,216
37 Rhode Island 100.8 1,089 37  Wisconsin 48.0 2.646
38 Oklahoma 977 3,444 38  Mississippi 46.5 1,130
39 North Cutolmu 97 1 8,291 39 Nebraska 45.1 788
40 Gcotgta 96 8 8.549 40 Idaho 43.1 ow)
41  Texas 953 21.435 41 Wyoming 42.2 214
42 Tennessee 91 6 5.406 42 New Hampshire 4's 543
43  Alabama 91.5 4,143 43 Kentucky 40.1 1,662
44 North Dakota 90.0 571 44 Montana 393 364
45 lowa 895 2,645 45  lowa 148 1.028
46  Kentucky 88.4 3,667 46  West Virginia 342 621
47  Soulh Dakotj 86.0 663 47  Vermont 335 208
48  Louisiana 80.3 3.625 48 Maine 322 424
49  Atkansas 75.7 2,085 49  North Dakota ?29ft 188
50  Mississippi 66.E 1.939 50 South Dakota 232 179

Nrtlc. 1'd 11X1,000 unit of population estimates air toscd on the 2f*04 Il S. Ccmui population iHnrailcs (faMe NSD LS12004 01 « Annual Iftmnain of ihe
Population for lhe 1JniU-d Slater atidSuiex.aud for I'oerlo Kuo April 1.2000 loJuly I, ;(M)4). Namhct* for the Diviner of Columbiaare luud |[,|%
complaint* and 216 1 complaint* pet 1LOUCOJpopulation, Identity iheft - 922\ictmn and 1066 *idim* per 100,000 population.

141566 ( rented February /, MO.I
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Anchorage Daily News

ldentity thieves may have hit Alaska
CHOICEPOINT: Information clearinghouse breach could have compromised privacy of

251.

By RICHARD RICHTMYER
Anchorage Daily News
(Published: February 24, 2005)

Identity thieves who scammed information clearinghouse ChoicePoint Inc. may have obtained the
personal information -- including names, addresses and Social Security numbers — of 251

Alaskans.

The security breach, which ChoicePoint has known about since last fall but made public only this
month, involves more than 145,000 consumers nationwide, the company said.

The scope of the fraud and the lapse in ChoicePoint’s security underscore how vulnerable
consumers are and highlight weaknesses in Alaska laws to protect against identity theft, said Steve
Cleary, executive director of the Alaska Public Interest Research Group.

State lawmakers are considering toughening identity-theft penalties. Cleary's group is urging them
to go even further to help Alaskans guard against being ripped off when their personal information

falls into the wrong hands.

ChoicePoint is sending letters to all the affected consumers, notifying them they may be at risk.
They should all be delivered within 10 days, said Chuck Jones, a spokesman for the Georgia-based

company.

The company will offer affected consumers free credit reports ana credit-monitoring service for a
year, and it is setting up a single point of contact where they can place security alerts on their
credit files maintained by all three major credit reporting companies: Experian, Trans-Union and

Equifax, Jones said.

Identity theft occurs when someone steals your personal Information, such as a Social Security
number and date of birth, and uses it to commit fraud.

There has been one confirmed case of identity theft resulting from the incident, and Jones said
investigators have determined that the suspects have tried to defraud at least 750 others. He
would not say where they live, referring specific questions about the investigation to ofucials at the
Los Angeles County Sheriff's Department, who did not return phone calls Wednesday.

ChoicePoint was formed in 1997 as a spm-cff of Equifax. It makes money by selling information in
its massive database of personal information to a wide range of businesses, including corporations
conducting pre-employment background checks and insurance companies assessing the risk of

potential clients.

The company discovered last fall that it had opened up portions of its database to scam artists in
the Los Angeles area who were posing as legitimate businesses. ChoicePoint alerted the county
sheriff's department, which began an investigation. It delayed notifying consumers at the request

littp:/Av\vw.udn.coni/mc>ney. \ mprintcr/stor>"'6206810p-fiu8077Ic litml 2/2-1/2005
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of authorities, who didn't want to jeopardize their investigation, Jones said.

News of the security breach broke last week as some 35,000 Californians began receiving
notification that their personal information might have been compromised. That is the only state
that requires such notification, according to the U.S. Public Interest Research Group.

The company began notifying the rest of the affected consumers after the attorneys general of
dozens of other states, including Alaska, jointly sent a letter to ChoicePoint's top lawyer demanding

that the company notify potential victims in their states as well.

Jones said the company initially notified Californians only because it thought the fraud had been
isolated to that state, not because of the state law requiring it to do so.

AKPIRG's Cleary didn't buy that argument. "It just doesn't seem plausible,” he said.

State lawmakers this session already are considering a bill that would make identity theft in Alaska
a felony rather than a misdemeanor offense.

AKPIRG is urging them to add two measures to that bill that would protect Alaskans against
identity theft if a security breach similar to the one that happened at ChoicePoint happens again,

Cleary said.

The group has submitted legislation, modeled on othei state laws, to members of the House
Judiciary Committee, which is working on the identity-theft bill.

It would require companies that keep personal information on file to notify consumers if it knows
their information is at risk of being compromised, similar to the requirement in California's law. It
also would allow consumers more control over who can access their credit reports, which the group
said is similar to laws in California, Louisiana, Texas and Vermont.

Staff members for Rep. Tom /'nderson, R-Anchorage and the bill’s sponsor, and Judiciary
Committee chairwoman Lesil McGuire, R-Arichorage, said they hadn't hod a chance to review
AKPIRG's proposal, which they received Wednesday morning, and couldn't comment on its merits.

Daily News reporter Richard P.ichtmyer can be reached at rrichtmvertaiadn.com or 257-4344.

Identity crisis?

If you think you might be a victim of Identity theft, the best way to check is to look at your credit

report.

e« A recent change in federal laws requires that each of the major credit reporting bureaus provide
free of charge one credit report per year to any consumer who asks for it. They're available at
www.arinualrreditreRort.com, or by phone, toll-free, at 1-877-322-S226.

e A quick review of your credit report will enable you to detect fraudulent credit-card accounts and
loans taken out by identity thieves. If you find something amiss on any one of the three reports,
contact the credit reporting bureau and place a security alert on your file. That will warn the
bureaus to look for fraudulent credit applications submitted in your name and require lenders to

contact you personally before extending any credit.

Dilp:/Av\v\v,adircom/money/v-printci7siory/it20t")KIOp-<")U8(»771c Isiml 2/24/2005
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e Here are the toll-free numbers of the major credit reporting bureaus to call if you suspect you're
an identity theft victim: Equifax: 1-800-525-6285 Experian: 1-888-397-3742 TransUnion: 1-800-

680-7289

The article "14 tips to avoid identity theft" is by reformed con artist Frank W. Abagnale, subject of
the movie "Catch Me If You Can."

This Federal Trade Commission page has more advice for consumers looking to avoid identity theft.

N - | I B
Print.Page | . Close Window

Copyright © 2006 Tho Anchorage Daily News (wwww.adn.com)
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FROM iR ItJfl AKPIRG FAX NO. :9072789300 Feb. 23 2005 12:28PM PI

Poat-It* Fox Note 7671

To: House Judiciary Members y-hiille W fe uif'g.
Howl

From: Steve Cleary, AKPIRG - 278-3661 Fot 7

RE:  Other means to protect Alaskan consumers from Ideutitv Theft in addition to
HB 131- ACCESS DEVICE & T.D. DOCUMENT CRIMES

Thank you for your effort to raise Identity Thcfl from a misdemeanor to a felony. This is indeed a
serious crime and it is unfortunately on the rise.

In the wake of the Choicepoint security breach, nearly 150.000 consumers across the nation and al
least 251 in Alaska have had sensitive, personul information stolen that could lead to their identity
being stolen. This lapse in security shows how vulnerable consumers arc and highlights the need for
the Alaska Legislature to take action to protect consumers here in Alaska Below are two simple
measures that will greatly protect Alaskan consumers from ldentity Theft when these types o f security

breaches occur in the future.

Security Freezes
To help prevent identity theft, individuals should be able to "freeze" or block access to their credit

reports and credit scores derived from them until they affirmatively unlock Uic files by contacting the
credit bureaus and providing a security code

This proposed act would provide consumers the right to prevent credit bureaus from releasing their
credit reports and credit scores for the purpose of issuing new extensions of credit, This would limit
the activity identity thieves could engage in on the consumer's accounts

Security Breaches
Any entity that collects and maintains personal customer information as part of business operations

has a legal obligation to establish security procedures to maintain the confidentiality and inrcgrity of
that data A necessary component of any security piocediue is a plan of notice and response in the
event that personal data is at risk of being compromised For consumers, notice of even a potential
breach is necessary to prevent or quickly remedy the problem if a financial institution's information

security systems fail

California is currently the only state that mandates notification of affected consumers liven though

Choicepoint has agreed to notify consumers in all states altci receiving picssuic from Attorneys
General across the nation, Alaskan consumers should know that next time they will be notified in a

timely mutter so that they can take appropriate action lo protect their identity

Titis model legislation below is excerpted from:

The CLEAN Credit and Identity Tmbpt Protection Act: Model State Lams
A raoir.cT or rur.vuix: 1Ybiic Interest Research Groups ano Consumers Union.
The Fin.r. RF.Fourcan he rot'sn at:
inwIL*wwjmru.c. tc/eovNiM ih/credit/m<u»>i.iptm
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Section 2: Security Freezel

Commentary

Identify thieves take advantage of the Tact that any business with a "permissible purpose™ can
access a consumer’s credit report for credit or insurance purposes. To help prevent identity
theft, individuals should he able to "freeze" or block access to their credit reports nnd credit
scores derived from them until they affirmatively unlock the files by contacting the credit

bureaus and providing a security' code.

This proposed act would provide consumers the right to prevent credit bureaus from releasing
their credit reports and credit scores for the purpose of issuing new extensions of credit. With
the security freeze activated, if an identity thief attempts to take out credit in a consumer’s
nnme, the creditor would not have access to the consumer’s credit report and consequently
would not approve the application. Security freezes, however, would not apply to any person or
entity with which consumers have existing accounts, nor to a limited number of other parlies

who may access the files for purposes not related to issuing credit.

The model law would allow consumers to give credit file access to selected users through the use
of a security code or a temporary exemption to the freeze. In addition, credit bureaus would be
required to notify consumers foliowiug new business requests (not from current creditors) for
their credit reports or scores in order to assist consumers in detecting illegitimate access as well

as attempted or actual fraud.

A security freeze should not be preempted by the federal Fair Credit Reporting Act. The

federal law docs require credit bureaus, upon the request of a consumer, (1) to put a fraud alert
into the consumer's file to warn potential users of the report that new credit should not be
extended without first verifying the identity of the credit applicant, and (2) in block the
reporting of any information in a consumer’s file (hat the consumer identifies as information
resulting from an identity theft.2 States are preempted from imposing requirements regarding
the conduct required by these specific provisions. These twn provisions, however, dn not
establish nny conduct with respect to freezing access to the entire report: as such states should

he free to enact this model law.

The security freeze under this model law applies to all consumers, and not only to people who
already have been victimized by identity theft. Given (lint reported identity theft complaints are
on the rise, and the cost from this conduct is between two and three billion dollars a year for

Ihc tight lo « ntvurily freeze should no! be eonlli-ed with trade line blocking or fraud alert liglitx The federal fair Credit
Reporting A ct provide* that a eontumcr, subject to certain procedures, am »ci to "block™ specific fraud-rcinlcd itctna (in trade
lines) from appearing in hi* or her credit report bul trade line blocking dewn not prevent the issuance of « report, it only
linnis ceruin £nurd*rclatcd inlorrnnUoo from also being i*»ucd Simllttriy, a Intud alert eltiichcd lo a report doc* not prevent
the report from being issued A fr*nd alert merely condition’ the issuance ol credit until certain identity verification
proccduroi are complied with (or (he iisuer faces liability}, but does not prevent the credit bureau fjom selling or shnnn* Hie
report Conversely, a security freeze grants my consumer eswhether or not a inspected or actual identity tlivtl victim- ‘he
right to piewut tlic credit bureau from issuing his nr her report for lho purpose ol issuing new credit It fire/jo .vrc*» lo ibu
report except lor circumstance* «uelt as review of emitting accounts and nrher limited purposes.

1 Hie security freerc will provide better pruicdion lof consumer* than the foderal fraud alert and trade line blocking
procedure. Under recently rcleasrd rnfea, the 1 edcral Ticdc Commission luu treated i contusing, burdensome process for
consumers to trigger ihis protection, Each credit bureau may establish different In/urrrvstiori nnd thieur* million to . 1y 1)l
fraud, and iliey may linpo.o waiting periods totaling uptn ihirty.five days before they have to begin the Mmkuiu Vv i ti nt
Rule,Related Idenlilv_Theft Definitions. 16 C KR pi, Otl.I.M.t 614 avsileblc at

Ip.p"W=dte, /). CIXWIQ/NI:Q I midelrtm naf
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credit card fraud alone, states have a strong cnsc to make that this statute is a necessary
preventative measure to protect consumers. Some states, however, may choose to limit the
security freeze provision to victims of identity theft. To that end, states may want to modify the.
proposed language, using the Texas and Vermont statutes as models.

The authors are disappointed that the credit bureaus have attempted lo make the
implementation 0f security freeze laws difficult, and the cost of freezing or unfreezing reports
prohibitively high. Modern technology should allow for much more sophisticated and easy to
use security freeze products than have been offered so far by the bureaus.

Similar L egislation;

Currently, California, Ixmisiana, Texas, and Vermont have passed versions of security freeze
legislation.3Texas and Vermont's stntutcs arc limited to victims of identity theft.

MODEL STATE LAW

Subsection A. Definitions. For the purposes of this section, the following terms shall have the
following meanings:

(1) "Security freeze” means a notice, at the request of the consumer and subject to
certain exceptions, that prohibits the consumer reporting agency from releasing
all or any part of the consumer's credit report or any information derived from ii
without the express authorization of the consumer. If a security freeze is in
place, such a report oi information may not be released to a third party without
prior express authorization from the consumer. This subdivision docs not prevent
a consumer reporting agency from advising a third party that a security freeze is
in effect with respect to the consumer’s credit report.

(2) "Reviewing the account" or "account review" includes uctivities related to
account maintenance, monitoring, credit line increases, and account upgrades and

enhancements.
Subsection B. Security Freeze: Timing, Covered Entities. Cost.

1) A consumer may elect to place a ".security freeze”01l las or her credit report by
«) making a request by certified muil,
b) making nrequest by telephone by providing ceruin personal identification, or
¢) making a request directly to the consumer reporting agency through a secure
electronic mail connection if such connection is made available by the agency.

2) A consumer reporting agency shall place a security freeze on a consumer's credit
report no later than five business days after receiving a written 0! telephone request
from the consumer or three business days after receiving n secure electronic mail
reguest.

Cat. Civil (ode Ann. { PS*' 11.2, 11 SIM Atui6VJ471(llilu(Y), Tex llu*. A Coinmertff CVdf Aim, J 2l n.ll in
7ii.03y; inJ Vt Mil. Ann. lit. V{ lo 21HGj
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5)

6)

8)

y)

The consumer reporting agency shall send a written confirmation of the security
freeze to the consumer within five business days of placing the freeze and at the
same time shall provide the consumer with a unique personal identification number
or password to be used by the consumer when providing authorization for the
release of his or her credit for aspecific party or period of time.

I f the consumer wishes to allow his or her credit report to be accessed for a specific

party or period of time while a freeze is in placo, he or she shall contact the

consumer reporting agency via telephone, certified mail, or secure electronic mail,

request that the freeze be temporarily lifted, and provide the following:

a) proper identification,

b) the unique personal identification number or password provided by the
consumer reporting agency pursuant to paragraph (3) of subsection B. and

¢) the proper information regarding the third party who is to receive the credit
report or the time period for which the report shall be available to users of the

credit report.

A consumer reporting agency that receives a request from a consumer lo
temporarily lift a freeze on a credit report pursuant to paragraph (4) of subsection
(B) shall comply with the request no later than three business days after receiving
the request.

A consumer reporting agency may develop procedures involving the use of
telephone, fax, or, upon the consent of the consumer in the manner required by the
Electronic Signatures in Global and National Commerce Act (E-Sign) for legally
required notices, by the Internet, c-mail, or other electronic media to receive and
process a request from a consumer to temporarily lift a freeze on a credit report
pursuant to paragraph (4) of subsection (B) in an expedited manner.

A consumer reporting agency shall remove or temporarily lift a freeze placed on a

consumer’s credit report only in the following cases.

a) upon consumer request, pursuant to paragraph (4) or paragraph (10) of
subsection (B),

b) if the consumer's credit report was frozen due to a material misrcpiesentation of
fact by the consumer. Ifa consumer reporting agency intends to remove n freeze
upon a consumer's credit report pursuant to this paragraph, the consumer
reporting agency shall notify the consumer in writing five business days prior to
tcmoving the freeze on the consumer’s ciedit report.

If a third patty requests access to a consumer credit report on which a secui its
freeze is in effect, and this request is in connection with an application foi credit oi
any other use, and the consumer docs not allow his or her credit report to be
accessed for that specific party or period of time, the third party may treat the
application as incomplete.

Ifa third party requests necess to a consumer credit report on which asecurity
freeze is in effect for the purpose of receiving, extending, or otherwise utilizing the
credit therein, and not for the sole purpose of account review, the consumer eierlit
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report agency must notify the consumer that an attempt has been made to access the

credit report.

in) A security freeze shall remain in place until the consumer requests that the security
freeze be removed. A consumer reporting agency shall remove a security freeze
within three business days of receiving a request for removal from the consumer,
who provides both of the following:

a) proper identification, and
b) the unique personal identification number or password provided by the

consumer reporting agency pursuant to paragraph (3) of subsection (B).

11) A consumer reporting agency shall require proper identification of the person
making a request to place or remove a security freeze.

12) A consumer reporting agency may not suggest or otherwise state or imply to a third
party that the consumer's security freeze reflects a negative credit score, history,

report or rating,

13) The provisions of this section do not apply to the use of a consumer credit report by
any of the following:

a) a person, or the person's subsidiary, affiliate, agent, or assignee with which ihe
consumer has or, prior to assignment, had an account, contract, or debtor-
creditor relationship for the purposes of reviewing the account or collecting the
financial obligation owing for the account, contract, or debt

b) a subsidiary', affiliate, agent, assignee, or prospective assignee of a person to
whom access has been grunted under paragraph (4) of subsection (B) for
purposes of facilitating the extension of credit or other permissible use.

Cc) any person acting pursuant to a court order, warrant, or subpoena.

d) a State or local agency which administers a program for establishing iuid
enforcing child support obligations

c) the [state health department] or its agents or assigns acting to investigate fraud

) the [state tax authority] or its agents or assigns acting to investigate or collect

delinquent taxes or unpaid court ordcis or to fulfill any of its other statutory

responsibilities.

a person for the purposes oTprescreening as defined hy the federal Fair Credit

Reporting Act

h) any person or entity administering a credit file monitoring subscription service
to which the consumer has subscribed.

i) any person or entity for the purpose of providing a consumer with a copy of his
or her credit report upon the consumci \s request

s)}

14) A consumer may not he charged for any security freeze services, including but not
limited to the placement or lifting of a security freeze. A consumer, however, can
be charged no more than 55 onlj in the following discrete circumstance

I f the consumer fails to retain the original personal identification number

provided by the agency, the consumer may not be charged lor a one lime reissue

of the snmc or a new personal identification number; however, the CONSumer
may be charged no moic than S3 for subsequent instances o floss oltlic

a)
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personal identification number.

Subsection C. Notice of Rights. At any time that a consumer is required to receive a summary of
rights required under Section 609 of the federal Fair Credit Reporting Act or under [state law], the

following notice shall be included:

[Statel Consumers Have the Right to Obtain a Security Freeze

You may obtain a security freeze on your credit report at no charge to protect vour privacy and ensure
that credit is not granted in your name without vour knowledge You have u right to place a “security
freeze" on your credit report pursuant to [State law]

The security freeze will prohibit a consumer reporting agency from releasing any information in vour
credit report without vour express authorization or approval

B e . security freeze is designed to prevent credit, loans, and services from being approved in vour
name without vour consent. When you place a security freeze on vour credit report, within live
business days you will be provided a personal identification number or password to use if vou choose
to remove the freeze on vour credit report or to temporarily authorize the release of your credit repori
for a specific party, parties or period of time after the freeze is in place. To provide that authorization

you must contact the consumer reportin'-’ agency and provide all of the following:

J_ The unique personal identification number or password provided hv the

consumer reporting agency

2 Proper identification to verify vour identity
The proper information regarding the third party or parties who are to receive
the credit report or the period of time for which the report shall he available to

users of the credit report.

A consumer reporting agency that receives u reouest from a consumer to lift temporarily a freeze on ¢
credit report shall comply with the request no Inter than three business davs after re*eiving ihe reouest

A security freeze docs not apply to circumstances where you have an existing account relationship and
a conv of vour report is requested hv vour existing creditor or its agents or affiliates for certain types
of account review', collection, fraud control or similar activities

If you are actively seeking credit, uni should understand that the procedures involved m lifting ;i
security freeze may slow vour own applications for credit You should plan ahead and lift a freeze -
either completely if you are shopping around, or specifically for a certain creditor a few davs before
actually applying for new credit

You havc a right to biirm a civil action against someone who violates vour riuhis under the crcdjl
reporting laws. The action can be brought against n consumer reporting agency or i\ user of vour

credit renoii

Subsection D Violations, Penalties.
If a consumer reporting agency erroneously, whether by accident or design, violates lhe security tirezc
hy releasing credit information that has been placed under n security freeze, the affected consumer is

entitled to
1) Notification within five business days of the release of the information, including specificity as lo

the information released and the third parly recipient of the information

J) file a complaint with the Federal Trade Commission and the slate Attorney General and [other
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state consumer protection agency]

3) Inacivil action against the consumer reporting agency recover;
a) injunctive relief to prevent or restrain further violation of the security freeze,

and/or
b) acivil penalty in an amount not to exceed $10,000 for each violation plus any

damages available under other civil laws, and
c) reasonable expenses, court costs, investigative costs, and attorney's fees.

4) Each violation of the security freeze shall he counted as a separate incident for purposes of
imposing penalties under this section.

Section 7: Prevention Or and Protection from Security Breaours

Commentary

Recent studies have confirmed that the crime of identity theft claims millious of victims each
year, costing both victims and the companies that lawfully collect consumer information billions
of dollars in losses. Any entity that collects and maintains personal customer information as
part of business operations has a legal obligation to establish security procedures to maintain
the confidentiality and integrity of that data. A necessary component of any security procedure
is a plan of notice and response in the event thal personal data is at risk of being compromised.
For consumers, notice of even a potential breach is necessary to prevent or quickly remedy the
problem if a financial institution’s information security systems fail. For addition information,
see comments of the Privacy Rights Clearinghouse, Consumers Union and other groups to
federal agencies on security breaches.’

Similar L egislation

Currently, Calitornia’s Security Breach Information Act is the only stale law addressing this
issue.5

M odel State L aw

Subsection A. Definitions, lor the purposes of this section, the following terms shall havo the
following meanings-

1) "Data Collector” may include but is not limited to government agencies, public and
private universities, privately and publicly held corporations, financial institutions,
retail operators, and any other entity which, for any purpose, whether by automated
collection or otherwise, handles, collects, disseminutes. or otherwise deals with
nonpublic personal information

Comment* otTnv/iey NIplu> Clcitinghoiitc ti al nnUrdernl/Igentlej *CiuldcImrj rrgar,hug NotHtcatn),* hv /sinaiicinl
</ittip.vtitt irhrn ,i Srcunry Ureaih CtmpromlJt'.t (juto/ner Data andK*nines Individuals tpldpnlifv TUrft Nmtnik®/ #1111
fi'nilfihlc .1 litijv r~y :Buv7I5iiiihttOTQAf/Kataw, h him
CM Civil Code { 1798.80 - 1708 «2
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“ Breach of the security of the system data" means unauthorized acquisition of
compu.crized data that compromises the security, and confidentiality, or integrity
of personal information maintained by the agency. Good faith acquisition of
personal information by an employee or agent of the agency for a legitimate

purpose o f the agency is not a breach of the security of the system data, provided

that the personal information  not used for a purpose unrelated to the agency or

subject to further unauthorized disclosure. Breach of the security of non—
computerized data may include but is not limited to unauthorized photocopying,

facsimiles, or other paper-based transmittal o f documents.

“ Personal information” means an indix (dual's first name or first initial and last

name in combination with any one or more of the following data elements, when

either the name or the data elements are not encrypted or redacted-

a) Social Security number.

b) Driver’s license number or state identification card number.

¢) Account number, credit or debit card number, if circumstances exist wherein
such a number could be used without additional identifying information, access

codes, or passwords.
d) Account passwords or personal identification numbers (PINs) or other access

codes.

e) Any ofitem (a)-(d) when not in connection with the individual’s first name or
first initial and last name, if the information compromised would he sufficient
to perform or attempt to perform identity theft against the person whose

information was compromised

"Personal information” does not include publicly available information that is lawfully made
available to the general public from fedcrnl, state, or local government records

Subsection B Notice of Breach.

)

2

3

Except as provided in paragraph 2 of subsection B, any data collector that owns 01
uses personal information in any form (whether computerized, paper, or otherwise)
that includes personal information concerning a [State] resident shall notify Ihe
resident that there has been a breach o f the security that data following discovery or
notification of the breach, without regard for whether or not the data has or has not
been accessed by an unauthorized third parry for legal or illegal purposes. The
disclosure notification shall he made in the most expedient time possible and
without unreasonable delay, consistent with the legitimate needs of law
enforcement, as provided in paragraph (2) of subsection H, or with any measures
necessary to determine the scope of the breach and restore the reasonable integrity

security and confidentiality of the data system.

The notification required by this section may be delayed if u law enforcement
agency determines that the notification may impede a criminal investigation. The
notification required by this section shall he made aftet the law enforcement agency

determines that it will not compromise the investigation

For purposes of this section, “ notice" to consumers may he provided by one of the
following methods:
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a) Written notice
b) Electronic notice, if the notice provided is consistent with the provisions

regarding electronic records und signatures, for notices legally required to be in
writing, set forth in Section 7001 of Title 15 of the United States Code.

c) Substitute notice, if the agency demonstrates that the cost of providing notice
would exceed two hundred fifty thousand dollars ($250,000) or that the affected
class of subject persons to be notified exceeds 500,000, or the agency does not
have sufficient contact infoimation Substitute notice shall consist ofall of the
following:

1 E -mail notice when the age.icy has an c-mail address for the subject
persons,

2. Conspicuous posting of the notice on the agency’s Web site page, if the
agency maintains one.

3. Notification to major statewide media

Subsection C. Waiver. Any waiver of ihe provisions of this title is contrary to public policy, and is
void and unenforceable.

Subsection D Remedies.

D

2

3

Any customer injured by a violation of this section may institute a civil action to

recover damages.
Any business that violates, proposes to violate, or has violated this section may be

enjoined,
The rights and remedies available under this section are cumulative to each other
and to any other rights and remedies available under law.
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March 18, 2005

Representative Bill Stoltze
House of Representatives

State Capitol
Juneau AK 99801-1182

Dear Representative Stoltze:

On behalf of the Alarka Peace Officers Association (APOA), I would like
to thank you for introducing House Bill 131, relating to access devices and

identity theft.

The APOA Legislative Committee recently reviewed this proposed
legislation and decided to unanimously support this bill.

This legislation increases the penalties for fraudulent use of an access
device and identity theft. These crimes are only increasing with expanded
use of the Internet as a fool of commerce. The damage done to victims of
these types of crimes can take months and even years to recover from
and, in some cases, is irreparable. This bill is a step in the right direction

in addressing these types of crimes.

Thank you for addressing this issue. Please contact the APOA office in
Anchorage at (907) 277-0515 if there is anything our organization can do

to assist in the passage of this hill.

Sincerel

Angella Long
State President
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ALABAMA
Consumer Sentinel Complaint Statistics and Trends

January J - December 31, 2004

Tatal Number of Fraud and ldentity Theft Complaints from Alabama Consumers = 6,359

nuii IDENTITY THEFT |IS*
Data Cl/artnpinuu  \wt8r
Fraud Complaints from Alabama Consumers = 4,143 Identity Theft Complaints from Alabama Victims = 2,216

Top Frond Complaint Categoriesfor Alabama Consumers Identity Theft Types Reported by Alabama Victims

1 Intcnict Auctions 1,001 24% 1 Credit Card Fraud 628 28%

2 Sliop-at-llimic/Culaloi; Sales 469 119 2 I’hone or Utilities Fraud 422 10%

3 Foreign Money Offers 390 9% 3 Hank Fraudl 30X 18%

4 TI'rizcs'Stveepslakes and Lotteries 389 9% 4 (iovecnment Documents or Itnncfits Fraud 235 11%

5 Internet Services and Computer Complaints 381 9% §  F.iipJoyntent-Ifclaled Fraud 152 7%

b I(tan ,;raml 133 b%

'Percentages are based on Ilir lin.il number ol fraud complaints from Alabama consumers (4,143). Other 520 23%

Attempted ldentity ‘t heft 131 b%

Amount Jaid Reported by Alabama Consumers o ] )
‘I' tcenlagr? *m based on the 2.21b victims reporting from A ban,a Pciccntapes r M

to more than tffl because approximately 19% ofvictims from / labarira reported

Total No. of Total Amount  Total Complaints Percentage of Complaints Avenge experiencina autre lliar. tie tvpe of identity theft
Complaints  l'altl Kcportftl  11rpurlinn Ami I'l - Urpnrlinu Aiitmml I'alil  Aniinint Palill \ P g . . yp. y . . .
Includes fraud involving cheeking and savings accounts and electronic fund tiauslcis
4,143 53,896,301 3.284 79% 51.180

'Average ant" ml paid is based on Ilir total number of fraud complaints svltctr amount paid was Tob Alabam
reported by /Uabamn consumers (1,284). op Alabama

Identity Theft Victim Locations

Top Alabama Con..inner Locationsfor Fraud Complaints Vietim City No. of Vietims

Birmingham 332

Consumer ( ily No. of (CompliiiiiK Mobile 124

Birmingham 435 Montgomery 124

Mobile 23b Huntsville S9

litmtsville 224 Dothan a7

Montp,outcry 209

Tuscaloosa 92

[ tilsriil Inn!? Cnmmiulmi iy It w/tt ('rrnli‘ii/ rbniiirv 1. Jill’*



ALASKA
Consumer Sentinel Complaint Statistics and Trends

Januaiy 1 - December 31, 2004

Total Number of Fraud and Identity Theft Complaints from Alaska Consumers = 1,576

Fraud Complaints from Alaska Consumers = 1,143 Identity Theft Complaints from Alaska Victims = 433
Top Fraud Complaint Categoriesfor Alaska Consumers Identity Theft Types Reported by Alaska Victims
ITHTITI "Mi"r2IT.iBIMW IHmtdri
Foreign Money Offers 257 22% 1 Credit Card Fraud 127 29%
Internet Auctions 231 20% 2 Pluinc or Utilities Fraud 78 18%
Prizes/Sweepstakes and Lotteries 139 12% 3 Rank Fraud’ 59 14%
Sliop-at-Homc/Calalng Sales lix 109% 4 Government Documents or Uencfils Fraud 33 8%
Internet Services ami Computer Complaints 81 1% 5  /employmcnt-Kelated Fraud 30 7%
£ loan Fraud IX 4%
‘Percentages are based on the total tiutnlicr of fraud complaints from Alaska consumers (1,143). Other 129 30%
Attempted Identity Theft 31 77.

Amount Paid Reported by Alaska Consumers
'‘Percentages are based on the 433 victims reporting from Alaska. Percentages add lo
Total No. of Total Amount Total Complaints Irrcenlagr of Complaints Average more than 100 because approximately 17% o f victims from Alaska reported
(omplalnli  I’ald Uepotlcd Reporting Ami I'd  Reporting Amount I'ald  Amount l'ald1 experiencing mgre thap one typg ofldentlty. theft. )
"Includes fraud involving checking and savings accounts and electronic fund transfers,
1.143 $585.379 778 68% $756

Average amount paid is based on the total mirnlier of fraud complaints wlirrr amount paid was

reported hy Alaska consumers (778). Top Alaska

Identity Theft Victim Locations

lop Alaska Consumer Locationsfor Fraud Complaints Victim City Ne>. of Victims

Anchorage 135

(*oiisimipr City Nn. (if Complaints Fairbanks 22

Anchorage 38X Wasilla 19

N'orilt I’olc 174 Juneau n

F'aitbanks 88 liaglc River 10

Wastlla 59 Painter 10

Cagle River 44

| ederal Trade Cammotton I'ngr 1?7646t Ciraied February I, 2003



ARIZONA
Consumer Sentinel Complaint Statistics and Trends

January 1- December 31, 2004

Total Number of Fraud and Identity Theft Complaints from Arizona Consumers = 18,552

IDENTI%&E’E}% HI%’

Fraud Complaints from Arizona Consumers = 10,366 Identity Tiieft Complaints from Arizona Victims = 8,186

Top Fraud Complaint Categoriesfor Arizona Consumers Identity Theft Types Reported by Arizona Victims

1 Internet Auctions 1.819 18% I Employment-Related Fraud 2,557 31%

2 Slmp-at-llomc/Catalog Sales 947 9% 2 Credit Card Fraud 1,602 20%

3 Prizes/.Swecepslakes and Lotteries 852 8% 3 linnk Fraudl 1,318 16%

o Foreign Money Offers 800 8% 1 Phone nr tllilitics Fraud 1,135 14%

5 internet Sen ices and Computer Complaints 723 7% 5 Government Documents or llcncfits Fraud 543 %

0 Inan Fraud 346 4%

'‘Percentages nrc based on die total number of fraud complaints from Arizona consumers (10,366). Other 1,729 21%
Attempted identity Thell 406 5%

Amount Paid Reported hy Arizona Consumers o _ _
'‘Percentages arc hased on the 8,186 victims reporting from Arizona. . crcentagcs add lo

Total No. of Total Amount Total Complaints Percentage of Complaints Average mure _than_ 100 becau_se approximatel_y 17_% of victims from Arizona reported
Complaints  Paid Hqmilnl Reporting Amt I'l Reporting Amount Paid  Amount Paidl Experiencing m‘?re Illqn one Iypg of |dent|t){ theft. .
"Includes fraud involving checking and savings accounts and electronic fund transfers.
10,366 S13.469,514 6,333 61% S3.127

’Average amount paid is based on llir total number of fraud complaints svlictc amount paid was ]
reported by Arizona consumers ((>.333) Ilitcc consumers reported an amount paid of Sl Top Arizona

million or more (S1,S1.2, and SI .6 million) Identity Theft Victim Locations

Top Arizona Consumer Locationsfor Fraud Complaints vietim Citv No. of Victims

I'Imctiix 2,363

(‘titisiiincr ( ily No. nf Coinpliiinls 'l ucson 1,115

i'liocuix 1,567 Mesa 623

Tucson 1,088 Glendale 622

Mesa 765 Scotlsdalc 353

Scottsdale 650

(ilcuihik* 381

| altin Tite Cnniviunm Iiige 1S nf (it <iriilrt! I rhnutn 7, JtU)S



ARKANSAS
Consumer Sentinel Complaint Statistics and Trends

Januaiy 1 - December 31, 2004

T otal Number of Fraud and lIdentity Theft Complaints from Arkansas Consumers = 3,482

Fraud Complaints from Arkansas Consumers = 2,085

Top Fraud Complaint Categoriesfor Arkansas Consumers

IDENTIT

Dal# CItnrfn

lﬁ FT MG)
loust

Identity Theft Complaints from Arkansas Victims = 1,397

Identity Theft Types Reported by Arkansas Victims

WBJ’WTIf/l?fTFm‘F W. TS wayr AT
(IUnk ropCathpde inAnNtfkMi--sksfAfe

1 Internet Auctions 602 29% 1 Credit Card Fraud 343 25%

2 Shop-al-llornc/Cnintog Sales 285 14% 2 Hank Fraudl 3(12 22%

3 Foreign Money Offers 230 11% 3 Phone or Utilities Fraud 246 18%

4 Internet Services anil Computer Complaints 162 8% 4 Llinployii’cnt>Kclatcd Fraud 167 12%

5 Advancc-Fcc l.oans and Credit I'rolcctioiFRcpair 131 6% $  Government Documents or Itencfits Fraud 137 10%

6  l.oar Fraud 101 %

*Percentages arc Itased oil the total mnrihcr of fraud complaints from Arkansas consumers (2,085). Other 295 21%

Attempted Identity Theft 69 5%
Amount Paid Reported by Arkansas Cm. aimers - _ _
‘Percentages arc hased on the 1,397 victims repotting from Arkansas. Percentages adil

Total No. of Total Amount  Tolnl Complaints Percentage of Complaints Average to more than 100 because approximately 19% of victims from Arkansas reported

Complaints  I'ald Reported Reporting Amt I'd  Reporting Amount I'ald  Amount I'nlill

2,085 S1.605,519 1,599

*Average amount paid is hascd on lire total number of fraud complaints where amount paid was

reported by Arkansas consumers (1,599).

Top Arkansas Consumer Locationsfor Fraud Complaints

Consumer City No.

Little Rock
Fayetteville
llot Springs
Conway
Sprinptl.ilc

/rtleml limit Cmwunmm

experiencing more than one type of identity theft.

7% 51,004

eIncludes fraud involving checking anti savings accounts and electronic fund transfers

Top Arkalisas

Identity Theft Victim Locations

Victim Citv
Little Rock
nf Complaints lot Spriiips
265 Fort Snnlli
95 Conway
85 Spiinp.tinle
66
64

I'ngr 190/66

No. of Victims
258
53
37
36
36

<rroltil ltonnivy I,

JHIS



CALIFORNIA
Consumer Sentinel Complaint Statistics and Trends

Jaiiucuy | - December 31, 2004

Total Number of Fraud and ldentity Theft Complaints from California Consumers = 90,706

DENTIG N diifhd "™

Fraud Complaints from California Consumers = 46,867 Identity Theft Complaints from California Victims = 43,839

Top Fraud Complaint Categoriesfor California Consumers Identity Theft Types Reported by California Victims
Duhfejidymifci:»

1 Internet Auctions 11,942 25% 1 Credit Card Fraud 11,923 27%
2 Shop-at-llomc/Caialop Sates 6,383 14% 2 Hank Fraudl 8,133 19%
3 Internet Services nni! Computer Complaints 4,630 10% 3 Phone or Utilities fraud 7,833 18%
4 Foreign Money Oilers 4,453 10% 4 Fmplnymcent-Kclnted Ftaud 6,588 15%
5 Prizes/Sweepstakes and Lotteries 3,509 7% 5  Government Documents or Hencl/ils Fraud 3,796 9%
6  Loan Fraud 2,264 5%
*Percentages arc based nn the total number of fraud complaints from California consumers (46,867) Other 9,903 23%
Attempted Identity Theft 2,578 flirt

Amount Paid Reported by California Consumers o ] o
‘Percentages arc based on the 43,839 victims reporting from California. Percentages

add lo mote than 100 because approximately 20% of victims from California reported
experiencing more (Iran one type nf identity theft.
eIncludes fraud involving checking and savings accounts and electronic fund transfers

Total No.uf Total Avout Total Complaints Percentage nf Complaints Average
Complaints  Paid Itcportrd Reporting Ami I'd  Reporting Anmount I'nltl - Amount Paidl

46,867 S53.412.587 36,698 78% S1,455

*Average amount paid is based on the total number of fraud complaints where amount paid ] )

was reported hy California consumers (16,698) Two consumers reported an amount paid of Top California

51 million or more (31 and 51 tmillion) Identity Theft I'ictim Locutions

. . . . Victim Cilv Nn. of Victims
Top California Consumer Locationsfor Fraud Complaints
l.os Angeles 3,655

(‘oiismiH'r f*ily No. of Complaints San Diego 1,582
la™= Angeles 2,651 San Francisco 1,155
San Diego 1,984 Sacramento 944
San Francisco 1,648 San Jose 848
Sail Jose 1,387
Sacramento 1,089

tclad Te Grmieum Pap 06 ririitc.l I thuiny 1. /OO



COLORADO

Consumer Sentinel Complaint Statistics and Trends

January 1- December 31, 2004

Total Number of Fraud and ldentity Theft Complaints from Colorado Consumers = 10,967

Fraud Complaints from Colorado Consumers = 6,55S

Top Frond Complaint Categoriesfor Colorado Consumers

1 Internet Auctions 1,626 25%
2 Foreign Money Offers 792 12%
3 Shop-al-Uomc/Cntalog Sales 760 12%
¢ Internet Services and Computer Complaints 593 9%
5 [I'rizes/Swccpstnkes and l.ollctics 532 8%

'Percentages arc based on the total number of fraud complaints Font Colorado consumers (6,558)

Amount Paid Reported by Colorado Consumers

Total Nn. of Total Amount Total Complaints Percentage of Complaints Average

Complaints  1alil Deported Deporting Amt I'd Deporting Amount Paid  Aitloiint I’atil’

6,558 S$35.028.904 4,933 75% S7.101
"Average amount paid is based on the total number of fraud complaints where amount paid was

repined by Colorado consumers (1,011) Two consumers reported art amount paid of over 51
million (51.6 and 520 4 million)

Top Colorado Consumer Locationsfor Fraud Complaints

("(iiim iiitht ( ilv No. of Compliiinlx
Denvci 913
Colorado Nprmps 759
Am ora 407
Lilllcton 242
Foil (.'ollm.s 212

I rilenil J'ritf Commiisltm

m IDENTITY THEFT iW
Unlit Ctivritnghmusf ~ \WWT

Identity Theft Complaints from Colorado Victims = 4,409

Identity Theft Types Reported by Colorado Victims

[D&THT  H V 15 etild

I Credit Card Fraud 987 72%
2 Hank Fraud2 07-1 22%
3 limployment-Kclatcd Fraud 668 15%
4 Phone or Utilities Fraud 641 15%
5  Government Documents nr llcnclil.s Fraud 282 (%
6 l.oan Fraud 2h8 0%

Other 1,126 26%

Attempted Identity Tlicil 272 6%

'‘Percentages arc hased ut lltc 4,409 victims reporting from Colorado Percentages add
to more than 100 because approximately 19% of victims front Colorado reported
experiencing more than one type of identity theft.

"Includes fraud involving checking ami savings accounts and electronic fund transfers

Top Colorado
Identity Theft Victim Locations

Victim Cits No. of Victims
Denver 859
Colorado Springs 527
Alttena 313
1-ittlclon 168
Pueblo 151

CHfilled Cebiuiiiv 1, 200



CONNECTICUT
Consumer Sentinel Complaint Statistics and Trends

January 1- December 31, 2004

Total Number of Fraud and Identity Theft Complaints from Connecticut Consumers = 6,170

Fraud Complaints from Connecticut Consumers =4,170

Top Fraud Complaint Categoriesfor Connecticut Consumers

1 Internet Auctions 1,169 28%
2 Ssliop-nt-llomc/Calnlini; Sales 587 14%
3 Foreign Money Offers 489 12%
4 Internet Services and Computer Complaints 377 9%
5  Advancc-F’cc Loans and Credit Protection/Repair 212 5%

‘Percentages arc bused nn lhe total mu.her nf fraud complaints from Connecticut consumers (4,170).

Amount Paid Reported by Connecticut Consumers

Total No. of Total Amount Total Complaints Percentage of Complaints Average
Complaints  Il'ald Reported Itrpoiting Anil I'll. Reporting Ainniinl Paid Amount l'ald1
4,170 52,7.16,071 3,212 7% S852

’ Average amount paid is based nn the total number of fraud complaints where amount paid was
reported by Connecticut consumers (.1,217).

Top Connecticut Consumer Locationsfor Fraud Complaints

Consumer Cllv iNo. of Complainls
llatlfonl 211
tirolon 176
Slamfoitl 171
New 1linvt-tt 13U
Windsor 104

Ftdttnl Trade CommisslaH IiiKf 22 of fiti

IDENTITY THEFT
DmurClsirfinthmile W ar

Identity Theft Complaints from Connecticut Victims = 2,01)0

Identity Theft Types Reported hy Connecticut Victims

I Credit Card Fraud 6H>
2 Phone or Utilities Fraud 418
3 Dank Fraud3 270
4 F.mplnyment-Kclatrd Fraud 164
5  Government Documents or Mencfits Fraud 132
6 1 oan Fraud 8
Qilier 440
Attempted Identity Theft 141

Ad™
21%
14%
8%
7%
5%
21%
7%

"Percentages arc based on the 2,000 victims reporting from Connecticut. Percentages
add In more than 100 because approximately 18% of victims from Connecticut

reported experiencing more than one type of identity theft.
*Includes fraud involving checking anil savings accounts and electronic fund (inmfcrs

Top Connecticut

Identity Theft Victim Locations

Victim City
llarlfonl
Bridgeport
New Haven
Stamford
Whnlcibtiry

No. nf Victims

170
112
o0
82
70

I lruledAWimoim 1. HUY)



DELAWARE
Consumer Sentinel Complaint Statistics and Trends

January 1 - December 3/, 2004

T otal Number of Fraud and ldentity Theft Complaints from Delaware Consumers = 1,604

ConsumerScntinel IDENT ll-;-ntYd’&;lﬁli)%Eﬁ-\l; IRQ
*MassSraP* '
f raud Complaints from Delaware Consumers = 1,051 Identity Theft Complaints from Delaware Victims = 553
Top Fraud Complaint Categoriesfor Delaware Consumers Identity Theft Types Reported by Delaware Victims
t,," ' V'sr. rvsu\-=
I internet Auctions 238 23% | Credit Card Fraud 198 36%
2 rrizes/Sweepslakes nnd Lotteries 147 14% 2 Phone or Utilities Fraud 88 16%
3 Slrstp-al-litrtnc/Calalng Sales 124 17% 3 Hank Fraudl 79 14%
4 Internet Services and Computer Complaints 107 10% 4 loan Fraud 49 9%
5 Foreign Money Offers 59 fi%o }  Government Documents or Henefits Fraud 47 8%
6  Umployment-Helated Fraud 44 8%
’Percentages arc based mi llic total number of fraud complainls from Delaware consumers (1,0J31), Other 114 21%
Attempted Identity Then 40 714
Amount Paid Reported by Delaware Consumers o )
1Percentages arc based on the 553 victims reporting from Delaware Percentages add
Total No. of Total Amount Total Complaints Percentage nf Complaints Average to more than 100 b(i:]ause approxmfwz'iéelyt-Z Oof;.offl victims from Delaware reported
Complaints  f'ald Ueporteil ~ Uepnrting .Mill Il Hrpnrting Amount Falil  Amount I’ald!l experiencing rrpre apone typfeo den 'tY It . . .
Velny mincludes fraud involving checking and savings accounts and electronic fund tiansfris
1,051 $2,541,275 860 Ca. S2.9.1-1

mAverage amount paid is based on the total number of fraud complaints svlicrr amount paid was
tepnited by Dclasvaic consumers (866) Top Delaware

Identity Tluft Victim Locations

Top Delaware Consumer Locations for Fraud Complaints victim niv No. of Victims

Wilmington 109

(iiniMiiiit'r < ilv N't), of ComplniiHs Newark 75

Wilmington 231 New Castle 48

Newaik 202 Dover 43

New Castle 73 Hear 34

Dover 07

lic.tr 49

[ rJrnil Irthlr (Tiumir.dfiu IVige 73 of hft f remtilrebmmy I 7L



DISTRICT OF COLUMBIA
Consumer Sentinel Complaint Statistics and Trends

January 1 - December 31, 2004

Total Number of Fraud and ldentity Theft Complaints from District of Columbia Consumers =2,118

IDENTITY THEFT IR(?
Data Cltarmpmiit  [*0

Identity Theft Complaints from

Fraud Complaints from District of Columbia Consumers = 1,196 District of Columbia Victims = 922

Top Fraud Complaint Categoriesfor

District o f Columbia Consumers Identity Theft Types Reported by District of Columbia Victims
|Kaiilt:;rop\CMek6j j e t j ~ ~ ; j i~ .~ -sv m plalllls rcentakeg

1 Internet Services and Computer Complaints 272 23% 1 Credit Card Fraud 301 33%
2 Internet Auctions 155 13 2 Hank Fraud! 194 21%

3 Shop-at-Homc/Catalog Sales 128 1% 3 Phone or Utilities Fraud 156 1%

4 Foreign Money OITci.s 116 10% 4 Government Documents or Hencfiis Fraud 101 1%

5  Prizes/Sweepstakes am! Lotteries (0% 9% 5 Umployment-Kclated Fraud 59 i%

6  loan Fraud 45 5%

Other 195 2.%

'Percentages are based on the total number of fraud complaints liom District of Columbia Attempted Identity Then 62 %

consumers (1,196)

‘Percentages *'re based on the 922 victims rcpnitmg from the District of Columbia
Percentages add to more than 100 because approximately 21% of victims Irom the
District of Colombia repotted experiencing more than one type nf identity theft

Amount Paid Reported by District o f Columbia Consumers mincludes fraud  solving checking and savings accounts and electronic fund transfers.
Total No. of Total Amount Total Complaints Percentage nf Complaints Average
Complaints  l'aiil ltcpniini  Hrpnrting Anil I'd  Reporting Amount I'nld  Amount I'ald1

1.1% S1.056.y48 819 65% 51,201

mAverage amount paid is based on the total number of ftaud complaints where amount paid
was tcpoited by District of Colombia consumers (819).

I'okral Ittuk Commisxitm Cn'nti'if/rI>niiin /, 2008



FLORIDA
Consumer Sentinel Complaint Statistics and Trends

January 1- December 31, 200-1

Total Number of Fraud and lIdentity Theft Complaints from Florida Consumers = 38,325

Fraud Complaints from Florida Consumers = 22,263

Top Frond Complaint Categories

[Rank Top.Cajfcjiur)e.s
1 Internet Auctions
Shop-al-1lomc/Calalog Sales
Internet Services and Computer Complaints
Foreign Money Oilers
I'ri/cs'Swecepslakes and l.otterics

a b~ w

for Florida Consumers

mPercentages arc based on Ihe tolrl number of fraud complaints from Florida consumers (22,263).

~ IDENTITY THEFT MS*
Jy. Data G@hemOpinuu IWWr

Identity Theft Complaints from Florida Victims = 16,062

Identity Theft Types Reported hy Florida Victims

. . r; tvama— .irprf*>*;v ~ N F .

mpiTITTti,- Pc re clm

5,206 23% 1 Credit Card Fraud 4,017 31%

2,786 13% 2 llank Fraudl 2.0r.8 18%

2,354 1% 3 Phone or Utilities Fraud 2,774 17%

2,186 10% 4 F.mploymenl-Relatcd Fraud 1,389 0%

1,420 6% 5 Government Documents or Heneliis Fraud 1,278 8%

6  Loan Fraud 1,021 6%

Other 3,012 22%

Attempted Identity Thell 1,174 7%

Amount Paid Reported hy Florida Consumers

Total No. of Total Amount  Total Complaints
Complaints I'ald Reported
22,203 525,970,016 16,924

I'crerntnge of Complaints
Itcpurllog Ami I'd  Reporting Amount I'ald  Amount Paid!

51,535

70%

'Average amount paid is based nn (lie total number of fraud complaints where amount paid
was reported by Florida consumers (16,024). One consumer reported an amount paid of SI1.7

million.

Top Florida Consumer Locations

Consumer City Nn.
Miami

Tampa

Jacksonville

Orlando

St. Petershurg.

I rihial 1.0de Cowerunw

Average

'Percentages are based on the In,062 victims reporting from Florida Percentages add
to more than 100 because approximately 20% of victims from Florida reported
experiencing more than one type of identity theft

"Includes fraud involving checking and savings accounts nnd electronic fund transfers

Top Florida
Identity Theft Victim Locations

for Fraud Complaints Vi.ctirfq C'ilv Net. of Victims
Miami 2,327
of Complaints Orlando 957
L7171 Tampa 719
1,009 Jacksonville 709
988 Pm! l.audctdalc 367
972
49(1

I'/tgr 73 o6t

r rfiilnl t'rhniivv 1, .vhiJ



GEORGIA
Consumer Sentinel Complaint Statistics and Trends

January 1- December 31, 2004

Total Number of Fraud and lIdentity Theft Complaints from Georgia Consumers = 15,989

Consun\erSentineI IDENTITY THEFT fISfc

Data CUitriupumv

Fraud Complaints from Georgia Consumers = 8,549 Identity Theft Complaints from Georgia Victims = 7,44(1

Top Fraut! Complaint Categoriesfor Georgia Consumers Identity Theft Types Reported by Georgia Victims

jhank'fop C«tcgOr)MjfiMy, & £kvj& .v"

g | No. ofyMhiiiisiisirt refill
| Internet Auctions 2,001 23% I Credit Card Fraud 2.068 28%
2 Sliop-al-1 lonic/Cnlalng Sales 1,019 129% 2 Hank Fraud’ 1.009 22%
3 Internet Sendees and Conipnlcr Complaints 890 10% 3 Phone or Utilities Fraud 1317 18%
4 Foreign Money Offers 807 9% 4 (iovemment Documents nr Hencfils Fraud 754 10%
5 Advaiicc-1'cc Loans and Credit Prutcelion'Kcpair 623 7% 5 F.mployment-Kelatcd Fraud 550 %
6 Inan Fraud 444 6%
'Percentages aie based on llie total number of fraud complaints from (icorgia consumers (8.540) Other 1723 23%
Attempted Identity Tlicl\ 472 6%

Amount Paid Reported by Georgia Consumers
'Percentages arc based on the 7.440 victims reporting ftum (icorgia Percentages add

Total No. of  lotal Amount  ‘lotnl Complaints Percentage of Complaints Average to mo_ic th_an 100 beﬁause approxin;a};ely _ZO%h Off victims ftnm (icorgia reported
Complaints  Paid Itrporird  Kcpnrlliig Alut I'd  [Uporting Anuiunt I'nld ~ Amount Paid' experiencing more t an one typ? or! entlty.t eft. .
“Includes fraud involving checking and savings accounts and electronic fund transfers
8.549 $17,532,654 6,711 79% S2.613

"Average amount paid is bated nn the total number of fraud complaints where amount paid

was reported by (icorgu consumers (6.711) One consumer reported inamount paid of Top Georgia
$10.2 million

Identity Theft licdm Locations

Top Georgia Consumer Locationsfor Fraud Complaints Victim Cilv No. of Victims

Atlanta 1,199

Consumer Cilv No. of Complaints Marietta 301

Atlanta 968 Decatur 226

Marietta 403 Lawrcitccville 189

lawtcnccvtlle 741 Stone Mountain 172

.Savannah 240

Alpharetta 190

Irdvtnl Trade

(jrntrd T'rbnutty /, JthtS



HAWAII
Consumer Sentinel Complaint Statistics and Trends

January J - December 3/, 2004

Totsil Number nf Fraud and Identity Theft Complaints from Hawaii Consumers = 2,447

nutil it IDENTITY THEFT if}®
1llain Cl/itrhtptnuu \ r
Fraud Complaints from Hawaii Consumers = 1,807 Identity T heft Complaints from Hawaii Victims = 640
Top Fraud Complaint Categoriesfor Hawaii Consumers Identity Theft Types Reported by Hawaii Victims
1 Internet Auctions 567 31% | Credit Card Fraud 210 42%
2 Sliop-nt-Homc/Cntalog Sales 271 15% 2 Phnnc or Utilities Fraud 130 20%
3 Prizes/Sweepstakes and Lotteries 177 109 3 llank Eraud’ 11 1"%
¢t internet Services ami Computer Complaints 152 8% 4 Ciovernmenl Documents or llcnefits Fraud 28 4%
5 Foreign Money Offers 134 1% 5  1nan Fraud 27 4%
It Fmployinent-Relatcd Fraud 21 -
'Pc.centngces arc Kuril on llic total nuntlier of fraud complaints from Hawaii consumers (1,8(17) Other 125 20%
Attempted Identity Theft 48 8%

Amount Paid Reported hy Hawaii Consumers
'Percentages aie based un Ilir 640 sicloos repiuting from Hawaii I'rivenlagrs add to

molt tlian 100 hecause approximately 19% of victims fium Hawaii repotted

IntaINo. of Total Annum | Tnlal ( ouiplaiitls Percentage of Cnmplafnls Average Coen : ;
f nmplalnls ~ Paid Itcpnrinl  ItrpniUng Alin I'd  Reporting Amount l'ald ~ Amiiunl Paidl csperiencing mgre thap one typg nf |dent|t¥ theft . . .
"Includes fraud involving checking and savings accounts and electronic lurid ‘ranslcis
1.807 S2.758.876 1,443 80% S1,912

’Average amount paid i\ based nn llic 1013 mimlicr ul fraud complaints wlictc amount paid
was reported by Hawaii consumer. (1,443) Top Hawaii

Identity Theft I'icdm Locations

1 op Hawaii Consumer Locationsfor Frond Complaints Victim Cilv No. of Victims

llonolulu 220

Consumer (‘ilv No. of ("oinplnliils Kailua 14

Honolulu 671 Waipahu 31

Mll'tlam 86 Mililani 31

Waipahu 75 Fwa lleael 29

Kailua 70

Kaneohe 70

1112 64

I fitfhil H.nfr Cnmrmsitnn Page 770/64 Cir.itfil/rI'niiin 1 i1



IDAHO
Con; inner Sentinel Complaint Statistics and Trends

January 1- December 31, 2004

Total Nu..ibcr of Fraud and ldentity Theft Complaints from Idaho Consumers = 2,165

a®, IDENTITY THEFT (Rffi)

frity! Data Cltarinpmu
Fraud Complaints from Idaho Consumers = 1,565 Identity Theft Complaints from lIdaho Victims = 600
Top I'raud Complaint Categoriesfor Idaho Consumers Identity Theft Types Reported hy Idaho Victims
' vape g wes ror ttv v-urvAT sy RURS =<7 1 I
v A-".C-:GamljiliyLijjcrcgQ:C)
| Internet Auctions <154 29V. 1 Credit Card Fraud 170 2X%
Zl Shop-at-lloinc/Cataliip Sales 176 ir. 2 Phone or Utilities Fraud 117 20V.
3 Ilizes/Sweepr.ake* and | otteries 152 10% J  Hank Fraud’ 101 17%
d  Foreign Money Offer. 142 9/i 4 I niptnyiucnt-Kclatcd Fraud 63 1%
5 Internet Services ami Computer Complaints 131 K% 5 | oan Fraud Nl 1%
6  (iovemmenl Documents or Itenefils Fraud IR rr;
"Percentages arc based nn the toi.il number of fraud complaints from Idaho consumers (1,565). Other 152 2"
Attempted Identity Ilicit Vv

Amount Taid Reported hy ldaho Consumers o -, o
'Pfitrnt.igl* -re based on the 600 victims reporting ficmi Idalm. Percentages add In

more than lot) because approximately 22% of victims from Idaho reported

Total So. of I'otnl Ail imir total Complaints Percentage of Complaints Average S - . :
Complaints  Paid Utpm led  Urpntling Anil 'd  Kcporling Amount Paid ~Amount Paid’ csperinn ing mine than one type of identity theft.
P p P g P g "Ini hides fraud involving checking and savings accounts and electronic fond transfers
1.5(15 S7.4Kd.752 1.252 80% $5,978

*Average amount paid is Irasrdon llir total mnnlicr of fraud comptiints where amount paid

was repotted Ivy Idaho tunsmnm (1,252) <hie cnntuntci reportsd an amount paid of Jo 2 Top Idaho
nullum Identity Theft Victim Tore is
Top ldaho Consumer l.orationsfor Fraud Complaints V”,:“m Cilv No. of Victims
Hoi.se 117
( iiiimhin‘E< Its No. nf (*i)iii|iliiiiils Nampa 39
Hoise 29(i Idaho Falls 37
IcLiltti Falls 95 Caldwell 24
Nampa 82 Cocttt d'Alene 23
I'ticntrll" Kit Mcndiaii 23

t unit il'Alnic 5K

I cdeial it,hie rvonmnsnin Niy,e ;'S t toiled | rbtuatv |



ILLINOIS
Consumer Sentinel Complaint Statistics and Trends

January | - December 31, 2004

Total Number of Fraud and Identity Theft Complaints from Illinois Consumers = 25,904

rrrai IDENTITY THEFT
Data CUartnpuviv
Fraud Complaints from Illinois Consumers = 14,700 Identity Theft Complaints from Illinois Victims = 11,138
Top Fraud Complaint Categoriesfor Illinois Consumers Identity Theft Types Reported Hy Illinois Victims
FV*hfcWd?nUINM

1 Internet Auctions 3.791 26% 1 (ircdit Caril Fraud 3,043 27%
2  Shop-nt-Homc/Catalog Sales 1,847 13% 2 Phone ur Utilities Fraud 2.440 22%
3 Internet Services and Computer Complainls 1.380 9% 3  Dank Fraudl 1,698 15%
4 Pnzes/Ssveepstakes and Lotteries 1,001 7% d limployment-Kclntcd Fraud 1,536 14%
5 Foreign Money Offers 996 7% 5 Irovcouncnt Documents nr licnefits Fraud 961 9%
6  loan Fraud 607 5%
‘Percentages arc trawl on llic total mmil cr of fraud complaints from Illinois consumers (14,766) Other 2,360 215
Attempted Identity Thelt 721 6%

Amount Paid Reported by Illinois Consumers
‘Percentages arc based on lhe 11.138 victims reporting from lllinois. Percentages add

lo more llian 100 because approximately 20% of victims from lllinois reported

Total No, of Total Amount Total Cmi'plaints Percentage nf Complaint* Average o : i ‘
Complaints I’ald Iteportcd Reporting Anil I'd Reporting Amount I’ald  Amount Paid’ experiencing m?" tha_n one tijc_:of |dent|t){ thro .
* Includes fraud involving checking and savings accounts and electronic fund transfers
11,766 SI5.165.-1K5 10,700 2% 51.417
'Average amount paid is based on the total number of fraud complaints sslicir amount paid ssas
repotted hv lllinois consumers (10,700) 1svo consumers repotted an amount paid of over TOp Illinois
SI milli Sl 2 and 51.3 milli . — .
million (St 2 an million) Identity Theft I'irtim Locations
Top Illinois Consumer Locationsfor Frond Complaints Victim Cilv No. of Victims
Chicago 4,099
CTiiisihiht (lily No. nf Coinplm ils Rockford 152
Chicago 2778 Aoiora 149
Naperville 206 Ciccto 125
Rockford 197 Naperville 127
Springfield 180
Aurora 174

Mfiiil /r,|. v 'oninirijlori /7xix79 Cimtfil | rhmair I 0~



INDIANA
Consumer Sentinel Complaint Statistics and Trends

January 1- December 21, 2004

Total Number of Fraud and ldentity Theft Oinplaints from Indiana Consumers = 11,442

IDENTITY THEFT MB8&

ConsumerScntinel - H [
lJiita Ctoirhipwuu  [¥Wr
Fraud Complaints from Indiana Consumers = 7,16«S Identity Theft Complaints from Indiana Victims = 4,274
Top Fraud Complaint Categoriesfor Indiana Consumers Identity Theft Types Reported by Indiana Victims

1 Inlcmcl Auction!; 1,807 25% r PImncnr Utilities Fraud 1,286 3tir,
2 Sliop-at-lloinc/Cntnlog Sales 85'l 12% 2 t'rcdil Card Fraud 927 22%
3 Foreign Money OfTcrs 740 10% 3 llank Fraud3 615 14%
<l Internet Services ami Computer Complaints 711 10% 4 Fmplnyment-Kelntrd Fraud 439 10%
5 Pri/.cs’Swccpsiakcs anil Lotteries 637 9% 5 Government Documents or Ucncfiis Fraud 296 7%
6 Loan Fraud 172 4%
mPercentages ate based nn the total mmilier of frautl complaints from Imliana consumers (7,168). Oilier 990 23%
Attcmi Identity Tlielt 261 6%

Amount /’aid Reported by Indiana Consumers

mPercentages arc based on llic >1,274 victims reporting Trom Indiana Percentages add
to more than 100 because approximately |S% of victims front Indiana reported

Total No. of | otnl Amount Total (‘oinplaints Percentage of Complaints Average D . . .
Complaints  Palil llepmlfil  Orpinling Anil Pit Hrporling Ariuiitnl Paid  Amount Paidl experiencing m(_)re th§n one typ(—_:‘ ol |dent|t){ tlelt. .
" Includes baud involving checking and savings accounts and electronic fund transfers
7.168 S7.720.970 5.550 7% S1,391

’Average amount paitl is liascil on tlic total numl’cr ot frautl complaints sslictc amount paitl was
reported by Initiana consumers (5.550). Top Indiana

Idei Uty 'Theft Victim Locations

Top Indiana Consumer Locationsfor Fraud Complaints Victim Cilv No. of Victims
Indianapolis 929
Coiimhiut (ily No. of (‘tin)]il;iinls Foil Wayne 282
linlintinptilis 1,225 .South Mend 191
I'iTt Wayjie <153 Gary 161
livansvtlle 184 FIMiart 82
Lafayette o 183 livansvillc 82

Hlonmirigtnii 175

liifem/ fjifi> cnmmisutw rwtlon/M iiciro//Wmunv 1 sinM



IOWA
Consumer Sentinel Complaint Statistics and Trends

January 1- December 31, 2004

'Total Number of Fraud and ldentity Theft Compl"iats from lowa Consumers = 3,673

ConsumerSantinel | EF ]
L 1t Cl/nrinpinuir
Fraud Complaints from lowa Consumers = 2,645 Identity Theft Complaints from Jowa Victims = 1,028
lop Traud Complaint Categoriesfor lowa Consumers Identity Pheft Types Reported hy lowa Victims
' npialnts; Pcricnt» goihj E»;iTigr "N

1 In_tenjel Auctions 842 32°/,, 1  Credit Card Fraud 326 32%
2 Sliop-at- lonic/Catalog Sales 1 18% > Mnnk Fraud’ 197 19%
3 Internet Services and ComputerComplaints 213 8% 3 Phone or Utilities Fraud 184 18%
%t Foreign Money Oficis 201 8% 4 Fmployment-Kclated Fraud o1 9%
5 I'rileRfSwccpsinkcsand lolicrics Ifi4 6% 5 Cloveniment Documents or benefits Fraud 60 6%
0 Loan Fraud 4 4%
Other 226 22%

'Percentages arc based on the lol.il number nf fraud complaints from | ova consumers (2,645),
Attempted Identity Theft 83 874

Amount Paid Reported hy lowa Consumers

'Percentages arc based on llic 1,028 victims reporting front lowa Percentages add to
more than 100 because approximately 8% of victims from lowa reported experiencing

lolal No. of ‘lolal Amount  Tnlal ('nruplaliits 1’crccnlagenf Cornplalills Average . ] . .
i mnpialnls  I'alil Itcporlfd  Urpoillng Anil I'd  departing Amount I'ald  Amount l'ald1 more llian nne lypc of identity tielt.
"Includes fraud involving checking and savings accounts and electronic fund iransfcrs
2,645 S3,252,449 2,080 79% S1,564
’Average amount paid is based nn llir total number of fraud complaints v.licte amount paid
was reported by lowa consumers (2,08(1) (Inc consumer repotted an amuiinl paid of Top lowa
51 million. . .. .
Identity Theft Victim Locations
Pop lowa Consumer l.orationsfor Fraud Complaints Victim Cilv No. of Victims
Dcs Me incs 161
Ciihmiiiht Cilv No, n| Compliiinls Ccilar Rapid 48
Dcs Moines 255 Davenport 46
Cellar Knpitls 148 lowa C'ity 34
lowa City 107 Council Hitiffs 29

Davcnpiiil o8
Council Hinlls a

Irilrrul Ttihlc f'omniiision I't-yr M vfat Crralril I'rI'niiin 1. JiHIS



KANSAS
Consumer Sentinel Complaint Statistics and Trends

January 1- December 31, 2004

Total Number of Fraud and Identity Theft Complaints from Kansas Consumers = 4,736

/b’ ITTNUTHKuI IDENTITY THEFT (ffffi)
Data CUanthivoust
Fraud Complaints from Kansas Consumers = 3,059 Identity Theft Complaints from Kansas Victims = 1,677
Top Fraud Complaint Categoriesfor Kansas Consumers Identity Theft Types Reported by Kansas Victims

1 Itilcmcl Auctions 879 29% 1 Credit Card I-raird 407 24%
2 Shop-al-1 lonic/Catalog Sdles 30 1% 2 Hank Fraudl 397 22%
3 Foreign Mon_ey OfTars _ 33A )% i Phone or Utilities Fraud 209 19%
4 Intemet Services and Computer Complaints 279 9% 4 Hmployinciit-Kclatcd Fraud 171 1(1%
5  I'ri/cs/Sweepstakes nw Lotteries 204 7% 5  Government Documents or Pencfits Frautl 128 X%
f. 1 oan Fraud 109 9%

‘Percentages arc based on lire total number of fraud complaints from Kansas consumers (3,059). Other 444 29%
Attempted Identity’'l licit 1P 7%

Amount Paid Reported by Kansas Consumers
'Percentagesarc based on the 1,h77 victims reporting from Kansas Percentages add to

more llian 190 because approximately 19% ol victims from Kansas reported

lotal No. of Total Amount total Complaints Percentage of Complaints Average e ’ ;
Complaints  Paid Iteporlril  Kipmlloi: Ami I'd  Itfnulllig Amount I’ald Amount Paidl rX_PC”_ Icing mgre tha_n one typg ofldentlty_ theft. .
" liiclmics fraud involving checking and savings accounts and electronic fund transfers
3,059 S3.51-1.967 2,332 76% SI,507

’Average amount pant is based on the total number of fraud complaints where amount paid
was reported by Kansas consumers (7.332) One consumer rcpoitcd an amount paid of over Top Kansas

Std million Identity Theft Victim Locations

Top Kansas Consumer Locationsfor Fraud Complaints Victim C'itv No. of Victims

Wichita 278

((iiistimiT (‘ifv i\n, of Complaints Kansas City 152

Wichita 457 Overland Park 134

Ovcrlaml Park 236 Topeka 109

Topeka 105 Olathe 67

Olathe 104

Kansas City 125

I'rjehil Inuti* Commisstim /nge 37 o fifi Cioilnl Irbnmn 1.



KENTUCKY

Consumer Sentinel Complaint Statistics and Trends

January J - December 31, 2004

Total Number of Fraud and ldentity Theft Complaints from Kentucky Consumers = 5,329

Con&umerSentinel

Fraud Complaints from Kentucky Consumers = 3,667

Top Fraud Complaint Categoriesfor Kentucky Consumers

i".Ckttilni aTliisa*Ferecn7»t>c'm

1 Internet Auclions 1.067 29%
®  Sliop-al-Homc/Calalop .sales 510 14%
3 Foreign Money Off s 339 9%
<L Internet Services ant Computer Complaints 295 8%
5 Prizes/Sweepstakes ami Lotteries 293 8%

'Percentages arc based on llic total number of fraud complaints from Kentucky consumers (3,667)

Amount Paid Reported hy Kentucky Consumers

Total No. of Total Amount  Total Complaints Percentage nf Complaints Average
Coinplnints I’altl Hrpnrlirtl  Itrporting Ami I'd  Hcpnrting Amount I'ald  Amount Paid’
3.067 54,787,444 2,930 80% 51,634

’Average amount paid is based on the total number of fraud complaints where amount paid
was reported by Kentucky consumers (2,030) One consumer reported an amount paid of
SI million.

Top Kentucky Consumer Locationsfor Framl Complaints

Consumer Cilv No. of Complninh;

Louisville (73
Lexington 318
Murray 87
Howling (iiccn 81
lili/alieilitown 74

Niy,c tlo/rtrt

I'tilerul Trade Commttunii

IDENTITY THEFT
UiUn CUdrinp\auv ~ UF

Identity Theft Complaints from Kentucky Victims = 1,662

Identity Theft Types Reported by Kentucky Victims

1  Credit Card Fraud 491 30%
2 llank Fraudl 315 19%
3 Phone or Utilities Fraud 287 17%
4 tiovernmenl Documents or llencflts Fraud 136 8%
S Fmplnymcnt-Kelatcd Fraud 109 7%
6 Loan Fraud 94 6%
Other 430 26%

Attempted Identity Thell 1S %

'Percentages arc based on Ilir 1,662 victims reporting from Kentucky. Percentages add
to more llian 100 because approximately 19% of victims from Kentucky reported
experiencing more than one type of identity theft.

"Includes fraud involving, checking and savings accounts and electronic fund transfers

Top Kentucky
Identity Theft Victim Locations

Victim Cilv No. of Victims
Louisville 385
Lexington 147
Howling Green 3f.
Owensboro 33
Covington 25

Crealrill'fhmur I, .71(13



LOUISIANA
Consumer Sentinel Complaint Statistics and Trends

January 1- December 31, 2004

Totul Number of Fraud and ldentity Theft Complaints from Louisiana Consumers = 5,879

IDENTITY THEFT Iliffi)
Data Cl/irhipu>iit/  \9m ¥
Fraud Complaints from Louisiana Consumers = 3,625 Identity Theft Complaints from Louisiana Victims = 2,254
Top Fraud Complaint Categoriesfor Louisiana Consumers Identity Theft Types Reported hy Louisiana Victims
Nk & S nijty TV jeitNo”Tf Vicljin™l.Petcetligghj
1 Internet Auctions 901 25% 1  Credit Card Frautl 705 31%
2  Sliop-at-llotnc/Calaloct Sales 471 13% 2 Phone or Utilities Fraud 466 21n
3 Intemet Services and Computer Complaints 340 9% 1  Hank Fraud3 373 17%
4 Foreign Money ODcrs 326 9% 4 Oovemrnent Documents or Hencfits Fraud 247 11%
5 Atlvancc-Fcc | uans and Credit ProlcctionWcpnir 305 8% J Fmplnyrncnt-Kcintcd Fraud 147 7%
@ Loan Fraud 1k 5%
O'her 4H 21%

'Percentages arc based on the total number nf fraud complaints from | otiisiana consumers (3,625)
Attempted ldentity Thel) 411 r.%

Amount L'uiil Reported hy Louisiana Consumers
'Percentages nic based on the 2,254 victims reporting from | miisiana. Percentages add

tu mine llian 100 because approximately 19% of victims Irom | nuisiana rcpoiied

Total No. nf  Total Amount Total Complaints Percentage of Complaint* Average . i i
. . . . . L . rxpericiinug more than one type of identity tbeft
Complaints  Paid Reported Reporting Anil I'd  Kcpiullng Amount I'ald  Ainiiuiil Pnlil’ s K . . ; .
Includes fraud involving checking and savings accmmts and electronic fund transfers.
3,625 53,0.14,733 2,926 51.037

’ Average amount paid is based mi tin- total number ot fraud complaints where amount paid was

repotted by Louisian; consumers (2,926). TOp Louisiana

Identity Theft Victim Locations

Top Louisiana Consumer LocutionsJar Fraud Complaints Victim Cilv Nn. nf Victims

New Orleans 356

(.ohsiihht ( ity No. nl f'ninplniiils Baton Rouge 207

New Orleans 38d Shreveport 12

Hulun Rouge 317 Metairie ion

Metairie 206 Monroe 74

Slitevejvirt 192

Lafavclfc 147

LV ii'rot hiiilr Cumniimnn /'Ogr 'aOftIn Ctrated Crbnuity I. iIMM



MAINE

Consumer Sentinel Complaint Statistics and Trends

Januaiy | - December 31, 2004

Total Number of Fraud and Identity Theft Complaints from Maine Consumers = 1,769

ConGumerScntinel

Fraud Complaints from Maine Consumers = 1,345

Top Fraud Complaint Categoriesfor Maine Consumers

E&iii&L 1>£83 oMli ‘crceniac
1 Internet Auctions 299 22%
2 Shop-al-1lomc/Calalog Sales 203 15%
3 Internet Services atttl Computer Complaints I'M 1*1%
1 foreign Money Clflcrs 127 9%
5  Prizes-.Sweepstakes and Lotteries 100 7%

'Percentages ate based on llic total number nf fraud complaints from Maine consumers (1,345).

Amount Paid Reported by Maine Consumers

ToUINo. of Total Amount Total Complaints Percentage nf Complaints Average
Complaints  I'nlil Itcpmlril  llrpnrtin,; Anil I'd  departing Amount Paid  Amount Paid’
1,315 SI, 131,974 1,003 75% 51.179

JAverage amount paid is based on the total number nf fraud complaints sshere amount paid
was reported by Maine consumers (1,003).

Top Maine Consumer Locutions for Fraud Complaints

(‘(instmuT City No. of Complaints

Portland 105
Augiisla oll
Bangor 36
Betwick 30
Saco 30

I r.Irral Trade Commirno/t t'axr JS of66

IDENTITY THEFT
Data C.l/artnpmu M

Identity Theft Complaints from Maine Victims = 424

Identity Theft Types Reported by Maine Victims

Credit Card fraud 170 d)%o
Phone or Utilities fraud Kb %
Hank fraud fid 1506
| oan fraud 27 r%
Government Documents or llencfits Fraud 21 5%
I'tnploymcent-ltclated Fraud 12 3%
Other 87 21%
Attempted Identity Theft 3R? 3240)

'Percentages are based on the d2d victims reporting from Maine. Percentages add to
more than 100 because approximately 18% of"ictims from Maine reported
experiencing mure than one lytic of identity Ihclt.

'Includes fraud involving checking and savings accounts and electronic fuml transfers

Top Maine.
Identity Theft Victim Locations

Victim City No. nf Victims
I'otllaml *2
Bangor 16
viddcfrtrd 13
Lewiston 12
Scarborough 9

Cfrilli'il t'rI'nnn c /. ,'tllt



MARYLAND
Consumer Sentinel Complaint Statistics and Trends

January | - December 31. 2004

Total Number of Fraud and ldentity Theft Complaints from Maryland Consumers = 11,910

IDENTITY THEFT
Data Cltarhipumst

Fraud Complaints from Maryland Consumers = 7,298 Identity Theft Complaints from Maryland Victims = 4,612
Top Frond Complaint Categoriesfor Maryland Consumers Identity Theft Types Reported by Maryland Victims
1 Internet Auctions 1,731 24% i Credit Card Fraud 1,482 32%
2 Sltop-al-Jlotnc/Calalog Sales 943 13% 2 Plionc nr Utilities Fraud 9f,0 21%
5 Internet Services and Computer Complaints 929 13% 3 llank Fraudl HIM 17%
4 Foreign Money Offers 577 8% 4 tiuvern.nent Documents or Hcuclils Fraud 322 714
5 Advancc-l'cc Loans and f'redd Pioteeiion/Rcpair u158 6% 5 Finployment-Kclntcd Fraud 259 6%
h 1nan Fraud 258 67,
Oilier 1,064 23%

'Percentages arc based on the total number of fraud complaints fmm Maryland consumers (7,298).
Attempted Identity Tlielt 363 874

Amount Paid Reported by Maryland Consumers
'Percentages a.c based on the 4.612 victims reporting fmm Maryland. Percentages add

lo more llian KiO because approximately 19% of victims from Maryland repoited

Total I'm. of Total Amount Total t oniplainls Percentage nf t'onipinints Average o : - . i
Cninplalnls Paid Itrportril Reporting Anil Ptl  Reporting Amount Paid Amount Paid’ experiencing m(?re Illa_n one typc_e of |dent|t¥ tielt .
'Includes fraud involving checking nnd savings accounts and electronic fund transfers.
7,298 S5.461.154 5,744 ™™ 5051
'Average amount paid is based on the total number nf fraud complaints shere amount paid
was reported by Maryland consumers (5,74-1> Tap M ary land
Identii ft Victim l.neations
Jap Maryland Consumer l.orationsfor Frond Complaints Victim Cilv No. of Victims
Uullimote K70
(.niiMimcr City No. nf Complninls Silver Spring 261
Baltimore 1,007 Laurel 114
Silver Spring <127 Columbia 112
Rockville 235 Rockville 111
tiailliersluirj' 214
Belltesda D9

I'eih tiil Trane f'niii nuiun Lir izl THitritv | 4'HS



MASSACHUSETTS
Consuricr Sentinel Complaint Statistics and Trends

January | - December 31, 2004

Total Number of Fraud and lIdentity Theft Complaints from Massachusetts Consumers = 10,897

IDENTITY THEFT [iffi)

ConsumerSentinel Data CUartnpiouif tPr
Fraud Complaints from Massachusetts Consumers = 6,976 Identity Theft Complaints from Massachusetts Victims = 3,921
Top Fraud Complaint Categoriesfor Massachusetts Consumers Identity Theft Types Reported hy Massachusetts Victims
LitsNffcldentity . Thdt, lyp T*jiN'£2ti; liillitWfev7feNg»'nfiyfciln«: sV ItLAVHMIitJ
1 Internet Auctions |,).S5 25% 1  Credit Card Fraud 1,394 36%
2 Smp-al-llome/Ontalot; Sales BL 1%% " Phone or Utilities Fraud 781 20%
3 Intemet Senvices ani Computer Complaints 4 11% llank Fraud2 555 14%
4 Foreign Money Offers 577 8% 4 Fmployment-Kclatcd Fraud 250 734
5 Prizcs/Swecpstakes and Lotteries 475 0 5  Government Documents nr Itcncfits Fraud 262 7%
6 Loan Fraud 210 5%
'Percentages arc based on llic total number of fraud complaints fmm Massachusetts consumers (6.976) Other 809 21%
Attempted Identity Theft 353 9%

Amount Paid Reported hy Massachusetts Consumers
'Percentages arc based on llic 3,921 ictuns reporting from Massachusetts

Percentages add lo more than 100 because appioximatcly 1874 nf victims fmm

ToUINo.nf Total Amount Total Complaints Percentage nf Complaints Average h d T h £ identit (bel
Complaints  Paid Itcporinl Reporting Amt I'd Reporting Amount Paid Amount Paidl Massachusetts r_eporte_ experler?cmg more_t an one type nf identity (_et
0 'Includes fraud involving checking and savings accounts and clccimnic fund transfers
6,976 S1.729.052 5.-31 78% S71

'Average amount paid i> based on the total number of Irai | complaints xvlieie amount paid was

reported by Massachusetts consumers (5,431). Top /llassach usetts

Identity Tinft Victim Locutions

Top Massachusetts Consumer Locutionsfor Fraud Complaints mg:TOIV No. m;:fa'm;
(‘onsnnier (’ilv N nf (Tunplainls Spring field 155
HS_[U’] 411 Dorclteslci 11S
SprlrMIeItI 169 Worcester 103
\\broester 168 Cambridge 76
Cartinnlge
Somemlle 122

"

federal Trade Cnoinuuin” /'iigr '7T nte6 Created Tel'rvarv 1, 7(1



MICHIGAN
Consumer Sentinel Complaint Statistics and Trends

Ja wary | - December 31, 2004

Total Number of Fraud and ldentity Theft Complaints from Michigan Consumers = 18,305

COnsumerSentinel IDENTITY THEFT IRQ
Dam CUarbiflintist
Fraud Complaints from Michigan Consumers = 10,99(8 Identity Theft Complaints from Michigan Victims = 7,307
Tup Fraud Complaint Categoriesfar Michigan Consumers Identity Theft Types departed hy Michigan Victims
fit<nkfifdentliy, Theftr Tvpt ™M ANANA ANy A (GEoMNIlll[iN;;i;ebzeitli<gN3
1 liilcmcl Auctions 3,001 27% | Phone or Utilities Fraud 2,152 29%
2 Sliop-nt-Hoinc/Cntnlog Sales 1,393 13% 2 Credit Card Fraud 1,969 27%
3 Prizes/Sweepstakes ami Lotteries 1,156 11% 3 Hank Fraudl 1.093 15%
°l  Foreign Money Offers 012 8% 1 (rovernmcnt Documents or llcncfits Fraud 490 7%
5 Inlcmct Services and Computer Complaints 886 8% 5 loan Fraud 408 (\"O
li Fmploymrnt-Kcl.itcd Fraud 367 5%
*Percentages arc based on Ihe total imndict of fraud complaints from Michigan consumers (10.998) Other 1,371 19%
Attempted Identity Theft 699 10%

Amount Paid deported hy Michigan Consumers
"I'crernlagces arc based on the 7,307 victims reporting from Michigan 1'crcecnlages add

to more than 100 because approximately 19% of victims bom Michigan reported

Total ISo. of InInl Amount  Total Complaints Percentage nf Complaints Average o h  identity theft
(‘onildainlv  I’ald neporlrd Iteporling Amt I'd Iteporling Amount I’'whl ~ Amount ['ald* experiencing mc_)tet @one typ(_e ntt entlty_t ett, .
'Includes fraud involving checking and savings accounts and electronic (und transfers
10.998 $10,704,507 8,734 79% 51,226

'Average amount paid is based on the total number of fraud complaints where amount paid was
reported hy Michigan consumers (8,7.01) lo P Mich |g an

Identity Theft lictim Locations

Top Michigan Consumer Locations for Fraud Complaints victim Cilv No. of Victims

Detroit 1,72

(‘omtnner <ily Nn. nf rnmplainK Grand Rapids 201

Pelt oil 20S Flint 143

Grand Rapids 346 Lansing 119

Lansing 306 Warren 119

Ann Atlwr 235

Flint 157

I'nteral ftaJdr. ('nmmiisian I'iiy,c .1S cirnlfit lel'iiiiit\ 1, tin It



MINNESOTA
Consumer Sentinel Complaint Statistics and Trends

Janualy 1- December 31, 2004

Total Number nf Fraud and ldentity Theft Complaints from Minnesota Consumers = 8,189

M
ConsumerSentinel

Fraud Complaints from Minnesota Consumers = 5,284

Top Framl Complaint Categoriesfor Minnesota Consumers

IUmik.| on.CatceoHciAft ComnB)u<sEl*d contagdN
1 Internet Auctions 1,393 20%
2 Shup-at-1lonic/Catalog Sales 011 12%
3 Foreign Money Offers 525 10%
‘I I'rizcs/Swccpsinkes and Lotteries -IK | )%
5 Internet Services ami Computer Complaints <12 8%

'Percentages arc based on llie total number of fraud complaints from Minnesota consumers (5,284).

Amount Paid Reported by Minnesota Consumers

Total No. uf  Total Amount Total Complaints Percentage n[ Complaints Average
Complaints  I'alil Itrpnricil  Urporlinn Anil I'tl  Reporting Amount Paid Amount Paidl
5,284 57,18ft,8% 4,100 78% 51,753

'Average an mill paid is based on 'lie total number of fraud comp'uinis where imi'*-iint paid was rcpotled
by Minnesota consumers (<I,I()(l). (toe consumer repoitcd an aun-o.it paid of SI tmlb i

Top Minnesota Consumer Locationsfor Fraud Complaints

('imsiimrr <ily No. of Ctmtplninls

Miniieaptilis 561
St. I'nttl 420
Rochester 137
niooiitiiigloo 112
Duluth 1))
I cilciiil Ittitle Ctmmisxnm Iligr 39 vffifi

Identity Theft Complaints from Minnesota Victims = 2,905

Identity Theft Types Reported by Minnesota Victims

I Credit Card Fraud 843 2%
2 Hank Fraud3 7> 27%
3 Phone or Utilities Fraud 484 17%
4 Finploymcnt-Uclatcd Fraud 247 9%
5  Croventment Documents or llenclits Fraud 175 fi%
r. Loan Fraud 130 4%
Other 537 18%
Attempted Identity Theft 214 7%

'Percentages arc based on the 2,005 victims reporting from Minnesota. Percentages
add to niore than 100 because approximately 19% of victims from Minnesota reported
experiencing more than one type of identity theft.

'Includes fraud involving checking and savings accounts and electronic fond transfers

Top Minnesota
Identity Theft Victim Locutions

Victim City No. of Viciims
Minneapolis 344
St. Paul 318
Brooklyn Park 57
Coon Rapids 55
Rochester 53

Created /'elinttiiy /, JIIIIf



MISSISSIPPI
Consumer Sentinel Complaint Statistics and Trends

January 1- December 31, 2004

Total Number of Fraud and ldentity Theft Complaints from Mississippi Consumers = 3,2Sy

IDENTITY THEFT
Diilit ClfttriiiptoHSf W W r

Fraud Complaints from Mississippi Consumers = 1,939 Identity Theft Complaints from Mississippi Victims = 1,350

Top Frond Complaint Categoriesfor Mississippi Consumers Identity Theft Types Reported hy Mississippi Victims

1 Internet Auctions d'Mm 25% 1 Credit Card Fraud 378 28%
2 Slmp-at-l lornc/ratalog Sales 2-15 13% 2 Phone or Utilities Fraud 279 21%
3 I'rilcs/Swccpstakes and Lullciics 177 9% 3 Hank Fraud1l 251 19%
‘1l Internet Services ami Computer Complaints 173 9% a  finvemment Documents nr Hencfits Fraud 157 12%
5 Advancc-Fcc | oans and Credit Protection/Repair Ihfi 9% 5 Loan Fraud 9 7%
fi limployment-Rclaied Fraud 91 7%
'Percentages arc It.isril on the ioi.il unrulier of framl complaint) from Mississ'ppj consumers (I, ‘09). Other 295 22%
Attempted Identity Tlicll 82 6%
Amount Paid Reported hy Mississippi Consumers
mPercentages are based on the 1.35" victims reporting from Mississippi. Percentages
total No. of Total Amount  Tninl Complain!) Percentageof f'liiiiphilrils Average add t(? more than 100 because appr(%)(;ima.telyﬁ(rt%: ul victims from Mississippi repotted
f oniplaiiil) I'niil Reported Reporting Ami I*il  Reporting .unmuit I'alil  Amount I'ald1 experiencing m(?re tha.n one typ(.e ofi entlt}{t ett. .
eIncludes fraud involving cheeking and savings accounts and electronic fund transfers
1,939 S13.318,510 1.606 83% $8,293
’Average amount paid is based oil the total number of fraud complaints where amount paid was
reported by Mississippi consumers <l ,<5(>. One consumer repotted anamoun' paid of $12 TOp Mississi P pl
million. . .. .
Identity Theft Victim Locations
Top Mississippi Consumer Locutionsfor Fraud Complaints ViiTim Cilv No. of Victims
Jackson 12d
(tittsimirr Cilv Nn. of Complaints Biloxi 1
Jackson 120 Hallk'sbutjj 37
Gulfport 29 Gulfport 36
Biloxi S2 Southaven 36
Llaliiesbinp. 74 Vicksburg 36
Slatkvj lie 59
Tiific 10 o frid ( rciiltit ichman 1, .'00"

I fitetal Tratlc CommiMiim



