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My name is Doris Bailey nnd I am a mcmoor of tho Assembly of the City and Borough of Sitka. We had an 
emergency meeting die evening of February 14,f’ to unanimously oppose the parcels that are proposed 
within the City and Borough of Sitka to be transferred to the University, with the exception of that parcel on 
Japonski Island where the University has its campus. We believe that parcel to be an appropriate transfer.

1 .1 wou d like to consider each parcel that is in the C&B of Sitka. Aa we understand it, these parcels are 
being transferred with the idea that they are viable commercial proporty that is now or Will be appropriate 
for deve opment and therefore would be good to transfer to the University so that they can be sold for 
funds to operate said institution.
The City,' and Borough already has a substantial amount of lands along our road system and In Sitka 
Sound which are in trust land status. The University controls the 193 acres Soulh Benchlands and a <67 
acre tract that Includes Thlmblcbcrry and Heart Lakes. The Mental Health Trust owns parcels above 
Sawmill Creek Road, half of Lisianski Peninsula and large numbers of islands in Sitka Sound, Therefore, 
the community is already shouldering more than Its share of trust land selections. In addition, the 
willingness of the University to accept local land use controls has not been clarified.
Biorka Island is 16 miles out in the Pacific Ocean from Silka. It is at the head of Sitka Sound and directly 
faces the ocean. There are no islands or other barriers outside of Biorka. My husband and I lived out there 
for 3-1/2 years in the middle and lale 1970's so we are aware of Nature's forces which are available In all 
their fury' at Biorka Island. There are occasions year round when it is impossible to either got on or off this 
island by either boat or air. During the winter these "times" can extend to a week or more. Development of 
Biorka Island could result in a fishing lodge being placed adjacent to one of the most heavily used salmon 
fishing areas (thore’s a major dmg on the north side of the Island) and there is concern that lodge clients 
may put added pressure on this fishery. There i9 also the possibility that the development of a lodge on 
Biorka Island could put substantial pressure on Goddard Hot Spnngs and the two email municipally owned 
bath houses on that proporty. In addition, there are many aids to navigation located on that island which 
are owned, operated and maintained by the Federal Aviation Administration. There are at least two radars, 
a Tacan and other communications oquipment. Has the FAA been contacted regarding development on 
the island? I would suspect they would have security concerns and would not welcomo development which 
would bring people to wander about tho Island Investigating their facilities. You have said that the Native 
allotment that is under dispute within the parcel designated would be released when that parcel is proved.
I am a bit ama2ed that the University is interested In land on which there is such a specific encumbrance. I 
do not think that the highest and best use for the proposed land on Biorka Island could possibly be 
development of any kind.

Lisianski Peninsula is another case In point with regard to Native issues. The Dog Point Fish Camp 
operated by tho Littlefield family has used Dog Point for subsistence ar.d cultural teaching activities for 
many years. They have children's camp, camps for adults with addictions and family camps wherein they 
teach Tlingit cultural values and subsistence fishing and hunting and preservation of food. The proposed 
parcel complete*' surrounds the Littlefield parcel and will without doubt be impacted lo extinction should It 
be developed. And, once again, as I understand it, development is the purpose of the transfer. As you are 
aware Sitka Tribe is strongly opposing the transfer of this property to the University, no Is tho City and 
Borough of Sitka. It la In protected waters and the highest and bost dovelopment uso would undoubtedly 
be tourist use which, as I said, would strongly impact the Littlsfiold operation
Middle Island is an island which W U3 subdivided by the State of Alaska and a lottery hold some years ago 
for parcels which now have many with homes and cabins located upon them The entire devotopable 
beachfront of Middle Island Is targeted for residential and recreational usos. This beachfront on Middle 
Island has already been selected or subdivided (the University would acquire two beachfront areas - one 
on the west side that has sleep terrain nnd the back of the bay on the south side that runs totally dry at low 
tido). The center of the island which consisls of a stoop rocky wooded mountain was not claimed for any 
residential use at the time of the tottery booaui# of the topography. The only possible use that tho City and 
Borough can fathom would bo logging, t egging would certainly impact those residential uses which exist 
on the beach front as well aa destroy the view shed. In addition, the City and Borouoh has claimed lor part 
of their land the rest of the beach front proporty on Middle Island and has designated it for residential uses
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along with strict park/reserved uses because the primary herring apawn fishery is around Middle Island. 
This was done because of the Tribe’s strong concerns about activity affecting the herring spawn In this 
primary use area. The City has done Its part to set aside a major high habitat area on Middle Island for 
public repreatlon and has set aside an area that has development potential but has petroglypha. The 
selection of Middle Island and the potential for logging, creates Incredli j uncertainty for private land 
ownere, (he municipality and residents on the north half of Sitka that have homes that look over tne island. 
This uncertainty may harm values of existing lots and lots the municipality plans on developing. Once 
again, we strongly feel that this parcel should not be transferred to the University because its development 
possibilities are in conflict with the other uses of the island.
The paroel at Baranof Warm Springs townsite is 9.5 acres. The proposed University selection i6 267 
acres. It js up the bluff from the town site and on the opposite side of the spectacular falls which draws so 
many people to visit This open meadowy area Is mostly wetlands and Is the watershed for the town site 
ae well as the possible connection to the warm springs for which it gets its name. Any kind of development 
In this area Is going to be very iffy due to the need for permits from the Corps of Engineers for wetlands 
permits, the danger of contamination of the water supply and tho possibility of destroying the thermal 
conduits for the hot water that has been a drawing card for this settlement. The small bay already receives 
a large amount of transient traffic during the summer and development of the UA land would totally 
overwhelm the small anchorage, State of Alaska dock, small boardwalk that serves the private cottages, 
and the small fragile hot springs.

Having said all this and trying to show that development is not appropriate on the parcels selected, please 
be assured that the City and Borough is desperately In need of land for building residential units. Tho 
University owns a largo parcel which the City and Borough has coveted for residential building use for 
many years. It is the only largo parcel of land close enough and with terrain that is suitable for building. 
Getting utilities to thia parcel Is estimated to cost more than 352,000 per lol which is the stumbling block 
for development. Wa are diligently working with tho University to try to come up with somo way we can 
save this land for residential use as we ore extremely concerned that it not be sold to some kind of 
conservancy entity which would tie it up bb "wilderness." If costs are so prohibitive close to the City and 
Borough, we believe that is another reason these prorv j remote parcels are absolutely not conducive 
to development.

To reiterate, the City and Borough of Sitka already ha9 a substantial amount of area in trust atatus. We 
respectfully and urgently request that you hear our plea and do not transfer these parcels to the University 
who would find little in these parcels to allow them to get any Income from them.
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C i t y  a n d  B o r o u g h  o f  S i t k a
100 Lincoln Street • Sitka, Alaska 99835

(907) 747-6020 markodap@ptialaska,net

February 15, 2005

The Honorable Frank Murkowski 
Governor o f the State of Alaska 
PO Box 110001 
Third Floor, State Capitol 
Juneati, Alaska 99801-0001

Dear Governor:
I

The Ci ty and Borough Assembly o f Sitka met for a special meeting on February 14,2005 to 
discus^ the issue o f University Land Transfers. Wc would like to take this opportunity to oppose 
HB 130/SB 96 in their current form.

The properties for transfer are integral parts o f the communities o f Baranof Island, and this 
action could have incalculable detrimental effects on these communities. We believe the City 
and Borough o f Sitka would be better served if these properties r.ro left intact so that the 
Municipality would have better oversight as to their issues.

As this proposal has come as a surprise to us and gives us little or no opportunity to respond we 
respectfully request that this process be slowed to a more appropriate pace. This would allow the 
affected communities to hold public hearing and pass resolutions in response.

I
More specifically wc are opposed to the transfer of Middle and Biorka Islands, Lisianski Point, 
Baranof Warm Springs, and Port Alexander. We are supportive of the University obtaining the 
parcel o f land that the Sitka Campus resides on. Further more, it is our hope that tho State 
reconciles the land transfer proposals with existing approved State and local land management 
plans. We arc also concerned with the possibility o f incorrect maps, disputed Native allotments 
within the proposals, and thr Impact on subsistence activities.

It is worth noting that there was no public testimony favoring these bills; and we do not support 
them proceeding. Thank you for your consideration of our comments.

Sincerely, 

vlarko Dapcevich
Mayor

Cc: Senator Bert Stedman
Representative Peggy Wilson

Providing for today-preparing for tomorrow
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Sponsor: Bailey/D. Dapcevich

CITY AND BOROUGH OF SITKA

RESOLUTION NO. 2005-06

A RESOLUTION OF THE CITY AND BOROUGH OF SITKA 
IN OPPOSITION TO HB 130 AND SB 96 THAT TRANSFERS LAND 

TO THE UNIVERSITY OF ALASKA

WHEREAS, the State of Alaska Department ofNatural Resources has nominated 260,000 
acres throughout the state for transfer to the University of Alaska to generate 
income for the university system; and

WHEREAS, the properties designated for transfer within the City and Borough o f Sitka 
(CBS) arc integral parts of the communities of Baianof Island and could 
suffer incalculable detrimental effects from this transfer; and

I
WHEREAS, there is concern about the impact on proposed properties that are heavily 

1 used for subsistence and recreation; and

WHEREAS, the possibility exists that there arc incorrect maps and disputed Native 
allotments within the proposals; and

WHEREAS, there has been no time for public hearing or response on an issue that has 
such far-reaching consequences;I

THEREFORE, BE IT RESOLVED, that the Assembly of the City and Borough of Sitka 
Alaska by this resolution do oppose House Bill 130 and Senate Bill 96 in their 
current form; and

BE IT FURTHER RESOLVED that CBS respectfully requests that this process be 
slowed to a more appropriate pace to allow affected communities to hold 
public hearings and pass resolutions in response; and

BE IT FURTHER RES OLVED that CBS request that the State reconcile the land
transfer proposals with existing approved State and local land management 
plans.

PASSED, APPROVED AND ADOPTED by the Assembly of the City and Borough of 
Sitka, Alaska on this 22nd day of February 2004.

'■"‘44L
u « o  Dapcevich, M ajor

ATTEST;

  r r r ,

ColleenVe'lcTt, CMC 
Municipal Clerk
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B2',  PO  Box M X Y , M cC arthy , Alaska 99588 
907-554-4411 fax 907-554-4400 

in fo @ W ra n g e llM o u n ta in A ir.c o m  
w w w .W ra n g e llM o u n ta in A ir.c o m

Facsimile Transm ission 

May 2, 2005

T o ’ S e n a to rs , D yson, W ilken a n d  Hoffm an 

From : Kelly Bay

P a g e s : 2

Re: SB 96

Dear Senators,

Land near McCarthy proposed for transfer in the Governor's University Lands Bill is critical tu 
our small community for resources such as firewood, house and saw logs, gravel for driveways 
mid house foundation and is a popular Moose hunting area for locaLs. To remove this land from 
DNR ownership leaves the community at the mercy of onerous regulation of the National Park 
Service for local resources, Recently, members o f the community have been denied permits to 
cut standing dead spruce for saw logs even though the same trees could be cut if they were used 
for firewood. Permits for gravel (which is available in abundance) have also been routinely 
denied, none having ever been granted. 'Ificsc are but two examples of a long list o f controversy 
the community has had in this regard.

Lisa Murkowski's bill to match the 250,000 acres with a federal gnuit is contingent on giving 
hack land in Wrangell-St. Llias (8800 acres already conveyed most o f which is near McCarthy). 
Although the I louse inserted a letter o f intent to limit conveyance of University land to non- 
profits or to be set aside in conservation trust ("The University may not convey the land to a not- 
lbr-profii corporation or to an entity that intends to set the land aside in trust for conservation 
purposes or non-cconomically productive uses.") it really doesn't go far enough. A letter o f intent 
is not enforceable and does not addresr the larger question of access to resources for the 
community.

Another issue lhat is a problem is the development o f  lots in an area without any infrastructure to 
support an ever increasing population. The state owned road to Kennicott from McCarthy 
is currently maintained by local businesses Snow removal on the hist 30 miles o f the McCarthy 
Road is done with a grader that was acquired by the local Chamber o f Commerce and funded by 
the community. Road maintenance on tlw State owned May Creek road, dial is the main access

mailto:info@WrangellMountainAir.com
http://www.WrangellMountainAir.com
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to the University subdivision already sold, is becoming a problem. Currently there is no bridge 
over McCarthy Creek so damage to the road so far- has been kept to a minimum. With ever 
increasing traffic these and other issues will have to be addressed. W ill it be the community that 
bear the burden o f road maintenance, solid waste management, schools and other infrastructure 
issues? I f this land is conveyed it should Irave attached a planning process so that these problems 
aren't dumped on the community.

While the idea o f funding the University is a good one, I don't think it is a good idea in this 
case. The 12,500 acres proposed for transfer should be withdrawn from the bill. The problems 
associated with development o f this parcel certainly outweighs the advantages the University 
will realize. Further more the University already has 8800 acres her in different stages o f 
development. Doesn't seem fair to leave some DNR land available to the public for all o f the 
reasons mentioned above?

Respectfully, 

Kelly Bay
Wrangell Mountain Air 
McCarthy, Alaska 
800-478-1160
in fo@ Wrangell Mountain Air, com 
www WrangellMoiintaiiiAir.com



S e a l a s k a  H e r i t a g e  I n s t i t u t e
One Sealaska Plaza, Suite 301 •  Juneau •  Alaska •  99801-1249 •  (907) 463-4844 

www.scalaskahcrilage.urg •  www.alusknnntivcurtisls.com •  Fax (907) 586-9293

2 May 2005

Finance Subcommittee 
Re: Hearing on SB 96

We are writing to request that special actions be taken in regards to the SB 96 Lands Bill, 
and more specifically, regarding the property commonly called 'Sumdum" and the effects that this 
bill could have on this important archaeological site.

Sealaska Corporation identified this area, and this 5 acre site in particular as one of the 
key Tlingit Historic Sites in the 1970's in accordance with ANCSA, and although it is not one of the 
sites that has been conveyed to the Corporation, it is of no less importance to the Tlingit of 
Southeast Alaska. It is a historic site known as 'Powers Creek Village’ [Sealaska Historic Site 
#629] which has a rich history as a permanent village site with large community houses, house 
posts, totem poles, and burials. It is of specific importance to the S'awdaan Kwaan people, as 
these are their traditional lands.

We therefore officially request the following:
1) That this 5 acre parcel, currently owned by the State DNR, be made explicitly exempt 

from this lands bills legislation, SB 96;
2) That the descendants of the S'awdaan Kwaan be specifically solicited for comment 

about the handling of this specific 5 acre site.

Finally, in an attempt to address the overall issue of deleterious impacts on archaeological 
sites in the state of Alaska, we request an addition to this Lands Bill where it is explicitly stated that 
both the Native American Graves Protection and Repatriation Act [NAGPRA] and Alaska Statute 
41.35 apply to all such properties, no matter who manages the land.

Sincerely,

l i c i C
Rosita Worl, Ph.D.
Director, Sealaska Corporation
President, Sealaska Heritage Institute

Cc: Senator Albert Kookesh

http://www.scalaskahcrilage.urg
http://www.alusknnntivcurtisls.com
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Dear Senators Wilken, Dyson and Hoffman,

Before 1 launch into my campaign against HB 130/SB96 I wish to thank the co-chairs of 
the Finance Committee for forming a sub-committee to further scrutinize this highly 
controversial piece of legislation. Thank-you for hearing the overwhelming cacophony 
of protest sustained against this malignant, shortsighted bill.

I am opposed to HB130/SB96 for several reasons, and 1 request that you enter my 
comments and testimony into the records.

My first objection to the governor’s university land grant proposal is the sneaky way in 
which he attempted to purloin 260,000 acres o f public land from under our noses without 
offering proper notification or due public process to the municipalities which will be 
greatly affected by the lands encompassed in this bill. Sources indicate that proceedings 
between the DNR and the University to select these parcels o f land occurred over a two- 
year period in virtual secrecy, behind the backs o f scores o f communities and individuals 
who stand to be grossly undermined, possibly stripped o f their daily subsistence 
territories.

Secondly, as a Sitka resident and winter caretaker of Warm Springs Bay, T object to most 
of the 40,000 acres o f Southeast land included in this proposed bill. In the original bill 
there are ten parcels o f land that have been designated by the Department o f Natural 
Resources as “RU” or, “ Public Recreation and Wildlife Habitat.” These lands have been 
determined “RU” by the DNR after a lengthy, costly process using our tax dollars, and 
should remain under the stewardship o f DNR— once the University owns this land all 
DNR designations become null and void. Any parcels o f land designated “RU” should 
never have been included in the bill.

The ten parcels of land designated “RU” include Whitney Island, Lynn Canal, Mite Cove, 
Read Island, Sum Dum, Tenakee, Beecher Pass, Edna Bay, Thom Bay, and Warm 
Springs Bay. In addition to the 267-acre pared in Warm Springs Bay being designated 
“RU", wc also have a watershed issue, which would be directly threatened i f  any 
development were to occur here on the land granted to the University.

The public outcry against this bill has been unanimously outraged and vehement. Not 
one individual has spoken out in favor o f HB130/SB96. This bill is deeply flawed. What 
wc really need is for this stinker to be scrapped and sent back to the drawing board with 
legitimate input from the citizens and municipalities that will fed the effects o f the 
university land grant the most. With an open process between the DNR, the University 
and the corresponding municipalities, much o f this fiasco could have been avoided!

Representatives Crawford and Croft both came up with creative and effective means of 
choosing land with real potential to fund the University, and I think these avenues should 
be pursued NOW, not “at some later time” after it’s too late to save the parcels of land in 
question today.
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Please. There is no hurry to grant land to the University. The supposed reciprocal 
federal land grant w ill not be affected by how much state land the University receives, as 
some people seem to think (do you really think the senator’s federal bill w ill even pass? 
Has it in the past?).

If the governor really wants to fund tire University, and this bill is not simply a veil for 
the privatization o f state lands, then it must be reined in and Representatives Eric Croft 
and Harry Crawford's ideas should be acted upon seriously in the next session.

Thanks so much for listening, and hang in there for just another week or so!

Sincerely,

Jennifer Price 
1802 B Alder Way 
Sitka, A K  99835 
(907) 747-7473
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S e n a te  F in a n c e  C o m m i t t e e  
S ta te  C a p i to l ,  R o o m  5 3 2  
J u n e a u ,  A K  9 9 8 0 1 - 1 1 8 2

R e:  U n iv e r s i ty  L a n d s  B ill  ( H B  1 30 /S B  9 6 )

D e a r  S e n a te  F in a n c e  C o m m i t t e e  M e m b e rs :

W c  a rc  w r i t in g  to usk  y o u  to  v o te  " N o "  o n  the  U n iv e r s i ty  L a n d s  B i l l  ( H B  130 /S B  96) .  T h e  
u n iv e r s i ty  n e e d s  an d  d e s e r v e s  a d e q u a te  fu n d in g  to  fu lfi ll  its  im p o r ta n t  m is s io n .  H o w e v e r ,  g iv in g  
it  th o u s a n d s  a n d  t h o u s a n d s  o f  a c re s  o f  m u l t ip le  use  p u b l i c  l an d  is n o t  th e  so lu t io n .  T h e  u n iv e r s i ty  
s h o u ld  b e  f u n d e d  c i th e r  t h r o u g h  the  g en e ra l  fund  or,  a f te r  a vo te  o f  the  p e o p le ,  th e  P e r m a n e n t  
F u n d .  W c  k n o w  lhat  A l a s k a n s  d o n ’t b e l ie v e  the  P e rm a n e n t  F u n d  s h o u ld  b e  ta p p e d  fo r  g en e ra l  
s la te  e x p e n s e s ;  it is e n t i r e ly  p o s s ib le ,  th o u g h ,  lha l  the  p u b l ic  w o u ld  s u p p o r t  th is  v e r y  s p ec i f ic  
d e d ic a t io n  in  o r d e r  to  c r e a te  a n  in s t i tu t io n  o f  h ig h e r  t e a m in g  th a t  w il l  r e a d i ly  a t t r a c t  s t u d e n t s  b o th  
f ro m  A la s k a  a n d  f r o m  a r o u n d  the  c o u n tr y .  A la sk a  w ill  b e n e f i t  in i n n u m e r a b l e  w a y s  f r o m  a s t ro n g  
s la le  u n iv e r s i ty .

T h e r e  a re  a  n u m b e r  o f  p r o b l e m s  w i th  t ra n s fe r r in g  m u l t ip le  u s e  p u b l i c  lan d s  o u t  o f  g en e ra ]  p u b l ic  
o w n e r s h ip .  T h e s e  l a n d s  a rc  a l r e a d y  u s e d  by  A la s k a n s  fo r  a  v a r ie ty  o f  p u r p o s e s .  F o r  e x a m p le ,  the  
f ish  an d  w i ld l i f e  th e y  p r o d u c e  b e n e f i t  su b s is te n c e ,  c o m m e r c ia l  a n d  r e c re a t io n a l  u s e r s ,  b o th  
A la s k a n s  a n d  o u r  v is i to rs .  P r iv a t i z in g  o r  d e v e lo p in g  the se  lan d s  w i l l  in e v i t a b ly  be  d e t r im e n ta l  to 
b o th  p o p u la t io n s  o f  f i sh  a n d  w i ld l i f e  a n d  to their  hab i ta t .

T h e s e  lan d s  a re  a ls o  u s e d  in o th e r  w a y s  b y  in d iv idu a l  o u td o o r  r e c rc a t io n i s t s ,  a s  w e l l  a s  b y  the  
v is i to r  in d u s t ry ,  o n e  o f  A l a s k a ’s  m o s t  im p o r ta n t  indus tr ie s .

T h e  r e s o u r c e s  o n  the se  p u b l ic  lan d s  a re  ava i lab le ,  w h e re  a p p ro p r ia te ,  fo r  lo g g in g ,  m in in g ,  o il  and  
g as  d e v e lo p m e n t ,  a n d  o th e r  e c o n o m i c  p u r p o s e s — b u t  i f  th e  lan d s  r e m a in  in g e n e ra l  p u b l ic  
o w n e r s h ip  A l a s k a n s  w il l  b e  a b l e  to  h a v e  a s a y  re g a rd in g  w h e th e r  a n d  h o w  th e y  a rc  d e v e lo p e d .  
A la s k a n  c o m m u n i t i e s ,  e s p e c i a l l y  ru ra l  o n e s ,  c o u ld  e a s i ly  b e  a d v e r s e ly  a f f e c te d  b y  u n iv e r s i ty  land  
sa le s  to p r iv a te  in d iv id u a ls  o r  b y  in a p p r o p r ia te  d e v e lo p m e n t  a c t iv i t ie s .  W h e n  l an d  is p u b l i c ly  
o w n e d ,  loca l  c o m m u n i t i e s  a n d  p r iv a te  lan d  o w n e r s  h a v e  a  f o ru m  to  a f f e c t  th e  o u t c o m e ;  e x a m p le s  
a re  coa l  b e d  m e th a n e  d e v e lo p m e n t  in th e  M a ta n u s k a  V a l ley  a n d  th e  P e b b le  B e a c h  m in in g  
p rop o sa l  in  S o u th w e s t  A la s k a .  I f  th e s e  lan d s  h ad  b e e n  t r a n s fe r re d  to  the  u n iv e r s i ty ,  the  
o p p o r tu n i ty  fo r  th e  p u b l i c  to in f lu e n c e  the se  p ro je c ts  w o u ld  hav e  b e e n  n e g l ig ib le .

P lease  su p p o r t  the  u n iv e r s i ty  v :th  the  fu nd s  th e y  n e e d ,  no t  l an d s  w h ic h  m ig h t  o r  m ig h t  n o t  
p ro d u c e  s ig n i f i c a n t  r e v e n u e  b u t  w h ic h  a re  a l r e a d y  h ig h ly  v a lu a b le  to  t h o u s a n d s  o f  A la s k a n s .

S incere ly ,

C l i f T E a m c s  R u th  M c H e n r y
K e n n y  L a k e ,  A la s k a  K e n n y  L a ke ,  A la sk a







HOUSE COMMITTEE REPC T

D a t e  o f  C o m m i t t e e  A c t i o n :  _

' d i e  F I N A N C E  C o m m i t t e e  c o n s i d e r e d :  H R  131

H O U S E  R I L L  N O .  131 A C C E S S  D E V I C E  &  I . D .  D O C U M E N T  C R I M E S
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F I S C A L  N O T E

S T A T E  O F  A L A S K A Fiscal Note Number: 1
2 0 0 5  L E G I S L A T I V E  S E S S I O N Bill Version: HB 131

(1-1) Publish Date: 3/21/05

R evision  D ate/T im e (N ote  if correction): Dept. Affected: Corrections
Title "An act increasing the criminal classification of RDU Institutional Facilities
theft of an a cce ss  device and of obtaining an access  device..." Component Institution Director’s Office
Sponsor Representatives Stoltze, McGuire
Requester Judiciary, Finance Component No. 524

E x p e n d itu r e s /R e v e n u e s (T h o u sa n d s o f D ollars)
Note: Amounts do not include inflation unless otherwise noted below.
OPERATING EXPENDITURES FY 200C FY 2007 FY 2008 FY 2009 FY 2010 FY 2011
Personal Services 0.0 0.0 0.0 0.0 0.0 0.0
Travel 0.0 0.0 0.0 0.0 0.0 0.0
Contractual 0.0 0.0 0.0 0.0 0.0 0.0
Supplies 0.0 0.0 0.0 0.0 0.0 0.0
Equipment 0.0 0.0 0.0 0.0 0.0 0.0
Land & Structures 0.0 0.0 0.0 0.0 0.0 0.0
Grants & Claims 0.0 0.0 0.0 0.0 0.0 0.0
M iscellaneous 0.0 0.0 0.0 0.0 0.0 0.0

TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0

[CAPITAL EXPENDITURES 0.0 0.0 0.0 0.0 0.0 0.0

CHANGE IN REVENUES ( ) 0.0 0.0 0.0 0.0 0.0 0.0

FUND SOURCE   (Thousands of Dollars)
1002  Federal Receipts
1003  GF Match
1004  GF
1005  GF/Program Receipts 
1037 GF/Mental Health
Other (Specify Type-Do r.ot abbreviate)

0.0 0.0 0.0 0.0 0.0 0.0
0.0 0.0 0.0 0.0 0.0 0.0
0.0 0.0 0.0 0.0 0 .0 0 0
0.0 0.0 0.0 0.0 0.0 t .o
0.0 0.0 0.0 0.0 0.0 0.0
0.0 0.0 0.0 0.0 0.0 0.0

TOTAL 0.0 0.0 0.0 0.0 0.0 0.0

E stim ate of any current year (FY2005) cost:  0.0__
Mark this box (X) if funding for this bill is included in the G overnor’s  FY 2000 bu d get proposal: 

POSITIONS
Full-time 0 0 0 0 0 0
Part-time 0 0 0 0 0 0
Temporary 0 0 0 0 0 0

ANALYSIS: (Attach a separata page if twee:,say)

Due to the estimated small number of successful prosecutions lhat may occur as a result of the changes 
contained iri the legislation, the department does not anticipate a significant fiscal impact to the Department 
of Corrections.

Prepared by: 
Division

Approved by: 
Agency

Shnrlecn Griflm, /ictinq Director Phone 4L5-4G4 1
Administrative Services Date/Time 2/25/05 10:26 AM

Portia C.K. Parker, Deputy Commissioner Date ?'2b/2005
Department ol Correclions

(Mi w i l t . .ivvsn O'.’bi Page 1 of 1__



F I S C A L  N O T E

2005 LEGISLATIVE SESSION Bill Version: HB 131
(H) Publish Pate: 3/21/05

STA TE OF ALASKA Fiscal Note Number: 2______

Revision Date/Time (Note if correction):_________________ Dept. Affected]_________ LAW
Title ''An Act increasing the criminal classification RDU CRIMINAL_______
of theft of an a c c e ss  device and of obtaining an a c c e s s . .._________ Component CDCO___________
Sponsor Representative S lolze____________________________ _______________________________
R equester H ouse Judiciary__________________________________Component No. _____

E xpe n d itu re s/ R eve nu e s__________________________ (Thousands of Dollars)_____
Note: Amounts do not induce ition  unless otherwise noted below.
OPERATING EXPENDITURES FY 200G FY 2007 FY 2008 FY 2009 FY 2010 FY 2011
Personal Services  
Travel 
Contractual 
Supplies 
Equipment 
Land & Structures 
Grants & Claims 
M iscellaneous

TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0

CAPITAL EXPENDITURES 

ICHANGE IN REVENUES ( )

FUND SOURCE_______________________    (Thousands of Dollars)
1002 Federal Receipts
1003 GF Match
1004 GF
1005 GF/Program Receipts 
1037 GF/Mcntal Health
Other (Specify Type-Do not abbreviate)

TOTAL 0.0 0.0 0.0 0.0 0.0 0.0

E stim ate of any current year (FY2005) co st: 0.0
Mark th is box (X) if funding for th is bill is  included in the G overnor's FY 200G bud get proposal: 

POSITIONS
Full-time
Part-time
Temporary

ANALYSIS: (Attach a separata page if necessary)
This bill amends sections of AS 11.46, and would protect citizens, businessess, and financial institutions by 
increasing the penalty for certain types of identity theft and fraud crimes. The bill would increase the 
penalty from a class A misdemeanor to a class C felony for (1) theft of an access device, such as a credit 
card or bank account number, (2) the crime of fraudulent use of an access device if the value of the 
property or services obtained is $50 or more, and (3) the crime of obtaining an access device or 
identification document by fraudulent means. The Department of Law does not anticipate a fiscal impact 
from passage of this legislation.

Prepared by: 
Division

Approved by: 
A gency

Kathryn D aughhctce, Director Phone 465-5427
Administrative Services Date/Time 2/22/05 4 21 PM

K. Dnughholee for Sr.olt Nnnlslrar.d. Acting Attorney General 
Department of Law

Date 2/22/2005

( I I I , . ! i  MVOM own) Page 1 of 1



F I S C A L  N O T E

STA T E O F ALASKA
2005 LE G ISLA TIV E SESSION

Revision Date/Time (Note if correction):_______________
Title An Act increasing classification of thetl of an access

________________ device £ obaining an access device or identification...

Fiscal Note Number:

Bill Version:
(H) Publish Dale:

Dept. Affected 
'RDU

HB 131
3/21/05

Public Safety
Alaska State Troopers

Component AST Detachments
Sponsor
R equester

Representatives Stoltze, McGuire

Expenditures/Revenues

Component No. 

(Thousands of Dollars)

2325

Note: Amounts do not include inflation unless otherwise noted below.
OPERATING EXPENDITURE.'; FY 2006 FY 2007 FY 2008 FY 2009 FY 2010 FY 2011
Personal Services
Travel
Contractual
Supplies
Equipment
Land & Structures
Grants & Claims
M iscellaneous

TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0

CAPITAL EXPENDITURES I I
ICHANGE IN REVENUES ( ) j i

FUND SOURCE (Thousands of Dollars)
1002 Federal R eceipts
1003 GF Match
1004 GF
1005 GF/Program Receipts 
1037 GF/Menta! He?'
Other (Specify Type Do not abbreviate)

TOTAL 0.0 0.0 0.0 0.0 0.0 0.0

Estimate of any current year (FY2005) cost: 0.0
Mark this box (X) if funding for this bill is included in the Governor's FY 200C budget proposal: 

POSITIONS

Full-time
Part-time
Temporary

ANALYSIS: (Attach a separate page it necessary)
This bill amends AS 11.46.130 and adds an "access device" (defined in AS 11.81.900(b)(1)] to the crime of 
theft in the second degree which will increase Ihe criminal classification for theft of an "access device" fiom 
a Class A Misdemeanor to a Class C Felony. The bill also increases the criminal classification for 
fraudulent use of an access device in AS 11.46.285. It will increase the penalty lo a Class C Felony if the 
theft of property or services obtained is $50 or more, but less than $25,000. The present value for a Class 
C Felony is $500 or more, but less than $25,000.

No fiscal impact on the Department of Public Safety is anticipated.

Prepared by: Lieutenant Todd Sharp  P hone 907-465-3223
Division Alaska State Troopers Dato/Timo 2/22/05 5:37 PM

Approved by: Commissioner William Tnndeske_______________________________________Date 2/22/2005
A gency Department of Public Safety____________________________________

uv istM ouii) Page 1 o f 1



F I S C A L  N O T E

STA TE OF ALASKA
2005 LEG ISLA TIV E SESSION

Revision Dale/Time (Note if correction):______
Title An act incrensina criminal class, for

Fiscal Note Number:
Dill Version:
(H) Publish Date:

Dept. Affected: 
'RDU

HB 131
3/21/05

Administration
Legal and Advocacy Services

a ccess  device crim es... Component Public D elender Agency
Sponsor
Requester

Reps Stoltze. McGuire
House Judiciary

Expenditures/Revenues

Component No, 

(T h o u sa n d s of D ollars)

1631

Note: Amounts do not include inflation unless otherwise noted below.
OPERATING EXPENDITURES FY 200G FY 2007 FY 2008 FY 2009 FY 2010 FY 2011

Personal Services • • • • • •

Travel
Contractual
Supplies
Equipment
Land & Structures
Grants & Claims
M iscellaneous

TOTAL OPERATING • • • • • •

[CAPITAL e x p e n d it u r e s '

CHANGE IN REVENUES (

FUND SOURCE (Thousands o! Dollars)

1002 Federal R eceipls
1003 GF Match
1004 GF
1005 GF/Program Receipts 
1037 GF/Mcntal Health
Other (Geccily Type-Do nr.t nbt.ii v i!e)

TOTAL • • • • • •

E stim ate of any current year (FY2005) cost: U 0
Mark this box (X) if funding for this bill is included  in the G overnor's FY 200C bu d get proposal: 

POSITIONS
Full-time 
Part-time 
1 emporary

ANALYSIS: (Attach n m  / i . i i .j . V p . i  i / n ' C r v .  i’yj
This bill seeks to amend several offenses related to access devices, like credit cards and bank account 
numbers, and ID documents to raise the penalty from a misdemeanor to a felony for the theft of. fraudulent 
use of, and for fraudulently obtaining an access device or ID document This increase in penalties vail 
increase the workload of the Agency II is for more costly lo defend a person charged with a felony than a 
misdemeanor. Some of these offenses are currently prosecutable by municipalities as misdemeanors, and 
if they become felonies, they will be prosecuted by the state resulting in more public defender 
appointments II is not possible to predict how many current PD-appointed cases will be affected or new 
cases appointed, therefore an indeterminate fiscal note is submitted

Prepared by Linda K Wilson. Deputy tTmi tor Phone (007l334-4-*.1[i
Division Public Defender Agency________________________________________ Datu/Trnm 2'22.05 0.54 AM

Approved by. Michael Tibbies. Deputy Cnmmn.Mcmrr_________________________  D.iiu 2'?2.'2005____
Agency Dep.utment nl Ailmuu’iti.itinn___________________________________

l»w., («»H» ; \ , «*4 OV0| Page 1 of t
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H o u s e  B i l l  131

Access Device &  I.D. Docum ent Crim es
"A n  Act increasing the crim ina l classification o f theft o f an access device and o f obtaining an 

access device or identification documents by fiaudulcnt means; increasing the crim inal 
classification fo r  certain cases o f fraudulent use o f an access device; and provid ing for an effective

date."

Identity theft is on the increase* in A laska and our country as a whole. The Federal 
Trade Com m ission (I-’TC) reported that identity theft was up 33 percent in 2(J03. The 
State of A laska ranks second in the number of com plaints per 100,000 people.

These tvpes of theft average $500; however, this does not take into consideration the 
countless hours a v ictim  may spend tracking dow n and stopp ing the imposter, as 
well as time and legal costs to repair credit ratings and fight collection efforts. These 
changes w ou ld  bring the penalties for such crimes closer in line w ith  federal 
crim inal laws, which p rov ide  for as much as 15 \ ears in prison for s im ilar crimes.

T iie provisions ot 1 lb  131:

• Increase the pena lly  from a class A  m isdemeanor to a class C  felony for:
1. Theft o f an access device, such as a credit card or bank account 

number.
2. I he crime o f fraudulent use o f an access device if the value of the 

propertv or services obtained is $50 or more.
3. I he crime of obtaining an access device or identification document by 

fraudulent means.

I ask for your consideration and support of 1 111 131 to take a step towards 
meaningful deterrence and punishment for such crimes, which can impact all 
Alaskans.

nisiiuci s.
iimciisvoo!) • nr nr. • < i ina  o; • i ki r i  ,\\\ • i uuvmw i.ooi- 
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M
D E P A R TM E N T  OF L A W

OFFICE OF THE A 'fTORNEY GENERAL

C o h i h i i ' i c m !  o n t l  h u t  / / i / t i H i ' M  S e c t i o n

r.o ftoxnom
123 F "  ST.. 1)1 M ON  I) COUR TH OU SE  
JUNEAU . ALASKA m i l  0300 
RH ONE (007)1(3-3600 
FAX (901)463-2330

Frank Ii. Murkowski, Governor

March 1,2005

Sectional Analysis o f HU 131 (ID  Theft)

(Prepared by the Department o f  Law, M arch I, 2005)

H B  131 would increase the crim inal classification o f  theft o f  an access device, o f  
fraudulent use o f  an access device, and for fraudulently obtaining an access device or 
identification document.

Section I classifies theft o f  an access device as theft in the second degree, a class C  
felony.

Section 2 is a conform ing amendment that deletes a statutory reference to the provision 
repealed in sec. 5 o f  the b ill.

Section 3 raises fraudulent use o f  an access device to a class (' felony from a class A 
misdemeanor when the value o f  the property or services obtained is between S50 and 
$25,000; it raises fraudulent use o f  an access device to a class A  misdemeanor when the 
value o f  property or sen ices obtained is less than $50.

Section 4 raises fraudulently obtaining an access device or identification document to a 
class C  felony from a class A  misdemeanor.

Section 5 repeals the statuton prov ision classify ing th ft o f  an access device as theft in 
the third degree.

Section 6 would make the b ill applicable to offenses occurring on or after the effective 
date.

Section 7 sets out an effective date o f  Ju ly I. 2005.



Reasons to Support I IB 131 and the $50 lim it 
On Fraudulent Use o f an Access Device (Credit Card, etc) as a C  Felony

Fraudulent use o f an access device is a crime that is very sim ilar in terms o f  the 
actor’ s bad conduct to forgery o f a check. Forgery o f a check in any  amount is 
a class C  fe lony under A S  11.46.505.

There are at least two sets o f victims in each case o f fraudulent use o f an -cess 
device: the consumer victim , i.e., the person whose information was used, and 
the merchant or bank who loses services or merchandise. Costs to merchants 
or banks from these losses are eventually placed back on the consumer through 
higher prices or fees.

The emotional and fiscal impact on consumer victims from fraudulent use o f 
an access device can be more severe than forgery or theft cases and can go on 
for several years without the victim  even being aware o f the problem.
(Average time spent by victims to repair their identity and credit is 600 hours 
and cost substantial amount o f money). Id en tity  T h e ft:  T h e  A fte rm a th  2003, 
Identity Theft Resource Center, Summer. 2003.

I he legislature has recognized other situations where certain types o f property 
or certain situations warrant class C  felony liab ility  regardless o f the value o f 
property received.

- theft o f  a firearm or explosive, A S  11.46.130(a)(2)
- theft o f any type o f property in any value from the person o f another,

A S  11.46.130(a)(3)
- theft o f  a fire extinguisher or supporting equipment, or other “ vessel 

safety or survival equipment” AS  11.46.130(a)(4)

An access device fa lls within a class o f property lhal deserves special attention 
and protection regardless o f the actual value o f the property received. Class C  
felony liab ility  is justified.
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Chapter 397 of the Acts of 1998
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"Personal identifying information", any.name or number that may be used, alone or in conjunction wjtlrj 
any other information, to assume the identity o f an individual, including any name, address, telephone^ 
number, driver’s license'number, social security number, place o f employment, employee identification^ 
number, mother’s maiden name, demand deposit account number/savings account number, crcdiTcard'^ 
number or computer password identification. . ' T

l/i ’ ' . ’
I’Pose", to falsely represent oneself, directly or indirectly, as another person or persons. : 'i

•; ■ . ;• : , ^  Y : ■ ' ; 1.-. '■ • . ;;
■’Victim", any.person who has suffered financial loss or any entity.tliat provided money, credit, goods,Tu
services or anything o f  value and lias suffered financial loss' as a direct result o f the commission or i
attempted commission o f a violation o f this section. . \ 'V .V  '

■' ' ' ■ \
(b) Whoever, with intent to defraud, poses as another person without the express authorization o f that;. |  
person and uses such person's personal identifying information to obtain or to attempt to obtain money, ;* 
credit, goods, services, anything o f value, any identification card or other evidence o f such‘ person’s. 
identity, or to harass another shall be guilty o f identity fraud and shall be punished by a fine o f not more - 
than $5,000 or imprisonment in a house o f correction for not mete than two and one-half; years, or by V .a 
both such line and imprisonment.

.

• ■ . . . ' ' , / }
(c) Whoever, with intent to defraud, obtains personal identifying information abdut’anolhcr pcrsoms
without the express authorization o f such person, with the intent to pose as such person or who obtains*
personal identifying information about a person without the express authorization o f such person in
order to assist another to pose as such person in order to obtain money, credit, goods, services, anything*
o f value, any identification card or oilier evidence o f such person’s identity, or to harass another shall be»
guilty o f the crime o f identity fraud and shall be'punished by a fine o f hot more than $5,00?) or. - i?
imprisonment in a house o f correction for not more than two arid one-half years, or by both such fine A
and'imprisonment; .• • ' - ; . . . .

• • . '
(d) A  person found guilty o f violating any provisfpns of. til iss  cctio n' sha 11, in addition to anymlhcrAj j'uu
punishment, be orclercd to make restitution for financial loss sustained by a victim as a result o f such 
violation. Financial loss may include any costs incurred by such victim in correcting the credit bistory o f

l)llp:/Avww.mass.gov/legis/laws/seslaw98/sl980397.htm 3/17/2005
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admmistrati ve proceeding to satisfy^ 
and attorney's feesr • •

Approved December 3, 1998

R e t u r n  to* ' 1 •f > c r u r p  10.
L ist o f Laws passed in 1998 Session  ̂
General Court home page2or: ;̂' 
Commonwealth o f Massachusetts home page

lutp:/Avww. mass.gov/legis/Iaws/scslaw9S/sl9S0397.litm 3/17/2005



§21-1533.1.

Oklahoma Public Legal Research System

Sponsored by the 

Oklahom a Attorney General's O ffice 

using CNIDR lsearch-cgi 1.30.06 (F ile: 21-1533. J./itml)

[Previous] [Next]

§21-1533.1.

5 2 1 - 1 5 3 3 .1 .

I t  i s  u n l a w f u l  f o r  a n y  p e r s o n  C o  w i l l f u l l y  a n d  w i t h  f r a u d u l e n t  i n t e n t  
o b t a i n  t h e  n a m e ,  a d d r e s s ,  s o c i a l  s e c u r i t y  n u m b e r ,  d a t e  o f  b i r t h ,  o r  
a n y  o t h e r  p e r s o n a l  i d e n t i f y i n g  i n f o r m a t i o n  o f  a n o t h e r  p e r s o n ,  l i v i n g  
o r  d e a d ,  w i t h  i n t e n t  t o  u s e ,  s e l l ,  o r  a l l o w  a n y  o t h e r  p e r s o n  t o  u s e  o r  
s e l l  s u c h  p e r s o n a l  i d e n t i f y i n g  i n f o r m a t i o n  t o  o b t a i n  o r  a t t e m p t  t o  
o b t a i n  c r e d i t ,  g o o d s ,  p r o p e r t y ,  o r  s e r v i c e  i n  t h e  n a m e  o f  t h e  o t h e r  
p e r s o n  w i t h o u t  t h e  c o n s e n t  o f  t h a t  p e r s o n .  I t  i s  u n l a w f u l  f o r  a n y  
p e r s o n  t o  u s e  w i t h  f r a u d u l e n t  i n t e n t  t h e  p e r s o n a l  i d e n t i t y  o f  a n o t h e r  
p e r s o n ,  l i v i n g  o r  d e a d ,  o r  a n y  i n f o r m a t i o n  r e l a t i n g  t o  t h e  p e r s o n a l  
i d e n t i t y  o f  a n o t h e r  p e r s o n ,  l i v i n g  o r  d e a d ,  t o  o b t a i n  o r  a t t e m p t  t o  
o b t a i n  c r e d i t  o r  a n y t h i n g  o f  v a l u e .  A n y  p e r s o n  c o n v i c t e d  o f  v i o l a t i n g  
a n y  p r o v i s i o n  o f  t h i s  s e c t i o n  s h a l l  b e  g u i l t y  o f  i d e n t i t y  t h e f t .  
I d e n t i t y  t h e f t  i s  a  f e l o n y  o f f e n s e .

J Previous] [Next]

Page 1 o f 1

hllp://oklegal.onenti.ucl/oklcgal*cgi/il'etch?Oklalninia Slaiiilcs.OO* 8N97I5I8429811* 3/17/2005



N a t i o n a l  a n d  S t a t e  T r e n d s  

F r a u d  &  I d e n t i t y  T h e f tJ a n u a r y  - D e c e m b e r  2 0 0 4

Federal Trade Commission
F e b r u a r y  1 , 2 0 0 5

Source: Data from Consumer Sentinel and the Identity Theft Data Clearinghouse



Consum er?. M  IDSVTTTY THEFT I Q
ftjSU D ata Clearinghouse I f W r

, .  cjm 'w i a  m M tii war iv v Y o itt i :

Report Subject Page No.

Introduction ............................................................................................................  2
Executive Sum m ary.................................................................................................  3

Sentinel Complaint Trends

Three-Year Trend for Sentinel Com plaints.................................................................  4
Sentinel Top Complaint Categories............................................................................. 5
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Consumer Sentinel 
Leading Partners c£ Data Contributors

Between January and December 2004, Consumer Sentinel, the 

com plaint database developed and maintained by the FTC , 

received over 635,000 consumer fraud and identity theft 

complaints. Consumers reported losses from fraud o f  more 

than $547 m illion . The reports in this booklet analyze those 

complaints.

Consumer Sentinel collects information about consumer fraud 

and identity theft from  the F T C  and over 150 other 

organizations and makes it available to law enforcement 

partners across the nation and throughout the world for use in 

their investigations. Launched in 1997, the Sentinel database 

now includes over two m illion  complaints. Some data 

transfers from other organizations contain complaints from 

previous months and have not yet been received.

Accord ing ly, the total number o f  complaints reflected in this 

report may increase over the course o f  the next few months. 

The addition o f  complaints from other data contributors is also 

reflected in the larger totals from previous years than were 

reported in earlier F T C  reports.

For more information about Consumer Sentinel, as well 

as information about consumer fraud and identity theft, 

v isit the Consumer Sentinel public website at 

www.consumcr.gov/scntincI. I fy ou  represent a law 

enforcement organization, ca ll (202) 326-3196 or e-mail 

scntinel@ ftc.gov for membership information.
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Executive Summary
Federal Trade Commission (FTC) -  2004 National and State Trends in Fraud and Identity Theft

• Consumer Sentinel now contains over 2 million fraud and identity theft complaints and is 
accessible to more than 1,200 law enforcement agencies -  including every state attorney general 
in the U.S. and consumer protection agencies in 19 nations.

• The FTC  icceived over 635,000 Consumer Sentinel complaints during calendar year 2004 - 
61% represented fraud and 39% were identity theft complaints.

Fraud

• A  total o f 3S8,603 o f the Consumer Sentinel complaints were fraud-related, internet Auctions 
was the leading complaint category with 16% o f the overall complaints, followed by Shop-at- 
Hornc/Catalog Sales (S%), Internet Services and Computer Complaints (6%), Foreign Money 
Offers (6%), Prizes/Sweepstakes and Lotteries (5%), Advance-Fcc Loans and Credit Protection 
(3%), Business Opportunities and Work-at-Home Plans (2%), and Telephone Services (2%).

• Consumers reported fraud losses o f over S547 million; the median monetary loss was S259.

• Internet-related complaints accounted for 53% o f all reported fraud complaints, with monetary 
losses o f over $265 m illion and a median loss o f $214.

• Some 57% o f fraud complaints where the company’s method o f initial contact was reported 
indicate internet solicitations - electronic mail 35% and web 22%. S0% o f all fraud complaints 
reported the method o f mitial contact. This is consistent with last year’s report.

• The major metropolitan areas with the highest per capita rates o f consumer fraud reported are the 
Washington DC area; San Jose-Sunnyvalc-Santa Clara, CA , and Las Vegas-Paradise, \'V.

Identity Theft

• Credit card fraud (2S%) was the most common form o f reported identity theft followed by phone 
or utilities fraud (19%), bank fraud (1.$%), and employment fraud (13%). Other significant 
categories o f identity theft reported by victims were government documents/benefits fraud and 
loan fraud.

• The percentage o f complaints about “Electronic Fund Transfer” related identity thelt more than 
doubled between 2002 and 2004.

• The major metropolitan areas with the highest per capita rates o f reported identity theft are 
Phoenix-Mcsa-Scotlsdale, AX; Riverside-San Bcrnardino-Ontario, CA; and Las Vegas-Paradise, 
NV.



C o n s u m e r

Sentinel Complaints by Calendar Year1
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I d e n t i t y  T h e f t  C o m p l a i n t s

F r a u d  C o m p l a i n t s  542 378

403,688

40%

60%

161,896

241,792

635,173

39% 246,570

215,093

61% 388,603

327,285

C Y  2002  C Y  2003 C Y  2004

'P e r c e n ta g e s  a rc  b a s e d  o n  the  total n u m b e r  o f  Sentinel c o m p la in ts  b y  c a le n d a r  year. 
T h e s e  Figures e x c lu d e  " D o  N o t  C a l l "  reg is try  com pla in ts .

Fraud Complaints by Calendar Year2 * 

(Excluding Identity Theft)
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I 46%

54%

110,206

131,586

54% 176,720

46% 150,565

Iiitcriict-Kclntcd 
F r a u d  C o m p l a i n t s  

205,568

Other Fraud 
C o m p l a i n t s  

183,035

 "I 1111
C Y  2002 C Y  2003 C Y  2004

^ P ercentages  a re  ba .cd on  the total n u m b e r  o f  Sen tine l  f rau d  c o m pla in ts  by  c a le n d a r  year.
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Sentinel Top Complaint Categories1
J a n u a r y  1 -  D e c e m b e r  3 1 , 2 0 0 4

A d v a n c e - F e e  L o a n s  

a n d  C r e d i t  P r o t e c t i o n

3 %

P r i z e s / S w e e p s t a k e s  
a n d  L o t t e r i e s  

5 %

B u s i n e s s  O p p s  a n d  

W o r k - a t - H o m e  P l a n s  

2%
T e l e p l x r n e  S e r v i c e s  

2%

F o r e i g n  M o n e y  O f f e r s  
6%

I n t e r n e t  S e r v i c e s  a n d  

C o m p u t e r  C o m p l a i n t s

Shop-at-Homc/ 
Catalog Sales 

8% Identity L ie n
39%

Internet Auctions 
16%

'P e r c e n ta g e s  a re  b a se d  o n  the  total num b er  o f  Sen tine l  c o m pla in ts  (6 35 ,1 73 )  rece iv ed  b e tw ee n  Ja nu a ry  1 and  
D e c e m b e r  3 1 , 2 0 0 4 .  l o r  S en tin e l  c a teg o ry  d esc r ip t io ns  an d  thrcc -y ca r  t rends ,  see  A p p e n d ic e s  M and

Federal Ttndr Com tnin inn I'iine .1 o/Vift CteuleJ Fel tuaty I, .'i 0)



Sentinel Data Contributors1

J a n u a r y  1 -  D e c e m b e r  3 1 , 2 0 0 4

Canada 's
P h o n e B u s t e r s

(Fraud)
4 %

U.S. Pos ta l  
In sp e c t io n  Service 

(Fraud)
5%

Interne t  C r i n t  
C o n p la in t  C en te r  

(Fraud)
28%

Other  Organiza t ions2 
(IDT &  F raud)

2%

F T C -  
W e b  Complain ts  

(IDT)
7%

FTC - 
"877 FTC HELP" 

(Fraud)
11%

F T C -  
" 877 ID THEFT" 

(IDT)
32%

F T C -  
W e b  Complaints  

(Fraud)
110/ /0

‘Percentages arc bused on the total number of Sentinel complaints (635,173) received between January I and 

December 31,200*1. I “he type o f complaints provided i.y the organization is indicated in parentheses.

•T or  a list o f  o th e r  o rg a n iza t io n s  c o n t r ibu t in g  to Sen tine l ,  see  A p p en d ix  I).

fed era l Trade Cammtnlon I ’.n y  ft o f Created I'rlirua ty  I, 200 i



4 k
C o n s u m e r . _ ri Cr Frtnnl Complaints

<
( Total Number o f Fraud Complaints &  Amount Paid

January 1 - December 31, 2004

J 8 8 . 6 0 3  2 9 6 ,5 2 5  7 6 %  $ 5 4 7 ,8 5 4 ,7 8 1 ' ;  S I , 8 4 8  S259

'Avenge is based on ihe total number of consumers who reported amount paid (296,525). Forty-one consumers reported an 
amount paid ofSI million or more.
’Median is the middle number in a set of numbers so lhat half the numbers have values that are greater thin the median and half 
have values tint are less. Calculation of the median deludes complaints with amount paid reported as JO

F r a u d  C o m p l a i n t s  b y  R e p o r t e d  A m o u n t  P a id
J a n u a r y  I  - D e c e m b e r  3 ] ,  2004

M e t h o d s  o r  P a y m e n t  R e p o r t e d  by  C o n s u m e r s 4
J a n u a r y  1 -  D e c e m b e r  3 J , 2004

SO 3 0 %
S I - 2 5 7 %
S 2 6 - 5 0 7 %
S51 - 7 5 4 %
S 7 6 -  100 4 %
S 1 0 1 - 2 5 0 12%
S 2 5 1 - 5 0 0 11%
S501 -  1,000 8 %
S I , 001 - 5 , 0 0 0 12%
M o re  than  5 5 ,0 0 0 4 %

’Percentages arc bused on lltc total number of consumers who reported amount 
paid (296,525) 76V# of consumers reported this information

35V>

30%

25% 

20%* 
15%* 

!Cf%- 

5* •* 

0\
lU r i .  Cas)»Cad> Cfrck 

Auoul Adva/Le 
1*1*

Moray TcirpTnre VV'ie 
Onier Tiurivinr

‘Percentages arc based cm tl>e total number of corisurirers w ho reported the method 
of payment (71,175) 18% of consumers reported this information

C o m p a n y ’s  M e t h o d  o f  C o n t a c t i n g  C o n s u m e r s *  
Ja n u a r y ' 1 -  D e c e m b e r  J  / .  2004

'Percentages air based on the total number of f sod loii^Iaiiiis vshcrc 
company’s mcihoJnf tmliil contact was reported by lonsurnm (311,409) 
Kl)% of consumers iv j k >m c J  this infoitrvition

F r a u d  C o m p l a in t s  b y  C o n s u m e r  A g e 6 
Ja n u a r y ' I  - D e c e m b e r  3 1, 2004

M'cieenUgei ate bated utt uietotal number of ftaud complaint* whcic 
nmumers it putted then age (Jl.1.51 J) HI ?. of cnmuncrv tcputtrd their age

/ fih  t ii l Truth' Cnm m liuun J’lif ir  7 o f  06 Created T'ehruary I, J00S



Total Number o f Internet-Related Fraud Complaints &  Amount Paid
January 1 - December 31, 2004

205,568 184,206 90% $265,337,866 ; $1,440 $214
'Average is based on the total number of consumers who reported amount paid (184.206). Fifteen consumers reported an 
amount paid of SI million or more.
’Median is the middle number in a set of numbers so lhat half the numbers have values that are greater than the median 
and half have values that are less. Calculation of die median excludes cotnilaints with amount paid reported as $0.

I n t e r n e t - R e l a t e d  F r a u d  C o m p l a i n t s  
B y  R e p o r t e d  A m o u n t  P a id

Jan uary  1 - D ecem b er 31 , 2 0 0 4

I f e F 'u i i l * *  t. 1 ' 'T- . . 1
so 24%
SI -25 8%
S26 - 50 8%
S5I -75 5%
S76-100 5%
$101-250 14%
S251 - 500 11%
S501- 1,000 9%
S 1,001 -5,000 12%
aMoie tlian $5,000 3%

’i'euentages arc based on the total number of consumers who reported 
amount paid (IS4.206) W!• nf ronsumers reported this information

M e t h o d s  o f  P a y m e n t  R e p o r t e d  b y  C o n s u m e r s 4
J a n u a r y  1 -  D e c e m b e r  31, 2004

3 7 %

19%

an* ̂
W 
JOl!
2J*.
:o*.v 
IJ*r 
10V 

s*.
ov lUris C«iJrC«U; OeOt Ctrdi Mocry Tek|4utr W'icAxoiil Ad nut c f *4i tit Older tiJ 7r.ur.fcrPcb<
’Percentages arc based on die U ul number of consumer; *»><> reported the method 
of payment (.11,077/ 1J% of consumers reported thu information

T o p  P r o d u c t s / S e r v i c e s  f o r  
I n t e r n e t - R e l a t e d  F r a u d  C o m p l a i n t s ’

J a n u a r y  I  -  D e c e m b e r  31 , 2004

’I'eicenUges ate based oil the Iota! number uf Internet irlaled fraud 
cuinpliinti(20)>5f>l) received between Januaiy I and December 31, JOtM.

I n t e r n e t - R e l a t e d  F r a u d  C o m p l a in t s  b y  C o n s u m e r  A g e '1 
J a n u a i y  1 ■ D e c e m b e r  31, 2004

10 attil t 'isJcr

2U 2‘>

?(M‘J

10-10

5 0  5V

WX.0

70 anJ Over

‘I'ctcentages are baud on tlie total number of Internebrt tiled ftaud inmplaints where 
cnruurnei) I runted thru age ( 173.4031 >4*. uf coiisiuncis trpmted thru age.

f 'c Jem l TraJr CommusUin v  A o f  <iri C i ca lf J  t 'rhm iuy  I, 2005
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Total Identity Theft Records' 
by Calendar Year

J-o

2 5 0  -i

200 -

S 150 -

S . 100

50

0

Itcqucsts for Information 

Complaints

161,896

CY 2002

215,093

C  Y  2 0 0 3

246,570

CY 2004

'P c r c e n i a i ’e s  a rc  b u sed  o n  the to ta l  n u m b e r  o f  iden ti ty  thclt  r e c o rd s  b y  c a le n d a r  year
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Credit Card Fraud

How Victims’ Information is Misused1
Calendar Years 2002 through 2004

Loan Fraud

New Accounts 

Existing Account 

Unspecified 

Total

Phone or Utilities Fraud

Percentage Percentage Percentage

24.4%

12.2%
5.4%

41%

a g a m a e
Wireless - New 

Telephone - New 

Utilities - New 

Unauthorized Charges 

to Existing Accounts 

Unspecified 

Total

Bank Fraud*

Percentage Percentage Percentage

10.6% 10.4%

5.2% 5.6%

3.0% 3.8%

0.7% 0.6%

2 2% 0.8%

20% 19%

Percentage Percentage Percentage

Existing Accounts S .1 % 8.3% : | y | l

Electronic Fund T ransfer 3.1% 4.8%

New Accounts 3.7% 3.8%

Unspecified 2.0% 0.5%

Total 16% 17% 3

E m plov m cn t-K daU d F raud

a n T 5 i ! e ^ C r '~ * X . '^ , ' a l '  "I r rT
Percentage Percentage Percentage

Employment Related f  raud 9 % 11%

Percentage Percentage Percentage

Business / Personal /  

Student Loan 

Auto Loan /  Lease 

Real Estate Loan 

Unspecified 

Total

Other Identity Theft

2.7% 2.3% |

2.1% 2.0% ^
0.9% 1.0% gj

0.5% 0.3% §
6% 5%  $

Percentage Percentage Percentage
IT s-}

Other

:--CT-So2>'r-'

~ 9 .1 %

‘CV20W 'S' *■.<!
11.6% «

Illegal / Criminal 2.0% 2.1% 3
Internet / E-maii 1.4% 1 .6% m
Medical 1.7% i.8%

Apartment /  House Rented 1.0% 0.9%  S i
Insurance' — 0.3% j j i

Property Rental Fraud5 — 0.2%
Bankruptcy 0.4% 0 .3%  * 9

Child Support’ — 0.2%  5
Magazines’ — 0.!%

Securities /  Other Investments 0.2% °.2%  m
Total 15% 19% '.2?

Attempted Identity Theft
Percentage Percentage Percentage 

Attempted Identity Theft 8%  8 %  • VT'itNij

O o v c r i i m c n t  D o c u m e n t s  o r  B e n e f i t s  F r a u d
Percentage P cn cn u g e  Percentage

w s 8 8 ffl3 ® ffim s i m k z s B s m a m  n
Fraudulent Tax Return 1,9% 3.7% I

Driver's License Issued/ Forged 3.0% 2.3% r>

Government Benefits Applied/ Received O S'1# 1.3%

Other Government Docs Isstico J urgcJ 0.3% 0.4%

Social Security Catd Issued 1 Furgtd 1.7% 0.4%

Unspecified 0.1% <0.1%

Total 7%  8%

Tciccjitaccv aie based on the total number of complaints in the Identity Ihclt Data i 'Icarinyjliousc for each calendar year 
f  V 2002 161.h96; ( T  2003 ■ 215,093, CV 2004 246,570 Note that percentages total to more than 100 m rach jrar because 
some victims repeated experiencing inoie than n n ch p cu r  identity thrft 22% inCV 2002, IV". in ('V 2<KD, and 19% m CY 200-1 

•'Includes fraud involving checking and sac mgs account* and electronic firml transfers 
1 llictl subtype added in CY 2003

r t J r t i i !  Tm .It Cvm m niniti Vugr 1 0 o f  66 O ftW i/F rfo iM ry /  1116 1
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Identity Theft Complaints by Victim Age1 
Januaiy 1 -  December 31, 2004 
29%

Under 18 18-29 30-39 40-49 50-59 60 and Over

■Percentages arc based on  the total num ber o f  identity theft com plain ts w hctc  victim s rep o rted  their age (234 .263) ‘>5% o f the 
v ictim s who contacted  Ihe Federal T rade C om m ission  d irec tly  reported their age.

Law Enforcement Contact2
January 1 -  December 31, 2004

1% uf VY.ttms Notified u 

Police Department and 

Did Not Indicate if  a 

Report Was Taken

8% o f Victims 

Notified II 
Police IVp.irtinent 

and a Report 
Was NOT I itkcn

30% o f Vkltms 

N o tified  a  
Police Dvparunctit 

and n Report 
W a s I - ik n i

6 IT io f Victims 

I v l Sol Notify Any 

k  y S  Police tJcpmimcrt

' I ’c rccn U ccf arc h avcJ <;n d ie  lo u l  num ber o f  idciilily ihcft coinplsinli u l ie r r  v ictim s m d n a ln l  w hether they had ro l i l if i l  a p rh c e  
departm en t (2 J 9 .9 4 J )  ' i N ' . o f  th r  identity  theft v ic tim s w ho  io n  t i d e d  die  I cderal I ta d c  C uitim istiin i d iie tlly  rem itted  d m  
inform ation

h J fittl  / / a t IrCnwimiiil(»r I'ligr II  o/flrt I '/ruler/ /  rhw it.i / m00i



Major Metropolitan Areas for Fraud -  Related Complaints1
Januaiy 1 -  December 31, 2004

1 Washington-Arlington-Alcxnndria, DC-VA-MD-WV MSA 8,812 183.7
2 San Josc-Sunnyvalc-Santa Clara, CA MSA 2,988 172.1
3 Las Vegas-Paradise, NV MSA 2,358 171.4
•1 Columbus, OH MSA 2,726 169.0
5 Phoenix-Mcsa-Scottsdalc, AZ MSA 5,434 167.1
6 Austin-Round Rock, TX MSA 2,088 167.1
7 San Francisco-Oakland-Frcmont, CA MSA 6,748 163.6
8 Tampa-St. I'ctcrsburg-Clcarwatcr, FL MSA 3,898 162.7
9 Seatilc-Tacoma-Bcllcvuc, WA MSA 4,943 162 4
10 Sacramcnto-Ardcn-Arcadc-Roscvillc, CA MSA 2,839 158.0
11 San Diego-Carlsbad-San Marcos, CA MSA 4.394 156.2
12 Portlarul-Vancouver-Ucavcrton, OR-WA MSA 2,987 154.9
13 Dcnver-Aurora, CO MSA 3,331 152.9
14 Orlando, FL MSA 2,427 147.6
15 Indianapolis, IN MSA 2,150 141.0
16 Jacksonville, FL MSA 1,503 133,9
17 Dalla.vFort Wortli-Arlmgton. TX’ MSA 6,803 1318
18 Virginia Bcach-Korfolk-N'cwport News, VA-NC MSA 2,066 1311
19 Kansas Cily, MO-KS MSA 2.401 130 8
20 lxis Angclcs-Long Flcach-Sama Ana, CA MSA 15.963 129.1
21 Oklahoma City, OK MSA 1,386 126 5
22 Mlami-Fort Laudcrdalc-Miarni Beach, FL MSA 6,287 125 6
23 Mdss-aukcc-Waukcsha-Wcst Allis, W1 MSA 1,877 125.1
24 Pittsburgh, PA MSA 3,039 125 0
25 Rochester, NY MSA 1,297 125 0
26 Uultiinorc-Tuwson, Ml) MSA 3,167 124 1
27 Richmond, VA MSA 1,345 122 6
28 Sl.Ijmis, MO-IL MSA 3,270 121 2
29 Mmncapnlis-St Paul-Bloomington, MN'-WI MSA 3,589 1209
30 Atlanta-Sandy Spnngs-Manctu, GA MSA 5,110 120 3
31 RncrsiJc-Sanliemardino-Oniario. CA MSA 3,876 119 1
32 Charh tc-Gastoma-Concord, NC-SC MSA 1,559 117 2
33 Clcvclarul-Klyrta-Mcntor, O il MSA 2 ,4‘>7 H 6 2
34 Ilartford-West Hartford-East Hartford, CT MSA 1,329 1)5.7
35 Philadclphn-Curixlcn-Wilmington, I'A-NJ-Dli-MD MSA 6,515 114 6
36 Hoston-Camhridgc-Qumcy, MA-NH MSA 4,999 113 8
3 / Nashville-Davidson-MurfrccslKiio, TN .MSA 1,461 1114
38 Chieagp-NaperviHc-Jolicl, IL-IN-WI MSA 9,991 109 8
39 New Volk-Northe rn New Jersey-long Islam), NY-NJ PA MSA 19.736 107.7
40 Dctroir-vVarrcn Livonia, Ml MSA 4,748 106 6
41 liinmngham-l looser, AL MSA 1,092 103 8
42 Hutfalo'Niagara Falls, NY MSA 1.212 103 6
43 C'irkinruti-MiddleUiwn, OH-KY-IN MSA 2,079 103 5
44 Diuissille, KY-IN MSA |,|ji9  |02 3
45 UiuKton-ltaytowTi-Sugarlsnd, TX' MSA 4,750 100.7
46 New Orlcam-Mcmnc-Kcrmcr, LA MSA 1.313 99 7
47 San Antonio, TX MSA 1,672 07.7
48 Providence-New Hcilfotd-Fall River, RI-MA MSA 1,516 95 8
49 Memphis, rN-MS-AR MSA 1.088 *>0 3

Ranking is based on the number o f fraud complaint* per 100,000 inliabitant* for each metropolitan area Ilns chart illustiatcs major 
Metropolitan Statistical Areas (MSA) with a population ol one million oi mine. Metropolitan area* presented here are those defined by the 
(Jlfice o f Management and Budget (OMH) as of June 6 ,2003  (Imp //www census gcw/populaiioii/ccn2«K>/phc-l29.tah03a (xlfj

Note Statistics lot C  ̂ 2003 included only MSAs with a population of two million or more
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M ID EN TITY  TH EFT
■ W  D «ra  Clearinghouse }3F W r

Major Metropolitan Areas for Identity Theft -  Related Complaints1
Januaiy 1 -  December 31, 2004

Rank Mciriipnlilun \rea
No. nf 

\  lei Inis

Victims prr 
100.000 

Population
1 Pliocnix-Mcsa-Scottsdalc, A2  MSA 5,924 182.2
2 Rivcrside-San Bemardino-Ontario, CA MSA 5,421 166.6
3 Ij s  Vegas-Paradise, NV MSA 2,253 163.8
4 Dallas-Fort Worth-Arlingion, TX MSA 7,524 145.8
5 Houslon-Baytown-Sugar Land, TX MSA 6,563 139.2
6 Los Angeles-Long Bcach-Sanla Ana, CA MSA 17,078 138 1
7 Miami-Fort Laudcrdale-Miami Beach, FL MSA 6,577 131.38 San Antonio, TX MSA 2,201 128.6
9 San Francisco-Oakland-Frcmont, CA MSA 5,284 128.1
10 San Diego-Carlsbad-San Marcos, CA MSA 3,569 1268
11 Atlanta-Sandy Springs-Marietta, GA MSA 5,191 122 .2
12 Orlando. FL MSA 1,926 117.1
13 Sacramcnto-Aidcn-Arcade-Roseville, CA MSA 2 ,10 2 117.0
14 Denver-Aurora, CO MSA 2,517 115 5
15 Portland-Vancouvcr-Bcaverton, OR-WA MSA 2 ,222 115 3
16 Austin-Round Rock, TX MSA 1,417 1134
17 Scattlc-Tacorna-Bcllcvue, WA MSA 3,291 1081
18 Washington-Arhngton-Alcxandria, DC-VA-MD-WV MSA 5,142 107 2
19 Chicago-Napervillc-Joliet, IL-IN-WI MSA 9,746 107.1
20 New York-Northern New Jersey-Long Island, NY-N'J-I’A MSA 18,988 103.6
21 Charlottc-Gastoma-Concord, NC-SC MSA 1,322 99.4
22 Dctroit-Warrcn-Livonia, Ml MSA 4,406 99.0
23 Mcmjihis, TN-MS-AR MSA 1,147 95.2
24 San Jotc-Sunnyvalc-Sanla Clara, CA MSA 1,645 94 8
25 Tampa-St Petctsburg-Clearwater, FL MSA 2 ,2 1 0 92.2
26 Kansas City, MO-KS MSA 1,687 91.9
27 Indianapolis, IN MSA 1,375 90.2
28 Jacksonville, FL MSA 960 855
29 Philadclphia-Camden-Wilmington, PA-NJ-DC-MD MSA 4,782 84.1
30 Baltmnrc-Towson, MD MSA 2,142 83 9
31 Clcvcland-Llyna-Mcntor, Oil MSA 1,754 SI 7
32 Milwaukcc-Waukcsha-West Allis, WI MSA 1,182 78 8
33 St. Louis, MO-II MSA 2,(848 75 9
•34 C ulumbus, Ol 1 MSA 1,264 74 7
35 Oklahoma City, OK MSA 812 74 1
36 Minneapolis-St Paul-IJIooiiiiiigton, MN-WI MSA 2.194 73 9
37 Richmond, VA MSA 746 68 0
38 New Orlcaus-Mctairie-Kcnncr, I.A MSA 890 6 ••
39 Virginia Bcach-Nurfblk-Ncwport News, VA N'C MSA 1.017 64 5
40 Rochester, NY MSA (.65 64 1
•t| Birmingham-Moovcr, AL MSA 673 64 0
42 Nashville-Davnlson-Murfrccsbnro, TN MSA 826 63 0
43 Boston-Cambridgc-Quincy, MA-N’i! MSA 2.758 6 2 8
44 IJuflulo-Niagara Falls, NY MSA 682 58 3
45 Hartford-Wesl Hartford last Hartford, CJ MSA M l 55 8
46 Louisville. KY-IN MSA 605 52 1
47 Cincinruli-Middlctown. OM-KY-IN MSA I.W4 519
48 Prosidcncc-Ncw IlrdfoiJ l all River, RJ-MA MSA 791 500
49 Pittsburgh, PA MSA 1 , 2 1 1 49 8

‘Ranking is based »m the number of identity theft victims per 100,000 inhabitants lor cacti metropolitan aica 11ns chart illustrates major 
Metropolitan Statistical Areas (MSA) with a (sopulaiion of one million or more Metropolitan areas presented here are those defined hy the 
( )fllcc o f  Management and Budget (OMB) as o f  June 6 , 2003 (http. www census p,os^populdtionlccn2000/phc-l29/tab()3a jxlf).

N ote Statistics for CV 2003 included only MSAs vsith a (reputation of two million or mure
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f r a u d  c o m p l a i n t s  b y  c o n s u m e r  s t a t e

J an u ary  I -

ID E N T IT Y  T IIE F T  V IC T IM S  BY S T A T E  

D ecem ber 31 , 2 0 0 4

Rank Consumer State

Complaints 
Per 100,000 
Population

Number of 
Complaints Rank Victim State

Victims 
Per 100,000 
Population

Number of 
Victims

1 Arizona 180.5 10,366 1 Arizona 142.5 8,186
2 Alaska 174.4 1,143 2 Nevada 125.7 2,935
3 Nevada 151.3 3,532 3 California 1 2 2 . 1 43,839
4 Washinglon 151.2 9,378 4 Texas 117.6 26,454
5 Hawaii 143.1 1,807 5 Colorado 95.8 4,4096 Colorado 142.5 6,558 6 Florida 92.3 16,062
7 Virginia 134.4 10,023 7 New York 92.0 17,6808 New Hampshire 133.4 1,734 8 Washington 91.1 5,654
9 Oregon 132.3 4,756 9 Oregon 87.8 3,156
10 Maryland 131.3 7,298 10 Illinois 87.6 11,138
11 California 130.6 46,867 11 Georgia 84.3 7.440
12 Florida 128.0 22.263 12 New Mexico 83.4 1,588
13 Wyoming 127.9 648 13 Maryland 83.0 4,612
14 Delaware 126.6 1,051 14 Utah 76.6 1,831
15 New Mexico 124.3 2,365 15 New Jersey 75.1 6,530
16 Utah 122.5 2,927 16 Michigan 72.3 7,307
17 Wisconsin 120 .6 6,643 17 Indiana 68.5 4,27-1
18 Pennsylvania 119.2 14,786 18 Missouri 67.9 3,905
19 Connecticut 119.0 4.170 19 Delaware 66.6 553
20 Montana 1188 1 , 10 1 20 Alaska 66.1 433
21 Illinois 1 )6.1 14,766 21 North Carolina 65.8 5,623
22 Indiana 114 9 7,168 22 Virginia 63.6 4,742
23 Nebraska 114.6 2.002 23 Kansas 61.3 1,677
24 Ohio 114 0 13,066 24 Massachusetts 61.1 3,921
25 New Jersey 1140 9,917 25 Pennsylvania 61.0 7,563
26 Idaho 112 3 1,565 26 Ohio 60.7 6,956
27 Kansas II 1.8 3,059 27 Connecticut 57.1 2,000
28 Missouri 1 1 1 . 2 6,398 2S Minnesota 57.0 2.905
29 South Carolina 109.3 4,588 29 Oklahoma 56.0 1.973
30 Vermont 1093 679 30 Tennessee 55.0 3,246
31 Michigan 108.8 10,998 31 South Carolina 51.2 2.148
32 Massachusetts 108.7 6,976 32 Arkansas 508 I..197
33 New York 107.7 20.699 33 Hawaii 50.7 640
34 Minnesota 103 6 5,284 34 Rhode Island 5 0 6 547
35 Maine 10 2 . 1 1,345 35 Louisiana 49.9 2.254
36 West Virginia 10 1  1 1,835 36 Alabama 48.9 2,216
37 Rhode Island 100.8 1,089 37 Wisconsin 48.0 2.646
38 Oklahoma 9 7 7 3,444 38 Mississippi 46.5 1,130
39 North Cutolmu 97 1 8,291 39 Nebraska 45.1 788
40 Gcotgta 96 8 8.549 40 Idaho 43.1 oW)
41 Texas 9 5 3 21.435 41 Wyoming 42.2 214
42 Tennessee 91 6 5.406 42 New Hampshire 41 S 543
43 Alabama 91.5 4,143 43 Kentucky 40.1 1,662
44 North Dakota 90.0 571 44 Montana 39 3 364
45 Iowa 89 5 2,645 45 Iowa .14 8 1.028
46 Kentucky 88.4 3,667 46 West Virginia 34 2 621
47 Soulh Dakotj 86.0 663 47 Vermont 33 5 208
48 Louisiana 80.3 3.625 48 Maine 32 2 424
49 Atkansas 75.7 2,085 49 North Dakota ?9ft 188
50 Mississippi 66 .E 1.939 50 South Dakota 23 2 179

Nrtlc. I'd I1X1,000 unit of popula tion  estimates air to sc d  on the 2f*04 II S. C’cmui population iHnrailcs ( faMe N S D  L S I 2004 01 • Annual Iftmnain of ihe 
Population for Ihe IJniU-d Slater atidSuiex.aud for I'oerlo Kuo April 1.2000 lo Ju ly  I, ;'(M)4). Namhct* for the Diviner of Columbia are luud |,|%  
complaint* and 216  I complaint* pet Iuo.uOU population, Identity iheft - 922\ictmn and I0 6 6 *idim* per 100,000population.
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Anchorage Daily News

I d e n t i t y  t h i e v e s  m a y  ha ve  h i t  A la s ka
CHOICEPOINT: In fo r m a t io n  c le a r in g h o u s e  b reach  cou ld  h a v e  co m p ro m ise d  p r iv a c y  o f 
251.
By RICHARD RICHTMYER 
A ncho rage  D a ily  News
(Published: February 24, 2005)

Id e n t ity  th ie ves w ho scamm ed in fo rm a tio n  c lea rin ghouse  Cho icePo in t In c . m ay have ob ta ined  the 
pe rsona l in fo rm a tio n  -- inc lud ing  names, add resses and Socia l S e cu rity  n um be rs  — o f 251 
A laskans.

The se cu r ity  b reach , w h ich  Cho icePo in t has know n a bo u t s ince las t fa ll b u t m ade pub lic  on ly  th is  
m on th , in vo lve s  m o re  than  145,000 consum ers n a tio nw ide , the  com pany said .

The scope o f th e  fra u d  and the  lapse in C ho icePo in t’s s e c u r ity  unde rsco re  how  vu ln e rab le  
con sum e rs  a re and h ig h lig h t w eaknesses in A laska laws to  p ro te c t a ga in s t id e n tity  th e ft , said S teve 
C leary , e xe cu tiv e  d ire c to r o f the A laska Public In te re s t Research G roup.

S ta te  law m ake rs  a re  cons ide rin g  toughen in g  id e n tity - th e ft p ena ltie s . C lea ry 's g roup  is u rg ing  them  
to  go even fu r th e r to  he lp A laskans gua rd  aga ins t be ing ripped o f f  when th e ir  persona l in fo rm a tio n  
fa lls  in to  the  w ro ng  hands.

C ho icePo in t is send in g  le tte rs  to  a ll the  a ffe c ted  consum ers , n o tify in g  th em  th e y  m ay be a t risk .
They shou ld  a ll be de liv e re d  w ith in  10 days, said Chuck Jones, a spokesm an fo r the  G eorg ia-based 
com pany .

The com pany w ill o ffe r a ffe c te d  consum e rs free  c re d it re p o r ts  ana c re d it-m o n ito r in g  se rv ice  fo r a 
yea r, and it is s e tt in g  up a s ing le  p o in t o f con tac t w he re  th e y  can p lace se c u r ity  a le rts  on th e ir 
c re d it f ile s  m a in ta in e d  by a ll th re e  m a jo r c re d it re p o rtin g  com pan ie s : E xpe rian , T rans-U n ion  and 
Equ ifax, Jones sa id .

Id e n tity  th e ft o ccu rs w hen  som eone  s tea ls y o u r pe rsona l In fo rm a tio n , such as a Socia l S ecu rity  
n um be r and da te  o f b ir th , and uses it to  com m it fraud .

There has been one con firm ed  case o f id e n tity  th e ft re s u lt in g  from  the  in c id e n t, and Jones said 
in v e s tig a to rs  have  d e te rm in ed  th a t the  suspec ts have tr ie d  to  d e fra u d  a t le a s t 750 o th e rs . He 
w ou ld  no t say w he re  th e y  live , re fe rr in g  spec ific  que s tio n s  a bo u t the  in v e s tig a tio n  to  o fu c ia ls  a t the 
Los A nge les C oun ty  S h e r iff ’s D ep a rtm en t, who d id  no t re tu rn  phone calls W ednesday.

C ho icePo in t was fo rm ed  in 1997 as a spm -c ff o f Equ ifax. It m akes m oney by se lling  in fo rm a tio n  in 
its m ass ive  da tabase  o f pe rsona l in fo rm a tio n  to  a w ide range o f businesses, inc lud ing  co rp o ra tio n s  
conduc tin g  p re -em p lo ym en t backg round  checks and in su rance  com pan ie s  assess ing th e  r is k  o f 
p o te n tia l c lien ts .

The com pany d isco ve red  las t fa ll th a t it had opened up p o rtio n s  o f its  da tabase  to  scam  a rt is ts  in 
the Los Ange les a rea  w ho w e re  pos ing as le g it im a te  bus inesses. C ho icePo in t a le rte d  the  coun ty  
sh e riff 's  d e p a r tm e n t, w h ich  began an in ve s tig a tio n . It de la yed  n o tify in g  con sum e rs  at th e  reques t

littp:/Av\vw.udn.coni/mc>ney. \ ■printcr/stor>"'6206810p-fiU8077lc litml 2/2-1/2005
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o f a u th o r it ie s , who d id n 't w a n t to  je o p a rd iz e  th e ir in v e s tig a tio n , Jones said .

News o f the s e c u r ity  b reach b roke  las t week as som e 35,000 C a lifo rn ia ns began rece iv ing  
n o tif ic a tio n  th a t th e ir  pe rsona l in fo rm a tio n  m ig h t have been com p rom ised . T ha t is the on ly s ta te  
th a t re qu ire s  such n o tif ic a t io n , a cco rd ing  to the  U.S. Public In te re s t Research G roup.

The com pany  began n o tify in g  the  res t o f the a ffe c ted  consum e rs  a fte r the  a tto rn e y s  gene ra l o f 
dozens o f o th e r s ta te s , in c lu d in g  A laska , jo in t ly  sen t a le t te r to  C ho icePo in t's top  law ye r dem and ing  
th a t the  com pany  n o t ify  p o te n tia l v ic t im s  in th e ir s ta te s  as we ll.

Jones sa id  the  com pany  in it ia lly  n o tif ie d  C a lifo rn ians o n ly  because it th o u g h t the  fraud  had been 
iso la ted  to th a t s ta te , n o t because o f the  s ta te  law re q u ir in g  it to  do so.

AkP IRG 's C lea ry d id n 't buy th a t a rg um en t. " It ju s t  d oe sn 't seem  p lausib le ," he said.

S ta te  law m ake rs  th is  sess ion a lre a d y  are cons ide ring  a b ill th a t w ou ld  m ake id e n tity  th e f t in A laska 
a fe lo n y  ra th e r th a n  a m isd em eano r o ffense .

AkPIRG is u rg in g  th em  to add tw o  m easu res to th a t b ill th a t w ou ld  p ro te c t A laskans aga in s t 
id e n tity  th e ft if a s e c u r ity  b reach s im ila r to  the  one th a t happened a t C ho icePo in t happens aga in , 
C lea ry sa id .

The g ro up  has s u bm it te d  le g is la tio n , m ode led on o th e i s ta te  laws, to m em be rs o f the  House 
Jud ic ia ry  C om m itte e , w h ich  is w o rk in g  on the  id e n tity - th e ft b ill.

I t  w ou ld  re q u ire  com pan ie s  th a t keep persona l in fo rm a tio n  on file  to  n o tify  consum ers if it know s 
th e ir  in fo rm a tio n  is a t risk o f be ing com p rom ised , s im ila r to  the  re q u irem e n t in C a lifo rn ia 's  law . I t  
a lso w ou ld  a llow  con sum e rs  m o re  con tro l o ve r w ho can access th e ir  c re d it repo rts , w h ich  the g roup  
sa id is s im ila r to  law s in C a lifo rn ia , Lou is iana, Texas and V e rm on t.

S ta f f m em be rs  fo r Rep. Tom  / 'nderson, R -Anchorage and th e  b ill’s sponso r, and Jud ic ia ry  
C om m itte e  ch a irw om an  Lesil M cGuire , R -A richorage, sa id  th e y  h adn 't hod a chance to  rev iew  
AkP IRG 's p roposa l, w h ich  th e y  rece ived W ednesday m o rn in g , and cou ld n 't c om m en t on its  m e rits .

D a ily  News re p o r te r R ichard P .ich tm yer can be reached a t r r ic h tm v e r ta iadn.com  o r 257-4344.

Id e n tity  cris is?

I f  you th in k  you m ig h t be a v ic t im  o f Id e n tity  th e ft , th e  best w ay to  check is to  look a t you r c re d it 
re p o rt.

• A re cen t change in fe d e ra l laws re qu ire s  th a t each o f the  m a jo r c re d it re p o rtin g  bu reaus p ro v id e  
fre e  o f cha rge  one c re d it re p o r t per yea r to  any con sum e r w ho asks fo r it. T hey 're  a va ila b le  a t 
w w w .a r in u a lr re d itre R o r t.c om , o r by phone, to ll- fre e , a t 1-877-322-S226.

• A qu ick  re v iew  o f y o u r c re d it re p o r t w ill enab le you to  d e te c t fra u d u le n t c re d it-ca rd  a ccoun ts  and 
loans ta ke n  o u t b y id e n tity  th ie ve s . I f  you find som e th in g  am iss  on any one o f the  th re e  repo rts , 
c on ta c t the  c re d it re p o r tin g  bu reau  and p lace a s e c u r ity  a le rt on y o u r file . T ha t w ill w a rn  the 
bureaus to  look fo r fra u d u le n t c re d it app lica tio n s s u bm itte d  in y o u r nam e and re qu ire  lende rs to  
co n ta c t you  p e rso n a lly  be fo re  e x te n d in g  a n y  c re d it.

l)ilp:/Av\v\v,adircom/money/v-printci7siory/it20t')KIOp-<')U8(»771c Isiml 2/24/2005
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• Here a re the  to ll- fre e  num be rs o f the  m a jo r c re d it re p o r tin g  bu reaus to  call i f  you suspec t you 're  
an id e n tity  th e f t v ic t im : E qu ifa x : 1-800-525-6285 E xpe rian : 1-888-397-3742 T ransU n ion : 1-800- 
680-7289

The a rtic le  "14 tip s  to  a vo id id e n tity  the ft"  is by re fo rm ed  con a r t is t F rank W. Abagna le , s u b je c t o f 
the  m ov ie  "Catch Me I f  You Can."

Th is Federa l T rade  C om m ission page has m ore adv ice fo r consum e rs look ing to  avo id id e n tity  th e ft .

[■ -- ' ■, I ........  ■- »/** -
; Print.Page | . Close W indow .

Copyright © 2005 Tho Anchorage Daily News (www.adn.com)
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To: House Judiciary Members

From: Steve Cleary, AkPiRG -  278-3661

Poat-lt* Fox Note 7671
y .h ii lc  Ww fe u i f 'g .

Phorw l
F«x "W 7

RE: Other means to protect Alaskan consumers from Ideutitv Theft in addition to
HB 1 3 1 - ACCESS DEVICE & T.D. DOCUM ENT CRIMES

Thank you for your effort to raise Identity Thcfl from a misdemeanor to a felony. This is indeed a 
serious crime and it is unfortunately on the rise.

In the wake o f the Choicepoint security breach, nearly 150.000 consumers across the nation and al 
least 251 in Alaska have had sensitive, personul information stolen that could lead to their identity 
being stolen. This lapse in security shows how vulnerable consumers arc and highlights the need for 
the Alaska Legislature to take action to protect consumers here in Alaska Below are two simple 
measures that will greatly protect Alaskan consumers from Identity Theft when these types o f security 
breaches occur in the future.

Security Freezes
To help prevent identity theft, individuals should be able to "freeze" or block access to their credit 
reports and credit scores derived from them until they affirmatively unlock Uic files by contacting the 
credit bureaus and providing a security code

This proposed act would provide consumers the right to prevent credit bureaus from releasing their 
credit reports and credit scores for the purpose o f issuing new extensions o f credit, This would limit 
the activity identity thieves could engage in on the consumer's accounts

Security Breaches
Any entity that collects and maintains personal customer information as part o f business operations 
has a legal obligation to establish security procedures to maintain the confidentiality and inrcgrity o f 
that data A necessary component o f any security piocediue is a plan of notice and response in the 
event that personal data is at risk o f being compromised For consumers, notice o f even a potential 
breach is necessary to prevent or quickly remedy the problem if a financial institution's information 
security systems fail

California is currently the only state that mandates notification o f affected consumers liven though 
Choicepoint has agreed to notify consumers in all states altci receiving picssuic from Attorneys 
General across the nation, Alaskan consumers should know that next time they will be notified in a 
timely mutter so that they can take appropriate action lo protect their identity

Tit is model legislation below is excerpted from:

The C L E A N  C re d it  and Identity  Tmbpt P ro te c t io n  A ct: M o d e l S ta te  Lams 
A raoir.cT or rur.vuix: IYbi i c  Interest Research Groups ano Consumers U n i o n .

T h e  F in .r .  R F .F o u r  c a n  h e  r o t ' s n  a t :  

i n w l L *  w w j m r u .c . t c / e o vNi M i h / c r e d i t / m <u»> i . i p t m
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Section 2: Security Freeze1 

C ommentary

Identify thieves take advantage of the Tact that any business with a "permissible purpose" can 
access a consumer’s credit report for credit or insurance purposes. To help prevent identity 
theft, individuals should he able to "freeze" or block access to their credit reports nnd credit 
scores derived from them until they affirmatively unlock the files by contacting the credit 
bureaus and providing a security' code.

This proposed act would provide consumers the right to prevent credit bureaus from releasing 
their credit reports and credit scores for the purpose of issuing new extensions of credit. With 
the security freeze activated, i f  an identity thief attempts to take out credit in a consumer’s 
nnme, the creditor would not have access to the consumer’s credit report and consequently 
would not approve the application. Security freezes, however, would not apply to any person or 
entity with which consumers have existing accounts, nor to a limited number of other parlies 
who may access the files for purposes not related to issuing credit.

The model law would allow consumers to give credit file access to selected users through the use 
of a security code or a temporary exemption to the freeze. In addition, credit bureaus would be 
required to notify consumers foliowiug new business requests (not from current creditors) for 
their credit reports or scores in order to assist consumers in detecting illegitimate access as well 
as attempted or actual fraud.

A security freeze should not be preempted by the federal Fair Credit Reporting Act. The 
federal law docs require credit bureaus, upon the request of a consumer, (1) to put a fraud alert 
into the consumer's file to warn potential users of the report that new credit should not be 
extended without first verifying the identity of the credit applicant, and (2) in block the 
reporting of any information in a consumer’s file (hat the consumer identifies as information 
resulting from an identity theft.2 States are preempted from imposing requirements regarding 
the conduct required by these specific provisions. These twn provisions, however, dn not 
establish nny conduct with respect to freezing access to the entire report: as such states should 
he free to enact this model law.

The security freeze under this model law applies to all consumers, and not only to people who 
already have been victimized by identity theft. Given (lint reported identity theft complaints are 
on the rise, and the cost from this conduct is between two and three billion dollars a year for

' lh c  tight lo « ntvurily freeze should no! be eonlli-ed with trade line blocking or fraud alert liglitx The federal fair Credit
Reporting A c t provide* that a eontumcr, subject to certain procedures, am »ci to "block" specific fraud-rclnlcd itctna (in trade 
lines) from appearing in hi* or her credit report bul trade line blocking dcwn not prevent the issuance of t report, it only 
linn is ceruin £nurd*rclatcd inlorrnnUoo from also being i*»ucd Simllttriy, a Intud alert eltiichcd lo a report doc* not prevent 
the report from being issued A fr*nd alert merely condition' the issuance ol credit until certain identity verification 
proccduroi are complied with (or (he iisuer faces liability}, but does not prevent the credit bureau fjom selling or shnnn* Hie 
report Conversely, a security freeze grants my consumer ••whether or not a inspected or actual identity tlivtl victim- 'he 
right to piewut tlic credit bureau from issuing his nr her report for I ho purpose ol issuing new credit It fire/jo .vrc*» lo ibu 
report except lor circumstance* «uelt as review of emitting accounts and nrhcr limited purposes.

1 Hie security freerc will provide better pruicdion lof consumer* than the foderal fraud alert and trade line blocking 
procedure. Under recently rcleasrd rnfea, the I edcral Ticdc Commission luu treated i contusing, burdensome process for 
consumers to trigger ihis protection, Each credit bureau m ay e sta b lish  different In/urrrvstiori nnd thieum* million to . 1 |y 11)1' 
fraud, and iliey may linpo.o w aiting periods totaling uptn ihirty.five days before they have to begin the Mmkuiu .V,v i ti nt 
Rule,Related Idenlilv Theft Definitions. I6 C KR pi, Otl.I.M.t 614 avsileblc at lp.tp̂ w>;Jtc,ruv/r).C:iXM/10/jNli':Oi,lll.rridelrtrn ndf
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credit card fraud alone, states have a strong cnsc to make that this statute is a necessary 
preventative measure to protect consumers. Some states, however, may choose to limit the 
security freeze provision to victims of identity theft. To that end, states may want to modify the. 
proposed language, using the Texas and Vermont statutes as models.

The authors are disappointed that the credit bureaus have attempted lo make the 
implementation of security freeze laws difficult, and the cost of freezing or unfreezing reports 
prohibitively high. Modern technology should allow for much more sophisticated and easy to 
use security freeze products than have been offered so far by the bureaus.

Similar L egislation;

Currently, California, Ixmisiana, Texas, and Vermont have passed versions of security freeze 
legislation.3 Texas and Vermont's stntutcs arc limited to victims of identity theft.

M O D E L  STA T E  L A W

Subsection A. Definitions. For the purposes o f this section, the following terms shall have the 
following meanings:

(1) "Security freeze” means a notice, at the request o f the consumer and subject to
certain exceptions, that prohibits the consumer reporting agency from releasing 
all or any part o f the consumer's credit report or any information derived from ii 
without the express authorization of the consumer. If a security freeze is in 
place, such a report oi information may not be released to a third party without
prior express authorization from the consumer. This subdivision docs not prevent
a consumer reporting agency from advising a third party that a security freeze is 
in effect with respect to the consumer’s credit report.

(2) "Reviewing the account" or "account review" includes uctivities related to 
account maintenance, monitoring, credit line increases, and account upgrades and 
enhancements.

Subsection B. Security Freeze: Timing, Covered Entities. Cost.

1) A consumer may elect to place a ".security freeze” 011 las o r  her credit report by
«) making a request by certified muil,
b) making n request by telephone by providing ceruin personal identification, or
c) making a request directly to the consumer reporting agency through a secure 

electronic mail connection if  such connection is made available by the agency.

2) A consumer reporting agency shall place a security freeze on a consumer's credit 
report no later than five business days after receiving a written 0 1 telephone request 
from the consumer or three business days after receiving n secure electronic mail 
request.

Cat. Civil (.ode Ann. { P S ' 11.2, 1 1 SIM A tui6V J47I(IIiIu(Y), Tex llu*. A Coinmcrtff CVdf Aim, J 211 n.ll in 
7ii.03y; inJ Vt Mil. Ann. lit. V { lo 2 -lHOj
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3) The consumer reporting agency shall send a written confirmation o f the security 
freeze to the consumer within five business days o f placing the freeze and at the 
same time shall provide the consumer with a unique personal identification number 
or password to be used by the consumer when providing authorization for the 
release o f his or her credit for a specific party or period o f time.

•1) I f the consumer wishes to allow his or her credit report to be accessed for a specific 
party or period o f time while a freeze is in placo, he or she shall contact the 
consumer reporting agency via telephone, certified mail, or secure electronic mail, 
request that the freeze be temporarily lifted, and provide the following:
a) proper identification,
b) the unique personal identification number or password provided by the 

consumer reporting agency pursuant to paragraph (3) o f subsection B. and
c) the proper information regarding the third party who is to receive the credit 

report or the time period for which the report shall be available to users o f the 
credit report.

5) A consumer reporting agency that receives a request from a consumer lo 
temporarily lift a freeze on a credit report pursuant to paragraph (4) o f subsection 
(B) shall comply with the request no later than three business days after receiving 
the request.

6) A consumer reporting agency may develop procedures involving the use of 
telephone, fax, or, upon the consent o f the consumer in the manner required by the 
Electronic Signatures in Global and National Commerce Act (E-Sign) for legally 
required notices, by the Internet, c-mail, or other electronic media to receive and 
process a request from a consumer to temporarily lift a freeze on a credit report 
pursuant to paragraph (4) o f subsection (B) in an expedited manner.

7) A  consumer reporting agency shall remove or temporarily lift a freeze placed on a 
consumer’s credit report only in the following cases.
a) upon consumer request, pursuant to paragraph (4) or paragraph (10) of 

subsection (B),
b) i f  the consumer's credit report was frozen due to a material misrcpiesentation of 

fact by the consumer. If a consumer reporting agency intends to remove n freeze 
upon a consumer's credit report pursuant to this paragraph, the consumer 
reporting agency shall notify the consumer in writing five business days prior to 
tcmoving the freeze on the consumer’s ciedit report.

8) If a third patty requests access to a consumer credit report on which a secui its 
freeze is in effect, and this request is in connection with an application foi credit oi 
any other use, and the consumer docs not allow his or her credit report to be 
accessed for that specific party or period o f time, the third party may t r e a t  t h e  
application as incomplete.

y) If a third party requests necess to a consumer credit report on which a security 
freeze is in effect for the purpose o f receiving, extending, or otherwise utilizing the 
credit therein, and not for the sole purpose o f account review, the consumer eierlit
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report agency must notify the consumer that an attempt has been made to access the 
credit report.

in) A security freeze shall remain in place until the consumer requests that the security 
freeze be removed. A consumer reporting agency shall remove a security freeze 
within three business days o f receiving a request for removal from the consumer, 
who provides both o f the following:
a) proper identification, and
b) the unique personal identification number or password provided by the 

consumer reporting agency pursuant to paragraph (3) o f subsection (B).

11) A consumer reporting agency shall require proper identification o f the person 
making a request to place or remove a security freeze.

12) A consumer reporting agency may not suggest or otherwise state or imply to a third 
party that the consumer's security freeze reflects a negative credit score, history, 
report or rating,

13) The provisions o f this section do not apply to the use o f a consumer credit report by 
any o f the following:
a) a person, or the p e r s o n ' s  subsidiary, affiliate, agent, or assignee with which ihe 

consumer has or, prior to assignment, had an account, contract, or debtor- 
creditor relationship for the purposes o f reviewing the account or collecting the 
financial obligation owing for the account, contract, or debt

b) a subsidiary', affiliate, agent, assignee, or prospective assignee o f a person to 
whom access has been grunted under paragraph (4) of subsection (B) for 
purposes o f facilitating the extension o f credit or other permissible use.

c) any person acting pursuant to a court order, warrant, or subpoena.
d) a State or local agency which administers a program for establishing iuid 

enforcing child support obligations
c) the [state health department] or its agents or assigns acting to investigate fraud 
I) the [state tax authority] or its agents or assigns acting to investigate or collec t 

delinquent taxes or unpaid court ordcis or to fulfill any o f its other statutory 
responsibilities.

g) a person for the purposes oTprescreening as defined hy the federal Fair Credit 
Reporting Act

h) any person or entity administering a credit file monitoring subscription service 
to which the consumer has subscribed.

i) any person or entity for the purpose o f providing a consumer with a copy of his 
or her credit report upon the consumci \s request

14) A  consumer may not he charged for any security freeze services, including but not 
limited to the placement or lifting o f a security freeze. A  consumer, however, can 
be charged no more than 55 onlj in the following discrete circumstance
a) I f the consumer fails to retain the original personal identification number 

provided by the agency, the consumer may not be charged lor a one lime reissue 
o f the snmc or a new personal identification number; however, the consumer 
may be charged no moic than S3 for subsequent instances o f loss o ltlic
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personal identification number.

Subsection C. Notice o f Rights. At any time that a consumer is required to receive a summary o f 
rights required under Section 609 o f the federal Fair Credit Reporting Act or under [state law], the 
following notice shall be included:

[Statel Consumers Have the Right to Obtain a Security Freeze
You may obtain a security freeze on your credit report at no charge to protect vour privacy and ensure 
that credit is not granted in your name without vour knowledge You have u right to place a “security 
freeze" on your credit report pursuant to [State law]

The security freeze will prohibit a consumer reporting agency from releasing any information in vour 
credit report without vour express authorization or approval

B e .  security freeze is designed to prevent credit, loans, and services from being approved in vour 
name without vour consent. When you place a security freeze on vour credit report, within live 
business days you will be provided a personal identification number or password to use if vou choose 
to remove the freeze on vour credit report or to temporarily authorize the release o f your credit repori 
for a specific party, parties or period o f time after the freeze is in place. To provide that authorization 
you must contact the consumer reportin'-’ agency and provide all of the following:

J_ The unique personal identification number or password provided hv the 
consumer reporting agency 

2_ Proper identification to verify vour identity
The proper information regarding the third party or parties who are to receive 
the credit report or the period o f time for which the report shall he available to 
users o f the credit report.

A consumer reporting agency that receives u reouest from a consumer to lift temporarily a freeze on ,t 
credit report shall comply with the request no Inter than three business davs after re* eiving ihe reouest

A  security freeze docs not apply to circumstances where you have an existing account relationship and 
a conv o f vour report is requested hv vour existing creditor or its agents or affiliates for certain types 
o f account review', collection, fraud control or similar activities

If  you are actively seeking credit, uni should understand that the procedures involved m lifting ;i 
security freeze may slow vour own applications f o r  credit You should plan ahead and l ift a freeze - 
either completely if  you are shopping around, or specifically for a certain creditor a few davs before 
actually applying for new credit

You h avc a right to b iirm a civil act ion against someone who violates vour riuhis under the crcd jl 
reporting laws. The action can be brought against n consumer reporting agency or i\ user o f v o u r  
credit re no ii "

Subsection D Violations, Penalties.
If a consumer reporting agency erroneously, whether by accident or design, violates Ihe security tirezc 
hy releasing credit information that has been placed under n security freeze, the affected consumer is 
entitled to
1) Notification within five business days o f the release o f the information, including specificity as lo 

the information released and the third parly recipient o f the information

J) file  a complaint with the Federal Trade Commission and the slate Attorney General and [other
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state consumer protection agency]

3) In a civil action against the consumer reporting agency recover;
a) injunctive relief to prevent or restrain further violation o f the security freeze, 

and/or
b) a civil penalty in an amount not to exceed $10,000 for each violation plus any 

damages available under other civil laws, and
c) reasonable expenses, court costs, investigative costs, and attorney's fees.

4) Each violation o f the security freeze shall he counted as a separate incident for purposes of 
imposing penalties under this section.

Section 7: Prevention or and Protection from Security Brea ours 

C ommentary

Recent studies have confirmed that the crime of identity theft claims millious of victims each 
year, costing both victims and the companies that lawfully collect consumer information billions 
of dollars in losses. Any entity that collects and maintains personal customer information as 
part of business operations has a legal obligation to establish security procedures to maintain 
the confidentiality and integrity of that data. A necessary component of any security procedure 
is a plan of notice and response in the event thal personal data is at risk of being compromised. 
For consumers, notice of even a potential breach is necessary to prevent or quickly remedy the 
problem if  a financial institution’s information security systems fail. For addition information, 
see comments of the Privacy Rights Clearinghouse, Consumers Union and other groups to 
federal agencies on security breaches.’

S im il a r  L e g is l a t io n

Currently, Calitornia’s Security Breach Information Act is the only stale law addressing this 
issue.5

M odel State L aw

Subsection A. Definitions, lor the purposes of this section, the following terms shall havo the 
following meanings-

I) "Data Collector" may include but is not limited to government agencies, public and 
private universities, privately and publicly held corporations, financial institutions, 
retail operators, and any other entity which, for any purpose, whether by automated 
collection or otherwise, handles, collects, disseminutes. or otherwise deals with 
nonpublic personal information

Comment* otT’nv/iey N lplu> Clcitinghoiitc ti a l nn Urdernl /I gentle j ' Ciuldclmrj rr gar,hug NotH'tcatn),* hv /•inaiicinl 
< /ittip.vtitt irhrn ,i Srcunry Ureaih CtmpromlJt'.t (juto/ner Data and K* nines Individuals tpldpnlifv 'I Ur ft NmtniK'/ ‘*111)1 
fi'nilfihlc . 1  l i ! i j v r ^ y ;Euv7L5iiiihttOTC/A f/K ataw , h him 
CM Civil Code { 1798.80 -  1708 «2
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2) “ Breach o f the security o f the system data'' means unauthorized acquisition o f 
compu.crized data that compromises the security, and confidentiality, or integrity 
o f personal information maintained by the agency. Good faith acquisition o f 
personal information by an employee or agent o f the agency for a legitimate 
purpose o f the agency is not a breach o f the security o f the system data, provided 
that the personal information not used for a purpose unrelated to the agency or 
subject to further unauthorized disclosure. Breach of the security o f non­
computerized data may include but is not limited to unauthorized photocopying, 
facsimiles, or other paper-based transmittal o f documents.

3) “ Personal information”  means an indix (dual's first name or first initial and last 
name in combination with any one or more o f the following data e l e m e n t s ,  w h e n  
either the name or the data elements are not encrypted or redacted-
a) Social Security number.
b) Driver’s license number or state identification card number.
c) Account number, credit or debit card number, if  circumstances exist wherein 

such a number could be used without additional identifying information, access 
codes, or passwords.

d) Account passwords or personal identification numbers (PINs) or other access 
codes.

e) Any o f item (a)-(d) when not in connection with the individual’s first name or 
first initial and last name, if the information compromised would he sufficient 
to perform or attempt to perform identity theft against the person whose 

information was compromised
"Personal information”  does not include publicly available information that is lawfully made 
available to the general public from fedcrn1, state, or local government records

Subsection B Notice o f Breach.

I) Except as provided in paragraph 2 o f subsection B, any data collector that owns 01 
uses personal information in any form (whether computerized, paper, or otherwise) 
that includes personal information concerning a [State] resident shall notify Ihe 
resident that there has been a breach o f the security that data following discovery or 
notification o f the breach, without regard for whether or not the data has or has not 
been accessed by an unauthorized third parry for legal or illegal purposes. The 
disclosure notification shall he made in the most expedient time possible and 
without unreasonable delay, consistent with the legitimate needs o f law 
enforcement, as provided in paragraph (2) o f subsection H, or with any measures 

necessary to determine the scope o f the breach and restore the reasonable integrity 
security and confidentiality o f the data system.

2) The notification required by this section may be delayed if u law enforcement 
agency determines that the notification may impede a criminal investigation. The 
notification required by this section shall he made aftet the law enforcement agency 
determines that it will not compromise the investigation

3) For purposes o f this section, “ notice" to consumers may he provided by one o f the 
following methods:
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a) Written notice
b) Electronic notice, if  the notice provided is consistent with the provisions 

regarding electronic records und signatures, for notices legally required to be in 
writing, set forth in Section 7001 of Title 15 o f the United States Code.

c) Substitute notice, if the agency demonstrates that the cost o f providing notice 
would exceed two hundred fifty thousand dollars ($250,000) or that the affected 
class o f subject persons to be notified exceeds 500,000, or the agency does not 
have sufficient contact infoimation Substitute notice shall consist o f all o f the 
following:
1. E -mail notice when the age.icy has an c-mail address for the subject 

persons,
2. Conspicuous posting o f the notice on the agency’s Web site page, if  the 

agency maintains one.
3. Notification to major statewide media

Subsection C. Waiver. Any waiver o f ihe provisions of this title is contrary to public policy, and is 
void and unenforceable.

Subsection D Remedies.

1) Any customer injured by a violation o f this section may institute a civil action to 
recover damages.

2) Any business that violates, proposes to violate, or has violated this section may be 
enjoined,

3) The rights and remedies available under this section are cumulative to each other 
and to any other rights and remedies available under law.
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March 18, 2005

Representative Bill Stoltze 
House of Representatives 
State Capitol 
Juneau AK 99801-1182

Dear Representative Stoltze:

On behalf of the Alarka Peace Officers Association (APOA), I would like 
to thank you for introducing House Bill 131, relating to access devices and 
identity theft.

The APOA Legislative Committee recently reviewed this proposed 
legislation and decided to unanimously support this bill.

This legislation increases the penalties for fraudulent use of an access 
device and identity theft. These crimes are only increasing with expanded 
use of the Internet as a fool of commerce. The damage done to victims of 
these types of crimes can take months and even years to recover from 
and, in some cases, is irreparable. This bill is a step in the right direction 
in addressing these types of crimes.

Thank you for addressing this issue. Please contact the APOA office in 
Anchorage at (907) 277-0515 if there is anything our organization can do 
to assist in the passage of this bill.

Sincerel

Angella Long 
State President



D e t a ile d  S t a t e  I n fo r m a t io n
(one  p a g e  p e r  sta le  and  the Dis t r ic t  o f  C o lu m b ia )

Fraud Complaints Identity Theft Complaints

►  T o p  Fraud  C o m p l a i n t  C a te g o r i e s  for C o n s u m e r s  ►  Iden t i ty  T h e f t  T y p e s  R e p o r te d  b y  V ic t im s

►  A m o u n t  Paid  R e p o r te d  b y  C o n s u m e r s  ►  T o p  Iden t i ty  T hef t  V ic t im  C i ty  L oca t io ns

►  T o p  C o n s u m e r  C i ty  L o c a t io ns  for F raud  C o m p la in t s
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A L A B A M A
C o n s u m e r  S en t ine l  C o m p la in t  S ta tis tics  a nd  T r e n d s

January J - December 31, 2004
Tata l Number of Fraud and Identity Theft Complaints from Alabama Consumers = 6,359

nuii

Fraud Complaints from Alabama Consumers = 4,143 

Top F rond  Complaint Categories f o r  A labam a Consumers

1 Intcnict Auctions 1 ,001 24%
2 Sliop-at-llimic/Culaloi; Sales 469 1 1 %
3 Foreign Money Offers 390 9%
4 I’rizcs'Stvccpslakcs and Lotteries 389 9%
5 Internet Services and Computer Complaints 381 9%

'P e rcen tag es are based on  llir lin.il n u m b er o l fraud com pla in ts from  A labam a consum ers (4,143).

A m ount J’a id  Reported by Alabama Consumers

T o ta l N o. o f T o ta l A m o unt T o ta l C o m p la in ts  P e rc e n ta g e  o f C o m p la in ts  A v e n g e  
C o m p la in ts  I 'a ltl K c p o r tf tl  11rpur 11nn A m i I'll U rp n r lin u  A iitm m l I 'a lil A niin in t I’alil1 

4,143 53,896,301 3.284 79% 51.180

'A v erag e  a n t"  ml paid is based  o n  llir total num ber o f  fraud com plain ts sv ltctr am ount paid was 
reported  by /U abam n consum ers (1,284).

Top A labam a Con..inner Locations fo r  Fraud Complaints 

Consumer ( ily___________ No. of (.’om pliiiiiK

Birmingham 435

Mobile 23b
1 Itmtsville 224

Montp,outcry 209

Tuscaloosa 92

ID E N T IT Y  TH E FT  IIS *
Data Cl/artnpinuu \w t8 r

Identity Theft Complaints from Alabama Victim s = 2,216 

Identity Theft Types Reported by Alabama Victims

1 C redit C ard Fraud 628 28%
2 I’hone or U tilities Fraud 422 10%

3 Hank F raud1 3 OX 18%
4 (iovecnm ent D ocum ents o r Itnncfits Fraud 235 11%
s F.iiipJoyntcnt-lfclalcd Fraud 152 7%
b I (tan ,;raml 133 b%

O ther 520 23%
A ttem pted Identity ‘t heft 131 b%

'I ' tccn lagr?  *'■ based on  the 2 .2 lb  v ictim s reporting  from  A ban,a  P ciccn tap es r M 
to  m ore than t f f l  because approx im ately  19%  o f  v ictim s from  /  labarira reported  
experiencing  au tre  lliar. tie type o f  identity  theft
'In c lu d e s  fraud involving cheek ing  and sav ings accounts and elec tron ic  fund tiau slc is

Top Alabama  
Identity Theft Victim Locations

Victim  C ity No. of Victims

Birmingham 332

Mobile 124

Montgomery 124

Huntsville S9

Dothan 47

I ’tilsriil Inn!? Cnmmiulmi Ctî r It u/ t t ( 'rrnli'ii/  rbniiirv I. Jill’*



A L A S K A  
C o n s u m e r  Sent ine l  C o m p l a i n t  S ta t is t ics  a n d  T r e n d s

Januaiy 1 - December 31, 2004
Total Number of Fraud and Identity Theft Complaints from Alaska Consumers = 1,576

Fraud Complaints from Alaska Consumers = 1,143

Top F raud  Complaint Categories f o r  Alaska Consumers

Foreign Money Offers 257 22%
Internet Auctions 23 1 20%
Prizes/Sweepstakes and Lotteries 139 1 2 %
Sliop-at-Homc/Calalng Sales lix  10%
Internet Services ami Computer Complaints 81 7%

'P ercen tag es are  based on  the total tiutnlicr o f  fraud com pla in ts from  A laska consum ers (1,143).

Am ount Pa id Reported by Alaska Consumers

T o ta l N o. o f  T o ta l A m o u n t T o ta l  C o m p la in ts  I r r c e n la g r  o f C o m p la in ts  A v erag e  
( o m p la ln li  I’a ld  U e p o tlc d  R e p o rtin g  A m i I 'd  R e p o rtin g  A m o u n t I’a ld  A m o u n t I 'a ld 1

1.143 S58S.379 7 7 8  6 8 %  $ 7 5 6

’A verage am o u n t paid  is based  on  the total m irnlier o f  fraud com plain ts w lir r r  am ount paid w as 
reported hy  A laska consum ers (778).

1 op Alaska Consumer Locations fo r  Fraud Complaints

('o iis im ip r  C ity___________ N n. (if C om p la in ts
Anchorage 38X

N'orilt l’olc 174
F'aitbanks 88
Wastlla 59
Cagle River 44

Identity Theft Complaints from Alaska Victims = 433

Identity Theft Types Reported by A laska Victims

ITiiTITi' "1Vii"r2 IT .iB IM W IH m td r i

1 C redit C ard Fraud 127 29%
2 Pluinc or U tilities Fraud 78 18%
3 R ank F rau d ’ 59 14%
4 G overnm ent D ocum ents o r U encfils Fraud 33 8%
5 /•m ploym cnt-K elated F raud 30 7%
f> I oan  Fraud IX 4%

O ther 129 30%
A ttem pted Identity  T heft 31 7 7 .

'Percen tag es are based on the 433 v ictim s reporting  from  A laska. P ercen tages add lo 
m ore than  100 because appro x im ate ly  17% o f  victim s from  A lask a  reported  
experiencing  m ore  than one  type o f  identity  theft.
’ Includes fraud involving check in g  and  savings accounts and e lec tron ic  fund transfers,

Top Alaska 
Identity  Theft Victim Locations

V i c t im  C i ty  N«>. o f  V ic t im s
Anchorage 135

Fairbanks 22

Wasilla 19

Juneau 11

liaglc River 10

Painter 10

I ederal Trade Cammotton I'ngr I? t>l 6ft Ciraied February I, 2003



A R I Z O N A  
C o n s u m e r  Sent ine l  C o m p la in t  Sta tis tics  a n d  T r e n d s  

January 1 - December 31, 2004
Total Number o f Fraud and Identity Theft Complaints from Arizona Consumers = 18,552

Fraud Complaints from Arizona Consumers = 10,366 

Top F raud  Complaint Categories f o r  Arizona Consumers

1 Internet Auctions 1.819 18%
2 Slmp-at-l lomc/Catalog Sales 947 9%
3 Prizcs/.Swccpslakes and Lotteries 852 8%
■I Foreign Money Offers 800 8%
5 internet Sen ices and Computer Complaints 723 7%

'P ercen tag es nrc based on die to tal num ber o f  fraud com pla in ts from  A rizona consum ers (10,366).

A m ount Paid Reported hy Arizona Consumers

T o ta l N o. o f  T o ta l A m o u n t T o ta l C o m p la in ts  P e rc e n ta g e  o f C o m p la in ts  A v erag e
C o m p la in ts  P aid  H q m i l n l  R e p o rtin g  A m t I'll R e p o rtin g  A m o u n t P aid  A m o u n t P a id 1

10,366 SI 3.469,514 6,333 61% S3.127

’A verage am ount paid  is based on llir total num ber o f  fraud com p la in ts  svlictc am ount paid w as 
reported by A rizon a  consum ers ((>.333) llitc c  consum ers reported an am ount paid  o f  SI 
m illion  or m ore ( S I ,S I  .2, and SI .6 m illion)

Top Arizona Consumer Locations f o r  Fraud Complaints 

('tiiisiiincr ( ily___________ No. nf Coinpliiinls

i'liocuix 1,567

Tucson 1,088
Mesa 765
Scottsdale 650

( ilcuihik* 38 1

ID E N T IT Y  TH E F T  f i ©Ham CUarbitfmtu IJFSr

Identity T iie ft Complaints from A rizona V ictim s = 8,186 

Identity Theft Types Reported by A rizona Victims

l E m ploym ent-R elated Fraud 2 ,557 31%
2 C redit C ard  Fraud 1,602 20%
3 llnnk F raud1 1,318 16%
.1 Phone nr t llilitics Fraud 1,135 14%
5 G overnm ent D ocum ents or llcncfits F raud 543 7%
0 I nan  Fraud 3 4 6 4%

O th er 1,729 21%
A ttem pted identity  T hcll 4 0 6 5%

'Percen tag es arc b ased  on the 8,186 v ic tim s rep o rtin g  from  A rizon a. . crcen tagcs add  lo 
m ure than  100 because approx im ately  17% o f  v ic tim s from  A rizon a  reported  
experiencing m ore Ilian one  lypc o f  identity  theft.
’Includes fraud involv ing  check ing  and sav ing s accou nts and  e lec tro n ic  fund transfers.

Top Arizona  
Identity Theft Victim Locations

Victim  C'ifv No. o f Victims

I'lmctiix 2,363

'I ucson 1,115

Mesa 623

Glendale 622

Scotlsdalc 353

I eilt'inl TiiUte Cnniwiumn / ’iigc IS nf (ift < iriilrtl I rhnutn /, }tU)S



A R K A N S A S
C o n s u m e r  Sen t ine l  C o m p la in t  S ta t is t ics  a n d  T r e n d s

Januaiy 1 - December 31, 2004
T otal Number of Fraud and Identity Theft Complaints from Arkansas Consumers = 3,482

Fraud Complaints from Arkansas Consumers = 2,085 

Top F raud  Complaint Categories fo r  Arkansas Consumers
r. "TV7!5CT? *71?T7,* T I f / 1 7 f TT-TnZtfTr- W.T*>-*• "̂w-.a-yr̂ rrr/1 T
( I U n k ; . r o p  C a t c K p d e ^ i^ ^ ^ t f k ^ i - . - s k s f ^ f c ^

1 Internet Auctions 602 29%
2 Shop-al-Ilornc/Cnlntog Sales 285 14%
3 Foreign Money Offers 230 11%
4 Internet Services anil Computer Complaints 162 8%
5 Advancc-Fcc l.oans and Credit I'rolcctioiFRcpair 131 6%

•Percentages arc Itased oil the total mnrihcr of fraud complaints from Arkansas consumers (2,085).

Am ount Paid Reported by Arkansas Cm. aimers

T o ta l N o. o f  T o ta l A m o un t T o ln l C o m p la in ts  P erc e n ta g e  of C o m p la in ts  A v erag e
C o m p la in ts  I’a ld  R e p o rte d  R e p o rtin g  A m t I’d  R e p o rtin g  A m o u n t I 'a ld  A m o u n t I'n lil1

2,085 S I . 605,519 1,599 77%  51,004

•A verage am oun t paid is hascd on  lire total n um ber o f  fraud com plain ts w here am ount paid was 
reported by  A rkansas consum ers (1,599).

Top Arkansas Consumer Locations fo r  Fraud Complaints 

C o n s u m e r  C i ty ___________ No. n f  C o m p la in t s
Little Rock 265
Fayetteville 95

1 lot Springs 85

Conway 66

Sprinptl.ilc 64

ID E N T IT Y  T H E F T  MG)
Data CltnrfntlioustUnlit Cltnrbipioust

Identity Theft Complaints from Arkansas V ictim s = 1,397 

Identity Theft Types Reported by Arkansas Victims

1 C redit C ard Fraud 343 25%
2 Hank F rau d1 3(12 22%
3 Phone or U tilities Fraud 246 18%
4 l:inployii’cnt>Kclatcd Fraud 167 12%
$ G overnm ent D ocum ents o r Itcncfits Fraud 137 10%
6 I.o a r  F raud 101 7%

O th er 295 21%
A ttem pted Identity Theft 69 5%

'P ercen tag es arc  based on the 1,397 victim s rep o ttin g  from  A rkansas. Percentages adil 
to  m ore than 100 because approx im ately  19% o f  v ic tim s from  A rkansas reported 
experiencing  m ore than one  type o f  identity theft.
•Includes fraud involving checking anti savings accou n ts and e lec tron ic  fund transfers

Top A rk a lisas 
Identity Theft Victim Locations

V ic t im  C i tv  N o . o f  V ic t im s
Little Rock 258

1 lot Spriiips 53

Fort Snnlli 37

Conway 36

Spiinp.tlnle 36

/ rtlcml limit Ctmwunmn I’ngr 19 o/66 < 'rroltil I t b n h i ’ Y  I, .'IHIS



C A L I F O R N I A  
C o n s u m e r  Sen t ine l  C o m p la in t  S ta t is t ics  a n d  T r e n d s

.Jaiiucuy I - December 31, 2004
Tota l Number of Fraud and Identity Theft Complaints from Californ ia Consumers = 90,706

Fraud Complaints from Californ ia  Consumers = 46,867

Top F raud  Complaint Categories fo r  C a lifo rn ia  Consumers

1 Internet Auctions 11,942 25%
2  S h o p -a t- I Io m c /C a ia lo p  S a te s  6 ,3 8 3  14%
3 Internet Services nni! Computer Complaints 4,630 10%
4 Foreign Money Oilers 4,453 10%
5 Prizes/Sweepstakes and Lotteries 3,509 7%

•Percentages arc based nn the to tal n um ber o f  fraud com plain ts from  C aliforn ia  consum ers (46,867)

A m ount Paid Reported by Californ ia Consumers

T o ta l N o. u f  T o ta l Amount T o ta l C o m p la in ts  P erc e n ta g e  n f C o m p la in ts  A v erag e  
C o m p la in ts  P a id  I tc p o r trd  R e p o r tin g  A m i I 'd  R ep o rtin g  Amount I’nltl A m o un t P a id 1

46,867 S53.4I2.587 36,698 78% SI,455

•A verage am ount paid  is based o n  the to tal n u m b er o f  fraud com plain ts w here am ount paid 
w as reported  hy C aliforn ia  consum ers (16 ,698) T w o  consum ers reported a n  am ount paid o f  
51 m illion  or m ore (31 and 51 t> m illion )

Top C a lifo rn ia  Consumer Locations fo r  Fraud Complaints 

( 'o i i s m i H 'r  f  *ily___________ No. of Complaints

Ia>s Angeles 2,651

San Diego 1,984

San Francisco 1,648

Sail Jose 1,387

Sacramento 1,089

ID E N T IT Y  TH E FT  liS *
Unlit CUitiitipmuu

Identity Theft Complaints from Californ ia Victim s = 43,839

Identity Theft Types Reported by C a lifo rn ia  Victims 

Duhfejidymifci:^
1 C redit Card Fraud 11,923 27%
2 H ank F raud1 8,133 19%
3 Phone or U tilities fra u d 7,833 18%
4 Fm plnym cnt-K clntcd Ftaud 6,588 15%
5 G overnm ent D ocum ents or H cnc/ils Fraud 3 ,796 9%
6 Loan Fraud 2,264 5%

O ther 9,903 23%
A ttem pted Identity Theft 2,578 flirt

'P ercen tag es arc based on the 43,839 v ic tim s reporting  from  C aliforn ia . P ercen tages 
add lo  m ote  than 100 because approx im ately  20%  o f  v ictim s from  C aliforn ia  reported  
experiencing m ore (Iran one type n f  iden tity  theft.
•Includes fraud involving checking and sav ings accounts and e lectron ic  fund transfers

Top C a lifo rn ia  
Identity Theft I 'ictim Locutions

Victim  C ilv  Nn. o f Victims

I.os Angeles 3,655

San Diego 1,582

San Francisco 1,155

Sacramento 944

San Jose 848

t'cJeial TmJe Cnmmisunn Page 20 <>/66 r iriitc.l I rhuiny I. ,'OOt



C O L O R A D O  
C o n s u m e r  Sen t ine l  C o m p l a i n t  S ta t i s t ics  a n d  T r e n d s

January 1 - December 31, 2004
Total Number o f Fraud and Identity Theft Complaints from Colorado Consumers = 10,967

Fraud Complaints from Colorado Consumers = 6,55S

Top F rond  Complaint Categories f o r  Colorado Consumers

1 Internet Auctions 1,626 25%
2 Foreign Money Offers 792 12%
3 Shop-al-Uomc/Cntalog Sales 760 1 2 %
•t Internet Services and Computer Complaints 593 9%
5 I’rizes/Swccpstnkcs and l.ollctics 532 8%

'P ercen tag es arc based on the total num ber o f  fraud com pla in ts F o n t C olorado consum ers (6 ,558)

A m ount Paid Reported by Colorado Consumers

T o ta l Nn. o f  T o ta l A m o u n t T o ta l C o m p la in ts  P e rc e n ta g e  o f C o m p la in ts  A v erag e
C o m p la in ts  1‘alil D ep o rted  D ep o rtin g  A m t I 'd  D ep o rtin g  A m o u n t P aid  A itlo iin t I’a t il '

6,558 S35.028.904 4,933 75% S7.101

’A verage am ount paid  is based on the total n um ber o f  fraud com pla in ts w here am ount paid w as 
re p in e d  by  C o lo rado  consum ers (1 ,0 11) Tw o consum ers reported art am ount paid  o f  over 5 I 
m illion  ( 5 1.6 and 520 4 m illion)

Top Colorado Consumer Locations fo r  F raud Complaints

( ' ( i i i m i i i h t  ( ilv___________ No. of Com pliiinlx

Denvci 913

Colorado Nprmps 759

Am ora 407

I.illlcton 242

Foil ( .'olIm.s 212

m  ID EN T IT Y  TH E F T  i fg y
Unlit Cl/nrinrlwusf \WWrUnin CtMrtnpinuv

Identity Theft Complaints from Colorado Victims = 4,409 

Identity  Theft Types Reported by Colorado Victims

[ pVak̂Jd enT Hj V ns e >11 afliLrl
l C red it C ard Fraud 987 72%
2 Hank F rau d2 07-1 22%
3 lim ploym ent-K clatcd F raud 668 15%
4 Phone o r U tilities Fraud 641 15%
5 G overnm ent D ocum ents nr llcnclil.s Fraud 282 ()%
6 l.oan  Fraud 2h8 0%

O ther 1,126 26%
A ttem pted Iden tity  T lic il 272 6%

'P ercen tag es arc  based ut lltc 4 ,4 0 9  v ictim s reporting  from  C olo rado  Percen tages add 
to m ore than 100 because approx im ately  19%  o f  v ic tim s fron t C olorado  reported 
experiencing  m ore  than one  type o f  iden tity  theft.
’ Includes fraud involving check ing  ami savings accou n ts and e lec tron ic  fund transfers

Top Colorado 
Identity Theft Victim Locations

Victim  Cits No. o f Victims

D e n v e r 8 59
C o lo ra d o  Sp rings 5 27
Alt ten a 3 13
1-ittlclon 168
P u eb lo 151

I rilenil J'rnitf Commiisltm C> filled Cebiuiiiv I, 200'



C O N N E C T I C U T  
C o n s u m e r  Sent ine l  C o m p l a i n t  Sta t is t ics  a n d  T r e n d s

January 1 - December 31, 2004
Total Number of Fraud and Identity Theft Complaints from Connecticut Consumers = 6,170

Fraud Complaints from Connecticut Consumers = 4,170 

Top F raud  Complaint Categories f o r  Connecticut Consumers

1 Internet Auctions 1,169 28%2 Sliop-nt-lIomc/Calnlni; Sales 587 14%
3 Foreign Money Offers 489 1 2 %
4 Internet Services and Computer Complaints 377 9%
5 Advancc-F’cc Loans and Credit Protection/Repair 2 1 2 5%

'Percentages arc bused nn Ihe total mu.her nf fraud complaints from Connecticut consumers (4,170).

A m ount Paid Reported by Connecticut Consumers

Total N o. o f  T o ta l A m o u n t T o ta l C o m p la in ts  P e rc e n ta g e  of C o m p la in ts  A v erag e  
C o m p la in ts  I 'a ld  R e p o r ted I t rp o i t in g  A n il I’ll R e p o rtin g  A inniin l P aid  A m o u n t I 'a ld 1

4,170 52,7.16,071 3,212 77% S852

’Average amount paid is based nn the total number of fraud complaints where amount paid was 
reported by Connecticut consumers (.1,217).

Top Connecticut Consumer Locations fo r  Fraud Complaints 

Consumer C llv___________ iNo. of Complainls

1 latlfonl 21.1
tirolon 176
Slamfoitl 17.1

New 1 Invt-tt 13U

Windsor 104

ID E N T IT Y  TH E F T
Dmu Clearfnthnuie W a rr Clfiirinpmiv

Identity Theft Complaints from Connecticut Victim s = 2,01)0 

Identity Theft Types Reported hy Connecticut Victims

I Credit Card Fraud 6H<> .Id"’™
2 Phone or Utilities Fraud 418 2 1 %
3 Dank Fraud3 270 14%
4 F.mplnyment-Kclatrd Fraud 164 8%
5 Government Documents or Mencfits Fraud 132 7%
6 l oan Fraud *)8 5%

Oilier 440 27.%
Attempted Identity Theft 14(1 7%

'Percentages arc based on the 2,000 victims reporting from Connecticut. Percentages 
add In more than 100 because approximately 18% of victims from Connecticut 
reported experiencing more than one type of identity theft.
’Includes fraud involving checking anil savings accounts and electronic fund (inmfcrs

Top Connecticut 
Identity Theft Victim Locations

Victim  C ity  No. n f Victims

1 larlfonl 170

Bridgeport 112

New Haven O0

Stamford 82

Wnlcibtiry 70

Ftdttnl Trade CommisslaH I’iiKf 22 of fiti I I ruled A W im o im  I. H U !)



D E L A W A R E  
C o n s u m e r  Sen t ine l  C o m p la in t  S ta t is t ics  a n d  T r e n d s  

January 1 - December 3 /, 2004
T otal Number of Fraud and Identity Theft Complaints from Delaware Consumers = 1,604

ConsumerScntinel
•MassSraP*

f  raud Complaints from Delaware Consumers = 1,051

Top F raud  Complaint Categories f o r  Delaware Consumers 
t „ „ ' v ' s r .  ,r. vsu.\->:

1 internet Auctions 238 23%
2 I’rizcs/Swccpslakcs nnd Lotteries 147 14%
3 Slrstp-al-IItrtnc/Calalng Sales 124 17.%
4 Internet Services and Computer Complaints 107 10%
5 Foreign Money Offers 59 fi%

’Percentages arc based mi llic total number of fraud complainls from Delaware consumers (1,0JI),

Am ount Paid Reported by Delaware Consumers

Total No. of Total Amount Total Complaints Percentage nf Complaints Average
Complaints f'ald Ueporteil Uepnrtlng .Mill I’ll Hrpnrting Amount I’alil Amount I’ald1

1,051 $2,541,275 860 V-ln/ 
O a. II S2.9.I-1

■Average amount paid is based on the total number of fraud complaints svlicrr amount paid was 
tcpnitcd by Dclasvaic consumers (866)

Top Delaware Consumer Locations fo r F raud Complaints 

( iiniMiiiit'r < ilv___________ N't), of ComplniiHs

Wilmington 2.31

Newaik 202

New Castle 73

Dover 07

lic.tr 49

ID E N T IT Y  TH E F T  IRQ
l)nta Cl/rtriiirlintiv Is*!Wrr Ct/,iri)ipiniiv

Identity Theft Complaints from Delaware Victim s = 553 

Identity Theft Types Reported by Delaware Victims

1 Credit Card Fraud 198 36%
2 Phone or Utilities Fraud 88 16%
3 Hank Fraud1 79 14%
4 l oan Fraud 49 9%
} Government Documents or Hcnefits Fraud 47 8%
6 Umploymcnt-Helatcd Fraud 44 8%

Other 114 2 1 %
Attempted Identity Then 40 714

1 Percentages arc based on the 553 victims reporting from Delaware Percentages add 
to more than 100 because approximately 20% of victims from Delaware reported 
experiencing more than one type of identity tlicfl.
■Includes fraud involving checking and savings accounts and electronic fund tiansfris

Top Delaware 
Identity T lu ft Victim Locations

Victim  n i v No. of Victims

Wilmington 109

Newark 75

New Castle 48

Dover 43

Hear 34

I rJrnil Irthlr (Tiuirrir.slfiui /Vige 73 of hft f rcmtilrebmmv I. 7fW1



D I S T R I C T  O F  C O L U M B I A  
C o n s u m e r  Sent ine l  C o m p la in t  S ta tis tics  an d  T r e n d s  

January 1 - December 31, 2004
Total Number o f Fraud and Identity Theft Complaints from District o f Columbia Consumers = 2,118

Fraud Complaints from District o f Colum bia Consumers = 1,196

Top F raud  Complaint Categories fo r  
D is tric t o f  Columbia Consumers

|Kaiilt:;rop\CMek6j j e t j ^ ^ ; j ; i ^ . ^ - s v m  p I a 1111 s r c c n t a K~c gj
1 Internet Services and Computer Complaints
2 In te rn e t  A u c tio n s
3 Shop-at-Homc/Catalog Sales 
•1 Foreign Money OITci.s 
5 Prizes/Sweepstakes am! Lotteries

272
155
128
116
102

23%
13%
11%
10%
9%

'Percentages are based on the total number of fraud complaints liom District of Columbia 
consumers (1,196)

Am ount Paid Reported by D istric t o f  Columbia Consumers

T o ta l No. o f  T o ta l  A m o u n t T o ta l C o m p la in ts  P e rc e n ta g e  n f C o m p la in ts  A verage
C o m p la in ts  I 'a iil I tcp n i i n i  H rp n r tin g  A n il I 'd  R e p o rtin g  A m o u n t I 'n ld  A m o u n t I 'a ld 1

1.1% Sl.056.y48 819 6S% 51,291

■Average amount paid is based on the total number of ftaud complaints where amount paid 
was tcpoited by District of Colombia consumers (819).

ID E N T IT Y  TH E FT  IRQ
Data Cltarmpmiit I * O r

Identity Theft Complaints from 
District o f Columbia V ictims = 922

Identity Theft Types Reported by D istrict o f  Colum bia Victims

1 Credit Card Fraud 301 33%
2 Hank Fraud1 194 2 1 %
3 Phone or Utilities Fraud 156 l/%
4 Government Documents or Hcncfiis Fraud 101 1 1 %
5 Umploymcnt-Kclatcd Fraud 59 ti%
6 1 oan Fraud 45 5%

Other 195 2 ,%
Attempted Identity Then 62 7%

'Percentages "re based on the 922 victims rcpnitmg from the District of Columbia 
Percentages add to more than 100 because approximately 21% of victims Irom the 
District of Colombia repotted experiencing more than one type nf identity theft 
■Includes fraud solving checking and savings accounts and electronic fund transfers.

I'okral It tuk Commisxitm Cn'nti'if/rl>niiin /, 2UOS



FLORIDA
C o n s u m e r  S en t ine l  C o m p l a i n t  S ta t is t ics  a n d  T r e n d s  

.January 1 - December 31, 200-1
Total Num ber o f Fraud and Identity Theft Complaints from Florida Consumers = 38,325

Fraud Complaints from F lo rida  Consumers = 22,263

Top F rond  Complaint Categories f o r  F lorida Consumers 

[Rank Top.Cajfcjiur)e.s m p iTlTTti,- P.c re c I ■
1 Internet Auctions 5,206 23%2 Shop-al-IIomc/Calalog Sales 2,786 13%
3 Internet Services and Computer Complaints 2,354 1 1 %
4 Foreign Money Oilers 2,186 10%
5 I'ri/cs'Swccpslakcs and l.otterics 1,420 6%

■Percentages arc based on Ihe tolrl number of fraud complaints from Florida consumers (22,263).

A m ount Paid Reported hy F lorida Consumers

Total No. of Total Amount Total Complaints I'crcrntngc of Complaints Average
Complaints I'ald Reported It c purl log Ami I’d Reporting Amount I'ald Amount Paid1

22,203 525,970,016 16,924 70% 51,535

'Average amount paid is based nn (lie total number of fraud complaints where amount paid 
was reported by Florida consumers (16,024). One consumer reported an amount paid of SI.7 
million.

Top F lo rida  Consumer Locations fo r  F raud Complaints 

Consumer City___________ N n. of Complaints

M iam i 1.71*1
T a m p a 1,009
Ja c kso n v i l le 98  8
O r la n d o 972
St. Petersburg. 49(1

ID E N T IT Y  TH E F T  MS*
Data Ct/nrhiOuinu IWWr. .jy.  j  Cl/aruiptniiu

Identity Theft Complaints from F lorida Victim s = 16,062 

Identity  Theft Types Reported hy F lo rida  Victims
r ; t* -tv-".-rr-a ——• v . i r p r f * * ; v  ~ ^ * i  •

1 Credit Card Fraud 4,017 31%
2 llank Fraud1 2 .or.8 18%
3 Phone or Utilities Fraud 2,774 17%
4 F.mploymcnl-Relatcd Fraud 1,389 0%
5 Government Documents or Hcneliis Fraud 1,278 8%
6 Loan Fraud 1,021 6%

Other 3,012 22%
Attempted Identity Thell 1,174 7%

'Percentages are based on the In,062 victims reporting from Florida Percentages add 
to more than 100 because approximately 20% of victims from Florida reported 
experiencing more than one type of identity theft
'Includes fraud involving checking and savings accounts nnd electronic fund transfers

Top F lorida  
Identity Theft Victim Locations

V ictim  C'ilv Net. of Victims

M ia m i 2 ,32 7
O r la n d o 9 5 7
T a m p a 719
Jacksonv i l le 709
Pm ! l .aud c td a lc 3 6 7

I fih ial I t ode Cower unw I'/tgr 73 o f6rt r rfiilnl t'rhniivv I, .VhlJ



GEORGIA
C o n s u m e r  Sent ine l  C o m p la in t  S ta t i s t ics  a n d  T r e n d s

.January 1 - December 31, 2004
Total Num ber of Fraud and Identity Theft Complaints from Georgia Consumers = 15,989

ConsumerSentinel
\

Fraud Complaints from Georgia Consumers = 8,549 

Top Fraut! Complaint Categories f o r  Georgia Consumers

jhank'fop  C «tcgO r)M jfiM y ,& £k vj& .v^
1 Internet Auctions 2 ,001 23%2 Sliop-al-1 lonic/Cnlalng Sales 1,019 1 2 %
3 Internet Sendees and Conipnlcr Complaints 890 10%
4 F oreign Money Offers 807 9%
5 Advaiicc-I'cc Loans and Credit Prutcelion'Kcpair 623 7%

'P e rcen tag es aie based on llie total num ber o f  fraud com plain ts from  (ico rg ia  consum ers (8 .540)

Am ount Paid Reported by Georgia Consumers

Total No. of Iotal Amount 'lotnl Complaints Percentage o f  Complaints Average
Complaints Paid Itrporlrd Kcpnrlliig Alut I’d lUportlng Anuiunt I'bIcI Amount Paid'

8.549 $17 ,532 ,654  6,711 79%  S2.613

’A verage  am ount paid is b a ted  nn the total n um ber o f  fraud com pla in ts w here am ount paid 
w as rep o rted  by ( ic o rg u  consum ers (6 .7 1 1) O ne consum er reported  i n am ount paid  o f  
S 10.2 m illion

Top Georgia Consumer Locations fo r  Fraud Complaints 

C o n s u m e r  C i lv ____________No. o f  C o m p l a in t s
Atlanta 968
Marietta 403

1 awtcnccvtlle 741
.Savannah 240

Alpharetta 190

ID E N T IT Y  TH E F T  fISfc
Data CUitriupumv

Identity Theft Complaints from Georgia Victims = 7,44(1 

Identity Theft Types Reported by Georgia Victims

I No. ofyMhiiiisiisIrt refill
l C redit C ard  Fraud 2.068 28%
2 Hank F rau d’ 1.009 22%
3 P hone or U tilities Fraud 1.317 18%
4 (io v em m en t Docum ents nr Hcncfils Fraud 754 10%
5 F.m ploym cnt-Kelatcd Fraud 550 7%
6 1 nan  Fraud 444 6%

O ther 1.723 23%
A ttem pted Identity T licl\ 472 6%

'P ercen tag es arc based on the 7.440 v ictim s reporting  ftum  ( ico rg ia  Percentages add 
to  m oic  than  100 because approx im ately  20%  o f  v ic tim s ftnm  (ico rg ia  reported  
experiencing  m ore than one type o f  identity theft.
’Includes fraud involving checking and sav ings accou nts and elec tron ic  fund transfers

Top Georgia 
Identity Theft I icdm Locations

V ic t im  C i lv  N o .  o f  V ic t im s
Atlanta 1,199

Marietta 301

Decatur 226

Lawrcitccville 1S9

Stone Mountain 172

Irdvtnl Trade (jrntrd T'rbnutty / , JtbtS



H A W A I I  
C o n s u m e r  Sent ine l  C o m p la in t  S ta tis tics  a n d  T r e n d s

.January J - December 3/, 2004
Totsil Number n f Fraud and Identity Theft Complaints from Hawaii Consumers = 2,447

11'lUfll it 11

Fraud Complaints from Hawaii Consumers = 1,807

Top F raud  Complaint Categories f o r  H aw aii Consumers

1 Internet Auctions 567 3 |%
2 Sliop-nt-Homc/Cntalog Sales 271 15 %
3 Prizes/Sweepstakes and Lotteries 177 10%
•t internet Services ami Computer Complaints 152 8%
5 Foreign Money Offers 134 7%

'P c .ccn tngcs arc K u ril on  llic to ta l nuntlier o f  fraud com plain ts from  H aw aii consum ers (1,8(17)

Am ount Pa id Reported hy H aw aii Consumers

I n t a l N o .  o f  T o ta l A nnum  I T n la l (  o u ip la iitls  P erc e n ta g e  o f  C n m p la fn ls  A verage
f  n m p la ln ls  P a id  I tc p n r ln l  I trp n iU n g  A lin I 'd  R e p o rtin g  A m o u n t I 'a ld  A m iiunl P a id 1

1.807 S2.758.876 1,443 80% S I,912

’A verage am ount pa id  i\  b ased  nn  llic I01J  mimlicr u l fraud com plain ts w lic tc  am ount paid 
w as reported  by  H aw aii c o n su m er. (1 ,443)

1  op H aw aii Consumer Locations fo r  Frond Complaints

Consumer ( ‘ilv___________ No. of ( ’oinplnliils

H o n o lu lu 671
M ilt lam 86
W aipah u 75
Kailua 70
K an e o h e 70
111I1. 64

ID E N T IT Y  TH EFT  if}®
1 lain Cl/itrhtptnuu \WWr

Identity T heft Complaints from Hawaii V ictim s = 640 

Identity Theft Types Reported by H aw a ii Victims

l Credit C ard Fraud 210 42%
2 Phnnc o r  U tilities F raud 130 20%
3 llan k  F raud’ 121 1 ’’"k
4 Ciovernmenl D ocum ents or llcn efits  Fraud 28 4%
5 1 nan Fraud 27 4%
It Fm ployinent-R elatcd  Fraud 21 r „

O ther 125 20%
A ttem pted Identity Theft 48 8%

'Percentag es a ie  based un  llir  640 s ic loos rep iu ting  from  H aw aii I’r iv c n la g rs  add  to 
m o lt  tlian 100 because approx im ately  19% o f  victim s fium H aw aii repo tted  
csp c iicn cin g  m ore than o n e  type n f  iden tity  theft
’Includes fraud involv ing  check ing  and sav ing s accounts and elec tron ic  lurid 'ra n s lc is

Top H aw aii 
Identity Theft I ’icdm Locations

V ictim  C ilv  N o. o f  V ictim s
1 lonolu lu 220
K ailua •14
W aipahu 3.1
Mililani 31
F.w a lleaeli 29

I fitfhil H .n fr  C nm rm sitnn Page 770/64 Cir.itfil/rl'niiin I SPi1'



IDAHO
C on;  in n e r  Sent ine l  C o m p la in t  Sta tis tics  a n d  T r e n d s

January 1 - December 31, 2004
Total Nu..ibcr o f Fraud and Identity Theft Complaints from Idaho Consumers = 2,165

Fraud Complaints from Idaho Consumers = 1,565

Top I 'ra u d  Com plaint Categories f o r  Idaho Consumers

-v A-'.C-:.C-«>■ nn!jiliyLijjcrcg0«H«C‘J1 Internet Auctions <154 29V.•14. Shop-at-IIoinc/Cataliip Sales 176 i r .
3 I’lizcs/Swccpr.akc* and l otteries 152 10%
d Foreign Money Offer. 142 9 / i
5 Internet Services ami Computer Complaints 131 K%

'Percentages arc based nn the toi.il number of fraud complaints from Idaho consumers (1,565).

A m ount Taid Reported hy Idaho Consumers

Total So. of I'otnl Ail imir total Complaints Percentage of Complaints Average
Complaints Paid Utpm led Urpntllng Anil I’d Kcporling Amount Paid Amount Paid'

1.5(15 S7.4Kd.752 1.252 80% $5,978

'Average amount paid is Irasrdon llir total mnnlicr of fraud comptiints where amount paid 
was repotted Ivy Idaho tunsmnm (1,252) < hie cnntuntci reportsd an amount paid of Jo 2 
nullum

Top Idaho Consumer I.orations f o r  Fraud Complaints

( iiiim h ih ‘1- < Its___________ No. nf ( ’i)iii|iliiiiils

H o i s e 29(i
Icl.iltti Falls 95
N a m p a 82
l ’t ic n t r l l " Kit

t u n i t  i l 'A ln ic 5K

a®, ID E N T IT Y  TH E FT  (Rffi)
frity! Data Cltarinpmu

Identity Theft Complaints from Idaho Victim s = 600 

Identity Theft Types Reported hy Idaho Victims
r  r  t t v  v -  u*rv^  r f  » r » . ’  *U ,*»*' 7 r~< *7 .1 1 ;?

1 Credit Card Fraud 170 2X%
2 Phone or Utilities Fraud 117 20V.
J Hank Fraud’ 101 17%
4 I niptnyiucnt-Kclatcd Fraud 63 ll%
5 l oan Fraud <11 i%
6 (iovcmmenl Documents or Itenefils Fraud 1 R rr;

Other 1 52 25";
Attempted Identity I licit V

'Pfitrnt.ig1* -re based on the 600 victims reporting ficmi Idalm. Percentages add In 
more than lot) because approximately 22% of victims from Idaho reported 
cs per inn ing mine than one type of identity theft.
'Ini hides fraud involving checking and savings accounts and electronic fond transfers

Top Idaho 
Identity Theft Victim Tore is

V ic t im  C i lv  N o . o f  V ic t im s
Hoi.se 1 17
N am p a 39
Id a h o  Falls 37
C aldw ell 24
Coctt t  d 'A lene 23
M cn d ia i i 23

I cdeial it,hie rVonmnsnin l\iy,e ,'S t toiled I rbtuatv I



I L L I N O I S  
C o n s u m e r  S en t ine l  C o m p la in t  S ta t is t ics  a n d  T r e n d s

January I - December 31, 2004
Total N u m b er  of F rau d  and  Identity  Theft C om plaints  from Illinois C onsum ers = 25,904

rrrai

F ra u d  C om plain ts  from Illinois Consum ers = 14,700 

Top F raud  Com plaint Categories fo r  Illinois Consum ers

1 Internet Auctions 3.791 26%
2 Shop-nt-Homc/Catalog Sales 1,847 13%
3 Internet Services and Computer Complainls 1.380 9%
4 Pnzes/Ssveepstakes and Lotteries 1,001 7%
5 Foreign Money Offers 996 7%

'Percentages arc trawl on llic total mmil cr of fraud complaints from Illinois consumers (14,766)

A m o u n t Paid Reported by Illinois Consumers

Total No, o f Total Amount Total Cmi'plaints Percentage nf Complaint* Average

Complaints I’ald Iteportcd Reporting Anil I’d Reporting Amount I’ald Amount Paid’

1-1,766 SI5.I65.-1K5 10,700 72% 51.417

'Average amount paid is based on the total number of fraud complaints sslicir amount paid ssas 
repotted hv Illinois consumers (10,700) 1 svo consumers repotted an amount paid of over 
SI million (SI 2 and 51.3 million)

Top Illino is C onsum er Locations fo r  Frond Com plaints

C.Ti i is ih ih t  ( l i l y ___________N o. n f  C o in p lm  ils

Chicago 2.77.S
Naperville 206
Rockford 197
Springfield 180
Aurora 174

ID E N T IT Y  T H E F T
D a ta  CU artnpuviv

Identity  Theft Com plain ts  from  Illinois V ictims = 11,138

Identity Theft Types Reported Hy Illino is Victims 

FlV*hfcWd?nUl̂ ^̂
1 ( ircdit Caril Fraud 3,043 27%
2 Phone ur Utilities Fraud 2.440 22%

3 Dank Fraud1 1,698 15%
d limploymcnt-Kclntcd Fraud 1,536 14%

5 Irovcouncnt Documents nr llcnefits Fraud 961 9%
6 1 oan Fraud 607 5%

Other 2,360 215'.
Attempted Identity Thelt 721 6%

‘Percentages arc based on Ihe 11.138 victims reporting from Illinois. Percentages add 
lo more Ilian 100 because approximately 20% of victims from Illinois reported 
experiencing me-, than one tyjvc of identity thrO
’ Includes fraud involving checking and savings accounts and electronic fund transfers

Top Illinois  
Identity Theft I 'irtim Locations

Victim C.'ilv No. of Victims
Chicago 4,099
Rockford 152
Aoiora 149
Ciccto 12S
Naperville 127

/Vr/i-fiiI / r,|. r I 'oninirijlori /’.r.i;r 7 9 Cirntfil I rhmair I .’Or”



IN D IA N A
C o n s u m e r  Sent ine l  C o m p la in t  S ta t i s t ics  a n d  T r e n d s

January 1 - December J? 1, 2004
Total N um ber of F raud  and Identity Theft O in p la in t s  from Indiana C onsum ers  = 11,442

ConsumerScntinel

F rau d  C om plain ts  from Ind iana  C onsum ers =  7,I6«S

Top F raud  C om plaint Categories fo r  Indiana C onsum ers

1 Inlcmcl Auction!; 1,807 25%

2 Sliop-at-lloinc/Cntnlog Sales 85'l 12%

3 Foreign Money OtTcrs 740 10%
•1 Internet Services ami Computer Complaints 711 10%

5 Pri/.cs’Swccpsiakcs anil Lotteries 637 9%

■Percentages ate based nn the total mmilier o f frautl complaints from Imliana consumers (7,168).

A m o u n t / ’aid Reported by Indiana Consumers

Total No. of I otnl Amount Total ('oinplaints Percentage of Complaints Average
Complaints Palil llepm lfil Orpin ling Anil Pit Hrporllng Ariuiitnl Paid Amount Paid1

7.168 S7.720.970 5.550 77% SI,391
’Average amount paitl is liascil on tlic total numl’cr ot frautl complaints sslictc amount paitl was 
reported by Initiana consumers (5.550).

Top Indiana C onsum er Locations fo r  Fraud Com plaints 

C o i i m h i u t  ( ily________ No. of ('tin)|il;iinls
linlintinptilis 1,225
I'tiTt Wayjie •153
livansvtlle 184
Lafayette • 183
Hlonmirigtnii 175

ID E N T IT Y  T H E F T  fP»3&
IJiita C toirh ipw uu l¥ W r

Identity  Theft Com plain ts  from Ind iana Victims = 4,274 

Identity Theft Types Reported by Ind iana  Victims

r Plmncnr Utilities Fraud 1,286 3tir,
2 t'rcdil Card Fraud 927 22%

3 Ilank Fraud3 615 14%
4 Fmplnymcnt-Kelntrd Fraud 439 10%
5 Government Documents or Ucncfiis Fraud 296 7%
6 Loan Fraud 172 4%

Oilier 990 23%
Attcmi Identity Tlielt 261 6%

■Percentages arc based on llic >1,274 victims reporting Trom Indiana Percentages add 
to more than 100 because approximately |S% of victims front Indiana reported 
experiencing more than one type ol identity tlielt.
’ Includes baud involving checking and savings accounts and electronic fund transfers

Top Indiana  
Idei Uty 'I h e ft Victim Locations

Victim Cilv No. of Victims
Indianapolis 929
Foil Wayne 282
.South Mend 19"1
Gary 161
FIMiart 82
Iivansvillc 82

/ ii/cm / /f,ji/i> Cnmmlsutw r w t J O n / M i i c.iro/ /W m u nv  I S illM



I O W A  
C o n s u m e r  Sent ine l  C o m p la in t  S ta t is t ics  a n d  T r e n d s

January 1 - December 31, 2004
'Total N um ber of F rau d  and Identity Theft C om pl" ia ts  from Iowa C onsum ers = 3,673

ConsumerSantinel
L

F rau d  Com plain ts  from Iowa C onsum ers = 2,645

lo p  T raud  Com plaint Categories fo r  Iowa Consumers

' n pi a I n~t s; Pc r^cn t» gc!̂  j
1 Intenjel Auctions 842 32°/„

2 Sliop-at-l Ionic/Catalog Sales 42(1 16%
3 Internet Services and Computer Complaints 213 8%

*t Foreign Money O flcis 201 8%
5 I’ri/eRfSwccpslnkcsand lollcrics lfi4  6%

'Percentages arc based on the lol.il number nf fraud complaints from I ova consumers (2,645),

A m o u n t Paid Reported hy Iowa Consum ers

Iolal No. of 'Iolal Amount Tnlal ('nruplaliits I’crccnlagcnf Cornplalills Average 

i mnpialnls I'alil Itcporlfd Urpoillng Anil I'd departing Amount I'ald Amount I'ald1

2,645 S3,252,449 2,080 79%  S 1,564

’Average amount paid is based nn llir total number of fraud complaints v.licte amount paid 
was reported by Iowa consumers (2,08(1 ) ( Inc consumer repotted an amuiinl paid of 
51 million.

Pop Iowa C onsum er I.orations fo r  Fraud Complaints 

C i i h m i i i h t  C i lv _____________ N o, n | C o m p liiin ls

Dcs Moines 25S
Cellar Knpitls 148
Iowa City 107
Davcnpiiil 98
Council Hlnlls .81

ID E N T IT Y  T H E F TIJrttrr Cl/nrinpinuir

Identity Theft Com plain ts  from  Jowa Victims = 1,028

Identity Pheft Types Reported hy Iowa Victims 

E » ; iT ig » ^ ^ ^
1 Credit Card Fraud 326 32%

2 Mnnk Fraud’ 197 19%
3 Phone or Utilities Fraud 184 18%
4 Fmploymcnt-Kclatcd Fraud 91 9%
5 Clovenimcnt Documents or benefits Fraud 60 6%
0 Loan Fraud 41 4%

Other 226 22%
Attempted Identity Theft 83 874

'Percentages arc based on llic 1,028 victims reporting front Iowa Percentages add to 
more than 100 because approximately 8% of victims from Iowa reported experiencing 
more Ilian nne lypc of identity tlielt.

’ Includes fraud involving checking and savings accounts and electronic fund iransfcrs

Top Iowa  
Identity Theft Victim Locations

Victim Cilv No. of Victims
Dcs Me incs 161
Ccilar Rapid 48
Davenport 46
Iowa C'ity 34
Council Hltiffs 29

I r ilrru l T tih lc  f 'om n iiis ion I't-yr M v f Art C rra lril I 'r l’n iiin  I. }iHIS



K A N S A S  
C o n s u m e r  Sentinel C o m p la in t  Sta tis tics  a nd  T r e n d s

January 1 - December 31, 2004
Total N u m b er  of F rau d  and Identity T heft Complaints from K ansas Consum ers = 4,736

*j / b'lTTnuTHKul 

F ra u d  Com plaints  from Kansas C onsum ers = 3,059

Top F raud  Com plaint Categories f o r  Kansas Consumers

1 Itilcmcl Auctions 879 29%

2 Shop-al-I Ionic/Catalog Sales 350 11%
3 Foreign Money OfTcrs 334 |)%
•t Internet Services and Computer Complaints 279 9%
5 I’ri/cs/Swcepstakcs ntwl Lotteries 204 7%

'Percentages arc based on lire total number of fraud complaints from Kansas consumers (3,059).

A m o u n t Paid Reported by Kansas Consumers

I ot a I No. of Total Amount total Complaints Percentage of Complaints Average 

Complaints Paid Iteporlril Kipm lloi: Ami I'd ltf|nulllig  Amount I’ald Amount Paid1

3,059 S3.5I-I.967 2,332 76% SI,507

’Average amount pant is based on the total number of fraud complaints where amount paid 
was reported by Kansas consumers (7.332) One consumer rcpoitcd an amount paid of over 
S id  million

Top Kansas Consum er Locations f o r  Fraud Complaints 

('(iiistimiT ( 'ifv_______ i\n, of Complaints
Wichita 457
Ovcrlaml Park 236
Topeka 1 OS
Olathe 104
Kansas City 125

ID E N T IT Y  T H E F T  (ffffi)
D a ta  C l/arh itlw ustD nin  CUiirhipious/

Identity  Theft  Com plaints from  K ansas Victims = 1,677 

Identity Theft Types Reported by Kansas Victims

1 Credit Card l-raird 407 24%

2 Hank Fraud1 397 22%
j Phone or Utilities Fraud 209 19%
4 Hmployinciit-Kclatcd Fraud 171 1(1%
5 Government Documents or Pcncfits Frautl 128 X%
f. l oan Fraud 109 9%

Other 444 29%
Attempted Identity'I licit IIP 7%

'Percentagesarc based on the l,h77 victims reporting from Kansas Percentages add to 
more Ilian 190 because approximately 19% ol victims from Kansas reported 
rxpcri icing more than one type of identity theft.
’ Iiiclmics fraud involving checking and savings accounts and electronic fund transfers

Top Kansas 
Identity Theft Victim Locations

Victim C'itv No. of Victims
Wichita 278
Kansas City 152
Overland Park 134
Topeka 109
Olathe 67

I 'r j e h i l  In u ti‘ Commisstim /'ngc 37 o/ fifi C io i ln l  I r b n m n  I.



K E N T U C K Y  
C o n s u m e r  Sen t ine l  C o m p la in t  S ta t i s t ics  a n d  T r e n d s

January J - December 31, 2004
Total N u m b e r  of F raud  and  Identity  T heft  Com plaints from K en tucky  C onsum ers = 5,329

Con&umerSentinel

F r a u d  C om plaints  from  K entucky  C onsum ers = 3,667

Top Fraud Complaint Categories fo r  Kentucky Consumers

i'.Ckt til n i aT|i isa* Fere c n7»t>c'. ■
1 Internet Auclions 1.067 29%
■».. Sliop-al-Homc/Calalop .Sales 510 14%
3 Foreign Money O ff s 339 9%
•1 Internet Services ant Computer Complaints 295 8%
5 Prizes/Sweepstakes ami Lotteries 293 8%

'Percentages arc based on llic total number o f fraud complaints from Kentucky consumers (3,667)

Amount Paid Reported hy Kentucky Consumers

Total No. of Total Amount Total Complaints Percentage nf Complaints Average

Coinplnints I’altl Hrpnrlrtl Itrporting Ami I'd Hcpnrtlng Amount I'ald Amount Paid' 

3.067 54,787,444 2,930 80% 51,634

’Average amount paid is based on the total number of fraud complaints where amount paid 
was reported by Kentucky consumers (2,030) One consumer reported an amount paid of 
SI million.

Top Kentucky Consumer Locations fo r  Framl Complaints 

Consumer Cilv________ No. of Complninh;
Louisville (.73
Lexington 318
Murray 87
Howling (iiccn 81
lili/alieilitown 74

ID E N T IT Y  T H E F T
UiUn CUdrinp\auv Uf

Identity  Theft Com plaints  from K en tucky  Victims = 1,662 

Identity Theft Types Reported by Kentucky Victims

1 Credit Card Fraud 491 30%

2 llank Fraud1 315 19%
3 Phone or Utilities Fraud 287 17%
4 t iovcrnmcnl Documents or llencflts Fraud 136 8%
s Fmplnymcnt-Kelatcd Fraud 109 7%

6 Loan Fraud 94 6%
Other 430 26%
Attempted Identity Thell IIS 7%

'Percentages arc based on llir 1,662 victims reporting from Kentucky. Percentages add 
to more Ilian 100 because approximately 19% of victims from Kentucky reported 
experiencing more than one type of identity theft.
’ Includes fraud involving, checking and savings accounts and electronic fund transfers

Top Kentucky 
Identity Theft Victim Locations

Victim Cilv No. of Victims
Louisville 385
Lexington 147
Howling Green 3f.
Owensboro 33
Covington 25

I 'tile ru l Trade Commttunii l\iy,c tlo/rtrt C r e a lr i l I ' fh m u r  I, .71(13



L O U I S I A N A  
C o n s u m e r  Sen t ine l  C o m p l a i n t  S ta t i s t ics  a n d  T r e n d s

January 1 - December 31, 2004
Totul N um ber  of F rau d  and  Identity Theft C om plain ts  from  Louisiana C onsum ers  = 5,879

F ra u d  Com plain ts  from Louisiana C onsum ers  =  3,625 

Top F raud  Com plaint Categories fo r  Louisiana Consum ers

1 Internet Auctions 901 25%

2 Sliop-at-IIotnc/Calaloct Sales 471 13%

3 Internet Services and Computer Complaints 340 9%
4 Foreign Money ODcrs 326 9%
5 Atlvancc-Fcc I uans and Credit ProlcctionWcpnir 305 8%

'Percentages arc based on the total number nf fraud complaints from I otiisiana consumers (3,625)

A m o u n t 1’uiil Reported hy Louisiana Consum ers

Total No. nf Total Amount Total Complaints Percentage of Complaint* Average 

Complaints Paid Reported Reporting Anil I’d Kcpiullng Amount I'ald Ainiiuiil Pnlil'

3,625 53,0.14,733 2,926 51.037

’Average amount paid is based mi tin- total number ot fraud complaints where amount paid was 
repotted by Louisian; consumers (2,926).

Top Louisiana C onsum er Locutions Jar F raud Complaints 

(.ohsiihht ( 'ity_____________N o. n l f 'n in p ln i i i ls

New Orleans 38d
Hulun Rouge 317
Metairie 206
Slitevejvirt 192
Lafavclfc 147

I D E N T IT Y  T H E F T  lif f i)
D a ta  Cl/,irhipu>iit/ \ 9 m r

Identity  Theft C om pla in ts  from  Louisiana Victims = 2,254

Identity Theft Types R eported hy Louisiana Victims 

^ k & S n i j t y T V j e i t N o ^ f  V lc l jn ^ l.  Petcetllgg^j
1 Credit Card Frautl 705 31%
2 Phone or Utilities Fraud 466 2 1 "n

.1 Hank Fraud3 373 17%
4 Oovemrnent Documents or Hcncfits Fraud 247 11%
J Fmplnyrncnt-Kclntcd Fraud 147 7%
(i Loan Fraud Ilk 5%

O'her 4(>H 21%
Attempted Identity Thel) 1411 r.%

'Percentages nic based on the 2,254 victims reporting from I miisiana. Percentages add 
tu mine Ilian 100 because approximately 19% of victims Irom I nuisiana rcpoiied 
rxpericiinug more than one type of identity tbeft
’ Includes fraud involving checking and savings accmmts and electronic fund transfers.

Top Louisiana  
Identity Theft Victim Locations  

Victim Cilv Nn. nf Victims
New Orleans 356
Baton Rouge 207
Shreveport 112
Metairie ion
Monroe 74

LV ii'rot h i i i l r  Cum niim nn /'ogr .’a of tin C tra ted  C rbnu ity  I. .'iMM



M A I N E  
C o n s u m e r  Sent ine l  C o m p l a i n t  Sta t is t ics  a n d  T r e n d s

Januaiy I - December 31, 2004
Total N u m b er  of F rau d  and Identity  T heft  Com plain ts  from  M aine  C onsum ers  = 1,769

ConGumerScntinel

F rau d  C om plaints  from  M aine C onsum ers  = 1,345 

Top F raud Com plaint Categories fo r  M aine Consumers

E&iii&L 1>£&3 oMli ‘crccniac
1 Internet Auctions 299 22%
2 Shop-al-1 lomc/Calalog Sales 203 15%
3 Internet Services atttl Computer Complaints I'M 1*1%
-1 foreign Money CIflcrs 127 9%
5 Prizes-.Sweep stakes and Lotteries 100 7%

'Percentages ate based on llic total number nf fraud complaints from Maine consumers (1,345).

A m o u n t Paid Reported by M aine C onsum ers

ToUlNo. of Total Amount Total Complaints Percentage nf Complaints Average 
Complaints I'nlil Itcpmlril llrpnrtln,; Anil I'd departing Amount Paid Amount Paid'

1,3*15 SI, 131,974 1,003 75% 51.179

1 Average amount paid is based on the total number nf fraud complaints ss here amount paid 
w as reported by Maine consumers ( 1,003).

Top M aine C onsum er Locutions fo r  Fraud Complaints 

('(instmuT City________No. of Complaints
Portland 105
Augiisla •11
Bangor 36
Bet wick 30
Saco 30

ID E N T IT Y  T H E F T
D ata  C .l/a rtn p m u m

Identity Theft C om plain ts  from  M aine  Victim s = 424 

Identity Theft Types Reported by M aine Victims

Credit Card fraud 

Phone or Utilities fraud 

Hank fraud 
l oan fraud
Government Documents or Ilencfits Fraud
I'tnploymcnt-ltclated Fraud

Other

Attempted Identity Theft

170

Kb

fid
27

21
12
87

32

d()% 
20% 
15%
r.%
5%

3%
21%
8%

'Percentages are based on the d2d victims reporting from Maine. Percentages add to 
more than 100 because approximately l8% of"ictims from Maine reported 
experiencing mure than one lytic of identity Ihclt.
'Includes fraud involving checking and savings accounts and electronic fuml transfers

Top Maine. 
Identity Theft Victim Locations

Victim City No. nf Victims
I'otllaml
Bangor
Uiddcfrtrd
Lewiston
Scarborough

*12
16
13
12
9

I r.lrra l Trade Commi rno/t t 'a x r  JS o f  66 Cfrilli'il t 'r l 'n n n  c /. ,'tlllt



M A R Y L A N D  
C o n s u m e r  Sent inel  C o m p la in t  S ta tis tics  a n d  T r e n d s

.January I - December 31. 2004
Total N u m b er  of F rau d  and  Identity Theft Com plaints from M a ry la n d  C onsum ers = 11,910

F ra u d  Com plaints from  M ary lan d  Consum ers =  7,298 

Top F rond  Com plaint Categories fo r  M aryland Consumers

1 Internet Auctions 1,731 24%
2 Sltop-al-J lotnc/Calalog Sales 943 13%
5 Internet Services and Computer Complaints 929 13%
<1 Foreign Money Offers 577 8%
5 Advancc-I'cc Loans and f'redd Pioteeiion/Rcpair ■158 6%

'Percentages arc based on the total number of fraud complaints fmm Maryland consumers (7,298).

A m o u n t Paid Reported by M aryland Consumers

Total I'm. of Total Amount Total t oniplainls Percentage nf t'oniplnlnts Average 

Cninplalnls Paid Itrportril Reporting Anil Ptl Reporting Amount Paid Amount Paid'

7,298 S5.46I.IS4 5,744 79%, 5951

'Average amount paid is based on the total number nf fraud complaints ss here amount paid 
was reported by Maryland consumers (5,74-1 >.

J ap M aryland C onsum er I.orations fo r  Frond Complaints

( .niiMimcr City_____________N o. nf Complninls
Baltimore 1,007
Silver Spring •127
Rockville 235
tiailliersluirj' 214
Belltesda |i)9

ID E N T IT Y  T H E F T
D ata  C ltarh ipum st

Identity  T heft Com plain ts  from  M ary lan d  Victims = 4,612 

Identity Theft Types Reported by M aryland  Victims

i Credit Card Fraud 1,482 32%
2 Plionc nr Utilities Fraud 9f,0 21%

3 llank Fraud1 HIM 17%
4 tiuvcrn.nent Documents or Hcuclils Fraud 322 714
5 Finploymcnt-Kclntcd Fraud 259 6%
h 1 nan Fraud 258 67,

Oilier 1,064 23%
Attempted Identity Tlielt 363 874

'Percentages a.c based on the 4.612 victims reporting fmm Maryland. Percentages add 
lo more Ilian KiO because approximately 19% of victims from Maryland repoited 
experiencing more Ilian one type of identity tlielt
'Includes fraud involving checking nnd savings accounts and electronic fund transfers.

Tap M aryland  
I dentii f t  Victim I.neat ions

Victim Cilv No. of Victims
Uullimote K70
Silver Spring 261
Laurel 114
Columbia 1 1 2
Rockville 1 1 1

l'e ih  t i i l  Trane f ’n iii nuiun I ir,tii:l T'rlitmitv I tl'HS



M A S S A C H U S E T T S  
C o n s u r i c r  Sent ine l  C o m p la in t  S ta t i s t ics  a n d  T r e n d s

January I - December 31, 2004
T otal N u m b er  of F ra u d  and Identity  Theft Com plaints from  M assachusetts  C onsum ers  =  10,897

ConsumerSentinel

F ra u d  Com plaints from  M assachusetts  C onsum ers =  6,976 

Top F raud  Com plaint Categories fo r  M assachusetts Consum ers

1 Internet Auctions |,').S5 2S%

2 Slmp-al-IIomc/Cntalot; Sales 961 14%
3 Internet Services ami Computer Complaints 764 11%
4 Foreign Money Offers 577 8%
5 Prizcs/Swccpstakcs and Lotteries 475 7%

'Percentages arc based on llic total number o f fraud complaints fmm Massachusetts consumers (6.976)

A m o u n t Paid Reported hy M assachusetts Consumers

T o U lN o .n f Total Amount Total Complaints Percentage nf Complaints Average

Complaints Paid Itcporlnl Reporting Amt I’d Reporting Amount Paid Amount Paid1

6,976 S4.729.052 5.- 31 78% S87I
'Average amount paid i> based on the total number of Irai I complaints xvlieie amount paid was 
reported by Massachusetts consumers (5,431).

Top M assachusetts C onsum er Locutions fo r  Fraud Complaints 

( onsnnier (’ilv_______Nn. nf (Tunplainls
Hnstun 411

Sprinylleltl 169

Worcester 168

Cantln nlge . . .

Somemlle 122

ID E N T IT Y  T H E F T  [iffi)
Data CUartnpiouif l¥ tP r

Identity  Theft Com plaints from  M assachusetts  Victims = 3,921

Identity Theft Types Reported hy M assachusetts Victims 

Lltŝ lffcldentlty .Thdt,'IypT*ji î'£2ti;liillitWfev7feNg»'nfiyfciln«:sV.l!tLfVtlMlitiJ
1 Credit Card Fraud 1,394 36%
n Phone or Utilities Fraud 781 20%

llank Fraud2 555 14%
4 Fmploymcnt-Kclatcd Fraud 250 734
5 Government Documents nr Itcncfits Fraud 262 7%
6 Loan Fraud 210 5%

Other 809 21%
Attempted Identity Theft 353 9%

'Percentages arc based on llic 3,921 ictuns reporting from Massachusetts 
Percentages add lo more than 100 because appioximatcly 1874 nf victims fmm 
Massachusetts reported experiencing more than one type nf identity (belt 

'Includes fraud involving checking and savings accounts and clcclmnic fund transfers

Top /I I ass ach us etts 
Identity Tin f t  Victim Locutions

Victim Cilv No. nf Victims
Moslem 230

S pring fie ld 155
D orc ltes lc i 1 IS
W orcester 103
C am bridge 76

fe d e ra l Trade Cno inuuin” /’iigr '7  n f 66 Created Te l'rvarv I, 7(1"'



M I C H I G A N  
C o n s u m e r  Sent inel  C o m p l a i n t  S ta t i s t ics  a n d  T rends

Ja wary I - December 31, 2004
Total N um ber  of F rau d  and Identity  Theft Com plain ts  from M ichigan C onsum ers  =  18,305

Co nsumerSentinel

F raud  C om plain ts  from M ichigan C onsum ers  = 10,99(8 

Tup F raud  Com plaint Categories f a r  M ichigan Consumers

1 Iiilcmcl Auctions 3,001 27%

2 Sliop-nt-Hoinc/Cntnlog Sales 1,393 13%
3 Prizes/Sweepstakes ami Lotteries 1,156 11%
•I Foreign Money Offers 012 8%
5 Inlcmct Services and Computer Complaints 886 8%

•Percentages arc based on Ihe total imndict of fraud complaints from Michigan consumers (10.998)

A m o u n t Paid deported hy M ichigan Consum ers

Total IS'o. of Inlnl Amount Total Complaints Percentage nf Complaints Average

('oni|dainlv I’ald neporlrd Iteporllng Amt I'd Iteporllng Amount I’whl Amount I'ald* 

10.998 $10,704,507 8,734 79%  51,226

'Average amount paid is based on the total number of fraud complaints where amount paid was 
reported hy Michigan consumers (8,7.01)

Top M ichigan C onsum er Locations fo r  Fraud Complaints 

( ‘omtnner < ily________ Nn. nf rnmplainK
Pelt oil 59.S
Grand Rapids 346
Lansing 306
Ann Atlwr 235
Flint 157

I D E N T IT Y  T H E F T  IR Q
D am  CUarbiflintist

Identity  Theft Com plain ts  from M ichigan Victims =  7,307

Identity Theft Types departed  hy M ichigan Victims 

fJt<nkfifdentliy,TheftrTvpt^^^^i^^l^t^y.^'(j£of̂ liilli[î I;;i;eb:eitli<ĝ l3
l Phone or Utilities Fraud 2,152 29%
2 Credit Card Fraud 1,969 27%

3 Hank Fraud1 1.093 15%
•1 (rovernmcnt Documents or llcncfits Fraud 490 7%
5 loan Fraud 408 (\"o
Ii Fmploymrnt-Kcl.itcd Fraud 367 5%

Other 1,371 19%
Attempted Identity Theft 699 10%

'I'crcrnlagcs arc based on the 7,307 victims reporting from Michigan 1'crccnlagcs add 
to more than 100 because approximately 19% of victims bom Michigan reported 
experiencing mote than one type nf identity theft,
'Includes fraud involving checking and savings accounts and electronic (und transfers

lo p  M ichigan  
Identity Theft I ictim  Locations

Victim Cilv No. of Victims
Detroit 1,72
Grand Rapids 201

Flint 143
Lansing 119

Warren 119

I 'n tera l f t  a Jr. ( ’nmmiisian l'iiy,c .IS C ir n lf i t  Ie l'i i ii it\  I, t in  It



M I N N E S O T A  
C o n s u m e r  Sen t ine l  C o m p l a i n t  S ta t is t ics  a n d  T r e n d s  

Januaiy 1 - December 31, 2004
Total N u m b er  nf F rau d  and Identity  T heft  Com plaints from M innesota  C onsum ers = 8,189

rM
Co nsumerSentinel

F r a u d  C om plaints  from M inneso ta  C onsum ers  = 5,284 

Top F ram l Com plaint Categories fo r  M innesota Consum ers

lUmik.l on.CatceoHciAft Comn 1 a)u<s£ I*ei ccntagcl̂ l
1 Internet Auctions 1,393 20%

2 Shup-at-1 Ionic/Catalog Sales 0*11 12%

3 Foreign Money Offers 525 10%
‘I I ’rizcs/Swccpslnkes and Lotteries -IK I '.)%

5 Internet Services ami Computer Complaints <112 8%

'Percentages arc based on llie total number of fraud complaints from Minnesota consumers (5,284).

A m o u n t Paid Reported by M innesota Consum ers

Total No. uf Total Amount Total Complaints Percentage n[ Complaints Average

Complaints I'alil Itrpnrlcil Urporllnn Anil I'tl Reporting Amount Paid Amount Paid1

5,284 57 ,18ft,8%  4,100 78% 51,753

'Average an mill paid is based on 'lie total number of fraud comp'uinis where imi'-iint paid was rcpotled 
by Minnesota consumers (<l,l()(l). ( toe consumer repoitcd an aun-o.it paid of SI tmlb i

Top M innesota  C onsum er Locations fo r  Fraud Complaints 

('imsiimrr < ily________ No. of Ctmtplnlnls
Miniieaptilis 561
St. l'nttl 420
Rochester 137
niooiitiiigloo 1 12
Duluth III)

Identity Theft  C om plain ts  from M inneso ta  Victims = 2,905 

Identity Theft Types Reported by M innesota  Victims

2 Hank Fraud3 7*>l 27%
3 Phone or Utilities Fraud 484 17%
4 Finploymcnt-Uclatcd Fraud 247 9%
5 Crovcntmcnt Documents or Ilenclits Fraud 175 fi%
r. Loan Fraud 130 4%

Other 537 18%
Attempted Identity Theft 214 7%

'Percentages arc based on the 2,005 victims reporting from Minnesota. Percentages 
add to niore than 100 because approximately 19% of victims from Minnesota reported 
experiencing more than one type of identity theft.
'Includes fraud involving checking and savings accounts and electronic fond transfers

Top M innesota  
Identity Theft Victim Locutions

Victim City  No. of Viciims
Minneapolis 344
St. Paul 318
Brooklyn Park 57
Coon Rapids 55
Rochester 53

I Credit Card Fraud 843 2')%

I c ilc ii i l  It title Ctmmisxnm I’ligr 39 v/fifi Created /'e lin ttiiy  /, J l l l l f



M I S S I S S I P P I  
C o n s u m e r  Sen t ine l  C o m p la in t  S ta t is t ics  a n d  T r e n d s

January 1 - December 31, 2004
Total N u m b er  of F ra u d  and Identity T heft  Com plaints from Mississippi C onsum ers =  3,2Sy

F ra u d  Com plain ts  from Mississippi Consum ers = 1,939 

Top F ro n d  Com plaint Categories fo r  M ississippi Consumers

1 Internet Auctions d'M 25%
2 Slmp-at-I lornc/ratalog Sales 2-15 13%
3 I’ri/cs/Swccpstakcs and Lullciics 177 9%
•1 Internet Services ami Computer Complaints 173 9%
5 Advancc-Fcc l oans and Credit Protection/Repair Ihfi 9%

'Percentages arc It.isril on the ioi.il unrulier of framl complaint) from Mississ'ppj consumers ( I, ‘09).

A m o u n t Paid Reported hy M ississippi Consumers

total No. of Total Amount Tnlnl C omplain!) Percentageof f'liiiiphilrils Average

f  oniplaiiil) I'niil Reported Reporting Ami l*il Reporting .unmuit I'alil Amount I’ald1 

1,939 SI 3 .3 18,510 1.606 83% $8,293

’Average amount paid is based oil the total number of fraud complaints where amount paid was 
reported by Mississippi consumers < I ,<•*»(>). One consumer repotted anamoun' paid of $12 
million.

Top M ississippi C onsum er Locutions fo r  Fraud Complaints 

(.’t i t ts im ir r  C i lv ___________N n. o f  C o m p la in ts

Jackson 120
Gulfport 99
Biloxi S2
1 laliiesbinp. 74
Slat kvj lie 59

ID E N T IT Y  T H E F T
Dii I it ClfttriiiptoHSf W W r

Identity  Theft Com plaints from Mississippi Victims = 1,350 

Identity Theft Types Reported hy M ississippi Victims

1 Credit Card Fraud 378 28%
2 Phone or Utilities Fraud 279 21%

3 Hank Fraud1 251 19%
a finvemment Documents nr Hcncfits Fraud 157 12%
5 Loan Fraud 9J 7%
fi limploymcnt-Rclaied Fraud 91 7%

Other 295 22%
Attempted Identity Tlicll 82 6%

■Percentages are based on the 1.35** victims reporting from Mississippi. Percentages 
add to more than 100 because approximately 20% ul victims from Mississippi repotted 
experiencing more than one type of identity theft.
•Includes fraud involving cheeking and savings accounts and electronic fund transfers

Top M ississippi 
Identity Theft Victim Locations

ViiTim Cilv No. of Victims
Jackson 1 2d
Biloxi 41
Hallk'sbutjj 37
Gulfport 36
Southaven 36
Vicksburg 36

I f  it et a l Tratlc CommiMiim 1’iif ic  10 o f  rid ( rc ii lt it  I c h m a n  I, .'00 '


