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(11) FURTHER:
2/2/34 Date: ~J-D0-8&"(
The Committee on FINANCE has had HB 520

"An Act relating to criminal use of a computer.”

under consideration and recommends:

do pass [ ] do not pass

do pass with attached amendments(s)
[X] same title

replace with CS for Wro X PC") (V—'WWU [ ] new title
and recommends “\c"
AND attaches a "Letter of Intent"” [ 1 New Fiscal Note

[KI] Zero Fiscal NotesAttached
reports it ”“ack without recommendation

L 1 referred to the Commi ttee

MEMBERS SIGNING MEMBERS HAVING
OTHER RECOMMENDATIONS:
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Original sponsorst Hayes, Barnes,
Liska and Furnace

X X
IN THE HOUSE BY THE FINANCE COMMITTEE

CS FOR HOUSE BILL NO. 520 (Finance)

IN THE LEGISLATURE OF THE STATE OF ALASKA

THIRTEENTH LEGISLATURE - SECOND SESSION
A BILL
syt
L-SAW * Sec. 2. AS 11.46.484(a) 1is amended to reads

(a) A persot ebonite the crime of criminal mischief in the third
degree if, having no right to do S0 or any reasonable ground to
believe the person has such a right ) T

;< () with intent to damage property of another, the person
damages property of another in an amount of $50 or more but less than
$5001

(2) the person drives, tows away, or takes the propelled

vehicle of another) /

CSHB 520 (Fin)



(5) the person knowingly accesses a computer,;computer
system, computer network. or any part of a computer systm ornctwork,

* Sec- 3* AS 21,46 1is amended by adding a new section to read:
. Sec. 11.46.740. CRIMINAL USE orF COMPUTER. <*> A person commit*

-V -

the offense of criminal nee of a computer i1f, having no right to do so
or any reasonable ground to believe the person has such a rightp the
ftftr"ft person knowingly accesses or causes to be accessed a computer, com—

puter system, computer network, or any part of a computer system or

network, and as a result of that access

A(lI>. obtains Information concerning a persons or
- m<e b . | , Vv
) Ezﬁ /INEM duced FaPsY inforna®ion into a ,(\:ompufé"r, ?'6'h'1"p"ij"tle—r
-v:t jp i !
system, or computer network with the 1intent to damage or enhance the
joffi ° | SS
data record of « person. m>e;
...... c memy VA VAL N IR S - de A
<h) Crimlnul use of a computer is a class C felony
*Sec. 4. AS 11.46.990 1is amended by adding new paragraphs to read*
* < v 1-""/ » air/"Ryroifl
-t (8) "access"* weans to Instruct, communicate iwith, store
B{ ' == | I - ' om >-'ewe oo
data in, retrieve data from, or otherwise obtain the ability to use
;- e .U, e I " .

the resources of a computer, computer system, computer network, or any

.part of a computer system or network? "° . yx= mn8 0.
| _aad .- > " e o o o
(9) "computer?”® means an* electronic device that performs

CSHB 520(Fin)



logical, arithmetic, and memory functions by the manipulation of

electronic or magnetic impulses, and includes all input, output,
>

* e . ‘ ; . >Sl:v’ ﬁ

processing, storage, computer software, and communication facilities

- ° . m ] _7 3 .,

that are connected or related to a computer)

(10) "computer network** means an interconnection, including
by microwave or other means of electronic communication, of two or
computer systems, or between computers and remote terminals)

computer system?™ means a set -a.c related computer

equipment, devices and softwaren»

» m - "y "
- - - -yy o
(12) "data" includes a representation of inforation, know-
4 rn - e T . * mm & M -
ledge, facts, concepts, or instructions, that is being prepared or has

been prepared in a formalised manner and is used or intended for wuse

in a computer, computer system, or computer network.

Sec; 5. AS 11.81.900(b)(51) is amended to read?* .
eyV-\-£>
- M - Ay-, - . . (779 8
(51) "services?”’ Includes labor, professional /cervices,
1 ' . . i | . . ¢ - r

transportation, telephone or other cocaaunications service, entertain-

ment, the supplying of food, lodging, or other accommodations in
L. e e | \ . . . mifm . mEm =

hotels, restaurants, or elsewhere, admission to exhibitions, the use

— n-yy =i - - ey
of a computer. computer time, a computer system, a computar network.

or any part of a computer aystea or network, and the"supplying of
w2 sve e Hlisari.

it for usej

S
<ar.
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FISCAL NOTE

IRevision Date:

REQUEST FISCAL DETAIL

Bill/Resolut®":)n No.: CSHB 520 Agency Affected: Dp.nartmmt: of T.aw

Title: "An Act relating to Program Category Affected: _
criminal use of a computer." Admin, of Justice

Sponsor: Renr. Haves BRU, Program or SuDprogram(sS) Affected:

Requestor: House Finance Prosecution

Date of Request: 2/15/84

EXPENDITURES/REVENUES: (Thousands of Dollars)
FY 84 FY 85 FY 86 FY 87 FY 88 FY 89
OPERATING -
100 PERSONAL SERVICES
200 TRAVEL
300 CONTRACTUAL
<;00 SUPPLIES
500 EQUIPMENT
600 LAND & STRUCTURES
700 CRANTS, CLAIMS
800 MISCELLANEOUS
TOTAL OPERATING -0- -0- -0- -u- -0- -u-

1 CAPITAL | 1 1 1 1
REVENUE

FUNDING: (Thousands of Doll ars)

CENERAL FUND -0- -0- -0- -0- -0- -0-
FEDERAL FUNDS

OTHER

TOTAL

POSITIONS:
FULL-TIME -u-" -TJ- -0- -0- -0- —Ao

PART-TIME
TEMPORARY -

SOURCE OF FUNDS TO OFFSET FISCAL IMPACT OF BILL:

ANALYSIS: *"Attach a separates page for analysis

Prepared By: Richard 1. Pegues, Director Phone: 465-3672
Division: Admmi~trapiye ~Services Division Date: 2-15-84
Ao ti T tifil,

Approved by Commissioner: Nop¥Fran C. Gorsuch Date: 2-15-84

Agency: Department ot Law

Distribution (by Agency preparing fiscal note):
Legislative Finance
Legislative Sponsor
Requestor
Office of Management and Budget
Impacted Agency(ies) 12/1/83



Fiscal Mote February 15, 1984

Analvsis
CSHB*" 520

The substitute version of this bill broadens the bill to
make unauthorized access of a computer or a computer" system a
crime. The new version also makes the unauthorized use of a
computer or a computer system a crime. Both of these additions
will have a deterrent effect on so called "hackers?” and on
individuals who use their employers®™ or others® computer systems
without authorization for their personal benefit or gain.
Although a small number of new prosecutions will probably occur
as a result of the enactment of this bill, they can be absorbed
within the Department of Law®"s existing prosecution resources
without causing a fiscal 1impact.



STATE OF ALASKA 1984 LEGISLATIVE SESSION

FISCAL NOTE
Revision Date; April 18, 1984~

REQUEST; FISCAL DETAIL:
Bill/Resolution No.: SCSCS HB NO, 520 (Jud) Agency Affected;DEPARTMENT OF CORRECTIONS
Title; "An Act relating to criminal use of a Program Category Affected:
computer.™ Administration of Justice
Sponsor;Judiciary Conmittee BRU, Program or Subprogram(s) Affected:
Requestor; Senate Rules Northern, Southcentral & Southeastern
Date of Request; April 16, 1984 Regional Corrections

EXPENDITURES/REVENUES: (Thousands of
1 . = /em -
OPERATING

100 PERSONAL SERVICES

200 TRAVEL

300 CONTRACTUAL

400 COMMODITIES

500 EQUIPMENT

600 LAND & STRUCTURES

700 GRANTS. CLAIMS

CAPITAL

REVENUE

HINDING: (Thousands of Dollars)
GENERAL FUND
FEDERAL FUNDS
OTHER (Specify Sour ;e)
TOTAL

POSITIONS:
FULL-TIME -0- -0- -0- -0- -0- -0-
PART-TIME
TEMPORARY

TOTAL -0- -0- -0- -0- -0- -0-

SOURCE OF FUNDS TO OFFSET FISCAL IMPACT OF BILL:

Not applicable.

ANALYSIS: Attach a separate page for y Analysis.

Prepared By: Phone: 465-3376
Division: Date: April 18, 1984
Approved by Commissioner: Date:

Department:

Distribution:
Legislative Finance
Legislative Sponsor
Requestor
Office of Management and Budget
Impacted Agency (ies) 12/1/83-



FISCAL NOTE
SCS for CS for HB No. 520 (Judiciary)
Page 2

Analysis:

This bill would identify certain actions as being the offense of criminal

use of a computer.

It is estimated that two persons per year would be charged under this
statute. It is also assumed that anyone prosecuted under this specific statute
would have probably been prosecuted in the past under another statute dealing
with fraud. There is a tendency in private industry/business to handle misuse
of computers in an informal manner without making public the crime or action

against the employee.

It is estimated that the conviction rate under this statute would be
approximately fifty percent, with the probable sentence of a fine and
probation. Therefore, the Department of Corrections predicts a negligible

fiscal impact if this proposed legislation is enacted.
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£ For an Act entitled:- "An Act relating to*.criminal use of computer
wrv-a m * & > 2 { " . < <my,- Gl e v

BE IT ENACTED BY THE LEGISLATURE OF THE STATE GQF ALASKA:

. =A
- :> <( ; m ?a-heﬁVV VV I

the person knowingly accesses a computer, computer
system, computer*network, or any part of a computer system or network.

*,, T &-&c. s Mk , AMNM -
Sec.: 3*. AS 11.46 1is amended by adding a new section to read: N

Eass< & con' ih #€.740.  ORVMVNAL US® DPrOMIPUTER 3% an@erzon comnits
the"of ferige of criminal use of a computer, i f, having no right to do so
.or any reasonable ground to belxeve the person has such a right,, th
person knowingly access or causes to be accessed a computer, computer
e system, computer network, or any part of a computer system or network,
and as a result of that access V. . >"
¢H) obtains information concerning a person; or
) introduces false information into a computer, computer
system, or computer network with the 1intent to damage or enhance the
data record of a person.
(b) Criminal use of a computer is a class C felony.

Sec. 4. AS 11.46.990 1is amended by adding new paragraphs to read:

03-038



03-038

(8) "access" means to instruct, <communicate with, store
data 1in, retrieve data from, or otherwise obtain the ability to use
the resources of a computer, computer system, computer network, or any
part of a computer system or network;

(©)) "computer™ means an electronic device that performs
logical, arithmetic, and memory functions by the manipulation of

— fafft
electronic or magnetic 1impulses, and includes all input, output,
processing, storage, computer software, and communication facilities
that are connected or related to a computer; . .

(10) "computer network™ means an interconnection, including
by microwave or other means of electronic communication, of two or
more computer systems, or between computers and remote terminals;

(11) "computer system” means a set of related computer

- 1
equipment, devices and software;

(12) "data™ includes a representation ~“of information,

knowledge, facts, concepts, or instructions, that is being prepared or
vxxsA j cto

has been prepared in a formalized manner and is”intended for use in a

computer, computer system,” or computer network.

Sec. 5. AS 11.81.900 (b) (51) 1is amended to read:

(51) "servicps" includes labor, professional services,
transportation, telephone or other communications service
entertainment, the supplying of food, lodging, or other accomodations
in hotels, restaurants, or elsewhere, admission to exhibitions, the
use of a computer, computer time, a computer system, a computer

network, or any part of a <computer system or network, and the

supplying of equipment for use;



FISCAL DETAIL

Agency Affected: Public Safety
Program Category Affected

Administration of Justice

BRU, Program or Subprogram(s) Affected:

Alaska State Troopers.

EXPENDITURES/REVENUES: (Thousands of Dollars)

FY 84 FY 85 FY 86 FYy 87 FY 88 FY 89
OPERATING
100 PERSONAL SERVICES
200 TRAVEL
300 CONTRACTUAL
kOO SUPPLIES
500 EQUIPMENT
600 LAND & STRUCTURES
700 GRANTS, CLAIMS
800 MISCELLANEOUS
TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 non
CAPITAL JuL JLiL JulL JLIL JuL JuL
£ REVENUE
FUNDING: (Thousands of Pol ars)
GENERAL FUND 0.0 0.0 n.o 0.0 0.(1 non
FEDERAL FUNDS
OTHER
TOTAL
POSITIONS:
FULL-TIME
PART-TIME
TEMPORARY
SOURCE OF FUNDS TO OFFSET FISCAL IMPACT OF BILL:
ANALYSIS: Attach a separate page for analysis
Prepared By:_,FranH<: r Allan 0..C Q- jnuc Phone
Division: ~Alaska. State Troopers.. Date: 01/25/84-
7 N
Approved B)Y Commissi*yner:———_pohant. Date: \
Agency: -Rnh.l.ic Safety
Distribution (by Agency preparing fiscal note):
Legislative Finance-
Legislative Sponsor
Requestor
Office of Management and Budget
Impacted Agency(ies) 12/1/83

@M
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STATE OF ALASKA 1984 LEGISLATIVE SESSION
FISCAL NOTE

1Revision Date:

REQUEST: FISCAL DETAIL:

Sill/Resolution No.:CS for HB No. 520 (Jud) Agency Affected:ADULT CORRECTIONS AGENCY
Title:HAn Act relating to criminal use of a Program Category Affected:

computer.1 Administration of Justice
Sponsor:Judiciary Committee BRU, Program or Subprogram(s) Affected:
Requestor: House Finance Northern, Southcentral & Southeastern
Date of Request: February 10, 1984 Regional Corrections

EXPENDITURES/REVENUES: (Thousands of Dollars)
" FY84 FY 85 *© FY 86 FYy 87 rv 88 ty
OPERATING
100 PERSONAL SERVICES
200 TRAVEL
300 CONTRACTUAL
400 COMMODITIES
500 EQUIPMENT
600 LAND & STRUCTURES
700 GRANTS, CLAIMS, ETC.
800 MISCELLANEOUS
TOTAL OPERATING -0- -0- -0- -0- -0- -0-

CAPITAL -0- -0- -0- -0- -0- -0-

REVENUE -0- -0- -0- -0- -0- -0-

FUNDING: (Thousands of Dollars)
GENERAL FUND
FEDERAL FUNDS
OTHER (Specify Source)
TOTAL

POSITIONS:
" FULL-TIME -0- .- "-0- -0- ro-0- -0- - -0-
PART-TIME
TEMPORARY
TOTAL -0- -0- -0-- -0- -0- -0-
SOURCE OF FUNDS TO OFFSET FISCAL IMPACT OF BILL:

Not applicable.

ANALYSIS: Attach a separate page for any Analysis. ~

Prepared By: Roger C. Lange n Phone: 465-3376

Division: Administrative Services y e~ n Date: February 14, 1984~
Approved by Commissioner: Date:

Department: CORRECTIONS AGENCY

Distribution:
Legislative Finance
Legislative Sponsor
Requestor
Office of Management end Budget
Impacted Agency (ies) 12/1/83



FISCAL NOTE
CS for HB No. 520 (Judiciary)
Page 2

Analysis;

This bill would identify certain actions as being the offense of criminal

use of a computer.

It is estimated that two persons per year would be charged under this
statute. It is also assumed that anyone prosecuted under this specific statute
would have probably been prosecuted in the past under another statute dealing
with fraud. There 1is a tendency in private industry/business to handle misuse
of computers in an informal manner without making public the crime or action

against the employee.

It is estimateu that the conviction rate under this statute would be
approximately fifty percent, with the probable sentence of a fine and
probation. Therefore, the Adult Corrections Agency predicts a negligible

fiscal impact if this proposed legislation is enacted.



REQUEST

Bill/Resolution No.: hb s?0

Title: "An Act relating to
criminal use of a commit:pr.

Sponsor: RS r

Requestor: House Judiciary

1/26/84

FISCAL NOTE

Revision Date:

FISCAL DETAIL

Agency Affectednppartjnpnt-
Program Category Affected:

Admin, of .TnsfioP

nf

BRU, r
Prosecution

Date of Request:

EXPENDITURES/REVENUES: (Thousands
FY 84 FY 85
OPERATING
PERSONAL SERVICES
TRAVEL
CONTRACTUAL
SUPPLIES
EQUIPMENT
LAND & STRUCTURES
700 GRANTS, CLAIMS
800 MISCELLANEOUS
TOTAL OPERATING

100
200
300
AQO
500
600

I CAPITAL |

| REVENUE | 1

FUNDING:
GENERAL FUND
FEDERAL FUNDS
OTHER

TOTAL

(Thousands of Doll ars)
-0-

POSITIONS:
FULL-TIME
PART-TIME
TEMPORARY

SOURCE OF FUNDS TO OFFSET FISCAL
N/ZA

ANALYSIS:
..vus)

Prepared By:

Division:

Approved by Commiissloner:
Agency Department of Law~
Distribution
Legislative Finance
Legislative Sponsor
Requestor
Office of Management and Budget
Impacted Agency(ies)

-0-

- eaues.
Admilones£rative /Services Division

Norman g.

(by Agency preparing fiscal

of Dollars)

FY 86 FY 87 FYy 88

IMPACT OF BILL:

Attach a separateuage for analysis

Phone: 465-3672
Date: 2-1-84

Director

1A/0

Gorsuch Date: 2-1784

note):

tah

tfogfam brTubptogram(s)--Affected:

FY 89

12/71/83



Fiscal Note February 1, 1984
Analysis
HB 520

This bill addresses a limited area of criminal activity
where a person uses a computer system or a computer network to
commit_a_crime. Because existing statutes already cover most of
the criminal acts set out in the bill, enactment of this
legislation will have little, if any, fiscal impact on the_ )
Department of Law"s operations. This bill"s provision making it
a_crime to use a computer to obtain information with no lega
right to do so concerning the credit information of a person
clarifies and strengthens existing law.



FISCAL NOTE

IRevision Date: 1
REQUEST FISCAL DETAIL
Bill/Resolution No.: CSHB 520 "Agency Affected: npnari-mpni-of Taw
Title: "An Act relating to Program Category Affected:
criminal use of a computer." Admin, of Justice
sponsor: Renr. Haves BRU, Program or Subprogram!s) Affected:
Requestor: House Finance Prosecution

Date of Request: 2/15/84

EXPENDITURES/REVENUES: (Thousands of Dollars)
FY 84 FY 85 FY 86 FYy 87 Fy 88 FY 89

OPERATING
100 personal services
200 TRAVEL
300 CONTRACTUAL
~00 SUPPLIES
500 EQUIPMENT
600 LAND & STRUCTURES
700 GRANTS, CLAIMS
600 MISCELLANEOUS
TOTAL OPERATING -0- - 0- -0- -0- -0- to-u-

| CAPITAL | |
REVENUE I I I j 1 I

FUNDING: (Thousands of Dollars)

GENERAL FUND -0- -0- -J- -0- -0- -0-
FEDERAL FUNDS

OTHER

TOTAL

POSITIONS:

FULL-TIME -U- -0-- -0- A= -0- == -0-
PART-TIME

TEMPORARY -

SOURCE OF FUNDS TO OFFSET FISCAL IMPACT OF BILL:

ANALYSIS: Attach a separatespage for analysis

R /X J 1 <472, .
Prepared by: Richard 1. Pegues, Director Phone: 465-3672

Division: Adminakttnmakave Seamices DivisSIOn pate: 2-15-84

(to*.
Approved by Commisisiomer: N@ﬂfpam c. Gorsuc.h Date: 2-15-84
Agency: Department of Law

Distribution (by Agency preparing fiscal note):
Legislative Finance
Legislative Sponsor
Requestor
Office of Management and Budget
Impacted Agency(ies) 12/1/83



Fiscal Note February 15, 1984

Analvsis
CSHB*® 520

The substitute version of this bill broadens the bill to
make unauthorized access of a computer or a computer system a
crime. The new version also makes the unauthorized use of a
computer or a computer system a crime. Both of these additions
will have a deterrent effect on so called "hackers””and on
individuals who use their employersl or others ™ computer systems
without authorization for their personal benefit or gain.
Although a small number of new prosecutions will probably occur
as a_result of the enactment of this bill, they can be absorbed
within the Department of Law"s existing prosecution resources

without causing a fiscal impact.



POSITION PAPER

HB 520

This bill defines certain elements of computer stored data
as private and classifies attempts to access, use or modify
that data as criminal acts.

The Department of Administration supports this bill as an
aid and clarification to administering disciplinary action 1in
the area of data security infringements.

A recent incident pointed out the necessity for clearer
statutory instructions in the area of non-authorized data
access. This bill represents a step toward clarifying those
instructions and lays a base for future statutes if deemed
necessary.

>/26/ 1y
imes R. Shea, Deputy Commissioner Date (

(Information Resource Management

Lisa Rudd, Commissioner Date
Department of Administration



Section-by-Section Analysis of Proposed CS for HB 520 (Fin)

Relating to Criminal Use of a Computer

Section 1. This section adds a new paragraph (3) to existing AS
11.46.200(a), which establishes the crime of Theft of Services.
The penalty level for a specific crime will depend on the value
of the service used, 1i.e., the cost of the computer "time." The
degree of theft committed, and therefore the appropriate maximum

penalty level, 1is as follows:

Value Crime Level Penalty

$0-49 Theft 4th< B misdemeanor 90 days/$1,000
$50-499 Theft 3rd< A misdemeanor 1 year/$5,000
$500-%$24,999 Theft 2ndoO C felony 5 years/$50,000
$25,000 or more Theft 1stoO B felony 10 years/$50,000

Given the current high cost of computer time, it is anticipated
that unauthorized use of a computer even for a short period of

time will usually constitute a felony level crime.

The new language contained in this section is designed to make it
illegal for a person to access a computer system for personal
use. For example, 1in a case which recently arose in the State of
New York, the authorities discovered that a school board employee
was using a school district computer to trace the geneology of
race horses and create a handicapping system for placing bets on
horse races. Such conduct is not clearly illegal under existing

Alaska law, but would be under the new language.



Section 2. This section adds a new paragraph (5) to existing
AS 11.46.484(a), which defines the crime of Criminal Mischief 1in
the Third Degree, a class A misdemeanor. The new language makes
it a crime for a person who has no right, nor any vreasonable
ground to believe he has such a right, to knowingly access a
computer. The unauthorized access itself is the crime,
regardless of the person®s purpose for obtaining access. This
would address an omission 1in current law, and cover conduct which
has come to be commonly referred to as "hacking."” It would apply
to persons who gain access to a computer system simply for the
challenge of breaking through a security system which has been
established to prevent unauthorized access. The person need not
intend to alter or damage the information <contained in the
computer (although "hackers™ have occasionally caused such

damage accidentally).

Section 3. This section adds a new crime to existing law:
Criminal Use of a Computer. The new statute makes it a class C
felony offense for a person who has no legal right nor any
reasonable grounds to believe he has such a right to knowingly
access a computer and, as a result of that access, 1) obtain
information about a person or 2" introduce false information with
the intent to damage or enhance a person®s data record. This
latter conduct 1is arguably already covered in existing law,
either as Criminal Mischief ("tampering”™ with "property"”) or as

Falsifying Business Records (AS 11.46.630). The new statute



makes such coverage explicit, however, and would therefore
inciease the likelihood of successful prosecution of a person who
engages 1in such conduct.

f - - = - - / wh
Section 4. This section adds several new definitions relevant to
unauthorized access to or use of a computer to existing
AS 11.46.990, which 1is a general definition section which applies

to all crimes contained in AS 11.46.

Section 5. This section amends the existing definition of
"services" in AS 11.81.900(b)(51) to <clearly 1include use of a
computer, computer time, or a computer system or network. This
ties in with the inclusion of unauthorized use of a computer as a

form of Theft of Services as explained in section 1, above.



Anchorage Daily News
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By KARIN DAVIES
Deily News reporter

JUNEAU

—'The state com -
puter system is poorly pro-
tected against tampering by
unauthorized individuals, a
recently released state audit
says.- ece'ee - v * _ '

Because the computer se-
curity System is inadequate,
someone who puts his mind to
it could play with state
records — including person-
nel, payroll and permanent
fund dividend files, said
James ihea, Department of
Administration deputy com-
missioner of information re-
source management.

The Department of Adm in-
istration’s lack of policies,
procedures and standards for
computer operations “leaves
the system open to errors and
inefficiencies,” the Legisla-
tive Audit Division said.

“In the worst case, the ab-
sence of adequate access con-'
trols over production files
could expose application sys-

tems to errors, fraud and sab-
otage,"the audit said.

Anyone with a current
state computer account can
change, replace or delete

backup programs for the cen-
tral accounting system, the
report said.

The department has asked

"V-£V.

ln er

C

p

ab

‘the
the

Thursday, January 19, 1984 é

lu d e s
u ters
| e

legislature for $280,000 in
1984-85 budget year to 8

beef up security systems for
central state computers in Ju - P
neau and Anchorage, Shea h
said. The money would pay
for a security system and two
people to maintain it. k
Shea said computer tam-

pering has become a concern

nationwide as
eracy”
state

"computer lit-
increases. Recently, a
employee was disci-

plined for gathering the infor-

m ation
lowed him

that would have al-
to enter files that

were offlimits to him;

House Speaker Joe Hayes,
R-Anchorage,
duced
felony to

recently intro-
legislation making it a
use computers to

illegally obtain or alter infor-

m ation,

steal money or to

defraud or deceive someone.

A better computer security

system would cut down on
the number of checks and
audits of records that the

state would have to perform.
Shea said.

The department also plans

to comply with, suggestions
that rules for operating the
state computer system be
written, distributed and en-
forced, Shea said. o .

Several other procedural
corrections will be made:as
well, according to a depart-

ment response to the audit. «

1-v

VV"



Computer
le ads

for m ore

The Associated Press

JUNEAU - Allegations
that a state employee
tampered with a computer in
an effort to gain access to the
names of permanent fund div-
idend recipients has prompted
officials to request a new,
$240,000 computer security
system, a spokeswoman said
Thursday,

.Frances Rose, a public in-
formation officer with the
state Department of Adm inis-
tration, said the employee’s
name would not be released
because he was not charged
with any crime.

"He was suspended for 15

days, reduced two steps in
rank and had his security
clearance lifted,' she said.

“If he had been successful,
| presume he would have been
fired straight out."

The employee is accused of
trying to "get information he
did not need,” or the names
of permanent fund dividend
recipients, she said.

"l guess he thought he
would solicit things from peo-
ple after they got their
checks,” Rose said.

state

m eddling

to a sk

security v~ f

"This is the first time this
kind of thing has happened.
It's straight out of ‘War
Games’' (a film about comput-.
ertampering)." e
A system of "passwords”'
had been used by the state to
safeguard computer informa-
tion, "but | guess it's not-
foolproof,” she said.
"There'l; a recognized need:
that we have to beef up our

.security," she said.

“We have a proposal in the
fiscal '85 budget that would’
fund the installation of a new
computer security system.

"The one they have in;
mind would cost $240,000 and
include creating a data securi-
ty office and an officer to
monitor computer use," Rose
said.

Gayle Horetski, an assist-
ant attorney' general, said
Thursday the case was not
referred to the Department of
Law so there was no criminal
prosecution.

"Computer tampering is
something of a gray area and
we're working.now on legisla-
tion that would tighten it
up,” she said.
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February 3. 1984

The Honorable Albert P. Adams )
Member. Alaska State Legislature

Pouch V (MS 3100)

Juneau. Alaska 99811

Dear Representative Adams:

We are writing to urge your support of
House B ill 520. as introduced by House Speaker
Joe L. Hayes.

This legislation would enact a computer crime statute
in the state of Alaska and create an offense for the
criminal use of a computer. We support this
legislation because it would protect consumers from
unauthorized access to and manipulation of sensitive
computer-based information contained in the data base
of a consumer crc.”s reporting agency.

TRW's Information Services Division operates one of
the country's largest consumer credit reporting
agencies. We maintain credit information on more
than 90 million consumers. And we service these
consumers through 21 offices and 80 independent
credit bureaus, including Credit Bureau of Alaska.
Inc.

Unfortunately, our data base has been illegally
accessed, and we have been frustrated with the
inadequacy of current federal and state laws to
properly prosecute these occurences. We have,
therefore, successfully sponsored related legislation
in California and New York, and we hope to see
similar statutes enacted in other states, including
Alaska.

I have attached additional information on this issue
and a brief description of our consumer credit
reporting services.

Once again, we respectfully encourage your support of
House B ill 520. Thank you.

Sincerely,

M L Manager
TRW Inc. Government Relations

Attachment: as stated.



THE NEED FOR COMPUTER CRIME LEGISLATION

INTRODUCTION

Several issues related to the information services industry
have led to the need for computer crime legislation.

The computer industry has created a consumer market that
has put machines in the hands of hobbyists, and controls in the
data processing industry have been reduced thru time-sharing
options and other productional facets. While we see
individuals invading systems in the news and entertainment

mediums, the point is being raised that it will not be long
before true criminals are involved in other areas.
Unfortunately, this has become a reality. Little publicity is

given to these cases of computer crime because they are not
always turned over to law enforcement agencies. This is
because computer crime statutes, for the most part, are either
not in place or insufficient to result in prosecution. With
little chance of achieving successful prosectution. or even
getting to court, it is not surprising that many companies do
not report computer crime.

Because of growing problems and concerns about unauthorized

access to and manipulation of computer-based information, it is
necessary to enact legislation. After unsuccessful attempts at
the national level, it has become necessary to have progressive

state legislatures implement legislation i-n a state-by-state
basis.

UNAUTHORIZED ACCESS TO CREDIT INFORMATION

The credit industry has evidenced criminal behavior thru
unauthorized access in three basic scenarios:

1. Consumer victimization via stolen access codes.

2. File manipulation.

3. Investigation and collection agency activity using
stolen access codes.

Each of these scenarios is elaborated on separately to
ilTustrate the impact of this activity and the need for
up-to-date legislation.



Consumer Victimization

Attachment A. "For Sale: Credit Ratings," describes a
process of victimization. The act of a consumer obtaining a
good credit rating was facilitated by stealing subscriber
access codes. The individuals that were selling these packages
telephoned legitimate credit grantors subscribing to the credit
agency. These individuals represented themselves as calling
from the credit agency, usually using the pretext of clearing

up a billing prohiLem, or being from the security department.
During the conversation the access code is requested and
usually provided. This access code enables access to the

credit data base to facilitate the process. The buyer of the
good credit history uses the good accounts and requests other
credit cards. The buyer runs up bills with no intent of
paying. The good consumer is left with the issue of clearing
up his or her credit history once it has been discovered that
someone has used the individual's history.

File Manipulation

Attachment B illustrates the issue of file manipulation.
File manipulation is achieved by bribing someone to modify the
information contained in files within the bureau or
subscriber's premises and the submission of false credit
information.

Unfortunately, not all bureaus have controls to prevent
this access and many incidents of information modification
occur. Once the bad credit history is deleted or modified, the
individual applies for new credit accounts. (Controls exist
within the TRW system to prevent and/or isolate attempts of
this type.)

Even if consumer victimization and file manipulation
efforts are successful, most law enforcement agencies will not
pursue the case until there has been a locs to a credit grantor.

Investigation and Collection Agency Activity (Attachment C)

Private investigators, lawyers, and repossession agents

may, in isolated cases, have a legitimate purpose to access a
credit data base; however, most of the major credit agencies do
not allow these individuals to subscribe due to the control
features required to monitor permissible access.
Unfortunately, there have been many cases where individuals
wanting this information have either stolen access codes or
derived the access code from credit profiles sent to them by
other subscribers with the access code on them.



Some collection agencies have acquired access codes in a
similar manner. Although collection agencies have legitimate
reasons to access a credit bureau, and they are subscribers,
some do not use their own access code. The stolen access code
is often utilized to reduce costs and increase commissions and
agency profits.

A GROWING PROBLEM

According to recent statistics (Modern Office Procedures -
March 1983, "Defending Your Computer Room Against Disaster")
the average bank robbery is less than $3,000. The average
"white collar" embezzlement nets less than $30,000. But the
average computer crime is estimated to exceed $600,000, with
little chance of detection, prosecution or conviction.

Education has become a key element in the fight against
this area of criminal activity, and the United States
Department of Justice has opened a specialized four week
computer fraud school for F.B.l. agents. The Department of
Justice, Sacramento, California, operates a two week course
specializing in the same subject. Other municipalities as well
as private organizations are currently holding seminars to
combat problem areas of detection.

The challenge i6 to actively prosecute computer ~rime
suspects. A challenge in the sense that the current laws
regulating computer access are extremely lacking. Following,
are three examples of TRW incidents that illustrate the need
for computer crime legislation:

Example #1

An organized ring of credit criminals was established in a
large metropolitan area. Although this example was taken from
the Western Region, there is an indication that an identical
ring is operating in the Eastern Region. One member of the
ring provided computer password information to another who used
it to gain access to our system. The suspect then retrieved
hundreds of credit reports. Through a relocation and file
merge system, the suspect was able to alter negative credit
information into what appeared to be a positive profile.

The fee charged for this service varied, however, it
averaged about $600 per report. This particular case is being
active prosecuted at the writing of uhis report. The section
selec ™, for prosecution was 502 P.C. (California).



Example tt2

A collection agency/private investigative firm gained
access to computer password information on several Information
Services Division subscribers. As such, unauthorized access
was made into our system and a total of $65,000 worth of
credits were applied for from various east coast subscribers.
While working the investigation of this matter,, several New
York agencies were contacted and each declined investigative
jurisdiction. Most felt that it was a civil or federal
problem, in t'\at no computer crime bill existed.

Subsequently, the F.B.l. was contacted and consented to
continue the investigation. A suspect was identified and
prosecution is being actively pursued.

Example #3

A coast-to-coast organized crime ring obtained several
thousand blank credit cards. Later, they obtained illegal
access into credit systems and retrieved thousands of credit
profiles of potential victims. By viewing the reports, account
number information was obtained and later embossed on the
stolen cards. The total amount stolen from creditors is
unknown at this time, but it is believed to exceed $1,000,000.
Investigation is continuing.

Crimes by these individuals were made possible through the
illegal access to computer files. In each case the criminal
simply called a TRW operator and relinquished certain password
information which then caused the computer to be accessed.

It is acutely apparent that much has been done in the area
of detection, but legislation is now needed for active
prosecution.

CALIFORNIA'S COMPUTER CRIME LEGISLATION

SB 648 (California Penal Code 502) was introduced in the
California Legislature in March of 1981. This bill modified
the penal code to make it a crime to intentionally access or
cause to be accessed any computer system or network for the
purpose of damaging the credit rating of any person. The bill
was sponsored by an individual in the San Diego District
Attorney's office. Fraud Division, in response to a situation
in San Diego in which an individual's credit file was sold for
the purposes of obtaining credit under fraudulent
circumstances. (Similar legislation has been enacted in New

York.)



Legislative justification for the bill goes on to say:

ONE

"The credit granting sector of private industry is being
deluged with false and fraudulent applications for credit.
It is not uncommon for individuals and organized groups to
systematically apply for multiple credit cards, loans, etc.
utilizing fictitious and false names, biographical
information, and credit histories. These fraudulent
applications are carefully created to fit within the credit
grantorsl criteria for issuance of credit - such policies
which are well known to the applicants. Sophisticated
wrinkles are added such as the use of telephone answering
services, which have been provided a prepared script to
read in case of inquiry by the credit granting agencies.
The answering service tells the inquiring party ‘'that the
applicant has been employed at a high salary for five
years; that the applicant has successfully paid off a loan
on a expensive automobile, etc.1

Under existing law. the credit grantor must suffer a loss

before this activity can be filed as a felony. This
ridiculous posture does nothing to prevent repeated
attempts to obtain credit by fraudulent means. It is

likewise discouraging to the credit grantors, who having
discovered these activities, bring them to the attention of
law enforcement and discover that this conduct is at most a
misdemeanor. (Section 532a. California Penal Code)"

STEP TOWARD A SOLUTION

Because of the tremendous growth in computer-based

information services and an alarming increase in the
unauthorized access to and abuse of various data bases
throughout the country, it has become necessary for states to
update existing penal codes to include computer fraud.
California and New York have passed legislation in this area.

And

it is hoped that similar legislation can be enacted in

other states to facilitate criminal prosecution and standardize
penalites.

11/1983
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auditors commended Sandla®s corrective ac—
tions and stated that It appeared that the
problems had been solved. However, It
would not pay those responsible for the
laboratory to become complacent. Without
continual policing, the problem will

return. The auditors recommended periodic
random sampling Of computer files to check
on unauthorized use of the system. #

For Sale. Credit Ratings

While evidence Is still not clear, It
seems possible that a data theft gang has
been operating In southern California. It
appears that the ring has allowed those
with poor credit ratings to use someone
else"s good rating as the basis for opening
charge accounts and obtaining loans.

The crime apparently Involved unauthor—
ized access to a credit bureau data base
to obtain financial information about indi—
viduals with a clean credit history. Good
credit ratings are sold to people who have
problems obtaining credit. The bad credit
risk purchases information that will allow
him to assume for credit purposes the iden—
tity of someone who has the same name but
a better financial record. Information
supplied Includes such things as social
security number, bank account number, and
driver®s license number.

This suspected crime came to light when
an Individual with a good credit rating
became aware that his ldentity was being
used by another. He contacted a number of
different law enforcement agencies and
Informed them about the alleged crime. To
date, Investigative efforts have been ham—
pered by the fact that, although -everyone
acknowledges that a crime has indeed taken
place, no one has been able to figure out
who has jurisdiction. Meanwhile, a number
of questions remain unanswered:

- How was the data obtained from

the supposedly secure files of the
credit bureau?

- Who obtained the data?

- Is 1t an Inside job?

These questions will remain unanswered
until jurisdiction problems can be lroned
out and further information developed. #

Attachment "A"

Student Cracks School District's

Computer System

A high school senior in Tucson, Arizona
was successful in breaking Into the school
district"s computer system. However, he
Is beginning to have regrets about his
actions. Since his successful Intrusion,
security measures have been tightened, and
his access to the computer has been
reduced.

The student, Joel Snyder, first realized
that he could break the system®s security
code when he was accessing the computer
through a remote job entry terminal at his
high school. He was quoted as saying that
anyone with a knowledge of assembly langu—
age could easily circumvent the system's
security features. The passwords protect—
ing student grades ind other information
were unimaginative.

His attempt to gain access to another
user"s password was successful. As a
result, Snyder felt he should inform the
authorities about the security risks
involved. However, officials tended to
doubt that Joel Snyder had actually cracked
the system. They were willing to acknow—
ledge that he had obtained access to pass—
words, but they were never sure how he had
done It.

In his attempt to publicize the security
weakness, Joel appeared at a school board
meeting and brought the matter to the
attention of the board. This action had
some results. System security was soon
tightened. Students are now allowed to
access the system only from RJE stations
(not by dialing up from a modem), only
during certain hours, and only while a
teacher Is present.

While he has proven that he has more
than a passing knowledge of computers and
their security features, Snyder does not
plan a career in data processing. His
first college choice is Stanford Univer—
sity, where he plans to major in liberal
arts.

Although Joel Snyder®s reasons for
breaking security were not malicious, his
action shows the ease with which intelli—
gent students can circumvent security fea—

tures in today"s systems. Obviously,
there are basic weaknesses In most
security provisions. #
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|U.S.

On Credit-Risk

Fed False Data

Authorities Believe Plot

V May Have Led To Millions

«* Of Dollars In Unpaid Bills

*U)S AXCKLES C* -With (he aid of a
fileclerk, six men sought out persons with
poor credit records and for fees of up t
11,500 improved their credit reports in the
computer banks of the country®s lorgesl
consumer credit bureau, a federal iIn-
dictment charges.

The credit records were kept ’in the com-
puters of fRU Credit Jala in Anahtim.
Galif. The company maintains credit files
on about 50 million Americans living jn 20

The files are used by banks, credit card
companies, end other businesses seeking

Charges Six

AtW\W«AMW« Wy, | m.

Fixed Reports

Buyers'For Fee,

into Computers

Inform_Ilw cwcemtat the Credit worth-

Authorities said the alleged scheme may
have produced millions of dollars in un-
paid bills and caused untold legal prob-
lems for firms thal rely on credit informa-
ao.

The sixmen are charged with con-

-spiracy in Uic indictment returned Thurs-

day by agrand jury. All six also are
charged \ith at least one count of making
Talse loan-application statements.

A TRW Credit Doia file clerk. Kathleen
Hcnnett. was named as an unindicled co-

conspirator. Federal authorities said she Is
10 a government witness,

According lo ihe indictment: Miss Ben-
nett was paid $80 each lime she improved
the computerized credit records of people
solicited by the ring.

Same Information Deleted

This allegedly was done by deldinn bad
payment records, inform;*!ion about bank-
rptcies. and ether unfavorable rmie-
nal. In some cases, material indicating a
good credit history was inserted, author-
ities said.

The indictment lisipe 2G pcisons who
paid between $300 and $1,500 t have their
credit records altered, but authorities said
as many as 150 persons may have paid for
such falsificatios between August. 1974,
and March. 19/5.

With their improved credit records.”
these people obtained banks, loans, credit
cards, and credit nt retail stores, auihor-
Itics said, and many of them subsequently
defaulted on payments. 7 <

FI1J1 agents uncovered the plot and broke j
up.the ring 18 months ago. authorities,
said, tttook the FBI. a Justice Department«
Organized Crime Strike Force, and the .
U.S. Attormey”s office nearly 1L years to

) obtain the evidence needed lo present the

case toa grand jury.
Seven Counts fit Indictment

Charged in the seven-count indictment
were Philip Kostoff. 31. Hie alleged ring- <
leader: his brolher. Paul Kostofl. 35; Ron-
ald C. Rossi. 41: Joint R. Dubln. 41; Ken-
neth L Stevenson. 19. and Scan Shanahan,
dj. All Iive inOrange County, where Aua-
helm is located. 1

The indictment allcced bull Philip Kos-
toff hired the oilier defendants to locate
persons who warned their credit ratings
improved and also recruited Miss Bennett.

Authorities said TRW* Data Credit, n di-
vision ol Cleveland-based TRW. Jr.r.. coop—

. crated in the invedigdion and is ligt- (<
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3linns Probed In Theft i
OfTRW Com puterDatai

. isiC*

* qwo Los Aageler private detective agendee aad a »
Van Nuys vehicle repossession firm have been iceused -
of massive electrode theft of credit information from a
computer at TftW. Orange County authorities- aid |
Ttissday.

Fetter add tha three firma gained aecea to the na—
tionwide creditreportinfefency™* computer by obtain-
inf codec isuad toT EW subscribers. No dollar value
"has been seton the al leged theft.
= tereadgatore eaidTuesday thatH5LLP . Locksmiths,
“the repcaetetion company, had been using the code for
etc toootha. Searchers and Securities and Searchers In—
vestigators, the detective- agencies, bad bees using
them since 1972, police said.

** QOrange pollce Detective Roger Breham said no
" charges have been filed, but investigators are eaamlg-

-tng thousand* of records- mostly computer printouts-
seised from the three FInps inraids lastweek .

Gfi HamhfeC vice president of public afttirs far

e TRW# Information Services Division in Orange, said ;
.the fizmVown security murvdl lance system firstspotted

. thelllegal Information request entries InJanuary .

' Officials of the three ccpyenies wiat allegedly-cé- .
tained the mformatlon |Ilegal ly could not be reached far |

:comment Tuesday. * L



Com puter-Fraud Coverage Grows

As Insurers Solve Policy Problems
nne Lihman drawing attention now. and us immediate vise lomulas for insuring computerized
_S\/IZA«:b(irIBr%lfr%?ﬁﬂ(\/\faLi}h_&?nkktJoiihnai_ targetngs information rather than money. In—data. ."It's a new area, and there are .

An il company paid millions of dollars o surers can reel off tales of computer treach—hard and fest decisians on who s lisble foi
gather highlly cofidential geophysical infor— exy. There™s a company, forexample, whose what.™ says Wlesley Ocms. assistant vice
mation and then fed the data into a com— cligt file was pilferad electronically by a gesmajt of Slate Farm Mutual Insurance
puter. Now itwants insurance agpinst elec— Copetitor.  In another case, a prankster (.. whiich doesn™t offer any computer-fraud
tronic theft of the data by competitor or gained access  computerized motor-vehi- coverage

damage to Hs sto tem b cle records, wiping aut peralties given poor _ One p]'QbIeIn is that insurers like tostick
CompL?ter Mrsria;e&sjé]s coveryage avail— drivers. Recenttly, the Federal Bureau of In—with quantifizble losses. That makes them
aole? vestigation has arrested rs who al—reluctant 1o cover less-aoorete asts, like

The answer Is yes. some insurers say. | broke into computers belonging lo loss of aonficentiality and confidence among
But the kinds of Coverage awailable vary the Defense Department, a New York City custorers. i
wicely, and most insurance companies are hospital and an eleclronic-mall service. There are other problems. \hile no
il at work developing their policies. A fev ~ Crimes_like these make eompanies very claims have been made yet. they may be
insurers cover theft of sorets and  nenous. Chubb, for instance, says it has devastating when ﬂﬁycome We don"t ex—
such iters as customer lidts. Others cover  Sold computer-fraud policies to an aerospace Wt them t be numerous." says Ralph W.
only the aost of reproducing erased or dam — wnmmmmamamm-maami* eeler Jr.. an exeautive at Aetna Caslalty
aged information. All agree there are prob— ) & Surety Q.. "but we a catastrophe
lens 1o overcome: Losses are hard to calou— Insuring computer When lthao?_ens_ Mr. Hubbard of Shand
late and potential ly stageering, for exaple, i Morahan telieves loses among his com—
and premiums can be very high. But every— data against theft and p?ry'swsftimwersmll "always be in excess
one also agrees that once the problems are i« ol seven figures."
solwd,h?%mwillbekot.p damage is “a new area, Wimmmﬂﬁﬂﬁlﬁﬁwlkﬁ,

Computer-fraud coverage "Is the mst and there are no hard Premiums can de enormous. Iney 9]
sought-after insurance in the crime area L. run between $5,000 and $100,000 a year, de—
these " Christopher Barr, vice and fast decisions on pending on the size of the business and how

days,"” says !
resident of National Union Fire Insurance P »» Secure Itscomputer system is But cove

S oo b e e OF the Jge Who is liable for what, ™ a2 o bank as nuch as &4 rillicn

and computer insurance s the fad toppicof says a State Farm exec — g\f/ermr-eemoa:cordlrgmw. Wheeler

the insurance vorld." ; mpany has a backup com—
So far, only about $0 million of elec- UTIVE. puter or other altermate system, insurance
tronic-come policies have been sold and oosts are wally laar.

company worried about pi of Hsdesi
most.of thm%“{ﬁfgg %_mgf%@g and & book pLbHISer concermed tret an GIt—Giving Hackers Ideas

: H sicer could steal lished books. Shand  Most companies are relctat © tak
\B’:&ergﬁ'd%t ﬁf Mgmrgﬂn% \Al\léli:IL?rr::nr%gseGJse._ Morahan trael agencies, county gov—about their computer—crime coverage for
aetrically. n Y S0 million in emments. department stores and stockbro—fear of giving hackers and competitors
next mree'yearé kers have shown interest in its policy. ~  idess. "Nobody™s going to admit (Hrrylrg

Demand & already rising. Shand, Nora- Computer data coverage varies from_in—this coverage,™ says Mr. Hubbard, of Shan
han & Q... a subsidiary of A xander & Alex— Surer to irsurer. St. Paul Fire & Marine Morahan. "It3 the same thing as kidnap
ander Seaurities Irc.. iguiries about  COVers the st of reproducing erased or coverage. - -
its policy have doublgysin past six damaged irformation, including footwork or  But law fimms, which computerize data

0 75 a week. Applicatiors for the research. That means_that ifa client list is about cases, and airlires, which computer—
coverage have risen 207t © 30%, says Grant erased, the insurer will pay for the_extra iz everything from accounts receiveble ©
R. Hubbard, a Shand Morahan vice presi— time and work required ® recreate it But reservatias, are among the kinds of compa—
datt. St Paul Fire & Marine Co.. Fireman's  Shooping” istt covered. As a reslt, ifa nies looking Intob coverage. “Anyone_ who
Fund Insurance Gs... Chubb & Sons Irc. and itor steals the client list electroni—uses information- technology Is go—
others report a similar Increase in inter— Gy without damaging the data, no pay—ing 10 have 1 lock at Tiis type of insur—
et ment is made. i . ance,” says Don Karmazin, vice president
AN i Chubb 3 policy does cover snooping.- I in—of computer and comunications services

ew Twist In Coverage formation is stolen and used by someone, at United Airlines.

Insuring computer data against treftand  the policy covers the full amount spent t©  United s self-irsured, but it plans ©
damage s a new twist in electronic-crime deve?gp data. Thus, ifa new automobile study coverage carefully as it becomes
coverage._ One of the first computer—crime  design is stolen frrom a manufacturer”s com—more readily awilable. 'I'Yt has been talked
policies, introduced by Lloyd"s of London i puter and the new car becomes uncompeti —sbout in the indstry.” Mr. Karmazin says
181 and quickly copied by several Ameri— tive as a resubt. Chubb willl cover such costs “éspeciallly with all the notoriety that these
can irsurers, gpplied only 1o firencial insti— as resea., h and promotion. I the car \sstill teen-age computer whiz kids have been get—
tutians and covered only'money and securi— marketable but sales are hurt because the ting.”

ties transferred by electronic ‘means. design kno longer exclusive, a smaller pay—  McGraw-Hill Inc. has computer—crime
That kind oflpoll was_inspired by the mengwill be negotiated. i coverage, hut itsays dl ilsrislepustgll aren't
eploits of Stanley Mark Rifian, who was  Shand Morahan ma-" offer the most am —covered. s policy covers the aost of recre—

charged with swindling Seaurity Pecific bitias policy. It promises to cover all com—ating damaged infomation, but if an elec—
Bank of Los Angeles out of SI0.2 million in - puter—fraug-related oosts, up t $30 million tronic trespesser reads-but doesn™t dam-
198. Acmrd&rglmﬂmm, he & for a single incidnt. Kt will even cover the age-an lished stock appraisal from
an intermatioral bank officer, got the com — aost of inventtory stollen by electronic means. McGraw-Hill™s Standard & Poor"s Index or
ter codes required to transfer money a  Such cases have occurred in the pest. Inthe  an unrelleased article from its Busiinessileek
iss bank, and then bought 19 pounds or early 19705, Jerome Schreider was con—magazine, no payment is made.
Russian diamonds with the proceeds. Back victed of procuring more than $20,000 of 'We hit the sturbling block." says John
then, the case was hailed as the ultimate telan'eequ:grerjt from Pecific Telephone J. Bott, corporate rik manager. “fts a
electrmic scam. .. & Telegraph Co. in Los Aeles. ray area. Wle"re going round and round on
But a new type of computer crime 5  But many insurers are sl trying to de—#his at lesst once a month."



Criminal Use
Of Computers

Seen Growilingyg

By Rohkkt E. Taylor
StaffReporterof TitkWal 1 Sthkitt Jouhnal

WASHINGTON - Richard Shenklin has
found another use for the \ersatile home
computer: cradit-card frad.

From his " home in Fairfax, \a..
the 30year-old Mr. Sherklin used his com—
puter 10 gt into the files of Credit Bureau
Irc. in Atlatta. Authorities say he used in—
formation about other les credit-card
acoounts 1o order about $60,000 worth of
computer and electronic gear from mail-or—
der husinesss. i

A granAd uryllmllctml Mr. Sf%nllélln on 15
dharges. ea bargaining, rosecu—
tors dropped a?l

hut one charge of aedit-
card frad. Mr. Sharklin pleaded guilty, and
he faces a jail term.

The ease with which he gained access o
the fiks isalaming o Assistat U.S. Attor—
ney Loren Hershey, who prosecuted the
cax. He clls the home computer “the bur—
glary tol of the electronic age.” Several
computer eqerts consider that an exagger—
ation. saying haven"t heard of r
case like Mr. Sharkling. But while com—
puter pranks 11%ln far more attention, ex—
perts expect the use of home computers in
fraud and similar criminal activity t©
grow.
"The ripoffs are lilely to be more fre—
quent and larger.” sagéslsltrm#r Gliss. a

r-securi ist who s presi—
%ﬁTpuotI@Compute}'yBasedSFBCI Solutiors Irc. gf?t—
lata. “The numberls are against LS:’:‘IUhI%
ss, people are feaming abo
computers fester then adequate Security
precautions are being developed.
Danger From Insiders

The most serious thregts of misuse, most
experts sy, come ot from outsiders, but
from irsicers. Most computer theftsareem —
bezzlements. In one case, a consultant. Stan—
ley Mark Rifkin, used computer codes 1D
transfer $10.2 million from the Seaurity Pa—
aific Bank of Los Angeles to his account in
Svitzerlad. He served three years in jil.

Computer huffs have shown “that they can
use treirwits, treir terminals and treir tele—
phone lires 10 gaiin unauthorized access O
private data banks. The most dramatic ex—
amples have been carried out by a group of
youths in Milwaukee who cll themselves
g& 44°s, after the city’s telephore area

They have per dozens of computer
systems, including a data base at the US.
nuclear research laboratory in Los

Alamos. N.M.. and the redialion-therapy re—
cords at Memorial Sloan-Kettering Cancer
Oerrtev\’h _rI in New York. .

nile computer intrsias are gererally
ascribed tosEx_)rt rather then g *ed. the case
of Mr. Sharklin shows the possibillities of fi—
rencial gain.

Computers® Weak Point

Mr. Sherklin aﬁarmtly broke into the
computer data bank by exploiting a weak
point common to most . human
carelessess. Federal authorities believe he
posed as a Credit Bureau egpeloyee ditain
from a J.C. Penney clerk the codes used O
enter the computer § aadit files.

Dan P. Miller, a vice presicent at the
Credit Bureau™s Maryland subsidiary, says
anyone who gets insice the computer S data
base can read the company”s filles on about
90 million_people from 24 states-including
their oredit account numbers, credit histo—
ries and unused halances.

Authorities say Mr. Sharklin. in ordering
electronic gear by telephore, used credit ac—
oounts of people who had recently died. In—
vestigators alsosay he dotained credit histo—
ries of Hollywood persoralities, includi
actress Linda Blair. The grzin‘gdlury cha
that Mr. Sherkliin dbtaiined credit reports on
at lesst 8 irdividels.

When federal investigators went 1o Mr.
Sharklin®s home, say they found seven
antennas on tre roof. The amount of com—
puter and electronic gear packed into his
bedroomwas reminisoent. Mr_ Hershey says,

the movie-set bedroom of the youth™ in
"WarGames," a movie that raises the spec
ter of a home-computer penetration of the
U.S. missile defense system.

Deliveryman Grows Suspicious

_ According to tre government, Mr. Shank—
lin picked up some of the goods he ordered
at a freight dgpot, but he had other pur—
chases shipped hishome. A United Parcel
Service celiveryman grew suspicious, ac—
cording o the prosecutor, aftpr taking pack—
ages for several individuals to the home ina
few days and seeing Mr_ Shanklin sign for
al of them. i i

Thomas Maloy, the Credit Bureau®s di—
rector of pblic relatios, says the company
has “taken the appropriate steps” 1o pre—
vertt a similar unauthorized foray into its re—
. hut, ciig seaurity concerms, he
won Teglain what they are.

Mr. Qllis, the corputer-security exert,
says seaurity can be provided in several
ways. Software can require a user to give a
series of codes before getting access o data.
ftalsocan limit the amount of computerized
information that is open t each authorized
user. The central computer can be linked
only © private telephore lires or pro—
grammed 1o give access t only gxcific
computer termirals.

he most sophisticated safeguards iden—
tify authorized users by scanning treir fin—
gerprints. voiceprints or even the blood ves—

s in tre retires of treir eyes, says Jim
Schertzer. Xerox Corp."s manager of sys
tem seaurity tedvology.

_ But such "safeguards may be too expen—
sive or cumbersome for some users. A pri
vate Dhone lire o a computer is lilkelv ©©

aost at Ipest st.ooo amonth. Mr. Allissays,
S0 it m%a:tical for most onv—voluresa{sls—

ers.

In_the absence of the more sophisticated
seaurity measures. Mr. Giliis sas, ‘it
coesn"t take a genius™ to bresk in 0 a data
bank. Al ittakes, he says. lsan understand—
ing of how computers work. Computer users
can beat the sinpler by trying
random variations of codes and passwords
utl they fird the rigit ares.

But even the best seaurity is wilrereble
to human frailty. A common problem, says
M{r{ t wfeg%%ﬂg i rds 'Z%d

} I passwords and aooess
cooes. Theode C. Langevin, working in a
New York brokerage house, used the pass—
word assigned 10 a former colleage at the
Federal Reserve Bank 1o tgp into the Fed"s
secret -supply files. Mr. Langevin has
pleaded guitty and Taces a sertence of up 0
ﬁv’\e)| >ears and a ?ilﬂ(tm 1;Iye.

any crimes rely on corputers,
ﬂnm,ymjld have been committed with old-
fashioned tectics. Mr. Schweitzer aotends,
for instance, that Mr. Shanklin could have
found enough informettion E_a a’edit-mr%qj
or department-store trash bin to charge his
purchases lo someone else’s aredit card
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Beware the logic

BY MURIEL DOBBIN
© 1983, Baltimore Sun

LOS ANGELES — Logic bombs, data
diddling, obscene messages and illeal
access 1o defense secrets are just the tip
of a computer crime iceberg that federal
and Califomia officials are working full
time to control..

Already estsblished in the annals of
computer crime are the Phantom, who
cost a San Francisco corporation $50,000
by feeding obscene messages into ftsma -
chines. a teen-ager who acquired com-
Euter access 1t secret Defense

cpartment information, and Oaph
Crunch, one of the original "phone
phreaks" from whom today"s electronic
pirates are descended.

“The magnitude of the problem ofcom-
puter wilnerability isonly now being re-
alized. What we are seeing isthe tipofa
nasty iceberg." said Clifton Garrott. an
assistant district attormey who heads the
electronics crime division in Los Angeles.

The U.S. Justice Department has com-
missioned a team of electronics experts
at Stanford Research Intemational, a
Califomia foundation, to carry out a
study of computer crime in 18 states.

Rep. Ronald Wyden, D-Ore.. introduced
this month a computer crime prevention
bill, said 1o be the first GF its kind, as an
initial step 1o combating the problem.

The Wyden hill would sst up a task
force o assess the dimensions of com-
puter crime ratioally. ktalso would cre-
ate a clearing house to provide guidelines
and aid for small businesses that are es-
pecially sensitive to computer criminals.

Charles Wood, management systems
consultant at Stanford Research Intema-
tioal. pointed t the timeliness of the
movie warGames, Inwhich a teen-ager
accidentally keys into a Pentagon com-
puter and puts theworld on nuclear alert.

“It s conceivable." he said. ""The ques-
tion iswhether it is reasonably possible."

Garrott, who in three years of heading
Califomia computer crime-fighters has
seen such offenses rise sharply, recalled
that twas a teen-age boy who was re-
ported recently to have useu a computer
at the University of Southermn Califomia
10 gain access to a Defense Department
system. The extent of the youths success,
said Garrott. had not been’established br
cause nobody at the Pentagon would tli,
about it

c hip

bombs,

"W hat we must remember." said Gar-
rott. "'is that a computer isno more than
an electronic filirg system, which will do
what anyone tlls it to do.""

A so-called intelligent computer, which
could draw on s own experience when
dealing with different rets of facts, isdtll
at lesst seven years away, according to
Garrott.

Mearwhile, he said, not only corpora-
tions but people have to leam to cope
with the growing threat of computer
abuse.

“Our credit ratings, our taes, our bank
accounts, our telephone hillsare all to be
found on computers, and there isevidence

that increasing access is being gained to
creditbureau machines where ratings are
listed. New personalities can be builtover
existing ones, but it isthe real person who
gets the hill”” he said.

He classified hackers, as computer
criminals are called, as the successors of
phone phreaks such as Cap”n Crunch, who
used to use a device called the "blue box
to make long-distance calls without pay-
ing for them.

Hackers, he said, are 'brilliait in a
verv limited way. They are not sociable.
They flunk out of school and they can
communicate only through the world of
electronics.” he said.

They are people like Lewis DePayne,
whose computer name was '"Roscoe' or
"the Phantom." He led a criminal com-
puter gang in Los Angeles that included
two teen-age boys and awoman known as
""Susan Thunder.""

“Susan Thunder loved computers so
much that she would prostitute herself to
get money 1o buy computer equipment,’
said Garrott

DePayne everitually spent five months
in jail for computer fraud after he had
planted obscenities in the computers of a
Califormia company .

An even darker side of computer abuse
was uncovered at a hospital, where itwas
found that hackers had gained access to
the computerized records of patients in
intensive care and had dcublcd the dos-
age of their medications.

"If a nurse had not noticed the differ-
ence. we could have been dealing with a
case of mass murder,'" Garrott said.

What worries the computer crime
fighters is that such offenses often are
discovered by accident.

“It"s too often a fluke that it’s found out
at all,” Garrott said.

He told of the bank employee who de-
cided use a computer t triple the with-
holding for state and federal taxes o the
bank staff and apply for the refund to be

data diddlers and hackers

paid 10 himself. He was unsuccessful only
because an auditor wondered if the with-
holding was too high and investigated.

There was also the case of Sarah the
bank teller who programmed the bank
computer lo pay her unearned overtime
and was successful for months uttil it
occurred to a bank official that an enor-
mous amount of overtime was being paid
ta lowlevel omployee.

What was significant about the case of
Sarah was that after she had made resti-
tute of the money, she was not fired.
Sh. was given a better job at a higher
salary on the condition that she told no-
body how she had diddled the data.

"That attitude on the part of corpora-
tios s pessing,’’ said Garrott, who ex-
plained that it origirally stemmed from
reluctance on the part of many firms ©
admit their own management ineffi-
ciency. “Itdoes point up the need for new
and tougher computer safeguards,' he
emphasized.

But untdl computer precautions are im-
proved. he said, there will continue to be
cases where data ischanged or "diddled."
and corporations risk firancial disaster
as a realt of the planting of "lagic
bombs™ which result in a computer eras-
ing all the information in its records on a
given time and cate.

"The trouble is that people think com-
puter crime is funny when itcan be both
disastrous and tragic,” Garrott said.

Yet even the official admitted com-
puter crime can be fury. As in the clas-
sic case of the cookie monster in the
computer. That took place in San Fran-
ciso. where interference by hackers led
1o repeated interrystion of a fims pro-
gramming with the word “‘cookie” ap-
pearing on the screen.

twould wind up with “gimme cookie.”
And it tumed out that the only way t
appease the electronic monster was to

*feed’” itby typing in the word itwanted,
which was "‘cookie."
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FOR RELEASE: CONTACT:

TRV Information Services Division
Credit Data

A CAPSULE DESCRIPTION

TRW Information Services operates and markets one of the nation's largest,
computerized consumer credit reporting services called Credit Data. TRV
has credit information on nore than 8 million consumers, and serves 24,000

subscribers at 35,000 locations.

TRW collects'and stores factual credit information on'‘consumers and provides
that information to credit grantors that subscribe, to the service including
banks, retailers and finance companies. The TRW Updated Credit Profile
contains credit account information provided by subscribers including
positive and negative information about retail credit card accounts, bank
charge card accounts, lines of credit, secured loans and finance conpary
accounts. The Profile also includes selected public record information
Timited to tax liens, judgments and bankruptcies. TRA does not collect
information an checking and savings accounts, race, religion, sex, salary,

personal lifestyle or criminal records.

Qeen current credit accounts remain an the Profile indefinitely. Closed
or paid accounts are removed within seven years. Adverse credit information
remains an file for a maxdmum of seven years, with the exception of

bankruptcies, which remain for a nmaxinum of 10 years.



HISTORY

The development of consumer credit reporting agencies wes a direct result

of the rapid growth in the use of credit and need for consumer credit
repayment information. As nore and nore businesses began extending credit
to consumers, there wes an increasing need for information an how those
consumers repaid their credit obligations with other creditors. To neet
this need, individual businesses began to collect their customer repayment
information and exchange it within branches of their oan company or within
their industry. This credit information wes kept in paper files in a central
location. As the vdure of credit information grew, the job becane too

large for individual businesses.

Credit bureaus soon developed, meeting businesses' need for a central
repository of credit repayment information that provided credit grantors
with a nore complete picture of consumers' repayment habits. The Michigan
Merchants Credit Assn. in Detroit wes one such bureau, which wes founded

in 1932 by Noman Jordan, and taken over by his son, Harry ("Budl) Jordan,
in 1956, The comparny wes incorporated in Michigan in August of 1960 as the
Credit Data Corp. and used file cabinets ad 3' x 5" cards to store consumer
credit information. In 1965 Credit Data initiated and installed the first
computerized, on-line credit reporting system. It wes acquired by TRV

Inc. in Noverber 1989 and becare TRW Credit Data.

HOWCREDIT GRANTGRS WSE CREDIT REPCRITS

TRV provides credit information to boma fide credit grantors who have a

legitimate business need for the information. Wen consumers apply for



credit, t.ey generally authorize a credit grantor to obtain information
a their credit history. Credit grantors use TRWs service when
considering applications for credit, or when reviewing their current
accounts. Credit grantors apply their oan evaluation criteria to the
information TRV supplies in determining whether to grant or deny credit.
In addition to the information an a Credit Profile, credit grantors
also take into consideration information not supplied by TR\ such as
the consumer's employment, income, other assets and outstanding debts.
TRWdoes not mae the decision to grant or deny credit.

HOVAUTAVATED CREDIT REPCRTING WORS

TRW provides credit information to credit grantors that assist them in
the credit granting decision. In turn, they provide-TRW with a record of
their past and present credit account information. This' is usually dore
an a monthly basis. Since the majority of TRV subscribers have their
accounting function computerized, they typically provide the information
via magnetic tape, copied directly from their billing records used to
notify their customers. These tapes are sent to TRWs data center in
Anaheim Calif., where they are entered into the TRV computer system.
This regular receipt of credit information provides TRVwith an automatic
updating of the credit account information in the files. Public record
information is gathered directly from court records, converted to a
computerized format and entered into the computer system in the sane
manner as credit information from credit grantors.



THE CREDIT PROFILE

The TRV Credit Profile contains up-to-date credit information o
consumers' credit accounts, items of public record, inquiries, and a

consumer's identifying information.

—ldentifying Information: the consumer identifying information is
limited to the consumer's full rare (including generation, such as
"Junior" or "Senior"), address, social security number, age or year of
birth, and spouse's initial. The consumer's place of employment, as
indicated by the consumer an a credit application, nay also be contained

in the Profile.

—Credit Account Information: includes the rare of the corpary reporting
the account, the date the information wes reported, the date the account
wes opened, the type of account, terms, the original balance or credit
limit, current account balance, amount past due ad the status of the

account, such as "current account” or "30 days past due."

—Inquiries: whenever a request is nack for a copy of the Profile, that
request, or "inquiry," is automatically recorded an the Profile and is
retained for a period of one year. Inquiries include the rare of

the inquiring conpary and the month, day and year of the inquiry.

—Public Record Information: includes the rame and location of the court
from which the data wes obtained, a description of the item, such as
“judgment” or "state tax lien," the docket number and/or page numer
where it wes located, date and the status of the item, such as “judgment

satisfied."




—Designations: each item of credit or public record information is
assigned a general designation of "positive,"” "negative" or "non-evaluated,”
depending an the status of the account or public record item. A paid
satisfactory account, for example, would be designated as a positive

item. These designations — selected through the consensus of credit
grantors that use TRWs service — are provided as a service to credit
grantors. TRWNdoes not provide a general credit rating — such as "A-I"

or "Triple-A Credit" — on an individual.

—Payment Profile: is another service to credit grantors that provides
themwith an immediate comprehensive picture of the consumer's payment
history for the last 12 months. An account that has been current for the
last 12 months, for example, would ke indicated in the Payment Profile as

a series of "C's," representing "current.” A 30-day.-or one noth past due,
would show an the Payment Profile as a "1" in the cdum for that month

—Comsuer Statement:  if the consumer so chooses, a consumer statement
of 100 words or less regarding any item that TRV has reinvestigated
and with which the consumer is still dissatisfied nay also be included

an his or her Profile.

(A more extensive explanation of status comments, association codes, types
of accounts, and items of public record is included on the back of the
sample Credit Profile).

DISCLOBURE TO GONBUMERS

Comsumers nay obtain a copy of their Credit Profile anytime by writing
to TRWdirectly. Approximately 500,000 consumers a year request a copy



of their Credit Profile from TRW through TRWs 21 Consumer.Relations
offices across the country. They should Include the following information

in their request:

Full rene (including generation, i.e., Jr., Sr., Ill, etc.)
Addresses for 5 years

Social Security Nunoer

Year of birth

Si gnature

If the consumer has been denied credit within the past 0 days, there is
no charge for the Profile. Consumers should indicate the company that
declined them credit or include a copy of the declination letter with their
request. |f they have not been denied credit within the past 30 days,
there is a 88 fee. ($5 in Maryland). The request should ke mailed to

the TRW Cosumer Relations office closest to their hme (See list of TRW
locations). Eighty-six percent of the consumers wWho request their Credit
Profile from TRW do so by mail.

Consumers nay also neke a personal visit to TRW offices during business
hours to receive a copy of their Credit Profile and speak to a trained
representative, wo will explain its contents. To rmake an appointment for
a personal visit, consumers should call the TRW Cosurer Relations office
closest to their hore Fouf‘teen percent of the consumers who contact
TRWneke a personal visit to TRWs Corsumer Relations offices.

TRN reinvestigates any item an a consumer's Credit Profile that the consumer
disputes. This is dore by contacting the source of the information to
verify its accuracy. If there is any item on the Credit Profile that



the consumer disputes, the nature of the dispute should be indicated in
the cdum provided an the Credit Profile ad returned to TRV TRW

will reinvestigate the disputed item with the source of information. |f
the item cannot be verified, it will be deleted from the record. TRV
notifies the consumer of the result of that reinvestigation by sending
the consumer an updated copy of the Credit Profile. Of the approximately
500,000 consumers a year Who request copies.of their Credit Profile from

TRW less than one-third dispute information on the Profile.

Consuners ey add a comsumer statement to their Credit Profile regérding
any item which TRW has reinvestigated and with which they are still
dissatisfied. This statement will tell the consumer's side of the story
In his or her omn words, ad will e included with all inquiries to the
consumer's Credit Profile. TRAVw-ill work with consumers to formulate the
statement, which should be limited to 100 words or less and should not
include libelous comments.

SAHEQUARDS

TRWs contract with subscribers specifies, the Credit Profiles be used

only in accordance with the permissible purposes outlined in the Federal
Fair Credit Reporting Act. TRWhas extensive security procedures,

including safeguards for protecting the computer equipment, computer
center, information files, systems programming and access to the TRW system.

CREDIT A\D HDERAL LAV

There are a nurber of federal laws that pertain to credit. The Fair
Credit Reporting Act, Equal Credit Opportunity Act, ad Fair Credit



Billing Act, summarized below, are the three nost important lans for

consumers to be aware of.

FEDERAL FAIR CREDIT REPCRITING ACT *

Gives you the right....e

...to know what credit information is held that pertains to you, without
charge if you've been denied credit within 30 days

...to kowwo has received a report an you in the past six nonths

...to have information pertaining to you, which you dispute, reinvestigated

ad corrected or removed if Inaccurate or unverifiable

...to place a statement in the credit reporting company's records if you
continue to dispute the accuracy of an item after reinvestigation

...to have an updated report sent to those credit grantors wo have
received a report pertaining to you in the last 6 nonths

..not to have adverse information pertaining to you over 7 years,

or 10 years for bankruptcies, kept or reported

EQUAL CREDIT CPPCRTUNTY ACT

Gives you the right...

...to be judged an an equal basis with all other credit applicants



...to have joint accounts reported for both spouses separately after
June 1977

...to have your income considered without regard to sex or marital status

...to have child support ad alimony payments regularly received counted

as income, if requested

..not to be asked questions about birth control or child bearing plans

...to obtain a credit card in your omn rare if you are a married waran

...to kow the reasons you have been denied credit

FAIR CREDIT BILLING ACT

Gives you the right...

...to file a written complaint with the credit grantor within 60 days after

the bill you question wes mailed to you

...to receive an acknowledgement from that credit grantor within 30 days
after that, and a settlement within 90 days

...to forestall collection of the account until the dispute is resolved ad
...to prohibit that credit grantor from reporting negative information

regarding the disputed amount to credit reporting agencies until the dispute
process is completed
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OHR CREDIT REPCRITING AGENCIES AND INDEPENDENT BUREALS

TRWis ae of the largest of five major, U.S. computerized credit reporting
agencies. The others are TransUnion (Chicago); Credit Bureau Inc., a

division of Equifax (Atlanta); Chilton (Dallas); and Pinger (Houston).

There are mary nore smaller, independently oared credit bureaus nationwide
that provide an important service to their communities. TR has
contractual agreements with 28 such bureaus to provide them with the
latest data handling technology and enhancements, while at the sane time
allowing them to retain independent control of their operations, as well

as access TRWs data.



Associated Credit Bureaus, inc.
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COMPUTER CRIME FACT SHEET

The manipulation of and unauthorized access to sensitive computerized
data has become increasingly widespread, particularly with the advent
of the home computer. Multiple news articles and Congressional hear-
ings have highlighted the problem.

Computer crime has grown In scope and severity to the point that many
American businesses now carry related Insurance protection.

Unauthorized access to computer data can have far-reaching effects
beyond those encountered by the actual recordkeepers. Consumers,
especially, may be unwitting victims in the possible manipulation of
medical, bank, education and credit records.

Technology has moved more quickly than legislation creating laws to
punish manipulators of computer data. State statutes outlining stiff
penalties for manipulation of or unauthorized access to computer data
are necessary to help protect business and consumers.



Associated Credit Bureaus, Inc.

198A STATE LEGISLATIVE PROGRAM PARTICIPANTS

Computer crime, ACB Members, ATTN: TONY PFISTER

has become increasingly prevalent, especially with the growth in popularity
of home computers. The U.S. Congress has already shown an interest iIn the
subject by holding a series of hearings featuring computer "hackers'™ and
security experts as withesses. In addition, a great deal of publicity has
appeared on the subject.

For those reasons, our 1l9gA State Legislative Program, in which your state
association"s leadership has elected to participate., takes on a new dimension.
In previous years we have concentrated on explaining credit reporting and
collections to your legislators. That remains an important and necessary
task, but this year we"re encouraging you to go a step further and assume

an advocacy role iIn the area of computer data security. Specifically, you
should promote the passage of legislation establishing strong penalties for
tampering with computerized records.

The need for this type of legislation is twofold. First, iIn most states no
options exist for prosecuting employees or others who tamper with credit or
other computerized records. Second, by recognizing and acting on the problem
we further establish our industry as one which is willing to utilize proper
legislative channels to bring about change necessary to protect the millions
of consumers affected by our industry. By supporting legislation to further
secure all types of computerized data, you can anticipate building a strong
coalition of support with other iIndustries which depend upon safe data storage.

With or without our industry®s participation you can anticipate that there
will be computer crime legislation introduced in your state. We think an
active, positive approach will serve your interests far more effectively
than a reactive approach.

The enclosed material will be of help to you in explaining this iImportant
issue to your legislators, either by mail or iIn person. Please let us know
about your success iIn this endeavor.

Best personal regards.

Enclosure

16211 Park 10 Place « P.O. Box 218300 =« Houston, Texas 77218 = (713) 492-8155



Com puter-Fraud Coverage Grows

A's Insurers Solve Policy Problems

By JuanneLh-man drawing attention now, and its immediate Vvise lomiilus tor insuring rompiitenzi’y
Mil//ftrporfrm/THIKW aiij .Sthkkt Jiiuhnai . target is information rather than money. In—data. “ft's a new area, and there are m.
An ail company paid millions of collars to - surers can reel off tales of computer treach—hard and fest decisions on who s licble for

gather highly confidential geophysical infor— ery. There*s a company, forexanple, whose what,™ says Wesley Ooms. assistant vice
mation and then fed the data into a com— client file was pilfered electronically by a president of State Farm Mutual Insurance
puter. Now itwants insurance agginst elec— corpetitor. In another case, a prankster (.. which doesn™t offer any computer-fraud
tronic treft of the data by itors or gained access t computerized notor-vehi-  Coverage. o _ .
damage  its storage system by cle records, wiping aut peralties given poor _ One problem is tht insurers like to stick
computer haders. Is such coverage avarl— drivers. Recently, the Federal Bureau of In—with quantifisble losses. That makes them
ale? \,esu?auon has ‘arrested teen-agers who al—reluctant © cover less-conorete oosts, like
The answer is yes. some insurers say. legedly broke into computers belonging_m Icss of aorfidentiality and confidence among
But the kinds of coverage available vary the Defense Department, a New York City custorers. i
wicely, and most insurance companies are hospital and an electronic-mail service. There are other problers. Vhile no
dtill at work developing treir policies. A faw  Crimes_like these make companies very claims have been made yet. they may bp
insurers cover theft of secrets and nervous. Chubb, for instance, says it has devastating when they come. "Wie dont ex—
such items as customer lists. Others cover sold computer—fraud policies t an aerospace  Pect them o be numerous,™ says Ralph W.
only the aost of reproducing erased or dam— Wheeler Jr.. an executive at Aetna Castalty
aged infomation. All agree there are prob— ] & Surety (.. "but we expect a catastrophe
lems to overcome: Losses are hard tocalcu— Insuring computer mgighaﬁ h%lg e I“ﬁ:‘ngmeggg ﬂii:ssg?)l?nd
mtent' stage I 05ES —
;itc?gr;gmiumslglanlybe verg/lﬁg’j{uégtxagp\;elrej— data against theft and ggny's CUS%G“EFS will “always be in excess
gonfvélmhag"regmogeﬁe&e problems are gamage is “a new area, With megﬁorgtial for lossss like these,
Camputer-fraud coverage “is te most and there are no hard Premiums can be enormous. They tend to

i i i run between $5,000 and $100,000 a year, de—
Wﬂqese _after"lsmristom ﬁemercgrnﬁ avrlgg and fast decisions on pendingon the size of the business and how
president of National Union Fire Insurance b o is liable for what Secure s computer system . But coverage
Co. "The computer s the fad of the 19805~ can oost a large bank as much as $4 million
and computer insurance & the fad tpicof  says a State Farm exec — Over three years, acoording  Nr. Wheeler
the insurance world." ; of Aetra. If the company has a backup com—
So far, only about $0 million of elec- utive. puter or other altemate system, insurance

tronic-cme policies have been sold and i . . . oosts are usally loner.

nost of them cover trarsfers of money and COmPany worried about piracy of isdesigns

searities, according t Dean P. Felim, a 21d @ book publisher concermed thet an aut—Giving Hackers ldeas

vice president ofl\?grsh & McLennan Cus. Sider could steal unpublished books. Shand  Nost® companies are reluctat o talk

But h‘é fi that amount il increase ge— Morahan say? trael agencies, county gov—about their computer—crime coverage for
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"For Fun or Foul,
Computer Hackers

Can Crack Any Code
# * «

Many Just Like the Challenge.

Others Like to Show Off;

The Cookie Monster Caper

By Erik Larson
rterof Thr Wall Street Jduhnm.

SAN FRANCISCO-When their computer
started talking dirty, the computer staff
members at U.S. Leasing Intermational Irc.
knew they had a problem.

The company*s typically well-behaved
machine had this t Say toone of the ma—
chire”s geerators: "The Phantom, the sys—
tem r, strikes aggin. . . . Soon 1wl
zero (celete) your disks and your backups
on System A. I have already crashed your

em B. Have fun trying 1o restore it, you

obsoenity)."" Some suggestions were

made about what the operator could do with
various pieces of computer equipment.

The aulprit turmed out o be a brigh” 2-
year-old man who had secretly ficdled with
the company®s machine by telephone fron
Los Angeles to show offFhis computer knowl —

ihat is the darker sice of “hacking." as
computer ficdling s known. At the Massa
dusetts Irstitute of Technology, where thr
term issaid o have origi , hacking usu
ally has a lighter sice. Richard Stallmen, a
ﬁmfesmm_al_ programmer at MIT, says a

acker originally was one who knew com—
puters irsice ait, got a nonprofessional
amount of fun aut of them and could appre
ciate tre irony and the beauty of a program
E.Smereﬁars 1 himelf as a professional
r.

"Electronic Vandalism’

Qutsiders now use the term to describe
adl kinds of computer yahoos who electroni—
cally invade other people § computers, usu—
ally st for tre dallee. "1 cll It elec-
«tr.nic vandalism or tedrological trepess
mg." says Donn B. Parker, a computei-se-
rurity corsultant with SRl Intermational in
Menlo Park, Galif.

For husiness it3 a growing problem,
thanks 1o the proliferation of home comput—
ers and computer eqertiee. "People don T
realize the extent towhich their systems are
being broken into,"” says Clifton H. Garrott.
the Los Angelles deputy district attormey for
electronic crimes, who prosecuted the U.S.
Leasing caee.

At tre ligter end of the hacking spec—
trum are those computer jokesters who use
such hacker classics as the "'Cookie Mon—
ster’ progran. A San Francisco program—
\r:glr'shwrsim went Iikledﬂi&' At brief inter—

s his program would intermupt another
user$ W(?rlggand flash "Cookie” . his
screen. The machine would then grow more
frantic, sending whole lires "Cookie"
across the. ing user™s terminal, fi—
relly lettig loose with a primal screen:
"Gimme Cookie!" If the user tried ©
the program, the machine would briste:
"Don"t do tret. Monster rot like that.” The
g{ljiway 1o stop the Monster was to feed ita

ie-that i, type the word “‘cookie.”

Hie Nixon Variation

At MIT. hackers once substituted former
President Richard Nixon for the Cookie
Monster; the alleged Mr. Nixon demanded
immunity from 1on.

: Many hg\ckers gﬁtmlile Lo} browsle te
electronic byways oountry, exploring
a digital never-never land entered through
the telephones beside treir computers or ter—
minals they aren"t supposed 1D have access
k. Recently, the University of Michigan and
Ann Arbor, Mich., police captured an elec—
tronic peeping Tom, who for about a year
had wandered among the fiks on one uni—
\ersity computer system out of auricsity. He
was a former student. "'We decided to prose—
cute because we take this very seriasly.”
says Aaron Finerman, the director of the
unnersity’s computing canter.  University
policy says a student can be expelled and a
staff member fired for that kind of thing.
The aulprit pleaded guilty to a misdemea—

nor.

To satisfy a need 10 browse, Geoffrey
Coodfpi. low, now a part-time systems ana—
lyst for SRI. once broke into a major com—
ﬁ.rter time-sharing network. "l like to see
ow things work,"" he says. "'In order 1o e
things work, you have lo have carte blanche
10 look around.””Browsing, in fect, helped
him get his job at SRI. While loitering once
inan SRI computer, he says, he leftan elec—
tronic note saying he would do some pro—
gramming free if SRI would give him a
computer account thetwould lethim use the
computer. SRI gave him an acocount, and the

liatin grew from trere, he sas.

Browsing hackers get help from the un—
derground network of electronic tulletin
boards suspended in computer cirauits
around the country. By leaving messages at
these, hackers can swap passwords, idatifi—
cation numbers and computer phone num—
bers t help them get into forbidden sys—
ters. Last year, one such hulletin board
carried detailed instructions for getting into
a key computer system operated by Pacific
Eephone & Telegraph Co. in Los Ange—

"TAP," an underground rewsletter witl

a mailing address on 42nd Strept In New
York, also offers hacking ligs. Its March
193 isse gives the telephone number and
other entry cetails for a Princeton Univer—
sity computer. It also tells how t get free
aredits on certain arcade video games in—
cluding Pac-Man, using none-too-subtle
methods, such as smacking the machines.
TAP oot started in 1971 t© help "phone
phreaks crack phone-company Security.
But computer hacking is t?éttl | 0 be
more and more””a part of 1 Pb ication,
says an editor who calls himself Cheshire

\st.

"If pecple have the hardware and the
gereral expertise and they"ve somehow con—
nected with this gray market, all they lack
is the motivation.” says Doug DeVries, the
manager of computer security at Hewlett-
Packard (o."s corporate data center.

To patch into other people™s computers,
some hackers use such high-technology toch
niques as looking over the shoulder of a le—
gitimate user 10 get his password, or rum—
maging in a company"s trash barrels for
computer printouts bearig valuable access
codes, a tactic called ing." "Youd be
surprised what you can fird in the trash
birs." says Mr. Carrott, the deputy district
attomey.

Guessing the Password

Computer passwords, which let you into
particular accountts, are often easy to guess.
They tend to be wives” names, dogs” names,
first names and birthdays. Some computers
come with standard passwords, which treir
ouners neglect to change. A common one
"SYSL1B,” for system library.

"It It hard to get lucky." says Michael
Chestain, 2. a senior at the _University of
Califomia at_Berkeley, studying math and
computer science.

He got lucky when he was 15. A fried
gave him a password to an account on a
Berkeley computer. "It happened at the
rigit tire. “All 1 wanted to do in life was
el access 10 one of the wniversity’s sys—
tems. Once 1ot it, dl 1 wanted to do was
beat the Adventure game," in which the
player electronically seeks treasure in a
cae. "Then dl | wanted 10 do was beat
treir security.” He did. illiaitly gaining "'su—
per-user** status-computer privileges typi—
cally only given toa few key staff members.
He dich"t go any furtrer. "I tumed mvsel f
in," he says. "'l didh"t want t go on to big—
ger and better seaurity violatios and get
caught doing something serious.””

ie-hard hackers say there It any
harm inany of this, provided data never ¢g

and no one gets hurt. The mali—

cios T Irsb,esa IIl\{IIT's Mr. Sta_llrra_r;‘i
may sl 1 Inst antisocl
'T%ciimcgmputers ﬂErttg s?eai( 10 keep users
at. “t call him a person who has been
alienated by the hostile atmosphere he per—
ceives in most computer systems,” liesays
"He reacts o itwith anger, which is per
fectly justificble, in my opinion.”
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Occasionally, a hacker goes on lo do ob—
vious damage, as in the U.S. Leasing case.
Profanity was sprinkled throughout its sys—
tem. Important invertory fiks, which al—
loned a leasing subsidiary to keep track of
itsequipment, were destroyed. And the com—
pany spent thousands of dollars restoring
the computer 1o gperation.

The aulprit was Lewis De Payne, who
Wg:ntg%/ the code name "Roscoe.” He led a
kind of computer-access gang In Los Ange—
les that included a woman and a couple of
youngsters. With the help of telephore offi—
aals, police captured Mr. De Payne, who
pleaded no contest in Los Angeles municipal
ocourt 1o reduced charges of computer fraud
and conspiracy t commit computer fraud.
I_-I(_al spent about six months in the county
JE‘To get the computer 3 phone number and
a key password, Mr. De Payne used a termi—
bly sophisticated tednique: He asked for
them. Posing as a software trable-shooter,
he called the company and said he needed
do some program maintenance over the
phone. His repair was supposed 1o correct a
gecl),blem that other computers hed, in fect,

, having. An unsuspecting computer op—
erator gave Mr. De Payne what he

Although Mr. De Payne won Tdiscuss the
e, he says: "You can besically extract
any information from a person if they"re ig—
norant of what that can do." Improperly
Fragmd people, he says, “are the weakest

il

Mr. De Payne continued the ruse and
made the repair. When itdidn Twork, U.S.
Leasing called the local offices of the com—

r manuﬁactui’er and SIearned the fim

no such emp . U.S. Leasing imme —
diately o"iered oy“ge legitimate wsers 1O
change their passwords. Some dich"t, leav—
ing an open window for Mr. De Payne.

Early the next rromirc‘?, the computer
kft messages that would make a sailor
blush, such as: “1 just wanted to @l you ©
go take a flying (dosoenity). ™

"At that point, we knew we had a very
serious problem,” says John Vhipple, tre
company”s vice president for data-process-
ing services.

The company quickly sealed its comput—
ers from outside access. It wasn™t worried
about the lost data because ithad complete
backup tgpes. Ismain fear was that some —
how the Intruders had devised a program
that would let them back into the machine
even after all the passwords had been
dﬁnage;d. That kind of software sleigit of
hand is called a "trap door." U.S. Leasing
spent about 24 hours of valuable computer
and staff time reconstructing its filkes, Mr.

Whipple says.

Why had Mr. De Payne done it? In tre
cu irt records, a written statement by his
psychiatrist says in part: "He wanted to
demonstrate that he had a profound knowl —
edge of computers and their functions.” In
Mr. De Payne™s own statement, resays: "It
gave us a sense of pride lo be able to show
each other that we could “crack the seaurity”
of the computer

Playing the Game

For some hadkers, security means only
challenge. "It's as if you're playing a
%%E( says MIT'slhgr. Stalln;an._ "Wifgt

seaurity e) start playing
game, slm't be surprised when
other people play the other side.””

Partly as a result, companies are about
as willing 1o talk about the .."adfics of com—
puter seaurity as families are to discuss In—
cest. They don™t want to throw down a chal—
lenge for some wise guy. They don Twant
stockholders or bankers 1o know that some
kid busted into their files. SKK Irc., of Rose-
mont. III.,IiJ_ne of a growing number of com—
panies slling computer-security products,
plays to this fear ina brochure%r itsACF2

ion > "When some
sharpie makes a fool out ot your computer
., - whose face appears on (he news?"

But no system can ever be fully seaure,
seaurity experts say. RI's Donn Parker
likes to quote "'Jackson®s Law” "With a big
enough hammer, you can break anything.”
Steven E. Veiland, the pl’lmlEil research
manager for the Center for Bank Data Secu—
rity inRolling Meadows, 1ll., says, "'If some —
one really wants t get in. they get in.””

Which can give you a nightmare. Con—
sider “WarGames,"™ an MGM/UA Enter—
tainment Co. film 0 be released in Jure.
Here 8 the plot A kid likes to tap into the
computers of a video-game maker so he can
play the games before they hit the market.
One day he unwittingly patches into a De—
fense Department doomsday computer and
starts the world on itsway toWorld War 1II,
al the while thirking he is playing some
neat new game. )

We won"t say how the movie ends.
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‘Crim e 0 n a

Beware the

BY MURIEL DOBBIN
© 1983, Baltimore Sun

LOS ANGELES — Logic bombs, data
diddling, obscene messages and illegl
access to defense secrets are just the tip
of a computer crime iceberg that federal
and Califomia officials are working full
time to control.

Already established in the annals of
computer crime are the Phantom, who
cost a San Francisco corporation $50,000
by feeding obscene messages into fsma-
chirnes, a teen-ager who acquired com-
puter access t secret Defense
Department information, and Cap®n
Crunch, one of the original “phone
phreaks” from whom todays electronic
pirates are descended.

"'"The magnitude of the problem of com-
puter wlnerability isonly now being re-
alized. What we are seeing isthe tipofa
nasty iceberg," said Clifton Garrott. an
assistant district attomey who heads the
electronics crime division in Los Angeles.

The U.S. Justice Department has com-
missioned a team of electronics experts
at Stanford Research Intemational, a
Califomia foundation, to carry out a
study of computer crime in 18 states.

Rep. Ronald Wyden, D-Ore., introduced
this month a computer crime prevention
bill, said to be the first of its kind, as an
infdal step to combating the problem.

The Wyden hill would set up a task
force to assess the dimensions of com-
puter crime natioally. ltalsowould cre-
ate a clearing house to provide guidelines
and aid for small businesses that are es-
pecially sensitive to computer criminals.

Charles Wood, management systems
consultant at Stanford Research Intema-
tical. pointed to the timeliness of the
movie warGames. in which a teen-ager
accidentally keys imto a Pentagon com-
puter and puts the world on nuclear alert.

"It s conceivable," he said. “The ques-
tion iswhether it is reasonably possible.”

Garrott, who in three years of heading
Califomia computer crime-fighters has
seen such offenses rise sharply, recalled
that it was a teen-age boy who was re-
ported recently to have used a computer
at the University of Southerm Califomia
10 gain access 1 a Defense Department
system. The extent of the youth"s success,
said Garrott. had not been’established br
cause nobody at the Pentagon would tll,
about it

logic bombs,

c hip

""Ahat we must remember." said Gar-
rott. "'is that a computer isno more than
an electronic filirg system, which will do
what anyone tells it to do.""

A so-called intelligent computer, which
could draw on its own experience when
dealing with different sets of facts, isstll
at lesst seven years away, according ©-
Garrott.

Meanwhile, he said, not only corpora-
tions but people have to leam to cope
with the growing threat of computer
abuse

"'Our credit ratings, our taxes, our bank
accounts, our telephone hillsare all to be
found on computers, and there isevidence

that increasing access is being gained ©
credit bureau machines where ratings are
listed. New personalities can be huiltover
existing ones, but itis the real person who
gets the hill"* he said.

He classified hackers, as computer
criminals are called, as the successors of
phone phreaks such as Cap h Crunch, who
used to use a device called the ""blue box'
to make long-distance calls without pay-
ing for them.

Hackers, he said, are 'brilliait in a
very limited way. They are not sociable.
They flunk out of school and they can
communicate only through the world of
electronics," he said.

They are people like Lewis DePayne,
whose computer name was "‘Roscoe™ or
"the Phantom." He led a criminal com-
puter gang in Los Angeles that included
two-teen-age boys and awoman known as
*'Susan Thunder."*

""Susan Thunder loved computers so
much that she would prostitute herself ©
gtt money 1o buy computer equipment,’
said Garrott.

DePavne eventually spent five months
in jail for computer fraud after he had
plarted dbscenities in the computers of a
Califomia company .

An even darker side of computer abuse
was uncovered at a hospital, where twas
found that hackers had gained access to
the computerized records of patients in
intensive care and had doubled the dos-
age of their medications.

"If a nurse had not noticed the differ-
ence. we could have been dealing with a
case of mass murder," Garrott said.

What worries the computer crime
fighters s that such offenses often are
discovered by accident.

"'It"s too often a fluke that it"s found out
at all." Garrott said.

He told of the bank employee who de-
cided use a computer to triple the with-
holding for state and federal taxes 0 the
bank staff and apply for the refund to be

data diddlers and hackers

paio 10 himself. He was unsuccessful only
because an auditor wondered if the with-
holding was too high and investigated.

There was also the case of Sarah the
bank teller who programmed the bank
computer to pay her unearned overtime
and was successful for months untl it
occurred to a bank official that an enor-
mous amount of overtime was being paid
t a lovlevel employee.

What was significant about the case of
Sarah was that after she had made resti-
tution of the money, she was not fired.
She was given a better job at a higher
salary on the condition that she told no-
body how she had diddled the data.

"That attitude on the part of corpora-
tions iIs pessing,'’ said Garrott, who ex-
plained that it originally stemmed from
reluctance on the part of many fims
admit their own management ineffi-
ciency. “htdoes point up the need for new
and tougher computer safeguards,” he
emphasized.

But untal computer precautions are im-
proved, he said, there will continue to be
cases where data ischanged or "'diddled."
and corporations risk financial disaster
as a reault of the planting of “lagic
bombs' which result in a computer eras-
ing all the information in its records on a
given time and date.

""The trouble is that people think com-
puter crime is funny when H can be both
disastrous and tragic,” Garrott said.

Yet even the official admitted com-
puter crime can be funy. As in the clas-
sic case of the cookie ’monster in the
computer. That took place in San Fran-
ciso. where interference by hackers led
1o repeated interryption of a fim"s pro-
gramming with the word ''‘cookie" ap-
pearing on the screen.

Ktwould wind up with ""gimme cookie."
And it tumed out that the only way to
appease the electronic monster was t

«feed” itby typing in the word itwanted,
which was "‘cookie."



.Criminal Use@ e

Of Computers

Seen Gr owiling

By Robert E. Taylor _
StaffReporterof TilkW* a Strkkt Ji-uhnal

WASHINGTON - Richard Shanklin has
found another use for the versatile home
computer: credit-card fraud.

From his " home in Fairfax. Va..
the year-old Mr. Shanklin used his com—
puter to get into the files of Credit Bureau
Irc. in Atlanta. Authorities say he used in—
formation about other people®s credit-card
accounts to order about $650,000 worth of
computer and electronic gear from mail-or—
der businesses.

A grarE 'urylimlicted Mr. %1%“” on 15
charges. ea bargaining, rosecu—
tors dropped a?l but one charge of aredit-
card fraud. Mr. Snenklin pleaded quilty, and
he faces a jail tem. ]

The ease with which he gained access
the fiks wsalaming 1o Assistant U.S. Attor—
ney Loren Hershey. who prosecuted the
cax. He alls the home computer "the bur—
glary tool of the electronic age.” Several
computer experts consider that an exagger—
atin, saying haven"t heard of r
case like Mr. Seklin's. But while com—
puter pranks gain far more attention, ex—
perts expect the use of home computers in
fraud and similar criminal activity ©

grow.
"The ripoffs are likely o be more fre—
querrtI and larger.” d'Arﬂwr Giliis. a
compuler-security specialist who s presi—
dent of Computer Based Solutions Irc. of At—
lanta. "'The numbers are a?ainst us," he
sys, because people are leaming about
computers fester then adequate sSecurity
precautions are being developed.
Danger From Insiders

The most serious threats of misuse, most
experts sy, come ot from outsiders, lut
from irsicers. Most computer treftsare em —
bezzlerents. In one case, a consultant. Stan—
ley Mark Rifkin, used computer codes t
transfer S10.2 million from the Security Pa—
aific Bank of Los Angeles 1o his account in
SQvitzerlad. He served three years in jil.

Computer huffs have shown that thpy can
use treir wits, their terminals and treir tele—
phone lires 1o gain unauthorized access ©
private data banks. The most dramatic ex—
amples have been carried out by a group of
youths in Milwaukee who call themselves
gejeﬂA's,aftermecny'stelqinr‘earea

They have dozens of computer
systems, including a data base at the U.S.
nuclear rescarch laboratory in Los

-Weapons
Alamos. N.M.. and the radiation-therapy re—
cords at Memorial Sloan-Kettering Cancer
Center in New York.

VWhille computer intrusios are gererally
ascribed msixxt rather than greed, the case
of Mr. Sharklin shows the possibilities of fi—
rencial gain.

Computers® Weak Point

Mr. Sharklin a\oEarently broke into the
computer data bank by eploiting a weak
point common t most systems: human
carelessess. Federal authorities beliee he
posed as a Credit Bureau e%oyee 1o dotain
from a J.C. Penney clerk the codes used to
enter the computer § credit files.

Dan P. Miller, a vice president at the
Credit Bureau's Maryland subsidiary, says
anyone who ¢ets irsice the computer™s data
base can read the company”s files on about
0 million people from 24 states-Induding
their aedit account numbers, credit histo—
ries and unused balancss.

Authorities say Mr. Sharklin. in ordering
electronic gear by telephore, used credit ac—
counts of pegple who had recently died. In—
vestigators also say he obtaiined credit histo—
ries of Holl persoalities, includi
actress Linda Blair. The grand jury charg
that Mr. Shanklin dbtained credit reports on
at lesst & individals.

When federal investigators went to Mr.
Shankling home, m say they found seven
antennas on tre roof. The amount of com—
puter and electronic gear packed ino his
bedroom was reminiscent, Mr_ Hershey says,
of the movie-set bedroom of tue youth™ in
“farGames." amovie that raises the spec
ter of a home-computer penetration of the
U.S. missile defense system.

Deliveryman Grows Suspicious

According to the govermment, Mr. Shank—
lin picked up some of the goods he ordered
at a freigit depot, but he had other pur—
chases shipped to hishome. A United Parcel
Service deliveryman grew suspicious, ac—
cording to the prosecutor, after taking pack—
ages for ssveral individuals to the home ina
few days and seeing Mr. Shanklin sign for
al of them. i i

Thomas Maloy, the Credit Bureau®s di—
rector of pblic relatias, says the company
has "taken the agppropriate steps” 1 pre—
vent a similar unauthorized foray Into its re—
s, hut. citing seaurity concerms, he
won T explain what they are.

Mr. Giliis, the computer-security expert,
says seaurity can be provided in several
ways. Software can require a user o give a
seriies of codes before getting access to cata.
Italso can limit the amount of computerized
information thet is open to each authorized
user. The central computer can be linked
only to private telephore lines or pro—
grammed t give access t only gecific
computer terminals.

The most sophisticated safeguards iden—
tify authorized users by scanning their fin—
gerprints. voiaeprints or even the blood ves—
<ls in the retires of treir ees, says Jim
Schieitzer. Xerox Corp."s manager of sys
tem seaurity techrology.

_ But such 'safeguards may be too expen—
sive or cumbersome for some users. A i
vate Dhone lire to a computer s likPlv 0

oost at iesst $1,000 a month. Mr. dllissays,
so it isTt practical for most lov-volume us-

ers.

In the absence of the more sophisticated
seaurity measures. Mr. CGlllis sas, 'fit
doesn™t take a genius” to break in 10 a data
bank. All ittakes, he says. ksan understand-
ing of how computers work. Computer users
can beat the simpler safeg\ang by tryirg
random variations of codes and passwords
utl they find tre rigt oes.

But even ihe best seaurity is wirersble
10 human frailty. A common problem, says
Mr. Scweitzer, is thet ized users
don"t safeguard their passwords and access
codes. Theode C. Langevin, working in a
New York brokerage house, used the pass—
word assigned to a former colleague at tre
Federal Reserve Bank t tap into the Fed™s
secret mone%/—supply files. Mr. Langevin has
pleaded quikty and faces a sertence of up o
five years and a ﬁlma__l) fire.

Many crimes rely on Is,
ﬂﬁg],ycmld have been cal%/mltte%m\nsllﬁlﬁeold—
fashioned tectics. Mr. Schweitzer contends,
for instance, that Mr. Shanklin ocould have
e A
or -store in © is
purchases to someone ele"s aredit card



Introduced: 1/16/84

Referred: Judiciary and Finance
BY HAYES, BARNES, LISKA
IN THE HOUSE AND FURNACE
HOUSE BILL NO. 520
IN THE LEGISLATURE OF THE STATE OF ALASKA
THIRTEENTH LEGISLATURE - SECOND SESSION
A BILL
For an Act entitled: "An Act relating to criminal use of a computer.”
BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:
* Section 1. AS 11.46 is amended by adding a new section to read:

Sec. 11.46.575. CRIMINAL USE OF COMPUTER. (a) A person commits
the offense of criminal use of a computer if the person knowingly
accesses or Causes to be accessed a computer system or computer net-
work for the purpose of

(1) devising or executing a scheme with the intent to
deceive or defraud another person;

(2) obtaining money, property, or services with the intent
to deceive or defraud another person;

(3) obtaining information with no legal right to do so
concerning the credit information of a person;

(4) introducing false information into a computer system or
computer network with no legal right to do so and with the intent to

damage or enhance the credit rating of a person; or

(5) altering, deleting, damaging, or destroying a computer

system, computer network, computer program, or data with no
right to do so.

(b) Criminal use of a computer is a class C felony.

(c) In this section

(1) "access" means to instruct, communicate with,

legal

store

data in, or retrieve data from a computer system or computer network;

(2) "computer network"”™ means an interconnection of

two or
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using electronic or magnetic impulses, and includes all input,

processing, storage, computer software, and
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(5) "di»ta" means a representation
ledge, facts, concepts, or instructions, that
have been prepared in a formalized manner and

a computer system or computer network.
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Offered: 2/2/84
Referred: Finance
Original sponsors: Hayes, Barnes,

Liska and Furnace

IN THE HOUSE
CS FOR HOUSE BILL NO. 520
IN THE LEGISLATURE OF THE STATE

THIRTEENTH LEGISLATURE -

1§
A BILL
For an Act entitled: "An Act relating to criminal
BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF

* Section 1. AS 11.46 is amended by adding a

BY THE JUDICIARY COMMITTEE

(Judiciary)

OF ALASKA

SECOND SESSION

use of a computer.”

ALASKA:
read:

new section to

Sec. 11.46.575. CRIMINAL USE OF COMPUTER. (a) A person commits
the offense of criminal use of a computer if the perso”. knowingly
accesses or causes to be accessed a computer system or computer net-
work with the intent to

(1) devise or execute a scheme to deceive or defraud
another person;

(2) obtain money, property, or services to deceive or
defraud another person;

(3) with no legal right to do so, obtain information con-
cerning a person;

(4) with no legal right to do so, introduce false informa-
tion into a computer system or computer network with the intent to
damage or enhance the data record of a person; or

(5) with no legal right to do so, alter, delete, damage, or
destroy a computer system, computer network, computer program, or
data.

(b) Criminal use of a computer is a class C felony.

(c) In this section

(1) "access" means to instruct, communicate with, store
data in, or retrieve data from a computer system or computer network;

(2) "computer network" means an interconnection of two or

-1- CSHB 520(Jud)
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more computer systems;
(3) "computer program" means an ordered set of data repre-
senting coded instructions or statements that, when executed by a

computer system, cause the computer system to process data;

(4) "computer system"™ means an electronic device or collec-
tion of devices that perform logical, arithmetic, and memory functions
using electronic or magnetic impulses, and includes all input, output,
processing, storage, computer software, and communication facilities

that are connected or related to a C /ntputer or computer network;

(5) "data" means a representation of information, know -
ledge, facts, concepts, or instructions, that are being prepared or
have been prepared in a formalized manner and are intended for use in

a computer system or computer network.

CSHB 520 (Jud) -2 -
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XU THE HOUSE BY THE FINANCE COMMTTEE

CS FOR HOUSE BILL KO. 524 (Finance)
IH THE LEGISLATURE OF THE STATE OF ALASKA
THIRTEENTH LEGISLATURE - SECOND SESSION
A BILL

For an Act entitled: "An Act relating to the constitutional spending

limit* and providing for an effective date*'

BE IT EKACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

*

*

Section 1. AS 37.07 is amended by adding a new section to read:

Sec. 37.07.075. ADJUSTMENT OF APPROPRIATION LIMIT BASE. (a)
The appropriation limit of $2,500,000*000 established art. IX, sec.
16 of the state constitution shall be cumulatively adjusted annually
through the end of the preceding fiscal year by tbe office by the
product of the following rates:

(1) the percentage annual rate of chango, during the fiscal
year two years preceding each fiscal year, in the consumer price indes
for all wurban consumers for the Anchorage Metropolitan Area as
published by the Bureau of Labor Statistics of the United States
Department of Labor: and

(2) the percentage continuously compounded annual rate of
change in estimated population as established by the United States
Census Bureau fox the period between the previous two decennial cen-
suses.

(o> The baBC date for determining changes in population and
inflation tinder (a) of this section is July 1, 1981.

(c) In this section "population” means total resident population
of the state computed under the method of computation used in the most
recent federal decennial census.

Sec. 2. This Act takes effect immediately in accordance with
-1 CSHB 524(Fin)
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STATE OF ALASKA 1984 LEGISLATIVE SESSION
FISCAL NOTE

IRevision Date:

REQUEST FISCAL DETAIL
Bill/Resolution No.Q~IB524- Agency Affected: Office of the Governor
Title: ar poia+ , g Program Category Affected: Management & Budget

Constitutional Spqnding Limit - - - - - - —
Sponsor: Adams r w‘-ri € n”*hi-ing BRU, Program or Subprogram!s) Affected:

Requestor:

Date of Request:

EXPENDITURES/REVENUES:  (Thousands of Dollars)
FY 84 FY 85 FY 86" FYy 87 FY 88 FY 89

OPERATING
100 PERSONAL SERVICES
200 TRAVEL
300 CONTRACTUAL
400 SUPPLIES
500 EQUIPMENT
600 LAND & STRUCTURES
700 GRANTS, CLAIMS

800 MISCELLANEOUS

TOTAL OPERATING -n-
1 CAPITAL 1 1 n 1 1 i 1
E REVENUE

FUNDING:  (Thousands of Pol ars)

GENERAL FUND
FEDERAL FUNDS
OTHER

TOTAL -0 -

POSITIONS:

FULL-TIME
PART-TIME

TEMPORARY

SOURCE OF FUNDS TO OFFSET FISCAL IMPACT OF BILL:

This Bill will not result in increased revenues or expenditures.

ANALYSIS: Attach a separate page for analysis

Prepared al PEMAT - Phone : _~"£5_32n
Division: fod (G Date:_ 1/27/84
Approved by Commissioner: Date:

Agency:

Distribution (by Agency preparing fiscal note):
Legislative Finance
Legislative Sponsor
Requestor
Office of Management and Budget
Impacted Agency(ies) 12/1/83
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LETTER OF INTENT FOR CSHB 524 (FINANCE)

It is the intent of the Legislature that for the purposes
of calculating the spending limit in HB 524 the following
equation be used:

Base x (1 + rate of growth in population) x (1 + inflation
adjustment) = Limit

The base is $2,500,000 for fiscal year 1982. For each
succeeding fiscal year the base shall be adjusted by the
rate of change in population and the Anchorage Consumer
Price Index-Urban (CPI-U).

The rate of change in population shall be calculated as
the continuously compounded annual rate of change between
1970 and 1980 (April 1) estimates of population
established by the U.S. Census Bureau in their decennial
censuses. For example, the rate of change for the 1980 %
is computed as follows:

t
Population ~gg = Population Ang*er

Rate of change = r = Ln (population 1980/population 1970
t
Rate of change = .0284 = Ln (401851/302583
10

The rate of change in the Anchorage CPI-U computed as the
July to July change in the index as published in the U.S.
Department of Labor, Bureau of Labor Statistics.
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House of Representatives

Al Adanms
Chairman
Committee on Finance

February 6, 1984

TO: Members of the House Finance Committee
FROM: Representative Al Adams”K
RE: Proposed Letter of Intent for CSHB 524

LETTER OF INTENT CSHB 524 (Fin)

WHILE IN SESSION
Pouch V
State Capitol
Juneau, Alaska 99811
(907) 465-3706

OUT OF SESSION
P.0. Box 333
Kotzebue, Alaska 99752
(07) 442-3320
1024 W. 6th
Anchorage, Alaska 99501
(Q7) 2740615

It is the intent of the Legislature that for the purposes of
calculating the spending limit in HB 524 the following

equation be used:

Base x (1 + rate of growth in population) x (1 +

adjustment) = Limit

The base i1s $2,500,000 for fiscal year 1982.

inflation

For each

succeeding fiscal year the base shall be adjusted by the
rate of change in population and the Anchorage Consumer

Price Index-Urban (CPI-U).

The rate of change 1in population shall be calculated as the
continuously compounded annual rate of change between 1970
and 1980 (April 1) estimates of population established by

the U.S. Census Bureau in their decennial censuses.

For

example, the rate of change for the 1980"s 1is computed as

follows:

Population 1980 = Population 1g70%* et

Rate of change

.0284 = Ln (401851/302583)
10

Rate of change

r = Ln (population 1980/population 1970 or
t

The rate of change in the Anchorage CPI-U computed as the July to

July change 1in the index as published in the
Labor, Bureau of Labor Statistics.

Department of



THE LEGISLATURE

BUOCETM AQir COMTTtE
MEMORANDUM
DATE: January 26, 1984
TO: Honorable Al Adams, Chairman

House Finance Committee

FROM: P.S. Dhillon, Economist n
Legislative Finance Division

SUBJ: HB 524 - Constitutional Appropriation Limit
Article 1IX, Section 16 of the State®s Constitution reads, in part, as
follows: " . . . appropriations from the treasury made for a fiscal

year shall not exceed $2,500,000 by more than the cumulative change,
derived from federal indices as prescribed by law, in population and
inflation since July 1, 1981." As required by this constitutional
amendment, the purpose of HB 524 is to prescribe the federal indices to
be used for population and inflation adjustments. In addition, HB 524
also clarifies three other ambiguities relating to the calculation of
the appropriations limit:

1. Number of years of adjustment. It is not clear from the language
of the amendment whether the population and inflation adjustments
are to be made to the beginning or the end of the fiscal year to
which the limit applies. For example, 1in order to calculate the
limit for FY 85, is there to be a three year or a four year
adjustment? This ambiguity arises because it is not clear whether
$2.5 billion was intended to be the limit for FY 82, or, whether it
was the base to which population and inflation adjustments were to
be made to arrive at the limit for FY 82. HB 524 assumes the
former interpretation and stipulates (line 13) that the adjustments
should be made to the beginning of the fiscal year (or end of
preceding fiscal year).

2. Additive or Multiplicative adjustments. The application of the
adjustments to the base could be either additive or multiplicative:

Additive: Limit = Base x (population adj. + inflation adj.)
Multiplicative: Limit = Base x (population adj. x inflation adj.)

The language in the constitutional amendment does not address this
question. HB 524 specifies (line 13-14) that the additive formula
be used. On the other hand, O0.M.B. has used the multiplicative
equation in their calculations (FY 85 Executive Budget, page 11).
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The additive formula will always result in a lower limit when both
population growth and inflation are positive. In the long run
there may be a substantial difference between the limits calculated
under the two formulae.

3. Absence of data. The two indices prescribed by HB 524 are known
six months prior to the time the Executive Budget comes up for
consideration each January. This avoids the use of projections
which are frequently subject to debate, disagreement, and possible
revisions.

The two indices prescribed by HB 524 are the Anchorage CPI-U, and the
trend between the two previous decennial censuses. Aside from being
“"federal indices"™ as required by the constitutional amendment, there
appears to be a relatively high degree of public familiarity with them.
The following is a discussion of the relative merits and demerits of
these and alternative indices which have received consideration.

Inflation Indices

For inflation indices the field can be narrowed down to two: the
Anchorage CPI-U which is released bi-monthly by the U. S. Department of
Labor, Bureau of Labor Statistics; and, Implicit Price Deflators for the
State and Local Government Purchases of Goods and Services (Gov ™.
Purchases), published in the Survey of Current Business, U. S. Depart—
ment of Commerce, Bureau of Economic Analysis. In comparing these two
indices the following should be noted:

1. Public familiarity with, and understanding of, the Anchorage CPI-U
is far greater than with the Gov ™. Purchases index. It is safe to
say that public perce: tion of inflation is more closely linked with
the CPI than with any other index. On the other hand, the use of
an unfamiliar and relatively unknown index may raise questions
about public credibility and perceived manipulation.

2. The Gov . Purchases index is a nationwide Index based on purchases
of goods and services by state and local governments in the entire
country. The weight afforded to Alaska in the construction such an

index is likely to be very small compared to, say, California.
Consequently, trends and events in Alaska are not likely to be
fully captured by this index. The Anchorage CPI-U would tend to be
more responsive to local business and economic conditions. The
bush and other cities in the State are not taken into account in
the Anchorage CPI-U, but there 1is at least a partial recognition of
the fact that the social, economic and business environment in
AlasVia is significantly different from that in the Lower 48.

3. There is a precedence for the use of the Anchorage CPI-U in
Alaska = Statutes (e.g., Alaska Exemptions Act, AS 9.38.115; Alaska
Business Corporations Act, AS 10.05.773) and in labor contracts
within the State. The national CPI-U is also extensively used at
the federal level (e.g., the Economic Recovery Tax Act of 1981
requires use of the CPI-U for escalation of income tax brackets and
personal exemption amounts). It is not known whether the Gov't.
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Purchases index has been previously used in state or federal laws
or in contracting.

4. The CPI measures the price of a bundle of goods which a typical
consumer buys in the market. This is not the same mix of goods and
services that government spending is aimed at. The Gov"t.
Purchases index would more accurately reflect price changes for
items typically purchased by state and local governments. However,
to the extent that government compensation of employees is linked
to the CPI, the Gov~t. Purchases index does indirectly incorporate
elements of the CPlI . For items other than employee compensation,
it may be argued that the expenditures incurred by the state and
local governments in Alaska are somewhat different from those in
the Lower 48, e.g., we do not have the massive rapid transit
systems of New York or Chicago, or the water projects of Southern
California. The use of a nationwide Gov"t. Purchases index may
thus be 1inappropriate.

5. In January 1983 there was a change in the methodology used by the
Bureau of Labor Statistics in measuring the homeownership component
of the CPI-U at both the national and regional level. The result
of this change was to make the Anchorage CPI-U a more accurate

measure of inflation. However, due to this change in methodology,
the Anchorage CPI-U index in 1982 is not, strictly speaking,
comparable with the index in 1983. It is not possible to isolate

or quantify the effect of the change in definition; however, it may
be noted that the Anchorage CPI-W (Urban Wage Earners and Clerical
Workers), which did not undergo a change in definition, moved 1in
the same manner (direction and magnitude) as the Anchorage CPI-U
during 1982 and 1983. This suggests that the effect of the
definitional change in the Anchorage CPI-U was not very

significant.

6. Point-to-point changes in the index can be more readily calculated
with the Anchorage CPI-U than with the Gov"t. Purchases index.
This is because the Anchorage CPI-U is a point estimate for a
particular month. The Gov"t. Purchases 1index, on the other hand,
is a quarterly index and it is difficult to determine its level
during a specific month.

7. The Anchorage CPI-U is generally not subject to revision. The
Gov"t. Purchases index is first published as a preliminary index
and subsequently revised.

Population Indices

There are three population indices that could be used in calculating the
appropriations limit: the trend in population for the period between
the two previous decennial censuses; the annual estimate of population
produced by the U.S. Bureau of the Census; and, annual estimates of
population produced by the Alaska Department of Labor (ADOL).

The major advantage of using the trend between two decennial censuses is
that the population adjustment would be known ahead of time for an
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entire decade and, hence, facilitate better”~budgeting and planning. The
trend is also easy to derive and understand . The census numbers
themselves are likely to be accurate (the censuses are enumerations
rather than estimates) and objective (the censuses are constitutionally
mandated) . However, the trend is a poor predictor of short term
fluctuations in population. For example, the yearly population growth
rate between the 1970 and 1980 censuses is about half of the growth
rate in the period 1981 and 1982 as estimated by ADOL. The trend
between the censuses is a much better predictor for long run population
changes. For example, the trend between the 1960 and 1970 censuses 1is
2.91%, while between the 1970 and 1980 censuses it is 2.84%.

The annual population estimates provided by the U.S. Bureau of the
Census and by ADOL are both better estimates of the population at any
given time than the trend between the censuses. In other words, both
these estimates are more responsive tc short-term demographic
fluctuaticns. However, the annual estimates are subject to revisions
which raises the issue of whether or not the appropriations limit must
then be revised. The annual estimates of the U.S. Bureau of Census are
produced for the specific purpose of allocating funds under federal
revenue sharing programs. Changes in, or elimination of, these programs
may lead to changes in, or elimination of, the population estimates.
Annual population estimates of ADOL, although certified by the federal
government, may not meet the "federal indices”™ criteria required by the
constitutional amendment. In addition, ADOL population estimates 1in the
past have been erratic in both accuracy and schedule.
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FOOTNOTES;

1. The weight of employee compensation in the Gov"t. Purchases index
is 58%; the remaining 42% is the weight for durables, non-durables,
services and structures.

2. The trend may be calculated in three different ways. The
continuously compounded rate of change is the most appropriate
method because it recognizes that population is a continuously
changing phenomenon. The other methods implicitly assume that
population is constant for a year and then suddenly increases or
decreases every January 1st.

3. It should be noted that there was widespread feeling amongst
communities in Alaska and elsewhere that the 1980 federal census
underestimated their population. However, appeals and/or court
litigation has not so far resulted in a revision of any of the
census numbers.

4. The continuously compounded rate of change.



AHENDHEN /
Offered in the HOUSE By : JUDICIARY
To: __ HOUSE BILL No. . 4
i/ SENATE BILL No. e
: 1 . 13 s
- PR R4 -
..03_?&.1 01 . .' ® &
G0 ;o T
DELETE: 45m9 .y
S - NW:
INSERT: roduct
P ]k 1 %
B S
Do & % A/
N P "o\
.:.. V [ ) .: .". e
"ipvA P' . I | w.ory
] o
I cy .
I_a-p



M EMORANDUWM State of Alaska

to: Gordon S. Harrison oare. February 4, 1984
Associate Director L% A
FILE NO: 848_3

TELEPHONE NO: 465_3568

*3

from: Thomas P. Chester"Tt- sussecr. opending Limit/HB 524:
Principal Analyst Amended
b | H - |
o« inn n m ' ) LR W
._pb - : - ® ® - . _'_V_ -
82 $2,500 * ,
e vrT 83 2,770 = $2,500 X a + .02837) X (1 + .07750)
84 3,051 = 2,700 X a + .02337) X (1 + .07111)
SRy 85 3,164 = 3,051 X a + .02837) X (1 + .00835)
imby- 3/ R %
by p-y Rounded to nearest million.
-1 Rate of population change. TN
- Rate of inflation. -
v Il
Estimation of rate of population change (lines 20 - 23)
N- - L2 - L d
f .028317 = 1/10 X In (401,851/302,583)
Estimation of rate of inflation (lines 15 - 19)
Month Year CPI-U Rate of Change
Il <
y July 80 228.4
® July = 81 246.1 (246.1/228.4) -1 = .07750
: July 82 263.6 (263.6/246.1) -1 = .07111
.-\sp . July 83 265.8 (265.8/263.6) -1 = .00835 . e
I
.., t" m[n & &, V e,
A¥tachment
\A-trv .

cc: The Honorable Al Adams

02001AIPev. 10179)



TO: Honorable Al Adams, Chairman
House Finance Committee

FROM: P.S. Dhillon, Economist
Legislative Finance Division

DATE: January 31, 1984

SUBJECT: CSHB 524 (Jud) - Constitutional Appropriation Limit

The amendment to HB 524 adopted by the House Judiciary
Committee substitutes the word "product™ for "sum"™ on line 13.
As a result, the multiplicative formula must be used in calculating
the limit instead of the additive formula. A comparison of the
dollar impact of this change is as follows (in $ millions):

CSHB 524 HB 524
Multiplicative Additive2 Difference
[€)) @ @ - @
FY 82 2500.0 2500.0 0
FY 83 2770.3 2764 .7 5.6
FY 84 3051.5 3039.8 11.7
FY 85 31*54.2 3151.4 12.8

Assuming a 5.0 percent inflation adjustment and a 2.84
percent population adjustment for the period FY 86 through FY 90,
the multiplicative formula results in a limit for FY 90 which 1is
$49.2 million higher than the additive formula.



MEMORANDUM
January 31, 1984

Re:
Page

CS
2

HB 524 (Jud) - cConstitutional Appropriation Limit

*"The limit under CSHB 524, using the multiplicative formula,
is calculated as follows:

2The

FY
FY
FY
FY

82  2500.0

83  2770.,3  2500.0 x (1+0.0284) x (1+0.0775)
84  30y*1.5 2770.3 x (1+0.0284) x (1+0.0711)
85  3164.2  3051.5 x (1+0.0284) x (1+0.0083)

mit under HB 524 using the additive formula is calculated

as follows:

NOTE:

FY
FY
FY
FY

82  :2500.0

83 :2764.7 = 2500.0x [(1+ (0.0284 + 0.0775)]
84 :3039.8 = 2764.7x [(1+ (0.0284 + 0.0711)]
85 :3151.4 = 3039.8x [(1+(0.0284 + 0.0083)]

The population adjustment (2.84%) 1is the continuously
compounded rate of change between the 1970 and 1980
decennial census population estimates. The inflation
adjustment 1is the July to July change in the
Anchorage CPI-U.



M EMORANDUM State of Alaska

T0:

FROM:

John Shively,Chief of Staff sate: January 4, 1984
Office of the Governor

FILENo: 84B-1
TELEPHONE No: 465-3568

Gordon S.Harrison sujece:Appropriation Limit
Associate Director
Office of Management and Budget

This memorandum discusses the complexities of interpreting the
State"s constitutional limit on appropriations (Article IX,
Section 16). It recommends an explicit method of calculating
the limit. This method would be used to calculate the limit
for fiscal year 1985 and subsequent years as well, provided
legislation is not enacted which specifies a different method.
Dr. Tom Chester of this office has provided much of the back—
ground information in this memo, and he has made the actual
mathematical computations.

The constitutional language that creates a problem of interpre—
tation is "appropriations . . . shall not exceed $2,500,000,000
by more than the cumulative change, derived from federal

indices as prescribed by law, in population and inflation since
July 1, 1981." The Legislature has not passed a law prescrib—
ing which Federal indices are to be used and how. Several
major ambiguities, complications and issues stand in the \ray of
an easy, straightforward interpretation of this language.

These are discussed below, and a recommended approach to each
of them is suggested.

Period of Adjustment to Base

4
The law states that the limit of $2.5 billion is to be adjusted
for the cumulative change in population and inflation since
July 1, 1981. Does this mean that $2.5 billion is the limit
for fiscal year 1982 (July 1, 1981 June 30, 1982) or that it
is the base for calculating the limit for FY 82? In other
words, should the adjustment for population and inflation be
made to the beginning of the fiscal year to which it applies,
or through the end of it? The longer the period of time for
which eidjustments are made, the higher the allowable
appropriations will be in future years.

The intent of the limit is to permit per capita spending levels
to remain constant over time. In my opinion the adjustment
should include the year in which the spending is to take place,
so the population growth and inflation that occurs during that
year does- not result in an actual decrease of government
services in per capita terms. The only contrary argument | see
is simply that making the adjustment through the end of the
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fiscal year may give the appearance to some that the Governor
and Legislature are manipulating the law to give them a higher,
less restrictive limit. To avoid the appearance of any trick—
ery in this sensitive matter, | suggest that the adjustment for
population and inflation be made only to the beginning of the
fiscal year.

Indices

The most complex question in interpreting the appropriation
limitation language is which index of the many available should
be used for making adjustments to the $2.5 billion base for
population and inflationary changes.

Population

Table 1 presents population information for Alaska. This
information suggests three plausible measures of population
growth that could be used for purposes of interpreting the
spending limit: (1) the average annual population growth that
occurred during the decade 1970-1980; (2) population change
based on current estimates by the Alaska Department of Labor
(ADOL); (@) population change based on current estimates by the
U.S. Census Bureau (published by the Bureau of Economic
Analysis [BEA]). :

TABLE 1

Various Population Measures for Alaska

Population Estimate

Population Alaska U.S. Census
Year Census DOL (% change) Bureau (% change)
1970 308,500.0
1980 q<419,700.0
1981 435,000.0 416,000.0
1982 461,000.0 (5.98) 443,000.0 (6.49)
1983 - N/A n/A =

The advantage ofusing the 1970-1980 annual rate of -changel is
that the numbers arebased on the Federal decennial® -census and
are not now subject to significant revision. Also, derivation
of the number is simple and easy for people to understand. The
disadvantage of this number, on the other hand, 1is that it may
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not reflect actual population changes that are occurring in the
1980s. As a result, it may overstate or understate current
growth.

The Alaska Department of Labor, Research and Analysis Section,
makes population estimates of Alaska for purposes of Federal
programs. The estimates are derived from methods approved by
the U.S. Census Bureau, which certifies the State numbers.
Because of this link with U.S. standards and estimating method—
ology, 1 believe the State estimates of population change could
satisfy the constitutional requirement that the adjustment
factors be "derived from federal indices.”™ However, recent
departmental changes have undermined the ability of the State
to make timely and accurate population estimates. The profes—
sional demographer employed by the Department of Labor recently
resigned, and no replacement has been hired at this tinme.

Also, a reorganization within the Department of Health and
Social Services has reduced the ability of the Department to
make vital statistics available in a timely fashion to the
Department of Labor. These statistics are necessary for
estimating the natural increase component of population growth.
As a result >f this situation, and because we would need to
stretch somewhat the phrase "federal indices®"1 to use the State
population estimates, x suggest that Federally-published
estimates of population change be used.

Federal population estimates for 19G1 and 1982 are shown in
Table 1. While the Federal estimates are lower than the State
estimates, and presumably less accurate, the Federal rate of
change between 1981 and 1982 is somewhat higher. For purposes
of calculating an appropriation limit, changes between July 1
and July 1 of each year should be used.

Inflation B

Several different indices of inflation could plausibly be used
for calculating the constitutional limit for a particular
fiscal year. Most commonly discussed are the Federal consumer
price indices. Currently the Bureau of Labor Statistics (BLS),
U.S. Department of Labor, produces two basic consumer price
indices: the All Urban Consumers (CPI-U) and the Urban Wage
Earners and Clerical Workers (CPI-W). CPI-U is a more inclu—
sive definition. CPE-W primarily measures changes in prices of
goods typically purchased by urban workers while CPI-U measures
changes in price of items typically bought by all urban dwell-.
>ars irrespective of their attachment to the labor force. CPIl-u
covers approximately twice as many persons and in general
produces an inflation rate higher than that for CPI-W.

BLS produces an Anchorage CPI-U and CPI-W. While the cost of
living in Anchorage 1is higher than the U.S. average, the CPI
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indices are higher than the national CPI indices. However/ the
rate of change in cost of living (inflation) 1is lower in
Anchorage than in the U.S. because economies of scale are being

realized in the transportation and distribution of goods. It
is not known to what extent the Anchorage CPI indices reflect
statevride changes. Inflationary change may be slower in

Anchorage vhan the U.S. average, but that may not be so in
Juneau or the bush where many government services are provided.

One serious drawback to using the consumer price indices is a
change made by2the BIS in measuring the shelter component of
these 1indices. This change creates an inconsistency in the
series from July 1, 1981 to the present, with the result that
the published inflation rate takes a significant dip in 1983.
The effect of this change is especially dramatic in the Anchor—
age consumer price indices because of a related change made 1in
measuring housing costs.

The major problem with the CPl series for our purposes, how—
ever, 1Is that i1t measures changes in the cost of a market
basket of goods purchased by consumers, not of goods and
services purchased by the State government.

There i1s a Federally-computed inflation index for the cost of
services provided by state and local governments. The govern—
ment purchase index is published monthly by the Bureau of
Economic Analysis in a publication titled Current Business
Trends. Even though this is a measure of price changes at the
national level, the government purchase index seems to be the
most logical for our purposes. I recommend that we adopt this
index, using the annual point-to-point percentage change
between July 1 and July 1 of each year.

Table 2 presents rates of change measured by the various
indices. The low rates shown for the Anchorage CPl series in
1983 reflect the problem of definitional change discussed
above.
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TABLE 2
Various Rates of Inflation

Fiscal Year

Rate of Change 1980 1981 1982 1983
U.S.A. *
CPI-U 13.20 10.73 7.7 2.43
CPI-W 13.47 10.25 6.29 2.19
Government Purchase Index 9.77 5.70 6.81 6.34
Anchorage
CPI-U 10.10 7.75 7.11 .83
CPI-W 8.91 7.52 7.2 -.62

Due to change in definition of shelter component.

Estimating in the Absence of Data

Calculation of the appropriation limit requires a value for
population and inflationary change that is not available at the
time it is needed. Note in Table 1 that population estimates
are not yet available for 1983. We actually need an estimate
of population change for 6 months in the future (to July 1,
1984) to calculate an FY 85 limit. While the publication of
inflation indices does not lag as much as the publication of
population figures, the problem still exists. There are
several options for obtaining the missing data; among them are
the purchase of an estimate from a national economic fore—
casting firm, and the production of an estimate in-house by OMB
with an econometric model. Our recommendation, however, is to
cimply use for the missing number the trend since July 1, 1981.
That 1is, the average of the annual point-to-point changes since
July 1, 1981 becomes the missing value. This approach has the
advantage of not being subject to manipulation. To avoid the
erosion of public credibility, it is important that the Gover—
nor and Legislature use a method which is easily understood and
reproducible by everyone.

Revised Indxces
Federal indices of population and inflation are subject to

revision by the agency that issues them. This is because the
figures they release are typically based on survey data, and
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additional information invariably becomes available, or new
benchmarks are used, or errors are discovered, etc. For
purposes of computing the spending limit, the most current
published estimate available should be used, and a mid-year
adjustment in the spending limit should not be made even if
revised indices are 1issued.

FY 84 Precedent

When the Sheffield Administration took office in December,

1982, former Governor Hammond®s administration had prepared an
executive budget for FY 84. This executive budget contained a
spending limit calculation of $2.98 billion. The only written
explanation of this number is a footnote on page 3 of the
Executive Budget Book that states "...according to the spending
limit, the FY 84 budget ceiling could exceed the FY 82 figure
of $2.5 billion by the estimated rate of inflation and popula—
tion growth. For FY 83 our estimate is 10%, hence the FY 83
base i1s $2,750.0. The $2.98 billion limit for FY 84 is esti—
mated to be 8.4% over the FY 83 base level."™ Since there 1is no
explanation of the assumptions or method used, I do not see why
this Administration is bound by whatever those may have been,
nor bound to $2.98 billion as a base for calculating the FY 85
limit. It seems to me that Governor Sheffield and the Legis—
lature may adopt a method that best comports with the intent of
che law and with logic, even if the method produces a different
number 1ifrom that used in FY 1984.

Appropriation Limit Options

From the foregoing discussion it should be clear that there are
theoretically a large number of possible limit calculations.
This section presents several options that suggest the range of
possible outcomes. It also includes the recommended calcu—
lation, which is Option 4. In accord with our earlier recom—
mendation regarding the period of adjustment to the base, all
of the options shown here assume that the adjustment for
population and inflation are made for three years rather than *
four. A fourth year of adjustments would add approximately
$250 million to the numbers shown. The options are:

Option 1 = ADOL Population and Alaska CPI-U

Option 2 = ADOL Population and Government Services
Option 3 = BLS Population and Alaska CPI-U

Option 4 = BLS Population and Government Services
Option 5 = Census* Population anfl Alaska cpJ..D

Option 6 Census population and Government Services

*

1970-1980 compound average
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The appropriation limits that result from these options are:

FY Ootion 1 Ootion 2 Option 3 Option 4 Option 5 Option

84 3.041 - 3.199 3.062 3.220 2.871 3.020
85 3.356 3.618 3.390 3.654 3.079 3.319
86 3.704 4.092 3.753 4.147 3.301 3.648
87 4.087 4.630 4.156 4.707 3.539 4.010
88 4.509 5.238 4.602 5.343 3.795 4.406

We have analyzed these spending limits in terms of maximum
allowable appropriations and available revenue, and the results
of that analysis are available. However, the focus of this
memo has been the methodological issues surrounding the
calculation of a limit.

GSH/mm
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FOOTNOTES

1. This change can be expressed, and calculated, in three
ways: as one-tenth the decennial change? as the continuous
annual change? and as the compound annual change. The
latter (3.126%) 1is the best measure for the purposes at
hand.

One-tenth the decennial change: (419,700 1) A AnAr.
(308,500 _1) /10 =~ 3*6045

Continuous annual change: = pi970E = 3*07P2

Annual compound change: Pig8o0 = ~l+r~tpi970 = 3*1260

2. The change involved a measure of shelter from the cost of
mortgages and the selling price of homes to the cost of
rental units.

3. In Anchorage, the BLS began for the first time in 1983 to
measure Anchorage costs. Prior to this, they simply used
the costs of housing in west coast cities of a size similar
to Anchorage. In describing the effect of the new measure,
the Alaska Department of Labor has written:

From January to July of this year the Anchorage
Consumer Price Index registered increases below
historical levels. During the last five months,
the index"s over-the-year change did not exceed 1%
and, in fact, fell in May. This decline 1in
inflation is misleading because of methodology
changes causing inconsistency between 1983 and
1982 data. Because of this the BLS has
recommended that in the short term, users of the
CPl1 use either 1) & 12 month annual average, or 2)
the U.S. rate? or 3) compare 1983 data only.
Looking at the Anchorage CPI this way the index
has risen 3.2% from January through July. If the
CP1 continues this same trend it will increase
between 5.0% and 6.0% for the 1983 average.

(Alaska Economic Trends, Alaska Department of Labor, November
1983, p. 13.)

Why was the change made? The Commissioner of the U.S. Depart—
ment of Labor provides the following reasons. First, the
former method combined investment and consumption effects upon
price. The new approach is an attempt to measure only the
changing cost of consumption. Second, the old method was based
upon the assumption of a fixed rate mortgage. Recently, a
variety of alternatives to a fixed rate mortgage have become
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available. The former method did not take them into account.
Third, the appearance of seller financing distorted the measure
since there is no accurate way to detect it. Finally, the
Federal Government will be using the index, starting in 1985,
to index tax brackets. Thus, the most accurate index possible
is desired.
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Spending Limit/HB 524

Adoption of HB 524 will result }n the following spending limits:

Fiscal Year

82
83
84
85

o a
Limit
- "Tw -"
i - -
$2,500

2,765
3,040
3,151

Prior Linmit

$2,500
2,765
3,040

A Rounded to nearest million.
-j Rate of population change.

— Rate of

inflation.

Estimation of rate of population change

.02837 =

Estimation of rate of

Month

July

July

July

July e
mm

Attachment

1/10 X In (401,851/302,583)

80
81
82
83

Year CPI-U

228 .4
246.1
263.6
265.8

inflation

X

Rate of Chancre

(R1 +  R2 sJ)

(1 + .02837 + .07750)
(1 + .02837 + -.07111)
(1 + .02837 + .00835)

(lines 20 - 23)

(246.1/228.4) -

(263.6/246.1)
(265.8/263.6)

cc: "fhe Honorable Al Adams

(lines 15 - 19)

.07750
.07111

1
1
1 .00835
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Adams,
e Finance Committee

Mike Greany, Directoi
Legislative Finance Division
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SUBJ: Spending Limit

Legislative Finance Division CP-S. Dhillon) has reviewed
your draft legislation for the spending limit.

This is to confirm that it produces precisely the same
spending limit as SB 326 (5Frguson): $3151.% for FY 85.%*
VV o * o > T e . * 4 * ’ .

The only difference between the two versions 1is that your"s
removes unnecessary language 1in Section 1(2).

£

Limit ($ Millions)

FY 82 $2500.0

FY 33 $2764.7 $2500.0 X  (1+ (0.0284 + 0.0775))
FY 84 $3039.8 $2764.7 X  (1+ (0.0284 + 0.0711))
FY 85 $3151.4 $3039.3 X  (1+ (0.0284 + 0.0083))



