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( a )  A  p e r  s o t  e b o n i t e  t h e  c r i m e  o f  c r i m i n a l  m i s c h i e f  i n  t h e  t h i r d

d e g r e e  i f ,  h a v i n g  n o  r i g h t  t o  d o  s o  o r  a n y  r e a s o n a b l e  g r o u n d  t o
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b e l i e v e  t h e  p e r s o n  h a s  s u c h  a  r i g h t

; < : ( ! )  w i t h  i n t e n t  t o  d a m a g e  p r o p e r t y  o f  a n o t h e r ,  t h e  p e r s o n

d a m a g e s  p r o p e r t y  o f  a n o t h e r  i n  a n  a m o u n t  o f  $ 5 0  o r  m o r e  b u t  l e s s  t h a n
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v e h i c l e  o f  a n o t h e r )  /



( 5 )  t h e  p e r s o n  k n o w i n g l y  a c c e s s e s  a  c o m p u t e r , ; c o m p u t e r

s y s t e m ,  c o m p u t e r  n e t w o r k .  o r  a n y  p a r t  o f  a  c o m p u t e r  s y s t m  o r n c t w o r k ,
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t h e  o f f e n s e  o f  c r i m i n a l  n e e  o f  a  c o m p u t e r  i f ,  h a v i n g  n o  r i g h t  t o  d o  s o

: o r  a n y  r e a s o n a b l e  g r o u n d  t o  b e l i e v e  t h e  p e r s o n  h a s  s u c h  a  r i g h t  p t h e  

: f t f t ^ f t  p e r s o n  k n o w i n g l y  a c c e s s e s  o r  c a u s e s  t o  b e  a c c e s s e d  a  c o m p u t e r ,  c o m ­

p u t e r  s y s t e m ,  c o m p u t e r  n e t w o r k ,  o r  a n y  p a r t  o f  a  c o m p u t e r  s y s t e m  o r  

n e t w o r k ,  a n d  a s  a  r e s u l t  o f  t h a t  a c c e s s

^ ( l > .  o b t a i n s  I n f o r m a t i o n  c o n c e r n i n g  a  p e r s o n s  o r
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s y s t e m ,  o r  c o m p u t e r  n e t w o r k  w i t h  t h e  i n t e n t  t o  d a m a g e  o r  e n h a n c e  t h e
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< b )  C r i m l n u l  u s e  o f  a  c o m p u t e r  i s  a  c l a s s  C  f e l o n y  
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e l e c t r o n i c  o r  m a g n e t i c  i m p u l s e s ,  a n d  i n c l u d e s  a l l  i n p u t ,  o u t p u t ,
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b y  m i c r o w a v e  o r  o t h e r  m e a n s  o f  e l e c t r o n i c  c o m m u n i c a t i o n ,  o f  t w o  o r
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l e d g e ,  f a c t s ,  c o n c e p t s ,  o r  i n s t r u c t i o n s ,  t h a t  i s  b e i n g  p r e p a r e d  o r  h a s  

b e e n  p r e p a r e d  i n  a  f o r m a l i s e d  m a n n e r  a n d  i s  u s e d  o r  i n t e n d e d  f o r  u s e  

i n  a  c o m p u t e r ,  c o m p u t e r  s y s t e m ,  o r  c o m p u t e r  n e t w o r k .
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F i s c a l  M o t e  F e b r u a r y  1 5 ,  1 9 8 4

A n a l v s i s

C S H B '  5 2 0

T h e  s u b s t i t u t e  v e r s i o n  o f  t h i s  b i l l  b r o a d e n s  t h e  b i l l  t o  

m a k e  u n a u t h o r i z e d  a c c e s s  o f  a  c o m p u t e r  o r  a  c o m p u t e r "  s y s t e m  a  

c r i m e .  T h e  n e w  v e r s i o n  a l s o  m a k e s  t h e  u n a u t h o r i z e d  u s e  o f  a  

c o m p u t e r  o r  a  c o m p u t e r  s y s t e m  a  c r i m e .  B o t h  o f  t h e s e  a d d i t i o n s  

w i l l  h a v e  a  d e t e r r e n t  e f f e c t  o n  s o  c a l l e d  " h a c k e r s ” a n d  o n  

i n d i v i d u a l s  w h o  u s e  t h e i r  e m p l o y e r s '  o r  o t h e r s '  c o m p u t e r  s y s t e m s  

w i t h o u t  a u t h o r i z a t i o n  f o r  t h e i r  p e r s o n a l  b e n e f i t  o r  g a i n .

A l t h o u g h  a  s m a l l  n u m b e r  o f  n e w  p r o s e c u t i o n s  w i l l  p r o b a b l y  o c c u r  

a s  a  r e s u l t  o f  t h e  e n a c t m e n t  o f  t h i s  b i l l ,  t h e y  c a n  b e  a b s o r b e d  

w i t h i n  t h e  D e p a r t m e n t  o f  L a w ' s  e x i s t i n g  p r o s e c u t i o n  r e s o u r c e s  

w i t h o u t  c a u s i n g  a  f i s c a l  i m p a c t .
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FISCAL NOTE
SCS for CS for HB No. 520 (Judiciary)
Page 2

Analysis:

This bill would identify certain actions as being the offense of criminal 

use of a computer.

It is estimated that two persons per year would be charged under this 

statute. It is also assumed that anyone prosecuted under this specific statute 

would have probably been prosecuted in the past under another statute dealing 

with fraud. There is a tendency in private industry/business to handle misuse 

of computers in an informal manner without making public the crime or action 

against the employee.

It is estimated that the conviction rate under this statute would be 

approximately fifty percent, with the probable sentence of a fine and 

probation. Therefore, the Department of Corrections predicts a negligible 

fiscal impact if this proposed legislation is enacted.
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a n e w

t h e  p e r s o n  k n o w i n g l y  a c c e s s e s  a  c o m p u t e r , c o m p u t e r

W &L. S e c .  1 1 . 4 6 . 7 4 0 .  C R I M I N A L  U S E  O F  C O M P U T E R :  (a) A  p e r s o n  c o m m i t s

t h e ' o f  ferige o f  c r i m i n a l  u s e  o f  a c o m p u t e r ,  i f , h a v i n g  n o  r i g h t  t o  d o  so
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s y s t e m ,  c o m p u t e r ' n e t w o r k ,  o r  a n y  p a r t  o f  a c o m p u t e r  s y s t e m  o r  n e t w o r k .
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. o r  a n y  r e a s o n a b l e  g r o u n d  t o  b e l x e v e  t h e  p e r s o n  h a s  s u c h  a  right,, t h

p e r s o n  k n o w i n g l y  a c c e s s  o r  c a u s e s  t o  b e  a c c e s s e d  a c o m p u t e r ,  c o m p u t e r

.; • s y s t e m ,  c o m p u t e r  n e t w o r k ,  o r  a n y  p a r t  o f  a c o m p u t e r  s y s t e m  o r  n e t w o r k ,

a n d  a s  a  r e s u l t  o f  t h a t  a c c e s s  V .  . >'

(1) o b t a i n s  i n f o r m a t i o n  c o n c e r n i n g  a p e r s o n ;  o r

(2) i n t r o d u c e s  f a l s e  i n f o r m a t i o n  i n t o  a c o m p u t e r ,  c o m p u t e r  

s y s t e m ,  o r  c o m p u t e r  n e t w o r k  w i t h  t h e  i n t e n t  t o  d a m a g e  o r  e n h a n c e  t h e  

d a t a  r e c o r d  o f  a p e r s o n .

(b) C r i m i n a l  u s e  o f  a  c o m p u t e r  is a c l a s s  C  f e l o n y .

S e c .  4. A S  1 1 . 4 6 . 9 9 0  i s  a m e n d e d  b y  a d d i n g  n e w  p a r a g r a p h s  t o  r e a d :

0 3 - 0 3 8

9
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0 3 - 0 3 8

(8) " a c c e s s "  m e a n s  t o  i n s t r u c t ,  c o m m u n i c a t e  w i t h ,  s t o r e  

d a t a  in, r e t r i e v e  d a t a  f r o m ,  o r  o t h e r w i s e  o b t a i n  t h e  a b i l i t y  t o  u s e  

t h e  r e s o u r c e s  o f  a  c o m p u t e r ,  c o m p u t e r  s y s t e m ,  c o m p u t e r  n e t w o r k ,  o r  a n y  

p a r t  o f  a c o m p u t e r  s y s t e m  o r  n e t w o r k ;

(9) " c o m p u t e r "  m e a n s  a n  e l e c t r o n i c  d e v i c e  t h a t  p e r f o r m s

l o g i c a l ,  a r i t h m e t i c ,  a n d  m e m o r y  f u n c t i o n s  b y  t h e  m a n i p u l a t i o n  o f

' ■■•w fafft
e l e c t r o n i c  o r  m a g n e t i c  i m p u l s e s ,  a n d  i n c l u d e s  a l l  i n p u t ,  o u t p u t ,  

p r o c e s s i n g ,  s t o r a g e ,  c o m p u t e r  s o f t w a r e ,  a n d  c o m m u n i c a t i o n  f a c i l i t i e s

t h a t  a r e  c o n n e c t e d  o r  r e l a t e d  t o  a  c o m p u t e r ;  . ■ ;

(10) " c o m p u t e r  n e t w o r k "  m e a n s  a n  i n t e r c o n n e c t i o n ,  i n c l u d i n g  

b y  m i c r o w a v e  o r  o t h e r  m e a n s  o f  e l e c t r o n i c  c o m m u n i c a t i o n ,  o f  t w o  o r  

m o r e  c o m p u t e r  s y s t e m s ,  o r  b e t w e e n  c o m p u t e r s  a n d  r e m o t e  t e r m i n a l s ;

(11) " c o m p u t e r  s y s t e m "  m e a n s  a s e t  o f  r e l a t e d  c o m p u t e r
... i

e q u i p m e n t ,  d e v i c e s  a n d  s o f t w a r e ;

(12) " d a t a "  i n c l u d e s  a r e p r e s e n t a t i o n  ’ o f  i n f o r m a t i o n ,

k n o w l e d g e ,  f a c t s ,  c o n c e p t s ,  o r  i n s t r u c t i o n s ,  t h a t  i s  b e i n g  p r e p a r e d  o r
vxxsA j cto

h a s  b e e n  p r e p a r e d  i n  a f o r m a l i z e d  m a n n e r  a n d  i s ^ i n t e n d e d  f o r  u s e  i n  a

c o m p u t e r ,  c o m p u t e r  s y s t e m , '  o r  c o m p u t e r  n e t w o r k .  

S e c .  5. A S  1 1 . 8 1 . 9 0 0  (b) (51) i s  a m e n d e d  t o  r e a d :

(51) " s e r v i c p s "  i n c l u d e s  l a b o r ,  p r o f e s s i o n a l  s e r v i c e s ,

t r a n s p o r t a t i o n ,  t e l e p h o n e  o r  o t h e r  c o m m u n i c a t i o n s  s e r v i c e  

e n t e r t a i n m e n t ,  t h e  s u p p l y i n g  o f  f o o d ,  l o d g i n g ,  o r  o t h e r  a c c o m o d a t i o n s  

i n  h o t e l s ,  r e s t a u r a n t s ,  o r  e l s e w h e r e ,  a d m i s s i o n  t o  e x h i b i t i o n s ,  t h e  

u s e  o f  a c o m p u t e r ,  c o m p u t e r  t i m e ,  a c o m p u t e r  s y s t e m ,  a  c o m p u t e r

n e t w o r k ,  o r  a n y  p a r t  o f  a c o m p u t e r  s y s t e m  o r  n e t w o r k ,  a n d  t h e  

s u p p l y i n g  o f  e q u i p m e n t  f o r  u s e ;

, ■ ■ • ■ . 
z ........................   . . . .



F I S C A L  DE T A I L

A g e n c y  A f f e c t e d :  P u b l i c  S a f e t y  

P r o g r a m  C a t e g o r y  A f f e c t e d

___________ A d m i n i s t r a t i o n  of J u s t i c e ________
BRU, P r o g r a m  o r  S u b p r o g r a m ( s )  A f f e c t e d :

A l a s k a  S t a t e  T r o o p e r s .

E X P E N D I T U R E S / R E V E N U E S :  (T h o u s a n d s  o f  D o l lars)

O P E R A T I N G

FY 84 FY 85 FY 86 FY 87 FY 88 FY 8 9

100 PERSONAL SERVICES 

200 TRAVEL 

300 CONTRACTUAL 

kOO SUPPLIES 

500 EQUIPMENT 

600 LAND & STRUCTURES 

700 GRANTS, CLAIMS 

800 MISCELLANEOUS

T O T A L  O P E R A T I N G ,0.0 0 . 0 0 . 0 0 . 0 0 . 0 .... n . n

C A P I T A L JUL JLiL J U L JLIL JUL

£ R E V E N U E

F U N DING: ( T h o u s a n d s  of  Pol ars)

P O SITIONS:

S O U R C E  O F  F U N D S  TO O F F S E T  F I S C A L  IM P A CT  O F  BILL:

JUL

GENERAL FUND 

FEDERAL FUNDS 

OTHER 

TOTAL

0 .0 0 .0 n . o 0 .0 0 .(1 n  n

FULL-TIME

PART-TIME

TEMPORARY

A N A L Y S I S : A t t a c h  a s e p a r a t e  p a g e  f o r  a na l y s i s

P r e p a r e d  By:_,Fr a n H < : r A l l an  O..C Q -  

D i v i s i o n :  ^ A l a s k a .  S t a t e  Troopers..

A p p r o v e d  b!

Agency:

1

) Y  Commissi*

j n u c

,oner:---- Bohant.

-Rnh.l.ic S a f e t y ___________

D i s t r i b u t i o n  (by A g e n c y  p r e p a r i n g  fiscal note): 

L e g i s l a t i v e  Finance- 

L e g i s l a t i v e  S p o n s o r  

R e q u e s t o r

O f f i c e  o f  M a n a g e m e n t  a nd  B u d g e t  
I m p a c t e d  A g e n c y ( i e s )

P h o n e

Date:___01/25/84-

Date: \

1 2 / 1 / 8 3

n>
->
 
r.
 
«?
. 
M



i
S T A T E  O F  A L A S K A  198 4  L E G I S L A T I V E  S E S S I O N

F I S C A L  N O T E  __________________

1 R e v i s i o n  Date:

R E Q U ES T :

S i l l / R e s o l u t i o n  N o . : CS f o r  HB No. 52 0  (Jud) 

T i t l e : HA n  A c t  r e l a t i n g  to c r i m i n a l  u s e  o f  a 

c o m p u t e r . 11

S p o n s o r : J u d i c i a r y  C o m m i t t e e  

R e q u e s t o r :  H o u s e  Fi n a n c e  

D a t e  o f  R e q u e s t :  F e b r u a r y  10, 1984

E X P E N D I T U R E S / R E V E N U E S :  ( T h o u s a n d s  o f  D o l l a r s )

F I S C A L  DETAIL:

A g e n c y  A f f e c t e d : A D U L T  C O R R E C T I O N S  A G E N C Y

P r o g r a m  C a t e g o r y  A f f e c t e d :  ________________

A d m i n i s t r a t i o n  of J u s t i c e  

BRU, P r o g r a m  o r  S u b p r o g r a m ( s )  Af f e c t e d :  

N o r t h e r n ,  S o u t h c e n t r a l  & S o u t h e a s t e r n  

R e g ional C o r r e c t i o n s

O P E R A T I N G  

10 0  P E R S O N A L  S E R V I C E S  

20 0  T R A V E L  

3 0 0  C O N T R A C T U A L  

4 0 0  C O M M O D I T I E S  

5 0 0  E Q U I P M E N T  

6 0 0  L A N D  & S T R U C T U R E S  

7 0 0  G R A N T S ,  C L A I MS ,  ETC. 

8 0 0  M I S C E L L A N E O U S

' FY84 FY 85 ' FY 86 FY 87 r v  88 t y  m

T O T A L  O P E R A T I N G -0- -0- -0- -0- -0- -0-

C A P I T A L -0- -0- -0- -0- -0- -0-

R E V E N U E -0- -0- -0- -0- -0- - 0 -

G E N E R A L  FU N D  

F E D E R A L  F U N D S  

O T H E R  ( S p e c i f y  Sour c e )  

T O T A L

F U N D I N G : ( T h o u s a n d s  of D o l l a r s )

POSITIONS:

' F U L L - T I M E -0- ' - '-0- - 0 - r  - 0 - -0- " -0-

P A R T - T I M E

T E M P O R A R Y

T O T A L -0- -0- -0-- -0- -0- -0-

S O U R C E  O F  F U N D S  T O  O F F S E T  F I S C A L  I M P A C T  OF BILL:

N o t  a p p l i c a b l e .

A N A L Y S I S :  A t t a c h  a s e p a r a t e  p a g e  f o r  a n y  A n a l y s i s .  ^

P r e p a r e d  By: R o g e r  C. L a n g e  ^

D i v i s i o n :  A d m i n i s t r a t i v e  S e r v i c e s  „ . ~  ^

A p p r o v e d  by C o m m i s s i o n e r :  

D e p a r t m e n t :  ________________ C O R R E C T I O N S  A G E N C Y

D i s t r i b u t i o n :

L e g i s l a t i v e  F i n a n c e  

L e g i s l a t i v e  S p o n s o r  

R e q u e s t o r

O f f i c e  o f  M a n a g e m e n t  end B u d g e t  

I m p a c t e d  A g e n c y  (ies)

Phone:____ 4 6 5 - 3 3 7 6 _____________

Date: F e b r u a r y  14, 1984~

Date:

12/1/83



F I S C A L  N O T E

C S  f o r  HB No. 520 ( J u d i c i a r y )

Pa g e  2

A n a l y s i s ;

T h i s  bill w o u l d  i d e n t i f y  c e r t a i n  a c t i o n s  as b e i n g  t h e o f f e n s e  o f  criminal 

u s e  o f  a c o m p u t e r .

It is e s t i m a t e d  t h a t  t w o  p e r s o n s  p e r  y e a r  w o u l d  be c h a r g e d  u n d e r  this 

s t a t u t e .  It is a l s o  a s s u m e d  t h a t  a n y o n e  p r o s e c u t e d  u n d e r  t h i s  s p e c i f i c  s t a t u t e  

w o u l d  h a v e  p r o b a b l y  b e e n  p r o s e c u t e d  in t h e  p a s t  u n d e r  a n o t h e r  s t a t u t e  d e a l i n g  

w i t h  fr a u d.  T h e r e  is a t e n d e n c y  in p r i v a t e  i n d u s t r y / b u s i n e s s  to h a n d l e  m i s u s e  

o f  c o m p u t e r s  in an i n f o r m a l m a n n e r  w i t h o u t  m a k i n g  p u b l i c  the  c r i m e  o r  a c t i o n  

a g a i n s t  t h e  emp l o y e e .

It is e s t i m a t e u  t h a t  th e  c o n v i c t i o n  r ate u n d e r  t h i s  s t a t u t e  w o u l d  be 

a p p r o x i m a t e l y  f i f t y  p e r c e n t ,  w i t h  t h e  p r o b a b l e  s e n t e n c e  o f  a f i n e  a n d  

p r o b a t i o n .  T h e r e f o r e ,  t h e  A d u l t  C o r r e c t i o n s  A g e n c y  p r e d i c t s  a n e g l i g i b l e  

fiscal i m p a c t  if this p r o p o s e d  l e g i s l a t i o n  is e na c t e d .
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F I S C A L  N O T E

R e v i s i o n  D a t e : :

F I S C A L  D E T A I L

A g e n c y  A f f e c t e d n p p a r t j n p n t -  n f  t .a h  
P r o g r a m  C a t e g o r y  A f f e c t e d :

R E Q U E S T

B i l l / R e s o l u t i o n  No. :  h b  s ? 0

T i t l e :  " A n  A c t  r e l a t i n g  t o

criminal use of a commit:pr. "
S p o n s o r :  R S r  B R U ,  t f o g f a m  b r T u b p r o g r a m ( s ) - - A f f e c t e d :

R e q u e s t o r :  H o u s e  J u d i c i a r y  ________Prosecution
D a t e  o f  R e q u e s t :  1 / 2 6 / 8 4 _________  ___________________________

A d m i n ,  o f  . T n s f i o P  
J b f

E X P E N D I T U R E S / R E V E N U E S :  ( T h o u s a n d s  o f  D o l l a r s )

O P E R A T I N G

FY 8 4 FY 85 FY 86 FY 87 FY 8 8 FY 8 9

100 PERSONAL SERVICES 

200 TRAVEL 

300 CONTRACTUAL 

AOO SUPPLIES 

500 EQUIPMENT 

600 LAND & STRUCTURES 

700 GRANTS, CLAIMS 

800 MISCELLANEOUS

•

T O T A L  O P E R A T I N G - 0  - -li­ - u - - U - - U - - U -  '

I C A P I T A L  |

I R E V E N U E  I I  1 1

F U N D I N G :  ( T h o u s a n d s  o f  Doll ars)

GENERAL FUND 

FEDERAL FUNDS 

OTHER 

TOTAL

- 0 - - 0 - - 0 - - n - - 0 - - n -

P O S I T I O N S :

FULL-TIME - 0 - - 0 - - 0 - - 0 - - 0 - - 0 -

PART-TIME

TEMPORARY

S O U R C E  O F  F U N D S  T O  O F F S E T  F I S C A L  I M P A C T  O F  B ILL:

N / A

A N A L Y S I S : A t t a c h  a s e p a r a t e u a g e  f o r  a n a l y s i s

P r e p a r e d  B y : ____________

D i v i s i o n :  A d m i n i s

. . v U S )
e a u e s . D i r e c t o r

A p p r o v e d  b y  Commi:

A g e n c y  D e p a r t m e n t  o f  L a w ~

L n is £ r a t iv e  /Services 

issloner: Norman g .

i c e s  D i v i s i o n

P h o n e :_ 

Date:
, 4 6 5 - 3 6 7 2

2 - 1 - 8 4

lA/o
G o r s u c h D ate: 2 - 1 ^ 8 4

D i s t r i b u t i o n  (b y  A g e n c y  p r e p a r i n g  f i s c a l  no t e ) : 

L e g i s l a t i v e  F i n a n c e  

L e g i s l a t i v e  S p o n s o r  

R e q u e s t o r

O f f i c e  o f  M a n a g e m e n t  a n d  B u d g e t  
I m p a c t e d  A g e n c y ( i e s ) 1 2 / 1 / 8 3



Fiscal Note February 1, 1984
Analysis
HB 520

This bill addresses a limited area of criminal activity 
where a person uses a computer system or a computer network to 
commit a crime. Because existing statutes already cover most of 
the criminal acts set out in the bill, enactment of this 
legislation will have little, if any, fiscal impact on the 
Department of Law's operations. This bill's provision making it 
a crime to use a computer to obtain information with no legal 
right to do so concerning the credit information of a person 
clarifies and strengthens existing law.



F I S C A L  N O T E

I R e v i s i o n  D a t e :  1

R E Q U E S T  F I S C A L  D E T A I L

B i l l / R e s o l u t i o n  N o.: C S H B  5 2 0  'Agency A f f e c t e d :  n p n a r i - m p n i -  o f  T a w

T i t l e :  "An Act relating to P r o g r a m  C a t e g o r y  A f f e c t e d :

criminal use of a computer." Admin, of Justice _________
S p o n s o r :  Renr. Haves__________________ B R U ,  P r o g r a m  o r  S u b p r o g r a m ! s )  A f f e c t e d :

Requestor: House Finance______ _____Prosecution__________________
D a t e  o f  R e q u e s t :  2 / 1 5 / 8 4 _________  _______________________________________________________

E X P E N D I T U R E S / R E V E N U E S :  ( T h o u s a n d s  o f  D o l l a r s )

O P E R A T I N G

FY 84 FY 85 FY 86 FY 87 FY 8 8 FY 8 9

100 p e r s o n a l  s e r v i c e s

200 TRAVEL

300 CONTRACTUAL

^00 SUPPLIES

500 EQUIPMENT

600 LAND & STRUCTURES

700 GRANTS, CLAIMS

600 MISCELLANEOUS

T O T A L  O P E R A T I N G - 0 - • 0 - - 0 - - 0 - - 0 - ' - u -

I C A P I T A L  I I

R E V E N U E  | I I j 1 I I

F U N D I N G :  ( T h o u s a n d s  o f  D o l 1 a r s )

GENERAL FUND - 0 - - 0 - - J - - 0 - - 0 - - 0 -

FEDERAL FUNDS

OTHER

TOTAL

P O S I T I O N S :

FULL-TIME - U - - o - - - 0 - . A - - 0 - ■■ - 0 -

PART-TIME

TEMPORARY -

S O U R C E  O F  F U N D S  T O  O F F S E T  F I S C A L  I M P A C T  O F  B I L L:

A N A L Y S I S : ‘A t t a c h  a s e p a r a t e s p a g e  f o r  a n a l y s i s

R / X  J l  < 4 ? .

P r e p a r e d  by: Richard I. Pegues, Director P h o n e :  4 6 5 - 3 6 7 2

D i v i s i o n :  Administrative Services Division D a t e :  2 - 1 5 - 8 4ilstrative ̂ Services I
( t o * .

i s i o n e r :  N o ^ t p a n  C .  GA p p r o v e d  b y  C o m m i s s i o n e r :  No^fpan C .  Gorsuc.h D a t e :  2 - 1 5 - 8 4

A g e n c y :  Department of Law

D i s t r i b u t i o n  ( b y  A g e n c y  p r e p a r i n g  f i s c a l  n o t e ) :

L e g i s l a t i v e  F i n a n c e  

L e g i s l a t i v e  S p o n s o r  

R e q u e s t o r

O f f i c e  o f  M a n a g e m e n t  a n d  B u d g e t

I m p a c t e d  A g e n c y ( i e s )  1 2 / 1 / 8 3



Fiscal Note February 15, 1984
Analvsis
CSHB' 520

The substitute version of this bill broadens the bill to 
make unauthorized access of a computer or a computer system a 
crime. The new version also makes the unauthorized use of a 
computer or a computer system a crime. Both of these additions 
will have a deterrent effect on so called "hackers” and on 
individuals who use their employers1 or others’ computer systems 
without authorization for their personal benefit or gain.
Although a small number of new prosecutions will probably occur 
as a result of the enactment of this bill, they can be absorbed 
within the Department of Law's existing prosecution resources 
without causing a fiscal impact.



• ' r ■

P O S I T I O N  P A P E R  

H B  5 2 0

T h i s  b i l l  d e f i n e s  c e r t a i n  e l e m e n t s  o f  c o m p u t e r  s t o r e d  d a t a  
a s  p r i v a t e  a n d  c l a s s i f i e s  a t t e m p t s  t o  a c c e s s ,  u s e  o r  m o d i f y  
t h a t  d a t a  a s  c r i m i n a l  a c t s .

T h e  D e p a r t m e n t  o f  A d m i n i s t r a t i o n  s u p p o r t s  t h i s  b i l l  a s  a n  
a i d  a n d  c l a r i f i c a t i o n  t o  a d m i n i s t e r i n g  d i s c i p l i n a r y  a c t i o n  i n  
t h e  a r e a  o f  d a t a  s e c u r i t y  i n f r i n g e m e n t s .

A  r e c e n t  i n c i d e n t  p o i n t e d  o u t  t h e  n e c e s s i t y  f o r  c l e a r e r  
s t a t u t o r y  i n s t r u c t i o n s  i n  t h e  a r e a  o f  n o n - a u t h o r i z e d  d a t a  
a c c e s s .  T h i s  b i l l  r e p r e s e n t s  a s t e p  t o w a r d  c l a r i f y i n g  t h o s e  
i n s t r u c t i o n s  a n d  l a y s  a b a s e  f o r  f u t u r e  s t a t u t e s  i f  d e e m e d  
n e c e s s a r y .

imes R. S h e a ,  D e p u t y  C o m m i s s i o n e r  
(Information R e s o u r c e  M a n a g e m e n t

> / 2 6 / 1  y

0 a  t e  (

L i s a  R u d d ,  C o m m i s s i o n e r  

D e p a r t m e n t  o f  A d m i n i s t r a t i o n
D a t e



S e c t i o n - b y - S e c t i o n  A n a l y s i s  o f  P r o p o s e d  C S  f o r  H B  5 2 0  (Fin) 

R e l a t i n g  t o  C r i m i n a l  U s e  o f  a C o m p u t e r

•

S e c t i o n  1. T h i s  s e c t i o n  a d d s  a n e w  p a r a g r a p h  (3) t o  e x i s t i n g  A S

1 1 . 4 6 . 2 0 0 ( a ) ,  w h i c h  e s t a b l i s h e s  t h e  c r i m e  o f  T h e f t  o f  S e r v i c e s .  

T h e  p e n a l t y  l e v e l  f o r  a s p e c i f i c  c r i m e  w i l l  d e p e n d  o n  t h e  v a l u e  

o f  t h e  s e r v i c e  u s e d ,  i . e . ,  t h e  c o s t  o f  t h e  c o m p u t e r  " t i m e . "  T h e  

d e g r e e  o f  t h e f t  c o m m i t t e d ,  a n d  t h e r e f o r e  t h e  a p p r o p r i a t e  m a x i m u m  

p e n a l t y  l e v e l ,  is a s  f o l l o w s :

V a l u e

$ 0 - 4 9

$ 5 0 - 4 9 9

$ 5 0 0 - $ 2 4 ,999

$ 2 5 , 0 0 0  o r  m o r e

C r i m e

T h e f t  4th° 

T h e f t  3rd° 

T h e f t  2 n d 0 

T h e f t  1 s t 0

L e v e l P e n a l t y

B  m i s d e m e a n o r  90 d a y s / $ l , 0 0 0

A  m i s d e m e a n o r  1 y e a r / $ 5 , 0 0 0

C f e l o n y  5 y e a r s / $ 5 0 ,000

B  f e l o n y  10 y e a r s / $ 5 0 ,000

G i v e n  t h e  c u r r e n t  h i g h  c o s t  o f  c o m p u t e r  t i m e ,  i t  i s  a n t i c i p a t e d  

t h a t  u n a u t h o r i z e d  u s e  o f  a c o m p u t e r  e v e n  f o r  a s h o r t  p e r i o d  o f  

t i m e  w i l l  u s u a l l y  c o n s t i t u t e  a f e l o n y  l e v e l  c r i m e .

T h e  n e w  l a n g u a g e  c o n t a i n e d  i n  t h i s  s e c t i o n  is d e s i g n e d  t o  m a k e  i t  

i l l e g a l  f o r  a p e r s o n  t o  a c c e s s  a c o m p u t e r  s y s t e m  f o r  p e r s o n a l  

u s e .  F o r  e x a m p l e ,  in a c a s e  w h i c h  r e c e n t l y  a r o s e  i n  t h e  S t a t e  o f  

N e w  Y o r k ,  t h e  a u t h o r i t i e s  d i s c o v e r e d  t h a t  a s c h o o l  b o a r d  e m p l o y e e  

w a s  u s i n g  a s c h o o l  d i s t r i c t  c o m p u t e r  t o  t r a c e  t h e  g e n e o l o g y  o f  

r a c e  h o r s e s  a n d  c r e a t e  a h a n d i c a p p i n g  s y s t e m  f o r  p l a c i n g  b e t s  o n  

h o r s e  r a c e s .  S u c h  c o n d u c t  is n o t  c l e a r l y  i l l e g a l  u n d e r  e x i s t i n g  

A l a s k a  law, b u t  w o u l d  b e  u n d e r  t h e  n e w  l a n g u a g e .
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S e c t i o n  2. T h i s  s e c t i o n  a d d s  a n e w  p a r a g r a p h  (5) t o  e x i s t i n g  

A S  1 1 . 4 6 . 4 8 4 ( a ) ,  w h i c h  d e f i n e s  t h e  c r i m e  o f  C r i m i n a l  M i s c h i e f  i n  

t h e  T h i r d  D e g r e e ,  a  c l a s s  A  m i s d e m e a n o r .  T h e  n e w  l a n g u a g e  m a k e s  

i t  a c r i m e  f o r  a p e r s o n  w h o  h a s  n o  r i g h t ,  n o r  a n y  r e a s o n a b l e  

g r o u n d  t o  b e l i e v e  h e  h a s  s u c h  a  r i g h t ,  t o  k n o w i n g l y  a c c e s s  a 

c o m p u t e r .  T h e  u n a u t h o r i z e d  a c c e s s  i t s e l f  i s  t h e  c r i m e ,  

r e g a r d l e s s  o f  t h e  p e r s o n ' s  p u r p o s e  f o r  o b t a i n i n g  a c c e s s .  T h i s  

w o u l d  a d d r e s s  a n  o m i s s i o n  in c u r r e n t  l a w ,  a n d  c o v e r  c o n d u c t  w h i c h  

h a s  c o m e  t o  b e  c o m m o n l y  r e f e r r e d  t o  a s  " h a c k i n g . "  I t  w o u l d  a p p l y  

t o  p e r s o n s  w h o  g a i n  a c c e s s  t o  a c o m p u t e r  s y s t e m  s i m p l y  f o r  t h e  

c h a l l e n g e  o f  b r e a k i n g  t h r o u g h  a s e c u r i t y  s y s t e m  w h i c h  h a s  b e e n  

e s t a b l i s h e d  t o  p r e v e n t  u n a u t h o r i z e d  a c c e s s .  T h e  p e r s o n  n e e d  n o t  

i n t e n d  t o  a l t e r  o r  d a m a g e  t h e  i n f o r m a t i o n  c o n t a i n e d  i n  t h e  

c o m p u t e r  ( a l t h o u g h  " h a c k e r s "  h a v e  o c c a s i o n a l l y  c a u s e d  s u c h  

d a m a g e  a c c i d e n t a l l y ) .

S e c t i o n  3. T h i s  s e c t i o n  a d d s  a n e w  c r i m e  t o  e x i s t i n g  law: 

C r i m i n a l  U s e  o f  a C o m p u t e r .  T h e  n e w  s t a t u t e  m a k e s  i t  a  c l a s s  C 

f e l o n y  o f f e n s e  f o r  a p e r s o n  w h o  h a s  n o  l e g a l  r i g h t  n o r  a n y  

r e a s o n a b l e  g r o u n d s  t o  b e l i e v e  h e  h a s  s u c h  a r i g h t  t o  k n o w i n g l y  

a c c e s s  a c o m p u t e r  a n d ,  a s  a r e s u l t  o f  t h a t  a c c e s s ,  1) o b t a i n  

i n f o r m a t i o n  a b o u t  a p e r s o n  o r  2' i n t r o d u c e  f a l s e  i n f o r m a t i o n  w i t h  

t h e  i n t e n t  t o  d a m a g e  o r  e n h a n c e  a p e r s o n ' s  d a t a  r e c o r d .  T h i s  

l a t t e r  c o n d u c t  is a r g u a b l y  a l r e a d y  c o v e r e d  i n  e x i s t i n g  law, 

e i t h e r  a s  C r i m i n a l  M i s c h i e f  ( " t a m p e r i n g "  w i t h  " p r o p e r t y " )  o r  as 

F a l s i f y i n g  B u s i n e s s  R e c o r d s  (AS 1 1 . 4 6 . 6 3 0 ) .  T h e  n e w  s t a t u t e



m a k e s  s u c h  c o v e r a g e  e x p l i c i t ,  h o w e v e r ,  a n d  w o u l d  t h e r e f o r e  

i n c i e a s e  t h e  l i k e l i h o o d  o f  s u c c e s s f u l  p r o s e c u t i o n  o f  a p e r s o n  w h o  

e n g a g e s  i n  s u c h  c o n d u c t .

f  ■ - '■ ' ■' / ■'

S e c t i o n  4. T h i s  s e c t i o n  a d d s  s e v e r a l  n e w  d e f i n i t i o n s  r e l e v a n t  t o  

u n a u t h o r i z e d  a c c e s s  t o  o r  u s e  o f  a c o m p u t e r  t o  e x i s t i n g  

A S  1 1 . 4 6 . 9 9 0 ,  w h i c h  is a g e n e r a l  d e f i n i t i o n  s e c t i o n  w h i c h  a p p l i e s  

t o  a l l  c r i m e s  c o n t a i n e d  i n  A S  1 1 . 4 6 .

S e c t i o n  5. T h i s  s e c t i o n  a m e n d s  t h e  e x i s t i n g  d e f i n i t i o n  o f  

" s e r v i c e s "  i n  A S  1 1 . 8 1 . 9 0 0 ( b ) (51) t o  c l e a r l y  i n c l u d e  u s e  o f  a 

c o m p u t e r ,  c o m p u t e r  t i m e ,  o r  a c o m p u t e r  s y s t e m  o r  n e t w o r k .  T h i s  

t i e s  i n  w i t h  t h e  i n c l u s i o n  o f  u n a u t h o r i z e d  u s e  o f  a c o m p u t e r  a s  a 

f o r m  o f  T h e f t  o f  S e r v i c e s  a s  e x p l a i n e d  i n  s e c t i o n  1, a b o v e .
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A u d i t  c o n c l u d e s  

s t a t e  c o m p u t e r s  
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By K A R I N  D A V I E S  .........
Daily News reporter ..

J U N E A U  — ' T h e  s t a t e  c o m ­
p u t e r  s y s t e m  i s  p o o r ly  p r o ­
te c te d  a g a in s t  t a m p e r in g  b y  
u n a u t h o r iz e d  i n d i v i d u a l s ,  a  
r e c e n t ly  r e le a s e d  s t a t e  a u d i t  
s a y s . -  • • • '• •  - v  * _ '

B e c a u s e  th e  c o m p u te r  s e ­
c u r i t y  S y s t e m  i s  in a d e q u a t e ,  
so m e o n e  w h o  p u t s  h i s  m in d  to  
i t  c o u ld  p l a y  w i t h  s t a t e  
r e c o rd s  — in c lu d in g  p e r s o n ­
n e l ,  p a y r o l l  a n d  p e r m a n e n t  
f u n d  d i v id e n d  f i l e s ,  s a i d  
J a m e s  i h e a ,  D e p a r t m e n t  o f  
A d m in i s t r a t io n  d e p u t y  c o m ­
m is s io n e r  o f  i n f o r m a t io n  r e ­
s o u rc e  m a n a g e m e n t .

T h e  D e p a r tm e n t  o f  A d m in ­
i s t r a t i o n ’s  l a c k  o f  p o l i c i e s ,  
p ro c e d u re s  a n d  s t a n d a r d s  f o r  
c o m p u te r  o p e r a t io n s  “ le a v e s  
th e  s y s t e m  o p e n  to  e r r o r s  a n d  
i n e f f i c i e n c i e s , ' '  t h e  L e g i s l a ­
t i v e  A u d i t  D iv i s io n  s a id .

“ In  t h e  w o r s t  c a s e , t h e  a b ­
se n c e  o f  a d e q u a te  a c c e s s  c o n - ' 
t r o l s  o v e r  p r o d u c t io n  f i l e s  
c o u ld  e x p o s e  a p p l i c a t io n  s y s ­
te m s  to  e r r o r s ,  f r a u d  a n d  s a b ­
o t a g e , " t h e  a u d i t  s a id .

A n y o n e  w i t h  a  c u r r e n t  
s t a t e  c o m p u te r  a c c o u n t  c a n  
c h a n g e ,  r e p la c e  o r  d e l e t e  
b a c k u p  p ro g ra m s  f o r  t h e  c e n ­
t r a l  a c c o u n t in g  s y s t e m ,  t h e  
r e p o r t  s a id .

‘t h e  le g i s la t u r e  fo r  $2 80 ,0 00  in  
t h e  1984-85 b u d g e t  y e a r  to  
b e e f  u p  s e c u r i t y  s y s t e m s  fo r  
c e n t r a l  s t a t e  c o m p u te r s  in  J u ­
n e a u  a n d  A n c h o r a g e ,  S h e a  
s a id .  T h e  m o n e y  w o u ld  p a y  
f o r  a  s e c u r i t y  s y s t e m  a n d  tw o  

p e o p le  to  m a in t a in  i t .
S h e a  s a id  c o m p u te r  t a m ­

p e r in g  h a s  b e co m e  a c o n c e rn  
n a t io n w id e  a s  " c o m p u t e r  l i t ­
e r a c y ”  in c r e a s e s .  R e c e n t ly ,  a  
s t a t e  e m p lo y e e  w a s  d i s c i ­
p l in e d  fo r  g a th e r in g  t h e  in f o r ­
m a t io n  t h a t  w o u ld  h a v e  a l ­
lo w e d  h im  to  e n te r  f i l e s  t h a t  
w e r e  o f f  l i m i t s  to  h im ;

H o u s e  S p e a k e r  J o e  H a y e s ,  
R - A n c h o r a g e ,  r e c e n t ly  in t r o ­
d u c e d  le g is la t io n  m a k in g  i t  a 
f e lo n y  to  u se  c o m p u te r s  to  
i l l e g a l l y  o b t a in  o r  a l t e r  i n f o r ­
m a t io n ,  s t e a l  m o n e y  o r  to  
d e f r a u d  o r  d e c e iv e  so m e o n e .

A  b e t t e r  c o m p u te r  s e c u r i t y  
s y s t e m  w o u ld  c u t  d o w n  o n  
t h e  n u m b e r  o f  c h e c k s  a n d  
a u d i t s  o f  r e c o rd s  t h a t  th e  
s t a t e  w o u ld  h a v e  to  p e r fo r m . 
S h e a  s a id .

T h e  d e p a r tm e n t  a ls o  p la n s  
t o  c o m p ly  w i t h ,  s u g g e s t io n s  
t h a t  r u le s  f o r  o p e r a t in g  th e  
s t a t e  c o m p u t e r  s y s t e m  b e  
w r i t t e n ,  d is t r ib u t e d  a n d  e n ­
fo r c e d ,  S h e a  s a id .  • ' '

S e v e r a l  o t h e r  p r o c e d u r a l  
c o r r e c t io n s  w i l l  b e  m a d e : a s  
w e l l ,  a c c o rd in g  to  a  d e p a r t-
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T h e  d e p a r tm e n t  h a s  a s k e d  m e n t  r e s p o n s e  to  th e  a u d i t .  •

• •• ' V - £V .  1- v v V "



C o m p u t e r  m e d d l i n g  

l e a d s  s t a t e  t o  a s k  

f o r  m o r e  s e c u r i t y  v ^ f
The Associated Press

J U N E A U  -  A l l e g a t i o n s  
t h a t  a  s t a t e  e m p lo y e e  
ta m p e re d  w i t h  a  c o m p u te r  in  
a n  e f fo r t  to  g a in  a c c e s s  to  th e  
n a m e s  o f  p e r m a n e n t  fu n d  d iv ­
id e n d  r e c ip ie n t s  h a s  p ro m p te d  
o f f i c ia l s  to  r e q u e s t  a  n e w , 
$ 2 4 0 ,0 0 0  c o m p u t e r  s e c u r i t y  
s y s t e m , a  s p o k e s w o m a n  s a id  
T h u r s d a y ,

.F r a n c e s  R o s e ,  a  p u b l ic  i n ­
f o r m a t io n  o f f i c e r  w i t h  th e  
s t a te  D e p a r tm e n t  o f  A d m in i s ­
t r a t io n ,  s a id  th e  e m p lo y e e ’s 
n a m e  w o u ld  n o t  b e  r e le a s e d  
b e c a u se  h e  w a s  n o t  c h a rg e d  
w i t h  a n y  c r im e .

" H e  w a s  s u s p e n d e d  f o r  15 
d a y s ,  re d u c e d  tw o  s te p s  in  
r a n k  a n d  h a d  h is  s e c u r i t y  
c le a ra n c e  l i f t e d , ' s h e  s a id .

“ I f  he  h a d  b e e n  s u c c e s s fu l ,  
I  p re s u m e  h e  w o u ld  h a v e  b een  
f i r e d  s t r a ig h t  o u t . "

T h e  e m p lo y e e  i s  a c c u se d  o f  
t r y in g  to  " g e t  in f o r m a t io n  he  
d id  n o t  n e e d ,”  o r  th e  n a m e s  
o f  p e r m a n e n t  fu n d  d iv id e n d  
r e c ip ie n t s ,  sh e  s a id .

" I  g u e s s  h e  t h o u g h t  h e  
w o u ld  s o l i c i t  t h in g s  f r o m  p e o ­
p le  a f t e r  t h e y  g o t  t h e i r  
c h e c k s , ”  R o s e  s a id .

" T h i s  i s  t h e  f i r s t  t im e  t h i s  
k in d  o f  t h in g  h a s  h a p p e n e d . '  
. . .  I t ’s  s t r a ig h t  o u t  o f  ‘W a r  
G a m e s ’ (a  f i lm  a b o u t  co m p u t- . 
e r  t a m p e r in g ) . "  '  •

A  s y s te m  o f  " p a s s w o r d s ” ' 
h a d  b e e n  u se d  b y  th e  s t a te  to  
s a fe g u a rd  c o m p u te r  in f o r m a ­
t io n ,  " b u t  I  g u e s s  i t ’s  no t- 
f o o lp r o o f , "  sh e  s a id .

" T h e r e ’ !; a  re c o g n iz e d  n e e d : 
t h a t  w e  h a v e  to  b e e f  u p  o u r  

. s e c u r i t y , "  sh e  s a id .
“ W e  h a v e  a  p ro p o s a l in  th e  

f i s c a l  ’85 b u d g e t  t h a t  w o u ld '  
fu n d  th e  in s t a l l a t io n  o f  a  n e w  
c o m p u te r  s e c u r i t y  s y s te m .

" T h e  o n e  t h e y  h a v e  i n ; 
m in d  w o u ld  c o s t  $240 ,000 a n d  
in c lu d e  c r e a t in g  a d a ta  s e c u r i­
t y  o f f ic e  a n d  a n  o f f ic e r  to  
m o n ito r  c o m p u te r  u s e , "  R o s e  
s a id .

G a y le  H o r e t s k i ,  a n  a s s i s t ­
a n t  a t t o r n e y '  g e n e r a l ,  s a id  
T h u r s d a y  th e  c a se  w a s  n o t  
r e fe r r e d  to  th e  D e p a r tm e n t  o f  
L a w  so  th e re  w a s  no  c r i m i n a l ' 
p ro s e c u t io n .

" C o m p u t e r  t a m p e r in g  i s  
s o m e th in g  o f  a  g r a y  a re a  a n d  
w e ’ re  w o r k in g .n o w  o n  le g is la ­
t io n  t h a t  w o u ld  t ig h te n  i t  
u p , ”  sh e  s a id .



Executive Offices 
One Space Park 
Redondo Beach, CA 90278 
213.535.2175

F e b ru a ry  3. 1984

The H o n o ra b le  A l b e r t  P. Adams )
Member. A la s k a  S t a t e  L e g i s l a t u r e  
Pouch V (MS 3100)
Juneau. A la s k a  99811

Dear R e p r e s e n t a t iv e  Adams:

We a re  w r i t i n g  t o  urge y o u r s u p p o rt  o f  
House B i l l  520. as in tr o d u c e d  by House Speaker 
Joe L .  H ayes.

T h is  l e g i s l a t i o n  w ould e n a c t a computer c rim e  s t a t u t e  
i n  th e  s t a t e  o f  A la s k a  and c r e a t e  an o f f e n s e  f o r  th e  
c r i m i n a l  use o f  a com puter. We s u p p o rt  t h i s  
l e g i s l a t i o n  because i t  w ould p r o t e c t  consumers fro m  
u n a u t h o r iz e d  access to  and m a n ip u la t io n  o f  s e n s i t i v e  
co m p uter-based in f o r m a t i o n  c o n ta in e d  i n  th e  d a ta  base 
o f  a consumer c r c . ^ s  r e p o r t in g  agency.

TRW's I n f o r m a t io n  S e r v ic e s  D i v i s i o n  o p e ra te s  one o f  
th e  c o u n t r y 's  l a r g e s t  consumer c r e d i t  r e p o r t i n g  
a g e n c ie s .  We m a in t a in  c r e d i t  in f o r m a t i o n  on more 
th a n  90 m i l l i o n  consumers. And we s e r v ic e  th e s e  
consumers th ro u g h  21 o f f i c e s  and 80 in d e p e n d e n t 
c r e d i t  b u re a u s , i n c lu d in g  C r e d i t  Bureau o f  A la s k a .
I n c .

U n f o r t u n a t e l y ,  our d a ta  base has been i l l e g a l l y  
accessed, and we have been f r u s t r a t e d  w i t h  th e  
in a d e q u a c y o f  c u r r e n t  f e d e r a l  and s t a t e  laws to  
p r o p e r ly  p ro s e c u te  th e s e  oc c u re n c es. We have, 
t h e r e f o r e ,  s u c c e s s f u l l y  sponsored r e la t e d  l e g i s l a t i o n  
i n  C a l i f o r n i a  and New Y o r k ,  and we hope to  see 
s i m i l a r  s t a t u t e s  enacted i n  o th e r  s t a t e s ,  i n c lu d in g  
A la s k a .

I  have a t ta c h e d  a d d i t i o n a l  i n f o r m a t io n  on t h i s  is s u e  
and a b r i e f  d e s c r i p t i o n  o f  our consumer c r e d i t  
r e p o r t in g  s e r v ic e s .

Once a g a in ,  we r e s p e c t f u l l y  encourage y o u r  s u p p o rt  o f 
House B i l l  520. Thank y o u .

S i n c e r e l y ,

M L Manager

TRW I n c .  Government R e la t io n s

A t t a c h m e n t :  a s  s t a t e d .



T H E  N E E D  F O R  C O M P U T E R  C R I M E  L E G I S L A T I O N

INTRODUCTION

S e v e r a l  is s u e s  r e l a t e d  to  th e  i n f o r m a t i o n  s e r v ic e s  i n d u s t r y  
have le d  t o  th e  need f o r  computer c rim e  l e g i s l a t i o n .

The computer i n d u s t r y  has c r e a te d  a consumer m arket t h a t  
has p u t  m achines i n  th e  hands o f  h o b b y is t s ,  and c o n t r o ls  i n  th e  
d a ta  p r o c e s s in g  i n d u s t r y  have been reduced t h r u  t im e - s h a r in g  
o p t io n s  and o th e r  p r o d u c t io n a l  f a c e t s .  W h i le  we see 
i n d i v i d u a l s  in v a d in g  system s i n  th e  news and e n t e r t a in m e n t  
mediums, th e  p o i n t  i s  b e in g  r a is e d  t h a t  i t  w i l l  n o t  be lo n g  
b e fo r e  t r u e  c r i m i n a l s  a re  i n v o lv e d  i n  o th e r  a r e a s .  
U n f o r t u n a t e l y ,  t h i s  has become a r e a l i t y .  L i t t l e  p u b l i c i t y  i s  
g iv e n  to  th e s e  cases o f  computer c rim e  because th e y  a re  n o t  
a lw a ys tu r n e d  over to  la w  e n fo rc e m e n t a g e n c ie s .  T h is  i s  
because computer c rim e  s t a t u t e s ,  f o r  th e  most p a r t ,  a re  e i t h e r  
n o t  i n  p la c e  or i n s u f f i c i e n t  t o  r e s u l t  i n  p r o s e c u t io n .  W it h  
l i t t l e  chance o f  a c h ie v in g  s u c c e s s f u l  p r o s e c t u t i o n .  or even 
g e t t i n g  t o  c o u r t ,  i t  i s  n o t  s u r p r i s i n g  t h a t  many companies do 
n o t  r e p o r t  computer c r im e .

Because o f  g row ing problem s and concerns a b o u t u n a u t h o r iz e d  
access to  and m a n ip u la t io n  o f  co m p u te r-b a se d  i n f o r m a t i o n ,  i t  i s  
n e c e s s a ry  to  e n a c t l e g i s l a t i o n .  A f t e r  u n s u c c e s s fu l  a tte m p ts  a t  
th e  n a t i o n a l  l e v e l ,  i t  has become n e c e s s a ry  to  have p r o g r e s s iv e  
s t a t e  l e g i s l a t u r e s  im p le m e n t l e g i s l a t i o n  i-n a s t a t e - b y - s t a t e  
b a s i s .

UNAUTHORIZED ACCESS TO CREDIT INFORMATION

The c r e d i t  i n d u s t r y  has e v id e n c e d  c r i m i n a l  b e h a v io r  t h r u  
u n a u t h o r iz e d  access i n  t h r e e  b a s ic  s c e n a r io s :

1. Consumer v i c t i m i z a t i o n  v i a  s t o l e n  access codes.

2. F i l e  m a n ip u la t io n .

3. I n v e s t i g a t i o n  and c o l l e c t i o n  agency a c t i v i t y  u s in g  
s t o l e n  access codes.

Each o f  th e s e  s c e n a r io s  i s  e la b o r a t e d  on s e p a r a t e ly  to  
i l T u s t r a t e  th e  im pact o f  t h i s  a c t i v i t y  and th e  need f o r  
u p - t o - d a t e  l e g i s l a t i o n .



Consumer V i c t i m i z a t i o n

A tta c h m e n t A. "For S a le :  C r e d i t  R a t i n g s , "  d e s c r ib e s  a 
p ro c e ss  o f  v i c t i m i z a t i o n .  The a c t  o f  a consumer o b t a i n i n g  a 
good c r e d i t  r a t i n g  was f a c i l i t a t e d  by s t e a l i n g  s u b s c r ib e r  
access c o d e s. The i n d i v i d u a l s  t h a t  were s e l l i n g  th e s e  packages 
te le p h o n e d  l e g i t i m a t e  c r e d i t  g r a n t o r s  s u b s c r ib in g  t o  th e  c r e d i t  
agency. These i n d i v i d u a l s  r e p r e s e n te d  th e m s e lv e s  as c a l l i n g  
fro m  th e  c r e d i t  agency, u s u a l l y  u s in g  th e  p r e t e x t  o f  c l e a r i n g  
up a b i l l i n g  prohiLem, or b e in g  fro m  th e  s e c u r i t y  d e p a rtm e n t.  
D u r in g  th e  c o n v e r s a t io n  th e  access code i s  re q u e s te d  and 
u s u a l l y  p r o v id e d .  T h is  access code e n a b le s  access t o  th e  
c r e d i t  d a ta  base to  f a c i l i t a t e  th e  p ro c e s s .  The buyer o f  th e  
good c r e d i t  h i s t o r y  uses th e  good ac co u n ts  and re q u e s ts  o th e r  
c r e d i t  c a r d s .  The buyer runs up b i l l s  w i t h  no i n t e n t  o f  
p a y in g .  The good consumer i s  l e f t  w i t h  th e  is s u e  o f  c l e a r i n g  
up h is  or her c r e d i t  h i s t o r y  once i t  has been d is c o v e r e d  t h a t  
someone has used th e  i n d i v i d u a l ' s  h i s t o r y .

F i l e  M a n ip u la t i o n

A tta c h m e n t B i l l u s t r a t e s  th e  is s u e  o f  f i l e  m a n ip u la t io n .  
F i l e  m a n ip u la t io n  i s  a c h ie v e d  by b r i b i n g  someone to  m o d ify  th e  
i n f o r m a t i o n  c o n ta in e d  i n  f i l e s  w i t h i n  th e  bureau or 
s u b s c r i b e r ' s  p re m ises  and th e  s u b m is s io n  o f  f a l s e  c r e d i t  
i n f o r m a t i o n .

U n f o r t u n a t e l y ,  n o t  a l l  bureaus have c o n t r o ls  to  p r e v e n t  
t h i s  access and many in c id e n t s  o f  in f o r m a t i o n  m o d i f i c a t i o n  
o c c u r.  Once th e  bad c r e d i t  h i s t o r y  i s  d e le t e d  or m o d i f ie d ,  th e  
i n d i v i d u a l  a p p l i e s  f o r  new c r e d i t  a c c o u n ts .  ( C o n t r o ls  e x i s t  
w i t h i n  th e  TRW syste m  to  p r e v e n t  a n d /o r  i s o l a t e  a tte m p ts  o f  
t h i s  t y p e . )

Even i f  consumer v i c t i m i z a t i o n  and f i l e  m a n ip u la t io n  
e f f o r t s  a re  s u c c e s s f u l ,  most la w  e n fo rc e m e n t a g e n c ie s  w i l l  n o t  
pursue th e  case u n t i l  t h e r e  has been a Io c s  to  a c r e d i t  g r a n t o r .

I n v e s t i g a t i o n  and C o l l e c t i o n  Agency A c t i v i t y  (A tta c h m e n t C)

P r i v a t e  i n v e s t i g a t o r s ,  la w y e r s ,  and r e p o s s e s s io n  a g e n ts  
may, i n  i s o l a t e d  c a se s, have a l e g i t i m a t e  purpose to  access a 
c r e d i t  d a ta  base; however, most o f  th e  m a jor c r e d i t  a g e n c ie s  do 
n o t  a l l o w  th e s e  i n d i v i d u a l s  t o  s u b s c r ib e  due to  th e  c o n t r o l  
f e a t u r e s  r e q u ir e d  t o  m o n ito r  p e r m is s ib le  a c ce ss.
U n f o r t u n a t e l y ,  t h e r e  have been many cases where i n d i v i d u a l s  
w a n t in g  t h i s  i n f o r m a t i o n  have e i t h e r  s t o l e n  access codes or 
d e r iv e d  th e  access code fro m  c r e d i t  p r o f i l e s  s e n t  t o  them by 
o th e r  s u b s c r ib e r s  w i t h  th e  access code on them.



Some c o l l e c t i o n  a g e n c ie s  have a c q u ir e d  access codes i n  a 
s i m i l a r  manner. A lth o u g h  c o l l e c t i o n  a g e n c ie s  have l e g i t i m a t e  
re a so n s t o  access a c r e d i t  b u re a u , and t h e y  a re  s u b s c r ib e r s ,  
some do n o t  use t h e i r  own access code. The s t o l e n  access code 
i s  o f t e n  u t i l i z e d  to  reduce c o s ts  and in c r e a s e  com m issions and 
agency p r o f i t s .

A GROWING PROBLEM

A c c o rd in g  t o  r e c e n t  s t a t i s t i c s  (Modern O f f i c e  P roc ed ures -  
March 1983, " D e fe n d in g  Your Computer Room A g a in s t  D i s a s t e r " )  
th e  a vera g e  bank ro b b e ry  i s  le s s  th a n  $ 3 ,0 0 0 .  The average 
" w h ite  c o l l a r "  em bezzlem ent n e ts  le s s  th a n  $ 3 0 ,0 0 0 .  B u t th e  
averag e computer c rim e i s  e s t im a te d  t o  exceed $ 6 0 0 ,0 0 0 ,  w i t h  
l i t t l e  chance o f  d e t e c t i o n ,  p r o s e c u t io n  o r  c o n v i c t i o n .

E d u c a t io n  has become a key e le m e n t i n  th e  f i g h t  a g a in s t  
t h i s  a re a  o f  c r i m i n a l  a c t i v i t y ,  and th e  U n it e d  S ta t e s  
D e p a rtm e n t o f  J u s t i c e  has opened a s p e c i a l i z e d  f o u r  week 
computer f r a u d  s c h o o l f o r  F . B . I .  a g e n ts .  The D epartm ent o f  
J u s t i c e ,  Sacram ento, C a l i f o r n i a ,  o p e ra te s  a two week course  
s p e c i a l i z i n g  i n  th e  same s u b je c t .  O th er m u n i c i p a l i t i e s  as w e l l  
as p r i v a t e  o r g a n iz a t io n s  a re  c u r r e n t l y  h o ld in g  s e m in a rs  to  
combat prob lem  a re a s  o f  d e t e c t i o n .

The c h a l le n g e  i6  t o  a c t i v e l y  p ro s e c u te  computer ^ r im e  
s u s p e c ts .  A c h a l le n g e  i n  th e  sense t h a t  th e  c u r r e n t  laws 
r e g u l a t i n g  computer access a re  e x t r e m e ly  l a c k in g .  F o l lo w in g ,  
a re  t h r e e  exam ples o f  TRW in c id e n t s  t h a t  i l l u s t r a t e  th e  need 
f o r  computer c rim e  l e g i s l a t i o n :

Exam ple #1

An o r g a n iz e d  r in g  o f  c r e d i t  c r i m i n a l s  was e s t a b l is h e d  i n  a 
la r g e  m e t r o p o l i t a n  a r e a .  A lth o u g h  t h i s  exam ple was ta k e n  from  
th e  W e ste rn  R e g io n ,  t h e r e  i s  an i n d i c a t i o n  t h a t  an i d e n t i c a l  
r i n g  i s  o p e r a t in g  i n  th e  E a s te r n  R e g io n .  One member o f  th e  
r i n g  p r o v id e d  computer password in f o r m a t i o n  t o  a n o th e r  who used 
i t  t o  g a in  access to  our syste m . The s u s p e c t th e n  r e t r i e v e d  
hundreds o f  c r e d i t  r e p o r t s .  Through a r e l o c a t i o n  and f i l e  
merge s yste m , th e  s u sp e c t was a b le  t o  a l t e r  n e g a t iv e  c r e d i t  
i n f o r m a t i o n  i n t o  what appeared t o  be a p o s i t i v e  p r o f i l e .

The f e e  charged f o r  t h i s  s e r v ic e  v a r ie d ,  however, i t  
averaged ab o u t $600 per r e p o r t .  T h is  p a r t i c u l a r  case i s  b e in g  
a c t iv e  p ro s e c u te d  a t  th e  w r i t i n g  o f  uh is  r e p o r t .  The s e c t io n  
s e le c  ^ , f o r  p r o s e c u t io n  was 502 P .C .  ( C a l i f o r n i a ) .



Exam ple tt2

A c o l l e c t i o n  a g e n c y /p r iv a t e  i n v e s t i g a t i v e  f i r m  g a in e d  
access to  computer password i n f o r m a t i o n  on s e v e r a l  I n f o r m a t io n  
S e r v ic e s  D i v i s i o n  s u b s c r ib e r s .  As such, u n a u t h o r iz e d  access 
was made i n t o  our s yste m  and a t o t a l  o f  $ 6 5 ,0 0 0  w o rth  o f  
c r e d i t s  were a p p l ie d  f o r  fro m  v a r io u s  e a s t  c o a s t  s u b s c r ib e r s .  
W h i le  w o r k in g  th e  i n v e s t i g a t i o n  o f  t h i s  m atter,, s e v e r a l  New 
Y o r k  a g e n c ie s  were c o n ta c te d  and each d e c l in e d  i n v e s t i g a t i v e  
j u r i s d i c t i o n .  M o st f e l t  t h a t  i t  was a c i v i l  o r  f e d e r a l  
p ro b le m , i n  t ' \ a t  no computer c rim e  b i l l  e x i s t e d .

S u b s e q u e n t ly ,  t h e  F . B . I .  was c o n ta c te d  and conse nted  to  
c o n t in u e  th e  i n v e s t i g a t i o n .  A s u s p e c t was i d e n t i f i e d  and 
p r o s e c u t io n  i s  b e in g  a c t i v e l y  p u rsu e d .

Exam ple #3

A c o a s t - t o - c o a s t  o r g a n iz e d  c rim e  r i n g  o b ta in e d  s e v e r a l  
thousand  b la n k  c r e d i t  c a r d s .  L a t e r ,  t h e y  o b ta in e d  i l l e g a l  
access i n t o  c r e d i t  system s and r e t r i e v e d  thousand s o£ c r e d i t  
p r o f i l e s  o f  p o t e n t i a l  v i c t i m s .  By v ie w in g  th e  r e p o r t s ,  ac co u n t 
number i n f o r m a t i o n  was o b t a in e d  and l a t e r  embossed on th e  
s t o l e n  c a r d s .  The t o t a l  amount s t o l e n  fro m  c r e d i t o r s  i s  
unknown a t  t h i s  t im e ,  b u t i t  i s  b e l ie v e d  t o  exceed $ 1 ,0 0 0 ,0 0 0 .  
I n v e s t i g a t i o n  i s  c o n t i n u i n g .

C rim es by th e s e  i n d i v i d u a l s  were made p o s s ib le  th r o u g h  th e  
i l l e g a l  access to  computer f i l e s .  I n  each case th e  c r i m i n a l  
s im p ly  c a l l e d  a TRW o p e r a to r  and r e l i n q u is h e d  c e r t a i n  password 
i n f o r m a t i o n  w h ic h  th e n  caused th e  computer to  be accessed.

I t  i s  a c u t e ly  a p p a re n t  t h a t  much has been done i n  th e  a rea  
o f  d e t e c t i o n ,  b u t  l e g i s l a t i o n  i s  now needed f o r  a c t i v e  
p r o s e c u t io n .

CALIFORNIA'S COMPUTER CRIME LEGISLATION

SB 648 ( C a l i f o r n i a  P e n a l Code 502) was in tr o d u c e d  i n  th e  
C a l i f o r n i a  L e g i s l a t u r e  i n  March o f  1981. T h is  b i l l  m o d if ie d  
th e  p e n a l code to  make i t  a c r im e  t o  i n t e n t i o n a l l y  access or 
cause t o  be accessed any computer system  or netw ork f o r  th e  
purpose o f  damaging th e  c r e d i t  r a t i n g  o f  any p e rs o n . The b i l l  
was sponsored by an i n d i v i d u a l  i n  th e  San D ie g o  D i s t r i c t  
A t t o r n e y ' s  o f f i c e .  F ra ud  D i v i s i o n ,  i n  re sp onse  to  a s i t u a t i o n  
i n  San D ie g o  i n  w h ic h  an i n d i v i d u a l ' s  c r e d i t  f i l e  was s o ld  f o r  
t h e  purposes o f  o b t a i n i n g  c r e d i t  under f r a u d u l e n t  
c ir c u m s ta n c e s .  ( S i m i l a r  l e g i s l a t i o n  has been ena c te d  i n  New 
Y o r k . )

4 .



L e g i s l a t i v e  j u s t i f i c a t i o n  f o r  th e  b i l l  goes on t o  s a y :

"The c r e d i t  g r a n t in g  s e c t o r  o f  p r i v a t e  i n d u s t r y  i s  b e in g  
d e lu g e d  w i t h  f a l s e  and f r a u d u l e n t  a p p l i c a t i o n s  f o r  c r e d i t .  
I t  i s  n o t  uncommon f o r  i n d i v i d u a l s  and o r g a n iz e d  groups to  
s y s t e m a t i c a l l y  a p p ly  f o r  m u l t i p l e  c r e d i t  c a r d s ,  lo a n s ,  e t c .  
u t i l i z i n g  f i c t i t i o u s  and f a l s e  names, b i o g r a p h ic a l  
i n f o r m a t i o n ,  and c r e d i t  h i s t o r i e s .  These f r a u d u l e n t  
a p p l i c a t i o n s  a re  c a r e f u l l y  c r e a te d  t o  f i t  w i t h i n  th e  c r e d i t  
g r a n t o r s 1 c r i t e r i a  f o r  is s u a n c e  o f  c r e d i t  -  such p o l i c i e s  
w h ic h  a re  w e l l  known t o  th e  a p p l i c a n t s .  S o p h is t ic a t e d  
w r in k le s  a re  added such as th e  use o f  te le p h o n e  a n sw e rin g  
s e r v ic e s ,  w h ic h  have been p r o v id e d  a p re p a re d  s c r i p t  to  
read i n  case o f  i n q u i r y  by th e  c r e d i t  g r a n t in g  a g e n c ie s .
The a n sw e rin g  s e r v ic e  t e l l s  th e  i n q u i r i n g  p a r t y  ' t h a t  th e  
a p p l i c a n t  has been employed a t  a h ig h  s a l a r y  f o r  f i v e  
y e a r s ;  t h a t  th e  a p p l i c a n t  has s u c c e s s f u l l y  p a id  o f f  a lo a n  
on a e x p e n s iv e  a u t o m o b i le ,  e t c . 1

Under e x i s t i n g  la w . th e  c r e d i t  g r a n t o r  must s u f f e r  a lo s s  
b e fo r e  t h i s  a c t i v i t y  can be f i l e d  as a f e l o n y .  T h is  
r i d i c u l o u s  p o s tu r e  does n o t h in g  t o  p r e v e n t  re p e a te d  
a t te m p ts  t o  o b t a in  c r e d i t  by f r a u d u l e n t  means. I t  i s  
l i k e w i s e  d is c o u r a g in g  t o  th e  c r e d i t  g r a n t o r s ,  who h a v in g  
d is c o v e r e d  th e s e  a c t i v i t i e s ,  b r in g  them t o  th e  a t t e n t i o n  o f  
la w  e n fo rc e m e n t and d is c o v e r  t h a t  t h i s  c o nd u c t i s  a t  most a 
m isdem eanor. ( S e c t io n  532a. C a l i f o r n i a  P e n a l C ode)"

ONE STEP TOWARD A SOLUTION

Because o f  th e  trem endous g row th i n  co m p u te r-b a se d  
i n f o r m a t i o n  s e r v ic e s  and an a la r m in g  in c r e a s e  i n  th e  
u n a u t h o r iz e d  access t o  and abuse o f  v a r io u s  d a ta  bases 
th r o u g h o u t  th e  c o u n t r y ,  i t  has become n e c e s s a ry  f o r  s t a t e s  to  
up d a te  e x i s t i n g  p e n a l codes to  in c lu d e  computer f r a u d .  
C a l i f o r n i a  and New Y o r k  have passed l e g i s l a t i o n  i n  t h i s  a r e a .  
And i t  i s  hoped t h a t  s i m i l a r  l e g i s l a t i o n  can be e n ac ted  i n  
o th e r  s t a t e s  t o  f a c i l i t a t e  c r i m i n a l  p r o s e c u t io n  and s t a n d a r d iz e  
p e n a l i t e s .

1 1 / 1 9 8 3
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auditors commended Sandla's corrective ac­
tions and stated that It appeared that the 
problems had been solved. However, It 
would not pay those responsible for the 
laboratory to become complacent. Without 
continual policing, the problem will 
return. The auditors recommended periodic 
random sampling Of computer files to check 
on unauthorized use of the system. #

For Sa le : Credit Ratings
While evidence Is still not clear, It 

seems possible that a data theft gang has 
been operating In southern California. It 
appears that the ring has allowed those 
with poor credit ratings to use someone 
else's good rating as the basis for opening 
charge accounts and obtaining loans.

The crime apparently Involved unauthor­
ized access to a credit bureau data base 
to obtain financial information about indi­
viduals with a clean credit history. Good 
credit ratings are sold to people who have 
problems obtaining credit. The bad credit 
risk purchases information that will allow 
him to assume for credit purposes the iden­
tity of someone who has the same name but 
a better financial record. Information 
supplied Includes such things as social 
security number, bank account number, and 
driver's license number.

This suspected crime came to light when 
an Individual with a good credit rating 
became aware that his Identity was being 
used by another. He contacted a number of 
different law enforcement agencies and 
Informed them about the alleged crime. To 
date, Investigative efforts have been ham­
pered by the fact that, although everyone 
acknowledges that a crime has indeed taken 
place, no one has been able to figure out 
who has jurisdiction. Meanwhile, a number 
of questions remain unanswered:

- How was the data obtained from 
the supposedly secure files of the 
credit bureau?

- Who obtained the data?
- Is 1t an Inside job?
These questions will remain unanswered 

until jurisdiction problems can be Ironed 
out and further information developed. #

_  Attachment "A"

Student Cracks School Dis t r ic t ' s 
Computer System

A high school senior in Tucson, Arizona 
was successful in breaking Into the school 
district's computer system. However, he 
Is beginning to have regrets about his 
actions. Since his successful Intrusion, 
security measures have been tightened, and 
his access to the computer has been 
reduced.

The student, Joel Snyder, first realized 
that he could break the system's security 
code when he was accessing the computer 
through a remote job entry terminal at his 
high school. He was quoted as saying that 
anyone with a knowledge of assembly langu­
age could easily circumvent the system's 
security features. The passwords protect­
ing student grades ind other information 
were unimaginative.

His attempt to gain access to another 
user's password was successful. As a 
result, Snyder felt he should inform the 
authorities about the security risks 
involved. However, officials tended to 
doubt that Joel Snyder had actually cracked 
the system. They were willing to acknow­
ledge that he had obtained access to pass­
words, but they were never sure how he had 
done It.

In his attempt to publicize the security • 
weakness, Joel appeared at a school board 
meeting and brought the matter to the 
attention of the board. This action had 
some results. System security was soon 
tightened. Students are now allowed to 
access the system only from RJE stations 
(not by dialing up from a modem), only 
during certain hours, and only while a 
teacher Is present.

While he has proven that he has more 
than a passing knowledge of computers and 
their security features, Snyder does not 
plan a career in data processing. His 
first college choice is Stanford Univer­
sity, where he plans to major in liberal 
arts.

Although Joel Snyder's reasons for 
breaking security were not malicious, his 
action shows the ease with which intelli­
gent students can circumvent security fea­
tures in today's systems. Obviously, 
there are basic weaknesses In most 
security provisions. #
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F e d  F a l s e  D a t a  i n t o  C o m p u t e r s
: Authorities Believe Plot Inform.llw cwcemtat the Credit worth-

Authorities said the alleged scheme may 
have produced millions of dollars in un­
paid bills and caused untold legal prob­
lems for firms thtil rely on credit informa­
tion.
The six men are charged with con-

. spiracy in Uic indictment returned Thurs­
day by a grand jury. All six also are
charged \vith at least one count of making 
false loan-application statements.

_  . ., A TRW Credit Doia file clerk. Kathleen
The credit records were kept in the com- Hcnnett. was named as an unindiclcd co- 

puters of f RU Credit Jala in Anahtirn. conspirator. Federal authorities said she is 
Calif. The company maintains credit files l0 ̂  a government witness, 
on about 50 million Americans living jn 20 According lo ihe indictment: Miss Ben- 
cities. nett was paid $50 each lime she improved
The files are used by banks, credit card the computerized credit records of people 

companies, end other businesses seeking solicited by the ring.

Same Information Deleted 

This allegedly was done by deldinn bad 
payment records, inform;*! ion about bank­
ruptcies. and ether unfavorable rnnie- 
nal. In some cases, material indicating a 
good credit history was inserted, author­
ities said.
The indictment lisipe 2G pci sons who 

paid between $300 and $1,500 to have their 
credit records altered, but authorities said 
as many as 150 persons may have paid for 
such falsifications between August. 1974, 
and March. 1975.
With their improved credit records.' 

these people obtained banks, loans, credit 
cards, and credit nt retail stores, auihor- 
Itics said, and many of them subsequently

• defaulted on payments. ’ <
FIJI agents uncovered the plot and broke j 

up.the ring 18 months ago. authorities, 
said, tt took the FBI. a Justice Department« 
Organized Crime Strike Force, and the .

. U.S. Attorney's office nearly 1L years to 
obtain the evidence needed lo present the 
case to a grand jury.

> Seven Counts fit Indictment

Charged in the seven-count indictment
• were Philip Kostoff. 31. Hie alleged ring- • 

leader: his brolher. Paul Kostofl. 35; Ron­
ald C. Rossi. 41: Joint R. Dubln. 41; Ken­
neth L  Stevenson. .19. and Scan Shanahan,

l dj. All live in Orange County, where Aua- I 
helm is located. 1
The indictment allcced bull Philip Kos- 

toff hired the oilier defendants to locate ’ 
persons who warned their credit ratings 
improved and also recruited Miss Bennett. • 
Authorities said TRW* Data Credit, n di­

vision ol Cleveland-based TRW. Jr.r.. coop--
. crated in the invedigdion and is light- (<

V  M a y  H a v e  L e d  T o  Millions 

• *,Of Dollars In U n p a i d  Bills

* U)S AXCKLES CT* -With (he aid of a 
file clerk, six men sought out persons with 
poor credit records and for fees of up to 
11,500 improved their credit reports in the 
computer banks of the country's lorgesl 
consumer credit bureau, a federal in­
dictment charges.
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* ‘Two Los Aageler private detective agendee aad a •» 
Van Nuys vehicle repossession firm have been iceused - 
of massive electrode theft of credit information from a 
computer at TftW. Orange County authorities- aid | 
Ttissday.
Fetter add tha three firma gained aecea to the na­

tionwide credit reportinfefency'* computer by obtain- 
inf codec isuad to T E W  subscribers. No dollar value 
'has been set on the alleged theft.
_• tereadgatore eaid Tuesday that H5LLP. Locksmiths, 
the repcaetetion company, had been using the code for 
etc toootha. Searchers and Securities and Searchers In­
vestigators, the detective- agencies, bad bees using 
them since 1972, police said.

** Orange police Detective Roger Breham said no 
' charges have been filed, but investigators are eaamlg- 
- tng thousand* of records— mostly computer printouts—  
seised from the three flnps in raids last week.
Gfi HamhfeC vice president of public afttirs far

• T R W #  Information Services Division in Orange, said ; 
. the fizmVown security ■urvdllance system first spotted
. the illegal Information request entries In January.
"• Officials of the three ccpyenies wiat allegedly-c&- . 
tained the information illegally could not be reached far I 

: comment Tuesday. *;   . . . . L



C o m p u t e r - F r a u d  C o v e r a g e  G r o w s  

A s  I n s u r e r s  S o l v e  P o l i c y  P r o b l e m s

By J o a n n e  L jh m an
.SMZ/Kcfxirlrrn/TitK W aij.Stmkkt Joiihnai.
An oil company paid millions of dollars to 

gather highly confidential geophysical infor­
mation and then fed the data into a com­
puter. Now it wants insurance against elec­
tronic theft of the data by competitor or 
damage to Its storage system by teen-age 
computer hackers. Is such coverage avail­
able?

The answer is yes. some insurers say. 
But the kinds of coverage available vary 
widely, and most insurance companies are 
still at work developing their policies. A few 
insurers cover theft of trade secrets and 
such items as customer lists. Others cover 
only the cost of reproducing erased or dam­
aged information. All agree there are prob­
lems to overcome: Losses are hard to calcu­
late and potentially staggering, for example, 
and premiums can be very high. But every­
one also agrees that once the problems are 
solved, business will be hot.

Computer-fraud coverage "Is the most 
sought-after insurance in the crime area 
these days," says Christopher Barr, vice 
president of National Union Fire Insurance 
Co. "The computer is the fad of the 1980s- 
and computer insurance is the fad topic of 
the insurance world."

So far, only about $20 million of elec- 
tronic-cnme policies have been sold and 
most of them cover transfers of money and 
securities, according to Dean P. Felton, a 
vice president of Marsh & McLennan Cos. 
But he figures ll amount will increase ge­
ometrically. n , )g S100 million in the 
next three years.

Demand is already rising. Shand, Mora- 
han & Co.. a subsidiary of Alexander & Alex­
ander Securities Inc.. says inquiries about 
its policy have doubled in the past six 
months, to 75 a week. Applications for the 
coverage have risen 207t to 30%, says Grant 
R. Hubbard, a Shand Morahan vice presi­
dent. St. Paul Fire & Marine Co., Fireman's 
Fund Insurance Cos., Chubb & Sons Inc. and 
others report a similar Increase in inter­
est.
A New Twist In Coverage

Insuring computer data against theft and 
damage is a new twist in electronic-crime 
coverage. One of the first computer-crime 
policies, introduced by Lloyd's of London in 
1981 and quickly copied by several Ameri­
can insurers, applied only to financial insti­
tutions and covered only money and securi­
ties transferred by electronic means.

That kind of policy was inspired by the 
exploits of Stanley Mark Rifkin, who was 
charged with swindling Security Pacific 
Bank of Los Angeles out of S10.2 million in 
1978. According to prosecutors, he posed as 
an international bank officer, got the com­
puter codes required to transfer money to a 
Swiss bank, and then bought 19 pounds or 
Russian diamonds with the proceeds. Back 
then, the case was hailed as the ultimate 
electronic scam.

But a new type of computer crime is

drawing attention now. and us immediate 
target is information rather than money. In­
surers can reel off tales of computer treach­
ery. There's a company, for example, whose 
client file was pilfered electronically by a 
competitor. In another case, a prankster 
gained access to computerized motor-vehi- 
cle records, wiping out penalties given poor 
drivers. Recently, the Federal Bureau of In­
vestigation has arrested teen-agers who al­
legedly broke into computers belonging lo 
the Defense Department, a New York City 
hospital and an eleclronic-mall service.

Crimes like these make •ompanies very 
nervous. Chubb, for instance, says it has 
sold computer-fraud policies to an aerospace
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company worried about piracy of Its designs 
and a book publisher concerned that an out­
sider could steal unpublished books. Shand 
Morahan says travel agencies, county gov­
ernments. department stores and stockbro­
kers have shown interest in its policy.

Computer data coverage varies from in­
surer to insurer. St. Paul Fire & Marine 
covers the cost of reproducing erased or 
damaged information, including footwork or 
research. That means that if a client list is 
erased, the insurer will pay for the extra 
time and work required to recreate it. But 
"snooping" isn't covered. As a result, if a 
competitor steals the client list electroni­
cally without damaging the data, no pay­
ment is made.

Chubb’s policy does cover snooping. If in­
formation is stolen and used by someone, 
the policy covers the full amount spent to 
develop the data. Thus, if a new automobile 
design is stolen from a manufacturer's com­
puter and the new car becomes uncompeti­
tive as a result. Chubb will cover such costs 
as resea., h and promotion. If the car vs still 
marketable but sales are hurt because the 
design Is no longer exclusive, a smaller pay­
ment will be negotiated.
Shand Morahan ma-' offer the most am­

bitious policy. It promises to cover all com­
puter-fraud-related costs, up to $30 million 
for a single incident. It will even cover the 
cost of inventory stolen by electronic means. 
Such cases have occurred in the past. In the 
early 1970s, Jerome Schneider was con­
victed of procuring more than $200,000 of 
telephone equipment from Pacific Telephone 
& Telegraph Co. in Los Angeles.
But many insurers are still trying to de­

vise lormulas for insuring computerized 
data. ."It's a new area, and there are nr. 
hard and fast decisions on who is liable foi 
what." says Wesley Ocms. assistant vice 
president of Slate Farm Mutual Insurance 
Co.. which doesn't offer any computer-fraud 
coverage.

One problem is that insurers like to stick 
with quantifiable losses. That makes them 
reluctant to cover less-concrete costs, like 
loss of confidentiality and confidence among 
customers.

There are other problems. While no 
claims have been made yet. they may be 
devastating when they come. "We don't ex­
pect them to be numerous." says Ralph W. 
Wheeler Jr.. an executive at Aetna Casualty 
& Surety Co.. "but we expect a catastrophe 
when it happens." Mr. Hubbard of Shand 
Morahan believes losses among his com­
pany's customers will "always be in excess 
ol seven figures."

With the potential for losses like these, 
premiums can be enormous. They tend to 
run between $25,000 and $100,000 a year, de­
pending on the size of the business and how 
secure its computer system is. But coverage 
can cost a large bank as much as $4 million 
over three years, according to Mr. Wheeler 
of Aetna. If the company has a backup com­
puter or other alternate system, insurance 
costs are usually louzr.

Giving Hackers Ideas

Most companies are reluctant to talk 
about their computer-crime coverage for 
fear of giving hackers and competitors 
ideas. "Nobody's going to admit carrying 
this coverage," says Mr. Hubbard, of Shand 
Morahan. "It’s the same thing as kidnap 
coverage."

But law firms, which computerize data 
about cases, and airlines, which computer­
ize everything from accounts receivable to 
reservations, are among the kinds of compa­
nies looking Into coverage. "Anyone who 
uses information-systems technology is go­
ing to have to look at ’his type of insur­
ance," says Don Karmazin, vice president 
of computer and communications services 
at United Airlines.

United is self-insured, but it plans to 
study coverage carefully as it becomes 
more readily available. "It has been talked 
about in the industry." Mr. Karmazin says, 
“especially with all the notoriety that these 
teen-age computer whiz kids have been get­
ting."

McGraw-Hill Inc. has computer-crime 
coverage, but it says all its risks still aren't 
covered. Its policy covers the cost of recre­
ating damaged information, but if an elec­
tronic trespasser reads-but doesn't dam- 
age-an unpublished stock appraisal from 
McGraw-Hill's Standard & Poor's Index or 
an unreleased article from its BusinessWeek 
magazine, no payment is made.

"We hit the stumbling block." says John 
J. Bott, corporate risk manager. “It's a 
gray area. We're going round and round on 
this at least once a month."
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By Rohkkt E. Taylor
Staff Reporter of Tiik Wall Sthkitt Jouhnal
WASHINGTON - Richard Shanklin has 

found another use for the versatile home 
computer: credit-card fraud.

From his parents' home in Fairfax, Va.. 
the 30-year-old Mr. Shanklin used his com­
puter to get into the files of Credit Bureau 
Inc. in Atlanta. Authorities say he used in­
formation about other people’s credit-card 
accounts to order about $50,000 worth of 
computer and electronic gear from mail-or­
der businesses.

A grand jury indicted Mr. Shanklin on 15 
charges. After plea bargaining, the prosecu­
tors dropped all but one charge of credit- 
card fraud. Mr. Shanklin pleaded guilty, and 
he faces a jail term.
The ease with which he gained access to 

the files is alarming to Assistant U.S. Attor­
ney Loren Hershey, who prosecuted the 
case. He calls the home computer “the bur­
glary tool of the electronic age." Several 
computer experts consider that an exagger­
ation. saying they haven't heard of another 
case like Mr. Shanklin’s. But while com­
puter pranks gain far more attention, ex­
perts expect the use of home computers in 
fraud and similar criminal activity to 
grow.

"The rip-offs are likely to be more fre­
quent and larger." says Arthur Giliis. a 
computer-security specialist who is presi­
dent of Computer Based Solutions Inc. of At­
lanta. “The numbers are against us," he 
says, because people are learning about 
computers faster than adequate security 
precautions are being developed.
Danger From Insiders

The most serious threats of misuse, most 
experts say, come not from outsiders, but 
from insiders. Most computer thefts are em­
bezzlements. In one case, a consultant. Stan­
ley Mark Rlfkin, used computer codes to 
transfer $10.2 million from the Security Pa­
cific Bank of Los Angeles to his account in 
Switzerland. He served three years in jail.

Computer buffs have shown that they can 
use their wits, their terminals and their tele­
phone lines to gain unauthorized access to 
private data banks. The most dramatic ex­
amples have been carried out by a group of 
youths in Milwaukee who call themselves 
the 414's, after the city's telephone area 
code.

They have penetrated dozens of computer 
systems, including a data base at the U.S. 
nuclear-weapons research laboratory in Los 
Alamos. N.M.. and the radialion-therapy re­
cords at Memorial Sloan-Kettering Cancer 
Center in New York.

While computer intrusions are generally 
ascribed to sport rather than g *ed. the case 
of Mr. Shanklin shows the possibilities of fi­
nancial gain.

Computers' Weak Point
Mr. Shanklin apparently broke into the 

computer data bank by exploiting a weak 
point common to most systems: human 
carelessness. Federal authorities believe he 
posed as a Credit Bureau employee to obtain 
from a J.C. Penney clerk the codes used to 
enter the computer’s credit files.

Dan P. Miller, a vice president at the 
Credit Bureau's Maryland subsidiary, says 
anyone who gets inside the computer’s data 
base can read the company's files on about 
90 million people from 24 states-including 
their credit account numbers, credit histo­
ries and unused balances.

Authorities say Mr. Shanklin. in ordering 
electronic gear by telephone, used credit ac­
counts of people who had recently died. In­
vestigators also say he obtained credit histo­
ries of Hollywood personalities, including 
actress Linda Blair. The grand jury charged 
that Mr. Shanklin obtained credit reports on 
at least 80 individuals.

When federal investigators went to Mr. 
Shanklin's home, they say they found seven 
antennas on the roof. The amount of com­
puter and electronic gear packed into his 
bedroom was reminiscent. Mr. Hershey says, 
of the movie-set bedroom of the youth in 
"WarGames," a movie that raises the spec 
ter of a home-computer penetration of the 
U.S. missile defense system.
Deliveryman Grows Suspicious

According to the government, Mr. Shank­
lin picked up some of the goods he ordered 
at a freight depot, but he had other pur­
chases shipped to his home. A United Parcel 
Service deliveryman grew suspicious, ac­
cording to the prosecutor, aftpr taking pack­
ages for several individuals to the home in a 
few days and seeing Mr. Shanklin sign for 
all of them.

Thomas Maloy, the Credit Bureau's di­
rector of public relations, says the company 
has "taken the appropriate steps" to pre­
vent a similar unauthorized foray into its re­
cords. but, citing security concerns, he 
won’t explain what they are.

Mr. Glllis, the computer-security expert, 
says security can be provided in several 
ways. Software can require a user to give a 
series of codes before getting access to data. 
It also can limit the amount of computerized 
information that is open to each authorized 
user. The central computer can be linked 
only to private telephone lines or pro­
grammed to give access to only specific 
computer terminals.

The most sophisticated safeguards iden­
tify authorized users by scanning their fin­
gerprints. voiceprints or even the blood ves­
sels in the retinas of their eyes, says Jim 
Schweitzer. Xerox Corp.'s manager of sys 
tern security technology.
But such safeguards may be too expen­

sive or cumbersome for some users. A pri 
vate Dhone line to a computer is likelv to

cost at Ipast st.ooo a month. Mr. Glllis says, 
so it isn't practical for most low-volume us­
ers.

In the absence of the more sophisticated 
security measures. Mr. Giliis says, "it 
doesn't take a genius" to break in to a data 
bank. All it takes, he say s. Is an understand­
ing of how computers work. Computer users 
can beat the simpler safeguards by trying 
random variations of codes and passwords 
until they find the right ones.

But even the best security is vulnerable 
to human frailty. A common problem, says 
Mr. Schweitzer, is that authorized users 
don't safeguard their passwords and access 
codes. Theode C. Langevin, working in a 
New York brokerage house, used the pass­
word assigned to a former colleague at the 
Federal Reserve Bank to tap into the Fed's 
secret money-supply files. Mr. Langevin has 
pleaded guilty and faces a sentence of up to 
five >ears and a $1,000 fine.

Many crimes that rely on computers, 
though, could have been committed with old- 
fashioned tactics. Mr. Schweitzer contends, 
for instance, that Mr. Shanklin could have 
found enough information in a credit-bureau 
or department-store trash bin to charge his 
purchases lo someone else's credit card
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B e w a r e  t h e  l o g i c  b o m b s ,  d a t a  d i d d l e r s  a n d  h a c k e r s

BY MURIEL DOBBIN 
©  1983, Baltimore Sun

LOS ANGELES —  Logic bombs, data 
diddling, obscene messages and illegal 
access to defense secrets are just the tip 
of a computer crime iceberg that federal 
and California officials are working full 
time to control.

Already established in the annals of 
computer crime are the Phantom, who 
cost a San Francisco corporation $250,000 
by feeding obscene messages into its ma­
chines. a teen-ager who acquired com-

Euter access to secret Defense 
cpartment information, and Oap’n 

Crunch, one of the original "phone 
phreaks" from whom today's electronic 
pirates are descended.

“The magnitude of the problem of com­
puter vulnerability is only now being re­
alized. What we are seeing is the tip of a 
nasty iceberg." said Clifton Garrott. an 
assistant district attorney who heads the 
electronics crime division in Los Angeles.

The U.S. Justice Department has com­
missioned a team of electronics experts 
at Stanford Research International, a 
California foundation, to carry out a 
study of computer crime in 18 states.

Rep. Ronald Wyden, D-Ore.. introduced 
this month a computer crime prevention 
bill, said to be the first Gf its kind, as an 
initial step to combating the problem.
The Wyden bill would set up a task 

force to assess the dimensions of com­
puter crime nationally. It also would cre­
ate a clearing house to provide guidelines 
and aid for small businesses that are es­
pecially sensitive to computer criminals.
Charles Wood, management systems 

consultant at Stanford Research Interna­
tional. pointed to the timeliness of the 
movie W a r G a m e s , in which a teen-ager 
accidentally keys into a Pentagon com­
puter and puts the world on nuclear alert.
“It is conceivable." he said. "The ques­

tion is whether it is reasonably possible."
Garrott, who in three years of heading 

California computer crime-fighters has 
seen such offenses rise sharply, recalled 
that it was a teen-age boy who was re­
ported recently to have useu a computer 
at the University of Southern California 
to gain access to a Defense Department 
system. The extent of the youth’s success, 
said Garrott. had not been’established br 
cause nobody at the Pentagon would tali, 
about it.

"W hat we must remember." said Gar­
rott. "is that a computer is no more than 
an electronic filing system, which will do 
what anyone tells it to do."
A so-called intelligent computer, which 

could draw on its own experience when 
dealing with different rets of facts, is still 
at least seven years away, according to 
Garrott.
Meanwhile, he said, not only corpora­

tions but people have to learn to cope 
with the growing threat of computer 
abuse.
“Our credit ratings, our taxes, our bank 

accounts, our telephone bills are all to be 
found on computers, and there is evidence

that increasing access is being gained to 
credit bureau machines where ratings are 
listed. New personalities can be built over 
existing ones, but it is the real person who 
gets the bill.” he said.

He classified hackers, as computer 
criminals are called, as the successors of 
phone phreaks such as Cap'n Crunch, who 
used to use a device called the "blue box" 
to make long-distance calls without pay­
ing for them.

Hackers, he said, are "brilliant in a 
verv limited way. They are not sociable. 
They flunk out of school and they can 
communicate only through the world of 
electronics.” he said.

They are people like Lewis DePayne, 
whose computer name was "Roscoe" or 
"the Phantom." He led a criminal com­
puter gang in Los Angeles that included 
two teen-age boys and a woman known as 
"Susan Thunder."
“Susan Thunder loved computers so 

much that she would prostitute herself to 
get money to buy computer equipment," 
said Garrott
DePayne eventually spent five months 

in jail for computer fraud after he had 
planted obscenities in the computers of a 
California company.
An even darker side of computer abuse 

was uncovered at a hospital, where it was 
found that hackers had gained access to 
the computerized records of patients in 
intensive care and had dcublcd the dos­
age of their medications.
"If a nurse had not noticed the differ­

ence. we could have been dealing with a 
case of mass murder," Garrott said.
What worries the computer crime 

fighters is that such offenses often are 
discovered by accident.
“It's too often a fluke that it's found out 

at all,” Garrott said.
He told of the bank employee who de­

cided use a computer to triple the with­
holding for state and federal taxes o the 
bank staff and apply for the refund to be

paid 10 himself. He was unsuccessful only 
because an auditor wondered if the with­
holding was too high and investigated.

There was also the case of Sarah the 
bank teller who programmed the bank 
computer lo pay her unearned overtime 
and was successful for months until it 
occurred to a bank official that an enor­
mous amount of overtime was being paid 
to a low-level omployee.

What was significant about the case of 
Sarah was that after she had made resti­
tute of the money, she was not fired. 
Sh. was given a better job at a higher 
salary on the condition that she told no­
body how she had diddled the data.

"That attitude on the part of corpora­
tions is passing," said Garrott, who ex­
plained that it originally stemmed from 
reluctance on the part of many firms to 
admit their own management ineffi­
ciency. “It does point up the need for new 
and tougher computer safeguards," he 
emphasized.

But until computer precautions are im­
proved. he said, there will continue to be 
cases where data is changed or "diddled." 
and corporations risk financial disaster 
as a result of the planting of "logic 
bombs" which result in a computer eras­
ing all the information in its records on a 
given time and date.
"The trouble is that people think com­

puter crime is funny when it can be both 
disastrous and tragic,” Garrott said.
Yet even the official admitted com­

puter crime can be funny. As in the clas­
sic case of the cookie monster in the 
computer. That took place in San Fran­
cisco. where interference by hackers led 
to repeated interruption of a firm’s pro­
gramming with the word “cookie" ap­
pearing on the screen.
It would wind up with “gimme cookie.” 

And it turned out that the only way to 
appease the electronic monster was to 
’feed" it by typing in the word it wanted, 
which was "cookie."
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TRW Information Services Division

Credit Data

A CAPSULE DESCRIPTION

TRW Information Services operates and markets one of the nation's largest, 

computerized consumer credit reporting services called Credit Data. TRW 

has credit information on more than 86 million consumers, and serves 24,000 

subscribers at 35,000 locations.

TRW collects'and stores factual credit information on'consumers and provides 

that information to credit grantors that subscribe, to the service including 

banks, retailers and finance companies. The TRW Updated Credit Profile 

contains credit account information provided by subscribers including 

positive and negative information about retail credit card accounts, bank 

charge card accounts, lines of credit, secured loans and finance company 

accounts. The Profile also includes selected public record information 

Timited to tax liens, judgments and bankruptcies. TRW does not collect 

information on checking and savings accounts, race, religion, sex, salary, 

personal lifestyle or criminal records.

Open current credit accounts remain on the Profile indefinitely. Closed 

or paid accounts are removed within seven years. Adverse credit information 

remains on file  for a maximum of seven years, with the exception of 

bankruptcies, which remain for a maximum of 10 years.



H I S T O R Y

The development of consumer credit reporting agencies was a direct result 

of the rapid growth in the use of credit and need for consumer credit 

repayment information. As more and more businesses began extending credit 

to consumers, there was an increasing need for information on how those 

consumers repaid their credit obligations with other creditors. To meet 

this need, individual businesses began to collect their customer repayment 

information and exchange i t  within branches of their own company or within 

their industry. This credit information was kept in paper files in a central 

location. As the volume of credit information grew, the job became too 

large for individual businesses.

Credit bureaus soon developed, meeting businesses' need for a central 

repository of credit repayment information that provided credit grantors 

with a more complete picture of consumers' repayment habits. The Michigan 

Merchants Credit Assn. in Detroit was one such bureau, which was founded 

in 1932 by Norman Jordan, and taken over by his son, Harry ("Bud1') Jordan, 

in 1956. The company was incorporated in Michigan in August of 1960 as the 

Credit Data Corp. and used file  cabinets and 3" x 5" cards to store consumer 

credit information. In 1965 Credit Data initiated and installed the first 

computerized, on-line credit reporting system. It was acquired by TRW 

Inc. in November 1969 and became TRW Credit Data.

HOW CREDIT GRANTORS USE CREDIT REPORTS

TRW provides credit information to bona fide credit grantors who have a 

legitimate business need for the information. When consumers apply for
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credit, t.ey generally authorize a credit grantor to obtain information 

on their credit history. Credit grantors use TRW's service when 

considering applications for credit, or when reviewing their current 

accounts. Credit grantors apply their own evaluation criteria to the 

information TRW supplies in determining whether to grant or deny credit. 

In addition to the information on a Credit Profile, credit grantors 

also take into consideration information not supplied by TRW, such as 

the consumer's employment, income, other assets and outstanding debts.

TRW does not make the decision to grant or deny credit.

HOW AUTOMATED CREDIT REPORTING WORKS

TRW provides credit information to credit grantors that assist them in 

the credit granting decision. In turn, they provide-TRW with a record of 

their past and present credit account information. This' is usually done 

on a monthly basis. Since the majority of TRW subscribers have their 

accounting function computerized, they typically provide the information 

via magnetic tape, copied directly from their billing records used to 

notify their customers. These tapes are sent to TRW's data center in 

Anaheim, Calif., where they are entered into the TRW computer system.

This regular receipt of credit information provides TRW with an automatic 

updating of the credit account information in the file s . Public record 

information is gathered directly from court records, converted to a 

computerized format and entered into the computer system in the same 

manner as credit information from credit grantors.

3



THE CREDIT PROFILE

The TRW Credit Profile contains up-to-date credit information on 

consumers' credit accounts, items of public record, inquiries, and a 

consumer's identifying information.

—Identifying Information: the consumer identifying information is 

limited to the consumer's full name (including generation, such as 

"Junior" or "Senior"), address, social security number, age or year of 

birth, and spouse's in it ia l. The consumer's place of employment, as 

indicated by the consumer on a credit application, may also be contained 

in the Profile.

—Credit Account Information: includes the name of the company reporting

the account, the date the information was reported, the date the account 

was opened, the type of account, terms, the original balance or credit 

limit, current account balance, amount past due and the status of the 

account, such as "current account" or "30 days past due."

— Inquiries: whenever a request is made for a copy of the Profile, that 

request, or "inquiry," is automatically recorded on the Profile and is 

retained for a period of one year. Inquiries include the name of 

the inquiring company and the month, day and year of the inquiry.

—Public Record Information: includes the name and location of the court

from which the data was obtained, a description of the item, such as 

"judgment" or "state tax lien," the docket number and/or page number 

where it  was located, date and the status of the item, such as "judgment 

satisfied." ________  _______



—Designations: each item of credit or public record information is 

assigned a general designation of "positive," "negative" or "non-evaluated," 

depending on the status of the account or public record item. A paid 

satisfactory account, for example, would be designated as a positive 

item. These designations — selected through the consensus of credit 

grantors that use TRW's service — are provided as a service to credit 

grantors. TRW does not provide a general credit rating — such as "A-l" 

or "Triple-A Credit" — on an individual.

—Payment Profile: is another service to credit grantors that provides

them with an immediate comprehensive picture of the consumer's payment 

history for the last 12 months. An account that has been current for the 

last 12 months, for example, would be indicated in the Payment Profile as 

a series of "C's," representing "current." A 30-day.,-or one month past due, 

would show on the Payment Profile as a "1" in the column for that month.

—Consumer Statement: i f  the consumer so chooses, a consumer statement

of 100 words or less regarding any item that TRW has reinvestigated 

and with which the consumer is s t i ll  dissatisfied may also be included 

on his or her Profile.

(A more extensive explanation of status comments, association codes, types 

of accounts, and items of public record is included on the back of the 

sample Credit Profile).

DISCLOSURE TO CONSUMERS

Consumers may obtain a copy of their Credit Profile anytime by writing 

to TRW directly. Approximately 500,000 consumers a year request a copy



of their Credit Profile from TRW, through TRW's 21 Consumer.Relations 

offices across the country. They should Include the following information 

in their request:

: Full name (including generation, i .e . ,  J r . ,  S r., I l l ,  etc.)

: Addresses for 5 years 

: Social Security Number 

: Year of birth 

: Si gnature

If  the consumer has been denied credit within the past 30 days, there is 

no charge for the Profile. Consumers should indicate the company that 

declined them credit or include a copy of the declination letter with their 

request. I f  they have not been denied credit within the past 30 days, 

there is a $8 fee. ($5 in Maryland). The request should be mailed to 

the TRW Consumer Relations office closest to their home (See lis t  of TRW 

locations). Eighty-six percent of the consumers who request their Credit 

Profile from TRW do so by mail.

Consumers may also make a personal v is it to TRW offices during business 

hours to receive a copy of their Credit Profile and speak to a trained 

representative, who will explain its contents. To make an appointment for 

a personal v is it , consumers should call the TRW Consumer Relations office
s

closest to their home. Fourteen percent of the consumers who contact 

TRW make a personal v is it to TRW's Consumer Relations offices.

TRW reinvestigates any item on a consumer's Credit Profile that the consumer 

disputes. This is done by contacting the source of the information to 

verify its accuracy. I f  there is any item on the Credit Profile that
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the consumer disputes, the nature of the dispute should be indicated in 

the column provided on the Credit Profile and returned to TRW. TRW 

will reinvestigate the disputed item with the source of information. I f  

the item cannot be verified, it  will be deleted from the record. TRW 

notifies the consumer of the result of that reinvestigation by sending 

the consumer an updated copy of the Credit Profile. Of the approximately 

500,000 consumers a year who request copies.of their Credit Profile from 

TRW, less than one-third dispute information on the Profile.

• • • - . • • • .  ' i i

Consumers may add a consumer statement to their Credit Profile regarding

any item which TRW has reinvestigated and with which they are s t i l l

dissatisfied. This statement will tell the consumer's side of the story

in his or her own words, and will be included with all inquiries to the

consumer's Credit Profile. TRW w-ill work with consumers to formulate the

statement, which should be limited to 100 words or less and should not

include libelous comments.

SAFEGUARDS

I, '

TRW's contract with subscribers specifies, the Credit Profiles be used 

only in accordance with the permissible purposes outlined in the Federal 

Fair Credit Reporting Act. TRW has extensive security procedures, 

including safeguards for protecting the computer equipment, computer 

center, information file s , systems programming and access to the TRW system.

CREDIT AND FEDERAL LAW

There are a number of federal laws that pertain to credit. The Fair 

Credit Reporting Act, Equal Credit Opportunity Act, and Fair Credit



Billing Act, summarized below, are the three most important laws for 

consumers to be aware of.

FEDERAL FAIR CREDIT REPORTING ACT *

Gives you the right.. . .•

...to  know what credit information is held that pertains to you, without 

charge i f  you've been denied credit within 30 days

...to  know who has received a report on you in the past six months

...to  have information pertaining to you, which you dispute, reinvestigated 

and corrected or removed i f  inaccurate or unverifiable

...to  place a statement in the credit reporting company's records i f  you 

continue to dispute the accuracy of an item after reinvestigation

...to  have an updated report sent to those credit grantors who have 

received a report pertaining to you in the last 6 months

...not to have adverse information pertaining to you over 7 years, 

or 10 years for bankruptcies, kept or reported

EQUAL CREDIT OPPORTUNITY ACT

Gives you the right...

...to  be judged on an equal basis with all other credit applicants
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...to  have joint accounts reported for both spouses separately after 

June 1977

...to  have your income considered without regard to sex or marital status

...to  have child support and alimony payments regularly received counted 

as income, i f  requested

...not to be asked questions about birth control or child bearing plans

...to  obtain a credit card in your own name i f  you are a married woman

...to  know the reasons you have been denied credit

FAIR CREDIT BILLING ACT

Gives you the right...

...to  file  a written complaint with the credit grantor within 60 days after 

the b ill you question was mailed to you

...to  receive an acknowledgement from that credit grantor within 30 days 

after that, and a settlement within 90 days

...to  forestall collection of the account until the dispute is resolved and

...to  prohibit that credit grantor from reporting negative information 

regarding the disputed amount to credit reporting agencies until the dispute 

process is completed
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OTHER CREDIT REPORTING AGENCIES AND INDEPENDENT BUREAUS

TRW is one of the largest of five major, U.S. computerized credit reporting 

agencies. The others are TransUnion (Chicago); Credit Bureau Inc., a 

division of Equifax (Atlanta); Chilton (Dallas); and Pinger (Houston).

There are many more smaller, independently owned credit bureaus nationwide 

that provide an important service to their communities. TRW has 

contractual agreements with 28 such bureaus to provide them with the 

latest data handling technology and enhancements, while at the same time 

allowing them to retain independent control of their operations, as well 

as access TRW's data.
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COMPUTER CRIME FACT SHEET

1. The manipulation of and unauthorized access to sensitive computerized 
data has become increasingly widespread, particularly with the advent 
of the home computer. Multiple news articles and Congressional hear­
ings have highlighted the problem.

2. Computer crime has grown in scope and severity to the point that many 
American businesses now carry related insurance protection.

3. Unauthorized access to computer data can have far-reaching effects 
beyond those encountered by the actual recordkeepers. Consumers, 
especially, may be unwitting victims in the possible manipulation of 
medical, bank, education and credit records.

4. Technology has moved more quickly than legislation creating laws to 
punish manipulators of computer data. State statutes outlining stiff 
penalties for manipulation of or unauthorized access to computer data 
are necessary to help protect business and consumers.
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1 9 8 A  S T A T E  L E G I S L A T I V E  P R O G R A M  P A R T I C I P A N T S

Computer crime, ACB Members, ATTN: TONY PFISTER

has become increasingly prevalent, especially with the growth in popularity 
of home computers. The U.S. Congress has already shown an interest in the 
subject by holding a series of hearings featuring computer "hackers" and 
security experts as witnesses. In addition, a great deal of publicity has 
appeared on the subject.

For those reasons, our 19 8 A State Legislative Program, in which your state 
association's leadership has elected to participate., takes on a new dimension. 
In previous years we have concentrated on explaining credit reporting and 
collections to your legislators. That remains an important and necessary 
task, but this year we're encouraging you to go a step further and assume 
an advocacy role in the area of computer data security. Specifically, you 
should promote the passage of legislation establishing strong penalties for 
tampering with computerized records.

The need for this type of legislation is twofold. First, in most states no 
options exist for prosecuting employees or others who tamper with credit or 
other computerized records. Second, by recognizing and acting on the problem 
we further establish our industry as one which is willing to utilize proper 
legislative channels to bring about change necessary to protect the millions 
of consumers affected by our industry. By supporting legislation to further 
secure all types of computerized data, you can anticipate building a strong 
coalition of support with other industries which depend upon safe data storage.

With or without our industry's participation you can anticipate that there 
will be computer crime legislation introduced in your state. We think an 
active, positive approach will serve your interests far more effectively 
than a reactive approach.

The enclosed material will be of help to you in explaining this important 
issue to your legislators, either by mail or in person. Please let us know 
about your success in this endeavor.

Best personal regards.

Enclosure
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C o m p u t e r - F r a u d  C o v e r a g e  G r o w s  

A s  I n s u r e r s  S o l v e  P o l i c y  P r o b l e m s

By JuanneLh-m an
Mil// ftrporlrrn/TiiK W aij.Sthkkt Jiiuhnai.
An oil company paid millions of dollars to 

gather highly confidential geophysical infor­
mation and then fed the data into a com­
puter. Now it wants insurance against elec­
tronic theft of the data by competitors or 
damage to its storage system by teen-age 
computer hackers. Is such coverage avail­
able?

The answer is yes. some insurers say. 
But the kinds of coverage available vary 
widely, and most insurance companies are 
still at work developing their policies. A few 
insurers cover theft of trade secrets and 
such items as customer lists. Others cover 
only the cost of reproducing erased or dam­
aged information. All agree there are prob­
lems to overcome: Losses are hard to calcu­
late and potentially staggering, for example, 
and premiums can be very high. But every­
one also agrees that once the problems are 
solved, business will be hot.

Ccmputer-fraud coverage "is the most 
sought-after insurance in the crime area 
these days." says Christopher Barr, vice 
president of National Union Fire Insurance 
Co. "The computer is the fad of the 1980s— 
and computer insurance is the fad topic of 
the insurance world."

So far, only about $20 million of elec- 
tronic-cnme policies have been sold and 
most of them cover transfers of money and 
securities, according to Dean P. Felton, a 
vice president of Marsh & McLennan Cos. 
But he figures that amount will increase ge­
ometrically. reaching $100 million in the 
next three years.

Demand is already rising. Shand. Mora­
han & Co.. a subsidiary of Alexander & Alex­
ander Securities Inc., says inquiries about 
its policy have doubled in the past six 
months, to 75 a week. Applications for the 
coverage have risen 20% to 30%, says Grant 
R. Hubbard, a Shand Morahan vice presi­
dent. St. Paul Fire & Marine Co.. Fireman's 
Fund Insurance Cos., Chubb 4- Sons Inc. and 
others report a similar increase in inter­
est.
A New Twist in Coverage

Insuring computer data against theft and 
damage is a new twist in electronic-crime 
coverage. One of the first computer-crime 
policies, introduced by Lloyd's of London in 
1981 and quickly copied by several Ameri­
can insurers, applied only to financial insti­
tutions and covered only money and securi­
ties transferred by electronic means.

That kind of policy was inspired by the 
exploits of Stanley Mark Rifkin. who was 
charged with swindling Security Pacific 
Bank of Los Angeles out of $10.2 million in 
1978. According to prosecutors, he posed as 
an international bank officer, got the com­
puter codes required lo transfer money lo a 
Swiss bank, and then bought 19 pounds of 
Russian diamonds with the proceeds. Back 
then, the case was hailed as the ultimate 
electronic scam.

But a new type of computer crime is

drawing attention now, and its immediate 
target is information rather than money. In­
surers can reel off tales of computer treach­
ery. There's a company, for example, whose 
client file was pilfered electronically by a 
competitor. In another case, a prankster 
gained access to computerized motor-vehi- 
cle records, wiping out penalties given poor 
drivers. Recently, the Federal Bureau of In­
vestigation has arrested teen-agers who al­
legedly broke into computers belonging to 
the Defense Department, a New York City 
hospital and an electronic-mail service.

Crimes like these make companies very 
nervous. Chubb, for instance, says it has 
sold computer-fraud policies to an aerospace
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company worried about piracy of its designs 
and a book publisher concerned that an out­
sider could steal unpublished books. Shand 
Morahan say? travel agencies, county gov­
ernments, department stores and stockbro­
kers have shown interest in its policy.

Computer-data coverage varies from in­
surer to insurer. St. Paul Fire & Marine 
covers the cost of reproducing erased or 
damaged information, including footwork or 
research. That means that if a client list is 
erased, the Insurer will pay for the extra 
time and work required to recreate it. But 
"snooping" isn't covered. As a result, if a 
competitor steals the client list electroni­
cally without damaging the data, no pay­
ment is made.

Chubb's policy does cover snooping. If In­
formation is stolen and used by someone, 
the policy covers the full amount spent to 
develop the data. Thus, if a new automobile 
design is stolen from a manufacturer's com­
puter and the new car becomes uncompeti­
tive as a result. Chubb will cover such costs 
as research and promotion. If the car is still 
marketable but sales are hurt because the 
design is no longer exclusive, a smaller pay­
ment will be negotiated.

Shand Morahan may offer the most em- 
bitious policy. It promises to cover ail com­
puter-fraud-related costs, up to $30 million 
for a single incident. It will even cover the 
cost of inventory stolen by electronic means. 
Such cases have occurred in the past. In the 
early 1970s. Jerome Schneider was con­
victed of procuring more than $200,000 of 
telephone equipment from Pacific Telephone 
& Telegraph Co. in Los Angeles.

But many insurers are still trying to de­

vise lormiilus tor insuring rompiitenzi'U 
data. “It's a new area, and there are nr. 
hard and fast decisions on who is liable for 
what," says Wesley Ooms. assistant vice 
president of State Farm Mutual Insurance 
Co.. which doesn't offer any computer-fraud 
coverage.

One problem is that insurers like to stick 
with quantifiable losses. That makes them 
reluctant to cover less-concrete costs, like 
loss of confidentiality and confidence among 
customers.

There are other problems. While no 
claims have been made yet. they may bp 
devastating when they come. "We don't ex­
pect them to be numerous," says Ralph W. 
Wheeler Jr.. an executive at Aetna Casualty 
& Surety Co.. "but we expect a catastrophe 
when it happens." Mr. Hubbard of Shand 
Morahan believes losses among his com­
pany's customers will "always be in excess 
of seven figures."

With the potential for losses like these, 
premiums can be enormous. They tend to 
run between $25,000 and $100,000 a year, de­
pending on the size of the business and how 
secure its computer system is. But coverage 
can cost a large bank as much as $4 million 
over three years, according to Mr. Wheeler 
of Aetna. If the company has a backup com­
puter or other alternate system, insurance 
costs are usually lower.

Giving Hackers Ideas

Most' companies are reluctant to talk 
about their computer-crime coverage for 
fear of giving hackers and competitors 
ideas. “Nobody's going to admit carrying 
this coverage," says Mr. Hubba.d, of Shand 
Morahan. "It's the same thing as kidnap 
coverage."

But law firms, which computerize data 
about cases, and airlines, which computer­
ize everything from accounts receivable to 
reservations, are among the kinds of compa­
nies looking into coverage. "Anyone who 
uses information-systems technology is go­
ing to have to look at this type of insur­
ance." says Don Karmazin, vice president 
of computer and communications services 
at United Airlines.

United is self-insured, but it plans to 
study coverage carefully as it becomes 
more readily available. "It has been talked 
about in the industry,” Mr. Karmazin says, 
"especially with all the notoriety that these 
teen-age computer whiz kids have been get­
ting."

McGraw-Hill Inc. has computer-crime 
coverage, but it says all its risks still aren't 
covered. Its policy covers the cost of recre­
ating damaged information, but if an elec­
tronic trespasser reads-but doesn't dam- 
age-an unpublished stock appraisal from 
McGraw-Hill's Standard & Poor's Index or 
an unreleased article from its BusinessWeek 
magazine, no payment is made.

"We hit the stumbling block." says John 
J. Bott. corporate risk manager. “It’s a 
gray area. We’re going round and round on 
this at leas once a month."
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Ma n y  Just Like the Challenge. 

Others Like to S h o w  Off; 

The Cookie Monster Caper

' F o r  F u n  o r  F o u l ,

By Erik Larson
Staff Reporter of T h r  W a l l  S t r e e t  Jduhnm .
SAN FRANCISCO-When their computer 

started talking dirty, the computer staff 
members at U.S. Leasing International Inc. 
knew they had a problem.

The company's typically well-behaved 
machine had this to say to one of the ma­
chine's operators: "The Phantom, the sys­
tem cracker, strikes again. . . . Soon I will 
zero (delete) your disks and your backups 
on System A. I have already crashed your 
System B. Have fun trying to restore it, you 
(obscenity)." Some other suggestions were 
made about what the operator could do with 
various pieces of computer equipment.

The culprit turned out to be a brigh' 20- 
year-old man who had secretly fiddled with 
the company's machine by telephone fron 
Los Angeles to show off his computer knowl­
edge.

That is the darker side of "hacking." as 
computer fiddling is known. At the Massa 
chusetts Institute of Technology, where thr 
term is said to have originated, hacking usu 
ally has a lighter side. Richard Stallman, a 
professional programmer at MIT, says a 
hacker originally was one who knew com­
puters inside out, got a nonprofessiona! 
amount of fun out of them and could appre 
ciate the irony and the beauty of a program 
He refers to himself as a professional 
barker.
'Electronic Vandalism’

Outsiders now use the term to describe 
all kinds of computer yahoos who electroni­
cally invade other people’s computers, usu­
ally Just for the challenge. "I call It elec- 
•rr.nic vandalism or technological trespass 
mg." says Donn B. Parker, a ccmputei-se- 
rurity consultant with SRI International in 
Menlo Park, Calif.

For business it’s a growing problem, 
thanks to the proliferation of home comput­
ers and computer expertise. "People don’t 
realize the extent to which their systems are 
being broken into," says Clifton H. Garrott. 
the Los Angeles deputy district attorney for 
electronic crimes, who prosecuted the U.S. 
Leasing case.

At the lighter end of the hacking spec­
trum are those computer jokesters who use 
such hacker classics as the "Cookie Mon­
ster" program. A San Francisco program­
mer's version went like this: At brief inter­
vals his program would interrupt another 
user’s work and flash "Cookie" on. his 
screen. The machine would then grow more 
frantic, sending whole lines of "Cookie" 
across the unsuspecting user's terminal, fi­
nally letting loose with a primal screen: 
"Gimme Cookie!" If the user tried to stop 
the program, the machine would bristle: 
"Don't do that. Monster not like that." The 
only way to stop the Monster was to feed it a 
cookie-that is, type the word "cookie."

At MIT. hackers once substituted former 
President Richard Nixon for the Cookie 
Monster; the alleged Mr. Nixon demanded 
immunity from prosecution.

Many hackers just like to browse the 
electronic byways of the country, exploring 
a digital never-never land entered through 
the telephones beside their computers or ter­
minals they aren't supposed to have access 
lo. Recently, the University of Michigan and 
Ann Arbor, Mich., police captured an elec­
tronic peeping Tom, who for about a year 
had wandered among the files on one uni­
versity computer system out of curiosity. He 
was a former student. "We decided to prose­
cute because we take this very seriously." 
says Aaron Finerman, the director of the 
university's computing center. University 
policy says a student can be expelled and a 
staff member fired for that kind of thing. 
The culprit pleaded guilty to a misdemea­
nor.

To satisfy a need to browse, Geoffrey 
Goodfpi.low, now a part-time systems ana­
lyst for SRI. once broke into a major com­
puter time-sharing network. "I like to see 
how things work," he says. "In order to see 
things work, you have lo have carte blanche 
to look around.” Browsing, in fact, helped 
him get his job at SRI. While loitering once 
in an SRI computer, he says, he left an elec­
tronic note saying he would do some pro­
gramming free if SRI would give him a 
computer account that would let him use the 
computer. SRI gave him an account, and the 
affiliation grew from there, he says.

Browsing hackers get help from the un­
derground network of electronic bulletin 
boards suspended in computer circuits 
around the country. By leaving messages at 
these, hackers can swap passwords, identifi­
cation numbers and computer phone num­
bers to help them get into forbidden sys­
tems. Last year, one such bulletin board 
carried detailed instructions for getting into 
a key computer system operated by Pacific 
Telephone & Telegraph Co. in Los Ange­
les.

"TAP," an underground newsletter witl

H i e  Nixon Variation a mailing address on 42nd Strept In New 
York, also offers hacking lips. Its March 
19X3 issue gives the telephone number and 
other entry details for a Princeton Univer­
sity computer. It also tells how to get free 
credits on certain arcade video games in­
cluding Pac-Man, using none-too-subtle 
methods, such as smacking the machines. 
TAP got started in 1971 to help "phone 
phreaks" crack phone-company security. 
But computer hacking is "getting to be 
more and more” a part of the publication, 
says an editor who calls himself Cheshire 
Catalyst.

"If people have the hardware and the 
general expertise and they've somehow con­
nected with this gray market, all they lack 
is the motivation." says Doug DeVries, the 
manager of computer security at Hewlett- 
Packard Co.'s corporate data center.

To patch into other people's computers, 
some hackers use such high-technology tcch 
niques as looking over the shoulder of a le­
gitimate user to get his password, or rum­
maging in a company's trash barrels for 
computer printouts bearing valuable access 
codes, a tactic called "trashing." "You’d be 
surprised what you can find in the trash 
bins." says Mr. Garrott, the deputy district 
attorney.
Guessing the Password

Computer passwords, which let you into 
particular accounts, are often easy to guess. 
They tend to be wives' names, dogs' names, 
first names and birthdays. Some computers 
come with standard passwords, which their 
owners neglect to change. A common one is 
"SYSL1B," for system library.
"It isn't hard to get lucky." says Michael 

Chastain, 20. a senior at the University of 
California at Berkeley, studying math and 
computer science.

He got lucky when he was 15. A friend 
gave him a password to an account on a 
Berkeley computer. "It happened at the 
right time. “All I wanted to do in life was 
gel access to one of the university's sys­
tems. Once 1 got it, all I wanted to do was 
beat the Adventure game," in which the 
player electronically seeks treasure in a 
cave. "Then all I wanted to do was beat 
their security." He did. illicitly gaining "su­
per-user" status-computer privileges typi­
cally only given to a few key staff members. 
He didn't go any further. "I turned mvself 
in," he says. "I didn't want to go on to big­
ger and better security violations and get 
caught doing something serious.”

Die-hard hackers say there isn't any 
harm in any of this, provided data never get 
destroyed and no one gets hurt. The mali­
cious hackers, says MIT's Mr. Stallman, 
may simply be rebelling against antisocial 
"fascist" computers that seek to keep users 
out. “I call him a person who has been 
alienated by the hostile atmosphere he per­
ceives in most computer systems," lie says 
"He reacts to it with anger, which is per 
fectly justifiable, in my opinion."
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Occasionally, a hacker goes on lo do ob­
vious damage, as in the U.S. Leasing case. 
Profanity was sprinkled throughout its sys­
tem. Important inventory files, which al­
lowed a leasing subsidiary to keep track of 
its equipment, were destroyed. And the com­
pany spent thousands of dollars restoring 
the computer to operation.

The culprit was Lewis De Payne, who 
went by the code name "Roscoe." He led a 
kind of computer-access gang In Los Ange­
les that included a woman and a couple of 
youngsters. With the help of telephone offi­
cials, police captured Mr. De Payne, who 
pleaded no contest in Los Angeles municipal 
court to reduced charges of computer fraud 
and conspiracy to commit computer fraud. 
He spent about six months in the county 
jail.

To get the computer’s phone number and 
a key password, Mr. De Payne used a terri­
bly sophisticated technique: He asked for 
them. Posing as a software trouble-shooter, 
he called the company and said he needed to 
do some program maintenance over the 
phone. His repair was supposed to correct a 
problem that other computers had, in fact, 
beer, having. An unsuspecting computer op­
erator gave Mr. De Payne what he 
wanted.

Although Mr. De Payne won’t discuss the 
case, he says: "You can basically extract 
any information from a person if they're ig­
norant of what that can do." Improperly 
trained people, he says, "are the weakest 
link."

Mr. De Payne continued the ruse and 
made the repair. When it didn’t work, U.S. 
Leasing called the local offices of the com­
puter manufacturer and learned the firm 
had no such employee. U.S. Leasing imme­
diately o'iered its legitimate users to 
change their passwords. Some didn't, leav­
ing an open window for Mr. De Payne.

Early the next morning, the computer 
left messages that would make a sailor 
blush, such as: “I just wanted to tell you to 
go take a flying (obscenity).’’

"At that point, we knew we had a very 
serious problem," says John Whipple, the 
company's vice president for data-process- 
ing services.

The company quickly sealed its comput­
ers from outside access. It wasn't worried 
about the lost data because it had complete 
backup tapes. Its main fear was that some­
how the intruders had devised a program 
that would let them back into the machine 
even after all the passwords had been 
changed. That kind of software sleight of 
hand is called a "trap door." U.S. Leasing 
spent about 24 hours of valuable computer 
and staff time reconstructing its files, Mr. 
Whipple says.

Why had Mr. De Payne done it? In the 
cu irt records, a written statement by his 
psychiatrist says in part: "He wanted to 
demonstrate that he had a profound knowl­
edge of computers and their functions." In 
Mr. De Payne's own statement, i'.e says: "It 
gave us a sense of pride lo be able to show 
each other that we could 'crack the security' 
of the computer 
P la y in g  the  G am e  

For some hackers, security means only 
challenge. "It's as if you're playing a 
game," says MIT's Mr. Stallman. "When 
they (security people) start playing that 
game, they shouldn't be surprised when 
other people play the other side.”

Partly as a result, companies are about 
as willing to talk about the ..'-ecifics of com­
puter security as families are to discuss in­
cest. They don't want to throw down a chal­
lenge for some wise guy. They don’t want 
stockholders or bankers to know that some 
kid busted into their files. SKK Inc., of Rose- 
mont. III., one of a growing number of com­
panies selling computer-security products, 
plays to this fear in a brochure for its ACF2 
software-protection package: "When some 
sharpie makes a fool out ot your computer 
. , . whose face appears on (he news?"

But no system can ever be fully secure, 
security experts say. SRI's Donn Parker 
likes to quote "Jackson's Law”: "With a big 
enough hammer, you can break anything." 
Steven E. Weiland, the principal research 
manager for the Center for Bank Data Secu­
rity in Rolling Meadows, III., says, "If some­
one really wants to get in. they get in.” 

Which can give you a nightmare. Con­
sider “WarGames," an MGM/UA Enter­
tainment Co. film to be released in June. 
Here’s the plot: A kid likes to tap into the 
computers of a video-game maker so he can 
play the games before they hit the market. 
One day he unwittingly patches into a De­
fense Department doomsday computer and 
starts the world on its way to World War III, 
all the while thinking he is playing some 
neat new game.

We won't say how the movie ends.
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BY MURIEL DOBBIN 
©  1983, Baltimore Sun

LOS ANGELES —  Logic bombs, data 
diddling, obscene messages and illegal 
access to defense secrets are just the tip 
of a computer crime iceberg that federal 
and California officials are working full 
time to control.

Already established in the annals of 
computer crime are the Phantom, who 
cost a San Francisco corporation $250,000 
by feeding obscene messages into its ma­
chines, a teen-ager who acquired com­
puter access to secret Defense 
Department information, and Cap'n 
Crunch, one of the original “phone 
phreaks” from whom todays electronic 
pirates are descended.

"The magnitude of the problem of com­
puter vulnerability is only now being re­
alized. What we are seeing is the tip of a 
nasty iceberg," said Clifton Garrott. an 
assistant district attorney who heads the 
electronics crime division in Los Angeles.

The U.S. Justice Department has com­
missioned a team of electronics experts 
at Stanford Research International, a 
California foundation, to carry out a 
study of computer crime in 18 states.

Rep. Ronald Wyden, D-Ore., introduced 
this month a computer crime prevention 
bill, said to be the first of its kind, as an 
initial step to combating the problem.
The Wyden bill would set up a task 

force to assess the dimensions of com­
puter crime nationally. It also would cre­
ate a clearing house to provide guidelines 
and aid for small businesses that are es­
pecially sensitive to computer criminals.
Charles Wood, management systems 

consultant at Stanford Research Interna­
tional. pointed to the timeliness of the 
movie W a r G a m e s . in which a teen-ager 
accidentally keys into a Pentagon com­
puter and puts the world on nuclear alert.
"It is conceivable," he said. “The ques­

tion is whether it is reasonably possible."
Garrott, who in three years of heading 

California computer crime-fighters has 
seen such offenses rise sharply, recalled 
that it was a teen-age boy who was re­
ported recently to have used a computer 
at the University of Southern California 
to gain access to a Defense Department 
system. The extent of the youth's success, 
said Garrott. had not been’established br 
cause nobody at the Pentagon would tall, 
about it.

"'A hat we must remember." said Gar­
rott. "is that a computer is no more than 
an electronic filing system, which will do 
what anyone tells it to do."
A so-called intelligent computer, which 

could draw on its own experience when 
dealing with different sets of facts, is still 
at least seven years away, according to- 
Garrott.

Meanwhile, he said, not only corpora­
tions but people have to learn to cope 
with the growing threat of computer 
abuse.
"Our credit ratings, our taxes, our bank 

accounts, our telephone bills are all to be 
found on computers, and there is evidence

that increasing access is being gained to 
credit bureau machines where ratings are 
listed. New personalities can be built over 
existing ones, but it is the real person who 
gets the bill." he said.

He classified hackers, as computer 
criminals are called, as the successors of 
phone phreaks such as Cap’n Crunch, who 
used to use a device called the "blue box" 
to make long-distance calls without pay­
ing for them.

Hackers, he said, are "brilliant in a 
very limited way. They are not sociable. 
They flunk out of school and they can 
communicate only through the world of 
electronics," he said.

They are people like Lewis DePayne, 
whose computer name was "Roscoe" or 
"the Phantom." He led a criminal com­
puter gang in Los Angeles that included 
two-teen-age boys and a woman known as 
"Susan Thunder."

"Susan Thunder loved computers so 
much that she would prostitute herself to 
gtt money to buy computer equipment," 
said Garrott.
DePavne eventually spent five months 

in jail for computer fraud after he had 
planted obscenities in the computers of a 
California company.
An even darker side of computer abuse 

was uncovered at a hospital, where it was 
found that hackers had gained access to 
the computerized records of patients in 
intensive care and had doubled the dos­
age of their medications.
"If a nurse had not noticed the differ­

ence. we could have been dealing with a 
case of mass murder," Garrott said.
What worries the computer crime 

fighters is that such offenses often are 
discovered by accident.
"It's too often a fluke that it's found out 

at all." Garrott said.
He told of the bank employee who de­

cided use a computer to triple the with­
holding for state and federal taxes o the 
bank staff and apply for the refund to be

paiO 10 himself. He was unsuccessful only 
because an auditor wondered if the with­
holding was too high and investigated.

There was also the case of Sarah the 
bank teller who programmed the bank 
computer to pay her unearned overtime 
and was successful for months until it 
occurred to a bank official that an enor­
mous amount of overtime was being paid 
to a low-level employee.

What was significant about the case of 
Sarah was that after she had made resti­
tution of the money, she was not fired. 
She was given a better job at a higher 
salary on the condition that she told no­
body how she had diddled the data.

"That attitude on the part of corpora­
tions is passing," said Garrott, who ex­
plained that it originally stemmed from 
reluctance on the part of many firms to 
admit their own management ineffi­
ciency. “It does point up the need for new 
and tougher computer safeguards," he 
emphasized.

But until computer precautions are im­
proved, he said, there will continue to be 
cases where data is changed or "diddled." 
and corporations risk financial disaster 
as a result of the planting of “logic 
bombs" which result in a computer eras­
ing all the information in its records on a 
given time and date.
"The trouble is that people think com­

puter crime is funny when H can be both 
disastrous and tragic," Garrott said.
Yet even the official admitted com­

puter crime can be funny. As in the clas­
sic case of the cookie ’ monster in the 
computer. That took place in San Fran­
cisco. where interference by hackers led 
to repeated interruption of a firm's pro­
gramming with the word "cookie" ap­
pearing on the screen.
It would wind up with "gimme cookie." 

And it turned out that the only way to 
appease the electronic monster was to 
•feed" it by typing in the word it wanted, 
which was "cookie."
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WASHINGTON - Richard Shanklin has 

found another use for the versatile home 
computer: credit-card fraud.

From his parents' home in Fairfax. Va.. 
the 30-year-old Mr. Shanklin used his com­
puter to get into the files of Credit Bureau 
Inc. in Atlanta. Authorities say he used in­
formation about other people's credit-card 
accounts to order about $50,000 worth of 
computer and electronic gear from mail-or­
der businesses.

A grand jury indicted Mr. Shanklin on 15 
charges. After plea bargaining, the prosecu­
tors dropped all but one charge of credit- 
card fraud. Mr. Shanklin pleaded guilty, and 
he faces a jail term.

The ease with which he gained access to 
the files is alarming to Assistant U.S. Attor­
ney Loren Hershey. who prosecuted the 
case. He calls the home computer "the bur­
glary tool of the electronic age." Several 
computer experts consider that an exagger­
ation, saying they haven't heard of another 
case like Mr. Shanklin's. But while com­
puter pranks gain far more attention, ex­
perts expect the use of home computers in 
fraud and similar criminal activity to 
grow.

"The rip-offs are likely to be more fre­
quent and larger." says Arthur Giliis. a 
compuler-security specialist who is presi­
dent of Computer Based Solutions Inc. of At­
lanta. "The numbers are against us," he 
says, because people are learning about 
computers faster than adequate security 
precautions are being developed.
Danger From Insiders

The most serious threats of misuse, most 
experts say, come not from outsiders, but 
from insiders. Most computer thefts are em­
bezzlements. In one case, a consultant. Stan­
ley Mark Rifkin, used computer codes to 
transfer S10.2 million from the Security Pa­
cific Bank of Los Angeles to his account in 
Switzerland. He served three years in jail.

Computer buffs have shown that thpy can 
use their wits, their terminals and their tele­
phone lines to gain unauthorized access to 
private data banks. The most dramatic ex­
amples have been carried out by a group of 
youths in Milwaukee who call themselves 
the 114's, after the city's telephone area 
code.

They have penetrated dozens of computer 
systems, including a data base at the U.S. 
nuclear-weapons research laboratory in Los 
Alamos. N.M.. and the radiation-therapy re­
cords at Memorial Sloan-Kettering Cancer 
Center in New York.

While computer intrusions are generally 
ascribed to sport rather than greed, the case 
of Mr. Shanklin shows the possibilities of fi­
nancial gain.

Computers' Weak Point

Mr. Shanklin apparently broke into the 
computer data bank by exploiting a weak 
point common to most systems: human 
carelessness. Federal authorities believe he 
posed as a Credit Bureau employee to obtain 
from a J.C. Penney clerk the codes used to 
enter the computer’s credit files.

Dan P. Miller, a vice president at the 
Credit Bureau's Maryland subsidiary, says 
anyone who gets inside the computer's data 
base can read the company's files on about 
90 million people from 24 states-lnduding 
their credit account numbers, credit histo­
ries and unused balances.

Authorities say Mr. Shanklin. in ordering 
electronic gear by telephone, used credit ac­
counts of people who had recently died. In­
vestigators also say he obtained credit histo­
ries of Hollywood personalities, including 
actress Linda Blair. The grand jury charged 
that Mr. Shanklin obtained credit reports on 
at least 80 individuals.

When federal investigators went to Mr. 
Shanklin’s home, they say they found seven 
antennas on the roof. The amount of com­
puter and electronic gear packed into his 
bedroom was reminiscent, Mr. Hershey says, 
of the movie-set bedroom of tue youth in 
“WarGames." a movie that raises the spec 
ter of a home-computer penetration of the 
U.S. missile defense system.
Deliveryman Grows Suspicious

According to the government, Mr. Shank­
lin picked up some of the goods he ordered 
at a freight depot, but he had other pur­
chases shipped to his home. A United Parcel 
Service deliveryman grew suspicious, ac­
cording to the prosecutor, after taking pack­
ages for several individuals to the home in a 
few days and seeing Mr. Shanklin sign for 
all of them.

Thomas Maloy, the Credit Bureau's di­
rector of public relations, says the company 
has "taken the appropriate steps" to pre­
vent a similar unauthorized foray into its re­
cords, but. citing security concerns, he 
won’t explain what they are.

Mr. Giliis, the computer-security expert, 
says security can be provided in several 
ways. Software can require a user to give a 
series of codes before getting access to data. 
It also can limit the amount of computerized 
information that is open to each authorized 
user. The central computer can be linked 
only to private telephone lines or pro­
grammed to give access to only specific 
computer terminals.

The most sophisticated safeguards iden­
tify authorized users by scanning their fin­
gerprints. voiceprints or even the blood ves­
sels in the retinas of their eyes, says Jim 
Schweitzer. Xerox Corp.'s manager of sys 
tern security technology.
But such safeguards may be too expen­

sive or cumbersome for some users. A pri 
vate Dhone line to a computer is likPlv to

cost at ieast $1,000 a month. Mr. Glllis says, 
so it isn't practical for most low-volume us­
ers.

In the absence of the more sophisticated 
security measures. Mr. Glllis says, "it 
doesn't take a genius" to break in to a data 
bank. All it takes, he says. Is an understand­
ing of how computers work. Computer users 
can beat the simpler safeguards by trying 
random variations of codes and passwords 
until they find the right ones.

But even ihe best security is vulnerable 
to human frailty. A common problem, says 
Mr. Schweitzer, is that authorized users 
don't safeguard their passwords and access 
codes. Theode C. Langevin, working in a 
New York brokerage house, used the pass­
word assigned to a former colleague at the 
Federal Reserve Bank to tap into the Fed's 
secret money-supply files. Mr. Langevin has 
pleaded guilty and faces a sentence of up to 
five years and a $1,000 fine.

Many crimes that rely on computers, 
though, could have been committed with old- 
fashioned tactics. Mr. Schweitzer contends, 
for instance, that Mr. Shanklin could have 
found enough information in a credit-bureau 
or department-store trash bin to charge his 
purchases to someone else's credit card
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c o n c e r n i n g  t h e  c r e d i t  i n f o r m a t i o n  o f  a  p e r s o n ;

( 4 )  i n t r o d u c i n g  f a l s e  i n f o r m a t i o n  i n t o  a  c o m p u t e r  s y s t e m  o r  

c o m p u t e r  n e t w o r k  w i t h  n o  l e g a l  r i g h t  t o  d o  s o  a n d  w i t h  t h e  i n t e n t  t o  

d a m a g e  o r  e n h a n c e  t h e  c r e d i t  r a t i n g  o f  a  p e r s o n ;  o r

( 5 )  a l t e r i n g ,  d e l e t i n g ,  d a m a g i n g ,  o r  d e s t r o y i n g  a  c o m p u t e r  

s y s t e m ,  c o m p u t e r  n e t w o r k ,  c o m p u t e r  p r o g r a m ,  o r  d a t a  w i t h  n o  l e g a l  

r i g h t  t o  d o  s o .

( b )  C r i m i n a l  u s e  o f  a  c o m p u t e r  i s  a  c l a s s  C f e l o n y .

( c )  I n  t h i s  s e c t i o n

( 1 )  " a c c e s s "  m e a n s  t o  i n s t r u c t ,  c o m m u n i c a t e  w i t h ,  s t o r e  

d a t a  i n ,  o r  r e t r i e v e  d a t a  f r o m  a  c o m p u t e r  s y s t e m  o r  c o m p u t e r  n e t w o r k ;

( 2 )  " c o m p u t e r  n e t w o r k "  m e a n s  a n  i n t e r c o n n e c t i o n  o f  t w o  o r



1  m o r e  c o m p u t e r  s y s t e m s ;

2 ( 3 )  " c o m p u t e r  p r o g r a m "  m e a n s  a n  o r d e r e d  s e t  o f  d a t a  r e p r e -

3 s e n t i n g  c o d e d  i n s t r u c t i o n s  o r  s t a t e m e n t s  t h a t ,  w h e n  e x e c u t e d  b y  a

4  c o m p u t e r  s y s t e m ,  c a u s e  t h e  c o m p u t e r  s y s t e m  t o  p r o c e s s  d a t a ;

5 ( 4 )  " c o m p u t e r  s y s t e m "  m e a n s  a n  e l e c t r o n i c  d e v i c e  o r  c o l l e c -

6 t i o n  o f  d e v i c e s  t h a t  p e r f o r m  l o g i c a l ,  a r i t h m e t i c ,  a n d  m e m o r y  f u n c t i o n s

7 u s i n g  e l e c t r o n i c  o r  m a g n e t i c  i m p u l s e s ,  a n d  i n c l u d e s  a l l  i n p u t ,  o u t p u t ,

8 p r o c e s s i n g ,  s t o r a g e ,  c o m p u t e r  s o f t w a r e ,  a n d  c o m m u n i c a t i o n  f a c i l i t i e s

9 t h a t  a r e  c o n n e c t e d  o r  r e l a t e d  t o  a  c o m p u t e r  o r  c o m p u t e r  n e t w o r k ;

1 0  ( 5 )  " d i » t a "  m e a n s  a  r e p r e s e n t a t i o n  o f  i n f o r m a t i o n ,  k n o w -

1 1  l e d g e ,  f a c t s ,  c o n c e p t s ,  o r  i n s t r u c t i o n s ,  t h a t  a r e  b e i n g  p r e p a r e d  o r

1 2  h a v e  b e e n  p r e p a r e d  i n  a  f o r m a l i z e d  m a n n e r  a n d  a r e  i n t e n d e d  f o r  u s e  i n

13  a  c o m p u t e r  s y s t e m  o r  c o m p u t e r  n e t w o r k .

H B  5 2 0 - 2 -
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B Y  T H E  J U D I C I A R Y  C O M M IT T E E  

CS FO R  H O U SE B I L L  N O . 5 2 0  ( J u d i c i a r y )

I N  T H E  L E G I S L A T U R E  OF T H E  S T A T E  OF A L A S K A  

T H I R T E E N T H  L E G I S L A T U R E  -  SECOND S E S S IO N  

A  B I L L

6 F o r  a n  A c t  e n t i t l e d :  " A n  A c t  r e l a t i n g  t o  c r i m i n a l  u s e  o f  a  c o m p u t e r . "

7 B E  I T  E N A C T E D  B Y  T H E  L E G I S L A T U R E  OF T H E  S T A T E  OF A L A S K A :

8 *  S e c t i o n  1 .  A S  1 1 . 4 6  i s  a m e n d e d  b y  a d d i n g  a  n e w  s e c t i o n  t o  r e a d :

9 S e c .  1 1 . 4 6 . 5 7 5 .  C R I M I N A L  U S E  OF C O M P U TE R. ( a )  A  p e r s o n  c o m m i t s

1 0  t h e  o f f e n s e  o f  c r i m i n a l  u s e  o f  a  c o m p u t e r  i f  t h e  p e r s o " .  k n o w i n g l y

1 1  a c c e s s e s  o r  c a u s e s  t o  b e  a c c e s s e d  a  c o m p u t e r  s y s t e m  o r  c o m p u t e r  n e t -

12 w o r k  w i t h  t h e  i n t e n t  t o

13 ( 1 )  d e v i s e  o r  e x e c u t e  a s c h e m e  t o  d e c e i v e  o r  d e f r a u d

14  a n o t h e r  p e r s o n ;

15 ( 2 )  o b t a i n  m o n e y ,  p r o p e r t y ,  o r  s e r v i c e s  t o  d e c e i v e  o r

16 d e f r a u d  a n o t h e r  p e r s o n ;

17 ( 3 )  w i t h  n o  l e g a l  r i g h t  t o  d o  s o ,  o b t a i n  i n f o r m a t i o n  c o n -

18 c e r n i n g  a  p e r s o n ;

19 ( 4 )  w i t h  n o  l e g a l  r i g h t  t o  d o  s o ,  i n t r o d u c e  f a l s e  i n f o r m a -

2 0  t i o n  i n t o  a  c o m p u t e r  s y s t e m  o r  c o m p u t e r  n e t w o r k  w i t h  t h e  i n t e n t  t o

2 1  d a m a g e  o r  e n h a n c e  t h e  d a t a  r e c o r d  o f  a  p e r s o n ;  o r

2 2  ( 5 )  w i t h  n o  l e g a l  r i g h t  t o  d o  s o ,  a l t e r ,  d e l e t e ,  d a m a g e ,  o r

2 3  d e s t r o y  a  c o m p u t e r  s y s t e m ,  c o m p u t e r  n e t w o r k ,  c o m p u t e r  p r o g r a m ,  o r

2 4  d a t a .

2 5  ( b )  C r i m i n a l  u s e  o f  a  c o m p u t e r  i s  a c l a s s  C f e l o n y .

2 6  ( c )  I n  t h i s  s e c t i o n

27  ( 1 )  " a c c e s s "  m e a n s  t o  i n s t r u c t ,  c o m m u n i c a t e  w i t h ,  s t o r e

2 8  d a t a  i n ,  o r  r e t r i e v e  d a t a  f r o m  a  c o m p u t e r  s y s t e m  o r  c o m p u t e r  n e t w o r k ;

2 9  ( 2 )  " c o m p u t e r  n e t w o r k "  m e a n s  a n  i n t e r c o n n e c t i o n  o f  t w o  o r

-1- CSHB 5 2 0 ( J u d )
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m o r e  c o m p u t e r  s y s t e m s ;

( 3 )  " c o m p u t e r  p r o g r a m "  m e a n s  a n  o r d e r e d  s e t  o f  d a t a  r e p r e ­

s e n t i n g  c o d e d  i n s t r u c t i o n s  o r  s t a t e m e n t s  t h a t ,  w h e n  e x e c u t e d  b y  a  

c o m p u t e r  s y s t e m ,  c a u s e  t h e  c o m p u t e r  s y s t e m  t o  p r o c e s s  d a t a ;

( 4 )  " c o m p u t e r  s y s t e m "  m e a n s  a n  e l e c t r o n i c  d e v i c e  o r  c o l l e c ­

t i o n  o f  d e v i c e s  t h a t  p e r f o r m  l o g i c a l ,  a r i t h m e t i c ,  a n d  m e m o r y  f u n c t i o n s  

u s i n g  e l e c t r o n i c  o r  m a g n e t i c  i m p u l s e s ,  a n d  i n c l u d e s  a l l  i n p u t ,  o u t p u t ,  

p r o c e s s i n g ,  s t o r a g e ,  c o m p u t e r  s o f t w a r e ,  a n d  c o m m u n i c a t i o n  f a c i l i t i e s  

t h a t  a r e  c o n n e c t e d  o r  r e l a t e d  t o  a  c / n t p u t e r  o r  c o m p u t e r  n e t w o r k ;

( 5 )  " d a t a "  m e a n s  a  r e p r e s e n t a t i o n  o f  i n f o r m a t i o n ,  k n o w ­

l e d g e ,  f a c t s ,  c o n c e p t s ,  o r  i n s t r u c t i o n s ,  t h a t  a r e  b e i n g  p r e p a r e d  o r  

h a v e  b e e n  p r e p a r e d  i n  a  f o r m a l i z e d  m a n n e r  a n d  a r e  i n t e n d e d  f o r  u s e  i n  

a  c o m p u t e r  s y s t e m  o r  c o m p u t e r  n e t w o r k .

CSHB 5 2 0 (Jud) -2 -
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The Committee on FINANCE has had HB 524

"An Act i*elating to the constitutional spending lim it ; and 
providing for an effectiveddate."

under consideration and recommends:
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t i 

[ i

do pass [ ] do not pass

do pass with attached amendments(s) 

replace with CS for O'?li ( r m ■. :■ A
[ X.] same t i tl e 
[ ] new t it le

and recommends

AND attaches a "Letter of Intent" [ ] New Fiscal Note
[ V  ] Zero Fiscal Note Attached 

i on/reports it  back without recommendat 
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Original sponsors: Adams, Ward
and Uebling

XU THE HOUSE BY THE FINANCE COMMITTEE

CS FOR HOUSE BILL KO. 524 (Finance)

IH THE LEGISLATURE OF THE STATE OF ALASKA

THIRTEENTH LEGISLATURE - SECOND SESSION

A BILL

For an Act entitled : "An Act relating to the constitutional spending

lim it* and providing for an effective date,*'

BE IT  EKACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. AS 37.07 is  amended by adding a new section to read:

Sec. 37.07.075. ADJUSTMENT OF APPROPRIATION LIMIT BASE. (a) 

The appropriation lim it of $2,500,000*000 established a rt . IX , sec. 

16 of the state constitution shall be cumulatively adjusted annually 

through the end of the preceding f is c a l year by tbe office by the 

product of the following rates:

year two years preceding each f is c a l year, in the consumer price indes 

for a l l  urban consumers for the Anchorage Metropolitan Area as 

published by the Bureau of Labor S ta tistics  of the United States 

Department of Labor: and

change in estimated population as established by the United States 

Census Bureau fox the period between the previous two decennial cen­

suses.

(b> The baBC date for determining changes in population and 

in flation  tinder (a) of this section is  Ju ly 1, 1981.

(c) In th is section "population” means total resident population 

of the state computed under the method of computation used in the most 

recent federal decennial census.

* Sec. 2. This Act takes effect immediately in accordance with

(1) the percentage annual rate of chango, during the fisca l

(2) the percentage continuously compounded annual rate of

-1 CSHB 524(Fin)
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H O U S E  J O U R N A L

L E T T E R  O F  I NT E N T  F O R  C S H B  5 2 4  (FINANCE)

It is th e in t e n t  of the L e g i s l a t u r e  that f o r  the p u r p o s e s  

of c a l c u l a t i n g  the s p e n d i n g  l im it  in H B  5 24  the f o l l o w i n g  

e q u a t i o n  be used:

B a s e  x  (1 + r a t e  of g r o w t h  in p o p u l a t i o n )  x  (1 + i n f l a t i o n  

a d j u s t m e n t )  = L i m i t

T h e  b a s e  is $ 2 , 5 0 0 , 0 0 0  f or  f i s c a l  y e a r  1982. F o r  e ac h  

s u c c e e d i n g  f i s c a l  y e a r  the b a s e  s h a l l  b e  a d j u s t e d  b y  the 

r a t e  o f  c h a n g e  in p o p u l a t i o n  and  the A n c h o r a g e  C o n s u m e r  

P r i c e  I n d e x - U r b a n  ( C P I - U ) .

T h e  r a t e  of c h a n g e  in p o p u l a t i o n  s h a l l  be  c a l c u l a t e d  as 

the c o n t i n u o u s l y  c o m p o u n d e d  a n n u a l  r a t e  of  c h a n g e  b e t w e e n  

1970 a nd 1980 (Ap ri l 1) e s t i m a t e s  of p o p u l a t i o n  

e s t a b l i s h e d  b y  the U.S. C e n s u s  B u r e a u  in  t h e i r  d e c e n n i a l  

c e n s u s e s .  For e xam pl e,  the ra t e  of  c h a n g e  for t he  1 9 8 0’s 

is c o m p u t e d  as follows:

rt
P o p u l a t i o n  ^ g g  = P o p u l a t i o n  ^ g y Q * e

R a t e  of c h a n g e  = r =  L n  ( p o p u l a t i o n  1 9 8 0 / p o p u l a t i o n  1970

R a t e  of c h a n g e  = .0284 =  L n  ( 4 0 1 8 5 1 / 3 0 2 5 8 3

10

T h e  r a t e  of c h a n g e  i n  the A n c h o r a g e  C P I - U  c o m p u t e d  as the 

J u l y  to J u l y  c h a n g e  in the i n d e x  as p u b l i s h e d  in  the U.S. 

D e p a r t m e n t  of L ab o r ,  B u r e a u  of L a b o r  S t a t i s t i c s .

t



A l a a f e a  S l a t e  f e g t a J a t u r e
H o u s e  o f  R e p r e s e n t a t i v e s

A 1  A d a m s

C h a i r m a n  

C o m m i t t e e  on Finance

February 6, 1984

WHILE IN SESSION 
Pouch V  

State Capitol 
Juneau, Alaska 99811 

(907) 465-3706

O U T  OF SESSION 
P.O. Box 333 

Kotzebue, Alaska 99752 
(907) 442-3320

1024 W. 6th 
Anchorage, Alaska 99501 

(907) 274-0615

' ' ’

TO: Members of the House Finance Committee

FROM: Representative A1 A d a m s ^ K

RE: Proposed Letter of Intent for CSHB 524 (Fin)

LETTER OF INTENT CSHB 524 (Fin)

It is the intent of the Legislature that for the purposes of 
calculating the spending limit in HB 524 the following 
equation be used:

Base x (1 + rate of growth in population) x (1 + inflation 
adjustment) = Limit

The base is $2,500,000 for fiscal year 1982. For each 
succeeding fiscal year the base shall be adjusted by the 
rate of change in population and the Anchorage Consumer 
Price Index-Urban (CPI-U).

The rate of change in population shall be calculated as the 
continuously compounded annual rate of change between 1970 
and 1980 (April 1) estimates of population established by 
the U.S. Census Bureau in their decennial censuses. For 
example, the rate of change for the 1980's is computed as 
follows:

• rt
Population 1980 = Population l g 7 0 * e

Rate of change = r = Ln (population 1980/population 1970 or
t

Rate of change = .0284 = Ln (401851/302583)
10

The rate of change in the Anchorage CPI-U computed as the July to 
July change in the index as published in the U.S. Department of 
Labor, Bureau of Labor Statistics.
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DATE: J a n u a r y  26, 1984

TO: H o n o r a b l e  A1  Ada ms , C h a i r m a n

H o u s e  F i n a n c e  C o m m i t t e e

FROM: P.S. D h i l l o n ,  E c o n o m i s t  ^

L e g i s l a t i v e  F i n a n c e  D i v i s i o n

SUBJ: H B  524 —  C o n s t i t u t i o n a l  A p p r o p r i a t i o n  L i m i t

A r t i c l e  IX, S e c t i o n  16 of  the S t a t e ' s  C o n s t i t u t i o n  r e a d s ,  in p a r t ,  as 

f ol lo ws : " . . .  a p p r o p r i a t i o n s  f r o m  the t r e a s u r y  m a d e  f o r  a f i s c a l

y e a r  s h a l l  n o t  e x c e e d  $ 2 , 5 0 0 , 0 0 0  b y  m o r e  t h a n  the  c u m u l a t i v e  chan ge,  

d e r i v e d  f r o m  f e d e r a l  i n d i c e s  as p r e s c r i b e d  b y  law, in  p o p u l a t i o n  and 

i n f l a t i o n  s i n c e  J u l y  1, 1981." As r e q u i r e d  b y  t h i s  c o n s t i t u t i o n a l  

a m e n d m e n t ,  the p u r p o s e  of H B  5 2 4  is to p r e s c r i b e  the f e d e r a l  i n d i c e s  to 

b e  u s e d  for p o p u l a t i o n  a n d  i n f l a t i o n  a d j u s t m e n t s .  In a d d i t i o n ,  H B  524 

al s o  c l a r i f i e s  t h r e e  o t h e r  a m b i g u i t i e s  r e l a t i n g  to the  c a l c u l a t i o n  of 

the  a p p r o p r i a t i o n s  limit:

1. N u m b e r  of y e a r s  of a d j u s t m e n t .  It is n o t  c l e a r  f r o m  the l a n g u a g e  

of the a m e n d m e n t  w h e t h e r  the p o p u l a t i o n  an d i n f l a t i o n  a d j u s t m e n t s  

a r e  to be  m a d e  to the b e g i n n i n g  or th e e n d  of the f i s c a l  y e a r  to 

w h i c h  the l i m i t  ap pl i e s .  Fo r ex am p l e ,  in o r d e r  to c a l c u l a t e  the 

l im it  for  F Y  85, is t h e r e  to b e  a t h r e e  y e a r  o r  a f o u r  y e a r  

a d j u s t m e n t ?  Th i s  a m b i g u i t y  a r i s e s  b e c a u s e  it is n o t  c l e a r  w h e t h e r  

$2.5  b i l l i o n  w a s  i n t e n d e d  to b e  the l i mi t f o r  F Y  82, or, w h e t h e r  it 

w a s  th e b a s e  to w h i c h  p o p u l a t i o n  and i n f l a t i o n  a d j u s t m e n t s  w e r e  to 

b e  m a d e  to a r r i v e  at the l im it  for F Y  82. H B  5 24 a s s u m e s  the  

f o r m e r  i n t e r p r e t a t i o n  a nd s t i p u l a t e s  (line 13) that  the  a d j u s t m e n t s  

s h o u l d  b e  m a d e  to the  b e g i n n i n g  of the f i s c a l  y e a r  (or e nd  of 

p r e c e d i n g  f i s c a l  year).

2. A d d i t i v e  o r  M u l t i p l i c a t i v e  a d j u s t m e n t s .  T h e  a p p l i c a t i o n  of the 

a d j u s t m e n t s  to the b a s e  c o u l d  b e  e i t h e r  a d d i t i v e  or m u l t i p l i c a t i v e :

Ad d i t i v e :  L i m i t  = B as e  x  ( p o p u l a t i o n  adj. + i n f l a t i o n  adj.)

M u l t i p l i c a t i v e :  L i m i t  = B a s e  x  ( p o p u l a t i o n  adj. x  i n f l a t i o n  adj.)

T h e  l a n g u a g e  i n  t h e  c o n s t i t u t i o n a l  a m e n d m e n t  d o e s  n o t  a d d r e s s  thi s 

qu e s ti on . H B  524 s p e c i f i e s  (line 13-14) t ha t  th e a d d i t i v e  f o r m u l a  

be  used. On  th e o t h e r  h an d,  O.M.B. h a s  u s e d  the m u l t i p l i c a t i v e  

e q u a t i o n  in  t h e i r  c a l c u l a t i o n s  (FY 85 E x e c u t i v e  Bu d g e t ,  p a g e  11).
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T h e  a d d i t i v e  f o r m u l a  w i l l  a l w a y s  r e s u l t  in a l o w e r  l i mit  w h e n  b o t h  

p o p u l a t i o n  g r o w t h  a nd  i n f l a t i o n  a r e  p o s i tiv e.  In the  l o n g  r un  

t h e r e  m a y  be  a s u b s t a n t i a l  d i f f e r e n c e  b e t w e e n  th e l i m i t s  c a l c u l a t e d  

u n d e r  t h e  two f o r m ul ae .

3. A b s e n c e  of data. T h e  two  i n d i c e s  p r e s c r i b e d  b y  H B  524 a r e  k n o w n  

s i x  m o n t h s  p r i o r  to the  time  th e E x e c u t i v e  B u d g e t  c o m e s  u p  for 

c o n s i d e r a t i o n  e a c h  J an uary. T h i s  a v o i d s  the u s e  of p r o j e c t i o n s  

w h i c h  a r e  f r e q u e n t l y  s u b j e c t  to debate , d i s a g r e e m e n t ,  an d p o s s i b l e  

r e vi si on s.

T h e  two in d i c e s  p r e s c r i b e d  b y  H B  5 24  a r e  the A n c h o r a g e  CPI -U , and the 

trend b e t w e e n  the two p r e v i o u s  d e c e n n i a l  ce nsuses. A s i d e  f r o m  b e i n g  

" f e d e r a l  i n d i c e s "  as r e q u i r e d  by  t h e  c o n s t i t u t i o n a l  a m e n d m e n t ,  t h e r e  

a p p e a r s  to b e  a r e l a t i v e l y  h i g h  d e g r e e  of p u b l i c  f a m i l i a r i t y  w i t h  them. 

T h e  f o l l o w i n g  is a d i s c u s s i o n  of t he  r e l a t i v e  m e r i t s  and d e m e r i t s  of 

these a nd  a l t e r n a t i v e  i n d i c e s  w h i c h  h a v e  r e c e i v e d  c o n s i d e r a t i o n .

I n f l a t i o n  I n di ces

F o r  i n f l a t i o n  i n d i c e s  th e f i e l d  c a n  be n a r r o w e d  d o w n  to two: the

A n c h o r a g e  C P I - U  w h i c h  is r e l e a s e d  b i - m o n t h l y  b y  the  U. S. D e p a r t m e n t  of 

Lab o r ,  B u r e a u  of L a b o r  S ta t i s t i c s ;  and, I m p l i c i t  P r i c e  D e f l a t o r s  fo r the 

St at e and L o c a l  G o v e r n m e n t  P u r c h a s e s  of G o o d s  and S e r v i c e s  ( G o v’t. 

P u r c h a s e s ) ,  p u b l i s h e d  in  the S u r v e y  of C u r r e n t  B u s i n e s s ,  U. S. D e p a r t­

men t  of C o m me rce , B u r e a u  of E c o n o m i c  A n a l ysi s.  In c o m p a r i n g  t h e s e  two 

in d i c e s  the f o l l o w i n g  s h o u l d  be  noted:

1. P u b l i c  f a m i l i a r i t y  w i t h ,  and u n d e r s t a n d i n g  of, t h e  A n c h o r a g e  C P I - U  

is far g r e a t e r  t h a n  w i t h  the G o v’t. P u r c h a s e s  index. It is s a f e  to 

sa y that  p u b l i c  perce: tion  of i n f l a t i o n  is m o r e  c l o s e l y  l i n k e d  w i t h  

the C PI  t ha n  w i t h  a n y  o t h e r  index. On the  o t h e r  h a n d ,  the u s e  of 

a n  u n f a m i l i a r  and r e l a t i v e l y  u n k n o w n  i n d e x  m a y  r a i s e  q u e s t i o n s  

a b o u t  p u b l i c  c r e d i b i l i t y  and p e r c e i v e d  m a n i p u l a t i o n .

2. T h e  G o v ’t. P u r c h a s e s  i n d e x  is a n a t i o n w i d e  I n d e x  b a s e d  o n  p u r c h a s e s  

of g oo ds  and  s e r v i c e s  b y  s ta te and l o c a l  g o v e r n m e n t s  in t h e  e n t i r e  

co untry. Th e w e i g h t  a f f o r d e d  to A l a s k a  in the c o n s t r u c t i o n  s u c h  an 

i n d e x  is l i k e l y  to b e  v e r y  sm al l c o m p a r e d  to, say, C a l i f o r n i a .  

C o n s e q u e n t l y ,  t r e n d s  a n d  e v e n t s  in A l a s k a  are n o t  l i k e l y  to be 

f u l l y  c a p t u r e d  b y  this index. Th e A n c h o r a g e  C P I - U  w o u l d  te n d  to be 

m o r e  r e s p o n s i v e  to l o c a l  b u s i n e s s  a nd e c o n o m i c  c o n d i t i o n s .  T h e  

b u s h  an d o t h e r  c i t i e s  i n  the S ta te  are n o t  t a k e n  i n t o  a c c o u n t  in 

the A n c h o r a g e  CPI-U, b u t  t h e r e  is at le ast  a p a r t i a l  r e c o g n i t i o n  of 

th e fact that  the s o c ia l, e c o n o m i c  a nd  b u s i n e s s  e n v i r o n m e n t  in 

AlasVia is s i g n i f i c a n t l y  d i f f e r e n t  f r o m  tha t i n  the L o w e r  48.

3. T h e r e  is a p r e c e d e n c e  f o r  the u s e  of the A n c h o r a g e  C P I - U  in 

A l a s k a’s S t a t u t e s  (e.g., A l a s k a  E x e m p t i o n s  Act, AS 9. 38 .1 15;  A l a s k a  

B u s i n e s s  C o r p o r a t i o n s  Act , AS 10.05.773) and  i n  l a b o r  c o n t r a c t s  

w i t h i n  t he  State. T he  n a t i o n a l  C P I - U  is also e x t e n s i v e l y  u s e d  at 

th e f e d e r a l  l e v e l  (e.g., the E c o n o m i c  R e c o v e r y  T a x  Act of 1981 

r e q u i r e s  us e of t h e  C P I - U  for e s c a l a t i o n  of i n c o m e  tax  b r a c k e t s  and 

p e r s o n a l  e x e m p t i o n  amo unt s) . It is n o t  k n o w n  w h e t h e r  the  Gov't.
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P u r c h a s e s  i n d e x  h a s  b e e n  p r e v i o u s l y  u s e d  in s t a t e  or f e d e r a l  law s 

or  in c o n t r a c t i n g .

4. T h e  C P I  m e a s u r e s  the p r i c e  o f  a b u n d l e  of g o o d s  w h i c h  a t y p i c a l  

c o n s u m e r  b u y s  in  th e m a r k e t .  T h i s  is n o t  th e same m i x  of g o o d s  an d 

s e r v i c e s  tha t g o v e r n m e n t  s p e n d i n g  is a i m e d  at. T h e  Gov't.

P u r c h a s e s  i n d e x  w o u l d  m o r e  a c c u r a t e l y  r e f l e c t  p r i c e  c h a n g e s  for  

it em s t y p i c a l l y  p u r c h a s e d  b y  s t a t e  and l oc al  g o v e r n m e n t s .  H o w e v e r ,  

to th e e x t e n t  t h a t  g o v e r n m e n t  c o m p e n s a t i o n  o f  e m p l o y e e s  is l i n k e d  

to the CPI, the Gov^t. P u r c h a s e s  i nde x does i n d i r e c t l y  i n c o r p o r a t e  

e l e m e n t s  of the CP I . F o r  i t em s o t h e r  th a n  e m p l o y e e  c o m p e n s a t i o n ,  

it m a y  be a r g u e d  that the e x p e n d i t u r e s  i n c u r r e d  b y  t he s t a t e  and 

local g o v e r n m e n t s  in A l a s k a  a r e  s o m e w h a t  d i f f e r e n t  f r o m  t h o s e  in 

the L o w e r  48, e.g., w e  do n o t  h a v e  the m a s s i v e  r a p i d  t r a n s i t  

s y s t e m s  of N e w  Y o r k  o r  Ch ic a g o ,  o r  the w a t e r  p r o j e c t s  of S o u t h e r n  

C a l i fo rn ia . T h e  u s e  of  a n a t i o n w i d e  Gov't. P u r c h a s e s  i n d e x  m a y  

thus b e  i n a p p r o p r i a t e .

5. In J a n u a r y  1983 t h e r e  w a s  a c h a n g e  in th e m e t h o d o l o g y  u s e d  b y  the 

B u r e a u  of L a b o r  S t a t i s t i c s  in  m e a s u r i n g  the h o m e o w n e r s h i p  c o m p o n e n t  

of the C P I - U  at b o t h  th e n a t i o n a l  and  r e g i o n a l  level. T h e  r e s u l t  

of this c h a n g e  w a s  to m a k e  the A n c h o r a g e  C P I - U  a m o r e  a c c u r a t e  

m e a s u r e  of i nfl a t i o n .  H o w e v e r ,  d u e  to this c h a n g e  in m e t h o d o l o g y ,  

the A n c h o r a g e  C P I - U  i n d e x  i n  1982 is not, s t r i c t l y  s peaking, 

c o m p a r a b l e  w i t h  th e i n d e x  in  1983. It is no t p o s s i b l e  to i s o l a t e  

or q u a n t i f y  the e f f e c t  of the  c h a n g e  in def i n i t i o n ;  h o w e v e r ,  it m a y  

be  n o t e d  tha t th e A n c h o r a g e  C P I - W  (Urban W a g e  E a r n e r s  and C l e r i c a l  

W o r k e r s ) ,  w h i c h  d i d  n o t  u n d e r g o  a c h a n g e  in d e f i n i t i o n ,  m o v e d  in 

the s ame m a n n e r  ( d i r e c t i o n  and m a g n i t u d e )  as the A n c h o r a g e  C P I - U  

d u r i n g  1982 a nd  1983. T h i s  s u g g e s t s  tha t the e ff e c t  of the 

d e f i n i t i o n a l  c h a n g e  in the A n c h o r a g e  C P I - U  w a s  not  v e r y  

si g n if ic an t.

6. P o i n t - t o - p o i n t  c h a n g e s  in the i n d e x  ca n b e  m o r e  r e a d i l y  c a l c u l a t e d  

w i t h  the  A n c h o r a g e  C P I - U  t h a n  w i t h  the Gov't. P u r c h a s e s  index.

T h i s  is b e c a u s e  th e A n c h o r a g e  C P I - U  is a p o i n t  e s t i m a t e  for a 

p a r t i c u l a r  m o n t h .  T h e  Gov't. P u r c h a s e s  index, on the o t h e r  hand, 

is a q u a r t e r l y  i n d e x  a n d  it is d i f f i c u l t  to d e t e r m i n e  it s l e v e l  

d u r i n g  a s p e c i f i c  mon th .

7. T h e  A n c h o r a g e  C P I - U  is g e n e r a l l y  n o t  su b j e c t  to r e v is ion . The  

Gov't. P u r c h a s e s  i n d e x  is fi rst  p u b l i s h e d  as a p r e l i m i n a r y  i n d e x  

and  s u b s e q u e n t l y  rev ised.

P o p u l a t i o n  I n d i c e s

T h e r e  are t h r e e  p o p u l a t i o n  i n d i c e s  that c o u l d  be u s e d  in c a l c u l a t i n g  the 

a p p r o p r i a t i o n s  limit: the t r e n d  in p o p u l a t i o n  for the p e r i o d  b e t w e e n

the t wo  p r e v i o u s  d e c e n n i a l  c e n su se s;  th e a n n u a l  e s t i m a t e  of p o p u l a t i o n  

p r o d u c e d  b y  the U.S. B u r e a u  of the Censu s; and, a n n u a l  e s t i m a t e s  of 

p o p u l a t i o n  p r o d u c e d  b y  the A l a s k a  D e p a r t m e n t  of L a b o r  ( A D O L ) .

The  m a j o r  a d v a n t a g e  of u s i n g  the t re nd  b e t w e e n  two d e c e n n i a l  c e n s u s e s  is 

that the p o p u l a t i o n  a d j u s t m e n t  w o u l d  b e  k n o w n  a h e a d  of ti m e  for an
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e n t i r e  d e c a d e  and, h e n c e ,  f a c i l i t a t e  b e t t e r ^ b u d g e t i n g  a n d  p l a n n i n g .  T he  

t r e n d  is a l s o  e a s y  to d e r i v e  and u n d e r s t a n d  . The  c e n s u s  n u m b e r s  

t h e m s e l v e s  are l i k e l y  to b e  a c c u r a t e  (the c e n s u s e s  a re  e n u m e r a t i o n s  

r a t h e r  t h a n  e s t i m a t e s )  an d o b j e c t i v e  (the c e n s u s e s  are c o n s t i t u t i o n a l l y  

m a n d a t e d ) .  H o w e v e r ,  the t r e n d  is a p o o r  p r e d i c t o r  of s h o r t  t e r m  

f l u c t u a t i o n s  in p o p u l a t i o n .  For  e x a m p l e ,  the y e a r l y  p o p u l a t i o n  g r o w t h  

ra t e  b e t w e e n  the 1970 a nd 1980 c e n s u s e s  is a b o u t  h a l f  o f  th e g r o w t h  

ra t e  i n  the  p e r i o d  1981 and  1982 as e s t i m a t e d  b y  ADOL. T h e  t r e n d  

b e t w e e n  th e c e n s u s e s  is a m u c h  b e t t e r  p r e d i c t o r  f o r  l o n g  r u n  p o p u l a t i o n  

changes. F o r  ex am p l e ,  the t r e n d  b e t w e e n  the 1960 a nd 1970 c e n s u s e s  is 

2.91%, w h i l e  b e t w e e n  t he  1970 and 1980 c e n s u s e s  it is 2.84%.

T h e  a n n u a l  p o p u l a t i o n  e s t i m a t e s  p r o v i d e d  b y  t he  U.S. B u r e a u  of the 

Ce n s u s  and b y  A D O L  a r e  b o t h  b e t t e r  e s t i m a t e s  of the  p o p u l a t i o n  at any 

g i v e n  time t h a n  the t r e n d  b e t w e e n  the  cen su se s. In o t h e r  w o r d s ,  b o t h  

t h e s e  e s t i m a t e s  a r e  m o r e  r e s p o n s i v e  tc s h o r t - t e r m  d e m o g r a p h i c  

f l u c t u a t i c n s .  H o w e v e r ,  the a n n u a l  e s t i m a t e s  ar e s u b j e c t  to r e v i s i o n s  

w h i c h  r a i s e s  the i s s u e  of w h e t h e r  or n ot  the a p p r o p r i a t i o n s  limit m u s t  

t h e n  b e  r ev ised. T h e  a n n u a l  e s t i m a t e s  of the U.S. B u r e a u  of C e n s u s  are 

p r o d u c e d  f o r  t he  s p e c i f i c  p u r p o s e  o f  a l l o c a t i n g  f u n d s  u n d e r  f e d e r a l  

r e v e n u e  s h a r i n g  pr o g r a m s .  C h a n g e s  in, or  e l i m i n a t i o n  of, t h e s e  p r o g r a m s  

m a y  l e a d  to c h a n g e s  in, or e l i m i n a t i o n  of, the p o p u l a t i o n  e s t i m a t e s .  

A n n u a l  p o p u l a t i o n  e s t i m a t e s  of ADOL, a l t h o u g h  c e r t i f i e d  b y  th e f e d e r a l  

g o v e r n m e n t ,  m a y  n o t  m e e t  t he  " f e d e r a l  i n d i c e s "  c r i t e r i a  r e q u i r e d  b y  the 

c o n s t i t u t i o n a l  a me nd m e n t .  In a d d i ti on , A D O L  p o p u l a t i o n  e s t i m a t e s  in  the 

past  h a v e  b e e n  e r r a t i c  in b o t h  a c c u r a c y  and  sc hedule.
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F O O T N O T E S ;

1. T h e  w e i g h t  of e m p l o y e e  c o m p e n s a t i o n  in the Gov't. P u r c h a s e s  i n d e x  

is 58%; t h e  r e m a i n i n g  42 % is th e w e i g h t  fo r du r a b l e s ,  n o n - d u r a b l e s ,  

s e r v i c e s  a n d  s tr u c t u r e s .

2. T h e  t r e n d  m a y  b e  c a l c u l a t e d  in t h r e e  d i f f e r e n t  ways. T h e  

c o n t i n u o u s l y  c o m p o u n d e d  ra t e  of c h a n g e  is th e m o s t  a p p r o p r i a t e  

m e t h o d  b e c a u s e  it r e c o g n i z e s  that p o p u l a t i o n  is a c o n t i n u o u s l y  

c h a n g i n g  p h e n o m e n o n .  T h e  o t h e r  m e t h o d s  i m p l i c i t l y  a s s u m e  t h a t  

p o p u l a t i o n  is c o n s t a n t  for a y e a r  and t he n  s u d d e n l y  i n c r e a s e s  or 

d e c r e a s e s  e v e r y  J a n u a r y  1st.

3. It s h o u l d  b e  n o t e d  t h a t  t h e r e  w a s  w i d e s p r e a d  f e e l i n g  a m o n g s t  

c o m m u n i t i e s  in A l a s k a  and e l s e w h e r e  that the 1980 f e d e r a l  c e n s u s  

u n d e r e s t i m a t e d  t h e i r  p o p u l a t i o n .  H o w e v e r ,  a p p e a l s  a n d / o r  c o u r t  

l i t i g a t i o n  h a s  n o t  so f ar r e s u l t e d  i n  a r e v i s i o n  of a n y  of the 

c e n s u s  numbers .

4. T h e  c o n t i n u o u s l y  c o m p o u n d e d  r a t e  of change.



J

.

A H E N D H E N  /

.S.VVVr.-:*'

:b •>

' i p v A

Offered in the HOUSE: By : JUDICIARY

To: ___HOUSE BILL No. . 524
y ■' ■ /

SENATE BILL No.
$$£

PASE:
• ' - --•*■ • •' ? A‘l'• •1

1 L in e : 13

••1 . , ' • • * •

. .... ■' . ... V,..-.:. 1. . '

. ' ;;c\ ; ' :

DELETE: 4s™? '• 'y

INSERT:P. ,1k '
product 
>»

• ’ y ': * .•;
. . .. -A V .:

•r-
• : ■ . • V: •• • : rv/P. ;' • \P ' f: I ■ ■ •

•Si ■:

■t.

I'

. .. .1*4®̂...
. rf .Un -f •’■'

:$r*j
.... :<M!pr

• * •* V’X’N'.j.i . 
■ : ■

' - l\W:

■ B S

■ Y'. r v,'

" ■) . •-' '•

:

l a p
. v

.

■ i . -*>*: \ - '•
' iV-V,>•';•■



M E M O R A N D U M  S t a t e  o f  A l a s k a

....

t o :  Gordon S. Harrison 
Associate Director

f r o m :  Thomas P. Chester"Tt- 
Principal Analyst

D A T E : 

F IL E  N O : 

T E L E P H O N E  N O : 

S U B J E C T :

. • I'« i n n  r\

Fe b r u a r y  4, 1984
. *•. . * ■* -  ̂ .

84B-3

465-3568
*3

Spending Limit/HB 524: 
Amended

•■■■■ ■ ■■ • ■

. •• • . ,m  • .    • * ! * * ■_  w

• - p b  . : - • • - . -'-V- •'

82 $2,500 * ,
- • • Vr’.’
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’■by-

82
83
84
85

$2,500
2,770
3,051
3,164

= $2,500 
= 2,700
= 3,051

X
X
X

(1 + .02837) X (1 + .07750)
(1 + .02337) X (1 + .07111)
(1 + .02837) X (1 + .00835)

3 /
p-y Rounded to nearest million. 
— I Rate of p o p ulation change. 
—  Rate of inflation.

• r.t \

• . . .

•v : r ■

Estimation of rate of population change (lines 20 - 23)
•V • •• • . •
f  .028317 = 1/10 X ln (401,851/302,583)

E s t imation of rate of inflation (lines 15 - 19)

Rate of Change

(246.1/228.4) - 1 = .07750
(263.6/246.1) - 1 = .07111
(265.8/263.6) - 1 = .00835

• .'‘-if1. •;
Month Year CPI-U

July 80 228.4
:/ • July • 81 246.1

: July 82 263.6
. -\SP'. July 83 265.8
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TO: Honorable A1 Adams, Chairman
House Finance Committee

FROM: P.S. Dhillon, Economist
Legislative Finance Division

DATE: January 31, 1984

S U B J E C T : CSHB 524 (Jud) - Constitutional Appropriation Limit

The amendment to HB 524 adopted by the House Judiciary 
Committee substitutes the word "product" for "sum" on line 13.
As a result, the multiplicative formula must be used in calculating 
the limit instead of the additive formula. A comparison of the 
dollar impact of this change is as follows (in $ m i l l i o n s ) :

CSHB 524 
Multiplicative 

(1)

HB 524 
A d d i t i v e 2 

(2)
Difference 
(1) - (2)

FY 82 
FY 83 
FY 84 
FY 85

2500.0 
2770.3 
3051.5 
3.1 *54.2

2500.0
2764.7
3039.8 
3151.4

0
5.6

11.7
12.8

Assuming a 5.0 percent inflation adjustment and a 2.84 
percent population adjustment for the period FY 86 through FY 90, 
the multiplicative formula results in a limit for FY 90 which is 
$49.2 million higher than the additive formula.



MEMORANDUM 
January 31, 1984 
Re: CSHB 524 (Jud)
Page 2

-  C o n s t i t u t i o n a l  A p p r o p r i a t i o n  L i m i t

•^The limit under CSHB 524, using the multiplicative formula, 
is calculated as follows:

FY 82 
FY 83 
FY 84 
FY 85

2500.0 
2770., 3 
30y'1.5 
3164.2

2500.0 x (1+0.0284) x (1+0.0775) 
2770.3 x (1+0.0284) x (1+0.0711) 
3051.5 x (1+0.0284) x (1+0.0083)

2The limit under HB 524 using the additive formula is calculated 
as follows:

FY 82 : 2500.0
FY 83 : 2764.7 = 2500.0 x
FY 84 : 3039.8 = 2764.7 x
FY 85 : 3151.4 = 3039.8 x

[(1+ (0.0284 + 
[(1+ (0.0284 + 
[ ( 1 + ( 0 . 0 2 8 4  +

0.0775)]
0.0711)]
0.0083)]

NOTE: The population adjustment (2.84%) is the continuously
compounded rate of change between the 1970 and 1980 
decennial census population estimates. The inflation 
adjustment is the July to July change in the 
Anchorage CPI-U.



M E M O R A N D U M S t a t e  o f  A l a s k a

TO:

F R O M :

John Shively, Chief of Staff d a t e : January 4, 19 84
Office o f  the Governor

FILE NO: 84B-1

T E L E P H O N E  NO: 465-3568

Gordon S. Harrison s u b j e c t : Appropriation Limit
As s o c i a t e  Director
Office of Man a g e m e n t  and Budget

This m e m o r a n d u m  discusses the complexities of interpreting the 
State's constitutional limit on appropriations (Article IX, 
Section 16). It recommends an explicit meth o d  of calculating 
the limit. This m e t h o d  wo u l d  b e  u s e d  to calculate the limit 
for fiscal y e a r  1985 and subsequent years as well, provided 
l e gislation is not enacted w h i c h  specifies a different method. 
Dr. T o m  C h e ster of this office has provi d e d  much of the back­
ground information in this memo, and he has made the actual 
m a t h e m a t i c a l  computations.

The c o nstitutional language that creates a p r o b l e m  of interpre­
tation is "appropriations . . .  shall not exceed $2,500,000,000 
b y  m o r e  than the cumulative change, derived from federal 
indices as p r e scribed by law, in population and inflation since 
Ju l y  1, 1981." The Legislature has not passed a law prescrib­
ing w h i c h  Federal indices are to be u s e d  and how. Several 
m a j o r  ambiguities, complications and issues stand in the \ray of 
an easy, straightforward interpretation of this language.
These are discussed below, and a recommended approach to each 
of t h e m  is suggested.

Period of Adju s t m e n t  to Base

,4
The law states that the limit of $2.5 bill i o n  is to be adjusted 
for the cumulative change in pop u l a t i o n  and inflation since 
July 1', 1981. Does this m e a n  that $2.5 billion is the limit 
for fiscal y e a r  1982 (July 1, 1981 June 30, 1982) or that it 
is the base for calculating the limit for FY 82? In other 
words, should the adjustment for population and inflation be 
made to the beginning of the fiscal y e a r  to which it applies, 
or t h r o u g h  the end of it? The longer the period of time for 
w h i c h  eidjustments are made, the higher the allowable 
appropriations will be in future years.

The intent o f  the limit is to permit per capita spending levels 
to rem a i n  constant over time. In m y  opinion the adjustment 
should include the year in w h i c h  the spending is to take place, 
so the pop u l a t i o n  growth and inflation that occurs during that 
year does- not result in an actual decrease of government 
services in p e r  capita terms. The only contrary argument I see 
is simply that making the adjustment through the end of the
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fiscal y e a r  m a y  give the appearance to some that the Governor 
and L e g islature are manipulating the law to give them a higher, 
less restrictive limit. To avoid the appearance of any trick­
ery in this sensitive matter, I suggest that the adjustment for 
p o p u l a t i o n  and inflation be made only to the beginning of the 
fiscal year.

Indices

The m o s t  comp l e x  question in interpreting the appropriation 
l i mitation language is which index o f  the m a n y  available should 
b e  u s e d  for mak i n g  adjustments to the $2.5 billion base for 
p o p u l a t i o n  and inflationary changes.

Po p u l a t i o n

Ta b l e  1 presents population information for Alaska. This 
i n f o r m a t i o n  suggests three plausible measures of population 
g r o w t h  that could be used for purposes of interpreting the 
spending limit: (1) the average annual population growth that
o c c u r r e d  duri n g  the decade 1970-1980; (2) population change 
b a s e d  on current estimates by the Ala s k a  Department o f  Labor 
(ADOL); (3) population change ba s e d  on current estimates by the 
U.S. Census Bureau (published by the Bureau of Economic 
A n a l y s i s  [BEA]). :

TABLE 1

V arious Population Measures for Alaska

Population Estimate
P o pulation Alaska U.S. Census

Y e a r  Census DOL (% change) Bureau (% change)

1970 308,500.0
•«

1980 419,700.0

1981 435,000.0 416,000.0

1982 461,000.0 (5.98) 443,000.0 (6.49)

1983 - N / A  n /A ‘

The advantage of using the 1970-1980 annual rate of -change1 is
t h a t  the numbers are based on the Federal decennial' -census and
are not n o w  subject to significant revision. Also, derivation 
of the n u m b e r  is simple and easy for people to understand. The 
disad v a n t a g e  of this number, on the other hand, is that it may
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not reflect actual population changes that are occurring in the 
1980s. As a result, it may overstate or understate current 
growth.

The A l a s k a  Department of Labor, Research and Analysis Section, 
ma k e s  pop u l a t i o n  estimates of Alaska for purposes of Federal 
programs. The estimates are derived from methods approved by 
the U.S. Census Bureau, w h i c h  certifies the State numbers. 
Because o f  this link w i t h  U.S. standards and estimating m e t h o d­
ology, I believe the State estimates of population change could 
satisfy the constitutional requirement that the adjustment 
factors b e  "derived from federal indices." However, recent 
depar t m e n t a l  changes have und e r m i n e d  the ability of the State 
to m a k e  timely and accurate population estimates. The prof e s­
sional demographer employed by the D e p artment of Labor recently 
resigned, and no replacement has b e e n  hired at this time.
Also, a reorganization w i t h i n  the Department of Health and 
Social Services has reduced the ability o f  the Department to 
m a k e  vi t a l  statistics available in a timely fashion to the 
Dep a r t m e n t  of Labor. These statistics are necessary for 
e s t i m a t i n g  the natural increase component of population growth. 
As a result >f this situation, and because w e  wou l d  need to 
stretch somewhat the phrase "federal indices'1 to use the State 
p o p u l a t i o n  estimates, x suggest that Federally-published 
estimates of p o p ulation change be used.

Federal population estimates for 19G1 and 1982 are shown in 
Table 1. While the Federal estimates are lower than the State 
estimates, and presumably less accurate, the Federal rate of 
change b e t w e e n  1981 and 1982 is somewhat higher. For purposes 
of calculating an appropriation limit, changes between July 1 
and July 1 of each year should b e  used.

Inflation ' “ •

Several different indices of inflation could plausibly be used 
for calculating the constitutional limit for a particular 
fiscal year. M o s t  commonly discussed are the Federal consumer 
price indices. Currently the Bureau of Labor Statistics (BLS), 
U.S. Department of Labor, produces two basic consumer price 
indices: the All Urban Consumers (CPI-U) and the Urban Wage
Earners and Clerical Workers (CPI-W). CPI-U is a more inclu­
sive definition. CP E - W  primarily m e a sures changes in prices of 
goods t y p ically purchased by urban workers while CPI-U measures 
changes in price of items typically bought by all urban dwell-. 
>ars irrespective of their attachment to the labor force. CPI-u 
covers approximately twice as many persons and in general 
produces an inflation rate higher than that for CPI-W.

BLS produces an Anchorage CPI-U and CPI-W. While the cost of 
living in Anchorage is higher than the U.S. average, the CPI
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indices are higher than the national CPI indices. However/ the 
rate of change in cost of living (inflation) is lower in 
A n c horage than in the U.S. because economies of scale are being 
r ealized in the transportation and distribution of goods. It 
is n o t  known to w h a t  extent the A n c horage CPI indices reflect 
statevride changes. Inflationary change m a y  be slower in 
A n c h o r a g e  vhan the U.S. average, b u t  that m a y  not b e  so in 
Juneau or the b u s h  where m a n y  g o vernment services are provided.

One serious drawback to us i n g  the consumer price indices is a 
change m a d e  b y 2the BIS in me a s u r i n g  the shelter component of 
these indices. This change creates an inconsistency in the 
series from July 1, 1981 to the present, w i t h  the res u l t  that 
the p u b l i s h e d  inflation rate takes a significant dip in 1983. 
The effect of this change is especially dramatic in the Anc h o r­
age c o n sumer price indices because o f  a related change made in 
m e a s u r i n g  housing costs.

The m a j o r  p r o b l e m  w i t h  the CPI series for our purposes, h o w­
ever, is that it measures changes in the cost of a mark e t  
bask e t  o f  goods purchased b y  consumers, not of goods and 
services pur c h a s e d  b y  the State government.

There is a F e d e r a lly-computed inflation index for the cost of 
services provi d e d  b y  state and local governments. The govern­
men t  p u r c h a s e  index is published m o n t h l y  by the Bureau of 
Economic Analysis in a publication titled Current Business 
T r e n d s . Even tho u g h  this is a m e a s u r e  of price changes at the 
national level, the government purchase index seems to be the 
m o s t  logical for o u r  purposes. I recommend that we adopt this 
index, us i n g  the annual point-to-point percentage change 
between July 1 and July 1 of each year.

Table 2 presents rates of change m e a s u r e d  by the various 
indices. The low rates shown for the Anchorage CPI series in 
1983 reflect the p r o b l e m  of definitional change discussed 
above.
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TABLE 2 

Various Rates of Inflation

Fiscal Year

Rate of Change 1980 1981 1982 1983

U.S.A. * , ,

C P I - U 13.20 10.73 7.7 2.43
C P I - W 13.47 10.25 6.29 2.19

G o v e r n m e n t  Purchase Index 9.77 5.70 6.81 6.34

A n c horage
CP I - U

• •«

10.10 7.75 7.11 .83
C P I - W 8.91 7.52 7.2 -.62

Due to change in definition of shelter component.

Estimating in the Absence of Data

C a l c u l a t i o n  o f  the appropriation limit requires a value for 
p o p u l a t i o n  and inflationary change that is not available at the 
time it is needed. Note in Table 1 that population estimates 
are not y e t  available for 1983. We actually need an estimate 
of p o p u l a t i o n  change for 6 months in the future (to July 1, 
1984) to calculate an FY 85 limit. Wh i l e  the publication of 
inflation indices does not lag as m u c h  as the publication of 
p o p u l a t i o n  figures, the p r o b l e m  still exists. There are 
several options for obtaining the m i s s i n g  data; among t h e m  are 
the purchase of an estimate from a national economic fore­
casting firm, and the production of an estimate in-house b y  OMB 
w i t h  an e c o nometric model. Our recommendation, however, is to 
cimply u s e  for the m i s sing number the trend since July 1, 1981. 
That is, the average o f  the annual point-to-point changes since 
July 1, 1981 becomes the m i s s i n g  value. This approach has the 
advantage of not be i n g  subject to manipulation. To av o i d  the 
erosion o f  public credibility, it is important that the G o v e r­
nor and L e g i s l a t u r e  use a m e t h o d  w h i c h  is easily understood and 
reproducible by everyone.

Revised Indxces

Federal indices o f  population and inflation are subject to 
r e v ision by the agency that issues them. This is because the 
figures they release are typically based on survey data, and
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a d d itional information invariably becomes available, or new 
b en c h m a r k s  are used, or errors are discovered, etc. For 
purposes o f  computing the spending limit, the most current 
pu b l i s h e d  estimate available should b e  used, and a mid-year 
a dju s t m e n t  i n  the spending limit should not be made even if 
r e v i s e d  indices are issued.

FY 84 Precedent

W h e n  the Sheffield A d m i n i stration took office in December,
1982, former G o v ernor Hammond's administration had prepared an 
e x e c u t i v e  b u d g e t  for FY 84. This executive budget contained a 
spend i n g  limit calculation of $2.98 billion. The only written 
e x p l a n a t i o n  of this number is a footnote on page 3 of the 
Ex e c u t i v e  Bud g e t  B o o k  that states "...according to the spending 
limit, the FY 84 bud g e t  ceiling could exceed the FY 82 figure 
of $2.5 b i l l i o n  b y  the estimated rate of inflation and popula­
tion growth. For FY 83 our estimate is 10%, hence the FY 83 
base is $2,750.0. The $2.98 billion limit for FY 84 is esti­
ma t e d  to be 8.4% o v e r  the FY 83 base level." Since there is no 
e x p l a n a t i o n  of the assumptions or met h o d  used, I do not see w h y  
this A d m i n i s t r a t i o n  is b o u n d  by w h a t e v e r  those may have been, 
nor b o u n d  to $2.98 billion as a base for calculating the FY 85 
limit. It seems to me that Governor Sheffield and the Legis­
lature m a y  adopt a m e t h o d  that b e s t  comports w i t h  the intent of 
che law and w i t h  logic, even if the m e t h o d  produces a different 
n umb e r  ifrom that u s e d  in FY 1984.

J o h n  S h i v e l y  - 6 -  J a n u a r y  4 ,  1 9 8 4

Appropr i a t i o n  Limit Options

F r o m  the foregoing discussion it should be clear that there are 
t h e o r e t i c a l l y  a large number of possible limit calculations. 
This section presents several options that suggest the range of 
possible outcomes. It also includes the recommended calcu­
lation, w h i c h  is Option 4. In accord w i t h  our earlier recom­
me n d a t i o n  re g a r d i n g  the peri o d  o f  adjustment to the base, all 
of the options shown here assume that the adjustment for 
p o p u l a t i o n  and inflation are made for three years rather than * 
four. A  fourth y e a r  of adjustments w o u l d  add approximately 
$250 m i l l i o n  to the numbers shown. The options are:

Opti o n  1 = ADOL Population and Alaska CPI-U
Option 2 = ADOL Population and Government Services
Opti o n  3 = BLS Population and Alaska CPI-U
Opt i o n  4 = BLS P o p ulation and Government Services
Opti o n  5 = Census* P o p ulation anfl Alaska cpJ..D

Option 6 Census population and Government Services

*
1 9 7 0 - 1 9 8 0  c o m p o u n d  a v e r a g e
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The appropriation limits that result from these options are:

FY Oot i o n  1 Ootion 2 Option 3 Option 4 Option 5 Option

84 3.041 • 3.199 3.062 3.220 2.871 3.020
85 3.356 3.618 3.390 3.654 3.079 3.319
86 3.704 4.092 3.753 4.147 3.301 3.648
87 4.087 4.630 4.156 4.707 3.539 4.010
88 4.509 5.238 4.602 5.343 3.795 4.406

We have analyzed these spending limits in terms of m a x i m u m  
allowable appropriations and available revenue, and the results 
of that analysis are available. However, the focus o f  this 
me m o  has b e e n  the methodological issues surrounding the 
c a lculation of a limit.

GSH/mm
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F O O T N O T E S

1. This change can be expressed, and calculated, in three
ways: as one-tenth the decennial change? as the continuous
annual change? and as the compound annual change. The 
latter (3.126%) is the best measure for the purposes at 
hand.

O n e - t e n t h  the decennial change: (419,700 i) ^ ^ nAr.

(308,500 _ 1 ) /10 “ 3 *6045

C o n tinuous annual change: = p i 9 7 0 E = 3 *07P2

A n n u a l  compound change: P i g 8o = ^1 + r ^t p i970 = 3 *1260

2. The change involved a measure of shelter from the cost of 
m o r tgages and the selling price of homes to the cost of 
rental units.

3. In Anchorage, the BLS began for the first time in 1983 to 
m e a s u r e  A n c horage costs. Prior to this, they simply used 
the costs of housing in w e s t  coast cities of a size similar 
to Anchorage. In describing the effect o f  the new measure, 
the A l a s k a  Department of Labor has written:

F r o m  J a n uary to July of this year the Anchorage 
C o n sumer Price Index registered increases below 
h i storical levels. Dur i n g  the last five months, 
the index's over-the-year change did not exceed 1% 
and, in fact, fell in May. This decline in 
inflation is m i s leading because of methodology 
changes causing inconsistency between 1983 and 
1982 data. Because of this the BLS has 
r e c ommended that in the short term, users of the 
CPI use either 1) & 12 m o n t h  annual average, or 2) 

the U.S. rate? or 3) compare 1983 data only.
L o o k i n g  at the Anchorage CPI this way the index 
has risen 3.2% from January through July. If the 
CPI continues this same trend it will increase 
b e t w e e n  5.0% and 6.0% for the 1983 average.

(Alaska Economic T r e n d s , Alaska Department of Labor, November 
1983, p. 13.)

W h y  was the change made? The Commissioner of the U.S. D e p a r t­
ment  of L a b o r  provides the following reasons. First, the 
former m e t h o d  combined investment and consumption effects upon 
price. The new approach is an attempt to measure only the 
changing cost of consumption. Second, the old met h o d  was based 
upon the assumption of a fixed rate mortgage. Recently, a 
v a r i e t y  of alternatives to a fixed rate mortgage have become
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available. The former method did not take them into account. 
Third, the appearance of seller financing distorted the measure 
since there is no accurate way to detect it. Finally, the 
Fede r a l  Government will be using the index, starting in 1985, 
to index tax brackets. Thus, the m o s t  accurate index possible 
is desired.



■

M E M O R A N D U M

T0. Gordon S. Harrison 
A s s ociate Director

f r o m : Thomas P. Chester 
Principal A n a lyst

* \ C

' •

i• *>* *• ' ’ ' . r\*

S t a t e  o f  A l a s k a

date: January 19, 1984

FILE NO: 84B-3

465-3568

Spending Limit/HB 524

y!0§

A d o ption of HB 524 w i l l  result 1

. a ,
Fiscal Y e a r  Li m i t  = Prior Limit X

  — — -----------
- ' T W  - "

i ■■ ■■■■
82 $2,500
83 2,765 = $2,500 X
84 3,040 = .. 2,765 X
85 3,151 = 3,040 X

^  Rounded to nearest million.

in the following spending limits: 

(R1 + R2 S J )

(1 + .02837 + .07750)
(1 + .02837 + -.07111) 
(1 + .02837 + .00835)

— j Rate of p o p u l a t i o n  change.
—  Rate o f  inflation.

E s t imation of rate of population change (lines 20 - 23) 

.02837 = 1/10 X ln (401,851/302,583)

E s t imation of rate of inflation (lines 15 - 19)

Month Year CPI-U Rate of Chancre

July 80 228.4 _

July 81 246.1 (246.1/228.4) - 1 = .07750
July 82 263.6 (263.6/246.1) - 1 = .07111
July • 83 265.8 (265.8/263.6) - 1 = .00835
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17, 1984

A d a m s , 
e Finance Committee

.

: Mike Greany, Directoi
Legislative Finance Division

• ‘ • * - . ' ’■ •'{

S U B J : Spending Limit

Legislative Finance Division CP-S. Dhillon) has reviewed 
your draft legislation for the spending limit.

This is to confirm that it produces precisely the same
spending limit as SB 3 2 6  (Ferguson): $ 3 1 5 1 . *4 for FY 8 5 . *

*• • • ... •. • #
V.v' • * • ’> - • •  * •' *. ’ •

The only difference between the two versions is that your's 
removes unnecessary language in Section 1 ( 2 ) .

Limit ($ Millions)

FY 82 
FY 33 
FY 84 
FY 85

$ 2 5 0 0 . 0  
$2764.7 
$3039.8 
$3151.4

$2500.0 X (1 + (0.0284 + 0.0775))
$2764.7 X (1 + (0.0284 + 0.0711))
$3039.3 X (1 + (0.0284 + 0.0083))


