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In t r o d u c t i o n

Military aviation experts and model airplane hobbyists have 
known for decades that an airplane can be flown without a 
human in the cockpit. Until very recently, however, for most 
people the very concept of an aircraft was inextricably tied to 
that of the pilot it was presumed to carry. In the long run, that 
may turn out to be a historical aberration.

"Drones"—more accurately, unmanned aircraft—will domi­
nate the future of aviation as thoroughly as manned aircraft 
have dominated its past. In the military the transition is well un­
der way. In 2012, the United States military had close to 6,300 
unmanned aircraft systems (UAS)1 and is training hundreds of

l. U n d e r  S e c re ta ry  o f  D efense  f o r  a c q u is it io n , T e c h n o lo g y  a n d  
lo g is t ic s ,  D e p a r tm e n t o f  D efense R e p o rt t o  C o n g re ss  o n  F u tu re  
U n m an n ed  A i r c r a f t  System s T ra in in g , O p e ra tio n s , a n d  S u s ta in a b il i ty  
2 (2012), available at http://www.fas.org/irp/program/collect/uas-future.pdf. The

http://www.fas.org/irp/program/collect/uas-future.pdf
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new pilots each year to fly them.2 Civilian UAS use in the United 
States is also set to grow rapidly in the wake of a law enacted in 
February 2012 providing for the integration of unmanned air­
craft into the national airspace over the next several years.3

UAS can be employed in an endless variety of civilian appli­
cations, the overwhelming majority of them beneficial. They 
can be used, for example, to help rescuers identify people in 
need of assistance following a natural disaster, or to provide 
vital overhead imagery to police officers attempting to defuse a 
hostage standoff. In the commercial world, UAS will be in­
creasingly employed for tasks as diverse as surveying, crop 
spraying, and traffic congestion monitoring. Scientific applica­
tions include air quality assessment, wildlife tracking, and 
measuring the internal dynamics of violent storms. UAS will 
also generate a number of economic benefits, both by creating 
jobs that involve the design and production of UAS and by 
spurring advances in robotics that will apply well beyond avia­
tion, in fields ranging from manufacturing to surgery.

However, like any technology, UAS can be misused. The most 
common concern regarding domestic UAS relates to their poten­
tial impact on privacy. This is a legitimate concern. Existing laws 
and jurisprudence provide an important foundation, but they 
also leave many questions unanswered. And although in some 
respects UAS simply represent one more manifestation of the 
always complex intersection between technology and privacy, 
they are also unique in making it possible, for the first time ever, 
to easily and inexpensively obtain observations from above.

As Justice Samuel Alito wrote in a concurrence in United 
States v. Jones, the January 2012 Supreme Court ruling that ad­
dressed the constitutionality of affixing a GPS tracking device

term unmanned aircraft system (UAS) refers to an unmanned aircraft as well as 
the associated communication and control components used in its operation. FAA 
Modernization and Reform Act of 2012 (FMRA), Pub. L. No. 112-95, §331, 126 
Stat. 11, 72 (2012). "UAS" is also sometimes expanded as "unmanned aerial sys­
tem." The term unmanned aerial vehicle (UAV) refers to the aircraft itself. See, e.g., 
Bart Elias, Pilotless Drones: Background and Considerations for Congress Regard­
ing Unmanned Aircraft Operations in the National Airspace System 1 n. 1 (2012), 
available at http://www.fas.org/sgp/crs/natsec/
R42718.pdf.

2. Elisabeth Bumiller, A  Day Job Waiting for a Kill Shot a World Away, N.Y. TIMES, 
July 29, 2012, http://www.nytimes.com/2012/07/30/us/drone-pilots-waiting-for-a- 
kill-shot-7000-miles-away.html.

3. See FMRA §§ 331-336,126 Stat. at 72-78.

http://www.fas.org/sgp/crs/natsec/
http://www.nytimes.com/2012/07/30/us/drone-pilots-waiting-for-a-


460 H arvard Journal o f  Law & Public Policy [Vol. 36

to a vehicle without a valid warrant, "[i]n the pre-computer 
age, the greatest protections of privacy were neither constitu­
tional nor statutory, but practical."4 Although Justice Alito's 
statement was directed toward GPS tracking, it has direct rele­
vance to UAS. In comparison with manned aircraft, UAS can 
be very inexpensive to procure and operate. As the practical 
barriers to obtaining aerial imagery fall away, the resulting pri­
vacy issues take on heightened importance.

This Article considers the constitutional, statutory, and 
common law frameworks that will inform privacy rights with 
respect to observations from unmanned aircraft.5 The potential 
privacy challenges raised by unmanned aircraft are direct con­
sequences of their capabilities and of the rules governing the 
manner in which they can be flown. Accordingly, Part I pro­
vides the historical context for UAS technology and describes 
the range of platforms available today. Part II addresses the 
current regulatory environment in the United States, with par­
ticular attention to those provisions of the FAA Modernization 
and Reform Act of 2012 (FMRA) that relate to UAS.

Part III discusses government operation of unmanned aircraft 
in light of the Supreme Court's Fourth Amendment jurispru­
dence. Although the Supreme Court has never specifically ruled 
on the question of UAS privacy, it has examined the Fourth 
Amendment implications of aerial surveillance on several occa­
sions. Part III examines those cases in some detail, as well as Jones6 
and Kyllo v. United States,7 and the interpretations they suggest 
with respect to the constitutionality of UAS observations.

Part IV addresses UAS operated by private entities, who are 
unconstrained by the Fourth Amendment restrictions that apply 
to the government. Private UAS users will enjoy strong First 
Amendment protections for gathering information in public 
spaces. But the rights conferred by the First Amendment are not 
unbounded, and it does not take much imagination to conclude

4. United States v. Jones, 132 S. Ct. 945, 963 (2012) (Alito, J., concurring in the 
judgment).

5. For another treatment of some of the issues discussed here, see generally 
A lissa  M. D o la n  & R ich a rd  m. Thompson, II, In te g ra t io n  o f  D rones in to  
D om estic A irspace: S e lec ted  L eg a l Issues (2013), available at
http://www.fas.org/sgp/crs/natsec/R42940.pdf. Dolan and Thompson's report was 
released while this Article was in the process of revision for publication.

6. Id. at 945.
7. 533 U.S. 27 (2001).

http://www.fas.org/sgp/crs/natsec/R42940.pdf
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that paparazzi, stalkers, and others could employ UAS in man­
ners that pose clear violations of privacy. Part IV then explores 
some of the laws that can be used to address such behavior. Part 
V considers potential new voluntary and statutory privacy solu­
tions and discusses some of the preemption issues that may arise 
when non-federal entities attempt to regulate UAS use.

Several overarching conclusions result from the analysis pre­
sented in this Article. First, a careful examination of Supreme 
Court privacy jurisprudence suggests that the Constitution will 
provide a much stronger measure of protection against gov­
ernment UAS privacy abuses than is widely appreciated. The 
Fourth Amendment has served us well since its ratification in 
1791, and there is no reason to suspect it will be unable to do so 
in a world where unmanned aircraft are widely used. In addi­
tion, there are substantial statutory and common law protec­
tions that will limit the ability of non-government entities to 
violate privacy using unmanned aircraft.

This does not mean that there is no need for additional statu­
tory UAS privacy protections. However, when drafting new laws 
it is critical to adopt a balanced approach that recognizes the in­
herent difficulty of predicting the future of any rapidly changing 
technology. In the early days of the Internet and mobile phones, it 
would have been nearly impossible to accurately foresee all of the 
uses—both positive and otherwise—to which these technologies 
have been applied. It is similarly difficult today to predict exactly 
how UAS will be used—or even what they will look like—in the 
coming decades. Although unmanned aircraft pose real and in­
creasingly well recognized privacy concerns, they also offer real 
and much less widely appreciated benefits. A dialogue conducted 
with full awareness of this balance will be much more likely to 
lead to positive policy outcomes.

I. U n m a n n e d  A ir c r a f t  Sy s t e m s  T e c h n o l o g y

In addressing UAS privacy, it is important to start with an 
understanding of the technology, including both the historical 
context and the range of platforms that exist today. Privacy ap­
proaches designed to address only the concerns raised by the 
larger unmanned aircraft that have dominated much of the 
current press coverage may be inadequate or inappropriate for 
unmanned aircraft weighing only a few pounds. And, as is 
clear from the history of unmanned aircraft, although near­
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te rm  p re d ic tio n s  re g a rd in g  e m e rg in g  av ia tio n  tech n o lo g y  a re  
feasib le , it  can  be  ex ceed in g ly  d ifficu lt to  look  m o re  th a n  a few  
y ea rs  in to  the  fu tu re .

A . H istorical Context:
The N ineteenth and Tw entieth  Centuries

U n m a n n e d  flig h t has a long  h isto ry . In  fact, early  research  in  
u n m a n n e d  av ia tio n  la id  so m e of the  critical g ro u n d w o rk  th a t 
w a s  la te r u sed  b y  p io n eers  in  m a n n e d  av ia tion ,8 in c lu d in g  the 
W rig h t B ro thers, w h o  ach ieved  su s ta in ed  m an n ed  a irp lan e  
fligh t in  1903.9 A s early  as th e  1830s, W illiam  S am uel H en so n  
w a s  ex p lo rin g  the  fu n d am en ta ls  o f a irfram e design ,10 a n d  in  
1848 Jo h n  S tringfellow  successfu lly  carried  o u t a n  in d o o r fligh t 
o f a s team -p o w ered  u n m a n n e d  a irp lan e  w ith  a w in g sp a n  of ten  
fee t.11 In th e  1870s A lphonse  P e n a u d  d e m o n s tra te d  the  u se  of 
tw is te d  ru b b e r s tran d s  as an  en e rg y  source for "m o d e l" -s ized  
a irp lan es a n d  h e lico p te rs .12 In  1896, S am uel P ie rp o n t L angley, 
th e n  S ecretary  of the  S m ithson ian  In stitu tion , flew  an  u n m a n n e d  
tw in -p ro p e lle r, s team -en g in e -p o w ered  a ircraft w ith  a w in g sp a n  
of s ligh tly  u n d e r  fo u rteen  feet.13 T he  aircraft, called  A ero d ro m e  
N u m b e r 5, w a s  ca tap u lt lau n ch ed  from  a h o u seb o a t on  the  P o ­
tom ac R iver a n d  m ad e  tw o  te s t flights, in  each case trav e llin g  
sev era l th o u sa n d  feet before  la n d in g  in  th e  r iv e r .14

T he S p e rry  A eria l T o rp ed o , d e v e lo p e d  d u r in g  W o rld  W ar I 
a n d  d e m o n s tra te d  in  1918, w as  a b o m b -e q u ip p e d  b ip lan e  th a t 
u s e d  a n  o n -b o a rd  tim er to  sh u t off th e  en g in e  an d , in  th e o ry  (it 
w a s  n e v e r  ac tu a lly  u sed  in  com bat), s e n d  it d iv in g  o n to  a ta r ­

8. B ill H annan, H i s t o r y  i n  M o d e l s ,  M o d e l s  i n  H i s t o r y ,  MODEL AVIATION, Dec. 1986, 
at 78, 79-81.

9. M i l e s t o n e s  o f  F l i g h t :  1 9 0 3  W r i g h t  F l y e r ,  SMITHSONIAN N a t 'L  A i r  AND SPACE 
MUSEUM, http://airandspace.si.edu/exhibitions/gall00/wrightl903.html (last v is ­
ited Jan. 28, 2013).

10. Louis H . H e r t z ,  T h e  C o m p le te  B o o k  o f  M o d e l A i r c r a f t  S p a c e c r a f t  
a n d  R o c k e t s  178 (1967).

11. I d .  at 185. A  two-pound steam-powered helicopter was flow n even earlier, 
by W .D. Phillips in 1842. I d .  at 178.

12. H annan, s u p r a  note 8, at 79-81.
13. L a n g l e y  A e r o d r o m e  N u m b e r  5 ,  SMITHSONIAN N a t 'L  A i r  AND SPACE MUSEUM,

http://airandspace.si.edu/collections/artifact.cfm?id=A19050001000 (last visited  
Jan. 28, 2013).

14. Id.

http://airandspace.si.edu/exhibitions/gall00/wrightl903.html
http://airandspace.si.edu/collections/artifact.cfm?id=A19050001000
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g e t .15 T h is w a s  a  v e ry  e a rly  ex am p le  of "a u to n o m o u s"  fligh t, in  
w h ich  a U A S is co n tro lled  from  w ith in  the  a ircraft, w ith o u t in ­
te rv e n tio n  fro m  a h u m a n  o n  th e  g ro u n d .

T he firs t u n m a n n e d  a irp la n e  to  be  successfu lly  f lo w n  b y  ra ­
d io  re m o te  co n tro l w as  a m o d ified  N 9 N a v y  seap lan e  th a t  re ­
m a in e d  a lo ft fo r a b o u t tw e lv e  m in u te s  d u r in g  a S ep tem b er 
1924 test, so m etim es  a t a  d is tan ce  of sev era l m iles  fro m  the  
tra n sm itte r  h e ld  b y  the  p ilo t o n  th e  g ro u n d .16 By th e  la te  1930s, 
rad io -co n tro lled  u n m a n n e d  a irc ra ft h a d  s ta r te d  to  g a in  sig n ifi­
can t a tte n tio n  in  th e  h o b b y is t c o m m u n ity 17 a n d  in  th e  m ilita ry . 
D u rin g  th e  te n -y e a r p e r io d  s ta r tin g  in  1934, the  B ritish  m ilita ry  
p u rc h a se d  h u n d re d s  of rad io -co n tro lled  u n m a n n e d  "Q u e e n  
Bee" b ip la n e s  to  u se  fo r ta rg e t p rac tice ;18 in  fact, th e  te rm  
"d ro n e "  m a y  h a v e  o rig in a lly  a risen  to  describe  th e  u n m a n n e d  
a irc ra ft u se d  fo r th is  p u rp o s e .19

In  the  U n ited  States, the  R ad io p lan e  C o m p an y  w as  fo u n d e d  in  
the  late 1930s20 a n d  d u rin g  W o rld  W ar II b u ilt over 15,000 
"d ro n es"  for the  U.S. m ilita ry  to  u se  in  tra in in g  an tia irc raft g u n ­
n e rs .21 R ad io p lan e  w as  acq u ired  by  N o rth ro p  in  1952,22 a n d  con­
tin u e d  to  su p p ly  th e  U.S. m ilita ry  w ith  u n m a n n e d  aeria l vehicles 
inc lu d in g , in  th e  1950s, m o d els  e q u ip p e d  w ith  a n  o n -b o ard  film - 
b ased  cam era .23 O th e r co u n trie s  w ith  u n m a n n e d  a irc ra ft p ro ­
g ram s in  the  years  d u rin g  o r  sh o rtly  fo llow ing  W o rld  W ar II in ­
c lu d ed  R ussia, F rance, Italy , G erm any , a n d  Jap an .24

In  the  1960s, m ilita ry  reconnaissance  u se  of u n m a n n e d  a ircraft 
b ecam e increasing ly  com m on. R yan  A eronau tica l C o m pany ,

15. C u r t i s s  / S p e r r y  A e r i a l  T o r p e d o ,  C r a d le  o f  A v ia t io n  M useum, 
http://www.cradleofaviation.org/exhibits/wwl/sperry_torpedo/mdex.html (last 
visited Jan. 28, 2013).

16. W alt Good, H i s t o r y  o f R C  F l y i n g ,  M ODEL AVIATION, Mar. 1986, at 56,126.
17. W alt Good, H i s t o r y  o f  R C  F l y i n g ,  P a r t  2, MODEL AVIATION A pr. 1986, at 58, 

148; W alt Good, H i s t o r y  o f  R C  F l y i n g ,  P a r t  3 ,  MODEL AVIATION, M ay 1986, at 76, 
76-81.

18. S t e v e n  J. Z a l o g a U n m a n n e d  A e r i a l  V e h i c l e s : R o b o t ic  A ir  W a r f a r e  
1917-2007, at 7 (2008).

19. L a u r e n c e  r . " N o is e " N e w c o m e , U n m a n n e d  A v i a t i o n : A  b r ie f  
H is t o r y  o f  U n m a n n e d  A e r i a l  V e h i c l e s  4 (2004).

20. I d .  at 57.
21. ZALOGA, s u p r a  note 18, at 7.
22. I d .

23. I d .  at 10.
24. NEWCOME, supra  note 19, at 49-56.

http://www.cradleofaviation.org/exhibits/wwl/sperry_torpedo/mdex.html
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w h ich  w o n  a con trac t w ith  the  U.S. A ir Force in  1948,25 w as  a 
m ajo r p ro v id e r  of U.S. m ilita ry  UA S fo r m u c h  of the  1950s a n d  
1960s. V ersions of the  R yan  F irebee flew  th o u sa n d s  of reconnais­
sance a n d  e lectron ic  w arfare  m issions o v er V ie tn am .26

T he 1970s a n d  1980s saw  co n tin u ed  d ev e lo p m en t of m ilita ry  
UA S techno logy , w ith  the  U n ited  States, R ussia, C anada , Israel, 
a n d  E u ro p e  all p o ssessing  active p ro g ra m s .27 In  the  conflict w ith  
L ebanon  in  1982, Israel u se d  a re la tive ly  sm all UA S called  the  
M astiff to  p ro v id e  reconnaissance  im ag ery ,28 a n d  d u rin g  the 
1991 G ulf W ar, the  U.S. m ilita ry  flew  o v er 500 m issions u s in g  
th e  P ioneer U A S .29 The Gnat-750, a p recu rso r to the  P red a to r, 
w as  first f lo w n  in  1989 a n d  w as  em p lo y ed  in  the  m id-1990s to 
acqu ire  im ag ery  d u rin g  th e  conflict in  the  fo rm er Y ugoslav ia .30

B. Unm anned A ircraft System s Today

Since 2000, w o rld w id e  U A S u se  fo r b o th  m ilita ry  a n d  c iv ilian  
ap p lic a tio n s  h a s  in c reased  d ram atica lly . O ne  k ey  fac to r con­
tr ib u tin g  to  th is  g ro w th  is th e  co n tin u in g  ad v an ce  of c o m p u t­
ing , im ag in g , a n d  co m m u n ica tio n s  techno log ies. C o m p u ta ­
tio n a l p o w e r  a n d  s to rag e  th a t w o u ld  h a v e  filled  m u ltip le  
ro o m s in  th e  1960s can n o w  easily  fit w ith in  a sing le  ch ip . In 
th e  co n tex t of UA S, th is  h as  m a d e  it  p o ssib le  to  e q u ip  ev en  
v e ry  sm all p la tfo rm s w ith  so p h is tic a te d  o n -b o a rd  c o m p u ta ­
tio n a l sy s tem s fo r tasks su ch  as n a v ig a tio n  a n d  im ag e  p ro cess­
ing . T he a d v e n t of h ig h -reso lu tio n , low -cost d ig ita l im ag in g  
sy stem s, w h e n  com b in ed  w ith  h ig h -b a n d w id th  co m m u n ica ­
tio n s links, en ab le s  h ig h -re so lu tio n  im ag es a n d  v id eo  acq u ired  
b y  an  u n m a n n e d  a ircraft to  be  tra n sm itte d  in  rea l tim e  to  an  
o b se rv e r fifty  fe e t—or 5000 m ile s—aw ay . T h an k s  to  co n tin u in g  
in n o v a tio n s  in  a irfram e d es ig n  a n d  f lig h t co n tro l a lg o rith m s, 
th e  cam eras  th a t  can  be  m o u n te d  o n  UA S a re  b eco m in g  sm alle r 
a n d  m o re  agile.

25. A n t h o n y  F i n n  & St e v e  S c h e d i n g , d e v e l o p m e n t s  a n d  C h a l l e n g e s  
f o r  A u t o n o m o u s  U n m a n n e d  V e h i c l e s : A  c o m p e n d iu m  15 (2010).

26. Ja s j it  S in g h , A ir  P o w e r  i n  m o d e r n  W a r f a r e  198 (1988).
27. Z a lo g a ,  s u p r a  note 18, at 16-24.
28. B e n ja m in  S. La m b e th , M o s c o w 's  L e s s o n s  f r o m  t h e  1982 L e b a n o n  A i r  

W a r  7 (1982), a v a i l a b l e  a t  http://www.rand.org/pubs/reports/2007/R3000.pdf.
29. ZALOGA, s u p r a  note 18, at 26-28.
30. I d .  at 29-33.

http://www.rand.org/pubs/reports/2007/R3000.pdf
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T he A m erican  global p o s itio n in g  system  (GPS),31 w h ich  b eg an  
d ev e lo p m e n t in  1973 a n d  w as  co m p le ted  in  1995,32 h as  also  
h e lp e d  to  s p u r  UAS g row th . GPS m ak es it possib le  for U AS to 
d e te rm in e  th e ir  precise location  u s in g  o n -b o ard  system s, a n d  
there fo re  to  p e rfo rm  m issions in v o lv in g  m u ch  m ore  com plex 
n av ig a tio n a l tasks th an  cou ld  be  a tte m p te d  in  the  pre-G PS e ra .33

T o d ay , u n m a n n e d  a irc ra ft com e in  an  in cred ib le  v a rie ty  of 
sh a p e s  a n d  sizes. Som e, su ch  as th e  G lobal H a w k  u se d  b y  the  
U.S. m ilita ry , a re  as la rg e  a n d  n e a rly  as fas t as b u s in e ss  je ts .34 
O th e rs  a re  sm all en o u g h  to  fit in  a b ack p ack  o r  ev en  th e  p a lm  
of a  h a n d . T h e  v id eo -cap ab le  N a n o  H u m m in g b ird , d ev e lo p e d  
b y  C a lifo rn ia -b ased  A ero V iro n m en t, w e ig h s  o n ly  tw o -th ird s  of 
an  o u n c e .35 T h e  so la r-p o w e re d  Q in e tiQ  Z ep h y r, w h ich  w e ig h s 
o n ly  s lig h tly  o v e r 110 p o u n d s  d e sp ite  h a v in g  a  w in g sp a n  of 
a b o u t 74 feet, s tay ed  a lo ft fo r o v e r tw o  c o n tin u o u s  w eek s in  
A riz o n a  d u r in g  th e  su m m e r of 2010 .36

U A S can  b e  co n tro lled  d u r in g  f lig h t in  a  v a rie ty  o f w ay s. A 
p ilo t on  th e  g ro u n d  w h o  m a in ta in s  v isu a l co n tac t w ith  a U AS 
can  fly  it  u s in g  a h a n d h e ld  o r co m p u te r-b a se d  ra d io  rem o te  
c o n tro l in te rface. A lte rn a tiv e ly , o r  in  ad d itio n , in  a "first- 
p e rso n -v ie w "  (FPV) system , a U A S -m o u n ted  cam era  tra n sm its  
a rea l-tim e  "co ck p it"  v iew  to a p ilo t o n  the  g ro u n d  w h o  flies

31. The United States developed the G P S system and, in 1983, made it available 
for civilian applications. M ICHAEL RUSSELL RIP & JAMES M. HASIK, T h e  PRECISE 
REVOLUTION: G PS AND THE FUTURE OF A ERIAL WARFARE 9-10 (2002). Russia, the 
European Union, China, and India have also developed or are developing com pa­
rable satellite-based positioning systems. S e e  UNITED NATIONS OFFICE FOR OUTER
S p ace  A f f a ir s ,  C u r r e n t  a n d  P la n n e d  G lo b a l  a n d  R e g io n a l N a v ig a t io n  
S a t e l l i t e  System s a n d  S a te llite -b a s e d  A u g m e n ta t io n s  System s, at v  (2010), 
a v a i l a b l e  a t  http://www.oosa.unvienna.org/pdf/publications/icg_ebook.pdf.

32. Randy James, G P S ,  TIME, M ay 26, 2009, http://www.time.com/time/ 
magazine/article/0,9171,1901500,OO.html.

33. S e e ,  e . g . ,  R ip  & H asik, s u p r a  note 31, at 191-275 (discussing the role of G P S  in 
m odern warfare).

34. R Q - 4  G l o b a l  H a w k  F a c t s h e e t ,  TH E OFFICIAL WEB SITE OF THE U.S. A ir  FORCE, 
http://www.af.mil/information/factsheets/factsheet.asp?id=13225 (last visited Jan. 
28, 2013).

35. Press Release, AeroVironm ent Inc., AeroVironm ent Develops W orld's First 
F u lly  Operational Life-Size H um m ingbird -Like  Unm anned Aircraft for D A R P A ,  
Feb. 17, 2011, a v a i l a b l e  a t  http://www.avinc.com/resources/press_release/ 
aerovironm ent_develops_worlds_first_fully_operational_life-size_humm ingbird.

36. A nd rew  Chuter, S o l a r  U A V  L a n d s  A f t e r  R e c o r d  2  W e e k s  A l o f t ,  DEFENSENEWS, 
Ju ly  23, 2010, http://www.defensenews.com/article/20100723/DEFSECT01/
7230304/Solar-UAV-Lands-After-Record-2-W eeks-Aloft. The weight and length 
are reported in  this article at 50 kilogram s and 22.5 meters, respectively. I d .

http://www.oosa.unvienna.org/pdf/publications/icg_ebook.pdf
http://www.time.com/time/
http://www.af.mil/information/factsheets/factsheet.asp?id=13225
http://www.avinc.com/resources/press_release/
http://www.defensenews.com/article/20100723/DEFSECT01/
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th e  a irc ra ft as if h e  or sh e  w e re  p h y sica lly  o n -b o ard . If th e  ra d io  
lin k  b e tw e e n  th e  UAS a n d  th e  p ilo t is su ffic ien tly  s tro n g , the  
U A S can  b e  f lo w n  b e y o n d  th e  v isu a l line  of sigh t.

A u to n o m o u s  flig h t u s in g  in fo rm a tio n  from  an  o n -b o a rd  GPS 
rece iv er to  p e rfo rm  n a v ig a tio n  w ith o u t an y  h u m a n  in te rv e n ­
tio n  can  also  be  u sed . M a n y  U AS h a v e  th e  cap ab ility  to  o p era te  
in  m u ltip le  m o d e s —for exam ple , n a v ig a tin g  sem i- 
a u to n o m o u s ly  to  a d e s tin a tio n  b a se d  on  a se t of GPS w a y p o in ts  
in p u t  b y  a p ilo t, w h o  th e n  takes o v er active co n tro l u s in g  an  
FPV  system . O f course, w h a t is p o ssib le  tech n o lo g ica lly  a n d  
w h a t is p e rm itte d  b y  re g u la tio n s  a re  tw o  v e ry  d iffe ren t th ings. 
A t p re se n t, w ith  v e ry  lim ited  ex cep tio n s ,37 th e  F ed era l A v ia tio n  
A d m in is tra tio n  (FAA) d o es  n o t  p e rm it UA S flig h ts  in  w h ich  
th e  o p e ra to r  o n  th e  g ro u n d  is u n a b le  to  m a in ta in  c o n tin u o u s  
v isu a l co n tac t w ith  the  a ircraft.

T he U A S in d u s try  to d a y  is la rge , global, a n d  ra p id ly  g ro w ­
ing . A cco rd in g  to  the  A sso c ia tio n  fo r U n m a n n e d  V ehicle Sys­
te m s  In te rn a tio n a l (AUVSI), th e  la rg e s t in te rn a tio n a l asso c ia ­
tio n  for u n m a n n e d  system s, th e re  a re  n o w  o v er 400 active 
m a n u fa c tu re rs  of U AS g lobally , in c lu d in g  150 in  th e  U n ited  
S ta te s .38 O th e r  co u n trie s  w ith  s ig n ifican t UA S d e v e lo p m e n t in ­
c lu d e  A u stra lia , Brazil, C an ad a , C h ina , France, G erm an y , Ind ia , 
Iran , Israel, Jap an , P ak istan , T u rk ey , R ussia , a n d  th e  U n ited  
K in g d o m .39 T he  T eal G ro u p , a n  aero sp ace  a n d  d e fen se  co n su l­
tan cy  b a se d  in  V irg in ia , p re d ic ts  th a t g lobal a n n u a l UAS 
sp e n d in g  w ill rise  from  a n  e s tim a te d  $6.6 b illion  in  2012 to  o v er 
$11 b illio n  o v e r th e  n ex t d ecad e , c o rre sp o n d in g  to  a to ta l ten - 
y e a r e x p e n d itu re  of n ea rly  $90 b illio n .40

E ven as o v era ll sp e n d in g  is increasing , p e r-u n it costs  fo r the  
sm alle r p la tfo rm s  are  d ro p p in g . L arge m ilita ry  su rv e illan ce

37. The F A A  M odernization and Reform  A ct of 2012, discussed later in  this A r­
ticle, includes a provision (Section 332(d)) that w ill allow beyond-line-of-sight 
operation in the A rctic  (northern Alaska). S e e  id .  at 11-15.

38. E-M ail from  Melanie Hinton, Senior Com m c'ns Manager, A U V SI, to author 
(A ug. 15, 2012,12:44 P D T ) (on file w ith author).

39. U.S. G ov't Accountability Office, GAO-12-536, Nonproliferation: Agencies 
C o u ld  Im prove Inform ation Sharing and End-Use M onitoring on Unm anned A e­
rial Vehicle Exports 10-16 (2012).

40. Press Release, Teal Group Corp., Teal Group Predicts W orldw ide U A V  
Market W ill Total $89 Billion in Its 2012 U A V  Market Profile and Forecast (Apr. 
11, 2012), a v a i l a b l e  a t  http://www.pmewswire.com/news-releases/teal-
group-predicts-worldwide-uav-m arket-will-total-89-billion-in-its-2012-uav- 
market-profile-and-forecast-147008115.html.

http://www.pmewswire.com/news-releases/teal-
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p la tfo rm s  su ch  as the  G lobal H a w k  can  cost m a n y  ten s  of m il­
lions of d o lla rs  o r m ore  to  p u rc h a se 41 a n d  re q u ire  la rg e  team s 
of h ig h ly  tra in e d  p eo p le  u s in g  sp ec ia lized  e q u ip m e n t to  fly .42 
H o w ev er, th e re  a re  in c rea s in g  n u m b e rs  of h ig h ly  capab le  
co m m erc ia lly  availab le  sm all U A S th a t  can  be  p u rc h a se d  for 
u n d e r  $1000. It is on ly  a m a tte r  o f t im e —a n d  p ro b a b ly  n o t 
m u c h  t im e —b efo re  GPS a n d  v id e o -e q u ip p e d  UA S d ro p  b e lo w  
$ 100, a n d  th e n  b e lo w  $10 .

UA S can  be  u se d  in  law  enforcem ent, search  a n d  rescue, s u r ­
vey ing , scientific research , a n d  m a n y  o th e r c iv ilian  app lica tions. 
A lth o u g h  m a n y  peop le  eq u a te  the  p ro sp ec t of law  en fo rcem en t 
u se  of UA S w ith  surveillance, in  p ractice  th is m a y  be the  excep­
tio n  ra th e r  th a n  the  ru le. In  th is  respect, the  experience  o f the 
M esa C o u n ty , C o lorado , Sheriff's Office is in structive . M esa 
C o u n ty  h as  one  of the  o n ly  c u rren t FA A  C ertificates of A u th o ri­
za tio n  for o p era tio n a l (as o p p o sed  to  tra in ing) use  of U A S .43 The 
M esa C o u n ty  Sheriff's O ffice h as  (as of F eb ru ary  2013) flow n 
ap p ro x im a te ly  40 m issions since 2011, a n d  has n ev er u se d  th em  
to  p e rfo rm  su rve illance .44 Instead , typ ica l o p era tio n s h av e  b een  
for o b ta in in g  after-the-fact crim e scene im ages, search  a n d  res­
cue, a n d  p ro v id in g  im ag ery  fo r s tru c tu re  fire su p p ress io n  a n d  
a rso n  investiga tions. Ben M iller, the  U n m an n ed  A ircraft P ro ­
g ra m  M an ag er in  M esa C o u n ty , p u ts  th e  p e r-h o u r o p e ra tin g  cost 
of M esa C o u n ty 's  UAS a t $25;45 a m a n n e d  helicop ter, b y  co n ­
trast, costs h u n d re d s  of d o lla rs  p e r  h o u r  to opera te . T he d ra ­
m atica lly  lo w er o p e ra tin g  cost for u n m a n n e d  a ircraft p ro v id es  a 
p o w erfu l econom ic incen tive for th e ir  ado p tio n . In ad d itio n , 
th ey  can b e  u se d  in  c ircum stances w h e re  a m a n n ed  h e licop te r 
w o u ld  h av e  b een  too  d an g e ro u s  o r d isru p tiv e .

41. A  U.S Governm ent Accountability Office report put the "unit cost" of a 
Global H a w k  at $176 m illion as of Ju ly  2010. M ic h a e l  J. SU LLIVA N , U .S. G O V'T  
A c c o u n t a b i l i t y  O f f ic e ,  G A O -11-233SP , D e fe n se  A c q u is it io n s :  
A sse ssm e n ts  o f  S e le c te d  W e a p o n  P r o g r a m s  69 (2011), a v a i l a b l e  a t  

http://www.gao.gov/assets/320/317081.pdf.
42. S e e ,  e . g . ,  R Q - 4  G l o b a l  H a w k ,  U.S. A IR  FORCE, http://www.af.mil/information/ 

factsheets/factsheet.asp?id=13225 (last visited Jan. 28,2013).
43. E-M ail from  Benjamin M iller, Unm anned Aircraft Program  Manager, Mesa 

Cnty. Sheriffs Office, to author (A ug. 13, 2012, 10:45 P D T) (on file w ith author).
44. E-M ail from Benjamin Miller, Unm anned Aircraft Program  Manager, Mesa 

Cnty. Sheriffs Office, to author (Feb. 7,2013, 7:02 P ST) (on file w ith author).
45. E-M ail from  Benjamin M iller, Unm anned Aircraft Program  Manager, Mesa 

Cnty. Sheriffs Office, to author (A u g  15, 2012,13:19 P D T) (on file w ith author).

http://www.gao.gov/assets/320/317081.pdf
http://www.af.mil/information/
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In  A u s tra lia , w h e re  ce rta in  com m erc ia l o p e ra tio n s  u s in g  
sm all u n m a n n e d  a irc ra ft h a v e  b e e n  p e rm itte d  fo r o v e r ten  
y ea rs ,46 a p p lic a tio n s  h av e  in c lu d e d  m in in g  su rv e y s  a n d  tra n s ­
p o rta tio n  of e q u ip m e n t to  d rillin g  r ig s .47 In  Jap an , a g r ic u ltu ra l 
sp ra y in g  is o ften  p e rfo rm e d  u s in g  sm all u n m a n n e d  h e lico p ­
te rs .48 In  th e  U n ite d  S tates, N A SA  re sea rch ers  h a v e  u se d  U AS 
fo r s tu d y in g  H a w a iia n  v o lc a n o e s49 U A S are  a lso  id ea l p la t­
fo rm s fo r id e n tify in g  w ild fire  h o tsp o ts  w ith o u t p u ttin g  a h u ­
m a n  p ilo t a t r is k .50

II. R e g u l a t o r y  F r a m e w o r k

A . The Federal A via tion  A dm in istra tion

W h en  co n s id e rin g  th e  re g u la to ry  fra m e w o rk  ap p licab le  to  
U AS in  th e  U n ite d  S tates, it is h e lp fu l to  s ta r t  b y  b rie fly  a d ­
d re ss in g  h o w  a irc ra ft o p e ra tio n s  in  g en era l a re  re g u la te d . The 
FA A , w h ic h  w a s  es tab lish ed  in  1958 a n d  h as  b een  p a r t  o f the

46. S e e  D uncan Jefferies, D r o n e  j o u r n a l i s m  s e t  f o r  t a k e o f f -  o n c e  t h e y ' r e  p e r m i t t e d  to  

u s e  o u r  a i r s p a c e ,  TH E  GUARDIAN MEDIA NETWORK BLOG (Oct. 29, 2012, 7:09 AM ), 
http://www.guardian.co.uk/media-network/media-network- 
blog/2012/oct/29/drone-journalism-take-off (noting that commercial drones have 
been licensed in A ustralia since 2002); s e e  a l s o  A ustralia C iv il A viation Safety A u ­
thority A d v iso ry  C ircu la r 101-1(0), U n m a n n e d  A i r c r a f t  a n d  R o c k e t s :  U n m a n n e d  A e ­

r i a l  V e h i c l e  ( U A V )  O p e r a t i o n s ,  D e s i g n  S p e c i f i c a t i o n ,  M a i n t e n a n c e  a n d  T r a i n i n g  o f  H u ­

m a n  R e s o u r c e s  Quly 2002), a v a i l a b l e  a t  http://www.casa.gov.au/wcmswr/ 
_assets/main/rules/1998casr/101/101c01.pdf. The A d v iso ry  C ircu lar states "Pro­
vided that a sm all U A V  is operated not above 400ft A G L  [above ground level] and 
remains clear of designated airspace, aerodromes and populous areas, there are 
no restrictions im posed upon the operation of a sm all U A V ."  I d .  § 7.1.1. The A u s­
tralia C iv il  A viation Safety Authority defines "sm all" U A S  as those w eighing  
under 150 kilogram s. S e e  G ary Carr, U n m a n n e d  A i r c r a f t  C A S A  R e g u l a t i o n s  2, A u s­
tralian G ov't C iv il  Aviation Safety Auth., a v a i l a b l e  a t  http://www.uatar.com/ 
CASA% 20Presentation% 20-% 20Unm anned% 20Aircraft% 20CASA% 20  
Regulations.pdf.

47. R y  Crozier, A u s t r a l i a n  m i n e r s  s e n d  d r o n e s  t o  w o r k ,  ITNEW S, M ay 28, 2012, 
http://www.itnews.com.au/News/302240, australian-miners-send-drones-to- 
work.aspx.

48. R e g  A u s t in , U n m a n n e d  A ir c r a f t  S y s t e m s : U A V S  D e s ig n , 
D e v e l o p m e n t  a n d  D e p l o y m e n t  273-74 (2010).

49. M ark Brown, N a s a  s e n d s  U A V  b a c k  t o  e x p l o r e  e x p l o s i v e  H a w a i i a n  v o l c a n o ,  

WlRED.CO.UK, A pr. 5, 2011, http://www.wired.co.uk/news/archive/2011-04/5/nasa- 
sends-out-volcano-spying-drone.

50. Brian Bennett, D r o n e s  t e s t e d  as tools f o r  p o l i c e  a n d  f i r e f i g h t e r s ,  L .A . TIMES, A ug. 
5, 2012, http://articles.latimes.com/2012/aug/05/nation/la-na-drones-testing-
20120805.

http://www.guardian.co.uk/media-network/media-network-
http://www.casa.gov.au/wcmswr/
http://www.uatar.com/
http://www.itnews.com.au/News/302240
http://www.wired.co.uk/news/archive/2011-04/5/nasa-
http://articles.latimes.com/2012/aug/05/nation/la-na-drones-testing-
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D e p a r tm e n t of T ra n sp o rta tio n  since th e  1960s,51 o v ersees  n e a rly  
all52 a irc ra ft o p e ra tio n s  in  th e  U n ite d  S ta te s .53 T his is a com plex  
ta sk  in  a n a tio n a l a irspace  th a t h a s  a n  "av erag e  of m o re  th a n  
100,000 a v ia tio n  o p e ra tio n s  p e r  day , in c lu d in g  a ir carrier, a ir 
taxi, g en e ra l av ia tio n , a n d  m ilita ry  a irc ra ft."54

L ike o th e r  ad m in is tra tiv e  ag en c ies  of the  U n ited  S tates g o v ­
e rn m e n t, th e  FA A  m ak es a n d  en fo rces ru les  to  im p le m e n t a n d  
in te rp re t law s p a sse d  b y  C o n g re s s 55 N e w  ru le s ,56 su ch  as tho se  
to  b e  d e v e lo p e d  b y  the FA A  to  en ab le  th e  in te g ra tio n  of UAS 
in to  th e  a irspace , a re  fo rm u la te d  th ro u g h  a ru le m a k in g  p rocess 
th a t in c lu d e s  a n  in te rn a l d ra f tin g  a n d  re v ie w  stage , p u b lica tio n  
of a d ra f t  ru le  in  th e  F edera l R eg ister, a  p e rio d  of p u b lic  co m ­
m en t, rev is io n s  b a se d  o n  th e  co m m en ts , a n d  p u b lica tio n  of a 
fina l ru le .57

51. A  B r i e f  H i s t o r y  o f  t h e  F A A ,  FED. AVIATION ADMIN., http://www.faa.gov/ 
about/history/brief%5Fhistory/http://www.faa.gov/about/history/brief_history/ 
(last visited N ov. 10, 2012) [hereinafter B r i e f  H i s t o r y ] ,

5 2 .  There are a few exceptions. For example, the F A A  does not have any respon­
sibility to ensure the separation of m ilitary aircraft operating within "M A RSA "  
airspace. M A R S A  is an acronym for "M ilitary Assum es Responsibility for Separa­
tion of Aircraft." Fed . AVIATION  ADM IN., A IR  TR A FFIC  ORG. P O LICY  1  2-1-11 
(2012), a v a i l a b l e  a t  http://www.faa.gov/air_traffic/publications/atpubs/atc/ 
atc0201.html. In  addition, the F A A  does not oversee model aircraft operated in  
accordance w ith F A A  A dviso ry C ircu lar 91-57 or w ith Section 336 of the F A A  
M odernization and Reform  A ct of 2012, w hich creates a special rule for model 
aircraft. S e e  FED. AVIATION ADMIN., ADVISORY CIRCULAR 91-57, MODEL AIRCRAFT 
OPERATING S t a n d a r d s  (1981) [hereinafter ADVISORY CIRCULAR 91-57], a v a i l a b l e  a t  

http://www.faa.gov/documentLibrary/media/Advisory_Circular/91-57.pdf; F A A  
M odernization and Reform  Act of 2012 (FM RA ), Pub. L . No. 112-95, §336, 126 
Stat. 11, 77 (2012).

53. Brief History, supra note 51.
54. F a c t  S h e e t :  U n m a n n e d  A i r c r a f t  S y s t e m s  ( U A S ) ,  FED. AVIATION ADMIN., 

http://www.faa.gov/about/initiatives/uas/media/uas_fact_sheet.pdf (last visited  
Jan. 28, 2013) [hereinafter F a c t  S h e e t ] ,

55. Form ally, a "rule" is "the whole or a part of an agency statement of general 
or particular applicability and future effect designed to implement, interpret, or 
prescribe law  or p o lic y .. . Adm inistrative Procedure A ct § 1, 5 U .S.C. § 551(4) 
(2012).

56. F A A  "rules" are also called "regulations." S e e ,  e . g . ,  49 U .S.C. § 40103 (direct­
in g  that the Adm inistrator of the F A A  promulgate "regulations" governing the 
flight of aircraft).

57. There are actually various forms of rulem aking in  accordance w ith the A d ­
m inistrative Procedure Act, w hich was enacted in 1946. The steps described in the 
text (and provided in 5 U.S.C. § 553) occur in  association w ith what is referred to 
as inform al rulem aking, w hich is by far the most comm on form. There is also a 
formal ru lem aking process under 5 U.S.C. §§ 556-557 that includes a hearing and

http://www.faa.gov/
http://www.faa.gov/about/history/brief_history/
http://www.faa.gov/air_traffic/publications/atpubs/atc/
http://www.faa.gov/documentLibrary/media/Advisory_Circular/91-57.pdf
http://www.faa.gov/about/initiatives/uas/media/uas_fact_sheet.pdf
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FA A  re g u la tio n s58 classify  a ircraft, w ith o u t re g a rd  to  w h e th e r  
th e y  are  m a n n e d , as e ith e r  " p u b lic " 59 o r  "c iv il."60 P ub lic  a irc ra ft 
a re  th o se  o p e ra te d  by  local, s ta te , a n d  fed era l p u b lic  en tities, 
in c lu d in g  law  e n fo rc e m en t ag en c ie s .61 C ivil a ircraft, typ ica lly , 
a re  o p e ra te d  b y  p riv a te  co m p an ies , in d iv id u a ls , a n d  o th e r  n o n ­
g o v e rn m e n t en tities. T he p ub lic-c iv il d is tin c tio n  is ex trem ely  
im p o r ta n t b o th  g en era lly  a n d  w ith  re sp ec t to  UAS.

B. The FAA and U nm anned A ircraft System s

O n  F e b ru a ry  14, 2012, P re s id e n t O b am a s ig n ed  th e  FA A  
M o d e rn iz a tio n  a n d  R eform  A ct of 2012 (FM RA )62 in to  law . 
FM R A  p ro v id e s , am o n g  o th e r th in g s , a se t of o v e rla p p in g  
d e a d lin e s  fo r th e  in teg ra tio n  of U A S in to  th e  n a tio n a l a irsp ace  
o v e r the  n e x t th ree  y e a rs .63 A lth o u g h  UA S in te g ra tio n  h a s  b een  
o n  th e  p ro v e rb ia l ra d a r  sc reen  o f  th e  FAA fo r a n u m b e r  of 
y ea rs , FM RA  re p re se n ts  th e  firs t s ig n ifican t co n g ressio n a l leg is­
la tio n  a d d re s s in g  th e  d o m estic  u se  of UAS.

a number of other steps. RAYMOND C . SPECIALE, FUNDAM ENTALS OF AVIATIO N  
L a w  124t-25 (2006).

58. F A A  regulations are provided in the Code of Federal Regulations (CFR ), T i­
tle 14 ("Aeronautics and Space"), Volum es 1-3, w hich comprise parts 1-199 (not 
all o f the num bers in  this range are currently used). "General Operating and 
Fligh t Rules" for aircraft are found in Volum e 2, Subchapter F ("A ir Traffic  and 
General Operating Rules"), Part 91, denoted 14 C.F.R . § 91 and sometimes re­
ferred to as F A R  Part 91. F A R  is an acronym  for "Federal A viation Regulations." 
"General Definitions" are in 14 C.F.R . § 1.1. A n  unofficial version of the C F R  is 
provided through the Electronic Code of Federal Regulations (e-CFR) by the gov­
ernment at http://ecfr.gov.

59. Section 331(4) of the F A A  M odernization and Reform  A ct provides that 
"[t]he term 'public unmanned aircraft system' means an unmanned aircraft sys­
tem that meets the qualifications and conditions required for operation of a public  
a ircra ft. . . . "  F A A  M odernization and Reform A ct of 2012 (FM RA ), Pub. L . No. 
112-95, §331, 126 Stat. 11, 72 (2012). The term "public aircraft" is defined in 49 
U .S.C .A . § 40102(a)(41) (2012), as w ell as in 14 C.F.R . § 1.1 (2012).

60. S e e  49 U .S.C. § 40102(a)(16).
61. S e e  § 40102(a)(41). Whether an aircraft has "public aircraft status" depends, 

in  part, on how  it is being used. A n  aircraft that is owned by a government entity 
but engaged in an operation that replicates a service that could be obtained from a 
com mercial air carrier does not have public aircraft status during that operation. 
A s  used in this Article, "public aircraft" and "government aircraft" refer to air­
craft that satisfy the statutory qualifications for public aircraft status under 
§ 40125.

62. Pub. L . No. 112-95,126 Stat. 11 (2012).
63. I d .  §§ 331-336,126 Stat. at 72-78.

http://ecfr.gov
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R eco g n iz in g  th a t UAS ra ise  u n iq u e  issues th a t " m a y  d iffer 
su b s ta n tia lly  fro m  m a n n e d  a irc ra ft o p e ra tio n s  a n d  sy stem s/ '64 
th e  FA A  c re a te d  a n ew  U n m a n n e d  A irc ra ft P ro g ra m  O ffice in  
ea rly  2006.65 In  acco rd an ce  w ith  p o lic ies e s tab lish ed  w e ll befo re  
th e  e n a c tm e n t of FM RA, o p e ra to rs  of U A S e n g a g e d  in  p u b lic  
a irc ra ft o p e ra tio n s  are  re q u ire d  to  o b ta in  a C ertifica te  of A u ­
th o riz a tio n  (C O A ).66 C ivil (i.e. p riv a te ) UA S o p e ra to rs  n e e d  a 
"sp ec ia l a irw o rth in e ss  certifica te ."67 U se o f UA S fo r com m erc ia l 
p u rp o se s  is c u rre n tly  p ro h ib ite d ,68 th o u g h  th a t is ex p ec ted  to  
ch an g e  b y  2014.

A cco rd in g  to  d a ta  re lea sed  in  ea rly  2012 in  re sp o n se  to  a 
F re e d o m  o f In fo rm a tio n  A ct la w su it filed  b y  th e  E lectronic 
F ro n tie r F o u n d a tio n , the  FA A  h a d  issu ed  "a b o u t 700-750 a u ­
th o riz a tio n s  since  th e  p ro g ra m  b eg a n  in  2006," of w h ich  a p ­
p ro x im a te ly  300 re m a in e d  active as of A p ril 2012 .69 P ub lic  e n ti­
ties th a t  h a v e  b e e n  issu ed  C O A s in c lu d e  th e  U.S. A ir  Force,

64. James Sizem ore &  Richard Posey, Fed. Aviation A dm in., Unm anned Aircraft 
System s (U A S) Certification Status 2 (2006), a v a i l a b l e  a t

http://www.faa.gov/about/initiatives/uas/reg/media/uas_policyupdate.pdf.
65. I d .  at 1.
66. S e e  DEP'T. OF TRANSP., UNMANNED AIRCRAFT OPERATIONS IN THE NATIONAL 

A irs p a c e  System , D o c k e t  N o. FAA-2006-25714 (2007), a v a i l a b l e  a t

http://www.faa.gov/about/initiatives/uas/reg/media/fmotice_uas.pdf. In  addition to 
"Certificate of Authorization," C O A  is sometimes written in expanded form as 
"Certificate of W aiver or Authorization" or "Certificate of A uthorization or W aiv­
er." S e e  id .  A n  exception to the C O A  requirement is M A R S A  airspace. S e e  s u p r a  

note 52.
67. S e e  14 C.F.R . § 21.175 (2012). A lthough model aircraft are obviously un­

manned, provided that they are flow n for hobby or recreational use, they are not 
treated as "civ il U A S "  by the F A A . S e e  ADVISORY CIRCULAR 91-57, s u p r a  note 52; 
F M R A  § 336,126 Stat. at 77.

68. Even though this prohibition is not explicit with respect to U A S , it is im plicit 
in  the list, provided in 14 C.F.R. § 21.191, of purposes for w hich experimental cer­
tificates can be issued. T o  date, special airworthiness certificates have been issued 
only in  the experimental category. F a c t  S h e e t ,  s u p r a  note 54, at 146 ("A n  S A C -E C  is 
the only certification means available to c ivil operators for U A S  and optionally- 
piloted aircraft (O PA)."). "SA C "  is an acronym for special airworthiness certifi­
cate. The list in  § 21.191 includes purposes such as "[rjesearch and development," 
"[a]ir racing," and "[c]rew training," but not commercial use. In  addition, 14 
C.F.R. § 91.319, w hich describes operating limitations for aircraft havin g experi­
mental certificates, provides, among other things, that "[n]o person m ay operate 
an aircraft that has an experimental certificate—(1) For other than the purpose for 
w hich the certificate w as issued; or (2) C a rry in g  persons or property for compen­
sation or hire."

69. Jennifer Lyn ch, F A A  R e le a s e s  L i s t s  o f  D r o n e  C e r t i f i c a t e s — M a n y  Q u e s t i o n s  L e f t  

U n a n s w e r e d ,  ELECTRONIC FRONTIER FOUNDATION, https://www.eff.org/deeplinks/ 
2012/04/faa-releases-its-list-drone-certificates-leaves-many-questions-unanswered.

http://www.faa.gov/about/initiatives/uas/reg/media/uas_policyupdate.pdf
http://www.faa.gov/about/initiatives/uas/reg/media/fmotice_uas.pdf
https://www.eff.org/deeplinks/
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U.S. A rm y , th e  D efense A d v a n c e d  R esearch  P ro jects A g en cy  
(D A R PA ), FBI, N A SA , so m e co u n ty  a n d  m u n ic ip a l la w  e n ­
fo rcem en t agencies, a n d  v a rio u s  p u b lic  u n iv e rs itie s .70 T he  lis t 
of co m p a n ie s  th a t  h a v e  b e e n  issu ed  special a irw o rth in e ss  cer­
tificates in c lu d e s  R ay theon , H o n ey w ell, G enera l A tom ics, a n d  
o th e r  d e fen se  c o m p a n ie s .71

C O A s specify  w h ere  a n d  u n d e r  w h a t c ircum stances a UAS 
can  be  u sed . For exam ple, a C O A  m ig h t req u ire  th a t th e  UAS 
on ly  be  flow n  d u r in g  d a y lig h t h o u rs, a n d  on ly  w ith in  the  v isu a l 
line of s ig h t of th e  o p e ra to r .72 In  the  case of a UA S o p e ra te d  b y  a 
law  en fo rcem en t agency, the  C O A  m ig h t specify  th a t fligh ts 
m u s t be  p e rfo rm e d  on ly  for tra in ing , as o p p o sed  to op era tio n a l, 
p u rp o ses . In early  2008, the  FA A  b eg an  the  p rocess of d ev e lo p ­
in g  reco m m en d a tio n s  for re g u la tin g  "sm all" UA S (those w e ig h ­
in g  u n d e r  fifty-five p o u n d s ).73 T hus, b y  the  tim e  FM R A  w as 
s igned  in to  law  in  F eb ru ary  2012, the  FA A  h a d  a lread y  b een  ac­
tive ly  p la n n in g  fo r UAS in teg ra tio n  fo r severa l years.

FM RA  sets a goal of in teg ra tin g  UAS in to  th e  n a tio n a l a irspace  
system  b y  la te  2015.74 U n d e r the  n ew  law , pub lic  U AS o p e ra to rs  
h av e  h a d  access to  ex p ed ited  C O A s since M ay 14, 2012 .75 UAS 
u n d e r  these  au th o riza tio n s  m u s t w eig h  n o  m o re  th a n  tw en ty - 
five p o u n d s 76 an d  be  o p e ra ted  w ith in  the  line of s ig h t of th e  o p ­

70. F A A  L i s t  o f  C e r t i f i c a t e s  o f  A u t h o r i z a t i o n s  ( C O A s ) ,  ELECTRONIC FRONTIER 
FOUNDATION, https://www.eff.org/document/faa-list-certificates-authorizations- 
coas (last visited Jan. 28,2013).

71. F A A  L i s t  o f  S p e c i a l  A i r w o r t h i n e s s  C e r t i f i c a t e s  -  E x p e r i m e n t a l  C a t e g o r y  ( S A C s ) ,  

E le c t r o n ic  F r o n t ie r  F o u n d a t io n , https://www.eff.org/document/faa-list- 
special-airworthiness-certificates-experimentai-categorysacs (last visited Jan. 28, 
2013).

72. F a c t  S h e e t ,  s u p r a  note 54, at 2.
73. In  A p ril 2008, the F A A  created the Sm all Unm anned Aircraft System  A v ia ­

tion Rulem aking Committee. S e e  Fed. AVIATION ADMIN., ORDER 1110.150, SMALL 
U n m a n n e d  A i r c r a f t  System  A v ia t io n  R u le m a k in g  Com m ittee (2008), 
http://www.faa.gov/documentLibrary/media/Order/1110.150.pdf. Th is committee 
is often referred to using the acronym  sU A S  A R C , and has members from both 
governm ent and industry. The sU A S A R C  issued a set of recommendations for 
sU A S  regulatory development in  A p ril 2009. S e e  Fed. AVIATION ADMIN., SMALL 
U n m a n n e d  A i r c r a f t  Syst. A v ia t io n  R u le m a k in g  Comm., Co m p reh en sive  Se t  
o f R e co m m e n d a tio n s f o r  sU A S  R e g u la t o r y  D eve lo p m en t (2009), a v a i l a b l e  at 
http://www.modelaircraft.org/faa/recommendations.pdf.

74. FM R A , Pub. L. No. 112-95, § 332(a)(3), 126 Stat. 11, 73 (2012).
75. S e e  i d .  § 334(c), 126 Stat. at 76.
76. F A A  M a k e s  P r o g r e s s  w i t h  U A S  I n t e g r a t i o n ,  Fed. AVIATION ADMIN., 

http://www.faa.gov/news/updates/?newsld=68004 (last visited Jan. 28, 2012). In ­
terestingly, w ith respect to weight, the F A A  went further than was required by

https://www.eff.org/document/faa-list-certificates-authorizations-
https://www.eff.org/document/faa-list-
http://www.faa.gov/documentLibrary/media/Order/1110.150.pdf
http://www.modelaircraft.org/faa/recommendations.pdf
http://www.faa.gov/news/updates/?newsld=68004
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e ra to r, less th a n  400 feet above the  g ro u n d , an d  d u rin g  d a y lig h t 
co n d itio n s .77 By D ecem ber 31, 2015, the  FA A  is req u ired  to  " d e ­
v elop  a n d  im p lem en t op era tio n a l a n d  certification req u irem en ts  
fo r the o p e ra tio n  of pub lic  u n m a n n e d  a ircraft sy stem s in  the  n a ­
tional a irsp ace  system  b y  S ep tem ber 30, 2015."78

For civ il UAS, FM RA m a n d a te s  th e  d e v e lo p m e n t of a "co m ­
p re h e n s iv e  p la n "  th a t w ill "p ro v id e  fo r th e  safe in te g ra tio n  of 
civil u n m a n n e d  a irc ra ft sy s tem s in to  th e  n a tio n a l a irsp a c e ."79 
A d d itio n a lly , reg u la tio n s  for th e  o p e ra tio n  of sm all civil UA S 
(in c lu d in g  a llo w in g  th e ir  u se  fo r com m erc ia l p u rp o se s)  are  d u e  
b y  A u g u s t 2014.80

T he FA A  is in  so m e w h a t of a u n iq u e  p o s itio n  w ith  re sp ec t to  
d e a d lin e s  la id  o u t in  leg isla tion  su ch  as FM RA. FM RA  re q u ire s  
th a t  th e  FA A  "p ro v id e  fo r th e  safe in teg ra tio n  of civil u n ­
m a n n e d  a irc ra ft sy stem s in to  th e  n a tio n a l a irsp ace  sy s tem  as 
so o n  as p rac ticab le , b u t n o t la te r  th a n  S ep tem b er 30, 2015."81 
T h is la n g u a g e  co n ta in s n o  exp lic it p ro v is io n  fo r w h a t h a p p e n s  
if, in  th e  F A A 's v iew , "a s  so o n  as p rac ticab le"  is la te r  th a n  th a t 
d a te . H o w ev er, C o n g ress  is u n lik e ly  to  h o ld  th e  FA A  to  a d e a d ­
lin e  th a t  m ig h t risk  je o p a rd iz in g  a irsp ace  safety .

C. The Im pact o f  Safety Regulations on P rivacy

T h o u g h  p riv acy  a n d  a irsp ace  sa fe ty  a re  d is tin c t U A S issues, 
th e y  a re  in  so m e respec ts  c lose ly  in te rtw in e d . By p lac in g  lim i­
ta tio n s  o n  w h e re  a n d  h o w  u n m a n n e d  a irc ra ft can  b e  o p e ra ted , 
a irsp ace  sa fe ty  reg u la tio n s  can  im p a c t p rivacy .

F or ex am p le , u n d e r  th e  FA A  reg u la tio n s  th a t p resc rib e  
"flig h t ru le s  g o v ern in g  th e  o p e ra tio n  of [bo th  m a n n e d  a n d  u n ­

FM R A , w hich  provided that the authorizations must "allow  a government public  
safety agency to operate unmanned aircraft w eighing 4.4 pounds or less." F M R A  
§ 334(c)(2)(C), 126 Stat. at 77.

77. These requirements are am ong those provided in  F M R A  § 334(c)(2)(C). A d ­
ditional requirements in this Section restrict operation to C lass G  (uncontrolled) 
airspace more than five miles from  airports and other locations with aviation ac­
tivities. S e e  id .

78. I d .  § 334(b), 126 Stat. at 76.
79. I d .  § 332(a)(1).
80. I d .  § 332(b)(1).
81. I d .  § 332(a)(3).
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m a n n e d ] a irc ra ft w ith in  th e  U n ite d  S ta tes ," 82 it is illegal to  o p ­
e ra te  an  a irc ra ft " in  a care less o r  reck less m a n n e r so  as to  e n ­
d a n g e r  th e  life o r p ro p e r ty  of a n o th e r ."83 A irc ra ft m u s t a lso  be 
o p e ra te d  a t a su ffic ien tly  h ig h  a ltitu d e  to  a llo w  "a n  em erg en cy  
la n d in g  w ith o u t u n d u e  h a z a rd  to  p e rso n s  o r p ro p e r ty  o n  the  
su rface"  in  th e  ev en t o f  an  en g in e  fa ilu re .84 C o m p lian ce  w ith  
th e se  ru les , w h ic h  ap p ly  to  b o th  m a n n e d  a n d  u n m a n n e d  a ir­
craft,85 co u ld  be  called  in to  q u es tio n , fo r exam ple , in  th e  m o n i­
to r in g  of a peace fu l p ro te s t if a UA S is flo w n  (e ither b y  law  e n ­
fo rcem en t o r b y  a p ro te s te r) a t v e ry  lo w  a ltitu d e s  d irec tly  
ab o v e  a c ro w d  of p e o p le .86

T h e tie b e tw e e n  safe ty  a n d  p riv acy  is tig h te s t w ith  re sp ec t to  
ru le s  re q u ir in g  th e  o p e ra to r o f a U A S to b e  ab le to  see th e  a ir­
cra ft a t a ll tim es. Public  UA S o p e ra te d  in  asso c ia tio n  w ith  the  
e x p e d ite d  a u th o riz a tio n s  in  S ection  334(c)(2)(C) of FM RA  h av e  
a  " lin e  o f s ig h t"  re q u ire m e n t .87 T he  ru le s  fo r civil sm all UAS 
d u e  fo r im p le m e n ta tio n  in  A u g u s t 2014 likely  w ill also  h av e  
th is  co n stra in t. F rom  th e  F A A 's s ta n d p o in t, an y  su ch  re q u ire ­
m e n t w o u ld  be  solely  m o tiv a te d  b y  sa fe ty  concerns re la ted  to  
th e  n e e d  to  "sen se  an d  av o id "  o th e r a irc ra ft a n d  to  p ro b lem s 
th a t m ig h t a rise  if a UAS b e y o n d  th e  line  of s ig h t loses com ­
m u n ic a tio n  w ith  its  o p e ra to r .88 B u t th e re  a re  p riv a c y  conse­
q u en ces  as w ell.

It is e a sy  fo r an  o p e ra to r  s ta n d in g  o n  th e  s tree t in  f ro n t of a 
h o u se  to  fly  a U AS h ig h  e n o u g h  to  o b ta in  o v e rh e a d  im ag es of a 
fen ced -in  b a c k y a rd  w hile  m a in ta in in g  v isu a l co n tac t w ith  the

82. Subpart B of part 91 applies to "the operation of aircraft w ithin the United 
States and w ithin 12 nautical miles from the coast of the United States." 14 C.F.R. 
§91.101 (2012).

83.14 C.F.R . § 91.13(a).
84. 14 C.F.R . § 91.119(a).
85. S e e  14 C.F.R . § 91.1(a) (stating that part 91 "govern[s] the operation of air­

craft . . . w ithin the United States.").
86. S e e  14 C.F.R . § 91.13(a).
87. F M R A  § 334(c)(2)(c).
88. S e e  F a c t  S h e e t ,  s u p r a  note 54, at 2. N ot everyone in  the unm anned aviation  

com m unity is in  agreement regarding the safety value of a line of sight require­
ment. Opponents of such a requirement could argue, among other things, that a 
U A S  beyond the visual line of sight that loses com m unication w ith an operator 
can be program m ed to land itself safely. Opponents could also argue that even if a 
U A S  is w ithin visual line of sight, if the ability of the operator to communicate 
w ith it is lost, being able to see it does little to mitigate any resulting risks. None­
theless, this is an area in w hich regulators are likely to act very conservatively.
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a irc ra ft. It is fa r h a rd e r , b y  co n trast, to  m a in ta in  v isu a l line  of 
s ig h t w h ile  lo w e rin g  the  U AS in to  th e  y a rd  to  o b ta in  eye-level 
im ag es  th ro u g h  th e  back  w in d o w s  of the  h o u se . T hus, the  
q u e s tio n s  o f if, w h en , a n d  u n d e r  w h a t c ircu m stan ces n o n ­
v isu a l line of s ig h t o p e ra tio n  w ill be  p e rm itte d  w ill h a v e  an  
im p a c t o n  p r iv a c y .89

E ven  a ssu m in g  th a t FA A  re g u la tio n s  a d o p te d  in  th e  n ex t 
sev e ra l y ea rs  co n tin u e  to  req u ire  v isu a l line  of s ig h t o p era tio n , 
in  th e  lo n g e r te rm  th is  re q u ire m e n t is likely  to  b e  re lax ed  for 
so m e specific c lasses of U A S o p e ra tio n s . Som e of th e  m o st 
p ro m is in g  ap p lica tio n s  of U AS, b y  th e ir  v e ry  n a tu re , req u ire  
n o n -v isu a l line of s ig h t o p e ra tio n . For exam ple , U A S h av e  
e n o rm o u s  p o te n tia l for sea rch  a n d  rescu e  in  la rg e  p a r t  because  
th e y  can  en ab le  an  o p e ra to r  to  q u ick ly  a n d  safe ly  ex am in e  
m a n y  sq u a re  m iles of p o te n tia lly  in h o sp ita b le  te rra in . S u rv ey ­
in g  of p ip e lin e s , lo n g -d is tan ce  electric  tra n sm iss io n  lines, a n d  
o th e r  e x te n d e d  s tru c tu re s  can  also  en ta il la rg e  se p a ra tio n s  be­
tw e e n  a n  o p e ra to r  a n d  a  UAS. A s "sen se  a n d  a v o id "  te ch n o lo ­
g ies b eco m e m o re  m a tu re , th ese  so rts  of n o n -lin e  of s ig h t o p ­
e ra tio n s  m ay  ev e n tu a lly  be p e rm itte d . T his w ill e x p a n d  w ay s 
in  w h ic h  a U AS flow n  in  co m p lian ce  w ith  FA A  reg u la tio n s  
m ig h t b e  u se d  to  v io la te  p rivacy .

III. G o v e r n m e n t  U n m a n n e d  A ircra ft  
AND THE FOURTH AMENDMENT

T he F o u rth  A m e n d m e n t is cen tra l to  th e  p riv acy  issu es  w ith  
re sp ec t to  g o v e rn m e n t UA S o p e ra tio n . A lth o u g h  th e  S u p rem e  
C o u r t h a s  n e v e r  exp lic itly  c o n s id e red  th e  q u e s tio n  of U AS p ri­
vacy, th e re  is a lo n g  list of re le v a n t p re c e d e n ts .90 A m o n g  th em

89. The term "line of sight" is more complex than it first appears. Some people 
in  the U A S  com m unity use "line of sight" to refer to operation in  w hich a radio  
signal can be transmitted directly from an operator to a U A S, without being re­
layed through a satellite, other aircraft, or ground-based communications network 
(sometimes also called "electronic line of sight"). Th is does not ensure that the 
operator can necessarily see the U A S , as radio signals can easily pass through  
trees and other objects, sometimes traveling for miles. The term " v i s u a l  line of 
sight," by contrast, is unambiguous: The operator must be able to see, w ith his or 
her eyes, the U A S.

90. In  addition to the cases discussed at greater length in Part H I of this Article, 
see, e.g., C ity  of Indianapolis v. Edm ond, 531 U.S. 32 (2000), Minnesota v. Carter, 
525 U.S. 83 (1998), United States v  Karo, 468 U.S. 705 (1984), O liver v. United 
States, 466 U.S. 170 (1984), United States v. Knotts, 460 U.S. 276 (1983), Steagald v.
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are  sev era l cases from  th e  1980s th a t specifically  co n sid e red  
aeria l o b se rv a tio n s  an d  th e  F o u rth  A m en d m e n t. T he 2001 Kyllo  
v. U nited S tates91 a n d  2012 U nited  States v. Jones92 dec is io n s a re  
a lso  p e rtin e n t.

A . D o w  C hem ical Co. v. U n ited  S tates

In  1978, th e  E n v iro n m en ta l P ro tec tio n  A gency , w ith o u t D ow  
C h em ica l's  consen t, co n trac ted  w ith  a  com m ercia l ae ria l p h o ­
to g ra p h e r  to  p ro v id e  im ag es  of a 2000-acre D o w  C hem ical 
m a n u fa c tu r in g  facility  fro m  a ltitu d e s  of 1200, 3000, a n d  12,000 
fe e t .93 W h en  D o w  C hem ical b ecam e  a w a re  of th is, it  filed  su it  in  
F ed e ra l D istric t C ourt, w h ic h  g ra n te d  su m m a ry  ju d g m e n t, 
f in d in g  th e  ae ria l p h o to g ra p h y  to  b e  a search  in  v io la tio n  of th e  
F o u rth  A m e n d m e n t .94 T he  S ixth  C ircu it re v e rse d  th e  decision , 
ru lin g  th a t  ev e n  th o u g h  th e  c o m p a n y  h a d  tak en  p recau tio n s , 
in c lu d in g  in s ta llin g  a p e r im e te r  fence a n d  a la rm  sy s tem 95 th a t 
p ro v id e d  a sub jec tive  ex p ec ta tio n  of p riv a c y  fro m  g ro u n d -lev e l 
in tru s io n s , it d id  n o t h av e  su ch  a n  ex p ec ta tio n  w ith  re sp ec t to  
ae ria l su rv e illa n c e .96 T hus, th e  S ixth  C ircu it co n c lu d ed , th e  ac­
q u is itio n  of ae ria l im ag es w ith o u t a w a rra n t  w a s  n o t  a F o u rth  
A m e n d m e n t se a rc h .97

In  re v ie w in g  th is  ru lin g  o n  certio ra ri, th e  S u p rem e  C o u r t af­
firm ed  th e  S ixth  C ircu it's  decision , c o n c lu d in g  in  a 1986 ru lin g  
th a t  the  o p e n  a rea s  in  th e  2000-acre  in d u s tr ia l facility  w e re  
m o re  ak in  to  an  "o p e n  f ie ld " 98 th a n  to  th e  cu rtilage  of a hom e,

United States, 451 U.S. 204 (1981), Sm ith v. M aryland, 442 U.S. 735 (1979), Rakas v. 
Illinois, 439 U.S. 128 (1978), C ity  of Burbank v. Lockheed A ir  Term inal, Inc., 411 
U.S. 624 (1973), K atz  v. United States, 389 U.S. 347 (1967), Cam ara v. Mun. Court, 
387 U.S. 523 (1967), G riggs v. A llegheny Cnty., 369 U.S. 84 (1962), Silverm an et al. 
v. United States, 365 U.S. 505 (1961), Johnson v. United States, 333 U. S. 10 (1948), 
United States v. Causby, 328 U.S. 256 (1946), Hester v. United States, 265 U.S. 57 
(1924), and Boyd v. United States, 116 U.S. 616 (1886).

91. 533 U.S. 27 (2001).
92. 132 S. Ct. 945 (2012).
93. D ow  Chem . Co. v. United States, 476 U.S. 227, 229 (1986).
94. Id. at 230.
95. Id. at 240-41 (Powell, J., concurring in part and dissenting in part).
96. Id. at 230.
97. Id. at 229.
98. The Court wrote that "open fields do not provide the setting for those inti­

mate activities that the [Fourth] Am endm ent is intended to shelter from govern­
mental interference or surveillance" and that "an ind ividual may not legitimately 
demand privacy for activities out of doors in  fields, except in the area im m edi­
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a n d , as a re su lt, w e re  "o p e n  to  th e  v iew  a n d  o b se rv a tio n  of p e r ­
so n s  in  a irc ra ft law fu lly  in  th e  p u b lic  a irsp ace  im m ed ia te ly  
ab o v e  o r  su ffic ien tly  n e a r  th e  a rea  fo r th e  reach  of cam eras ."99 
T he C o u rt a lso  n o te d  th e  ro le  of tech n o lo g y  d iffu sio n  as a fac­
to r, w r itin g  th a t  "su rv e illan ce  of p r iv a te  p ro p e r ty  b y  u s in g  
h ig h ly  so p h is tic a ted  su rv e illan ce  e q u ip m e n t n o t g en e ra lly  
av a ilab le  to  th e  public , su ch  as sa te llite  tech no logy , m ig h t b e  
c o n s titu tio n a lly  p ro sc rib e d  a b se n t a w a r ra n t ."100 H o w ev er, th e  
C o u r t o b se rv ed , "[a]ny  p e rso n  w ith  a n  a irp la n e  a n d  an  aeria l 
c am era  co u ld  read ily  d u p lic a te " 101 th e  p h o to g ra p h s  a t issue. 
"[T ]he ta k in g  of aeria l p h o to g ra p h s  of an  in d u s tr ia l p la n t co m ­
p lex  from  n av ig ab le  a irsp ace  is n o t  a search  p ro h ib ite d  b y  the  
F o u r th  A m e n d m e n t ."102

B. C alifo rn ia  v. C irao lo

Ciraolo103 w a s  dec id ed  in  1986, o n  th e  sam e d a y  as D ow  Chem­
ical. O n  S ep tem b er 2, 1982, po lice  in  S an ta  C lara , C aliforn ia , 
rece iv ed  a tip  re g a rd in g  b a c k y a rd  m ariju an a  cu ltiv a tio n .104 A f­
te r f in d in g  th e  y a rd  s u rro u n d e d  b y  h ig h  fenc ing  o b scu rin g  th e  
v iew  fro m  th e  stree t, th ey  o b ta in e d  a sm all a irp la n e  a n d  flew  
o v e r the  re s id en ce  a t 1000 fe e t.105 T he officers on  th e  a irp la n e  
o b se rv e d  a n d  p h o to g ra p h e d  w h a t th e y  c o n c lu d ed  to  be  m a ri­
ju a n a  p la n ts  g ro w in g  in  th e  b a c k y a rd .106 T his ev id en ce  w a s  
u s e d  to  o b ta in  a search  w a r ra n t  to  seize  th e  p la n ts .107

T he S u p rem e  C o u rt g ra n te d  ce rtio ra ri a fte r th e  C alifo rn ia  
C o u r t of A p p e a l ru le d  th a t  th e  w a rra n tle ss  ae ria l o b se rv a tio n s  
v io la ted  th e  F o u rth  A m e n d m e n t .108 In  M ay  1986, th e  S u p rem e  
C o u r t is su e d  a five-to -fou r d ec is io n  rev e rs in g  th e  lo w er 
c o u r t .109 W ritin g  fo r the m ajo rity , C h ief Justice  B urger f ram ed

ately surrounding the home." I d .  at 235-36 (alteration in  original) (quoting O liver 
v. United States, 466 U.S. 170,178-79 (1984)) (internal quotation m arks omitted).

99. I d .  at 239.
100. I d .  at 238.
101. I d .  at 231.
102. I d .  at 239.
103. California v. Ciraolo, 476 U.S. 207 (1986).
104. I d .  at 209.
105. I d .

106. I d .

107. I d .

108. People v. Ciraolo, 161 Cal. A pp. 3d 1081,1090 (Ct. A pp. 1984).
109. C i r a o l o ,  476 U.S. at 215.
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th e  an a ly s is  in  te rm s of th e  "rea so n ab le  ex p ec ta tio n  o f p r i­
v acy " 110 a r tic u la te d  in  Justice  H a r la n 's  co n cu rren ce  in  K a tz .111 
For a n  e x p ec ta tio n  of p riv acy  to  be  "rea so n ab le"  u n d e r  K atz, 
tw o  se p a ra te  c rite ria  m u s t  b e  sa tisfied . F irst, the  p e rso n  m u s t 
"h a v e  ex h ib ited  an  ac tu a l (subjective) ex p ec ta tio n  o f p r i­
v a c y ."112 Second, th e  ex p ec ta tio n  m u s t "be  o n e  th a t  socie ty  is 
p re p a re d  to  recogn ize  as 're a so n a b le . '" 113

W ith  re sp e c t to  the  firs t c rite rion , th e  Ciraolo C o u rt w ro te  th a t 
a lth o u g h  th e  p resence  of fences c learly  co n v ey ed  a "d e s ire  to  
m a in ta in  p riv acy ,"  an d  in d e e d  successfu lly  d id  so w ith  re sp ec t 
to " n o rm a l s id e w a lk  traffic ," th e  m ariju an a  p la n ts  m ig h t w ell 
h a v e  b e e n  v isib le  from  a tru ck  o r tw o-level b u s .114 T hus, it  w as  
u n c le a r  th a t th e  re sp o n d e n t h a d  "a  subjective ex p ec ta tio n  of 
p riv acy  fro m  all o b se rv a tio n s  of h is  b a c k y a rd ."115

W ith  re sp ec t to  the seco n d  c rite rion , th e  C o u rt d id  n o t  d is ­
p u te  th a t  th e  b ack y a rd  w a s  in  th e  cu rtilag e  of the  h o m e ,116 b u t  
n o te d  th a t po lice  o b se rv a tio n s  of cu rtilag e  are  n o t n ecessarily  
u n c o n s titu tio n a l. "T he F o u rth  A m e n d m e n t p ro tec tio n  of th e  
h o m e  h a s  n e v e r b e e n  e x te n d e d  to  req u ire  law  en fo rcem en t offi­
cers to  sh ie ld  th e ir  eyes w h e n  p a ss in g  b y  a h o m e  o n  p u b lic  
th o ro u g h fa re s ."117 M oreover, " th e  m ere  fact th a t an  in d iv id u a l 
h a s  ta k e n  m e a su re s  to re s tr ic t so m e v iew s of h is  ac tiv ities [does 
no t] p re c lu d e  a n  o fficer's  o b se rv a tio n s  from  a p u b lic  v an tag e

110. Id. at 211.
111. K a tz  v. United States, 389 U.S. 347,360 (1967) (Harlan, J., concurring).
112. I d .  at 361.
113. I d .  M uch turns on the interpretation of "reasonable." For example, in  I l l i n o i s  

v .  C a b a l l e s ,  the Suprem e Court explained that "the expectation 'that certain facts 
w ill not come to the attention of the authorities' is not the same as an interest in  
'privacy that society is prepared to consider reasonable.'" 543 U.S. 405, 408-09  
(2005) (quoting United States v. Jacobsen, 466 U.S. 109, 122 (1984)). In  C a b a l l e s ,  the 
Court also distinguished between legitimate privacy expectations with respect to 
law ful, as opposed to unlaw ful, activity: "The legitimate expectation that inform a­
tion about perfectly law ful activity w ill remain private is categorically distin­
guishable from respondent's hopes or expectations concerning the nondetection 
of contraband in the trunk of his car." I d .  at 410.

114. C i r a o l o ,  476 U.S. at 211.
115. I d .  at 211-12.
116. S e e ,  e .g . ,  O liver v. United States, 466 U.S. 170, 180 (1984) ("Thus, courts have 

extended Fourth Am endm ent protection to the curtilage; and they have defined 
the curtilage, as d id the common law, by reference to the factors that determine 
whether an ind ividual reasonably m ay expect that an area imm ediately adjacent 
to the home w ill remain private.").

117. C i r a o l o ,  476 U.S. at 213.
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p o in t w h e re  h e  h as  a r ig h t to  be  a n d  w h ich  re n d e rs  th e  ac tiv i­
ties c learly  v is ib le ."118 B ecause th e  o b se rv a tio n s  w e re  m ad e  
fro m  "p u b lic  n av ig ab le  a irsp ace  . . .  in  a  p h y sica lly  n o n in tru -  
sive m a n n e r,"  th e  re sp o n d e n t 's  ex p ec ta tio n  of p riv a c y  fro m  
su ch  ae ria l o b se rv a tio n s  w a s  n o t one  " th a t socie ty  is p re p a re d  
to  h o n o r ."119 T he  C o u rt co n c lu d e d  th a t "[i]n  an  age  w h e re  p r i­
v a te  a n d  co m m erc ia l fligh t in  th e  p u b lic  a irw a y s  is ro u tin e , it  is 
u n re a so n a b le  fo r re sp o n d e n t to  ex p ec t th a t h is  m ariju an a  
p la n ts  w e re  co n stitu tio n a lly  p ro te c te d  fro m  b e in g  o b se rv ed  
w ith  th e  n a k e d  eye  from  an  a ltitu d e  of 1,000 fee t."120

T he d issen t, d e liv e red  b y  Justice  P ow ell, c ritic ized  the  
C o u r t 's  re lian ce  o n  the absence  of a "p h y s ica l in v a s io n  of the  
cu rtilag e"  in  f in d in g  n o  co n s titu tio n a l v io la tion : "S ince K atz, 
w e h a v e  co n sis ten tly  h e ld  th a t  th e  p re sen ce  o r absence  o f p h y s ­
ical tre sp a ss  b y  police  is co n stitu tio n a lly  irre le v a n t to  th e  q u e s ­
tio n  w h e th e r  socie ty  is p re p a re d  to  reco g n ize  an  a sse rted  p r i­
v acy  in te re s t as rea so n ab le ."121 T he d is se n t a lso  d isa g re e d  w ith  
th e  C o u r t 's  v iew  th a t  co n d u c tin g  a n  o v e rflig h t w ith  th e  specific 
g o a l of en ab lin g  tra in ed  officers to  o b se rv e  a  su sp e c t 's  b ack ­
y a rd  ra ise d  no  m o re  co n s titu tio n a l q u e s tio n s  th a n  o v erflig h ts  
b y  m e m b e rs  of th e  fly ing  public : "[T ]he ac tu a l risk  to  p riv acy  
fro m  co m m erc ia l o r p lea su re  a irc ra ft is v ir tu a lly  n o n ex is ten t. 
T rav e le rs  o n  com m ercia l flights, as w ell as  p riv a te  p la n e s  u se d  
fo r b u s in e ss  o r p e rso n a l reaso n s, n o rm a lly  o b ta in  a t m o s t a 
flee ting , a n o n y m o u s , a n d  n o n d isc r im in a tin g  g lim p se  of the  
la n d sc a p e  a n d  b u ild in g s  o v er w h ic h  th e y  p a s s ."122 A n d , in  an  
o b se rv a tio n  th a t  w o u ld  fo re sh a d o w  th e  K yllo  d ec ision  fifteen  
y e a rs  la ter, Justice  P ow ell w a rn e d  th a t " [ r ja p id ly  ad v a n c in g  
tech n o lo g y  n o w  p e rm its  po lice  to  c o n d u c t su rv e illan ce  in  th e  
h o m e  itself, an  a rea  w h ere  p riv a c y  in te re s ts  a re  m o s t ch e rish ed  
in  o u r  society , w ith o u t an y  p h y sica l tre sp a s s ."123

118. I d .

119. I d .  at 213-14.
120. I d .  at 215.
121. I d .  at 223 (Powell, J., dissenting).
122. I d .  In  a footnote to this text, Justice Pow ell called the Court's "analogy to 

com m ercial and private overflights" "w holly without merit." I d .  at 223 n.8.
123. I d .  at 226.



480 Harvard Journal of Lazo & Public Policy [Vol. 36

C. F lo rida  v. R iley

Ju st u n d e r  th ree  years after Ciraolo, the  S u p rem e C o u rt once 
ag a in  ru le d  o n  the  constitu tio n a lity  of aeria l observ a tio n s of a 
h o m e 's  cu rtilag e  b y  law  enforcem ent. Like Ciraolo, Florida v. R i­
ley124 a ro se  fro m  a tip  in v o lv in g  m ariju an a  cu ltiva tion  b eh in d  a 
h o use , w h e re  the  p lan ts  cou ld  n o t be  seen  from  the street. In Ri­
ley, the  o b se rv a tio n s w ere  m ad e  fro m  a helicop ter a t 400 feet, 
en ab lin g  officers to  see the  p lan ts  th ro u g h  o p en in g s in  th e  roof 
a n d  sides of a g reen h o u se  located  b e h in d  a m obile  h o m e .125 A 
m ajo rity  o f th e  justices in  R iley  fo u n d  these  observa tions consti­
tu tional.

W ritin g  fo r th e  p lu ra lity ,126 Justice  W h ite  w ro te  th a t  " o u r  d e ­
cision  in  California v. Ciraolo co n tro ls  th is  case ."127 W hile  R iley 
to o k  s te p s  th a t  "p ro tec ted  a g a in s t g ro u n d -lev e l o b se rv a tio n ,"  
" th e  s id es  a n d  ro o f of h is  g re e n h o u se  w e re  left p a rtia lly  o p en "  
a n d  " w h a t w a s  g ro w in g  in  th e  g re e n h o u se  w a s  sub jec t to  v ie w ­
in g  from  th e  a ir ."128 "A n y  m e m b e r of th e  p u b lic  cou ld  legally  
h a v e  b e e n  fly in g  over R iley 's  p ro p e r ty  in  a h e lico p te r a t th e  a l­
t i tu d e  of 400 fee t an d  co u ld  h a v e  o b se rv ed  R iley 's  g reen h o u se . 
T he p o lice  officer d id  n o  m o re ."129

D esp ite  Justice  W h ite 's  s ta te m e n t th a t  "[w ]e  w o u ld  h a v e  a 
d iffe ren t case  if fly ing  a t th a t a ltitu d e  h a d  b een  c o n tra ry  to  law  
or re g u la tio n ," 130 h is  o p in io n  also  p ro v id e d  an  im p o r ta n t q u a li­
fier: "T h is is n o t  to  say  th a t an  in sp ec tio n  of th e  cu rtilag e  of a 
h o u se  fro m  an  a irc ra ft w ill a lw ay s  p a ss  m u s te r  u n d e r  the  
F o u rth  A m e n d m e n t s im p ly  b ecau se  th e  p lan e  is w ith in  the  
n av ig ab le  a irsp ace  specified  b y  la w ."131 Specifically , in  ru lin g  
th a t  th e re  w a s  n o  v io la tion  o f th e  F o u rth  A m e n d m e n t in  th e  
p re se n t case, Justice W hite  fo u n d  it o f n o te  th a t "n o  in tim a te

124. 488 U.S. 445 (1989).
125. I d .  at 448.
126. The R i l e y  decision comprised an opinion delivered by Justice W hite and 

joined by C h ie f Justice Rehnquist and Justices Scalia and Kennedy; an opinion  
from Justice O 'C on no r concurring in the judgment; a dissent from Justice Brennan 
joined by Justices M arshall and Stevens; and a separate dissent filed by Justice 
Blackm un. Thus, even though there w as no majority opinion, a majority of the 
Justices found the observations constitutional.

127. I d .  at 449 (plurality opinion) (internal citation omitted).
128. I d .  at 450.
129. I d .  at 451.
130. Id .

131. I d .
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d e ta ils  co n n ec ted  w ith  th e  u se  of th e  h o m e o r cu rtilag e  w ere  
o b se rv ed , a n d  th e re  w as n o  u n d u e  no ise , a n d  n o  w in d , d u s t, o r 
th re a t of in ju ry ."132

In h e r o p in io n  co n cu rrin g  in  the  ju d g m en t, Justice O 'C o n n o r 
ra ised  concerns ab o u t re ly in g  o n  "com pliance  w ith  FA A  reg u la ­
tions alone" as a litm us te s t fo r p riv acy  from  o v e rh ead  su rv e il­
lan ce .133 R ather, she  w ro te , "consisten t w ith  Katz, w e  m u s t ask  
w h e th e r the  he lico p ter w as  in  th e  pub lic  a irw ay s a t a n  a ltitu d e  a t 
w h ich  m em b ers  of the p ub lic  travel w ith  suffic ien t reg u la rity  
th a t R iley 's ex p ec ta tion  of p riv acy  from  aerial o b se rv a tio n  w as 
n o t 'o n e  th a t socie ty  is p re p a re d  to  recognize as rea so n ab le .'" 134 
She th en  co n c lu d ed  th a t because  th ere  is "considerab le  pub lic  
u se  of a irspace  a t  a ltitu d es  of 400 feet a n d  above," R iley d id  n o t 
h av e  a reaso n ab le  expecta tion  of p riv acy  from  n ak ed -ey e  obser­
v a tio n s from  th a t a ltitu d e .135 H ow ever, she w ro te , "p u b lic  use  of 
a ltitu d es  lo w er th a n  th a t—p articu la rly  pub lic  o b se rv a tio n s from  
he licop te rs  circling over th e  cu rtilage  of a h o m e —m ay  be  suffi­
c ien tly  ra re  th a t police su rveillance  from  such  a ltitu d e s  w o u ld  
v io la te  reaso n ab le  expecta tions of p rivacy , desp ite  com pliance  
w ith  FA A  air sa fe ty  reg u la tio n s ."136

Justice B ren n an 's  d issen t also  took  issue w ith  the  tie b e tw een  
FA A  safe ty  reg u la tio n s a n d  privacy: "It is a cu rio u s n o tio n  th a t 
the  reach  of th e  F ou rth  A m e n d m e n t can  be  so largely  d efin ed  b y  
ad m in is tra tiv e  reg u la tio n s issued  for p u rp o se s  of fligh t safe­
ty ."137 H e o b se rv ed  th a t th e  police officer's "ab ility  to  see over 
R iley 's fence d e p e n d e d  o n  his u se  of a very  expensive  a n d  so ­
p h is tica ted  p iece of m ach in ery  to  w h ich  few  o rd in a ry  citizens 
h av e  access ."138 T he  question , in  Justice B ren n an 's  v iew , w a s  n o t 
w h e th e r the  fligh ts w ere  in  com pliance  w ith  the  FA A  re g u la ­
tions, "b u t w h e th e r  public  observ a tio n  of R iley 's cu rtilage  w as  
so co m m onp lace  th a t R iley 's expecta tion  of p rivacy  in  h is  back ­
y a rd  co u ld  n o t be  co nsidered  reaso n ab le ."139 A n d  w h ile  p r i­
v a te ly  o w n ed  he licop te rs  occasionally  fly  over p o p u la te d  areas

132. I d .  at 452.
133. I d .  at 453 (O 'Connor, J., concurring in the judgment).
134. I d .  at 454 (quoting Katz v. United States, 389 U.S. 347,361 (1967)).
135. I d .  at 455.
136. I d .

137. I d .  at 458 (Brennan, J., dissenting).
138. I d .  at 460.
139. I d .
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a t 400 feet, "su ch  flights are  a  ra r ity ."140 Justice B lackm un 's  d is­
se n t a lso  cited  the  rarity  of he lico p te r overfligh ts  a t 400 feet an d  
s ta ted  th a t fo r an y  observations b e lo w  1000 feet (the a ltitu d e  of 
th e  fix ed -w in g  aircraft in  Ciraolo), th e  p ro secu tio n  sh o u ld  h av e  
th e  b u rd e n  of p ro v in g  th a t a  su sp ec t w h o se  cu rtilage  w as  ob­
serv ed  lacked  a reasonab le  ex pec ta tion  of p riv acy .141

D. K yllo v. U n ite d  S tates

A lth o u g h  K yllo li2 in v o lv ed  g ro u n d -b a se d  o b se rv a tio n s  of a 
h o m e , th e  case  is n o n e th e less  h ig h ly  re le v a n t to  p riv acy  fro m  
ae ria l o b se rv a tio n s ; in  fact, Ciraolo w a s  in v o k e d  m u ltip le  tim es 
in  th e  C o u r t 's  2001 K yllo  o p in io n . In  J a n u a ry  1992, a g o v e rn ­
m e n t a g e n t in  a  ca r u se d  a th e rm a l im a g in g  dev ice  to  m e a su re  
th e  ex te rn a l te m p e ra tu re  of th e  ro o f a n d  o u ts id e  w a ll of the  
h o m e  o f D a n n y  Lee Kyllo, w h o  w a s  su sp e c te d  o f g ro w in g  
m a r iju a n a .143 T he  roof a n d  w a ll w e re  fo u n d  to  be  ab n o rm a lly  
w a rm , a n d  a  sea rch  w a rra n t w a s  is su e d  b a se d  in  p a r t  on  th is  
in fo rm a tio n .144 U p o n  ex ecu tion  of th e  search  w a rra n t, m a ri­
ju a n a  p la n ts  w e re  fo u n d  a n d  K yllo w a s  a r re s te d .145 A  d is tric t 
c o u rt a n d  th e  N in th  C ircu it u p h e ld  th e  u se  of th e  th e rm a l 
im ag er, in  p a r t  on  the g ro u n d s  th a t it "m ere ly  in d ica ted  am o r­
p h o u s  'h o t  sp o ts ' on  the ro o f a n d  ex te rio r w a ll a n d  n o t the  d e ­
ta ile d  im ag es  of p riv a te  a c tiv ity ."146

T he S u p re m e  C o u rt rev e rse d  th e  N in th  C ircu it in  a five-to- 
fo u r  o p in io n  d e liv e red  b y  Justice  Scalia .147 T he C o u rt fram ed  its 
an a ly s is  b y  n o tin g  th a t "w ell in to  th e  20 th  cen tu ry , o u r  F o u rth  
A m e n d m e n t ju r isp ru d e n c e  w a s  tied  to  co m m o n -law  tre s­
p a s s ."148 M ore  recen t ru lin g s  h av e  "d e c o u p le d  v io la tio n  of a 
p e rs o n 's  F o u rth  A m e n d m e n t rig h ts  fro m  tre sp a sso ry  v io la tio n  
o f h is  p ro p e r ty , b u t  the  law fu ln ess  of w a rra n tle s s  v isu a l s u r ­
v e illance  of a h o m e  has still b e e n  p re s e rv e d ."149 H o w ev er, w ith

140. I d .  at 465.
141. I d .  at 468 (Blackm un, J., dissenting).
142. K y llo  v. U nited States, 533 U.S. 27 (2001).
143. I d .  at 29-30.
144. I d .  at 30.
145. S e e  id .

146. United States v. Kyllo, 190 F.3d 1041,1047 (9th C ir. 1999).
147. I d .  at 29.
148. I d .  at 31.
149. I d .  at 32 (citation omitted).
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re sp ec t to  search es of th e  in te rio r  o f a h om e, " th e re  is a  re a d y  
c rite rio n , w ith  ro o ts  d e e p  in  th e  c o m m o n  law , of th e  m in im a l 
ex p ec ta tio n  o f p riv acy  th a t  exists, a n d  th a t is a c k n o w le d g e d  to  
b e  reasonable."150

T he C o u rt e x p re ssed  co n cern  th a t  a llo w in g  th e  g o v e rn m e n t 
to  free ly  collect an y  in fo rm a tio n  "e m a n a tin g  fro m  a h o u se "  
w o u ld  p u t  p e o p le  "a t th e  m ercy  of a d v a n c in g  te c h n o lo g y — 
in c lu d in g  im a g in g  tech n o lo g y  th a t  co u ld  d isce rn  all h u m a n  ac­
tiv ity  in  th e  h o m e ."151 T he  C o u rt a lso  n o te d  th a t " [w jh ile  the 
tech n o lo g y  u se d  in  the p re se n t case w a s  re la tiv e ly  c ru d e , the  
ru le  w e  a d o p t m u s t  take  acco u n t o f m o re  so p h is tic a ted  sy stem s 
th a t a re  a lre a d y  in  use  o r in  d e v e lo p m e n t ."152 T he C o u rt th e n  
c o n c lu d e d  th a t  w h e n  " th e  G o v e rn m e n t u se s  a  dev ice  th a t is n o t 
in  g en era l p u b lic  use , to  ex p lo re  d e ta ils  o f th e  h o m e  th a t w o u ld  
p re v io u s ly  h a v e  b een  u n k n o w a b le  w ith o u t p h y sica l in tru s io n , 
th e  su rv e illan ce  is a 's e a rc h ' a n d  is p re su m p tiv e ly  u n re a so n ­
ab le  w ith o u t a w a r ra n t ."153

In d issen t, Justice  S tevens c ritic ized  th e  C o u rt for, in  h is 
v iew , fa iling  to  fo llow  e s ta b lish e d  p rin c ip le s  p ro v id in g  th a t  
sea rch es  in s id e  a ho m e are  p re su m p tiv e ly  u n reaso n ab le , w h ile  
sea rch es o f p ro p e r ty  " in  p la in  v iew " a re  n o t .154 Justice  S tevens 
also  w ro te  th a t  "an y  m e m b e r of th e  p u b lic  m ig h t no tice  th a t 
o n e  p a r t  of a h o u se  is w a rm e r  th a n  a n o th e r  p a r t  o r  a n e a rb y  
b u ild in g  if, for exam ple, ra in w a te r  e v a p o ra te s  o r  sn o w  m e lts  a t 
d iffe ren t ra te s  across its su rfaces,"  a n d  th a t " [h ]ea t w av es, like 
a ro m a s  th a t  a re  g e n e ra te d  in  a  k itch en , o r  in  a la b o ra to ry  or 
o p iu m  den , e n te r  the  p u b lic  d o m a in  if a n d  w h e n  th ey  leav e  a 
b u ild in g ."155 Ju stice  S tevens a lso  c ritic ized  th e  C o u rt 's  u se  o f a 
s ta n d a rd  th a t w o u ld  d im in ish  p riv acy  p ro te c tio n  as " in tru s iv e  
e q u ip m e n t beco m es m o re  re a d ily  a v a ilab le ."156 In d eed , in  the  
d e c a d e  fo llo w in g  Kyllo, th e rm a l im ag e rs  h a v e  b ecom e less ex­

150. I d .  at 34.
151. I d .  at 35-36.
152. I d .  at 36.
153. I d .  at 40.
154. I d .  at 42 (Stevens, J., dissenting) (quoting Payton v. N ew  York, 445 U.S. 573, 

586-87 (1980)).
155. I d .  at 43-44.
156. I d .  at 47. Justice Stevens also disputed the Court's "assum ption that the 

thermal imager used in this case" was not in  general public use, and noted in a 
footnote that sim ilar imagers were available for rental through a toll-free tele­
phone number. I d .  at 47 & n.5.
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p e n s iv e  a n d  m o re  w id e ly  availab le . W ritin g  in  2010, O rin  K err 
o b se rv e d  th a t  "rem o te  in fra re d  te m p e ra tu re -se n s in g  h a s  b e ­
com e q u ite  c o m m o n  in  a w id e  ra n g e  of a p p lica tio n s"  an d  "it 
seem s to  m e th a t  th e re 's  a t least a p lau s ib le  case th a t th e  police 
can  n o w  u se  th e rm a l im ag in g  d e v ic e s—or a t leas t th e  sim p le  
s in g le -p o in t in fra re d  d ev ices—w ith o u t a w a r r a n t ."157

E. U n ited  S tates v. Jones

T h e  m o st recen t m ajo r S u p rem e  C o u rt p riv acy  ru lin g  is U n it­
ed S tates v. Jones,158 d ec id ed  in  Ja n u a ry  2012. In  S ep tem b er 2005, 
a g e n ts  o n  a jo in t FBI a n d  M e tro p o lita n  (W ash in g to n  D .C.) P o ­
lice D e p a r tm e n t ta sk  force in sta lled , w ith o u t a v a lid  w a rra n t ,159 
a G PS track in g  dev ice  o n  a vehicle  u se d  b y  a su sp e c t in  a n a r ­
cotics in v e s tig a tio n .160 T he  GPS track er co llec ted  loca tio n  d a ta  
fo r a p p ro x im a te ly  one  m o n th , a n d  w a s  u se d  to  p lace  th e  su s ­
pect, A n to in e  Jones, a t a h o u se  a t a d a te  a n d  tim e w h e re  d ru g  
sa les a lleg ed ly  o c c u rre d .161 A fte r tw o  tria ls  in  th e  U n ite d  S tates 
D istric t C o u rt fo r th e  D istric t o f C o lu m b ia  (the firs t e n d e d  in  a 
m istria l) , Jones a n d  a n o th e r d e fe n d a n t w e re  co n v ic ted  o n  a 
d ru g  co n sp iracy  c h a rg e .162

O n  ap p ea l, Jones' conviction  w as  o v e r tu rn e d .163 W hile n o tin g  
th a t a p e rso n 's  reasonab le  expecta tion  of p riv acy  is h ig h es t in  h is 
or h e r  hom e, the  D istrict of C o lum bia  C ircu it C o u rt of A ppea l 
reco g n ized  th a t "[a] p e rso n  does n o t leave h is  p riv acy  b eh in d  
w h e n  h e  w a lk s o u t h is fro n t d o o r . . . .  O n  the  con trary , in  K atz  
th e  C o u rt c learly  sta ted  'w h a t  [one] seeks to  p rese rv e  as priva te , 
ev en  in  an  a rea  accessible to  the  pub lic , m a y  be  constitu tio n a lly

157. O rin  Kerr, Can  the Police N ow  Use Therm al Im aging Devices W ithout a 
Warrant? A  Reexamination of K y llo  in L ig h t of the W idespread Use of Infrared  
Tem perature Sensors, T h e  VOLOKH CONSPIRACY, (Jan. 4, 2010, 12:33 PM), 
http://www.
volokh.com/2010/01/04/can-the-police-now-use-thermal-imaging-devices-
without-a-warrant-a-reexam ination-of-kyllo-in-light-of-the-widespread-use-of-
infrared-temperature-sensors/.

158.132 S. Ct. 945 (2012).
159. The agents had obtained a warrant, but it was for the District of Colum bia  

and was valid  for a ten-day period. The agents installed the tracking device in  
M aryland on the eleventh day. S e e  i d .  at 948.

160. I d .

161. I d .  at 948-49.
162. I d .

163. I d .  at 949.

http://www
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p ro te c te d . '" 164 In  u sin g  th e  w a rra n tle ss  GPS tracker to  d iscover 
" th e  to ta lity  a n d  p a tte rn  of h is  m o v em en ts ,"  th e  co u rt co n c lu d ed  
th a t the  g o v e rn m en t v io la ted  th e  F o u rth  A m e n d m e n t.165

T he S u p re m e  C o u rt g ra n te d  th e  g o v e rn m e n t's  p e titio n  of cer­
tio ra r i .166 T he  C o u rt 's  J a n u a ry  2012 d ec ision  w a s  u n a n im o u s  in  
f in d in g  th e  g o v e rn m e n t's  ac tio n s u n c o n s titu tio n a l, b u t  th e  Ju s­
tices w id e ly  d iv e rg e d  in  th e  b ase s  fo r th a t find ing . T he m ajo rity  
o p in io n , d e liv e re d  b y  Justice  Scalia, fo u n d  a  F o u rth  A m e n d ­
m e n t v io la tio n  in  th e  p h y sica l tre sp a ss  th a t o ccu rred  d u r in g  th e  
p la c e m e n t of th e  GPS dev ice  o n  th e  v eh ic le .167 T h a t in tru s io n , 
w ro te  Justice  Scalia, "w o u ld  h a v e  b e e n  co n sid e red  a 's e a rc h ' 
w ith in  th e  m e a n in g  of th e  F o u rth  A m e n d m e n t w h e n  it w as  
a d o p te d ."168 T he C o u rt a c k n o w le d g e d  th a t ex te n d e d  e lec tron ic  
su rv e illan ce  " w ith o u t a n  a c c o m p an y in g  tre sp a ss"  m a y  be  u n ­
co n stitu tio n a l, b u t  n o te d  th a t th e  "p re se n t case do es n o t req u ire  
u s  to  a n sw e r th a t  q u e s tio n ."169

In  h is  o p in ion  concurring  in  the  judgm en t, Justice A lito  criti­
cized " th e  C o u rt's  reliance o n  the  law  of trespass" to  decide the  
case .170 Instead, he  w rote, the  questio n  is w h e th e r the  "resp o n ­
d e n t's  reasonable  expectations of p rivacy  w ere  v io la ted  b y  the 
long-term  m onito ring" of h is veh icle .171 Because "law  enforce­
m en t ag en ts  tracked  every  m o v em en t th a t re sp o n d en t m ad e  in  
the vehicle he  w as d riv ing" for fou r w eek s—a level of m on ito ring  
th a t Justice A lito felt im p inged  on  reasonable  expectations of p r i­
v acy —Justice A lito  concluded  th a t the  m onito ring  constitu ted  a 
search .172 Justice Sotom ayor, in  ad d itio n  to  jo in ing the  m ajority, 
p ro v id ed  a separa te  concurring  o p in ion  a rg u in g  th a t "the trespas- 
so ry  t e s t . . .  reflects an  irreducib le  constitu tional m in im u m ."173 
Justice Sotom ayor also expressed  concern th a t the  unchecked  abil­

164. United States v. Maynard, 615 F.3d 544, 563 (D .C . C ir. 2010) (second altera­
tion in original) (citation omitted).

165. I d .  at 558,568.
166. J o n e s ,  132 S. Ct. at 949.
167. S e e  id .

168. Id .

169. I d .  at 953-54.
170. I d .  at 962 (Alito, J., concurring in the judgment).
171. I d .  at 958.
172. I d .  at 964. Justice Alito left open the possibility that some periods of G PS  

surveillance m ight not constitute a search, but noted that in  this case "the line was 
surely crossed before the 4-week mark." I d .

173. I d .  at 955 (Sotomayor, J., concurring).
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ity  of the g o v ern m en t to  conduc t long-term  m on ito rin g  of "the 
su m  of o n e 's  p u b lic  m ovem en ts" could  enable it to  ob ta in  p rivate  
in fo rm ation  reg a rd in g  political a n d  relig ious beliefs .174

F. P rivacy and U nm anned A ircraft S ystem s in 
Light o f Suprem e C ourt Jurisprudence

In  Ciraolo, R iley, an d  Kyllo, th e  S u p rem e  C o u rt e x p re ssed  a 
v iew  th a t th e  e x te n t to w h ic h  an  ex p ec ta tio n  of p riv a c y  is " re a ­
so n ab le"  is tied , a t least in  p a r t, to  th e  level of tech n o lo g y  d iffu ­
sion . In  a d d itio n , w ith  re sp ec t to  th e  specific  q u e s tio n  of th e  
c o n s titu tio n a lity  o f aeria l o b se rv a tio n s, in  Ciraolo, R iley, a n d  
D ow  Chemical, th e  C o u rt co n s id e red  th e  u se  o f p u b lic  n av ig ab le  
a irsp ace  to  be  im p o rta n t, th o u g h  n o t n ecessarily  d e te rm in a tiv e . 
In th o se  th ree  ru lin g s  th e  C o u rt a lso  exp lic itly  o r  im p lic itly  d is ­
tin g u ish e d  o v e rh e a d  o b se rv a tio n s  m a d e  u s in g  th e  n a k e d  eye o r 
w id e ly  av a ilab le  cam era  tech n o lo g y  from  th o se  m a d e  u s in g  
less co m m o n  im ag in g  sy stem s. For U A S p riv acy , th ese  th ree  
te s ts —w h e th e r  a te ch n o lo g y  is in  g en e ra l p u b lic  u se , w h e th e r  
th e  o b se rv a tio n s  a re  m ad e  fro m  p u b lic  n av ig ab le  a irsp ace , a n d  
th e  n a tu re  of th e  im ag in g  (or o th e r  in fo rm a tio n -g a th e rin g ) sy s­
te m —w ill p la y  fu n d a m e n ta l roles.

Jones is m o s t re lev an t to  U A S in  re la tio n  to  e x te n d e d  su rv e il­
lance. T oday , te th e re d  b lim p s  called  "ae ro s ta ts"  a re  b e in g  s ta ­
tio n ed  in  th e  sk y  in  som e p laces a lo n g  th e  U .S.-M exico b o r­
d e r .175 In  a d d itio n , in  th e  fu tu re , it w ill b eco m e p rac tica l to  
u tilize  fix ed -w in g  u n m a n n e d  a irc ra ft fo r lo n g -te rm  su rv e il­
lance. T h u s, th e  ty p es of co n s titu tio n a l q u es tio n s  c o n s id e red  
(th o u g h  n o t reso lv ed ) in  Jones h av e  d irec t im p lica tio n s  for so m e 
ca tego ries of UAS.

174. I d .  at 956.
175. Kathleen H ickey, F o r m e r  w a r t i m e  b l i m p  r e f i t t e d  f o r  b o r d e r  s u r v e i l l a n c e ,  GOV'T 

COMPUTER N ew s, A u g . 16, 2012, http://gcn.com/Articles/2012/08/16/CBP- 
aerostats-unmanned-blimps-border-surveillance.aspx.The government has in ­
creased search powers near the border. For example, w ithin twenty-five miles of 
"any external boundary of the United States," 8 U .S.C. § 1357(a)(3) allow s the 
government, w ithout a warrant, "to have access to private lands, but not dw ell­
ings, for the purpose of patrolling the border to prevent the illegal entry of aliens 
into the United States."

http://gcn.com/Articles/2012/08/16/CBP-


No. 2] Unmanned Aircraft Systems and Privacy 487

1. Technology in "General Public Use"

In  D ow  Chemical, the  S u p rem e  C o u r t w ro te  th a t w a rra n tle ss  
"su rv e illan ce  of p riv a te  p ro p e r ty  b y  u s in g  h ig h ly  so p h is tica ted  
su rv e illan ce  e q u ip m e n t not generally available to the public"  m a y  
be  u n c o n s titu tio n a l .176 B ut th e  C o u rt a lso  n o te d  th a t  th e  "p h o ­
to g ra p h s  a t issu e  in  th is  case are  e ssen tia lly  like th o se  co m ­
m o n ly  u s e d  in  m ap m ak in g . A n y  p e rso n  w ith  an  a irp la n e  a n d  
an  ae ria l c am era  co u ld  re a d ily  d u p lica te  th e m ."177

In  th e  Ciraolo ru lin g  issu e d  o n  th e  sam e  day , th e  C o u rt co n ­
c lu d e d  th a t  in  an  e ra  w h e n  p riv a te  a n d  com m ercia l f lig h t is 
" ro u tin e ,"  th e re  is no  reaso n ab le  ex p ec ta tio n  of p riv a c y  from  
n ak e d -e y e  o b se rv a tio n s  m a d e  fro m  p u b lic  n a v ig a b le  a ir ­
sp a c e .178 T he  Ciraolo C o u rt s to p p e d  sh o rt o f s ta tin g  w h e th e r  o r 
n o t s im ila r o v e rh e a d  o b se rv a tio n s  m a d e  u s in g  n o n -ro u tin e  a ir­
c ra ft o r im a g in g  tech n o lo g y  w o u ld  p a ss  co n s titu tio n a l m u ste r.

F ifteen  y ea rs  la te r in  Kyllo, the  C o u rt again  v iew ed  th e  ex ten t 
to  w h ic h  a tech n o lo g y  w a s  pu b lic ly  availab le  as h ig h ly  re lev an t 
to d e fin in g  a F o u rth  A m e n d m e n t "search ." T he Kyllo  C o u rt w as 
clearly  co n cern ed  ab o u t fu tu re  d ev e lo p m en ts  th a t m ig h t enab le  
the  G o v e rn m en t to  "see" in to  the in te rio r o f th e  h o m e from  the 
o u ts id e .179 T his concern  w as reflected  in  the  C o u rt 's  exp ressed  
desire  to  p ro tec t peo p le  from  "ad v an c in g  techno logy" th a t 
m ig h t "d isce rn  all h u m a n  activ ity  in  the  hom e" a n d  th e  re su ltin g  
n eed  to  " a d o p t"  a "ru le" tak in g  acco u n t "o f m o re  soph is tica ted  
system s th a t a re  a lread y  in  u se  or in  d e v e lo p m en t."180 Yet, in  the  
end , the  ru le  a d o p te d  w as m o re  n a rro w ly  crafted .

T he Kyllo  h o ld in g  th a t a search  occurs w h e n  "the  G o v ern m en t 
u ses  a device th a t is n o t in  g enera l p u b lic  use, to  exp lo re  deta ils

176. D ow  Chem . Co. v. United States, 476 U.S. 227, 238 (1986) (emphasis added).
177. I d .  at 231.
178. California v. Ciraolo, 476 U.S. 207,215 (1986).
179. S e e  K y llo  v. United States, 533 U.S. 27, 34 (2001). Recently, there have been 

significant advances in "terahertz" im aging, w hich refers to the formation of im ­
ages usin g electromagnetic waves w ith a frequency on the order of one trillion  
times per second. A s  described in a conference paper published in early 2012, 
researchers at U niversity of Texas at D allas "have designed an im ager chip that 
could turn mobile phones into devices that can see through w alls, wood, pasties, 
paper and other objects." N e i u  R e s e a r c h  C o u l d  M e a n  C e l l p h o n e s  T h a t  C a n  S e e  T h r o u g h  

W a l l s ,  U n iv . o f  T e x a s  a t  D a l l a s  N ew s C e n te r , A pr. 18, 2012, 
http://www.utdallas.edu/news/2012/4/18-17231_New-Research-Could-Mean- 
Cellphones-That-Can-See-Th_article-wide.htm l.

180. K y l l o ,  533 U.S. at 35-36.

http://www.utdallas.edu/news/2012/4/18-17231_New-Research-Could-Mean-
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of th e  h o m e  th a t w o u ld  p rev io u sly  h av e  b een  u n k n o w ab le  
w ith o u t ph y sica l in tru s io n " 181 c learly  b a rs  the  use  of u n co m m o n  
tech n o lo g y  fo r th is  p u rp o se . H ow ever, so p h is tica ted  a n d  u n ­
co m m o n  are  tw o  d ifferen t th ings. Indeed , the  Kyllo  C o u rt called  
the  th e rm a l im ag er in  questio n  "c ru d e " 182 w h ile  also  recogn iz ing  
th a t it w a s  non e th e less  n o t in  g enera l p u b lic  use. F u rth erm o re , 
th e  d is tric t c o u rt in  D ow  Chemical h a d  fo u n d  a F o u rth  A m e n d ­
m e n t v io la tion , in  part, because  the im ages w ere  tak en  w ith  " th e  
finest p rec is io n  aeria l cam era  availab le ," p e rm ittin g  cap tu re  of 
"a  g rea t d ea l m o re  th an  th e  h u m a n  eye cou ld  ev er see ."183 In  u p ­
h o ld in g  th e  Sixth C ircu it's  reversa l of th is  decision , th e  S u p rem e  
C o u rt co n sid e red  the  w id e  pub lic  availab ility  of the  cam era  to  be 
m ore  re lev an t th a n  its so p h is tica tio n .184

So h o w  d o e s  K yllo  b e a r o n  th e  issu e  of " ro u tin e "  tech n o lo g y ?  
A s th e  d is se n t in  Kyllo  n o te d , the  C o u r t 's  la n g u a g e  ra ises  a t 
leas t th e  p o ss ib ility  th a t th e  p ro te c tio n  o ffe red  "d is s ip a te s  as 
so o n  as th e  re le v a n t te ch n o lo g y  is in  gen era l p u b lic  u s e ."185 
H o w ev er, to  co n c lu d e  from  K yllo  th a t u se  of a w id e ly  ava ilab le  
tech n o lo g y  to  ex am in e  a h o m e  w ill n ecessarily  b e  c o n s titu ­
tio n a l is n o t an  en tire ly  fa ir re a d in g  of Justice  S calia 's  o p in io n . 
A s Justice  Scalia s ta te d  in  a foo tno te , in  re sp o n se  to  th e  d isse n t 
o n  th is  specific  p o in t, th e rm a l im ag in g  is n o t ro u tin e  (or a t least 
w a s  n o t  in  1992, th e  y ea r in  w h ic h  la w  en fo rcem en t officers 
u se d  th e  th e rm a l im ag er a t issu e  in  K yllo).186 B ased  on  ex is tin g  
S u p rem e  C o u rt p reced en t, th a t  w a s  su ffic ien t to  fin d  its u se  
u n c o n s titu tio n a l. To th e  e x te n t th a t th e re  is a lo o p h o le  th ro u g h  
w h ic h  o v e rh e a d  su rv e illan ce  u s in g  " ro u tin e "  (an d  p o ss ib ly  b u t  
n o t n ecessa rily  so p h is tica ted ) tech n o lo g ies  m ig h t slip , it w a s  
c re a te d  b y  Ciraolo a n d  D ow  Chemical, a n d  the  C o u rt in  K yllo  d e ­
c lin ed  to  re v is it i t .187

A n d  w h a t  a b o u t te ch n o lo g y  not in  g en e ra l p u b lic  u se , w h ich  
a t leas t fo r the  m o m e n t d escrib es  th e  sta te  o f UA S in  th e  U n ited

181. Id. at 40.
182. I d .  at 38.
183. D ow  Chem . Co. v. United States, 476 U.S. 227, 230 (1986) (quoting D ow  

Chem . Co. v. United States, 536 F. Supp. 1355,1367 (E.D. Mich. 1982)).
184. S e e  i d .  at 238-39.
185. K y l l o ,  533 U.S. at 47 (Stevens, J., dissenting) (internal quotation m arks omit­

ted).
186. I d .  at 39^10 n .6 (majority opinion).
187. S e e  id .  ("G iven that we can quite confidently say that thermal im aging is 

not 'routine/ we decline in this case to reexamine that factor.").
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S tates?  U n d e r  a fa ir re a d in g  of K yllo, th a t  fact a lone  w o u ld  n o t 
a u to m a tic a lly  b a r  its u se  fo r su rv e illan ce  of a h o m e. K yllo  d id  
n o t p re v e n t g o v e rn m e n t u se  of u n c o m m o n  tech n o lo g y  g e n e r­
ally , b u t  in s te a d  w as  focused  o n  th e  u se  of su ch  tech n o lo g y  to  
"ex p lo re  d e ta ils  of the  h o m e  th a t  w o u ld  p re v io u s ly  h a v e  b een  
u n k n o w a b le  w ith o u t p h y sica l in tru s io n ."188 T hus, a lth o u g h  
w a rra n tle s s  u se  of a UA S e q u ip p e d  w ith  a so p h is tic a ted  th e r­
m a l im a g in g  cam era  to  "see" th ro u g h  th e  w a lls  of a h o m e  
w o u ld  ce rta in ly  ru n  afou l of K yllo, acq u isitio n  of v isib le -lig h t 
im ag es  of a h o m e 's  ex terio r o r  cu rtilag e  u s in g  a U A S -m o u n ted  
co n su m e r-g ra d e , lo w -reso lu tio n  im a g in g  sy s tem  in  p u b lic  n a v ­
igab le  a irsp ace  w o u ld  like ly  n o t. A fte r all, th e  in fo rm a tio n  
th o se  im ag es  w o u ld  rev ea l co u ld  b e  acq u ired  easily  from  
m a n n e d  a ircraft, so m e th in g  th a t th e  C o u r t h a s  fo u n d  m u ltip le  
tim es  to  be  co n stitu tio n a l. P e rh a p s  m o st im p o rta n tly , to  th e  ex­
te n t th a t  a "n o t in  g enera l p u b lic  u se "  te s t fu rn ish es  a m easu re  
of p riv a c y  p ro te c tio n  w ith  re sp ec t to  U A S p la tfo rm s, th a t p ro ­
tec tio n  in ev itab ly  w ill so o n  d is a p p e a r  as th e ir  u se  b ecom es 
m o re  w id e sp re a d .

2. "Public N avigable A irspace"

A s is c lear fro m  Ciraolo, R iley, a n d  D ow  Chemical, th e  u se  of 
"p u b lic  n av ig ab le  a irsp ace" is a th re sh o ld  te s t for d e te rm in in g  
w h e th e r  w a rra n tle s s  ae ria l o b se rv a tio n s  are  c o n s titu tio n a l .189 
T his d o e s  n o t im p ly  th a t all su ch  o b se rv a tio n s  w ill be  c o n s titu ­
tio n a l, b u t  th o se  th a t  are  m a d e  fro m  o u ts id e  p u b lic  n av ig ab le  
a irsp ace  are  a lm o s t certa in ly  u n c o n s titu tio n a l. T he q u e s tio n  of 
w h a t  c o n s titu te s  "p u b lic  n av ig ab le  a irsp ace" fo r UA S o p e ra te d  
b y  th e  g o v e rn m e n t is th u s  cen tra l to  the  p riv acy  in q u iry .

T h is is n o t as easy  to  a n sw e r as it m ig h t firs t a p p ea r. FA A  
re g u la tio n s  p ro v id e  tha t, excep t as n ecessa ry  fo r tak eo ff or 
la n d in g , f ix ed -w in g  m a n n e d  a irc ra ft m u s t  g en e ra lly  o p e ra te  
above  1000 feet w h e n  over co n g es ted  areas, a n d  above  500 feet 
o v e r m o s t n o n -co n g ested  a re a s .190 U AS o p e ra te d  ab o v e  th ese

188. I d .  at 40.
189. S e e  F lorida v. Riley, 488 U.S. 445, 450 (1989); California v. Ciraolo, 476 U.S. 

207,213-14 (1986); D m v  C h e m .  C o . ,  476 U.S. at 239.
190. 14 C.F.R . § 91.119(b)-(c) (2012). The fu ll set of m inim um  altitude rules is 

more complex. For example, for congested areas, the m inim um  is 1000 feet above 
the highest obstacle within a horizontal radius of 2000 feet of the aircraft. 
§ 91.119(b). For noncongested areas other than over open water or sparsely popu­
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m in im u m s  th e re fo re  a re  ce rta in ly  in  p u b lic  n av ig ab le  a ir­
sp a c e .191 In  a d d itio n , th e  a ltitu d e  m u s t a lw ay s b e  su ffic ien tly  
h ig h  to  a llo w  "a n  em erg en cy  la n d in g  w ith o u t u n d u e  h a z a rd  to 
p e rso n s  o r p ro p e r ty  on th e  su rface ."192

B ut th is  is n o t th e  w h o le  sto ry . T he FA A  re g u la tio n s  specifi­
cally  e x e m p t h e lic o p te rs193 from  th e  m in im u m s if " th e  o p e ra ­
tio n  is c o n d u c te d  w ith o u t h a z a rd  to  p e rso n s  o r  p ro p e r ty  o n  the  
su rfa c e ."194 FA A  re g u la tio n s  n o n e th e le ss  p ro v id e  a de facto  im ­
p e d im e n t to  v e ry  low  a ltitu d e  o p e ra tio n  of m a n n e d  h e lico p te rs  
ov er re s id e n tia l areas: In  th e  e v e n t of an  en g in e  fa ilu re , it 
w o u ld  b e  d ifficu lt to  claim  th a t  th e  p ilo t o f a m a n n e d  h e lico p te r 
h o v e rin g  fifty  fee t over a h o m e  co u ld  p e rfo rm  a n  em erg en cy  
la n d in g  w ith o u t e n d a n g e rin g  p e rso n s  or p ro p e r ty  on  the 
g ro u n d . For a n  u n m a n n e d  h e lico p te r (or fixed  w in g  a ircraft) 
w e ig h in g  o n ly  a few  p o u n d s , h o w ev e r, th e  risk s  p o se d  to  p e r­
so n s o n  th e  g ro u n d  by  a n  em erg en cy  lan d in g , th o u g h  n o t n o n ­
ex is ten t, a re  ce rta in ly  m o d e s t co m p a re d  to  th o se  p o se d  b y  
m a n n e d  aircraft. T hus, th e  co m b in a tio n  o f th e  h e lico p te r ru les  
a n d  th e  "em e rg e n c y  lan d in g "  p ro v is io n  in  c u rre n t FA A  m in i­
m u m  safe  a ltitu d e  reg u la tio n s  h av e  little  o r n o  p ro tec tiv e  p o w ­
er w ith  re sp ec t to  UA S p riv a c y  concerns.

A n  ad d itio n a l com plicating factor is th a t for a t least som e cate­
gories of u n m a n n e d  aircraft, the  trad itional p a rad ig m  is inverted  
an d  the  FA A  im poses a ltitu d e  maximums in stead  of m in im um s. 
Public u n m a n n e d  aircraft o p era ted  in  accordance w ith  Section 
334(c)(2)(C) of FM RA  m u st be o p era ted  a t a h e igh t lo w er th an  400 
feet.195 U nless FM RA  paradoxically  is read  to  m an d a te  nav igation  
o u ts id e  of "nav igab le  airspace," w ith  respect to  th is  class of air­
craft, a ltitu d es of 350 feet, 300 feet, a n d  250 feet w o u ld  alm ost al­
w ay s b e  w ith in  public nav igable  airspace. H ow ever, ju st as

lated areas, the m inim um  is 500 feet. § 91.119(c). O ver open water and sparsely 
populated areas, "the aircraft m ay not be operated closer than 500 feet to any per­
son, vessel, vehicle, or structure." I d .

191. Provided, of course, that there are no other restrictions associated with the 
airspace.

192. § 91.119(a).
193. § 91.119(d). A  helicopter is "a rotorcraft that, for its horizontal motion, de­

pends principally  on its engine-driven rotors"; a rotorcraft, in turn, is "a heavier- 
than-air aircraft that depends principally for its support in flight on the lift gener­
ated by one or more rotors." I d .  § 1.1 (2012).

194. § 91.119(d).
195. F A A  M odernization and Reform  A ct of 2012 (FM R A ), Pub. L . No. 122-95, 

§ 334(c)(2)(C), 126 Stat. 11, 77.
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clearly, th e  a ir  five feet above the g ro u n d  in  the backyard  of a 
h o m e  is n o t w ith in  any reasonable defin ition  of pub lic  navigable  
airspace. A s th e  Suprem e C o u rt w ro te  in  1946 in  United States v. 
Causby,196 "[w ]e have  sa id  th a t the  airspace is a pub lic  h ighw ay . 
Yet it is o b v ious th a t if the  lan d o w n er is to have fu ll en joym ent of 
the  land , he  m u s t have  exclusive control of the  im m edia te  reaches 
of th e  en v e lo p in g  a tm o sp h ere ."197

A tte m p ts  to  id en tify  a p rec ise  b o u n d a ry  w h e re  th e  " im m ed i­
a te  reach es"  u n d e r  the "exclusive  co n tro l of a la n d o w n e r  e n d  
a n d  th e  a rea  ava ilab le  to  th e  p u b lic  b eg in s  can  lead  to  com plex  
q u e s tio n s .198 F o r exam ple , it co u ld  b e  a rg u e d  th a t  a w a rra n tle ss  
g o v e rn m e n t-o p e ra te d  U AS th a t d ip s  in to  a b a c k y a rd  a t eye 
leve l to  o b ta in  p h o to g ra p h s  in to  th e  h o u se  th ro u g h  a back  
w in d o w  w o u ld  b e  o p e ra tin g  o u ts id e  of p u b lic  n av ig ab le  a ir ­
space , a n d  th a t  th e  im ages it a cq u ired  w o u ld  b e  u n c o n s titu ­
tio n a l fo r th a t  re a so n  (am o n g  o th e rs ).199

In te re s tin g ly , a irsp ace  th a t m a y  n o t be  "p u b lic ly  n av ig ab le"  
can  still b e  su b jec t to  g o v e rn m e n ta l contro l. In  p laces su ch  as 
th e  W a sh in g to n , D.C. M etro p o litan  A rea  F ligh t R estric ted  
Z o n e , th e  FA A  p ro h ib its  all o u td o o r  f lig h t o p e ra tio n s  ( in c lu d ­
in g  U A S), a t  an y  a ltitu d e , u n le ss  a u th o riz e d  b y  th e  
F A A /T ra n sp o rta tio n  Security  A d m in is tra tio n .200 T h u s, th e  FA A  
can  a n d  d o es  p ro m u lg a te  reg u la tio n s  th a t  co n tro l the  a ir all th e  
w a y  d o w n  to  the  g ro u n d , ev en  o v e r p riv a te  p ro p e rty . H o w ­
ev er, th a t the  g o v e rn m e n t h a s  a r ig h t to  prohibit ce rta in  flig h t 
o p e ra tio n s  in  the  a ir a few  fee t ab o v e  p riv a te  la n d  d o es  n o t 
m e a n  th a t  th e  g o v e rn m e n t (or a p riv a te  p a rty )  h a s  a n  a ffirm a­

196. 328 U.S. 256 (1946).
197. I d .  at 264.
198. The definition of "navigable airspace" in  49 U .S.C. § 40102 does little to re­

solve this question. "Navigable airspace" is defined as the "airspace above the 
m inim um  altitudes of flight prescribed by regulations under this subpart and 
subpart I E  of this part, including airspace needed to ensure safety in  the takeoff 
and landing of aircraft." § 40102(a)(32).

199. The Suprem e Court considered the more general question of whether look­
in g  into a home through a w indow  constitutes a Fourth Am endm ent search in 
M i n n e s o t a  v .  C a r t e r ,  525 U.S. 83 (1998). In  that case, police had observed of a drug  
transaction through a gap in the closed blinds of a window. Because the respon­
dents "were essentially present for a business transaction and were only in the 
home a matter of hours," the relevant expectation of privacy was that tied to 
com m ercial premises, not residential property. A s a result, the Court found that 
the police observations were not a Fourth Am endm ent violation. I d .  at 90.

200. S e e  14 C.F.R . § 93.341 (2012).
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tiv e  r ig h t to  conduct f lig h t o p e ra tio n s  in  th a t sam e  a irsp ace  
w ith o u t th e  p ro p e r ty  o w n e r 's  consen t.

In  the d en se  u rb a n  cores of cities such  as N ew  York, C hicago, 
a n d  Boston, p ub lic  nav igable  airspace can un q u estio n ab ly  ex tend  
below  the  level of m an y  residences. In  N ew  York, for exam ple, 
m a n n e d  helicop ters ro u tine ly  fly over the  H u d so n  R iver a t alti­
tu d e s  significantly  low er th an  the taller bu ild ings in  M anhattan . 
T he air 550 feet over the  H u d so n  R iver is in  public  nav igable  a ir­
sp ace .201 But there  is a go o d  a rg u m en t th a t the a ir six inches o u t­
s ide  the w in d o w  o f a fiftieth-floor ap a rtm en t in  m id to w n  M an h a t­
tan  is not. A s n o ted  above, in  Causby the  C o u rt recognized  the 
im portance  of p ro v id in g  a lan d o w n er w ith  "exclusive contro l of 
the  im m ed ia te  reaches of the envelop ing  a tm o sp h ere ."202 A  high- 
rise a p a rtm en t dw eller sh o u ld  have  a t least as m u ch  contro l over 
the  en ve lop ing  a tm osphere  of h is o r h e r h o m e .203 T h a t control, 
how ever, w ill o n ly  extend  a m o d est distance. Thus, a UAS o p er­
a ted  at several h u n d re d  feet above the g ro u n d  an d  a t a reasonable  
h o rizon ta l s tan d o ff from  an y  n earb y  b u ild ings w o u ld  a lm ost al­
w ay s  be in  pub lic  navigable  a irspace .204

W ill w a rra n tle s s  UAS su rv e illan ce  fro m  p u b lic  n av ig ab le  a ir­
sp ace  a lw ay s  be  co n stitu tio n a l?  C e rta in ly  no t. T he h o ld in g  in  
Ciraolo a d d re s se d  n ak e d  eye  o b se rv a tio n s  fro m  "p u b lic  a ir­
w a y s ."205 Ciraolo w o u ld  p ro v id e  little  s u p p o r t fo r u se  of a n  im ­
a g in g  sy s tem  c a p tu rin g  m u c h  m o re  d e ta il th a n  co u ld  th e  h u ­
m a n  e y e .206 T he  o p in io n s  in  th e  (sligh tly) m o re  re c e n t R iley  
d ec is io n  also  im p ly  the  ex istence  of so m e lim its. B oth  of th e  R i­
ley  o p in io n s  th a t  fo u n d  in  fav o r o f th e  g o v e rn m e n t ex p re ssed  
co n cern  a b o u t u s in g  o p e ra tio n  in  p u b lic  n av ig ab le  a irsp ace  as

201. A lthough the airspace 550 feet above the H ud so n near Manhattan is pub­
lic ly  navigable, there are special flight rules that apply w ithin the "H u dso n R iver 
Exclusion." S e e  14 C.F.R . § 93.352 (2012). Altitudes below 1000 feet w ithin the 
H u d so n  R iver Exclusion are available to aircraft conducting a "local operation" as 
defined in § 93.350(a).

202. C a u s b y ,  328 U.S. at 264.
203. A n  additional com plication w ith respect to control over the air surrounding  

build ings in  cities like N ew  Y o rk  relates to the "air rights" that are com m only  
transacted in association with real estate development. S e e  Z o n i n g  G l o s s a r y ,  NEW  
Y o r k  C it y  D e p a rtm e n t o f  C it y  P la n n in g ,  http://www.nyc.gov/html/dcp/html/ 
zone/glossary.shtml#development_rights (last visited fan. 29, 2013).

204. A n  exception w ould occur in locations subject to temporary or permanent 
flight restrictions.

205. California v. Ciraolo, 476 U.S. 207,215 (1986).
206. S e e  id .  at 214-15.

http://www.nyc.gov/html/dcp/html/
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th e  o n ly  th re sh o ld  for co n s titu tio n a lity . W ritin g  fo r th e  p lu ra l­
ity , Ju stice  W h ite  n o te d  th a t  "s im p ly  b ecau se  th e  p lan e  is 
w ith in  th e  n a v ig a b le  a irsp ace  spec ified  b y  law ,"  it  d o es  n o t  fol­
lo w  th a t  th e  o b se rv a tio n s  it m ak es w ill a lw ay s  "p a ss  m u s te r  
u n d e r  th e  F o u rth  A m e n d m e n t ."207 Justice  O 'C o n n o r  also  
w a rn e d  a g a in s t re ly in g  o n  "co m p lian ce  w ith  FA A  reg u la tio n s  
a lo n e ," 208 a n d  Justice  B ren n an 's  d is se n t ra ised  th e  sam e  is su e .209

Justice  W h ite 's  o p in io n  in  R iley  a lso  id en tifie s  som e specific 
te s ts  b e y o n d  s im p ly  b e in g  in  p u b lic  n av ig ab le  a irsp ace  th a t 
m ig h t be  a p p lie d . For ex am p le , th e  o p in io n  im p lies  th a t  o b se r­
v a tio n s  fro m  leg a lly  o p e ra te d  a irc ra ft th a t  g e n e ra te d  u n d u e  
no ise , w in d , d u s t, or th re a t o f in ju ry  co u ld  b e  u n c o n s titu ­
tio n a l .210 A lth o u g h  a UAS w e ig h in g  a few  p o u n d s  o r less w o u ld  
g e n e ra te  v e ry  little  no ise , w in d , o r d u s t, if i t  lo ses p o w e r it 
co u ld  ce rta in ly  cau se  in ju ries. T his co u ld  occu r b o th  d irec tly , if 
it la n d s  o n  a p e rso n , o r in d irec tly , if it la n d s  in  traffic  o r b e ­
com es c a u g h t in  p o w e r lines a n d  in itia te s  a n  in ju ry  cau sin g  
ev en t. In te re s tin g ly , the  lan g u a g e  of th e  o p in io n  ties p riv a c y  
ex p ec ta tio n s  in  p a r t  to th e  freed o m  from  b e in g  su b jec ted  to  a 
threat of in ju ry , as d is tin c t fro m  a n  ac tu a l in ju ry  itself.

3. The Role of Im aging Technology

In  Ciraolo a n d  R iley, th e  ae ria l o b se rv a tio n s  of th e  cu rtilag e  of 
a h o m e  w e re  p e rfo rm e d  w ith  th e  n a k e d  eye, a  fact specifically  
n o te d  b y  th e  Ciraolo C o u rt211 a n d  b y  b o th  of th e  R iley  o p in io n s  
th a t  fo u n d  a g a in s t the  g o v e rn m e n t .212 B ut in  D ow  Chemical, the  
u se  of a cam era  p e rm ittin g  c a p tu re  of "a  g re a t d ea l m o re  th a n  
th e  h u m a n  eye co u ld  ev er see" d id  n o t re n d e r  th e  o b se rv a tio n s

207. F lorida v. Riley, 488 U.S. 445,451 (1989).
208. I d .  at 453 (O'Connor, J., concurring in the judgment).
209. I d .  at 464 (Brennan, J., dissenting).
210. S e e  id .  at 452 (plurality opinion).
211 . "[I]t is unreasonable for respondent to expect that his m arijuana plants 

were constitutionally protected from being observed w ith the naked eye from an 
altitude of 1,000 feet." C i r a o l o ,  476 U.S. at 215.

212. Justice W hite's opinion stated that the investigating officer in R i l e y  "circled  
twice over respondent's property in  a helicopter at the height of 400 feet. W ith his  
naked eye, he was able to see through the openings in  the roof and one or more of 
the open sides of the greenhouse and to identify what he thought was marijuana 
grow ing in the structure." R i l e y ,  488 U.S. at 448. Justice O 'Connor wrote that "I 
conclude that R iley's expectation that his curtilage was protected from  naked-eye  
aerial observation from that altitude was not a reasonable one." I d .  at 455 
(O'Connor, J., concurring in the judgment).
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u n c o n s titu tio n a l; it w as  th e  p u b lic  av a ilab ility  of th e  cam era  
th a t  m a tte re d .213

W h a t is th e  c o n s titu tio n a lity  o f w a rra n tle ss  u se  of an  ex ­
trem e ly  h ig h -re so lu tio n  (b u t w id e ly  availab le) cam era  on  a 
U A S to o b se rv e  th e  cu rtilag e  of a su sp e c t 's  h o m e?  T he C o u rt 
h a s  n e v e r g ra p p le d  w ith  th is  specific q u estio n , a n d  ex isting  
case law  is u n c le a r  on  th is  po in t. A  su sp ec t co u ld  fin d  s u p p o r t  
in  Ciraolo a n d  R iley  w h e n  a rg u in g  th a t a F o u rth  A m e n d m e n t 
v io la tio n  o ccu rred ; the  g o v e rn m e n t cou ld  also  fin d  s u p p o r t  in  
Ciraolo a s  w ell as in  D ow  Chemical a n d  Kyllo  in  a rg u in g  th a t  it 
d id  n o t .214 T h a t K yllo  is m o re  recen t is n o t d isp o s itiv e  in  lig h t of, 
a m o n g  o th e r  th in g s , the  d iscu ss io n  of Ciraolo it  con ta in s.

Im ag in g  tech n o lo g y  is a lso  re le v a n t g iv en  Justice  W h ite 's  
o p in io n  in  R iley  th a t  fo u n d  n o  F o u rth  A m e n d m e n t v io la tio n  in  
p a r t  b ecau se  "n o  in tim a te  d e ta ils  co n n ec ted  w ith  th e  u se  of the  
h o m e  o r c u rtilag e  w ere  o b se rv e d ."215 E ven  th o u g h  h e  w a s  n o t 
sp e a k in g  fo r a m ajo rity , Justice  W h ite 's  lan g u ag e  is  n o n e th e le ss  
in tr ig u in g , as  it  ind ica tes  th a t  th e re  m a y  b e  som e level o f d e ta il 
b e y o n d  w h ic h  w a rra n tle ss  U AS ob se rv a tio n s, ev en  if co n ­
d u c te d  fro m  p u b lic  n av ig ab le  a irspace , m ay  cross th e  line  in to  
a F o u rth  A m e n d m e n t search .

W ith  p re se n t-d a y  im ag in g  capab ilities , it  w o u ld  be  a n  easy  
m a tte r  to  u se  a U A S (or a m a n n e d  aircraft) w ith in  n av ig ab le  
a irsp ace  to  acq u ire  im ag e ry  th a t in c lu d es  " in tim a te  deta ils ."  
For ex am p le , a g o v e rn m e n t UA S a t an  a ltitu d e  of sev e ra l h u n ­
d re d  fee t co u ld  id en tify  th e  to p ic  of an  e lec tron ic  o r  p a p e r  n ew s 
a rtic le  b e in g  re a d  b y  a p e rso n  s ittin g  in  h is  o r h e r  fenced -in  
b ack y a rd . A  s tro n g  case co u ld  be  m a d e  th a t these  o b se rv a tio n s, 
ev e n  w h e n  m a d e  fro m  p u b lic  n av ig ab le  a irspace , w o u ld  b e  u n ­
c o n s titu tio n a l in  th e  absence  of a w a rra n t.

213. D ow  Chem . Co. v. United States, 476 U.S. 227, 230 (1986) (quoting D ow  
Chem . Co. v. United States, 536 F. Supp. 1355, 1367 (E.D. Mich. 1982)) (internal 
quotation m arks omitted). Another key factor in  D o w  C h e m i c a l  was the Court's 
conclusion that the observed areas were more akin to "open fields" than to the 
curtilage of a home. S e e  id . at 239.

214. Aspects of C i r a o l o  could be cited to support both positions. A  suspect could  
cite the reference in C i r a o l o  to "naked eye" observations. The governm ent could in  
response point to the C i r a o l o  language regarding the "routine" nature of the tech­
nology of flight, w hich was also referenced in K y l l o .  S e e  C i r a o l o ,  476 U.S. at 215; 
K y llo  v. United States, 533 U.S. 27, 39-40 n.6.

215. R i l e y ,  488 U.S. at 452.
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4. Extended Surveillance U sing Unm anned  
A ircraft in Light o f  Jones

For financial, regu lato ry , an d  logistical reasons, law  enforce­
m en t agencies w ill u sua lly  u se  sm all UAS. Today, these p la tfo rm s 
genera lly  h av e  flight d u ra tio n s  m easu red  in  hours, ren d erin g  
the ir con tin u o u s u se  for days o r w eeks to  p erfo rm  surveillance 
im practical. B ut fu tu re  dev e lo p m en ts  w ill m ake long-term  su r­
veillance w ith  UAS possible. In add ition , a t least a long  th e  U.S.- 
M exico bo rd e r, aerosta ts a lready  are  in  u se  to d a y .216

Som e of th e  m o s t vex ing  co n s titu tio n a l q u es tio n s  w ill a rise  in  
a sso c ia tio n  w ith  the  u se  of h ig h -a ltitu d e  lo n g -e n d u ra n c e  
(H A LE) U A V s. T hese so la r-p o w e re d  U A V s can  s tay  a lo ft for 
e x tra o rd in a r ily  lo n g  p e r io d s  of tim e. A s n o te d  above, th e  
Q in e tiQ  Z e p h y r  s tay ed  a lo ft for o v er tw o  w eek s in  a 2010 d e m ­
o n s tra tio n .217 B oeing  is u n d e r  co n trac t w ith  D A R PA  to d e v e lo p  
th e  SolarE agle, w h ich  w ill be  ab le  to  s tay  a lo ft in  th e  s tra to ­
sp h e re  fo r five c o n tin u o u s  y e a rs .218 B ecause th e y  fly  a t su ch  
h ig h  a ltitu d e s , H A LE U A S co u ld  p o ten tia lly  track  ev e ry  car 
tr ip  in  a city, o r the  tim es  w h e n  lig h ts  in  re s id en ces  w e re  
tu rn e d  o n  a n d  off.219 It w ill likely  be  m u c h  la te r in  the  d ecad e  
b efo re  H A L E  tech n o lo g y  b ecom es su ffic ien tly  a d v a n c e d  a n d  
cost-effective to  m ak e  it  p rac tica l to  in sta ll a p e rm a n e n t H A LE 
p resen ce  ab o v e  a n  A m erican  city. C u rren tly , th e re  is n o  in d ic a ­
tio n  th a t a n y  g o v e rn m e n t ag en cy  p la n s  to  d o  so.

N o  S u p re m e  C o u rt case  is d irec tly  on  p o in t w ith  re sp ec t to  
th e  ty p e  o f e x te n d e d  su rv e illan ce  th a t cou ld  be  p e rfo rm e d  u s ­
in g  a H A L E  p la tfo rm , th o u g h  so m e of the  issu es  in v o lv e d  aro se  
in  Jones. T he  Jones o p in io n s  co n ta in  ex tensive  d iscu ss io n  of th e  
C o u r t 's  1983 h o ld in g  in  U nited States v. K n otts  th a t  a "p e rso n

216. H ickey, s u p r a  note 175.
217. Chuter, s u p r a  note 36.
218. Press Release, Boeing Co., Boeing W ins D A R P A  Vulture II  Program  (Sept. 

15,2010), a v a i l a b l e  a t  http://boeing.mediaroom.com/index.php?s=43&item=1425.
219. Satellites are not well-suited to perform extended, continuous high- 

resolution surveillance. The only satellites that can remain in place over one spot 
are in geostationary orbits, w hich are over 22,000 miles above the Earth—m uch  
too far to gather images revealing details of a home or curtilage. Satellites in lower 
orbits can acquire very detailed images, but not on a continuous basis. S e e  P h o e n i x ,  

T a c t i c a l  T e c h n o l o g y  O f f i c e ,  D A R P A , http://www.darpa.mil/our_work/tto/programs/ 
phoenix.aspx (last visited Feb. 8,2013).

http://boeing.mediaroom.com/index.php?s=43&item=1425
http://www.darpa.mil/our_work/tto/programs/
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tra v e lin g  in  an  au to m o b ile  o n  p u b lic  th o ro u g h fa re s  h a s  n o  re a ­
so n ab le  ex p ec ta tio n  of p riv a c y  in  h is  m o v e m e n ts ."220

Justice  S ca lia 's  m a jo rity  o p in io n  in  Jones s ta te s  th a t  p e rfo rm ­
in g  e x te n d e d  su rv e illan ce  " th ro u g h  e lec tron ic  m ean s , w ith o u t 
a n  acco m p a n y in g  tre sp ass"  m ay  be  u n c o n s titu tio n a l, "b u t the  
p re s e n t  case do es n o t re q u ire  u s  to  a n sw e r th a t q u e s tio n ."221 In 
h is  c o n cu rren ce  in  the  ju d g m e n t, Ju stice  A lito  e x p re ssed  a v iew  
th a t  e x te n d e d  e lec tron ic  su rv e illan ce  of p u b lic  m o v em en ts  is 
u n c o n s titu tio n a l, w ritin g , " th e  u se  of lo n g e r te rm  GPS m o n ito r­
in g  in  in v es tig a tio n s  of m o s t o ffenses im p in g es  o n  ex p ec ta tio n s 
o f  p r iv a c y ."222 Justice  S o to m a y o r 's  co n cu rren ce  also  e x p re ssed  
d o u b ts  a b o u t th e  co n stitu tio n a lity  of ex te n d e d  e lec tron ic  s u r ­
veillance: " I d o  n o t re g a rd  as d isp o s itiv e  th e  fact th a t  th e  G ov­
e rn m e n t m ig h t o b ta in  th e  fru its  of GPS m o n ito rin g  th ro u g h  
la w fu l co n v en tio n a l su rv e illan ce  te c h n iq u e s ."223 In  th e  en d , 
h o w e v e r, it  w a s  the  p h ysica l tre sp a ss  in v o lv ed  in  in s ta llin g  th e  
GPS track er, n o t the track in g  itself, th a t  fo rm ed  the  b as is  for th e  
Jones d e c is io n .224

W hile  H A L E  U AS su rv e illan ce  is  like  GPS tra c k in g  in  th a t it  
g a th e rs  in fo rm a tio n  u s in g  tech n o lo g y  th a t  w o u ld  h a v e  re ­
q u ire d  a " la rg e  team  of a g e n ts" 225 in  th e  p ast, in  one  re sp ec t it is 
v e ry  d iffe ren t: A  GPS track e r o n ly  id en tifie s  th e  m o v e m e n t of 
th e  sing le  veh ic le  or o th e r ob ject to  w h ic h  it is a tta ch ed , w h e re ­
as H A LE p la tfo rm s  e q u ip p e d  w ith  b a n k s  of cam eras  co u ld  ea s­
ily  c a p tu re  im ag es of all the  veh icle  m o v e m e n ts  in  an  en tire  
city . T he p ro sp e c t th a t th e  g o v e rn m e n t m ig h t be  ab le to  ca p ­
tu r e —a n d  th e n  u se  a t w il l—th is  level o f in fo rm a tio n  a b o u t th e  
trav e ls  of p r iv a te  in d iv id u a ls  is so b ering . B ut if th a t is u n c o n s ti­
tu tio n a l, w h e re  do es th a t leav e  th e  n e tw o rk s  of g ro u n d -lev e l 
c am eras  a n d  license p la te  re a d e rs  th a t  a re  in c reasin g ly  b e in g  
d e p lo y e d  a lo n g  p ub lic  s tree ts  a n d  in tersec tio n s?  T hose  g ro u n d -  
leve l sy s tem s  collect in fo rm a tio n  th a t, w h e n  a g g re g a te d , can

220. 460 U.S. 276, 276 (1983).
221. United States v. lones, 132 S. Ct. 945, 954 (2012).
222. I d .  at 964 (Alito, J., concurring in the judgment).
223. I d .  at 956 (Sotomayor, J., concurring).
224. S e e  id .  at 949 (majority opinion).
225. In  his concurrence in the judgm ent in J o n e s ,  Justice Alito wrote that "con­

stant m onitoring of the location of a vehicle for four weeks" using traditional sur­
veillance methods from  the pre-computer age "w ould have required a large team 
of agents, m ultiple vehicles, and perhaps aerial assistance." I d .  at 963 (Alito, J., 
concurring in the judgment).
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tra ck  a u to m o b ile  trip s  ju s t  as  th o ro u g h ly  as a so la r-p o w e re d  
H A L E  U A S m a k in g  slow  circles in  th e  s tra to sp h e re .226 A n  a r­
g u m e n t a g a in s t th e  c o n s titu tio n a lity  o f H A LE sy stem s w o u ld  
n e e d  to  b e  reconciled  w ith  th e  in fo rm a tio n  availab le  th ro u g h  
a g g re g a te d  s tree t-level traffic  su rv e illan ce  d a ta . If g o v e rn m e n t 
tra c k in g  o f effectively  a ll traffic  in  a city  is u n co n stitu tio n a l, 
th a t  h o ld in g  sh o u ld  a p p ly  re g a rd le ss  of w h e th e r  th e  te ch n o l­
o g y  u se d  is o n  th e  g ro u n d  or in  th e  a ir .227

In  fu tu re  y e a rs  it m a y  a lso  be  n ecessa ry  to  rev is it th e  a s ­
su m p tio n  th a t w id e ly  av a ilab le  sm all, lo w -a ltitu d e  UA S can  
o n ly  s ta y  a lo ft fo r sev era l h o u rs . U A V  Factory , a  c o m p an y  
b a se d  in  L atv ia , an n o u n c e d  in  th e  su m m e r of 2012 th a t  its 
"P e n g u in  B" sm all U AS h a d  s tay ed  a lo ft for o v er fifty -four 
h o u rs .228 F u tu re  techno log ica l a d v an ces  p re su m a b ly  w ill le ad  to  
flig h ts  o f ev en  lo n g er d u ra tio n s . F ro m  a p u re ly  techno log ica l 
s ta n d p o in t, p la tfo rm s su ch  as th e se  conceivab ly  co u ld  be  u se d  
to  su rv e y  a ta rg e t for sev e ra l days. W h e th e r th is  is likely  to  
h a p p e n  in  p rac tice  is a n o th e r  m a tte r. A t least u n d e r  c u rre n t 
reg u la tio n s , th is  U AS class can  o n ly  b e  o p e ra te d  b y  a g o v e rn ­
m e n t ag en cy  w ith in  line of s ig h t o f an  o p e ra to r .229 A  law  e n ­
fo rcem en t ag en cy  cou ld  th u s  u se  ro ta tin g  sh ifts  o f o p e ra to rs  to 
fly  th is  c lass of sm all U A S fo r sev e ra l c o n tin u o u s  days.

226. Depending on where the cameras on the aerostats along the U.S.-Mexico  
border are aimed, sim ilar questions regarding long-term surveillance are raised. 
A n  important difference between aerostats and H A L E  U A S  is the altitude. H A L E  
platforms fly  m any times higher, and can survey a m uch larger area than can aer­
ostats.

227. Jurisprudence related to traffic checkpoints is relevant to this issue. In  C i t y  

o f  I n d i a n a p o l i s  v .  E d m o n d ,  the Court noted that it "is w ell established that a vehicle 
stop at a highw ay checkpoint effectuates a seizure w ithin the m eaning of the 
Fourth Amendm ent." 531 U.S. 32, 40 (2000). Recording a license plate of a passing  
ca r—or tracking the car using a H A L E  U A S — is certainly not a seizure. How ever, 
the E d m o n d  ru ling also noted that "stops can only be justified by some quantum  of 
ind ividualized suspicion," a test that w ould not be met by systems that perform  
pervasive tracking of all vehicles in  a city. I d .  at 47.

228. U A V  F a c t o r y  T o u t s  E n d u r a n c e  F l i g h t  R e c o r d ,  UNMANNED SYSTEMS 
MAGAZINE, A u g . 2012, at 13; Press Release, U A V  Factor, N ew  Endurance Record  
for Sm all Unm anned Aircraft (July 7, 2012), a v a i l a b l e  a t  http://www.uvs- 
interntional.org/index.php?option=com_docman&task=doc_view&gid=1969&  
Itemid=25.

229. F A A  M odernization and Reform  A ct of 2012 (FM RA), Pub. L . No. 112-95, 
§ 334(c)(2)(C), 126 Stat. 11,77.

http://www.uvs-
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5. Residual P rivacy Rights 
When a W arran t Is O btained?

W h en  law  en fo rcem en t officers w ire ta p  a p h o n e  p u r s u a n t  to  
a w a rra n t, a g re a t dea l o f p riv acy  is lost, b u t  u ltim a te ly  so m e 
m in im a l p riv acy  is still m a in ta in e d . For exam ple , a ta p p e d  
p h o n e  d o es  n o t p ro v id e  im ag es  of th e  in te rio r  of a hom e.

B ut w ith  UAS, th e  im p lica tio n  th a t  a search  w a r ra n t  sh o u ld  
h a v e  so m e  lim its  is n o t u n reaso n ab le . Im ag ery  ac q u ire d  b y  
U AS p u rs u a n t  to  a w a rra n t  co u ld  lead  to  p ro fo u n d  v io la tio n s  
of p riv a c y  for b o th  a su sp e c t a n d  th e  o th e r  re s id e n ts  of a h o use . 
It is o n e  th in g  for a  w ire ta p  to  ca p tu re  th e  p riv a te  co n v e rsa tio n s  
of a su sp e c t 's  sp o u se . It is q u ite  a n o th e r  for a UAS, h o v e rin g  in  
a b a c k y a rd  a n d  tak in g  p ic tu re s  th ro u g h  a w in d o w  (or in  the  
fu tu re , h id in g  u n se e n  in s id e  th e  h o u se), to  acq u ire  im ag es  th a t  
m ig h t sh o w  a n  o cc u p a n t of th e  h o u se  in  a sta te  of u n d re ss . To 
asse rt th a t  the  g o v e rn m en t, ev e n  w h e n  a rm ed  w ith  a w a rra n t, 
has  an  u n fe tte re d  r ig h t to  acqu ire , s to re , a n d  v iew  su ch  im ag es 
ra ises  sig n ifican t concerns. T hus, q u es tio n s  of U AS p riv a c y  do  
n o t e n d  w ith  th e  issu an ce  of a w a rra n t.

IV. N o n -G o v e r n m e n t  U n m a n n e d  A ir c r a ft  
a n d  t h e  First  A m e n d m e n t

A lth o u g h  m uch  of the a tten tio n  reg a rd in g  UAS privacy  h as  fo­
cused  o n  g o v ern m en t use a n d  th e  F o u rth  A m endm en t, it is n o n ­
go v ern m en t use  th a t is likely to  raise som e of the m o st significant 
p rivacy  challenges in  the com ing  years. For p rivate  entities, w h ich  
are  n o t b o u n d  by  F ou rth  A m en d m en t restrictions th a t ap p ly  to  
the  governm ent, th e  key  constitu tional question  is the  ex ten t of 
the ir F irst A m en d m en t priv ilege to  g a ther inform ation.

A s the S uprem e C ourt recogn ized  in  its 1972 Branzburg v. Hayes 
decision, "[w ]ith o u t som e p ro tec tion  for seeking o u t the  new s, 
freedom  of the p ress could be ev iscera ted ."230 Furtherm ore, the  
freedom  to  g a ther in fo rm ation  is n o t lim ited  to the  press. In  a 2011 
ru ling  u p h o ld in g  the  righ t o f a citizen to  record  the actions of p o ­
lice in  a public space, the F irst C ircu it w ro te  th a t "[i]t is firm ly  es­
tab lished  th a t the  F irst A m en d m en t's  aegis ex tends fu rth e r th an  
the  tex t's  p roscrip tion  on law s 'ab rid g in g  the  freedom  of speech,

230. 408 U.S. 665, 681 (1972).
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or of th e  p re s s /  a n d  encom passes a ran g e  of conduct re la ted  to the 
g a th e rin g  a n d  d issem ination  of in fo rm atio n ."231

H o w e v e r, the  freed o m s co n fe rred  b y  the  F irs t A m e n d m e n t 
a re  n o t  u n lim ite d . In Branzburg, for exam ple , th e  S u p rem e  
C o u rt re c o g n iz e d  the  ex istence  of so m e b o u n d s : " I t is c lear th a t 
th e  F irs t A m e n d m e n t d o es  n o t in v a lid a te  ev e ry  in c id en ta l b u r ­
d e n in g  of th e  p re ss  th a t m a y  re su lt fro m  th e  en fo rcem en t of 
civil a n d  c rim in a l s ta tu te s  of g en era l ap p lic a b ility ."232

E v en  th o u g h  a lm o s t all co m p an ies  a n d  in d iv id u a ls  w ill e n ­
d e a v o r  to  o p e ra te  UAS resp o n sib ly , th e re  u n d o u b te d ly  ex ist 
so m e classes of p o te n tia l U A S u se rs  w h o  w ill p erce iv e  observ e  
less re s tra in t. If p a p a ra z z i a re  w illin g  to  en g ag e  in  h ig h -sp eed  
fre e w a y  chases to  cap tu re  im ag es of a ce leb rity ,233 it w o u ld  be  
o p tim is tic  to  th e  p o in t of n a iv e te  to  ex p ec t th e m  to  a lw ay s  o p ­
e ra te  U A S in  a  m a n n e r re sp ec tfu l o f p riv a c y  co n sid e ra tio n s  a n d  
in  co m p lian ce  w ith  FAA safe ty  reg u la tio n s . W hen , as w ill in ­
ev itab ly  occur, a p a p a ra z z o  o r s ta lk e r flies a U A S in to  a b ack ­
y a rd  a n d  tak es  p ic tu re s  th ro u g h  a back  w in d o w , w h a t  law s 
w ill com e in to  p lay?

A. Trespassing

C o m m o n  sense  w o u ld  su g g e s t th a t  a h o m e o w n e r234 h as  th e  
r ig h t to  p re v e n t a  UAS fro m  b e in g  f lo w n  a ro u n d  h is  o r h e r 
b a c k y a rd  a t eye  level. A n d  in d eed , in  so m e sta tes, tre sp a ss in g  
s ta tu te s  are  w o rd e d  in  a m a n n e r  th a t  w o u ld  en co m p ass  tres- 
p a sso ry  u se  o f a UAS. In  A rizo n a , fo r ex am p le , "e n try "  in  asso ­
c ia tion  w ith  c rim in a l tre sp a ss  is d e fin ed  as " th e  in tru s io n  of 
an y  p a r t  of a n y  in s tru m e n t o r an y  p a r t  of a p e rso n 's  b o d y  in ­
sid e  th e  ex te rn a l b o u n d a rie s  o f a s tru c tu re  o r u n i t  of rea l p ro p ­
e r ty ."235 U n less  an  a rg u m e n t co u ld  be  m a d e  th a t a U A S is n o t 
an  " in s tru m e n t,"  th is  s ta tu te  w o u ld  cover in tru s io n  b y  a UAS

231. G lik  v. Cunniffe, 655 F.3d 78, 82 (2011).
232. 408 U.S. at 682.
233. For an example of one alleged such incident, see Kate Mather, P h o t o g r a p h e r  

w h o  a l l e g e d l y  c h a s e d  J u s t i n  B i e b e r  c h a r g e d ,  L .A . TIMES, Ju ly  26, 2012, 
http://articles.latimes.com/2012/jul/26/local/la-me-bieber-paparazzi-20120726.

234. O r other person legally occupying the property, such as a lessee.
235. ARIZ. REV. STAT. § 13-1501 (West 2012).

http://articles.latimes.com/2012/jul/26/local/la-me-bieber-paparazzi-20120726
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a t ex trem ely  low  a ltitu d e s  (for ex am p le , a t eye level) th a t a re  
u n d e r  th e  co n tro l o f  a p ro p e r ty  o w n e r .236

In  O reg o n , b y  co n trast, " e n te r"  as d e fin ed  in  asso c ia tio n  w ith  
c rim in a l tre sp a ss  is, am o n g  o th e r  th in g s, "[t]o  e n te r  o r re m a in  
in  o r u p o n  p r e m is e s . .  . w h e n  th e  e n tra n t  is n o t o th e rw ise  li­
cen sed  o r p r iv ile g e d  to d o  s o ."237 W hile  th is  so m e w h a t c ircu la r 
d e fin itio n  is c learly  in te n d e d  to  c rim in a lize  u n a u th o r iz e d  en try  
b y  a p e rso n , it leaves o p e n  th e  q u e s tio n  o f w h e th e r  e n try  b y  a 
v e ry  lo w -fly in g  U A S w o u ld  be  covered . C a lifo rn ia 's  tre sp a ss ­
in g  law s p ro h ib it d r iv in g  a vehicle  o n  a n o th e r  p e rso n 's  p ro p ­
e r ty  w ith o u t co n sen t ,238 b u t  d e fin e  veh icle  in  a m a n n e r  th a t  ex ­
c lu d es U A S .239

T he g en e ra l lack of a tte n tio n  to  th e  p o te n tia l tre sp a sso ry  u se  
of U A S in  c u rre n t sta te  c rim in a l s ta tu te s  is n o t a t all su rp ris in g . 
In  th e  fu tu re , it a lm o st ce rta in ly  w ill be n ecessa ry  to  a d d  sp e ­
cific la n g u a g e  to  c rim ina l tre sp a ss in g  s ta tu te s  a d d re s s in g  UAS.

B. Invasion o f  P rivacy

U se of a U A S to in v ad e  a n  in d iv id u a l 's  p riv acy  co u ld  re su lt 
in  civil o r c rim ina l liability . W ith  re sp ec t to  civil liab ility , co u rts  
in  m o s t ju risd ic tio n s  reco g n ize  th e  tw o  fo rm s of co m m o n  law  
in v as io n  of p riv acy  m o st like ly  to a rise  in  co n n ec tio n  w ith  
UAS: in tru s io n  u p o n  sec lu sion  a n d  p u b lic  d isc lo su re  of p riv a te

236. A s  discussed above, the question of the altitude at w hich a landowner's 
control over the air above the ground in his or her backyard ends, and the public's 
access begins, was at issue in U n i t e d  S t a t e s  v .  C a u s b y .  U nder any reasonable read­
ing of C a u s b y  (and other relevant case law), the space in  a backyard at eye level is 
certainly w ithin the "immediate reaches of the enveloping atmosphere" that are 
under the "exclusive control" of the landowner. S e e  C a u s b y ,  328 U.S. 256, 256 
(1946). Th is interpretation is also supported by the manner in  w hich overhanging  
tree branches from a neighbor's property are often handled. In  m any states, a 
homeowner has the right (subject to some exceptions) to trim tree branches in the 
air above his or her land. S e e ,  e . g . ,  Macero v. Busconi Corp., 12 Mass. L. Rep. 521 
(Super. Ct. 2000) ("Massachusetts law  recognizes a right of self-help by w hich a 
property owner can cut the limbs or branches of a tree that invade his property as 
long as such cutting is done at the property line.'').

237. OR. REV. St a t . § 164.205(3)(a) (West 2012).
238. C a l . P e n a l  C o d e  § 602(n) (West 2012).
239. California Vehicle Code § 670, referenced in the crim inal trespassing stat­

ute, defines a vehicle as "a device by w hich any person or property m ay be pro­
pelled, moved, or draw n upon a highw ay, excepting a device moved exclusively  
by hum an power or used exclusively upon stationary rails or tracks." CA L. VEH. 
CODE §670 (West 2012).



No. 2] Unmanned Aircraft Systems and Privacy 501

fac ts .240 In  a d d itio n , som e s ta te s  a lso  h a v e  civil o r  c rim ina l s ta t­
u te s , o r  b o th , re la te d  to in v a s io n  o f p r iv a c y .241

1. Intrusion Upon Seclusion

T he p o te n tia l of a UA S to  in tru d e  u p o n  sec lusion  in  th e  h o m e  
is o b v io u s. A  p e rso n  w h o  is u n w illin g ly  p h o to g ra p h e d  in  h is  o r 
h e r  o w n  h o m e  b y  a U AS h o v e rin g  ju s t o u ts id e  a n  o th e rw ise  
inaccessib le  w in d o w  w o u ld  h a v e  s tro n g  g ro u n d s  fo r a  v a lid  
cau se  of ac tion . E ven  p u b lic  figu res, w h o se  p riv a c y  r ig h ts  are  
p re su m p tiv e ly  lo w er th a n  th o se  of p riv a te  in d iv id u a ls ,242 can  
n o n e th e le ss  reaso n ab ly  ex p ec t v iew s in to  th e  in te rio r  of th e ir  
re s id en ces  fro m  th e ir  o w n  b a c k y a rd s  to  be  p riv a te .

A lth o u g h  p riv a c y  ex p ec ta tio n s are  g rea tly  re d u c e d  o u ts id e  
th e  h o m e, th e  n o n -g o v e rn m e n ta l u se  of a UAS to c a p tu re  im ­
ag es a n d  o th e r  in fo rm a tio n  ta k e n  w h ile  th e  in d iv id u a l is in  a 
p u b lic  se ttin g  co u ld  n o n e th e le ss  c o n s titu te  an  in v a s io n  of p r i­
vacy . Shulm an v. Group W  Productions, Inc.,243 a 1998 C alifo rn ia  
S u p re m e  C o u rt ru lin g  re g a rd in g  film ing  th a t o ccu rred  fo llo w ­
in g  a car acc iden t, is in s tru c tiv e  in  th is  reg a rd . In  Shulman, th e  
v ic tim s of an  acc id en t w e re  c a p tu re d  on  v id eo  a n d  a u d io  re ­
co rd in g , w ith o u t th e ir  co n sen t, fo r a te lev is io n  p ro g ra m  called  
O n Scene: Em ergency Response 244 T he  re c o rd in g  o ccu rred  b o th  a t 
th e  scene  o f th e  acc id en t as w ell as in  a rescue  h e lico p te r d u r ­
in g  tra n s p o r t  to  a h o sp ita l .245

T h e C a lifo rn ia  S u p rem e  C o u rt a ffirm ed  th e  co u rt of a p p e a ls ' 
dec is io n  to  rev e rse  th e  tr ia l c o u r t 's  su m m a ry  ju d g m e n t f in d in g  
th a t  th e  te lev is io n  p ro g ra m  p ro d u c e rs ' activ ities w e re  p ro te c te d

240. Prosser articulated four forms of the com mon law  invasion of privacy tort 
in 1960: (1) "[i]ntrusion upon the plaintiff's seclusion or solitude, or into his pri­
vate affairs;" (2) "[pjublic disclosure of em barrassing private facts about the plain­
tiff;" 3) " [p]ublicity w hich places the plaintiff in a false light in the public eye;" 
and 4) "[appropriation, for the defendant's advantage, of the plaintiff's name or 
likeness." W illiam  L . Prosser, P r i v a c y ,  48 CALIF. L . REV. 383, 389 (1960); s e e  a l s o  

R e sta te m e n t (Seco n d ) o f  T o r t s  §§ 652A-652E (1997).
241. S e e ,  e . g . ,  CA L. C iv . CODE § 1708.8 (West 2011); N .J STAT. ANN. §§2C:14-9, 

2A:58D-1 (2004).
242. S e e  g e n e r a l l y  H ustler Magazine, Inc. v. Falw ell, 485 U.S. 46 (1988); Gertz v. 

Robert W elch, Inc., 418 U.S. 323 (1974); N ew  Y o rk  Tim es Co. v. Sullivan, 376 U.S. 
254 (1964).

243. 955 P.2d 469 (Cal. 1998).
244. I d .  at 475.
245. I d .  at 474r-75.
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u n d e r  th e  F irs t A m e n d m e n t .246 T he  c o u rt h e ld  th a t a w o m a n  
in ju re d  in  the  acc iden t "w as  e n title d  to  a d eg ree  of p riv acy  in  
h e r  c o n v e rsa tio n s  w ith  [the n u rse ]  a n d  o th e r  m ed ica l re scu ers  
a t th e  acc id en t scen e ."247 It w a s  im p ro p e r , th e  ru lin g  s ta ted , to  
co n c lu d e  th a t  th e  "p la in tiffs  h a d  n o  reaso n ab le  ex p ec ta tio n  of 
p r iv a c y  a t th e  acc id en t scene itse lf b ecau se  th e  scene w a s  w ith ­
in  th e  s ig h t a n d  h ea rin g  of m em b ers  of th e  p u b lic ."248 A t the  
tim e  o f th e  rescue , the veh icle  w a s  lo ca ted  " in  a d itch  m a n y  
y a rd s  fro m  a n d  b e lo w " a h ig h w a y , re n d e rin g  it  "u n lik e ­
l y . .  . th a t an y  p asse rsb y  o n  the  ro a d  co u ld  h av e  h e a rd "  the  
c o n v e rsa tio n  of the  v ictim  w ith  th e  n u rse  a n d  o th e r re sc u e rs .249

T he Shulman decision  p ro v id es  im p o rta n t g u id an ce  reg a rd in g  
n ew sg a th e rin g  a n d  UAS w ith  respect to  in tru s io n  u p o n  sec lu ­
s ion  b y  d ra w in g  a d istinc tion  b e tw een  the  in fo rm atio n  ab o u t a 
n e w sw o rth y  e v en t available to  p asse rsb y  a n d  th e  p o ten tia lly  
g rea te r  a m o u n t of in fo rm atio n  availab le  on ly  to  tho se  in tim ate ly  
in v o lv ed  in  th e  ev en t itself. U n d e r  som e circum stances, th ere  
w ill b e  n o  d ifference: If a  c ro w d  of peo p le  h a s  g a th e red  a ro u n d  
a n  assau lt v ictim  w h o  is b e ing  trea ted  b y  p aram ed ics , the  con­
v ersa tio n  b e tw een  the v ictim  a n d  the p a ram ed ic s  m ay  w ell be 
au d ib le  to  all, a n d  the  v ic tim 's  reasonab le  expecta tion  of p rivacy  
co rre sp o n d in g ly  low er. B ut there  w ill be  m a n y  cases in  w hich , as 
in  Shulman, p asse rsb y  have  far fro m  com plete  in fo rm atio n  ab o u t 
a n  u n fo ld in g  even t. U sing  a U AS to  fill in  the  g ap s  w o u ld  carry  a 
risk  of crossing  th e  line in to  in tru sion .

Ju s t as th e  F irs t A m e n d m e n t d o es n o t  p ro v id e  an  im p e n e tra ­
b le  sh ie ld  for all u se s  of v ideo , a u d io , a n d  o th e r e lec tron ic  m o n ­
ito rin g  in  p u b lic  areas, in tru s io n  u p o n  sec lu sion  is n o t a u to ­
m a tica lly  im p lic a te d  for a ll o b se rv a tio n s  of ac tiv ities o ccu rrin g  
in  a h o m e. A  p asse rb y  o n  th e  s tree t a t  n ig h t w h o  h a p p e n s  to  
g lance  u p  a n d  no tice  th a t the  lig h t in  a n e a rb y  h o m e  h as ju s t 
b e e n  tu rn e d  off is certa in ly  n o t  v io la tin g  p riv acy  rig h ts . L ike­
w ise , c o u rts  w ill be  very  u n lik e ly  to  co n sid e r a fleeting , acci­

246. S e e  id .  at 497-98.
247. I d .  at 491.
248. I d .

249. I d .  In  addition to considering whether the audio and video recorded at the 
scene of the accident intruded on the victim 's expectation of privacy, the Califor­
nia Suprem e Co u rt also considered the recording that took place w ithin the heli­
copter, ru ling that the "Court of Appeal correctly found [that] triable issues exist 
as to whether defendants invaded plaintiffs' privacy by accom panying plaintiffs 
in the helicopter." I d .  at 477.
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d e n ta l c a p tu re  of im ag ery  of a h o m e 's  cu rtilag e  o r (th ro u g h  a 
w in d o w ) in te rio r  acq u ired  b y  a p a ss in g  U A S to b e  an  in v asio n  
of p riv acy . A lth o u g h  th e  specifics v a ry  fro m  s ta te  to sta te , to 
p re v a il in  a co m m o n  law  o r s ta tu to ry  in tru s io n  u p o n  sec lusion  
claim , a p la in tiff  g en era lly  m u s t  es tab lish , a t  a m in im u m , th a t 
th e  in tru s io n  w a s  in ten tio n a l a n d  th a t  it  w o u ld  b e  "h ig h ly  of­
fensive  to  a reaso n ab le  p e rs o n ."250

S om e h ig h ly  offensive in tru s io n s  u p o n  sec lusion  h a v e  n o n e ­
th e less  b e e n  p ro te c te d  u n d e r  th e  F irst A m e n d m e n t. M o st n o ta ­
b ly , in  S nyder v. Phelps25'1 th e  S u p rem e  C o u rt ru le d  in  fav o r of 
m e m b e rs  of th e  W estbo ro  B ap tis t C h u rc h  w h o  h a d  p ick e ted  the 
fu n e ra l of a  se rv icem an  k illed  in  Iraq . A  ju ry  in  M ary lan d  h a d  
fo u n d  m em b ers  of W estbo ro  B ap tist C h u rch  liab le  for d a m ag es  
b a se d  o n  cla im s in c lu d in g  in tru s io n  u p o n  sec lu s io n .252 H o w ­
ever, in  a ffirm in g  the  F o u rth  C irc u it 's  rev e rsa l, th e  S u p rem e  
C o u rt ru le d  th a t " th e  F irs t A m e n d m e n t b a rs  S n y d er fro m  re ­
co v ery  fo r in ten tio n a l in flic tion  of em o tio n a l d is tre ss  o r  in tru ­
sio n  u p o n  sec lusion" a g a in s t W estbo ro  B ap tis t C h u rc h  m em ­
b e rs  a n d  th a t  "w e  m u s t likew ise  h o ld  th a t S n y d er can n o t 
reco v er fo r civil co n sp iracy  b a se d  o n  th o se  to r ts ."253

2. Publication o f P riva te Facts

P reced en ts  from  state co u rt ru lin g s  u n re la te d  to av ia tion  in d i­
cate th a t U A S co u ld  also figure  in to  inv asio n  of p rivacy  th ro u g h  
the  p u b lica tio n  of p riv a te  facts. T his cou ld  be p a rticu la rly  im p o r­
ta n t w ith  re sp ec t to  UAS im ages of p riv a te  in d iv id u a ls  w h o  b e ­
com e in v o lu n ta rily  cau g h t u p  in  n e w sw o rth y  even ts.

In  S eptem ber 1999, Sports Illustrated p u b lish ed  a story  en titled  
"E very  P a ren t's  N igh tm are" th a t in c lu d ed  a  p h o to g rap h  of a Lit­
tle L eague team .254 There w ere  e igh teen  peop le  in  the p h o tog raph , 
in c lu d in g  a team  m anager w h o  h a d  b een  convicted  of m olestation

250. Restatement (Second) of Torts § 625B (1977).
251.131 S. Ct. 1207 (2011).
252. I d .  at 1214. The District Court reduced the damages award but left the ver­

dict intact. I d .

253. I d .  at 1220.
254. W illiam  N ack  & D on Yaeger, E v e r y  P a r e n t ' s  N i g h t m a r e ,  SPORTS 

ILLUSTRATED, Sept. 13, 1999, at 40, 42-43, a v a i l a b l e  a t  http://sportsillustrated. 
cnn.com/vault/edb/reader.html?magID=SI&issueDate=19990913&mode=reader_v 
ault.

http://sportsillustrated
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charges in  1971 a n d  w ho  p led  gu ilty  in  A pril 1998 to  charges of 
m olesting  five of the  children h e  coached in  Little L eague .255

T en of the  p eo p le  in the  p h o to g ra p h  filed  su it ag a in s t T im e 
W arner, Inc., th e  th en -o w n er of Sports Illustrated, fo r inv asio n  of 
p riv acy  a n d  infliction  of em o tio n a l d is tre ss .256 In  2001, th e  C ali­
fo rn ia  C o u rt o f A ppea l u p h e ld  a lo w er co u rt decision  to  d e n y  
T im e W a rn e r 's  m o tion  to  strike th e  com plain t, w ritin g  th a t the  
"p la in tiffs h av e  d e m o n s tra te d  a p r im a  facie case for invasio n  of 
p rivacy ,"  p a rticu la rly  in re la tio n  to  pub lic  d isc lo su re  o f a p riv a te  
fact.257 T he co u rt recogn ized  th a t w h ile  the  id e n tity  of the  m oles­
te r w as  p u b lic ly  k n o w n  a n d  certa in ly  n e w sw o rth y , th e  iden tities 
of the  o th e r coaches an d  the  p lay e rs  on  the team  w ere  n o t .258

P u b lica tio n  o f p riv a te  facts v ia  im a g e ry  w a s  a lso  a t issu e  in  a 
F lo rid a  case in v o lv in g  a  w o m a n  w h o  su ffe red  fro m  a p o o rly  
p e rfo rm e d  p las tic  s u rg e ry .259 The w o m a n  co n sen ted  to  be  in ­
te rv ie w e d  fo r a te lev ision  p ro g ra m  u n d e r  th e  co n d itio n  th a t  the  
v id eo  w o u ld  b e  e d ite d  to  a lte r  h e r  vo ice a n d  o b scu re  h e r  face .260 
W h en  th e  b ro a d c a s t took  p lace  w ith o u t these  tw o  th in g s  occu r­
r in g  as  p ro m ise d , th e reb y  re v e a lin g  h e r  id en tity , she  filed  
s u i t .261 In  re v e rs in g  a  su m m a ry  ju d g m e n t in  fav o r of th e  d e fe n ­
d a n t, th e  F lo rid a  C o u rt o f A p p ea ls  h e ld  th a t  "w h ile  th e  to p ic  of 
th e  b ro a d c a s t w a s  of leg itim ate  p u b lic  concern , th e  p la in tiff 's  
id e n tity  w a s  n o t ."262

Im ag es a c q u ire d  b y  U A S co u ld  easily  convey  facts n o t p re v i­
o u s ly  k n o w n  to  the  pub lic , a n d , u p o n  p u b lica tio n , co u ld  be  an  
ac tio n ab le  in v a s io n  of p riv acy  in m a n y  sta tes. W hile  n e w s  o r­
g a n iz a tio n s  are  w ell aw are  of the  ten s io n  b e tw e e n  th e  p riv acy  
r ig h ts  of th e ir  sub jec ts  a n d  th e  o rg a n iz a tio n s ' F irs t A m e n d m e n t 
r ig h t to  g a th e r  n ew s, th ey  w ill a lm o st ce rta in ly  n e e d  to  reex am ­
in e  ex is tin g  po lic ies in  lig h t o f the  u n iq u e  im ag in g  a n d  o th e r 
in fo rm a tio n  g a th e r in g  capab ilities  (su ch  as m o n ito rin g  of w ire ­

255. I d .  at 43.
256. M .G. v. Tim e Warner, Inc., 89 Cal. A pp. 4th 623, 626 (2001).The same pho­

tograph had also been broadcast on the H B O  program  R e a l  S p o r t s .  H B O  w as also 
owned by Tim e Warner.

257. I d .

258. I d .  at 632.
259. Doe v. U n iv ision  Television Grp., Inc., 717 So. 2d 63, 64 (Fla. Dist. Ct. A pp. 

1998).
260. I d .

261. I d .

262. I d .  at 65.
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less s ig n a ls) o f UAS. In  ad d itio n , g iv en  th e  ease w ith  w h ich  a n ­
y o n e —n o t o n ly  n ew s o rg a n iz a tio n s—can n o w  p u b lish  co n ten t, 
all u se rs  of U A S w h o  c o n te m p la te  p u b lish in g  ae ria l im ag es o r 
o th e r  in fo rm a tio n  from  U A S w o u ld  be  w ell a d v ise d  to  g ive 
ca re fu l co n sid e ra tio n  to  the  co m m o n  law  a n d  s ta tu to ry  in v a ­
sio n  o f p riv acy  fram ew o rk s  th a t  a p p ly  in  th e ir  ju risd ic tio n s.

C. Stalking and H arassm ent

In  Jan u a ry  2009, the U.S. D e p a rtm e n t of Justice re leased  a re ­
p o rt b a sed  o n  d a ta  collected from  o v er th ree  m illion  s ta lk in g  vic­
tim s a n d  tw o  m illion  h a ra ssm en t v ic tim s .263 A b o u t 245,000 of th e  
sta lk in g  v ictim s a n d  70,000 of the h a ra ssm e n t v ic tim s s ta ted  th a t 
th ey  h a d  b een  subjected  to  e lectron ic  m o n ito rin g  u s in g  one  o r 
m ore  of the  fo llow ing  devices: v ideo  or d ig ita l cam eras, com ­
p u te r  sp y w are , listen ing  devices, a n d  GPS track in g .264 S talkers 
w ill h av e  no  q u a lm s ab o u t a d d in g  U AS to th is list.

It w a s  n o t u n til 1990 th a t C alifo rn ia  becam e the  firs t sta te  to  
crim inalize  s ta lk in g .265 T oday , s ta tu tes  ad d re ss in g  s ta lk ing  (and  
typ ica lly  h a ra ssm en t) are  n o w  on  the  b o o k s in  all fifty s ta tes a n d  
in  W ash ing ton , D.C. F o rtuna te ly , m a n y  of these  s ta tu te s  are  
w o rd e d  b ro a d ly  en o u g h  th a t u se  o f a UA S to p ers is ten tly  fo llow  
a p e rso n  o r p ee r in to  h is  or h e r  car o r  h o m e  w o u ld  be  co n sid ­
ered , a t the  v e ry  least, h a rassm en t. S talk ing  often  carries th e  a d ­
d itio n a l co n n o ta tio n  of cau sin g  th e  v ictim  to  fear for h is  o r  h e r  
sa fe ty .266 U n d e r som e circum stances, U AS use  a lone cou ld  con­
s titu te  s ta lk ing  (for exam ple, if it is u se d  to chase o r co rner a p e r­
so n ).267 M ore often, a  sta lker u s in g  a  U AS w o u ld  also be  en g ag ed  
in  a la rg e r conste lla tion  of b eh av io rs  consisten t w ith  sta lk ing . To 
th e  ex ten t th a t an ti-h a ra ssm en t a n d  an ti-sta lk ing  s ta tu tes  specifi­

263. Katrina Baum  et at., U.S. Dep't. of Justice, Bureau of Justice Statistics Spe­
cial Report, Stalking V ictim ization in the United States (2009), 
http://bjs.ojp.usdoj.gov/content/pub/pdf/svus.pdf.

264. I d .  at 5.
265. S e e  Christine B. Gregson, Com ment, C a l i f o r n i a ' s  A n t i s t a l k i n g  S t a t u t e :  T h e  

P i v o t a l  R o l e  o f  I n t e n t ,  28 GOLDEN G a te  U. L. Rev. 221,221 (1998).
266. S e e ,  e . g . ,  C a l .  P e n a l  C o d e  § 646.9 (West 2008): "A n y person w ho w illfu lly, 

m aliciously, and repeatedly follows or w illfu lly  and m aliciously harasses another 
person and who makes a credible threat w ith the intent to place that person in  
reasonable fear for his or her safety, or the safety of his or her immediate fam ily is 
gu ilty of the crime of sta lk in g . . . . "

267. Obviously, the other requirements of the legal definition of stalking must 
be met. A s such, a child who momentarily chases his or her sibling using a 9- 
ounce toy remote control helicopter is clearly not engaging in stalking.

http://bjs.ojp.usdoj.gov/content/pub/pdf/svus.pdf
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cally e n u m e ra te  the  technologies th a t m ig h t be  exp lo ited , UAS 
sh o u ld  be a d d e d  to the list. If a  s ta lker em p lo y in g  a U A S crosses 
sta te  lines (or o p era tes  a UAS, w ith  the  assistance of som eone 
local to  th e  v ictim , from  a d iffe ren t state), th e n  federa l an ti- 
s ta lk in g  s ta tu te s  cou ld  also  be im p lica ted .268

D. U nm anned A ircraft and Business Privacy

In  2011, a  T exas m a n  flew  an  u n m a n n e d  a irc ra ft o v e r la n d  
n e a r  a D alla s-a rea  m ea t p a ck in g  p la n t a n d  ac q u ire d  im ag es  a p ­
p e a r in g  to  sh o w  e n v iro n m e n ta l v io la tio n s .269 H e co n tac ted  the  
C o ast G u a rd , a n d  in  ea rly  2012 th e  T exas E n v iro n m en ta l 
C rim es  T ask  Force se rv ed  a sea rch  w a rra n t  o n  th e  c o m p a n y .270 
O nce o n  th e  p ro p e rty , in v e s tig a to rs  fo u n d  a  p ip e  th a t  "o rig i- 
n a te [d ] in  the  back  of th e  s la u g h te rh o u se "  th a t  a p p e a re d  to  be 
c h a n n e lin g  p ig s ' b lo o d  in to  a n e a rb y  r iv e r  a n d  "[w as] n o t 
lin k ed  to  a  w a s te  w a te r  sy s te m ."271

T h o u g h  few  w o u ld  ru s h  to  d e fe n d  a s la u g h te rh o u se  th a t 
m a y  b e  in  v io la tio n  of e n v iro n m e n ta l codes, th e  ab ility  of p r i­
v a te  c itizen s o r g ro u p s  to  easily  in sp ec t fo r su c h  v io la tio n s via 
o v erflig h ts  ra ises  com plex  issues. To th e  ex ten t th a t  su ch  o v e r­
flig h ts  are  law fu lly  c o n d u c te d  a n d  rev ea l ac tiv ities th a t  m ay  be 
e n d a n g e r in g  p u b lic  h ea lth , th e y  a re  o b v io u sly  v a lu ab le . B ut 
w h a t h a p p e n s  if a w e ll-m ean in g  b u t  o v e rzea lo u s  e n v iro n ­
m e n ta l g ro u p  co n d u c ts  d a ily  fligh ts o v er a  la rge , fenced -in  
m a n u fa c tu r in g  fac ility  a n d  re p e a te d ly  re p o rts  "v io la tio n s"  to  
th e  g o v e rn m e n t th a t  tu rn  ou t, a fte r costly  a n d  tim e-co n su m in g  
o n -th e -g ro u n d  in sp ec tio n s, n o t to b e  v io la tio n s a fte r  all? D oes 
th e  c o m p a n y  th a t  o w n s th e  facility  h av e  g ro u n d s  to  a sk  a co u rt 
to  en jo in  th e  e n v iro n m e n ta l g ro u p  fro m  fu r th e r  overfligh ts?  
W h a t if th e  g ro u p  p o sts  p ic tu re s  fro m  its da ily  ae ria l su rv e il­
lance  m iss io n s  o n  th e  In te rn e t, a n d  in  d o in g  so e x p o ses  in fo r­
m a tio n  th a t  th e  c o m p an y  re g a rd s  as a tra d e  secret?  C o u ld  the 
g ro u p  u se  a U A S to exam ine th e  in te rio r  of b u ild in g s  a t  the  fa­
cility  u s in g  a n  ad v a n c e d  th e rm a l im ag e r th a t, if in  g o v e rn m e n t

268. S e e ,  e . g . ,  18 U .S.C. §§ 2261, 2261A, 2262,2265 (2006).
269. M eghan Keneally, D r o n e  p l a n e  s p o t s  a  r i v e r  o f  b lo o d  f l o w i n g  f r o m  t h e  b a c k  o f  a  

D a l l a s  m e a t  p a c k i n g  p l a n t ,  M ailO N LIN E, Jan. 24, 2012, http://www.dailymail.co.uk/ 
news/article-2091159/ A-drone-plane-spots-river-blood-flowing-Dallas-m eat- 
packing-plant.htm l.

270. Id .

271. I d .

http://www.dailymail.co.uk/
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h a n d s  a n d  u s e d  to  in sp ec t a  hom e, w o u ld  be u n c o n s titu tio n a l 
u n d e r  K yllo? M ore genera lly , to  w h a t ex ten t do es a co rp o ra tio n  
h a v e  c o m m o n  law  or co n s titu tio n a l p riv a c y  r ig h ts  th a t  p a ra lle l 
th o se  ac c o rd e d  to  in d iv id u a ls?

T h is la s t q u e s tio n  w as ra ised  b u t  n o t fu lly  re so lv ed  in  a re ­
cen t S u p re m e  C o u rt case, FCC v. A T & T , Inc.272 W hile  n o tin g  
th a t " th is  case d o e s  n o t call u p o n  u s  to  p a ss  o n  th e  scope of a 
c o rp o ra tio n 's  'p r iv a c y ' in te re s ts  as a m a tte r  of co n stitu tio n a l or 
c o m m o n  law ,"273 th e  C o u rt ru le d  th a t  th e  "p ro tec tio n  in  [the 
F re e d o m  of In fo rm a tio n  A ct] a g a in s t d isc lo su re  of law  e n ­
fo rcem en t in fo rm a tio n  o n  th e  g ro u n d  th a t  it w o u ld  co n stitu te  
an  u n w a r ra n te d  in v as io n  of p e rso n a l p riv acy  d o es  n o t ex ten d  
to  c o rp o ra tio n s ."274 The C o u rt a lso  ex p re sse d  sk ep tic ism  re ­
g a rd in g  a rg u m e n ts  th a t co rp o ra tio n s  h a v e  a co m m o n  law  r ig h t 
to  p e rso n a l p riv acy , w ritin g  th a t "[o ]n  th e  co n tra ry , trea tise s  in  
p r in t  a ro u n d  th e  tim e  th a t C o n g ress  d ra f te d  th e  ex em p tio n s  a t 
h a n d  re flec t th e  u n d e rs ta n d in g  th a t th e  specific  co n cep t o f 'p e r ­
so n a l p r iv a c y ,' a t least as  a m a tte r  o f co m m o n  law , d id  n o t a p ­
p ly  to  c o rp o ra tio n s ."275 C o rp o ra te  p riv acy  rig h ts  a re  re la ted  in  
p a r t  to  th e  m u c h  b ro a d e r  q u es tio n  re g a rd in g  th e  ex ten t to  
w h ic h  c o n s titu tio n a l p ro tec tio n s  e x ten d  to  c o rp o ra tio n s .276 U AS 
re p re se n t o n e  of th e  m an y  w ay s  in  w h ich  th o se  r ig h ts  m ay  be  
te s te d  in  th e  co m in g  years.

T he fact th a t  U A S m ig h t be  u se d  to  p e rfo rm  co rp o ra te  e sp io ­
n a g e  is a n o th e r  im p o r ta n t issue. O b se rv a tio n s  of a  c o m p e tin g  
c o m p a n y 's  facilities a n d  a c tiv itie s—w h e th e r  m a d e  from  the  
g ro u n d  o r th e  a i r —are n o t  n ecessa rily  illegal. For exam ple , 
co n s id e r a p e rso n  w h o  d riv e s  b y  a c o m p e tin g  co m p a n y  on  
p u b lic  ro a d s  as p a r t  of h is  o r h e r re g u la r  co m m u te  to  w o rk . If 
th is  p e rso n  no tices  th a t th e re  a re  s u d d e n ly  far few er cars in  the  
c o m p a n y 's  p a rk in g  lot th a n  in  p re v io u s  m o n th s, h e  o r she 
m ig h t in fe r th a t  th e re  h av e  b een  s ig n ifican t layoffs. U n d e r  th is  
scen ario , v isu a l o b se rv a tio n s h a v e  y ie ld e d  p o te n tia lly  v a lu ab le  
in fo rm a tio n  a b o u t a co m p e tito r w ith o u t b re a k in g  an y  law s. 
A n a lo g o u s  scen ario s  in v o lv in g  in c id en ta lly  acq u ired  UA S im ­
ag e ry  can  a lso  be  env isioned .

272. 131 S. Ct. 1177(2011).
273. I d .  at 1184.
274. I d .  at 1185.
275. I d .  at 1183-84.
276. S e e ,  e . g . ,  C itizen s United v. F E C , 558 U.S. 310 (2010).
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By co n trast, circling a U A S o v e r th e  roo f of a co m p e tin g  
co m p a n y  to  in te rcep t w ire less  s ig n a ls  e m a n a tin g  fro m  the  
b u ild in g  w o u ld  re p re se n t so m e th in g  s im ila r to  a n  "illegal w ire ­
ta p "  a n d  v io la te  th e  S to red  C o m m u n ica tio n s  A c t.277 P h o to ­
g ra p h s  tak en  fro m  a U A S w ith o u t a u th o riz a tio n  th a t  b o th  (1) 
co n v ey  a tra d e  secret, a n d  (2) a re  o b ta in ed  for th e  p u rp o s e  of 
b e n e fitin g  a "fo re ig n  g o v e rn m e n t, fo re ig n  in s tru m e n ta lity , o r 
fo re ig n  ag e n t"  w o u ld  v io la te  econom ic  e sp io n ag e  s ta tu te s .278

V. N ew  fr a m ew o r k s  fo r  U n m a n n e d  A ir c r a ft  
System s  a n d  Priv a cy

M an y  of th e  m o st im p o r ta n t U AS p riv acy  q u es tio n s  re la te  d i­
rec tly  to  th e  scope a n d  in te rp re ta tio n  of th e  F irs t a n d  F o u rth  
A m e n d m e n ts . T hose  q u es tio n s  w ill b e  a d d re sse d  in  th e  in ev i­
tab le  co u rt te s ts  th a t w ill a rise  w ith  in c reased  UA S use. B ut 
th e re  are  a lso  p ro ac tiv e  s te p s  th a t can  be  taken , in c lu d in g  the 
a d o p tio n  of v o lu n ta ry  po lic ies  b y  law  en fo rcem en t ag en c ies  as 
w e ll as n e w  fed era l, s ta te , a n d  local leg isla tion .

A. V olun tary Approaches

Severa l v o lu n ta ry  ap p ro a c h e s  fo r a d d re ss in g  U AS p riv acy  
h a v e  b e e n  p ro p o se d . T hese  in c lu d e  th e  A ssoc ia tion  fo r U n ­
m a n n e d  V ehicle S ystem s In te rn a tio n a l (AUVSI) C o d e  of C o n ­
du c t, w h ich  calls for a c o m m itm e n t to  " resp ec t th e  p riv a c y  of 
in d iv id u a ls ," 279 a s  w ell as a se t of m o d e l g u id e lin e s  re lea sed  by  
th e  In te rn a tio n a l A ssocia tion  o f C hiefs o f Police (IA C P ).280

A lth o u g h  the  IA C P g u id e lin es  a re  n o t b in d in g , m a n y  A m eri­
can  la w  en fo rcem en t agencies like ly  w ill a d o p t th e  g u id e lin e s  
o r  u se  th e m  as a s ta r tin g  p o in t to  d ev e lo p  m o re  ex tensive  
g u id e lin es . T he IA C P g u id e lin e s  reco m m en d  th a t "[w ]h ere  
th e re  a re  specific  a n d  a rticu lab le  g ro u n d s  to  be lieve  th a t  the  
U A  [u n m a n n e d  aircraft] w ill collect ev id en ce  of c rim in a l

277. S e e  18 U .S.C. § 2511(l)(a) (2006).
278. S e e ,  e . g . ,  18 U .S.C. § 1831(a)(2) (2006).
279. U n m a n n e d  A i r c r a f t  S y s t e m  O p e r a t i o n s  I n d u s t r y  " C o d e  o f  C o n d u c t " ,  ASS'N FOR 

U n m a n n e d  V e h ic le  Sys. In t ' l ,  www.auvsi.org/conduct/ (last visited Feb. 1, 
2013).

280. R e c o m m e n d e d  G u i d e l i n e s  f o r  t h e  u s e  o f  U n m a n n e d  A i r c r a f t ,  IN T'L ASS'N OF 
C h ie fs  o f  p o lic e : A v ia t io n  Comm. http://www.theiacp.org/portals/0/pdfs/ 
IA C P _ U A G u id e lin es.p d f (last visited Feb. 1, 2013).

http://www.auvsi.org/conduct/
http://www.theiacp.org/portals/0/pdfs/
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w ro n g d o in g  a n d  if the  U A  w ill in tru d e  u p o n  rea so n ab le  expec­
ta tio n s  o f p riv acy , th e  ag en cy  w ill secu re  a search  w a r ra n t  p rio r  
to  c o n d u c tin g  th e  f lig h t."281 T he g u id e lin e s  a lso  a d d re s s  d a ta  
m in im iza tio n , c o m m u n ity  in v o lv e m e n t a n d  feedback  re g a rd ­
in g  p o lic ies fo r U A S use , a n d  d o c u m e n ta tio n  of U A S f lig h ts .282 
S om e of th e se  re c o m m e n d a tio n s  are co n sis ten t w ith  reco m ­
m e n d a tio n s  p ro v id e d  b y  th e  A m erican  C ivil L iberties U n io n  in  
a D ecem b er 2011 re p o rt on "P ro tec tin g  P riv acy  F ro m  A erial 
S u rv e illan ce ."283 V o lu n ta ry  fram ew o rk s  w ill p la y  a  v ita l ro le  in  
a d d re s s in g  U A S p riv acy  concerns b o th  d irec tly , in  te rm s  of e n ­
co u ra g in g  law  en fo rcem en t agenc ies to  u se  U A S resp o n sib ly , 
a n d  in d irec tly , b y  sp u rr in g  a n  im p o r ta n t d ia lo g  b e tw e e n  law  
en fo rc e m en t agenc ies a n d  th e ir  com m u n ities .

B. Federal Legislation

T here  w ere  m u ltip le  b ills  re la ted  to  U AS p riv acy  in tro d u ced  
in  the  112th C ongress, th o u g h  n one  w ere  en a c te d .284 In  June  
2012, S enato r R an d  Pau l in tro d u ced  th e  "P rese rv in g  F reed o m  
from  U n w a rra n te d  Surveillance A ct of 2012,"285 a bill tha t, su b ­
ject to  a sm all n u m b e r  of excep tions (such  as p rev en tin g  " im m i­
n e n t d a n g e r  to life"), w o u ld  h av e  req u ired  a w a rra n t fo r gov ­

281. I d .  at 3.
282. I d .  at 2-3. In the context of privacy, "data m inim ization" refers to the prac­

tice of collecting only relevant information, and destroying data that has ceased to 
become relevant. S e e ,  e . g . ,  ANDREAS PFITZMANN, M a r it  HANSEN, & HANNES  
T s c h o fe n ig , In t e r n e t  E n g in e e r in g  T a s k  F o rc e , T e rm in o lo g y  f o r  T a lk in g  
a b o u t  P r iv a c y  by D a t a  M in im iza tio n : A n o n y m ity , U n lin k a b il it y ,  
U n d e te c ta b ility , U n o b se rv a b ility , P seu do nym ity, a n d  Id e n t ity  
MANAGEMENT (2010), http://tools.ietf.org/id/draft-hansen-privacy-terminology- 
OO.html.

283. S e e  J a y  Stanley & Catherine Crum p, Protecting Privacy From  A erial Su r­
veillance: Recommendations for Governm ent Use of Drone Aircraft, Am . C iv il  
Liberties U nion 15-16 (2011), http://www.aclu.org/files/assets/
protectingprivacyfrom aerialsurveillance.pdf.

284. Some of these U A S  privacy legislative initiatives, as well as more general 
Fourth Am endm ent U A S  issues are discussed in Richard M. Thom pson D, Cong. 
Research Serv., R42701, Drones in Dom estic Surveillance Operations: Fourth  
Am endm ent Im plications and Legislative Responses (2012), a v a i l a b l e  a t  

http://www.fas.org/sgp/crs/natsec/R42701.pdf.
285. Preserving Freedom  from Unwarranted Surveillance A ct of 2012, S. 3287, 

112th Cong. (2012), a v a i l a b l e  a t  http://www.govtrack.us/congress/bills/112/s3287. 
Essentially the same bill was introduced in the H ouse by Representative A ustin  
Scott. S e e  Preserving Freedom from Unwarranted Surveillance A ct of 2012, H .R. 
5925, 112th Cong. (2012), a v a i l a b l e  a t

http://www.govtrack.us/congress/bills/112/hr5925.

http://tools.ietf.org/id/draft-hansen-privacy-terminology-
http://www.aclu.org/files/assets/
http://www.fas.org/sgp/crs/natsec/R42701.pdf
http://www.govtrack.us/congress/bills/112/s3287
http://www.govtrack.us/congress/bills/112/hr5925
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e rn m e n t u se  of U AS to  "g a th e r ev id en ce  o r o th e r in fo rm atio n  
p e rta in in g  to  crim inal c o n d u c t or c o n d u c t in  v io la tion  of a s ta t­
u te  o r re g u la tio n ."286 A w eek  later, R ep resen ta tive  Shelley C ap ito  
in tro d u c e d  H.R. 5961, w h ich  w o u ld  h av e  lim ited  "aeria l su rv e il­
lance of ag ricu ltu ra l la n d ."287 The nex t m o n th , R ep resen ta tive  
T ed  Poe in tro d u c e d  the "P reserv in g  A m erican  P rivacy  A ct of 
2012," 288 w h ich  w o u ld  h av e  p ro h ib ited  the  use  o f U AS "fo r law  
en fo rcem en t p u rp o se s  o r  for su rveillance  of a U n ited  S tates n a ­
tional o r rea l p ro p e rty  o w n e d  b y  th a t n a t io n a l . . . excep t p u rs u ­
a n t to  w a rra n t a n d  in  the inv estig a tio n  of a fe lo n y ."289

In D ecem b er 2012, R ep re sen ta tiv e  E d w a rd  J. M ark ey  in tro ­
d u c e d  th e  "D ro n e  A irc ra ft P riv acy  a n d  T ra n sp a re n cy  A ct of 
2012." T he b ill w o u ld  h a v e  re q u ire d  all en tities  seek in g  a 
" g ra n t  o f a u th o r ity  to  o p e ra te  an  u n m a n n e d  a irc ra ft sy s tem  in  
th e  n a tio n a l a irsp ace  sy s te m "  to  p ro v id e  a " d a ta  co llection  
s ta te m e n t"  specify ing , a m o n g  o th e r th in g s, "w h e th e r  th e  u n ­
m a n n e d  a irc ra ft sy s tem  w ill collect in fo rm a tio n  or d a ta  a b o u t 
in d iv id u a ls  o r g ro u p s  of in d iv id u a ls ,"  a n d  if so, h o w  it w ill be  
u s e d .290 A p p lic a tio n s  from  la w  en fo rcem en t agencies w o u ld  
a lso  h a v e  h a d  to  p ro v id e  a "d a ta  m in im iz a tio n  s ta te m e n t"  d e ­
sc rib in g  th e  ag en c ies ' po lic ies fo r m in im iz in g  d a ta  co llection  
u n re la te d  to  a c rim e in v estig a tio n  a n d  " re q u ir in g ]  th e  d e s tru c ­
tio n  of su ch  in fo rm a tio n  a n d  d a ta , as w ell as o f in fo rm a tio n  
a n d  d a ta  co llec ted  b y  th e  u n m a n n e d  a irc ra ft sy s tem  th a t  is n o  
lo n g e r re le v a n t to  the  in v es tig a tio n  o f a c rim e u n d e r  a w a r­
ra n t ."291 W ith  so m e excep tions fo r ex ig en t c ircu m stan ces , the  
b ill w o u ld  a lso  h a v e  re q u ire d  law  en fo rcem en t agenc ies to  ob ­
ta in  a w a r ra n t  for "g en e ra lized  su rv e illan ce ."292

T h ere  w ill u n d o u b te d ly  be  a  n e w  se t o f U A S p riv a c y  b ills  
a n d  p riv acy  re la te d  a m e n d m e n ts  in tro d u c e d  (or re in tro d u c e d ) 
in  th e  113th C o n g ress  a n d  b ey o n d . It is re la tiv e ly  easy  to  d ra ft

286. I d .

287. Farm er's Privacy A ct of 2012, H .R. 5961, 112th Cong. (2012), a v a i l a b l e  a t  

http://www.govtrack.us/congress/bills/112/hr5961.
288. Preserving Am erican Privacy A ct of 2012, H .R . 6199, 112th Cong. (2012), 

a v a i l a b l e  a t  http://www.govtrack.us/congress/bills/112/hr6199.
289. I d .  § 2.
290. Drone Aircraft Privacy and Transparency Act of 2012, H .R. 6676, 112th 

Cong. § 339 (2012), a v a i l a b l e  a t  http://www.govtrack.us/congress/bills/112/ 
hr6676/text.

291. I d .  § 339(c).
292. I d .  § 341.

http://www.govtrack.us/congress/bills/112/hr5961
http://www.govtrack.us/congress/bills/112/hr6199
http://www.govtrack.us/congress/bills/112/
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leg is la tiv e  la n g u a g e  th a t w ill increase  p riv acy  fro m  U A S ob ­
se rv a tio n s. It is far h a rd e r  to  d o  so  w ith o u t n e g a tiv e ly  im p a c t­
in g  th e  u se  of U A S in  ap p lica tio n s  th a t ra ise  few  o r no  p riv acy  
concerns. For exam ple , as  p a r t  of a n  a rso n  in v es tig a tio n , police 
m ig h t w a n t to  e m p lo y  a U AS to acq u ire  o v e rh e a d  im ag es of a 
fo rm erly  v a c a n t in d u s tr ia l b u ild in g  th a t has b e e n  d a m a g e d  b y  
a su sp ic io u s  fire. R eq u irin g  police  to  firs t o b ta in  a w a rra n t 
w o u ld  d e la y  th e  in v es tig a tio n  a n d  increase  th e  b u rd e n  o n  the  
co u rts  w ith  n o  b en e fit to  p rivacy .

W h en  d ra f tin g  leg isla tion , it  is a lso  im p o r ta n t to  co n sid e r the  
ro le  th a t  co u ld  b e  p la y e d  b y  u n in te n tio n a lly  c a p tu re d  im ages. 
S u p p o se  th a t  a b ru ta l  a ssa u lt th a t tak es  p lace  o n  a  s id e w a lk  is 
c a p tu re d  o n  v id eo  b y  a g o v e rn m e n t-o p e ra te d  U A S th a t  h a p ­
p e n s  to  be  m o n ito rin g  traffic  on  th e  ad jacen t s tree t. S u p p o se  
fu r th e r  th a t th e  v id eo  fro m  th e  U A S tu rn s  o u t to  be  th e  o n ly  
av a ilab le  ev id en ce  th a t c an  id e n tify  th e  p e rp e tra to r . I t  w o u ld  
d e fy  c o m m o n  sen se  if the  po lice  o r p ro se c u to rs  w e re  b a rre d  by  
n e w  U A S p riv a c y  ru le s  fro m  m a k in g  u se  of th is  in fo rm atio n .

L egisla tion  th a t w o u ld  in c lude  a b lan k e t p ro h ib itio n  on  g o v ­
e rn m e n t u se  of p riv a te  UAS d a ta  in  crim inal investig a tio n s 
w o u ld  also  be  ill adv ised , as w ell as inconsis ten t w ith  w h a t ro u ­
tine ly  occurs in  n o n av ia tio n  settings. Investiga to rs often  u se  im ­
ages co llected  from  p riv a te ly  o w n ed  su rveillance  cam eras to 
he lp  solve crim es, inc lud ing , in  m a n y  cases, cam eras th a t w ere  
n o t o w n ed  o r o p e ra te d  b y  the v ictim  of the  crim e. In  June  2012, a 
m a n  su sp ec ted  of killing th ree  peo p le  in  N ew  Y ork w as a rrested  
th an k s  in  la rge  p a r t  to  im ages ca p tu re d  b y  a su rveillance  cam era 
d o w n  the  s tree t from  the scene of the  c rim e .293 W h a t m a tte red  
m o st w a s  th a t th e  cam era cap tu red  the im ages v ital to id en tify ­
in g  the  suspect, n o t w h e th e r it w as p ub lic ly  o r p riv a te ly  ow n ed . 
If, in  th e  ex am p le  in  the p rev io u s  p a rag rap h , th e  im ag es of the  
a ssau lt o n  th e  s tree t h a d  b een  ca p tu re d  b y  a UA S o p e ra te d  b y  a 
te lev ision  s ta tio n  in stead  o f b y  the go v ern m en t, it w o u ld  m ake 
n o  sense to  p lace th em  b ey o n d  th e  legal reach  o f investiga to rs.

A n y  n e w  leg is la tio n  sh o u ld  a lso  reco g n ize  th a t  im ag es of 
p u b lic  sp aces  fro m  g o v e rn m e n t (or p riv a te ) U AS w ill so m e­
tim es a lso  in c lu d e  im ages o f n e a rb y  h om es. R esidences n ex t to  
a freew ay  a re  o ften  w ith in  th e  fram e of v iew  of v id eo  from

293. P o l i c e  a r r e s t  s u s p e c t  a c c u s e d  o f  e x e c u t i n g  t h r e e  m e n  o u t s i d e  C o l u m b i a  U n i v e r s i t y ,  

M a ilO n lin e , June 23, 2012, http://www.dailymail.co.uk/news/article-2163776/ 
Police-arrest-suspect-accused-executing-m en-outside-Colum bia-University.htm l.

I

http://www.dailymail.co.uk/news/article-2163776/
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m a n n e d  tra ffic  h e lico p te rs  re p o r tin g  o n  a freew ay  p rob lem . 
V id eo  fro m  U A S u sed  to  m o n ito r  traffic  w ill b e  n o  d ifferen t. 
T h u s, a la w  s ta tin g  th a t n o  U A S im ag es  of a n y  n o n p u b lic  sp ac ­
es can  e v e r be  acq u ired  b y  th e  g o v e rn m e n t w ith o u t a w a rra n t 
w o u ld , a t leas t on  its  face, effectively  b a n  g o v e rn m e n t U AS use  
in  a lm o s t an y  su b u rb a n  o r u rb a n  se ttin g .

U A S p riv a c y  legislation, e ith er a t th e  federal o r sta te  level, 
sh o u ld  a lso  av o id  c rea ting  co llateral d am ag e  fo r th e  o p e ra tio n  of 
m o d e l a ircraft. T he A cad em y  of M odel A eronau tics, w h ich , w ith  
over 150,000 m em b ers ,294 constitu tes th e  w o rld 's  la rg est m o d e l 
av ia tio n  o rg an iza tio n , h a s  an  ex em p la ry  seven ty -five-year safety  
reco rd  a n d  a safety  code th a t req u ires  p ilo ts o f rad io -co n tro lled  
m o d e l a irp lan es  to  "av o id  fly ing  d irec tly  over u n p ro tec ted  p eo ­
p le, vessels, veh icles or s tru c tu re s ."295 A irc ra ft o p e ra ted  in  th is 
m a n n e r a re  ill-su ited  for surveillance. Im p ed in g  th e ir  o p e ra tio n  
in  th e  n a m e  of p riv acy  w o u ld  b enefit n o  one.

"D ro n e"  hobb y is ts  shou ld  s im ila rly  b e  p ro tec ted  from  legisla­
tio n  th a t leaves th em  as collateral dam age . If, five years  from  
now , a p a re n t an d  child  acting  in  com pliance  w ith  app licab le  
FA A  reg u la tio n s  w ish  to  fly a very  sm all UA S in a  b ack y a rd  or 
p u b lic  p a rk , n e w  privacy  law s sh o u ld  n o t force the  p a re n t to  file 
p a p e rw o rk  w ith  th e  g o v ern m en t d o c u m e n tin g  th e  date , tim e, 
d u ra tio n , location , a n d  im age collection sta tu s  of every  flight.

A s is c lear fro m  th e  above, th e re  is n o  sh o rtag e  of u n su ita b le  
leg is la tiv e  ap p ro ach es. T he b es t so lu tio n s  a re  th o se  th a t in ­
c rease  p riv a c y  p ro tec tio n s  w ith o u t im p e d in g  reaso n ab le , n o n ­
p riv a c y -v io la tin g  uses. L aw s a d d re s s in g  d a ta  re ten tio n  b y  g o v ­
e rn m e n t U A S u se rs  are  o n e  p o ssib le  exam ple . It is  a lso  re a so n ­
ab le  to  re q u ire  law  en fo rcem en t agenc ies to  k eep  th o ro u g h  re ­
co rd s  id e n tify in g  th e  d e ta ils  o f f lig h t o p e ra tio n s , in c lu d in g  th e  
d a te  a n d  tim e, location , w h o  w as  o p e ra tin g  the  aircraft, a n d  
w h a t  so rt o f d a ta  w a s  co llec ted .296

294. W h a t  i s  A M A ? ,  A c a d . M ODEL AERONAUTICS, http://www.model 
aircraft.org/files/102.pdf (last visited Feb. 1,2013).

295. A c a d e m y  o f  M o d e l  A e r o n a u t i c s  N a t i o n a l  M o d e l  A i r c r a f t  S a f e t y  C o d e  para. B (l), 
ACAD. M ODEL A e r o n a u t ic s , http://www.modelaircraft.org/files/105.pdf (last 
visited Feb. 1, 2013).

296. Law s specifically addressing U A S  im age data retention w ould raise the is­
sue of consistency w ith respect to retention of data from ground-level, govern­
ment-operated surveillance cameras.

http://www.model
http://www.modelaircraft.org/files/105.pdf
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C. State and Local Legislation and the 
Scope o f Federal Preem ption

T he p ro sp e c t o f s ta te  a n d  local U AS p riv acy  re g u la tio n  ra ises  
th e  issu e  o f fed e ra l p re e m p tio n .297 H ig h e r co u rts  h a v e  re p e a t­
e d ly  ru le d  th a t  a irc ra ft sa fe ty  re g u la tio n  h as b een  p re e m p te d  
b y  th e  fed e ra l g o v e rn m e n t. In 2007, th e  N in th  C ircu it h e ld  th a t  
"[t]he  [F edera l A v ia tio n  Act] a n d  reg u la tio n s  p ro m u lg a te d  
p u rs u a n t  to  it  e s tab lish  co m p le te  a n d  th o ro u g h  sa fe ty  s ta n ­
d a rd s  fo r a ir trave l, w h ich  are  n o t sub jec t to  su p p le m e n ta tio n  
b y , o r v a r ia tio n  am o n g , s ta te  la w s ."298 S im ilarly , a 1999 T h ird  
C ircu it ru lin g  s ta te d  "[b ]ecause  th e  leg isla tive  h is to ry  of th e  
FA A  a n d  its ju d ic ia l in te rp re ta tio n  in d ica te  th a t  C o n g re ss 's  in ­
te n t w a s  to  fed e ra lly  re g u la te  a v ia tio n  safety , w e  fin d  th a t  any 
s ta te  o r te rr ito ria l s ta n d a rd s  of care  re la tin g  to  a v ia tio n  safe ty  
a re  fed e ra lly  p re e m p te d ."299

A irc ra ft n o ise  is a n o th e r  av ia tio n -re la ted  fie ld  th a t  h a s  b een  
fed e ra lly  p re e m p te d . In  a  1973 dec is io n  in v o lv in g  B u rb a n k 's  
r ig h t to  e s tab lish  an  a irp o r t  cu rfew  to  a d d re s s  n o ise  concerns, 
th e  S u p rem e  C o u r t ru le d  th a t  th e  fed e ra l g o v e rn m e n t "h a s  fu ll 
con tro l o v er a irc ra ft no ise , p re e m p tin g  sta te  a n d  local co n ­
tro l ."300 A n d  in  1978, the A irlin e  D e reg u la tio n  A ct in c lu d e d  an  
ex p re ss  p re e m p tio n  p ro h ib itin g  s ta te s  from  e n a c tin g  law s " re ­
la te d  to  a price , ro u te , o r  serv ice  of a n  a ir  ca rrie r th a t  m a y  p ro ­
v id e  a ir  tra n sp o r ta tio n ."301

Y et th is  d o es  n o t  p re v e n t s ta tes fro m  p a ss in g  an y  law s re la t­
in g  to  h o w  a irc ra ft a re  flow n. R eckless o p e ra tio n  o f a irc ra ft is

297. A s  the Supreme Court explained in a 1987 ruling, "when acting w ithin con­
stitutional limits, Congress is empowered to pre-empt state law  by so stating in  
express terms." Cal. Fed. Sav. & Lo an  A ss'n  v. Guerra, 479 U.S. 272, 280 (1987). In  
addition, "congressional intent to pre-empt state law in a particular area may be 
inferred where the scheme of federal regulation is sufficiently comprehensive to 
make reasonable the inference that Congress 'left no room' for supplementary 
state regulation.. . .  A s a third alternative, in  those areas where Congress has not 
completely displaced state regulation, federal law  may nonetheless pre-empt state 
law to the extent it actually conflicts with federal law." I d .  at 280-81 (citation omit­
ted).

298. Montalvo v. Spirit Airlines, 508 F.3d 464,468 (9th Cir. 2007).
299. A bdullah v. A m . Airlines, 181 F.3d 363,371 (3d C ir. 1999).
300. C ity  of Burbank v. Lockheed A ir  Term inal, Inc., 411 U.S. 624, 633 (1973).
301. 49 U .S.C. § 41713(b)(1) (2006); s e e  a l s o  John M aggio & A lliso n  M. Surcouf, 

F e d e r a l  P r e e m p t i o n  i n  T h e  F i e l d  o f  A v i a t i o n ,  78 J. TRANSP. L., LOGISTICS & POL'Y 243, 
249-50 (2011).
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p ro h ib ite d  b y  b o th  FA A  re g u la tio n s302 a n d  c rim ina l s ta tu te s  in  
m a n y  sta tes . In  ru lin g  th a t  a M a ry la n d  law  m a k in g  it a crim e to 
"o p e ra te  an  a i r c r a f t . . .  in  a care less o r  reck less m a n n e r  so as to  
e n d a n g e r  th e  life o r  p ro p e r ty  of a n o th e r" 303 w a s  n o t p re e m p te d  
b y  fed e ra l law , th e  M ary lan d  C o u rt of A p p e a ls  w ro te  th a t  it 
"w o u ld  be  in c o n g ru o u s  in d eed , in  lig h t of th e  fed e ra l p u rp o se s  
a n d  objectives, if M ary lan d  w ere  to  be  co n stitu tio n a lly  p re ­
c lu d e d  fro m  th e  c rim ina l p ro se c u tio n  of a p e rso n  for su ch  con­
d u c t b e cau se  a fed e ra l re g u la tio n  a u th o riz e d  civil p e n a ltie s ."304 
M ore g en era lly , th e  c o u rt o b se rv ed , "[w ]e  h a v e  n o  d ifficu lty  
w h a te v e r  in  d e c id in g  th a t  C o n g ress  h a s  n o t  o ccu p ied  th e  en tire  
fie ld  of ae ro n a u tic s  b y  th e  F ed era l A v ia tio n  A c t o f 1958."305 
T hus, fe d e ra l p re e m p tio n  is com plex  b o th  g en era lly 306 a n d  w ith  
re sp e c t to  a v ia tio n .307

A  s ta te  d o es  n o t  h av e  the  a u th o rity  to  en ac t U A S p riv acy  
law s th a t  w o u ld  d ecrease  th e  sa fe ty  of flig h t o p e ra tio n s . A  sta te  
law  a im in g  to  p re v e n t U AS fro m  h o v e rin g  fo r to o  lo n g  o v e r a 
h o m e  b y  re q u ir in g  a certa in  m in im u m  sp e e d  w o u ld  ra ise  con­
cern s w ith  re sp e c t to  a irsp ace  safety , a n d  w o u ld  be  u n lik e ly  to 
w ith s ta n d  a  lega l challenge. O n  the  o th e r  h a n d , a lth o u g h  it 
w o u ld  b e  u n ad v isab le , a s ta te  or m u n ic ip a lity  co u ld  en ac t leg ­
is la tio n  fo rb id d in g  the u se  of a n y  p u b lic  fu n d s  to  p u rc h a se  or 
o p e ra te  u n m a n n e d  a ircraft. T here  is a lso  a g ray  a rea  b e tw een  
th ese  tw o  ex trem es. S tate law s a tte m p tin g  to  lim it w h e re  an d  
h o w  g o v e rn m e n t U AS can  b e  o p e ra te d , th e  re so lu tio n  o f the  
cam eras  th e y  carry , o r th e  re te n tio n  of th e  d a ta  th e y  collect 
w o u ld  a lm o s t ce rta in ly  be  sub jec t to  p re e m p tio n  challenges.

F rom  a p re e m p tio n  s tan d p o in t, the  safest leg isla tive  ro le for 
s ta tes w ith  re sp ec t to  UA S p riv acy  lies in  m in im iz in g  p rivacy  
abu ses  b y  n o n -g o v e rn m en t UAS o p era to rs. S tate p o w e r to  a d ­
d ress  tre sp ass , invasio n  of p rivacy , h a rassm en t, a n d  s ta lk in g  is 
w ell estab lished . C u rre n t civil a n d  crim inal s ta tu te s  in  th o se  ar­
eas w ere  d ra fted  in  an era, w h ich  is n o w  en d in g , w h en  UAS

302.14 C.F.R . § 91.13 (2006).
303. W ard v. State, 374 A.2d 1118, 1118 (Md. 1977) (quoting MD. ANN. CODE, 

art. 38, § 1 (1971), r e p e a le d  b y  Acts 2004, Ch. 26, § 1 (2004)).
304. I d .  at 1125.
305. I d .  at 1123-24.
306. See Geoffrey C . Hazard, Jr., Quasi-Preemption: N ervous Breakdow n in O ur 

Constitutional System, 84 T u l . L . REV. 1143,1145 (2010).
307. S e e  M aggio & Surcouf, s u p r a  note 301, at 243.
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w ere  n o t w id e ly  accessible to  p riv a te  citizens. A s a resu lt, in  
m a n y  cases th ese  law s fail to  an tic ip a te  som e of th e  u n iq u e  w ay s 
in  w h ich  U AS in th e  h a n d s  of irresponsib le  o p e ra to rs  co u ld  be 
u sed  to  th re a te n  p rivacy . T hese s ta tu tes  sh o u ld  be reex am in ed  to 
iden tify  a n d  close a n y  lo o p h o les  th a t m ig h t be exp lo ited .

S tate U A S p riv acy  reg u la tio n s also ru n  the  risk  of b e in g  u n ­
d e rm in e d  b y  th e  physics an d  g eo m etry  of flight. C o n sid e r a UAS 
o p e ra ted  over M ary land , at th e  V irg in ia  bo rd er, a n d  a t a h igh  
en o u g h  a ltitu d e  to  o b ta in  v e ry  precise  im ag ery  of ac tiv ities in  
V irg in ia  five m iles so u th  of th e  P o tom ac R iver.308 W hile  the  o p ­
era to rs  o f the  U AS w o u ld  certa in ly  n e e d  to  co m p ly  w ith  federal 
an d  M ary lan d  law s, th ey  cou ld  v e ry  c red ib ly  a rg u e  th a t th e ir 
d a ta  collection practices sh o u ld  n o t be subject to V irg in ia  la w .309 
T he scenarios th a t cou ld  p lay  o u t in  re la tion  to  m un ic ipal-level 
reg u la tio n s  are  ev en  m ore  varied . If Berkeley, C alifornia, w ere  to 
p ro h ib it its police d e p a rtm e n t from  p u rch as in g  o r u s in g  UAS, a 
UA S o w n e d  a n d  o p e ra te d  by  th e  C ity  o f O ak land , w h ic h  is ad ja ­
cen t to  Berkeley, cou ld  easily  rem a in  over O ak lan d  w h ile  acq u ir­
ing  v id eo  of p o rtio n s  of B erkeley. The O ak lan d  U AS co u ld  also 
freely  cross in to  the  a irspace  o v er Berkeley.

T he ea rly  m o n th s  of 2013 h a v e  seen  a sign ifican t in c rease  in  
U A S -re la ted  leg isla tive  ac tiv ity  a t th e  s ta te  a n d  local levels. To 
cite so m e of th e  m a n y  ex am p les , in  F eb ru a ry  2013 the  V irg in ia  
G en era l A ssem b ly  p a s se d  a b ill th a t, if s ig n ed  in to  la w  b y  the 
G o v ern o r, w o u ld  p lace  b ro a d  res tric tio n s  o n  s ta te  a n d  local law  
en fo rcem en t U A S u se  u n til  Ju ly  2015.310 A n  O reg o n  S enate  bill, 
if enac ted , w o u ld  p ro h ib it ce rta in  U AS u ses  w ith in  w h a t it d e ­
fines as the  "A irsp ace  of O reg o n "; th a t is, " th e  space  ab o v e  the 
g ro u n d  th a t  is n o t p a r t  o f a irsp ace  g o v e rn e d  b y  fed e ra l la w . " 311

308. In  this hypothetical scenario, it is assumed that the flight w ould occur out­
side the restricted zone in the W ashington, D .C., area. S e e  N o t i c e  t o  A i r m e n  0 / 8 3 2 6 ,  

FED. AVIATION ADMIN., http://tfr.faa.gov/save_pages/detail_0_8326.html (last 
visited Feb. 1,2013).

309. The ability of state law to reach high into the sky is questionable even in its 
"own" airspace. It is doubtful, for example, that a state could enact a valid law  
prohibiting passengers in  commercial airliners flying over the state at 36,000 feet 
from taking pictures through the aircraft w indow s of the scenery below.

310. Jason Koebler, V i r g i n i a  B e c o m e s  F i r s t  S t a t e  t o  P a s s  D r o n e  R e g u l a t i o n s ,  US  
NEWS, Feb. 5, 2013, http://www.usnews.com/news/articles/2013/02/05/virginia- 
becomes-first-state-to-pass-drone-regulations-.

311. S.B. 71, 77th Legis. Assemb., Reg. Sess. (Or. 2013), a v a i l a b l e  a t  

http://www.leg.state.or.us/13reg/measures/sb0001.dir/sb0071.intro.html.

http://tfr.faa.gov/save_pages/detail_0_8326.html
http://www.usnews.com/news/articles/2013/02/05/virginia-
http://www.leg.state.or.us/13reg/measures/sb0001.dir/sb0071.intro.html
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O th e r s ta te s  in  w h ich  U A S -re la ted  m e a su re s  h av e  b e e n  in tro ­
d u c e d  in c lu d e  C alifo rn ia , 312 F lo rid a , 313 a n d  T ex as .314

C o n c l u s io n

T he o n ly  ce rta in  a sp ec t of th e  d eb a te  a b o u t u n m a n n e d  a ir­
cra ft a n d  p r iv a c y  is th a t it w ill be  co n ten tio u s. Som e p eo p le  b e ­
lieve th a t  th e re  is  no  n e e d  to c rea te  n ew  law s ,315 w h e re a s  o th e rs  
b e liev e  th a t  U A S "co u ld  be  ju s t th e  v iscera l jo lt socie ty  n e e d s  to 
d ra g  p riv a c y  la w  in to  th e  tw en ty -firs t c e n tu ry ."316

In  th e  q u a r te r  of a c e n tu ry  since Ciraolo, th e  cost o f so p h is ti­
ca ted  im a g in g  tech n o lo g y  h as  p lu m m e te d . UA S w ill m ak e  it 
ea sy  to  p u t  th a t  te ch n o lo g y  in  the  air. T hus, th e  c o n s titu tio n a l­
ity  of g o v e rn m e n t UAS o b se rv a tio n s  of a h o m e  or its  cu rtilag e  
u s in g  im a g in g  tech n o lo g y  th a t  is b o th  so p h is tic a ted  a n d  in  
g en e ra l p u b lic  u se  is ce rta in  to  b e  tested .

N o n e  of the  k ey  S uprem e C o u rt p receden ts defin itively  resolve 
th is issue. Ciraolo an d  Riley  involved  n aked  eye observations. D ow  
Chemical in v o lv ed  a cam era th a t w as b o th  w idely  available an d  
soph istica ted  for its tim e, b u t  d id  no t concern  a hom e o r curtilage. 
In Kyllo, th e  C o u rt considered  the therm al im ager to  be  n o n ­
rou tine . A n d  Jones concerned  GPS, no t im aging.

In  com bina tion , h ow ever, these  ru lin g s in d ica te  th a t the  
F o u rth  A m e n d m e n t is likely  to  p ro v id e  sign ifican tly  m o re  p ro ­
tection  from  g o v e rn m en t UAS observa tions th a n  is com m only  
assu m ed . A t the  v e ry  least, the  C o u rt w ill n o t g ra n t the  g o v e rn ­
m e n t th e  u n co n stra in ed  p o w er to  p e rfo rm  w arran tle ss  U AS s u r ­
veillance. In stead , the  C o u rt is m o re  likely to  a d o p t a test tied  to  
th e  a m o u n t of d e ta il revealed  as o p p o sed  to  the  level o f tech n o l­
ogy  d iffusion . U n d e r th a t s tan d a rd , even  u n so p h is tic a ted  im ag ­

312. S. B. 15, 2013-2014 Legis., Reg. Sess. (Cal. 2013), a v a i l a b l e  a t  

http://www.leginfo.ca.gOv/pub/13-14/bill/sen/sb_0001-0050/sb_15_bill_20121203 
_introduced.html.

313. S.B. 92, 2013-2014 Legis., Reg. Sess. (Fla. 2013), a v a i l a b l e  a t  

http://www.flsenate.gov/Session/Bill/2013/0092/BillText/Filed/PDF.
314. S e e  Robert Stanton, B i l l  w a n t s  to  m a k e  s u r e  d r o n e  o w n e r s  a r e n ' t  n e i g h b o r h o o d  

s p i e s ,  HOUSTON CHRONICLE, Feb. 6, 2013, http://www.chron.com/news/houston- 
texas/houston/article/Bill-wants-to-make-sure-drone-owners-aren-t-4256365.php.

315. E . g . ,  Jim  H arper, O l d  L a w s  C a n  C o v e r  N e w  T e c h n o l o g i e s ,  N .Y. TIMES, Feb. 22, 
2012, http://www.nytimes.com/roomfordebate/2012/02/20/civilian-drones-in-the- 
united-states/old-laws-can-cover-new-technologies.

316. M. Ryan Calo, T h e  D r o n e  a s  P r i v a c y  C a t a l y s t ,  64 STAN. L . REV. ONLINE 29, 29 
(2011), http://www.stanfordlawreview.org/online/drone-privacy-catalyst.
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in g  tech n o lo g y  m ig h t lead  to a  F o u rth  A m e n d m e n t v io la tion  if  it 
is m isu se d  in  a low -fly ing  g o v ern m en t UAS, w h ile  im ages from  
a so p h is tica ted  cam era flo w n  at a  h ig h  a ltitu d e  m ig h t reveal 
v e ry  few  d e ta ils  a n d  raise no  co n stitu tio n a l concerns.

W h e n  c o n s id e r in g  p o ten tia l n e w  s ta tu to ry  U A S p riv acy  p ro ­
tec tions, it  is h e lp fu l to  k eep  in  m in d  w h a t h a s  o c cu rred  w ith  
the  In te rn e t a n d  m obile te lep h o n es , tw o  techno log ies th a t a re  
a sso c ia ted  w ith  p riv acy  th re a ts  th a t a re  in  so m e re sp e c ts  m u ch  
m o re  s ig n ifican t th a n  tho se  th a t  w ill a rise  fro m  u n m a n n e d  a ir­
craft. B oth  the  In te rn e t a n d  m obile  p h o n e s  g rew  as fast as  th e ir  
u n d e r ly in g  techn o lo g ies  en ab led . A s a re su lt, th e  p u b lic  a n d  
leg is la tiv e  d ia lo g u e  re g a rd in g  h o w  b e s t to  a d d re s s  the  p riv acy  
issu es  th e y  ra ise  h a s  b een  co n d u c te d  w ith  a s tro n g  ap p re c ia tio n  
of th e ir  b en efits . By con trast, w h ile  th e  p riv acy  co n cern s associ­
a te d  w ith  d o m estic  UAS are real a n d  d e se rv in g  o f a tten tio n , 
th e y  a re  g e ttin g  sig n ifican t focus lo n g  befo re  th e  p o te n tia l b e n ­
efits o f th e  tech n o lo g y  a re  w id e ly  recogn ized .

This early  considera tion  creates b o th  o p p o rtu n itie s  a n d  risks. 
T he o p p o rtu n itie s  lie in  th e  ability  to  p roactively  ad d ress  the  p r i­
vacy  issues associated  w ith  a n ew  technology  before  it becom es 
com m on. T he risks lie in  le tting  this in fo rm ation  im b alan ce—in 
w h ich  the p rivacy  dow nsides are  w ell-know n  b u t  th e  benefits are 
n o t—lead  to  co rrespond ing ly  im balanced  legislative approaches.

If, in  1995, co m p reh en siv e  leg is la tio n  to  p ro tec t In te rn e t p r i­
v acy  h a d  b e e n  en ac ted , it w o u ld  h a v e  u tte r ly  fa iled  to  an tic i­
p a te  th e  co m p lex itie s  th a t a rose  a fte r th e  tu rn  of th e  c e n tu ry  
w ith  th e  g ro w th  of social n e tw o rk in g  a n d  lo ca tio n -b ased  w ire ­
less serv ices. T he In te rn e t h as  p ro v e n  u se fu l a n d  v a lu ab le  in  
w a y s  th a t w e re  d ifficu lt to  im ag in e  o v er a d ecad e  a n d  a h a lf  
ago, a n d  i t  h a s  c rea ted  p riv acy  challen g es th a t  w e re  eq u a lly  
d ifficu lt to  im ag in e . L egisla tive in itia tiv es  in  the  m id-1990s to  
h e a v ily  re g u la te  th e  In te rn e t in  the n a m e  of p riv a c y  w o u ld  like­
ly  h a v e  im p e d e d  its g ro w th  w h ile  a lso  fa iling  to  a d d re s s  th e  
m o re  com plex  p riv a c y  issu es  th a t  a ro se  y ea rs  la ter.

T hus, w hile  it is im p o rtan t to p roactively  consider h o w  to p ro ­
tect aga in st th e  p riv acy  abuses UAS cou ld  m ake possible, in  do in g  
so it is im p o rta n t to  recognize the  n ear im possib ility  of p red ic ting  
all o f the  w ay s th a t a rap id ly  develop ing  technology  can be 
u s e d —for go o d  o r for ill—in  fu tu re  years. M ain ta in ing  th a t p e r­
spective w ill be vital in  achieving good  UAS policy  outcom es.


