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Senate Bill 98

“An Act Relating to the use of biometric information”

Sponsor Statement

In 2004, the Alaska Legislature unanimously passed legislation outlawing the collection, analysis, or 
storage of a law-abiding citizen’s genetic information without their express written consent. This 
legislation was drafted in response to rapidly evolving technology that holds great promise for fields 
such as medicine and law enforcement. However, this technology also holds the potential for misuse 
by those who would use a person’s genetic data to obtain information about them that Alaskans would 
normally have a right to keep private.

Senate Bill 98 would update Alaska statutes to protect not only Alaskans’ DNA, but all similar forms 
of biometric information. The term “biometric information” refers to any information about an 
individual based on their unique behavioral or physiological characteristics. The most commonly 
known forms of biometric information are a person’s fingerprints and their DNA, but also includes 
such information as iris and retinal patterns, hand geometry, voice patterns, and facial characteristics.

Many potential uses of biometric information are still at the rudimentary stages of development. 
However, new technologies will soon be available that will be able to make use of this information 
with chilling consequences for individual privacy and civil liberties.

Examples of the potential misuse of biometric information include the collection of an individual’s 
data by potential employers or insurers to weed out applicants that may have a genetic predisposition 
towards certain illnesses and the use of video surveillance enhanced by facial recognition technology 
to track citizens’ movements without their knowledge.

Alaskans should bear in mind that one of the proposed requirements of the Federal REAL ID Act was 
that every Alaskan ID card contain a radio frequency identification (RFID) chip, which would allow a 
citizen’s movements to be tracked without their knowledge.

Thankfully, the State of Alaska joined other states in refusing to submit to the REAL ID Act. The 
legislature should take a similar strong stand to protect Alaskans’ biometric information and their 
constitutional right to privacy.
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IN THE LEGISLATURE OF THE STATE OF ALASKA 

TWENTY-SEVENTH LEGISLATURE - FIRST SESSION

BY THE SENATE STATE AFFAIRS COMMITTEE

Offered:
Referred:

Sponsor(s): SENATORS WIELECHOWSKI, Coghill, Ellis, Menard, McGuire, Giessel, Egan, Paskvan,
Thomas

A BILL 

FOR AN ACT ENTITLED 

"An Act relating to biometric information." 

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. AS 18 is amended by adding a new chapter to read:

Chapter 14. Biometric Information.

Sec. 18.14.010. Biometric information consent, (a) A person may not retain 

or analyze, or disclose or distribute to another person, biometric information on an 

individual without first obtaining the informed and written consent of the individual.

(b) An individual may, at any time, revoke or amend the individual's consent 

provided under (a) of this section.

Sec. 18.14.020. Alternate identification. A person may not require an 

individual to provide biometric data to the person for the purpose of identifying the 

individual if the individual provides the person with a valid current

(1) United States passport; or

(2) identification card issued by a state in the United States or by a 

branch of the armed forces of the United States.
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Sec. 18.14.030. Uniform consent form. The Department of Health and Social 

Services may by regulation adopt a uniform consent form to assist persons to meet the 

requirements for the consent required by AS 18.14.010. A person who retains or 

analyzes, or discloses or distributes to another person, biometric information, based on 

consent that is provided in a uniform consent form that has not been revoked, is 

exempt from civil liability under AS 18.14.060 and from criminal liability for the 

retention, analysis, disclosure, or distribution of the biometric information.

Sec. 18.14.040. General authorization. A general authorization for the release 

of medical records or medical information may not be construed to constitute the 

informed and written consent required by AS 18.14.010.

Sec. 18.14.050. Private right of action. An individual may bring a civil action 

against another person who violates AS 18.14.010 or 18.14.020. Except as provided 

by AS 18.14.030, a person who violates AS 18.14.010 is liable to the individual for 

actual damages and a penalty of $5,000, except that, if the violation resulted in profit 

or monetary gain to the person, the penalty is $100,000.

Sec. 18.14.060. Exemptions. This chapter does not apply to the collection, 

retention, analysis, disclosure, or distribution of

(1) biometric information for a law enforcement purpose, including the 

identification of perpetrators, the investigation of crimes, the identification of missing 

or unidentified persons, or the identification of human remains;

(2) biometric information when authorized by state or federal law;

(3) facial images by the Department of Administration for drivers' 

licenses issued under AS 28.15, for state identification cards issued under 

AS 18.65.310, for administering AS 28.15, or for administering AS 18.65.310; or

(4) facial images that are not used in a biometric system.

Sec. 18.14.090. Definitions. In this chapter,

(1) "biometric data" means fingerprints, handprints, voices, facial 

images, iris images, retinal images, vein scans, hand geometry, or finger geometry;

(2) "biometric information" means biometric data that is used in a 

biometric system for fingerprint recognition, hand geometry recognition, finger 

geometry recognition, voice recognition, facial recognition, iris scans, retinal scans, or
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vein recognition;

(3) "biometric system" means an automated system capable of

(A) capturing biometric data from an individual's biometric

information;

(B) extracting and processing the biometric data captured under 

(A) of this paragraph;

(C) storing the biometric data extracted under (B) of this

paragraph;

(D) comparing the biometric data extracted under (B) of this 

paragraph with biometric data stored for the individual for use in future 

recognition of the individual; and

(E) determining how well the extracted and stored biometric 

data match when compared under (D) of this paragraph, and indicating 

whether an identification or verification of identity has been achieved;

(4) "facial recognition" means the use of an image of the visible 

physical structure of an individual's face for recognition purposes;

(5) "finger geometry recognition" means the use of the shape and 

dimensions of one or more fingers for recognition purposes;

(6) "fingerprint recognition" means the use of the physical structure of 

an individual's fingerprint for recognition purposes;

(7) "governmental entity" means a state agency, a municipality, and an 

agency of a municipality; in this paragraph, "state agency" means an agency of the 

executive, judicial, or legislative branch of state government;

(8) "hand geometry recognition" means the use of the physical 

structure of an individual's hand for recognition purposes;

(9) "iris scan" means the use of an image of the physical structure of an 

individual's iris for recognition purposes;

(10) "person" has the meaning given in AS 01.10.060, and includes a 

governmental entity;

(11) "retinal scan" means the use of the pattern of blood vessels in an 

individual's eye for recognition purposes;
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(12) "vein recognition" means the use of the veins in an individual's 

skin for recognition purposes.
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M ail S top  3101

DIVISION OF L E G A L  AND R E S E A R C H  S E R V IC E S  
LE G IS LA T IV E  A F F A IR S  A G E N C Y  

ST A T E  O F A LA S K A State Capitol 
Juneau, A laska 99801-1182 

D eliveries to: 129 6 th  St., Rm. 329

M E M O R A N D U M March 14,2011

SUBJECT: Sectional summary of SB 98 relating to biometric information 
(Work Order No. 27-LS0661\A)

TO:

FROM:

Senator Bill Wielechowski 
Attn: Michelle Sydeman

Theresa Bannister 
Legislative Counsel

You have requested a sectional summary of the above-described bill. As a preliminary 
matter, note that a sectional summary of a bill should not be considered an authoritative 
interpretation of the bill and the bill itself is the best statement of its contents

Section 1. Adds a new chapter, AS 18.14, relating to biometric information.

Sec. 18.14.010 prohibits retaining, analyzing, disclosing, or distributing an individual’s 
biometric information without obtaining the individual’s consent. Allows the individual 
to revoke or amend the consent.

Sec. 18.14.020 prohibits a person from requiring an individual to provide biometric data 
for identification if the individual provides certain other identification.

Sec. 18.14.030 authorizes the Department of Health and Social Services to adopt a 
uniform consent form for sec. 18.14.010. If a person uses an unrevoked uniform consent 
form for an individual's consent, exempts the person from civil liability under 
sec. 18.14.060 and criminal liability for retention, analysis, disclosure, or distribution of 
the individual's biometric information.

Sec. 18.14.040 states that a general authorization for the release of medical information 
does not constitute the consent required by sec. 18.14.010.

Sec. 18.14.050 provides an individual with a private right of action for violations of 
secs. 18.14.010 or 18.14.020. Establishes that the violator of sec. 18.14.010 is liable to 
the individual for actual damages and a penalty.

Sec. 18.14.060 lists the exemptions from the chapter.

Sec. 18.14.090 defines terms for the chapter.

If I may be of further assistance, please advise.

T L B . p l m  
1 1 - 1 3 9 . p l m
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E xplanation  o f  C hanges From  O riginal to C S, V ersion  “B ”

• Page 1, Line 13: The "and" has been changed to an "or," allowing a person to only present one form of 

identification.

• Page 2, Line 18 and 21: The term "biometric information" has been added to clarify.

• Page 2, Lines 22-25: Exemptions were clarified for the issuance of drivers' licenses, ID cards, and 

pictures not entered into a biometric system.

• Page 2, Line 28: Vein scans, hand geometry, and finger geometry were added as definitions of 

biometric data.

• Page 2, Line 30: Finger geometry recognition was included as a definition of biometric information. Its 

corresponding definition was added on Page 3, Lines 17  and 18.

• Page 3, Line 1: The word "palm" was removed from "palm vein recognition" in the definition of 

biometric information.

o

mailto:Senator_Bill_Wielechowski@legis.state.ak.us


A l a s k a  S t a t e  L e g i s l a t u r e

State Capitol, Rm. 101 
Juneau, AK 99801 
(907)465-2435 

Fax: (907) 465-6615
Interim

716 W. 4th Ave, Ste. 540 
Anchorage, AK 99501 

(907)269-0120 
Fax:(907)269-0122

Senator_Bill_Wielechowski@legis. state, ak.us

S e s s io n

Co-chair
Joint Armed Services Committee

Vice Chair
Resources Committee 
Judiciary Committee

Member
Administrative Regulation Review

C h a i r
State Affairs Committee

Se n a t o r  B i l l  W ie l e c h o w s k i

B io m e tric s  F a c t S h ee t

•  T h e re  is a g r o w in g  t re n d  fo r  c o m p a n ie s  an d  o rg a n iz a t io n s  to  use  

b io m e tr ic  d a ta  as a m e a n s  o f  id e n t i fy in g  in d iv idu als . By giving p e rs o n a l  

b io m e tr ic  in fo r m a t io n ,  like f in g e rp r in ts ,  iris scans, o r  facia l im ages, a 

person  g ives a w a y  h ighly persona l, t r a c e a b le  in fo rm a t io n .

•  Passports, id e n t i f ic a t io n  cards, and social s e cu rity  cards can b e  used to  

t ra v e l  a b ro a d ,  id e n t i fy  o n e s e lf  in c o u rt ,  an d  a p le th o ra  o f  o th e r  

ac tiv it ies . T h e s e  sh ou ld  be su itab le  checks o f  id e n t if ic a t io n .

•  O rg a n iz a t io n s  t h a t  co llect b io m e tr ic  d a ta  ro u t in e ly  sell t h a t  d a ta  to  

th ird  p a rt ie s ,  w i t h o u t  o u r  co nsent.

•  T h e r e  is n o  d o u b t  b io m e tr ic  d a ta  can b e  e x t r e m e ly  h e lp fu l in f ie ld s  

such as m e d ic in e  a n d  security , b u t  w e  sh ou ld  n e v e r  be fo rc e d  to  g ive  

up such p e rs o n a l id e n t i f ic a t io n .  This bill d o e s  n o t  ban b io m e tr ic s ,  b u t  

bans t h e i r  use w i t h o u t  o u r  co nsent.

O
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ELECTRONIC FRONTIER FOUNDATION 

Biometrics: Who's Watching You?
Septem ber 2003 

Intro duction

Am ong the m any reactions to the Septem ber 1 1  tragedy has been a renewed attention to biometrics. Th e  federal government has led the 
w ay with its new concern about border control. Other proposals include the use of biometrics with ID cards and in airports, e.g. video 
surveillance enhanced by facial-recognition technology.

Th e  purpose of this document is to sketch out E F F s  concerns about biometrics. In today's public arena, biometric technologies are being 
marketed as a "silver bullet" for terrorism; however, very little independent, objective scientific testing of biometrics has been done.
Deploying biometric system s without sufficient attention to their dangers m akes them likely to be used in a w ay dangerous to civil liberties. 
Th is docum ent is very m uch a work in progress and we welcome comments.

W hat A re  B io m e tr ic s ?

Biometrics refers to the autom atic identification or identity verification of living persons using their enduring physical or behavioral 
characteristics. M any body parts, personal characteristics and imaging methods have been suggested and used for biometric system s: 
fingers, hands, feet, faces, eyes, ears, teeth, veins, voices, signatures, typing styles, gaits and odors.

O u r M ajor C o n c e rn s

■ B io m e tric  te ch n o lo g y  is  inhe rently in d iv id u a tin g  a n d  in te rfa ce s e a s ily  to d atabase tech n o lo g y, m ak in g  p riv a c y  v io la tio n s 
e a s ie r  a n d  m ore d a m a g in g , if we are to deploy such system s, privacy must be designed into them from the beginning, a s  it is hard to 
retrofit complex system s for privacy.

• B io m e tric  s y s te m s  a re  u s e le s s  w ithout a w e ll-c o n sid e re d  threat m odel. Before deploying any such system  on the national stage, 
we m ust have a realistic threat model, specifying the categories of people such system s are supposed to target, and the threat they 
pose in light of their abilities, resources, motivations and goals. Any such system  will also need to m ap out clearly in advance how the 
system  is to work, in both in its su cce sse s and in its failures.

• B io m e trics  a re  no s u b stitu te  fo r q uality  data abo ut potential r is k s . No matter how accurately a person is  identified, identification
alone reveals nothing about whether a person is a terrorist. Such  information is completely external to any biometric ID system.

■ B io m e tric  id en tifica tio n  is  o n ly  a s  good a s  the in itia l ID. T h e  quality of the initial "enrollment" or "registration" is crucial. Biometric 
system s are only as good a s  the initial identification, which in any foreseeable system  will be based on exactly the docum ent-based 
methods of identification upon which biometrics are supposed to be an improvement. A  terrorist with a  fake passport would be issued 
a U S  v isa  with his own biometric attached to the name on the phony passport. U nless the terrorist A) has already entered his 
biometrics into the database, and B) has garnered enough suspicion at the border to merit a full database search, biometrics won't 
stop him at the border.

• B io m e tric  id en tificatio n  is  often ove rkill for the ta s k  at h a nd . It is not necessary to identify a person (and to create a record of their 
presence at a  certain place and time) if all you really want to know is whether they're entitled to do something or be somewhere. When 
in a bar, customers use ID s to prove they're old enough to drink, not to prove who they are, or to create a record of their presence.

• S o m e  b io m etric  te c h n o lo g ie s  a re  d iscrim in a to ry  .A nontrivial percentage of the population cannot present suitable features to 
participate in certain biometric system s. Many people have fingers that simply do not "print well." Even if people with "bad prints" 
represent 1 %  of the population, this would mean m assive inconvenience and suspicion for that minority. And scale matters. The INS, 
for example, handles about 1 billion distinct entries and exits every year. Even a seem ingly low error rate of 0 .1 %  m eans 1 million 
errors, each of which translates to INS resources lost following a false lead.

• B io m e tric  s y ste m s ' a c c u ra c y  is  im p o ssib le  to a s s e s s  before dep loym ent Accuracy and error rates published by biometric
technology vendors are  not trustworthy, as biometric error rates are intrinsically manipulable. Biometric system s fail in two ways: false 
match (incorrectly m atching a subject with someone else's reference sam ple) and false non-match (failing to match a subject with her 
own reference sample). There's a trade-off between these two types of error, and biometric system s m ay be "tuned" to favor one error 
type over another. W hen subjected to real-world testing in the proposed operating environment, biometric system s frequently fall short 
of the performance promised by vendors.

• T h e  c o s t of fa ilu re  is  h ig h . If you lose a credit card, you can cancel it and get a new one. If you lose a biometric, you've lost it for life. 
A ny biometric system  m ust be built to the highest levels of data security, including transmission that prevents interception, storage that 
prevents theft, and system -w ide architecture to prevent both intrusion and compromise by corrupt or deceitful agents within the 
organization.

Despite these concerns, political pressure for increasing use of biometrics appears to be informed and driven m ore by marketing from the 
biometrics industry than by scientists. Much federal attention is devoted to deploying biometrics for border security. T h is  is  an e a sy sell,
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because immigrants and foreigners are, politically speaking, easy targets. But once a system  is created, new uses are usually found for it, 
and those uses will not likely stop at the border.

With biometric ID system s, a s  with national ID system s, we must be wary of getting the worst of both worlds: a system  that enables greater 
social surveillance of the population in general, but does not provide increased protection against terrorists.

S o m e  C u rre n t B io m e tr ic  In itiative s

S ec. 403(c) of the U S A -P A T R IO T  A c t  specifically requires the federal government to "develop and certify a technology standard that can 
be used to verify the identity of persons" applying for or seeking entry into the United States on a U .S. visa "for the purposes of conducting 
background checks, confirming identity, and ensuring that a  person has not received a v isa  under a  different name."

The recently enacted E n h a n c e d  B o rd e r S e c u rity  and V is a  Entry Reform  A c t o f 2002, S e c . 303(b)(1), requires that only "machine- 
readable, tam per-resistant v isa s  and other travel and entry documents that use biometric identifiers" shall be issued to aliens by October 26, 
2004. Th e  Immigration and Naturalization Service (INS) and the State Department currently are evaluating biometrics for use in U .S. border 
control pursuant to E B S V E R A .

Even prior to Septem ber 1 1 ,  however, large-scale civilian biometric identification system s were being pushed. Both the Perso nal 
R e sp o n s ib ility  a n d  W o rk  O p p o rtu n ity  A c t  o f 19 9 5  (PRW O A), a welfare reform law, and the Im m ig ration  Control an d  F in a n c ia l 
R e sp o n s ib ility  A c t  of 19 9 6  (IC F R A ), an immigration reform law, called for the use of "technology" for identification purposes.

The P R W O A  requires the states to implement an electronic benefits transfer program "using the most recent technology available . . .  which 
m ay include personal identification numbers, photographic identification . . .  and other m easures to protect against fraud and abuse." Th is 
law covers, for exam ple, the Food Stam ps program.

The IC F R A  requires the President to "develop and recommend . . .  a plan for the establishm ent of a  data system  or alternative system . . .  
to verify eligibility for employment in the United States, and immigration status in the United States for purposes of eligibility for benefits 
under public assistance program s . . .  or government benefits." Th is system "must be capable of reliably determining with respect to an 
individual w he the r. . .  the individual is claim ing the identity of another person."

The Illegal Im m ig ratio n  R eform  a n d  Im m igrant R e sp o n sib ility  A ct of 1996 (IIRAIRA) requires the IN S to include on alien border 
crossing cards "a biometric identifier (such as the fingerprint or handprint of the alien) that is m achine readable." The State Department 
collects fingerprints and photographs of aliens for these cards.

The T r u c k  a n d  B u s  S afe ty  a n d  R eg u lato ry  Reform  A c t of 1988 (T B SR R A ) requires "minimum uniform standards for the biometric 
identification of com m ercial drivers."

E F F 's  co n c e rn s  abo ut b io m e tric s

W hy be concerned about biom etrics? Proponents argue that: A) biometrics them selves aren't dangerous because all the real dangers are 
associated with the database behind the biometric information, which is little different from problems of person-identifying information (Pll) 
databases generally; B) biom etrics actually promote privacy, e.g., by enabling more reliable identification and thus frustrating identity fraud.

But biometric system s have m any components. Only by analyzing a system a s  a whole can one understand its costs and benefits. 
Moreover, we m ust understand the unspoken commitments any such system imposes.

S u rv e illa n c e

The chronic, longitudinal capture of biometric data is useful for surveillance purposes. Our Surveillance  Monitor page highlights some of 
these issues. Biometric system s entail repeat surveillance, requiring an initial capture and then later captures.

Another major issue  relates to the "voluntariness" of capture. Som e biometrics, like faces, voices, and fingerprints, are easily "grabbed." 
Other biometrics, at least under present technology, must be consciously "given." It is difficult, for instance, to capture a scan of a person's 
retina or to gather a hand geometry im age without the subject's cooperation. E a sily  grabbed biometrics are a problem because people can't 
control when they're being put into the system  or when they're being tracked. But even hard-to-grab biometrics involve a trust issue in the 
biometric capture device and the overall system  architecture.

D a ta b a ses

To be effective, a biometric system  m ust compare captured biometric data to a biometric database. Our National ID System  page highlights 
issu es surrounding database abuse, which has both static and dynamic dimensions.

The static issues surrounding databases are m ainly about safeguarding large and valuable collections of personally identifying information. 
If these databases are part of an important security system, then they (and the channels used to share Pll) are natural targets for attack, 
theft, compromise, and m alicious or fraudulent use.
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Th e  dynam ic issu e s surrounding databases m ainly concern the need to maintain reliable, up-to-date information. D atabases that seek to 
maintain accurate residence information must be updated w henever one m oves. D atabases that are used to establish eligibility for benefits 
must be updated so  a s  to exclude persons no longer eligible. Th e  broader the function of the system, the more and broader the updating 
that is required, increasing the role of general social surveillance in the system.

It m ay seem  that one of the issu e s that plagues token-based ID system s (like ID cards) - -  the security or integrity of the token itself -  does 
not apply for biometric system s, because "you are your ID." But the question of the reliability of the token is really a question about trust. In 
an ID card system , the question is  whether the system can trust the card. In biometric system s, the question is whether the individual can 
trust the system . If someone else captures your signature, fingerprint, or voice, for instance, what prevents it from being used by others?
Any use of biometrics with a scann e r run by som eone else involves trusting someone's claim  about what the scanner does and how the 
captured information will be used.

Vendors and scanner operators m ay sa y  that they protect privacy in some way, perhaps by hashing the biometric data or designing the 
database to enforce a privacy policy. But the end user typically has no way to verify whether such technical protections are effective or 
implemented properly. E nd -users should be able to verify any such claim s, and to leave the system  completely if they are not satisfied. 
Exiting the system , of course, should at least include the expungement of the end-user's biometric data and records.

L in k in g

An oft-noted risk of biometric system s is the use of biometrics a s  a linking identifier. Th is  risk, of course, depends to som e extent on 
standardization. Consider, for instance, the use of the Social Security number as a linker across disparate databases. W hile the private 
sector would not have been able to develop anything like the S S N  on its own, once the government created this identifier, it becam e a 
standard w ay of identifying individuals. Standardization therefore creates new privacy risks because information gathered for one purpose 
can be used for completely unrelated, unconsented-to purposes.

Currently, Automated Fingerprint ID System s (A FIS) are heavily used by the government in connection with law enforcement, but there is at 
present little standardization within the A F IS  industry. If law enforcement and private industry were to unify their fingerprint databases under 
one common standard, such a s  under a national ID system, this would potentially put one's entire life history in interoperating databases 
that are only a fingerprint away.

T ra c k in g

By far the most significant negative aspect of biometric ID system s is their potential to locate and track people physically. W hile many 
surveillance system s seek to locate and track, biometric system s present the greatest danger precisely because they promise extremely 
high accuracy. W hether a specific biometric system  actually poses a risk of such tracking depends on how it is designed.

W hy should we care about perfect tracking? E F F  believes that perfect tracking is  inimical to a free society. A  society in which everyone's 
actions are tracked is not, in principle, free. It m ay be a livable society, but would not be our society.

E F F  believes that perfect surveillance, even without any deliberate abuse, would have an extraordinary chilling effect on artistic and 
scientific inventiveness and on political expression. Th is  concern underlies constitutional protection for anonymity, both as an aspect of First 
Am endm ent freedom s of speech and association, and a s  an aspect of Fourth Am endment privacy.

Implemented improperly, biometric system s could:

• increase the visibility of individual behavior. Th is  m akes it easier for m easures to be taken against individuals by agents of the 
government, by corporations, and by our peers.

• result in politically damaging and personally em barrassing disclosures, blackmail and extortion. Th is  hurts dem ocracy, because it 
reduces the willingness of competent people to participate in public life.

• increase the 'circumstantial evidence’ available for crim inal prosecution. Th is  might dram atically affect the existing balance of plausible 
-sounding evidence available to prosecutors, and hence increase the incidence of wrongful conviction. M any criminal ca ses are 
decided by plea bargaining, a process that is sensitive to the perceived quality of evidence. Even am biguous or spurious evidence 
generated by complex technical system s m ay be difficult for overburdened public defenders to challenge.

• enable the matching of people's behavior against pre-determined patterns. Th is  could be used by the government to generate 
suspicion, or by the private sector to classify individuals into micro-markets, the better to manipulate consum er behavior.

• aid in repressing readily locatable and trackable individuals. W hile the public's concern is usually focused on the exercise of state 
power, these technologies m ay also greatly empower corporations. If proper privacy safeguards are not constructed into such 
system s, they would prove useful in dealing with such troublesome opponents a s  competitors, regulators, union organizers, 
whistleblowers, and lobbyists, a s  well as employees, consum er activists, customers and suppliers.
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T h e  A ttrib u tes of B io m e tric  S y s te m s

H ow  Do B io m e tric s  C o m p a re  to O ther T y p e s  o f ID ?

Currently other than personally recognizing som eone, or having a trusted third party personally sw ear to their identity, the only other 
technique for identifying a person is through the use of a "token." Th ese  tokens, which are in e ssen ce  representations of the oath of a 
trusted third party, com e in two b asic forms:

• K n o w le d g e  to k e n s, such a s  passw ords, secret PIN s (Personal Identification Numbers), or knowledge of personal data (knowing 
one’s  mother's maiden nam e, e.g.), or

• P h y s ic a l to k e n s such as ID cards, passports, chip cards, or plain old keys.

Token ID s offer certain advantages over biometric identification. Security against "false acceptance" of impostors can be raised by 
increasing the complexity of the token used for identification. Also, in the event of loss or compromise, the token, be it a password, PIN, key, 
or ID card, can be revoked, changed or reissued, a biometric measurement cannot.

Th e  advantage of biometrics is that unlike tokens, biometrics cannot be lost, loaned, or forgotten. To ken-based system s must verify that the 
presenter is the authorized user, not an unauthorized person who has come to p ossess the token.

U sed carefully, biometrics m ay be combined with token-based system s to mitigate the vulnerability of ID tokens to unauthorized use. 

F u n c t io n s  of B io m e tric  S y s te m s

O ne useful w ay of thinking about biom etrics is that they are used for one of two purposes: A) T o  prove that you are who you say you are 
(positive ID), or B) T o  prove that you are not who you s a y  you are not (negative ID).

In a positive ID situation, the subject asserts that she  is  Jane Doe and submits a "live" sam ple (a fingerprint, for example) to the system.
T h e  system  then checks its database of previously enrolled or registered sam ples to see if the live sam ple m atches the reference sample. A  
positive ID system  is designed to prevent more than one person from using a single identity.

In a negative ID situation, John Roe cla im s not to be someone already known to the system . Here, the system  checks its database to see 
that R oe is not on the watchlist of suspected crim inals and terrorists, whose biometrics are already in the system . A  negative ID system is 
designed to prevent one person from using more than one identity.

W hen biom etrics are employed to effect negative identification, one need not be enrolled. The only persons who must be "in" the database 
are those whom the operator is trying to keep out or catch.

Biom etrics alone cannot establish "true identity." A biometric system  cannot prevent som eone from furnishing fake credentials when they 
first enter the system . They can only prevent them from using another identity once enrolled.

C o m m o n  A s p e c ts  o f A ll B io m e tric  S y s t e m s :

All biometric technology system s have certain aspects in common. All are dependent upon an accurate reference or "registration" sample. If 
a  biom etric system  is to identify a person, it first must have this sam ple, positively linked to the subject, to compare against. Modern 
biom etric identification system s, based on digital technology, analyze personal physical attributes at the time of registration and distill them 
into a se rie s  of numbers. O nce this reference sam ple is  in the system , future attempts to identify a person are based on a comparison of a 
"live" sam ple and the reference sam ple or sam p les.

A  perfect system  would recognize a person 1 0 0 %  of the time, and reject an impostor 1 0 0 %  of the time. However, biometric sam ples are 
gathered from people in environmental conditions that are uncontrollable, over equipment that m ay slowly be wearing out, and using 
technologies and methods that vary in their level of precision. Consequently, the accuracy of biometric system s is a ssesse d  in light of these 
confounding variables via its tendency to experience either a "false match" (also called a "false accept") or a "false non-match" ("false 
reject"). T h e  point at which these two rates intersect is called the equal error rate or crossover point.

Biometric system s m ay be "tuned" to diverge from the equal error rate to provide a match threshhold that satisfies the designer's 
requirements. If a system  com pares a large number of persons against a small number of sam ples, and the consequence of a false match 
is low, (for example, at a border crossing or airport that is looking for a short list of crim inals) a system  biased towards a higher "false 
accept" or "false match" rate m ay be desirable. Th e  advantage to biasing a system  in this m anner is that it is likely to err on the side of 
safety, and less likely to let a criminal slip  through undetected. The disadvantage is that the system  will falsely associate innocent people 
with crim inals. If other safeguards are in place and the system  operators understand the system 's bias towards false match, the result can 
be a relatively trivial loss of convenience due to increased scrutiny (extra inspection of luggage, questioning, etc.) Biasing such a system 
towards a high "false non-match" or "false reject" rate will result in fewer passengers slowed down at the gate, but at the cost of possibly 
losing the sought-after crim inals.
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W hen assessing  the utility or the cost of a biometric system , it's important to bear the common features of all such system s in mind. How is 
the reference sam ple to be gathered and catalogued? How it the live sam ple going to be gathered? Can a live sam ple be captured without 
the subject's knowledge and cooperation? W hat are the implications of all four possible outcomes (true match, true non-match, false match, 
false non-m atch)? W hat is the value of a  successful system , and what is the cost, to all parties, should it fa il?

Further, we should not a s s e s s  failure simply from the perspective of the core biometric technology itself. Even an ideal system  can be 
defeated easily if it is incorporated into an insecure or poorly-designed overall system  architecture. Any biometric system , especially one 
that involves a component of telecommunication, m ust be very carefully designed to prevent the loss or interception of user biometrics. Any 
deployed system  must incorporate safeguards to prevent the interception of biometric data while it is being communicated. If a user's 
biometric is intercepted, crim inals m ay be able to replicate either the sam ple itself or the string of binary data produced by a successfully- 
matched sam ple. Armed with such intercepted biometric data, a criminal would be able to effect a potentially very damaging identity theft.

T y p e s  of B io m e trics

A  proper asse ssm e nt is built not only on a general understanding of biometrics, but also on an understanding of specific technologies. An 
understanding of both biometrics in general and specific biometric technologies is  a necessary condition for a solid understanding of the 
larger social implications of biometrics.

S ig n a tu re

The biometric most fam iliar to us is the signature. Our ability to jud ge by sight if one signature matches another has made this a time-proven 
and legally-binding biometric. However, by sight alone, most of us cannot recognize the pressure of the pen on the paper or the speed and 
rhythms of its traverse of the page. Com puters can do all these things, and quantify, analyze and compare each of these properties to make 
signature recognition a viable biometric technology. Being based on things that are not visible (pen pressure and velocity, for example), 
signature-based biometric technology, offers a  distinct advantage over regular signature verification -  in addition to mimicking the letter 
forms, any potential forger has to fabricate a signature at the sam e speed, and with the sam e pen weight, as his victim.

Signature biometrics pose a couple of unique problems. The first is the comfort with which people are already willing to use their signature 
a s  a form of identification. W hile this high level of consum er acceptance is  viewed as a strength by vendors of such system s, this bears with 
it a strong downside. Without proper notification, a person m ay sign an electronic signature pad and unwittingly also be surrendering a 
reference or live biometric sam ple. S in ce  the custom of leaving a signature as one's "official mark" is based on the presumption of 
irreproducibility (i.e., that a forger would be hard-pressed to imitate a  signature just by looking at it), people are willing to provide a signature 
without giving its potential for reproduction a second thought. However, electronic data is e a sy to copy and transmit. And so, a forger posing 
a s  a delivery man might fraudulently secure a signature biometric by presenting a  victim with a "gift" box, requesting a signature to confirm 
delivery, and making off with the victim's biometric data.

Th e  second unique property of signature biometrics is that unlike all other biometrics, which either establish an identity (identification) or 
confirm an identity (authentication), a signature can convey intent (authorization). In other words, a traditional signature on paper is taken 
both to authenticate the signator, and to convey the signator's legal authority. An electronic system  that solicits a user's non-signature 
biometric must provide a separate step to convey the user's legal authorization for any binding transaction. A  signature-based biometric 
system  could m im ic our current legally customary acceptance of a signature to sim ultaneously convey both identity and authority.

K e ystro k e  D y n a m ic s

Th e  rhythms with which one types at a  keyboard are sufficiently distinctive to form the basis of the biometric technology known as keystroke 
dynam ics. W hile distinct, keystroke dynam ics are not sufficiently unique to provide identification, but can be used to confirm a user's 
identity.

Keystroke dynam ics, unlike other biometric technologies, is 1 0 0 %  software-based, requiring no sensor more sophisticated than a home 
computer. B e cause  of this, deploym ent is occurring in fairly low-stakes, computer-centric applications, such as content filtering (Net Nanny 
owns BioPassw ord, the leading keystroke dynamics vendor) and digital rights management, in which passwords to download m usic are 
bolstered with by keystroke dynam ic verification, to prevent passw ord-sharing. A s  a general rule, any method involving home or office 
computers is inherently insecure, a s  these devices leave a lot more room for experimentation than devices like A T M s or entry system s, and 
the information they use tends to travel over unsecured communication lines.

H a n d  G eo m etry

Perhaps the most ubiquitous electronic biometric system s are hand geometry based. Hand-geom etry-based system s require the subject to 
place his or her hand (usually the right hand) on a plate where it is photographically captured and m easured. Made of 2 7  bones and a 
com plex web of interconnected joints, m uscles, and tendons, the human hand presents a  sufficiently peculiar conformation of anatomical 
features to enable authentication, but is not considered sufficiently unique to provide full identification. Further, the geometry of the hand is 
variable over time, a s  hand shape m ay be altered due to injury, d isease, aging, or dramatic weight swings. A  sim ple hand-geometry system 
will m easure length and th ickness of digits, width of the palm at various points, and the radius of the palm. Th is  results in a relatively simple 
identification that can be expressed in a very sim ple, compact string of data. Efforts have been made to improve the accuracy of hand 
geometry, including three-dim ensional sam pling (i.e., a second cam era m easuring the thickness of the hand from the side), and a patented
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system  (owned by the British concern, N eusciences) that m easures the pattern of the veins of the hand. N eusciences claim s that their 
system  provides a  high degree of accuracy and that the hand vein feature is unique and relatively invariable, changing little over a person's 
lifespan.

In deployment, traditional hand geometry system s have found acceptance in applications requiring verification of an identity, rather than a 
full proof or establishm ent of an identity. Airports, prisons, and factories have successfully employed hand-geom etry-based system s to 
restrict access to runw ays, to prevent w alk-out e scap e s during visits, and to ensure that time cards are being punched only by the worker, 
and not by that worker's pal on his or her behalf. In all these instances, the subject is attempting to prove or disprove his or her membership 
in a relatively sm all group of people (authorized runway personnel, prisoners/visiting family, factory workers). W hen stakes are high, these 
system s are not relied on exclusively to confirm identity; rather, they are used to provide an additional layer of security above and beyond 
that provided by existing security system s.

S in ce  they must accom m odate the largest of hands, any hand geometry or hand vein system  must be somewhat bulky, and requires the 
user to perform an obtrusive task (placing his or her hand on the platen for sampling). B ecause  of this obtrusiveness, hand-based 
biometrics represent le ss  of a privacy threat than som e other system s: subjects cannot have their biometric features sampled without their 
knowledge, and the sam pling method is unam biguous in its intent.

F in g e rp rin t

Fingerprinting is a highly fam iliar and w ell-established biometric science. The traditional use of fingerprinting, of course, has been as a 
forensic crim inological technique, used to identify perpetrators by the fingerprints they leave behind them at crime scenes. Scientists 
com pare a latent sam ple left at a crim e scene against a known sam ple taken from a suspect. Th is  comparison uses the unique features of 
any given fingerprint, including its overall shape, and the pattern of ridges, valleys, and their bifurcations and terminations, to establish the 
identity of the perpetrator.

In the context of modern biometrics, these features, called fingerprint minutiae, can be captured, analyzed, and compared electronically, 
with correlations drawn between a live sam ple and a reference sam ple, as with other biometric technologies. Fingerprints offer tremendous 
invariability, changing only in size  with age, are highly resistant to modification or injury, and very difficult to "forge" in any useful way. 
Although the developm ent of som e sort of surreptitious sensor is not inconceivable, the reality is that sensors remain obtrusive, requiring a 
willful finger pressure to gather a useful sam ple. Unlike other system s, based on cam eras and high-tech sensors, fingerprint sampling units 
are compact, rugged, and inexpensive, with com m ercially available system s from multiple vendors offering very good accuracy. Next- 
generation scanners can analyze below the surface of the skin, and can add pore pattern recognition in addition to the more obvious 
minutia of the fingerprint.

F a c ia l R e co g n itio n

Fa cia l recognition sprung into the national spotlight during the 2001 Super Bowl, when Tam pa police scanned the faces of game fans 
without their knowledge for the purpose of spotting terrorists in the crowd. W hile this proved a public relations nightmare in January 20 01, 
the use of this technology in New O rleans at the po st-9 /11 Super Bowl of 2002 generated little controversy. Facia l recognition remains one 
of the more controversial biometric technologies because of its very unobtrusiveness. With good cam eras and good lighting, a facial 
recognition system  can sam ple faces from tremendous distances without the subject's knowledge or consent.

Most facial recognition technology works by one of two methods: facial geometry or eigenface com parison. Facia l geometry analysis works 
by taking a known reference point (for exam ple, the distance from eye to eye), and m easuring the various features of the face in their 
distance and angles from this reference point. Eigenface comparison uses a palette of about 15 0  facial abstractions, and com pares the 
captured face with these archetypal abstract faces. In laboratory settings, facial recognition results are excellent, but critics have questioned 
the effectiveness of the technology in real-world circum stances. Nevertheless, the accuracy of facial recognition has been good enough for 
casin o s to have put the the technology to use since the late 1990s as a m eans to spot banned players. Facia l recognition technology 
proponents claim good performance even against disguises, weight changes, aging, or changes in hairstyle or facial hair.

E y e  b io m e tric s: Ir is /R e tin a

The human eye offers two features with excellent properties for identification. Both the iris (the colored part visible at the front of the eye) 
and the veins of the retina (the thin film of nerve endings inside the eyeball that capture light and send it back to your brain) provide patterns 
that can uniquely identify an individual. Retinal scanning is the older technology, and requires the subject to look into a reticle and focus on 
a visible target while the scan  is  completed. It's definitely one of the more intrusive biometric technologies, with som e subjects reporting 
discomfort at the scanning method. Iris recognition has an advantage in ease of use, in that it m erely requires the subject to look at a 
cam era from a distance of three to ten inches. Th e  iris scanner illuminates the iris with invisible infra-red light, which shows details on darker 
-colored eyes that are not visible to the naked eye. T h e  pattern of lines and colors on the eye are, as with other biometrics, analyzed, 
digitized, and compared against a reference sam ple for verification.

Indian Technologies, who hold the patents on iris recognition, claim  that the iris is the most accurate and invariable of biometrics, and that 
their system  is the most accurate form of biom etric technology. Iridian's system also has the benefit of extremely swift comparisons. The 
com pay claim s that it can match an iris against a  database of 100,000 reference sam ples in 2 -3  seconds, whereas a fingerprint search 
against a com parable database might take 1 5  minutes.
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V o ic e  V e rif ic a tio n

None of us finds it rem arkable when a friend recognizes our voice on the telephone. However, what we find easy to do is still a very hard 
problem for computers, especially when their job is to identify som eone positively. The prospect of accurate voice verification offers one 
great advantage, which is that it would allow a remote identification using the phone system , an infrastructure that's already been built and 
thus has zero client-side cost: no sp ecia l reader needs to be installed in your home. Even without the phone system , the sam pling 
apparatus, a microphone, rem ains far cheaper than competing, largely optically-based biometric technologies.

But voice recognition technology is still not good enough to be used a s  a front-line biometric technology. Sim ply put, voice verification 
system s have to account for a lot more variables than do other system s, starting with the inevitable compression of a voice captured by 
cheap m icrophones (especially those found on phone handsets), discriminating a voice from background noise and other sonic artifacts, 
and the human voice's tremendous variability, due to colds, aging, and sim ple tiredness. Also, just as a voice can be surreptitiously 
recorded over the telephone or face-to-face, a person's voice can be captured surreptitiously by a third party (either by tapping or bugging) 
and replayed, or a person's voice might be biometrically sam pled remotely without consent during a fake door-to-door or telephone sales 
call. B e ca u se  of these difficulties, com m ercial deployments of voice verification have been limited to "backup" status, system s in which 
there are other token-based m ethods of identification, with voice verification providing an added layer of protection.

C h a ra c te riz in g  D ifferent B io m e trics

Different biometric features have characteristics that make them more or less useful for particular applications. Dr. Ja m es W aym an, director 
of the National Biometric Test Center at S an  Jose State University, categorizes biometric features in terms of five qualities:

■ R o b u stn e s s : repeatable, not subject to large changes.
• D is t in c tiv e n e s s : there are wide differences in the pattern among the population.
■ A c c e s s ib ility : e a sily  presented to an imaging sensor.
• A c c e p ta b ility : perceived a s  non-intrusive by the user.
• A v a ila b ility : a user m ay present a  number of independent m easurable features.

Dr. W aym an explains these qualities by comparing fingerprinting to hand geometry.

"Fingerprints are extremely distinctive, but not very robust, sitting at the very end of the major appendages you use to 
explore the world. Damaging your fingerprints requires less than a minute of exposure to household cleaning chemicals.
Many people have chronically dry skin and cannot present clear prints. Hands are very robust, but not very distinctive. To 
change your hand geometry, you'd have to hit your hand very hard with a hammer. However, many people (somewhat less 
than 1 in 100) have hands much like yours, so hand geometry is not very distinctive. Hands are easily presented without 
much training required, but most people initially misjudge the location of their fingerprints, assuming them to be on the tips 
of the fingers. Both methods require some "real-time" feedback to the user regarding proper presentation. Both fingerprints 
and the hand are accessible, being easily presented. In the 1990 Orkand study* only 8% of customers at Department of 
Motor Vehicle offices who had just used a biometric device agreed that electronic fingerprinting "invades your privacy."
Summarizing the results o f a lengthy survey, the study rated the public acceptance of electronic fingerprinting at 96%. To 
our knowledge, there is no comparable polling o f users regarding hand geometry, but we hypothesize that the figures 
would not be too different. With regard to availability, our studies have shown that a person can present at least 6 neariy- 
independent fingerprints, but only one hand geometry (your left hand may be a near mirror image of your right) ."

*Orkand Corporation, "Personal Identifier Project: Final Report", April 1990, State of California Department of Motor 
Vehicles report DMV88-89, reprinted by the U.S. National Biometric Test Center.

C h a ra cte riz in g  B io m e tric  A p p lic a t io n s

Dr. W aym an suggests characterizing biometric applications in terms of seven variables:

• C o o p e ra tiv e  v s . N o n -C o o p e ra tiv e  Th is refers to the behavior of the "threat" or would-be deceptive user. Is the "threat" trying to 
cooperate with the system ? If the threat is trying to enter a  restricted area, she either cooperates with the positive ID system  to try to 
fool it into thinking she's allowed in, or deceptively tries not to cooperate with a negative ID system so as not to trigger the alarm. One
implication of this variable is the scope of database search. In cooperative applications, users may first identify them selves with a  card
or PIN , so that the system  need only match against the claim ed identity’s  template, in non-cooperative applications, users can't be 
trusted to identify them selves correctly, so the entire database m ay need to be searched.

• O ve rt v s . C o v e rt Is the user aware that the biometric sam pling and identification is occurring?
• H abituated v s . N o n-H ab itu ated  Is the intended user expected to be experienced in the use of the system ?
• Attended v s . N o n-A ttended Will the intended user be supervised when using the system ?
• S ta n d a rd  v s . N o n -S ta n d a rd  E n viro n m e nt How controlled are the environmental conditions for operation?
• P u b lic  v s . P rivate  W ill users be customers (public) or em ployees (private)?
• O p en  v s . C lo s e d  W ill the application be required to exchange biometric data with other system s or not?
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Dr. W aym an explains that the positive biometric identification (hand geometry) of users of the Immigration and Naturalization Service's 
P asse n g er Accelerated Service System  (IN S P A S S ) for rapidly admitting frequent travelers into the United States:

"can be classified as a cooperative, overt, non-attended, non-habituated, standard environment, public, closed application.
The system is cooperative because those wishing to defeat the system will attempt to be identified as someone already 
holding a pass. It will be overt because all will be aware that they are required to give a biometric measure as a condition of 
enrollment into this system. It will be non-attended and in a standard environment because collection of the biometric will 
occur near the passport inspection counter inside the airports, but not under the direct observation of an INS employee. It 
will be non-habituated because most international travelers use the system less than once per month. The system is public 
because enrollment is open to any frequent traveler into the United States. It is closed because INSPASS does not 
exchange biometric information with any other system." (emphases added)

C h a ra c te r iz in g  B io m e tric  ID S y s te m s

Dr. W aym an suggests that biometric ID system s should be viewed in terms of a generic biometric system  made up of five basic 
com ponents or subsystem s, depending on the application: data collection, transm ission, signal processing (which com prises feature 
extraction, quality control, pattern matching), storage, and decision.

• Data co llectio n  Biometric system s involve at least two discrete data collection steps. First, any biometric system  must contain a 
biometric characteristic deem ed "true" or canonical from the system 's viewpoint. The term "enrollment" or "registration" refers to the 
first entry of biometric data into the database. Second, the system  must com pare a later-submitted "sample" (often called a "live 
sample") to the sam ple in the database. (Scale is crucial to the enrollment step, sometim es for quite mundane reasons. In the context 
of biometric v isa  issuance  by the State Department, for instance, the government has been looking at whether or not U .S. consulates 
around the world have room to handle the additional equipment and physical traffic needed for data collection.)

• T ra n s m is s io n  M any biometric system s collect data at one location but store and/or process it at another. Such system s require data 
transm ission.

• S ig n a l p ro c e ss in g  Once a biometric is acquired, it must be prepared for comparison. There are three basic tasks here: feature 
extraction, quality control, and pattern matching. A  fourth task in large-scale system s is pattern classification.

• Feature extraction involves finding the true biometric pattern amid noise and signal degradation, preserving the critical 
information, and discarding redundant or unnecessary data. Dr. W aym an g ives the exam ple of a text-independent speaker- 
recognition system . A  properly implemented system  isolates "features that depend only on the speaker and not on the words 
being spoken." At the sam e time, the system  focuses on features that do not change "even if the speaker has a cold or is not 
speaking directly into the microphone."

• Quality control involves checking to see  if the signal is of good quality. Ideally, it should be possible to make a quick 
determination so that another m easure can be taken if the signal is inadequate.

• Pattern matching involves com paring the live sam ple to the reference sam ple in the database. If the user claim s to be Jane Doe, 
the pattern-matching process m ay only need to compare the sam ple to Jane Doe's stored template. In other situations, the 
sam ple must be com pared to multiple templates. The pattern-matching process generates a quantitative "distance" m easure of 
the com parison - -  how close are th e y? Even for the sam e person, the distance is rarely if ever zero.

• Pattern classification is  a technique aimed at reducing the computational overhead of pattern matching. In large-scale system s, it 
can be computationally taxing to match each sam ple against all stored templates in the database. If biometric patterns can be 
categorized, then it m ay be possible to perform the match against only the stored templates in that category. Th is  is sometimes 
referred to as "binning." A  different technique with the sam e goal is "filtering," which involves partitioning the database based on 
information not contained in the biometric itself. If you know the person is a man, you don't need to check against women's 
biometrics. Both of these techniques introduce additional error possibilities; if binning or filtering is erroneous, then the true 
template is not used and a false non-m atch results.

• D e c is io n  Th is  subsystem  implements the biometric ID system 's actual policy with regard to matching. In general, lowering the number 
of false non-m atches raises the number of false matches, and vice versa. Th e  signal processing subsystem  yields a quantitative 
"distance” m easure, but "how close or far is enough?" is a  matter of policy. In a high-security application where the cost of a false 
acceptance could be high, system  policy might prefer very few false acceptances and m any more false rejections. In a commercial 
setting where the cost of a fa lse  acceptance could be small and treated as a cost of doing business, system  policy might favor false 
acceptances in order not to falsely reject and thereby inconvenience large numbers of legitimate customers. Th e  inevitable existence 
of these errors m eans that a n y biom etric ID system  must also have w ell-designed policies for exception handling.

• S to rag e  Biometric reference sam ples m ust be stored somewhere for matching purposes. Fo r system s only performing "one-to-one" 
matching, the database m ay be distributed on cards carried by each enrolled user. Th e  user sim ply presents his or her biometric and 
the system  checks to see if it m atches the template stored on the card. Depending upon system  policy, no central database need 
exist, although in this application a centralized database can be used to detect counterfeit cards or to reissue lost cards without re­
collecting the biometric pattern.

In other ca ses, centralized storage is nece ssary because the system must match the live sam ple to multiple templates. A s the number 
of tem plates grows, speed becom es an increasingly significant issue. One technique is to partition the database (i.e., binning or 
filtering) so that any sam ple need only be matched to the templates in one partition. T h is  increases system  speed and decreases false
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m atches at the expense of increasing the false non-match rate owing to partitioning errors. System  error rates thus change with 
increasing database size  and ID system s do not linearly scale.

Full biometric patterns cannot be reconstructed from the stored reference sam ples if these are stored a s  templates, which reduce data 
richness dram atically. Tem plates them selves are often created using the system  vendor's proprietary feature extraction algorithms. Whether 
stored templates them selves can  be used to "spoof the system  internally is  entirely dependent on the security of the system  architecture.

Biometric ID system s m ay store not only the templates but also raw data. One reason to do so would be to allow changes to the system or 
to change system  vendors without having to re-collect data from all enrolled users. Full raw data storage is a riskier practice in that new 
templates m ay be extracted from the data or the raw data itself m ay be used against the system.

T h e  State of S c ie n tific  T e s t in g  o f B io m e tric  ID S yste m s

According to Dr. W aym an,

"Testing of biometric devices requires repeat visits with multiple human subjects. Further, the generally tow error rates 
mean that many human subjects are required for statistical confidence. Consequently, biometric testing is extremely 
expensive, generally affordable only by government agencies. Few biometric technologies have undergone rigorous, 
developer/vendor-independent testing to establish robustness, disb'nctiveness, accessibility, acceptability and availability in 
'real-world' (non-laboratory) applications."

An in-depth discussion of the statistical methodology in testing biometric ID system s is beyond the scope of this discussion. W e recommend 
Dr. W a ym an's website to interested persons. Note, however, that it is very difficult to generalize from test results. At this time, scientists 
have no w ay of accurately estimating how large a test is needed to adequately characterize any biometric device in any application, even 
with advance knowledge of theoretical error rates.

M edia C o v e ra g e /R e s o u rc e s

C h eck out this page for helpful resources including lots of m edia coverage and links related to the topic.

A ckn o w le d g em e n ts:

Th is  document w as written and com piled by W illiam  Abernathy and Lee Tien with editorial assistance from Sarah G ranger and technical 
assistance from Johnson Hor.

, W ant to learn how you can defend free speech, stand up for privacy, fight for government transparency, support consum er rights, and 
protect your right to innovation in the digital world? V isit http://eff.org/fight to find w ays to help.
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W hat Is Privacy in the 
Context of Biometrics?
The issue of privacy is central to biometrics. Critics complain that the use of 
biometrics poses a substantial risk to privacy rights. Proponents claim that bio­
metrics protect privacy. Evaluating these arguments requires, in the first in­
stance, an understanding of what privacy means. In this chapter we explore the 
definition o f privacy in general.

Working Definition of Privacy
We all m ight have strong subjective ideas about what privacy is. Yet, the word 
“privacy"' is hard to define, in part because the meaning depends greatly on the 
situation, culture, environment, and moment. In the immediate aftermath of 
September 11, for example, many Americans welcomed more intrusive govern­
mental measures to increase public safety, even though that meant their pri­
vacy conld suffer. As one New Yorker put it, “I w ant Big Brother on my 
shoulder, looking out for me.” Pre-September 11, a frequent question asked at 
“Introduction to Biometrics” seminars was, “What about the privacy concerns?" 
Post-September 11, the more frequently asked question became, “What about 
the security aspects?”

Privacy scholar Ruth Gavison sees privacy as consisting of three parts: se­
crecy, anonymity, and solitude. She offers what is perhaps the extreme privacy 
model: “Privacy is a limitation of others' access to an individual.... In perfect pri­
vacy no one has any information about X, no one pays any attention to X, and no 
one has physical access to X" (Gavison 1980,428).

Robert Ellis Smith, the editor of Privacy Journal, defines privacy as “the de­
sire by each of us for physical space where we can be free of interruption, intru­
sion, embarrassment, or accountability and the attempt to control the time and 
manner of disclosures o f  personal information about ourselves” (Smith 2000,6/ 
Smith 2002, 1-8). This definition faints at three types of privacy recognized by 
U.S. courts; physical, decisional, and information privacy.

Based on her survey of the extensive privacy literature, however, Professor 
Lillian R. Bevier concluded that "privacy is a chameleon-like word, used deno­
tatively to designate a range of wildly disparate interests—from confidentiality 
of personal information to reproductive autonomy—and connotatively to gener­
ate goodwill on behalf of whatever interest is being asserted in its name” 
(Bevier 1995,458).

Most important from the standpoint of biometrics, privacy includes an as­
pect of autonomy—as various scholars have expressed it: our control over infor­
mation about ourselves, control over who can sense us, or control over the 
intimacies o f personal identity. This control over information about us, or what 
is  termed “information privacy” (or “informational privacy"), lies at the heart of 
the privacy concerns raised by this new technological reality. Individuals have 
an interest in  determining how, when, why, and to whom information about 
themselves, in the form of a biometric identifier, would be disclosed.
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What Privacy Concerns Does the 
U s e  o f  Biometrics Implicate?
With this working definition of privacy in mind, we next discuss the privacy con­
cerns implicated by the use of biometrics. These concerns relate to identification 
and invasiveness.

The Individual Gives Up a Biometric Identifier
To determine the specific privacy concerns implicated by biometrics, we must 
first focus on what exactly is disclosed when biometric data is collected. Regard­
less o f whether an individual voluntarily provides a biometric identifier or is 
forced to surrender it as part o f state action or government-required scheme, he 
is giving up information about himself. When biometrics, like fingerprinting, 
iris recognition, or retinal scanning is  used, he discloses robust and distinctive 
information about his identity. When other biometrics, such as hand or finger 
geometry, are used, at a minimum, he discloses accurate information about who 
he is. Depending on the biometric, he is giving information about himself that 
could be used to identify him over large-scale databases.

Invasive Aspects o f the information
Beyond this fundamental disclosure, invasive implications might also be related 
to privacy concerns that stem from the biometric identification information dis­
closed. These invasive implications for privacy are essentially three-fold:

K The invasive effects of a secondary market, defined as disclosure of the 
biometric identification information to third parties

a Any invasive information that might be additionally obtained as part of 
the biometric identifier

■ The invasiveness that might be associated with actual physical harm 
caused by the technology

In vasive Secondary Market E ffects Once a biometric identifier is cap­
tured or collected from an individual in  the primary market, and even if  it  is 
captured only once, the biometric identifier could easily be replicated, copied, 
and otherwise shared among countless public and private sector databases. 
This sharing in a secondary market could conceivably take place without the in­
dividual's knowledge or consent. Indeed, biometric identifiers could be bought 
and sold in a secondary market much the way names and addresses on mailing 
lists are currently bought and sold by data merchants.

An example illustrates the secondary market effect: I give my face and finger­
prints to my local sports dub so I can access the club and keep better track of my 
workouts. I do this by presenting my face to a camera whenever I enter and by 
touching my finger to the computer display on the treadmill and other equip­
ment. I get a detailed monthly fitness report. The sports club conveniently en­
rolled both of my index fingers so I don’t even have to remember which pointer
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finger to use. After a while, I start receiving marketing information telling me to 
show up at the local grocer}' store, retail outlet, and so on, because I am already 
preregistered and biometrically enrolled in their systems. That’s  because, along 
with my facial photograph, the sports club kept my raw data, or file images, in 
addition to the fingerprint templates, and sold the information to others.

Later, while shopping in the mall, sales associates insist on selling me ath­
letic gear, protein supplements, and diet aids because their facial recognition 
system  identified m e as a failed jock from the sports club. Later, the police are 
confronted with the grisly homicide of the sports club manager in  h is office, 
where the only evidence is a single latent print left on the murder weapon. After 
no matches are made against the FBFs criminal master file, the new sports club 
management readily agrees to turn over the file images of fingerprints of all its 
members, including mine, so the latent print can be searched against them.

Particularly with respect to the private sphere, where the conduct of private 
actors has traditionally been given a large degree of freedom of action from gov­
ernment interference, few current legal limits exist in the United States on the 
use of biometric information held by private actors. This observation is not meant 
to suggest that the federal or state governments would not be able to regulate the 
use o f biometric information held by private actors; rather, it emphasizes what 
the present regulatory baseline is with respect to the regulation of biometric in­
formation; Until regulatory action has been taken by government, the use of 
biometrics is  left to the market. The legal situation is very different in the Euro­
pean Union, where a  comprehensive privacy protection framework exists.

In vasive Inform ation  Is O btained  In addition to the identification infor­
mation associated with the biometric, invasive information threatening privacy 
could conceivably include three other types of concerns. First, biometric identifi­
ers could be used extensively for law enforcement purposes, as raised in the 
sports club example. Fingerprints have long been used by law enforcement, and 
electronic finger images—or what are in effect the next generation of finger­
prints—are presently being used by various law enforcement agencies as part of 
their databases, such as the FBFs Integrated Automated Fingerprint Identifica­
tion System (IAFIS).

Second, it  is possible (and this point needs to be stressed: only possible) that 
some biometrics might capture more than just mere identification information. 
Information about a person’s health and medical history might also be inciden­
tally obtained. Recent scientific research, while the subject of controversy, sug­
gests that fingerprints might disclose such information about a person. For 
example, Dr. Howard Chen, in his work on dermatogtyphics, or the study o f the 
patterns of the ridges o f the skin on parts of the hands and feet, notes that “cer­
tain chromosomal disorders are known to be associated with characteristic 
dermatoglyphic abnormalities,” specifically citing Down syndrome, Turner syn­
drome, and Klinefelter syndrome as chromosomal disorders that cause unusual 
fingerprint patterns in a person. Certain nonchromosomal disorders, such as 
chronic, intestinal pseudo-obstruction (CIP) (described in  the next paragraph),
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leukemia, breast cancer, and Rubella syndrome, have also been implicated by 
certain unusual fingerprint patterns.

Dr. Marvin M. Schuster, the recently retired director of the division of digestive 
diseases at Johns Hopkins Bayview Medical Center, has discovered a “mysterious 
relationship" between an uncommon fingerprint pattern, known as a digital arch, 
and a medical disorder called CIP that affects 50,000 people nationwide. Based on 
the results of a seven-year study, Dr. Schuster found that 54 percent of CIP pa­
tients have this rare digital arch fingerprint pattern. In comparison, arch finger­
prints appear in only seven percent of the general population. Schuster's discovery 
suggests a genetic basis to the disease. Schuster explained that in the case of CEP, 
“the more digital arches there are in the fingerprint, the stranger the correlation 
(to the condition]. The majority of CIP patients possess at least one digital arch. 
This discovery offers an important clue in diagnosing CEP, and it suggests that the 
disorder is congenital. It could potentially save people with CIP from multiple 
needless operations” (Hancock and Hendricks 1996).

While still extremely controversial within the scientific communities, several 
researchers report a link between fingerprints and homosexuality. For example, 
psychologists at the University of Western Ontario report that homosexual 
males are more likely than their heterosexual counterparts to show asymmetry 
in their fingerprints. “What we found is a statistically significant difference be­
tween groups of heterosexual and homosexual men,” researcher Doreen Kimura 
said (Associated Press 1994). While this research is far from conclusive, the 
availability of such information with its possible links to medical and related in­
formation again raises concern about privacy and can create misperceptions.

From examining the retina or iris, an expert can determine that a patient 
may be suffering from common afflictions such as diabetes, arteriosclerosis, 
and hypertension; furthermore, a medical professional can also detect unique 
diseases of the iris and the retina. Moreover, the onset of certain diseases (such 
as diabetes) and conditions (such as pregnancy) may cause the retinal pattern 
to change; are the changes enough to cause a previously enrolled user to be re­
jected by a system because the user’s biometric is no longer recognized by the 
system? Although both the iris and retina contain medical information, it is by 
no means obvious that the biometric data taken of the iris or retina implicates 
privacy concerns related to the disclosure of medical information. A necessary 
area of farther technical inquiry is whether the computerized code taken of the 
iris or retina actually contains any medical information or if the information 
captured is sufficient to be used for any type of diagnostic purpose.

Much research remains to be done; however, a biometric identifier with any 
possible links to medical information will raise lingering questions about the 
privacy aspects of the information disclosed. More important, the mere percep­
tion that such sensitive information may be disclosed could dissuade people 
from using potentially beneficial biometric systems.
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Actual Physical Harm; Physical Invasiveness Part of the '‘urban legend” 
surrounding biometrics holds that retinal scanning “shoots a laser beam into the 
eye.” This is not the case, but urban legends die hard. Anecdotally, certain avia­
tors, who are extremely proud of their 20/20 vision, supposedly had a hard time ac­
cepting retinal scanning devices in an experimental program because at least 
some of them feared the devices would adversely affect their perfect vision. Other 
users feared that diseases, such as conjunctivitis, may result from having to come 
into close proximity with a binocular-like device that strangers had touched. Some 
users of biometrics have complained that hand geometry systems dry their hands. 
Such fears, even when unfounded, can negatively affect the system because dissat­
isfied users will go out of their way not to cooperate with the system; some may- 
even actively engage in acts of sabotage to prevent its use.

Documented cases of biometrics causing actual harm to a person are difficult, 
if not impossible, to find, but many of the technologies are fairly new. And to 
date, no enterprising plaintiffs attorney has brought a class-action lawsuit for 
personal injury on this biometrics-induced harm basis. The bottom line is that 
any liability resulting from any proven actual physical harm caused by biomet­
ric systems would be addressed by the individual state's tort liability regimes. 
On a related note, eventually, the judiciary will also have the opportunity to de­
cide the admissibility of biometric identification as scientific evidence using the 
prevailing standards articulated by the Supreme Court in Daubert v. MerreU 
Dow Pharmaceuticals in 1993.

B i o m e t r i c s  a s  P r i v a c y 's  F o e :  
C r i t i c i s m s  o f  B i o m e t r i c s
This section discusses the “foe” side of the coin: the criticisms of biometrics lead­
ing to loss of anonymity and autonomy and the “Big Brother” scenario, including 
the danger of function creep and degradation of the individual’s reasonable ex­
pectation of privacy.

The Loss o f  A nonym ity; th e  Loss o f A u tonom y
A basic criticism of biometrics is that we, as individuals, risk losing our ano­
nymity and autonomy whenever biometric systems are deployed. Part of con­
trolling information about ourselves includes our ability to keep other parties 
from knowing things about us, like who we are. While we all know that a deter­
mined party—whether the government or a private party—can learn our iden­
tity (and much more about us), the use of biometrics makes it dear that our 
identity is now fully established within seconds. As Roger Clarke explains, 
“The need to identify oneself may be intrinsically distasteful to some people.... 
They may regard it as demeaning, or implicit recognition that the organization 
with whom they are dealing exercises power over them” (Clarke 1994).
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Robert Ellis Smith agrees, noting that, “In most cases, biometric technology 
is impersonal’’ (Smith 1996). At the same time, as the technology improves, its 
use may become more ubiquitous, and individuals may find that they are re­
quired to provide a biometric identifier in unexpected, unwelcome, or unfore­
seen circumstances. Moreover, you cannot simply “make up” a biometric as you 
can a name, an address, or a phone number. In this sense, perhaps, the loss of 
anonymity leads to an inevitable loss of indi vidual autonomy.

Biometrics should not really be blamed for the fact that there is less individual 
anonymity in society today than in decades or centuries past, however. Rather, far 
larger economic, political, and technological forces have been at work. America’s 
transformation from an agrarian to industrial to post-industrial service (or “infor­
mation age”) economy, combined with the massive growth of government since the 
New Deal of the 1930s, have put a greater premium on the need for information 
about individuals and organizations. At the same time, technical advances have 
made it much easier and more convenient to collect, compile, and keep extensive 
information on individuals. This information-centric trend takes place because in 
the Information Age information has great value as a commodity. The computer, 
the enabler of “infb-centrism,’’ has helped make information a valuable commodity 
because it can process large amounts of personal information from large numbers 
of people in little time and at low cost.

While a biometric identifier is an accurate identifier, it is not the first nor the 
only identifier used to match or locate information about a person. Names and 
numerical identifiers such as social security numbers, account numbers, and 
military service numbers have long been used to access files with personal infor­
mation. Moreover, the impressive search capabilities of computer systems with 
their abilities to search, for example, the foil text of stored documents, make 
identifiers far less important for locating information about an individual.

We also should not lose sight of the fact that there is usually a good reason why 
individual recognition in the form cf identification or verification is needed. Bal­
ancing the equities involved and depending on the case, the benefits—to the indi­
vidual as well as to society—of establishing a person's identity generally outweigh 
the costs cf losing anonymity. For example, given the massive problem of missing 
and abused children, many citizens would eagerly support the idea of day care pro­
viders using biometrics to make certain that our children get released at the end of 
the day to a parent or guardian whose identity has been verified. However, reason­
able people can disagree as to the cost-benefit analysis.

Similarly, to consider a “pocketbook” example, the world’s financial commu­
nity has long been concerned about growing problems of ATM fraud and unau­
thorized account access, estimated to cost $500 million a year, check fraud at 
least $2 billion, and credit card fraud about $1.5 billion per year. The financial 
services industry believes that a significant percentage of these losses could be 
eliminated by the use ofbiometrics, by ensuring that only the authorized account
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holder could access the account. MasterCard, for example, has been evaluating 
various biometrics since 1995 and believes fingerprint technology is the best 
technology to reduce credit card fraud. According to Joel Lisker, the company’s 
senior vice president of security and risk management, “We estimate that a fin­
gerprint system, fully implemented, could save the financial sendees industry 
billions of dollars” (Haapaniemi 1998).

Critics give too much credit to biometrics’ alleged ability to erode anonymity 
without giving enough attention to the market's ability to protect privacy in re­
sponse. It is not obvious that more anonymity will be lost when biometrics are 
used. Public and private sector organizations already have the ability to gather 
substantial amounts of information about individuals by tracking, for example, 
credit card use, consumer spending, and demographic factors.

A parallel to the financial services industry might be helpful. Despite the ex­
istence of many comprehensive payment systems such as credit cards, which 
combine extreme ease of service with extensive record-keeping, many Ameri­
cans still prefer to use cash for transactions—a form of payment that leaves vir­
tually no record. An individual who wants anonymity might have to go to 
greater lengths to get it in the biometric world, but the ability of the market­
place to accommodate a person’s desire for anonymity should not be so readily 
dismissed. Moreover, as explained next, the ability of biometrics to serve as pri­
vacy enhancing technologies should not be discounted.

The B iom etric-B ased "Big Brother" Scenario
Aside from the alliterative qualities the phrase possesses, critics of biometrics 
seem to inevitably link the technology to "Big Brother,” Biometrics, in combina­
tion with impressive advancements in computer and related technologies, 
would, its critics argue, enable the State to monitor the actions and behavior of 
its citizenry. In this vein, concern has been expressed that biometric identifiers 
will be used routinely against citizens by law enforcement agencies. As Marc 
Roteaberg of the Electronic Privacy Information Center has succinctly ex­
plained, “Take someone’s fingerprint and you have the ability to determine if 
you have a match for forensic purposes” (American Banker 1996).

This “Big Brother” concern, however, goes beyond normal police work. Every 
time an individual used her biometric identifier to conduct a transaction, a record 
would be made in a database that the government, using computer technology, 
could then match and use against the citizen—even in ways that are not autho­
rized or meet with our disapproval. To borrow the reasoning of a 1973 report on 
national identity card proposals, the biometric identifier, in ways far more effec­
tive than a numerical identifier, “could serve as the skeleton for a national dos­
sier system to maintain information on every citizen from cradle to grave” (U.S. 
Department of Health, Education and Welfare 1973).

Roger Clarke has perhaps offered the best worst-case ISSJ-like scenario:
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Any high-integrity identifier [such as biometrics] represents a threat to 
civil liberties, because it represents the basis for a ubiquitous identification 
scheme, and such a scheme provides enormous power over the populace. 
All human behavior would become transparent to the State, and the scope 
for nonconformism and dissent would be muted to the point envisaged 
by the antiutopian novelists (Clarke 1994).

At least one example exists from U.S. history of supposedly confidential re­
cords being used in ways never likely intended. In November 1941, almost two 
weeks before the Japanese attack on Pearl Harbor, President Franklin D. Roo­
sevelt ordered a comprehensive list made to include the names and addresses of 
all foreign-born and American-born Japanese living in the United States. To 
compile the list, staffers used 1930 and 1940 census data. Working without the 
benefit of computers, staffers compiled the list in one week. Following the at­
tack, President Roosevelt issued Executive Order 9066, authorizing military 
personnel to detain and relocate persons of Japanese ancestry. By the spring of 
1942, the U.S. government forced persons of Japanese descent, including U.S. 
citizens, to relocate from their homes on the West Coast and report to relocation 
centers. An estimated 120,000 people, many of whom were U.S. citizens, were held 
without judicial review. John Miller and Stephen Moore, two libertarian schol­
ars, contend, “The history of government programs indicates that privacy rights 
are violated routinely whenever expediency dictates” (Miller and Moore 1995).

F u n c tio n  Creep
The biometric-based “Big Brother” scenario would not happen instantly. 
Rather, when first deployed, biometrics would be used for limited, clearly speci­
fied, sensible purposes—to combat fraud, to improve airport security, to protect 
our children, and so on. But consider what Justice Louis Brandeis (of “right to 
privacy” fame) warned in his famous Olmstead v. United States dissent of 1927:

Experience should teach us to be most on our guard to protect liberty 
when the Government's purposes are beneficent. Men bom to freedom 
are naturally alert to repel invasion of their liberty by evil-minded 
rulers. The greatest dangers to liberty lurk in insidious encroachment 
by men of zeal, well meaning but without understanding.

What would inevitably happen over time, according to civil libertarians, is a 
phenomenon known as “function creep” or “mission creep”: identification sys­
tems incorporating biometrics would gradually spread to additional purposes 
not announced or not even intended when the identification systems were origi­
nally implemented.

The classic example of function creep is the use of the Social Security Number 
(SSN) in the United States. Originated in 1936, the SSN's sole purpose was to
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facilitate record-keeping for determining the amount of Social Security taxes to 
credit to each contributor’s account. In fact, the original Social Security cards 
containing the SSN bore the legend, “Not for Identification.’’ By 1961, the Inter­
nal Revenue Sendee (IRS) began using the SSN for tax identification purposes. 
By 2002, countless transactions from credit to employment to insurance to many 
states’ drivers licenses require a Social Security Number and countless private 
organizations ask for it even when it. is not needed specifically for the transac­
tion at hand. From “Not for Identification,” the SSN has become virtual manda­
tory identification.

Moreover, given the consequences of function creep, the size, power, and scope 
of government will expand as all citizens get their biometric identifiers thrown 
into massive government databases by the “men [and women] cf zeal, well-mean­
ing but without understanding” about whom Justice Branded? warned. In effect, 
an old Russian proverb aptly identifies the danger of biometrics for freedom-loving 
Americans: “If you are a mushroom, into the basket you must go.”

R eduction  o f  th e  Ind iv idua l's  
Reasonable E xpec ta tion  o f  Privacy
Just as function creep implies that biometrics will gradually (and innocently) 
grow to be used by zealous, well-meaning bureaucrats in numerous, creative 
ways in multiple forums, function creep will also enable the government to use 
the new technology of biometrics to reduce further over time the citizenry’s rea­
sonable expectations of privacy.

Analogies can be drawn from previous cases in which the government has 
used cutting-edge technology to intrude in an area in which the private actor 
had manifested a subjective expectation of privacy. For example* the Environ­
mental Protection Agency CEPA), in an effort to investigate industrial pollu­
tion, used "the finest precision aerial camera available” mounted in an airplane 
flying in lawful airspace to take photographs of Dow Chemical Company’s 
2,000-acre Midland, Michigan, facilities. Fearful that industrial competitors 
might try to steal its trade secrets, Dow took elaborate precautions at its facil­
ity. Despite the precautions the company took to ensure its privacy, the Su­
preme Court, in a 5-4 vote handed down in 1985, found that Dow had no 
reasonable, legitimate, and objective expectation of privacy in the area the EPA 
had photographed. The dissent noted that, by basing its decision on the method 
of surveillance used by the government, as opposed to the company’s reason­
able expectation of privacy, the Court ensured that “privacy rights would be se­
riously at risk as technological advances become generally disseminated and 
available to society” (Dow Chemical Co. v. United States, 476 U.S. 227 (1986)).

Some contend that biometrics is precisely the kind of technological advance 
the Dow dissenters warned about. Citizens no longer would have a reasonable 
expectation of privacy any time they use a biometric identifier because the gov-
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emment’s use of biometrics and computer matching would be merely utilizing 
commercially available technologies.

C ultural, Religious, an d  Philosophical O bjections
Other criticisms of the use of biometrics originate on cultural, religious, and 
philosophical grounds. These objections might not be shared by large numbers 
of people, but to the extent those who advocate them have sincerely held beliefs, 
they merit discussion.

C u ltu ra l: S tfgm a a n d  D ig n ity
Simon Davies of Privacy International notes that it is no accident that biometric 
systems are being tried out most aggressively with welfare recipients. The Brit­
ish scholar contends that they are in no position to resist the State-mandated in­
trusion. Interestingly, in the 1995 GAO Report on the use of biometrics to deter 
fraud in the nationwide Electronics Benefit Transfer (EBT) program, the U.S. 
Department of the Treasury expressed concern over how finger imaging would 
impact on the dignity of the recipients and called for more testing and study.

While stigma and dignity arguments tied to the less fortunate elements of soci­
ety have a strong emotional appeal, the available empirical data from Connecti­
cut suggests that the majority of entitlement recipients actually support the use 
of biometrics. Some have criticized such surveys as flawed because the recipients 
could be reluctant to provide their true opinions because of retaliation fears.

R elig ious O b jec tions
Several religious groups criticize biometrics on the ground that individuals are 
forced to sacrifice a part of themselves to a godless monolith in the form of the 
State. For example, certain Christians interpret biometrics to be a “mark of the 
beast,” an objection based on language in the New Testament’s “Revelation”:

[The Beast] causeth all, both small and great, rich and poor, free and 
bond, to receive a mark m their right hand, or in their foreheads: And 
that no man might buy or sell, save that he had the mark, or the name 
of the beast, or the number of his name.... And his number is six hundred, 
threescore, and six (Revelation, 13:16-18).

Certain Christians consider biometrics to be the brand discussed in Revela­
tion and biometric readers as the only means of viewing these brands. For ex­
ample, stressing that “the Bible says the time is going to come when you cannot 
buy or sell except when a mark is placed on your head or forehead,” fundamen­
talist Christian Pat Robertson has expressed doubts about biometrics and has 
noted how the technology is proceeding according to scripture. And at least one 
religious group has complained that the hand geometry' devices used by Califor­
nia were making “the mark of the beast” on enrollees’ bands.
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FTC F in es  C hoicePoint $15 M illion  fo r Security Breach
Los Angeles Times (LATWP News Service) (CA) - Thursday, January 26, 2006

Author: Joseph Menn

The Federal Trade Commission hit data broker ChoicePoint Inc. with the largest civil penalty in the agency's 
history Thursday for allowing sensitive information on 163,000 consumers to get into the hands of Los Angeles 
con artists last year.

The commission levied a $10 million penalty, on top of $5 million in restitution, making a total worth more than 10 
percent of the company's profit last year. The agency declared that the company gave false assurances to the 
public about its security precautions while being so careless that it sold information to a purported business 
customer whose own ChoicePoint file identified a link to possible fraud.

Other con artists posing as customers applied for multiple accounts from the same publicly available fax 
machine, submitted revoked business licenses and in at least one case omitted the applicant's surname, 
according to  the commission.

While some of the FTC's allegations were previously reported, many of the details were new, including 
complaints that the company failed to inquire after would-be customers applied with suspended articles of 
incorporation, mismatching addresses on supporting documents, and contact numbers belonging to residential or 
cellular phones.

Revealed because of a California disclosure law, the ChoicePoint breach launched a national debate about data 
security that has prompted new laws in more than a dozen states and 18 pieces of proposed federal legislation.

Most are aimed at making it harder for identity thieves to get Social Security numbers and other information that 
can be used to open credit accounts and make fraudulent purchases in the names of innocent consumers.

In announcing Thursday's settlement, FTC Chairwoman Deborah Platt Majoras said the commission wanted to 
serve notice to other businesses that consumer information must be protected.

Data security "must be a priority for financial and corporate America," she said. Signaling that the agency would 
continue to lead in the enforcement of identity theft, she said consumers should know that "we will make sure 
that your information is safeguarded and you don't have to worry that it will fall into the wrong hands and harm 
you."

The action generally won praise from consumer groups. Thursday's penalty "is a lot of money," even for a big 
company like ChoicePoint, said Chris Hoofnagle, West Coast director of the nonprofit Electronic Privacy 
Information Center. "It shows that the FTC is getting serious about security."

ChoicePoint still faces several private lawsuits over the data breach. The Securities and Exchange Commission 
also is investigating whether Chairman Derek Smith and another top executive improperly sold company shares 
before the breach became public.

The company was informed of the problem months earlier by investigators with the Los Angeles County Sheriffs 
Department. They arrested a Nigerian national, Olatunji Oluwatosin, who pleaded guilty last month to committing 
$2.5 million in fraud and is facing at least seven years in jail.

Beginning in January 2002, Oluwatosin used fake businesses with mail drops in Beverly Hills, Hollywood and 
elsewhere to set up ChoicePoint accounts and access personal information on more than 1,500 people, 
according to the district attorney's office. Search warrants served on ChoicePoint turned up a much wider fraud
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o problem.

The FTC cited ChoicePoint for violating the Fair Credit Reporting Act, which requires buyers of credit reports to 
have a proper purpose, and for violating basic fair-practices laws. It said ChoicePoint unfairly failed to protect 
consumer information and was deceptive when it made such statements as "Every ChoicePoint customer must 
successfully complete a rigorous credentialing process."

In legal papers filed with the settlement, the FTC said ChoicePoint improperly released nearly 10,000 credit 
reports and that about 800 cases of identity theft resulted. The $5 million in restitution will be distributed to those 
people and future victims of the data breach.

ChoicePoint didn't admit to the FTC assertions or to any wrongdoing in the settlement. It did agree to revamp its 
procedures in several ways, including instituting mandatory visits to many customers. It also must submit to 
security audits every two years through 2026.

By itself, the financial payout will do modest harm to ChoicePoint. Even after a charge for the penalty, the 
Alpharetta, Ga., company reported fourth-quarter earnings of $28 million Thursday on revenue of $258 million.

ChoicePoint shares dropped $3.35, or 7 percent, to $42.95 after the settlement was announced.

Section: Financial
Provided By: Los Angeles Times - Washington Post News Service 
Record Number: 10F6866006A44D58
Copyright 2006, Los Angeles Times. Reproduced with the permission of Los Angeles Times - Washington Post 
News Service by NewsBank, inc.
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SB 98—Biometric Information: What Are Other States Doing?

W hat are other states doing regarding the collection of biometric data?

In 2008, our office requested a research report asking which states have legislation preventing 
the collection of a person’s biometric data, such as a fingerprints or DNA, for purposes other than law 
enforcement.

We received a comprehensive list of states that have laws prohibiting genetic discrimination in 
employment, prohibiting employers from requesting or requiring genetic information, prohibiting 
employers from performing genetic testing, and similar situations. In all, the researcher identified 
through the NCSL employment laws in 36 jurisdictions.

When it comes to non-genetic biometric information, the researcher identified 33 states which 
have some form of legislation, which includes a wide range of topic from prohibiting the use of lie 
detectors by anyone except peace officers in California, to requiring the Commissioner of Health and 
Social Services to examine the use of biometric identifiers for recipients of public assistance.

Among some of the more notable laws are Indiana, which prohibits the collection of personal 
information, including voice prints, by state agencies to that which is relevant and necessary to 
accomplish a statutory purpose; and New Hampshire which prohibits the collection of “biometric data” 
in connection with motor vehicle licensing.

Other states, such as Oregon, require those who apply for a driver’s license to submit to the 
collection of biometric data.

Essentially, all states which have laws regarding DNA tend to protect that information at least 
for employment purposes, but the states vary greatly when it comes to other biometric information.

W hat About the Federal Government?

You will also find on Page 2 of the document in your packet titled, “Biometrics: Who’s 
Watching You?” there is a description of some of the federal initiatives involving the biometrics. The 
most recent of these is the USA Patriot Act, which requires the use of biometric technology to identify 
foreign visitors, and the Enhanced Border and Visa Entry Reform Act of 2002, which is specific to 
border crossings.
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You asked for information regarding privacy. Specifically, you wished to know what states, if any, 
have laws that prohibit the collection of a person’s biometric data, such as a fingerprint or 
deoxyribonucleic acid (DNA), for purposes other than law enforcement.

As you may know, the term “biometrics" is used for the various ways humans can be identified 
through unique aspects of their bodies. Fingerprints are probably the most commonly known 
biometric identifier. Other biometric identifiers include hand prints, vein dimensions, iris designs, 
blood vessels on retinas, body odor, walking characteristics, voice patterns, facia! features, and 
genetic profile.1

The National Conference of State Legislatures (NCSL) collects information on actions state 
legislatures have taken to safeguard a persons’ genetic information.2 One common theme in 
state law is to protect employees and job seekers from genetic screening and discrimination. In 
Table 1, we provide NCSL’s summary of state employment laws that pertain to a person’s genetic 
information. As you can see from Table 1, genetic nondiscrimination in employment laws is now 
in place in 35 jurisdictions. In addition, laws in 19 states prohibit an employer from requesting 
genetic information or a genetic test from an employee; laws in 26 states prohibit an employer 
from requiring genetic information or a genetic test from an employee; laws in 16 states prohibit 
an employer from performing a genetic test on an employee; laws in 11 states prohibit an 
employer from obtaining an employee’s genetic information or genetic test result; and laws in 14 
states specify penalties for genetic discrimination in employment. As examples, we include as 
Attachment A genetic nondiscrimination employment laws from Arkansas, Iowa, New Hampshire, 
Oklahoma, and Wisconsin.

1 The Privacy Rights Clearinghouse, http://www.privacyiights.org/ar/Privacy-lssuesList.htm.

2 NCSL’s sum mary o f state genetic privacy laws can be found at 
http://www.ncsl.org/programs/health/genetics/prt.htm. Alaska's Genetic Privacy law can be found at AS 18.13.010 
through AS 18.13.100.
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Table 1: State Genetic Privacy in Em ploym ent Laws
Provisions State

Genetic discrimination prohibited in hiring, 
firing, and/or terms, conditions or privileges 
of employment

Arizona, Arkansas, California, Connecticut, Delaware, District 
of Columbia, Hawaii, Idaho, Illinois, Iowa, Kansas, Louisiana, 

Maine, Maryland, Massachusetts, Michigan, Minnesota, 
Missouri, Nebraska, Nevada, New Hampshire, New Jersey, 
New Mexico, New York, North Carolina, Oklahoma, Oregon, 
Rhode Island, South Dakota, Texas, Utah, Vermont, Virginia, 

Washington, Wisconsin

Employer Prohibited From Requesting 
Genetic Information Genetic Test

Arkansas, Connecticut, Idaho, Iowa, Kansas, Louisiana, 
Maryland, Massachusetts, Minnesota, Nevada, New 

Hampshire, New York, Oklahoma, Oregon, Rhode Island, 
South Dakota, Utah, Virginia, Wisconsin

Employer Prohibited From Requiring 
Genetic Information Genetic Test

Arkansas, Connecticut, Hawaii, Idaho, Iowa, Kansas, 
Louisiana, Maine, Maryland, Massachusetts, Michigan, 

Minnesota, Nebraska, Nevada, New Hampshire, New York, 
Oklahoma, Oregon, Rhode Island, South Dakota, Texas, Utah, 

Vermont, Virginia, Washington, Wisconsin

Employer Prohibited From Performing 
Genetic Test

California, Iowa, Louisiana, Massachusetts, Michigan, 
Minnesota, Nevada, New Hampshire, New York, Oklahoma, 

Oregon, Rhode Island, South Dakota, Vermont, Virginia, 
Wisconsin

Employer Prohibited From Obtaining 
Genetic Information Genetic Test Result

Arkansas, Idaho, Kansas, Massachusetts, Michigan, 
Minnesota, New York, Oklahoma, Oregon, South Dakota, Utah

Specific Penalties for Genetic 
Discrimination in Employment

Arkansas, Idaho, Iowa, Minnesota, Missouri, New Hampshire, 
New Mexico, Oklahoma, Rhode Island, South Dakota, Utah, 

Vermont, Virginia, Wisconsin
Notes: Current through November 2007. Arizona Revised Statutes, §41 -1463; Arkansas Code Annotated, §11-5- 

401 to 405; California Code Annotated, Government Code §12926 and §12940; General Statutes of 
Connecticut, §46a-6Q; Delaware Code Annotated, §19-710 to 711; District of Columbia Code, §2-1401.01; 
Hawaii Revised Statutes, § 378-01 to 10; Idaho Code, §39-8301 to §39-8304; Illinois Compiled Statutes, 
§410-513/25 and §215 ILCS 5/356v; Iowa Code, §729.6; Kansas Statutes Annotated, §44-1002, §44-1009; 
Louisiana Statutes, §23:302, §23:303; Maine Revised Statutes, 5 §19301 and 5 §19302; Annotated Code of 
Maryland, Human Relations Commission §49B-15to 16; Massachusetts General Laws, §151B; Michigan 
Compiled Laws, §37.1201, §37.1202; Minnesota Statutes, §181.974; Missouri Revised Statutes, §375.1300, 
§375.1306; Revised Statutes of Nebraska, §48-236; Nevada Revised Statutes, §613.345; New Hampshire 
Revised Statutes, §141-H; New Jersey Statutes, §10:5-5, §10:5-12; New Mexico Statutes, §24-21-1 to 7; 
New York Consolidated Laws, Executive Code §292, §296; General Statutes of North Carolina, §95-28.1A; 
Oklahoma Statutes, §36-3614.2; Oregon Revised Statutes, §659A.300 to 306; General Laws of Rhode 
Island, §28-6.7-1; South Dakota Compiled Laws, § 60-2-20; Texas Code, Labor Code 2§21-402; Utah Code, 
§26-45-103; Vermont Statutes, §18-9333; Code ofVirginia, §40.1-28.7:1; Revised Code of Washington, 
§49.44.180; Wisconsin Statutes, §111.372.

Source; National Conference of State Legislatures, http://www.ncsl.org/proQrams/health/qeneiics/ndiscrim.htm.

The state laws described above do not generally extend privacy protections to non-genetic based 
biometric identifiers such as fingerprints. We were unable to locate a comprehensive list of state 
laws that prohibit the collection of a person’s non-genetic biometric data. In conjunction with 
NCSL, we searched the statutes of each state for laws that pertain, to some degree, to an 
individual’s non-genetic biometric data and identified 33.

Most of the laws identified by our search are quite dissimilar; they range from preventing schools 
from collecting the biometric information of students without the written consent of the student’s 
parent or guardian, to establishing inmate telephone systems within state prisons that can identify 
inmates through biometric identifiers. None of these laws, however, appear to pertain to your
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issue of expressly prohibiting employers from collecting non-genetic biometric information from 
their employees or prospective employees.3 We include each of these 33 laws as Attachment B; 
a brief summary of each of these laws is as follows.

Arizona Revised Statutes § 15-109: Prevents schools from collecting biometric 
information from a pupil unless the pupil's parent or guardian gives written 
permission.

California Codes, Civil Code § 52.7: Except as provided in law, a person shall 
not require, coerce, or compel any other individual to undergo the subcutaneous 
implanting of an identification device.

California Codes, Financial Code § 13082: Adding factually discernible
numerical keypad, such as fingerprint biometrics, to point-of-sale devices to aid 
visually impaired individuals.

California Codes, Penal Code § 637.3: With the exception of peace officers 
carrying out his or her official duties, no person or entity shall use any system 
which examines or records in any manner voice prints, or other voice stress 
patterns of another person to determine the truth or falsity of statements made by 
such other person without his or her express written consent given in advance of 
the examination.

California Codes, Penal Code § 4017.1: Except as provided in law, any person 
confined in a county jail, industrial farm, road camp, or city jail who is required or 
permitted by an order of the board of supervisors or city council to perform work, 
and any person while performing community service in lieu of a fine or custody or 
who is assigned to work furlough, may not be employed to perform any function 
that provides access to personal information of private individuals, including the 
following: addresses; telephone numbers; health insurance, taxpayer, school, or 
employee identification numbers; mothers' maiden names; demand deposit 
account, debit card, credit card, savings account, or checking account numbers,
PINs, or passwords; social security numbers; places of employment; dates of 
birth; state or government-issued driver's license or identification numbers; alien 
registration numbers; government passport numbers; unique biometric data, 
such as fingerprints, facial scan identifiers, voice prints, retina or iris images, or 
other similar identifiers; unique electronic identification numbers; address or 
routing codes; and telecommunication identifying information or access devices.

Connecticut General Statutes § 17b-30: Requires the Commissioner of Social 
Services and the Commissioner of Motor Vehicles to examine available biometric 
identifier systems to be used by the state’s temporary family assistance program 
and any other program determined by the Commissioner of Social Services.

3 The list does not include laws that states have adopted in relation to the National Crime Prevention and Privacy 
Compact or laws that refer to biometrics Information in specific identity theft laws. The National Crime Prevention and 
Privacy Compact Act is a federal law that establishes a method by which states can exchange criminal records for 
noncriminal Justice purposes without charging each other for the information. The URL for the Federal Bureau of 
investigation's National Crime Prevention and Privacy Compact Act website is 
http://wvm.fbi.gov/hq/cjisd/webyo20page/ccMm.
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Florida Annotated Statutes § 311.125: Establishes the Uniform Port Access 
Credential Card, which is required of those individuals who work at Florida’s 
seaports. This card must include at a minimum a digital full-face photograph, a 
digital fingerprint, a multilayered security process, a two-dimensional barcode 
with technology specifications that will allow the unique biometric identifiers to 
reside in the barcode, a unique identifying code or number, scanning capability to 
compare required identifiers with information on file in the central database.

Illinois Compiled Statutes 105 ILCS 5/10-20.40 and 105 ILCS 5/34-18.34:
Establishes minimum policies for school districts that collect biometric information 
from students.

Illinois Compiled Statutes 740 ILCS 14/1 (2008), Biometric Information 
Privacy Act: Relates to the retention, destruction, and privacy of an individual’s 
biometric information. Prohibits unauthorized disclosure and exempts such 
information from the Freedom of Information Act. Establishes that no provision 
be construed to conflict with the Criminal Identification Act; the Private Detective, 
Alarm, Security, Fingerprint Vendor, and Locksmith Act, or another similar act.

Indiana Statutes § 4-1-6-2: Limits the collection, maintenance, and use of 
personal information, including voice prints, by state agencies, to that which is 
relevant and necessary to accomplish a statutory purpose.

Indiana Statutes § 26-2-8-116: Allows electronic signature authentication and 
identification to be used for certain individuals, under certain circumstances.

Louisiana Revised Statutes 37:1182: Grants the Louisiana Board of Pharmacy 
the authority to require applicants for any pharmacological license, registration, 
certificate, permit, or any other designation, to provide the information necessary 
to verify an applicant’s identity including birth certificates, passport documents, 
legal status documents, and any other biometric information deemed appropriate 
by the board.

Nebraska Revised Statutes § 87-802: Requires that individuals be notified in 
the event of a security breach that compromises their personal information. 
Personal information is defined as a name in combination with another identifying 
data element, including a fingerprint, voice print, or retina or iris image, or other 
unique physical representation.

Nevada Revised Statutes § 639.2353: Allows a prescription to be transmitted 
electronically without the health care practitioner’s signature if it contains a 
facsimile signature, security code or other unique identifier; or a voice recognition 
system, biometric identification technique or other approved security system is 
used to identify the practitioner.

New Hampshire Revised Statutes 91-A:10: Prevents the state from releasing 
data sets that contain biometric identifiers.

New Hampshire Revised Statutes 260: 10-b: Prohibits the collection and 
retention of any biometric data in connection with motor vehicle registration, 
operation, and driver licensing. "Biometric data” includes voice data used for 
comparing live speech with a previously-created speech model of a person’s 
voice.
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New Jersey Statutes § 39:2A-29: Permits the New Jersey Motor Vehicle
Commission to make technological improvements including the modernization of 
software and hardware, the addition of surveillance cameras, alarms, and access 
systems, and the use of biometrics.

North Carolina General Statutes § 130A-480: Prohibits the collection of
biometric identifiers, including voice prints, within statute that directs the State 
Health Director to develop a "syndromic” surveillance program for hospital 
emergency departments in order to detect and investigate public health threats 
resulting from a terrorist incident or epidemic.

Ohio Revised Code 3701.75: Establishes standards for using electronic
signatures in health care records. One standard requires that some electronic 
signature systems use either a two-level access control mechanism that assigns 
a unique identifier to each system user or a biometric access control device.

Oregon Revised Statutes § 807.024: Requires a person who applies for 
issuance, renewal or replacement of a driver license, driver permit or 
identification card to submit to collection of biometric data by the Department of 
Transportation for the purpose of establishing his or her identity.

Pennsylvania Statutes § 1802: Appointees, employees and prospective
employees engaged in the service of the Commissions or the Board of Gaming 
shall submit to fingerprinting and photographing by the Pennsylvania State Police 
or by a local law enforcement agency.

South Carolina Code § 30-2-10: Requires that all state agencies, boards, 
commissions, institutions, departments, and other state entities develop privacy 
policies and procedures to ensure that the collection of personal information 
(including biometric identifiers) pertaining to the citizens of South Carolina is 
limited to such personal information required by any such entity to fulfill a 
legitimate public purpose.

Texas Statutes, Business and Commerce Code § 35.50: Provides that
biometric identifiers may not be captured for commercial purposes except with 
prior notification and consent. Additionally provides that once captured, the 
biometric information may not be sold, leased, or otherwise disclosed unless the 
individual consents to the disclosure: the disclosure completes a financial 
transaction that the individual requests or authorizes; the disclosure is required or 
permitted by a federal or state statute; or the disclosure is made by or to a law 
enforcement agency for a law enforcement purpose.

Texas Statutes, Business and Commerce Code § 503.001: Defines a
"biometric identifier" as a retina or iris scan, fingerprint, voiceprint, or record of 
hand or face geometry. This law establishes that a person may not capture a 
biometric identifier of an individual for commercial purposes unless the person 
informs the individual before capturing the biometric identifier, and receives the 
individual's consent to capture the biometric identifier.

Texas Statutes, Government Code § 495.025: The State requests proposals 
from private vendors for a contract to provide pay telephone service to eligible 
inmates confined in facilities operated by the department. The telephone system 
must have the capacity to use a biometric identifier of the inmate making the call.
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Texas Statutes, Government Code § 531.1063: The Texas Health and Human 
Services Commission and the Texas Department of Human Services shall 
develop and implement a Medicaid Fraud Pilot Program. The program must 
include participant smart cards and biometric readers that reside at the point of 
contact with Medicaid providers, recipients, participating pharmacies, hospitals, 
and appropriate third-party participants; and a secure finger-imaging system that 
is compliant with the Health Insurance Portability and Accountability Act (HIPAA).

Texas Statutes, Government Code § 560.001: Provides that a government 
body in possession of a biometric identifier may not sell, lease, or otherwise 
disclose the information unless the individual consents to the disclosure; the 
disclosure completes a financial transaction that the individual requests or 
authorizes; the disclosure is required or permitted by a federal or state statute; or 
the disclosure is made by or to a law enforcement agency for a law enforcement 
purpose.

Texas Statutes, Transportation Code § 521.032: Establishes the Enhanced 
Driver's License or Personal Identification Certificate which requires the applicant 
to submit a biometric identifier as designated by the Department of 
Transportation.

Vermont Statutes 23 V.S.A. § 634: Prevents the Department of Motor Vehicles 
from implementing any procedures or processes for identifying applicants for 
licenses, learner permits, or non-driver identification cards that involve the use of 
biometric identifiers.

Virginia Code § 2.2-3801 through § 2.2-3809: Includes voice prints in the 
definition of personal information. Requires that state agencies collect, maintain, 
use, and disseminate only that personal information permitted or required by law.
This law prohibits agencies from disseminating information to another system 
without specifying requirements for security and usage including access 
limitations, and receiving reasonable assurances that those requirements and 
limitations will be observed.

Revised Code of Washington § 46.20.037: This law requires implementation 
of a voluntary biometric matching system for driver's licenses and identification 
cards within two years of the full implementation of the Real ID Act. This law 
states that the biometric matching system is to be used only to verify the identity 
of an applicant for a renewal or duplicate driver's license or identification card by 
matching a biometric identifier submitted by the applicant against the biometric 
identifier submitted when the license was last issued.

West Virginia Code §  17B-2-12a: Vision screening conducted as part of driver's 
licensure shall not be used to collect any type of personal biometric identifying 
information.

Included in your request was a document entitled “The Alaskan Biometric Collection Act.” As you 
may know, within this document the author notes that the University of Alaska, Fairbanks requires 
individuals taking the Certified Public Accountant (CPA) examination to submit to fingerprinting 
before and possibly during the examination. This fingerprint condition is, however, required by 
the American Institute of Certified Public Accountants (AICPA), the national, professional 
organization for all Certified Public Accountants which sets the auditing standards and the ethical 
standards for all CPAs; the National Association of State Boards of Accountancy (NASBA), which
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serves as a forum for the boards of accountancy throughout the United States; and Prometric, 
which provides testing services for those seeking to take the CPA exam.4 According to Ken 
Bishop, Senior Vice President for NASBA, no state prevents Prometric—or any of its 
subcontractors (the UAF is one of these subcontractors)—from obtaining fingerprint data from 
those taking the CPA exam.5

I hope you find this information to be useful. Please do not hesitate to contact us if you have 
questions or need additional information.

* The URL for the American Institute of Certified Public Accountants is http://www.aicpa.org/. The U RL for the 
National Association of State Boards of Accountancy is http://www.nasba.org. The URL for Prometric is 
http://www.prometric.com/.

s Ken Bishop, Senior Vice President for NASBA, can be contacted at 615-312-3755. In addition, Mr. Bishop notes 
that Prometric doesn’t capture or retain a copy of an individual’s  fingerprint. Prometric captures an algorithm, or a 
mathematical representation, based on a person's fingerprint.
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Citizens for Privacy in Alaska

"Our goal is to m ake illegal the practice o f requiring innocent people to provide fingerprints or other 
biom etrics as identification when they are willing to show  their driver's license (State/m ilitary issued

ID) or a United States passport."
We are very concerned w ith the rapid erosion o f our privacy rights, and we urge you to support legislation to strengthen our biometric 
privacy laws this session. I f  someone can present a valid US Passport OR a driver's license (State issued ID) as identification, they should 

be exempt from  any biometrics (fingerprints)-as-ID mandate (note that criminal background checks will not be affected by this legislation. This
legislation is specifically focused on biometrics-as-ID mandates).

STATUS: 
AGREED WITH 

THE GOAL? FIRST & LAST NAME ORGANIZATION TITLE
CITY & 
STATE PERSONAL STATEMENT

SEE
STATEMENT Whitney Brewster

Alaska State Director, 
Division of Motor 
Vehicles

Director Anchorage, AK

"The Alaska State Division of Motor Vehicles has 
no interest in capturing Alaskans fingerprints, 
retinal or iris scans, palm veins or other biometric 
information."

1 YES Horst Poepperl Borealis Broadband 
Co

President, IT 
security expert

Anchorage, AK
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1 SEE
STATEMENT Jeffrey Mittman ACLU - Alaska Executive Director Anchorage, AK

"...the ACLU of Alaska endorses protection for 
individuals' personal biometric information, and 
applauds the proactive introduction of this bill 
(SB190) to avoid violations before they occur. The 
ACLU will be pleased to support SB190 
subsequent to the minor revisions outlined below..."

YES Gretchen Guess Alaska Former Senator Anchorage, AK

"I AGREE thank you for taking up the cause...I 
know the time and energy it takes to get one of 
these bills past the choicepoint lobbyists..."

YES Mark Lerner Stop Real ID National 
Coalition

President,
Founder

Missouri

"I AGREE. Information is being shared far more 
broadly than anyone is being told. Most 
importantly, the courts have not previously factored 
in that biometrics do not determine identity, breeder 
documents do."

2 YES Jason Giaimo Net Gain Business 
Consultants of Alaska

President. Former 
VP of the Alaska 
chapter of the 
Institute of 
Management 
Accountants

Anchorage, AK

Our privacy is guaranteed by Section 22 of the 
Alaska State Constitution, "The right of the people 
to privacy is recognized and shall not be infringed." 
Our privacy laws urgently need to be updated to 
reflect new technology, to include biometrics, and 
to stem the rapid erosion of our privacy.

2 YES Tim Pearson Pearson Consulting
President,
Pearson
Consulting

Anchorage, AK

I AGREE and look forward to helping you with this 
campaign!
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2 YES Allan Johnston Wedbush Morgan 

Securities
Managing Director, 
Retired

Anchorage, AK

2 YES Tyler Arnold TylerSystems Inc. President & CEO Anchorage, AK

"Being forced to hand over private data, that will in 
turn be commercialized, just so 1 can gain a 
common industry accreditation is simply 
unacceptable. 1 look forward to doing everything 1 
can to pass sensible legislation that will help me 
preserve my rights as an Alaskan citizen."

2 YES Barbara Brown Alaska voter Alaska voter Anchorage, AK
Oh, this steams me up. 1 am so sorry for you, and 1 
AGREE with you...NO FINGERPRINTS!

2 YES Dan Boland
State of Alaska, Audit 
Division

Auditor, State of 
Alaska

Anchorage, AK

"This whole thing about a foreign (or American) 
owned company accumulating and storing personal 
data including biometrics is just criminal. Seems to 
me, criminals are writing the laws. This biometric 
requirement should be repealed, apologies sent out 
to CPA applicants, the data destroyed and the 
company and the folks promoting it exposed. 
Additionally those people that instituted this policy 
both on the national level and the state level should 
be investigated for improper behavior....1 applaud 
you for standing up to the thugs."
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2 YES Patrick Lorenz British Petroleum Senior Financial 
Analyst, BP Alaska

Anchorage, AK

"For what its worth, 1 do agree with you goal, but if 
unable to influence the process, would have to 
weigh the advantages of being a CPA or putting my 
identity at risk with these companies. Unfortunately 
1 would choose to not take the risk."

YES Tim Wiepking

Institute of 
Management 
Accountants, fmr. 
President

Fmr. President Anchorage, AK It is very admirable you are standing up to this... 
VERY much agree, NO FINGERPRINTS!

YES Tom Gill UAA, formerly with BP Engineering Dept 
Student

Anchorage, AK
Finger printing should NOT be the required form of 
identification to sit for the CPA exam.-Tom Gill

YES Karen Demichelis Demichelis & 
Associates President Anchorage, AK 1 SUPPORT THIS!

YES Chris Brownwell Resident, Alaska, 
noted author

"1 agree with your legislation push...(the Federal) 
policies always have a nefarious, hidden purpose. 
Leftists want to control our lives and will use our 
identities to do just that."



o o o
YES

Jack-Taylor
Ridgeway

Privacy Rights 
supporter

Privacy Rights 
supporter

"All of these oppressive encroachments are 
whittling away at the
average Americans ability to engage in free 
commerce. These practices are unconstitutional, 
therefore unlawful....this has got to stop now."

YES Hetal Giaimo Anchorage, AK
Collecting fingerprints as ID is clearly unnecessary 
when a US passport or drivers license is offered. 
This is really disgraceful and needs to be stopped.

YES Laura Dirksen
20 year teacher at an 
Anchorge Christian 

School.

Alaska resident, 
teacher

Anchorage, AK

Having been a teacher for nearly 20 years at an 
Anchorage Christian school....1 AGREE, our 
privacy laws need to be updated to prevent 
fingerprint collection.

YES Joe Dirksen US ARMY Aircraft specialist Anchorage, AK

YES Cindy Miller Accenture Fmr. Acting CFO, 
Unocal Alaska

Anchorage, AK
1 DO NOT SUPPORT FINGERPRINTING 
ANYONE FOR ENTRANCE EXAMS! THIS IS 
ALMOST OBSCENE.



ACLU
AMERICAN CIVIL LIBERTIES UNION 
of ALASKA

March 14, 2011

AMERICAN CIVIL 
LIBERTIES UNION OF 
ALASKA
1057 W. Fireweed, Suite 207 
Anchorage, AK 99503 
(907) 258-0044 
(907) 258-0288 (fax) 
WWW.AKCLU.ORG

OFFICERS AND DIRECTORS
SUSAN WINGROVE, Anchorage 
PRESIDENT

RICH CURTNER, Anchorage 
VICE PRESIDENT

LLOYD EGGAN, Anchorage 
TREASURER

J
WIL

>NY STRONG, Juneau
:r etary

LLIE ANDERSON, Juneau 
AFFIRMATIVE ACTION OFFICER

KIRSTEN BEY, Nome 
DONNA GOLDSMITH, Anchorage 
PAUL GRANT, Juneau 
SCOTT HENDERSON, Anchorage 
KATIE HURLEY, Wasilla 
MARJORIE KAISER, Anchorage 
MICHAEL KING, Anchorage 
KAY MARTIN, Anchorage 
CONNIE OZER, Anchorage 
GALEN PAINE, Sitka 
STEPHANIE PAWLOWSKI, Anchorage 
JUNE PINNELL-STEPHENS, Fairbanks 
NADINE WINTERS, Fairbanks

ZACH FICK, Anchorage 
STUDENT ADVISOR

The Honorable Bill Wielechowski, Chair 
The Honorable Joe Paskvan, Vice-Chair 
Senate State Affairs Committee 
Alaska State Senate 
Juneau, AK 99801 
via email: Senator Bill Wielechowski@,legis.state.ak.us

Senator Joe Paskvan@legis.state.ak.us

Re: Senate Bill 98
ACLU Statement of Suvvort

Chair Wielechowski, Vice-Chair Paskvan:

Thank you for the opportunity to submit a written statement of support for 
SB 98.

The American Civil Liberties Union of Alaska represents thousands of 
members and activists throughout the State of Alaska who seek to preserve 
and expand individual freedoms and civil liberties guaranteed under the 
United States and Alaska Constitutions.

From a constitutional rights and privacy perspective, the ACLU of Alaska 
endorses protections for individuals’ personal biometric information, 
and applauds the proactive introduction of this Bill to avoid violations of 
privacy before they occur.

Need for Biometrics Legislation

o Recent advances in genomics, bio informatics and data mining are 
encouraging a worldwide proliferation of “gene banks” -  large collections of

http://WWW.AKCLU.ORG
mailto:Paskvan@legis.state.ak.us


Senate State Affairs Committee 
ACLU Support of S.B. 98 
March 14, 2011 
Page 2

biological samples that usually include genetic information derived from those samples, as well 
as linked medical, family history or lifestyle information. The use of these biological repositories 
for genetics research could lead to advances in public health, such as the identification of genetic 
factors in diseases, or the development of diagnostic tests. On the other hand, they also create 
an avenue for privacy infringements, stigmatization and discrimination, and improper 
commercial exchange o f personal data.

The ACLU supports legislation to prevent privacy infringement and genetic discrimination. SB 
98 can advance these goals.

Protections Against Coerced Consent

Given the ability to condition the provision of necessary services on the disclosure of personal 
information, we are also pleased to note that SB 98 is intended to protect against coerced 
“consent.”

Given the sensitivity of biometric information, and the plethora of medical information 
obtainable from it, we endorse legislation that would protect Alaskans from improperly being 
compelled to waive their rights to protect their personal, private information.

Thank you again for the opportunity to share our support of this bill.

Sincerely,

Jeffrey Mittman 
Executive Director 
ACLU of Alaska

cc: Senator Albert Kookesh
Senator Kevin Meyer 
Senator Catherine Giessel
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IN THE LEGISLATURE OF THE STATE OF ALASKA 

TWENTY-SEVENTH LEGISLATURE - FIRST SESSION

BY THE SENATE JUDICIARY CO M M ITTEE

Offered:
Referred:

Sponsor(s): SENATORS W IELECHO W SKI, Coghill, Ellis, Menard, McGuire, Giessel, Egan, Paskvan,
Thomas, Dyson, Wagoner

A BILL 

FOR AN ACT ENTITLED 

"An Act relating to biometric information." 

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. AS 18 is amended by adding a new chapter to read:

Chapter 14. Biometric Information.

Sec. 18.14.010. Biometric information collection, (a) A person may not 

collect the biometric information of another individual unless the person first

(1) notifies the individual in a clear manner that the biometric 

information is being collected, the specific purpose for which the biometric 

information will be used, and how long the biometric information will be kept; and

(2) receives, in a written, electronic, or other form by which the 

consent can be documented, the individual's full consent to the collection of the 

biometric information, the specific purpose for which the biometric information will 

be used, and how long the biometric information will be kept.

(b) Unless the individual's biometric information was needed for a specific 

authorized law enforcement, security, or fraud prevention purpose, an individual may,

CS FOR SENATE BILL NO. 98(JUD)
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at any time, revoke or amend the individual's consent provided under (a) of this 

section.

Sec. 18.14.020. Disclosure of biometric information, (a) A collector and a 

collector's contractor may not disclose, transfer, or distribute the biometric information 

of another individual, except to a contractor or to a person to authenticate the identity 

of the individual providing the biometric information.

(b) A disclosure, transfer, or distribution under (a) of this section may only be 

made for the original purpose for which the information was collected.

Sec. 18.14.030. Sale of biometric information. A person may not sell 

biometric information, except that a contractor may sell the contractor's business to 

another person and transfer the biometric information to the buyer.

Sec. 18.14.040. Alternate identification. If a person who administers an 

occupational examination requires an individual taking the examination to provide 

biometric information to the person for the purpose of identifying the individual taking 

the examination, the person may not require that the individual provide the biometric 

information if the individual provides the person with alternate identification 

acceptable to the person administering the occupational examination. In this section, 

"occupational examination" includes an examination required for admission to an 

institution of higher learning.

Sec. 18.14.050. Disposal, (a) When a collector no longer needs an individual's 

biometric information for the collector's original purpose, or if an individual requests 

in writing that the individual's biometric information be removed from all databases or 

other storage systems and be permanently destroyed, the collector and the collector's 

contractor, if any, shall, within 120 days and unless prohibited by other law, a 

regulation, or a court order, remove the individual's biometric information from all 

databases and storage systems and destroy the biometric information.

(b) Within 30 days after determining that the collector no longer needs an 

individual's biometric information for the collector's original purpose or that the 

individual has requested the removal and destruction, the collector shall notify the 

collector's contractor, if any, that the collector is to remove the individual's biometric 

information from all databases and storage systems and destroy the biometric

CSSB 98(JUD) -2-
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information.

Sec. 18.14.060. Use of biometric information. A collector may not use

biometric information for marketing purposes or for general surveillance purposes, but 

a collector may use the biometric information for a specific authorized security or 

fraud prevention purpose in addition to the specific purpose for which the biometric 

information was collected.

Sec. 18.14.070. Storage of biometric information. A collector and a 

contractor shall store an individual's biometric information in a secure manner, which 

may include encryption or another appropriate method, to ensure that the identity of 

the individual who provided the biometric information is protected.

Sec. 18.14.080. Right of action, (a) Except as provided in (b) of this section, 

an individual may bring a civil action against a person who knowingly violates this 

chapter. A person who violates this chapter is liable to the individual for actual 

damages and a penalty of $5,000, except that, if the violation resulted in profit or 

monetary gain to the person, the penalty is $100,000. In this subsection, "knowingly" 

has the meaning given in AS 11.81.900.

(b) An action for damages, a penalty, or both may not be brought against the 

state, the agencies of the state, or the officers or employees of the state or the agencies 

of the state for violations of this chapter or for other claims arising under this chapter.

Sec. 18.14.085. Exemptions, (a) This chapter does not apply to the collection, 

retention, analysis, disclosure, or distribution of

(1) biometric information for a law enforcement purpose, including the 

identification of perpetrators, the investigation of crimes, the identification of missing 

or unidentified persons, or the identification of human remains;

(2) biometric information when authorized by state or federal law; or

(3) facial images by the Department of Administration for drivers' 

licenses issued under AS 28.15, for state identification cards issued under 

AS 18.65.310, for administering AS 28.15, or for administering AS 18.65.310.

(b) This chapter does not apply to the retention of voices recorded for quality 

assurance purposes.

Sec. 18.14.090. Definitions. In this chapter,

-3-
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(1) "biometric data" means fingerprints, handprints, voices, facial 

mapping, iris images, retinal images, vein scans, hand geometry, or finger geometry;

(2) "biometric information" means biometric data that is used in a 

biometric system for fingerprint recognition, hand geometry recognition, finger 

geometry recognition, voice recognition, facial recognition, iris scans, retinal scans, or 

vein recognition;

(3) "biometric system" means an automated system capable of

(A) capturing biometric data from an individual's biometric

information;

(B) extracting and processing the biometric data captured under

(A) of this paragraph;

(C) storing the biometric data extracted under (B) of this

paragraph;

(D) comparing the biometric data extracted under (B) of this 

paragraph with biometric data stored for the individual for use in future 

recognition of the individual; and

(E) determining how well the extracted and stored biometric 

data match when compared under (D) of this paragraph, and indicating 

whether an identification or verification of identity has been achieved;

(4) "collector" means a person who collects the biometric information 

of another individual;

(5) "contractor" means a person who contracts with a collector to store 

the biometric information collected by the collector, and includes a person to whom 

the contractor sells the contractor's business and transfers the biometric information;

(6) "facial mapping" means the use of digital technology to measure 

the features of an individual's face;

(7) "facial recognition" means the use of facial mapping for 

recognition purposes;

(8) "finger geometry recognition" means the use of the shape and 

dimensions of one or more fingers for recognition purposes;

(9) "fingerprint recognition" means the use of the physical structure of
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an individual's fingerprint for recognition purposes;

(10) "governmental entity" means a state agency, a municipality, and 

an agency of a municipality; in this paragraph, "state agency" means an agency of the 

executive, judicial, or legislative branch of state government;

(11) "hand geometry recognition" means the use of the physical 

structure of an individual's hand for recognition purposes;

(12) "iris scan" means the use of an image of the physical structure of 

an individual's iris for recognition purposes;

(13) "person" has the meaning given in AS 01.10.060, and includes a 

governmental entity;

(14) "retinal scan" means the use of the pattern of blood vessels in an 

individual's eye for recognition purposes;

(15) "vein recognition" means the use of the veins in an individual's 

skin for recognition purposes.
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Fax: (907) 465-6615
Co-chair

Joint Armed Services Committee

Interim Vice Chair
Resources Committee 
Judiciary Committee716 W. 4th Ave, Ste. 540 

Anchorage, AK 99501 
(907) 269-0120 

Fax: (907) 269-0122 Member
Administrative Regulation Review

Senator_Bill_Wielechowski@legis.state.ak.us

S e n a t o r  B il l  W i e l e c h o w s k i

Explanation of Changes From CS, Version “B” , to CS for SB 98, Version “ T”

•  Sec 18.14.010: This section now has strengthened language to further clarify consent needs to be 

provided for biometric information to be collected, the consent needs to be documented, and unless 

required for law enforcement or security purposes, the consent may be revoked at any time.

•  Sec 18.14.020: This section now restricts the disclosure of biometric information to third parties, 

except to a person the collector has contracted with to the store the information. Additionally, the 

information may only be used for the original purpose of the collection. It no longer mandates a 

collector to accept an alternate ID.

•  Sec 18.14.030: This section now says the sale of biometric information is prohibited, unless the storage 

entity is acquired by another storage entity. A uniform consent form to be drafted by the DHSS is no 

longer in the bill.

•  Sec 18.14.040: This section now specifically says occupational examinations must allow acceptable 

other forms of ID to be used in lieu of biometric identification.

•  Sec 18.14.050: This section sets time limits on how long biometric information can be stored.

Biometric information will be deleted upon request of the individual or when the original reason for 

the collection is no longer necessary. The section allows 30 days for the collecting entity to notify the 

storage entity, and 120 days for the storage entity to delete the data.

mailto:Senator_Bill_Wielechowski@legis.state.ak.us


Sec 18.14.060: This section states that biometric information cannot be used for marketing or general 

surveillance purposes, but it may be used for fraud prevention.

Sec 18.14.070: This section states that biometric information shall be stored in a secure manner.

Sec 18.14.080: This section provides a private right of action for individuals to bring against private 

entities who violate this chapter. The state and its agents are exempt, but not immune to injunctions. 

Sec 18.14.085: This section provides exemptions for the use of biometric information without consent: 

o When used for law enforcement purposes 

o When authorized by state or federal law

o For facial images used by the Department of Admin for drivers licenses and ID cards 

o For voice retention for quality assurance purposes 

Sec 18.14.090: Definitions remain unchanged
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A M E N D M E N T

OFFERED IN THE SENATE SENATOR PASKVAN

TO: CSSB 98( ), Draft Version "T"

Page 2, line 12:

Delete " If

Insert "(a) Except as provided in (b) of this section, if'

Page 2, line 17, following "examination.":

Insert new material to read:

"(b) If the collection of the biometric information of an individual taking an 

occupational examination is legitimately necessary to establish the security of the 

occupational examination, the person who administers the occupational examination 

may collect the biometric information, but the person shall comply with the collection 

and other requirements of this chapter with regard to the biometric information, and 

the person shall require the person's contractor, if any, to agree to comply with the 

collection and other requirements of this chapter with regard to the biometric 

information.

(c)"
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Chair
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C hanges in CS for SB 98 V ersion  “E ” to  V ersion “T ”

• In Sec 18.14.040, Page 2, Lines 17-19, a clarification has been made to ensure that exams for entrance

to institutions of higher learning have been included as occupational exams.

• In Sec 18.14.040, Page 2, Lines 17, a clarification has been made to ensure an administer of an exam

may determine what an acceptable alternate ID is.

• In Sec 18.14.080, Page 3, Line 18, the term "agents of the state," or what could possibly be construed 

as a contractor with the state, has been removed as organizations exempted from a private right of 

action.

• In Sec 18.14.085, Page 3, Lines 29-30, an exemption has been made for voice data collected for quality 

assurance purposes.

o Additionally, the exemption for "facial images in a biometric system" has been removed as 

"facial images" have been changed to "facial mapping" under the definition of "biometric 

data".

• In Sec 18.14.090, Page 3, Lines 1-2, "facial images" have been replaced by "facial mapping" in the

definitions of biometric data.

o Page 3, Lines 25-26, "facial mapping" has been defined as "the use of digital technology to 

measure the features of an individual's face."
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CS FOR SENATE BILL NO. 98( )

IN THE LEGISLATURE OF THE STATE OF ALASKA 

TWENTY-SEVENTH LEGISLATURE - FIRST SESSION

BY

Offered:
Referred:

Sponsor(s): SENATORS WIELECHOWSKI, Coghill, Ellis, Menard, McGuire, Giessel, Egan, Paskvan, 
Thomas, Dyson, Wagoner

A BILL 

FOR AN ACT ENTITLED 

"An Act relating to biometric information."

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. AS 18 is amended by adding a new chapter to read:

Chapter 14. Biometric Information.

Sec. 18.14.010. Biometric information collection, (a) A person may not 

collect the biometric information of another individual unless the person first

(1) notifies the individual in a clear manner that the biometric

information is being collected, the specific purpose for which the biometric

information will be used, and how long the biometric information will be kept; and

(2) receives, in a written, electronic, or other form by which the

consent can be documented, the individual's full consent to the collection of the

biometric information, the specific purpose for which the biometric information will 

be used, and how long the biometric information will be kept.

(b) Unless the individual's biometric information was needed for a specific 

authorized law enforcement, security, or fraud prevention purpose, an individual may,
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at any time, revoke or amend the individual's consent provided under (a) of this 

section.

Sec. 18.14.020. Disclosure of biometric information, (a) A collector and a 

collector's contractor may not disclose, transfer, or distribute the biometric information 

of another individual, except to a contractor or to a person to authenticate the identity 

of the individual providing the biometric information.

(b) A disclosure, transfer, or distribution under (a) of this section may only be 

made for the original purpose for which the information was collected.

Sec. 18.14.030. Sale of biometric information. A person may not sell 

biometric information, except that a contractor may sell the contractor's business to 

another person and transfer the biometric information to the buyer.

Sec. 18.14.040. Alternate identification. If a person who administers an 

occupational examination requires an individual taking the examination to provide 

biometric information to the person for the purpose of identifying the individual taking 

the examination, the person may not require that the individual provide the biometric 

information if the individual provides the person with alternate identification 

acceptable to the person administering the occupational examination. In this section, 

"occupational examination" includes an examination required for admission to an 

institution of higher learning.

Sec. 18.14.050. Disposal, (a) When a collector no longer needs an individual's 

biometric information for the collector’s original purpose, or if an individual requests 

in writing that the individual’s biometric information be removed from all databases or 

other storage systems and be permanently destroyed, the collector and the collector's 

contractor, if any, shall, within 120 days and unless prohibited by other law, a 

regulation, or a court order, remove the individual's biometric information from all 

databases and storage systems and destroy the biometric information.

(b) Within 30 days after determining that the collector no longer needs an 

individual's biometric information for the collector's original purpose or that the 

individual has requested the removal and destruction, the collector shall notify the 

collector's contractor, if any, that the collector is to remove the individual's biometric 

information from all databases and storage systems and destroy the biometric

CSSB 98( ) -2-
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information.

Sec. 18.14.060. Use of biometric information. A collector may not use

biometric information for marketing purposes or for general surveillance purposes, but 

a collector may use the biometric information for a specific authorized security or 

fraud prevention purpose in addition to the specific purpose for which the biometric 

information was collected.

Sec. 18.14.070. Storage of biometric information. A collector and a 

contractor shall store an individual's biometric information in a secure manner, which 

may include encryption or another appropriate method, to ensure that the identity of 

the individual who provided the biometric information is protected.

Sec. 18.14.080. Right of action, (a) Except as provided in (b) of this section, 

an individual may bring a civil action against a person who knowingly violates this 

chapter. A person who violates this chapter is liable to the individual for actual 

damages and a penalty of $5,000, except that, if the violation resulted in profit or 

monetary gain to the person, the penalty is $100,000. In this subsection, "knowingly" 

has the meaning given in AS 11.81.900.

(b) An action for damages, a penalty, or both may not be brought against the 

state, the agencies of the state, or the officers or employees of the state or the agencies 

of the state for violations of this chapter or for other claims arising under this chapter.

Sec. 18.14.085. Exemptions, (a) This chapter does not apply to the collection, 

retention, analysis, disclosure, or distribution of

(1) biometric information for a law enforcement purpose, including the 

identification of perpetrators, the investigation of crimes, the identification of missing 

or unidentified persons, or the identification of human remains;

(2) biometric information when authorized by state or federal law; or

(3) facial images by the Department of Administration for drivers' 

licenses issued under AS 28.15, for state identification cards issued under 

AS 18.65.310, for administering AS 28.15, or for administering AS 18.65.310.

(b) This chapter does not apply to the retention of voices recorded for quality 

assurance purposes.

Sec. 18.14.090. Definitions. In this chapter,
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(1) "biometric data" means fingerprints, handprints, voices, facial 

mapping, iris images, retinal images, vein scans, hand geometry, or finger geometry;

(2) "biometric information" means biometric data that is used in a 

biometric system for fingerprint recognition, hand geometry recognition, finger 

geometry recognition, voice recognition, facial recognition, iris scans, retinal scans, or 

vein recognition;

(3) "biometric system" means an automated system capable of

(A) capturing biometric data from an individual's biometric

information;

(B) extracting and processing the biometric data captured under

(A) of this paragraph;

(C) storing the biometric data extracted under (B) of this

paragraph;

(D) comparing the biometric data extracted under (B) of this 

paragraph with biometric data stored for the individual for use in future 

recognition of the individual; and

(E) determining how well the extracted and stored biometric 

data match when compared under (D) of this paragraph, and indicating 

whether an identification or verification of identity has been achieved;

(4) "collector" means a person who collects the biometric information 

of another individual;

(5) "contractor" means a person who contracts with a collector to store 

the biometric information collected by the collector, and includes a person to whom 

the contractor sells the contractor's business and transfers the biometric information;

(6) "facial mapping" means the use of digital technology to measure 

the features of an individual's face;

(7) "facial recognition" means the use of facial mapping for 

recognition purposes;

(8) "finger geometry recognition" means the use of the shape and 

dimensions of one or more fingers for recognition purposes;

(9) "fingerprint recognition" means the use of the physical structure of
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an individual's fingerprint for recognition purposes;

(10) "governmental entity" means a state agency, a municipality, and 

an agency of a municipality; in this paragraph, "state agency" means an agency of the 

executive, judicial, or legislative branch of state government;

(11) "hand geometry recognition" means the use of the physical 

structure of an individual's hand for recognition purposes;

(12) "iris scan" means the use of an image of the physical structure of 

an individual's iris for recognition purposes;

(13) "person" has the meaning given in AS 01.10.060, and includes a 

governmental entity;

(14) "retinal scan" means the use of the pattern of blood vessels in an 

individual's eye for recognition purposes;

(15) "vein recognition" means the use of the veins in an individual's 

skin for recognition purposes.
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Changes from the C S  for SB  98, Version “D ” to the C S  for SB  
98, Version “E ”

Page 2, Lines 12-16: Section added requiring occupational exams that use 

biometrics as a form of ID must allow for alternate forms of ID if so 

desired by test takers.

Page 3, Lines 14-17: Subsection added that provides immunity from private 

rights of action towards the state and its employees.



1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

WORK D R A F T WORK D R A F T WORK D R A F T

27-LSq661\E
Bannister'

3/31/11

CS FOR SENATE BILL NO. 98( )

IN THE LEGISLATURE OF THE STATE OF ALASKA 

TWENTY-SEVENTH LEGISLATURE - FIRST SESSION

BY

Offered:
Referred:

Sponsor(s): SENATORS WIELECHOWSKI, Coghill, Ellis, Menard, McGuire, Giessel, Egan, Paskvan, 
Thomas

A BILL 

FOR AN ACT ENTITLED 

"An Act relating to biometric information."

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. AS 18 is amended by adding a new chapter to read:

Chapter 14. Biometric Information.

Sec. 18.14.010. Biometric information collection, (a) A person may not 

collect the biometric information of another individual unless the person first

(1) notifies the individual in a clear manner that the biometric 

information is being collected, the specific purpose for which the biometric 

information will be used, and how long the biometric information will be kept; and

(2) receives, in a written, electronic, or other form by which the 

consent can be documented, the individual's full consent to the collection of the 

biometric information, the specific purpose for which the biometric information will 

be used, and how long the biometric information will be kept.

(b) Unless the individual’s biometric information was needed for a specific 

authorized law enforcement, security, or fraud prevention purpose, an individual may,
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at any time, revoke or amend the individual's consent provided under (a) of this 

section.

Sec. 18.14.020. Disclosure of biometric information, (a) A collector and a 

collector's contractor may not disclose, transfer, or distribute the biometric information 

of another individual, except to a contractor or to a person to authenticate the identity 

of the individual providing the biometric information.

(b) A disclosure, transfer, or distribution under (a) of this section may only be 

made for the original purpose for which the information was collected.

Sec. 18.14.030. Sale of biometric information. A person may not sell 

biometric information, except that a contractor may sell the contractor's business to 

another person and transfer the biometric information to the buyer.

Sec. 18.14.040. Alternate identification. If a person who administers an 

occupational examination requires an individual taking the examination to provide 

biometric information to the person for the purpose of identifying the individual taking 

the examination, the person may not require that the individual provide the biometric 

information if the individual provides the person with alternate identification.

Sec. 18.14.050. Disposal, (a) When a collector no longer needs an individual's 

biometric information for the collector's original purpose, or if an individual requests 

in writing that the individual's biometric information be removed from all databases or 

other storage systems and be permanently destroyed, the collector and the collector's 

contractor, if any, shall, within 120 days and unless prohibited by other law, a 

regulation, or a court order, remove the individual's biometric information from all 

databases and storage systems and destroy the biometric information.

(b) Within 30 days after determining that the collector no longer needs an 

individual's biometric information for the collector's original purpose or that the 

individual has requested the removal and destruction, the collector shall notify the 

collector's contractor, if any, that the collector is to remove the individual's biometric 

information from all databases and storage systems and destroy the biometric 

information.

Sec. 18.14.060. Use of biometric information. A collector may not use

biometric information for marketing purposes or for general surveillance purposes, but

CSSB 98( ) -2-
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a collector may use the biometric information for a specific authorized security or 

fraud prevention purpose in addition to the specific purpose for which the biometric 

information was collected.

Sec. 18.14.070. Storage of biometric information. A collector and a 

contractor shall store an individual's biometric information in a secure manner, which 

may include encryption or another appropriate method, to ensure that the identity of 

the individual who provided the biometric information is protected.

Sec. 18.14.080. Right of action, (a) Except as provided in (b) of this section, 

an individual may bring a civil action against a person who knowingly violates this 

chapter. A person who violates this chapter is liable to the individual for actual 

damages and a penalty of $5,000, except that, if the violation resulted in profit or 

monetary gain to the person, the penalty is $100,000. In this subsection, "knowingly" 

has the meaning given in AS 11.81.900.

(b) An action for damages, a penalty, or both may not be brought against the 

state, the agencies of the state, or the officers, employees, or agents of the state or the 

agencies of the state for violations of this chapter or for other claims arising under this 

chapter.

Sec. 18.14.085. Exemptions. This chapter does not apply to the collection, 

retention, analysis, disclosure, or distribution of

(1) biometric information for a law enforcement purpose, including the 

identification of perpetrators, the investigation of crimes, the identification of missing 

or unidentified persons, or the identification of human remains;

(2) biometric information when authorized by state or federal law;

(3) facial images by the Department of Administration for drivers' 

licenses issued under AS 28.15, for state identification cards issued under 

AS 18.65.310, for administering AS 28.15, or for administering AS 18.65.310; or

(4) facial images that are not used in a biometric system.

Sec. 18.14.090. Definitions. In this chapter,

(1) "biometric data" means fingerprints, handprints, voices, facial 

images, iris images, retinal images, vein scans, hand geometry, or finger geometry;

(2) "biometric information" means biometric data that is used in a
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biometric system for fingerprint recognition, hand geometry recognition, finger 

geometry recognition, voice recognition, facial recognition, iris scans, retinal scans, or 

vein recognition;

(3) "biometric system" means an automated system capable of

(A) capturing biometric data from an individual's biometric

information;

(B) extracting and processing the biometric data captured under

(A) of this paragraph;

(C) storing the biometric data extracted under (B) of this

paragraph;

(D) comparing the biometric data extracted under (B) of this 

paragraph with biometric data stored for the individual for use in future 

recognition of the individual; and

(E) determining how well the extracted and stored biometric 

data match when compared under (D) of this paragraph, and indicating 

whether an identification or verification of identity has been achieved;

(4) "collector" means a person who collects the biometric information 

of another individual;

(5) "contractor" means a person who contracts with a collector to store 

the biometric information collected by the collector, and includes a person to whom 

the contractor sells the contractor's business and transfers the biometric information;

(6) "facial recognition" means the use of an image of the visible 

physical structure of an individual's face for recognition purposes;

(7) "finger geometry recognition" means the use of the shape and 

dimensions of one or more fingers for recognition purposes;

(8) "fingerprint recognition" means the use of the physical structure of 

an individual's fingerprint for recognition purposes;

(9) "governmental entity" means a state agency, a municipality, and an 

agency of a municipality; in this paragraph, "state agency" means an agency of the 

executive, judicial, or legislative branch of state government;

(10) "hand geometry recognition" means the use of the physical

CSSB 98( ) -4-
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structure of an individual's hand for recognition purposes;

(11) "iris scan" means the use of an image of the physical structure of 

an individual's iris for recognition purposes;

(12) "person" has the meaning given in AS 01.10.060, and includes a 

governmental entity;

(13) "retinal scan" means the use of the pattern of blood vessels in an 

individual's eye for recognition purposes;

(14) "vein recognition" means the use of the veins in an individual's 

skin for recognition purposes.
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Changes from the C S  for SB 98, Version “D ” to the C S  for SB  
98, Version “E ”

Page 2, Lines 12-16: Section added requiring occupational exams that use 

biometrics as a form of ID must allow for alternate forms of ID if so 

desired by test takers.

Page 3, Lines 14-17: Subsection added that provides immunity from private 

rights of action towards the state and its employees.
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CS FOR SENATE BILL NO. 98( )

IN THE LEGISLATURE OF THE STATE OF ALASKA 

TWENTY-SEVENTH LEGISLATURE - FIRST SESSION

BY

Offered:
Referred:

Sponsor(s): SENATORS WIELECHOWSKI, Coghill, Ellis, Menard, McGuire, Giessel, Egan, Paskvan, 
Thomas

A BILL 

FOR AN ACT ENTITLED 

"An Act relating to biometric information."

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. AS 18 is amended by adding a new chapter to read:

Chapter 14. Biometric Information.

Sec. 18.14.010. Biometric information collection, (a) A person may not 

collect the biometric information of another individual unless the person first

(1) notifies the individual in a clear manner that the biometric 

information is being collected, the specific purpose for which the biometric 

information will be used, and how long the biometric information will be kept; and

(2) receives, in a written, electronic, or other form by which the 

consent can be documented, the individual's full consent to the collection of the 

biometric information, the specific purpose for which the biometric information will 

be used, and how long the biometric information will be kept.

(b) Unless the individual's biometric information was needed for a specific 

authorized law enforcement, security, or fraud prevention purpose, an individual may,
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at any time, revoke or amend the individual's consent provided under (a) of this 

section.

Sec. 18.14.020. Disclosure of biometric information, (a) A collector and a 

collector’s contractor may not disclose, transfer, or distribute the biometric information 

of another individual, except to a contractor or to a person to authenticate the identity 

of the individual providing the biometric information.

(b) A disclosure, transfer, or distribution under (a) of this section may only be 

made for the original purpose for which the information was collected.

Sec. 18.14.030. Sale of biometric information. A person may not sell 

biometric information, except that a contractor may sell the contractor's business to 

another person and transfer the biometric information to the buyer.

Sec. 18.14.040. Disposal, (a) When a collector no longer needs an individual's 

biometric information for the collector's original purpose, or if an individual requests 

in writing that the individual's biometric information be removed from all databases or 

other storage systems and be permanently destroyed, the collector and the collector's 

contractor, if any, shall, within 120 days and unless prohibited by other law, a 

regulation, or a court order, remove the individual's biometric information from all 

databases and storage systems and destroy the biometric information.

(b) Within 30 days after determining that the collector no longer needs an 

individual's biometric information for the collector's original purpose or that the 

individual has requested the removal and destruction, the collector shall notify the 

collector's contractor, if any, that the collector is to remove the individual's biometric 

information from all databases and storage systems and destroy the biometric 

information.

Sec. 18.14.050. Use of biometric information. A collector may not use

biometric information for marketing purposes or for general surveillance purposes, but 

a collector may use the biometric information for a specific authorized security or 

fraud prevention purpose in addition to the specific purpose for which the biometric 

information was collected.

Sec. 18.14.060. Storage of biometric information. A collector and a 

contractor shall store an individual's biometric information in a secure manner, which
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may include encryption or another appropriate method, to ensure that the identity of 

the individual who provided the biometric information is protected.

Sec. 18.14.070. Private right of action. An individual may bring a civil action 

against a person who knowingly violates this chapter. A person who violates this 

chapter is liable to the individual for actual damages and a penalty of $5,000, except 

that, if the violation resulted in profit or monetary gain to the person, the penalty is 

$100,000. In this section, "knowingly" has the meaning given in AS 11.81.900.

Sec. 18.14.080. Exemptions. This chapter does not apply to the collection, 

retention, analysis, disclosure, or distribution of

(1) biometric information for a law enforcement purpose, including the 

identification of perpetrators, the investigation of crimes, the identification of missing 

or unidentified persons, or the identification of human remains;

(2) biometric information when authorized by state or federal law;

(3) facial images by the Department of Administration for drivers' 

licenses issued under AS 28.15, for state identification cards issued under 

AS 18.65.310, for administering AS 28.15, or for administering AS 18.65.310; or

(4) facial images that are not used in a biometric system.

Sec. 18.14.090. Definitions. In this chapter,

(1) "biometric data" means fingerprints, handprints, voices, facial 

images, iris images, retinal images, vein scans, hand geometry, or finger geometry;

(2) "biometric information" means biometric data that is used in a 

biometric system for fingerprint recognition, hand geometry recognition, finger 

geometry recognition, voice recognition, facial recognition, iris scans, retinal scans, or 

vein recognition;

(3) "biometric system" means an automated system capable of

(A) capturing biometric data from an individual's biometric

information;

(B) extracting and processing the biometric data captured under

(A) of this paragraph;

(C) storing the biometric data extracted under (B) of this

paragraph;

-3-
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(D) comparing the biometric data extracted under (B) of this 

paragraph with biometric data stored for the individual for use in future 

recognition of the individual; and

(E) determining how well the extracted and stored biometric 

data match when compared under (D) of this paragraph, and indicating 

whether an identification or verification of identity has been achieved;

(4) "collector" means a person who collects the biometric information 

of another individual;

(5) "contractor" means a person who contracts with a collector to store 

the biometric information collected by the collector, and includes a person to whom 

the contractor sells the contractor's business and transfers the biometric information;

(6) "facial recognition" means the use of an image of the visible 

physical structure of an individual's face for recognition purposes;

(7) "finger geometry recognition" means the use of the shape and 

dimensions of one or more fingers for recognition purposes;

(8) "fingerprint recognition" means the use of the physical structure of 

an individual's fingerprint for recognition purposes;

(9) "governmental entity" means a state agency, a municipality, and an 

agency of a municipality; in this paragraph, "state agency" means an agency of the 

executive, judicial, or legislative branch of state government;

(10) "hand geometry recognition" means the use of the physical 

structure of an individual's hand for recognition purposes;

(11) "iris scan" means the use of an image of the physical structure of 

an individual's iris for recognition purposes;

(12) "person" has the meaning given in AS 01.10.060, and includes a 

governmental entity;

(13) "retinal scan" means the use of the pattern of blood vessels in an 

individual's eye for recognition purposes;

(14) "vein recognition" means the use of the veins in an individual's 

skin for recognition purposes.
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Explanation of Changes From CS, Versi o Work Draft, Versio

Sec 18.14.010: This section now requires a person collecting biometric information to specify a specific 

purpose when acquiring documented consent to collect the information.

Sec 18.14.020: This section now restricts the disclosure of biometric information to third parties, 

except to a person the collector has contracted with to the store the information. Additionally, the 

information may only be used for the original purpose of the collection.

Sec 18.14.030: The sale of biometric information is prohibited, unless the storage entity is acquired by 

another storage entity.

Sec 18.14.040: This section sets time limits on how long biometric information can be stored.

Biometric information will be deleted upon request of the individual or when the original reason for 

the collection is no longer necessary. The section allows 30 days for the collecting entity to notify the 

storage entity, and 120 days for the storage entity to delete the data.

Sec 18.14.050: Biometric information cannot be used for marketing or general surveillance purposes, 

but it may be used for fraud prevention.

Sec 18.14.060: Biometric information shall be stored in a secure manner.

Sec 18.14.070: The word "knowingly" has been added to page 3, line 4, to ensure the party at fault is 

the one responsible.

Sec 18.14.080: Exemptions remain unchanged

mailto:Senator_BiIl_Wielechowski@legis.state.ak.us


Sec 18.14.090: Definitions remain unchanged

Key Omissions
Alternate identification in lieu of biometric identifier statute removed in Sec 18.14.020 

Uniform Consent Form removed, allowing separate organizations to draft different consent forms 

Sec 18.14.030



Cind^^mith

Sent:
To:
Cc:
Subject:

From: Tim Pearson [tim.pearson@gci.net]
Monday, March 28, 2011 11:18 AM 
Sen. Hollis French
Kristen Peterson; Cindy Smith; Lila Hobbs; Andy Moderow
SB 98 "An Act relating to biometric information" -  please pass out of Sen. Judiciary
Committee today -  a request from a resident of Senate District M

Senator French,

As a resident of Senate District M, I ask that you pass SB 98 -  "an act relating to biometric information" out of Senate 
Judiciary today.
I realize that the Judiciary committee meets today at 1:30 pm.

Alaskans deeply value their privacy and this bill has broad bipartisan support.

SB 98 does not affect law enforcement and the only opponents are the data mining companies who profit from collecting 
the personal information of Alaskans.

Collecting biometric data is also a poor security practice. Once collected (even if by an employer for security purposes), 
and stolen, biometric data can not be replaced -- a person cannot get a new set of fingerprints. They will have live for the 
rest of their lives with the issues of a compromised identity -- always questioned, always in fear of how it might be 
misused.

Security experts recommend other techniques, like multifactor authentication, to establish database, computer, and 
building security.
(Multifactor authentication is an electronic token carried by a user that repeatedly generates a time-based number that 
must be appended to a password when a person logs in.)

Please pass SB 98 today so that it can come to a floor vote.

Thank you for your efforts to protect Alaskan's privacy as quickly as possible.

All the best,

Tim

Tim Pearson 
3941 Starburst Circle 
Anchorage, AK 99517 
(907) 952-3948 c 
tim.oearson@qci.net

l

mailto:tim.pearson@gci.net
mailto:tim.oearson@qci.net
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The Honorable Hollis French, Chair
The Honorable Bill Wielechowski, Vice-Chair
Senate Judiciary Committee
Alaska State Senate
Juneau, AK 99801-1182
via email: Senator Hollis French@legis.state.ak.us

Senator Bill Wielechowski@,legis.state.ak.us

Re: CS Senate Bill 98 (STA)
ACLU Statement of Support

Chair French, Vice-Chair Wielechowski:

Thank you for the opportunity to submit a written statement of support for 
the Senate State Affairs Committee Substitute for Senate Bill 98.

The American Civil Liberties Union of Alaska represents thousands of 
members and activists throughout the State of Alaska who seek to preserve 
and expand individual freedoms and civil liberties guaranteed under the 
United States and Alaska Constitutions.

From a constitutional rights and privacy perspective, the ACLU of Alaska 
endorses protections for individuals’ personal biometric information, 
and applauds the proactive introduction of this Bill to avoid violations of 
privacy before they occur.

Need for Biometrics Legislation

Recent advances in genomics, bioinformatics and data mining are 
encouraging a worldwide proliferation of “gene banks” -  large collections of 
biological samples that usually include genetic information derived from 
those samples, as well as linked medical, family history or lifestyle 
information. The use of these biological repositories for genetics research

http://WWW.AKCLU.ORG
mailto:French@legis.state.ak.us


Senate Judiciary Committee
CS for S.B.98 (STA) -ACLU Statement of Support
March 21, 2011
Page 2

could lead to advances in public health, such as the identification of genetic factors in diseases, 
or the development of diagnostic tests. On the other hand, they also create an avenue for  
privacy infringements, stigmatization and discrimination, and improper commercial exchange 
of personal data.

The ACLU supports legislation to prevent privacy infringement and genetic discrimination. CS 
for SB 98 (STA) can advance these goals.

Protections Against Coerced Consent

Given the ability to condition the provision of necessary services on the disclosure of personal 
information, we are also pleased to note that the Committee Substitute for SB 98 is intended to 
protect against coerced “consent.”

For the above reasons, the ACLU is pleased to support SB 98, and thanks Senator 
Wielechowski for sponsoring this legislation to protect privacy rights.

Please feel free to contact the undersigned should you require any additional information. We 
are happy to reply to any questions which Members of the Committee may have. Thank you 
again for the opportunity to share our support of this bill.

Jeffrey Mittman 
Executive Director 
ACLU of Alaska

cc: Senator Joe Paskvan, Senator Joe Paskvan@legis.state.ak.us 
Senator Lesil McGuire, Senator Lesil McGuire@legis.state.ak.us 
Senator John Coghill, Senator John Coghill@,legis.state.ak.us

Sincerely,

mailto:Paskvan@legis.state.ak.us
mailto:McGuire@legis.state.ak.us


Cindy Smith

From:
Sent:
To:
Subject:

Sheela Tallman [Sheela.Tallman@PREMERA.com] 
Monday, April 11, 2011 7:21 PM 
Cindy Smith 
RE: SB98

Follow Up Flag: 
Flag Status:

Follow up 
Flagged

That would be great, thank you.

F rom : Cindy Smith rmailto:Cindy Smith@leais.state.ak.us1 
Sent: Monday, April 11, 2011 4:34 PM 
To: Sheela Tallman 
S ub jec t: RE: SB98

I did! I am providing a copy to the bill's sponsor, Sen. Wielechowski. I know that his office is working on tha t bill and we 
do not have another hearing on it scheduled at this time, but I can let you know if it is scheduled in the next few  days 
(our session ends on Sunday).

Cindy Smith
Office o f Senator Hollis French 
(907) 465-3892 
www.senate.org

From : Sheela Tallman rmailto:Sheela.Tallman@PREMEFtA.com1 
S ent: Monday, April 11, 2011 1:50 PM 
To: Cindy Smith 
S ub jec t: RE: SB98

Hello, I wanted to reach out and make sure you received a copy of our letter and see if you had any questions. I am happy 
to talk with you about the bill at your convenience.

Thanks,
Sheela

Sent from my Windows Mobile® phone.

From : Cindy Smith <Cindy Smith@leais.state.ak.us> 
S ent: Monday, April 11, 2011 1:36 PM 
To: Sheela Tallman < Sheela.Tallman@PREMERA.com> 
S ub jec t: SB98

I am away from  my desk a lot in this last week o f the session so I thought I'd see if you can let me know by email what 
your questions/concerns w ith SB98 are -

l

mailto:Sheela.Tallman@PREMERA.com
mailto:Cindy
mailto:Smith@leais.state.ak.us1
http://www.senate.org
mailto:Sheela.Tallman@PREMEFtA.com1
mailto:Smith@leais.state.ak.us
mailto:Sheela.Tallman@PREMERA.com
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www.senate.org
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4/4/2011 11:02 AM FROM: TO: 19074656595 PAGE: 001 OF 001

April 4s1, 2011

Dear Senator:

My name is Herbert Eckmann, a voter from Anchorage and very concerned citizen of this great 
State.

I URGE YOU to stand up for ALL Alaskans privacy. Pass a strong Biometric Privacy law this 

session that includes an opt-out for ALL ALASKANS who show a driver's license or passport as 

ID. I agree with Citizens for Privacy in Alaska; we need a privacy law that:

"makes illegal the practice of requiring innocent people to provide fingerprints or other 
biometrics as identification when they are willing to show their driver's license (State/military 
issued ID) or a United States passport." Note that criminal background checks or law 
enforcement will not be affected by this legislation. This is specifically focused on biometrics-as- 
ID mandates.

Sincerely,

Herbert Eckmann
A concerned Alaskan Voter 
Kmal2@gci.net

mailto:Kmal2@gci.net


4/2/2011 2:28 PM FROM: TO: 19074656595 PAGE: 001 OF 001

April 2st, 2011

Dear Senator:

My name is Eileen Becker, Chairman of the Alaska Republican Party Region 7, and my

personal view is that you should STRONGLY support biometric privacy legislation that protects 

ALL Alaskans from being fingerprinted for ID purposes.

I support Citizens for Privacy in Alaska in their goal below:

"Our goal is to make illegal the practice of requiring innocent people to provide fingerprints or 
other biometrics as identification when they are willing to show their driver's license 
(State/military issued ID) or a United States passport." Note that criminal background checks or 
law enforcement will not be affected by this legislation. This is specifically focused on 
biometrics-as-ID mandates.

Sincerely,

Eileen Becker
Chairman, Alaska Republican Party, Region 7 
Homer, AK
district35republican(5)webtv.net



4/3/2011 12:28 PM FROM: TO: 19074656595 PAGE: 001 OF 001

April 3st, 2011

Dear Senator:

My name is Joe Dirksen, a voter, a long-time Alaskan, a member o f the Alaska National Guard 

and, like most Alaskans, I am a strong supporter o f privacy rights. My personal view is that you 

should strongly support the new biometric privacy bill... if it says that no fingerprinting of 

innocent Alaskans for ID should be required, as noted below:

"Our goal is to  make illegal the practice o f requiring innocent people to  provide fingerprints or 
other biometrics as identification when they are willing to show their driver's license 
(State/m ilitary issued ID) or a United States passport." Note that criminal background checks or 
law enforcement w ill not be affected by this legislation. This is specifically focused on 
biometrics-as-ID mandates.

Will you stand up for our privacy rights?

Sincerely,

Joe Dirksen
Anchorage voter 
South Anchorage, 99507 
jldirksen(5)acsalaska.net



4/3/2011 1:37 PM FROM: TO: 19074656595 PAGE: 001 OF 001

April 3s1, 2011

Dear Senator:

Please support REAL biometric privacy legislation that would make illegal the practice of 

requiring innocent people to provide fingerprints or other biometrics as identification when they 

are willing to show their driver's license (State/military issued ID) or a United States passport.

Thank you,

Elizabeth Merrill 
A Concerned Alaskan VOTER 
Elizabeth merrill@hotmail.com

mailto:merrill@hotmail.com


4/4/2011 9:53 AM FROM: TO: 19074656595 PAGE: 001 OF 001

( I have updated m y comments on this b ill)

A p ril 4st, 2011

Dear Senator:

My name is Eileen Becker, from Homer. I support SB 98 (THE BIOMETRIC PRIVACY BILL) 

because too many of our rights to privacy are being sold to the highest bidder.

It is time to say NO and protect ourselves and our families. PROTECT ALL ALASKANS.

Thank you,

Eileen Becker

Owner of Peninsula Communications, Inc, privately owned radio stations here in Alaska

Mother of 5 children and 8 grandchildren

Alaska resident since 1973

DISTRICT35REPUBLICAN@WEBTV.NET

ALASKAN VOTER, REPUBLICAN PARTY

"Our goal is to make illegal the practice of requiring innocent people to provide fingerprints or 
other biometrics as identification when they are willing to show their driver's license 
(State/military issued ID) or a United States passport." Note that criminal background checks or 
law enforcement will not be affected by this legislation. This is specifically focused on 
biometrics-as-ID mandates.

mailto:DISTRICT35REPUBLICAN@WEBTV.NET


4/2/2011 12:09 PM FROM: TO: 19074656595 PAGE: 001 OF 001

April 2st, 2011

Dear Senator:

I'm an Anchorage voter and resident named Cindy Baldwin, and I am writing to you to urge you 

to stand up for ALASKAN'S privacy.

As for my personal view, I support the new biometric privacy bill and I STRONGLY support 

Citizens for Privacy in Alaska's position that no fingerprinting of innocent Alaskans for ID should 

be required. Please don't water this one down; we all need this protection.

Sincerely,

C in d y i
Cindy Baldwin 
Anchorage voter 
cindyb.alaska(5)gmail.com



4 /2 /2 0 1 1  1 :1 8  PM FROM: TO: 190 74656595 PAGE: 001 OF 001

April 2st, 2011

Dear Senator:

As a dedicated member of Alaska's Republican Party, I would like to ask you to  support the 

Wielechowski/Coghill "biometric privacy b ill" (and its House companion bill) so long as it 

protects ALL Alaskan's from being forced into being fingerprinted for ID purposes.

"Our goal is to make illegal the practice of requiring innocent people to  provide fingerprints or 
other biometrics as identification when they are willing to show their driver's license 
(State/m ilitary issued ID) or a United States passport.” Note that criminal background checks or 
law enforcement w ill not be affected by this legislation. This is specifically focused on 
biometrics-as-ID mandates.

Sincerely,

Jerad McClure
Member, Alaska Republican Party 
jaredlainak(5)gmail.com



4 /2 /2 0 1 1  1 0 :2 1  AM FROM: TO: 19074656595  PAGE: 001 OF 001

April 2st, 2011

Dear Senator:

We vote...the data-miner's lobbyists don't. Please stand up for ALASKANS and our privacy, and 

support the new biometric privacy bill... if it says that no fingerprinting o f innocent Alaskans for 

ID should be required.

My name is Laura Dirksen, a school teacher and resident of south Anchorage. Having taught for 

nearly 20 years at an Anchorage Christian school -  I AGREE that our privacy laws need to  be 

updated to  prevent fingerprint collection "as ID."

I urge your support for protecting the biometric privacy of Alaskans. Passports and driver's 

licenses are sufficient identification.

"Our goal is to  make illegal the practice of requiring innocent people to  provide fingerprints or 
other biometrics as identification when they are w illing to show their driver's license 
(State/military issued ID) or a United States passport." Note that criminal background checks or 
law enforcement w ill not be affected by this legislation. This is specifically focused on 
biometrics-as-ID mandates.

Sincerely,

Jlaw ta ‘Dbtkden
Laura Dirksen
Christian school teacher, and a voter 
Anchorage
jldirksen@acsalaska.net

mailto:jldirksen@acsalaska.net


4 /1 /2 0 1 1  6 :0 8  PM FROM: TO: 190 746565 95 PAGE: 001 OF 001

04/01/2011

Dear Senator:

My name is Dr. Frank Jeffries, Assistant Professor o f Business and Public Policy at UAA.

I recently learned of a grass-roots group o f Alaskan voters called the "Citizens for Privacy in 

Alaska" and of their courageous support for a MUCH NEEDED privacy bill. Although this is my 

personal view, I urge you to support it.

I strongly support a biometric privacy bill that:

"makes illegal the practice o f requiring innocent peopleto provide fingerprints or other 
biometrics as identification when they are willing to  show their driver's license (State/military 
issued ID) or a United States passport." Note that criminal background checks or law 
enforcement will not be affected by this legislation. This is specifically focused on biometrics-as- 
ID mandates.

Sincerely,
Dr. Frank Jeffries
Assistant Professor o f Business and Public Policy 
University o f Alaska, Anchorage 
taikodad@gci.net

mailto:taikodad@gci.net


4 /1 /2 0 1 1  5 :4 7  EM FROM: TO: 190 746565 95  PAGE: 001 OF 001

04/01/2011

Dear Senator:

As Director o f the Maserculiq Village Corporation in Marshall, Alaska -  I can tell you that I am 

a very strong supporter of privacy. I hope you w ill show us that you are as well, but supporting 

the Biometric Privacy Bill when it comes before you.

I support real protection that:

"makes illegal the practice o f requiring innocent peopleto provide fingerprints or other 
biometrics as identification when they are willing to  show their driver’s license (State/military 
issued ID) or a United States passport." Note that criminal background checks or law 
enforcement will not be affected by this legislation. This is specifically focused on biometrics-as- 
ID mandates.

Sincerely,
George Owletuck
Director, Maserculiq Village Corporation 
Marshall, Alaska 
George.owletuck@gmail.com

PS This is my personal position

mailto:George.owletuck@gmail.com


3 /3 1 /2 0 1 1  5 :4 8  PM FROM: TO: 190 74656595  PAGE: 001  OF 001

March 31, 2011 

Dear Senator:

My name is Eunice Trask -  a long tim e resident (and voter) from Anchorage. I’m a 
m em ber of C itizens for Privacy in A laska, and I’ve heard you are standing up for 
A laskans privacy against Outside datam iner-lobbyists. GOOD FOR YOU! I SUPPORT 
THE BIOMETRIC PRIVACY BILL and I hope you will too.

"Our goal is to make illegal the  practice of requiring innocent people to provide 
fingerprints or other b iom etrics as identification when they are willing to show the ir 
driver's license (S tate/m ilitary issued ID) or a United States passport."

Note that crim inal background checks or law enforcem ent will not be affected by this 
legislation. This is specifica lly focused on biometrics-as-ID  mandates

We Alaskans should lead the country in standing up for privacy and in a return to 
dignity of the individual. Please stand up for our privacy -  innocent people shou ldn ’t 
be com pelled to give fingerprints as ID! Isn't the right to privacy guaranteed in our State 
Constitution?

Sincerely,

Eunice Trask

Registered Voter...and I will
Anchorage



3 /3 1 /2 0 1 1  9 :2 8  PM FROM: TO: 190746565 95  PAGE: 001 OF 001

Dear Senator:

My name is JP Godfrey, a M anagement Consultant in private practice in Anchorage.

I have to  say, w hat C itizens for Privacy in A laska is doing is astonishing -  and I strongly 
support them and I strongly support this privacy bill! Don't let the lobbyists water it 
down, we need REAL protection.

"Our goal is to make illegal the practice of requiring innocent people to provide 
fingerprints or other biom etrics as identification when they are willing to show the ir 
driver's license (S tate/m ilitary issued ID) or a United States passport."

Note that crim inal background checks or law enforcement will not be affected by th is 
legislation. This is specifica lly focused on biom etrics-as-ID  mandates

Sincerely,
JP Godfrey
CEO, M anagem ent Consultant 
Anchorage, AK  
ipqod@ gci.net

PS. I vote

mailto:ipqod@gci.net


3 /3 1 /2 0 1 1  9 :4 9  PM FROM: TO: 19074656595  PAGE: 001 OF 001

March 31, 2011

Dear Senator:

My name is M ark V. Johnson, Business Development M anager for GCI Industrial 
Telecom in Anchorage. Today I became aware of what the C itizens for Privacy in 
Alaska group is doing -  and I SUPPORT THEM IN STANDING UP FOR ALASKAN'S 
PRIVACY. I hope you will too.

"Our goal is to make illegal the practice of requiring innocent people to provide 
fingerprints or other b iom etrics as identification when they are w illing to show the ir 
driver's license (S tate/m ilitary issued ID) or a United States passport."
Note that criminal background checks or law enforcement will not be affected by this 
legislation. This is specifically focused on biometrics-as-ID mandates

Sincerely,

Alwifi
Mark V. Johnson 
Business Developm ent Manager, 
GCI Industrial Telecom  
Anchorage, A K  
mjohnson(5)gci.com
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March 31, 2011 

Dear Senator:

As owner and President o f Pacific Rim Media - 1 can tell you that I am a strong 
supporter of the C itizens for Privacy in Alaska. They are standing up for our privacy and 
I hope you will too.

"Our goal is to make illegal the practice of requiring innocent people to provide 
fingerprints or other b iom etrics as identification when they are willing to show the ir 
driver's license (S tate/m ilitary issued ID) or a United States passport."
Note that crim inal background checks or law enforcem ent will not be affected by this 
legislation. This is specifica lly focused on biom etrics-as-ID  mandates

Sincerely,

Russell Pounds 
President, Pacific Rim Media 
Anchorage, A K  
Russell@ prm alaska.com  
www.prqalaska.com

mailto:Russell@prmalaska.com
http://www.prqalaska.com
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March 31, 2011 

Dear Senator:

My name is Anna von Reitz, a technology analyst, author and President o f the Gas for 
A laskan 's Association -  and I support what C itizens for Privacy in A laska is doing.

Please stand with them on this, th is issue cuts across all party lines.

"Our goal is to  make illegal the practice of requiring innocent people to provide 
fingerprints or other biom etrics as identification when they are w illing to show the ir 
driver's license (S tate/m ilitary issued ID) or a United States passport."
Note that crim inal background checks or law enforcement will not be affected by th is 
legislation. This is specifica lly focused on biom etrics-as-ID  mandates

Sincerely,
Anna von Reitz 
President, Gas for A laskan 
Big Lake, A K  
avannavon@ qm ail.com

mailto:avannavon@qmail.com
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March 31, 2011

Dear Senator:

I'm w riting to ask to you support the STRONGEST version o f SB 98 which would prevent anyone 
from ever collecting or disseminating biometric data. As an Alaskan I value my privacy greatly 
as well as that of my clients.

The gradual degradation of our privacy over the last few years is deeply troubling to  m e - i t  is 
now impossible to  know who has our data and what they are doing with it. But, at least one 
has protections using credit cards and the like -  you may get dinged but you are covered. And 
if  your email gets targeted by the advertisers, drug purveyors and sexual enhancement folks 
(and yes, my mother gets those too) you have recourse.

On the other hand, if our biometric information gets loose into cyberspace all hell can break 
loose if your prints, or mine, get used by an unscrupulous person, much less a terrorist.

Now is the tim e to  draw the line, hard and fast. This is no tim e to become spineless and give 
into lobbyists who have many assurances o f safety, but no guarantees and no accountability 
when this data gets loose -  and you all know tha t it w ill.

Please a support meaningful, strong SB 98. The "Alternative ID" 
section must stay.

Thanks. Ken.

Kenneth G. Robertson 
Robertson Law Office 
310 K Street, Suite 200 
Anchorage, Alaska 99501 
(907) 278-5657 
(907) 346-2810 Fax 
www.robertsonlaw.net

http://www.robertsonlaw.net
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April 1st, 2011

Dear Senator:

My name is Tim Pearson, an Anchorage business professional and Co-Chairman of the Citizens 

for Privacy in Alaska. I urge your support for protecting the biometric privacy o f Alaskans.

Please remember that unlike credit cards, stolen or lost fingerprints and biometric information 
cannot be replaced. Innocent Alaskans deserve the option  o f not being forced to provide their 
fingerprints. Passports and driver's licenses are sufficient identification.

Alaskan businesses do not want to take on the legal liability of losing the irreplaceable data of 
their employees or customers. There is no way to make people whole again.

"Our goal is to  make illegal the practice o f requiring innocent people to  provide fingerprints or 
other biometrics as identification when they are willing to show their driver's license 
(State/m ilitary issued ID) or a United States passport." Note that criminal background checks or 
law enforcement w ill not be affected by this legislation. This is specifically focused on 
biometrics-as-ID mandates.

PLEASE stand up for our privacy -- and pass a strong Biometric Privacy law this session tha t 

includes the "A lternative ID" provision (ie. allows an opt-out for people who show a driver's 

license or passport as ID).

Sincerely,

Tim Pearson

President, Pearson Consulting
Graduate o f Harvard University
Fmr Vice President o f Human Resources, GCI
tim@ timpearson.net
952-3498

mailto:tim@timpearson.net
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April 1st, 2011

Dear Senator:

As an attorney and Principal at my firm, Woelber and Jacobson, LLC, I can tell you that I am a 

STRONG SUPPORTER OF PRIVACY. I learned about Citizens for Privacy in Alaska today, and I 

urge your support for a biometric privacy bill...but only one that offers the safeguards below:

"Our goal is to  make illegal the practice o f requiring innocent peopleto provide fingerprints or 
other biometrics as identification when they are w illing to show their driver's license 
(State/m ilitary issued ID) or a United States passport." Note that criminal background checks or 
law enforcement w ill not be affected by this legislation. This is specifically focused on 
biometrics-as-ID mandates.

Sincerely,

Tonja W oelber

Attorney, Principal at 
Woelber & Jacobson, LLC 
Anchorage, AK 
twoelber@alaska.net

mailto:twoelber@alaska.net
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04/01/2011

Dear Senator:

My name is James Mackenzie, Director of the Food Bank of Alaska. I learned that you were 

planning to stand up for our privacy rights through a friend today, and I STRONGLY urge your 

support of the new Biometric Privacy Rights bill -  so long as it contains REAL protection as 

noted below.

"Our goal is to make illegal the practice of requiring innocent people to  provide fingerprints or 
other biometrics as identification when they are willing to show their driver's license 
(State/military issued ID) or a United States passport." Note that criminal background checks or 
law enforcement w ill not be affected by this legislation. This is specifically focused on 
biometrics-as-ID mandates.

Sincerely,

James Mackenzie
Director, Food Bank of Alaska 
Anchorage, AK
mackenzie. iamesa@gmail.com

PS note that this is my personal position on this subject

mailto:iamesa@gmail.com
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Dear Senator:

I am a past President of A laska Chapter of the Institute of M anagem ent Accountants 
(IMA) and have been employed in mostly accounting and/or financia l positions over my 
work life.

From the financial side, the people who typically steal large amounts of money from 
businesses or non-profits are well thought of or even "P illars of the Com m unity" --- 
before the disgracing headline hits. Collecting biometric data will do nothing to reduce 
the amount of crim inal activity within financial circles.

A passport or a driver’s license is adequate identification for test taking 
purposes. AS A MEMBER OF THE ANCORAGE BUSINESS COMMUNITY -  I URGE 
YOU TO SUPPORT THE NEW BIOMETRIC PRIVACY BILL.

I am also a m em ber of C itizens for Privacy in Alaska, and we are all w atching th is  bill 
closely. "Our goal is to make illegal the practice of requiring innocent people to provide 
fingerprints or other biom etrics as identification when they are w illing to show the ir 
driver's license (S tate/m ilitary issued ID) or a United States passport."

Note that crim inal background checks or law enforcement will not be affected by this 
legislation. This is specifica lly focused on biometrics-as-ID mandates

Thank you for your consideration.

Sincerely 
Tim A. W iepking 
Anchorage, 99508 
529-0766
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March 31, 2011

Dear Alaska Legislators:

My name is Taylor Ridgeway. I am a strong supporter of Citizens for Privacy in Alaska, and I 
URGE you to  stand up for Alaska's privacy rights against the data-miner's lobby! All o f these 
oppressive encroachments are whittling away at the average Americans ability to  engage in 
free commerce. These practices are unconstitutional...this has got to  stop!

"Our goal is to  make illegal the practice of requiring innocent people to  provide fingerprints or 
other biometrics as identification when they are willing to show their driver's license 
(State/m ilitary issued ID) or a United States passport." Note that criminal background checks 
or law enforcement w ill not be affected by this legislation. This is specifically focused on 
biometrics-as-ID mandates

Sincerely
Taylor Ridgeway
Taylor.ridgeway@gmail.com

mailto:Taylor.ridgeway@gmail.com
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March 31, 2011

Dear Alaska Legislators:

My name is Kelly Mazzei, a voter from Anchorage. You must stand up to these Outside data- 
m iner lobbyists and support our privacy rights! lam  also a member o f Citizens for Privacy in 
Alaska.

"Our goal is to make illegal the practice o f requiring innocent people to  provide fingerprints or 
other biometrics as identification when they are willing to show their driver's license 
(State/military issued ID) or a United States passport." Note that criminal background checks 
or law enforcement w ill not be affected by this legislation. This is specifically focused on 
biometrics-as-ID mandates

Sincerely

J le t E y  Jila & z e i 
A REGISTERED VOTER 
Anchorage
kamazzei@gmail.com

mailto:kamazzei@gmail.com
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Dear Senators and Representatives:

My name Barbara Brown, resident of Anchorage, and I urge your support for protecting the 
biometric privacy of Alaskans. I am also a member of Citizens for Privacy in Alaska.

"Our goal is to make illegal the practice of requiring innocent people to provide fingerprints 
or other biometrics as identification when they are willing to show their driver's license 
(State/military issued ID) or a United States passport." Note that criminal background 
checks or law enforcement will not be affected by this legislation. This is specifically focused 
on biometrics-as-ID mandates

Will you stand up for Alaskans and support this bill?

Barbara Brown 
4071 MaclnnesSt.
Anchorage, AK 99508 
cloudy@acsalaska.net

mailto:cloudy@acsalaska.net


3 /3 1 /2 0 1 1  2 :3 3  AM FROM: TO: 19074656595 PAGE: 001 OF 001

M arch  3 0 ,  2 0 1 1

Dear Senator /  Representative:

A s an A laskan voter, small business owner and accountant, I urge you to support and 
pass biometric privacy legislation this session.

I am also a m em ber of C itizens for Privacy in Alaska, and we are all watching th is bill 
closely.

"Our goal is to make illegal the practice of requiring innocent people to provide 
fingerprints or other b iom etrics as identification when they are w illing to show the ir 
driver's license (S tate/m ilitary issued ID) or a United States passport."

Note that crim inal background checks or law enforcement will not be affected by this 
legislation. This is specifica lly focused on biom etrics-as-ID  mandates

Karen Demichelis, Principal 
Dem ichelis & Associates 
karen.dem ichelis@ gm ail.com  
tel: 907-360-2661

mailto:karen.demichelis@gmail.com
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Dear Senator:

March 30,2011

As the owner and President of a small business, I have no need for fingerprint “biometric” security 
systems and I never will.

The ABSOLUTE LAST thing I would want would be to be legally liable for a data breach involving my 
employee’s fingerprints! Their privacy would be compromised for the rest of their lives because 
fingerprints are like passwords that you can never change. I would be responsible for that.. .1 can only 
imagine the lawsuits! Alaskan businesses are NOT interested the risky proposition of fingerprint 
security systems.

I strongly support the bi-partisan bill to protect our private biometric data (SB 98), 

and URGE you to pass it into law this session  with the “Alternative ID” section intact.

We Alaskans have entrusted YOU to stand up for our privacy rights against Federal intrusion and 
corporate special interests.. .and we are all watching this bill closely.

Global data-miner ChoicePoint/LexisNexis/Reed Elsevier, has NO legitimate voice in this process, please 
don’t even grant them a meeting. They have flown a team of east coast lobbyists to Juneau to “influence” 
you — and will attempt to scare you with a bunch of nonsense because they profit by exploiting 
Alaskan’s loss of privacy.

If they weren’t making money off collecting and trafficking our private information, why would they be 
here?

Who will you stand with?

Regards,
Jason Giaimo
Anchorage Real Estate Investor, Accountant, Small business owner 
(907) 602-9250 

Giaimol@aol.com

mailto:Giaimol@aol.com
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Dear Senator:

My name is A llan R. Johnston, Vice President o fW edbush M organ Securities. I am a 

m em ber of C itizens for Privacy in A laska ....and  I urge you to support this biometric 

privacy bill!

"O ur goal is to make illegal the practice o f requiring innocent people to provide 

fingerprints or other biom etrics as identification when they are w illing to show the ir 

driver’s license (S tate/m ilitary issued ID) or a United States passport."

Allan R Johnston

Vice President and Regional Manager 

W edbush Morgan Securities 

101 W est Benson Blvd, Ste 500 

A ncho rag e , AK 99503 

a lla n r io h n s to n @ g m a il.c o m

mailto:allanriohnston@gmail.com
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Dear Senator:

My name is Tyler Arnold, Founder and CEO of TylerSystems, Inc. a rapidly growing global 
technology firm based in Anchorage. I urge your support for protecting the biometric privacy of 
Alaskans. I am also a member of Citizens for Privacy in Alaska, and we are watching this bill 
closely.

"Our goal is to make illegal the practice of requiring innocent people to provide fingerprints or 
other biometrics as identification when they are willing to show their driver's license 
(State/military issued ID) or a United States passport."

Note that criminal background checks or law enforcement will not be affected by this legislation. 
This is specifically focused on biometrics-as-ID mandates

PLEASE stand up for our privacy — and support this bill.

Tyler Arnold
CEO, TylerSystems, Inc.
227-9541
tyler@tvlersvstems.com

mailto:tyler@tvlersvstems.com
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March 30, 2011

Dear Senator:

As a small business owner, I write this email to you with great concern over the future of 

freedom in this country. Alaska has always been at the heart of cherishing individual 

freedom. Right now there are very wealthy forces from outside this country that are plotting to 

take away "our" freedom of privacy.

If you have an ounce of respect for our forefathers who died to provide us with some small 

degree of human dignity, I implore you to join in the battle to defend these rights. To put it 

bluntly, tells these foreign data-mining companies (Lexis Nexis/Reed Elsevier) to go to hell!

I am not sure if you feel it like I do, but there is revolution in the air throughout the world. You 

need to make a choice and decide if you are going to sell out your family’s freedoms and privacy 

to the corporate interests, or take a stand and let freedom ring. I hope you will make the right 

choice.

Sincerely,

CLndwu
Andrew Wilkins

Small business owner 
aawilkens@yahoo.com

mailto:aawilkens@yahoo.com
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March 30, 2011 

Senator:

Please support REAL biometric privacy legislation that would make illegal the practice of 
requiring innocent people to provide fingerprints or other biometrics as identification when they 
are willing to show' their driver's license (State/military issued ID or a United States passport (the 
“Alternative Identification” provision).

Please do not let Choice Point (LexisNexis/ReedElsevier) or any other company or corporation 
gut this bill. Please protect Alaskans from privacy intrusions by passing Senate Bill 98 in the 
format of the original intent as requested by Citizens for Privacy in Alaska -  with the 
“Alternative ID” section in-tact.

Thank you.

tDaniel
Daniel Boland

Registered Alaskan Voter
8231 Kip Court 
Anchorage AK 99507

Mtldan@gci.net

mailto:Mtldan@gci.net
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We are a group of Alaskan voters who strongly support the need for stronger privacy legislation.

Specifically, we are Citizens fo r Privacy in Alaska, and we urge you to support 
and pass the new Alaskan Biometric Privacy Legislation SB-98 this session.

All Alaskans cherish their privacy - it's even guaranteed by our State Constitution. As w ith opposing 
REAL ID, we Alaskans look to  YOU, our representatives to stand up for our privacy rights against the 
Federal Government and corporate intrusion.

This privacy bill is supported by nearly everyone - from Libertarians to liberal Democrats, from 

conservative Republicans to the ACLU; from school teachers to m ilitary families, to CEOs, IT experts and 
oil company managers. Not surprisinelv. only the lobbyists for the global data-mining firms seem to 
object (ChoicePoint/LexisNexis) because this bill th reatens th e ir ab ility  to  p ro fit  fro m  th e  exp lo ita tion  o f  

A laskan's loss o f  privacy.

SB-98 says essentially that biometrics (fingerprints etc) should not be required as identification when a 
valid driver's license or US passport is presented (this bill would not affect fingerprints taken for 
background checks and it would not affect law enforcement in any way).

As you may know, NY Senator Chuck Schumer and SC Senator Lindsey Graham have proposed as "the 
cornerstone" of their immigration Reform a Federal Government plan to FINGERPRINT ALL AMERICANS 
under a new biometric National (work) ID Card program. A city in Arizona is right now considering 
mandating all customers of the local pharmacy be fingerprinted in order to  pick up their 
prescriptions...those who object w ill be denied th e ir m edicine. W ith this rapidly deteriorating national 
privacy climate, Alaskans urgently need strong biometric privacy legislation now.

As you know, there are very fe w  issues on which Alaskans from across the political spectrum agree. The 

u rg en t n eed  to  p ro tec t our privacy  from constant and increasing Federal Government and corporate 
intrusion is one of them. Please do all you can to support the Biometric Privacy bill and pass it into law 
this session.

Signed

Citizens fo r  Privacy in Alaska

Co-chair: Tim Pearson -  business ow ner Co-chair: Jason G iaimo, business ow ner

Gretchen Guess: Alaskan vo te r, fo rm e r Senator

M arch 29th 2 0 1 1

Dear Senator Hollis French:

Horst Poepperl: CEO and IT data privacy expert, Borealis Broadband Corporation
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M ark Lerner: President, Stop REAL ID National Coalition

Jason Dowell: Libertarian Party Alaska, m em ber

Cindy M ille r: Former CFO o f Unocal Alaska

Joe Dirksen: Resident, Alaska, Alaskan Voter, m ilita ry  fam ily

Eunice Trask: Alaskan vo te r

Laura Dirksen: 20 year teacher a t an Anchorage Christian School. Alaskan Vo te r

Barbara Brown: Alaskan Voter

Dan Boland: State o f Alaska, A ud it Division, Alaskan Voter

Arzu Sm ith: CPA candidate

Tom Gill: UAA, fo rm e rly  w ith  BP, Alaskan Voter

Tim W lepking: Ins titu te  o f M anagem ent Accountants, fo rm e r President, Alaskan V o te r

George Ascott: Alaska resident, Alaskan V o te r

Ralph Taylor: Taylor Consultants, President

Allan Johnston: W edbush M organ Securities, Alaskan Voter

Angela Gill: Alaskan Voter, medical professional

Andrew  Blackman, CPA: Partner w ith  Shapiro Lobel LLP

Karen Demichelis: President, Accountant, Demichelis &  Associates, Alaskan V o te r
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Tyler A rno ld : TylerSystems Inc. CEO. Alaskan V oter

Joel Sm ith: Form er President o f the Institu te  o f M anagem ent Accountants, SF chapter

Tim Pearson: Pearson Consulting, Alaskan V o te r

Jason G iaimo: Net Gain Business Consultants o f Alaska, Alaskan Voter

Jack-Taylor Ridgeway: Privacy Rights supporter, advocate

Patrick Lorenz: M anagem ent, Analyst, British Petroleum, Alaskan Voter

Dianne Kelly: CPA, State o f New Jersey

Chuck Kaucic: Alaskan vo te r, Wasilla

Chris B row nw ell: Resident, Alaska, noted author, Alaskan Voter, m ilita ry  fam ily

Hetal G iaimo: Alaskan V o te r

Dawn B row nw ell: Alaska Voter, m ilita ry  fa m ily

Kelly Mazzei: Alaskan V oter

A ndrew  W ilkins: IT expert a t a large national bank,

Bruce Sollenberger: Alaskan Voters 

W endi Sollenberger: Alaskan Voters 

Jeffrey M ittm an : Executive D irector, ACLU - Alaska

...this is only a partial list o f  voters and supporters who are watching this bill



Bill sponsor: Senator Bill Wielechowski 

Co-sponsor: Senator Coghill 

Co-sponsor: Senator Kevin Meyer 

Co-sponsor: Senator Johnny Ellis

W ill be a b ill sponsor o r co-sponsor: Representative Berta Gardner

Co-sponsor: Representative Allan Dick

Co-sponsor: Representative Wes Keller

Does not oppose: W hitney Brewster Alaska State D irector, Division o f M o to r Vehicles 

Does no t oppose: Alaska D epartm ent o f Health and Social Services 

Reviewed SB190 (previous version o f S8-98): previous Alaska A tto rney General 

Supported SB190 (previous version of SB-98) in  com m ittee : Senator Kookesh 

Supported SB19Q (previous version o f SB-98) in com m ittee : Senator Egan 

Supported 5B190 (previous version o f SB-98) in  com m ittee : Senator French 

Supported S8190 (previous version o f SB-98) in com m ittee : Senator M cGuire 

Supported SB190 (previous version o f SB-98) in com m ittee : Senator Paskvan 

Co-sponsoring SB-98: 5enator Cathy Giessel

ALASKA SENATE a n d  ALASKA HOUSE SU PPO R T INCLUDES:



Co-sponsoring SB-98: Senator Linda M enard

W ill co-sponsor: Representative Tammie Wilson

W ill co-sponsor: Representative Chris Tuck

W ill co-sponsor: Representative Sharon Cissna

W ill co-sponsor "ve ry  p robab ly" Representative M ark Neuman



PROMETRIC

April 4, 2011

The Honorable Hollis French 
Chairman
Senate Judiciary Committee 
Alaska State Senate

Re: Alaska SB 0098A

Dear Chairman French:

I am writing to present information regarding the use of biometrics as a test security measure. 
Attached to this letter is a fact sheet which provides relevant data regarding biometrics as 
implemented by Prometric on behalf of its testing clients.

Prometric is the largest provider of integrated testing services in the world. Prometric’s test 
administration services include the development of test content, the administration of tests via test 
center based services, internet based testing services, and paper based testing services and test 
result and data management services. Prometric administers over 9 million tests per year.

As the leading global provider of test services, Prometric, in concert with its clients, is responsible for 
the security and integrity of testing services. This includes protecting the content of the examinations 
which we administer and to make certain that testing and evaluation of candidates is valid and fair.

Why Biometrics

There are numerous methods by which individuals can threaten the integrity of the testing process. 
One such method involves the impersonation of a test taker or candidate by another individual. There 
are at least three reasons why such impersonation or proxy testing occurs. The first is the simple 
substitution of one person for a real candidate for the purpose of providing that candidate an 
advantage. This is usually distinguished by two individuals conspiring without necessarily a profit 
motive as in a friend or relative substitutes to obtain a higher score.

The second reason for proxy testing is a variant of the first, however, in this case the motivation is a 
professional test taker who takes tests for any individual willing to pay the price.

The third reason for proxy testing is by a professional test taker for the purpose of stealing test 
content. The content is then used to provide gray market study materials or to provide real content for 
the purpose of memorization.

In each case the public is harmed because candidates without valid criteria are permitted to practice a 
profession, exercise a certification, enter an institution of higher education, or display a credential that 
they are not entitled to and did not earn.

1501 South Clinton Street 
Baltimore, Maryland 21224 
USA

443 455 8000 PHONE 

866 PROMETRIC rOLl FREE 

866 776 6387 TOLl FREE

www.prometric.com

http://www.prometric.com
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Examples

Prometric tracks many security statistics across a wide variety of misconduct. For a nine month period 
in 2010 ending in September, Prometric undertook 329 proxy testing investigations.

There have been significant and high profile proxy testing cases over the last several years involving 
Prometric and its clients in which proxy testing was an issue. In each case cited below, the incidents 
are documented, however, Prometric’s internal privacy protection policies prohibit identifying the 
individuals or the programs.

a. The first example, which was one of the factors involved in Prometric looking at implementing 
a biometric solution world wide, involved a massive proxy testing scheme involving 600 
candidates in 10 US states. The client is a large testing organization which provides its own 
examinations and which acts as an aggregator providing testing for other organizations. The 
examinations were major large volume exams for admission to US educational institutions. In the 
summer of 2004 Prometric assisted this client along with law enforcement in investigating the 
matter. We discovered during the course of the investigation that the following activities were 
occurring:

•  Chinese examinees were paying $3000.00 each to the conspirators for professional test 
takers to take one of the three academic tests involved.

•  The professional test takers were armed with high quality forged identification 
documentation including passports so that the documentation presented would pass any 
test center scrutiny of the credentials.

• Analysis of credit card data and digital photos after the fact demonstrated that the 600 
tests were in fact taken by a small number of professional test takers and that candidate 
fees were paid using a small pool of credit cards.

•  The ring had been operating for at least 3 years, was discovered through a tip to the 
client, and required more than 600 schools and individuals to be notified the scores were 
obtained fraudulently.

b. In 2007 and 2008, Prometric assisted a large medical client in investigating a ring of 
individuals who were using false candidate profiles to capture exam content. In this case the 
individuals obtained seemingly legitimate credentials from a school which credentials were used 
by the client to create test eligibility files. This ring of professional test takers then took 
examinations in at least two US states and 3 foreign countries in order to capture content on 
behalf of a test preparation company. Our belief is that this was a small group of professional test 
takers, registering under a number of different identities, and having appropriate forged ID 
documents. Prometric and the client identified at least 8 different individuals that may have been 
part of the ring through credit card usage. Our strong belief is that had the client been using 
biometrics, an earlier flag would have been thrown that showed a suspicious pattern of test taking 
resulting in prevention of the ring from accessing future tests and attempting to capture content.

c. In 2009, through a tip from a Prometric employee, Prometric discovered a professional test 
taker who was taking entry level work safety examinations on behalf of an immigrant community 
in the UK. In this case, Prometric operates a number of mobile test vehicles, essentially complete

1501 South Clinton Street 
Baltimore, Maryland 21224 
USA

443 455 8000 PHONE 
866 PROMETRIC TOLL FREE 
866 776 6387 TOLL FREE

www.prometric.com

http://www.prometric.com


PROMETRIC *•• •

test centers in the back of tractor trailers in the UK. The client was not using biometrics although 
the technology was available for use. In at least 10 cases, the professional test taker arrived in 
place of the real candidate, using a different mobile location each time and with false identification 
documents that passed inspection by the test center administrators. Prometric caught the 
professional test taker because the individual attempted to employ a Prometric employee in the 
scam to avoid having to travel to numerous locations. Had the professional test taker simply 
continued to travel to multiple locations and use false identification, we might not have caught the 
individual as quickly. Had biometrics been used with this client, we would have caught the 
individual on the second attempt.

d. In October 2010, Prometric performed a surprise audit at a test center in India and discovered 
that individuals were present at the site and sitting US academic entry examinations on behalf of 
other individuals. While an investigation is still ongoing, we were by virtue of examination of the 
records able to determine that proxy testing was occurring. This involved a number of candidates 
present at the site although an exact count is not available until completion of the investigation.

e. In 2008 Prometric caught two sisters impersonating each other for the purpose of taking a 
higher education entrance examination for a health profession. The sisters were similar enough 
in appearance that average scrutiny of real US state drivers licenses did not reveal the false 
identity. In this case one sister traveled across the border from New York to Canada in an 
attempt to impersonate the other and obtain higher scores on her behalf. We were able to 
identify the impersonation because biometrics was in operation for this program in both New York 
and Canada.

f. In 2010, based on a tip through a security hotline, Prometric was made aware that a candidate 
for an association certification exam claimed that another individual associated with the test 
center, had taken the exam on her behalf. Prometric and the client began an investigation and 
based on a review of exam performance determined that the point gain from first attempt to 
second attempt indicated that someone did take the exam as a proxy for the candidate. The test 
center was located in Ontario Canada and we terminated the center’s contract with Prometric 
over the issue and the client will discipline the candidate.

Use of Government Identification

In most if not all of these cases, Prometric has determined that government quality false 
identification documents were used by the proxy testers. In the first example this occurred at 
least 600 times. This is a large problem in the testing industry. A casual review of the internet, 
without any attempt to do more than a brief search, reveals at least 15 websites offering false ID 
documents. Most o f these sites offer US and Canadian identity documents. The use of a website 
to acquire fake ID is not uncommon and computer technology enables sophisticated IDs difficult 
to detect for the average person. The criminal test takers in the case of the Chinese students 
likely had access to professional criminals capable of producing identification documents that are 
not discernible from real ID documents by anyone other than a professional. While Prometric and 
clients are working on technology that will enable better detection of false identity documents, 
biometrics is an equally effective and safe means of combating test fraud.
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What is clear for each of the examples set out above is that biometrics would have stopped each 
of these incidents within 2 or 3 tests at the most. The trend we believe is toward greater use of 
biometrics as a fraud deterrent.

Websites offering false identification documents: (Note: the safety of any of these sites has 
not been verified. Prometric suggests that only an IT professional verify the site.)

www.theidshop.com
www.photoidcards.com
www.howtochanqevouridentitv.info
www.fake-id.de
www.buvfakeidonline.com
www.newidcards.com
www.newid.com
www.fluxcard.com
www.mvfakeid.co.uk
www.nextdavid.co.uk
www.fakepassportsale.ee
www.fakeidfree.com
www. marketinqoazis. h u
www.developersdex.com
www.topix.com

Use of Biometrics by Prometric

Prometric’s biometric program is characterized by integrity, security, and adherence to privacy 
principles. The attached fact sheet contains additional information regarding our program, but I 
highlight here our adherence to strict privacy obligations.

1. Biometrics is used only to ensure the integrity of testing programs. Prometric does not and will not 
sell biometric information and we adhere to the highest standards of data privacy. Prometric uses the 
services of LexisNexis for processing the biometric data. Our contract with LexisNexis requires that 
the data be used solely for the detection of fraud and protecting the integrity o f testing programs. 
LexisNexis is prohibited from any use of the biometric and demographic data except as permitted by 
Prometric in writing.

2. The biometric data and demographic data is securely stored and protected with stringent security 
measures. The data is segregated from all other LexisNexis data and LexisNexis programs. 
Prometric and LexisNexis meet or exceed current industry best practices for computer system and 
data center protections. Prometric regularly audits LexisNexis compliance and clients have also 
audited them.

3. Prometric collects only the information necessary to implement a test integrity program. All data is 
deleted within a reasonable time after the reason for collection is fulfilled. Prometric does not retain 
biometric data beyond such period of time as is necessary to fulfill the underlying program integrity 
needs.
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4. Prometric adheres to the US Department of Commerce Safe Harbor regime for meeting strict 
European Union data protection requirements. Prometric and its clients routinely manage consent 
rules and varied data privacy requirements.

I trust that this information is of assistance in your consideration of a bill regulating biometric practices. 
Should you have additional questions, feel free to contact me per the below contact information.

General Counsel 
443-455-8493 Direct 
443-455-6481 Fax
anthonv.scicchitano@prometric.com

cc: Honorable Bill Wielechowski
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Id en tity  M a n a g e m e n t  -  B io m e tr ic  C h e c k -in  F a c t  S h e e t

Advantages to Testing Sponsors and Test Takers:
• ID management and biometrics verify test taker information at the time of check-in, during breaks, 

and when returning to test at a later date. These procedures attempt to deter proxy testing, 
cheating and collaboration by test takers and testing proctors.

o Example: In 2008 two sisters testing for a medical exam, attempted to test for one 
another. The first sister took the exam at a testing center in the United States and 
passed. Several months later the same sister crossed the country border into Canada 
and presented the ID of her sister attempting to test for the same exam under her sister’s 
name. Although she had presented a new ID, her fingerprints matched that of her real 
ID. This was enough evidence to use for investigative purposes and identify this as a 
true proxy testing incident.

•  Biometrics:
o Electronically and accurately captures test taker information from government-issued 

photo ID documents, and recognizes if a test taker has enrolled and tested with Prometric 
previously

o Protects the value of the credentialing program; credentials facilitate public trust, help 
support the economy, and enable individuals to contribute to society 

o Protects intellectual property
o Deters proxy testing
o Provides an enhanced method of identity verification to validate ID and fingerprint data 

has not been previously presented under a different name 
o Increases test takers perception of security and increases deterrence of cheating
o Improves overall testing experience, specifically for return test takers
o Keeps the test taker’s data secure
o Stringent security barriers build respect for credentials among peers and in marketplace

Prometric’s Implementation Methods:
•  Biometric check-in is combined with several other standard security procedures in Prometric Test 

Centers worldwide including, digital video recording (DVR) monitoring, and protocol that prevents 
test taker’s to bring items into the testing room during the examination.

•  Biometric Consent Tool -  a consent form is presented to the test taker during the scheduling and 
registration process asking the test taker to agree to the use of biometrics during check-in.

o Dependent upon the location of the testing center and the laws within that country, the
test taker will be presented with the appropriate consent form. There is a form for each of 
the following possible scenarios: fingerprinting is prohibited, the country has no laws 
against the use of fingerprints, consent is required, or consent is implied, 

o This feature acts as a means of preparing the test taker, prior to arriving at the test 
center, for what to expect during the biometric check-in process. This is expected to 
further minimize anything unexpected on the part of the test taker.

• Prometric works with each testing sponsor/organization to include information regarding biometric 
check-in within the sponsors test taker materials, including the sponsor’s website and candidate 
bulletins.
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URGENT FAX; April 7, 2011

WE DEMAND REAL BIOMETRIC PRIVACY PROTECTION FOR ALL ALASKANS

Dear Senator:

My name is Horst Poepperl, CEO o f Borealis Broadband Inc. I’ve already sent several 
emails in support of SB-98, but as I understand it, the current version has been watered down 
significantly with exemptions.

First of all, I do want to say that I appreciate and am grateful for those senators and 
representatives who have already taken a public stand for personal privacy, like our founding 
fathers intended. Especially those of you who have taken the time to respond to my emails 
personally. You have my heartfelt gratitude and support. The rest of this email might be 
informational for you but otherwise redundant.

For the rest of you:

How utterly disappointing and what a dangerous game to play with our personal information.

I would like to go on record AGAIN as OPPOSING the watering down of this privacy legislation 
and SUPPORTING strong privacy protections. If it continues as is, then you are making a very 
serious mistake regarding the privacy of your fellow Alaskans. It is much more prudent to pass 
strong privacy legislation and, if necessary, loosen it up on a case-by-case basis later. Doing 
the reverse and tightening up the legislation later is completely useless - your fellow Alaskans 
will already have their biometrics floating around cyberspace waiting to be sold to 
whomever...or lost to hackers.

In February of 2010 it was revealed that Israel had stolen biometric information from the 
passports of visitors to the country. Innocent and unsuspecting citizens of many countries were 
affected when the Mossad used their biometric information to fake passports and commit an 
assassination, http://www.timesonline.co.uk/tol/news/world/middle_east/article7029553.ece

Go ahead and take some time to read the article and see how that affected those 
people. Some of these people had to literally hide in their houses for a while and could no 
longer travel to entire parts of the world until the deception had been made public. Even today, 
they have to look over their shoulders for the rest of their lives in case some extremist didn't get 
the memo.

http://www.timesonline.co.uk/tol/news/world/middle_east/article7029553.ece
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Yes, it's an extreme example, but the point is, IT'S ALREADY HAPPENED. More than 
once. It's hard to think of an even more egregious use of stolen personal data, but I'm sure 
someone will figure out how to top that one at some point in the future.

Maybe next time, they'll just buy the information like everyone else and crank out fake passports 
to their hearts' content. Maybe they’ll buy it from Choicepoint. Maybe that technique will 
become all the rage for other countries, hackers or criminals. Maybe some Alaskans' biometric 
data will be used because you didn't take the privacy issue seriously.

In my personal opinion, and saying this with all due respect, you DO NOT need to entertain 
Choicepoint or any data mining company. To me, the very idea that you would seriously 
entertain the wants of a foreign (or domestic) company of data snitches is just 
putrageous. What the hell for? Why give even one iota of leeway to a company that makes its 
money ratting out your personal information to the highest bidder? A new market for them, at 
our expense?

As far as other companies are concerned, you need to ask yourself; "what did they do before 
fingerprint readers were introduced commercially?" Suddenly we should believe that 
fingerprints are critical for their security procedures? Really? Fingerprint readers aren't even in 
widespread use yet as the consumer version of that technology has not yet fully matured. I 
think they just want to keep the door open and that's not nearly a good enough reason to 
sacrifice more of my privacy.

A s  a c a re e r  pro fessional in the IT  industry fo r the p ast 2 1  years, it ju s t  boggles m y m ind th a t w e  

w ould ev en  consider re leas ing  m ore p rivacy  information in light o f all the historical abuse  

already. To me, with what I've seen, experienced and know about this issue, it is just mind- 
numbingly dumb to even contemplate releasing additional information into this cesspool that the 
data-miners and other companies have created. Much less something as personal and 
unchangeable as fingerprints.

In the words of one of my buddies from my military days, "That can't get nuttin' but ugly." He 
said that every time he was looking at a problem that had no upside. Allowing the release of 
fingerprint biometrics has no upside. Period. Even for the National Security argument; no 
nation has ever been made more secure by ratting out its citizens.

Or maybe you need a reminder of how often data is stolen or lost:

http://www.privacyrights.org/data-breach/new That link will take you to a site that lists data 
breaches in chronological order. Be prepared for a long list.

http://www.privacyrights.org/data-breach/new
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I've already been notified that various pieces of my personal data were lost or stolen four times 
in the space of just six years. Once even by the Veteran's Administration, who, incidentally, 
probably has my fingerprints. Where is my compensation for creating all that work, stress and 
hassle for me for something that didn't have to be? I saw plenty of finger pointing but no one 
taking responsibility.

That's my skin in this game. I'm not at all interested in having you expose me to even more 
abuse and I will strongly resent it if you do. If a person wants to willingly give up their 
biometrics, then fine, let them. But never, ever, create or allow the conditions that FORCE us 
to.

I urge you to strengthen the privacy legislation as tight as you possibly can AND PROTECT ALL 
ALASKANS WITH IT. Making it airtight with the commitment to review on a case-by-case basis 
in the future would be acceptable for now. You will never go wrong with protecting our privacy 
and passing strong privacy legislation is the lowest risk path to take, not to mention the right 
thing to do by any measuring stick, no matter how much the lobbyists try to muddy the water for 
you. But you will most definitely screw up badly if you allow the release of our biometrics and 
force Alaskans to give up their fingerprints with weak legislation. You won't be able to correct 
that mistake later - once the data is out, it's out.

Best regards,

Horst Poepperl
CEO
Borealis Broadband, Inc. 
Professional Quality Internet Service
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April 8,2011 

Dear Senator:

My name is Gretchen Guess, I am a former Senator, a former member of the Alaska State 
House of Representatives, and a resident of Anchorage. I fully support a ban on the compulsory 
fingerprinting of innocent Alaskans for ID purposes, and I urge you to pass a strong privacy law 
this session that:

"makes illegal the practice o f requiring innocent peopleto provide fingerprints or other 
biometrics as identification when they are willing to  show their driver's license (State/military 
issued ID) or a United States passport.” Note that criminal background checks or law 
enforcement will not be affected by this legislation. This is specifically focused on biometrics-as- 
ID mandates.

Sincerely,

Gretchen Guess
Anchorage
guessak(5>gmail.com
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April 8,2011

Dear Senator:

My name is Eric Britten, former Chairman of the Anchorage Chamber of Commerce and 
Past Chair of the Alaska State Chamber of Commerce.

I am writing to you in support of a ban on compelling law-abiding Alaskans to be fingerprinted 
for ID purposes. I urge you to pass a strong privacy law this session that:

"makes illegal the practice o f requiring innocent people to  provide fingerprints or other 
biometrics as identification when they are willing to show their driver's license (State/military 
issued ID) or a United States passport." Note that criminal background checks or law 
enforcement w ill not be affected by this legislation. This is specifically focused on biometrics-as- 
ID mandates,

Sincerely,

Eric Britten
Former Chairman o f the Anchorage Chamber of Commerce 
Past Chair o f the Alaska State Chamber o f Commerce 
eric@brittenassociates.com 
(907) 440-8181

mailto:eric@brittenassociates.com
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April 1st, 2011

Dear Senator:

My name is Ted McMillan, a resident of Anchorage. I fully support NOT fingerprinting 
innocent Alaskans-for-ID, as described in the “Our goal” statement below.

Privacy rights are a basic freedom of every law abiding citizen. There’s just some 
things you shouldn’t do... involuntarily tracking law abiding citizens is one of 
them. 

Having a company lobby to protect its revenue stream is almost immoral.

"Our goal is to  make illegal the practice of requiring innocent peopleto provide fingerprints or 
other biometrics as identification when they are willing to show their driver's license 
(State/military issued ID) or a United States passport." Note that criminal background checks or 
law enforcement w ill not be affected by this legislation. This is specifically focused on 
biometrics-as-ID mandates.

Sincerely,
Ted McMillan
Anchorage
tmcmillan(5)gci.com
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Senator Hollis French 
Alaska State Legislature 
State Capitol Room 417 
Juneau, AK 99801-1182

Jack C. McRae

Senior Vice President

RE: CSSB 98 Biometric information

Dear Senator French:

I am writing on behalf of Premera Blue Cross Blue Shield of Alaska to express concern about 
CSSB98(STA), “ an Act relating to biometric information.”

Under proposed new Section 1, new Sec. 18.14.090 Definitions, “biometric data” includes 
“voices” and “biometric system” means “an automated system capable of capturing biometric 
data from an individual’s biometric information...storing the biometric data extracted... and 
comparing the biometric data extracted...with biometric data stored for the individual for use in 
future recognition of the individual...”

Proposed new section Sec 18.14.060 Exemptions sets forth exemptions to the collection, 
retention, analysis, disclosure or distribution of biometric information, but there is no exemption 
for quality control purposes.

Premera, as well as many other organizations, records telephone calls in our Customer Service 
department strictly for quality assurance purposes in order to provide quality and valued service 
to our customers.

We do not believe that regulating the recording of voices for this purpose is intended by this 
legislation and suggest that a related exemption be included in the legislation for clarity. 
Therefore, we request that the following language be added to CSSB98 (STA) to Section 1. 
Chapter 14 Biometric Information, under Sec. 18.14.060 Exemptions on page 2 after line 25: 
“(5) voices when used for quality assurance purposes.”

Thank you for your consideration of this request. Please let me know if you have questions or 
would like to discuss this matter further.

Sincerely,

Jack C. McRae 
Senior Vice President

P.O. Box 327 

Seattle, W A 98111
tel 425.918.5757 

fax 425.918.5635 

jack.mcrae@premera.com

www.prem era.com An Independent Licensee of the Blue Cross Blue Shield Association

mailto:jack.mcrae@premera.com
http://www.premera.com
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Honorable Hollis S. French II 
Chair, Senate Judiciary Committee 
State Capitol, Room 205 
Juneau, AK 99801-1182

RE: SB 98

Dear Senator French:

On behalf o f BlO-key International, I w rite  to  respectfully oppose SB 98, which would require prior 
w ritten  consent fo r the use o f biometric technology in identity applications, and force any person, 
government agency, or business wishing to  use a biometric as part o f the ir business process to  accept a 
photo ID as an valid alternative to  doing so. In short, a photo ID check does not provide the same anti­
fraud benefits as a biometric does, and is not an equivalent substitute. It does not address the 
problems o f "identity the ft w ith  cooperation" and "one person having multiple identities" (aliases), 
which are central to  so many identity the ft and fraud scenarios, and can only be detected and prevented 
using biometrics.

BlO-key International develops and delivers advanced identification solutions to  commercial and 
government enterprises who otherwise struggle w ith managing identity. Our finger identification 
technology accurately identifies and authenticates users, patients and customers in some o f the world's 
largest identification deployments to  improve security, guarantee identity, and help prevent identity 
the ft. In fact, in part as a response to  the FBI's m isidentification problems such as those cited by 
Senator Wielechowski, our technology has been added to  the FBI's recently deployed Next Generation 
Identification System, significantly improving the accuracy o f that system.

It is noteworthy tha t the driver o f the bus involved in the gruesome accident in New York City, killing 15 
passengers, had his license suspended under several aliases, but was never detected, because the 
names d idn 't match. He was employed because his current photo ID driving record was clean. See 
http://www.nbcnewyork.com/news/local/Crash-Driver-Used-Alias-118194134.html. W ithout 
biometrics, how can a business needing to  know who it is dealing w ith  stop a person from  either 
shedding the ir existing ID to assume a new one, or, as is the case in the exam fraud tha t the IACPA seeks 
to  prevent, sharing it w ith  a paid proxy to  go take the exam for them?

Additionally, many commercial applications o f biometrics are fo r safety, not just security - to  automate 
the process o f positive ID, w ithou t requiring an individual to  carry an identification card. Hospitals, 
Blood Centers, and other beneficial entities rely on BlO-key to  make a positive identification o f the ir 
patients and donors in order to  properly associate that person w ith  the ir medical history, or to  prevent 
prescription or medical ID fraud. In many o f these cases, a m isidentification can have deadly

INTERNATIONAL Michael W. DePasquale 
Chief Executive Officer

Allaire Corporate Center • 3349 Highway 138 • Building D • Suite B • Wall, NJ 07719
Telephone (732) 359-1100 Facsimile (732) 359-1101

http://www.nbcnewyork.com/news/local/Crash-Driver-Used-Alias-118194134.html
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consequences, as w ith  the case o f a blood transfusion to  the wrong patient, or m isidentification of 
surgery patient. A photo ID check only validates the name o f a person, and does not ensure tha t it is the 
same individual, even if  the name matches.

A search o f the Houston (TX) County Hospital records found tha t they had 2500 or more "Maria 
Garcia's" in the ir records, and found that there had been three in the hospital at the same tim e I 
Biometrics are introduced to  automate the positive ID o f an individual, not just confirm tha t they have a 
particular name.

SB 98 assumes tha t the goal o f a biometric system is simply to  ensure tha t someone is matching the 
name tha t they say they are, and correctly envisions tha t a photo ID check is sufficient to  achieve that 
goal. However, because there are so many people w ith  the same name, and because people move over 
time, this is not a sufficient means to  assure a consistent identity o f a single individual over time. Even 
the government, w ith  its immense access to  information on individuals, uses biometrics in public 
assistance programs to  prevent double dipping on benefits, and in law enforcement, because they 
recognize the failures o f photo ID checks to  determine if someone is a firs t tim e applicant fo r assistance 
or has a past criminal record tha t they might want to  hide. Businesses struggle w ith the same issues, 
w ith  much less access to  data, as part o f trying to prevent fraud and identity the ft. Don't private entities 
have the right to  know who they are trusting or doing business w ith, and to  know tha t the Alaska laws 
support the ir using proven tools to  assure the identity o f those people?

Protecting individual privacy is important, but in the case o f biometrics, the majority o f people actually 
prefer the convenience and ID-Theft resistance o f biometrics. Twice a year, Unisys Corporation 
commissions a recurring, statistical measure o f consumer concern about four areas o f security: national, 
financial, Internet and personal safety. The Unisys Security Index tracks trends in consumer perception 
o f pressing security issues. Their objective findings inform the conversation about personal security and 
the use o f biometrics.

The most recent Security Index was issued in October 2010 and can be downloaded in its entirety from 
http://www.unisvssecuritvindex.com /. The study found tha t Americans are seriously concerned about 
identity the ft and bankcard fraud. A 2009 study focused on biometrics fo r personal identification. It 
found that 73% o f Americans are w illing to  use fingerprint identification to  verify the ir identity w ith 
banks, government agencies and other organizations to  prevent fraudulent misuse o f the ir personal 
information.

I ask that fu ll consideration be given to  the many beneficial uses o f biometric technology, and not focus 
on a small area o f potential abuse in order to  cut o ff this valuable and cost-saving means to  prevent 
fraud and assure identity. Please vote no on SB 98.

Michael W. DePasquale

Allaire Corporate Center • 3349 Highway 138 • Building D • Suite B • Wall, NJ 07719
Telephone (732) 359-1100 Facsimile (732) 359-1101

http://www.unisvssecuritvindex.com/


D ear S e n a to r  H ollis French:

We are a group of Alaskan voters who strongly support the need fo r stronger privacy legislation.

Specifically, we are Citizens fo r  Privacy in Alaska, and we urge you to support 
and pass the new Alaskan Biometric Privacy Legislation SB-98 this session.

All Alaskans cherish the ir privacy - it's even guaranteed by our State Constitution. As w ith  opposing 

REAL ID, we Alaskans look to  YOU, our representatives to stand up fo r our privacy rights against the 

Federal Government and corporate intrusion.

This privacy bill is supported by nearly everyone - from  Libertarians to  liberal Democrats, from 

conservative Republicans to the ACLU; from school teachers to m ilitary families, to  CEOs, IT experts and 

oil company managers. Not surprisingly, only the lobbyists fo r the global data-mining firms seem to 

object (ChoicePoint/LexisNexis) because this b ill th re a te n s  th e ir  a b ility  to  p ro fit  f ro m  th e  ex p lo ita tio n  o f  

A laskan 's  loss o f  p rivacy.

SB-98 says essentially tha t biometrics (fingerprints etc) should not be required as identification when a 

valid driver's license or US passport is presented (this bill would not affect fingerprints taken for 

background checks and it would not affect law enforcement in any way).

As you may know, NY Senator Chuck Schumer and SC Senator Lindsey Graham have proposed as "the 

cornerstone" o f the ir Immigration Reform a Federal Government plan to  FINGERPRINT ALL AMERICANS 

under a new biometric National (work) ID Card program. A city in Arizona is right now considering 

mandating all customers o f the local pharmacy be fingerprinted in order to pick up the ir 

prescriptions...those who object w ill be d en ied  th e ir  m edic ine. W ith this rapidly deteriorating national 

privacy climate, Alaskans urgently need strong biometric privacy legislation now.

As you know, there are very  f e w  issues on which Alaskans from  across the political spectrum agree. The 

u rg e n t n e e d  to  p ro te c t o u r p rivacy  from  constant and increasing Federal Government and corporate 

intrusion is one of them. Please do all you can to  support the Biometric Privacy bill and pass it into law 

this session.

Signed, 

Citizens fo r  Privacy in A laska

Co-chair: Tim Pearson -  business owner Co-chair: Jason Giaimo, business owner

Gretchen Guess: Alaskan voter, former Senator

Horst Poepperl: CEO and IT data privacy expert, Borealis Broadband Corporation



Mark Lerner: President, Stop REAL ID National Coalition

Jason Dowell: Libertarian Party Alaska, member

Cindy Miller: Former CFO of Unocal Alaska

Joe Dirksen: Resident, Alaska, Alaskan Voter, military family

Eunice Trask: Alaskan voter

Laura Dirksen: 20 year teacher at an Anchorage Christian School. Alaskan Voter

Barbara Brown: Alaskan Voter

Dan Boland: State of Alaska, Audit Division, Alaskan Voter

Arzu Smith: CPA candidate

Tom Gill: UAA, formerly with BP, Alaskan Voter

Tim Wiepking: Institute of Management Accountants, former President, Alaskan Voter

George Ascott: Alaska resident, Alaskan Voter

Ralph Taylor: Taylor Consultants, President

Allan Johnston: Wedbush Morgan Securities, Alaskan Voter

Angela Gill: Alaskan Voter, medical professional

Andrew Blackman, CPA: Partner with Shapiro Lobel LLP

Karen Demichelis: President, Accountant, Demichelis & Associates, Alaskan Voter



Tyler Arnold: TylerSystems Inc. CEO, Alaskan Voter

Joel Smith: Former President of the Institute of Management Accountants, SF chapter

Tim Pearson: Pearson Consulting, Alaskan Voter

Jason Giaimo: Net Gain Business Consultants of Alaska, Alaskan Voter

Jack-Taylor Ridgeway: Privacy Rights supporter, advocate

Patrick Lorenz: Management, Analyst, British Petroleum, Alaskan Voter

Dianne Kelly: CPA, State of New Jersey

Chuck Kaucic: Alaskan voter, Wasilla

Chris Brownwell: Resident, Alaska, noted author, Alaskan Voter, military family

Hetal Giaimo: Alaskan Voter

Dawn Brownwell: Alaska Voter, military family

Kelly Mazzei: Alaskan Voter

Andrew Wilkins: IT expert at a large national bank.

Bruce Sollenberger: Alaskan Voters

Wendi Sollenberger: Alaskan Voters

Jeffrey Mittman: Executive Director, ACLU - Alaska

...this is only a partia l list o f  voters ond  supporters who ore w atching this bill



Bill sponsor: Senator Bill Wielechowski 

Co-sponsor: Senator Coghill 

Co-sponsor: Senator Kevin Meyer 

Co-sponsor: Senator Johnny Ellis

Will be a bill sponsor or co-sponsor: Representative Berta Gardner

Co-sponsor: Representative Allan Dick 

Co-sponsor: Representative Wes Keller

Does not oppose: Whitney Brewster Alaska State Director, Division of Motor Vehicles 

Does not oppose: Alaska Department of Health and Social Services 

Reviewed SB190 (previous version of SB-98): previous Alaska Attorney General 

Supported SB190 (previous version of SB-98) in committee: Senator Kookesh 

Supported SB190 (previous version of SB-98) in committee: Senator Egan 

Supported SB190 (previous version of SB-98) in committee: Senator French 

Supported SB190 (previous version of SB-98) in committee: Senator McGuire 

Supported SB190 (previous version of SB-98) in committee: Senator Paskvan 

Co-sponsoring SB-98 : Senator Cathy Giessel

ALASKA SENATE a n d  ALASKA H O U SE  SU P P O R T  INCLUDES:



Co-sponsoring SB-98 : Senator Linda Menard

Will co-sponsor: Representative Tammie Wilson

Will co-sponsor: Representative Chris Tuck

Will co-sponsor: Representative Sharon Cissna

Will co-sponsor "very probably" Representative Mark Neuman
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April 13,2011

Dear Senator French:

My name is Tyler Arnold, Founder and CEO of Tyler Systems, Inc. a rapidly growing global 
technology firm based in Anchorage. I urge your support for protecting the biometric privacy of 
Alaskans. I am also a member of Citizens for Privacy in Alaska, and we are watching this bill 
closely.

"Our goal is to make illegal the practice of requiring innocent people to provide fingerprints or 
other biometrics as identification when they are w'illing to show their driver's license 
(State/military issued ID) or a United States passport."

Note that criminal background checks or law' enforcement will not be affected by this legislation. 
This is specifically focused on biometrics-as-ID mandates

PLEASE stand up for our privacy — and support this bill.

Tyler Arnold
CEO, TylerSystems, Inc.
227-9541
tvler@  tvlersvstems.com
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April 13, 2011

Dear Senator French:

I am writing in support of protecting biometric data. I am a past President of Alaska 
Chapter of the Institute of Management Accountants (IMA) and have been employed in 
mostly accounting and/or financial positions over my work life.

From the financial side, the people who typically steal large amounts of money from 
businesses or non-profits are well thought of or even "Pillars of the Community" — 
before the disgracing headline hits.

Collecting biometric data will do nothing to reduce the amount of criminal activity within 
financial circles.

A passport or a driver’s  license is adequate identification for test taking 
purposes. SUPPORT THE NEW BIOMETRIC PRIVACY BILL

Thank you for your consideration.

Sincerely 
Tim A. Wiepking 
Anchorage, 99508 
529-0766
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Dear Senator French:

My name is Dr. Frank Jeffries, an Assistant Professor of Business and Public Policy at a major 

educational institution in Alaska. This is my personal view.

I recently learned of a grass-roots group of Alaskan voters called the "Citizens for Privacy in 

Alaska" and o f their courageous support for a MUCH NEEDED privacy bill. Although this is my 

personal view, I urge you to support it.

I strongly support a biometric privacy b ill that:

"makes illegal the practice o f requiring innocent people to provide fingerprints or other 
biometrics as identification when they are willing to  show their driver's license (State/military 
issued ID) or a United States passport." Note that criminal background checks or law 
enforcement will not be affected by this legislation. This is specifically focused on biometrics-as- 
ID mandates.

Sincerely,
Dr. Frank Jeffries
Assistant Professor of Business and Public Policy
Anchorage
taikodad@gci.net

mailto:taikodad@gci.net
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April 13st, 2011

Senator French:

My name is Kathryn Eckmann, a voter and very concerned citizen o f this great State.

Stand up for ALL Alaskans privacy! Pass a strong Biometric Privacy law this session that 

protects ALL Alaskans...not just a select few. I agree with Citizens for Privacy in Alaska; we need 

a privacy law that:

"makes illegal the practice o f requiring innocent peopleto provide fingerprints or other 
biometrics as identification when they are willing to  show their driver's license (State/military 
issued ID) or a United States passport." Note that criminal background checks or law 
enforcement will not be affected by this legislation. This is specifically focused on biometrics-as- 
ID mandates.

Sincerely,

3latfvtyjt
Kathryn Eckmann 
A concerned Alaskan Voter 
Kmal2(5)gci.net
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April 13,2011

FAX

Dear Senator French:

My name is Kelly Mazzei, from  Anchorage. I strongly support the Biometric Privacy Bill, and I 

hope that you will also. Alaskans are at risk and we need this to  pass this session!

I support and agree w ith Citizens for Privacy in Alaska that we need to:

"make illegal the practice o f requiring innocent people to  provide fingerprints or other 

biometrics as identification when they are willing to  show their driver's license (State/military 

issued ID) or a United States passport." Note that criminal background checks or law 

enforcement will not be affected by this legislation. This is specifically focused on biometrics-as- 

ID mandates.

Sincerely,

Kelly Mazzei
Anchorage Voter 
kamazzei(a)Rmail.com
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April 13* 2011

Dear Senator French:

M y name is Eileen Becker, from Homer. I support SB 98 (THE BIOMETRIC PRIVACY BILL) 

because too many of our rights to privacy are being sold to the highest bidder.

It is time to say NO and protect ourselves and our families. PROTECT ALL ALASKANS.

Thank you,

Eileen Becker

Owner of Peninsula Communications, Inc, privately owned radio stations here in Alaska

Mother of 5 children and 8 grandchildren

Alaska resident since 1973

DISTRICT35REPUBLICAN@WEBTV.NET

ALASKAN VOTER, REPUBLICAN PARTY

"Our goal is to  make illegal the practice o f requiring innocent people to  provide fingerprints or 
other biometrics as identification when they are willing to show their driver's license 
(State/m ilitary issued ID) or a United States passport." Note that criminal background checks or 
law enforcement w ill not be affected by this legislation. This is specifically focused on 
biometrics-as-ID mandates.

mailto:DISTRICT35REPUBLICAN@WEBTV.NET
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April 13st, 2011

Dear Senator French:

My name is Tim Pearson, an Anchorage business professional and Co-Chairman of the Citizens 

for Privacy in Alaska. I urge your support for protecting the biometric privacy o f Alaskans, 

PLEASE PASS SOMETHING THIS SESSION!

Please remember tha t unlike credit cards, stolen or lost fingerprints and biometric information 
cannot be replaced. Innocent Alaskans deserve the option  o f not being forced to provide their 
fingerprints. Passports and driver's licenses are sufficient identification.

Alaskan businesses do not want to  take on the legal liab ility  of losing the irreplaceable data of 
their employees or customers. There is no way to  make people whole again.

"Our goal is to  make illegal the practice of requiring innocent peopleto provide fingerprints or 
other biometrics as identification when they are willing to show their driver's license 
(State/military issued ID) or a United States passport." Note tha t criminal background checks or 
law enforcement w ill not be affected by this legislation. This is specifically focused on 
biometrics-as-ID mandates.

PLEASE stand up for our privacy-- and pass a strong Biometric Privacy law this session tha t 

includes the "A lternative ID" provision (ie. allows an opt-out for people who show a driver's 

license or passport as ID).

Sincerely,

Tim Pearson

President, Pearson Consulting
Graduate o f Harvard University
Fmr Vice President o f Human Resources, GCI
tim@ timpearson.net
952-3498

mailto:tim@timpearson.net
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April 13st, 2011

Dear Senator French:

My name is Joe Dirksen, a voter, a long-time Alaskan, a member o f the Alaska National Guard 

and, like most Alaskans, I am a strong supporter o f privacy rights. My personal view is that you 

should strongly support the new biometric privacy bill... if it says that no fingerprinting of 

innocent Alaskans for ID should be required, as noted below:

"Our goal is to  make illegal the practice of requiring innocent people to  provide fingerprints or 
other biometrics as identification when they are willing to show their driver's license 
(State/military issued ID) or a United States passport." Note that criminal background checks or 
law enforcement w ill not be affected by this legislation. This is specifically focused on 
biometrics-as-ID mandates.

Will you stand up for our privacy rights?

Sincerely,

Joe Dirksen
Anchorage voter 
South Anchorage, 99507 
ildirksen(5)acsalaska.net
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04/13/2011

FAX

Dear Senator French:

As Director o f a Village Corporation in Marshall, Alaska -  I can tell you tha t I am a very strong 

supporter o f privacy. I hope you will show us that you are as well, but supporting the Biometric 

Privacy Bill when it comes before you.

I support real protection that:

"makes illegal the practice o f requiring innocent people to  provide fingerprints or other 
biometrics as identification when they are willing to  show their driver's license (State/military 
issued ID) or a United States passport." Note that criminal background checks or law 
enforcement will not be affected by this legislation, This is specifically focused on biometrics-as- 
ID mandates.

Sincerely,
George Owletuck
Director, a native Village Corporation 
Marshall, Alaska 
George.owletuck@gmail.com

PS This is my personal position

mailto:George.owletuck@gmail.com
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April 13,2011 

Dear Senator French:

My name is Gretchen Guess, I am a former Senator, a former member of the Alaska State 
House of Representatives, and a resident of Anchorage. I fully support a ban on the compulsory 
fingerprinting of innocent Alaskans for ID purposes, and I urge you to pass a strong privacy law 
this session that:

"makes illegal the practice o f requiring innocent people to  provide fingerprints or other 
biometrics as identification when they are willing to show their driver's license (State/military 
issued ID) or a United States passport." Note that criminal background checks or law 
enforcement w ill not be affected by this legislation. This is specifically focused on biometrics-as- 
ID mandates.

Sincerely,

Gretchen Guess
Anchorage
guessak(5)gm ail.com
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April 13st, 2011

Dear Senator French:

My name is Herbert Eckmann, a voter from  Anchorage and very concerned citizen o f this great 

State.

I URGE YOU to  stand up for ALL Alaskans privacy. Pass a strong Biometric Privacy law this 

session that includes an opt-out for ALL ALASKANS who show a driver's license or passport as 

ID. I agree with Citizens for Privacy in Alaska; we need a privacy law that:

"makes illegal the practice o f requiring innocent peopleto provide fingerprints or other 
biometrics as identification when they are willing to show their driver's license (State/military 
issued ID) or a United States passport." Note that criminal background checks or law 
enforcement will not be affected by this legislation. This is specifically focused on biometrics-as- 
ID mandates.

Sincerely,

Herbert Eckmann
A concerned Alaskan Voter 
Kmal2@gci.net

mailto:Kmal2@gci.net


4 /1 3 /2 0 1 1  1 2 :5 8  PM FROM: TO: 19074656595 PAGE: 001 OF 003

URGENT FAX; April 13,2011

PASS BIOMETRIC PRIVACY PROTECTION FOR ALL ALASKANS THIS SESSION!

Dear Senator French:

My name is Horst Poepperl, CEO of Borealis Broadband Inc. I've already sent several 
emails in support of SB-98, but as I understand it, the current version has been watered down 
significantly with exemptions.

First of all, I do want to say that I appreciate and am grateful for those senators and 
representatives who have already taken a public stand for personal privacy, like our founding 
fathers intended. Especially those of you who have taken the time to respond to my emails 
personally. You have my heartfelt gratitude and support. The rest of this email might be 
informational for you but otherwise redundant.

For the rest of you:

How utterly disappointing and what a dangerous game to play with our personal information.

I would like to go on record AGAIN as OPPOSING the watering down of this privacy legislation 
and SUPPORTING strong privacy protections. If it continues as is, then you are making a very 
serious mistake regarding the privacy of your fellow Alaskans. It is much more prudent to pass 
strong privacy legislation and, if necessary, loosen it up on a case-by-case basis later. Doing 
the reverse and tightening up the legislation later is completely useless - your fellow Alaskans 
will already have their biometrics floating around cyberspace waiting to be sold to 
whomever...or lost to hackers.

In February of 2010 it was revealed that Israel had stolen biometric information from the 
passports of visitors to the country. Innocent and unsuspecting citizens of many countries were 
affected when the Mossad used their biometric information to fake passports and commit an 
assassination, http://www.timesonline.co.uk/tol/news/world/middle_east/article7029553.ece

Go ahead and take some time to read the article and see how that affected those 
people. Some of these people had to literally hide in their houses for a while and could no 
longer travel to entire parts of the world until the deception had been made public. Even today, 
they have to look over their shoulders for the rest of their lives in case some extremist didn't get 
the memo.

http://www.timesonline.co.uk/tol/news/world/middle_east/article7029553.ece
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CEO of Borealis Broadband Inc p.2

Yes, it's an extreme example, but the point is, IT'S ALREADY HAPPENED. More than 
once. It's hard to think of an even more egregious use of stolen personal data, but I'm sure 
someone will figure out how to top that one at some point in the future.

Maybe next time, they'll just buy the information like everyone else and crank out fake passports 
to their hearts' content. Maybe they'll buy it from Choicepoint. Maybe that technique will 
become all the rage for other countries, hackers or criminals. Maybe some Alaskans' biometric 
data will be used because you didn't take the privacy issue seriously.

In my personal opinion, and saying this with all due respect, you DO NOT need to entertain 
Choicepoint or any data mining company. To me, the very idea that you would seriously 
entertain the wants of a foreign (or domestic) company of data snitches is just 
putrageous. What the hell for? Why give even one iota of leeway to a company that makes its 
money ratting out your personal information to the highest bidder? A new market for them, at 
our expense?

As far as other companies are concerned, you need to ask yourself; “what did they do before 
fingerprint readers were introduced commercially?" Suddenly we should believe that 
fingerprints are critical for their security procedures? Really? Fingerprint readers aren't even in 
widespread use yet as the consumer version of that technology has not yet fully matured. I 
think they just want to keep the door open and that's not nearly a good enough reason to 
sacrifice more of my privacy.

A s  a ca re e r p ro fess ional in the IT  industry for the p ast 2 1  years, it ju s t boggles m y m ind th a t w e  

w ould ev en  consider re leas in g  m ore p rivacy information in light o f a ll the historical abuse  

already. To me, with what I've seen, experienced and know about this issue, it is just mind- 
numbingly dumb to even contemplate releasing additional information into this cesspool that the 
data-miners and other companies have created. Much less something as personal and 
unchangeable as fingerprints.

In the words of one of my buddies from my military days, "That can't get nuttin' but ugly." He 
said that every time he was looking at a problem that had no upside. Allowing the release of 
fingerprint biometrics has no upside. Period. Even for the National Security argument; no 
nation has ever been made more secure by ratting out its citizens.

Or maybe you need a reminder of how often data is stolen or lost:

http://www.privacyrights.org/data-breach/new That link will take you to a site that lists data 
breaches in chronological order. Be prepared for a long list.

http://www.privacyrights.org/data-breach/new
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I’ve already been notified that various pieces of my personal data were lost or stolen four times 
in the space of just six years. Once even by the Veteran's Administration, who, incidentally, 
probably has my fingerprints. Where is my compensation for creating all that work, stress and 
hassle for me for something that didn't have to be? I saw plenty of finger pointing but no one 
taking responsibility.

That's my skin in this game. I'm not at all interested in having you expose me to even more 
abuse and I will strongly resent it if you do. If a person wants to willingly give up their 
biometrics, then fine, let them. But never, ever, create or allow the conditions that FORCE us 
to.

I urge you to strengthen the privacy legislation as tight as you possibly can AND PROTECT ALL 
ALASKANS WITH IT. Making it airtight with the commitment to review on a case-by-case basis 
in the future would be acceptable for now. You will never go wrong with protecting our privacy 
and passing strong privacy legislation is the lowest risk path to take, not to mention the right 
thing to do by any measuring stick, no matter how much the lobbyists try to muddy the water for 
you. But you will most definitely screw up badly if you allow the release of our biometrics and 
force Alaskans to give up their fingerprints with weak legislation. You won't be able to correct 
that mistake later - once the data is out, it's out.

Best regards,

Horst Poepperl
CEO
Borealis Broadband, Inc. 
Professional Quality Internet Service
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Dear Senator French:

April 13, 2011

As the owner and President of a small business, I have no need for fingerprint “ biometric” security 

systems and I never will.

The ABSOLUTE LAST thing I would want would be to be legally liable for a data breach involving my 

employee’s fingerprints! Their privacy would he compromised for the rest o f their lives because 

fingerprints are like passwords that you can never change. I would be responsible for that.. .1 can only 

imagine the lawsuits! Alaskan businesses are NOT interested the risky proposition of fingerprint 

security systems.

I  strongly support the bi-partisan b ill to protect our private b iom etric data (S B  98), 

and U R G E  you to pass it into law  this session with the “Alternative ID” section intact.

We Alaskans have entrusted YOU to stand up for our privacy rights against Federal intrusion and 

corporate special interests... and we are all watching this bill closely.

Global data-miner ChoicePoint/LexisNexis/Reed Elsevier, has NO legitimate voice in this process, please 

don’t even grant them a meeting. They have flown a team of east coast lobbyists to Juneau to “influence” 

you — and will attempt to scare you with a bunch of nonsense because they profit by exploiting 

Alaskan’s loss of privacy.

If they weren’t making money off collecting and trafficking our private information, why would they be 

here?

Who will you stand with?

Regards,
Jason Giaimo
Anchorage Real Estate Investor, Accountant, Small business owner
(907) 602-9250
Giaimol@aol.com

mailto:Giaimol@aol.com
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April 13,2011
URGENT FAX:

SUBJECT: PLEASE DON’T PUT ALASKANS AT RISK FOR ANOTHER YEAR- 
PASS THE PRIVACY BILL (SB-98) THIS SESSION

Dear Senator French:

L a s t  w e e k ,  d a ta - m in e r  E p s i lo n  m a y  h a v e  e x p o s e d  y o u r  f a m i ly 's  p e r s o n a l

d a ta  to  c r im in a l  h a c k e r s  during a massive data-breach, as reported in the Wall Street 
Journal. About a dozen of my Alaskan friends also received notices that their secure data was 
accessed by criminals. Epsilon stores private data for customers of firms like Citibank, JP 
Morgan, Disney etc.

What if  you or your children had been forced to give this data-miner fingerprints-for-ID? Might 
it be possible for a criminal hacker to place your children's fingerprints at a crime scene? (that's 
easy to do). Would you be able to prove their innocence?

If this sounds theoretical, look up Mr. Brandon Mayfield. He's an attorney from Oregon who was 
jailed because his fingerprints were thought to be on a bomb that blew up a train in Madrid in 
2004 (there are hundreds of other examples). Will the Federal Government (or a foreign data- 
mining corporation) abide by an Alaskan law that says they cant sell the info once 
collected? Would we ever know if  they breached this law?

In March, RS A Security, one of the world's most secure networks was hacked, with criminals 
gaining access to its corporate network and stealing information about its SecurlD two-factor 
authentication products.

If you ask data-security experts (and I encourage you to do so), to a person they will tell you that 
the only way to be 100% sure information will not be lost, stolen or accessed...is not to 
collect it in the first place.

Please take a bold stand for real biometric privacy. Alaskan's are demanding it.
Ban fingerprints-as-ID mandates for all law-abiding Alaskans.

Jason Giaimo 
Founder, Co-Chairman 
Citizens for Privacy in Alaska 
907 602 9250
(Go to www.PrivacyNowAK.org you will be shocked by what you find)

http://www.PrivacyNowAK.org
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Dear Senator French:

As a dedicated member of Alaska's Republican Party, I would like to ask you to support the 

Wielechowski/Coghill "biometric privacy bill" (and its House companion bill) so long as it 

protects ALL Alaskan's from being forced into being fingerprinted for ID purposes.

Sincerely,

Jerad M cC lure
Member, Alaska Republican Party 
iaredlainak(5>gmail.com
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04/13/2011

Dear Senator French:

My name is James Mackenzie, Director of a major non-profit firm in Anchorage. I learned that 

you were planning to stand up for our privacy rights through a friend today, and I STRONGLY 

urge your support of the new Biometric Privacy Rights bill -  so long as it contains REAL 

protection as noted below.

"Our goal is to make illegal the practice of requiring innocent people to provide fingerprints or 
other biometrics as identification when they are willing to show their driver's license 
(State/military issued ID) or a United States passport." Note that criminal background checks or 
law enforcement will not be affected by this legislation. This is specifically focused on 
biometrics-as-ID mandates.

Sincerely,

James Mackenzie
Director, Anchorage Voter 
Anchorage, AK
mackenzie.jamesa@gmail.com

PS note that this is my personal position on this subject

mailto:mackenzie.jamesa@gmail.com
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Dear Senator French: April 13, 2011

My name is JP Godfrey, a Management Consultant in private practice in Anchorage.

I have to say, what Citizens for Privacy in Alaska is doing is astonishing -  and I strongly 
support them and 1 strongly support this privacy bill! Don’t let the lobbyists water it 
down, we need REAL protection.

"Our goal is to make illegal the practice of requiring innocent people to provide 
fingerprints or other biometrics as identification when they are willing to show their 
driver's license (State/military issued ID) or a United States passport."

Note that criminal background checks or law enforcement will not be affected by this 
legislation. This is specifically focused on biometrics-as-ID mandates

Sincerely,
JP Godfrey
CEO, Management Consultant 
Anchorage, AK 
jpgod@gci.net

mailto:jpgod@gci.net
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April 13, 2011

Dear Senator French:

As an Alaskan voter, small business owner and accountant, I urge you to support and 
pass biometric privacy legislation t h i s  s e s s i o n .

I am also a member of Citizens for Privacy in Alaska, and we are all watching this bill 
closely.

"Our goal is to make illegal the practice of requiring innocent people to provide 
fingerprints or other biometrics as identification when they are willing to show their 
driver's license (State/military issued ID) or a United States passport."

Note that criminal background checks or law enforcement will not be affected by this 
legislation. This is specifically focused on biometrics-as-ID mandates

Karen Demichelis, Principal 
Demichelis & Associates 
karen.demichelis@gmail.com  
tel: 907-360-2661

mailto:karen.demichelis@gmail.com
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April 13, 2011

Dear Senator French:

I'm writing to ask to you support the STRONGEST version ofSB98 which would prevent anyone 
from ever collecting or disseminating biometric data. As an Alaskan lvalue my privacy greatly 
as well as that of my clients.

The gradual degradation of our privacy over the last few years is deeply troubling to m e - it  is 
now impossible to know who has our data and what they are doing with it. But, at least one 
has protections using credit cards and the like -  you may get dinged but you are covered. And 
if your email gets targeted by the advertisers, drug purveyors and sexual enhancement folks 
(and yes, my mother gets those too) you have recourse.

On the other hand, if our biometric information gets loose into cyberspace all hell can break 
loose if your prints, or mine, get used by an unscrupulous person, much less a terrorist.

Now is the time to draw the line, hard and fast. This is no time to become spineless and give 
into lobbyists who have many assurances of safety, but no guarantees and no accountability 
when this data gets loose -  and you ail know that it will.

Please a support meaningful, strong SB 98. The "Alternative ID" 
section must stay.

Thanks. Ken.

Kenneth G. Robertson 
Robertson Law Office 
310 K Street, Suite 200 
Anchorage, Alaska 99501 
(907) 278-5657 
(907) 346-2810 Fax 
www.robertsonlaw.net

http://www.robertsonlaw.net
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April 13, 2011 

Dear Senator French:

My name is Kelly Mazzei, a voter from Anchorage, You must stand up to these Outside data- 
miner lobbyists and support our privacy rights! lam also a member of Citizens for Privacy in 
Alaska.

"Our goal is to make illegal the practice of requiring innocent people to provide fingerprints or 
other biometrics as identification when they are willing to show their driver's license 
(State/military issued ID) or a United States passport." Note that criminal background checks 
or law enforcement will not be affected by this legislation. This is specifically focused on 
biometrics-as-ID mandates

Sincerely

3 ( M y ,  A t c v z z u
A REGISTERED VOTER 
Anchorage
ka mazz ei @ gma i I .com
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April 13st, 2011

Dear Senator French:

We vote...the data-miner's lobbyists don't. Please stand up for ALASKANS and our privacy, and 

support the new biometric privacy bill... if it says that no fingerprinting of innocent Alaskans for 
ID should be required.

My name is Laura Dirksen, a school teacher and resident of south Anchorage. Having taught for 
nearly 20 years at an Anchorage Christian school -  I AGREE that our privacy laws need to be 

updated to prevent fingerprint collection "as ID."

I urge your support for protecting the biometric privacy of Alaskans. Passports and driver's 

licenses are sufficient identification.

"Our goal is to make illegal the practice of requiring innocent peopleto provide fingerprints or 
other biometrics as identification when they are willing to show their driver's license 
(State/military issued ID) or a United States passport." Note that criminal background checks or 
law enforcement will not be affected by this legislation. This is specifically focused on 
biometrics-as-ID mandates.

Sincerely,

J l a w t a  iD iu ftd e a
Laura Dirksen
Christian school teacher, and a voter 
Anchorage
jldirksen@acsalaska.net

mailto:jldirksen@acsalaska.net
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April 13, 2011

Dear Senator French:

As owner and President of Pacific Rim Media - 1 can tell you that I am a strong 
supporter of the Citizens for Privacy in Alaska. They are standing up for our privacy and 
I hope you will too.

"Our goal is to make illegal the practice of requiring innocent people to provide 
fingerprints or other biometrics as identification when they are willing to show their 
driver's license (State/military issued ID) or a United States passport."
Note that criminal background checks or law enforcement will riot be affected by this 
legislation. This is specifically focused on biometrics-as-ID mandates

Sincerely,

S l u A t e l

Russell Pounds 
President, Pacific Rim Media 
Anchorage, AK 
Russell@prmalaska.com  
www.prqalaska.com

mailto:Russell@prmalaska.com
http://www.prqalaska.com
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IM P O R T A N T  F A X

April 13, 2011 

Dear Senator French:

My name is Taylor Ridgeway. I am a strong supporter of Citizens for Privacy in Alaska, and I 
URGE you to stand up for Alaska's privacy rights against the data-miner's lobby! All of these 
oppressive encroachments are whittling away at the average Americans ability to engage in 
free commerce. These practices are unconstitutional...this has got to stop!

"Our goal is to make illegal the practice of requiring innocent people to provide fingerprints or 
other biometrics as identification when they are willing to show their driver's license 
(State/military issued ID) or a United States passport." Note that criminal background checks 
or law enforcement will not be affected by this legislation. This is specifically focused on 
biometrics-as-ID mandates

Sincerely

Jcuj£e % ffiidgeutaty
Taylor.ridgeway@ gm ail.com

mailto:Taylor.ridgeway@gmail.com

