<TARGET><BILL>HB 23</BILL><SUBDECT>HB
23</SUB3ECT><COMM>HDUD27</COMMX/TARGET>



Alaska State Legislature

State Capitol, Suite 422 716 W. 4th Ave, Suite 380
Juneau, AK 99801-1182 Anchorage, AK 99501-2133
Phone: 465-4939 Phone: 269-0265
Fax: 465-2418 Fax: 269-0264
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Representative_Pete_Petersen@legis.state.ak.us

Representative Pete Petersen
Serving Northeast Anchorage and Muldoon

MEMORANDUM

DATE; January 25, 2011

TO: Rep. Carl Gatto, Chair
House Judiciary Committee

FROM: Rep. Pete Petersen

RE: Hearing Request for House Bill 23, Computer Privacy

| respectfully request that House Bill 23, relating to computer privacy, he scheduled
for a hearing in the House Judiciary Committee. Please feel free to contact me, or
my aide David Bremer, with questions or thoughts at 465-4939.

Attached you will find a background packet for House Bill 23. This includes the
current version of the bill, a sponsor’s statement, a sectional analysis, and backup
materials.

Thank you for your consideration.
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Sponsor Statement
HB 23. Computer Privacy

The State of Alaska has a long tradition of protecting citizens' privacy rights, and this bill would protect
the privacy rights of Alaskan computer users by closing a loophole in existing law. Current law addresses
what is commonly known as "hacking", that is surreptitiously accessing a computer or network, but does
not address intercepting data as it is being entered. A keystroke logger is a device that is used to record
keystrokes as they are being entered into a computer. Emerging technology can even record keystrokes
remotely from up to 100 yards away. This bill would ban the installation or use of keystroke loggers or
other devices that intercept data being entered on a computer without the consent of the computer's

owner.

It should not matter whether information is stolen out of a computer, or as it is being typed into it. The

victims' privacy is just as violated, and the law should recognize it.

Keystroke logger manufacturers specifically advertise that their products cannot be detected or disabled
by anti-virus or anti-spyware software or firewalls, and the devices are designed so computer users
would not notice them unless they carefully inspected their computers every time they use their

computers.

While some specific information like social security numbers or credit card information are protected by
federal or other law, itis often difficult to prove that someone used or stole such information. Under this
bill, all that would need to be proved is that someone installed a keystroke logger or enabled the ability
to log keystrokes wirelessly or by other nonwired means on a computer they had no right to access.

Keystroke loggers can also be used by stalkers to monitor their victims.

This bill would not affect people using keystroke loggers on their own computers, parents monitoring

their children's computer use, or law enforcement operating with a search warrant.
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Sectional Analysis
HB 23. Computer Privacy

Section 1 establishes that the crime of “criminal use of a computer" is committed when a person,
without having a right to do so, installs on acomputer a keystroke logger or other device that can record
data being entered into the computer, or enables a device that can wirelessly record keystrokes or other

data entered.

Section 2 establishes an affirmative defense for the offense created above that the person installing or

enabling the device owns the computer on which it is installed.


mailto:Representative_Pete_Petersen@legis.state.ak.us

Sec. 11.46.740. Criminal use of computer.

(a) A person commits the offense of criminal use of a computer if, having no right
to do so or any reasonable ground to believe the person has such a right, the person
knowingly accesses, causes to be accessed, or exceeds the person's authorized access to a
computer, computer system, computer program, computer network, or any part of a computer
system or network, and, as a result of or in the course of that access,

(1) obtains information concerning a person;

(2) introduces false information into a computer, computer system,
computer program, or computer network with the intent to damage or enhance the data
record or the financial reputation of a person;

(3) introduces false information into a computer, computer system,
computer program, or computer network and, with criminal negligence, damages or
enhances the data record or the financial reputation of a person;

(4) obtains proprietary information of another person;

(5) obtains information that is only available to the public for a fee;

(6) introduces instructions, a computer program, or other information that
tampers with, disrupts, disables, or destroys a computer, computer system, computer
program, computer network, or any part of a computer system or network; or

(7) encrypts or decrypts data.

(b) In this section, "proprietary information™ means scientific, technical, or
commercial information, including a design, process, procedure, customer list, supplier list,
or customer records that the holder of the information has not made available to the public.

(c) Criminal use of a computer is a class C felony.

History -
(Sec. 3ch 79 SLA 1984; am Sec. 11, 12 ch 65 SLA 2000)
Revisors Notes -

Subsection (b) was enacted as (c). Relettered in 2000, at which time former subsection
(b) was relettered as (c).

Amendment Notes -

The 2000 amendment, effective May 23, 2000, in subsection (a) inserted ", or exceeds the
person's authorized access to™ and "or in the course of' in the introductory language, inserted
"computer program" and "or the financial reputation™ in paragraph (2), and added paragraphs
(3)-(7); and added subsection (c).

Collateral Refs -

Criminal liability for theft of, interference with, or unauthorized use of, computer

programs, files, or systems, 51 ALR4th 1046.
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FISCAL NOTE

STATE OF ALASKA BILL NO. HB023 \B
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Analysis

HB 23 amends the crime of criminal use of a computer, a class C felony, by adding the prohibition of installing a
keystroke logger or other device that can track another person's entries or keystrokes.

This is a new crime and a felony, and would have an indeterminate fiscal impact to the Department of Law.
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FISCAL NOTE

STATE OF ALASKA BILL NO. HBo023
2011 LEGISLATIVE SESSION

Analysis

HB 23 adds a section to statute that would make installation of computer keystroke loggers or devices or programs
that have the ability to record another person's keystrokes or entries or enables on a computer a program to record
keystrokes wirelessly or by nonwired means a class C felony.

The average sentence for a class C felony is 122 days. This legislation, if passed, would result in an increase in arrests
and an increase in the number of offenders being housed at Department of Corrections facilities.

However, the Department of Corrections is unable to determine the fiscal impact of this legislation, as we cannot
estimate the total number of violations of this law that will occur.
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ALASKA PEACE OFFICERS ASSOCIATION I I

February 14, 2011

Representative Pete Peterson
House of Representatives
State Capitol

Juneau AK 99801-1182

Dear Representative Peterson:

On behalf of our respective organizations, we would like to thank you for introducing
HB 23, an Act relating to criminal use of a computer.

We met recently to review proposed legislation and decided to unanimously support this
bill.

Again, thank you for addressing this issue. Please contact the APOA office in
Anchorage at 277-0515 if there is anything our organizations can do to assist in the

passage of this hill.

Sincerely,
H
John Lucking Jr., President Tom Clemons, President Michele Logan, President
Alaska Peace Officers Alaska Association of Women Police
Association Chiefs of Police of Alaska
PO Box 240106 183 Nelson Ave PO Box 233306
Anchorage AK 99524 Wasilla AK 99654 Anchorage AK 99523

cc: Lindsey Holmes
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The Honorable Pete Petersen
House of Representatives
Alaska State Capitol

Juneau, AK 99801-1182

January 18, 2010
Dear Representative Petersen,

Thank you for the updated information on House Bill 23, an act relating to criminal use
of a computer.

Last session the Alaska CHARR Government Affairs Committee considered this bill and
unanimously agreed that an effort such as this to protect our members and their patrons
deserved our full support. As you renew efforts to pass this bill, we are happy to
continue to offer our support.

With identity theft and credit card fraud becoming more prevalent in our automated
society, and our bar and restaurant members some of the prime targets, we are glad that
you are looking ahead and trying to close loopholes that technology like keystroke
loggers are leaving open.

Please let me know if | can be of additional assistance.

Dale G. Fox, CAE
President & CEO, Alaska CHAJRR



Compromising Electromagnetic Emanations
of Wired and Wireless Keyboards
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Abstract

Computer keyboards are often used to transmit confiden-
tial data such as passwords. Since they contain elec-
tronic components, keyboards eventually emit electro-
magnetic waves. These emanations could reveal sensi-
tive information such as keystrokes. The technique gen-
erally used to detect compromising emanations is based
on a wide-band receiver, tuned on a specific frequency.
However, this method may not be optimal since a sig-
nificant amount of information is lost during the signal
acquisition. Our approach is to acquire the raw signal
directly from the antenna and to process the entire cap-
tured electromagnetic spectrum. Thanks to this method,
we detected four different kinds of compromising elec-
tromagnetic emanations generated by wired and wireless
keyboards. These emissions lead to a full or a partial
recovery of the keystrokes. We implemented these side-
channel attacks and our best practical attack fully recov-
ered 95% of the keystrokes of a PS/2 keyboard at a dis-
tance up to 20 meters, even through walls. W\ tested
12 different keyboard models bought between 2001 and
2008 (PS/2, USB, wireless and laptop). They are all vul-
nerable to at least one of the four attacks. A& conclude
that most of modem computer keyboards generate com-
promising emanations (mainly because of the manufac-
turer cost pressures in the design). Hence, they are not
safe to transmit confidential information.

1 Introduction

Today, most of the practical attacks on computers exploit
software vulnerabilities. New security weaknesses are
disclosed every day, but patches are commonly delivered
within afew days. When avulnerability is based on hard-
ware, there is generally no software update to avoid the
exposure: the device must be changed.

Computer keyboards are often used to transmit sensi-
tive information such as passwords, e.g. to log into com-

Sylvain Pasini
LASEC/EPFL
sylvain.pasini@epfl. ch

puters, to do e-banking money transfer, etc. A weakness
in these hardware devices will jeopardize the security of
any password-based authentication system.

Compromising electromagnetic emanation problems
appeared already at the end of the 19tft century. Be-
cause of the extensive use of telephones, wire networks
became extremely dense. People could sometimes hear
other conversations on their phone line due to undesired
coupling between parallel wires. This unattended phe-
nomenon, called crosstalk, may be easily canceled by
twisting the cables.

A description of some early exploitations of compro-
mising emanations has been recently declassified by the
National Security Agency [26], During World War 11,
the American Army used teletypewriter communications
encrypted with Bell 131-B2 mixing devices. In a Bell
laboratory, a researcher noticed, quite by accident, that
each time the machine stepped, a spike appeared on an
oscilloscope in a distant part of the lab. To prove the vul-
nerability ofthe device, Bell engineers captured the com-
promising emanations emitted by a Bell 131-B2, placed
in a building across the street and about 25 meters away.
They were able to recover 75%o of the plaintext.

During the Vietnam war, a sensor called Black Crow
carried aboard C-130 gunships was able to detect the
electromagnetic emanations produced by the ignition
system of trucks on the Ho Chi Minh trail, from a dis-
tance up to 10 miles [25, 11].

1.1 Related Work

Academic research on compromising electromagnetic
emanations started in the mid 1980’s and there has been
significant recent progresses [28, 1]. The threat related
to compromising emanations has been constantly con-
firmed by practical attacks such as Cathode Ray Tubes
(CRT) displays image recovery [34], Liquid Crystal Dis-
play (LCD) image recovery [20], secret key disclo-
sure [16], video displays risks [18, 33] or radiations from



FPGAs [24],

Compromising electromagnetic emanations of serial-
port cables have been already discussed by Smul-
ders [30] in 1990. PS/2 keyboards still use bi-directional
serial communication to transmit the pressed key code to
the computer. Hence, some direct compromising electro-
magnetic emanations might appear. However, the char-
acteristics of the serial line changed since the 90’s. The
voltage is not 15 volts anymore and the transition times
of the signals are much longer (from picoseconds to mi-
croseconds).

Since keyboards are often the first input device of a
computer system, they have been intensively studied.
For instance, the exploitation of visual compromising
information leaks such as optical reflections [5] which
could be applied to keyboards, the analysis of surveil-
lance video sequences [6] which can be used by an at-
tacker to recover the keystrokes (even with a simple we-
bcam) or the use of the blinking LEDs of the keyboard
as acovert channel [21]. Acoustic compromising emana-
tions from keyboards have been studied as well. Asonov
and Agrawal [4] discovered that each keystroke produces
a unique sound when it is pressed or released and they
presented a method to recover typed keystrokes with a
microphone. This attack was later improved, see [38, 7].
Even passive timing analysis may be used to recover
keystrokes. Song et al. highlighted that the keystroke
timing data measured in older SSH implementations [32]
may be used to recover encrypted passwords. A risk of
compromising emission from keyboards has been postu-
lated by Kuhn and Anderson [20, 17, 2]. They also pro-
posed countermeasures (see US patent [3]). Some unof-
ficial documents on TEMPEST [37] often designate key-
boards as potential information leaking devices. How-
ever, we did not find any experiment or evidence proving
or refuting the practical feasibility to remotely eavesdrop
keystrokes, especially on modem keyboards.

1.2 Our Contribution

This paper makes the following main contributions:

A Full Spectrum Acquisition Method. To detect com-
promising electromagnetic emanations a receiver tuned
on a specific frequency is generally used. It brings the
signal in base band with a limited bandwidth. Therefore,
the signal can be demodulated in amplitude (AM) or fre-
guency (FM). This method might not be optimal. Indeed,
the signal does not contain the maximal entropy since a
significant amount of information is lost. A& propose
another approach. Ve acquire the raw signal directly
from the antenna and analyze the entire captured electro-
magnetic spectrum with Short Time Fourier Transform
(also known as waterfall) to distill potential compromis-
ing emanations.

The Study of Four Different Sources of Informa-
tion Leakage from Keyboards. To determine if key-
boards generate compromising emanations, we mea-
sured the electromagnetic radiations emitted when a key
is pressed. Due to our improved acquisition method,
we discovered several direct and indirect compromising
emanations which leak information on the keystrokes.
The first technique looks at the emanations of the falling
edges (i.e. the transition from a high logic state to a low
logic state) from the bi-directional serial cable used in the
PS/2 protocol. It can be used to reveal keystrokes with
about 1bit of uncertainty. The second approach uses the
same source, but consider the rising and the falling edges
of the signal to recover the keystrokes with 0 bits of un-
certainty. The third approach is focused on the harmonics
emitted by the keyboard to recover the keystrokes with
0 bits of uncertainty. The last approach considers the
emanations emitted from the matrix scan routine (used
by PS/2, USB and Wireless keyboards) and yields about
2.5 bits of uncertainty per keystroke. This compromis-
ing emanation has been previously posited by Kuhn and
Anderson [3], although that work provided no detailed
analysis.

The Implementation and the Analysis of Four
Keystroke Recovery Techniques in Four Different
Scenarios. Ve tested 12 different keyboard models, with
PS/2, USB connectors and wireless communication in
different setups: a semi-anechoic chamber, a small of-
fice, an adjacent office and a flat in a building. We
demonstrate that these keyboards are all vulnerable to at
least one of the four keystroke recovery techniques in all
scenarios. The best attack successfully recovers 95% of
the keystrokes at a distance up to 20 meters, even through
walls. Because each keyboard has a specificfingerprint
based on the clock frequency inconsistencies, we can de-
termine the source keyboard of a compromising emana-
tion, even if multiple keyboards from the same model are
used at the same time. First, we did the measurements
in a semi-anechoic electromagnetic chamber to isolate
the device from external noise. Then we confirmed that
these compromising emanations are exploitable in real
situations.

W& conclude that most of modem computer keyboards
generate compromising emanations (mainly because of
the manufacturer cost pressures in the design). Hence
they are not safe to transmit confidential information.

1.3 Structure of the Paper

Section 2 describes some basics on compromising elec-
tromagnetic emanations. In Section 3 we present our
acquisition method based on Short Time Fourier Trans-
form. In Section 4 we present four different setups used
for the measurements, from a semi-anechoic chamber to



real environments. In Section 5 we give the complete
procedure used to detect the compromising electromag-
netic emanations. Then, we detail the four different tech-
niques. In Section 6, we give the results of our measure-
ments in different setups. In Section 7, we describe some
countermeasures to avoid these attacks. In Section 8,
we give some extensions and improvements. Finally we
conclude.

2 Electromagnetic Emanations

Electromagnetic compatibility (EMC) is the analysis of
electromagnetic interferences (EMI) or Radio Frequency
Interferences (RFI) related to electric devices. EMC
aims at reducing unintentional generation, propagation
and reception of electromagnetic energy in electric sys-
tems. EMC defines two kinds of unwanted emissions:
conductive coupling and radiative coupling. Conductive
coupling requires physical support such as electric wires
to transmit interferences through the system. Radiative
coupling occurs when a part of the internal circuit acts
as an antenna and transmits undesired electromagnetic
waves. EMC generally distinguishes two types of elec-
tromagnetic emissions depending on the kind of the ra-
diation source: differential-mode and common-mode.

Differential-mode radiation is generated by loops
formed by components, printed circuit traces, ribbon ca-
bles, etc. These loops act as small circular antennas and
eventually radiate. These radiations are generally low
and do not disturb the whole system. Differential-mode
signals are not easily influenced by external radiations.
Moreover they can be easily avoided by shielding the
system.

Common-mode radiation is the result of undesired in-
ternal voltage drops in the circuit which usually appear
in the ground loop. Indeed, ground loop currents are due
to the unbalanced nature of ordinary transmitting and re-
ceiving circuits. Thus, external cables included in the
ground loop act as antennas excited by some internal
voltages. Because these voltage drops are not intention-
ally created by the system, it is generally harder to detect
and control common-mode radiations than differential-
mode radiations.

From the attacker’s point of view there are two types
of compromising emanations: direct and indirect emana-
tions.

Direct Emanations. In digital devices, data is encoded
with logic states, generally described by short burst of
square waves with sharp rising and falling edges. During
the transition time between two states, electromagnetic
waves are eventually emitted at a maximum frequency
related to the duration of the rise/fall time. Because
these compromising radiations are provided straight by

the wire transmitting sensitive data, they are called direct
emanations.

Indirect Emanations. Electromagnetic emanations may
interact with active electronic components which induce
new types of radiations. These unintended emanations
manifest themselves as modulations or inter-modulations
(phase, amplitude or frequency) or as carrier signals
e.g. clock and its harmonics. Non-linear coupling be-
tween carrier signals and sensitive data signals, crosstalk,
ground pollution or power supply DC pollution may gen-
erate compromising modulated signals. These indirect
emanations may have better propagation than direct em-
anations. Hence, they may be captured at a larger range.
The prediction of these emanations is extremely diffi-
cult. They are generally discovered during compliance
tests such as FCC [15], CISPR [10], MIL-STD-461 [22],
NACSIM-5000 [37], etc.

3 Electromagnetic Signal Acquisition

Two techniques are generally used to discover compro-
mising electromagnetic emanations.

3.1 Standard Techniques

A method consists in using a spectral analyzer to detect
signal carriers. Such a signal can be caught only if the
duration of the carrier is significant. This makes compro-
mising emanations composed of peaks difficult to detect
with spectral analyzers.

Another method is based on a wide-band receiver
tuned on a specific frequency. Signal detection process
consists in scanning the whole frequency range of the re-
ceiver and to demodulate the signal according to its am-
plitude modulation (AM) or frequency modulation (FM).
When an interesting frequency is discovered, narrow-
band antennas and some filters are used to improve the
Signal-to-Noise Ratio (SNR) of the compromising em-
anations. In practice, wide-band receivers such as R-
1250 [19] and R-1550 [12] from Dynamic Sciences In-
ternational, Inc. are used, see [17, 1], Indeed, these
receivers are compliant with secret requirements for the
NACSIM-5000 [37] also known as TEMPEST. These de-
vices are quite expensive and unfortunately not owned
by our lab. Hence, we used a cheaper and open-source
solution based on the USRP (Universal Software Radio
Peripheral) [14] and the GNU Radio project [35]. The
USRP is a device which allows you to create a software
radio using any computer with USB port. With differ-
ent daughterboards, the USRP is able to scan from DC
to 2.9 GHz with a sample rate of 64 MS/s at a resolution
of 12 bits. The full range on the ADC is 2 volts peak
to peak and the input is 50 ohms differential. The GNU



Radio project is a powerful software library used by the
USRP to process various modulations (AM, FM, PSK|
FSK, etc.) and signal processing constructs (optimized
filters, FFT, etc.). Thus, the USRP and the GNU Radio
project may act as a wide-band receiver and a spectral
analyzer with software-based FFT computation.

3.2 Novel Techniques

Some direct and indirect electromagnetic emanations
may stay undetected with standard techniques, especially
if the signal is composed of irregular peaks or erratic
frequency carriers. Indeed, spectral analyzers need sig-
nificantly static carrier signals. Similarly, the scanning
process of wide-band receivers is not instantaneous and
needs a lot of time to cover the whole frequency range.
Moreover the demodulation process may hide some in-
teresting compromising emanations.

In this paper, we use a different method to de-
tect compromising electromagnetic emanations of key-
boards. First, we obtain the raw signal directly from the
antenna instead of afiltered and demodulated signal with
limited bandwidth. Then, we compute the Short Time
Fourier Transform (STFT), which gives a 3D signal with
time, frequency and amplitude.

Modern analog-to-digital converters (ADC) provide
very high sampling rates (Giga samples per second). If
we connect an ADC directly to awide-band antenna, we
can import the raw sampled signal to a computer and we
can use software radio libraries to instantly highlight po-
tentially compromising emanations. The STFT compu-
tation of the raw signal reveals the carriers and the peaks
even if they are present only for a short tine.

Unfortunately there is no solution to transfer the high
amount of data to a computer in real time. The data
rate is too high for USB 2.0, IEEE 1394, Gigabit Eth-
ernet or Serial ATA (SATA) interfaces. However, with
some smart triggers, we can sample only the (small) in-
teresting part of the signal and we store it in a fast ac-
cess memory. Oscilloscopes provide triggered analog-
to-digital converters with fast memory. We used a Tek-
tronix TDS5104 with 1 Mpt memory and a sample rate
of 5 GS/s. It can acquire electromagnetic emanations up
to 2.5 GHz according to the Nyquist theorem. More-
over, this oscilloscope has antialiasing filters and sup-
ports IEEE 488 General Purpose Interface Bus (GPIB)
communications. e developed a tool to define some
specific triggers (essentially peak detectors) and to ex-
port the acquired data to a computer under GNU/Linux
over Ethermet. Thus the signal can be processed with the
GNU Radio software library and some powerful tools
such as Baudline [29] or the GNU project Octave [13],
The advantage of this method is to process the raw sig-
nal, which is directly sampled from the antenna without

any demodulation. Moreover, all compromising electro-
magnetic emanations up to a frequency of 2.5 GHz are
captured. Thus, with this technique, we are able to high-
light compromising emanations quickly and easily. This
solution is ideal for very short data burst transmissions
used by computer keyboards.

4 Experimental Setup

The objective of this experiment is to observe the ex-
istence of compromising emanations of computer key-
boards when akey is pressed. Obviously electromagnetic
emanations depend on the environment. e defined four
different setups.

Setup L The Semi-Anechoic Chamber. e used apro-
fessional semi-anechoic chamber (7 x7 meters). Qur
aim was not to cancel signal echos but to avoid external
electromagnetic pollution (Faraday cage). The antenna
was placed up to 5 meters from the keyboard connected
to a computer (the maximum distance according to the
echo isolation of the room). The tested keyboard was on
a one meter high table and the computer (PC tower) was
on the ground.

Setup 2: The Office. To give evidence of the feasibility
of the attacks with background noise, we measured the
compromising emanations of the keyboards in a small
office (3x5 meters) with two powered computers and
three LCD displays. The electromagnetic background
noise was quite important with a cluster of 40 comput-
ers 10 meters away from the office, more than 60 pow-
ered computers on the same floor and a 802.1 In wireless
router at less than 3 meters away from the office. The
antenna was in the office and moved back through the
opened door up to 10 meters away from the keyboard in
order to determine the maximum range.

Setup 3: The Adjacent Office. This setup is similar to
the office setup but we measured the compromising ema-
nations of the keyboards from an adjacent office through
awall of 15 cm composed of wood and plaster.

Setup 4: The Building. This setup takes place in aflat
which is in a building of five floors in the center of a
mid-size city. The keyboard was in the fifth floor. We
performed measurements with the antenna placed on the
same floor first. Then, we moved the antenna as far as
the basement (up to 20 meter from the keyboard).

Antennas. Since the compromising emanations were
found on frequency bands between 25 MHz and 300
MHz, we used a biconical antenna (50 Ohms VHA
9103 Dipol Baiun) to improve the Signal-to-Noise Ratio
(SNR). W also tested if these compromising emanations
can be captured with a smaller antenna such as a simple
loop made of awire of copper (one meter long).



Keyboards. We picked 12 different keyboard models
present in our lab: 7 PS/2 keyboards (Keyboard Al-
A7), 2 USB keyboards (Keyboard B1-B2), 2 Laptop key-
boards (Keyboard CI-C2) and 1wireless keyboard (Key-
board DI). They were all bought between 2001 and
2008. We also collected measurements with the key-
board connected to a laptop with battery to avoid pos-
sible conductive coupling through the power supply. For
obvious security reasons, we do not give the brand name
and the model of the tested keyboards.

5 Discovering and Exploiting Emanations

To discover compromising emanations, we placed Key-
board Al in the semi-anechoic chamber and we used the
biconical antenna. A diagram of the experiment is de-
picted in Figure 1. We acquired the raw signal with the
oscilloscope as explained above. Since the memory of
the oscilloscope is limited, we have to precisely trigger
data acquisition. First, we used the earliest falling edge
of the data signal sent when a key is pressed . We phys-
ically connected a probe on the data wire of the cable
between the keyboard and the computer.

Figure 2 gives the STFT of the captured raw signal
when the key E is pressed on an American keyboard.
With only one capture we are able to represent the entire
spectrum along the full acquisition time. In addition, we
have a visual description of all electromagnetic emana-
tions. In particular we clearly see some carriers (vertical
lines) and broadband impulses (horizontal lines). The
three first techniques are based on these compromising
emanations and are detailed in the following sections.

Our objective is to use an electromagnetic trigger,
since we normally do not have access to the data wire.
The discovered broadband impulses (horizontal lines)
can be used as a trigger. Thus, with only an antenna,
we are able to trigger the acquisition of the compromis-
ing electromagnetic emanations. More details are given
below.

Some keyboards do not emit electromagnetic emana-
tions when a key is pressed. But with a different trigger
model, based on peak detector as well, we discovered an-
other kind of emission, continuously generated (even if
no key is pressed). This is the last technique, detailed in
Section 5.4.

5.1 The Falling Edge Transition Technique

To understand how direct compromising emanations
may be generated by keyboards, we need to briefly de-
scribe the PS/2 communication protocol. According
to [9], when a key is pressed, released or held down,
the keyboard sends a packet of information known as a

scan code to the computer. In the default scan code setl,
most of the keys are one-byte long encoded. Some ex-
tended keys are two or more bytes long. These codes
can be identified by the fact that their first byte is OxEO.
The protocol used to transmit these scan codes is a bi-
directional serial communication, based on four wires:
Vcce (5 volts), ground, data and clock. For each byte of
the scan code, the keyboard pulls down the clock sig-
nal at a frequency between 10 KHz and 16.7 KHz for
11 clock cycles. When the clock is low, the state of the
signal data is read by the computer. The 11 bits sent
correspond to a start bit (0), 8 bits for the scan code of
the pressed key (least significant bit first), an odd parity
check bit on the byte of the scan code (the bit is set if
there is an even number of 1°s), and finally a stop bit (1).
Figure 3 represents both data and clock signals when the
key E is pressed. Note that the scan code is binded to
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Figure 3: Data, clock and the compromising emanation
captured (semi-anechoic chamber, Keyboard Al) with
the loop antenna at 5 meters (a wire of copper, one me-
ter long) when the key E (0x24) is pressed. Data signal
sends the message: 0 00100100 1 1.

a physical button on the keyboard, it does not represent
the character printed on that key. For instance, the scan
code of E is 0x24 if we consider the American layout
keyboard.

Logic states given by data and clock signals in the key-
board are usually generated by an open collector coupled
to a pull-up resistor. The particularity of this system is
that the duration of the rising edge is significantly longer
(2 ns) than the duration of the falling edge (200 ns).
Thus, the compromising emanation of a falling edge
should be much more powerful (and with a higher max-
imum frequency) than the rising edge. This property is
known and has been already noticed by Kuhn [17, p.35],
Clock and data signals are identically generated. Hence,

1There are three different scan code sets, but the second one is com-
monly used by default.
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Figure 1 Diagram of our equipment for the experiments.
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Figure 2: Short Time Fourier Transform (STFT) of the raw signal depicted in Figure 6 (Kaiser windowing of 40,

65536 points)

the compromising emanation detected is the combination
of both signals. However (see Figure 3), the edges of the
data and the clock lines are not superposed. Thus, they
can be easily separated to obtain independent signals.

Since the falling edges of clock signal will always be
at the same place, contrary to the falling edges of data
signal, we can use them to improve our trigger model.
Indeed we consider the detection of a signal based on 11
equidistant falling edges.

Indirect Emanations. 1fwe compare the data signal and
the compromising emanation (see Figure 4) we clearly
see that the electromagnetic signal is not directly related
to the falling edge, as described by Smulders. Indeed, the
durations are not equivalent. Thus, the peaks acquired by
our antenna seem to be indirectly generated by the falling
edges of the combination of clock and data signals. They
are probably generated by a peak of current when the
transistor is switched. Nevertheless, these emanations,
represented by 14 peaks, 11 for the clock signal and 3
for the data signal (see the horizontal lines in Figure 2 or
the peaks in Figure 3) partially describe the logic state of
the data signal and can be exploited.

Collisions. Because only the falling edges are detected,
eventually collisions occur during the keystroke recov-
ery process. For instance, both E (0x24) and G (0x34)

5 Data
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Figure 4: A falling edge of the data signal (upper
graph) and the electromagnetic emanation of the key-
board (lower graph). The compromising emission is not
directly generated by the data signal such as described by
Smulders in [30],

share the same trace if we consider only falling edges.
We define the falling edge trace as ‘2’ when both data and
clock peaks are detected and ‘1’ when only a clock peak
is captured. The letters E (see lower graph in Figure 3)
and G may be described by the string 21112112111.



In Figure 5 we grouped every one byte-long scan code,
according to their shared falling edge-based traces.

Trace Possible Keys
21111111111 <non-US-1>
21111111121 <Release key>
21111111211 FI1 KP KPO SL
21111112111 8 u
21111121111 2 a
21111121211 Caps_Lock
21111211111 F4 =
21111211211 - ; KP7
21111212111 5t
21112111111 F12 F2 F3
21112111121 Alt+SysRq
21112111211 9 Bksp ESC KP6 NL O
21112112111 36 eg
21112121111 1 CTRL_L
21112121211 [
21121111111 F5 F7
21121111211 KP- KP2 KP3 KP5 i k
21121112111 b dh jmx
21121121111 SHIFT-L s y
21121121211 " ENTER ]
21121211111 F6 F8
21121211211 / KP4 1
21121212111 f v
21211111111 F9
21211111211 , KP+ KP. KP9
21211112111 7 cn
21211121111 Alt_L w
21211121211 SHIFT_R \
21211211111 FI0 Tab
21211211211 KP1 p
21211212111 Space r
21212111111 Fl
21212111211 0 KP8
21212112111 4y
21212121111 q
21212121211 =

Figure 5: The one byte-long scan codes classification,
according to the falling edges trace for an American key-
board layout.

Even if collisions appear, falling edge traces may be
used to reduce the subset of possible transmitted scan
codes. Indeed, the average number of potential charac-
ters for a falling edge trace is 2.4222 (2.0556 if we con-
sider only alpha-numeric characters and a uniform dis-
tribution). For example, an attacker who captured the
falling edge-based trace of the word passw ord obtains
asubset 0f3-2-3-3-2-6-2-6 = 7776 potential words, ac-
cording to Figure 5. Thus, if the objective of the attacker
is to recover a secret password, he has significantly re-
duced the test space (the initial set of 368 « 241 is low-
ered to 213). Moreover, if the eavesdropped information
concerns an e-mail or a text in English, the plaintext re-

covery process can be improved by selecting only words
contained in a dictionary.

Feature Extraction. The recovery procedure is firstly
based on a trigger model, able to detect 11 equidistant
peaks transmitted in less than 1 ms. Then, we com-
pute the number of peaks, using a peak-detection algo-
rithm and the GNU Radio library. The feature extraction
is based on the number of peaks correlated to the most
probable value of the table depicted in Figure 5. The
main limitation of the recovery procedure is the ability
to trigger this kind of signal.

5.2 The Generalized Transition Technique

The previously described attack is limited to a partial re-
covery of the keystrokes. This is a significant limitation.
We know that between two 2’ traces, there is exactly one
data rising edge. If we are able to detect this transition
we can fully recover the keystrokes.

To highlight potential compromising emanations on
the data rising edge, we use a software band-pass filter to
isolate the frequencies of the broadband impulses (e.g.
105 MFIz to 165 MHz of the raw signal in Figure 2).
Figure 7 corresponds to the filtered version of the raw
time-domain signal represented in Figure 6. We remark

Keyboard Al in Setup 1at 5 meters
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Figure 6: Raw signal (Keyboard Al, Setup 1 at 5 meters
with the biconical antenna) when the key E is pressed.

that the filtering process significantly improves the SNR.
Thus, the peak detection algorithm is much more effi-
cient.

Furthermore, we notice that the energy of the peaks
of the clock falling edges is not constant. Empirically,
clock peaks have more energy when the state of data sig-
nal is high. Indeed, the data signal pull-up resistor is
open. When the clock signal is pulled down, the sur-
plus of energy creates a stronger peak. Hence, the peaks
generated by the falling edge of the clock signal intrinsi-
cally encode the logic state of the data signal. Because



Keyboard Al in Setup 1 at 5 meters

0 0.2 0.4 0.6 0.8 1

Tineirvs]

Figure 7: Band-pass (105-165MHz) filtered signal of
Figure 6.

there is exactly one rising edge between two falling edge
traces of 2, we simply consider the highest clock peak
as the rising edge data transition. For example in Fig-
ure 7, the rising edge data transitions are respectively at
peaks 5 and 9. Thus, the complete data signal is 0010
0100 which corresponds to 0x24 (E). Thus, we manage
to completely recover the keystrokes. Note that the band-
pass filter improves the previous attack as well. Flowever,
the computation cost prevents real time keystroke recov-
ery without hardware accelerated filters.

Feature Extraction. The recovery procedure is firstly
based on the same trigger model described previously
(11 equidistant peaks detected in less than 1 ms). Then,
we filter the signal to consider only the frequency bands
containing the peak impulses. The feature extraction is
based on the detected peaks. First, we define the thresh-
old between a high peak and a low peak thanks to the
two first peaks. Indeed, because we know that data and
clock are pulled down, the first one corresponds to a state
where clock is high and data is low and the second one
describes the state where both signals are low. Then, we
determine the potential (and colliding) keystrokes with
Figure 5. In our example, it corresponds to the keys
3,6,E,G. Then, we select some bits which differenti-
ate these keys. According to their scan code 3=0x26,
6=0x36, E=0x24, G=0x34 we check the state of the
peaks 4 and 8 in Figure 7, which correspond to respec-
tively the second and the fifth bit of the scan codes. Be-
cause they are both low, we conclude that the transmitted
key is E.

5.3 The Modulation Technique

Figure 2 highlights some carriers with harmonics (verti-
cal lines between 116 MFlz and 147 MHz). These com-
promising electromagnetic emissions come from unin-

tentional emanations such as radiations emitted by the
clock, non-linear elements, crosstalk, ground pollution,
etc. Determining theoretically the reasons of these com-
promising radiations is a very complex task. Thus, we
can only sketch some probable causes. The source of
these harmonics corresponds to a carrier of approxi-
mately 4 MHz which is very likely the internal clock of
the microcontroller inside the keyboard. Interestingly, if
we correlate these harmonics with both clock and data
signals, we clearly see modulated signals (in amplitude
and frequency) which fully describe the state of both
clock and data signals, see Figure 8. This means that
the scan code can be completely recovered from these
harmonics.

MHz] 0 5V 0 5 V]

05

Figure 8 The amplitude and frequency modulations of
the harmonic at 124 MHz correlated to both data and
clock signals (Keyboard Al, semi-anechoic chamber at
5 meters).

Note that even if some strong electromagnetic interfer-
ences emerge, the attacker may choose non-jammed har-
monics to obtain a clear signal. It is even possible to su-
perpose them to improve the SNR. Compared to the pre-
vious techniques, the carrier-based modulation is much
more interesting for distant reception. Indeed, AM and
FM transmissions are generally less disrupted by noise
and obstacles such as walls, floors, etc. Moreover this
technique is able to fully recover the keystrokes. These
indirect emanations - which have no formal explanation,
but are probably based on crosstalk with the ground, the
internal clock of the microcontroller, data and clock sig-
nals - let the attacker recover the keystrokes of a key-
board.

This experiment shows that cheap devices such as key-
boards may radiate indirect emanations, which are much



more compromising than direct emanations. Even if the
SNR is smaller, the use of a frequency modulation sig-
nificantly improves the eavesdropping range. Moreover,
the attacker may avoid some noisy frequency bands by
selecting only the clearest harmonics. Furthermore, indi-
rect emanations completely describe both clock and data
signals.

Feature Extraction. The feature extraction is based
on the demodulation in frequency and amplitude of the
captured signal centered on the strongest harmonic. In
our example and according to Figure 8 the carrier cor-
responds to 124 MFIz. We used the GNU Radio library
to demodulate the signal. Flowever, we still need to use
the trigger model based on peak detector since the mem-
ory of the oscilloscope is limited. Another option is to
directly capture the signal with the USRP. Indeed, the
lower but continuous sampling rate of the USRP is suf-
ficient to recover the keystrokes. Unfortunately, the sen-
sitivity of the USRP is weaker than the oscilloscope and
the eavesdropping range is limited to less than 2 meters
in the semi-anechoic chamber.

5.4 The Matrix Scan Technique

The techniques described above are related to the use of
PS/2 and some laptop keyboards. However, new key-
boards tend to use USB or wireless communication. In
this section, we present another compromising emana-
tion which concerns all keyboard types: PS/2, USB,
Notebooks and even wireless keyboards. This attack was
previously postulated by Kuhn and Anderson [20] but no
practical data has appeared so far in the open literature.

Almost all keyboards share the same pressed key de-
tection routine. A major technical constraint is to con-
sider a key as pressed if the button is pushed for 10 ms,
see US Patent [31]. Thus every pressed key should be
detected within this time delay. From the manufacturer’s
point of view, there is another main constraint: the cost
of the device. A naive solution to detect pressed keys is
to poll each key in a row. This solution is clearly not op-
timal since it requires a large scan loop routine and thus
longer delays. Moreover important leads (i.e. one circuit
for each key) increase the cost of the device.

A smart solution [31] is to arrange the keys in a matrix.
The keyboard controller, often a 8-bit processor, parses
columns one-by-one and recovers the state of 8 keys at
once. This matrix scan process can be described as 192
keys (some keys may not be used, for instance modem
keyboards use 104/105 keys) arranged in 24 columns and
8 rows. Columns are connected to a driver chip while
rows are connected to a detector chip. Keys are placed
at the intersection of columns and rows. Each key is an
analog switch between a column and a row. The key-
board controller pulses each column through the driver

(using the address bus and the strobe signal). The detec-
tor measures the states of the 8 rows. Note that a row
is connected to 24 keys, but only one may be active, the
one selected by the driver. Suppose we pressed the key
corresponding to column 3 and row 5. The controller
pulses columns ..., 22, 23, 24, 1,2 with no key event.
Now, the controller pulses column 3. Row 5, which cor-
responds to the pressed key, is detected. The keyboard
starts a subroutine to transmit the scan code of the key
to the computer. This subroutine takes some time. Thus,
the next column pulse sent by the scan routine is delayed.

Columns in the matrix are long leads since they con-
nect generally 8 keys. According to [31], these columns
are continuously pulsed one-by-one for at least 3/rs.
Thus, these leads may act as an antenna and generate
electromagnetic emanations. If an attacker is able to cap-
ture these emanations, he can easily recover the column
of the pressed key. Indeed, the following pulse will be
delayed.

To figure out if these emanations can be captured, we
picked Keyboard A6 and acquired the signal being one
meter from the keyboard in the semi-anechoic chamber
with a simple one meter long wire of copper as antenna.
Figure 9 gives the repeated peak burst continuously emit-
ted by the keyboard. Figure 10 shows the zoomed com-
promising emanations when the key C resp. key H is
pressed.

Figure 9: A large view of compromising emanations ex-
ploited by the Matrix Scan Technique, (Keyboard A7,
semi-anechoic chamber at 1 meter).

The key matrix arrangement may vary, depending on
the manufacturer and the keyboard model. We disman-
tled a keyboard and analyzed the key circuit layout to
retrieve the matrix key specifications. The right part of
the keyboard layout is depicted on Figure 11. We clearly
identify a column (black) and fours rows.

Figure 12 represents the groups of alphanumeric scan
codes according to their indirect compromising emana-
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Figure 10: The matrix scan emanations for the letters C
and H (Keyboard A6, Setup 1at 1 meter).

tions (or column number) for Keyboard A6. We describe
each electromagnetic signal as a number corresponding
to the delayed peak. For example, in Figure 10, the key
C is described as 12 and the key H as 7.

Even if this signal does not fully describe the pressed
key, it still gives partial information on the transmitted
scan code, i.e. the column number. So, as described in
the Falling Edge Transition Technique, collisions occurs
between key codes. Note that this attack is less efficient
than the first one since it has (for this specific keyboard)
in average 5.14286 potential key codes for a keystroke
(alpha-numeric only). However, an exhaustive search on
the subset is still a major improvement.

Note that the matrix scan routine loops continuously.
When no key is pressed, we still have a signal composed
of multiple equidistant peaks. These emanations may be
used to remotely detect the presence of powered comput-
ers.

Concerning wireless keyboards, the wireless data burst
transmission can be used as an electromagnetic trigger
to detect exactly when a key is pressed, while the ma-
trix scan emanations are used to determine the column
it belongs to. Moreover the ground between the key-
board and the computer is obviously not shared, thus the
compromising electromagnetic emanations are stronger
than those emitted by wired keyboards. Note that we do
not consider the security of the wireless communication
protocol. Some wireless keyboards use a weakly or not
encrypted channel to communicate with the computer,
see [8, 23].

Feature Extraction. To partially recover keystrokes, we
continuously monitor the compromising emanations of
the matrix scan routine with a specific trigger model.
According to Figure 12 the six first peaks are always
present, as well as the last three peaks. Indeed, these
peaks are never missing (or delayed). Thus, we use this

Figure 11: Scan matrix polls columns one-by-one. We
are able to deduce on which column the pressed key be-
longs to. On this keyboard, there will be a collision
between keystrokes 7, U, J, M, and others non alpha-
numeric keys such as F6, F 7 , and the dot.

Peak trace Possible Keys
7 6 7hJIMNUY
8 4 5BFGRTYV
9 Backspace ENTER
10 9L O
11 0P
12 38CDETIK
13 1 2SS WX Z
14 SPACE A Q

Figure 12: The alpha-numeric key classification accord-
ing to the key scanning routing compromising emana-
tions (Keyboard A6 with American layout).



fixed pattern to define a trigger model. Moreover, the
matrix scan continuously radiates compromising emana-
tions since the key is pressed. When a keystroke subset is
detected, we acquire multiple samples until another pat-
tern is detected. Therefore, we pick the most often cap-
tured pattern.

5.5 Distinguishing Keystrokes from Multi-
ple Keyboards

The falling edge-based traces are distinguishable de-
pending on the keyboard model. Indeed, according to
the frequency of the peaks, the clock frequency incon-
sistencies, the duration between clock and data falling
edges, we are able to deduce a specific fingerprint for
every keyboard. When multiple keyboards are radiating
at the same time, we are able to identify and differenti-
ate them. For example, we measured a clock frequency
of 12.751 KHz when a key was pressed on a keyboard
and the clock frequency was 13.752 KHz when a key
was pressed on another keyboard. Thus, when an em-
anation is captured, we measure the time between two
falling edges of the clock and then we deduce if the scan
code comes from first or the second keyboard. In prac-
tice, we were able to differentiate all the keyboards we
tested, even if the brand and the model were equivalent.

This method can be applied to the Falling Edge Tran-
sition Technique, the Generalized Transition Technique
and the Modulation Technique since they rely on the
same kind of signal. The distinguishing process for
the Modulation Technique can even be improved by us-
ing the clock frequency inconsistencies of the micro-
controller as another identifier. For the Matrix Scan
Technique, the compromising electromagnetic emana-
tion burst emitted every 2.5 ms (see Figure 9) can be
used as a synchronization signal to identify a specific
keyboard emission among multiple keyboards. Addition-
ally, the duration between the scan peaks is different, de-
pending on the keyboard model. Thus, it may be used
to identify the source keyboard. However, the continu-
ous emission significantly deteriorates the identification
process.

Another physical element can be used to distinguish
keystrokes from multiple keyboards. For the three first
techniques, the broadband impulse range is determined
by the length of the keyboard cable, which forms a reso-
nant dipole. Thus, we can use this particularity to iden-
tify the source of a compromising emanation. An inter-
esting remark is that the length of the wire connecting
the computer to the keyboard is shorter in notebooks.
The frequency band of the compromising emanation is
higher and the SNR smaller. The Matrix Scan Technique
emanates at a higher frequency since the leads ofthe key-
board layout, acting as an antenna, are shorter.

6 Evaluation in Different Environments

While we have demonstrated techniques that should be
able to extract information from keyboard emanations,
we have not studied how they are affected by different
environments. In this section we study the accuracy of
our approaches in all the environments described. Our
analysis indicates that keyboard emanations are indeed
problematic in practical scenarios.

Evaluating the emission risks of these attacks is not
an easy task. Indeed, these results highly depend on
the antenna, the trigger model, pass-band filters, peak
detection, etc. Moreover, we used trivial filtering pro-
cesses and basic signal processing techniques. These
methods could be significantly improved using beam-
forming, smart antennas, better filters and complex trig-
gers. In addition, measurements in real environments
but the semi-anechoic chamber were subject to massive
change, depending on the electromagnetic interferences.
Figure 13 gives the list of vulnerable keyboards in all
setups, according to the four techniques previously de-
scribed. Note that all the tested keyboards (PS/2, USB,
wireless and laptop) are vulnerable to at least one ofthese
attacks. First, we present the measurements in Setup 1
(semi-anechoic chamber) to guarantee some stable re-
sults.

Keyboard  Type FETT GTT MT MST

Al PS/2 / / / /
A2 pPS/2 / / /
A3 PS/2 / / / /
Al PS/2 / / /

A5 PS/2 / / /

A6 PS/2 / / /
A7 PS/2 / /
Bl usB /
B2 usB /
Cl LT / / /
c2 LT /
DL Wi /

Figure 13: The vulnerability of the tested keyboards
according to the Falling Edge Transition Technique
(FETT), the Generalized Transition Technique (GTT),
the Modulation Technique (MT) and the Matrix Scan
Technique (MST).

6.1 Results in the Semi-Anechoic Chamber

We consider an attack as successful when we are able
to correctly recover more than 95% of more than 500
keystrokes. The Falling Edge Transition Technique, the
Generalized Transition Technique and the Modulation
Technique are successful in the semi-anechoic chamber



for all vulnerable keyboards. This means that we can
recover the keystrokes (fully or partially) to at least 5
meters (the maximum distance inside the semi-anechoic
chamber). However, the Matrix Scan Technique is lim-
ited to a range of 2 to 5 meters, depending on the key-
board. Figure 14 represents the probability of success
of the Matrix Scan Technique according to the distance
between the tested keyboard and the antenna.

Figure 14: The success probability of the Matrix Scan
Technique in the semi-anechoic chamber according to
the distance.

We notice that the transition between a successful and
a missed attack is fast. Indeed, The correctness of the
recovery process is based on the trigger of the oscillo-
scope. If a peak is not detected, the captured signal is
incomplete and the recovered keystroke is wrong. Thus,
under a SNR of 6 dB there is nearly no chance to success-
fully detect the peaks. The SNR is computed according
to the average value of the peaks in volts divided by the
RMS of the noise in volts.

Considering 6 dB of SNR as a minimum, we are able
to estimate the theoretical maximum distance to suc-
cessfully recover the keystrokes for all techniques in the
semi-anechoic chamber. Figure 15 gives the estimated
maximum distance range according to the weakest and
the strongest keyboard.

In Figure 16 the upper graph gives the SNR of the
Falling Edge Transition Technique and the Generalized
Transition Technique on Keyboard Al from 1 meter to
5 meters. The middle graph details the SNR (in dB) of
the strongest frequency carrier of the Modulation Tech-
nique for the same keyboard. Thus, we can estimate the
maximum range of these attacks according to their SNR.
The lower graph gives the SNR of the Matrix Scan Tech-
nique for the same keyboard. All the measurements were
collected in the semi-anechoic chamber.

Figure 15: The theoretically estimated maximum dis-
tance range to successfully recover 95% ofthe keystroke
according the four techniques in the semi-anechoic
chamber, from the less vulnerable to the most vulnera-
ble keyboard.

Figure 16: Signal-to-Noise ratio of the peaks [V] / RMS
of the noise [V] for the Falling Edge Transition Tech-
nique and the Generalized Transition Technique (upper
graph). SNR [dB] of the compromising carrier of the
Modulation Technique (middle graph). SNR of the peaks
[V] / RMS of the noise [V] for Matrix Scan Technique
(lower graph).

6.2 Results in Practical Environments

The second phase is to test these techniques in some
practical environments. The main difference is the
presence of a strong electromagnetic background noise.
However, all the techniques remain applicable.

Setup 2: The Office. Figure 17 gives the probability of
success ofthe Generalized Transition Technique on Key-
board A 1 measured in the office according to the distance
between the antenna and the keyboard. We notice that the
sharp transition is present as well when the SNR of the
peaks falls under 6 dB. The maximum range of this at-



tack is between 3 and 7.5 meters depending on the tested
keyboard. Note that these values were unstable due to a
changing background noise. They correspond to an av-
erage on multiple measurements.

Figure 17: The success probability of the Generalized
Transition Technique in the office, according to the dis-
tance between the keyboard and the antenna (biconical).

The Modulation Technique is based on a signal car-
rier. The SNR of this carrier should determine the range
of the attack. However, we obtained better results with
the same trigger model used in the Falling Edge Transi-
tion Technique and the Generalized Transition Technique
than one based on the carrier signal only.

Because the Matrix Scan Technique is related to the
detection of the peaks, we noticed the same attenuation
when the SNR falls under 6 dB. Figure 18 gives the max-
imum range for the four techniques measured in the of-
fice.

Figure 18: Maximum distance ranges, from the least vul-
nerable keyboard to the most vulnerable keyboard, to
successfully recover 95% of the keystroke according to
the techniques (in the office with the biconical antenna).

Setup 3: The Adjacent Office. Results on this setup
are basically the same as the previous setup (the office),
except that the wall made of plaster and wood removes 3
dB to the SNR.

Setup 4: The Building. We notice some unexpected re-
sults in this setup. Indeed, we are able to capture the sig-
nal and successfully recover the keystroke with a proba-
bility higher than 95% 20 meters away from the keyboard
(i.e. the largest distance inside the building). Sometimes
the environment can be extremely favorable to the eaves-
dropping process. For example, metallic structures such
as pipes or electric wires may act as antennas and sig-
nificantly improve the eavesdropping range. In this case,
the compromising emanations are carried by the shared
ground of the electric line. Thus, the range is defined by
the distance between the keyboard and the shared ground
and the distance between the shared ground and the an-
tenna. Note that the Matrix Scan Technique is easily dis-
rupted by a noisy shared ground, since the trigger model
is more complicated and the emanations weaker. For
this technique, we were only able to successfully capture
compromising emanations when the keyboard is at less
than one meter away from the shared ground. This setup
is interesting because it corresponds to a practical sce-
nario where the eavesdropper is placed in the basement
ofabuilding and tries to recover the keystrokes of a key-
board at the fifth floor. Unfortunately, it was impossible
to provide stable measurements since they highly depend
on the environment. We noticed that the main (metallic)
water pipe of the building acts as an antenna as well and
can be used in place of the shared ground. Furthermore,
this antenna is less polluted by electronic devices.

Perfect Trigger. We tried the same experiment in the of-
fice, butthe background noise was too strong. Indeed, we
were not able to successfully detect the compromising
emissions. However, with a probe physically connected
to the data wire, we correctly triggered the emanations.
Indeed, the electromagnetic compromising emissions are
present in the shared ground. The limitation concerns
only the trigger. All the techniques were applicable on
the whole floor (about 20 meters) with the keyboard one
meter away from the shared ground.

Obviously, you can directly connect the oscilloscope
to the shared ground of the building to eavesdrop the
keystrokes. Note that an old PC tower used to supply
tested keyboards carries the compromising emanations
directly through the shared ground. But, this is out of
the scope of this paper since we focused our research on
electromagnetic emanations only. To avoid such conduc-
tive coupling through power supply, we performed our
measurements with the keyboards connected to a battery
powered laptop.



7 Countermeasures

In this Section, we suggest some possible countermea-
sures to protect keyboards against the four attacks.

The first solution to avoid the compromising emana-
tions seems trivial. We should shield the keyboard to
significantly reduce all electromagnetic radiations. Many
elements inside the keyboard may generate emanations:
the internal electronic components of the keyboard, the
communication cable, and the components of the moth-
erboard inside the computer. Thus, to eliminate these
emanations, we have to shield the whole keyboard, the
cable, and a part of the motherboard ofthe computer. We
discussed with a manufacturer and he pointed out that the
price to shield the entire keyboard will at least double the
price of the device. This solution may not be applica-
ble for cost reasons. One can find on the market some
keyboards which respect the NATO SDIP-27 standard.
All these documents remain classified and no informa-
tion is available on the actual emission limit or detailed
measurement procedures. Another solution is to protect
the room where vulnerable keyboards are used. For ex-
ample, the room can be shielded or a secure physical
perimeter can be defined around the room, for instance
100 meters. Attacks 1, 2 and 3 are directly related to the
PS/2 protocol. One solution to avoid unintended infor-
mation leaks is to encrypt the bi-directional serial com-
munication, see [3], In modem keyboards, one chip con-
tains the controller, the driver, the detector, and the com-
munication interface. So, the encryption may be com-
puted in this chip and no direct compromising emana-
tions related to the serial communication will appear. At-
tack 4 is related to the scan matrix loop. A solution could
be to design a new scanning process algorithm. Even if
keyboards still use scan matrix loop routine, there exists
some applicable solutions. As described by Anderson
and Kuhn [3], the loop routine can be randomized. Actu-
ally columns are scanned in the incremental order 1, 2, 3,
..., 23, 24, but it seems possible to change the order ran-
domly. Moreover, we can add some random delays dur-
ing the scanning loop process to obfuscate the execution
of the subroutine. Both solutions do not avoid electro-
magnetic emanations, but makes the keystrokes recovery
process theoretically impossible. Paavilainen [27] also
proposed a solution. It consists in high-frequency filter-
ing matrix signals before they are fed into the keyboard.
This will significantly limits compromising electromag-
netic emanations.

8 Extensions

Our study has shown that electromagnetic emanations of
modem wired and wireless keyboards may be exploited
from a distance to passively recover keystrokes. In this
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section, we detail some extensions and remarks.

The main limitation of these attacks concerns the trig-
ger ofthe data acquisition. This can be improved with an
independent process, using specific filters between the
antenna and the ADC. Additionally, other compromising
emanations such as the sound ofthe pressed key could be
used as trigger. Furthermore, modem techniques such as
beamforming could significantly improve the noise fil-
tering.

Another improvement would be to simultaneously
leverage multiple techniques. For keyboards that are vul-
nerable to more than one technique, we could correlate
the results of the different techniques to reduce uncer-
tainty in our guesses.

Another extension would be to accelerate these attacks
with dedicated hardware. Indeed, the acquisition time
(i.e. the transfer of the data to a computer), the filter-
ing and decoding processes take time (about two seconds
per keystroke). With dedicated system and hardware-
based computation such as FPGAs, the acquisition, fil-
tering and decoding processes can obviously be instan-
taneous (e.g. less than the minimum time between two
keystrokes). However, the keystrokes distinguishing pro-
cess when multiple keyboards are radiating is still diffi-
cult to implement especially for the Matrix Scan Tech-
nique, since the acquisition process should be continu-
ous.

We spend time experimenting with different types of
antennas and analog-to-digital converters. In particular,
we used the USRP and the GNU Radio library to avoid
the need of an oscilloscope and to obtain a portable ver-
sion of the Modulation Technique. Indeed, we can hide
the USRP with battery and a laptop in a bag, the antenna
can be replaced by a simple wire of copper (one meter
long) which is taped on the attacker’s body hidden under
his clothes. With this transportable setup, we are able to
recover keystrokes from vulnerable keyboards stealthily.
However the eavesdropping range is less than two me-
ters.

9 Conclusion

We have provided evidence that modem keyboards ra-
diate compromising electromagnetic emanations. The
four techniques presented in this paper prove that these
inexpensive devices are generally not sufficiently pro-
tected against compromising emanations. Additionally,
we show that these emanations can be captured with rel-
atively inexpensive equipment and keystrokes are recov-
ered not only in the semi-anechoic chamber but in some
practical environments as well.

The consequences of these attacks is that compromis-
ing electromagnetic emanations of keyboards still rep-
resent a security risk. PS/2, USB laptop and wireless



keyboards are vulnerable. Moreover, there is no soft-
ware patch to avoid these attacks. We have to replace the
hardware to obtain safe devices. Due to cost pressure in
the design, manufacturers may not systematically protect
keyboards. However, some (expensive) secure keyboards
already exist but they are mainly bought by military or-
ganizations or governments.

The discovery of these attacks was directly related to
our method based on the analysis of the entire spectrum
and the computation of Short Time Fourier Transform.
This technique has some pros such as the human-based
visual detection of compromising emanations, the large
spectrum bandwidth, the use of the raw signal without
RF front-ends and the post-demodulation using software
libraries. The cons are the limited memory and the diffi-
culty to obtain efficient triggers. However, for short data
bursts, this solution seems relevant.

Future works should consider similar devices, such as
keypads used in cash dispensers (ATM), mobile phone
keypads, digicodes, printers, wireless routers etc. An-
other major point is to avoid the use of a peak detec-
tion algorithm since it is the main limitation of these at-
tacks. The algorithms of the feature extractions could
be improved as well. The correlation of these attacks
with non-electromagnetic compromising emanation at-
tacks such as optical, acoustic or time attacks could sig-
nificantly improve the keystroke recovery process.

We discussed with a few agencies interested by our
videos [36], They confirmed that this kind of attack
has been practically done since the 1980’ on old com-
puter keyboards, with sharp transitions and high volt-
ages. However, they were not aware on the feasibility
of these attacks on modem keyboards. Some of these
attacks were not known to them.
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Hardware Keystroke Logging

Say you work in a company and are up for a promotion. You want to negotiate your salary
effectively, but to do this, you need to know what others in that position are making. How do you
get into the Human Resource records?

Bob, who has a cube across the hall, isthe DBA. He could get in there, but how do you get his
password? Your network is monitored and audited pretty closely. You can’t do anything to steal
his password “on the network” which might get logged and would be traceable to you.



Enter this little device:

This USB keyboard logger has a huge 2MB or 4MB memory capacity, organized into an
advanced flash file system. Super fast data retrieve is achieved by switching into pendrive mode
for download. Completely invisible for computer operation...

It comes in USB and PS/2 models and costs less than $100. (No link, lest I be accused of
encouraging this. You can find these things easily enough if you want to.)

One night, you work late, then you unplug his keyboard, plug this device into his computer, then
plug his keyboard into the device. His computer is way under his desk, so he’ll never see it. You
retrieve the device the next evening and download all his keyboard input for the entire day from
the internal Flash memory. It wouldn’t be hard to pick out his password, and now you’re him.
This is unlike a software keyboard logger because there’s no evidence left behind. No process
that runs in the background, no need to install anything on his machine, etc. It's like stabbing
someone with an icicle — no evidence gets left behind.

All you security types out there — how do you defend against this? Do they sell encrypting
keyboards, which encrypt data sent down the keyboard cable and decrypt it on the machine?

by Deane August 15, 2006 1:44 PM  Follow Gadgetopia on Twitter

What Links Here

Defeating Keystroke Logging

We've talked a bit about keyloggers before, which can be a brutally effective way to capture
passwords (see this post, this post, or this post). But there's a completely simple way to defeat
them, based on the fact that a keylogger doesn't know where on the page the focus is when...
Keystroke Logging in Action

Lessons Learned from Biggest Bank Heist in History: In the comments on yesterday's post about
hardware keystroke loggers, someone posted a link to this story about a near-heist at the

Japanese bank, Sumitomo Mitsui. Would-be robbers used this exact attack. By installing
software keystroke loggers on the PCs...

Comments
by Michael, August 15, 2006 2:36 PM

On modern computers, keyboards tend to not work anymore when unplugged and replugged
when the PC still runs. So if you leave your PC on all time, and someone hooks such a device to



your PC, you come in in the morning and the keyboard is not working. Or if the eavesdropper is
a bit smarter, your PC has rebooted. Both would be a signal for me to check what had happened.
by Deane. August 15, 2006 2:38 PM

On modern computers, keyboards tend to not work anymore when unplugged and replugged
when the PC still runs.

Really? | haven't found this to be the case with my machines.

by Anthony Mills, August 15, 2006 2:58 PM

Keystroke logger:)

It would be very difficult to guard against this. After all, if you don't have physical security, you
don't have security.

by Michael, August 15, 2006 3:01 PM

Works for me all the time - and | hate it. Maybe it's with USB stuff only. Hadn't had a PS/2
keyboard for ages.

If it doesn't work for your PC then you must refer to "plan B" and "booby trap” your PC. A
motion sensor comes to mind, triggering when the (tightly stacked towards the back) PC gets
moved in order to make way for the plug.

by Deane, August 15, 2006 3:27 PM

It would be very difficult to guard against this. After all, if you don?t have physical security, you
don?t have security.

I've been in a lot of a IT shops, and | haven't seen one yet that physical secures all the desktop
machines. You?
by Anthony Mills, August 15, 2006 3:59 PM

I've been in a lot of a IT shops, and | haven't seen one yet that physical secures all the desktop
machines. You?

Nope. And the headaches that would entail would be far more costly than not taking the
measures.



Remember, security is a series of tradeoffs. You can't ensure someone won't do something
boneheaded like that, so you put something in the company policy manual about it and generally
forget it. And if someone does that, you fire them and sue for damages. And you try not to hire
someone like that in future.

Employees will always be able to do stuff like that. If it's not a keystroke logger, it could be a
wireless mini-cam. Or it could be a replacement keyboard (slightly modified of course). Or it
could be a Trojan. Or it could be getting Bob drunk and asking him the password...

by Dave, August 15, 2006 4:16 PM

Let's say you stuck this doodad on Bob's computer and weren't able to get back to it for a week?
Would this thing max out and cause an interruption that would result in a service call? Or would
itjust happily pass along the bits that it can't hold?

If one were devious enough to do this, you could also pick up a few blackmail-worthy tidbits
about Bob, which could be used to enhance your earning potential.

by Bob, August 15, 2006 4:33 PM

Go ahead and try it! | dare you! No, wait...| double dog dare you....!!!!!

by Dave, August 15, 2006 5:07 PM

Uh-oh; Bob's on to your game, Deane.

by Peter Harkins. August 15, 2006 7:15 PM

Shameless self-promo: | wrote about this a few months ago, hit the link on my name.

by Jon Mark Allen. August 16, 2006 3:32 PM

The Sumitomo Mitsui Banking Corporation in Tokyo decided the answer to this question was
Super Glue!

Could be a bit of overkill, but...

by Deane, August 16, 2006 3:59 PM



The Sumitomo Mitsui Banking Corporation in Tokyo decided the answer to this question was
Super Glue!

Not a bad idea, actually. More manageable would be a desktop where the keyboard attached
inside the case, which would be locked.

When you really think about it, keyboards are a pretty stunning security hole. A lot of very
sensitive data travels through a keyboard into the machine, and it can be intercepted pretty easily.
The network cable too —I'm sure there are physical capture devices for them that you can
attached to a machine for a day or two.

by NoBodyYouKnow, December 31, 2007 9:54 AM

Ok, ready for a great little trick to bypass your would-be co-worker spy? This is a great but little
know way to get around the key logger attached to the back of your PC. The beauty of it is, you
keep letting the spy think he's undetected, ie he thinks he knows your password when in reality
you're using the real one and letting him think it's something else. Ok, here goes. Pay
attention....

Click on Start, then All Programs, then Accessories, then Accessibility, then On-Screen
Keyboard.

The rest should be self explainitory, if not, then you shouldn't be in the corporate possition you're
in. Just use the on screen keyboard to input your password at the appropriate point and access
your secure files. Since the keystrock logger on the back of your PC only records keys actually
pressed on the hard-keyboard itself, the spy will never see your Real Password and will continue
to think the one he has is ginuine. If you want to really confound him, reset the Fake Password
daily by the conventional means and continue to access your files by the method above. While
he'll never be able to access your system, he'll start thinking he's one step behind you password
wise since each new password he receives won't let him in. Watch him get more and more
flustered daily as he's tries unsuccessfully to catch up with your resetting the latest Fake
Password. Of course it's not necessary to reset what he sees but the process keeps him thinking
there must be a really good reason you're resetting your password every day. He's just a fumbling
would-be James Bond who's too stupid to realize every single one of the new passwords are
worthless and for your amusement only. Good Luck and have fun. PS...Remember however,
what ever you type on the hard-keyboard will be seen by the logger device.

by JOEL SHAW July 2, 2009 10:47 PM
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Privacy Watch: More
Criminals Use Keystroke
L_oggers

By Andrew Brandt, PCW Print Nov 23, 2005 4:00 PM

Keystroke loggers-programs that secretly record every character
you type--are getting much more common, security analysts say,
as criminals use them to steal user names and passwords for
financial and other accounts.

Websense, a computer security firm, reports that for stealing
passwords many cyberpickpockets prefer keystroke loggers
(keyloggers for short) to phishing. Unlike phishers, bad guys who
use keyloggers don't have to create elaborate fake Web sites to
trick people into divulging their bank passwords, for instance.
Instead, the crooks just wait until the unsuspecting victim visits
the real site. The keylogger records the keys the person types to
log in and then it uploads the data to the criminals.

Websense says that the number of unique keylogger programs in
use by criminals more than doubled between April 2005, when
there were 77 of them, and July 2005, when the company saw
179.

Early in 2005 criminals used a keylogger to discover the
password for accessing a computer that performs electronic



money transfers at the Sumitomo Mitsui bank in London. Police
learned of the plot to steal $420 million just before the bad guys
could execute the transfer. Arcot Systems, which develops
software used to thwart keylogging and phishing, says crimes
involving stolen passwords result in $2.75 billion in losses each
year.

To combat the threat, many online banks have started using
software keyboards on their Web site log-in pages. Because you
enter your password or PIN by clicking on-screen buttons rather
than by typing the numbers or letters on your keyboard, this
arrangement can defeat a simple keylogger. And because the
Arcot software keyboard constantly changes the labels on its
virtual keys, the bad guys can't tell what number you're clicking by
recording the mouse pointer's location on screen every time you
click.

Of course, crooks always counterattack. Some aim keyloggers at
sites of financial institutions that don't use software PIN pads or
other advanced security features. Others are beefing up their
malware arsenal with software that can capture an image of your
screen every time you click a number on an on-screen PIN pad.

Still, if you use a software firewall, keep your antivirus software
up-to-date, and avoid running programs that you receive via e-
mail or instant messaging, your chances of stopping a keylogger
before it can harm you are good. The best way to determine
whether a keylogger is running on your PC is to scan the system



regularly with a good antispyware tool, such as Webroot
Software's Spy Sweeper.

Andrew Brandt

Andrew Brandtis a senior associate editor for PC World. E-mail
him at privacywatch@ pcworld.com. To read previously published
Privacy Watch columns, click here.
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Super-Glue: Best practice for countering key
stroke loggers

By Richard Stiennon | April 21, 2006, 11:28am PDT
Summary

This wonderful little gadget is for sale over at Thinkgeek. It is colored an innocuous IBM grey so
no one will notice when you attach it to their keyboard. It fits between the back of the PC and the
keyboard cable. It needs no power and it can record 130,000 keystrokes. It works like a [...]

Aformer ZDNet blogger, Richard Stiennon is an industry consultant. Most recently he was Chief
Marketing Officer for Fortinet, Inc., the largest privately held security vendor, prior to that he was Chief
Research Analyst at IT-Harvest. And before creating IT-Harvest, he was VP of threat research for

Webroot Software, Inc. the leading commercial anti-spyware solution.

Previously, Richard was VP Research at Gartner, Inc. where he covered security topics including
firewalls, intrusion detection, intrusion prevention, security consulting and managed security
services for the Security and Privacy group. He is a holder of Gartner's Thought Leadership
award for 2003 and was named "One of the 50 most powerful people in Networking" by
NetworkWorld magazine. His speaking engagements have included conferences and meetings
throughout North and South America, Hawaii, Tokyo, Tel Aviv, Istanbul, Milan, Munich,
Hannover, Madrid, London, and Cannes.

This wonderful little gadget is for sale over at Thinkgeek. It

is colored an innocuous IBM grey so no one will notice when

you attach it to their keyboard. It fits between the back of the

PC and the keyboard cable. It needs no power and it can

record 130,000 keystrokes. It works like a software keystroke

logger. Once it is installed itjust captures anything that is typed: usernames, passwords, URLS,
email, banking info, everything. To access the data the owner ofthe device just types the
password into any word processor and then you start to communicate with the device. It is very
slick. Of course the primary difference between this and a software keystroke logger is that there
is NO WAY to detect it and remove it.

Of course this is exactly how the greatest attempted bank heist in history was pulled off. The
bank robbers installed these devices on machines inside the bank and eventually got access to
Sumitomo Bank’s wire transfer capability. They then proceeded to transfer more that $440
million to various accounts in other countries. Read all the gory details in this article Ijust
published.



The one thing | do not mention in the article is that it is reported that Sumitomo Bank’s best
practice for avoiding a repeat attack is that they now super-glue the keyboard connections into
the backs of their PCs.

At some point or other, a password will leak. Besting thing to do is use a physical smartcard

cryptographic token. You can't key log that.
04/21/2006 03:36 PM

At some point or other, a password will leak. Besting thing to do is use a physical smartcard

cryptographic token. You can't key log that.

I completely agree. Passwords are now at least a decade out of date and have become almost
useless as a security device. Smart cards or some similar system can talk in two directions with
the computer that is asking for authentication of the user. This allows two crucial changes in the

security protocol:

1) True end-to-end strong encryption can be built into the communication system, so that

evesdropping and related attacks are effectively impossible.

2) The server can authenticate itself to the smart card, as well as the smart card to the server,
using several steps which use computation instead of direct transmission of secret data. You
obviously do not want to provide any information to an adversary posing as awell-known

vendor!

Without some such system, our data security will continue its relentless decline, dropping to

effectively zero protection in the near future.

rd@...

04/22/2006 12:19 AM

You can't key log a smartcard, but you can duplicate one. You can also piggy-back commands
from your keyboard to any destinations after whichever authentication methods you choose,

may it be smartcard or any other variations in the future.

Also at some point all that encrypted materials have to be reverted into human-readable
format, so your "secured" communication is only as secured as your video cable, or any
programs that can tap into the video rendering of your terminal. How would you know what you

view on your computer screen is ACTUALLY generated by your computer?

There is no solution. Smartcard will make money for a lot of people, and I'm all for that, but it's



not a solution to end the problem. Heck, it doesn't even solve the problem. It only patches atiny

crack in a huge hole.

too_much green_tea

04/22/2006 02:21 PM

Instead of plugging something in between the keybboard and computer you could do exactly
the same with whatever input device. You have to securely connect whatever device you are
using to the computer so that noone can put something in the middle. Of course a really
determined person could cut the cable and fit something but that would be hard to do
unnoticed.

guantumstate

05/04/2006 11:57 AM

Now | know what to look for on my hardware before | use my computers. Hopefully, Ilwon't
need to use super-glue, but Idon't have any reason to believe that someone at work or home

would stoop to putting hardware-sh**warez on my systems.

If 1 do find one, I'll pull it off and run it over several times with my car. Or toss it into the middle
of a busy street and watch the traffic do the dirty work. Or... maybe... if | can find a powerfull

enough electromagnet...

04/21/2006 07:26 PM

Super glue remover is awonderful thing, and it doesn't even smell that bad.

Super glue does not replace paying attention.

indrax

04/21/2006 10:29 PM

How about looking behind your computer and unplugging it?

anythingbutmineO



04/22/2006 09:19 PM

When was the last time the seriously non-techie types at your workplace looked at the back of
their PC? And, even if they did, would any of them even realise that, in that rat's nest of wires,

there was something that didn't belong?

Ididn't think so ....

Steve G.

aureolin

04/23/2006 10:23 PM

The article says it is impossible to detect or remove. That's the only thing I'm disputing. Don't
put words in my mouth.

But since you brought it up, when was the lasttime the seriously non-techie types at your

workplace ran utilities to check for software keyloggers?

anythingbutmineO

04/26/2006 06:07 PM

When was the last time you looked at the back of your computer? Most corporate computer
users don't even acknowledge that they even have a computer...it's always "some box that has
the hard drive that sits under my desk". It sits there, innocous until tech support gets a service
call that someone's "hard drive" has failed and they come out to replace the box....that happens
less often than the 3-5 year PC refresh does...

so, yeah...crawl on your hands and knees in your business suit, amoungst the dirt, dust bunnies,
old french fries and corn chips, pull out the CPU and using your flashlight, get your head behind
the box and see if you can identify everything that is plugged into your computer? Likely
not...and if you can, congratulations...now your pants are dirty and the CEO wants to see you in
the conference room now to meet with a new multi-million dollar customer...good luck on that
first impression!

Ed

web/gadget guru

tech_ed@...



05/04/2006 02:31 PM

Why not put a "keyboard unplugged" detection device on the keyboard plug? It would be like
the chassis intrusion function on a PC and would alert the user that the keyboard had been
unplugged (with a message on the screen during POST). The user could be informed during the
warning to check the keyboard plug for tampering (and extra hardware). Alternatively, do away

with PS2 ports and switch to all USB mice and keyboards!!

Carrion

05/04/2006 11:20 AM

Yes but the USB port is much cheeper to attack. This device costs 99.99 USD. Fo that | can get a
1 gig USB plug-in device and use free software k/b logger.

Its cheaper than TEMPEST or Optical tempest by afactor of 10.

What about hidden partitions on your HD?

Extra PCI cards inside?

Many m/b have unused ports for further USB sockets that could be internal.
It only goes to show that in the real world "IT Security" is a myth.

Either /or your equipment or your staff are always open to compromise, so long as you have

something worth getting and an enemy can devote the time, effort and cash to doing it!

michael_orton@ ...

05/04/2006 11:35 AM

I can detect them 100% of the time. Just look behind the computer and check the keyboard

connector.

I can remove them 100% of the time too, even if superglued. | have a skill level of 256+ in

computer disassembly and discombobulation.

Dr_Zinj

05/04/2006 11:24 AM

| have had several dealings with super glue —It really holds well for app. 2 weeks -—after that it

seldom or never holds at all



so if you super glued your keyboard in, check it to see if it is still holding

05/04/2006 02:50 PM

take one of these keyloggers and glue it in place with shoe goo put your own password on it |
doubt they will work 2 deep, you can check up on the crew and it takes an act of GOD to bust
shoe goo

Note you can get these keyloggers to imbed inside the keyboard itself think about it all the
precautions and for naught 10 minutes and some vandal has a chip in your keyboard watching
every keystroke
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CS FOR HOUSE BILL NO. 23( )
IN THE LEGISLATURE OF THE STATE OF ALASKA

TWENTY-SEVENTH LEGISLATURE - FIRST SESSION
BY

Offered:
Referred:

Sponsor(s): REPRESENTATIVES PETERSEN AND HOLMES, Gruenberg

A BILL
FOR AN ACT ENTITLED
"An Act making the installation, enabling, or use of keystroke loggers or other devices

criminal use of a computer.™
BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. AS 11.46.740(a) is amended to read:

(a) A person commits the offense of criminal use of a computer if, having no
right to do so or any reasonable ground to believe the person has such a right, the
person knowingly

m accesses, causes to be accessed, or exceeds the person's authorized
access to a computer, computer system, computer program, computer network, or any
part of a computer system or network, and, as a result of or in the course of that
access,

(A) [(1)] obtains information concerning a person;
IB) [(2)] introduces false information into a computer,

computer system, computer program, or computer network with the intent to

1- CSHB 23( )
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damage or enhance the data record or the financial reputation of a person;

©) (3] introduces false information into a computer,
computer system, computer program, or computer network and, with criminal
negligence, damages or enhances the data record or the financial reputation of
a person;

(D) [(4)] obtains proprietary information of another person;

(E) [(5)] obtains information that is only available to the public
for a fee;

IF) [(6)] introduces instructions, a computer program, or other
information that tampers with, disrupts, disables, or destroys a computer,
computer system, computer program, computer network, or any part of a
computer system or network; or

£GQ [(7)] encrypts or decrypts data: or

(2) uses or enables on a computer a keystroke logger or other
device or program that has the ability to record another person's keystrokes or
entries: or

(3) uses a keystroke logger or other device or program to intercept
or record another person's keystrokes or entries on a computer when those

entries are transmitted wirelessly or by other non-wired means.

CSHB 23( ) -2-

New Text Underlined [DELETED TEXT BRACKETED]
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CS FOR HOUSE BILL NO. 23( )
IN THE LEGISLATURE OF THE STATE OF ALASKA

TWENTY-SEVENTH LEGISLATURE - FIRST SESSION

BY

Offered:
Referred:

Sponsor(s): REPRESENTATIVES PETERSEN AND HOLMES, Gruenberg

A BILL
FOR AN ACT ENTITLED
"An Act making the installation, enabling, or use of keystroke loggers or other devices

criminal use of a computer."
BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. AS 11.46.740(a) is amended to read:

(a) A person commits the offense of criminal use of a computer if, having no
right to do so or any reasonable ground to believe the person has such a right, the
person knowingly

01 accesses, causes to be accessed, or exceeds the person's authorized
access to a computer, computer system, computer program, computer network, or any
part of a computer system or network, and, as a result of or in the course of that
access,

£A)[(1)] obtains information concerning a person;
IB) [(2)] introduces false information into a computer,

computer system, computer program, or computer network with the intent to

-1- CSHB 23( )
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damage or enhance the data record or the financial reputation of a person;

©) ()] introduces false information into a computer,
computer system, computer program, or computer network and, with criminal
negligence, damages or enhances the data record or the financial reputation of
a person;

im [(4)] obtains proprietary information of another person;

(E) [(5)] obtains information that is only available to the public
for a fee;

(F) [(6)] introduces instructions, a computer program, or other
information that tampers with, disrupts, disables, or destroys a computer,
computer system, computer program, computer network, or any part of a
computer system or network; or

(G) [(7)] encrypts or decrypts data: or

(D installs or enables on a computer a keystroke logger or other

device or program that has the ability to record another person's keystrokes or

entries: or

3) uses a keystroke logger or other device or program to intercept

or record another person's keystrokes or entries on a computer when those

entries are transmitted wirelessly or by other non-wired means.

CSHB 23( )

-2
New Text Underlined [DELETED TEXT BRACKETED]



Alaska State Legislature

State Capitol, Suite 422 716 W. 4 hAve, Suite 380

Juneau, AK 99801-1182 Anchorage, AK 99501-2133
Phone: 465-4939 Phone: 269-0265
Fax: 465-2418 Fax: 269-0264

Toll Free: (800) 465-4939
Representative_Pete_Petersen@legis.state.ak.us

Representative Pete Petersen
Serving Northeast Anchorage and Muldoon

MEMORANDUM

DATE: March, 23,2011

TO: Rep. Carl Gatto, Chair
House Judiciary Committee

FROM: Rep. Pete Petersen

RE: Changes in CS for HB23

There are four changes between HB23 and the CS (version E) for HB23:

1. Title was narrowed significantly
2. New language stalling on Page 2, Line 14, has been broken into 2 subsections
3. Section 2, detiling with an affirmative defense, has been removed

4. Incorporated conceptual amendment by Rep. Keller to add “uses” on page 2,
Line 14
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CS FOR HOUSE BILL NO. 23( )

IN THE LEGISLATURE OF THE STATE OF ALASKA

TWENTY-SEVENTH LEGISLATURE - FIRST SESSION

BY

Offered:
Referred:

Sponsor(s): REPRESENTATIVES PETERSEN AND HOLMES, Gruenberg

A BILL
FOR AN ACT ENTITLED
"An Act making the installation, enabling, or use of keystroke loggers or other devices

criminal use of a computer.™

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. AS 11.46.740(a) is amended to read:

@) A person commits the offense of criminal use of a computer if, having no

right to do so or any reasonable ground to believe the person has such a right, the
person knowingly
m accesses, causes to be accessed, or exceeds the person's authorized

access to a computer, computer system, computer program, computer network, or any
part of a computer system or network, and, as a result of or in the course of that
access,

(A) [(D] obtains information concerning a person;

(B) [(2)] introduces false information into a computer,

computer system, computer program, or computer network with the intent to

-1- CSHB 23( ) |
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damage or enhance the data record or the financial reputation of a person;
£C} [(3)] introduces false information into a computer,
computer system, computer program, or computer network and, with criminal
negligence, damages or enhances the data record or the financial reputation of
a person;
£D] [(4)] obtains proprietary information of another person;
{E} [(5)] obtains information that is only available to the public
for a fee;
£F) [(6)] introduces instructions, a computer program, or other
information that tampers with, disrupts, disables, or destroys a computer,
computer system, computer program, computer network, or any part of a
computer system or network; or
£G} [(7)] encrypts or decrypts data; or
(2) installs, enables, or uses a keystroke logger or other device or
program that has the ability to record another person's keystrokesor entries on a
computer; or
(3) uses a keystroke logger or other device or program to intercept
or record another person's keystrokes or entries on a computer when those

entries are transmitted wirelessly or by other non-wired means.

New Text Underlined [DELETED TEXT BRACKETED]



