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CSHB 278 - Internet Ildentities of Sex O ffenders and

Child Kidnappers

1B 278 will require any person required to register as a sex offender or child kidnapper
to also submit any electronic mail addresses, instant messaging addresses or other
internet communication identifiers to the state.

Data generated under this bill will allow the Department of Public Safety to assist the
public in keeping their families safe from online predators. By collecting this
information, the Department will be able to tell those who ask if an email address or other

online identifier belongs to a sex offender.

I'lie bill will also protect the public by enabling the state to provide collected information
to internet service providers and internet security firms. These providers can then use the
information to prevent children from receiving messages from convicted sex offenders or
warn parents of the sender’s status. In order for these services to be utilized, states must

take the first step and make the data available.

The Internet will likely never be a completely safe place, and parents will always be
responsible for teaching their children to use the Internet responsibly. This includes
leaching them how to react when asked for personal information, or if they find explicit
material online. But. with HB 278 we have an opportunity to avoid a preventable

tragedy.

Thank you for your consideration.
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From: Jane Pierson
Date; March 17.2008

Re: Final for HB278( )25-LS1104\E

Please go final on the above-referenced bill to include the following accompanying
amendment.

Should you have any questions, please do not hesitate to contact me.



25-LS1 104VE.2
Luckhaupt
31708

AMENDM ENT I\’/<f\clt>e_K1 (4o lwajlIS

OFFERED IN THE HOUSE
TO: CSHB 278( ), Draft Version "E"

Page 1, line 10, following "address;”:

Insert "or"

Page I, lines 11-14:

Delete all material and insert:

"(C) establishment of an online identifier or any change to an
online identifier; in this subparagraph, "online identifier" has the meaning

given in AS 12.63.010;"

Page 3, lines 4 - 6:
Delete all material and insert:

(I) each online identifier used by the sex offender or child

kidnapper;"

Page 3, lines 16 - 17,

Delete "electronic mail address, instant messaging address, or other Internet

communication”

Insert "online"

Page 3. line 19;

Delete "address or"

Page 3. following line 19:



25-LSI 104\E.2

Insert a new bill section to read:

1
2"* Sec. 4. AS 12.63.010(f) is amended to read:
3 "(0 In this section,
4 a 1 "correctional facility" has the meaning given in AS 33.30.90 j;
5 (2) "online identifier" means any electronic mail address
6 information or instant message, chat, social networking, or other similar Internet
communication name, but does nota include socia. security number, date of
8 birth, or pin number."
9
10 Renumber the following bill sections accordingly.
u
12 Page 3, line 20:
13 Delete "a new subsection”
14 Insert "new subsections”
15
16 Page 3, lines 23 - 24:
17 Delete "electronic or messaging address or Internet"
18 Insert "online"
19
20 Page 3, line 24:
21 Delete "address or"
22
23 Page 3. lines 26 - 27:
24 Delete "electronic ormessaging addresses  and Internet communication”
25 Insert "online"
26
27 Page 3, line 30:
28 Delete "addresses or"
29
30 Page 3, following line 31:
31 Insert a new subsection to read:
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"M In this section, "online identifier" has the meaning given in

AS 12.63.010."

Page 4, line 11:
Delete "electronic or messaging addresses or Internet communication™

Insert "online"

Page4, line 13:

Delete "addressesand"

Page 4, lines 14 - 16:
Delete "electronic or messaging address, or any changes to those addresses, or the

establishment of an Internet communication identifier,"

Insert "online identifier"

Page 4, lines, 18 - 19:

Delete "electronic or messaging addresses or Internet communication”

Insert "online"

Page 4, line 19:

Delete "addresses and"
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Luckhaupt
2/21/08
CS FOR HOUSE BILL NO. 278( )
IN THE LEGISLATURE OF THE STATE OF ALASKA
TWEN <if-FIFTH LEGISLATURE - SECOND SESSION
BY
Offered:
Referred:

Sponsor(s): REPRESENTATIVES BUCH, DOLL AND GRUENBERG, Lynn, Gatto, Dahlstrom

A BILL
FOR AN ACT ENTITLED

"An Act relating to sex offenders and child kidnappers; and providing for an effective

date."

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. AS 11.56.840(a) is repealed and reenacted to read:

(a) A person commits the crime of failure to register as a sex offender or child
kidnapper in the second degree if the person fails, as required by AS 12.63.010, to
(1) register;
(2) file written notice of
(A) change of residence;
(B) change of mailing address;

(C) establishment of an electronic or messaging address or any

change to an electronic or messaging address; or

(D) establishment of an Internet communication identifier or

any change to an Internet communication identifier;

C'SHB 278(
New Text Underlined [DELETED TEXT BRACKETS. 1
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(3) file the annual or quarterly written verification; or

(4) supply accurate and complete information required to be submitted

under (1) - (3) of this subsection.

*Sec. 2. AS 12.63.010(b) is amended to read:

(b) A sex offender or child kidnapper required to register under (a) of this

section shall register with the Department of Corrections if the sex offender or child

kidnapper is incarcerated or in person at the Alaska state trooper post or municipal

police department located nearest to where the sex offender or child kidnapper resides

at the time of registration. To fulfill the registration requirement, the sex offender or

child kidnapper shall

CS11B278( )

(1) complete a registration form that includes, at a minimum,

(A) the sex offender's or child kidnapper's name, address, place
of employment, and date of birth;

(B) each conviction for a sex offense or child kidnapping for
which the duty to register has not terminated under AS 12.63.020. the date of
the sex offense or child kidnapping convictions, the place and court of the sex
offense or child kidnapping convictions, and whether the sex offender or child
kidnapper has been unconditionally discharged from the conviction for a sex
offense or child kidnapping and the date of the unconditional discharge; if the
sex offender or child kidnapper asserts that the offender or kidnapper has been
unconditionally discharged, the offender or kidnapper shall supply proof of

that discharge acceptable to the department;

(C) all aliases used;

(D) the sex offender's or child kidnapper's driver's license
number;
(E) the description, license numbers, and vehicle identification

numbers of motor vehicles the sex offender or child kidnapper has access toa

regardless of whether that access is regular or not;

(F) any identifying features of the sex offender or child

kidnapper;
(G) anticipated changes of address; (AND]

-2-
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WORK DRAFT WORK DRAFT 25-LSI 104\E

(H) a statement concerning whether the offender or kidnapper
has had treatme; » for a mental abnormality or personality disorder since the

date of conviction for an offense requiring registration under this chapter; and

() each electronic mail address, instant mrssaging address,
and other Internet communication identifier used hy the sex offender or
child kidnapper;

(2)

municipal police to take a complete set of the sex offender's or child kidnapper's

allow the Alaska state troopers, Department of Corrections,

fingerprints and to take the sex offender's or child kidnapper's photograph.
*Sec. 3. AS 12.63.010(c) is amended to read:

(c) If a sex offender or child kidnapper changes residence after having
registered under (a) of this section, the sex offender or child kidnapper shall provide
written notice of the change by the next working day following the change to the
Alaska state trooper post or municipal police department located nearest to the new
residence or, if the residence change is out of state, to the central registry. If a sex
offender or child kidnapper establishes or changes an electronic mail address,
instant messaging address, or other Internet communication identifier, the sex
offender or child kidnapper shall, by the next working day, notify the department
in writing of the changed or new address or identifier.

*Sec. 4. AS 18.65.087 is amended by addin a new subsection to read:

(i) Notwithstanding (b) of this section,
(1) the department may provide a method for, or may participate in a

federal program that allows, the public to submit an electronic or messaging address or
Internet identmer and receive a confirmation of whether the address or identifier
belongs to a registered sex offender or child kidnapper;

(2) the department may provide electronic or messaging addresses and
Internet communication identifiers in the central registry to Internet service providers
and Internet security firms to assist those entities in preventing children from receiving
communications from registered sex offenders and child kidnappers and to warn the

public that persons with those addresses or identifiers are registered sex offenders or

child kidnappers.

3 CSHB 278( )
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* Sec. 5. The uncodified law of the State of Alaska is amended by adding a new section to

| read:
I APPLICABILITY, (a) This Act applies to persons convicted of sex offenses or child

| kidnapping before, on, or after the effective date of this Act whose duty to register as a sex

| offender or child kidnapper has not expired under AS 12.63.010(d)(1) on the effective date of

Il this Act.
i (b) Notwithstanding AS 11.56.840(a), repealed and reenacted by sec. 1 of tnis Act,
|| and AS 12.63.010(c), amended by sec. 3 of this Act, a sex offender or child kidnapper whose
| duty to register as a sex offender or child kidnapper arose

(1) on or before December 31, 2008, doesnot have to initially report

| electronic or messaging addresses or Internet communication identifiers to the Department of
|[Public Safety until the date that the sex offender or child kidnapper's next annual, or quarterly
| if applicable, written verification is due; after the initial report of addresses and identifiers is
| due, the sex offender or child kidnapper shall report the establishment of an electronic or
|| messaging address, or any changes to those addresses, or the establishmentof an Internet

communication identifier, or a. y change to an identifier, as required by AS11.56.840 and

|
| AS 12.63.010;

I (2) on or after January 1, 2009, shall report electronic or messaging addresses

| or Internet communication identifiers, and changes to addresses and identifiers, tothe

IDepartment of Public Safety as required by AS 12.63.010.
| *Sec. 6. This Act takes effect January 1, 2009.

CSIIB 278( ) n
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Representative Bob Buch

Represeniativc_Bob_Buch@legis.stale,ak.us

Sectional Analysis
CSHB 278

“An Act relating to sex offenders and child kidnappers; and providing for an effective dale. ~

Section 1.
Amends AS 11.56.840(a) by adding language to further define what qualifies as a failure to

register. Sex offenders and child predators would now commit the crime of failure to register in
the second degree if they do not also provide their online information and identities in their

registration information.

Section 2:
Amends AS 12.63.010(b) by adding clarifying language and adds a new subsection (I) that

requires sex offender and child kidnapper registration forms to include a place for sex offenders
and child kidnappers to list their email address, instant messaging address, and other online

information.

Section 3:
Amends AS 12.63.010(c) by adding language that specifies when the establishment of or

changes to online information must be made. Sex offenders and child kidnappers would have one
business day notify the Department of Pub'ic Safety in writing of changes to this information.

Section 4:
Amends AS 18.65.087 to allow the Department of Public Safety to use a federal software system

that gives parents the ability to confirm I. deny that an email address from anywhere in the
country belongs to a registered sex offender. This program will not enable sex offenders to seek
out and network with one another anonymously, a concern from the Department of Public Safety

in the original version of the bill.

The section also allows the  mimissioner of Public Safety to share sex offenders’ online
information with internet service providers or security firms to prevent children from receiving
messages from convicted sex offenders or to warn the public of the sender’s status.



Section 5:

This section gives the Department of Public Safety one year to get this program up and running.
Starting in 2009, sex offenders must provide their online identifiers to the Department of Public
Safety beginning when they are required renew their registration and within one working day of
changes to their online information from that day forth. The very worst offenders will have to
begin registering online identifiers no later than three months after the effective date of this bill.

Section 6:
Provides for an effective date.



FISCAL NOTE

STATE OF ALASKA Fiscal Note Number:

2008 LEGISLATIVE SESSION Bill Version: HB 278
() Publish Date:

Identifier (file name): HB278-DPS-R81-03-06-08 Dept Affected Public Safety

Title "An Act relating to sex offenders and child kidnappers.' '‘RDU Statewide Support
Component Records & ldentification

Sponsor Representatives Buch

Requester House Judiciary Committee Component Number 1190

Expenditures/Revenues (Thousands of Dollars)

Note Amounts do not include inflation unless otnerwise noted below
Appropriation
Required Information
OPERATING EXPENDITURES FY 2009 FY 2009 FY 2010 FY 2011 FY 2012 FY 2013 FY 2014

Personal Services
Travel
Contractual 42 0
Supplies
Equipment
Land 8 Structures
Grants 8 Claims
Miscellaneous
TOTAL OPERATING 42.0 0.0

420 42.0 42.0 42 0 42 0

42.0 42.0 42.0 42.0 42.0

ICAPITAL EXPENDITURES | 1

|CHANGE IN REVENUES ( )
FUND SOURCE (Thousands of Dollars)
1002 Federal Receipts

1003 GF Match

1004 GF 42 0 42 0 42 0 42 0 42 0 42 0
1005 GF/Program Receipts
1037 GF/Mental Health
Other Interagency Receipts
TOTAL 42.0 0.0 42.0 42.0 42.0 42.0 42.0

Estimate of any current year (FY2008) cost:

POSITIONS
Full-time
Part-time
Temporary

ANALYsSIS:  (Attach a separate page if necessary)
This legislation requires sex offenders and child kidnappers to provide more extensive registration information than is

currently required under AS 12 63.010 and consequently collected and maintained by the Department of Public Safety
(DPS).

Sex offender and child kidnapper registration information is entered into and maintained electronically in the state’s
central criminal history repository, the Alaska Public Safety Information Network (APSIN) Information is obtained from
forms completed by offenders at initial registration, annual or quarterly verification, and upon a qualifying change in the

offender's information (Continued)

Phone (907) 269-0202

Prepared by David Schade, Director
Date/Time 3/6/08 3 28 PM

Division Statewide Services

Approved by: Walt Monegan. Commissioner Date

Department of Public Safety

(Rewed 11/192000QVH Page 1of2



FISCAL NOTE

STATE OF ALASKA BILL NO. HB 278
2008 LEGISLATIVE SESSION

ANALYSIS CONTINUATION

This legislation will require the department to revise its forms to include fields for offenders to report all Internet identifiers
and addresses (e.g. email and instant messaging addresses) used by the offender. There is no fiscal impact anticipated
as a result of making the form revisions.

Significant new business logic would be needed to capture, manage, and interpret timeframes associated with various
Internet identifiers. In addition to email <ir,d instant messaging addresses, Internet identifiers include any designations or
monikers used for self-identification in Internet communications or postings on social networking sites (Facebook,
MySpace, Linkedln) and gaming (WoW, Second Life), potentially thousands per user, each with a variety of properties.
Because the Internet is very dynamic with new scvices being created monthly (many of which quickly have millions of
registrants) there will be an ongoing requirement to 3dd new Internet identifiers and types to any database system that

needs to track this information.

For the first year, considerable analysis, programming, and data entry changes in APSIN and the Sex Offender
Registration (SOR) office's application will be necessary to add data fields for the entry of all Internet identifiers and
addresses reported as being used by an offender The programming changes and associated costs assume that the
data is for the mainframe APSIN system and the SOR office application only. Changes to the public website display are
not included nor are the cost of any reports. Costs are based on $85 per hour

Computation:
-Analysis during project: 80 hours
-Modify mainframe and screens (new screen for amount of data) and database to capture and store updates: 120 hours

Mainframe database coordination and program moves: 40 hours

-Modify the migration process of mainframe data to the data warehouse: 40 hours
-Modify SOR office application to store and display the additional fields up to 80 hours
-Final testing: 40 hours

-Initial operating costs 95 hours

Ongoing operating costs (200 hours per year), additional storage, backup, and data management is estimated to cost
$42,000 annually

The oill is unclear as to the timeframe for current registered offenders to provide all Internet identifiers and addresses
used by the offender Therefore, the department has conservatively not included the cost associated with immediate
compliance for current registered offenders in this analysis, including mailing notification of new requirements and
instructions, data entry, etc Rather, current registered offenders would be requned to provide this additional information
at annual or quarterly verification or upon an otherwise-required qualifying change in the offender's information

Page 2 of 2



FISCAL NOTE

STATE OF ALASKA Fiscal Note Number: HB278-LAW-CRIM-03-06-08

2008 LEGISLATIVE SESSION Bill Version: HB278
() Publish Date.

Identifier (file n a m e ) : Dept Affected LAW
Title An Act relating to sex offenders and child kidnappers RDU Criminal

Component Criminal Justice Litigation
Sponsor REPRESENTATIVE(s) BUCH
Requester HOUSE JUDICIARY Component Number
Expenditures/Revenues (Thousands of Dollars)

Note Amounts do not include inflation unless otherwise noted below.
Appropriation
Required Information

OPERATING EXPENDITURES FY 2009 FY 2009 FY 2010 F* 2011 FY 2012 FY 2013 FY 2014

Personal Services 0.0 00 00 0.0 0.0 00 0.0

Travel
Contractual
Supplies
Equipment
Land & Structures
Grants & Claim*
Miscellaneous
TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0 0.0
ICAPITAL EXPENDITURES |

ICHANGE IN REVENUES ( ) |
FUNDS O U R C E (Thousands of Dollars)

1002 Federal Receipts

1003 GF Match

1004 GF 00 00 0.0 00 00 00 0.0
1005 GF/Program Receipts

1037 GF/Mental Health

Other Interagency Receipts

TOTAL 0.0 0.0 0.0 0.0 0.0 0.0 0.0
Estimate of any current year (FY2008) cost: 0o
POSITIONS
Full-time
Part-time
Temporary

ANALYSIs:  (Attach a separate page if necessary) o . . .
HB278 amends the crime of failure to register as a sex offender by providing that failure to submit an electronic address

or a change of electronic address would be prohibited The department does not expect a significant fiscal impact as a
result of this hill.

Prepared by: Robert Meiners. Administrative Services Manager Phone 907-465-5427
Division Administrative Services Division Date/Time 3/6/08 10:00 AM
Approved by Talis Colberg, Attorney General Date 3/6/2008

Department of Law

(Rovsd 11192007 OvB Page 1of 1



FISCAL NOTE

STATE OF ALASKA Fiscal Note N um ber.
2008 LEGISLATIVE SESSION Bill Version HB278-00C-0C-02-08-Q8
(O Publish Date
Identifier (file name): HB278-DOC-QC-02-06-08 Dept. Affected Corrections
Title "An Act relating to sex offenders and child kidnappers." RDU Administration and Operations
Component Office of the Commissioner
Sponsor Representatives Buch & Doll
Requester House Judiciary Component Number 694
Expenditures/Revenues (Thousands of Dollars)
Note Amounts do not include inflation unless otherwise noted below
Appropriation
Required Information

OPERATING EXPENDITURES FY 2009 FY 2009 FY 2010 FY 2011 FY 2012 FY 2013 FY 2014
Personal Services 00 0.0 00 0.0 0.0 0.0 0.0
Travel 00 0.0 00 0.0 0.0 0.0 0.0
Contractual 00 0.0 0.0 00 00 0.0 00
Supplies 00 00 0.0 0.0 00 0.0 0.0
Equipment 00 00 00 0.0 0.0 0.0 0.0
Land & Structures 0.0 0.0 0.0 0.0 00 00 00
Grants & Claims 00 0.0 0.0 0.0 00 0.0 00
Miscellaneous 0.0 00 00 00 00 0.0 0.0

TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0 0.0
[CAPITAL EXPENDITURES | 1 1 1
[CHANGE IN REVENUES ( )y ~ 1 | 1 T
FUND SOURCE (Thousands of Dollars)
1002 Federal Receipts 00 0.0 00 00 0.0 00 00
1003 GF Match 00 00 0.0 00 00 00 00
1004 GF 00 0.0 0.0 00 00 00 0.0
1005 GF/Program Receipts 00 00 00 00 00 00 00
1037 GF/Mental Health 00 00 0.0 00 00 00 00
Other Interagency Receipts 00 00 00 0.0 00 00 00

TOTAL 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Estimate of any current year (FY2008) cost: 00
POSITIONS
Full-time (0] [¢] 0 [¢] (6] [¢] 0
Part-time 0 0] (0] (0] (o] o] 0
Temporary 0 0] 0 [¢] (0] (0] (0]

ANALYSIS:  (Attach a separate page if necessary)

Passage of this legislation should have no fiscal impact on the Department of Corrections

Phone (907) 465-3339

Prepared by Sharleen Griffin. Director
Date/Time 2/8/08 121 PM

Division Administrative Services

Approved by Dwayne Peeples, Deputy Commissioner Date 2/8/2008

Department of Correct.ons

iRev>»ea 100N006 VB Page 1of 1



FISCAL NOTE

STATE OF ALASKA Fiscal Note Number:

2008 LEGISLATIVE SESSION Bill Version. HB 278
() Publish Date

Identifier (file n a m e ) : HB278-DOA-OPA-1-29-08 Dept Affected Administration

Title "An Act relating lo sex offenders and child kidnappers..." ‘rdu Legal and Advocacy Services
Component Office of Public Advocacy

Sponsor Reps Buch. Doll, Gruenberg. Lynn. Gatto. Dahlstrom
Requester

Expenditures/Revenues (Thousands of Dollars)

Note: Amounts do not include inflation unless otherwise noted below

Component Number 43

Appropriation
Required Information

OPERATING EXPENDITURES FY 2009 FY 2009 FY 2010 FY 2011 FY 2012 FY 2013 FY 2014

Personal Services
Travel
Contractual
Supplies
Equipment

Land & Structures
Grants & Claims

Miscellaneous

TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0 0.0

CAPITAL EXPENDITURES

ICHANGEIN REVENUES (

FUND SOURCE i fhousands of Dollars)
1002 Federal Receipts

1003 GF Match

1004 GF

1005 GF/Program Receipts

1037 GF/Mental Health

Other Interagency Receipts
TOTAL 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Estimate of any current year (FY2008) cost: 00

POSITIONS

Phone 907-269-3501
DatefTime 1/29/08 5:00 p m

Date 1/30/2008

Prepared by Joshua P Fink. Director
Division Office of Public Advocacy

Approved by Rachael Petro, Deputy Commissioner
Department of Administration

(Ravised 11/192007 OVB) Page 10f 1



FISCAL
STATE OF ALASKA
2008 LEGISLATIVE SESSION
Identifier (file name): HB278-DOA-PDA-1-28-08
Title "An Act relating to sex offenders and child kidnappers..."
Sponsor Representative Buch
Requester

Expenditures/Revenues
Note: Amounts do not include inflation unless otherwise noted below.

Appropriation

Required
OPERATING EXPENDITURES FY 2009 FY 2009
Personal Services 00 0.0
Travel 00 0.0
Contractual 00 00
Supplies 00 00
Equipment 00 00
Land & Structures 00 0.0
Grants & Claims 00 0.0
Miscellaneous 00 00
TOTAL OPERATING 0.0 0.0
CAPITAL EXPENDITURES
CHANGE IN REVENUES (
FUND SOURCE
1002 Federal Receipts 0.0 00
1003 GF Match 0.0 0.0
1004 GF 00 00
1005 GF/Program Receipts 00 00
1037 GF/Mental Health 0.0 00
Other Interagency Receipts 00 0.0
TOTAL 0.0 0.0

Estimate of any current year (FY2008) cost:

POSITIONS
Full-time
Part-time
Temporary

ANALYsIs:  (Attach a separate page if necessary)

N OTE

Fiscal Note Number
Bill Version: HB 278
() Publish Date:

Dept. Affected_ Administration
[RDU Legal and Advocacy Services

Component Public Defender Agency

Component Number 1631

(Lnousands of Dollars)

Information
FY 2010 FY 2011 FY 2012 FY 2013 FY 2014
00 0.0 0.0 0.0 0.0
0.0 00 0.0 0.0 0.0
0.0 0.0 0.0 00 00
00 0.0 00 0.0 00
0.0 00 00 0.0 00
0.0 00 0.0 00 0.0
00 00 0.0 o.c 0.0
00 0.0 00 0.0 0.0
0.0 0.0 0.0 0.0 0.0

(Thousands of Dollars)

00 00 00 00 00
00 00 00 00 00
0.0 00 00 00 00
00 00 00 00 0.0
00 00 00 00 00
00 00 00 0.0 00
0.0 0.0 0.0 0.0 0.0

This bill amends the requirements for sex offense registration by adding the requirement of providing any electronic
messaging address or internet identifier or any change in this information, and amends the crime of failure to register as
a sex offender or child kidnapper accordingly. This bill is not expected to have a fiscal impact on the Agency.

Prepared by: Quinlan Steiner, Director
Division Public Defender Agency

Approved by Rachael Petro, Deputy Commissioner
Department of Administration

(Revisedl 11/19007 OVB)

Phone 907-334-4414
Date/Time 1/28/08 11 15 AM

Date 1/28/2008

Page 1of1l
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Representative Bob Buch

Repicsemulive Bub BucliO' legis -.tato ak us

MEMORANDUM March 14, 2008

| 0: Representative Jay Ramras

From: Representative Bob Buch
Subject: Proactive Policy Actions to Prevent Online Sexual Predation

In the House Judiciary Committee, you asked if there exists a way to proactively address the
problem of online sexual predation. Specifically, you wanted to know if it would he feasible to either
prohibit all rex offenders from internet use or in some way mark all internet identifiers belonging to
sex offenders so that all members of the public interacting with sex offenders online will know

immediately that they are communicating with sex offenders.

| discussed these concerns with Legislative Legal Services and have attached their memo on this
topic. Legislative Counsel does not recommend placing punitive provisions in a registration statute;
these kinds of provisions are more appropriately handled in sentencing, probation or parole statutes.
In addition, the US Supreme Court has ruled that registration laws cannot be "punitive" in nature;
they must fall, instead, under the public safety category in order to avoid constitutional challenges.
We will continue to research this issue to craft a bill that will pass constitutional muster.

I also called police departments around the state, and spoke to officers specializing in internet
crimes. lhey pointed out that to label sex offenders in their email addresses or other handle-type
monikers would provide a technological challenge, as well. Many internet sites provide specific
requirements as to the formal of such information. For example, some limit the number of letters
allowed to be used in instant messenger names or email address while others require the use of a
luirnhei or character in such names. Officers also raised concerns about an instance in which
duplicate addresses exist. When creating a new email address, for example, most email providers
will not allow a user to create a new email address that matches one already in use in the provider’s

system So, while the idea may be an attractive one. it would be incredibly difficult, if not

impossible, to implement

Siik ’he questions you laiscd aie complicated, and will require additional legal research and

tecimoiogic.il problem-solving, we propose that we research these ideas dining the interim and
address them m sepaiale piece ol legislation next session In the meantime, however, we do have the
ability to give parents and children much-needed protection under CSHB278. We request (hat the

Judiciary Committee pass the bill nut in ordei to give law enforcement this additional tool to stop the

sexual piedation ol our children

I ( Meir.bci'- i:I*e lleu’c Judiciary Committee
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Representative Bob Buch

Ropioscnl.ililo Boh Bui'holoitis suite ak us

MEMORANDUM

To: Representative John Coghill
From: Representative Bob Buch

Date: March 14, 2008
Subject: Clarification of the term “Internet Communication ldentifier”

In the House Judiciary Committee on March 13. 2008, you asked for a more complete definition
of the term "Internet Communication ldentifier.” Specifically, you asked what online
information this term encompasses and if this can be belter defined in HB 278.

In researching how other states have addressed this issue, law enforcement officers suggested we
consider Arizona’s registration law. Their language addresses your concern. The law defines a
required online identifier as “ electronic email address information or instant message, chat,
social networking or other similar internet communication name, but does not include social
security number, date of birth, or pin number." We believe that this language contains a better
description of the items we intended to include in our bill’s language while leaving enough room
for law enforcement and the Department of Public Safety to address the issues of new internet

communication technology as it becomes available.

We would therefore enthusiastically offer or accept amended language similar to that included
above to better describe the online information we believe sex offenders should be required to

register.

CC; Members ol the House Judiciary Committee
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MEMORAND UM March 13. 2008

Sex Offenders and the Internet (CSHB 278( ) "E" Version)

SUBJECT:

TO: Representative Bob Buch
Attn: Elizabeth Outten

FROM: Gerald P. Luckhaupt

Legislative Counsel”®

You have asked a couple of questions about CSHB 278( ). First, you have asked if the
legislature could bar a sex offender from using a computer or the Internet or using a
computer or Internet for certain activities or from accessing certain sites. | believe that
the legislature could do these things but not under the guise of sex offender registration.
The legislature would have to amend the sentencing statutes and the parole and probation
statutes to accomplish this. Restricting the use of a computer or the Internet, or
restricting an offender's access or use of certain Internet sites appears to me to be more
akin to punishment and would have to be imposed as part of the sentence imposed on the
offender or, at a minimum, as part of the conditions of the probation or parole an offender
might be serving." New York was considering a proposal to require probation and parole
conditions that restrict certain especially dangerous offenders from accessing certain sites
and allowing the imposition of those conditions for other offenders.

You have also asked about the use of the term "Internet communication identifier” in the
bill. When drafting the bill | was directed to utilize the Connecticut statute which had
recently been adopted. The term is utilized in the Connecticut statute.-” Federal law uses

" Indeed it may currently be possible for the Board of Parole to impose a condition
restricting an offender from accessing Internet sites used by children or social networking
sites provided they make a finding that it will aid the offender's reformation or

supcrvision.

2 The Connecticut Department of Public Safety has the following information on their

sex offender registry website;

Public Act 07-4 from the JUne 2007 Special Session requires 'any person
who is subject to registration under this section establishes or changes an

electronic mail address, instant message address or other similar Internet
communication identifier, such person shall, without undue delay, notify

the Commissioner of Public Safety in writing of such identifier'



Representative Bob Buch
March 4, 2008
Page 2

the term Internet identifier.1 Arizona creates and defines the term "online identifier*4and
requires a sex offender to register their required online identifier and the name of any
website or internet communication service where the identifier is being used or is

intended to be used.

GPL:Imb
08-057.Imb

'See the Adam Walsh Child Protection and Safety Act 0f2006.

4"Required online identifier" means any electronic e-mail address information or instant
message, chat, social networking or other similar internet communication name, but does

not include social security number, date of birth, or pin number."
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Child Exploitation via Technology Associated with the

Internet

Prepared for Representative Bob Buch
By Patricia Young, Manager

You asked for information on the prevalence of individuals using cyberspace for the sexual
exploitation of children in Alaska and across the nation. You also wished to know where in
Alaska such offenses are most frequently committed, how law enforcement currently addresses
this situation, and whether requiring sex offenders to register their online identifiers would assist
law enforcement in preventing or catching such predators. Additionally, you requested
information on the emotional consequences for children exposed to and involved in child

pornography

As you are aware, the phenomenally rapid expansion of communication technology has wrought
many societal changes, not all of them positive. Perhaps the most insidious aspect of
cyberspace is its potential for sexual predation. Sexual predators use the Internet, cell phones,
and other technologies as highly efficient and relatively anonymous k Is for communicating with
other offenders, for identifying and contacting children, and for memorializing and circulating

movies and images of children being victimized.
Data on Traffic in Child Pornography

The most comprehensive data on the prevalence of predation facilitated by Internet-related
technology comes from Flint Waters, special agent, Wyoming Attorney General Division of
Criminal Investigation and lead special agent for the Wyoming Internet Crimes Against Children
Task Force (ICAC). A recognized expert in the area of child exploitation via the Internet, Agent
Waters developed the software currently used to track computers sharing child pornography
through Peer to Peer (P2P) networks. He testified before the U S House of Representatives
Committee on the Judiciary on October 17, 2007, and before the Alaska House Judiciary
Committee on February 15, 2008 Much of our information comes from these presentations.
Also providing information were Sgt. Derek DeGraaf, supervisor, Computer and Financial Crimes

907-465-3991 Alaska Legislature State Capitol

907-465-3908 (fax) Legislative Research Services Juneau, AK 99801
w3 legis stale ak us/laa/research/resoarch.php



Group, Alaska Bureau of Investigations, Division of State Troopers, and Detective Kevin

Vandegriff, Cyber Crimes Unit, Anchorage Police Department.1

Because of the widespread access to broadband, or high-speed, Internet, the U.S. leads the
world in terms of volume of trafficking in child pornography. In terms of per capita prevalence,
however, the U.S. is seventh among countries. Our sources notr s that while the vast majority of
offenders are male, members of all social and economic backgrounds and all professions count
on the odds of Internet anonymity to engage in this behavior which is similar to a narcotic

addiction in the intensity of focus, need, and justification of risk.

Among states, Alaska has the highest per capita Internet use Although not ranked among the
highest in terms of the number of individuals trafficking in child pornography. Alaska's numbers
are high. File sharing of child pornography is occurring in virtually every community— both large
and small— in Alaska. Nevertheless, the density of traffickers corresponds largely to population

centers and broadband availability.

Prevalence of Peerto Peer Child Pornography Traffic in Alaska,
2004 - Present

IP Addresses Unique IP Unique Serial

Year Sharing Files Addressess Numbers
2004 87 53

2005 2,803 935 85
2006 4,545 1,507 491
2007 10,149 2.856 832
2008 843 327 108
Totals 18,427 5,678 1,516

NOTES Tracking began during 20u4 and reflects activity through mid-February 2000 The

ability to track serial numbers was implemented iri late 2005.
Numbers of IP addresses Jo not correlate closely with the number of individual computers
or the number of individual users since many Internet Service P, oviders (ISP) assign a

number randomly each time a user logs-on
Experts consider the number of unique serial numbers to be lo.v since they capture serial

numbers in only about halt ol their operations Furthermore, only Peer to Peer (P2P) network
sharing ot child pornograph is reflected, similar activity conducted through the use of
chatrooms, social networks, cell phones, or other Internet-related technologies is not here

addressed
SOURCE The algorithm developed by Special Agent Flint Waters, Wyoming Attorney

General Division ot Criminal Investigation and lead special agent for the Wyoming Intern!
Crimes Against Children (ICAC) Task Force, presented to Alaska House Judiciary Committee.

February 15,2008

As you can see from the table, the program developed to trace and idt tify P2P transactions of
child pornography has identified more than 1,500 unique computer serial numbers in Alaska
containing such material. This number is low, however, in that serial numbers are captured in
only about 50 percent of investigative operations. Further, as each of our sources emphatically
underscores, these numbers reflect such activity on only one small part of the Internet— only one
of the burgeoning ways of sharing such images and movies. As noted by Agent Waters in his

brief for the U S House Judiciary Committee,

’ Sgt, Derek DeGraaf can be reached at 907 271 3220. Detective Kevin Vandegriff can be reached at 907 786 2683.
Attachment A is a brief prepared by Agent Waters for presentation to the U.S. House Judiciary Committee on October 17,

2007. In"Child Sex Crimes on the Internet." he documents the widespread use of Peer to Peer (P2P) networks to traffic

in child pornography and describes the methodology being used in P2P investigations

legislame Research Report 03 145 February 2. 2008— Page 2
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[The data] originate from a single P2P network, one of many used daily on the
Internet. . . . [They apply] to one P2P system where child sexual abuse movies
and images were presented to undercover law enforcement throughout the
world. [They do] not include traders using email, chat, social networks [such as
MySpace and Facebook], news servers or paid and free web sites. At most it
can be seen as a bare minimum of the trafficking of child sexual exploitative

materials.

During recent presentations, Agent Waters noted that two separate federal studies have
concluded that 80 percent of offenders serving time on federal child pornography charges had
themselves molested children. At sentencing, these offenders were known to have molested 210
children; the studies revealed that, in actuality, more than 3,000 children had been physically
victimized by this group of perpetrators serving time for child pornography. A third study,
conducted through the University of New Hampshire and funded by the National Center on
Missing and Exploited Children and the U S. Department of Justice, found that 40 percent of child
pornography possession cases also included some form of hands-on child sexual victimization.
Based on the findings of such studies, agent Waters concludes that at least 30 percent— but
possibly between 40 and 80 percent— of individuals who possess and trade child pornography

are also contact offenders.

Assuming that a unique serial number represents a single individual and that 30 percent of the
1,516 child pornographic collectors using P2P networks in Alaska engage in contact abuse, then
more than 450 of those individuals would likely be hands-on abusers. Calculated at the 40 to 80
percent rates found in the studies noted above, the numbers would reflect approximately 600 to
1,200 persons actively preying on children. Again, these numbers reflect only a small portion of

similar Internet-related activity.

As Agent Waters points out, although the software identifies traffickers in child pornography, law
enforcement officials involved in this issue consider the investigative tools primarily as an
opportunity to get into the homes of potential predators. Without doubt, these individuals are
collecting and trading images; the tools, though, lead to "huge" numbers of children actively

undergoing abuse and in need of rescue.

As some of the nation's most prominent and respected experts on child victimization have
documented,

Although the stereotype of Internet crimes involves unknown adults meeting
juvenile victims c tune, Internet use can also play a role in sexual crimes against
minors by family members and acquaintances. Data were collected from a
national sample of law enforcement agencies about arrests for Internet-related
sex crimes against minors Family and acquaintance offenders were nearly as
numerous as offenders who used the Internet to meet victims online. They used
the Internet in various ways to further their crimes including as a tool to seduce or
groom, store or disseminate sexual images of victims, arrange meetings and
communicate, reward victims, or advertise or sell victims."

Sources agree that the problem— in both scope and enormity— is staggering

' Kimberly J. Mitchell, David Fmkelhor, jnd Jams Wolak, University ol New Hampshire, ' The Internet and Family and
Acquaintance Sexual Abuse," Child Maltreatment, vol. 10, No 1, February 2005, pp 49-60 We include a copy 0l the

article as Attachment B
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Registration of Online Ildentifiers

Although requiring sex offenders to register their online identifiers may present administrative
challenges, the concept is supported by law enforcement personnel. These officials note that
while many sexual predators using the Internet are increasingly sophisticated in eluding
detection, many are not. If through any method, law enforcement apprehends a known sex
offender who is exploiting children via cyberspace, and the online identifier is not among those
registered, then there exists one more charge with which to possibly convict and incarcerate the

offender.

Trauma

Researchers as well as parents, clinicians, and policy makers are concerned about the impact of
child pornography circulating on the Internet. Concerns focus not only on the children who are
victimized and whose images are circulated but also on children who are exposed to such
material. The evolving nature of Internet-related technology continually allows for a more rapid
and wide circulation of such images. As such, the trauma may be compounded as well.
Research on the issue is relatively new, and authorities on child abuse note that important
theoretical questions— for example, how Internet exposure may affect the formation of sexual

interests— have yet to be answered. '

Among the studies we reviewed, we found high levels of distress, guilt, and fear often cited as
reactions to unexpected and possibly extreme images presented through the close and intimate
medium of a computer screen.4 Researchers have found that in cases of online sexual
solicitation, the risk of distress is more common among younger children, among those who
receive aggressive solicitations (that is, where the solicitor attempts or makes offline contact), and
£ nong those who are solicited on computers away from their own homes.5

For children whose abuse has been memorialized and circuiated, children who may be bought
and sold— even if such children are rescued, those children will always know that any computer
may be storing or displaying the most horrific events of their lives at any time for anyone,
anywhere to see— any current or future family member, any friend, colleague, or casual
acquaintance. And as our sources point out, traders often collect and share images of specific
children, identified by name. In many regards, this will be abuse that never stops

Looking at the effects of sexual abuse in general— that is, not specific to online abuse— numMerous
studies document the high incidence of childhood sexual abuse among sex offenders. David
Finkelhor, Ph.D., director of the Crimes Against Children Research Center, codirector of the
Family Research Laboratory, and a professor of sociology at the University of New Hampshire is
one of the country’s leading experts on child sexual abuse. According to Dr. Finkelhor. studies
generally show that between one third and one half of all offenders were, themselves, sexually

' Mitchell, el al., "Inventory of Problematic Internet Experiences Encountered in Clinical Practice,” p 501

*Kimberly J Mitchell. Kathryn A. Becker-Blease. and David Finkelhor. University of New Hampshire, "Inventory of
Problematic Internet Experiences Encountered in Clinical Practice.” Professional Psychology Research and Practice.

2005, Vol. 36. No 5. pp 493-509

Kimberly J Mitchell, David Finkelhor, and Jams Wolak. "Risk Factors lor and Impact of Online Sexual Solicitation of
Youth.” (Reprinted) JAMA, June 20, 2001, Vol 285, No 23. pp 3011-3014
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abused as children.” Studies also show that as many as 60 to 80 percent of adult sex offenders
began offending as juveniles or adolescents; that sexually aggressive behavior escalates; and
that by the time of apprehension, most offenders have committed numerous sexually abusive

acts

Data collected by Dr. Finkehor and others suggest that the incidence of child sexual abuse, in
general, is alarmingly high, and that boys are victimized nearly as frequently as girls:
approximately one in four girls and one in five to seven boys are sexually victimized by age 18.
Nevertheless, approximately 90 percent of the apprehended adult sex offenders are ma' Thus,
although many offenders have been victims, it is not likely that most victims become offenders.

Sharon Araji, Ph.D., professor of sociology, University of Alaska, Anchorage, and an authority on
how sexual abuse in childhood affects adult development, stresses that although not everyone
becomes a perpetrator, no one escapes the trauma of being victimized as a child Dr Araji and
others agree that gender is significant in the manifestation of trauma associated with child sexual
abuse: abused males have a far higher risk of becoming sex offenders than ou females; females,
on the other hand, tend to become lifelong victims— susceptible to rape, domestic violence, drug
and alcohol addiction or other substance abuse. Furthermore, women who have been abused
as children are generally less capable of preventing their own children from being sexually

abused— thus perpetuating the cycle.

W hat's Being Done

In Alaska, while local police departments respond to reports of chila pornography, most proactive
efforts specifically directed at this particular issue are found within the Alaska State Troopers
(AST) and the Anchorage Police Department (APD), where officers are trained in addressing this
type of crime. The AST Computer and Financial Crimes Unit is comprised of one full time and
two part-time investigators. The Cyber Crimes Unit with APD is made up of the supervisor, two
online investigators, and three forensic investigators. Additionally, the University of Fairbanks
has a part time investigator on campus, and U.S. Immigratio: s and Customs Enforcement (ICE)

has two investigators.

In 1998, the Office of Juvenile Justice and Delinquency Prevjntion within the U.S. Department of
Justice created the Internet Crimes Against Children (ICAC) Task Force Program to help law
enforcement agencies develop ways to combat cybercrimes against children. Alaska belongs to
one of at least 59 regional ICAC task forces Federal participants include the Federal Bureau of
Investigation (FBI), the Immigration and Customs Enforcement (ICE), the U.S. Postal Inspection
Service, and U.S. Marshalls Service Advocacy groups such as the National Center for Missing
and Exploited Children participate, as do state and local law enforcement agencies. As noted
previously, Agent Flint Waters is the lead special agent for the Wyoming ICAC task force, and he
was in Alaska through ICAC funding for the Anchorage Police Department to train law

Some studies have shown much higher percentages In "Victim to Victimizer." Journal of InterpersonalVioIence,
September 1989. p 326, Gail Ryan ot the Kempe National Center for Prevention and Treatment of Child Abuse and
Neglect referred to studies showing that as many as 70 to 80 percent of adult sex offenders were sexually victimized as
children (Groth and Freeman-Longo 1979; Long, 1982. Kline, 1987) Fay H Knopp commented in Retraining Adult Sox
Offenders Methods and Models (orwell, VT Safer Society Press. 1984). p 53. that among sex offenders sexual abuse
during the development years is reported from a low of 20 percent to a high of 100 percent

Numerous other problems including multiple personality disorders depression , promiscuity, and a propensity for
suicide have been documented as attributable, at least in part, to sexual abuse during childhood
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enforcement personnel in the use of the P2P tracking software and the tools that can convert
computer serial numbers to physical locations. Because the tools can also reveal the frequency
with which traders operate, law enforcement officers can prioritize their efforts to target the most
serious offenders first. When the tools are coupled with an efficient process for obtaining search
warrants, law enforcement officers can intervene, and because the evidence is present at the

location, conviction is relatively straightforward.

According to Detective Sgt. Ron Tidier, supervisor of the APD Cyb  Crimes Unit, the unit
averages at least one arrest each week on this issue. But with the magnuude of the problem and
the level of available resources, there is no possibility that law enforcement will be able to "arrest

ourselves out of this problem."

Good News and Bad News

The following are excerpts from Agent Flint Waters’ comments before the U.S. House Judiciary
Committee on October 17, 2007.

The good news is we know how to find these predators: they're just a subpoena
away from arrest and prosecution.

The bad news is that while my task force and the ICAC network can tell you how
to interdict tens of thousands of sex predators tomorrow, the vast majority of
these leads will never be invesngated. In fact less than two percent of these
crimes we know about are investigated for sheer lack of resources. Most of

these victims will not be rescued.

We are overwhelmed. We are underfunded, and we are drowning in a tid; | wave
of tragedy. We don't have the resources we need to save these children.

The price we pay for coming up short will be measured in children lost.

We hope this information is useful Please contact us if you have questions or need additional

information.
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Flint Waters, “Child Sex Crimes on the Internet,” Prepared for the U.S. House
Judiciary Committee, October 3, 2007



Slate ot WWyoming Attorney Ger™-a)

Child Sex Crimes on the Internet

Prepared for: House Judiciary Committee
Prepared by: Flint Waters, Special Aoent, Wyoming Attorney General Division of Criminal Investigation

October 3rd, 2007

stale ol Wyoming Attorney General 316 West 7n<l Street Cheyenne WyomingWOO"  T307 777 7-8L F 307 777 73Hh



hfa*?

State ot VWyoming Attormey General

Overview

The statistics herein come from documented observations of one particular type of technology being used to facilitate

child exploitation globally. Therefore, at most, the staggeiing numbers reported reflect a small portion of the severity of
this problem given the growing form of predation facilitated by several types of technology associated with the internet,
Prior efforts to measure the use of technology in child exploitation have proven difficult due to the complexity of the

systems leveraged oy Internet predators. However, this report is able to provide some clear insight into the use of Peer to

Peer r c-iworks in this type of crime.

Approach
Investigators deploying software written by the State of Wyoming have identified a vast network of traffickers who have

distorted the original uses of Peer to Peer (P2P) networks to feed their own needs. The tactics being deployed by law

enforcement have resulted in the identification of staggering numbers of individuals trading child sexual abuse movies

and images.

Introduction

This report is presented by Flint Waters. Lead Special Agent for the Wyoming Internet Cnmes Agamst Children Task
Force. (ICAC) Agent Waters is the hands-on supervisor of a team of investigators tasked with interdicting child predators
for the State of Wyoming. He carries a daily case load alongside state and federal agents in the Wyoming ICAC Task
Force. Agent Waters is the author of the software used in Operation Peer Precision and has trained law enforcement
trom around the world. He has been recognized as an expert in Internet Child Exploitation in state and lederal court and

has previously testified before congress

Estimates
The details you are about to review ongmate from a single P2P network, one of many used daily on the internet These

details relate to just one small corner ot the internet tapplies only to one P2P system where child sexual abuse movies

and images were presented to undercover law enforcement throughout the world This data does not include traders

using email, chat, social networks, news servers or paid and free web sites. At most it can be seen as a bare minimum

of the trafficking of child sexual exploitative materials.

Congressional Testimony Wyoming Special Agent Flint Waters
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Just One System

During undercover operations officers are presented with, the same search results viewable by the predator using the
system in their home. These results contain hundreds if not thousands of images of child sexual abuse ar.d are a virtual
menu of movies depicting the brutal rape of children as young as infants. Based on the preference of the user,
downloads car; focus on children being tied up, abused by adults, forced to have sex with animals or any combination

thereof.

Investigators can dowi .load thirty minute movies complete with sound where an adult is forcibly penetrating a child. The
user can listen to the child cry out for help as the video permanently memorializes each horrifying moment.

Problem Scope
The software used on this particular network maintains a unique serial number for each installed system. During

undercover operations, investigators track these serial numbers to get a global perspective of individual users.
Previously, investigators could only document the Internet Protocol addresses (IP) of these users, however, since IP
addresses are dynamic and subject to frequent change, it is difficult to get a conclusive picture of the volume of individual

trafficking.

With that in mind, the following chart represents the number of unique users identified trading child sexual abuse imagery
in 2007. The numbers for each month represent one software application on one P2P network. These are only the U.S.

offenders found by law enforcement during undercover operations.

Congressional Testimony - Wyoming Special Agent Flint Waters
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Distinct P2P Use
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Unique Traders

In the chart labeled Distinct P2P use we can see that over forty-nine thousand unique systems were found trading child
sexual abuse imagery in August. 2007. That number represents the latest statistics available at the time of this report

and we can see a continuing trend in the increase of this activity even though lav. enforcement has been trying to disrupt

this system for three years.

The monthly totals listed only depict unique use during that month In most cases these users were also reflected in prior

months. A review of the complete seven month period reveals 193,626 unique computers in the United States located
by lav enforcement trafficking child sexual abuse imagery. This ability to track serial numbers was implemented in late
2005. Since that time we have identified 377.044 unique serial numbers related to this activity.

We should note that individuals using two computers or who purchase a new computer will be reflected twice in these
numbers. Simply upgrading the software does not change this senal number for the application reported, in Wyoming,

we have seen only two cases out of over 100 search warrants served where ai individual had two serial numbers

associated with their activity.

Impact
The impact of these traders on law enforcement's ability to respond has been catastrophic. This one small segment of

the internet has caused the investigative and forensic infrastructure to be overwhelmed, n Wyoming alone we are

behind over eight hundred ("'d) search warrants. With Wyoming being the smallest state by population, it is not difficult

to imagine how these offense.-, have crippled much larger jurisdictions

Congressional Testimony mWyoming Special Agent Flint Waters



Growth

In Wyoming we send process on each IP address found during these undercover operations.

State ot Wyoming Attormey General

Resulting records allow us

to match the number of new IP addresses to the number of new individuals trading child sexual abuse material in

Wyoming.

Unique IPs
New Suspects
% of Unique IPs

Wyoming growth

Unique IPs
Jan Feb Mar
107 139 139
29 42 48
27.1% 30.2% 34.5%

50

Jul
New Suspects

Apr May Jun
140 113 114
50 50 42
35.7% 44.2% 36.8%

Congressional Testimony Wyoming Special Agent Flint Waters
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The steady increase in Wyoming has continued to tax an already overwhelmed system We have specific records that
demonstrate how many IP addresses refer to specific individuals. Over the first six months of 2007 we were able to

show that the nine hundred twenty one (921) unique addresses related to three hundred and six (306) individuals.

There have been 1.519,791 unique IP addresses identified in the United States. If the breakdown were constant with the
results in Wyoming that would indicate 504,947 individuals identified throughout the United States in the last three years.
This is a rough estimate but again, it only pertains to one of many P2P systems and does not include other methods of

trading child sexual abuse material

Methodology
Conducting the undercover portion of these P2P operations is fairl simple. Investigators use the search terms known to

law enforcement to identify advertised child sexual abuse material. The investigator then initiates downloads and starts
to identify IP addresses. Be examining these addresses the investigator can see where an offender is located. >nis

allows each investigator to focus their efforts within their own jurisdiction.

Once an offending computer has been identified in the local |urisdiction the investigator may download child pornography
directly from the suspect computer As this progresses the investigation is documented and memorialised through
software applications, investigator™ will also check the reported IP address for involvement in previous activities related

*0 child sex cnmes. Often records will be found associating the address with other inves'inations

Once criminal conduct is confirmed the investigator sends process to the Internet Service Provider (ISP). This request

will attei npt to identify the physical address associated with the IP address. Most frequently this will match a residence

or business with a paid internet account If the ISP has records the investigator can continue the investigation.

investigators will then research the location provided, investigators will attempt to identify the occupants as well as

immediate risks to children. Criminal history information will be obtained if available to help establish the priority of ihe

investigation

Once all background material has been reviewed a decision to apply for a search warrant will be made if a warrant is

appropriate ar application will be submitted to a local or federal prosecutor. If approved, the application then goes

before the appropriate judge If signed the investigators have a limited amount of time to execute the warrant and seize

any evidence found

interviews may be conducted pursuant to the investigation. All digital evidence will be submitted for forensic

examination Depending on the evidence and the potential for risk to individuals an arrest may be made during the

execution of the warrant

Rescues
These P2P undercover investigations have resulted in the rescue o' many children

Congressional Testimony Wyoming Special Agent Flint Waters






Attachment B

Kimberly J. Mitchell, David Finkelhor, and Janis Wolak, University of New
Hampshire, “The Internet and Family and Acquaintance Sexual Abuse,” Child
Maltreatment, Vol. 10, No. 1, February 2005, pp. 49-60



The Internet and Family and
Acquaintance Sexual Abuse

Kimberly J. Mitchell

David Finkelhor

Janis Wolak

University of New Hampshire

This article explores the dynamics of cases involvingfamily
and acquaintance sexual offenders who used the Internet to
commit sex ciimes against minors. Although the stereotype of
Internet crimes involves unknown adults meetingjuvenile
victims online, Internet use ran also play a rote in sexual
mmes against minors by family members and acquain

lances. Data were collectedfrom a national sample oflaw en

forcemeat agencies about arrests for Internet related sex
<rimes against minors. Family and acquaintance offenders
were nearly as numerous as offenders who used the Internet to
meet victims online. They used the Internet in various ways
tofurther their crimes including as a tool to seduce or groom,
store or disseminate sexual images of victims, arrange meet-
ings and communicate, reward victims, or advertise or sell
victims. Prevention messages and investigation approaches
should be revised to incorporate awareness ofsuch cases and

their dynamics.

Keywords: Internet; sexual abuse; offender; youth; family,
acquaintance
T h , Internet and its related technology is trans-

forming many domains of social life, so thete is every
reason to believe that it will Itave an elicit on child
maltreatment aswell. Thus fat, the predominant con-
icrn about the Internet and child maltreatment has
involved online meeting ciimes in which, stcrco-
tvpically, adult strangers have used the Internet to
meet and develop abusive relationships with vulner-

able youth.
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However, the Internet may have also affected the
nature and dynamics of sexual abuse that occurs at
the hands of nonstrangers including family and
acquaintance sex offenders in anumber ofways. First,
the availability of digital photography and the market
for child pornography on the Internet may have made
the p: oduction and online distribution of child por-
nography a more frequent component of abuse by
family and acquaintance offenders. Second, the avail-
ability and ease of online communications may allow
some acquaintance offenders to bypass parents and
other caretakers to develop abusive relationships with
potential victims that they could not have achieved
with face-to-face contact. Third, to. Internet may pro-
vide new opportunities for family and acquaintance
offenders lo seduce children and adolescents for
abuse, including new wavs of bringing sexual topics
i.ito interactions and exposing i hildren to sexual im-
ages and materials.

Family and Acquaintance Sex Offenders

Children and adolescents arc more victimized
than adults (Finkelhor, 1997; Hashima k Finkelhor,
1999). This is partly because of their dependency sta-
tus that results in little choice asto whom they associ-
ate with. In other words, children who live in violent
families ot violent neighborhoods typically do not
have the ability to leave these environments. Child vie-
timization in the form of sexual abuse in partictilai
has been an important loins of study loi several

\inh*»i\' Note I Ilit* |)tu pose* of lompliame with Set non 507 nl
PI. 101%208 (the Sievens _m,emlmeﬂt}. le.idnx .lie aavised licit

ol |Ik*fundsfm ilns pioj'iam .ne <lelived liom ledeial soiik €S
(Office nfjuvenile* |ttMire & Deluupienrv Prevention) Hie total
amount id'ledet.i) funding involved is $50*L,117
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decades prior to the existence of the Internet. Most
offenders in non-Internet, or conventional, child sex-
ual abuse cases perpetrate their crimes against vic-
tims within their own families or with whom they are
acquainted (Finkelhor. 1997). Children younger
than the age of 12arc dependent on their caregivers,
and, as such, most of the sexual abuse occurring in
this age group is by family members. As children grow,
they develop more connections with people outside
of the family unit, and abuse at the hands of per-
sons outside of the family, such as acquaintances and
peers, increases.

Current Article

The current article will use a sample of acquain-
tance and family sex offenders identified in a study of
Internet sex crimes against children to explore mid
illustrate how such offenders used the Internet. Spe-
cifically. this article will examine offender, victim, and
case characteristics from a national sample of cases
involving arrests made for Internet-related sex ci imes
against minors. Data will first address what proportion
of arrests for Internet sex crimes against minors were
committed by family and acquaintance offenders and
compare this to the numbers of cases involving the
more publicized online meeting crimes. Next, of
fender and victim characteristics will be examined
between offender groups (i.e., family versus acquain-
tance offenders). Then, using acombination of quali-
tative and quantitative characteristics, we will explore
the different ways the Internet is used by family and
acquaintance offenders, the types of sexual assaults
that ot< urred, and the aggravating features of the
crimes contrasted between the two offender groups
Finally, case outcomes in terms of convictions of of-
fenders and mental health referrals for victims will he

examined across groups
NationalJuvei. le Dnline Victimization (N-Jt)V) Study

The N-JOVSiudv was undertaken to obtain a sense
of the scope and types of law enforcement activity in
this area and to serve as a baseline for monitoring the
growth ot Internet sex crimes against minors and
related law enforcement activities.

because Internet sex ciimes against minors are a
recent phenomenon, data about (hem have not been
gathered in a national study The NJOV Study is the
liivt national re,scare h project to systematically coiled
data about the number and characteristics of arrests
lor Internet sex crimes against minors, and it had
three goals:

¢ to estimate a baseline number of arrests during a 1-
year period so that the giowth of these cases in the
ci ceninal justice system can be measured in the future,

e toprovide astatistical portiaitofthe characteristics of
Internet sex crimes against minors and a description
of how they are handled within the criminal justice
system, and

¢ to organize the variety of cases into atypology useful
(or tracking and analysis.

METHOD

A'-JOVSample and Procedure

The N-JOV study collected information from a
national sample of law enforcement agencies about
the characteristics of Internet sex crimes against
minors and the numbers of arrests for these crimes
during a 1-year period. The goals of the methodology
were to construct a representative national sample of
law enforcement agencies that would give an overall
picture of these crimes in the United States, under-
stand how these cases emerged and were handled in a
diverse group of agencies, and obtain detailed data
about the characteristics of these crimes from well
informed, reliable sources.

Law enforcement investigators were interviewed,
because investigators have been in the forefront of
identifying and combating these crimes and arc the
best sources of accessible, in-depth information about
their nature. A locus was plated on cases that ended in
arrests rather than crime reports or open investiga-
tions, because cases ending in arrests were more likelv
to involve actual crimes; had more complete informa-
tion about the (rimes, offenders, and victims; gave a
clear standatd for counting cases, nd helped avoid
interviewing multiple agencies about the same case.

First, a national sample of 2.574 state, county, and
local law enforcement agencies was surveyed by mail
asking them il they had made arrests in Internet
related child pornography oi sexual exploitation
cases. Detailed telephone interviews were then con
ducted with investigatots who had such cases. The
methodology was modeled after that used in the Sec
ond National Incidence Studies of Missing, Abduc-
ted, Runaway, and fhrowawavChtldien (NISMAR |
2) to survey law enfoicemeiit agencies about child
abduction cases (Sedlak, finkelhor, Hammer, &
Schultz, 2002).

F.ighty-eig't percent oi the agencies (n - 2,270)
responded to the mail surveys. Seventeen percent of
the agencies >;i - 083) that responded repented 1,723
arrests. To be eligible, cases had to (a) have victims
younger ilian 18; (I>) involve attests between |uly I,
2000, and [one 30,2001; and (c) he Internet related
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Cases were Internet related if any of the following cri-
teria were met; (a) An ofi'ender-victim relationship
was initiated online; (b) an offender who was a lamii)
member or acquaintance ofa victim used the Internet
to communicate with a victim to further a sexual vic-
timization or otherwise exploit the victim; (c) a case
involved an Internet-related, proactive investigation;
(d) child pornography was rec J or distributed
online or arrangements for receiving or distributing
were made online; or (e) child pornography was
found on a computer, o112 removable media such as
floppy disks and compact disks, as computer print-
outs. or in adigital format.

We designed a sampling procedure for case-
specific interviews that took into account the number
of cases reported by an agency so that we would not
unduly burden respondents in agencies with many
cases. If an agency reported between | and 3 Internet-
related cases, we conducted follow-up interviews for
eveiy case. Eightv-Hve percent of the responding
agencies were in this group. For agencies that re-
ported more than 3 cases, we conducted interviews
for all cases that involved identified victims and sam-
pled other cases. (The term identified victims denotes
victims that were identified and contacted by law
enforcement in the course of the investigation.) Fo:
agencies with between land 15 cases, approximately
half of the cases (hat did not have identi®ed victims
vvete randomly selected for follow-up interviews. In
agencies that reported mote than 15 cases, approxi-
mately one quartet ofthc cases with 110 identified vie
tuns were randomly selected. In some agencies, we
could not find out which cases had identified victims,
so we sampled from all cases, using the sampling pio-
cedure described above,

Of the 1,723 cases repotted by law enforcement.
37% (n = (>46) were not selec ted for the sample and
16% in ~ 281) were ineligible thus resulting in 790
t ases in the sample. Ineligible sampled i ases were not
rcplac etl m the sample, because one studv goal was to
estimate annual numbers of anests lot wliic li we used
statistical weighting procedures that required non-
replacement. O f these 790 cases, 79% (@1 - 630) of the
telephone interviews were completed by six trained
interviewers between Ociobei 2001 and July 2002. Of
those not completed, 139t involved investigators that
did not respond to requests for interviews, 3%
involved respondents who refused to he interviewed,
and 5% involved duplicate cases o1 cases that could
not he identified A total of 18 completed inicivicws
weie duplic ale cases and ilins chopped from the data
set thereby resulting in 61- completed interviews.
I he present ailicle examined a suhsample of 126
arrests 11 which oliendcrs had prioi relationships
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with their victims, cither as a family member or an
acquaintance.

Weighting Procedures and Prevalence Estimates

A statistical technique called weighting was used to
estimate annual numbers ofarrests involving Internet
sex trimes against minors in a 1-ycar time frame
within the United States. Weighting takes into
account sampling procedures and nonresponse to
allow use of the data to project estimated annual
attest totals with 95% confidence that the accurate
number will fall within a specific range. Four weights
were constructed to reflect the complex sample
design. First, each case was given asampling weight to
account for the probability of selection to both the
mail survey and telephone interview samples. The
sampling weights were adjusted for agency
nonresponse, case-level nonresponse, duplication of
cases among agencies, and arrests by one federal
agency that did not participate in case-level inter-
views. Second, primary sampling unit weights were
created to account for clustering within each of the'
three sampling frames. Third, stratification weighLs
were computed based on the different sampling strat-
egies for each frame. Finally, finite population correc-
tion factors accounted for the sampling being con-
ducted without replacing ineligible cases. (More
detailed information about these weighting proce-
dures is available at hu p ://www.unh,cdu ccrc. pdf

N-JOVmecth.pdf)
Measures and Definitions

Qases involving family and acquaintance offenders
arrested lor Inlet net-related sex crimes against
minors were defined as those in which the offenders
were known to their victims as family members or
face-to-face acquaintances prior to the crimes the\
committed (i.e., they did not first meet online) and
who used the Internet in some capacity during their
crime.

flic vietims desmbed in this attic le were primatv
victims In more than half of the cases (5-1%), thcv
were the only victims involved ill current crimes.
| weiitv-five percent o| the cimies had 2 victims, 14%
had 3 to 5 vietims, .mil 6% had 6 .1 mote victims In
cases with multiple victims, the primary victim was
chosen for follow-up based o1: the following liter
arclial criteria: (a) the victim who used the Internet
diiec tlv. tb) the victim who wax the most set ionxlv vie

Ollioi vatiables used throughout ibis article were
pan ofa survey developed for this study Questions
weie developed through interviews and consultations
with law eiilottemcni. Completed surveys were also


http://www.unh
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pilot tested with police before the actual data collec-

tion began. These questions covered anumber of dif-

ferent aspects of the case including how the case was
initialed, specific case characteristics, offender char-
acteristics. victim characteristics, and case outcomes.

RESULTS

Number of Arrests

An estimated 460arrests (95% confidence interval,
435-485) were made in the United Slates for Internet-
related sex crimes against minors involving family and
acquaintance offenders in the I|-year period begin-
ningjuly 1,2000. This represents 18% of all arrests fot
Internet sex crimes against minors, \ liich constituted
approximately 2,577 arrests in the same time frame
(Wolak, Mitchell, & Finkelhor, 2003). Arrests of fam-
ily and acquaintance offenders represented approxi-
mately half of all Internet crimes against identified
victims (39% of all arrests) witli the other half repre-
senting offenders who used the Internet to initiate a
relationship with the victim (i.e., Internet-initiated).
Other Internet-related sex crimes against minors
identified in this study included Internet solicitations
to undercover law enforcement posing online as
minors (25% of arrests) and Internet child pornogra-
phy possession or distribution (36% of arrests; see
Wolak, Finkelhor, & Mitchell, 2004, for more details
on these other Internet-related sex crimes against
minors).

Offender and Victim Characteristics
Across Offender Croups

Offender demographies. All but 1% of offenders weie
male (see Table 1). Most offenders were 26 years of
age or older (87%), and most were non-Mispani<
Whites (95%). Fifty-one percent had annual house-
hold incomes between $20,000 and $50,000 with 19%
having incomes greater than $50,000. There was a
range of highest education levels with 36% being high
school graduates and 35% having at least some col-
lege experience. Twenty-fom peicent lived in subm
ban neighborhoods, and an additional 46% lived in
small towns oi rural areas. Thinv-ihioe percent were
single and never married, 35% were married, and
17% divorced. More than three quarters of offenders
worked full-time (78%) with 9% unemployed.

Some differences existed between family and
acquaintance offenders on the above demographic
charac teristics. More family offenders were from
small towns, whereas a greater proportion nl at quain
lances lived in mhan locations. Mote acquaintance
offenders had |<bs that provided them with a<eexs to

TABLE L Offender Demogragmc Characteristics
(Unweighted ~
il 2, A,
it 1 I
¢ Civ o
Qmuviti Clivainsts %G () )
Gengﬁr 99(123)  97(49)  100(74)
Female 11(3) 3&3) 0 {0)
Youn er llian 18year* nd 5(6 0(0 8 f

1810725 years old « E g( 6
20 tn 19yearsod 43 4312 .3(3)3
-H vears 0r older 44 (51 46 (21 43 (.30

Race/ethnicitv.
Non-Hispanic While 95 (115)  97(49) 93 10m
Hispanic White 31 2(2) 4(5)
Non-Kispanir Aliiran

Amerlcan 1(3t 11 2(2

Asial _ () 0(0 1t
GeogrthlcaI location*

Shutan AT v %8}

upurban

Urban 21 (31 1318 21(23

Rural [l (14 13(1 10 72)

Large town 10 116 1o 9 (10)
liighesi education’

'd nut f|n|sh high school 9 (14 [ 4% 12 (101
High school graduate 36 (38 45 (1 29 (20
Somme college”education 18 (28 20 (12 17 (16
College graduate 12 (19 o( 17(14
Postcolle?e degree 5 (6 010 U (6
Techmca naming 6 (5 9(3 412

ont know 14{16) 17 1) 12(6

Eme | mrm

ull 18 (197 12139 83(38)
Unemployed 9(11 13t0 55
In school 5 72) | U t%) 1
Part-time o (10) 2 8
(R)th( disable, 5 (3L (3 010

er (eg. disable

lilist U%tﬂ 1 6? 512 4 l{
Don't know 13 3(3 0(0
oh p_|0V|drd airessin

children** oA 5(3) 23(19)

-tousrhold annual immne ,
s Jn ol
0
%58 088 m%gg oﬂo 14 (20 1319 185 |
More than $80,000 St 1l h
Don't know 13(15) I8 12071
tamal status*** ,
Single, nevei maineil 30 1 mb 50 (38
Mmnet! 3¢ 13 58 130) 18(13
Divonctl 1712 10(7 22(15)
laving wnli a (MIIICI «(0 6 (1 5(15
Sepaialetl 3(1 9 % 2(2
Widowed 33 0.0
InnI know 2( 0l lit)

()1 osand rh)ercentages m.n inn tie 8|mm| mmal hrt anse irsulis
I|e we|ghted| leffect selet turn pm rP habilities, and snme <ases have
innie 1hlineiire flian ntlieis. Srime percentages may mil add in
(IIIt Because nl immding

|ssm\gagata reP ent |mne dﬁha \b> \rm anton dunum
vauaue examined ami (min |n ie non3|gn

of[< Hi *o/<" Il **//< 001
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TABLE 2. Victim Demographlc Characteristics
(Unweighted n=126)
Alt Inmitv Art/iitiinlanrr
Victim Victims Victims
(@hiurif'lilnl - (I'lunrighint  tUnwnghtr/t
) - 126) - f n- 74
Victim ("hiiitulnnlu | % In) % hi) % iny
Relationship r>ollentler ,
F.inulv member 4(52)  Kill (52)
Adult relative (grand
paicni, unde,aunt) 18 (14 4011 |
Parent J(16 21 (16
Steppaiem g (ll 19D
Parent sintimate patmet 8 (9 18
Juvenile relative s1(1 1(1
Legal guardian <1l 1(1
Acquaintance 56 (/4) 100 (74)
Neighbor nr member
ul ommurur 16(17) 29 (17)
Friend or relafive cif
uvemlr Itiend 21 2(1
eacher _ 9( 10(10
Family friend nr friend
il parent 7(10) 13 (10)
Leader or member of
mth organization/
4(7) 7(7)
Empll<oyerfor etre 20
worker of victim 4
QOther %(outh inown ®
inyictim 2(4) 4
Bi<atin | (& 2(.
Babvsittei 1(3 2(3
Other 2 20
Demngtaphics
(lender***
Female 10 585 93(47)  5L(38
\ (l;/lale 30 141 1(5) 49 (36
3yearsold oi youtiget ~ aiti | (5
3109 veacljsoa, ! g gl 8£<!,} 2%
6 to 12 years old 1 70 (.31 5 52
13 tol Q/ears old 18 (.55 18 (11 1115
Kate ethnuil
Non Hispanic U lute 95 (116) ~ 99(5) 0L 115
Hispanic Winir 3(5) 0(0) 5 (51
Non H|s?an|| Aliic.in
Amentan 121 0(0) 2:2)
\ineman Indian oi
Mask,in Native 1<11 Il 111 ]
Asian C 1(1) | I f
Not aS|C|tamabIe 1) I) (h 1l
Leciig. IP|IU al loi aiion )
Small town 38(33 111l 13 (15
Suburban 20127 S<| 20 (Ib
|'than 1931 > (8 2 (2
Rural [l 113 9(7 201
Laige foan MMl 1 lu 11Hi 0 Lill
Dumlkrt]OW tTll " 11
asc.crtamable <t [
hmseliifld annual nltnme* x ) )
Lesst an$g 23 527 21 112? 22(15
a s OW Dy 5102 L1
%%0 til 880,00 1107 12 [7 10(10
ofe than 880.000 7(9) 1l 12(8)
IntHlonin/1
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TABLE 2 (continued)
A Family .1cijuiuiUnncf
Viclimi Victims Victims
(Unlink/lint  tI'nwrii’hinl  (I'nunfilitril
- 126) n- * .
Victim Chmactnhtirs % (i) % h|) % hl)
Don't know/not
ascertainahle 18 (24) I (10) 23 (14)
Who wes victim living with*
Both hiological paretics ~ 35(48)  32(16)  M(3)
One blologlcal parent
only 39 (46)  35(19) 2 (27)
One 5)I0|0 ical partent 0o ) 1
and a stepparen
Foster arer?tporother 5((9) 2((2) 7(('%
Don't know/not
ascertainable 13) 1(1) 2(2)

are WEIﬁ}htEd torelied se]ecnon probabilities, and some cases have
moreb luence than qthers Some percentages may not add to
100% because of rounding

a Because missing data were reater than 5%, a dIChO'[tImOIIS

ara reated to test SSI rsus other responses
an fo dto%em ni |cant Assuch, t |svagr|a%le mcfu estﬁ% miss-

Ing ata In the comparisons,
-fi< 00 < (1 @< 001,

children (23% vs. terms of marital status, fam-
ily offenders were more likely to be married (58% vs.
18%), whereas acquaintance offenders were more
likely to be single and never married (50% vs. 12%) or
divorced (22% vs. 10%).

Victim relationship with the offender. Of the family and
acquaintance offenders, 44% were family members
that encompassed a variety of relationships such as
adult relatives (e.g., grandparent, aunt, or uncle),
parents, stepparents, and parent's intimate partners
(Table 2). Offenders who were acquaintances of vic-
tims constituted 56% of cases and consisted of neigh-
bors, relatives of juvenile friends, teachers, family
friends, and leaders or members of youth organiza-
tions, among others.

Victim demographics. The majority ofvictims were fe-
male (70%), 45% ofall victims were between (he ages
of6and 12.and 18% were 13to 17yearsold (Table2).
Most victims were non-Hispanic Whites and lived in a
variety ol geographical areas (e.g., small towns, urban,
suburban). The majority (65%) lived in households
with annual incomes of $50,000 or less. Thirty-five
percent lived wilh both biological parents, 39% with
one biological parent only, and )%. lived wilh a bio-
logical parent and a stcppaient.

fhe most notable differences between the victims
ol familyoffenders and those ofacquaintance offend—
ers were gender and age. Almost all of the victims ol
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TABLE 3 Usage of the Internet in Family and Acquaintance Sexual Abuse Cases (Unweighted n = 126)
Ccorn himit) Ait/umnlance
Cases Cases Cases
(Unweighted Unwewhlril Unweighted
N - 126) N. s2 Ne %
IV « 1nimirt: Dnerifiiiim % In) % lii 1 % 1)
Seduce or groom Sexual conversations online and sending sexual 67 (75) 70 (29) 65 (46)
pictures; fondling o1 holding child on"lap
while viewing pornography Tllustrating hie
, fo perform Sexual acts — © ,
Child orno%raphy Usmg Internet as a tool to distribute child 43 (64) 49 (34) 39 (30)
productions - PO nography ,
Arrange meetings or oilier  Set up time arid locations for meetings 26(31) 6(2) 43 (29)
conuniinicatioi*** L , ,
Reward* Attracting victims to home with promises o €(5) 0(0) H(5)
Interngt use .
2 (6) 2(3) 2(3)

Advertise in sell

minors o other offenders

Advertlsm? victims for prostitution, uffeiing
0

NOTE: nsand percentages may not be proportional because results arc wei?hted lo_reflect selection probabilities, and some cases have mole

influence than others Some percentaﬁes may not add_ to 100% because o

a Overlap between different uses of the Internet possible

/>< 05 “'/))< 0 ,

family offenders were female (93%) and younger
than the age of 12 (82%). whereas nearly half (49%)
of the victims of acquaintance offenders were male
and most were teenagers (71%). Also, victims of
acquaintance offenders were more likely to live in
households with slightly higher annual incomes,
although there were significantly more missing data
for victims of acquaintance offenders that might ac-
count for this difference Victims of family offenders
were more likely to live with stepparents (30% vs.

11%)
Use of the Internet

Through examining both qualitative narrative de-
scriptions and quantitative data, we identified five pri-
mary ways the Internet was used in the commission of
these crimes: (a) seduction or grooming, (b) child
pornography production, (c) arranging meetings
and other communication, (d) icwarding victims,
and (c) advertising or selling victims (Table 3). Most
offenders (01%.) used the Inlet net in only a single
one of these ways, hut 30% used two an | 9% used
three ways.

Seduction or groomnif>. The most common way the
Internet was used by family and acquaintance offend
ers was to seduce or groom victims through online
sexual conversations, sending sexual pictures to vic-
tims, fondling oi holding victims while jointly viewing
child or adult pornography, and using online porting
raphv to show victims how to perform sexual acts.
Most family and acquaintance offenders ((S7% over-
all; (i5% ol all acquaintance offenders and 70% ol all
family offenders) used the Internet to seduce or

rounding

groom. For exam; ic. a high school teacher gradu-
ally introduced sexual conversations to a 14-year-oid
female student online. He wanted to have sex with
her and showed her soft-core photos he had taken of
other girls at the school. The victim's older sistei
insisted she report this to the police. In another case,
a 43-year-old offender was fondling his 5-year-old
neighbor while showing her pornography on the

computer.

Child pornography production. The Internet was used
by almost half of the offenders (43% overall; 49% of
all family offenders and 39% of all acquaintance of-
fenders) to store or disseminate produced child por-
nography images lo other offenders online. For
example, a 27 year-old offender was putting sexual
pictures ol his 9-year-old half-sister oil his computer.
He had been taking photos of her while she was in
the bathroom, in the shower, and while changing
through use ofahidden camera and by going into the
bathroom himself to take pictures. Theses images
were stored on his computer. Ile tried to force atowel
from her when she was covering herself with it. She
told her mother who called the police. In another
case, a 39-veai old olTendet sexually abused his
daughter from the time she was 7 until she was 10. He
sometimes took por nographic pictures of the al ise
and c-mailcd them to other people,

Arranging Hirelings and other cominnilnation. Another
way the Internet was used was as a tool to arrange
meeting times and communicate with victims
Twenty-six percent ol offenders used the Inlet net this
.ay (0% of all iamily offenders and 43% ol all
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acquaintance offenders; p < .001). For example, a
teacher used the Internet to communicate with a 15-
vear-old student by using code words to arrange meet-
ings. Their sexual encounters occurred after school
and on weekends until the victim's parents found ihe
e-mails and reported him to the police. In another
case, the offender was a high school teacher. This of-
fender and his female student started talking online.
The victim became uncomfortable when the conver-
sations became more sexual. He solicited her for sex
and kept asking for nude pictures, but she refused. In
the school, he would do things like grab her buttocks
and make it look like an accident.

Rewarding victim The Internet was also used as a
reward to attract victims into the offender's home in
4% of all cases. These were all acquaintance offenders
(8%). For example, | case involved 3 brothers who
met the offender through their mother. The of-
fender's hook was to teach the victims how to use the
computer. On weekends, he would take the boys and
his computer from his home to a beach cottage where
he would show then child and adult pornography
and sexually assault them. In another case, the of-
fender had about 12 <ompniers in his home, and he
allowed kids lo It ve their own computer and view
adult pornography. He was also producing child
pornography wilh 7 of these victims.

Advertising nr selling victims. In a minority ol cases
(2% overall; 2% of family offenders and 2% ol ac-
quaintance offenders),offenders used the Internet to
arlvei tise victims in prostitution cases or sell minors to
other offenders. For example, a 38-ycar-oltl offender
posted an ad on the Intel net for an escoil service in-
volving young girls The victims were 5 and 9-vcar old
gills who were the daughters of the offender's girl
friend L'ntlercover agents contacted the offender,
and he, in turn, sent them images of the girls that were
sexual m nature As another example, a 30-ycar-old
man was selling sex with a 12-year-oltl hoy online, fins
offender also took pornogtaphic pictures and sexu-
ally molested this bov. An investigator went under-
cover online as an adult who wanted access to the
minor. In anothei case, an investigator identified an
online sex ting involving li offenders invert | in ex
ploiting al least 3 vietims ilwowgh a prostitution ring
that was achci lisillg underage gills online. One ol
these offenders, a 24-veat-olcl man. was advertising a

13-\e.ir-old girl.
Types of Sexual Assault Crimes

Some lotin ol sexual activity occulted in all cases
Ihe sexual activity mruinonlv involved in let course oi
some other penetration t 15%), noncontact victim-
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ization such as child pornography production or
transmitting pornography online to avictim (21%),
fondling (15%), oral sex (8%), inappropriate touch-
ing (7%). or something else suc h as solicitation, at-
tempted penetration, or having the victim touch the
offender sexually (2%). The lengths of time the
crimes continued before becoming known to police-
varied with no differences between the two types of
offenders. For 23% of Lhe cases, the crime continued
for 1 month or less; for 19%, it went on for 1to 6
months; for 23%, it went on for 6 months to 1year;
and for 24%, it went on for more than 1year.

Other Aggravating Features ofSexual Assault

Police reported on a number of aggravating &
pects of these sexual assaults (Table 4). Specifically,
police said coercion was involved in almost halfof the
cases (45%) with more coercion by the family offend-
ers (63% vs. 30%). They reported that some of the
sexual activity was voluntary on the part of victim
(37% of cases) but was more likely with victims of
acquaintance offenders (55% vs. 15%). Also, a small
percentage of offenders (11%) used violence oi
thrcaLs of violence to sexually assault victims, more
often by family offenders (22% vs. 1%). Victims were
offered or given illegal drugs or alcohol in 28% of
these crimes, and in asmaller number ol cases, victims
were abducted (4%), illegally detained (5%), physi-
cally assaulted (6%), or physically injured (3%).
Seven percent ofvictims committed crimes when they
wen- wilh offenders. Child pornography production
was involved iti 51% of these crimes. Although adult
pornography was offered or given to vietims in halfof
these cases, this happened more often among family
offenders (57% vs. 16%).

Case Outcomes for Offenders and Victims

Convictions | he majority or both family and ac
gii.unlaiice offenders pled guilty (71%.) oi were con-
victed at trial 115% | for the ctimcs they were charged
with (Table 5). Family offenders were more likely to
plead guilty (82% vs. 63% ). whereas acgiiainiancc- of-
fenders were more likely to lu-.: mivictcd at trial (22%
ws. 7%), Only a iall percentage ol cases involved
dropped or dismissed charges (2%) Some cases were
still pending (11%) at the time of data collection.
More than hall of the olfendcts icceived < no incar-
<c-rat' 'ii for (heii ciimes (00%).' lore than one third
(33%) received some probation Almost all offenders
weie tequited lo tegistei as sex offenders (92%), hot
this was the case lot significantly more familv
olleodeis 197%, vs. 88%,)



56  Mitchell et al / THE INTERNET AND SEXUAL ABUSE

TABLE 4 lllegal Sexual Activity and A%%ravating features
of Assault (Unweighted n= 126)
M1 Family Aci/uaiiiliince
Victims Victims Victims
(Unu'fighlrtl (I'llweighted (I'nwnghlcil
CAamctmslifj - 126) U =52 N=/wy
IIIe?aI Sexual activity
VPE
litercour e or other
penetration 45 (50 52 (24 40 (26
Noncontact 22 (31 17(11 25 (20
Fondling 1508 1716 1402
I%?l Sreé( e 802 3( 13(9)
|
tgl?ch_ﬁ]g TH 9(5 6 (3
Something else 2 4 8 1(2
Don't know 12 0 172
Length of time crime
continued before It
became known to
police*
Imonth or less 23 (24 19(6 21(18
1m0ntﬂ totimonths 19 (21 (7 23(14
6 months to Lyear 23 (28 29 17(16
Mote than 1yéar 24139 28 (19 iRVl
Don't know/not
ascel tainable 101 9) 8(8) 12 (6)
Aggra_vatlng features
hild ornography
productio (19 gl %g 49(41
Cogrcion**** 45 (51 3 30123
Volungary*** 37(42 15 (8) 55(31
Us%ofvmlenc,e m
threats of violence**** 11 01) 22 (9) 1(2)
Offered ot given {llegal
drugs ot alcohol™ 28(34)  2(9 31%25)
Abducted 4(4 113 1
lllegally detained o (fi 5( g %
Physically assaulted 604) 8
Phsically injured 3(6) 54 12
Victim committed mine
when with nlfendej 1(7) 1(2) Il (5)
Offered In given adult
pornography*' 50 (62) 57 (27) 46 (35)

N(>TE, ra.mtl pettentages tnav not hegujportiiin.il hciause icsults
ate welgipted to lellet | Sclertum probabilities, and some ruses gave
more Tlluence than others Some peirentages inav nut add to

it0'  meayse of rounding )
a Missing il.ua rrpirsent mote than \_(QmPunson diinunv
v.iitable ies examined and lound to he uousigiidliant

Q Betaose rgiss\i,\r}agS data were %iealoi than 04 a ditholomoiis
otnmv vauanle wes | rented to test missing versus otltei responses
ang fjlnd to be S|gn|l'u ant I hisv.uiulile on hides the missing data

In the (0Inp.titson

o/ic ol

Menial ltcultlt lefetrals. Most ol the victims in this
study were relrrrrtl to some type til menial health ser
site (7V%). although whether these senires were uti-
li/fed was not addressed in this study. Nearly one
(ttailei (21'i ) ol \outli weie referred to achild atlvo-
tat\ renict, ['»% lo aSiclint advocate oi \ it lint set\it e
ajfetuy. and |.=9% to a sexual assault agenty Othei te-

TABLES:  Offender and Victim Case Outcomes
(t weighted n = 126
Ml Family Aii/uainliinir
(L':jr::r;];tcil :I_‘Le:f\fvtrl:;tnlrtl (Vr\::frtil;:lcil
Case Outcomes % t % Its) % (is)
Offenricis
Guilty plea*** Jil 84; 82 (537) 63 547;
Convicted al lilal** 15 (20 1(6) 2 (1
Charges dropped ot
dismissed 2(4) 10) 3(3)
Offender dead or 0608 %52 " 06
missing
Case_pendin Il 6} 13(1
Anyirqcarcergation 60 {79’ 69 .6{ h3 E43}
Any probation 33 (38 30(16 36 (22
Required to tegistei as
Vict r% Ssex offender* o* 92 (98) 97(46) 88 (52)
Any mental health
referral 9(103) 87 (44) 74 (59)
VICIIftTJ advocate ot 5 03 2100 103
victim service agenc
Child advocacy cegntery 2 EZ?} 25 (13% 23 ?14%
Sexual assault'support
aﬂenc% 15 02} 10}2; 18 ElO)
Menital health agency 1000 12(1 9(6)
Child protective
ol medica SRR
prlva‘e setvices) 601) 10) Il (10)

NOTf rsand er?entasgesm_aynotbe ropoi tion tl because results
ate wejghted to tellert selection probabilities, and some cases have
mote Influence than others Some peirentages may not add to
KIDS! because of rounding

/K 4L < M

fctrals included mental health agencies, child
protective services, and medical services

DISCUSSION

Despite the media emphasis on Internet sex crimes
against minors involving online meetings, the littil-
ings of this study reveal that some sex ollcrders use
the Internet to exploit and abuse children who are
family memhets or face-to-face acquaintances
Intel net-related crimes committed by family and
at (Jti.tint.nice offenderscomptised almost one lilth oi
all arrests made foi Inter net sex ci imes against minors
ma | ye.ti time period. Yet theseariestsstill constitute
a tdatively small portion ol arrests involving all sex
crimes against minofs i bis is indicated by the
author's estimate ol H),(IO() t ases ol sexual abuse sub-
stantiated hv i Itild ptotectn»n agent ies or an cxtrapo-
lated estimate of 115,000 at rests in the ve.it 2000 lot all
types ol sex crimes against minois based on National
Incidem e Based Repot ling System data (Wolak et al.,
2003). Another impoi taut lat t to remember when uy

CHILD MALTREATMENT / FEBRUARY 2005



ing lo place these crimes into perspective is that most
sex crimes against minors arc never reported, and
many crimes that are reported often do not end in
arrests. Our findings apply only to cases ending in
arrests, and we do not attempt to characterize or
count the cases that do not end in arrest.

Another important point 10consider is ihal given
the current stereotype that Internet crimes involve
online meetings, me possibility that family and
acquaintance sex oflenders used the Internet may not
have been considered during investigations of con-
ventional child sexual abuse cases. The Internet may
he used in these crimes more often than we know. If
law enforcement investigators routinely ask youth
about all the ways the offender talked with them and
about everything the offender showed them (includ-
ing through the Internet), they may find evidence like
g-mail correspondence and pictures that could
strengthen cases and result in additional charges for
crimes such as child pornography production. In
turn, thisevidence could lead to more successful pros-
gcutions in cases involving family and acquaintance
offenders given that corroborative evidence in the
form of physical trauma and witnesses is rare in child
sexual abuse cases (Brewer & Rowe, 1997; Furniss,

1992).
Offender and Victim Demographics

Some intercsiing findings were observed regard-
ing the demographies ofvictims and offenders. Sitni*
lat to <onventinnal ibdd sexu; ' huso cases, the .ela-
tionships between the victim a..u offender changed
with the children's age (Finkelhor, 1997), Specili
tally, abuse by a family member was more commaon
with younger children, whereas adolescents were
more likely to be abused by acquaintances. This is
due, in pan, to the dependent nature of voting <hil
then on their caretakers and the grcatct time away
(tom the family that occurs during adolescence. |.ike-
wiso, conventional sexual abuse ismore likely tocxun
in households with stepfathers, and vietims aie more
typically females (Finkelhor, 1986)— findings that
were replicated in the mirent article.

Ihe (mlent aitic le also found that nearly ball ol
die vietims ofacquaint.iih e <(fenders were boys. |bis
isalargei percentage than those assoc iated with ton-
veniioii.il sexual abuse cases m which the gender ol
vu limsol acquaintance offciidcis are about 23% hovs

(I'inkelhot, 1981) higeneral, the reseatihon hoy vic-

tims ol child sexual abuse isambiguous and thought
Inhe imdeiiepoiled due inexpee lations nl mast ulin-
ily, public stereotypes ol gitlsas\ictims. and the sue lal
stigma attached to homosexualiiv I'llis raises some
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interesting questionsconcerning the role of the Inter-
net in die sexual abuse of iuldrcn.

One question that needs to he explored iswhethet
higher percentages of hoys actually arc victimized in
Internet-related cases, and if so. why? One explana-
tion of this finding is the possibility that some of these
hoys may have been gay oi bisexual. The Internet
offers avastamount of information and support that
allows for the exploration and development of sexual
identity through more private avenues. This may
open up ihe possibility for exploitation by those pro-
fessing an interest in helping these youth. But this
finding of more boy victims in Internet-related cases
may also be explained not by the sexual identity ol
boys but by their interest in pornographic material
and its widespread availability on the Internet
(Mitchell & Ybarra. 2001) This is further supported
by data from the current study indicating boys were
significantly more likely than girls to have exposure to
both adult (63% vs.29% ofgirls) and child pornogra-
phy (58%, vs. 33% of girls) during the crime. Offend-
ers may have more success in initiating boys into sex-
ual conversations and behavior though use of this
material. This, jombined with the relative anonymity
and ease of access to pornography and sexual chat
rooms, may play a role in these findings.

The Role of the Internet in Family and
Acquaintance Sexual Abuse

There are several features of the Internet that may
facilitate sex crimes by family and acquaintance of-
fenders. Three specific features are access, afford-
ability, and anonymity (Cooper, 1997). Access refers
to the increasingly latge numbers of people around
the world who can conveniently access the Internet
from such locations as their home, school, work, and
libraries. This access allows for communication
among people ofall ages and may have increased the
pool ol victims for some sex offenders. The Internet
and its associated technology have also become verv
affordable (Cooper, 1997) thereby allowing for a
more diverse population of users. A certain level ol
anonymity also existsonline that mav allow lot explo-
iation ol sexual interestsand .died sexual expression
The Internet allows lor private conversation wilh
[llinois and piivaic access in pornographic material
Ihat isolien used in these crimes These and certainly
oihri Teamres most likely laid the loimdatioit |V>r die
use ol the Internet in the current cases.

fWenders used the Internet in a vaiiciv ol ways m
these iases wilh the most common being to seduce oi
groom vietims (both online and ofllitic) store oi dis
seminale sexual images ol'vie tims, and aiiangc meet-
ings or otherwise communicate wilh victims. The
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Internet was used to seduce or groom inanumber of
ways including through online communications that
involved sexual conversations and requests online
and sending sexual images to viciims through e-mail.
These findings parallel conventional child sex offend-
ers who are said to often operate through seduction
or grooming (Lanning, 2001). Seduction or groom-
ing involves providing children with attention, affet-
tion, kindness, gifts,and money until their inhibitions
are lowered. Once inhibitions are lowered, victims are
likely to cooperate or consent to the sexual activity.
The nature of die seduc tion varies based on the devel-
opmental age. needs, and vulnerabilities of the child.
Those offenders who prefer younget children will
often make sex apartofagame or horseplay, wheteas
those who prefer adolescents will often rely on tech-
niques involving ease of sexual arousal, rebellious-
ness, and curiosity to manipulate the adolescent into
having sex. These techniques may be easier with the
Internet and the ability it allows for private conversa-
tions thatwould be more difficult to hioath in person.
Offenders also u rl the Internet as a grooming tool
byshowing victims adult and child pornography while
fondling achild in their lap ot asa wav to visually show
the victim the sexual act he wanted them to take pait
in. In this sense, the Internet appears to be more a
tool of convenience with quit k access to millions of
sexual images ot wide variety of types.

The production of child pornography played a
large role in these crimes, occurring in more than half
ofthese cases. For some offenders, the computer may
have been a convenient location to store digital im-
ages, much like aphoto album hut with a mut li larger

storing capacity. Another benefit of this digital tech-

nology is that it allows producers access to images

without the risk of having them developed ata com-

mercial facility where their a<lions could he detec led
and reported to police. Other benefits or issues dial
may arise in cases involving child potnographv pro-
due tiou istheir potential to aid in the identification of
rlull! sexual abuse sir tims, and they may also increase
the ability of law enforcement and prosecutors to
apprehend and convict these offenders due to hotter
evidence in the forms of these images. | he presence
of these sexual images could also further the abuse
and negative impact ol the experienc e lot the vi<lim
in teims of their mental well-being— 1 possibility that
mental health professionals could addiess timing
licaimem

this suit' did find that some family and a<quain-

lanee offenders were posting images on theit comput-

ers and disseminating thru piodtued images online
to other offenders— a behavior that is important to
atknowledge and addtevs lot criminal justice and

mental health professionals working with sex offend-
ers. Prior to the Internet, the possession,
dissemination, and production of child pornography
was largely an underground phenomenon (Jenkins,
2001; Taylor 8 Quayle, 2003) With the Internet,
offenders tan communicate, trade, sell, or other-
wise disseminate sexual images of children. This
ability to communicate and exchange images allows
them to rationalize and encourage their behavior
among each other Some offenders, primarily those
who were acquaintances of their victims, used the
Internet to arrange meetings or otherwise commu-
nicate with their victims. These other forms of com
muniction generally involved seduction o1 groom-
ing thraugh sexual conversations o1 the sending of
sexual images discussed above. It is lear whether
the sexual assault in these cases would have occurred
without the presence of the Internet, but it certainly
could aid the process thereby potentially accelerating
its progression.

Although some offenders used the Internet to re-
ward or draw minors into their homes, this use was not
common, nor was advertising or selling minors to
otheroffendersonline Itispossible that these maybe
aspectsof the Internet thatare not being picked up hy
police in their investigations, or it may he that most
offenders are not utilizing the Internet in these ways,
Use of the Internet for these behaviors should be in-
vestigated in future studies in ibis area

Case Outcomes

The outcomes of these cases weie successful with
most offenders pleading guilty or convicted at trial
Interestingly, more family offenders pled gquilty
whereas 11101e acquainiaru e offenders were convieted
at trial. Higher rates of guilty pleas fot family mem
betsmayhe due tothe complex nature of the relation
ships with (heir vie tints, the younger age of the victims,
and the possibility of better evidence. Furthermore,
there were very low latrs of dismissed or dropped
cases. Many ollenders received some incarceration,
and most were ic-quired to register as a sex offender,
These findings all speak to the idea that the criminal
jnsiic e system istaking these 11imes seriously and snc-
1essfully proset uting these <liminals

Implications for Prevention and
| aw Enforcement Investigations

The findings of tins atti< Ic suggest a number of
implic .uions lot prevention and law enforcement in-
vestigations first, the notion oflnlci net vietimi/ation
needs to he expanded to include situations where
offenders arc lamily members and acquaintances.
The nuniher of arrests involving these olTendeu is.is
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nearly the same as the number of arrests for online
meeting crimes in the same time frame (Wolak et al.,
2003). Although victims who meet offenders online
are an important population to focus owfor preven-
tion, it is equally important 10 address prevention
messages toward situations involving sex crimes with
family and acquaintance offenders, These children
and adolescents typically have relationships with their
offenders based on trust or power differentials, and
they may be ensnared by offenders and do not know
where to turn for help. Prevention should focus on
letting children and adolescents know that adult fam-
ily members and acquaintances who use the Internet
to engage them insexual conversations or send them
sexual material arc committing crimes and should
he reported to a trusted adult, the police, or the
CyherTipline al www cybertipline.com. They should
also be made aware of the potential benefits of the
Internetasa means of seeking support and reporting
these crimes.

Second, lawenforcement should be encouraged to
investigate the possibility of all means of communica-
tion between the victim and offender in thecontext of
aii child sexual abuse cases including through the
Internet, Identifying an Internet component may
result in belterevidence in the forms of chatconversa-
tions or sexual images. This, in turn, could lead to
better prosecution of these offenders given that cor-
roborative evidence in the I'oim of physical trauma
and witnesses is rate in child sexual abuse cases
(Bicwer t Rowe, 1997; Kumiss, 1992)

‘I'bird, mental health profess! mals should he ask
ing about Internet involvement when working wilh
victims and offenders involved in 1hilrl sexual abuse
cases, (lathering information about this may help pro
lessiouals establish how the sexual assault was initi-
ated and better understand any aggravating featuies
of the* dime that may he hindering recovery, such as
knowledge ofsexual pictures being taken and poien-
tially disseminated online A complete understanding
of Internet involvement, ifany, could aid in the devel-
opment of more effective treatment and future pre-
vention strategies lor their 1lients.

Lom 11 the data suggest die need Im dillercnt pre
veniimi and intervention messages lor youth of dil
feicnt ages. Some ol the most notable differences
between the two types of casts examined in ibis
1lit le-—those with lumilv offenders and those with
atquaint.uk e offenders— weie the gender and age of
the victims involved. Family olfendcis were more
likelv to have female vit tims younger than the age of
12. wirei cas ai quainlance offenders were more likelv
to | ive male vit tims in their teens
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Limitations

Although this study has a number of strengths, a
few limitations must be noted. First, because most
sex crimes against minors are never reported to the
police (Finkelhor & Dziuba-Leatherman, 199-1;
Finkelhor 8 Ormrod, 1999) and many of those
known to lawenforcement do not culminate in arrest
(Finkelhor, Cross, & Cantor, in press), this sample
cannot be said to represent the characteristics of all
Internet-related victimizations that occurred during
this period blit only (hose that ended in the arrest of
an offender

Second, some errors and hiases may have been
introducer] because the respondents were law en-
forcement investigators. Police were regarded as the
best sources for in-depth information about the
nature of inlet net-related crimes because their pro-
fessional responsibilities require them to gather
intensive information about these cases. However, the
information they provided could be biased by train-
ing, professional attitudes, or the adversarial nature
of the .r roles in some of these cases.

Third, these numbers are estimates based on the
sample ofcases thatwere the.subject of the interviews.
Although the study was designed to yield a nationally
representative sample of cases involving Internet-
related sex crimes against minors, sometimes sam-
ples can he randomly skewed. The margin of error
could be larger than calculated.

Fourth, the information in this study was gathered
lrom law enforcement investigators, su the informa-
tion about victims is hased on their impression at the
time of the crime. Gathering information from men
tal health and victim services professionals or victims
themselves would provide much more insight into
this victim population in terms of thcii mental well-
being and both the short- and long-term impact of
involvement in these crimes. Fifth, some of the un-
weighted cell sizes are small because of lire low
endorsement ol certain hehaviors in the commission
0l these ciimes (e.g., abchitlion). Assuch, instability
ofsome estimates is possible,

Conclusion

The findings nl this article suggest a need to ex
paltd the notion of Internet vit timi/ation to m< lutle
situations where offenders are family members and
acquaintances. Although the Internet mav onlv he
involved in a small proportion of sexual abuse cases,
law enforcement and mental health professionals
should he asking about Internet involvement when
working wilh vit tims and offenders. This may allow
lor belter evidence in the form of sexual images and
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chat room conversations and the de\ lopment of
more effective intervention strategies. Prevention
messages and investigation approaches should be
revised to incorporate awareness of such cases and

their dynamics.
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Sex Offender Registration and Internet Access

Prepared for Representative Bob Buch

By Patricia Young,Manager
You asked for background information on efforts to protect children from sexual predators,
particularly those exploiting minors through use of the Internet and other electronic
communications devices. Specifically, you wished to know the number of sex offenders
registered in Alaska and the number of those who are in compliance with registration
requirements. You also asked for background information on related provisions of the federal
Adam Walsh Child Protection and Safety Act of 2006, and you wished to know if any states have

passed legislation requiring sex offenders to register their Internet identifiers in response to

passage of the federal act.

Kathryn Monfreda, chief of the Criminal Records and ldentification Bureau within the Department
of Public Safety provided the following information on registered sex offenders in Alaska These

data are current as of December 31, 2007

Table 1. Status of Sex Offenders Registerad in Alaska

Registration Status | Numbe~ Notes
Paperwork is in the mail for 28 offenders registered in outlyin
In Compliance 3,112 P g ying
areas
Out of Complamce 216 Covers a wide range of issues, including late paperwork
Moving Out of State 31 No notification from dest_lnayon_sttate, offender is out of
compliance if still within Alaska
Location Unknown 98 Out of compliance if still within Alaska
Listed since program inception but never registered, offenders
Flagged 45
may be out of state or deceased.
Out of Alaska 1,134 Registered in another state
ncarcerated 784
Total 5,420

Notes: Data are current as of December 31, 2007 Alaska's sex offender registration law is more restrictive

than that in some other stales If an offender goes to a state that does not require registration. Alaska cannot

track that individual
Source: Kathryn Montfreda chief of the Criminal Records and Identification Bureau, Alaska Department of

Public Safety 907 269 5581
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Title 1 of the Adam Walsh Child Protection and Safety Act (AWA), known as the Sex Offender
Registration and Notification Act (SORNA), is intended to establish a comprehensive national
system for registering sex offenders.1To that end, the act sets minimum requirements for sex
offender registration among all states and sets a deadline for substantial implementation by July
27, 2009. One element in substantial implementation is that states must require sex offenders to
register their Internet identifiers. Failure on the part of states to implement AWA provisions by the
deadline will result in a mandatory ten percent reduction in Byrne Grant funding for criminal
justice, although extensions may | * allowed (a maximum of two extensions, each for one-year)

on a case by case basis.'

Table 2, on the following page, describes attempts by lawmakers in a number of states to
address this requirement of the AWA. As you will see nine states incorporate requirements that
sex offenders register their Internet identifiers along with other information. Two states either
explicitly grant courts the power to prohibit unapproved access to the Internet through sentencing
provisions or explicitly allow special conditions of parole and probation to prohibit such activity.
Another two states prohibit sex offenders from accessing or using the Internet without prior

approval of the court or a treatment program.

Judges typically have discretion in crafting sentencing provisions that are appropriate for the
particular crime. As such, courts would have the power to include a prohibition against access or
use of the Internet. Likewise, such provisions can be included among the conditions of probation
and parole 3 Sentences, though, don't last forever, and so these prohibitions would have a

limited duration As such, restrictions made through sentencing or conditions of parole or

probation would likely not pass muster for AWA compliance 4

Requiring sex offenders to provide all Internet identifiers may prove useful since registries (in
Alaska and in the AWA) extend from 15 years to an offender’s lifetime, depending on the level of
criminal activity 5 Such requirements would, it appears, .epresent substantial compliance on this

element of the AWA The glaring reality, however, is that creating a new Internet identifier is a

matter of a moment's effort and costs nothing. A sex offender can create multiple identifiers

every day— making such a provision problematic to implement and problematic to enforce

Attached you will find a letter from Richard Svobodny, deputy attorney general, Criminal Division,
Department of Law, to Senator Hollis French and Representative Jay Ramras, chairs of the

Senate and House Judiciary Committees. In this letter, Mr Svobodny provides specific details of

concerns about implementation of certain AWA provisions

' The Adam Walsh Child Protection and Safety Act (AWA) was signed on July 27 2006. as Public Law 109-248

: The Byrne Formula Grant Program was created by the Anti-Orug Abuse Act of 1988 (Public Law 100-690) Funds
are used to improve the functioning of the criminal justice system—uwith an emphasis on violent crime and serious
offenders—and to enforce state and local laws that establish offenses similar to those in the federal Controlled

Substances Act (21 USC 802(6] et seq )

1Conditions of parole and probation in Alaska can include such prohibitions if relevant to the crime Likewise, Alaska
courts have -'iscretion to craft sentences prohibiting offenders from accessing the Internet when appropriate to the cru e

*We note however that Oklahoma law specifies that the court may also require a sex offender to register Internet
identifiers, and New Jersey law refers specifically to conditions of parole restricting use of Internet for life offenders

5Alaska law requires that a person convicted of a sexual offense must register for 15 years folloning completion of probation,
repeat offenders, and those convicted for the first time of sexual assault mthe first degree or sexual abuse of a minor inthe first
degree must register for life

Feonuarys, AB—Rge?
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State

Arizona

Colorado

Illinois

Kentucky

Louisiana

New York

South
Dakota

Virginia

West
Virginia

Nevada

Oklahoma

Florida

New
Jersey

Authority

2007 Chapter 84
(HB 2734)

2007 Chapter 382
(HB 1326)

2007 PA 95-229
(SB 14)

Chapter 2007-29
(SB 65)

2007 Chapter 460
(HB 970)

Consol. Laws.
Correction Law
§ 168-b

2006 Chapter 123
(SB 148

Chapter 2007-823
(SB 1071)

§15-12-2

Table 2: State Approaches to Sex Offenders' Use of the Internet for Criminal Activity

Provisions

Require Registration of Internet Identifiers
Persons required to register as a sex offender must provide online identifiers and names of any websites or
Internet communication services where the identifier is being used. Includes electronic email address
information, instant message, chat or social networking or other similar Internet communications Requires the
Department of Public Safety to maintain a separate database and search function of the sex offender
registration website that contains the online identifies of registered sex offenders but is not publicly connected
to other individual sex offender registration information.

Any person requited to register as a sex offender and who has been convicted of a sex crime against a child
must register all email addresses, instant messaging or chat room :Jentities

Amends section to require sex offenders to report to law enforcement all e-mail addresses, instant messaging
identities, chal room identities, and other Internet communications identities that Ihe sex offender uses or plans
to use, al Uniform Resource Locators (URLS) registered or used by the sex offender, all blogs and other
Interne’ sitte - maintained by lhe sex offender or to which the sex offender has uploaded any content or posted
any messacjuo or information, notification of any changes losuch information Is required

Adds e-mail, instant message, chat, and other Internet communication identities in the list a sex offender
registrant is required to provide for the sex offender registration system

Revises information .equired lo be supplied as part of sex offender registration to include DNA sample, email
addresses and Internet identifiers, cell phone numbers and temporary lodging information

Requires the Division of Criminal Justice to establish and maintain a file of individuals required to register
Includes infoimation thal must be provided by each registrant the sex offender's name, all aliases used, date
of birth, sex. race, height, weight, eye color, driver's license number, home address and/or expected place of
domicile, any Internet accounts belonging to such offender and any Internet screen names used by such
offender

Revises iriforma ion that must be provided as pari of sex offender registration to include (among other
information) Internet accounts and screen names

Requires a sex offender to include in the sex offender registration information any electronic mail address and
any instant messaging screen name that the offender uses or will use; requiring registration of any changes in
such information within 30 minutes. The hill defines child pornography and establishes enhanced penalties for
persons involved wih child pornography

Requires as part of sex offender registration, that offenders provide information relating to any Internet
accounts the registrant has and the screen names, user names or aliases the registrant uses on the Internet

Prohibit Unapproved Access to Internet through Sentencing and Conditions of Parole or Probation

NRS213 1258

Code of Criminal
Procedure
§22-991av1 (15)

2005 Chapter 67
(SB 1334)

2007 (SB 1979)

Allows special conditions of parole for persons convicted of use of the Internet to commit stalking, an offense
involving pornography and minors, or luring a child or mentally ill person via a computer, to include prohibiting
the offender from owning or using a computer, including use of electronic mail, a chat room or the Internet

Inaddition to the other sentencing powers of tne court in the case of a sex offender who is required by law to
register pursuant to the Sex Offenders Registration Act, the court may prohibit the person from accessing or
using any Internet social networking web site that has the potential or likelihood of allowing the sex offender to
have contact with any child who is under the age of eighteen (18) years; or the court may require such person
to register any electronic mail address information, instant message, chat or other Internet communication
name or identity information that the person uses or intends to use while accessing Ihe Internet

Prohibit Jnapprovod Access to Internet by Law

Prohi jits a sex offender from accessing or using the Internet or other computer services without an approved
safety Jan as pari of sex offender treatment  (Safety plan defined and further used along with risk
assessment in the act designed lo monitor and restrict sex offender contact with children )

Prohibits persons convicted of certain crimes and those required to register as a sex offender from accessing
or using a computer with Internei capability without prior approval of Ihe court, except in searching for
employment or within scope of employment upon approval of Ihe person's probalion or parole officer Must
submit to random checks of personal computer and installation of monitoring software Allows Internet access
conditions for parole supervision tor life offenders and of certain probationers

NOTES: Section ‘24 of the Adum Walsh Child Protection ang Satety Act ot 2006 (AWA) provides, among other things, that states must require sen offenders to

register all internet identifiers J'jng with other information  Failure tosudstantially implement the requirenients

Justice Assistance Grant funding " The AWA also esfablished the Sex Offender Sentencing, Monitoring, Apprehénding, Regiotenng. and Tracking (SMART) Office,

by July 27, 2009, will result m'a reduction of Byrne

which, among other, duties, will determine whether jurisdictions have met "substantial implémentation

SOURCES:

aim ial Conference of State legislatures and SMART Office

i hope this information is helpful Please let us know if you have questions or need additional information
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SARAH PALIN,

GOVERNOR
Mailing: po Box 110300
DEPARTMENT OF LAW Juneau, AK 99811-0300
CRIMINAL DIVISION Delivery: 123 4mStreet, Ste 717
Juneau, AK 99801

Phone: (907) 465-3428
Fax: (907) 465-4043

February 2, 2008

The Honorable Hollis French
Chair Senate Judiciary Committee
Alaska Slate Legislature

Alaska State Capitol. Room 417
Juneau, Alaska 99801

Re: Adam Walsh Act

Dear Senator French:

I he Adam Walsh Child Protection and Safety Act of 2006 is federal legislation which
will have an impact upon the State of Alaska. The legislation requires that each of the states
receiving federal Byrne Gants funds comply with the Adam Walsh Act or have Byrne Grant
funds reduced by 10%. This letter will describe the requirements of the federal legislation, then
outline Alaska’s sex offender registration law. areas where Alaska laws need to be changed to

comply with the federal, and finally, set out some suggestions

What Alaska Stands to Lose

1he amount of money Alaska receives in Byrne Grants in state fiscal year 2008. was
$1,560,940. A 10% reduction in this amount would be a loss to the state of $156,094. The
legislature appropriated an additional $1,121,360 for programs funded by Byrne Grants in SFY
2008. This means there was a total expenditure of $2,670,820 by the programs funded by Byrne
Grants. These grant funds support: a multi-jurisdictional drug task ir* Southeast Alaska, a special
narcotics prosecution and \iolent drug traffickers unit in the Department of Law to deal with
alcohol abuse and bootlegging in rural Alaska, a multi-jurisdictional drug and alcohol task force
through ABADE in the Department of Public Safety, a program to improve criminal history
record keeping, and a community drug enforcement program. The loss of these funds could

impact all of these programs or cause the elimination of some of the programs. In FY 2006, the
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Byrne Grant was $565,971 with a state legislative appropriation of $1.393,000. In 2007 the

federal amount was $922,156 with no state appropriation.1

In addition to the loss of funding, there is a public benefit to uniformity in state sex
offendei registration laws. On the other hand, there are public policy implications for Alaska

that may suggest that Alaska not change its sex offender registration laws.
What Does the A .am Walsh Act Require

The Adam Walsh Protection and Safely Act of 2006 (P.L. 109-248) was signed into law
on July 27, 2006. The act has seven titles ranging from Title I - Sex Offender Registration and
Notification Act to Title VII - Internet Safety Act. Most of the provisions of the act relate to the

creation of federal crimes and creation of federal programs. However. Title I directly affects the

states.

By the late 1990's, all states had enacted some form of sex offender registration.
Alaska’s sex offender registration law was passed in 1994. Title I of the Adam Walsh Act is
known as the Sex Offender Registration and Notification Act. SORNA is the federal acronym.
42 USC § 16911et. seg. SORNA’s purpose is to set minimum requirements, among all the
states, for sex offender registration. SORNA standards are different than Alaska. Stales are free

to establish more restrictive standards but state standards must be substantially similar to the

Adam Walsh Act.

The question of the amount of future Byrne Grant money to the Sate of Alaska is
problematical. On December 26. 2007, President Bush signed 11.R. 2764, the Consolidated
Appropriations Act, 2008. This bill has dramatically reduced funding for Byrne Grants. The
program was funded at $520 million in federal FFY 2007 and in FFY 2008 is $170 million, a
67% reduction. The Department of Justice Appropriations Authorization Act Fiscal Years 2006-
2009 (P.l1.. 109-162) authorized $1.1 billion for Byrne formula grants.
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The federal government contemplates that each state will need to rewrite its existing laws

if the state wishes to not suffer the 10% reduction in Byrne Grants. The deadline for compliance

is July 27. 2009.

| he standards are:

1 Sex offender registration must occur before an offender is released
from imprisonment or within three days of a non-imprisonment

sentence.

2) Changes in registry information must be reported within three days.
Each sex offender is to provide the following registration
information: name; social security number; address or multiple
addresses; employer and address; school (if a student) and address;
license plate number and description of any vehicle owned or
operated by the oftender; and any other information required by the

attorney general.

To write into state statute what is required to be reported is somewhat problematic
because the United Slates Attorney General can add to the reporting requirements. A May 2007
proposed guideline by the Sex Offender Sentencing, Monitoring. Apprehending, Registering, and
Tracking office (with the questionable acronym of SMART), has signaled that this will happen.
SMART suggests the additional identifying information include nicknames, pseudonyms, actual
and purported dates of birth, purported social security numbers, e-mail addresses, IM *handles']

passport numbers, immigration documentation, cell phone numbers, and land line telephone

numbers be required additional reporting information.

3) Each jurisdiction must include the following information for each
offender in the registry: A physical description; the criminal
offense; the criminal history of the offender, including dates of
arrests and convictions and correctional or release status; a current
photograph; fingerprints and palm prints; a DNA sample; a
photocopy ofa valid driver's license or ID card: and any other
information required by the attorney general.

Although the state is to obtain all this information, the states are not required to make
public the victims identity, offender’s social security number, passport number, immigration

documentation, arrests that did not result in convictions, and at the discretion of the slate, the

offenders employer or school.
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4)

The law defines and requires a three-tier classification system for
sex offenders. The tier levels are established as:

e Tier lare those offenses other than a tier Il or tier Il1I.
Registration is for 15 years.

« Tier Il are those other than Tier lll with an offense punishable
by imprisonment for more than one year and comparable to or
more severe man the following federal offenses involving a
minor: sex trafficking; coercion and enticement; transportation
with intent to engage in criminal sexual activity; abusive sexual
contact. Tier Il also includes any offense involving use of a
minor in a sexual performance, solicitation of a minor to
practice prostitution, or production or distribution of child

pornography.
Registration is for 25 years.

* l'ier 1l are sex offenses punishable by imprisonment for more
than one year and comparable to or more severe than the
following federal offenses: sexual abuse or aggravated sexual
abuse; abusive sexual contact against a minor less than 13 years
old; offenses involving kidnapping of a minor (parent or
guardian excepted); or any offense that occurs after one has
been designated a tier Il sex offender.

Registration is for life.
* Registration periods may be reduced, according tothe tier

system, forcompleting certain programs or having a clean
record for specified periods of time.

Federal law is substantially different than Alaska law and determining which Alaska

offenses are equivalent to federal offenses will be a substantial undertaking.

5)

6)

The act defines a conviction for purposes of registration and
classification to include juvenile adjudications if the juvenile
offender is at least 14 years of age at the time of the offense and
the offense adjudicated is comparable to or more severe than the
federal offense aggravated sexual abuse.

Registered sex offenders are required to appear in person to verify
their address and other registry information and for update of the
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required photographs. Frequency of personal appearance is set
according to the tier system. Tier | offenders must appear u.
person each year; tier Il offenders every six months; and for tier 11l
sex offenders in-person verification is required every three months.

7 The law requires that states make registry information available on
the Internet, in readily accessible form and with certain mandatory
exemptions. Each state’s website must have search capabilities
compatible to the National Sex Offender Public Registry. The
attorney general is to develop software to enable jurisdictions to
establish and operate uniform registries and Internet sites, and
states will have one year to implement it after it becomes available.
The act also requires prompt sharing of information on registered
sex offenders among state, local and federal law enforcement
agencies and other entities.

8) The penalty for a violation of the sex offender statutes must be a
felony.

9) Offenders are required to maintain their registration in the
community where they live.

10)  The state must maintain criminal history. DNA, fingerprint, and
palm print for the offender.

Alaska’s Sex Offender Registration Law

Alaska sex offender registration laws AS 12.63.010 through AS 12.63.100, were created
by two pieces of legislation, CCS HB 69 in 1994 and CSHB 252 (FIN) in 1998. The 1994 law
created a two tiered system of sex offender registration. A person convicted of a sexual offense
is required to register for 15 years following completion of probation. A person who has two or
more convictions for sexual offenses is required to register for life. The sex offender's name,
address, photograph, place of employment, date of birth, crime for which convicted, date and
place of conviction and length of sentence are made available to the public on a central registry.
In 1998 there were several changes in Alaska's laws. These changes were to comply with
federal law; otherwise Alaska would lose federal funding. The Jacob Wettcrling Crimes Against
Children and Sexually Violent Offenders Registration Act (“Wettcrling Act”), Megan s Law,
and the Pam Lynchner Sexual Offender Tracking and Identification Act (“Lynchner Act")

require states to adopt sex offender registration laws that meet certain standards in order to
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continue to qualify for Byrne formula grant funds. The state was then receiving about $200,000
each year in grant funds. Although Alaska’s sex offender registration laws already met many of

the federal requirements, several adjustments were required. They include the following:

1 Requiring registration upon conviction of certain crimes involving
victims under 18 years of age; these include child kidnapping,
inducing a person 16 and 17 years of age to engage in prostitution, and
sexual abuse of a minor in the third degree if the victim is 16 or 17

years of age;

2. Requiring registration as sex offenders or child kidnappers those
persons convicted of solicitation to engage in offenses requiring

registration;

3. Requiring a person registering to supply information about identifying
marks, whether the person has been treated for a personality disorder
or mental illness, and any anticipated future residence. The Wetterling
Act only requires sexually violent predators to submit this information.
However, because Alaska’s registration provision: not distinguish
between sex offenders and sexually violent predators, this information
is required of all persons who register."

4. Requiring persons convicted for the first time of sexual assault in the
first degree and sexual abuse of a minor in the first degree, both
unclassified felonies, to register as a sex offender for life. This is a
variation on the recommendation of the Wetterling Act that states
establish expert panels to evaluate persons convicted of sex offenses
and to recommend to the sentencing court if a person is a sexually

violent predator (See footnote 2);

5. lhe law clarified when an offender must register. If an offender is
incarcerated at the time of conviction, the person must register in the

The Wetterling Act suggests states establish expert panels to examine convicted sex
offenders and make a recommendation to the trial court regarding whether the offender is a
sexually violent predator. The trial court would make a finding based on the recommendation
and other evidence. The Wetterling Act also allows lor the possibility of the panel later making
a recommendation to the trial court that the person is no longer a sexually violent predator. The
consequences ofa finding that a person is a sexually violent predator under the Wetterling Act, is
to require the person to verify his or her address every 90 days. Alaska’s alternative approach is
to require all persons who must register for life to verify their address every 90 days. This
avoids the expense of expert panels, the lengthy litigation associated with the finding by the trial
court and provides a higher level of public safety by requiring the most dangerous offenders to
verify their addresses regularly. This alternative was apparently sufficient in compliance that

Alaska did not lose Byrne Grant funds.
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30-day period immediately before release from prison; if the person is
not incarcerated at the time of conviction, he or she must register on
the next working day following conviction. If the offender moves to
the state, he or she must register by the next working day after
becoming physically present in the state. If an offender changes
residence within the state, the offender must notify the local police or
the nearest post of the Alaska State Troopers by the next working day
after the move; or, if the move is out of state, the offender must notify

the central registry of sex offenders;

6. Requiring offenders who must register for life, repeat offende-s and
persons convicted one time of sexual assault in the first degree and
sexual abuse of a minor in the first degree, to verify their addirsses
with the Department of Public Safety every 90 days.

Other changes to the law suggested by the Department of Public Safety were to make
administration of the program easier for the state and more informative to the public included
requiring the offender to supply proofto the state of the date the offender's obligation to register
expires, rather than the state having to make this determination. It also allows the Department of
Public Safety to make more information about offenders available to the public and to obtain
information about offenders from other sources, in addition to the information supplied by the
offenders themselves. The changes allow the Department of Public Safety to include in the
central registry of sex offenders, and make available to the public, information obtained from
court judgments, the Federal Bureau of Information (FBI), a criminal justice agency, and other

reliable sources. Additionally, it requests that the court judgment provide information, if

available to the court, concerning whether the person convicted uvst register for 15 years or foi

life.

Alaska law requires the slate to notify the FBI if an offender gives notice that he or she is
relocating to another state; further, the state must notify the agency in the other state responsible
for sex offender registration in that state. It also requires the state to notify the FBI if the state is
unable to locate an offender required to register. This reporting is required by the Lynchner Act,
that asks the FBI to establish a national tracking system for sex offenders, and requires states to

cooperate by supplying information to the system about sex offenders.
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Additionally, the law change increases penalties for failure to register as a sex offender or
child kidnapper, by adopting failure to register in the first degree, a class C felony. The
increased penalty applies if a sex offender has previously been convicted of failing to register, or
if the failure to register was done with the intent to escape detection and thus to facilitate another
sex offense or child kidnapping. A class C felony is punishable by a maximum term of five
years incarceration and a $50,000 fine. Failure to register as a sex offender or child kidnapper in
the second degree includes failure to verify an address or supply all the information as required
by law. The penalty is a class A misdemeanor. The maximum penalty for conviction of a class
A misdemeanor is one year incarceration and a $10,000 line. Alaska has a mandatory minimum

term of imprisonment for conviction of failure to register in the second degree of 35 days

incarceration.

Alaska law also requires that all information provided to the state by a person required to

register must be provided under penalty of perjury. Perjury is a class B felony; the maxi' urn

penalty for a class B felony is 10 years incarceration and a $50,000 fine.
Where Alaska and Federal Law Are Inconsistent

Alaska law and the Adam Walsh Act generally set out the same requirements for sex
offender registration. In many instances Alaska's laws are more restrictive. However, there are
three areas that the state would not meet the substantial compliance test of the Adam Walsh Act.
I he first is the requirements thatjuveniles 14 years of age or older are required under the Adam
Walsh Act to register as sex offenders. (See numbered paragranh 5 above). Alaska law excludes

juveniles trom the registration requirement unless the juvenile has been waived to adult court or

is subject to dual sentencing. AS 12.63.100(3). If Alaska were to conform its laws to this

requirement, a 14-year-old juvenile could, given the offense, be required to register for the rest of
his or her life. 1he Adam Walsh Act requires the states to make registration retro; live for: 1)
those who are incarcerated or under supervision for the registration offense or some other crime;
2) those who are already subject to a pre-existing sex offender registration requirement; and 3)
those who re-enter the "jurisdiction's justice system because ofa conviction for some other

crime.” 72 Fed. Reg. 30, 212-13. This retroactivity standard will include a substantial number
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ofjuveniles. The goals of the juvenile justice system are set out in AS 47.12.0" 0 and appear to
be inapposite to the registration requirement. The Division of Juvenile Justice asked SMART if
the rfate would be in compliance if Alaska required juvenile registration but the registration

information would not be made available to the general public. The answer was that the state

would not be in compliance.

Also of concern is numbered paragraph 6. This provision of the act requires the offender
to appear in person for regi .ration or any update. This provision is impractical for people living
in rural Alaska. Linder tier I1l. an offender would be required to make an in-person appearance
every 90 days and either within one or three days of any change in status, depending on if Alaska

were to keep its one day requirement for reporting changes or accept the three day reporting

requirement of Adam Walsh.

If the slate is to comply with the in-person requirement, either the Department of Public
Safety will need to expand registry locations into small rural villages or accept that rural people
will not be complying. An additional requirement of the Adam Walsh Act is that any reporting
failure is a telony. The first failure to register would need to be changed to a Dlony in Alaska.
The failure to register would be a presumptive C felony with financial implications for the

Department of Corrections which could exceed the loss of Byrne Grant funds.

A third area of state law which needs to be changed would be Alaska's two tiered system.
Alaska could maintain a two tiered system as long as the state second tier encompassed all the
federal second and third tiers. This would mean there would be more Alaskans who would be
required to register for life, where under the federal system, some of these people would be

required to register for 25 years. This would also have a fiscal impact on the Department of

Corrections.

Some Suuuestions

Independent of the issues created by the Adam Walsh Act. there are some technical

changes that the stale would like lo see to Alaska’s sex offender registration act. The issue of
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whether dual sentenced juvenile offenders are to register as sex offenders needs to be resolved.
The Adam Walsh Act requires the offender to provide a palm print. Palm printing is becoming
standard in police investigation. It is another identifier if there is a re-offense by the sex

offender. Palm prints should be included in the sex offender registration statutes along with the

fingerprinting statute.

The sex offender statutes should be amended to require registration in Alaska of a person
convicted of a crime in another state where the person is required to register as a sex offender in
the state where the crime was committed. Presently, an out of state sex offender who moves to
Alaska, is required to register if they committed an offense in a state which has "a similar law” to
Alaska’s law. A problem arises when the other state's law, like lewd and lascivious conduct,
does not have elements similar to a crime committed in Alaska but is clearly a sexual offense.
Presently Alaska reviews the other state’'s law and the underlying conduct of the sex offender to
determine if the conduct, if committed in Alaska, would be “similar’ to a sex crime in Alaska.
1nis process of evaluating whether an out of state offender needs to register has not been
reviewed by an appellate court. This suggested change would stop sex offenders from avoiding

registration by committing sex offenses in other states that has a different structure to its laws

than Alaska.

fhe Department of Public Safety is concerned about persons who are in Alaska for
employment, but maintain residence in another state. Transient workers, like *"slope workers"
who work two weeks on and two weeks off or people employed in the commercial fishery

industry, who are in Alaska during fishing season but who reside in other states, should be

subject to registration.

Homeless sex offenders and vacationers also pose problems in registration. 1he Adam

Walsh Act deals with these latter categories by requiring offenders with no fixed address to
provide a ""more or less specific description' of where they are staying. This resolution is
unworkable. A more specific address may be the *'streets of Anchorage' and a less specific
address could be "Alaska'. With tourists, the Adam Walsh Act requires the offender to notify

the registration office of their state and provide the place they will be "'staying for seven days or



2/2/08

Senator Hollis French
Page 11

Re: Adam Walsh Act

more" so that the destination state can be notified. 72 Fed. Reg. 30,226. Neither of these

resolutions appear practical. Nonetheless the Department of Public Safety needs statutory

directions on this issue.

The Adam Walsh Act creates public policy questions that need to be addressed. To aid
you in resolving these questions, several documents have been attached. Appropriate
stakeholders in these issues are ready to provide you any additional information you need in

making these decisions.
Sincerely,

TALIS J. COLBERG
ATTORNEY GENERAL.

By:
Richard A. Svobodny
Deputy Attorney General

Attachments:
Ihe Adam Walsh Child Protection and Safety Act Section by Section Analysis

The Sex Offender Registration and Notification Provisions of the Adam Walsh Child Protection

and Safety Act of 2006, summary
June 22, 2007. letter to Senator Lisa Murkowski by Steve McComb. Director of Juvenile Justice,

Department of Health and Social Services

August 21, 2007, letter from Senator Lisa Murkowski to Director McComb

Minutes of Senate Prosecutor Caucus, October 3, 2007



FAIRBANKS POLICE DEPARTMENT
911 Cushman Street
Fairbanks, AK 99701-4616
Phone: (907)450-6500
Fax: (907)452-1588
Entail: fpd@ ci.fairbanks.ak.us

February 14, 2008

Representative Bob Buch
Alaska Slate Legislature
State Capitol Building, Rm 430
Juneau, AK 99801-1182

Re: HB278

Dear Representati\e Buch:

I am writing regarding HB 278, a bill which you’ve proposed to address the reporting
requirements of our state’s sex offenders, most notably requiring them to include online

identifiers, e-mail addresses, social networking sites, etc.
1strongly support any efforts designed to increase the protection of our Alaska’s children,
as well as any measures which lessen the chance of on-line predation. My only caveat to

this communication: if your bill is successful, 1 would like to see provisions for
appropriate penalties to be assessed for those online predators that do not follow the

mandates of this legislation!

Thank you for your efforts on this issue.

Sincerely,

Daniel P. Hoffman, Chief
Fairbanks Police Department

Serving Fairbanks Since 1904
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STATE OFFI CE

Ne O fficers A ssociation

A laska P ea

P.O. Box240106 Anchorage, Alaska 99524-0106 Phone (907) 277-0515 Fax (907) 272-5355

January 24, 2008

Representative Bob Buch
House of Representatives
State Capitol

Juneau AK 99801-1182

Dear Representative Buch:

On hehalf of the Alaska Peace Officers Association (APOA), Iwould like
to thank you for introducing HB 278, an act relating to sex offenders and

child kidnappers.

The APOA State Board's Legislative Committee recently reviewed this
proposed legislat.on and decided to unanimously support this hill.

We thank you for addressin_g? this issue. Please contact the APOA office
in Anchorage at 277-0515, if there is anything our organization can do to
assist in the passage of this bill

Angelia Long
State President

cc: Representative Andrea Doll
Representative Max Gruenberg

um
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Lawmaker urges online monitoring of sex offenders

JUNEAU — State Rep. Andrea Doll says police in Alaska should to be better equipped lo monitor sex

offenders and their online identities.

The Juneau Democrat is sponsoring a bill that would require convicted sex offenders and child kidnappers to
add their e-mail addresses and online names to the list of required information they now must register with

law enforcement agencies.

“The greatest crime nov is Internet crime,” Doll said. “It's one of those invisible things.”

State Sen. Bill Wielechowski, D-Anchorage. is sponsoring a Senate version of the bill. Wielechowski said
requiring sex offenders to register their online information would add another “layer” of tools law

enforcement agencies could use to stop sex crimes against children.

In a recent hearing, state officials told lawmakers that e-mail addresses should be kept in a searchable
database, but not publicly listed to prevent sex offenders from being harassed. Officials said that posting
such information publicly also could make it easier for like-minded sex offenders to contact each other — an

idea some lawmakers apparently agreed with.
“We don’t need Internet bathhouses," said Sen. Con Bunde, R-Anchorage.

Doll said she believes treatment and robust law enforcement efforts, including Internet surveillance, was the

best way to keep children safe.

Mat-Su population gets statistical twist

ANCHORAGE — Statistics-wise, the Matanuska-Susitna Borough has dropped out of the running as the
region with Alaska’s fastest-growing population.

According to new state population estimates, the Aleutians East Borough posted a 7.6 percent increase
between 2006 and 2007.
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OUSE C 1MITTEE REPOI

Date Referred to Committee: January 15, 2008 FURTHER REFERRALS: Finance

Date of Committee Action

The JUDICIARY Committee considered

HOUSE BILL NO. 278 SEX OFFENDER/CHILD KIDNAPPER REGISTRATION

An Act relating to sex offenders and child kidnappers

Recommends it he replaced with 1 )HCS O0f [V\ CS for
For Senate Hills with new title: / / Technical Title / / Title: IICR

(] attach amendments

[ ] add new referral to Committee
f ) Letter of Intent___ Committee
ATQV FISCAL NOTES PREVIOUS FISCAL NOTES

*Assigned t>v ChiefClerk’s Office

l.isl 1» DepKsi;

Signing with recommendations , ,
r'rimed llist Name



