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Problem Scope?

How close to your home is the
danger?






Small-town Problem?

superdad3s-s prolifal H LA Last Updated: December 26.2001
My Emall BaSiCS ADVERTISEMENT
Private Yahoo! ID; superdad38
Real Name: m s m m m |
On Yahoo! Location: Cheyenne
Add to friend list Age: 38
* Messenger Marital Status: Single And Looking
View my briefcase _
: Gender: Male )
* Briefcase M
Occupation I have one!!!! lend me a message anaglng
| your money
Favorite Quote IS easy,
"Ifitfeels good..... DO ITfH!"
Links Create your own home page at GeoCitiesi Find out how.

«Home Page: No home page specified
* Cool Link: No cool link specified

¢ Arrested: Dec 31, 2001 - Cheyenne,
Wyoming



Investigative Areas

¢ Child exploitation
- Intemet or technology fecilitated

¢ Reactive and proactive
¢ Traveler
¢ Interdict child sexual abuse images



Undercover Goals

¢ Locate and identify persons that:

- Target local children for sexual exploitation
- Traffic in child pornography

¢Primary Focus - Place officer

between the predator and the
child



Yahoo Chat Rooms

Join Room' m m
. ol
@@5* Yahool Room* Ums Rooms
© Yahoo! Categories TEENS WILTH_CAMZ(fttiefcase 8<picX434) -
. *~| Featured Rooms Pic room .DO NOT COME INW/0 A (259—
Fa”mg Hearts P~1 Busness & Finance CASES(230)
- Send your 9 thru 14(199)
sweetheart the D Computerst Internet OPEN MY LEGS AND MAKE ME SCREAt
Falling Hearts B CD Cultures & Community BI/LE2 GIRLS ONLY ROOM(146)
|MVI ronment. Pi By Language D@ddles n D@ughters(144)
n  Countries and Cultures gils wanna_see_peras{110)
| GAY_AND_BI_TEENS(109) ~
t CD Qmme Young Girls with HUGE Boobs'(103)
Yahoo; n Food and Drink Teen Pool Party(75)
Greetings H CD Goys GUYS ASK GIRLS ANYTHING!(73)
- Send a free r~| Lesbians. Gays, and Bi Chubby Chicks(71)
greeting card to OntaRIO_onT ario(G4)
. I wanna be YOUR slave(44)
that special n Issues and Causes «0,k*L,a"H 0*M'a(3S)
someone 0 CD Entertainment &Arts Teens BEAT OFF!(36)
r~1 Family &Horne "~L~-0~*U~1~*S~1-A~'N -A-(28)
C | Game: A Vampire Tavetn(28)
Yahpo! : A~R~~Z~0~N~A(18]
' R i i~n~Q~M~n~ir~F~R~<;ri4i
Pergonals chat rules

- Find your

1 | CreateMow Room) fio to Room | Cancel
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Yahoo Chat Rooms

Join Room

*1 £nter Chat Room at: |"

© Yauod GEgies
n FeeusdRoOs
Pi1 Bares&Ha1e
P Cnhpas&inarg
E CJ Glues 8Crmurty
i B/lagee
Pi GutnesadGlues
i Ane
1 FoodadDirk
B-Pl Goys
, P1 lesias (a5 ad

( 1f1M

i

*J

IRooms Utet Rooms |
[ENS_WITH CAM2((itiefcaseS<pic|(434)
:room DO NOT COME INW/0 A (259—
ISES(230)

iru 14(199)
‘n my legs and make me screai
LEZ GIRLS ONLY ROOM|14&)
dies n D@ughters(144)
Is wanna_see_pems(110)
| v_AND_BI_TEENS(109) -
| Girls with HUGE Boobs<(103)
i Pool Party(75)
TASK GIRLS ANYTHING!(73)
*Chicks(71)
JtaRIO_onTano(64)
la.nna be YOUR slave(4d>
fk-L'a-H'o-M'alSB)
is BEAT OFF!(3G)
—0—Uu—I~"S— I-A~"N -a— (28)
ire Tavern(28)
|R~1~Z~0 "N~A(18) ,
n~n~<;~M~n~K~F~R~e;ii4i Z]

fiotoBoonT] Cancel



Yahoo Chat Rooms

Join Room

Zﬂ
9t|’ru1 L%BA\DM*EI\/E&JEQ

| o3y Dajuma’l”

' 1© Yahoo! Categories

BNE GRS ONY FOM140)

vwara e

nDQL

Y’A\Dl

IY_

(13

%‘%@mm@

O ailai
|vamale YOLR dad4)

)

Yahoo! Rooms Uw Room* |

TEENS WITH CAMZ(ftriefcaseS,p.,)(434) *
Pic room .DO NOT COME INW/O A (259*~
| CASES(230)
9 thru 14(199)
OPEN MY LEGS AND MAKE ME SCREAt
BI/LEZ GIRLS ONLY ROOM(14S)
| D@ddies n D@ughters(144)
I grrls_wanna_see_pems(110)
IGAY_AND_BI_TEENS(109) -
IYoung Girls with HUGE Boobs!(103)
1Teen Pool Party(75)
GUYS ASK GIRLS ANYTHING!(73)
Chubby Chicks(71)
10 ntaR10_onT ario(64)
Il wanna be YOUR slave(44)
I *0*k"L"“a,H,0'M’a(36)
| Teens BEAT OFF!(36)
L~“0~“U~“I~*S~r 'A~'N~*A"*(28)
| Vampire Tavern(28)
|A~R~1~Z~0~N~A(18)
| r~ii~n~<;~M~n~ic~F~R~<;riit Z\]

fiotoRoom~| Cancel |



D@ddies n D@ughters

Addles n Daughter.s:2 - Chat
Bte £cft View Fpend Format Help

S«nd Flc Wthojm  v3o« Chat

IWnmiw

(05:41:22 PM): 17/f here looking for a young girls to be my mistress for real
pm me girlsto own me (NO GUYS ONLY GIRLS) this is for real

4 horny woman 2 (054134 PM):any horny young

fem ales who wantto Phone PM ME

PLEASE I will call and | have a pic of

my huge cock on my profile

path962000 (05:41:58 PM): hi room any ladies want to roleplay? pm me
captainrontn (05:42:11 PM). any/14/0r/under

wonderchunky (05:42:23 PM): any girls w/pics or webcam press xxx
wonder chunky (05:42:24 PM): any girls w/pics or webcam press xxx
wonder chunky 9)5:42:25 PM): any girls w/pics or webcam press xxx

luvin_my ladies (05:42:34 PM): any horny young girls 12-18 wanna be my little slut?

pm me with your asl

southern (05:43:15 PM): 47/m/south Carolina., is my girl here tonight? IM me if you
are honey!

wonder_chunky (05:43:30 PM): any girls w/pics or webcam press xxx

N I

B | U <§) © |Arial 3F °"3 | t

© 00 060063 0066060600606 06

lustreblue ﬂ

luvm_myjadies -
maiial5_bi
mheath202000
mustang65_ct
nycteddave
oldermanforyou
path962000
pieceofu6699
pm_me_ladies
sOuthern
sensuousloveim
skstei_lor_ We2
slephy_daddyigxI
steve_kelly22
tasteycheiiy6968
texascowboy2852

©> theiockuk2002

©

voodoo924 v



J sleve_

kelly22‘s YahoolProfile - Microsoft. Internet Lxplurer

Fls Ed* ywv Favorites loots tEtp
mi-Bstk ' -» 41|  Search [flFavortBg “ttrtary jigy. gj gg - Q _
Address |< ] http://profies.yahoo.com/steve_kely22 5 1760 junta "«WEEK g] Google InfoWorld g]Time **' -jing
MEMBER My Profiles - Acct Info - Hejp - Sign Out

:|S] Done

'S X H o o ! pilrecToRry

Great deals from Hewlett Packard and nearly 1,000 other stores.

1 ; 13t k-,
Steve_k6||y22|3 prOflle : u I* I Ir_ast Updated: January 27,2002
My Email 8 asica ) esroas !
Private Yahoo! ID: steve_kelly22
Real Name:
On Yahoo! Location:
» Messenger Age

Marital Status: No Answer
Gender No Answer

Occupation: sports

More About Me

Hobbles oollectl sports cards, listening to country music, watch t,
ingwith friends and family 1 Tike beseball,

basketball football hocke

Latest News: | nowworkforwaL-marT | the boys

varsity basketball teamwhere 1 went to Hamroro High School

Favorite Quote

"THE HANFORD FALCONS IS THE BESTHIOH SCHOOL
EVER WWand wcw rule”

i

Managing
your money
IS easy.

Find out how.

Get your

) N

“lll



http://profies.yahoo.com/steve_kely22

Yahoo Chat

uxhoot

Cool Links

IP

. Wb *e?.<bPa
Yahoo! GeoCities

- Build a web site with
WWWwW.my-own-name.com,
email and more! Just

$3 95/mo

Yahoo! Personals

- Make a great
connection on Yahoo!
Personals.

Yahooligans! Parents*
Guide

- Tips on safe chatting for
kids and parents

Yahoo! Mail
- Get your free e-mail
account

Rooms

Enter Chat Room as:

SRk

Categories

Health & Wellness
Hobbies h Crafts

Music
Recreation & Sports

I 1~
CD
f+CD
E D
ffl CD
Cl
E) cD Romance
fc CD Adult
; CD BDSM
n  Fetishes

Regional
Religion & Beliefs

n Gay Male
r~1 Lesbian

n  Manied But Looking

C | Mastuibation
CD Role Raying
CD Stiaight
C | By Location .zJ
chat rules

Create &ew Roomj

X]

Yahoo! Rooms User Rooms

Slut whore for use(65)

i want an nasty older man (58)

Humilation and Spankings(49)

WHITE SLUTS THAT LOVE BLK DICK(4f
Force the neighbors wife (40)

I will Play any age you want(33)
THREESOMES. MMF. FFM FUN(31)
Gangfuck(23)

Slave Auction(21)

Breed Me, Make Me Piegnant(20)
Women Who Want To Be Dominated{20) —
R@pists And Then Viclims(18)

sluts in the barnyard2(18)

doctors office for females (18)

Short skirts, No panties Bar(15)

HIGH CLASS BORDELLO(II)

mature rough role play(10)

FUCK ME HARD(9)

Furry Kingdom(8)

Kill Her(7)

Mnuie nUiirnr>mf71 J

go to Room £ancel


http://www.my-own-name.com

Yahoo Chat Rooms

1 Join Room

Y X "o ot

Cool Links | —

n Health & Wellness
cSk

i Bed Mg Me Fregati()
2 A VMarenWho\WWat To B2 Domyeed
mm Tkar\/k%]arm‘l 9
inthe tamyadA
codas diice for fardes (
gat_l s N parties
ndueraghide gag(l()
FUKME
MI k llab,]@

Y

Yahoo! Rooms User Rooms

Slut whore for use(65) : '3

i want an nasty older man (58)

Humilation and Spankings(49)

WHITE SLUTS THAT LOVE BLK DICK(4f
Force the neighbors wife.(40)

| will Play any age you want(33)
THREESOMES. MMF. FFM FUN(31)
Gangfuck(23)

Slave Auction(21)

Breed Me, Make Me Pregnant(20)
Women Who Want To Be Dominated(20) — 1
R@pists And Their Victims(18)

sluts in the barnyard2(18)

doctors office for females (16)

Short skirts. No panties Bar(15)

HIGH CLASS BORDELLO(11)

mature rough role play(10)

FUCK ME HARD(9)

Furry Kingdom(8)

KiMHer(7)

Mnwip Thpplfp nlp)irnom(7)

fio toRoom| Qancd |



Yahoo Chat Rooms

Join Room m m %1

p| Enter ChatRoom as | moriotoneci2089 E

Categories Yahoo! Rooms  User Rooms

Slut whore for use(65)
i want an nasty older man (58)
Humiiation and Spankings(49)

EmLpa-dmrM WHITE SLUTS THAT LOVE 6LK DICK(4f
- Force the neighbors wife (40)

THREESOMES, MMF, FFM FUN(31)
Gangfuck(23)

%j hﬂ%j Slave Auction(21)
I\E I\éﬁ@ﬂ(@ Breed Me. Make Me Pregnant(20)
I,-Lm Women Who Want To Be Dominated(20) — 1
M R@pirts And Their Victims(18)
sluts in the barnyard2(18)
doctors office for females (16)

m . a‘dm\ﬂm ) Short skirts. No panties Bar(15)
. looking HIGH CLASS BORDELLOI11)
\/VD\MT -I-O& 1 mature rough role play(10)

FUCK ME HARD(9)

EI'nghTﬂ a Furry Kingdom(8)
Kill Her(7) .
WI I’ 3 Mnwio Thp-alrp nlpiimnmr7) ZI1
chst rules

fio to Room Cancel

Coo! Links




Yahoo Chat Rooms

Join Room M S 3
Enter Chat Room at.
= f
JVivx Yahoo! Rooms User Rooms
Slut whoie for use(65) ~T]

i want an nasty older man (58) ~

PUNISHMENT room for sIaves(18) Humilation and Spankings(49)

Pusy Spenking(18) . e T LOVE B Dl
HIGH C R ELLOP6) | will Play any age you want(33)

Felinas Treehouse ﬁu:r\F/?gS) THREESOMES. MUF. FFM HINL)
THREESOMES, MV, FUN(15) Slave Auction(21)

MMF 3 SomesUl) Women Who Want To Bé Domneted(20) -
Complete pelvic exam(11) R@pists And Their Victims(19)
Ask women anything in this room(s) dociors offce for females (19

(18)
GanngCk(8) Short skirts. No panties Bar(15)

Wife Stranded Car Brokedown2(8) Sut Looking HIGH CLASS BORDELLOGLY)

Catfightin%Bitches r_oomﬁ7) _ FUCK ME HARD(9)
The Funs house of love/learningf5) ruy Kingdom(®)
3 Mm/ip Thpptip r>Unmnm(7) Z |
chrtfulre

So toRoom | Caned



«Jktljerufwhores™'J'*Yahoo! Profile - Microsoft Internet fxpldrcr

AMSIXI

) 1&3&L
Eile Ed* Ytew Fflvortes loots tfctp

~ L\ 3 A jiiFavorites  ff Media & | A gg /\ »| 0
Ad*«* t] U:\CCU\PresentaOons\Captures\kjlerofwhores13‘s Yahoo! ProfHe.Km U*s ®)EIS <f]Gootfe OJwyimg.coni €JoWeek g]PiskExam

'S X H O O ? DIRECTORY"Jfe

w Lose 10 Pounds by Sept. 3rd  epies
Height [T 3 «I7 ii ik Weight | 9°l
Click Here to Lose 10 Ibs - START NOWI

Enjoy Friendly Chat by Phone
Try aFree $5 Call Now!

My Profiles - Acct Info - Help - Sign Out

C  Yahoo! Personals
where millions of singles raeei!

Last Updated: April 17; 2002

kt!''lerofW hores43*ti ie |4 oTit 4 me
My Email Basics
Private Yahool ID killerofwhores43 I nykIIIU for
Real Name sonicone us
On Yahoo! Location: colorful us
» Messenger Age 29 Vt-HI f" v
Marital Status No Answer *Mci-i meill'

<*|Done

Gender Male tiillum ! JVrsmiiW s. |

Occupation pain

More About Me

Hobbies: taking females by force,

_ rTaklm?r% them suffer
Latest News: JUSt gOt back after a 8

hs away and ready to play

PI. tI £tHeor
Zip.

Links Create your own home page at GeoCitiesl

*Home Page No home page specified
* Cool Link: No cool hnk specified

!'Local intranet



J cvildeathiusi’s Yahoo* 'rufjlr . Mu rosiift Internet f-nplurer
Bte Etft Sflew Fgyortte look grip
>C*d

Ajt*e$s |#J U:\CCLI\Presentat»ons\Captures\ev4deathlList,5 Yahoo! Profte.htm 3 <FHG® ®JE1S Google wyimg.com gleWeek g]Dts*Ex«i>

'SX E D O O C P R O F ||_ E S A My profiles - Acct Info « Help - Sign Out

M ore AboutMe

Hobbies: making the dark places closer than you would like
blackmail is a favorite ofmine i will own for real 1like death 1like |
evUiki  torture 1like inflicting extreme suffering 24/7/365....beware | am a

My Einai| real
Private

Latest News: Have you ever encountered true darkness real
onvahol eVil the dreams ofmost are crushed easily destiny is forever! join

Addtome  me and repent

* Messengj

Occupation few million.
ms i mss-tat

More About Me

Hobbies' making the dark places closer than you would like
blackmail is a favonte of mme i will own you for real 1hke death 1like
torture i like inflicting extreme suffering 24/7/365 beware | am a
real

Latest News: Have you ever encountered true darkness real
evil the dreams 01 most are crushed easily destiny is foreverl join
me and repent

;g]Pono j Local intranet



IRC Chat Rooms

1Hem... 1 Topic

Charnel Name
MM b(o«, Bissex
BOIHIHHIdad&daughtersex
»CMIIdI!fejmilyJovefs

NOtiMMiidad&daughtersex
ttO»*iii"familysex
ttOllNlNftickhungiy_sluts
ttO*mtmg* Is€olderguvs
ttOtiMIIHhighheels

Ja! lethumiliate_a_sub
ttOHHIliimpiegndtionsex
BOWMiUmasteribrats
BOtI! Tnaughtuoflicesex
BOHIHWpreteenrapesex
BOtlIIHHpreteensnuffsex
BOMMIIHschoolgKlscx
ttot!!li»slurkennels
BCtiMIHsubgwisSroldermestefs
Bo!t!1Mwebcammovies

BAliiiil_avi_mpg_mov_sex_pic,s

Bo!!!!l!!. cumsluts&whoies
KOimiiichilcfovechat
BOfiMMtchildslavesex
00>!tlIMdee&desi
BCHntlttfcxcedfannilysex
BO,!||t||]gang_'dpe_me

10
51

[y

4

7
3

Welcome to BOHIHUHbro&sissex channel. no pic/tradmg/fservers. no co-channeling of iape/s
"The Original D&D" "Come in and Chat.. 16+ Fantasy Only ...No Pics No Fserves, No Trading
A Real family love channel for those that are or have been involved in Family Love and unders
Ops And People Who What Great Pics Over 18 Welcome

Welcum to ttOtiWlINgangbangLsluts! Ladies, type Igirl for a plussy. Idlers over one hour will be
16 + Fantasy Room *Where Mom and Sons can come to talk. Please ask before MSG anyon .
Pics and loonz.. Mp3 server onknd Cable speed!

C'mon in and trade those sexy older women ptx!!!! No kiddie, incest ot beasteality!!!!

Sex at it's best, no-sa, we just talk... New England Patriots New Super Bowl Champs!
Welcome to Cum Thirsty Girls... females type Igiil in channel for a plussie... no pedo's and no h
Where Dads & Daughters Cum To Play  Fantasy Only. NO Pedo. Pic Trading. Clones Spam..
fun for ALL the family <NO Trading. NO (serves. NO Pedo, NO CAMS, about 10 minutes betw
Welcome to Fuck-Hungry Sluts! Type !gul for a voice . If you're male, and end up with a pluss
A+<{@ +"'{{@ THE playground for Girls and older men! Ages 16+ only, no msg without p

Desperate. Wimpeiing. Helpless Swine. Squirming. Wiggling. Hear Her Whine. Master Span
Welcome to Impregnationsex! If you thmk you have the good swimmers to help the ladies mn
Come on mand have fun!!! If you didn't get the rules upon entering type (rules for them +s giv
16+ channel: NO MESSAGING WITHOUT PERMISSION A place where workers, bosses and
©lees©©eee«©.»[ PreteenRapeSex JEverything you want, everything you like=- ©9-+BCO»+n©
aeacacaeaece -=DALNet's Dailt Fantasy Channel=- acaeacacacae
Welcome to SchoolGirlSex Where panties are flung by the door with care ) 16+ Only, pleas
"Welcome to Slut"Kennels " This is a D/s channel. 18+only No co-channeling with kiddie
H) Welcome to a D/s channel for gentle older Masters & submissive girls 16+ Absolutely NO i

THE BEST >00< MOVIEAVI.MPGAND PIC TRADING Channel On Dal.net WITH NO
<sugarplums> dammitaNpoundmeyoutalkingmcnsterwannabehumpedidoandhardtoooooooooa
A Safe Race For Those With A Love For The Little Things In Life |Ages 0-99) We are now 8

=T honre's seiver is online Dalnet's Longest running teen movie trading channel
Fantasy Sex « Come in and play -16+ NO TRADING/FSERVES

{@»GRM«{@} Where sweetest g»ls and toughest guys go ® Type 'Ht lor on-Ime ( serves out
HeVo!!! You have reached IT. If you don't know what it is. type (rules. Always remember ~ Smil

Sexy and Friendly FANTASY CHAT Channel for YOUNG GIRLS [19 or younger] and those tha
Come in and grab a slut, ravish her wanton fuckholes, leaving her a quivering mass of |uices a



IRC Chat Rooms

Channel Name Mem.. 1Topic" s

BOHHIUHbro&sissex 10 Welcome to BOIlIIHIHbro&sissex channel. no pic/trading/fservers. no co-channeling of rape/s.
BO!((""!(!dad&daughletsef 51 "The Original D&D" "Come in and Chat.. 16+ Fantasy Only ...No Pics. No Fserves. No Trading...
Ito NillilM'fainty. lovers ivolved in Family Love and unders..

BOMININfa<8, older-woi I MN

BO!l'!!11gangbang_slury

BO!I!!(!mom'n'sonsex m‘ ""

BOt!(I!!ltpics&wavs&mp:

BCN!!!II'sexyoldetwoi m‘ “"sfmg incest or beasteality!!!!

ttOIHIINIco-edsex

o emneare . 440 NNHUO@ETHS
- Pedo Pic Trading. Clones Spam

Bo!l!11mdadidaughter sei

e w400 Mg lopris8dcbmedas

BCKI!i!llifuckhungry_slut:

BOIf(!!!!gitls&olderguys m‘ ""V\dIHT.‘m‘.S Ages 16+ only, no msg without p.
BOilMIhumiliate_a_sub MI 1] a'Ln-m_nD/ CS
ttOlllIH!impregnatronsex W= ommE & _9(_p

BOHil!'master&brats m‘ I" gtype (rules lor them +s giv
ttOllllnaughtyofficese: " mam place wheie workers, bosses and

BOiit!!((!preteenrapesex m‘ I I 'a'ildoma verythmg you Irke=- ©J"?©©*"1©
-m LR} “ %

ttOtiMHHpreteensnulfsex

BOWII-ischoolgirlsex m‘ I"df'llﬁm door with care ) 16+ Only, pleas

ttONIH!skjrkennels

BOtltlllisubgnisiolderi 44]“ M

BQ! ! nwebcammovies

BO||™!"_avi_mpg_mov_ m‘ " ]

BOHINI_cumsluts&whor

BOI!!!ichildiovechat 4@“ ]
BOtlIHMchildslavesex - '"mmrm

BOwliiiidee&desi | teen movie trading channel.
BO*M!!iforcedfantlysex KVES

BJ||I!!ljgang_rape_me {0}»GRM«(@} Where sweetest girls and toughest guys go ® Type (list for on line f serves out
BOHINHIittleboysexchat HeJo!!' You have reached IT. If you don't know what it is .typeirules Always remember  Smil
BO(I"'!'IMg»lsexchat Sexy and Friendly FANTASY CHAT Channel for YOUNG GIRLS (19 oi youngei] and those tha

BO!!!!lliape_extreme_sex Come in and grab a slut, ravish het wanton fuckholes. leaving her a quivering mass of |uices a



nameremoved (05:05:38 PM): I love the thought of hogtying and
gagging little bitches

name removed (05:05:49 PM): cutting their clothes off

name removed (05:06:08 PM): training them to become good little cock
and pussy slaves.

Undercover (05:06:26 PM): How far does it go

name removed (05:06:47 PM): | want it to go as far as possible

name removed (05:06:54 PM): including eliminating her if needed

name removed (05:07:01 PM): Ritually.

Undercover (05:07:01 PM): omg

Undercover (05:07:40 PM): what if u got caught

name removed (05:08:08 PM): naturally, one doesn't *think* about
getting "caught"

name_removed (05:08:21 PM): which is why you *plan *these things

name removed (05:08:28 PM): very very thoroughly

name removed (05:09:01 PM): hence the drugs, restraints and cages

Undercover (05:09:19 PM): | don't mean then, what about after?

name removed (05:09:33 PM): after what....?

Undercover (05:09:40 PM): after the ritual

name removed (05:09:48 PM): there is nothing left

Undercover (05:10:05 PM): OMG



Mobile Chat

What b Upoc?
Upoc b a rnob*» wvic* #wt letsyou stay In touch wHh Mends. meet
now people or g&t grotinfo-ai k> test messogring! more...

Cvorheard on Upoc: Mobile Picture of fhe Day.
| Fr:techsewr r Fr. ScerlotsFire I | Reg|3ter Now
To: gyeny.ondgr To: Dicothedav I
Member Login
DID YOU EVER WONDER
Why is lemon juice mostly handle or m:bllem number

artificial ingredients but
dishwashing liquid
contains real lemons?
pessword

see Did You Ever Wonder ngJ

Q Remember my handle and
password

U PO C * D AT I N G * fgrafiyyggr handle,or (VHword?
problems looging in? click here

FIND NEW LOVE TODAY R

: dl
g]hoobrll Iee # continue I\I/%\(L

is corrpanble erth singular, Veriron, Alltel and Sorint, Costs
§O9C9/mo on Gnaular and 89/vveek on Venron, /AlltelSpn and Sport.

Terms & Conditions are avallable
uWareF St

SMS
COMMANDS

COOL TXT
FEATURES

isearch communrtiBS

fe



Traveler / Online Enticement

¢ Agents assume identity ofa child or a
parent with young children on the Internet

¢ Agent waits in chat rooms

¢ Suspects arrange sex acts, meetings or
solicit the manufacture of child
pornography



Case Study Noble



Suspect 1D

NOBLE, Todd

Aka: barracudaa2m

Bom: August, 1964

Home: Colorado Springs, CO
Aspiring Web Designer



Undercover ldentity

] ¢+ Angelgirl12yo
¢ Twelve year old Wyoming girl

¢ This identity was used In conjunction with
| an online introduction to Noble. No chat
rooms were involved.



Assistance

¢ ICE agents requested Wyoming DCI
Intervene In hopes of interrupting the
planned abduction



Arrest

¢ Noble was arrested the day after the
undercover chat as he searched the
Cheyenne bus station for the twelve year
old Angelgirl

¢ A subsequent forensic examination of his
computer revealed a large amount of
material related to Noble’s plan to sell child
pornography on the Internet



Post Arrest Interview

What other options did you have to get rid of her besides
selling her to the bikers?

Dropping her off on the side ofthe road. That's...
What else?

.. .take her in the mountains and leave her. 1...the only really
options that I...even knew aboL.

Where did you talk ab' >tttaking her in the mountains and
leaving her a? You did specify.

| don’t think s0. | don't know.

What do you think would have happened to her if you took
her to the mountains and left her?

She'd probably be eaten by abear or alion or she wouldn’t
survive.



Sentence

¢ NOBLE pled guilty to soliciting the
manufacture of child pornography

¢ On April 14, 2004 NOBLE was sentenced
by U.S. District Judge Brimmer to one
hundred eighty months (180) months
Incarceration, five (5) years supervised
release, $100 victim assessment fee and

$1000 fine




Post Arrest

¢ The real girl that Noble was arranging to
abduct was located and her family notified

¢ The girl thought she was in love with Noble
¢ She later disappeared



Case Stuay Thurston



Suspect 1D

Thurston, David

Aka: thelolitamaster
Bom: September, 1978
Home: New Orleans, LA

Unemployed
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Undercover ldentity

¢ Momofone82009
¢ Wyoming mother of 9 year old daughter
¢ 7 year old niece living In home



Thurston

¢ During this undercover operation Thurston
sent hundreds of images of child
pornography and requested to violently rape
the nine year old daughter and seven year
old niece ofthe undercover identity



Thurston

¢ Investigation revealed that Thurston was
already wanted for the use of a grade school
computer to view child pom

¢ The chat you are about to see all took place
within the first hour of conversation



thelolitamaster: 9 yr old daughter

thelolitamaster: kool
momofone82009: Yes, 9yo
thelolitamaster: she must be very sexy

thelolitamaster: mmmmmmm

thelolitamaster: you gotpics of her?
momofone82009: Not on the computer.

thelolitamaster: what do you let her do
sexually?



thelolitamaster: does she fuck adult men?
momofone82009: Hasnt yet
thelolitamaster: do you take pics?
momofone82009: Some

thelolitamaster: opened pussy?
momofone82009: Haven't taken any like that.

thelolitamaster: 1d be honored to have her
picture taken with my cock in her tight

pUSSY



momofone82009: What all do you want to
do?

thelolitamaster: force them to do things to
each other

thelolitamaster: raping each other with items

. ; thelolitamaster: forcing ass to be stretched

-y, thelolitamaster: beating them

momofone82009: oh my god

thelolitamaster: 1d love to force her to suck
my cock




Ongoing Chat

¢ Thurston spent the next two weeks pleading
with the undercover identity to pick him up
In New Orleans and let him rape the
children. Thurston had a plan to home
school the children to prevent anyone from
finding out about the abuse.



ldentification

¢ During the undercover chat the agent asked
Thurston for a photo

¢ Thurston said he had to go to Kinko’s to get
one scanned
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Arrest

¢ Thurston arrived with his roommate at the
New Orleans Airport and was arrested

¢ A forensic examination of the computer

resulted In the arrest of the roommate as
well



Post Arrest Interview

¢ Thurston confessed to sending the child
pornography and wanting to rape the
children. Thurston had been watching
children in his own neighborhood but
claimed he had not yet acted on his desires.




Sentence

¢ THURSTON was tried in Jefferson Parish,
LA. THURSTON was found guilty of

distribution of child pornography and
soliciting a sexual assault. THURSTON

was sentenced to twenty-five years hard
labor in a LA prison.



Peer to Peer Investigations

¢ Operation Fairplay

The pro-active Investigation of file sharing
networks with the use of legally accepted methods

to 10entify those Iindividuals who share child
pornography.
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Operation Fairplay

¢ Developed in Wyoming

¢ Global servers housed in the DCI offices In
Cheyenne

¢ Interdiction in the Internet trafficking of
child sexual abuse imagery

¢ Primarily movies where children under the
age of 8 are being raped



Operation Fairplay

¢ In conjunction with operations running
since October, 2004

¢ Involves law enforcement from 18 countries
¢ Over 800 undercover investigators

¢ Largest Proactive Undercover Operation
EVER!



Operation Fairolay

¢ Operation Fairplay is designed to leverage
the investigative efforts of police officers
from around the world

¢ While an investigator in England uses the
system to find local offenders, the servers in
Wyoming also report on Wyoming suspects
discovered in the process



Operation Fairplay

¢ By entering search terms in publicly
available Peerto Peer software and

Investigator receives a list of potential child
sexual abuse Images

¢ Wyoming software identifies which images
are illegal and where the offender iIs located
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Operation Fairplay

¢ Over 20,000,000 transactions where law

enforcement was presented with downloads
of child sexual abuse images

il,

-y
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¢ Over 570,000 unigue computers in US

Map Demo



How Widespread?

¢ Through proactive undercover operations
Investigators from around the world have
tracked the dissemination of thousands of
movies depicting child sexual abuse



One little girl

¢ Investigators have tracked over a million
Instances where the victimization of one
child has been offered for distribution

¢ Data represents the period October 2004 -
November 2006
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Cindy

¢ Watching one little girl grow up



U.S. Ownership

Top five countries by volume



Data-Mining

¢ Recent enhancements now enable
Investigators to determine who Is the most
egregious P2P offender recently active In
their jurisdiction






Notable Offender

¢ Cleveland, OH
¢ Offender using Bearshare

¢ Seen 866 times sharing 123 different

oreviously-seen movies/images of child
pornography

¢ Last seen 11/28/2006




Ohio Offender

®A search warrant was executed on the
residence

®An adult male was found In possession of
thousands of images of child sexual abuse

#Movies were recovered where the offender
filmed the drulq Ing and molestation of
elght local chifdren






Wilkison

- 4Bom May 1964
| #Resident Casper, Wyoming

oFchruary, 2005 agents find Wilkison
offering child pom for upload

#Browse suspect computer reveals 134 files
available for trading including 34 files of
previously Identified child sexual abuse
Images



File Names

bondage 1lyo.mpg
(PTHC)08 yo rides grandpa baby] r@ygold.mpg

|Oyr boy dogayfuck 8yr sister brother lolita child
Dreteén, mpg

1lyr grl blows dad Great Tits Awsome

Ipples.mpg
yo GirlKiddy Pom pedo pthc - man-girl anal
pOOr res .26.mpg

BabyJ 3yo girl eats cum2.mpg


mailto:r@ygold.mpg

Wilkison

#The high speed Internet service was
Installed January 25, 2005

#Agents found the computer distributing
Fepruary 2, 2005

®DCI/ICAC and Casper PD served a state
search warrant on February 9, 2005




Wilkison

#\\ilkison contacted as he left the residence
In Casper

#\\Vilkison acknowledged intentionally
recelving child pornography



Wilkison

#Suspect was a non-compliant sex offender
from the prior rape of a three year old

<+Computer forensic revealed numerous
movies depicting the sexual assault of
children including toddlers



Wilkison

<+Charged with receipt and possession of
child pornography

PSR revealed several prior non-prosecuted
molestations

oFcderal sentence - 180 months




Gelner

4Bom January 1972

<Resident Buffalo,
Wyoming

40ODserved on several
occasions offering

numerous child pom
files for upload




Search Warrant

&State search warrant obtained and executed
- DCI & Buffalo PD

- #DCI agents found computer in Geiner’s
resicence

<oExam revealed 1700 still images and 100
movies containing child pornography

#Suspect admitted to distribution



Federal Sentence

<+Charged with attempted distribution and
POSSESSIon

#Geiner entered a cold plea of guilty to both
counts

#Prior conviction for indecent liberties
related to the rape of a four year old

+5entenced to 210 months and life term of
supervised release



Hernandez Study

<In two separate studies of Federal prisoners
Incarcerated strictly for child pornography
crimes, experts determined

- Over 80% of the offenders had prior unreported
molests of children
- At sentencing 210 molest victims were known

- After the study, 3081 molest victims were
known



NCMEC Study

Q_Stud?/ sald “We found 40% of the cases

Involving CP possession in the N-JOV
Study involved dual offenses of CP
possession and child sexual victimization
detected In the course of the same
Investigation.”

¢ 1 DO0J, NCMEC, UNH Study
http://www.missingkids.com/en_US/publications/NC 144.(Executive Summary, p. viii)


http://www.missingkids.com/en_US/publications/NC

Operation Fairplay

A single undercover Investigator can
generate thousands of cases In a day

+The \Wyoming servers 1dentify which
offenders are the most active and which
Images are being traded



Alaska Transactions

42008 = 843
+200/= 10,149
42006 = 4545
42005 = 2303
42004 = 3/



Alaska Unique Serial Numbers

¢ 2008 165
¢ 2007 832
¢ 2006 491
¢ 2005 85
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Alaska Unique Serial Numbers

¢ 2008 = 165
¢ 2007 = 832
¢ 2006 = 491
¢ 2005 = 85



Impact

¢ 30 - 80% of Child Porn collectors have
been involved In hands-on molestations

¢ > 1400 distinct computers

¢ Well over 400 hands-on abusers iIn
Alaska 1dentified In one Isolated corner

of the Internet



Impact

¢ Demands for resources grows
dramatically (Chrono order)

-Training

- Investigators

- Forensic exams (Physical / Digital)
- Prosecutors / Defense

-Judiciary

- Prison demands

- Socilal Services



Impact

&#\ethod to assoclate IP address to residence

- Administrative subpoena
- Search warrant authority (Extra territorial)



Questions?

Flint Waters

Lead Special Agent
Wyoming DCI - ICAC



Curriculum Vitae - Flint Waters

In January 2007, Agent Waters was selected by the White House to serve as a delegate for First
Lady Laura Bush at an International conference in Paris on child sexual exploitation. SA Waters
met with Mrs. Bush and identified challenges related to these investigations. Mrs. Bush used
information from this meeting in the subsequent speech before the International body, which in-
cluded two Queens, the President of France, a Nobel Prize Laureate and 6 First Ladies.

In October, 2007 SA Waters testified before the United States Congress - House Committee on
the Judiciary on “Sex Crimes and the Internet”.

In April 2006 SA Waters testified before the United States Congress - House Committee on
Commerce and Energy, Investigation and Oversight Subcommittee on Internet use in the sexual

exploitation of children.

Agent Waters has been recognized by the Federal District Court for the District of Wyoming as
an expert in Internet investigations in United States v. Benjamin Brown, Docket Number 02-CR-
0150-D, United States v. Terrance Thomas, Docket Number 03-CR-0174-J, United States v. Brett
Swenson and United States v. A 1C Patrick Sullivan, Air Force Court Martial. Agent Waters was
recognized as an expert witness in Federal District Court for the District of Montana in United
States v. Charles Dikes. Agent Waters is cross designated as a Customs Officer with U.S. Immi-

gration and Customs Enforcement (ICE)

In September 2002, SA Waters was recognized by the National White Collar Crime Center
(NW3C) as a Subject Matter Expert. SA Waters trained NW3C instructors on Yahoo Under-

cover Evidence and Digital Case / Evidence Management

Curriculum Vitae - Recognition

In May 2006 SA Waters received the United States Attorney General's Special Commendation
Award from U.S. Attorney General Alberto Gonzales.

In May 2006 SA Waters received the Law Enforcement Leadership Award from the National
Center for Missing and Exploited Children.

In November 2004 the Wyoming ICAC Task Force was awarded the Choiccpoint Award for In-
vestigative Excellence by the International Association of Chiefs of Police for their work in

Peer to Peer undercover operations

In November 2004 SA Waters received a Department of Justice Director’s award for his work

in Operation Peerless



In April 2003 SA Waters received a commendation from United States Attorney - District of
Wyoming Matthew Mead for his work in an Internet undercover operation.

In February 2002, SA Waters was named the 2001 Laramie County Peace Officer of the Year.

Courses Developed and instructed by SA Waters:
Introduction to Internet Investigations 4 hours
Cheyenne, WY October 2007

Operation Peer Precision Instructors 28 hours
Cheyenne, WY August 2007

Operation Peer Precision Instructors 28 hours
Cheyenne, WY June 2007

Operation Peer Precision 28 hours
Cheyenne, WY March 2007

Digital Case Presen'ition 24 hours
Cheyenne, WY November 2006

Operation Peer Precision 16 hours
Wyboston, England September 2006

Operation Peer Precision 28 hours
Cheyenne, WY June 2006

Operation Peer Precision 28 hours
Cheyenne, WY May 2006

Advanced Internet Undercover Operations Partial
Columbia, SC March 2006

Operation Peer Precision 8 hours
National Center for Missing and Exploited Children
Arlington, YA December 2005

Operation Peer Precision Instructor Course 40 hours

Interpol Headquarters
Lyon, France November 2005



Operation Peer Precision
Honolulu, HI October 2005 24 hours

Advanced Internet Undercover Operations 36 hours
Honolulu, HI October 2005

Operation Peer Precision 24 hours
Cheyenne, WY September 2005

Operation Peer Precision 9 hours
Dallas ICAC Conference, August 2005

Advanced Internet Undercover Operations 36 hours
Cheyem.e, WY July 2005

Peer to Peer Undercover Operations 9 hours
San Jose ICAC conference, June 2005

Advanced Internet Undercover Operations 36 hours
Fox Valley Technical College
Broward County, FL April 2005

Operation Peer Precision 16 hours
Immigration and Customs Enforcement Cyber Smuggling Center

Alexandria, VA April 2005

Operation Peer Precision
Cheyenne, WY March 2005 24 hours (Taught twice)

Internet First Responder 8 hours
Cheyenne, WY November 2004

Advanced Internet Undercover Operations 32 hours

Fox Valley Technical College
Appleton, WI November 2004

Peer to Peer undercover operations 4 hours
Cybertip Canada conference,
Winnipeg, CA November 2004

Yahoo Undercover ( perations 8 hours
Federal Law Enforcement Training Center
Glynco, GA October. 2004



NCMEC Cybertip Management 32 hours
San Diego. CA Oct ber, 2004

Internet First Responder
Dallas ICAC Conference, August 2004 6 hours

Yahoo Undercover Operations
Honolulu, HI August 2004 40 hours

Internet First Responder 9 hours
Peer to Peer Undercover Operations
San Jose ICAC conference, June 2003

Internet First Responder
Cheyenne, WY December 2003 8 hours

Peer to Peer Undercover Operations
Lynchburg, Virginia, October 2003 32 hours

Internet First Responder - Dallas Crimes Against Children Conference
Dallas, TX, August 2003 15 hours

Internet Undercover Operations
Cheyenne, WY May 2003 40 hours

Internet Undercover Operations - Department of Justice
Honolulu. HI, October 2002 40 hours

Digital Case Management - Evidence Techniques
Columbia, SC, August 2002 40 hours

Digital Case Management - Evidence Techniques
Sioux Falls, SD, July 2002 32 hours

Internet Undercover Operations
Cheyenne, WY, April 2002 32 hours

Employment:
Special Agent - Wyoming Division of Criminal Investigation (DCI)

Team Leader, Internet Crimes Against Children Task Force - Jan 2, 2001
Served on the national Internet Crimes Against Children (ICAC) Task Force advisory working

group. Co-chair ICAC Technology Committee



Contract Instructor - Fox Valley Technical College
Technical instructor in Internet undercover operations
Lead Instructor Operation Peer Precision

Lead Instructor ICAC Advanced Undercover Operations

2004-2007

Police Officer, Laramie Police Department, Laramie Wyoming
Five years. Assigned DCI Drug Task Force one year

Senior Systems Programmer, University of Wyoming
Division of Information Technology, 5 years total service

Current Duties:
Supervise and conduct Internet Undercover Operations in accordance with Wyoming DCI and

ICAC Policy
Superv ise and conduct Computer Forensic Analysis of computer evidence
Supervise and conduct investigations of child exploitation involving the Internet and computer

operations
Assist DCI and other law enforcement agencies in computer crimes, computer related and gen-

eral investigations
Conduct training in computer crimes, Internet undercover operations and digital evidence han-

dling
Develop and conduct training in the area of Internet investigations related to child exploitation

Academic Training:
University of Wyoming undergraduate studies - Computer Science 60+ hours

Certification:
Wyoming Professional Peace Officer
Wyoming POST Instructor

Post Education Training:
Wyoming Law Enforcement Academy 1986
- Over 2300 hours certified law enforcement training

Specialized training:
Child Exploitation Legal Update 4 hours
Cheyenne WY November 2006

2005 ICAC Training Conference
Dallas, TX, August 2005 24 hours



2004 ICAC Training Conference
Dallas, TX, August 2004 24hours

2004 San Jose ICAC Training Conference
San Jose, CA, June 2004 24hours

International Association of Computer Investigative Specialists
Orlando, FL April 2004 80hours

2003 ICAC Training Conference
Dallas, TX, August 2003 24hours

2003 San Jose ICAC Training Conference
San Jose, CA, June 2003 24 hours

National White Collar Crime Center
Advanced Data Recovery and Analysis - Internet Trace Evidence

Fairmont, WV April 2003 24 hours

National Consortium for Justice Information - Search
Investigation of Online Child Exploitation - Advanced
Knoxville, TN December 2002 36 hours

2001 ICAC Training Conference
New Orleans, LA, December 2001 24 hours

Rocky Mountain Information Network Computer Crimes Conference
Colorado Springs, CO, August 2001 24 hours

US Department of Justice Investigative Technology Training
Denver, Co, June 2001 40 hours

National Consortium for Justice Information - Search
Investigation of Computer Crime
Cheyenne, WY, March 2001 40 hours

National Consortium for Justice Information - Search
Investigation of Online Child Exploitation
Sacramento, CA February 2001 36 hours

Encase Introduction to Computer Forensics
Pasadena, C'A, January 2001 32 hours



Curriculum Vitae - Presentations
State ofthe States

NW3C

St. Louis, MO

October 2007

Federal Probation and Parole
Casper, WY,
September 2007

Project Safe Childhood National Conference
US Attorney General, US Attorneys
Washington, DC

December 2006

Prevent Child Abuse Wyoming
Cheyenne, WY
November 2006

Wyoming County Attorney's Association
Casper, WY
November 2006

2006 CJA Panel Attorney Seminar
Federal Public Defenders

Estes Park, CO

October, 2006

Interpol Child Exploitation Technology Conference
Interpol's trafficking in Human beings sub-directorate
Malta

September, 2006

Internet Undercover Operations
Child Exploitation Obscenity Section
London, England

September, 2006

XVIth ISPCAN International Congress
International Society for the Prevention of Child Abuse and Neglect

York, England
September, 2006



Internet Child Exploitation
Jackrabbit Barr Association
Jackson, WY

June 2006

Internet Enterprise Undercover Operations
ICAC National Task Force CEO Briefing
San Diego, CA

January 2006

Operation Peer Precision Operation Overview
Wyoming Attorney General

Cheyenne, WY

September 2005

Operation Peer Precision Legal Review
Air Force Legal, Prosecutors and Defense
Cheyenne, WY

September 2005

Operation Peer Precision Update
ICAC National Task Force Working Group Meeting

Boston, MA
September 2005

Operation Peer Precision Update

ICAC National Task Force Working Group Meeting
Arlington, VA

May 2005

6*h International Conference on Cybercrime - Interpol
Cairo, Egypt
April, 2005

Internet Child Exploitation
Tokyo Broadcasting
Cheyenne, WY

February 2005

Operation Peer Precision Update
ICAC National Task Force Working Group Meeting
San Diego, CA



January 2005

Proposed Child Exploitation Legislation
Wyoming Legislature Joint Judiciary Committee
Cheyenne, WY

January 2005

Operation Peer Precision - Presentation Department of Justice - Child Exploitation and Obscen-
ity Section, FBI - Innocent Images, Customs Cyber Smuggling Center
December 2004

Operation Peer Precision - Presentation
Department of Justice - Child Exploitation and Obscenity Section, FBI - Innocent Images,

Customs Cyber Smuggling Center Director and staffand OJJDP

Washington DC
November 2004

Proposed Child Exploitation Legislation
Wyoming Legislature Joint Judiciary Committee
Lander, WY

November 2004

Cybcrtip Operations

ICAC National Task Force Working Group Meeting
Arlington, VA

September 2004

Operation Peerless

Electronic Crime Partnership Initiative
Burlington, VT

August 2004

Probation and Parole Training - Internet First Responder
Wyoming Law Enforcement Academy

Douglas, WY

July 2004

Digital Evidence Presentation

IASIS National Training Conference
Orlando, FL

May 2004

Peer to Peer Undercov er Operations



ICAC National Task Force Working Group Meeting
Seattle, WA
March 2004

Peer to Peer Undercover Operations

National Center for Missing and Exploited Children
Arlington, VA

March 2004

Peer To Peer undercover operations - Presentation in Washington D.C. to

Department of Justice - Child Exploitation and Obscenity Section Director, Drew Oosterbahn
FBI - Innocent Images Special Agent in Charge Arnold Bell

Customs Cyber Smuggling Center Director and staff

December 2003

Internet Crimes Against Children Board of Directors
Peer To Peer undercover operations - October 2003

Colorado Internet Crimes Against Children Task Force
Digital Case Management - October 2002

National Alliance of State Drug Investigative Agencies
Digital Case Management - September 2002

International Homicide Investigators Association
Internet Undercover Operations - August 2002

Wyoming Defense Bar, Cheyenne - statewide closed circuit
Internet Undercover Operations - July 2002

Internet Crimes Against Children Board
National Center for Missing and Exploited Children, Alexandria VA

Internet Undercover Operations - April 2002

Wyoming Judges Conference, Cheyenne, WY
Internet Undercover Operations - February 2002

Wyoming House Judiciary Committee, Cheyenne, WY
Internet Undercover Operations - February 2002

Wyoming Probation and Parole Training
Internet Pornography - March April 2001



