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HOUSE BILL NO. 353 PUBLIC LIBRARY INTERNET FILTERS

"An Act renting to the blocking oi certain Internet site.' at public libraries and to library assistance giants."
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Identifier (file name):HB 353: HB353-DEED-LAM-02-22-08
Title An Act relating to the bhcking of certain internet sites.

Fiscal Note Number:
Bill Version:
(H) Publish Date:

1
CSH8 353(STA)
3/25/08

Dept. Affected: Education & Early Development 
RDU Librariers & Museums

Library Operations
Sponsor
Requester

Representative Keller
Houso Stale Affairs Component Number 208

E x p e n d i t u r e s / R e v e n u e s (Thousands of
Note: Amounts do not include inflation unless otherwise noted below.

Appropriation
Required Information

OPERATING EXPENDITURES FY 2009 FY 2009 FY 2010 FY 2011 FY 2012 FY 2013 FY 2014
Personal Services 
Travel 
Contractual 
Supplies 
Equipment 
Land & Structures 
Grants & Claims 
Miscellaneous

TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0 0.0

CAPITAL EXPENDITURES I I I

CHANGE IN REVENUES ( ) I I I

FUND SOURCE (Thousands of Dollars)
1002 Federal Receipts
1003 GF Match
1004 GF
1005 GF/Program Receipts
TOTAL
Other Irteragency Receipts

TOTAL 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Estimalo of any current year (FY2008) cost: 

POSITIONS
Full-time
Part-time
Temporary

ANALYSIS: (Attach a separata pago if nocossary)
‘ Jo cost to the D e p a r t m e n t  of  E d u c a t i o n  a n d  Ear ly  D e v e lo p m e n t .
in d iv id u a l  l ibraries will in c u r  cost r a n g in g  from $ 1 0 0  e a c h  year for very s m a l l  librarios. to a s  m u c h  a s  $ 2 0 ,0 0 0  for tho 
largest library s y s t e m s  in  th o  state.  T h o  costs  are for software, a n n u a l  l i c e n s in g  fees ,  m a in t e n a n c e ,  a n d  staff t ime for 
this p r o g r a m .  L ibra r ios  will a l s o  inc ur  costs  for requ ired  u p d a t e s
T h e  Act  w o u ld  a l s o  in c r e a s e  I h o  n u m b e r  of  libraries e lg ib l o  to re ce iv e  P u b l i c  L ibrary Ass istant  G r a n ts  from Ih e  state. 
T h i s  w o u ld  result in  e a c h  library r e ce iv in g  a  r e d u c e d  a m o u n t  s in c e  th e  grants  are currently b e in g  prorated.

Prepared by: Katherine H. Sholton. Alaska Stafo Librarian and Diroclor_________________  Phono -165-2911
Division Division of Librarios, Archives, and Musoums  Dale/Time 2/22/08 3.00 PM
Approved by: Barbara Thompson. Interim Commissioner_____________________________  Date 2/22/2008______

(iovukj nvos/jooa ovii) Pago 1 o l 1



2 5 - L S 1356 \ I I

TWENTY-FIFTH LEGISLATURE - SECOND SESSION

BY REPRESENTATIVES KELLER. Wilson, Gsicto

In tro d u c e d : 2 /6/08
Referred: State Affairs, I inance

A BILL 

FOR AN ACT ENTITLED

1 "A n Act relating to the blocking of certain Internet sites at public libraries and to

2 library assistance grants."

3 BE IT ENACTED BY TH E LEGISLA TU RE OF TH E STA TE O F  ALASKA:

4 * Section 1. AS 14.56 is amended by adding a new section to read:

5 Sec. 14.56.335. Internet blocking compliance. Notwithstanding (lie other

6 provisions o f  AS 14.56.300 - 14.56.340. the department may not make a grant under

7 AS 14.56.300 * 14.56.340 to a public library that provides members o f  the public with

8 access to the Internet u.. .ss the public library is complying with AS 14.56.500. In this

9 section, "public library" has the meaning given in AS 14.56 500.

10 * Sec. 2. AS 14.56 is amended by adding a new section lo article 6 to read:

11 Sec. 14.56.500. Internet blocking filters required, (a) Except as provided by

12 (b) o f  this section, a public library that provides members o f  the public with access to

13 the Internet shall install and maintain in good working order Internet software filters

14 that block Internet sites that depict the items described in AS 11.61.128(I )(A) - (F).

HOUSE BILL NO. 353

IN THE LEGISLATURE OF THE STATE OF AI \SK A

11110353a - 1 -
N o w JVxr. U n d r y )  in r c l  t D E L E T E D  T E X T  U M C K R T E D l
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1 ( b )  I f  a n  a d u l t  h a s  a  r e s e a r c h  o r  o t h e r  l a w f u l  p u q ^ o s c  to  a c c e s s  I n t e r n e t  s ite s

2  t h a t  d e p i c t  t h e  i t e m s  d e s c r i b e d  i n  A S  1 1 . 6 1 . 1 2 S (  1 ) ( A )  -  ( F ) ,  a  p u b l i c  l i b r a r y  m a y

3  d i s a b l e  t h e  t e c h n o l o g y  m e a s u r e  f o r  t h e  a d u l t .

4  ( c )  I n  t h i s  s e c t i o n ,

5  ( 1 )  " a d u l t "  m e a n s  a n  i n d i v i d u a l  w h o  is  1 8  y e a r s  o f  a g e  o r  o l d e r ;

6  ( 2 )  " p u b l i c  l i b r a r y "  m e a n s  a  l i b r a r y  t h a t  is  o p e n  t o  m e m b e r s  o f  t h e

7 p u b l i c .

t t v v  T e x t  U n il c v l  i  n c d / D E L E T E D  'T E X T  B R A C K E T E D ]
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CS FOR MOUSE RILL NO. 353(STA)

IN THE LEGISLATURE OF THE STA 'ITO F ALASKA

TWENTY-FIFTH LEGISLATURE - SECOND SESSION

BY TIIE HOUSE STATE AFFAIRS COMMITTEE

Offered: 3/25/08 
Referred: Finance

Sponsor(s): REPRESENTATIVES KEI.EER, Wilson, Galto

A BILL 

FOR AN ACT ENTITLED 

"Ail Ac! relating to the blocking or monitoring of certain Internet sites at public 

libraries and to l ib rary  assistance grants."

BE IT ENACTED BY T H E  LEGISLATURE OF TH E STATE O F ALASKA:

* Section I. AS 14.56 is amended by adding a new section to read:

See. 14.56.335. Internet blocking compliance. Notwithstanding the other 

provisions o f  AS 14.56.300 - 14.56.340, the department may not make a grant under 

AS 14.56.300 - 14.56.340 to a public library that provides members of the public with 

access to the Intern M unless the public library is complying with AS 14.56.500. In this 

section, "public library" has the meaning given in AS 14.56.500.

* See. 2. AS 14.56 is amended by adding a new section to article 6 to read:

See. 14.56.500. Internet blocking filters or monitoring required, (a) Except 

as provided by (b) o f  this section, a public library that provides membci., c f  the public 

with access to the Internet shall

(1) install and maintain in good working order Internet software filters

11110353b -1- CS1IB 353(STA)
u--w Trx i unrtf' 11 inoit [DHit:n:a tkxt drackrtko]
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1 thal block Internet sites that depict the items described in AS 11.6 1 . l28(l)(A) - (F); or

2 ( / )  use an alternate monitoring system to prevent the viewing of

3 Internet sites that depict the items described in AS l ! .6 l .l28 (l)(A ) - (F).

4 (b) If an adult has a research or other lawful purpose to access Internet sites

5 that depict the items described in AS l l.6 l.!28(!)(A ) - (F), a public library may

6 disable the Internet software filler for the adult or not use the alternate monitoring

7 system for the adult.

S (c) In this section,

9 ( l ) "adult" means an individual who is 18 years o f  age or older;

10 (2) "alternate monitoring system" means a monitoring system that does

11 not use Internet software filters; in this paragraph, "monitoring system" includes a

12 method that enables public library staff to see the screens o f  computers in the public

13 library;

14 (3) 'public library" means a library that provides the following

15 sendees free o f  charge to members o f  the public:

16 (A) establishment and maintenance of a collection o f  books and

17 other materials for loaning;

18 (B) access to interlibrary loan services;

19 (C) reading or other educational programs for children; and

20 (D) reference information.

25-LSI356VK
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IN THE LEGISLATURE OF THE STATE OF ALASKA

TWENTY-FIFTH LEGISLATURE - SECOND SESSION

BY REPRESENTATIVES KELLER, Wilson, Gulto

Introduced: 2/6/OS
Referred: State Affairs, Finance

HOUSE BILL NO. 353

A BILL 

FOR AN ACT ENTITLED 

"An Act relating to the blocking of certain Internet sites at public libraries and to 

library assistance grants ."

BE IT  ENACTED BY TH E LEGISLATURE O F TH E STATE OF ALASKA:

* Section 1. AS 14.56 is amended by adding a new section to road:

See. 14.56.335. Internet blocking compliance. Notwithstanding the other 

provisions o f  AS 14.56.300 - 14.56.340, the department may not make a grant under 

AS 14.56.300 - 14.56.340 to a public library that provides members o f  the public with 

access to the Internet unless the pub'ic library is complying with AS 14.56.500. In this 

section, "public library" has the meaning given in AS 14.56.500.

* Sec. 2. AS 14.56 is amended hy adding a new section to article 6 to read:

See. 14.56.500. Internet blocking filters required, (a) Except as provided by

(b) o f  this section, a public library that provides members o f  the public with access to 

the Internet shall install and maintain in good working order Internet software filters 

that block Internet sites that depict the items described in AS 11.61.12S( I)(A) - (F).

11011353:1 - I*
Ktsw  T r s i  U n d o c l in t u l  I D S I H T K D  T K X T  I 'n A C K E 'I 'K U l

III! 353
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1 (b) If an adult has a research or other lawful purpose to access Internet sites

2 that depict the items described in AS 11.61.128( 1 )(A) - (F), a public library may

3 disable the technology measure for the adult.

4 (c) In this section,

5 (1) "adult" means an individual who is 18 years o f  age or older;

6 (2) "public library" means a library that is open to members o f  the

7 public.

25-LS1356\0

t J'*w ToxC U iic l c i l i n a d  [ D E L E T E D  T E X T  B R A C K E T E D ]



OFFERED IN THE HOUSE 

TO: HB 353

1 Page 2, lines 6 - 7:

2 Delete all material and insert:

3 (2) "public library" means a library that

4 (A) provides the following services free o f  charge to members

5 o f  the public:

6 (i) establishment and maintenance o f  a collection o f

7 books and other materials for loaning;

8 (ii) access to interlibrary loan services;

9 (iii) reading or other educational programs for children;

10 (iv) rc rerence information; and

11 (B) is not operated by or affiliated with the University o f

12 Alaska."

L -1-
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A M E N 1) M E N I

OFFERED IN TH E HOUSE BY

TO: HB353

1 Page 2, following line 7:

2 Insert a new bill section to read:

3 (d) This section does not apply to a public library that:

4 (1) has a policy prohibiting computer users from viewing internet sites that

5 depict the items described in AS 11.61.128 (1)(A) - (F), and

6 (2) determines that complying with this section would require a cost that

7 materially reduces library services made available to the public.

8

9 Renumber the following bill sections accordingly.
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A L A S K A  S T A T E  L E G I S L A T U R E

Interim:
6 0 0  East Railroad Avenue 
Wasilla, Alaska 9 9 6 5 4  
Phone (9 0 7 ) 3 7 3 - 1 8 4 2  
Fax: (9 0 7 ) 373-4729

Session: 
State Capitol Building 

Juneau, Alaska 9 9 8 0 1 - 1 1 8 2  
Phone: (9 0 7 ) 4 6 5 - 2 1 8 6  

Fax: (9 0 7 ) 4 6 5 - 3 8 1 8

R E P R E S E N T A T I V E  W E S  K E L L E R  

DISTRICT 1 4

S P O N S O R  S T A T E M E N T  

C S  H O U S E  B I L L  3 5 3  ( S T A )

“ An Act rclatir '»to the blocking of certain  In te rne t sites at public libraries  and  to lib ra ry  
assistance gra i s.”

CS for House E. 353 will encourage public libraries to assure that our young people do not 
have access to ai <lt internet sites. Presently, there is cost effective software that allows 
responsible adulL to prevent access to sites that could be considered objectionable. Parents and 
guardians o f  children use this software to prevent access.

While children are prevented from accessing these sites at home, some public libraries do not use 
this blocking technology or because o f  staffing limitations cannot monitor computer use. A 
simple installation o f  the software or constant monitoring will prevent children from rcach'ng 
adult sites.

Because o f  the concern that denying access might be considered unconstitutional, and because 
blocking software might block sites that are necessary for research, CSI JB 353 includes language 
that allows adults to request that the software be disabled. The courts have already ruled this is 
an acceptable compromise.

CSI1B 353 is also reactive in its approach should a library refuse to purchase and install the 
software or provide monitoring. The bill would restrict slate and local grant money to the library 
for refusal.

In this high tech, instant access world we live in, what was once on the shelves o f  stores under 
plastic wraps is now just a click away. Passage o f  CSHB 353 will assure that public libraries are 
serving all o f  their customers in a responsible manner.

E-Mail: Representative Wes KcllmSlenis,statc.ak.ua Call,Juneau Tull fire: (8 0 0) 4 6 8 -2 1 8 6  Website: wuno.ukn'puhlicuns.onj/kdlcr/



DATE: ^  | | | Q f t

Amendment:

2 0 0 7  H O U S E  F I N A N C E

C O M M I T T E E  V O T E  S H E E T

MEMBER Favor Oppose

-------

GARA
HAWKER X
JOULE —'
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L E G A L  S E R V I C E S

D I V I S I O N  O F  L E G A L  A N D  R E S E A R C H  S E R V I C E S  
L E G I S L A T I V E  A F F A I R S  A G E N C Y  

(9 0 7 )  4 6 5 - 3 8 6 7  or 4 6 5 - 2 4 5 0  S T A T E  O F  A L A S K A  S t a le  C a p i t o l
F A X  ( 9 0 7 )  4 6 5 - 2 0 2 9  J u n e a u ,  A la s k a  9 9 8 0 1 - 1 1 8 2
M a i l  S t o p  3 1 0 1  D e l iv e r ie s  to: 1 2 9  6th S t . ,  R m .  3 2 9

M E M  Q R A N D U M  March 20, 2008

S U B JE C T : CSHB 353(STA) relating to the blocking or monitoring o f  certain 
Internet sites at public libraries and to library assistance grants 
(Work Order No. 25-LS1356\K)

T O :

F R O M :

Representative Bob Lynn
Chair o f  the House State Affairs Committee
Attn: Nancy Manly

Theresa Bannister 
Legislative Counsel

This memo accompanies the bill described above.

Free speech. The bill raises an issue under the First Amendment o f  the United States 
Constitution and art. I, sec. 5 o f  Alaska's constitution,1 which limit the stale's ability to 
impose restrictions on forms o f  speech based on the content o f  the speech involved. 
Internet site filtering by a library in order to protect children has been upheld by the U.S. 
Supreme Court in one case ("decision").2 However, there were different concurring 
opinions, as well as dissenting opinions, and it is difficult 10 predict whether the specifics 
o f  this bill will satisfy the requirements o f  that case.

If  I may be o f  further assistance, please advise.

TLBaued 
08-208.med

Enclosure

1 The state's provision is meant to be at least as protective o f  free expression as the federal 
provision. See Mickens v. City o f  Kodiak. 640 P.2d 818, 820 (Alaska 1982), citing die 
Proceedings o f  the Alaska Constitutional Convention 1305-07 (Jan. 5, 1956).

2 United States v. American Library Association, Inc., 539 U.S. 194 (2003).



F a c t  S h e e t  

W e b  F i l t e r i n g
Prepared For HB 353: Act relating to the blocking o f certain Internet sites at 

public libraries and to library assistance grants:

State URL filtering background:
W e b  filtering is a c c o m p l i s h e d  by placing a  device in b e t w e e n  a  user a n d  the internet 

within the State’s Executive B r a n c h  net w o r k i n g  infrastructure. T h e  device, w h e n  

configured, will categorize all website requests a n d  determine, via established policy, 

w h e t h e r  to allow or d e n y  the w e b  requests to the e n d  user. W e b  u s e  policy c a n  be 

c u s t o m i z e d  to allow diverse agency business needs. Currently, the State n e t w o r k  u s e s  

U n i f o r m  R e s o u r c e  Locator (URL) .altering via a n  enterprise-wide software solution 

called B l u e  Coat.

In general, U R L  filtering at the State level is u s e d  for a  n u m b e r  of reasons, including: 

Employee Productivity:
W i t h  u n m a n a g e d  internet access, e m p l o y e e s  c a n  b e  distracted b y  n o n - w o r k  related or 

unprod u c t i v e  activities. U R L  filtering helps m a n a g e  e m p l o y e e  access to websites, 

m i n i m i z i n g  lost tim e  o n  the internet, a n d  lowering operating costs b y  minimizing 

b a n d w i d t h  u s e  to State business purposes.

Legal Liability:
Personal internet u s e  c a n  expose organizations to legal liability w h e n  e m p l o y e e s  

e n g a g e  in illegal or inappropriate activities. U R L  filtering helps m a n a g e  e m p l o y e e  

internet access a n d  enforce personal u s e  policies to mitigate legal liability up-front.

In ternet Bandwidth usage:
D e p e n d i n g  o n  n e t w o r k  capacity, the u s e  of bandwidth-intensive applications s u c h  as 

s t reaming m e d i a  or the d o w n l o a d i n g  of m u s i c  or videos b y  even a  few e m p l o y e e s  c a n  

s l o w  or sh u t  d o w n  entire networks. U R L  filtering helps enforce internet u s a g e  policies 

b a s e d  o n  b a n d w i d t h  n e e d s  to prevent business losses a n d  other issues that result 

f r o m  limited access to mission-critical applications.

Website security  filtering:
W e b  filtering solutions protect against: malicious websites, spyware, phishing a n d  

other frauds, potentially u n w a n t e d  software, bot networks, keyloggers a n d  other 

potentially h a r m f u l  internet content.

URL Filtering Options:
H B  3 5 3  c o n t e m p l a t e s  securing independent internet connectivity in libraries 

t h r o u g h o u t  the State W i t h  s u c h  independent connections, a n  end-point h o m e  

solution, s u c h  as N e t N a n n y ,  N o r t o n  Internet S e c u r i t y  or W e b W a t c h e r  for $ 6 0 -  

$ 1 0 0  p er station w o u l d  accomplish the goals s o u g h t  in H B  353. T h e s e  various 

solutions offer different filtering settings per authenticated user, a n d  obtain automatic 

u p d a t e s  from the m a n u f a c t u r e r  as n e w  websites c o m e  online. This type of software is 

ea s y  to install a n d  m ain t a i n  o n  a n  individual workstation basis.

Prepared by: Department of Administration March 10, 2008
Division of Enterprise Technology Services 
Contact: Anand Duboy, Director



In response to the committee’s request for information regarding the cost of 
implementing filtering I am supplying the following. These are estimates of 
possible costs, as well as some actual figures as noted.

U nalaska  (Actual Cost) 2006 Population 3,940

•  Installation cost: $11,620 which included in-house (on-line) training for one tech.
• Annual subscription maintenance: $1,162

• Annual Library staff cost to disconnect filters for adults: $1,999.40 

H aines (Estimate): 2006 Population 2,241

o  software installation : $480 
o required hardware upgrades: $3500 
o  staff time for installation/training: $3000 
o software maintenance (licenses): $300/year 
o  technology staff support $3120/year 
o  Total installation cost: $6980
o library staff questions/maintenance/ongoing training ('turning off filters and 

managing use): $1560/year

Pricing is quoted on the number of stations that will host the software. This makes it d ’fficult to 
project costs for individual libraries. Vendors generally quote a price based on the size of the 
network. Pricing for network versions are higher and require more expertise to install and 
maintain. Network filters restrict wireless users and staff workstations.

Individual station software costs on average $50 for commercially available filtering software 
sold to the home market. This cost would be per station. These are designed for home use. Most 
libraries purchasing the same software would pay a minimum of $199. Staff time would be 
required to install and then turn filters on and off.

Only the very largest libraries in the state have in-house IT staff and most libraries operate with 
volunteers who may not have the expertise to turn filters on and off.

M any  libraries also have computers that came to them via Ihe Gales Foundation. These 
computers have security on them to prevent tampering. In order to turn filters on and off the 
security would have to be disabled f irst. This is a very complicated and time consuming task.

Mary Jo Joiner, President, Alaska Library Association



A M E N D M E N T  I.

F reed o m  of religion, of speech, and  o f  the press. Congress shall make no 
an establishment o f  religion, or prohibiting the free exercise thereof; or abridging 
speech, or o f  the press; or the right o f  the people peaceably to assemble, and 
government for a redress o f  grievances.9

9. Proposed by Congress on September 25, 1789, and declared ratified on 
1791.

Constitu tion  o f  the State of Alaska

A r t  1 Section S. F reedom  of Speech.

Every person m ay freely speak, write, and publish on all subjects, being responsible for the 
abuse o f  that right.

I .  G E N E R A L  C O N S I D E R A T I O N .

R i g h t  i s  n o t  a b s o l u t e .  -  I n  e x p r e s s i n g  t h e  r ig hts  to free  s p e e c h  a n d  p r iv a c y ,  t h e  f r a m e r s  o f  th e  
s l a t e  c o n s t i t u t i o n  a p p e a r  to  h a v e  r e c o g n i z e d  a  r ight o f  u n i v e r s a l  f r e e d o m  a n d  a  r ig ht  to b e  left a l o n e  w h ic h  
is  r o o t e d  in  t h e  n a t u r a l  i n c l i n a t i o n  o f  h u m a n  b e i n g s .  B u t  t h e s e  r ig hts ,  in  a  fr e e  s o c i e t y  s u c h  a s  th is ,  h a v e  
n e v e r  b e e n  r e c o g n i z e d  a s  a b s o l u t e  a n d  w i t h o u t  l im it a t io n s .  M e s s e r l i  v .  S t a t e ,  6 2 6  P . 2 d  8 1  ( A l a s k a  1 9 8 7 ) .

P r e c i s i o n  o f  r e g u l a t i o n  m u s t  b e  t h e  t o u c h s t o n e .  -  B e c a u s e  o f  t h e  " c h i l l i n g  effect" that 
o v e r b r o a d  l a w s  h a v e  o n  t h e  e x e r c i s e  o f  c o n s t i t u t i o n a l  r ig hts ,  b r o a d  p r o p h y l a c t i c  r u le s  a r e  s u s p e c t  a n d  
p r e c i s i o n  o f  r e g u l a t i o n  m u s t  b e  t h e  t o u c h s t o n e .  M a r k s  v .  C i t y  o f  A n c h o r a g e ,  5 0 0  P  2 d  6 4 4  ( A l a s k a  1 9 7 2 ) .

F ir s t  a m e n d m e n t  f r e e d o m s  a r e  d e l i c a t e  a n d  v u l n e r a b l e ,  a s  w e l l  a s  s u p r e m e l y  p r e c i o u s  in  A m e r i c a n  
s o c i e t y ,  T h e  th r e a t  o f  s a n c t i o n s  m a y  d e l e r  the ir  e x e r c i s e  a l m o s t  a s  p o t e n t ly  a s  t h e  a c t u a l  a p p l i c a t i o n  o f  
s a n c t i o n s .  B e c a u s e  first a m e n d m e n t  f r e e d o m s  n e e d  b r e a t h i n g  s p a c e  to s u r v iv e ,  g o v e r n m e n t  m a y  
r e g u l a t e  i n  t h e  a r e a  o n l y  w i t h  n a r r o w  s p e c i f i c i t y .  M a r k s  v . C i t y  o f  A n c h o r a g e ,  5 0 0  P . 2 d  6 4 4  ( A l a s k a  
1 9 7 2 ) .

S p e e c h  w h i c h  i s  v e h i c l e  o f  c r i m e .  -  S p e e c h  is n o t  c o n s t i t u t i o n a l l y  p r o t e c t e d  w h e n  it is t h e  v ery  
v e h i c l e  o f  t h e  c r i m e  itse lf .  W e b b  v .  S t a t e ,  5 8 0  P . 2 d  2 9 5  ( A l a s k a  1 9 7 8 ) .

L i m i t e d  r e s t r i c t i o n s  a l l o w e d .  -  P r e s u m a b l y  a  state  c a n  l im it  s p e e c h  or  a s s e m b l y  in  s p e c i f i c  p l a c e s  
u n d e r  l i m i t e d  c i r c u m s t a n c e s .  M a r k s  v .  C i t y  o f  A n c h o r a g e ,  5 0 0  P . 2 d  6 4 4  ( A l a s k a  1 9 7 2 ) .

It is  o n l y  in  t h e  m o s t  l i m i t e d  c i r c u m s t a n c e s  that  s p e e c h  m a y  b e  p u n i s h e d .  A n n i s k e t t e  v .  S t a t e ,  4 8 9  
P . 2 d  1 0 1 2  ( A l a s k a  1 9 7 1 ) ;  M a r k s  v .  C i t y  o f  A n c h o r a g e ,  5 0 0  P . 2 d  6 4 4  ( A l a s k a  1 9 7 2 ) .

T h e  c a t e g o r y  o f  o b s c e n i t y ,  w h i c h  i s  u n p r o t e c t e d ,  >s v e r y  n a r r o w l y  d e f i n e d .  H a n b y  v .  S t a t e ,  4 7 9  
P . 2 d  4 8 6  ( A l a s k a  1 9 7 0 ) .

E r o t i c  s p e e c h  m a y  b e  p u n i s h e d  a s  o b s c e n i t y  if t h e  tests  p r o m u l g a t e d  b y  t h o  U . S .  s u p r e m o  co urt  
a r e  m e t .  M a r k s  v .  C i t y  o f  A n c h o r a g e ,  5 0 0  P . 2 d  6 4 4  ( A l a s k a  1 9 7 2 ) .
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II .  V A G U E  A N D  O V E R B R O A D .
F o r m e r  d e l i n q u e n c y  s t a t u t e .  -  F o r m e r  s ta t u te  w h i c h  c r i m i n a l i z e d  a c t s  " w h ic h  c a u s e  or  t e n d  to 

c a u s e ,  e n c o u r a g e  or  c o n t r i b u t e  to  d e l i n q u e n c y "  >'as n o t  o v e r b r o a d ,  s i n c e  o n l y  s p e e c h  w h i c h  a d v o c a t e d  
i m m i n e n t  l a w l e s s  a c t i o n  a n d  w h i c h  w a s  l ik e ly  to  p r o d u c e  s u c h  a c t i o n  w a s  p r o s c r i b e d .  H o l t o n  v .  S t a t e ,  6 0 2  
P . 2 d  1 2 2 8  ( A l a s k a  1 9 7 9 ) .

F o r m e r  A S  1 1 . 1 5 . 1 3 4 ( a )  d i d  n o t  I m p l i c a t e  c o n s t i t u t i o n a l  r i g h t s  o f  a d u l t s .  -  S i n c e  f o r m e r  A S
1 1 . 1 5 . 1 3 4 ( a ) ,  w h i c h  m a d e  it a  c r i m e  to c o m m i t  a  l e w d  o r  l a s c i v i o u s  a c t  u p o n  or  w ith  t h e  b o d y  o f  a  c h i l d  
u n d e r  1 6  y e a r s  o f  a g e ,  i n t e n d i n g  to  a r o u s e  t h e  s e x u a l  d e s i r e s  o f  e i t h e r  t h e  a c t o r  or  t h e  c h i l d ,  p r o h i b i t e d  
o n l y  l e w d  a n d  l a s c i v i o u s  p h y s i c a l  c o n t a c t  w ith  c h i l d r e n ,  th a t  s e c t i o n  d i d  n o t  i m p l i c a t e  t h e  c o n s t i t u t i o n a l  
r ig h t  o f  a d u l t s  to  p o s s e s s  a n d  e x h ib i t  l i terature  or  t h e  r ight  o f  a d u l t s  to p r i v a c y  in  th e ir  h o m e s  a t  l e a s t  
i n s o f a r  a s  th at  r ig h t  p r o t e c t s  p a r e n t s  d r e s s i n g  i n  front o f  c h i l d r e n ,  t h o s e  w h o  tell dirty j o k e s ,  a n d  a d u l t s  
w h o  a r e  p a s s i o n a t e l y  a f f e c t i o n a t e  w ith  o t h e r  a d u l t s  in  t h e  p r e s e n c e  o f  c h i l d r e n .  A n d e r s o n  v .  S t a t e ,  5 6 2  
P . 2 d  3 5 1  ( A l a s k a  1 9 7 7 ) .

W h e n  o r d i n a n c e  i s  v o i d - f o r - v a g u e n e s s .  -  A n  o r d i n a n c e  is  • o i d - f o r - v a g u e n e s s  w h e r e  it f a i ls  to 
g i v e  a  p e r s o n  o r  o r d i n a r y  i n t e l l i g e n c e  fair  n o t i c e  that  h is  c o n t e m p l a t e d  c o n d u c t  is  f o r b i d d e n  b y  t h e  s t a t u t e  
a n d  w h e r e  it e n c o u r a g e s  arb itrar y  a n d  errat ic  arres ts  a n d  c o n v i c t i o n s .  M a r k s  v .  C i t y  o f  A n c h o r a g e ,  5 0 0  
P . 2 d  6 4 4  ( A l a s k a  1 9 7 2 ) .

T h o s e  g e n e r a l l y  i m p l i c a t e d  b y  t h e  i m p r e c i s e  t e r m s  o f  a  d i s o r d e r l y  c o n d u c t  o r d i n a n c e  p o o r  p e o p l e ,  
n o n c o n f o r m i s t s ,  d i s s e n t e r s ,  id l e r s  -  m a y  b e  r e q u i r e d  to c o m p o r t  t h e m s e l v e s  a c c o r d i n g  to t h e  l i fe s t y le  
d e e m e d  a p p r o p r i a t e  b y  t h e  p o l i c e  a n d  t h e  c o u r t s .  M a r k s  v .  C i t y  o f  A n c h o r a g e ,  5 0 0  P . 2 d  6 4 4  ( A l a s k a  
1 9 7 2 ) .



UNITED STATES et al. v. AMERICAN LIBRARY ASSOCIATION, INC., ct al. 539 U.S. 194
(2003)

I n  2 0 0 3

C h i e f  J u s t ic e  R e h n q u i s t ,  j o i n e d  b y  J u s t i c e  O ' C o n n o r ,  J u s t i c e  S c a l i a ,  a n d  J u s t i c e  T h o m a s ,  c o n c l u d e d :

1 .  B e c a u s e  p u b l i c  l ib r a r ie s '  u s e  o f  In t e r n e t  f i lte r ing  s o f t w a r e  d o e s  n o t  v i o l a t e  t h e ir  p a t r o n s '  F irst 
A m e n d m e n t  r ig h t s ,  C I P A  d o e s  n o t  i n d u c e  l i b r a r ie s  to v i o l a t e  t h e  C o n s t i t u t i o n ,  a n d  is  a  v a l i d  
e x e r c i s e  o f  C o n g r e s s '  s p e n d i n g  p o w e r .  C o n g r e s s  h a s  w i d e  la t i t u d e  to a t t a c h  c o n d i t i o n s  to t h e  
r e c e ip t  o f  f e d e r a l  a s s i s t a n c e  to further its p o l i c y  o b j e c t i v e s ,  S o u t h  D a k o t a  v .  D o l e ,  4 8 3  U .  S .  2 0 3 ,  
2 0 6 , b u t  m a y  n o t  " i n d u c e "  t h e  r e c ip i e n t  "to e n g a g e  in  a c t iv it ie s  that  w o u l d  t h e m s e l v e s  b e  
u n c o n s t i t u t i o n a l , "  i d . ,  at 2 1 0 .

2 .

. . . . t h e  p u b l i c  f o r u m  p r i n c i p l e s  o n  w h i c h  t h e  D istr ict  C o u r t  r e l ie d  a r e  o u t  o f  p l a c e  in  t h e  c o n t e x t  o f  th is  c a s e .
In t e r n e t  a c c e s s  in  p u b l i c  l i b r a r ie s  is  n e i t h e r  a  "tra d it io na l"  n o r  a  " d e s i g n a t e d "  p u b l i c  l o r u m .  S e e ,  e . g . ,
C o r n e l i u s  v .  N A A C P  L e g a l  D e f e n s e  &  E d .  F u n d ,  I n c , ,  4 7 3  U .  S .  7 8 8 . 8 0 2 - 8 0 3 .

S U P R E M E  C O U R T  O F  T H E  U N I T E D  S T A T E S

U N I T E D  S T A T E S  e t  a l .  y .  A M E R I C A N  L I B R A R Y  
A S S O C I A T I O N ,  I N C . ,  e t  a l .

APPEAL FROM THE UNITED STATES DISTRICT COURT FOR THE EASTERN DISTRICT OF 
PENNSYLVANIA

No. 02— 361. Argued March 5, 2003-Decidcd June 23, 2003

Two forms o f  federal assistance help public libraries provide patrons with Internet 

access: discounted rates under the E-rate program and grants under the Library Services and 

Technology Act '(LSTA). Upon discovering that library patrons, including minors, regularly 

search the Internet for pornography and expose others to pornographic images by leaving them 

displayed on Internet terminals or printed at library printers, Congress enacted the Children’s 

Internet Protection Act (CIPA), which forbids public libraries to receive federal assistance for 

Internet access unless they install software to block obscene or pornographic images and to
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prevent minors from accessing material harmfril to them. Appellees, a group o f  libraries, patrons, 

Web site publishers, and related parties, sued the Government, challenging the constitutionality 

o f  CIPA ’s filtering provisions. Ruling that CIPA is facially unconstitutional and enjoining the 

Government from withholding federal assistance for failure to comply with CIPA, the District 

Court held, inter alia, that Congress had exceeded its authority under the Spending Clause 

because any public library that complies with CIPA ’s conditions will necessarily violate the First 

Amendment; that the CIPA filtering software constitutes a content-based restriction on access to 

a public forum that is subject to strict scrutiny; and that, although the Government has a 

compelling interest in preventing the dissemination o f  obscenity, child pornography, or material 

harmful to minors, the use o f  software filters is not narrowly tailored to further that inter st.

Held: The judgm ent is reversed.

201 F. Supp. 2d 401, reversed.

Chief Justice Rehnquist, joined by Justice O ’Connor, Justice Sealia, and Justice Thomas, 

concluded:

1. Because public libraries’ use o f  Internet filtering software does not violate their patrons’

First Amendment rights, CIPA does not induce libraries to violate the Constitution, and is a valid 

exercise o f  Congress’ spending power. Congress has wide latitude to attach conditions to the 

receipt o f  federal assistance to further its policy objectives, South Dakota v. Dole, 4S3 U.S. 203. 

206, but may not “ induce” the recipient “ to engage in activities that would themselves be 

unconstitutional,” id., at 210. To determine whether libraries would violate the First Amendment 

by employing the CIPA filtering software, the Court first examines their societal role. To fulfill 

their traditional missions o f  facilitating learning and cultural enrichment, public libraries must 

have broad discretion to decide what material to provide to their patrons. This C o u r t  has held in 

two analogous contexts th a t  the G overnm en t has b road  discretion to m ake content-based 

jud g m en ts  in decid ing  w hat p r iva te  speech to m ake available to the public. Arkansas Ed. 

Television Comm 7/ v. Forbes, 523 U.S. 666, 672— 674; National Endowment for  Arts v.

Finley, 524 U.S. 569, 585— 586. Just as forum analysis and heightened judicial scrutiny were 

incompatible with the role o f  public television stations in the former case and the role o f  the



National Endowment for the Arts in the latter, so are they incompatible with the broad discretion 

that public libraries must have to consider content in making collection decisions. Thus, the 

public forum principles on which the District Court relied are out o f  place in the context o f  this 

case. In te rne t access in public  lib raries  is neither a “ trad i t io n a l” no r  a “ des ignated” public 

forum . Sec, e.g., Cornelius v. NAACP Legal Defense & Ed. Fund, Inc., 473 U.S. 788, 802—  

803. Unlike the “ Student Activity Fund” at issue in Rosenberger v. Rector and Visitors o f  Univ. 

ofVa., 515 U.S. 819. 834, In te rn e t  te rm inals  a rc  not acqu ired  by a l ib ra ry  in o rd e r  to create 

a public fo rum  for W eb pub lishers  to express themselves. Rather, a library provides such 

access for the same reasons it offers other library resources: to facilitate research, learning, and 

recreational pursuits by furnishing materials o f  requisite and appropriate quality. The fact that a 

library reviews and affirmatively chooses to acquire every book in its collection, but does not 

review every Web site that it makes available, is not a constitutionally relevant distinction. The 

decisions by m ost lib raries  to exclude p o rn o g rap h y  from the ir  p r in t  collections are  not 

subjected  to heightened  scru tiny ; it would m ake little sense to t rea t  l ib ra r ie s ’ jud g m en ts  to 

block online p o rn o g rap h y  any  differently. Moreover, because o f  the vast quantity o f  material 

on the Internet and the rapid pace at which it changes, libraries cannot possibly segregate, item 

by item, all the Internet material that is appropriate for inclusion from all that is not. While a 

library could limit its Internet collection to just those sites it found worthwhile, it could do so 

only at the cost o f  excluding an enormous amount o f  valuable information that it lacks the 

capacity to review. Given that tradeoff, it is entirely reasonable for public libraries to reject that 

approach and instead exclude certain categories o f  content, without making individualized 

judgments that everything made available has requisite and appropriate quality. C oncerns  over 

filtering so f tw are ’s tendency to erroneously  “ overblock” access to constitu tionally  

pro tec ted  speech that falls outside the categories softw are users in tend  to block arc  

dispelled by the case with which p a tro n s  m ay have the filtering softw are d isabled. Pp. 6—

13.

2. CIPA docs not impose an unconstitutional condition on libraries that receive 

E&ubhyph;ratc and LSTA subsidies by requiring them, as a condition on that receipt, to 

surrender their First Amendment right to provide the public with access to constitutionally 

protected speech. Assuming that appellees may assert an “unconstitutional conditions" claim,
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that claim would fail on the merits. W hen the G overnm en t app rop ria tes  public funds to 

establish a p ro g ram , it is entitled to broadly  define th a t  p ro g ra m ’s limits. Rust v. Sullivan, 

500 U.S. 173, 194. As in Rust, the Government here is not denying a benefit to anyone, but is 

instead simply insisting that public funds be spent for the purpose for which they are authorized: 

helping public libraries fulfill their traditional role o f  obtaining material o f  requisite and 

appropriate quality for educational and informational purposes. Especially because public 

lib raries  have trad itionally  excluded pornog raph ic  m ateria l from  the ir  o ther  collections, 

Congress could reasonab ly  impose a parallel limitation on its In te rne t assistance p rogram s. 

As the use o f  filtering software helps to carry out these programs, it is a permissible condition 

under Rust. Appellees mistakenly contend, in reliance on Legal Services Corporation v. 

Velazquez, 531 U.S. 533. 542— 543, that CIPA ’s filtering conditions distort the usual functioning 

o f  public libraries. In contrast to the lawyers who furnished legal aid to the indigent under the 

program at issue in Velazquez, public libraries have no role that pits them against the 

Government, and there is no assumption, as there was in that case, that they must be free o f  any 

conditions that their benefactors might attach to the use o f  donated funds. Pp. 13— 17.

Justice  K ennedy  concluded that if, as the G overnm ent represents, a l ib ra r ian  will 

unblock filtered m a te r ia l  o r  disable the In te rne t softw are filter w ithout significant delay on 

an adult u se r ’s request,  there is little to this case. There are substantial Government interests 

at stake here: The interest in protecting young library users from material inappropriate for 

minors is legitimate, and even compelling, as all Members o f  the Court appear to agree. Given 

this interest, and the failure to show that adult library users’ access to the material is burdened in 

any significant degree, the statute is not unconstitutional on its face. If some libraries do not have 

the capacity to unblock specific Web sites or to disable the filter or if  it is shown that an adult 

user’s election to view constitutionally protected Internet material is burdened in some other 

substantial way, that would be the subject for an as-applied challenge, not this facial challenge.

Pp. 1— 2.

Justice  Breycr ag reed  that the “public forum" doctrine is inapplicable here and that the 

statute’s filtering software provisions do not violate the First Amendment, but would reach that 

ultimate conclusion through a different approach. Because the statute raises special First 

Amendment concerns, he would not require only a "rational basis" for the statute’s restrictions.
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A t the same time, “strict scrutiny” is not warranted, for such a limiting and rigid test would 

unreasonably interfere with the discretion inherent in the “selection” o f  a library’s collection. 

Rather, he would examine the constitutionality o f  the statute’s restrictions as the Court has 

examined speech-related restrictions in other contexts where circumstances call for heightened, 

but not “strict,” scrutiny-where, for example, complex, competing constitutional interests are 

potentially at issue or speech-related harm is potentially justified by unusually strong 

governmental interests. The key question in such instances is one o f  proper fit. The Court has 

asked whether the harm to speech-related interests is disproportionate in light o f  both the 

justifications and the potential alternatives. It has considered the legitimacy o f  the statute’s 

objective, the extent to which the statute will tend lo achieve that objective, whether there are 

other, less restrictive ways o f  achieving that objective, and ultimately whether the statute works 

speech-related harm that is out o f  proportion to that objective. The statute’s restrictions satisfy 

these constitutional demands. Its ob jectives-of restric ting  access to obscenity, child 

po rn o g rap h y ,  and  m ater ia l  th a t  is com parab ly  harm fu l to m in o rs -a re  “ legitimate,” and  

indeed often “ com pelling.” No clearly superior or better fitting alternative to Internet software 

filters has been presented. Moreover, the statute contains an important exception that limits the 

speech-related harm: I t  allows libraries  to perm it any adu lt pa tro n  access to an 

“ overb lockcd” W eb  site o r  to disable  the softw are filter entirely upon  request.  Given the 

comparatively small burden imposed upon library patrons seeking legitimate Internet materials, 

it cannot be said that any speech-related harm that the statute may cause is disproportionate when 

considered iri relation to the statute’s legitimate objectives. Pp. 1— 6.

Rehnquist, C. J., announced the judgment of the Court and delivered an opinion, in which 

O'Connor, Scalia, and Thomas, JJ.,joined. Kennedy, J., and Breyer, J., filed opinions 

concurring in the judgment. Stevens, J., filed a dissenting opinion. Souter, J., filed a dissenting 

opinion, in which Ginsburg, J., joined.
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There were questions in the com m ittee about the federal funding (E ra te) tha t libraries receive to 
subsidize te lecommunications and in te rne t access. These fo llow ing may c la rify  some points:

Federal E -ra te fund ing is a re im bursem ent program.

o The E-rate is a d iscoun t on telecommunications and in te rne t access charges. Libraries do not 
receive d irec t federa l cash payments under E-rate fo r e ithe r in te rne t access or 
te lecommunications.

o Telecommunications and in te rne t service providers (ISP’s) receive payment. ISP’s and telecoms 
pass on a discounted ra te  to libraries either:

o By discounting bills throughout the year, or

o By paying a lump sum reimbursement a fte r the end o f the E-rate fiscal year in June.
Libraries must apply fo r this reimbursement in July and usually do not receive payment
un til fa ll.

o The do lla r amount o f the E-rate discounts fo r ind iv idual lib i aries is not pred ictab le from year to 
year and is not announced un til a fte r the beginning o f the July-June fb ca l year fo llowed by most 
libraries.

o Because lib raries cannot know e ithe r the amount or tim e o f payment, lib raries must budget to 
have funds on hand fo r both te lecom m unica tic '’:  and in te rne t access as though the E-rate did 
not exist. E-rate does not substitu te for state g iants, whicn are a pred ictab le , budgeted funding 
source on which lib raries re ly fo r day-to-day operation.

Comm unities may make the  decis ion to  opt ou t o f po rtions o f th e  E-ra te th a t are governed by CIPA 
fo r a va r ie ty  o f reasons in add ition  to  the techn ica l d if f ic u lt ie s  and costs associated w ith  
im p lem enting  f i lte r in g  so ftw a re .

o E-rate subsidies cannot be applied to  CIPA implem enta tion or filte r in g  software purchases.

o Applying fo r the E-rate is complex and tim e consuming. This is especially true for in te rne t 
access under the E-rate th a t is governed by CIPA.

School d is tric ts and larger public libraries generally have one adm in is tra tive position tha t does 
l i t t le  else but work on E-rate applications and compliance for several months o f the year. 
Applying only fo r the te lecommunications po rtio r o f E-rate requires the tim e a professional 
lib ra rian at larger pub lic libraries for several weeks a year. Adding in te rne t and CIPA compliance 
would a t least double th is workload. In a ll-vo lun teer lib ra ries, the adm in istra tive burden o f 
complying w ith  E-rate and CIPA can make i t  impossible to  apply fo r these funds.

The amount o f the subsidy received through E-rate is tied  to the poverty ra te o f the community 
determ ined by en ro llm en t in the school lunch program.

In communities where the discount is 50% or less, as responsible adm inistrators, librarians need 
to weigh the s ta ff cost o f the application process against the ra te reimbursed by the discount. In 
some cases, the discount available through the E-iate fo r in te rne t access is less than discounts 
o ffe red by the ISP’s fo r bandwidth upgrades.

Lower-tech, lower-cost solutions for in te rnet use contro l, such as in te rne t use policies, machine 
placement and s ta ff oversight o ffe r not only a locally appropria te approach, but an affordable 
solution foi many lib raries.

Prepared hy Barbara Berg, L ibrary D irector, Juneau Public Libraries 3 /4 /0 8
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P r e p a r e d  f o r  R e p r e s e n t a t iv e  W e s  K e ll e r  

B y  R o g e r  W it h in g t o n , L e g is l a t iv e  A n a l y s t

You asked for information regarding Alaska's public libraries. Specifically, you wished to know 
the number o f public libraries in Alaska that allow the public to access the internet. In addition, 
you asked how many such libraries have filtering software installed that restricts access to 
websites that provide adult content.

According to the Alaska Department of Education and Early Development (DEED), approximately 
89 libraries received a Public Library Assistance Grant (PLAG) in 2005 ’ According to Patience 
Frederiksen, Grants Adm inistrator with the DEED. PLAG recipients represent all but three or four 
public libraries in Alaska.*’ As part o f the grant process, Ms. Frederiksen surveys the public 
librarios regarding their activity. O f the 89 libranes that received a PLAG in 2005, two libraries did 
not offer internet access, three libraries did not report whether or not they offered internet access, 
and 84 libraries offered public internet access.1 These 84 libraries provided 549 computer 
terminals that allowed the public to access internet The annual number of times patrons used 
electronic resources in these 84 libranes for 2005 was 1,147,461. We include, as Attachment A, 
the General Information section and the FY2005 section of the report Statistics of Alaska Public 
Libraries, which you may find helpful.

Ms. Frederiksen also collocts information on Ihe number of libraries allowing the public to access 
the internet that have placed filtering software on their computer terminals. In 2007, 87 libraries 
responded lo Ms. Frederiksen's queries regarding filtering software Three libranes reported that 
they did not offer intornot access lo the public, fivo libraries did not respond to Ms Frederiksen's
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queries, 35 libraries (40.2%) reported that they have not installed filtering software, and 44 
libraries (50.6%) reported that they have installed filtering software on their computers that 
provide internet access to the public.

Of the 44 libraries with filtering software installed on computers that provide internet access to the 
public, 36 reported that they have the capacity to turn the filtering software off upon request. Of 
those 36 libraries, 32 reported that they were asked by a patron to turn o ff the filter during the 
previous year; 25 libraries (69.4%) were asked ten times or fewer to turn o ff the filter while seven 
(19 5%) reported being asked 11 or more times.4

I hope you find this information to be useful. Please do not hesitate to contact us if you have 
questions or need additional information.
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p r o v i d e  p o r n o g r a p h y  o r  g j m b l m g  a s  w o l l  a s  s i t e s  t h a t  p r o w i d o  m e d i c a l  i n f o r m a t i o n
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MEETING CIPA REQUIREMENTS WITH 
TECHNOLOGY

By R ichard  W . Boss

P ub l ic  libraries have been concerned with the issue of a cces  s control versus 
a c c e s s  m anagem en t for a number of years. W h i le  s om e  pub l ic  libraries have 
sough t to d eny  access by ch ildren to som e  W eb  sites, a larger number have 
focused  on m anag ing  access , inc lud ing authent icat ing patrons, provid ing links to 
se le c ted  W eb  sites, metering of use, and comp i l ing  of reports. As recently as 2002, 
fewer than 25 percent of pub lic libraries had b lock ing or filtering products on  all 
p ub l ic  Internet workstations and 17 percent had b lock ing or filtering products on 
on ly  som e . More than 58 percent used noth ing at all. W ith the adoption of the 
Ch i ld ren's Internet Protection Act (CIPA), the issue has  b e com e  f inancia l as well as 
ph i lo soph ica l because  schoo ls and libraries will lose federal funds if they do not 
contro l a cc ess  by minors to sites that or proscr ibed by the leg is lat ion.

D esp ite  the fact that the terms "blocking” and Til lering" are often used 
in terchangeab ly , inc lud ing by legislators, they do  h a v e  different mean ings . 
"Blocking" refers to stopping access to som eth ing  based  on its URL; "filtering" 
refers to stopp ing access to someth ing based  on  its content. A lmost all of the 
a va i la b le  products do blocking, bu i net all do filtering. Neverthe less , vendors may 
refer to a product that does on ly b locking as a " filter."

C IPA  com p l ia n ce  is required w hen  using funds for particular purposes from three 
federa l programs: E-rate, E S EA  Title II D, and LSTA . W h e n  a schoo l or library 
re ce ive s  d iscounts from the E-rate program and e ither or both of the other 
programs, its C IPA  requirements take p re cedence  over tho requ irements In the 
E S E A  or LSAT programs. A related act known as the N e ighborhood  Children's 
Internet Protection Act (NCIPA) focuses on  what has  to be inc luded  in a school or 
library's Internet safety policy.

T he re  are two bas ic requirements in tho C IPA  leg is lat ion:

1. A  schoo l or library must have some type of b lock ing or filtering techno logy on 
all of its computers from wh ich  there is a c cess  to tho Internet. Both patron 
and  staff computers are affected. Tho techno logy must protect against 
a ccess  to v isua l dep ict ions descr ibed os obsceno , ch ild pornography, or 
harmful to minors in tho Act. C IPA  docs  not requ ire tho b lock ing or filtering of 
loxt. The low does not address the ques t ion  of laptops brought In by staff and 
patrons, but a consensus has omergod that these need  not bo blocked or 
filtered.

2. A  schoo l or library must have an Internet safoty po l icy and ho ld a public

hU p://w \v\v.alii.org/du/plu/planubs/tcchnote.s/inlernetfiltcrinu.cfm 2/27/200S
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meeting to review the policy. The policy must Incorporate the criteria described In NCIPA.
Whether a school or library blocks and filters content other than the visual 
depictions defined in the hw is a local decision.
The FCC has ruled that if a member of a consortium is not in compliance with the law, only the non-compliant members will be penalized.
The law states that any authorized school or library staff member may disable the blocking or filtering product to allow an adult to have unrestricted Internet access 
for any lawful purpose Adults are defined as persons 17 years of age or older. A 
strict reading of the law would preclude coding the status of a patron in the library 
card and automatically turning off the blocking or filtering when the I.D. was 
entered.
The Federal Communications Commission (FCC) is charged with enforcement of CIPA/NCIPA for the E-rate program. The Department of Education (DOE) and the 
Institute for Museum and Library Services (IMLS) are charged with ESEA and LSTA enforcement respectively, but a school or library receiving E-rate discounts 
and ESEA or LSTA funding needs lo comply with CIPA's E-rate requirements to 
obtain funding from any of the programs. Schools not receiving E-rate discounts, 
must certify that they have an Internet Safety Policy in place in order to receive ESEA funding that will be used for Internet access; public libraries not receiving E- 
rate discounts must certify that they have an Internet Safety Policy in place in order 
to receive LSTA funding that will be used for Internet access.

. •» *
V-V

It is not possible to discuss all of the available blocking and filtering products in this TechNote. The eight that appear to have been most widely adopted by libraries are 
discussed herein. For additional objective evaluation of blocking and filtering 
products, consult a report by Australia's CSIRO for NetAlert and the Australian 
Broadcasting Authority atwww.aba.gov.au/lnternet/research/filtering/filtereffectiveness,pdf
All of the products were developed before CIPA, either as products for home use 
or foi organizations seeking lo control the activities of employees. They, therefore, block and filter words a s well as images. All of tho products contain a list of URLs 
that are blocked, but the list Is often not available for review. Some also contain 
content analysis tools that filter. Only two use object analysis. For example, a 
graphic image with a great deal of flesh tones will be filtered. All of the products aro 
password controlled. Online and telephone technical support is available for all of 
the products.
Tho products developed for home use are client-based; those developed for 
organizations are server based. However, two vendors of client-based products introduced a server option after CIPA was passed.
Blocking and Filtering Products

Best N2H2 is a server-based blocking product that can be run on a wide variety of platforms, including firewall servers and network servers, The company targets 
corporate and Institutional users. Best employs a full-time staff to categorize Web content. The 45 categories include adults only, drugs, linger o, nudity, personals, 
sex, swimsuils, and violence. More than 150,000 sitos that aro blockocJ. A 
purchasor can soloct tho categories to bo blocked. Tho product may bo used to 
block e-mail and chat rooms. Thoro is a 30-day free evaluation period, howovor,

h ttp : / /w w v v .a ln .o rg /n la /p la /p la p u b s /tc c lw o te s / in te n ic t f i l te r in u .c fm 2/27/200N
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the time and effort required to configure the product on a server make it a good idea to undertake careful screening by consulting reviewing media before 
undertaking a trial.
A study by eTesting Labs for the U.S. Department of Justice in 2001 determined that N2H2 had the highest accuracy rate of any product it tested. It blocked 98 
percent of the inappropriate sites used in the test. The study report does not 
appear to be available.
The author’s own experience with N2H2 is that it blocks a lower percentage of non- 
pornographic sites than others.
CyberPatrol 6.1 is a client-based blocking and filtering product developed to be 
run on Windows 93/Me/NT/2000/XP PCs. While it targets home users, it has been 
purchased by a number of small libraries because i t ' -elatively inexpensive. Its list 
price is $39 for a one-year subscription. The price im as software updates lo 
CyberList, a "blacklist" of unacceptable sites, and online or telephone support. A 14-day free trial is available for evaluation.
The CyberList sorts siles into a number of content categories, including partial 
nudity, full nudity, sexual acts/text, gross depictions/texts, sex education, and 
drugs/drug culture. All categories are blocked by default, but a purchaser can select the categories that are lo be accessible without blocking. There are also 
settings that restrict access to e-mail, chat rooms, and newsgroups. The product also does filtering using keyword analysis in content. It is also possible to enter 
specific words that are to be filtered.
A server based option is now available to larger libraries. Prices are quoted on 
request.
C y b e rS itte r  2003 is a client-based blocking and filtering product designed to be 
run on a PC with Windows 95/98/Me/NT/2COO/XP. While il targets home users, it has been purchased by a number of small libraries because it is inexpensive, takes 
very little disk space, and easy to install. The list price is $39.95 fora single 
computer license, $59.95 for two, $74.95 for three, $99.95 for five, and $199.00 for 
ten licenses. There aro free list updates for one year. A two-year subscription to 
program upgrades is $20. The program takes just 3.0 MB of disk space. Even 
though there are 30 categories of filtering, tho menus are simple.
The subscription service not only uses a list of sites that deal with sex. drugs, hate, and violence, but also uses a content recognition system on sites that are not on 
the list. It filters access or will allow access after deleting words and phrases that 
appeaf i0 be objectionable. This can make a page impossible to read. The content 
recognition also results in a somewhat higher error rate than with a list of sites that have been examined by a vendor's staff. There is a way to add sites to block and 
there is a mechanism for overriding blocked siles. II can bo set to filter out words In 
newsgroups, mail, chat, or messaging programs. URLs that have been blocked, but that aro deemed suitable for minors, can bo added to a "white list" so that they 
will not be blocked in the future. There is a simple on/off switch that can be accessed by someone with tho appropriate password.
CyberSitter has won PC M agazine's Editor’s Choice award for several years in a 
row.
A server-based option Is available to larger libraries. Tho company quotes prices on request.

J i t t p : / /w w w . i i la .o r g / o h i / p la / p la p u b s / t c c h n o t c s / in le m c t f i l t c r i n g .c rm 2 / 2 7 / 2 0 0 8
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CybraryN Solutions Libraries that that want only the blocking and filtering module 
and do not h3ve a Dynix or VTLS system should deal directly with Fast Data Technology as that will result in a lower price. Pricing begins at 25 concurrent users and goes to a site license for more than 1,000 concurrent users. There is no 
published price list. FastTracker is also available as a hosted service.
FastTracker uses a not only a URL list, but also a content analysis tool. The 
company estimates that 75 percent of ‘.he sites that are blocked are on its list, and 
25 percent are filtered as the result of content analysis. There does not appear lo 
be a word list available, nor is there a way of permitting access to sites that contain 
words that are objectionable for reasons other than pornography. Its 30 categories are unusually broad, including job search and shopping sites. That Is due to the 
fact that the product was developed for organizations that are concerned about 
staff time lost due to surfing of the Internet that is not work-related. One of the 
claimed advantages of FastTracker is that policies for staff users can be set differently than for patrons, and extensive reports are provided on where users 
went and for how long. •
l-Gear 3.5 is a server-based blocking and filtering product that can be run on a 
Windows NT Server 4.0 or later, Sun Solaris 2.x server or later, or Red Hat Linux 
seiver 5.2 or later. It groups Web sites It has examined into 27 categories that can 
be blocked or not blocked. In addition *t uses a Dynamic Document Review (DDR) that examines incoming text using key words and phrase that have both positive 
and negative weights. The resultant points score for a document is compared with threshold to determine whether the document should be filtered. Updates are 
available online ia a single button click or the updates can be set to download 
automatically as they are released.
Prices are quoted after a library submits information about its size. They aro 
negotiable.
McAfee Parental Controls 1.0 is a client-based blocking and filtering product that 
can be used on any PC or Mac. 't is priced at $49.99, but is most often sold as part of McAfee InternetSecurity 5.0, a $79.99 package that includes antivirus, firewall, 
and privacy features. The price includes free updates and free technical support for 
life.
The product has both a blocked-sltes list and a word filter for detecting 
inappropriate content. Each can be locally edited. This givos librarians the opportunity to improve the accuracy of tho blocking and filtering. It cun filter pop-up 
ads and file sharing sen/ices. A unique feature of the product is object analysis. Unfortunately, it does not differentiate very well between famous painungs and 
pornography.
NotNanny 5.0 is a client-based blocking and filtering product designed to bo run on 
Windows 98/93SE/ Me/ NT 4.2/XP PCs. It targets home, school, and library users.
It is inexpensive at $39.95 list, but it requires substantially more computer 
resources lhan its major competitors. It requires a minimum of 32 MB of RAM and 
GO MB of hard drive space. While earlier versions requirod a tedious manual set­
up, tho curronl roleaso is self-installing. Il defaults lo tho most socuro sotting.
There area built-in lists of URLs and permitted and restricted words that can bo 
modified by someone with an appropriate password. New lists of URLs can bo 
downloaded manually or automatically on a daily, weokly, or monthly basis. It Is possiblo to add URLs locally. Quota-based filtering rnakos it possiblo to filler Web pages containing more than a specified numbor of rostriclod words from tho

hltp://w\vw.nln.org/altt/pla/plupul)s/lci:linotes/intemctfillering.cl'm 2/27/2008
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complete word list. An option allows access to be limited to sites that have been 
specifically authorized. A "Can Go" list of 3,000 Website recommended for children 
is available.
One unique feature is that it includes object analysis. As is the case with McAfee 
Parental Controls 1.0, it does not reliably differentiate between art and 
pornography. Another unique feature is that it can prevent family names, 
addresses, phone numbers and credit card numbers being sent from the PC.
Websense Enterprise is a server-based product that was developed for Fortune 
500 companies to enable them to improve productivity and security, it manages Internet access, blocks peer-to-peer file sharing, and blocks undesirable sites 
using a large database of URLs that is updated daily. There are 88 categories. 
Particularly useful is the separation of sex and sex education sites. A companion 
product called Websense Enterprise Reporter has more than 80 pre-defined report 
templates.
The server can be a Pentium III or greater processor with 512 MB of RAM or a Sun 
Ultra 10 Processor with 512 MB of RAM. The operating system can be Windows 
2000 or 2003 Server, Red Hat Linux 8.0-9.0, or Sun Solaris 2.6-9.
The product is suitable only for libraries that have a large number of workstations 
because the license fee is $15,000 a year. A single license covers up to 1,000 workstations.
Questions to Ask of Vendors

The American Library Association’s E-rate Task Force has developed a list of 
questions to ask vendors. There were 70 questions on tho list as of March 1, 2004. 
Each question will not be relevant for all libraries. The list is available at
Related Files

PLA  Is a d iv i s io n  o f  (ho  Am er ican  L ib ra ry  A ssoc ia t io n .  C opy r igh t  S ta tem en t .
PLA Tech Note prepared by Karen Schneider
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Second, th« prohibition on chin pornoonipny t% w o o  on I * *  *•••* ««%««*:•• %»m 
uc .itiu ii ol the and the sexual abuse of tne children »hown In Ui« image- If 
an image is ocutsid by d id  of computer technology or by photographing adults 
pratcnoino lo be children, there ts no basis in the law to ban the image

The Child Pomogiaphy Pirventimi Act a rttcud  only those who create f Ims and images. 
It did not affect libraries the frrrd o m  to Read foundation, however, |olned en tm K o i 
cume (friend of the court) brief In Support of certain First Amendment aniumenu.

Aebcroft V. ACUJ (Child Online Prolectlen Act)
Congrew passer! I!>e Child Online Protection Act (COPA) to replace ihe Cnmnximeatlons 
Oecency Art. (The CoetBU-dcattw tt Oecencv Ac« was held unconstnuonnal in a O-t) 
decision by the Supreme Cased In IV91 ) COPA prohibits Ihe transmission of any 
material over the Inremet deemed "harmful to minors,* if the communkjstiori wes made 
for a commercial puipoee
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ALA | C IT  A, COPA, (jjlfa : w m cn u n e  is w m cnr ro«c  a u i t

The AC lU challenged COPA on beha lf o f a group o f plaintiffs who provide.' commercial 
content fo r the In te rnet o r who received such content. The trial court four.1 the law 
unconstitutionol on First Amendment grounds. XbflLThlrtl C lt c u lL C f lu r l f lL 'P P e a la  
agreed thet the law was unconstitutional, but oi*td It was unconstitutional because o f Its 
reliance on ‘ contemporary community standards.” This made the lew overbroad.

The U .S . Supreme Court reversed the Third Circuit's decision on May 13 , 2 0 0 2 , on very 
narrow grounds. The Supreme Court did not decide on the constitutionality o f COPA, 
finding only that COPA's reliance on "community standards* does not by Itse lf make the 
law unconstitutional. As a result, the Supreme Court returned the m atter to the Third 
Circuit Court o f Appeals fo r a  fu lle r consideration o f the First Amendment Issues raised 
by COPA's restrictions on In ternet speech. All nine justices agreed that the injunction 
preventing any enforcement o f COPA must remain In place while the lower courts 
fa rth e r exam ine COPA's constitutionality.

Because COPA addresses on ly material sent o ve r the In ternet fo r commercial purposes, 
It does not directly a ffoct libraries. FTRF joined an a m i c u s  c u r a e  brief In support o f the 
parties' First Amendment argument.

A LAV. United JilalAfl (ChiWren'e internet Protection Act)

The C h ild re n 's  In te rn e *  P ro te c t io n  Act (C IPA) requires libraries and schools to Install 
filters on the ir In ternet computers to retain federal funding and discounts fo r computers 
and computer access. Because this law directly affected libraries and their ability to 
make legal information free ly availab le to thair patrons, the American lib ra ry  
Association and the Freedom ro  Read Foundation filed a lawsuit to overturn CIPA, but 
the Suprem e Court on June 23 , 2 0 0 3 , In a 6 - 3  decision, upheld the constitutionality o f 
the Children's In ternet Protection Act (C IPA ). A lthough It docs not m ake •he lose any 
easier to bear, the decision In U n i t e d  States v. A m e r i c a n  L i b r a r y  A s s o c i a t i o n  was a 
plurality deda lon . [According to "The Modern Problem o f Supreme Court Plurality 
Dedsion : Interpretation In Historical Perspective" by Adam S . Hochschlld, ‘ problems 
arise when there is leas than a clear m ajority speaking fo r the Court—when the leading 
opinion o f the Court Is a plurality opinion. A Supreme Court plurality decision holds 
ambiguous precedential v a lu e . . . .  [A ] plurality opinion, which represents the rationale 
o f less than half o f the Justices, I s . . .  problematic. A m ajority opinion may command 
m ore authority than a plurality decision, but precisely what authority does a plurality 
dec’Slon command? In other words, how should courts apply a plurality decision to 
subsequent controversies involving sim ilar issues?]

Justices Kennedy and Breyer, who jo ined In R e lnqu ls fs conclusion, but not the 
reasoning behind It, may have given ALA ‘ loopho les' to move forward.

The decision Indicates that CIPA Is constitutional fo r children, but not fo r adults.
Kennedy was vary specific In his opinion, saying he would not have voted to uphold 
CIPA If he had not been assured that CIPA does not apply fo r adults.

During the U .S . Supreme Court argument, Solicitor General Theodore Olsen opened his 
rem arks by saying that anytime an adult patron wants unfllterod access to a computer, 
he o r she may ask  a librarian to disable the filter, and the librarian will do so. His 
statem ent was contrary to what CIPA states, which Is that a librarian “ may* disable a 
ft 'te r - fo r  bona fide research o r  other lawful purpose."

Kennedy a lso Implied It Is now Ir  —mbent on the Altering companies to develop a 
d isab ler that Is both easily a n d . . .  .k ly  applied; he further implied that if the filtering 
companies do not do this, ALA may have e cause o f action against the filtering 
companies. Kennedy a lso said that while CIPA m ay be constitutional on Its face, It may 
not be constitutional in an ‘ as applied* library setting.

I r i e f  H li to rY  o f  C IPA

The three-judge panel sitting In the Eastern Olstrlct or Pennsylvania Issued a decision on 
May 3 1 , 2 0 0 2 , holding that the CIPA statute Is facially unconstitutional and violates the 
First Amendment. They held that *we a ie  constrained to concludo that the library 
plaintiffs must prevail in their contention that CIPA requires them to violate the First 
Amendment riohts o f their patrons, and accordingly Is facially Invalid*; tho throo-judgo 
panel ruled Sections 1 7 1 2 (a ) (2 ) and 1 7 2 1 (b ) o f the Children’ s Internet Protection Act to 
be facially Invalid under ttie First Amendment and permanently enjoined the 
government from  enforcing those provisions.

Because the rh ree-judge panel permanently enjoined the TCC and LSTA from 
withholding funds from  public libraries who have chosen not to Install f li ie it on all
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term inals, public libraries thus are not required to Install filters on their computers In 
o rd e r to receive funds from  either agency.

The opinion was unanimous. The opinion w»s written by Chief Judge Becker o f the Third 
Circuit end joined by U .S . District Judges Fullam and Barttc.

The Court held thet the CIPA statute Is unconstitutional because the mandated use o f 
filtering on all computers will resu lt In blocked access to substantial amounts o f 
constitutionally protected speech.

The Court found that filters both overb lock (b lock access to protected speech) and 
underblock (a llow  access to Illegal o r unconstitutional speech).

[  The Court held that less restrictive a lternatives exist to allow public libraries to protect 
children from  material that l a  Illegal fo r them to access. The Court found that public 
llb iarles can—and Indeed that many do—use the following less restrictive a lternatives:

1. Filters offered as a choice fo r  fam ilies to use fo r  their own children at the public 
library;

2 . Education and In te rnet training courses;
3 . Enforcement o f In ternet Use policies by library sta ff; and
4 . Placement o f term inals, use o f privacy screens o r utJlliatlon o f recessed monitors.

According to a Jenner tk Block memorandum dated June 18, 2 0 0 2 , the th ree-judge panal 
in the CIPA case held that the FCC and IMLS cannot withhold funds on the ground that a 
public lib rary has foiled to Install m andatory Alters on e v r .y  computer. The Court held 
that ’ [b je c au je  o f the Inherent lim itations In filtering tec iTo logy, public libraries can 
never comply-with CIPA without blocking access to a subt tantlal amount o f speech that 
Is both constitutionally protected and fa lls to  meet even t l,*  B e r in g  companies' own 
blocking criteria." While this decision Is directly binding only or. the agencies and Is not a 
directly* to any particular lib rary, the factual findlnos and legs' conclusion* o f the Court 
may serve as usefu l precedents fo r o ther low er courts. ALA thus urges any library using 
mandatory filtering software to consult with legal couns* I to reevaluate their Internet 
use Policy and assess the risk o f future litigation.

The Justice Department, acting on beha lf o f the Federal Communications Commission 
and the U .S . Institute o f Museum and Library Sciences, fo rm ally  notified the Supreme 
Court on June 20  that It would appeal this ruling..

La teet Information on CIPA

The Children'* Internet Protection Act (CIPA) designates federal funding for 
libraries that Install filters on all Its computers. Libraries that do not accept 
federal funding do not havs to Install filter*. That Is, the Supreme Court’s 
opinion has no offset on libraries that are not covered by CIPA (I.e ., libraries 
thet do not receive e-rate discounts or LSTA fund* for the provision of public 
Internet accsaa).

Potential l— al challenge# to theApsrbcatiofLOfJhe ChHdntn'a Internal 
Protection Act  fCTPATIn Pubric libraries: StrateetauuidJUMM by Paul T, 
Jaeger and Charts* R. McClure

For additional Information on UPA, soe ALA'l CiPAWab Mt*, PuPfk. LMrrsrisa 
and the ChlMren'a Internet frotactlon Act CCIPAJLLooaLlourco*, CIPA
Suprvm* .Court Decision- 

Sue also rtltoro and Wtortna.

Linns to non-ALA sltas hav* been provided because these sites may hava 
Information of Interest. Neither the American Library Association nor the Office 
for Intellectual Prandom necessarily endorsee the views expressed or the facte 
pruLuntod on these cites; and furthermore, ALA and OIF do not endorse any 
commercial products that may be advertised or avallabio on these sites.
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(a) A person commits the crime o f electronic distribution o f indecent material to minors if
(1) the person, being 18 years o f age or older, knowingly distributes to another person by 

computer any material that depicts the following actual or simulated conduct:
(A) sexual penetration;
(B) the lewd touching o f a person's genitals, anus, or female breast;
(C) masturbation;
(D) bestiality;
(E) the lewd exhibition o f a person's genitals, anus, or female breast; or
(F) sexual masochism or sadism; and
(2) either
(A) the other person is a child under 16 years o f age; or
(B) the person believes that the other person is a child under 16 years o f age.
(b) In this section, it is not a defense that the victim was not actually under 16 years o f age.
(c) Except as provided in (d) o f this section, electronic distribution o f indecent material to 

minors is a class C felony,
(d) Electronic attribution o f indecent material to minors is a class B felony if the defendant 

was, at the time o f the offense, required to register as a sex offender or child kidnapper under AS 
12.63 or a similar law o f another jurisdiction.
(( 2 ch 97 SLA 2005; am 6 ch 24 SLA 2007))

E ffe c t o f am endm en ts . The 2007 amendment, effective Ju ly 1, 2007, added the paragraph (a)(1) 
and (a)(2) designations, substitu ted "the fo llow ing actual or simulated conduct:" and paragraphs (a)(1)(A)
- (F ) fo r "an ac t described in AS 11.41.455(a)(1) - (7)" in paragraph (a)(1), and added "e ither" near the 
beg inn ing o f paragraph (a)(2), and made related changes.

E ffe c tive  da tes . Section 2, ch. 97, SLA 2005, which enacted this section, took effect on November 
28, 2005.

E d ito r ’s n o te s . Section 5, ch. 97, SLA 2005, provides that this section applies "lo  offenses 
occurring on or a fte r N ovem ber 28. 2005."

Section 36(b), ch. 24, SLA 2007, provides that the 2007 amendment o f (a) o f this section applies "to 
acts comm itted on or a fte r July 1, 2007."

See. 11.61.128. E le c tro n ic  d is tr ib u tio n  o f  in d ec e n t m a te ria l to m in o rs .


