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C S I I B  2 7 8  -  I n t e r n e t  I d e n t i t i e s  o f  S e x  O f f e n d e r s  a n d  

C h i l d  K i d n a p p e r s

M B  2 7 8  w i l l  r e q u i r e  a n y  p e r s o n  r e q u i r e d  l o  r e g i s t e r  a s  a  s e x  o f f e n d e r  o r  c h i l d  k i d n a p p e r  
l o  a l s o  s u b m i t  a n y  e l e c t r o n i c  m a i l  a d d r e s s e s ,  i n s t a n t  m e s s a g i n g  a d d r e s s e s  o r  o t h e r  
i n t e r n e t  c o m m u n i c a t i o n  i d e n t i f i e r s  t o  t h e  s t a t e .

D a t a  g e n e r a t e d  u n d e r  t h i s  b i l l  w i l l  a l l o w  t h e  D e p a r t m e n t  o f  P u b l i c  S a f e t y  t o  a s s i s t  t h e  
p u b l i c  i n  k e e p i n g  t h e i r  f a m i l i e s  s a f e  f r o m  o n l i n e  p r e d a t o r s .  B y  c o l l e c t i n g  t h i s  
i n f o r m a t i o n ,  t h e  D e p a r t m e n t  w i l l  b e  a b l e  l o  t e l l  t h o s e  w h o  a s k  i f  a n  e m a i l  a d d r e s s  o r  o t h e r  
o n l i n e  i d e n t i f i e r  b e l o n g s  t o  a  s e x  o f f e n d e r .

T h e  b i l l  w i l l  a l s o  p r o t e c t  t h e  p u b l i c  b y  e n a b l i n g  t h e  s t a t e  t o  p r o v i d e  c o l l e c t e d  i n f o r m a t i o n  
t o  i n t e r n e t  s e r v i c e  p r o v i d e r s  a n d  i n t e r n e t  s e c u r i t y  f i r m s .  T h e s e  p r o v i d e r s  c a n  t h e n  u s e  t h e  
i n f o r m a t i o n  t o  p r e v e n t  c h i l d r e n  f r o m  r e c e i v i n g  m e s s a g e s  f r o m  c o n v i c t e d  s e x  o f f e n d e r s  o r  
w a r n  p a r e n t s  o f  t h e  s e n d e r ’ s  s t a t u s .  I n  o r d e r  f o r  t h e s e  s e r v i c e s  t o  b e  u t i l i z e d ,  s t a t e s  m u s t  
t a k e  t h e  f i r s t  s t e p  a n d  m a k e  t h e  d a l a  a v a i l a b l e .

T h e  I n t e r n e t  w i l l  l i k e l y  n e v e r  b e  a  c o m p l e t e l y  s a f e  p l a c e ,  a n d  p a r e n t s  w i l l  a l w a y s  b e  
r e s p o n s i b l e  f o r  t e a c h i n g  t h e i r  c h i l d r e n  t o  u s e  t h e  I n t e r n e t  r e s p o n s i b l y .  T h i s  i n c l u d e s  
t e a c h i n g  t h e m  h o w  t o  r e a c t  w h e n  a s k e d  f o r  p e r s o n a l  i n f o r m a t i o n ,  o r  i f  t h e y  f i n d  e x p l i c i t  
m a t e r i a l  o n l i n e .  B u t ,  w i t h  1 I B  2 7 , 8  w e  h a v e  a n  o p p o r t u n i t y  t o  a v o i d  a  p r e v e n t a b l e  
t r a g e d y .

Thank you for your consideration.

mailto:Reprcscntativc_Bob_Buch@lcgis.statc.nk.us
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" A n  A c t  r e l a t i n g  t o  s e x  o f f e n d e r s  a n d  c h i l d  k i d n a p p e r s ;  a n d  p r o v i d i n g  f o r  a n  e f f e c t i v e  d a t e .  ”  

S e c t i o n  1 :
A m e n d s  A S  1 1 . 5 6 . 8 4 0 ( a )  b y  a d d i n g  l a n g u a g e  t o  f u r t h e r  d e f i n e  w h a t  q u a l i f i e s  a s  a f a i l u r e  to  
r e g i s t e r .  S e x  o f f e n d e r s  a n d  c h i l d  p r e d a t o r s  w o u l d  n o w  c o m m i t  t h e  c r i m e  o f  f a i l u r e  t o  r e g i s t e r  in 
the s e c o n d  d e g r e e  i f  t h e y  d o  n o t  a l s o  p r o v i d e  t h e i r  o n l i n e  i n f o r m a t i o n  a n d  i d e n t i t i e s  in  t h e i r  
r e g i s t r a t i o n  i n f o r m a t i o n .

S e c t i o n  2 :
A m e n d s  A S  1 2 . 6 3 . 0 1 0 ( b )  b y  a d d i n g  c l a r i f y i n g  l a n g u a g e  a n d  a d d s  a  n e w  s u b s e c t i o n  ( I )  th a t 
r e q u i r e s  s e x  o f f e n d e r  a n d  c h i l d  k i d n a p p e r  r e g i s t r a t i o n  f o r m s  l o  i n c l u d e  a  p l a c e  f o r  s e x  o f f e n d e r s  
a n d  c h i l d  k i d n a p p e r s  t o  l i s t  t h e i r  e m a i l  a d d r e s s ,  in s t a n t  m e s s a g i n g  a d d r e s s ,  a n d  o t h e r  o n l i n e  
i n f o r m a t i o n .

S e c t i o n  3 :
A m e n d s  A S  1 2 . 6 3 . 0 1 0 ( c )  b y  a d d i n g  l a n g u a g e  th a t  s p e c i f i e s  w h e n  t h e  e s t a b l i s h m e n t  o f  o r  
c h a n g e s  t o  o n l i n e  i n f o r m a t i o n  m u s t  b e  m a d e .  S e x  o f f e n d e r s  a n d  c h i l d  k i d n a p p e r s  w o u l d  h a v e  o n e  
b u s i n e s s  d a y  n o t i f y  th e  D e p a r t m e n t  o f  P u b l i c  S a f e t y  in  w r i t i n g  o f  c h a n g e s  t o  t h i s  i n f o r m a t i o n .

S e c t i o n  4 :
A m e n d s  A S  1 8 . 6 5 . 0 8 7  t o  a l l o w  th e  D e p a r t m e n t  o f  P u b l i c  S a f e t y  t o  u s e  a  f e d e r a l  s o f t w a r e  s y s t e m  
th a t  g i v e s  p a r e n t s  th e  a b i l i t y  l o  c o n f i r m  o r  d e n y  th a t  a n  e m a i l  a d d r e s s  f r o m  a n y w h e r e  in  th e  
c o u n t r y  b e l o n g s  t o  a r e g i s t e r e d  s e x  o f f e n d e r .  T h i s  p r o g r a m  w i l l  n o t  e n a b l e  s e x  o f f e n d e r s  t o  s e e k  
o u t  a n d  n e t w o r k  w i t h  o n e  a n o t h e r  a n o n y m o u s l y ,  a c o n c e r n  f r o m  t h e  D e p a r t m e n t  o f  P u b l i c  S a f e t y  
in th e  o r i g i n a l  v e r s i o n  o f  t h e  b i l l .

J'he s e c t i o n  a l s o  a l l o w s  t h e  C o m m i s s i o n e r  o f  P u b l i c  S a f e t y  t o  s h a r e  s e x  o f f e n d e r s ’ o n l i n e  
i n f o r m a t i o n  u  ith  i n t e r n e t  s e r v i c e  p r o v i d e r s  o r  s e c u r i t y  f i r m s  t o  p r e v e n t  c h i l d r e n  f r o m  r e c e i v i n g  
m e s s a g e s  f r o m  c o n v i c t e d  s e x  o f f e n d e r s  o r  t o  w a r n  th e  p u b l i c  o f  t h e  s e n d e r ’ s s t a tu s .



T h i s  s e c t i o n  g i v e s  th e  D e p a r t m e n t  o f  P u b l i c  S a f e t y  o n e  y e a r  t o  g e t  t h i s  p r o g r a m  u p  a n d  r u n n i n g .  
S t a r t i n g  in  2 0 0 9 ,  s e x  o f f e n d e r s  m u s t  p r o v i d e  t h e i r  o n l i n e  i d e n t i f i e r s  t o  th e  D e p a r t m e n t  o f  P u b l i c  
S a f e t y  b e g i n n i n g  w h e n  t h e y  a r e  r e q u i r e d  r e n e w  t h e i r  r e g i s t r a t i o n  a n d  w i t h i n  o n e  w o r k i n g  d a y  o f  
c h a n g e s  t o  t h e i r  o n l i n e  i n f o r m a t i o n  f r o m  th a t  d a y  f o r t h .  T h e  v e r y  w o r s t  o f f e n d e r s  w i l l  h a v e  to  
b e g i n  r e g i s t e r i n g  o n l i n e  i d e n t i f i e r s  n o  l a t e r  t h a n  t h r e e  m o n t h s  a f t e r  th e  e f f e c t i v e  d a t e  o f  th is  b i l l .

Section 5:

S e c t i o n  6 :

P r o v i d e s  f o r  an  e f f e c t i v e  d a t e .
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T o :  R e p r e s e n t a t i v e  J a y  R a n i r u s  

F r o m :  R e p r e s e n t a t i v e  B o b  B u c h

S u b j e c t :  P r o a c t i v e  P o l i c y  A c t i o n s  t o  P r e v e n t  O n l i n e  S e x u a l  P r e d a t i o n

In  ih e  H o u s e  J u d i c i a r y  C o m m i t t e e ,  y o u  a s k e d  i f  t h e re  e x i s t s  a  w a y  t o  p r o a c t i v e l y  a d d r e s s  th e  
p r o b l e m  o f  o n l i n e  s e x u a l  p r e d a t i o n .  S p e c i f i c a l l y ,  y o u  w a n t e d  t o  k n o w  i f  it w o u l d  b e  f e a s i b l e  t o  e i t h e r  
p r o h i b i t  a l l  s e x  o f f e n d e r s  f r o m  in t e r n e t  u s e  o r  in s o m e  w a y  m a r k  a l l  i n t e r n e t  i d e n t i f i e r s  b e l o n g i n g  to  
s e x  o f f e n d e r s  s o  th a t  a l l  m e m b e r s  o f  th e  p u b l i c  in t e r a c t i n g  w i t h  s e x  o f f e n d e r s  o n l i n e  w i l l  k n o w  
im m e d i a t e l y  th a t  t h e y  a r c  c o m m u n i c a t i n g  w i t h  s e x  o f f e n d e r s .

I d i s c u s s e d  t h e s e  c o n c e r n s  w i t h  L e g i s l a t i v e  L e g a l  S e r v i c e s  a n d  h a v e  a t t a c h e d  t h e i r  m e m o  o n  th i s  
t o p i c .  L e g i s l a t i v e  C o u n s e l  d o c s  n o t  r e c o m m e n d  p l a c i n g  p u n i t i v e  p r o v i s i o n s  in  a  r e g i s t r a t i o n  s t a tu t e ;  
t h e s e  k i n d s  o f  p r o v i s i o n s  a r c  m o r e  a p p r o p r i a t e l y  h a n d le d  in  s e n t e n c in g ,  p r o b a t i o n  o r  p a r o l e  s ta tu te s .
I n  a d d i t i o n ,  th e  C S  S u p r e m e  C o u r t  h a s  r u l e d  th a t  r e g i s t r a t i o n  l a w s  c a n n o t  b e  “ p u n i t i v e "  in  n a t u r e ;  
t h e y  m u s t  f a l l ,  i n s t e a d ,  u n d e r  th e  p u b l i c  s a f e t y  c a t e g o r y  in  o r d e r  t o  a v o i d  c o n s t i t u t i o n a l  c h a l l e n g e s .
W e  w i l l  c o n t i n u e  t o  r e s e a r c h  th i s  i s s u e  t o  c r a f t  a h i l l  tha t w i l l  p a s s  c o n s t i t u t i o n a l  m u s t e r .

I a l s o  c a l l e d  p o l i c e  d e p a r t m e n t s  a r o u n d  th e  s ta te ,  a n d  s p o k e  to  o f f i c e r s  s p e c i a l i z i n g  in  in t e rn e t  
c r im e s .  I h e y  p o i n t e d  o u t  tha t t o  l a b e l  s e v  o f f e n d e r s  in  t h e n  e m a i l  a d d r e s s e s  o r  o t h e r  h a n d l e - t y p e  
m o n i k e r s  w o u l d  p r o v i d e  a t e c h n o l o g i c a l  c h a l l e n g e ,  as  w e l l  M a n y  i n t e r n e t  s i t e s  p r o v i d e  s p e c i f i c  
r e q u i r e m e n t s  a s  t o  th e  t o rm . i t  o f  s u c h  i n f o r m a t i o n .  F o r  e x a m p l e ,  s o m e  l im i t  th e  n u m b e r  o f  le t t e r s  
a l l o w e d  t o  b e  u s e d  in  in s ta n t  m e s s e n g e r  n a m e s  o r  e m a i l  a d d r e s s  w h i l e  o t h e r s  r e q u i r e  th e  u s e  o f  a 
n u m b e r  o r  c h a r a c t e r  m  s u c h  n a m e s .  O f f i c e r s  a l s o  r a i s e d  c o n c e r n s  a b o u t  a n  i n s t a n c e  m  w h i c h  
d u p l i c a t e  a d d r e s s e s  e x i s t  W h e n  c r e a t i n g  r  n e w  e m a i l  a d d r e s s ,  f o r  e x a m p l e ,  m o  s. e m a i l  p r o v i d e r s  
w i l l  n o t  a l l o w  a u s e r  t o  c r e a t e  a n ew  e m a i l  a d d r e s s  tha t m a t c h e s  o n e  a l r e a d y  m  u s e  in  th e  p : « o i d e !  ’ • 
s y s t e m .  S o ,  w h i l e  th e  i d e a  m a y  b e  a n  a t t r .  . l i v e  o n e .  it w o u l d  be  i n e i c d i b l y  d i f f i c u l t ,  i f  n o t  
im p o s s i b l e  f o  im p l e m e n t

S i n c e  the  q u e s t i o n s  y o n  i . u s c d  , u e  c o m p l i c a t e d  a n d  w i l l  l e q u n e  a d d i t i o n a l  l e g a l  l e s o j i v h  a n d  
t e c h n o l o g i c a l  p i o h l e m s o l v u t g .  w e  p i o p o s e  th a t  w e  i c s c a r c h  th e s e  id e a s  J u i m g  th e  m t c n u i  a n d  
a i i d t e s s  t h e m  m  s e p a r a t e  p i e c e  o l  l e g i s l a t i o n  n e x t  s e s s i o n  In  th e  m e a n t im e ,  h o w e v e t .  w c  d o  h a v e  the  
. i in ' i t v  t o  g i v e  p a t e n t s  a n d  c h i l d t e n  m u c h - n e e d e d  p r o t e c t i o n  u n d e r  ( ' S U B 2 " S .  W e  te q uC s t  that the  
L u l u  m i  y ( ’ « m in i t t e e  pa>> th e  h i l l  o u t  in  . . d e l  n  g i v e  law  e n f o r c e m e n t  th i s  a d d i t i o n a l  t o o l  to  s l o p  ih e  
■ ev i.i! j ' i c d a t t o n  o l  o u t  c h i l d t e n

I t  Me L 1 C I I1 4'v I al . I.I1 v < tee
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MEMORANDUM

T o :  R e p r e s e n t a t i v e  J o h n  C o g l i i l l  

F r o n t :  R e p r e s e n t a t i v e  B o h  B u c h  

D a t e :  M a r c h  1 4 ,  2 0 0 8

S u b j e c t :  C l a r i f i c a t i o n  o f  t h e  t e r m  “ I n t e r n e t  C o m m u n i c a t i o n  I d e n t i f i e r ”

I n  th e  H o u s e  J u d i c i a r y  C o m m i t t e e  o n  M a r c h  1 3 .  2 0 0 8 ,  y o u  a s k e d  f o r  a  m o r e  c o m p l e t e  d e f i n i t i o n  
o l  th e  t e rm  " In t e ' - n e t  C o m m u n i c a t i o n  I d e n t i f i e r . "  S p e c i f i c a l l y ,  y o u  a s k e d  w h a t  o n l i n e  
i n f o r m a t i o n  th i s  t e rm  e n c o m p a s s e s  a n d  i f  th is  c a n  h e  b e t t e r  d e f i n e d  in  H B  2 7 8 .

I n  r e s e a r c h i n g  h o w  o t h e r  s t a t e s  h a v e  a d d r e s s e d  th i s  i s s u e ,  law  e n f o r c e m e n t  o f f i c e r s  s u g g e s t e d  w e  
c o n s i d e r  A r i z o n a ' s  r e g i s t r a t i o n  l a w .  T h e i r  l a n g u a g e  a d d r e s s e s  y o u r  c o n c e r n .  The  l a w  d e f i n e s  a 
r e q u i r e d  o n l i n e  i d e n t i f i e r  a s  "  e l e c t r o n i c  e m a i l  a d d r e s s  i n f o r m a t i o n  o r  in s t a n t  m e s s a g e ,  c h a t ,  
s o c i a l  n e t w o r k i n g  o r  o t h e r  s im i l a r  in t e r n e t  c o m m u n i c a t i o n  n a m e ,  h u t  d o e s  n o t  i n c l u d e  s o c i a l  
s e c u r i t y  n u m b e r ,  d a t e  o f  b i r t h ,  o r  p i n  n u m b e r . "  W e  b e l i e v e  th a t  t h i s  l a n g u a g e  c o n t a i n s  a b e t t e r  
d e s c r i p t i o n  o f  the  i t e m s  w e  i n t e n d e d  t o  i n c l u d e  in  o u r  b i l l ’ s  l a n g u a g e  w h i l e  l e a v i n g  e n o u g h  r o o m  
f o r  l a w  e n f o r c e m e n t  a n d  th e  D e p a r t m e n t  o f  P u b l i c  S a f e t y  t o  a d d r e s s  th e  i s s u e s  o f  n ew  in t e r n e t  
c o m m u n i c a t i o n  t e c h n o l o g y  a s  i i  b e c o m e s  a v a i l a b l e .

W e  w o u l d  t h e r e f o r e  e n t h u s i a s t i c a l l y  o f f e r  o i  a c c e p t  a m e n d e d  l a n g u a g e  s im i l a r  t o  tha t i n c l u d e d  
a b o v e  to  h e t te i  d e s c r i b e  th e  o n l i n e  i n f o r m a t i o n  w e  I v h e v e  s e x  o f f e n d e r s  s h o u l d  b e  r e q u i r e d  to  
r e g i s t e r

< T  M e m h c i s  n |  t h e  H o u s e  J u d i c i a r y  t ’ o m m i t t e e
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F R O M :

L e g i s l a t i v e  C o u n s e l
G e r a l d  P .  L u c k h a u p

Y o u  h a v e  a s k e d  a  c o u p l e  o f  q u e s t i o n s  a b o u t  C S I  I B  2 7 8 (  ) .  F i r s t ,  y o u  h a v e  a s k e d  i f  th e  
l e g i s l a t u r e  c o u l d  b a r  a  s e x  o f f e n d e r  f r o m  u s i n g  a  c o m p u t e r  o r  t h e  I n ' e m e t  o r  u s i n g  a 
c o m p u t e r  o r  I n t e r n e t  f o r  c e r t a i n  a c t i v i t i e s  o t  f r o m  a c c e s s i n g  c e r t a i n  s i t e s .  I b e l i e v e  th a t  
th e  l e g i s l a t u r e  c o u l d  d o  t h e s e  t h i n g s  b u t  n o t  u n d e r  th e  g u i s e  o f  s e x  o f f e n d e r  r e g i s t r a t i o n .  
T h e  l e g i s l a t u r e  w o u l d  h a v e  t o  a m e n d  t h e  s e n t e n c i n g  s t a tu t e s  a n d  t h e  p a r o l e  a n d  p r o b a t i o n  
s t a t u t e s  t o  a c c o m p l i s h  t h i s .  R e s t r i c t i n g  th e  u s e  o f  a  c o m p u t e r  o r  t h e  I n t e r n e t ,  o r  
r e s t r i c t i n g  a n  o f f e n d e r ' s  a c c e s s  o r  u s e  o f  c e r t a i n  I n t e r n e t  s i t e s  a p p e a r s  t o  m e  t o  b e  m o r e  
a k i n  to  p u n i s h m e n t  a n d  w o u l d  h a v e  t o  b e  im p o s e d  a s  p a r t  o f  t h e  s e n t e n c e  im p o s e d  o n  th e  
o f f e n d e r  o r ,  at a  m i n i m u m ,  a s  p a r t  o f  t h e  c o n d i t i o n s  o f  t h e  p r o b u t i o n  o r  p a r o l e  a n  o f f e n d e r  
m ig h t  b e  s e r v i n g . 1 N e w  Y o r k  w a s  c o n s i d e r i n g  a  p r o p o s a l  t o  r e q u i r e  p r o b a t i o n  a n d  p a r o l e  
c o n d i t i o n s  th a t  r e s t r i c t  c e r t a i n  e s p e c i a l l y  d a n g e r o u s  o f f e n d e r s  f r o m  a c c e s s i n g  c e r t a i n  s i te s  
a n d  a l l o w i n g  t h e  im p o s i t i o n  o f  t h o s e  c o n d i t i o n s  f o r  o t h e r  o f f e n d e r s .

Y o u  h a v e  a l s o  a s k e d  a b o u t  t h e  u s e  o f  th e  t e rm  " I n t e r n e t  c o m m u n i c a t i o n  i d e n t i f i e r "  in  th e  
b i l l .  W h e n  d r a i l i n g  th e  b i l l  I w a s  d i r e c t e d  to  u t i l i z e  t h e  C o n n e c t i c u t  s t a t u t e  w h i c h  h a d  
r e c e n t l y  b e e n  a d o p t e d .  T h e  t e rm  is  u t i l i z e d  in th e  C o n n e c t i c u t  s ta tu te .*7 F e d e r a l  l a w  u s e s

' I n d e e d  it m a y  c u r r e n t l y  b e  p o s s i b l e  f o r  th e  B o a r d  o f  P a r o l e  t o  im p o s e  a  c o n d i t i o n  
r e s t r i c t i n g  an  o f f e n d e r  f r o m  a c c e s s i n g  I n t e r n e t  s i t e s  u s e d  b y  c h i l d r e n  o r  s o c i a l  n e t w o r k i n g  
s i t e s  p r o v i d e d  t h e y  m a k e  a f i n d i n g  th a t  it w i l l  a id  th e  o f f e n d e r ' s  r e f o r m a t i o n  o r  
s u p e r v i s i o n .

1 r i l e  C o n n e c t i c u t  D e p a r t m e n t  o l  P u b l i c  S a f e t y  h a s  th e  f o l l o w i n g  i n f o r m a t i o n  o n  t h e i r  
s e x  o f f e n d e r  r e g i s t r y  w e b s i t e :

P u b l i c  A c t  I T - J  f r o m  th e  J u n e  2 0 0 "  S p e c i a l  S e s s i o n  r e q u i r e s  'a n y  p e r s o n  
w h o  is s u b j e c t  t o  r e g i s t i a t i o n  u n d e r  th is  s e c t i o n  e s t a b l i s h e s  o r  c h a n g e s  a n  
e l e c t r o n i c  m a i l  a d d r e s s ,  i n s t a n t  m e s s a g e  a d d r e s s  o r  o t h e r  s im i l a r  I n t e r n e t  
c o m m u n i c a t i o n  i d e n t i f i e r .  s i k I i  p e r s o n  s h a l l ,  w i t h o u t  u n d u e  d e l a y ,  n o t i f v
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th e  t e rm  I n t e r n e t  i d e n t i f i e r . ’  A r i z o n a  c r e a t e s  a n d  d e f i n e s  t h e  t e rm  " o n l i n e  i d e n t i f i e r " 4 a n d  
r e q u i r e s  a  s e x  o f f e n d e r  t o  r e g i s t e r  t h e i r  r e q u i r e d  o n l i n e  i d e n t i f i e r  a n d  th e  n a m e  o f  a n y  
w e b s i t e  o r  i n t e r n e t  c o m m u n i c a t i o n  s e r v i c e  w h e r e  th e  i d e n t i f i e r  is  b e i n g  u s e d  o r  is 
i n t e n d e d  to  b e  u s e d .

G P L . ' Im b  
0 8 - 0 5 7 , Im b

S e e  th e  A d a m  W a l s h  C h i ld  P r o t e c t i o n  a n d  S a f e t y  A c t  o f  2 0 0 6 .

R e q u i r e d  o n l i n e  i d e n t i f i e r  m e a n s  a n y  e l e c t r o n i c  e - m a i l  a d d r e s s  i n f o r m a t i o n  o r  in s ta n t  
m e s s a g e ,  c h u t ,  s o c i a l  n e t w o r k i n g  o r  o t h e r  s im i l a r  i n t e r n e t  c o m m u n i c a t i o n  n a m e ,  bu t d u e s  
n o t  i n c lu d e  s o c i a l  s e c u r i t y  n u m b e r ,  d a t e  o f  b i r t h ,  o r  p m  n u m b e r  "
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C h i l d  E x p l o i t a t i o n  v i a  T e c h n o l o g y  A s s o c i a t e d  w i t h  t h e  
I n t e r n e t

P r e p a r e d  f o r  R e p r e s e n t a t i v e  B o b  B u c h  

B y  P a t r i c i a  Y o u n g , M a n a g e r

Y o u  a s k e d  f o r  i n f o r m a t i o n  o n  t h e  p r e v a l e n c e  o f  i n d i v i d u a l s  u s i n g  c y b e r s p a c e  f o r  t h e  s e x u a l  

e x p l o i t a t i o n  o f  c h i l d r e n  i n  A l a s k a  a n d  a c r o s s  t h e  n a t i o n .  Y o u  a l s o  w i s h e d  t o  k n o w  w h e r e  i n  

A l a s k a  s u c h  o f f e n s e s  a r e  m o s t  f r e q u e n t l y  c o m m i t t e d ,  h o w  l a w  e n f o r c e m e n t  c u r r e n t l y  a d d r e s s e s  

t h i s  s i t u a t i o n ,  a n d  w h e t h e r  r e q u i r i n g  s e x  o f f e n d e r s  t o  r e g i s t e r  t h e i r  o n l i n e  i d e n t i f i e r s  w o u l d  a s s i s t  

l a w  e n f o r c e m e n t  i n  p r e v e n t i n g  o r  c a t c h i n g  s u c h  p r e d a t o r s .  A d d i t i o n a l l y ,  y o u  r e q u e s t e d  

i n f o r m a t i o n  o n  t h e  e m o t i o n a l  c o n s e q u e n c e s  f o r  c h i l d r e n  e x p o s e d  t o  a n d  i n v o l v e d  i n  c h i l d  

p o r n o g r a p h y ,

A s  y o u  a r e  a w a r e ,  t h e  p h e n o m e n a l l y  r a p i d  e x p a n s i o n  o f  c o m m u n i c a t i o n  t e c h n o l o g y  h a s  w r o u g h t  

m a n y  s o c i e t a l  c h a n g e s ,  n o t  a l l  o f  t h e m  p o s i t i v e .  P e r h a p s  t h e  m o s t  i n s i d i o u s  a s p e c t  o f  

c y b e r s p a c e  i s  i t s  p o t e n t i a l  f o r  s e x u a l  p r e d a t i o n .  S e x u a l  p r e d a t o r s  u s e  t h e  I n t e r n e t ,  c e l l  p h o n e s ,  

a n d  o t h e r  t e c h n o l o g i e s  a s  h i g h l y  e f f i c i e n t  a n d  r e l a t i v e l y  a n o n y m o u s  t o o l s  f o r  c o m m u n i c a t i n g  w i t h  

o t h e r  o f f e n d e r s ,  f o r  i d e n t i f y i n g  a n d  c o n t a c t i n g  c h i l d r e n ,  a n d  f o r  m e m o r i a l i z i n g  a n d  c i r c u l a t i n g  

m o v i e s  a n d  i m a g e s  o f  c h i l d r e n  b e i n g  v i c t i m i z e d .

D a t a  o n  T r a f f i c  i n  C h i l d  P o r n o g r a p h y

T h e  m o s t  c o m p r e h e n s i v e  d a t a  o n  t h e  p r e v a l e n c e  o f  p r e d a t i o n  f a c i l i t a t e d  b y  I n t e r n e t - r e l a t e d  

t e c h n o l o g y  c o m e s  f r o m  F l i n t  W a t e r s ,  s p e c i a l  a g e n t ,  W y o m i n g  A t t o r n e y  G e n e r a l  D i v i s i o n  o f  

C r i m i n a l  I n v e s t i g a t i o n  a n d  l e a d  s p e c i a l  a g e n t  f o r  t h e  W y o m i n g  I n t e r n e t  C r i m e s  A g a i n s t  C h i l d r e n  

T a s k  F o i c e  ( I C A C ) .  A  r e c o g n i z e d  e x p e r t  i n  t h e  a r e a  o f  c h i l d  e x p l o i t a t i o n  v m  t h e  I n t e r n e t ,  A g e n t  

W a t e r s  d e v e l o p e d  t h e  s o f t w a r e  c u r r e n t l y  u s e d  t o  t r a c k  c o m p u t e r s  s h a r i n g  c h i l d  p o r n o g r a p h y  

t h r o u g h  P e e r  t o  P e e r  { P 2 P )  n e t w o r k s  H e  t e s t i f i e d  b e f o r e  t h e  U  S  H o u s e  o f  R e p r e s e n t a t i v e s  

C o m m i t t e e  o n  t h e  J u d i c i a r y  o n  O c t o b e r  1 7 ,  2 0 0 7 ,  a n d  b e f o r e  t h e  A l a s k a  H o u s e  J u d i c  a r y  

C o m m i t t e e  o n  F e b r u a r y  f ! j ,  2 0 0 8  M u c h  o f  o u r  i n f o r m a t i o n  c o m e s  f r o m  t h o s e  p r e s e n t a t i o n s .  

A l s o  p r o v i d i n g  i n f o r m a t i o n  w e r e  S g l .  D e r e k  D e G r a a f ,  s u p e r v i s o r ,  C o m p u t e r  a n d  F i n a n c i a l  C r i m e s
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G r o u p ,  A l a s k a  B u r e a u  o f  I n v e s t i g a t i o n s ,  D i v i s i o n  o f  S t a t e  T r o o p e r s ,  a n d  D e t e c t i v e  K e v i n  

V a n d e g r i f f ,  C y b e r  C r i m e s  U n i t ,  A n c h o r a g e  P o l i c e  D e p a r t m e n t . '

B e c a u s e  o f  t h e  w i d e s p r e a d  a c c e s s  t o  b r o a d b a n d ,  o r  h i g h - s p e e d ,  I n t e r n e t ,  t h e  U . S .  l e a d s  t h e  

w o r l d  i n  t e r m s  o f  v o l u m e  o f  t r a f f i c k i n g  i n  c h i l d  p o r n o g r a p h y .  I n  t e r m s  o f  p e r  c a p i t a  p r e v a l e n c e ,  

h o w e v e r ,  t h e  U . S .  i s  s e v e n t h  a m o n g  c o u n t r i e s .  O u r  s o u r c e s  n o t e s  t h a t  w h i l e  t h e  v a s t  m a j o r i t y  o f  

o f f e n d e r s  a r e  m a l e ,  m e m b e r s  o f  a l l  s o c i a l  a n d  e c o n o m i c  b a c k g r o u n d s  a n d  a l l  p r o f e s s i o n s  c o u n t  

o n  t h e  o d d s  o f  I n t e r n e t  a n o n y m i t y  t o  e n g a g e  i n  t h i s  b e h a v i o r  w h i c h  i s  s i m i l a r  t o  a  n a r c o t i c  

a d d i c t i o n  i n  t h e  i n t e n s i t y  o f  f o c u s ,  n e e d ,  a n d  j u s t i f i c a t i o n  o f  r i s k .

A m o n g  s t a t e s ,  A l a s k a  h a s  t h e  h i g h e s t  p e r  c a p i t a  I n t e r n e t  u s e .  A l t h o u g h  n o t  r a n k e d  a m o n g  t h e  

h i g h e s t  i n  t e r m s  o f  t h e  n u m b e r  o f  i n d i v i d u a l s  t r a f f i c k i n g  i n  c h i l d  p o r n o g r a p h y ,  A l a s k a ’ s  n u m b e r s  

a r e  h i g h .  F i l e  s h a r i n g  o f  c h i l d  p o r n o g r a p h y  i s  o c c u r r i n g  i n  v i r t u a l l y  e v e r y  c o m m u n i t y — b o t h  l a r g e  

a n d  s m a l l — i n  A l a s k a .  N e v e r t h e l e s s ,  t h e  d e n s i t y  o f  t r a f f i c k e r s  c o r r e s p o n d s  l a r g e l y  t o  p o p u l a t i o n  

c e n t e r s  a n d  b r o a d b a n d  a v a i l a b i l i t y .

P r e v a l e n c e  o f  P e e r  t o  P e e r  C h i l d  P o r n o g r a p h y  T r a f f i c  i n  A l a s k a ,

2 0 0 4  -  P r e s e n t

Y o a r
IP  A d d re s s e s  
S h a r in g  F i lo s

U n iq u e  IP  
A d d r e s s e s s

U n iq u e  S e r ia l 
N u m b e rs

2004
2005
2006
2007
2008

87 
2,803 
4,545 
10,149 
843

53
935

1,507
2,856
327

85
491
832
108

T o ta ls 18,427 5,678 1,516
N O T E S :  T r a c k i n g  b e g a n  d u r i n g  2 0 0 4  a n d  r c l l e c l s  ac t iv it y  t h r o u g h  m i d - F e b r u a r y  2 0 0 8  T h e  
a b i l i t y  to trac k s e r i a l  n u m b e r s  w a s  i m p l e m e n t e d  i n  la t e  2 0 0 5 .

N u m b e r s  o t  I P  a d d r e s s e s  d o  n o t  c o r r e la t e  c l o s e l y  w ith  t h e  n u m b e r  o f  i n d i v i d u a l  c o m p u t e r s  
or I h o  n u m b e r  o t  i n d i v i d u a l  u s e r s  s i n c e  m a n y  I n l o r n e t  S e r v i c e  P r o v i d e r s  ( I S P )  a s s i g n  a  
n u m b e r  r a n d o m l y  e a c h  t i m e  a  u s e r  l o g s - o n  

E x p e r t s  c o n s i d e r  t h o  n u m b e r  o f  u n i q u e  s e n a l  n u m b e r s  to  b e  l o w  s i n c e  t h e y  c n p l u r e  s e r ia l  
n u m b e r s  i n  o n l y  a b o u t  h a l f  o f  their o p e r a t i o n s  F u r t h e r m o r e ,  o n l y  P e e r  to  P e e r  ( P 2 P )  n e t w o r k  
S h a r i n g  o f  c h i l d  p o r n o g r a p h  i s  r e f le c t e d ,  s i m i l a r  a c tiv ity  c o n d u c t e d  t h r o u g h  t h e  u s e  o f  
C h a t r o o m s ,  s o c i a l  n e t w o r k s ,  c e l l  p h o n e s ,  nr  n i h e r  I n t e r n e l - r e t a l o d  l e c h n o l o g i c s  is n o t  h e n :  
a d d r e s s e d
S O U R C E :  T h e  a l g o r i t h m  d e v e l o p e d  b y  S p e c i a l  A g e n t  F l i n t  W a t e r s .  W y o m i n g  A t t o r n e y  
G e n e r a l  D i v i s i o n  o f  C n m i n a l  I n v e s t i g a t i o n  a n d  l e a d  s p e c i a l  a g e n t  for I h e  W y o m i n g  In t e r n !  
C r i m e s  A g a  n s t  C h i l d r e n  ( I C A C )  T a s k  F o r c e ,  p r e s e n t e d  l o  A l a s k a  H o u s e  J u d i c i a r y  C o m m i t t e e .  
F e b r u a r y  1 5 ,  2 0 0 8 .

A s  y o u  c o n  s e e  f r o m  t h e  t a b l e ,  t h e  p r o g r a m  d e v e l o p e d  t o  t r a c e  a n d  i d e n t i f y  P 2 P  t r a n s a c t i o n s  o f  

c h i l d  p o r n o g r a p h y  h a s  i d e n t i f i e d  m o r e  t h a n  1 , 5 0 0  u n i q u e  c o m p u t e r  s e r i a l  n u m b e r s  i n  A l a s k a  

c o n t a i n i n g  s u c h  m a t e r i a l .  T h i s  n u m b e r  i s  l o w ,  h o w e v e r ,  i n  t h a t  s e r i a l  n u m b e r s  a r e  c a p t u r e d  i n  

o n l y  a b o u t  5 0  p e r c e n t  o f  i n v e s t i g a t i v e  o p e r a t i o n s .  F u r t h e r ,  a s  e a c h  o f  o u r  s o u r c e s  e m p h a t i c a l l y  

u n d e r s c o r e s ,  t h e s e  n u m b e r s  r e f l e c t  s u c h  a c t i v i t y  o n  o n l y  o n e  s m a l l  p a r t  o f  t h o  I n t e r n e t — o n l y  o n e  

o f  t h e  b u r g e o n i n g  w a y s  o f  s h a r i n g  s u c h  i m a g e s  a n d  m o v i e s .  A s  n o t e d  b y  A g e n t  W a t e r s  i n  h i s  

b r i e f  f o r  t h e  U  S  H o u s e  J u d i c i a r y  C o m m i t t e e .

' £gt D e rek  D oO ra a l can b o  re ach ed  j f  5 0 7  271  3 2 2 0  Dotocbvo K ev in  V and egn lf can  be  re ached  ;it 9 0 7  78u  26B3 
A ttachment A is a b rie f p rep a red  by Agent W a te rs  for pfOSunla lion lo  iho U .S . H ou se  Jud ic ia ry  C om m itioo  on  O c fobo r 17. 
2 0 0 7  'n 'Ch ild  Sex  C rim es on the In te rnet." he docum ents tho w idesp read  u se  o f P o o r  lo  P e e r  ( P 2 P )  n e tw orks fa  traffic 
m chJd po rn og raphy  and  d e sc rib e s  Ihe m ethodo logy  being u sed  in P 2 P  in vestigations

L r n s c A n v f R tf.fU-  f 4 5
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[ T h e  d a t a ]  o r i g i n a t e  f r o m  a  s i n g l e  P 2 P  n e t w o r k ,  o n e  o f  m a n y  u s e d  d a i l y  o n  t h e  

I n t e r n e t .  , , . ( T h e y  a p p l y ]  t o  o n e  P 2 P  s y s t e m  w h e r e  c h i l d  s e x u a l  a b u s e  m o v i e s  

a n d  i m a g e s  w e r e  p r e s e n t e d  t o  u n d e r c o v e r  l a w  e n f o r c e m e n t  t h r o u g h o u t  t h e  

w o r l d .  [ T h e y  d o ]  n o t  i n c l u d e  t r a d e r s  u s i n g  e m a i l ,  c h a t ,  s o c i a l  n e t w o r k s  [ s u c h  a s  

M y S p a c e  a n d  F a c e b o o k ] ,  n e w s  s e r v e r s  o r  p a i d  a n d  f r e e  w e b  s i t e s .  A t  m o s t  i t  

c a n  b e  s e e n  a s  a  b a r e  m i n i m u m  o f  t h e  t r a f f i c k i n g  o f  c h i l d  s e x u a l  e x p l o i t a t i v e  

m a t e r i a l s .

D u r i n g  r e c e n t  p r e s e n t a t i o n s ,  A g e n t  W a t e r s  n o t e d  t h a t  t w o  s e p a r a t e  f e d e r a l  s t u d i e s  h a v e  

c o n c l u d e d  t h a t  8 0  p e r c e n t  o f  o f f e n d e r s  s e r v i n g  t i m e  o n  f e d e r a l  c h i l d  p o r n o g r a p h y  c h a r g e s  h a d  

t h e m s e l v e s  m o l e s t e d  c h i l d r e n .  A t  s e n t e n c i n g ,  t h e s e  o f f e n d e r s  w e r e  k n o w n  t o  h a v e  m o l e s t e d  2 1 0  

c h i l d r e n ;  I h e  s t u d i e s  r e v e a l e d  t h a t ,  i n  a c t u a l i t y ,  m o r e  t h a n  3 , 0 0 0  c h i l d r e n  h a d  b e e n  p h y s i c a l l y  

v i c t i m i z e d  b y  t h i s  g r o u p  o f  p e r p e t r a t o r s  s e r v i n g  t i m e  f o r  c h i l d  p o r n o g r a p h y .  A  t h i r d  s t u d y ,  

c o n d u c t e d  t h r o u g h  t h e  U n i v e r s i t y  o f  N e w  H a m p s h i r e  a n d  f u n d e d  b y  t h e  N a t i o n a l  C e n t e r  o n  

M i s s i n g  a n d  E x p l o i t e d  C h i l d r e n  a n d  t h e  U . S .  D e p a r t m e n t  o f  J u s t i c e ,  f o u n d  t h a t  4 0  p e r c e n t  o f  c h i l d  

p o r n o g r a p h y  p o s s e s s i o n  c a s e s  a l s o  i n c l u d e d  s o m e  f o r m  o f  h a n d s - o n  c h i l d  s e x u a l  v i c t i m i z a t i o n .  

B a s e d  o n  t h e  f i n d i n g s  o f  s u c h  s t u d i e s ,  a g e n t  W a t e r s  c o n c l u d e s  t h a t  a t  l e a s t  3 0  p e r c e n t — b u t  

p o s s i b l y  b e t w e e n  4 0  a n d  8 0  p e r c e n t — o f  i n d i v i d u a l s  w h o  p o s s e s s  a n d  t r a d e  c h i l d  p o r n o g r a p h y  

a r e  a l s o  c o n t a c t  o f f e n d e r s .

A s s u m i n g  t h a t  a  u n i q u e  s e r i a l  n u m b e r  r e p r e s e n t s  a  s i n g l e  i n d i v i d u a l  a n d  t h a t  3 0  p e r c e n t  o f  t h e  

1 , 5 1 6  c h i l d  p o r n o g r a p h i c  c o l l e c t o r s  u s i n g  P 2 P  n e t w o r k s  i n  A l a s k a  e n g a g e  i n  c o n t a c t  a b u s e ,  t h e n  

m o r e  t h a n  4 5 0  o f  t h o s e  i n d i v i d u a l s  w o u l d  l i k e l y  b e  h a n d s - o n  a b u s e r s .  C a l c u l a t e d  a t  t h e  4 0  t o  8 0  

p e r c e n t  r a t e s  f o u n d  i n  t h e  s l u d i e s  n o t e d  a b o v e ,  I h e  n u m b e r s  w o u l d  r e f l e c t  a p p r o x i m a t e l y  6 0 0  l o  

1 , 2 0 0  p e r s o n s  a c t i v e l y  p r e y i n g  o n  c h i l d r e n .  A g a i n ,  t h e s e  n u m b e r s  r e f l e c t  o n l y  a  s m a l l  p o r t i o n  o f  

s i m i l a r  I n t e r n e t - r e l a t e d  a c t i v i t y .

A s  A g e n t  W a t e r s  p o i n t s  o u t ,  a l t h o u g h  t h e  s o f t w a r e  i d e n t i f i e s  t r a f f i c k e r s  i n  c h i l d  p o r n o g r a p h y ,  l a w  

e n f o r c e m e n t  o f f i c i a l s  i n v o l v e d  i n  t h i s  i s s u e  c o n s i d e r  I h e  i n v e s t i g a t i v e  t o o l s  p r i m a r i l y  a s  a n  

o p p o r t u n i t y  t o  g e t  i n t o  t h e  h o m e s  o f  p o t e n t i a l  p r e d a t o r s .  W i t h o u t  d o u b t ,  t h e s e  i n d i v i d u a l s  a r e  

c o l l e c t i n g  a n d  I r a d i n g  i m a g e s ;  t h e  t o o l s ,  t h o u g h ,  l e a d  t o  " h u g e ”  n u m b e r s  o f  c h i l d r e n  a c t i v e l y  

u n d e r g o i n g  a b u s e  a n d  i n  n e e d  o f  r e s c u e

A s  s o m e  o f  I h e  n a t i o n ' s  m o s t  p r o m i n e n t  a n d  r e s p e c t e d  e x p e r t s  o n  c h i l d  v i c t i m i z a t i o n  h a v e  

d o c u m e n t e d ,

A l t h o u g h  t h e  s t e r e o t y p e  o f  I n t e r n e t  c r i m e s  i n v o l v e s  u n k n o w n  a d u l t s  m e e t i n g  

j u v e n i l e  v i c t i m s  o n l i n e ,  I n t e r n e t  u s e  c a n  a l s o  p l a y  a  r o l e  i n  s e x u a l  c r i m e s  a g a i n s t  

m i n o r s  b y  f a m i l y  m e m b e r s  a n d  a c q u a i n t a n c e s .  D a t a  w e r e  c o l l e c t e d  f r o m  a  

n a t i o n a l  s a m p l e  o f  l a w  e n f o r c e m e n t  a g e n c i e s  a b o u t  a r r e s t s  f o r  I n t e r n e t - r e l a t e d  

s e x  c r i m e s  a g a i n s t  m i n o r s .  F a m i l y  a n d  a c q u a i n t a n c e  o f f e n d e r s  w e r e  n e a r l y  a s  

n u m e r o u s  a s  o f f e n d e r s  w h o  u s e d  t h e  I n t e r n e t  t o  m e e t  v i c t i m s  o n l i n e .  T h e y  u s e d  

t h e  I n t e r n e t  i n  v e n o u s  w a y s  t o  f u r t h e r  t h e i r  c r i m e s  i n c l u d i n g  a s  a  t o o l  t o  s e d u c e  o r  

g r o o m ,  s t o r e  o r  d i s s e m i n a t e  s e x u a l  i m a g e s  o f  v i c t i m s ,  a r r a n g e  m e e t i n g s  a n d  

c o m m u n i c a t e ,  r e w a r d  v i c t i m s ,  o r  a d v e r t i s e  o r  s e l l  v i c t i m s . *

S o u r c e s  a g r e e  t h a t  t h e  p r o b l e m — i n  b o t h  s c o p e  a n d  e n o r m i t y — i s  s t a g g e r i n g

■’ K im berly J M itchell. D avid Fm ku lhor, and Jam s W o la k , Un iversity o f New H am pshire . “Tim Internet and Fam ily and 
A cqua in tance S exu .il A b u se .” C h il d  M a lt r e a t m en t , V o l. 10. N o 1. Feb rua ry  2 0 0 5 , pp <I9'60 W e  include a copy ot tho 
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R e g is t r a t io n  o f  O nl in e  Id e n t if ie r s

A l t h o u g h  r e q u i r i n g  s e x  o f f e n d e r s  t o  r e g i s t e r  t h e i r  o n l i n e  i d e n t i f i e r s  m a y  p r e s e n t  a d m i n i s t r a t i v e  

c h a l l e n g e s ,  t h e  c o n c e p t  i s  s u p p o r t e d  b y  l a w  e n f o r c e m e n t  p e r s o n n e l .  T h e s e  o f f i c i a l s  n o t e  t h a t  

w h i l e  m a n y  s e x u a l  p r e d a t o r s  u s i n g  t h e  I n t e r n e t  a r e  i n c r e a s i n g l y  s o p h i s t i c a t e d  i n  e l u d i n g  

d e t e c t i o n ,  m a n y  a r e  n o t .  I f  t h r o u g h  a n y  m e t h o d ,  l a w  e n f o r c e m e n t  a p p r e h e n d s  a  k n o w n  s e x  

o f f e n d e r  w h o  i s  e x p l o i t i n g  c h i l d r e n  v i a  c y b e r s p a c e ,  a n d  t h e  o n l i n e  i d e n t i f i e r  i s  n o t  a m o n g  t h o s e  

r e g i s t e r e d ,  t h e n  t h e r e  e x i s t s  o n e  m o r e  c h a r g e  w i t h  w h i c h  t o  p o s s i b l y  c o n v i c t  a n d  i n c a r c e r a t e  t h e  

o f f e n d e r .

T r a u m a

R e s e a r c h e r s  a s  w e l l  a s  p a r e n t s ,  c l i n i c i a n s ,  a n d  p o l i c y  m a k e r s  a r e  c o n c e r n e d  a b o u t  t h e  i m p a c t  o f  

c h i l d  p o r n o g r a p h y  c i r c u l a t i n g  o n  t h e  I n t e r n e t .  C o n c e r n s  f o c u s  n o t  o n l y  o n  t h e  c h i l d r e n  w h o  a r e  

v i c t i m i z e d  a n d  w h o s e  i m a g e s  a r e  c i r c u l a t e d  b u t  a l s o  o n  c h i l d r e n  w h o  a r e  e x p o s e d  t o  s u c h  

m a t e r i a l .  T h e  e v o l v i n g  n a t u r e  o f  I n t e r n e t - r e l a t e d  t e c h n o l o g y  c o n t i n u a l l y  a l l o w s  f o r  a  m o r e  r a p i d  

a n d  w i d e  c i r c u l a t i o n  o f  s u c h  i m a g e s .  A s  s u c h ,  t h e  t r a u m a  m a y  b e  c o m p o u n d e d  a s  w e l l .  

R e s e a r c h  o n  t h e  i s s u e  i s  r e l a t i v e l y  n e w ,  a n d  a u t h o r i t i e s  o n  c h i l d  a b u s e  n o t e  t h a t  i m p o r t a n t  

t h e o r e t i c a l  q u e s t i o n s — f o r  e x a m p l e ,  h o w  I n t e r n e t  e x p o s u r e  m a y  a f f e c t  t h e  f o r m a t i o n  o f  s e x u a l  

i n t e r e s t s — h a v e  y e t  t o  b e  a n s w e r e d . 3

A m o n g  t h e  s t u d i e s  w e  r e v i e w e d ,  w e  f o u n d  h i g h  l e v e l s  o f  d i s t r e s s ,  g u i l t ,  a n d  f e a r  o f t e n  c i t e d  a s  

r e a c t i o n s  t o  u n e x p e c t e d  a n d  p o s s i b l y  e x t r e m e  i m a g e s  p r e s e n t e d  t h r o u g h  t h e  c l o s e  a n d  i n t i m a t e  

m e d i u m  o f  a  c o m p u t e r  s c r e e n . 4 R e s e a r c h e r s  h a v e  f o u n d  t h a t  i n  c a s e s  o f  o n l i n e  s e x u a l  

s o l i c i t a t i o n ,  t h e  r i s k  o f  d i s t r e s s  i s  m o r e  c o m m o n  a m o n g  y o u n g e r  c h i l d r e n ,  a m o n g  t h o s e  w h o  

r e c e i v e  a g g r e s s i v e  s o l i c i t a t i o n s  ( t h a t  i s .  w h e r e  t h e  s o l i c i t o r  a t t e m p t s  o r  m a k e s  o f f l i n e  c o n t a c t ) ,  a n d  

a m o n g  t h o s e  w h o  a r e  s o l i c i t e d  o n  c o m p u t e r s  a w a y  f r o m  t h e i r  o w n  h o m e s . 5

F o r  c h i l d r e n  w h o s e  a b u s e  h a s  b e e n  m e m o r i a l i z e d  a n d  c i r c u l a t e d ,  c h i l d r e n  w h o  m a y  b e  b o u g h t  

a n d  s o l d — e v e n  i f  s u c h  c h i l d r e n  a r e  r e s c u e d ,  t h o s e  c h i l d r e n  w i l l  a l w a y s  k n o w  t h a t  a n y  c o m p u t e r  

m a y  b e  s t o r i n g  o r  d i s p l a y i n g  t h e  m o s t  h o r r i f i c  e v e n t s  o f  t h e i r  l i v e s  a t  a n y  t i m e  f o r  a n y o n e ,  

a n y w h e r e  t o  s e e — a n y  c u r r e n t  o r  f u t u r e  f a m i l y  m e m b e r ,  a n y  f r i e n d ,  c o l l e a g u e ,  o r  c a s u a l  

a c q u a i n t a n c e .  A n d  a s  o u r  s o u r c e s  p o i n t  o u t ,  t r a d e r s  o f t e n  c o l l e c t  a n d  s h a r e  i m a g e s  o f  s p e c i f i c  

c h i l d r e n ,  i d e n t i f i e d  b y  n a m e .  I n  m a n y  r e g a r d s ,  t h i s  w i l l  b e  a b u s e  t h a t  n e v e r  s t o p s .

L o o k i n g  a t  t h e  e f f e c t s  o f  s e x u a l  a b u s e  i n  g e n e r a l — t h a t  i s ,  n o t  s p e c i f i c  l o  o n l i n e  a b u s e — n u m e r o u s  

s t u d i e s  d o c u m e n t  t h e  h i g h  i n c i d e n c e  o f  c h i l d h o o d  s e x u a l  a b u s e  a m o n g  s e x  o f f e n d e r s .  D a v i d  

F i n k e l h o r ,  P h . D . ,  d i r e c t o r  o f  t h e  C r i m e s  A g a i n s t  C h i l d r e n  R e s e a r c h  C e n t e r ,  c o d i r e c t o r  o f  t h e  

F a m i l y  R e s e a r c h  L a b o r a t o r y ,  a n d  a  p r o f e s s o r  o f  s o c i o l o g y  a t  t h e  U n i v e r s i t y  o f  N e w  H a m p s h i r e  i s  

o n e  o f  t h e  c o u n t r y ' s  l e a d i n g  e x p e r t s  o n  c h i l d  s e x u a l  a b u s e .  A c c o r d i n g  t o  D r .  F i n k e l h o r ,  s t u d i e s  

g e n e r a l l y  s h o w  t h a t  b e t w e e n  o n e  t h i r d  a n d  o n e  h a l f  o f  a l l  o f f e n d e r s  w e r e ,  t h e m s e l v e s ,  s e x u a l l y

'  M itchell, et a l.. " Inven tory o f P rob lem a tic  In ternet Experiences Encoun tered  in C lin ica l P rac tice , p 501

* K im berly J M itchell, Kath ryn  A. B eck e r-D le a se , and David F inkelhor, Un iversity o t New H am psh ire  'Inventory o f 
P rob lem atic  In te rnet E xp e rien ce s E n coun te red  m C linical P ractice ," P r o f e s s io n a l  P $ y c h o l o q y  R o s a n r c h  a r id  P r a c t ic e , 

2 0 0 5 . Vol. 36 . No 5 . pp  4 9 0 - 5 0 9

K im berly  J M itchell, Dnvid F inke lh o r. and Jan is  W o lak . "Risk Facto rs (o r and  Im pact ot O n l in e  S exua l So lic ita tion  o f 
Y ou th  “ (R ep rin ted ) JAMA, Juno  2 0 , 2 0 0 1 , Vo l. 2 0 5 , No. 23 , pp 3 0 1 1 -3 0 1 4
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a b u s e d  a s  c h i ld r e n .11 S tu d ie s  a l s o  s h o w  that a s  m a n y  a s  6 0  to 8 0  p e r c e n t  o f  adu lt  s e x  o f f e n d e r s  
b e g a n  o f f e n d in g  a s  ju v e n i le s  o r  a d o le s c e n t s ;  that s e x u a l l y  a g g r e s s i v e  b e h a v i o r  e s c a la t e s ;  a n d  
that b y  th e  t im e  o f  a p p r e h e n s i o n ,  m o s t  o f f e n d e r s  h a v e  c om m it t e d  n u m e r o u s  s e x u a l l y  a b u s iv e  
ac ts .

D a ta  c o l l e c te d  b y  D r .  F in k e h o r  a n d  o th e r s  s u g g e s t  that the  in c id e n c e  o f  ch i ld  s e x u a l  a b u s e ,  in 
g e n e ra l ,  is a la rm in g ly  h igh , a n d  tha t b o y s  a re  v ic t im ized  n e a r l y  a s  f r e q u e n t ly  a s  g ir ls : 
a p p r o x im a t e ly  o n e  in fo u r  g ir ls  a n d  o n e  in f ive to s e v e n  b o y s  a r e  s e x u a l l y  v ic t im ized  b y  a g e  18 . 
N e v e r t h e le s s ,  a p p r o x im a t e ly  9 0  p e r c e n t  o f  the  a p p r e h e n d e d  ad u l t  s e x  o f f e n d e r s  a r e  m a le .  T h u s ,  
a l t h o u g h  m a n y  o f f e n d e r s  h a v e  b e e n  v ic t im s , it is no t l ike ly  tha t m o s t  v ic t im s b e c o m e  o f f e n d e r s .

S h a r o n  A ra j i ,  P h .D . ,  p r o f e s s o r  o f  s o c i o lo g y ,  U n iv e rs i ty  o f  A la s k a ,  A n c h o r a g e ,  a n d  a n  au th o r i ty  o n  
h o w  s e x u a l  a b u s e  in c h i ld h o o d  a f f e c t s  adu lt  d e v e lo p m e n t ,  s t r e s s e s  that a l t h o u g h  no t  e v e r y o n e  
b e c o m e s  a  p e rp e t r a t o r ,  n o  o n e  e s c a p e s  the  t r a u m a  o f  b e in g  v ic t im ized  a s  a  ch i ld . D r .  A ra ji a n d  
o th e r s  a g r e e  that g e n d e r  is s ign if ican t in the  m an i fe s ta t i o n  o f  t r a u m a  a s s o c i a t e d  with child  s e x u a l  
a b u s e ;  a b u s e d  m a l e s  h a v e  a  fa r  h ig h e r  r is k  o f  b e c om in g  s e x  o f f e n d e r s  th an  d o  f e m a l e s ;  f e m a le s ,  
o n  the  o t h e r  h a n d ,  ten d  to  b e c o m e  l i fe lon g  v ic t im s— su s c e p t ib le  to r a p e ,  d o m e s t i c  v io le n c e ,  d rug  
a n d  a lc o h o l  a d d ic t io n  o r  o th e r  s u b s t a n c e  a b u s e . 7 F u r t h e rm o r e ,  w o m e n  w h o  h a v e  b e e n  a b u s e d  
a s  c h i ld ren  a r e  g e n e r a l l y  l e s s  c a p a b le  o f  p re v e n t in g  the ir  ow n  ch i ld re n  f r o m  b e in g  s e x u a l l y  
a b u s e d — thu s  p e rp e tu a t in g  the c yc le .

W h a t 's  B e i n g  D o n e

In A la s k a ,  w h i le  l o c a l  p o l ic e  d e p a r tm e n t s  r e s p o n d  to r e p o r t s  o f  ch i ld  p o rn o g ra p h y ,  m o s t  p ro a c t iv e  
e f f o r t s  sp e c i f i c a l l y  d i r e c te d  at this p a r t ic u la r  i s s u e  a r e  fo u n d  within the A la s k a  S t a t e  T r o o p e r s  
(A S T )  a n d  th e  A n c h o r a g e  P o l ic e  D e p a r tm e n t  (A P D ) ,  w h e r e  o f f i c e r s  a r e  t ra ined  in a d d r e s s i n g  this 
typ e  o f  c r im e .  T h e  A S T  C o m p u t e r  a n d  F in an c ia l  C r im e s  Unit is c om p r i s e d  o f  o n e  fu l l t im e  and  
two p a r t - t im e  in v e s t ig a t o r s .  T h e  C y b e r  C r im e s  Unit with A P D  is m a d e  up  o f  the  s u p e r v i s o r ,  two 
on l in e  in v e s t ig a to r s ,  a n d  th re e  fo re n s ic  in v e s t ig a to rs .  A dd i t iona l ly ,  th e  Un iv e rs i ty  o f  F a i r b a n k s  
h a s  a  p a r t  t im e  in v e s t ig a to r  on  c am p u s ,  a n d  U .S .  Im m ig ra t io n s  a n d  C u s t o m s  E n f o r c e m e n t  ( I C E )  
h a s  two in v e s t ig a t o r s .

In 1 9 9 8 ,  th e  O f f ic e  o f  .Juven i le  J u s t ic e  a n d  D e l i n q u e n c y  P r e v e n t io n  within the U .S .  D e p a r tm e n t  o f  
J u s t ic e  c r e a t e d  the  In te rn e t  C r im e s  A ga in s t  C h i ld re n  ( IC A C )  T a s k  F o r c e  P r o g r a m  to h e lp  law  
e n fo r c e m e n t  a g e n c i e s  d e v e lo p  w a y s  to c o m b a t  c y b e r c r im e s  a g a in s t  ch i ld ren .  A la s k a  b e lo n g s  to 
o n e  o f  at l e a s t  5 9  r e g i o n a l  ICA C  ta s k  fo r c e s .  F e d e r a l  pa r t ic ip an ts  in c lu de  the  F e d e r a l  B u r e a u  o f  
In v e s t ig a t io n  ( F B I ) ,  th e  Im m ig ra t ion  a n d  C u s t o m s  E n f o r c em e n t  ( I C E ) ,  ( h i  U .S .  P o s t a l  In sp ec t ion  
S e r v i c e ,  a n d  U . S  M a r s h a l l s  S e r v ic e .  A d v o c a c y  g r o u p s  s u c h  a s  Ih e  N a t io n a l  C e n t e r  fo r  M iss ing  
a n d  E xp lo i t e d  C h i ld r e n  pa r t ic ipa te , a s  d o  s ta te  a n d  lo c a l  law  e n fo r c e m e n t  a g e n c i e s .  A s  n o ted  
p re v io u s ly ,  A g e n t  F lin t W a t e r s  is the  le a d  s p e c ia l  a g e n t  fo r  the  W y o m in g  ICA C  ta s k  f o r c e ,  a n d  he  
w a s  in A l a s k a  th r o u g h  IC A C  fund ing  f o r  the A n c h o r a g e  P o l i c e  D e p a r tm e n t  to  t ram  law

* Some studies have shown much higher percentages in "Victim lo Victirmzer." J o u r n a l  o f  I n t e r p e r s o n a l  V i o l e n c e . 

September 1989. p 326. Gail Ryan ot the Kempt? National Cunlnr for Prevention and Treatment of Child Abuse and 
Neglect referred to studies showing that as many as 70 to 80 percent of adult sex offenders were sexually victimised os 
children (Grotti and Freeman-longo, 1979; Long, 1982, Ktino, 1967) f-'uy H. rinopp commented in R e t r a i n i n g  A d u l t  S o x  

O f f e n d e r s  M e t h o d s  a n d  M o d e l s  (Orwell. VT Satur Society Press, 1984), p 53, that among sex offenders, sexual abuse 
during Ihe development years is reporlod Irom a low of 2 0  percent to a high of 1 0 0  percent

Numerous other problems including multipio personality disorders, depression promiscuity, and a propensity (or 
suiddo have been documented os attributable, al least in part, lo sexual abuse during childhood
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e n fo r c e m e n t  p e r s o n n e l  in the  u s e  o f  the  P 2 P  t rack ing  s o f tw a r e  a n d  the  t o o l s  that c an  c o n v e r t  
c om p u t e r  s e r ia l  n u m b e r s  to p h y s ic a l  lo c a t io n s .  B e c a u s e  the  t o o ls  c an  a l s o  r e v e a l  th e  f r e q u e n c y  
with wh ich  t r a d e r s  o p e r a t e ,  law  e n fo r c e m e n t  o f f i c e r s  c an  p r io r i t i z e  the ir  e f f o r t s  to ta rge t  the  m o s t  
s e r i o u s  o f f e n d e r s  fi rst. W h e n  the  to o ls  a r e  c o u p le d  with a n  e f f ic ien t  p r o c e s s  f o r  ob ta in ing  s e a r c h  
w a r r a n t s ,  law  e n f o r c e m e n t  o f f i c e r s  c an  in te rv en e ,  a n d  b e c a u s e  the  e v i d e n c e  is p r e s e n t  a t the 
lo ca t io n , c on v ic t io n  is re la t iv e ly  s t ra igh t fo rw a rd .

A cc o rd in g  to D e te c t iv e  S g t .  R o n  T id ier, s u p e r v i s o r  o f  the A P D  C y b e r  C r im e s  Unit, the  unit 
a v e r a g e s  at l e a s t  o n e  a r r e s t  e a c h  w e e k  o n  this i s s u e .  Bu t with the  m ag n i tu d e  o f  the  p r o b le m  a nd  
the  le v e l  o f  a v a i l a b le  r e s o u r c e s ,  th e re  is n o  po s s ib i l i ty  that law  e n f o r c e m e n t  will b e  a b le  to  " a r r e s t  
o u r s e l v e s  o u t  o f  th is  p r o b le m ."

G o o d  N e w s  a n d  B a d  N e w s

T h e  fo l low ing  a r e  e x c e r p t s  f r om  Agen t  Flint W a t e r s '  c o m m e n t s  b e f o r e  the  U .S .  H o u s e  Ju d ic ia ry  
C o m m i t t e e  o n  O c t o b e r  17 , 2 0 0 7 .

T h e  g o o d  n e w s  is w e  k n ow  h ow  to  find th e s e  p r e d a t o r s :  th ey ' re  ju s t  a  s u b p o e n a  
a w a y  f r om  a r r e s t  a n d  p ro s e c u t io n .

T h e  b a d  n e w s  is that w h i le  m y  ta s k  fo r c e  a n d  the  IC A C  n e tw o rk  c an  tel l y o u  h o w  
to in te rd ic t ten s  o f  t h o u s a n d s  o f  s e x  p r e d a t o r s  t om o r row ,  the  v a s t  m a jo r i ty  o f  
t h e s e  l e a d s  will n e v e r  b e  in ve s t ig a ted . In fac t  l e s s  th an  two p e r c e n t  o f  t h e s e  
c r im e s  w e  k n ow  a b o u t  a r e  in ve s t ig a ted  fo r  s h e e r  la c k  o f  r e s o u r c e s .  M o s t  o f  
t h e s e  v ic t im s  will no t b e  r e s c u e d .

W e  a r e  o v e rw h e lm e d .  W e  a r e  u n d e r fu n d e d ,  a n d  w e  a r e  d row n in g  in a  tidal w a v e  
o f  t ra g ed y .  W e  don 't  h a v e  the  r e s o u r c e s  w e  n e e d  to  s a v e  t h e s e  ch i ld ren .

T h e  p r ice  w e  p a y  fo r  c om in g  up  sh o r t  will b e  m e a s u r e d  in c h i ld re n  los t .

W e  h o p e  this in fo rm a t io n  is u s e fu l .  P l e a s e  c on ta c t  u s  if y o u  h a v e  q u e s t i o n s  o r  n e e d  add it ion a l 
in fo rm a t io n .
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S u m m a r y

Slate ol Wyoming Attorney General

Overview
The statistics herein come from documented observations of one particular type of technology being used to facilitate 
child exploitation globally. Therefore, at most, the staggering numbers reported reflect a small portion of the severity of 
this problem given the growing form of predation facilitated by several types of technology associated with ihe Internet. 
Prior efforts to measure the use of technology in child exploitation have proven difficult due to the complexity of the 
systems leveraged by Internet predators. However, this report is able to provide some clear insight into Ihe use of Peer to 
Peer networks in this type of crime,

Approach
Investigators deploying software written by the State of Wyoming have identified a vast network of traffickers who have 
distorted the original uses of Peer to Peer (P2P) networks to feed their own needs. The tactics being deployed by law 
enforcement have resulted in the identification of staggering numbers cf individuals trading child sexual abuse movies 
and images.

Introduction
Tins report is presented by Flint Waters, Lead Special Agent for Ihe Wyoming Internet Crimes Against Children Task 
Force, (ICAC) Agent Waters is the hands-on supervisor ot a team of investigators tasked with interdicting child predators 
(or tho State ot Wyoming He carries a daily case load alongside slate and federal agents in Ihe Wyoming ICAC Task 
Force. Agent Waters is the author o' the software used in Operation Peer Precision and has trained law enforcement 
from around the world. He has been rocogni?ed as an expert in Internet Child Exploitation in state and federal court and 
has previously testified before congress.

Estim a te s

The details you are about to review Originate riom a single P2P network, one of many used daily on the internet. These 
details relate to jus? one small corner of the internet, t applies only to one P2P System where child sexual abuse movies 
and images were presented to undercover law enforcement throughout thy world, 'h is data does not include traders 
using emiii, chat, social networks, news servers cr paid and free web sites At most it can be seen as a bait minimum 
cf the IraFickirg of child sexual exploitative materials

Gcrgros'aor.il T>i5timcr'v Wyoming Special Agonl Fiinl Water..
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J u s t  O n e  S y s t e m
During undercover operations officers are presented with the same search results viewable by the predator using the 
system in their home. These results contain hundreds if net thousands of images of child sexual abuse and are a virtual 
menu of movies depicting the brutal rape of children as young as infants. Based on the preference of the user, 
downloads can focus on children being tied up, abused by adults, forced to have sex with animals or any combination 
thereof,

Investigators can download thirty minute movies complete with sound where an adult is forcibly penetrating a chid, The 
user can listen to the child cry out for help as the video permanently memorializes each horrifying moment.

P r o b l e m  S c o p e
The software used on this particular network maintains a unique serial number for each installed system. Dunng 
undercover operations, investigators track these serial numbers to get a global perspective of individual users.
Previously, investigators could only document the Internet Protocol addresses (IP) of these users, however, since IP 
addresses are dynamic and subject to frequent change, it is difficult to get a conclusive picture of Ihe volume of individual 
trafficking

With that in mind, the following chart represents the number of unique users identified trading child sexual abuse imagery 
in 2007. The numbers for each month represent one software application on one P2P network. These are only the U.S. 
offenders found by law enforcement during undercover operations.

C ri, ji* ‘ ,.,101 .it *• slimony Wyoming /p.-out A.j.-rt Hint W itrr-
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Distinct P2P Use
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Unique Traders
In Ihe chart labeled Distinct P2P use we can see that over forty-nine thousand unique systems were found trading child 
sexual abuse imagery in August, 2007. That number represents the latest statistics available at Ihe lime of this report 
and we can see a continuing trend m the increase ot this activity even though law-enforcement has been trying to disrupt 
this system for three years.

The monthly totals listed only depict unique use during that month. In most cases these users were also reflected in prior 
months. A review of the complete seven month penod reveals 193,626 unique computers in the United States located 
by lav/ enforcement trafficking child sexual abuse imagery. This ability to track serial numbers v/as implemented in late 
2005. Since that time we have identified 377,044 unique serial numbers related to this activity.

We should note that individuals using two computers or who purchase a new computer will be reflected twice in these 
numbers. Simply upgrading Ihe software does not change this serial number for the application reported. In Wyoming, 
we have seen only two cases out of over 1 0 0  search warrants served whpre an individual had two serial numbers 
associated with their activity.

Im pact
The impact of these traders on law enforcement's ability to respond has been catastrophic. This one small segmom of 
the internet has caused the investigative and forensic infrastructure to be overwhelmed, in Wyoming alone v/e are 
behind over eight hundred (800) search warrants With Wyoming being the smallest state by population, it is not difficult 
to imagine how these offenses have crippled much larger jurisdictions.

I.. .'•qr>-:,s-cr:.)l V , r - y  .* / ,. m.,r . j J |  A g o rt Flir I V*.,if. r ,
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G r o w t h
In Wyoming we send process on each IP address found during these undercover operations. Resulting records alow us 
to match the number of new IP addresses to the number of new individuals trading child sexual abuse material in 
Wyoming.

Wyoming growth

200

150

100

J u l  C u m u la ­
tive

1G9 921

‘15 306

2 6  6 %  3 3 .2 %
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The steady increase in Wyoming has continued to tax an already overwhelmed system. We have specific records that 
demonstrate how many IP addresses refer to specific individuals. Over the first six months of 2007 we were able to 
show that the nine hundred twenty one (921) unique addresses related to three hundred and six (306) individuals.

There have been 1.519.791 unique IP addresses identified in the United States, if the breakdown were constant with the 
results in Wyoming that would indicate 504,947 individuals identified throughout the United States in the last three years. 
This is a rough estimate but again, it only pertains to one of many P2P systems and does not include other methods of 
trading child sexual abuse material.

M e t h o d o l o g y
Conducting the undercover portion of these P2P operations is fairly simple, investigators use the search teims known to 
law enforcement to identify advertised child sexual abuse material. The investigator then initiates downloads and starts 
to identify IP addresses. Be examining these addresses the investigator can see where an offender is located. This 
allows each investigator to focus their efforts within their own jurisdiction.

Once an offending computer has been identified in the local junsdiction the investigator may download child pornography 
directly from tho suspect computer. As this progresses the investigation is documented and memonatoed through 
software applicators investigators will also check the reported IP address for involvement in previous activities rotated 
to child sex crimes Often records will be found associating the address with other investigations.

Once criminal conduct is confirmed the investigator sends process to the Internet Service MC'ider (ISP). This request 
will attemjjt to identify tho physical address associated with tho IP iddress. Most frequently tins v nil match a residence 
or business with a paid internet account. :f the ISP has records the investigator can continue Iho investigation.

Investigators will iron research tho location provided, investigators will attempt to identify the occi pants as well as 
immediate rrM  to children. Criminal history information will bo counted if available to help establish tho priority of the 
investigation

Once ail background material has been re-.iewe i a decision to apply ’or a search warrant w II bo m jJe. if a  warrant >s 
appropriate .in ij pin it on will t,e tut.m*v j t • a local or federal prosecutor, f approved, the application ttvri g a  r. 
before the apt rcpr ate judge I ■ }•"• -■ i tf.« r-.md-jators na.o a limited v  -•urt ot time fo execute the w are, r,t md seco 
any evidence found

rtur.iews m.v, f:.» r • JuoUd pu'-.u.ret to the invest gatian APdgit.ilc-.idr r :•» vvll t* "  i.bm tV ) ' r ' ■iu" u 
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Attachment B
Kimberly J. Mitchell, David Finkelhor, and Janis Wolak, University of New 

Hampshire, “The Internet and Family and Acquaintance Sexual Abuse," Child 
Maltreatment, Vol. 10, No. 1, February 2005, pp. 49-60



T h e  I n t e r n e t  a n d  F a m i l y  a n d  

A c q u a i n t a n c e  S e x u a l  A b u s e

Kimberly J. Mitchell 
David F inkelhor 
J a n is  Wolak
U n i v e r s i t y  o f  N e w  H a m p s h i r e

This article explores the dynamics oj cases involving family 
and acquaintance sexual offenders toho used the Internet to 
lornmit sex crimes against minors, Although the stereotype of 
Internet crimes involves unknown adults meeting juvenile 
victims online, Internet use can also play a role in sexual 
mines against minors ley family members and acquain­
tances. Data were collected from a national sample of law en­
forcement agencies about arrests for Internet related sex 
inmes against minors. Family and acquaintance offenders 
were nearly as numerous as offenders who used the Internet to 
meet victims online. They used the Internet in various ways 
to further their crimes including as a tool to seduce or groom, 
store or disseminate sexual images of victims, arrange meet■ 
mgs and communicate, rew/int victims, or advertise or sell 
victims. Prevention messages and investigation approaches 
should be revtstd to incorporate awareness of such rases and 
then dynamics.

Keywords: Internet; sexual abuse; offender; youth; family;
acquaintance

T l i e  I im i i i '  t .ind its related technology is trans­
form ing many domains ol social life , so there is every 
reason lo  believe t li.it ii w ill have .in effect on ilu ld  
maltreatment as well Unis far. the predom inant con- 
(c in  about die In te rnet and ch ild  maltreatm ent has 
im n l'.cd  on line  meeting (tim es in  which, stcico 
tvpicallv, adult sti.ingots have used the Internet to 

meet and develop abusive lelationships w ilh vn lin  t 
able south

( m i  l l  MAI IK F .V IM K N I. Vnl ID. No I . M ii im iv  V<HA I I
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However, the In te rne t may have also affected the 
nature and dynamics o f sexual abuse that occurs at 
the hands o f  nonstrangcrs inc lud ing  fam ily and 
acquaintance sex offenders in a num ber o f ways. First, 
the availability o f  d ig ita l photography and the market 
fo r ch ild  pornography on the Internet may have made 
the p roduction and on line  d istribu tion o f ch ild  por­
nography a m ore frequent component o f abuse by 
fam ily and acquaintance offenders. Second, the avail­
ability and ease o f on line  communications may allow 
some acquaintance offenders to bypass parents and 
other caretakers to develop abusive relationships with 
potential victims that they could not have achieved 
with face-to-face contact. T h ird , the Inter net may pro­
vide new opportun ities  fot family and acquaintance 
offenders to seduce ch ild ren  and adolescents for 
abuse, inc lud ing  new ways o f bring ing sexual topics 
in to  interactions and exposing ch ildren to sexual im ­
ages and m a in  ials.

Family and Acquaintance Sex Offenders

C hild ten  and adolescents are m ore victimized 
ih.itt adults (F inkelhor, 195)7; llash im a & Finkelhor. 
1999). This is partly because o l their dependency via 
u i\ that results in  litt le  < hoicc as to whom they associ­
ate w ilh. h i other words, ch ild ren  who live in violent 
l.um lirs or violent neighboihoods tvpicallv do not 
have the ability to leave these environments Child vic­
tim ization m the fo rm  ol sexual abuse in p .itlit nl.ir 
has hern an im portan t locus o f study lor several

VnDii.n S ' li tr  I in i l i r  | n  it p m c s  o f I  iiHt|lli,iiiiP vuili S o  Don MlT u |
I'l t i l l  iOS n lic  Sievrns VinrililiH i-ini, n aili-n an* iilo v c l il'.il 
i.'i'v ni lid* fill li Is tui I Ills jir.i^ iam  a ir  i lo t veil lim it Ic ilc i.il lontu-s 
K nfii r  ni |iiM-inti- ( in i i i r  .<■ I >r*1iii i |i ii-lie s  I'trv i'iiiin iil I In* ini.il 
tnt.i'int " I I* ill ial (m illing  iltio lu  ,| n 1'iD't 11"
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decades p rio r to ihe existence o f die Internet. Most 
offenders in non-Internet, or conventional, ch ild  sex­
ual abuse cases perpetrate their crimes against vic­
tims w ithin (heir own families or w ith whom they are 
acquainted (F inke lhor, 1997). C h ild ren  younger 
than the age o f 12 arc dependent on their caregivers, 
and, as such, most o f (lie sexual abuse occurring in 
this age group is by fam ily members. As ch ildren grow, 
they develop more connections with people outside 
o f  the fam ily unit, and abuse at the hands o f per­
sons outside o f the family, such as acquaintances and 
peers, increases.

Current Article

The curren t article w ill use a sample o f acquain­
tance and family sex offenders identified in a study o f 
In te rnet sex crimes against ch ildren to explore and 
illustrate how such offenders used the Internet. Spe­
cifically, this article w ill examine offender, victim , and 
case characteristics from  a national sample o f  cases 
involving arrests made fo r Internet-related sex crimes 
against m inors. Data w ill lirs i address what p roportion  
o f arrests fo r In ternet sex crimes against m inors were 
com m itted by fam ily and acquaintance offenders and 
compare this to the numbers o f cases involving the 
m ore publicized on line  meeting crimes. Next, o f­
fender and victim  characteristics w ill he examined 
between offender groups (i.e., family versus acqttain- 
inni e offenders). T h ru , using a combination o f  qua li­
tative and quantitative characteristics, we w ill explore 
the d iffe ren t ways the In ternet is used by fam ily and 
acquaintance offenders, the types o f sexual assaults 
that occulted, and the aggravating features of the 
d im es contrasted between lire tvso offender groups, 
Finally, case outcomes iu terms o f convictions o f o f­
fenders and mental health referrals lot victims w ill he 
examined across groups.

National Juvenile Online Victimisation (NJOV) Study

T'hr N-JOV Study was under taken ro obtain a sense 
of the scope and types i if law enforcement at tiviry m 
(his area and lo  serve as a baseline for m on itoring  the 
growth o f In ternet sex (tim es  against m inors and 
related law enforcem ent activities

because In ternet sex d im es against rninois are a 
recent phenom enon, dala about them have not been 
gathered in a national studv. f l ic  \  JOV Study rs the 
lits i national trsea ii h p iopc t to w orm .tin  .illy < oiler r 
data about the number and r hat.n (etisius <>f attests 
fn t In let net sex < nines against minors, anil it had 
ih ie c  goals

• to estim ate a baseline num b er o f  arrests (h ir in g  a I- 

yca r p e rio d  so that the growth o f  these cases in  the 

c rim in a l ju s t ic e  system can be m easured in  the fu tu re ,

• to p rov ide  a statistical portra it o f the ch arac te ristics  o f  

In te rn e t sex c rim es against m ino rs and  a d e sc rip tio n  

o f how they a rc  handled w ith in  the c iim in n l ju s t ic e  

system , and

• to oi gan izc  the variety o f cases in to  a typology usefu l 

fo r tra ck in g  and analysis.

M ETH O D

NJOV Sample and Procedure

The N-JOV study collected in form ation  from  a 
national sample o f law enforcement agencies about 
the characteristics o f In ternet sex crimes against 
m inors and the numbers o f  arrests fo r these crimes 
during  a I-year period. The goals o f the methodology 
were to construct a representative national sample o f  
law enforcem ent agencies that would give an overall 
p icture o f  those crimes in the U n it 'd States, under­
stand how these cases emerged and were handled in a 
diverse group o f  agencies, and obtain detailed data 
about the charactctistirs o f these ctimes from  well- 
in form ed, reliable sources.

I.aw enforcement investigators were interviewed, 
because investigators have been in the fo re fron t o f  
identify ing and combating these crimes and ate the 
best sources o f  accessible, in-depth in for m alion about 
their nature. A  focus was placed uncases that ended iu 
arrests rather than crime reports o r open investiga­
tions, because cases ending in arrests wer e m ore likely 
lo  involve actual crimes; li.u l m ote complete in form a­
tion about the crimes, offenders, and viciims; gave a 
clear standard for counting cases; and helped avoid 
interviewing m ultip le  agencies about the same t asr, 

First, a national sample o f  2 ,571 state, ( ounty, and 
local law enforcement agencies was surveyed by mail 
asking them if they had made attests in Internet 
related ch ild  pornography ot sexual explo ita tion 
cases Detailed telephone interviews were then rent 
ducted w ilh  investigators who had m u  It caves The 
methodology was modeled aftet that used in the Sor­
d in i National Incidence Studies o f Missing, Abduc­
ted. Runaway, and I htowawav ( htldic n (N ISM AKI 
2) to survey law rn fo rccm rn i agencies about child 
abduction cases (Scdl.rk, f in k c ll io i ,  Hammer, &
Sc lu ilt / .  2002)

F.ighty eight pcicont o f lire agrin ies {n 2,270) 
responded to the mail surveys. Seventeen percent o| 
the agencies ( >t 383) that responded repotted 1,72.3 
attests lo  he eligible, > ascs had lo  (a) have victims 
Voungcr than 18, lb ) involve at tests between |nlv I,
2’ /(HI, and June III, 2 ()i|], ami i i lie In te rne i tria led

cti t d V-MrnrAU.u nr 1 1 nnu<wtv . :c -
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Cases were In te rnet related i f  any o f the fo llow ing cri­
teria were met; (a) An offenrlcr-victim  relationship 
was in itia ted online ; (b) an o ffender who was a family 
m em ber or acquaintance o f a victim  used the Internet 
to communicate w ith a victim  to fu rthe r a sexual vic­
tim ization o r otherwise exp lo it the victim; (c) a case 
involved an Internet-related, proactive investigation; 
(d ) ch ild  pornography was received o r distributed 
on line  or arrangements fo r receiving o r d istribu ting 
were made online; o r (e) ch ild  pornography was 
found  on a com puter, on removable media such as 
lloppy  disks and compact disks, as computer p rin t­
outs, or in a d ig ital form at.

YVe designed a sam pling  procedure  fo r case- 
specific interviews that took into account the number 
o f  cases reported by an agency so that we would not 
unduly burden respondents in agencies with many 
cases. I f  an agency reported between I and 3 Internet- 
related cases, wc conducted follow-up interviews fo r 
cvc iy  case. Eighty-five percent o f the responding 
agencies were in this group. For agencies that re­
ported more man 3 cases, we conducted interviews 
fo r a ll c.lscs that involved identified  victims and sam­
pled o ther cases. (The term  identified virtims denotes 
victims that were iden tified  and contacted by law 
enforcem ent in the course o f  the investigation ) For 
agencies with between I and 15 cases, approximately 
half o f the cases that d id  not have identified  victims 
were random ly selected fo r  follow-up interviews. In 
agencies that repotted m ore than 15 cases, approxi­
mately one quarle i o f the cases w ilh  no identified  vic­
tims were random ly selected. In some agencies, we 
could noi find  out which cases had identified  victims, 
so we sampled from  all t ases, using the sampling pro- 
cedu ic  described above,

O l the 1.723 cases tepo tted  by law enforcement, 
37' i (n = ti-ffi) weie not selt-c ted fo r the sample and 
I(>':c in 2B|) were ine lig ib le  thus resulting in 796 
cases in the sample. Ine lig ib le  sampled cases were no I 
lep l.ued  iu the sample, bet arise one study goal was to 
estimate annual numbers o l arrests for which we used 
si.uisric.il weighting procedures that required non 
i epl.x emeni ( M these 7'ifi i ases, 7*l 17 ( ii fj30) ol the 
telephone interviews were completed by six n.lined 
mtersiesveis between O t tuber 2001 and |ulv 2002 O l 
those not completed. 13‘ < involved invcstig.unis rli.it 
d id  not ie-.pond to requests lo r interviews, V'[ 
invoiced respondents who iefused to he interviewed, 
and .VI- involved duplicate cases m cases that could 
not he id r r il i l ic d . Y total o f 1.3 c om ple 'ed interviews 
co it- dophc ale ■ ases ami ihus chopped h u m  the il.ua 
set ih c icb v  resulting iu i i l2  completed mtetsiecvs 
Ih e  p ies i'iu  a im  le examined a sub'am ple ol 120 
attests in whu Ii o lh  in le ls  had p iio i relationships

with their victims, c ithe r as a family member or an 
acquaintance.

Weighting Procedures and Prevalence Estimates

A statistical technique called weighting was used to 
estimate annual numbers ofarrcsts involving In tc i net 
sex crimes against m inors in a 1-ycar lime frame 
w ith in  the U n ite d  States, W e igh ting  takes in to  
account sampling procedures and nonresponse to 
allow use o f the data to project estimated annual 
arrest totals with 95% confidence that the accurate 
number w ill fa ll w ith in  a specific range. Four weights 
were constructed to re flect the com plex sample 
design. First, each case was given a sampling weight to 
account fo r the probability  o f  selection to both the 
mail survey and telephone interview samples. The 
s a m p lin g  w e ig h ts  w ere  a d ju s te d  fo r  agency 
nonresponse, case-level nonresponse, duplication o f 
cases among agencies, and arrests by one federal 
agency that d id  not participate in case-level inter­
views. Second, prim ary sampling u n it weights were 
created to account fo r clustering w ith in  each o f the 
three sampling frames. T h ird , stratification weights 
were computed based on die d iffe ren t sampling strat­
egies fo r each frame. Finally, fin ite  population correc­
tion factors accounted fo r the sampling being con­
ducted w ithout replacing ine lig ib le  cases. (More 
detailed inform ation about these weighting proce­
dures is available at h ttp ://w w w .iin h . e d u /c c rc /p d f/ 
N-JOVmcth.pdf.)

Measures and Definitions

Cases involving fam ily and acquaintance offenders 
arrested lo r In te rn e t-ie la te d  sex crim es against 
minors were defined as those in which the offenders 
weie known to their victims as fam ily members or 
face-to-lacc acquaintances p rio r to the crimes they 
committed (i.e., they d id  not first meet online) and 
who used the Internet in some rapai ily during their 
d im e

I he vit lims described in this article were p iim a iy  
victims In more than half ol the cases (51%), they 
were the only victims involved in u iire n t crimes, 
fvseulv five pneen t o f  the clim es had 2 vie lims, I |% 
had 3 to 5 vit lims, and li% had ti oi m oie  vie tims In 
cases vs 1 1 11 multiple- victim* ihe primary victim was 
chosen |or follow up b. *-(l on the fo llow ing liier- 
,in li d c iite iia  ta l ihe victim  who used ihe Inic met 
diiec ilv, (h i the s ic tim  who was the most set iously vn 
lim i/rd , ot 1 1 ) the v ic lim  who was the Youngest.

( fiber satiahles used ih in iig h o n t Ibis at tick* were 
pat I of a stuvcv developed lo i this sludv (Questions 
weie developed through interviews and (onsnli.uicms 
with law enlo ice iiteut ( ompleic <1 scuvevsweie iKo

I.HCLD MAURI AT Mi NI II (IHL'AHY .CO1.
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p ilo l tested with police before the actual data collec­
tion began. These questions covered a number o f d if­
ferent aspects o f the case includ ing how the case was 
in itia led, specific case characteristics, offender char­
acteristics, victim  characteristics, and case outcomes.

R ES U LT S

Number of Arrests

An estimated 460 arrests (95% confidence interval: 
135-185) were made in the United States fo r Internet- 
related sex crimesagainst m inors involving family and 
acquaintance offenders in the 1-year period begin- 
n in g ju ly  1,2000. This represents 18% o f all arrests fo r 
In ternet sex crimes against m inors, which constituted 
approximately 2,577 arrests in the same time frame 
(Wolak, M itchell, &  F inkelhor, 2003). Arrests o f fam­
ily  and acquaintance offenders represented approxi­
mately ha lf o f all In te rne t crimes against identified 
victims (39% o f all arrests) w ith the other ha lf repre­
senting offenders who used the In te rne t to in itiate a 
relationship w ith the victim  (i.e., Internet-initia ted). 
O the r Internet-re la ted sex crimes against m inors 
identified  in this study included In te rnet solicitations 
to undercover law enforcem ent posing online as 
m inors (25% o f arrests) and In te rnet ch ild  pornogra­
phy possession o r d is tribu tion  (36% o f arrests; see 
Wolak, F inkelhor, A: M itche ll, 2004, fo r more details 
on these o ther Internet-related sex crimes against 
m inors).

Offender and Victim Characteristics 
Across Offender Croups

Offentln demographies. A ll hut 1% o f offender s were 
male (see Table 1). Most offenders were 26 years o f 
age o r o lder (87% ), and most were non-Ilispauic 
Whites (95%). Fifty-one percent had annual house­
hold incomes between $20,000 and S50,000 with 19% 
having incomes greater than $50,000. There was a 
range o f highest education levels w ith 36% being high 
school graduates and 35% having al least some co l­
lege experience. Twenty-four percent lived in subur­
ban neighborhoods, and an additional 16% lived in 
small towns o i iu r .il areas. I 'h it ty three percent were 
single and never m ariied , 35%, weie married, and 
17% divorced. More than three q u a tic is o l offenders 
worked fu ll time (78% ) w ilh  9% unemployed.

Some d ifferences existed between fam ily  and 
at qua in t.tine  offenders on the above demographic 
characteristics. M ore  I,unity offenders were from  
small towns, whereas a groaioi p iopo i lion  of ar quain 
lances lived in urban locations, More at 'quaint nice 
offendets had jobs that provided them with an es\ to

T A B L E  I ;  O ffender Demographic Characteristics 
(Unweighted iV= 126)

Ddluigin/ihic CJininrlriuhts

Ml
Of/nutns

(Utmirielilnl
N - 126) 

To In)

Family Ait/utiiiiltiiur 
Off/mln i Offenders 

11 'nwnghlrd (Uminglilrd 
n - 52) n -  74)
% In) % fn)

Male 99 (123) 97 (49) 100 (74)
Female 1 (3) 3 (3 ) 0 (0)

Age
Younger than IS  years old 5 (13) 0 (0 ) 9 (6 )
IS to 25 years old 8 (8 ) 6 (2 ) 9 (6)
26 to 39 years old ■13(61) 18 (29) 39 (32)
40 years or older 41 (51) ■Iti (21) 4 3 (3 0 )

Race/eihnicit)
Non-Hispanic While 95 (115 ) 97 (49) ‘ >3 (66)
Hispanic White 3 (7 ) 2 (2 ) 4 (5)
Non-Hispanic African

American 1 (3) 1 (1) 2 (2)
Asian 1 (1) 0 (0) 1 0 )

C cngrjph ic.il location*
Small town 35 (34) 15 (19) 27 0 .6 )
Suburban 24 (31) 19 0 2 ) 27 0 9 )
Urban 2 1 (3 1 ) 13(8) 2 7 (2 3 )
Rural I I  (14) 13(7) 10 (71
Targe town 10(16) I I  (6) 9 0 0 )

Highest education
Hid not finish high school 9 (1 4 ) ■I (4) 12 (10)
High school graduate 36 (38) •15(18) 29 (20)
Some rollege education 18 (28) 20 0 2 ) 1 7 0 6 )
College graduate 12(19) 6 (5 ) 17 (14)
Postcollege degree 5 (6) 0 (0) 10 (6 )
Technical training 6 (5 ) 9 (3) 4 (2)
Don't know 14 (16) 17(10) 12 (6 )

Employment
Full-time 78 (97) 72 (39) 8.3 (58)
Unemployed 9 (1 1 ) 13 (6) 6 (6)
In school 5 (7) 0 (0) 10 (7)
Part-time 6 (1 0 ) 6 (2 ) (> (8)
Reiired 5 (3) I I  CD 0 10)
Other ( r  g . disabled,

m m  fund) I (6) 5 (2) I (4)
Don’t know I (3) 3 (3 ) 0 (0)
|uh piovideil atcrss to

children** 15 (22) 5 (3) 23 I IP )
Household aimu.il income'*

1 ess Ilian $20,1100 17(27) 1 5 0 1 ) 18 0 6 )
$20,000 in $50,1100 51 (58) 57 (2.3) 40 (.35)
$•>0,000 in $.30,000 1 1(20) 13 |9> 15 0 1 )
Mme than $80,001) 5 in) 1 0 ) H 1.3)
Don't k l im * 13(15) 14 (8) 12 (7)

M .in i.il sum s***
Single, nes> I inarm  0 3.3(11) 12 in) 30 (3 8 )
Mam ed 35 (13) 58 i III) 18 0 3 )
H im h i eil 17 (22) 10(7 ) 22 113)
1 mug » iih  i pauner I. (0) 8 (1 ) 5 «5)
Sepalalrd ) R I b (21 2 (2)
Wulnweil 1 13) 7 > I I I I  till

Dun*i k n o w 2 . 1) i) 10) 1 i l l

NO I f us and pen rouges non nut lie piopiumnoil her at we i eMil's 
.n r \<i ig lncil in i i ’ilrc t solel linn pinhahduii's, .mil snmc uses li .n r  
m in i1 m lliir i ic f  i Im ii n ilie is Snmc p cw rn u g is  n it) mil .old in 
lu lls' licc .n n cn l iiiutnlmg

,i Missing il.n.i i c p u v in  nnnt1 than ’ S'. A i i ,iii|i.n isnii .Innntiv 
, .n -.ilitc is .is c s.un nicil .nnl tin i ml in lie iinnsiginlii ,un 
•fi< 05 ill •••],. n il
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TA M LE 2; Victim Demographic Characteristic. 
(Unweighted iV = 126)

TA U I.K  2 (continued)

Vi/Ohi ('tiiihii Imslir i

All Family An/iuiinliiiirr
Virlims I 'irliiiu Virlimi

(I'nwrlft/ilrit ll'nwrif’lilril IT'mrr/g/iW
N - 126) n - 52) n • 74)

% in ) % (n) % (tl)

Relationship in nlfeiwler 
Family member 

Adult relative (grand­
parent. uncle, aunt) 

Parent 
Stepparent

-I I (r»2) 100(52)

18(1-1) 
0 (1 6 ) 
8 (ID

Parent's intimate partner 8 (0) 
Juvenile relative < I ( I )
Legal guardian < I ( I )

Acquaintance 56 (74)
Neighbor ot mcmber 
ol community 16(17)

Friend n r le lativr of 
juvenile fiiend 12(11)

Teacher 9 (1 0 )
Family friend or friend 
of parent 7 (1 0 )

Leader or member of 
youth organization/

■10(1-1) 
21 (16) 
19(11) 
18 (9 )

I (I)
I (I)

109(74)

29 (17)

21 (II) 
II) (ID )

1,8 (10)

athletics •1 (7) 7 (7 )
Employer or co­
worker o f victim 21-IJ •1 (1)

O ther youth known
(o victim LMD I (-1)

Boarder 1 (8) 2 (9 )
Babysitter 1 1.8) 2 (.8)
O ther 2 (.6) 2 (5 )

Demographics
Gender***

Female 70 (8.6) 99 (-17) 51 (98)
Male 80 (1 1 ) 7 (5) ■19 (36)

Age—
.8 year* old or younger 2 (Ii) t (5) 1 (1)
8 lo 5 ycais old 6 (9) 8 (Ii) 2 (9 )
Ii lo 12 yea is old 1.6 (.60) 79 (91) 25 (25)
1.8 to 17 years old 18 (.65) 18 (1(1) 71 (.15)

Racr/e iluucuy
Non Hispanic While 95 (116 ) •19 (51) 91 (li,6)
Hispanic White 9 (.6) 9 (9 ) 6 (6)
Non H o p iiiic  African

Vmerican 1 (2) 9 (9 ) 2 (2)
Vmein an Indian nr

Alaskan Native 1 I I I 9 (II) 1 I I )
Vsi.ni c 1 l l ) 1 ( 0 9 (9)
Not asi i-i i.iin.dile 1 l l ) 9 (9) 1 l l )

Heogiaplut.il tin alinn
Small Inwil 9H (98j 11118) 19 (16)
Subinb.ui .'9 (2 7 ) 1 H 1 1 1) 21 (16)
I'lb a ii 19 i H I In  iS ) 21 12.9)
K u u l I I  • I t ) ill 71 12 Hi)
1 aige nm ii 19 1 In) 11 Hi) 9 (1 9 )
DuiiT know tna

as, i-ilaiiiahle 8 n il 1 12) 1 1 I)
lihisi-luild animal n io iin e **J

1 ess than S2l 1.900 29 (2*> ■J I I 12) 2 2 (1 6 )
$29,000 in $611,000 12 I9 | 6 2 i 22) .111*27)
$.6l|,l)90io $80,009 I I  i 171 12 17) 19 ( i l l )
M ine ill,ill $KII,0IM) 7 IO| 1 i l l 12 (8)

(■ulll/iOirO1

Ml Family Aci/iiaiillnnrr
Virions Vi ill mi Virions

(llnwrii'lilril lVm,’e’f>tile,l (l'nu*i£hlril
N -  126) n - 12) n - 74)

Victim Ch/ooi In, ihri % (it) % fn) % (n)

Don't know/nut
ascertainable 18 (21) I I  (19) 29 (14)

Who was victim living with*
both biological parents 95 (18) 82 (16) 38 (.12)
One biological paieni

only 39 (-16) 95 (19) •12 (27)
One biological patent

and a stepparent 19 (20) 80 (11) 11 (6)
Foslcr paient or oilier 5 (9 ) 2 (2) 7 (7)
Don't know/noi

ascertainable 1 (3) 1 (1) 2 (2 )

arc weighted to reflect selection probabilities, and some cases have 
more influence than others Some percentages may not add lo 
100% because of rounding.
a. Because missing data were greater than 5% , a rlichotoinous 
dummy variable was created to test missing versus other responses 
and found to be significant .Vs such, this variable includes the miss­
ing data in ihe comparisons 
•/>< 05 ••/>< 01, •••/<< 001.

children (23% vs. 5%), In terms o f m arita l status, fam­
ily offenders were more likely to he m arried (58% vs. 
18%), whereas acquaintance offenders were more 
likely to he single and never m arried (50% vs. 12%) or 
divorced (22% vs. 10%).

V ifhm  lelutiomhtji with the offender. O f the family and 
acquaintance oii'enders, ■!■!% were fam ily members 
that encompassed a variety o f relationships such as 
adult relatives (e.g., grandparent, aunt, or uncle), 
parents, steppaients, and parent's intim ate partners 
(Table 2). Offenders who were acquaintances o f vic­
tims constituted 56% o f cases and consisted of neigh­
bors, relatives o f juvenile friends, teachers, family 
friends, and leaders or members o f  youth organiza­
tions, among others.

Victim demographies. J'lie major ity o fv ir tims were fe­
male (70%), 15% o f all victims weie between the ages 
ol Ii and 12, and 18%, were 13 lo  17 years o ld (Table 2). 
Most vie lims were non I lispanic W h itts  and lived in a 
vai reiv o f geographical areas (eg  .small (owns, i l l  bars, 
suburban). Use m ajoiity (05%) lived in households 
with annual incomes o f $50,000 oi less. Thiriy-llvc 
percent lived with both biological parents, 39% with 
one biological parent only, and 19% Jived with a bio 
logical paient and a stepparent.

I he most notable differences between the vit tims 
ol family oflcndeis and those ol at q tia iiiia iir  e offend­
ers were gender and age Almost all o | the vit tims ot
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T A B L E  3: Usage of the Im crnet In Family and Acquaintance Sexual Abuse Cases (Unweighted N - 12(5)

the nf Immnt Drimfilion

Cases 
Cases 

t Unweighted 
N - 126) 

%(n)

Family 
(tasrs 

Unwetglileil 
n ■ 52)
% (n)

Aii/ii.ni:t-inie
Cases

Unwriglileil
ll •  74)
% fn)

Seduce or gloom Sexual conversations online and sending sexual 
pictures, fondling or holding child nn lap 
while viewing pornography, illustrating how 
lo pci form sexual acts

07 (75) 70 (20) 05 (10)

Child pornography 
productions

Using Internet as a tool to distribute child 
pornography

•1.1 (61) 40 (34) .10 (30)

Vrr.mgr meetings or oilier 
communication***

Set op lime and locations for meetings 2 6 (3 1 ) fi (2) 4.1 (20)

Reward* Attracting victims to home with promises of 
Inlet net use

■I (5) 0 (tl) 0 (6)

Advcitise i .r  sell Advertising victims for pioslttution. Hireling 
minors to other offenders

2 (6) 2 (3) 1M.1)

N O T E : ns.tnd pete-mages may not he proportional because results are weighted to reflect selection probabilities, and some cases have more 
influence than o lhcis. Some percentages may not add to 100% because of rounding 
a. Overlap between dilfeient uses o f the Internet possible.
*/i< 05. •••/'<  001.

fam ily offenders were female (93%) •mhI younger 
than the age o f 12 (82% ), whereas nearly h a lf (49%) 
o f the victims o f acquaintance offenders were male 
and most were teenagers (71%). Also, victims o f 
acquaintance offenders were more likely to live in 
households w ith s ligh tly  h igher annual incomes, 
although there were s ign ificantly more missing data 
fo r victims o f  acquaintance offenders that m ight ac­
count fo r this d ifference. Victims o f fam ily offenders 
were more likely to live with stepparents (30% vs. 
11%).

Use of the Internet

T hiough  exam ining both qualitative narrative de- 
sri iptions and quantitative data, wc identified  five p ti- 
ttiary ways the In te rnet was used in the commission o f 
these crimes; (a) seduction or groom ing, (b) ch ild  
pornography p roduction , (c) arranging meetings 
and o ther com m unication, (d) rewarding victims,
,. id  (e) advertising o r selling victims (Table 3). Most 
offenders ( f il% ) used the In te l net in  only a single 
one o f these ways, hut 30% used two and 9% used 
three ways.

Sedintion or grooming. The most common way the 
In te rne t was used hy fam ily and in quainiance o ffend­
ers was to seduce or groom  victims through online 
sexual conversations, sending sexual pictures to vic­
tims, fond ling  or ho ld ing  victims while jo in tly  viewing 
ch ild  nr ad tilt pornography, and using on line  pornog­
raphy to show victims hrnv to pet fo rm  sexual acts. 
Most family and acquaintance offenders (l>7% over 
all: t>5% o f all acquaintance o lfe ild c is  and 7fi% of all 
fam ily o lfendcis) used the In te rnet to scrimc or

groom, fo r  example, a high school teacher gradu­
ally introduced sexual conversations to a 14-year-old 
female student online. He wanted to have sex with 
her and showed her soft core photos he had taken o f 
o ther girls at the school. Ih e  victim 's o lder sister 
insisted she report this to the police. In another case, 
a 13-ye?r-uld o ffender was fond ling  his 5-ycar-old 
neighbor while showing her pornography on the 
computer.

Child fiomographj production. The In let net was used 
bv almost ha lf o f the offenders ( 43% overall; 49% o f 
all family offenders and 39% o f a ll acquaintance o f­
fenders) (o store o r disseminate produced child por­
nography images to o the r offenders online . For 
example, a 27-year-old offender was pu tting  sexual 
pictures o f  his 9-ycar-old half-sister on his computer. 
He had been taking photos o f her while she was iu 
the bathroom, in the shower, and while changing 
through use o f  a h idden camera and by going in to  the 
bathroom h im self to take pictures. Theses images 
were stored on his com puter. I Ic tried to force a towel 
from  her when she was coveting herself w ith it. She 
told her m other who called the police. In another 
case, a 39 year o ld  o ffender s< xua lly  abused his 
daughter from  the time she was 7 u n til she was |(). 1 !e 
sometimes took pornographic pictures ol the abuse 
and e-mailed them to other people.

Arranging meetings and other i mum u meat ton. Another 
way the In ternei was used was as a tool to arrange 
m eeting lim es and c o m ii it in i i .u e  w ith  v ir lim s  
Twenty-six pen cm  ol offenders used the In ie i net this 
wav ( f i ' f  of a ll fam ily  o lle ru le is  and 43% ol all
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acquaintance offenders; p < .001). For example, a 
teacher used the In te rne t to communicate w ith a 15- 
year-old student by using code words to arrange meet­
ings, T he ir sexual encounters occurred after school 
and on weekends u n til the victim 's parents found the 
e-mails and reported h im  to the police. In another 
case, the offender was a high school teacher. This of­
fender and his female student started talking online. 
The victim  became uncom fortable when the conver­
sations became more sexual. He solicited her for sex 
and kept asking fo r nude pictures, but she refused. In 
the school, he would do things like grab her buttocks 
and make it look like an accident.

Rewarding victims. The In te rnet was also used as a 
reward to attract victims in to  the offender's home in 
•1% o f all cases. These were all acquaintance offenders 
(8% ). For example, 1 case involved 3 brothers who 
met the o ffender through the ir mother. The o f­
fender’s hook was to teach the victims how to use the 
computer. On weekends, he would take the hoys and 
his computer from  his home lo a beach cottage where 
lie would show them ch ild  and adult pornography 
and sexually assault them. In  another case, the o f­
fender had about 12 computers in  his home, and he 
allowed kids to have their own computer and view 
adu lt pornography. He was also producing child  
pornography w ith 7 o f these victims.

Advertising nr selling victims. In a m inority  o f  cases 
(2% overall; 2% o f fam ily offenders anti 2% o f ac­
quaintance offenders), offenders used the In ternet to 
advci lise victims in p rostitu tion  cases or sell m inors to 
o ther offenders. For example, a 38-year old offender 
posted an ad on the In te rne t fo r an escort service in ­
volving young girls. The victims were 5 -and 9-year-old 
girls who were the daughters o f the offender's g ir l­
friend Undercover agents contacted the offender, 
and he, in turn, sent them images of the gitls that were 
sexual in nature. As another example, a 30-year-old 
man was selling sex w ith a 12-year-okl bov online. This 
offendet also took pornographic pictures and sexu­
ally molested this boy. An investigator went under- 
i over on line as an adult who wanted access to the 
m inor In another case, an investigator identified an 
on line  sex ring involving 6 offenders involved in ex­
p lo iting  at least 3 vie lims through a p io s lilu tion  ting 
that was advertising underage g ills  online. One of 
iliese o lle iidc is , a 21-year-old mao. was advertising a 
18 \eai old g irl

l\prs of Sexual Assault Crimes

Some for in o f sexual at liv itv occur red in all i ases,
I he sexual activity commonlv involved im e ii omse ot 
some other penetration I 45% ), om it m il.u I m i ion ­

ization such as ch ild  pornography production or 
transm itting pornography online to a victim  (21%), 
fond ling  (15% ), oral sex (8% ), inappropria te touch­
ing (7% ), o r something else such as solicitation, at­
tempted penetration, or having the victim  inch the 
o ffender sexually (2%). The lengths o f time the 
crimes continued before becoming known to police 
varied with no differences between the two types o f 
offenders. For 23% o f the cases, the crim e continued 
fo r 1 month or less; fo r 19%, it went on fo r 1 to 6 
months; fo r 23%, it went on fo r 6 months to 1 year; 
and fo r 24%. it went on fo r more than 1 year.

Other s[ggravating Features of Sexual Assault

Police reported on a num ber o f aggravating as­
pects o f these sexual assaults (Table 4). Specifically, 
police said coercion was involved in almost h a lf o f the 
cases (45%) w ith more coercion by the fam ily offend­
ers (63% vs. 30%). They reported that some o f the 
sexual activity was voluntary on the part o f  victim 
(37% o f cases) but was more likely with victims o f 
acquaintance offenders (55% vs. 15%). Also, a small 
percentage o f offenders (11%) used violence or 
threats o f violence to sexually assault victims, more 
often by fam ily offenders (22% vs. 1%). Victims were 
offered or given illegal drugs or alcohol in 28% o f 
these crimes, and in  a smaller num ber o f cases, victims 
were abducted (4% ), illegally detained (5% ), physi­
cally assaulted (6% ), o r physically in ju red  (3%). 
Seven percent o f victims com m itted crimes when ihev 
were w ith offenders. Child pornography production 
was involved in 54% o f these crimes, A lthough adult 
pornography was offered or given to vic tims in ha lf o f 
these cases, this happened more often among family 
o iiendcrs (57% vs. 40%).

Case Outcomes for Offenders and Victims

Corimitinin. I he m ajority o f both fam ily and ac­
quaintance offenders pled guilty (71%) or were con­
victed at tii. i l (15%) for the climes (hey were charged 
with (Table 5). Family o llendois were more likely to 
plead guilty (82% vs 63%), wheic.is acquaint.iih e o f­
fenders wet c more likelv to be con vie ted at tria l (22% 
w 7 '7 ) Only a small pen eni.tge o f  raves involved 
dropped ol dismissed i haiges (2%) Some i ases were 
still pending (11%) at the time o f  data collection. 
More than half ol the offenders teceived some jurat 
re la tion  I or th ru  c t lutes (60% ). M ote than one th ird  
(33%-) teceived some probation. Almost all oflendets 
weie te q iiiie d  to tegivlet as sex offenders (02%). hut 
this was the c ase lo t s ig n ifit a n ily  m ore  l.m ulv 
u llcude is  (97% v-> 88% )
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TA11LE 4: Illegal Sexual Activity and Aggravating Fcatuics
of Assault (Unweighted iV= 126)

TABI.E 5: Offender and Victim Cn.se Outcomes
(Unweighted/V= 126)

Chiiincienshcs

Alt Family Ar//winiliwee 
Victims \iclims Victims 

(Unweighted (Unweighted (thiweighlnl 
N > 126) n - 52) n - 74)

Illegal sexual activity 
Type

Intercourse or other
penetration •15 (50) 52 (24) 10 (26)

Nuurontact 22 (31) 17(11) 25 (20)
Fondling 15(18) 17 (6 ) 14 (12)
Oral sex 8 (1 2 ) 3 (3 ) 15 (9)
Inappropriate

touching 7 (8 ) 9 (5 ) 6 (3 )
Something else 2 (5 ) 4 (3 ) 1 (2)
Don't know 1 (2) 0 (0 ) 1 (2)

Length of time crime 
continued before it 
became known to 
police*

1 month or less 23 (2-1) 19 (6) 27 (18)
1 month tn 6 months 19 (21) 15 (7) 23 (14)
6 months m 1 year 23 (28) 29 (12) 17(16)
More than 1 year 2-1 (39) 28 (19) 21 (20)
Don't know/not

ascertainable 10 ( I I) 8 (8 ) 12 (6)
Aggravating features 

Child pornography
[lim itation 54 (79) 61 (38) 49 (41)

Coercion***'1 4 5 (5 1 ) 63 (28) 30 (23)
V’o lunt.uy***h 37 (42) 15 (8) 55 (31)
Ih e  of violence or

threats of violence**** I I  ( I I ) 22 (9) I (2)
d ie te d  ot given illegal

thugs or alcohol 28 (31) 21 (9) 34 (25)
Abducted 1 (4) 7 (3 ) I (1)
Illegally detained 5 (6) 5 (1) 5 (5 )
Physically assaulted 6 (1 4 ) 8 (7) 5 (7 )
Physically injured 3 (G) 5 (4) 1 (2)
Victim commuted cim ie

when with offender 7 (7 ) 1 (2) I I  (5)
d ie te d  or given adult

pornography* 50 (62) 57 (27) 16 (35)

N O TE nsard peicent.iges may not hr pi npotnunal because tesults 
ale weighted to tr lle c l vclrt (ion probabilities. and some cases have 
more in lluem e than others Some prircnt.iges may not add lo 
100% because ol tnuudtng.
a Missing data irp iesent m m r ilian 5% A (ouipatison ihinimy 
van able was examined and found in he nonsignificant 
h Because missing data weie g iraiet ilian S i t , a dichniomoos 
dummy vaualdr vs.is i rra led tn test n-tssmg sefstis olhet lespimses 
and fnunil lo lie sjgmlii ant I Ins v,n lahle no holes the missing data 
in the ctimp.itiu iiis  
•/,< (15 01)1

Mental health lefenals. M u s t  o l the* v ic t im s  in  th is  

s tu d y  wetc* t c fc r  te d  to  so m e  typ e  o l m e n ia l  h e a lth  set 

x i< f  I ? ' ) % ) .  a lt h o u g h  w in  l l t e i  th e se  set v ice s  w e re  u ti 

i i / c d  w as n o t  a d d re s s e d  in  th is  s tu d y . N e a t ly  o n e  

c jrta r le t ( 2 1 'o ) o l \ o t t t l i  w e ie  r e le t r e d  to  a c h i ld  atlvo- 

c ,u \  t e n t e r , IV . , - m a  \ it l im  a tlvo t ate  o t \i» t in t s e i i j t  e 

ag e n t v . a n d  I V  < to  a s e \ n a |  a ssau lt a g e n t s ( ) ih e r  re-

Case Onlcumes

AH h'nmily Auiuiitnliincr 
Vit lims Victims Victims 

t Unweighted I Unweighted (Unweighted 
%(n) % (n) % (n )

Offenders
Guilty plea’ ** 71 (81) 82 (37) 63 (47;
Consictcd at trial** 15 (20) 7 (6 ) 22(1-1)
Charges tlropped or

dismissed 2 (4 ) 1 (1) 3 (3 )
Offender dead or

missing 0 (0 ) 3 (2) 0 (0 )
Case pending I I  (16) 8 (6 ) 13 (10)
Any incarceration 60 (79) 69 (36) 5 3 (4 3 )
Any probation 33 (38) 30 (16) 36 (22)
Required to register as

a sex offcndct 92 (98) 97 (46) 88 (52)
Victims

Any mental health
■elttral 79 (10.3) 8 7 (4 4 ) 74 (59)

Victim advocate or
victim service agency 15 (23) 21 (10) I I  (13)

Child advocacy center 24 (27) 25 (1 3 ) 2 3 (1 4 )
Sexual assault support

agency 15(12) 10 (2) 18 (10)
Mental health agency 10 (10) 12 (4) 9 (6)
Child protective

service agency 9 (15) 9 (9) 8 (6 )
Other (medical.

piivate services) 6 (1 1 ) 1 (1) 10(10)

N O TE: ruantl percentages may not be priipm tiiinal because results 
ate weighted to ic llcct selection pttibahilities, and some cases have 
inote influence than odicts, Some percentages may mu add to 
100% because nf rounding.
•*/)< 01 •••/K.001

fe rra ls  in c lu d e d  m enta l hea lth  agencies, c h ild  
protective services, and medical services.

DISCUSSION

Despite the media emphasis on Internet sex crimes 
against m inors involving on line  meetings, the fin d ­
ings o f this study reveal that some sex offenders use 
the Internet to explo it and abuse ch ild ren  who are 
fam ily  m em bers o r face-to-face acquaintances. 
Internet-related crimes com m itted by fam ily and 
acquaintance o fii'iid rrs  composed almost one fifth  o f 
all arrests made fo r lu ta ructsexcriincs against m inots 
in a l-yeat time period. Vet these at t ests still constitute 
a relatively small portion  o f at rests involving all sex 
ctimes against m inots This is ind icated  by the 
autltot s estimate ol .89,000 cases o f sexual abuse sub­
stantiated by child protection agencies or an cxtrapo- 
latede lim atc o f lift,000 at t c.- -l.s in the seat 2000 fot all 
types ol sex t times against Illino is  based on N'alional 
Ini iden c Based Repot ting Sssiem data i Wolak el al 
2003) Anolhet im no ii.no  I.u I lorem em het when Its
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mg to place drcsc crimes into perspective is that most 
sex crimes against m inors arc never reported, and 
many crimes that arc reported often do not end in 
arrests. Onr findings apply only to cases ending in 
airests, and wc do not attempt to characterize or 
count the cases that do not end in arrest.

Another im portant po in t to consider is that given 
the current stereotype that In ternet crimes involve 
on line meetings, the possibility that family and 
acquaintance sex offenders used the In ternet may not 
have been considered during investigations of con­
ventional child sexual abuse cases. The Internet may 
be used in these crimes more often than we know. If 
law enforcement investigators routinely ask youth 
about all the ways the offender talked with them and 
about everything the offender showed them (includ­
ing through the In terne t), they may find evidence like 
e-mail co rrespondence  and p ic tures that could 
strengthen cases and result in additional charges for 
crimes such as child pornography production. In 
turn, this evidence could lead lo more successful pros­
ecutions in cases involving family and acquaintance 
offenders given that corroborative evidence in the 
form of physical trauma and witnesses is rare in child 
sexual abuse cases (Brewer & Rowe, 1997; Furni&s, 
1992).

Offender and Victim Demographics

Some interesting findings were observed regard­
ing the demographics o f victims and offenders. Simi­
lar to conventional child sexual abuse cases, the rela­
tionships between the victim and offender changed 
with the children 's age (Finkelhor, 1997). Specifi­
cally, abuse by a family member was more common 
wilh younger children , whereas adolescents were 
more likely to be abused by acquaintances. This is 
due, iu part, to the dependen t nature o f young i hil 
th en  on their caretakers and the grcatet lime away 
from the family that occurs during adolescence. Like­
wise, conventional sexual abuse is more likely to o rcu r 
in households with stepfathers, and victims are more 
tvpicallv females (Finkelhor, 1986)—findings dial 
were replicated in (lie cm ren t article.

Ihe tin  i cm ai tic le also found that neat ly hall ol 
the vu tims ofac qua in ta iu e offenders were boys. I'll is 
is a l.uget percentage than those assoc iated wilh < on- 
volitional sexual abuse cases in which the gentler ol 
vit tuns of acquaintance o lfm dcrs ate about 23% bovs 
i I'iiikcIhoi. 1984 i In geiiei al, the leseait Irani hoy vic­
tims o| c liilr) sexual abuse is ambiguous and thought
10 he uiiilei ic-pi n ted (hie lo cxpet latinos of mas> nliu-
11 \ . public sid coupes ol gir b a> vie tims. and die sot ial 
siigina aliached lo homo.exit.iliiv I Ins raises some

interesting questions concerning the role of the In ter­
net in the sexual abuse of children.

One question that needs to he explored is whether 
higher percentages o f boys actually are victimized in 
Internet-related cases, and, if so. why? One explana­
tion of this finding is the possibility that some of these 
boys may have been jay or bisexual. The Internet 
offers a vast amount o f information and support that 
allows for the exploration and development of sexual 
identity through more private avenues. This may 
open up the possibility for exploitation by those pro­
fessing an interest in helping dtese youth. Bui this 
finding of more boy victims in Internet-related cases 
may also be explained not by the sexual identity of 
boys hut by their interest in pornographic material 
and its w idespread availability on the In te rn e t 
(Mitchell & Ybarra, 2004). This is fu rther supported 
by data from die curren t study indicating boys were 
significantly more likely than girls to have exposure to 
both adult (03% vs. 29% of girls) and child pornogra­
phy (58% vs. 33% of girls) during the crime. Offend­
ers may have more success in initialing hoys into sex­
ual conversations and behavior though use of this 
material. This, combined with the relative anonymity 
and ease of access to pornography and sexual chat 
rooms, may play a role in these findings.
The Rote of the Internet in Family and 
Acquaintance Sexual Abuse

There arc several features of the In ternet that may 
facilitate sex crimes by family and acquaintance of­
fenders. Thice specific features a te  access, afford­
ability, and anonymity (Cooper, 1997). Access refers 
to the increasingly large numbers of people around 
lire world who can conveniently access the Internet 
from such locations as their home, school, work, and 
libraries. This access allows for com m unication 
among people o f all ages and may have increased die 
pool of victims for some sex offenders. The Internet 
and its associated technology have also become very 
affordable (Cooper, 1997) thereby allowing for a 
more diverse population of users. A certain level of 
anonymity also exists online that may allow for explo­
ration of sexual interests arid alfccr sexual expression 
The Internet allows for private conversation with 
minors and private access to pornographic material 
that is irlic m  used in these c rimes. I hose and c ertainly 
other features most likely laid the Inundation for the 
use >4 the Internet in the curien t ( ases.

( )lfenders used the In ternet in a variety ol ways iu 
these i ases with the most common being to scdtic e ot 
groom victims (both online and nflline), store or dis­
seminate sexual images of vi» tims, and at range inert 
mgs or otherwise to inm tin iia le with 'K lims. Ihe
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In iem ei was used 1 0  seduce or groom in a number of 
ways including through online communications that 
involved sexual conversations and requests online 
and sending sexual images to victims through e-mail. 
These (indings parallel conventional child sex offend­
ers who arc said to often operate through seduction 
or grooming (Lanning, 2001). Seduction or groom­
ing involves providing children with attention, affec­
tion, kindness, gifts, and money until their inhibitions 
are lowered. Once inhibitions arc lowered, victims are 
likely to cooperate or consent to the sexual activity. 
The nature of the seduction varies based on the devel­
opmental age, needs, and vulnerabilities o f the child. 
Those offenders who prefer younger children will 
often make sex a part of a game or horseplay, whereas 
those who prefer adolescents will often rely on tech­
niques involving ease o f sexual arousal, rebellious­
ness, and curiosity to manipulate the adolescent into 
having sex. These techniques may he easier with the 
In ternet and the ability it allows for private conversa­
tions drat would be more difficult to broach in person. 
Offenders also used the In ternet as a grooming tool 
byshowing victims adult and child pornography while 
fondling a child in their lao or as a way to visually show 
the victim the sexual act he wanted them to lake part 
in. In this sense, the Internet appears to he more a 
tool of convenience with quick access to millions of 
sexual images of a wide variety of types.

The production of child pornography played a 
large role iu these crimes, occurring in more than half 
of these cases. For some offenders, the computer may 
have been a convenient location to store digital im­
ages, much like a photo album hut with a much largei 
storing capacity. A nother benefit o f this digital tech­
nology is that it allows producers access to images 
without the tisk of having them developed at a com­
mercial facility where their actions could be detected 
and reported to police. O ther benefits or issues that 
may arise iu cases involving child pornography p ro ­
duction is their potential toaicl iu the identifii atiou of 
( 11iId sexual abuse vie lims, and tin . /  also increase 
the ability o f law enforcement am. prosecutors to 
apprehend and convict these offenders due to better 
evidence in the for ms of these images. The presence 
ol these sexual images <ould also further the abuse 
and negative itrip.u t ot the experience for the victim 
in terms o f their mental well-being- a possibility that 
m ental health professionals tou ld  address dining 
treatment,

This study did find th.it some family and .uqiiain- 
lam  e offenders were posting images on their comput­
ers and disseminating their produced images online 
to oiliei olfendeis a heliavioi that is important to 
,uknowledge and address foi criminal justice and

mental health professionals working wilh sex offend­
e rs . P r io r  to  th e  I n t e r n e t ,  th e  p o s s e s s io n , 
dissemination, an 1 production o f child pornography 
was largely an underground phenomenon (Jenkins, 
2001; Taylor & Quayle, 2003). With the Internet, 
offenders can communicate, trade, sell, or o ther­
wise disseminate sexual images of children. This 
ability to communicate and exchange images allows 
them to rationalize and encourage their behavior 
among each odier. Some offenders, primarily those 
who were acquaintances o f their victims, used the 
Internet to arrange meetings or otherwise commu­
nicate with their victims. These other forms of com­
munication generally involved seduction or groom ­
ing through sexual conversations or the sending of 
sexual images discussed above. It is unclear whether 
the sexual assault in these cases would have occurred 
without the presence of the Internet, but it certainly 
could aid the process thereby potentially accelerating 
its progression.

Although some offenders used the Internet lo re­
ward or draw minors into their homes, this use was not 
common, nor was advertising or selling minors to 
other offenders online. It is possible that these maybe 
aspects of the Internet that are not being picked up by 
police in their investigations, or it may be that most 
offenders are not utilizing the Internet in these ways. 
Lise of the Internet for these behaviors should be in­
vestigated in future studies in this area.
Case Outcomes

The outcomes of these cases were successful with 
most offenders pleading guilty or convicted at ui.d. 
Interestingly, m ine family offenders pled guilty 
whereas more acquaintance olfendcrs were convicted 
at trial Higher rates of guilty pleas fr.r family mem­
bers may he due to the complex nature of the relation­
ships with (licit vie tims, the younger age of the victims, 
and the possibility of better evidence. Furthermore, 
there were very low latex of dismissed or dropped 
cases. Many offenders received some incarceration, 
and most were requited tn register as a sex offender 
I Irese findings all speak to the irle.. that the ei iinin.il 
justir v  system is taking these i rimes seriously and stir 
cesslully proset utiug these r riminalv
Implications for Privention and 
late Enforcement Investigations

I he findings of this at tide suggest a uumhei <>1 

implications for pi'-vcnlioir and law enforcement in­
vestigations. First, the notion of Inter net sir timiz.tliou 
needs to he expanded to indtifle situations where 
olfenrleis ate family memheis and acritiaintanros,
I lie number o f.u  rests involving these nlfendcis was
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nearly the same as ihe number of arrests for online 
meeting crimes in the same time frame (Wolak el al., 
2003). Although victims who meet offenders online 
are an im portant population lo focus on for preven­
tion. it is equally im portant to address prevention 
messages toward situations involving sex crimes with 
family and acquaintance offenders. These children 
and adolescents typically have relationships with their 
offenders based on trust o r power differentials, and 
they may be ensnared by offenders and do not know 
where lo turn for help. Prevention should focus on 
letting children and adolescents know that adult fam­
ily members and acquaintances who tise the Internet 
to engage them in sexual conversations or send them 
sexual material arc committing crimes and should 
be reported to a trusted adult, the police, or the 
CyberTiplinc at www.cybertipline.com. They should 
also be made aware of the potential bcnefiLs of the 
In terne t as a means o f seeking support and reporting 
these crimes.

Second, law enforccm cntshould be encouraged to 
investigate the possibility o f all means of communica­
tion between the victim and offender in the context of 
all child sexual abuse cases including through the 
In ternet. Identifying an In terne t component may 
result in better evidence in the forms of chat conversa­
tions o r sexual images, This, in turn, could lead lo 
bette r prosecution o f these olfendcrs given that cor­
roborative evidence in the form of physical trauma 
and witnesses is rare in child sexual abuse cases 
(Brewer & Rowe, 1997; Furniss, 1992).

Third, mental health professionals should he tsk 
ing about In ternet involvement when working with 
vu tims and offenders involved in child sexual abuse 
cases. Gather ing infoi malion about this may help p ro ­
fessionals establish how the sexual assault was initi­
ated and better understand any aggravating features 
of the crime that may hi- h indering recovery, such as 
knowledge o f sexual pictures being taken and poten­
tially disseminated online. Acompleie understanding 
o f In ternet involvement, if any, could aid in the devel­
opm ent of more cll'cr tive treatm ent and future pre­
vention strategies for their r lietits,

Font |'h, the data suggest the need frn dillVrctii p re­
vention .mrl intervention messages lor youth ofrlif- 
le ien t ages Some ol the most notable differences 
he tv  *eit the two types of cases examined in this 
a riirle—those with family o lfend trs and those wilh 
ar quail i lain e ol lent lei s - weie the gender and age of 
ihe victims involved, Family nlfendcis were more 
likely lo have female vii lims vonnger than the age of 
1 2 . whereas .it quaint.nice ollenrleis were more likelv 
In have iual<’ vir Ulus ill tlli'il teens

Limitations

Allhough this study has a num ber o f  strengths, a 
few limitations must be noted. First, because most 
sex crimes against m inors are never reported to the 
police (F inkelho r & D ziuba-Lcatherm an , 1994; 
Finkelhor & OrinrocJ, 1999) and many o f those 
known to law enforcement do not culm inate in arrest 
(Finkelhor, Cross, & Cantor, in press), this sample 
cannot be said to represent the characteristics o f all 
Internet-related victimizations that occurred during 
this period but only those that ended in the arrest of 
an offender.

Second, some errors and biases may have been 
introduced because the respondents were law en­
forcement investigators. Police were regarded as the 
best sources for in-depth inform ation about the 
nature o f Internet-related crimes because their pro­
fessional responsibilities require them  to gather 
intensive information about these cases. However, the 
information they provided could he biased by train­
ing, professional attitudes, or the adversarial nature 
o f their roles in some of these cases.

Third, these numbers are estimates based on the 
sample of cases that were the subject o f the interviews. 
Although the study was designed to yield a nationally 
representative sample o f cases involving Internet- 
related sex crimes against minors, sometimes sam­
ples can be randomly skewed, Ihe margin o f crto r 
could lie larger than calculated.

Fourth, the information in this study was gatheierl 
from law enforcement investigators, so the informa­
tion about victims is based on their impression at the 
time of the crime, Gathering information from men­
tal health and victim services professionals or victims 
themselves would provide much more insight into 
this victim population in terms ol their mental well- 
being and both the short- and long-term impar t of 
involvement in these ciimes. Fifth, some ol the un­
weighted cell sizes arc small because of the low 
endorsement o f cci tain lie' iois in the commission 
o f these m ines (e.g., abduction). As such, instability 
of some estimates is possible.
Conclusion

Hie findings ol this article suggest a need to ex­
pand the notion o f Internet vit tim i/alion to jiu lude 
situations where olfendets are lamily nu mbers and 
acquaintances. Although die Inter net may only lie 
involved n a small propotlion ol sexual abuse cases, 
law eirfoir emeni and menial health prolessionals 
should he asking about hilciiicl involvement will’ll 
.vor king with vit tims and olfeiidors. fins tnav allow 
lot heller evidence iu the lot in ol sexual images ami
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chat loom conversations and the development of 
more effective intervention strategics. Prevention 
messages and investigation approaches should be 
revised to incorporate awareness of such cases and 
their dynamics,
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L e g i s l a t i v e  R e s e a r c h  R e p o r t

F e b r u a r y  5 ,  2 0 0 8  R e p o r t  N u m b e r  0 8 . 1 3 7

S ex O f f e n d e r  R e g ist r a t io n  a n d  In t e r n e t  A c c e s s

P r e p a r e d  f o r  R e p r e s e n t a t i v e  B o b  B u c h  

B y  P a t r i c i a  Y o u n g , M a n a g e r

Y o u  a s k e d  f o r  b a c k g r o u n d  in fo rm a t ion  on  e f f o r t s  to p ro te c t  ch i ld re n  f r om  s e x u a l  p r e d a t o r s ,  
p a r t ic u la r ly  t h o s e  e xp lo i t ing  m in o r s  th rough  u s e  o f  the  In te rn e t  a n d  o th e r  e le c t r o n ic  
c o m m u n ic a t i o n s  d e v i c e s .  Spec i f ic a l ly ,  y ou  w ish ed  to  k n o w  the n u m b e r  o f  s e x  o f f e n d e r s  
r e g is t e r e d  in A l a s k a  a n d  the  n u m b e r  o f  t h o s e  w h o  a r e  in c om n l i a n c e  with reg is t ra t ion  
r e q u i r em e n t s .  Y o u  a l s o  a s ’' e d  fo r  b a c k g ro u n d  in fo rm a t io n  o n  re la t e d  p r o v i s io n s  o f  the  fe d e r a l  
A d a m  W a l s h  C h i ld  P r o te c t io n  a n d  S a fe t y  Act o f  2 0 0 6 ,  a n d  y o u  w is h ed  to k n ow  if a n y  s t a t e s  h a v e  
p a s s e d  le g is la t io n  requ ir in g  s e x  o f f e n d e r s  to r e g is t e r  the ir  In te rn e t  iden t i f ie rs  in r e s p o n s e  to 
p a s s a g e  o f  the  f e d e r a l  act.

K a th ry n  M o n f r e d a ,  c h i e f  o f  the  C r im ina l R e c o rd s  a n d  Id en t i f ica t ion  B u r e a u  within the  D e p a r tm e n t  
o f  P u b l ic  S a f e t y  p r o v ;d e d  the  fo l low ing  in fo rm a t ion  o n  r e g is t e r e d  s e x  o f f e n d e r s  in A la s k a .  T h e s e  
o a t a  a r e  c u r re n t  a s  o f  D e c e m b e r  3 1 ,  2 0 0 7 .

Table 1: S ta tus  of Sex Offenders R egistered  in Alaska

Registration S tatus | Number | Notes
In Compliance 3,112
Out of Complalnce 216
Moving Out of State 31
Location Unknown 98
Flagged 45
Out of Alaska 1,134
ncarcerated 7C4

Paperwork is in the mail for 28 offenders registered in outlying
areas.

Covers a wide range of issues, including late paperwork 
No notification from destination state, offender is out of 

compliance if still within Alaska 
Out of compliance if still within Alaska 

Listed since program inception but never registered; offenders 
may be out of state or deceased 

Registered in another state.

T o t a l S.420
Notes: Data are current as of December 31, 2007 Alaska's sex offender registration law is more restrictive 
than that in some other stales If an offender gees to a stale that does not require registration, Alaska cannot 
track that individual
Sourco; Kathryn Montfreda, chief of the Criminal Recoros and Idenlitication Bureau Alaska Department of 
Public Safety. 907 260 5581

9 0 7 - l o 5 - 3 9 9 l  

0 0 7  4 6 5 - 3 9 0 1 )  i l t n )

Alaska Legislature  
Legislative R esearch Serv ices

,v3 loijis slMo .ik us/UuViosonrr.h/rosoarch php
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Tit le I o f  the  A d a m  W a l s h  Ch i ld  P r o te c t io n  a n d  S a fe t y  Act (A W A ) ,  k n ow n  a s  the  S e x  O f f e n d e r  
R e g is t r a t i o n  a n d  N o t i f ica t ion  Act ( S O R N A ) ,  is in te n d ed  to e s t a b l i s h  a  c o m p r e h e n s i v e  n a t ion a l 
s y s t e m  f o r  re g is t e r in g  s e x  o f f e n d e r s . 1 T o  that e n d ,  the  ac t  s e t s  m in im um  re q u i r em e n t s  fo r  s o x  
o f f e n d e r  r e g is t r a t i o n  a m o n g  a l l  s t a t e s  a n d  s e t s  a  d e a d l in e  fo r  s u b s ta n t ia l  im p lem en ta t io n  by  Ju ly  
2 7 ,  2 0 0 9 .  O n a  e l e m e n t  in s u b s ta n t ia l  im p le m e n t a t  o n  is tha t s t a t e s  m u s t  r e q u i r e  s e x  o f f e n d e r s  to 
r eg is te i  th e i r  I n t e rn e t  id en t i f ie rs .  F a i lu r e  o n  the  p a r t  o f  s t a t e s  to  im p lem en t  A W A  p ro v i s io n s  b y  the 
d e a d l in e  will r e s u l t  in a  m a n d a t o r y  ten  p e r c e n t  red u c t ion  in B y rn e  G r a n t  fund ing fo r  c r im ina l 
ju s t ice , a l t h o u g h  e x t e n s i o n s  m a y  b e  a l l o w e d  (a  m a x im u m  o f  two e x t e n s io n s ,  e a c h  f o r  o n e - y e a r )  
o n  a  c a s e  b y  c a s e  b a s i s . 2

T a b le  2 , o n  th e  fo l low in g  p a g e ,  d e s c r i b e s  a t t em p t s  by  l a w m a k e r s  in a  n u m b e r  o f  s t a te s  to 
a d d r e s s  th is r e q u i r e m e n t  o f  th e  A W A . A s  y o u  will s e e ,  n ine  s t a t e s  in c o rp o r a t e  r e q u i r em e n t s  that 
s e x  o f f e n d e r s  r e g i s t e r  th e i r  In te rn e t  id en t i f ie rs  a lo n g  with o th e r  in fo rm a t io n .  T w o  s t a t e s  e i th e r  
exp l ic it ly  g r a n t  c o u r t s  th e  p o w e r  to  p roh ib i t  u n a p p r o v e d  a c c e s s  to th e  In te rn e t  th rou gh  s e n te n c in g  
p r o v i s io n s  o r  e xp l ic i t ly  a l l o w  s p e c i a l  c o n d i t io n s  o f  p a r o le  a n d  p r o b a t i o n  to p roh ib it  s u c h  activity. 
A n o th e r  tw o  s t a t e s  p roh ib it  s e x  o f f e n d e r s  f rom  a c c e s s in g  o r  u s ing  the In te rn e t  w ithou t p r io r  
a p p r o v a l  o f  th e  c o u r t  o r  a  t r e a tm e n t  p r o g r a m .

J u d g e s  t yp ic a l ly  h a v e  d is c re t io n  in c ra f t ing  s e n te n c in g  p r o v i s io n s  tha t a r e  a p p ro p r i a te  fo r  the 
p a r t ic u la r  c r im e .  A s  s u c h ,  c o u r t s  w o u ld  h a v e  the  p o w e r  to  in c lu d e  a  p roh ib it ion  a g a in s t  a c c e s s  o r  
u s e  o f  the  In te rn e t .  L ik ew is e ,  s u c h  p r o v i s i o n s  c a n  b e  in c lu d ed  a m o n g  the  c on d i t io n s  o f  p ro b a t ion  
a n d  p a r o l e . 3 S e n t e n c e s ,  th o u gh ,  d o n ' t  la s t  fo r e v e r ,  a n d  s o  t h e s e  p roh ib i t io n s  w ou ld  h a v e  a  
lim ited d u ra t io n .  A s  s u c h ,  re s t r ic t io n s  m a d e  th rou gh  s e n te n c in g  o r  c on d i t io n s  o f  p a r o le  o r  
p ro b a t i o n  w o u ld  l i k e ly  n o t  p j s s  m u s t e r  f o r  A W A  c o m p l i a n c e . 4

R eq u i r in g  s e x  o f f e n d e r s  to  p r o v id e  a l l  In te rn e t  id en t i f ie rs  m a y  p r o v e  u s e fu l  s in c e  reg is t r ie s  (in 
A la s k a  a n d  in th e  A W A )  e x t e n d  f r om  1 5  y e a r s  to a n  o f f e n d e r ' s  l i fe t im e , d e p e n d in g  o n  th e  le v e l  o f  
c r im ina l a c t iv i ty .5 S u c h  r e q u i r e m e n t s  w o u ld ,  it a p p e a r s ,  r e p r e s e n t  s u b s t a n t ia l  c om p l i a n c e  o n  this 
e l e m e n t  o f  the  A W A .  T h e  g la r in g  rea l i ty ,  h o w e v e r ,  is that c re a t in g  a  n e w  In te rn e t  iden t i f ie r is a  
m a t te r  c f  a  m o m e n t ' s  e f f o r t  a n d  c o s t s  no th ing . A  s e x  o f f e n d e r  c a n  c r e a t e  m u lt ip le  iden t i f ie rs  
e v e r y  d a y — m a k in g  s u c h  a  p ro v is io n  p r o b le m a t ic  to  im p lem en t  a n d  p r o b lem a t ic  to e n fo r c e .

A t ta ch ed  y o u  wil l f ind  a  le t te r  f r o m  R ic h a rd  S v o b o d n y ,  d e p u ty  a t t o rn e y  g e n e r a l ,  C r im in a l  D iv is ion , 
D e p a r tm e n t  o f  L aw , to S e n a t o r  H o l l i s  F r e n c h  a n d  R e p r e s e n t a t i v e  J a v  R a m r a s ,  c h a i r s  o f  the  
S e n a t e  a n d  H o u s e  J u d ic i a r y  C o m m i t t e e s .  In this le tte r , Mr. S v o b o d n y  p r o v i d e s  spe c i f ic  d e ta i l s  o f  
c o n c e rn s  a b o u t  im p lem en ta t i o n  o f  c e r t a in  A W A  p ro v is io n s .

1 The Adam Walsh Child Protection and Safety Act (AWA) was signed on July 27. 2006, as Public Law 109-248

‘ The Byrne Formula Grant Program was created by the Anti-Drug Abuse Act of 1988 (Public Law 100-G90) Funds 
are used to improve the functioning of the criminal justice system—with an emphasis on violent crime and serious 
offenders—and to enforce state and local laws that establish offenses similar to those m the federal Controlled 
Substances Act (21 U S C 802[6J et seq ).

1 Conditions of parole and probation in Alaska can include such prohibitions if relevant to the crime Likewise, Alaska 
courts have discretion to craft sentences prohibiting offenders from accessing the Internet when appropriate to the crime

4 We nolo however, that Oklahoma law specifies that the court may also require a sex offender to register Internet 
identifiers, and New Jersey law refers specifically to conditions of parole restricting use of Internet for life offenders

’Alaska law requires that a person convicted of a sexual offense must register for 15 years following completion of probation, 
repeat offenders, and those convicted for the first time of sexual assault in tho first degree or sexual abuse of a minor in the first 
degree must register for life
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Table 2: State Approaches to Sex  O ffenders’ Use of the Internet for Crim inal A ctiv ity

S ta te Autho rity P ro v is io n s
Require Registration of Internet Identifiers

Arizona

Colorado

Illinois

Kentucky

Louisiana

New York

Soulh
Dakota

Virginia

West
Virginia

2007 Chapter 84 
(HB 2734)

2007 Chapter 382 
(HB 1326)

2007 PA 95-220 
(SB 14)

Chapter 2007-29 
(SB 65)

2007 Chapter 460 
(HB 970)

Consol. Laws, 
Correction Law 

§ 168-b

2006 Chapter 123 
(SB 148)

Chapter 2007-823 
(SB 1071)

§15-12-2

Persons required to register as a sex offender must provide online identifiers and names of any websites or 
Internet communication services where the identifier Is being used. Includes electronic email address 
Information, instant message, chat or social networking or other similar internet communications. Requires the 
Department of Public Safety lo maintain a separate database and search function of the sex offender 
registration website that contains the online identifies of registered sex offenders but is not publicly connected 
to other individual sex offender registration information.
Any person required to register as a sex offender and who has been convicted of a sex crime against a child 
must reoister all email addresses, inslant messaging or chat room identities
Amends section to require sox offenders lo report to law enforcement all e-mail addresses, instant messaging 
identities, chat room identities, and other Inlernet communications identities that Ihe sex offender uses or plans 
to use, all Uniform Resource Locators (URLs) registered or used by the sex offender, all blogs and other 
Internet sites maintained by the sex offender or lo  which the sex offender has uploaded any content or posted 
any messages or information; notification of any changes lo such information Is required.
Adds e-mail, instant message, chat, and other Internet communication identities In tliu list a sex offender 
registrant is required lo provide for the sex offender registration system.
Revises Information required to be supplied as part of sex offender registration to include DNA sample, email 
addresses and Internet identifiers, cell phone numbers and temporary lodging information.
Requires the Division of Criminal Justico to establish and maintain a fiie of individuals required to register 
Includes information that must be provided by each registrant: the sex offender's name, all aliases used, dale 
of birth, sex, race, height, weight, eye color, driver's license number, home address and/or expected place of 
domicile, any Internet accounts belonging to such offender and any Internet screen names used by such 
offender,  _________  ______
Revises information that must be provided as part of sex offender registration to include (among other 
Înformation) Internet accounts and screen names.
Requires a sex offender to include in the sex offender registration Information any electronic mail address and 
any instant messaging screen name that the offender uses or will use; requiring registration cf any changes in 
'such information within 30 minutes. The bill definos child pornography and establishes enhanced penalties for 
persons involved with child pornography.
Requires as part of sex offender registration, that offenders provide information relating to any Internet 
accounts Ihe registrant has and the screen names, user names or aliases the registrant uses on ihe Internet

Prohibit Unapproved Access to Internet through Sentencing and Conditions of Parole or Probation

Nevada

Oklahoma

NRS 213.1258

Code of Criminal 
f rocedurc 

§22-991av1 (15)

Allows special conditions of parole for persons convicted ot use of the Internet to commit stalking, an offense 
involving pornography and minors, or luring a child or mentally ill person via a computer, lo include prohibiting 
the offender from owning or using a computer, including use of electronic mail, a chat room or the Internet

In addition to the other sentencing powers of the court, in the case of a sex offender who is required by law to 
register pursuant to the Sex Offenders Registration Act, the court may prohibit the person from accessing or 
using any Internet social networking web site that has the po.cotial or likelihood of allowing tho sex offender to 
have contact with any child who is under Ihe age of eighteen (18) years; or the court may require such person 
to register any electronic mall address Information, Instant message, chat or other Inlernet communication 
name or Identity Information that Ihe person uses or intends to use while accessing the Internet.

Prohibit Unapproved Access to Internet by Law

Florida

New
Jersey

2005 Chapter 67 
(SB 1354)

2007 (SB 1979)

Prohibits a sex offender from accessing or using Ihe Internet or other computer services without an approved 
safety plan as part of sex offender treatment (Safety plan defined and further used along with risk 
assessment in Ihe act designed to monitor and restrict sex offender contact with children.)
Prohibits persons convicted of certain crimes and those required to register as a sex offender from accessing 
or using a computer with Internet capability without prior approval of the court, except in searching for 
employment or within scope of employment upon appioval of the person’s probation or parole officer Must 
submit to random checks cf personal computer, and Installation of monitoring software Allows Internet access 
conditions for parole supervision lor lifo offenders, and of certain probationers

NOTES: Sec tio n  174 of m e  A dam  W a  xh C h  id  P rotection an a  Safety Act of 2CC8 lAW A) prov ides am on g  other th ing s  ihn t states m ust requ re sex  o h e n a e i*  lo 
register a ll In te rnet identif iers a'ong w itn o lh a r  in fo rm a tion  PaJure to substantia lly .m p em e n t the  requ irem en ts  by Ju ly 27. 2009. will resu lt m a  reduction  o l Byrne 
Justice  Ass s tan ca  G ran t fu nd ing  Tne AW A  a so es ta b lis h e d  the S ex  O ffender S en ten c in g , M on itoring . A p p re h e nd in g . R eg is te r ing , a n d  T rack ing  iSM A P T ) O ffice 
w h  ch . am on g  other d ubes , w ill d e te rm in e  w hethe r ju r isd ic t io ns  h a v e  m et ’ substantia l im p lem e n ta t io n "
SOURCES: National Come'ence of State leg salutes and SMART Otfice

i hope this information is hctpful Please lot us know if you nave questions or need additional information

ir’j.siafive Research Report f.v 13/
S ex  Offer.Jur RegiSlrnticn an<f rnternof  A c ce s s
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DEPARTMENT OF LAW
CRIMINAL DIVISION

February 2, 2008

The Honorable Mollis French 
Chair Senate Judiciary Committee 
Alaska State Legislature 
Alaska State Capitol, Room 417 
Juneau, Alaska 99801

Re: Adam Walsh Act 

Dear Senator French:

The Adam Walsh Child Protection and Safety Act o f  2006 is federal legislation which 

will have an impact upon the State o f  Alaska. The legislation requires that each o f  the states 

receiving federal Byrne Gants funds comply with the Adam Walsh Act or have Byrne Grant 

funds reduced by 10%. This letter will describe the requirements o f  the federal legislation, then 

outline Alaska's sex offender registration law, areas where Alaska laws need to be changed to 

comply with the federal, and finally, set out some suggestions.

What Alaska Stands to Lose

Ihe amount o f  money Alaska receives in Byrne Grants in state fiscal year 2008, was 

S I ,560,940. A 10% reduction in this amount would be a loss to the state o f  $156,094. The 

legislature appropriated an additional $1,121,360 for programs funded by Byrne Grants in SFY 

2008. This means there was a total expenditure o f  S2,670,820 by the programs funded by Byrne 

Grants. These grant funds support: a multi-jurisdictional drug task in Southeast Alaska, a special 

narcotics prosecution and violent drug traffickers unit iu the Department o f  Law to deal with 

alcohol abuse and bootlegging in rural Alaska, a multi-jurisdictional drug and alcohol task force 

through ABADH in the Department o f  Public Safety, a program to improve criminal history 

record keeping, and a community drug enforcement program. The loss o f  these funds could 

impact all o f  these programs or cause the elimination o f  some o f  the programs. In FY 2006. the

SARAH PALIN,
GOVERNOR

M a i l i n g :  PO Box 110300
Juneau, AK 99811-0300 

D e l i v e r y :  123 4m Street, Ste 717 
Juneau, AK 99801 

h h o n e :  (907)465-3428 
F a x :  (907)465-4043
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Byrne Grant was $565,971 with a state legislative appropriation ofS 1,393,000. fn 2007 the 
federal amount was $922,156 with no state appropriation.1

In addition to the loss of funding, there is a public benefit to uniformity in state sex 
offender registration laws. On the other hand, there are public policy implications lor Alaska 
that may suggest that Alaska not change its sex offender registration laws.

What Does the Adam Walsh Act Require

The Adam Walsh Protection and Safety Act o f 2006 fP.L. 109-248) was signed into law- 
on July 27, 2006. The act has seven titles ranging from Title I - Sex Offender Registration and 
Notification Act to T itle V I I - Internet Safety Act. Most o f the provisions o f the act relate to the 
creation o f  federal crimes and creation o f federc1 programs. However, Title I directly affects the 
states.

By the late 1990’s, all states had enacted some form o f sex offender registration.
Alaska’s sex offender registration law was passed in 1994. Title I o f the Adam Walsh Act is 
known as the Sex Offender Registration and Notification Act. SORNA is the federal acronym. 
42 USC § 16911 et. seg. SORNA ’s purpose is to set m in imum requirements, among all the 
states, for sex offender registration. SORNA standards arc different than Alaska. States are free 
to establish more restrictive standards but state standards must be substantially similar to the 
Adam Walsh Act.

I he question o f  the amount o f future Byrne Grant money to the Sate o f Alaska is 
problematical. On December 26, 2007, President Bush signed II.R . 2764, the Consolidated 
Appropriations Act, 2008. I his bill has dramatically reduced funding for Byrne Grants. The 
program was funded at $520 m il l ion in federal I FY 2007 and in FFY 2008 is $170 m ill ion, a 
67% reduction. I he Department o f Justice Appropriations Authorization Act Fiscal Years 2006- 
2009 (I’.L  109-162) authorized S I. I b ill ion for Byrne formula grants.



The federal government contemplates that each state will need lo rewrite its existing laws 

if  the state wishes to not suffer the 10% reduction in Byrne Grants. The deadline for compliance 

is July 27, 2009.

The standards are:

1) Sex offender registration must occur before an offender is released 
from imprisonment or within three days o f  a non-imprisonment 
sentence.

2) Changes in registry information must be reported within three days.
Bach sex offender is to provide the following registration 
information: name; social security number; address or multiple 
addresses; employer and address; school (if  a student) and address; 
license plate number and description o f  any vehicle owned or 
operated by the offender; and any other information required by the 
attorney general.

To write into state statute what is required to be reported is somewhat problematic 

because the United States Attorney General can add to the reporting requirements. A May 2007 

proposed guideline by the Sex Offender Sentencing. Monitoring, Apprehending, Registering, and 

Tracking office (with the questionable acronym o f  SMART), has signaled that this will happen. 

SM ART suggests the additional identifying information include nicknames, pseudonyms, actual 

and purported dates o f  birth, purported social security numbers, e-mail addresses, 1M “handles”, 

passport numbers, immigration documentation, cell phone numbers, and land line telephone 

numbers be required additional reporting information.

3) Bach jurisdiction must include the following information for each
offender in the registry: A physical description; the criminal 
offense; the criminal history o f  the offender, including dates o f  
arrests and conv ictions and correctional or release status; a current 
photograph; fingerprints and palm prints; a DNA sample; a 
photocopy o f  a valid driver's license or II) card; and any other 
information required by the attorney general.

Although the state is to obtain all this information, the states are not required to make 

public the victims identity, offender’s social security number, passport number, immigration 

documentation, arrests that did not result in convictions, and at the discretion o f  the state, the 

offenders employer or school.
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4) The law defines and requires a three-tier classification system for 
sex offenders. The tier levels are established as:

• Tier I are those offenses other than a tier II or tier III.

Registration is for 15 years.

• Tier II are those other than Tier III with an offense punishable 
by imprisonment for more than one year and comparable to or 
m ore severe than the following federal offenses involving a 
minor: sex trafficking; coercion and enticement; transportation 
with intent to engage in criminal sexual activity; abusive sexual 
contact. Tier II also includes any offense involving use o f  a 
m inor in a sexual performance, solicitation o f  a minor to 
practice prostitution, or production or distribution o f  child 
pornography.

Registration is for 25 years.

• Tier III arc sex offenses punishable by imprisonment for more
than one year and comparable to or more severe than the
following federal offenses: sexual abuse or aggravated sexual 
abuse; abusive sexual contact against a minor less than 13 years 
old; offenses involving kidnapping o f  a minor (parent or 
guardian excepted); or any offense that occurs after one has 
been designated a tier II sex offender.

Registration is for life.

• Registration periods may be reduced, according to the tier
system, for completing certain programs or having a clean
record for specified periods o f  time.

Federal law is substantially different than Alaska law and determining which Alaska 

offenses are equivalent to federal offenses will be a substantial undertaking.

5) The act defines a conviction for purposes o f  registration and
classification to include juvenile adjudications if  the juvenile 
offender is at least 14 years o f  age at the time o f  the offense and 
the offense adjudicated is comparable to or more severe than the 
federal offense aggravated sexual abuse.

(i) Registered sex offenders are required to appear in person to verify
their address and other registry information and for update o f  the
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required photographs. Frequency o f  personal appearance is set 
according to the tier system. Tier I offenders must appear in 
person each year; tier II offenders every six months; and for tier III 
sex offenders in-person verification is required every three months.

7) The law requires that states make registry information available on 
the Internet, in readily accessible form and with certain mandatory 
exemptions. Each state’s website must have search capabilities 
compatible to the National Sex Offender Public Registry. The 
attorney general is to develop software to enable jurisdictions to 
establish and operate uniform registries and Internet sites, and 
states will have one year to implement it after it becomes available. 
The act also requires prompt sharing o f  information on registered 
sex offenders among state, local and federal law enforcement 
agencies and other entities.

8) 'I he penalty for a violation o f  the sex offender statutes must be a
felony.

Offenders are required to maintain their registration in the 
community where they live.

10) The state must maintain criminal history, DNA, fingerprint, and
palm print for ihe offender.

Alaska’s Sex Offender Registration Law

Alaska sex offender registration laws AS 12.63.010 through AS 12.63.100, were created 

by two pieces o f  legislation, CCS I IB 69 in 1994 and CSHB 252 (FIN) in 1998. The 1994 law 

created a two tiered system o f  sex offender registration. A person convicted o f  a sexual offense 

is required lo register for 15 years following completion o f  probation. A person who has two or 

more convictions for sexual offenses is required to register for life. The sex offender’s name, 

address, photograph, place o f  employment, date o f  birth, crime for w hich convicted, date and 

place o f  conviction and length o f  sentence are made available to the public on a central registry. 

In 1998 there were several changes in Alaska’s laws. These changes were to comply with 

federal law; otherwise Alaska would lose federal funding. The Jacob Wetterling Crimes Against 

Children and Sexually Violent Offenders Registration Act ("Wetterling Act”), M egan’s Taw. 

and the Pam I.ynchner Sexual offender I racking and Identification Act (“I.ynchncr A ct”) 

require states to adopt sex offender registration laws that meet certain standards in order to
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continue to qualify for Byrne formula grant funds. The state was then receiving about $200,000 

each year in grant funds. Although Alaska’s sex offender registration laws already met many o f  

the federal requirements, several adjustments were required. They include the following:

1. Requiring registration upon conviction o f  certain crimes involving 
victims under 18 years o f  age; these include child kidnapping, 
inducing a person 16 and 17 years o f  age to engage in prostitution, and 
sexual abuse o f  a minor in the third degree if the victim is 16 or 17 
years o f  age;

2. Requiring registration as sex offenders or child kidnappers those 
persons convicted o f  solicitation to engage in offenses requiring 
registration;

3. Requiring a person registering to supply information about identifying 
marks, whether the person has been treated for a personality disorder 
or mental illness, and any anticipated future residence. The Wetterling 
Act only requires sexually violent predators to submit this information.
However, because Alaska’s registration provisions do not distinguish 
between sex offenders and sexually violent predators, this information 
is required o f  all persons who register. '

4. Requiring persons convicted for the first time o f  sexual assault in the 
first degree and sexual abuse o f  a minor in the first degree, both 
unclassified felonies, to register as a sex offender for life. This is a 
variation on the recommendation o f  the Wetterling Act that states 
establish expert panels to evaluate persons convicted o f  sex offenses 
and to recommend to the sentencing court if  a person is a sexually 
violent predator (see footnote 2);

5. The law clarified when an offender must register. If an offender is 
incarcerated at the time o f  conviction, the person must register in the

The Wetterling Act suggests states establish expert panels to examine convicted sex 
offenders and make a recommendation to the trial court regarding whether the offender is a 
sexually violent predator. The trial court would make a finding based on the recommendation 
and other evidence. The Wetterling Act also allows for the possibility o f  the panel later making 
a recommendation to the trial court that the person is no longer a sexually violent predator. The 
consequences o f  a finding that a person is a sexually violent predator under the Wetterling Act. is 
to require the person to verify his or her address every 90 days. Alaska’s alternative approach is 
to require all persons who must register for life to verify their address every 90 days. This 
avoids the expense o f  expert panels, the lengthy litigation associated with the finding by the trial 
court and provides a higher level o f  public safety by requiring the most dangerous offenders to 
verify their addresses regularly. This alternative was apparently sufficient in compliance that 
Alaska did not lose Byrne (irant funds.
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30-day period immediately before release from prison; if  the person is 
not incarcerated at the time o f  conviction, he or she must register on 
the next working day following conviction. I f  the offender moves to 
the state, he or she must register by the next working day after 
becoming physically present in the state. I f  an offender changes 
residence within the state, the offender must notify the local police or 
the nearest post o f  the Alaska State Troopers by the next working day 
after the move; or, i f  the move is out o f  state, the offender must notify 
the central registry o f  sex offenders;

6. Requiring offenders who must register for life, repeat offenders and 
persons convicted one time o f  sexual assault in the first degree and 
sexual abuse o f  a minor in the first degree, to verify their addresses 
with the Department o f  Public Safety every 90 days.

Other changes to the law suggested by the Department o f  Public Safety were to make 

administration o f  the program easier for the state and more informative to the public included 

requiring the offender to supply proof to the state o f  the date the offender’s obligation to register 

expires, rather than the state having to make this determination. It also allows the Department ot 

Public Safety to make more information about offenders available to the public and to obtain 

information about offenders from other sources, in addition to the information supplied by the 

offenders themselves. The changes allow the Department o f  Public Safety io include in the 

central registry o f  sex offenders, and make available to the public, information obtained from 

court judgments, the Federal Bureau o f  Information (FBI), a criminal justice agency, and other 

reliable sources. Additionally, it requests that the court judgm ent provide information, if  

available to the court, concerning whether the person convicted must register for 15 years or for

relocating to another state; further, the state must notify the agency in the other state responsible

life.

for sex offender registration in that state. It also requires the state to notify the FBI if the state is 

unable to locate ,.n offender required to register. This reporting is required by the Lynchner Act, 

that asks the FBI to establish a national tracking system for sex offenders, and requires states to 

cooperate by supplying information to the system about sex offenders.



Additionally, the law change increases penalties for failure to register as a sex offender or 

child kidnapper, by adopting failure to register in the first degree, a class C felony. The 

increased penalty applies if  a sex offender has previously been convicted o f  failing to register, or 

i f  the failure to register was done with the intent to escape detection and thus to facilitate another 

sex offense or child kidnapping. A class C felony is punishable by a maximum term o f  five 

years incarceration and a $50,000 fine. Failure to register as a sex offender or child kidnapper in 

the second degree includes failure to verify an address or supply all the infonnation as required 

by law. The penalty is a class A misdemeanor. The maximum penalty for conviction o f  a class 

A misdemeanor is one year incarceration and a $10,000 fine. Alaska has a mandatory minimum 

term o f  imprisonment for conviction o f  failure to register in the second degree o f  35 days 

incarceration.
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Alaska law also requires that all infonnation provided to the state by a person required to 

register must be provided under penalty o f  perjury. Perjury is a class B felony; the maximum 

penalty for a class B felony is 10 years incarceration and oO.OOO fine.

Where Alaska and Federal Law Are Inconsistent

Alaska law and the Adam Walsh Act generally set out the same requirements for sex 

offender registration. In many instances Alaska’s laws are more restrictive. However, there are 

three areas that the slate would not meet the substantial compliance test o f  the Adam Walsh Act. 

The first is ihe requirements that juveniles 14 years o f  age or older arc required under the Adam 

Walsh Act to register as sex offenders. (See numbered paragraph 5 above). Alaska law excludes 

juveniles from the registration requirement unless the juvenile has been waived to adult court or 

is subject to dual sentencing. AS 12.63.100(3). If Alaska were to conform its laws to this 

requirement, a 14-year-old juvenile could, given the offense, be required to register for the rest of 

his or her life. I he Adam Walsh Act requires the states to make registration retroactive for: 1) 

those who ate incarcerated or under supervision for the registration offense or some other crime;

2) those who are already subject to a pre-existing sex offender registration requirement; and 3) 

those who re-enter the "jurisdiction's justice system because o f  a conviction for some other 

crime." 72 Fed. Reg. 30, 212-13. This retroactivity standard will include a substantial number



o f  juveniles. The goals o f  the juvenile justice system are set out in AS 47.12.010 and appear to 

be inapposite to the registration requirement. The Division o f  Juvenile Justice asked SMART if 

the state would be in compliance i f  Alaska required juvenile registration but the registration 

infonnation would not be made available to the general public. The answer was that the state 

would not be in compliance.

Also o f  concern is numbered paragraph 6. This provision o f  the act requires the offender 

to appear in person for registration or any update. This provision is impractical for people living 

in rural Alaska. Under tier III, an offender would be required to make an in-person appearance 

every 90 days and either within one or three days o f  any change in status, depending on if  Alaska 

were to keep its one day requirement for reporting changes or accept the three day reporting 

requirement o f  Adam Walsh.

If the state is to comply with the in-person requirement, either the Department o f  Public 

Safety will need to expand registry locations into small rural villages or accept that rural people 

will not be complying. An additional requirement o f  the Adam Walsh Act is that any reporting 

failure is a felony. The first failure to register would need to be changed to a felony in Alaska.

The failure to register would be a presumptive C felony with financial implications for the 

Department o f  Corrections which could exceed the loss o f  Byrne Grant funds.

A third area o f  stale law which needs to be changed would be Alaska’s two tiered system. 

Alaska could maintain a two tiered system as long as the state's second tier encompassed all the 

federal second and third tiers. This would mean there would be more Alaskans who would be 

required to register for life, where under the federal system, some o f  these people would be 

required to register for 25 years. This would also have a fiscal impact on the Department o f  

Corrections.

Some .Suggestions
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Independent o f  the issues created by the Adam Walsh Act, there ate some technical 

changes that the state would like to see to Alaska’s sex offender registration act. I he issue o f



whether dual sentenced juvenile offenders are to register as sex offenders needs to be resolved. 

The Adam Walsh Act requires the offender to provide a palm print. Palm printing is becoming 

standard in police investigation. It is another identifier if  there is a re-offense by the sex 

offender. Palm prints should be included in the sex offender registration statutes along with the 

fingerprinting statute.

The sex offender statutes should be amended to require registration in Alaska o f  a person 

convicted o f  a crime in another state where the person is required to register as a sex offender in 

the state where the crime was committed. Presently, an out o f  state sex offender who moves to 

Alaska, is required to register if  they committed an offense in a state which has “a similar law” to 

A laska’s law. A problem arises when the other state's law, like lewd and lascivious conduct, 

does not have elements similar to a crime committed in Alaska but is clearly a sexual offense. 

Presently Alaska reviews the other state's law and the underlying conduct o f  the sex offender to 

determine if  the conduct, if  committed in Alaska, would be “similar” to a sex crime in Alaska.

This process o f  evaluating whether an out o f  state offender needs to register has not been 

reviewed by an appellate court. This suggested change would stop sex offenders from avoiding 

registration by committing sex offenses in other states that has a different structure to its laws 

than Alaska.

I he Department o f  Public Safety is concerned about persons who are in Alaska for 

employment, but maintain residence in another state. Transient workers, like "slope workers" 

who work two weeks on and two weeks o ff  or people employed in the commercial fishery 

industry, who arc in Alaska during fishing season but who reside in other states, should be 

subject to registration.

Homeless sex offenders and vacationers also pose problems in registration. The Adam 

Walsh Act deals with these latter categories by requiring offenders with no fixed address to 

prov ide a "more or less specific description" o f  where they are staying. This resolution is 

unworkable. A more specific address may be the "streets o f  Anchorage" and a less specific 

address could be "Alaska". With tourists, the Adam Walsh Act requires the offender to notify 

the registration office o f  their state and provide the place they will be "staying for seven days or
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more" so that the destination state can be notified. 72 Fed. Reg. 30,226, Neither o f  these 

resolutions appear practical. Nonetheless the Department o f  Public Safety needs statutory 

directions on this issue.

The Adam Walsh Act creates public policy questions that need to be addressed. To aid 

you in resolving these questions, several documents have been attached. Appropriate 

stakeholders in these issues are ready to provide you any additional infonnation you need in 

making these decisions.

Sincerely,

TALIS J. COLBERG 
ATTO RN EY  GENERAL

By:
Richard A. Svobodny 
Deputy Attorney General

Attachments:

The Adam Walsh Child Protection and Safety Act Section by Section Analysis 

The Sex Offender Registration and Notification Provisions o f  the Adam Walsh Child Protection 

and Safety Act o f  2006, summary 

June 22, 2007, letter to Senator Lisa Murkowski by Steve MeComb, Director o f  Juvenile Justice, 

Department o f  Health and Social Services 

August 21, 2007, letter from Senator Lisa Murkowski to Director McComb 

Minutes o f  Senate Prosecutor Caucus, October 3, 2007
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