




was referred to the 
Senate Finance 

Committee

Hearing(s) were held

The bill did not move 
from Committee
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Sponsor Statement

Senate Bill 222

C o n s u m e r  Privacy Protect ion Act

I have introduced Senate Bill 222 to address the ever-increasing risks to 
consumers as their personal information is collected, distributed, and 
discarded by both private sector and government entities.

Senate Bill 222 tightens security measures pertaining to personal 
information as well as timelines to better notify consumers o f  potential 
problems so they may take remedial action as quickly as possible.

Consumers have every right to expect their private records are well protected 
and that their personal credit information is accurate. They also must have 
reasonable recourse when potentially damaging inaccurate information is 
made public including ample opportunities for redress and restitution in a 
timely manner.

In summary. Senate Bill 222 requires parties that handle and distribute 
sensitive consumer information to he accountable and responsible in those 
activities.
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GENERAL INFO. COMPLIANCE NOTICES COVERED INFO NOTICE
EXCEPTIONS

ADDITIONAL
NOTICE

REQUIRED

OTHER LAW 
EXCEPTIONS

Federal Interagency Guidance on 
Response Program s fo r Unauthorized 
Access to C ustom er In fo rm ation  and 
Custom er Notice - OCC B u lle tin  2005-13 
Breach Provisions Effective: 03/29/05 
Enforcement: Functional regulator 
Penalties: Refer to GLBA, 15 U.S.C.
6801, Section 501(b) and Interagency 
Guidelines Establishing Information 
Security Standards (Security Guidelines)

Summary: Pursuant to the Gramm-Leach- 
Bhley Act. the federal banking agencies 
issued joint proposed guidance regarding 
security breaches in 2003 but did not 
finalize that guidance until March 29. 2005 
when they issued the final Interagency 
Guidance on Response Programs for 
Unauthorized Access to Customer 
Information and Customer Notice. This 
Guidance interprets Section 501(b) of 
GLBA and Interagency Guidelines 
Establishing Information Security 
Standards (the "Security Guidelines') and 
describes response programs, including 
customer notification procedures, that 
financial institutions should develop and 
implement to address unauthorized access 
to or use of customer info, that could resull 
in substantial harm or inconvenience to 
customer.

Preemption of state law not addressed

i t f j .'
' • due

Financial 
institutions 
regulated by 
federal banking 
agencies.

Every fnancial 
institution should 
develop and 
implement 
response program 
designed to 
address incidents 
of unauthorized 
access to customer 
info, maintained by 
institution or its 
service provider. 
Final guidance 
provides each 
financial institution 
with greater 
flexibility to design 
nsk-based 
response program 
tailored to size, 
complexity and 
nature of its 
operations

L

Trigger 
Reasonable 
Investigation to 
promptly determine 
likelihood that 
sensitive customer 
info, has been or 
will be misused. 
Notice required if 
determination that 
misuse has 
occurred or is 
reasonably 
possible.

Method
No specific method 
for providing notice 
is required - any 
manner designed 
to ensure that a 
customer can 
reasonably be 
expected to receive 
it (i.e., telephone, 
mad. email) 
G u i d a n c e  
s p e c i f i e s  n o t i c e  
c o n t e n t .

Tim ing 
As soon as 
possible

Customer name, 
address or 
telephone # in 
conjunction with 
any one or more 
data elements’

• S S #
• State DL #
• account # 
•c re d ito r debit 
card #
• personal ID # or 
code that would 
permit access to a 
customer's account
• any combination 
of components of 
customer info, that 
would allow 
someone to log 
onto o ra e fs s  
customer’s 
account, such as 
user name and 
password or 
password and 
account number.

Does not exclude 
info, that is publicly 
available.

Delay for law 
enforcement 
Investigation.

3rd Party Notice 
An institution's 
contract with its 
service provider 
should require 
service provider to 
lake appropriate 
actions to add-ess 
incidents of 
unauthorized 
access to financial 
institution's 
customer info., 
including 
notification to 
institution as soon 
as possible of any 
such incident, to 
enable institution to 
expeditiously 
implement its 
response program.

Encouraged but 
not required to 
notify CRAs and 
federal regulators.

. . . . . .  ...

None.
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NOTICE
ADDITIONAL OTHER LAW

GENERAL INFO. COMPLIANCE NOTICES COVERED INFO EXCEPTIONS
NOTICE

REQUIRED EXCEPTIONS

Arkansas S 1167 Person or business Trigger Individual's first Delay for law 3rd Party Notice Exempts from
Sponsor: Capps (D) that acquires, owns Unencrypted name or first initial enforcement Person doing act's security
Introduced: 03/07/05 or licenses personal info, was and last name in investigation. business breach
Enacted: 03/31/05 computerized data or is reasonably combination with maintaining subchapter
Act/Chapter Number: 1526 that includes believed to have any one or more of Notice not required computerized data businesses
Breach P rovis ions E ffective: 08/12/05 personal info. been acquired by following data if reasonable including personal regulated by state
Enforcem ent: AG action; AG criminal an unauthorized elements when Investigation info, not owned or federal law that
action for knowing and willful violation. Security breach person. either name or data determines no must immediately provides greater
private right of action. defined as element is not reasonable notify information protection to
Penalties: Class A misdemeanor. unauthorized Method encrypted or likelihood of harm owner/licensee of personal info, and
punishable by up to 1 year in prison and acquisition of Written or redacted. to customers. any system breach at least as
fine of up to S1K lor knowing and willful computerized data electronic. • SS# immediately thorough
violation; restitution; injunction; that compromises • State DL or ID # Safe harbor for following discovery disclosure
enjoinment; civil penalties up to $10K per the security, Tim ing • account, credit providing notice if personal info. requirements for
violation; actual damages and reasonable confidentiality, or Most expedient card or debit card # pursuant to an was or is breach.
attorney's fees. integrity of time possible w/o in combination with internal info. reasonably

personal info. unreasonable required security policy. believed to have

Sum m ary: Relates to the protection of maintained by a delay consistent access/security been acqjired by

personal info, and the disclosure of person or with law code or password unauthorized

security breaches of computerized data business. Does not enforcement • medical info. person.

that includes personal info., that was include good faith needs or other
reasonably believed to have been acquired acquisition of necessary Does n o t  exclude
by an unauthorized person, in ar, expedient personal info, by measures. info, that is publicly
manner using various specified methods. employee/agent of available.

person/ business Substitu te  T rigger
State agency security breaches included for legitimate • cost exceeds
in act via "business'' definition. purposes of 

person/business if
S250K; or 
• affects more than

Identity the ft measure also includes personal info, is not 500K people, or
provisions for destruction of customer otherwise used or • not enough info.
records containing personal info. subject lo further to provide written/

unauthorized electronic notice.
http //www aikleo state ar us/flomot',-.-tsi.: disclosure

005/publiC'act 1526 puf S ubstitu te 
Method 
Email, website 
posting and major 
statewide media 
notification.
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T ~
COVERED INFO

NOTICE
ADDITIONAL

OTHER LAW
GENERAL INFO. COMPLIANCE NOTICES EXCEPTIONS NOTICE

REQUIRED
EXCEPTIONS

C aliforn ia  S 1386 Person or business Tr'ggcr Individual's first Delay for law 3rd Party Notice None.
S ponsor: Peace(D) that conducts Unencrypted name or first initial enforcement Person doing
In troduced : 2/12/02 business in CA and pe'sonal info, was and last name in Investigation. business
Enacted: 09/26/02 owns or licenses or is reasonably combination with maintaining
Act/Chapter Num ber: 915 computerized data believed to have any one or more of Safe harbor for computerized data
Breach P rov is ions E ffective: 07/01/03 that includes been acquired by following data providing notice including personal

Enforcem ent: Private rignt of action. personal info. an unauthorized elements when pursuant to an info, not owned

Penalties: Damages, civil penalty up to person. either name or data internal info. must immediately

S3K per violation: enjoinment. Security breach elements are not security policy and notify information
defined as Metni.rJ encrypted: notification is owner/licensee of

Sum m ary: Requires a State agency, o ra unauthorized Written or ■S S # consistent with any system breach

parser. '_,r business that conducts business acquisition of electronic. •S ta te  D L o r lD # state timing immediately

in the State that o.vns or licenses computerized data • account, credit requirements. following discovery

computerized data that includes personal that compromises Tim ing card or debit card # if personal info.

info, to disclose in specified ways, any security, Most expedient in combination with was or is

breach of the security of the data to any confidentiality, or time possible w/o required reasonably

State resident whose unencrypted integrity of unreasonable access/security believed to have

personal info, was or may have been personal info. delay consistent code or password been acquired by

acquired by an unauthorized person. maintained by with lav/ unauthorized
person/business. enforcement Excludes info. person.

Preem pts all rules, regulations, codes, Good faith needs or other publicly available
statutes, or ordinances or all cities, acquisition of necessary from federal, state
counties, cities and counties, personal Info, by measures. or local
municipalities, and other local agencies. employee or agent government

of person/business Substitu te Trigger records.
State agency security breaches for purposes of • cost exceeds
addressed in Section 2 of act. person/business is 

not breach of
S250K; or 
• affects more than

http //info sen  ca.aov/Dub/01- system security, 500K people; or
02/bill/sen/sb 1351- provided personal • not enough info to
1400-sb 1366 bill 20020926 clmot.vr d |i ,nfo. is not used or provide written/
(ml subject to further electronic notice.

unauthorized
disclosure. Substitu te 

Method 
Email, website 
posting and major 
statewide media 
notification
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GENERAL INFO. COMPLIANCE NOTICES COVERED INFO NOTICE
EXCEPTIONS

ADDITIONAL
NOTICE

REQUIRED

C onnecticu t S 650 
Sponsor: Looney (D)
In troduced: 1/21/05 
Enacted: 06/24/05 
A ct/Chaptor Number: 05-148 
Breach P rovis ions E ffective: 01/01/06 
Enforcem ent: AG action, consumer civil 
and class action.
Penalties: Temporary/permanent 
restraining orders; enjomment, civil 
penalties of 5-25K per violation, actual 
damages, costs and reasonable attorneys' 
fees.

Sum m ary: Requires businesses to inform 
the public if there has been a security 
breach.

State agency security breaches not 
addressed in act

Identity the ft measure also includes 
piovisions for security freezes and other 
credit report protections.

nitti /w.yw ' ;'ia it aov'2Q0J i t 1 ,■ PA

Person who 
conducts business 
in CT and owns, 
licenses or 
maintains 
computerized data 
that includes 
personal info.

Security breach 
defined as 
unauthorized 
access to or 
acquisition of 
electronic files, 
media, databases 
or computerized 
data containing 
personal info, when 
access to personal 
info has not been 
secured by 
encryption or by 
any other method 
or technology that 
renders personal 
info, unreadable or 
unusable

Trigger
Personal info, was 
or is reasonably 
believed to have 
been accessed by 
an unauthorized 
person.

Method
Written, electronic 
or telephonic

T im ing 
Without 
unreasonable 
dei iy consistent 
with law 
enforcement 
needs and other 
necessary 
measures

Substitute Trigger
• cost exceeds 
S250K, or
• affects more than 
500K people or
• not enough info to 
provide written 
electronic or 
telephonic notice

S ubstitu te  
Method 
Email website 
posting and major 
statewide media 
notification

Individual's first 
name or first initial 
and last name in 
combination with 
any one or more of 
following data

•SS#
• State DL or ID tt
• account, credit 
card or debit card I i  
in combination with 
required 
access/security 
code or password

Excludes info 
publicly available 
from federal state 
or local 
government 
records or widely 
distributed meoia

Delay for law 
enforcement 
'nvestlga tlon

Notice is not 
required if after an 
appropriate 
Investiga tion  and 
consultation w th  
law enforcement, it 
can be reasonably 
determined that the 
breach will not 
likely result in harm 
to any individual 
whose info, was 
acquired and 
accessed.

Safe harbor for 
providing notice 
pursuant to an 
internal info, 
security pokey and 
notification is 
consistent with 
state timing 
requirements

3rd Party Notice 
Person that 
maintains 
computerized data 
including person"! 
info, not owned 
shall notify info 
owner/ licensee of 
any security breach 
of data immediately 
followng discovery 
if personal info, 
was or is 
reasonably 
believed to have 
been accessed by 
unauthorized 
person.

OTHER LAW
EXCEPTIONS

In com pliance 
w ith  chapter's 
security breach 
no tifica tion  
section pursuant 
to rules, 
regulations, 
procedures or 
guidelines 
established by 
person's primary or 
functional federal 
regulator, provided 
notice is made in 
accordance w th  
established 
security breach 
procedures if 
system security 
breach occu.s.
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NOTICE
EXCEPTIONS

ADDITIONAL OTHER LAW 
EXCEPTIONSGENERAL INFO. COMPLIANCE NOTICES COVERED INFO NOTICE

REQUIRED

Delaware H 116 Individual or Trigger Individual's first Delay for law 3rd Party Notice In com pliance
S ponsor: Gtlligan commercial entity Misuse of personal name or first initial enforcement Individual or w ith  chapter if
In troduced: d/1405 that conducts info has occurred and last name in Investigation. commercial entity regulated by state
Enacted: 06/28/05 business in DE and or is reasonably combination with that maintains or federal law,
A ct/C haptor Number: 61 owns/licenses likely to occur. any or,e or more of Safe harbor for computerized data maintains security
Breach P rovis ions E ffective: 06/28/05 computerized data following data providing notice that includes breach procedures
Enforcem ent: AG action. that includes Method elements, when pursuant to an personal info that pursuant to laws,

Penalties: Direct economic damages. personal info. Written, electronic either the name or internal info. individual or rules, regulations
or telephonic. the data elements security policy and commercial entity guidance or

Sum m ary: Requires individual or Security breach are not encrypted notification is does not own or guidelines

commercial entity that conducts business defined as Tim ing • S S # consistent with license shall give established by

in Delaware and that owns/licenses unauthorized Most expedient • State DL or ID # state timing notice to and primary or

computerized data that includes persoral acquisition o ' time possible w/o • account, credit requirements. cooperate with functional

Info, about resident of Delaware, when it unencrypter, unreasonable card or debit card U owner/licensee of state/federal

becomes aware of system security bn ach. computerized data delay consistent in combination with info, regarding any regulator: and

conduct in good faith reasonable and that compromises with law required system security notifies affected

prompt investigation to determine security. enforcement access/security breach immediately residents as per

likelihood that personal info, has been or confidentiality, or needs and other code or password following discovery maintained security

will be misused Notice shall be given as integrity of necessary of such, if misuse breach procedures

soon as possible to affected Delaware personal info measures, Excludes info. of personal info. when breach

residents if investigation determines that maintainod by publicly available occurred or is occurs.

misuse of info, has occurred or is individual or S ubstitu te  Trigger from federal, state reasonably likely lo

reasonably likely to occur. commercial entity. • cost exceeds or local occur. Cooperation
Good faith S75K. or government includes sharing

State agency security breaches included acquisition of • affects more than records. with owner or

in act via commercial entity' definition. personal info, by 100K people, or licensee info
an employee'agent • not enough info to relevant to breach

http //w.vwdelf.ode ‘ la te  cte ................. . of individual or provide written
/'nrti'V 1 .ImUToj'hlU 1 i ji* commercial entity elections or

for purposes of 
individual or 
commercial entity 
is net a system 
security breach, 
provided that 
personal info is not 
used or subject to 
furt! ?r 
unauthorized

telephonic notice

Substitu te  
Method 
Email, website 
posting and major 
statewide media 
notification

disclcsute
___________________L
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GENERAL INFO. COMPLIANCE NOTICES COVERED INFO
NOTICE

EXCEPTIONS

ADDITIONAL
NOTICE

REQUIRED

OTHER LAW 
EXCEPTIONS

Florida H 481 Person who Trigger Individual's first Delay for law 3rd Party Notice In com pliance
Sponsor: Waters (R) conducts business Unencrypted name, first initial enforcement Person who w ith  chapter's
Introduced: 03/08/05 in FL and personal info, was and last name, or Investigation. maintains security  breach
Enacted: 06/14/05 maintains or is reasonably any middle name computerized data no tifica tion
Act/Chapter Number: 2005-229 computerized data believed to have and Iasi name, in Notice not required including personal section  provided
Breach P rovis ions Effective: 07/01/05 that includes been acquired by combination with if determintion is info, on behalf of notice is made in
Enforcem ent: Dept, of Legal Affairs (AG) personal info. unauthorized any one or more of made, after another business accordance w th
action. person. followng data investigation or entity shall person’s policies or
Penalties: Administrative fine per breach Security breach elements when consultation w th disclose lo rules, regulations,
not to exceed S500K (S1K /day each day defined as unlawful Method data elements are law enforcement, business entity for procedures or
breach goes undisclosed up to 30 days, and unauthorized Written or not encrypted: that breach has not which info, is guidelines
thereafter S50K for each 30-day period or acquisition of electronic notice. •S S # or w ll not likely maintained any established by
portion thereof up to 180 days; if computerized data • Slate D Lor ID # result in harm to system security person's primary or
notification not made within 180 days. that materially Tim ing • account, credit individuals. breach as soon as functional federal
administrative fine up to S500K); failure to compromises Notice must be card or debit card # Determination must practicable, but no regulator if system
document 'notice not required' security. made n o  la t e r in combination with be documented in later than 10 days security breach
determination liable for administrative fine confidentiality, or t h a n  4 5  d a y s  from required writing and followng occurs.
up to S50K, integrity of determination of access/security maintained for 5 determination, if

personal info. breach unless code or password years. personal info was
Summary: Relates to undisclosed maintained by otherwise provided, or is reasonably
computer data security breaches. person. Good faith including law Excludes mfo. Safe harbor for believed to have

acquisition of enforcement needs publicly available providing method been acquired by

State agency security breaches included personal info, by or other necessary from federal. stat<- of notice pursuant unauthorized

via ' person’ definition., agency breaches of employee/ agent of measures. or local to an internal info. person (see statute
personal info in custody of gov. agency or person is not government security policy and for further info.
subdivision exempt from adminstrative security system Substitu te  T rigger records or wdely notification is regarding

sanctions ol act unless governmental breach, provided • cost exceeds distributed media consistent w th notification

agency or subdivision has entered into info, is not used for S250K or stale timing responsibility)
contract w th  contractor or 3rd-party purpose unrelated • affects more than requirements.
administrator to provide governmental to business or 500K people, or If notice required
services, at which point contractor or 3rd- subject to further • not enough info lo . ; more than

party administrator is responsible. unauthorized use provide written/ 1,000 persons at a
electronic notice. time, then also

Identity the ft measure also includes other must notify CR/

non-business identity theft related Substitu te of notice timing
provisions. Method distribution and

Email, website content
titft etc cnon n !<• it** n us laws i.iw . r posting and major
■' ro iv - r . ’ O K jf statewde media

notification
________________ L
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GENERAL INFO,

Georgia S 230 
S ponsor: Hamrick (R)
In troduced: 02/22/05
Enacted: 05/05/05
Act/Chapter Number: 163
Breach P rovis ions E ffective: 05/05/05
E nforcem ent: Act is silent.
Penalties: Act is silent.

Summary: Requires info, brokers give 
nolice to consumers of certain security 
breaches.

State agency security breaches not 
speci'ically addressed in act: governmental 
agercies whose records are maintained 
primarily for traffic safety, law enforcement, 
or licensing purposes are exempt from 
“info, broker' definition.

hilt, .7v.vw  leois a-i cr.-. Ic-c.S'TOOS OS.'/ver 
sions>.b230 AP l.n.

COMPLIANCE

Info, broknr that 
maintains 
computerized data 
including personal 
info. Info, broker 
defined as person or 
entity who for 
monetary fees/dues 
collects, assembles, 
evaluates, compiles, 
reports, transmits, 
transfers or 
communicates info, 
concerning 
individuals for 
primary purpose of 
furnishing to 
nonaffiliated 3rd 
parties.

Security breac h 
defined as 
unauthorized 
acquisition of 
individuals 
computerized data 
com romising 
security,
confidentiality, or 
integrity of 
individual s personal 
info maintained by 
info, broker. Good 
faith acquisition of 
personal info, by 
info broker 
employee/ agent for 
info broker 
purposes is not 
system security 
Lreach, provided 
personal info is not 
used/subject to 
unauthorized 
disclosure.

NOTICES

Trigger 
Unencrypted 
personal info, was 
or is reasonably 
believed to have 
been acquired by 
an unauthorized 
person.

M ethod 
Written or 
electronic notice.

T im ing
Most expedient 
time possible w/o 
unreasonable 
delay consistent 
with law 
enforcement 
needs or other 
necessary 
measures.

S ubstitu te  Trigger
• cost exceeds 
S250K, or
• affects more than 
500K people, or
• not enough info, 
to provide written 
or electronic notice

Substitu te  
Method 
Email, website 
posting and major 
statewide media 
notification.

COVERED INFO
NOTICE

EXCEPTIONS

ADDITIONAL
NOTICE

REQUIRED

OTHER LAW 
EXCEPTIONS

Individual's first Delay for law 3rd Party Notice None.
name or first initial enforcement Person that
and last name in Investigation maintains
combination with computerized data
any one/more of Safe harbor for on behalf of info,
following data providing notice broker, including
elements when pursuant to an personal info, nol
either name or data internal info. owned, shall notify
elements are not security policy and info, broker of any
encrypted or notification is security breach of
redacted. consistent with data immediately

• S S # state timing following discovery

• State DL # or ID# requirements. if personal info,

• account, credit was or is

card or debit card # reasonably

if usable w/out believed lo have

additional been, acquired by

identifying info,, unauthorized

access codes or person.

passwords
• account If notice required

passwords or for more than

personal ID #s or 10,000 persons at

other access codes a lime, then aiso

• any above items must notify CRAs

when not in of nolice timing,

connection with distribution and

individual's first content.

name or first initial
and last name if
info, compromised
would be sufficient
to perform or
attempt to perform
ID theft.

Excludes info.
publicly available
from fede'al, .’ate
or local
government
records I

The information contained in this document may be privileged and/or confidential II is tor Ihe use of the intended recipienl(s) only and is not lor distribution lo anyone i Ise
without the permission ol Ihe National Card Coalition II you are not Ihe intended recipient, any reproduction distribution or other use of tins document "■ strictly prohlbred
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GENERAL INFO. COMPLIANCE NOTICES COVERED INFO NOTICE
EXCEPTIONS

ADDITIONAL
NOTICE

REQUIRED

G . HER LAW 
EXCEPTIONS

Illino is  H 1633 Any data collector Trigger Individual's first Does NOT allow 3rd Party Notice None.
S ponsor: Madigan (D) that owns/licenses D iscovery o r name or first initial delay for law Data collector that
In troduced: 02/14/05 personal info. no tifica tion  of and last name in enforcement maintains
Enacted: 06/16/05 .cerning IL breach alone combination with Investigation. computerized data
Act/C hapter Number: 94-0036 dent. Data triggers notice any one or more of including personal
Breach P rov is ions E ffective: 01/01/06 jctor definition requirem ent; no following data Safe harbor for info, not owned
Enforcem ent: AG action, private right of includes financial fu rthe r standard elements when providing notice shall notify
action, institutions. articu la ted. either name or data pursuant to an information owner
Penalties: Enjomment; injunction,

Security breach
elements are not internal info. or licensee of any

restitution: revocation; forfeiture or Method encrypted or security policy and security breach of
suroension of a n y  license, charter, defined as Written or redacted notification is data immedia ly
franchise, certificate or other evidence of unauthorized electronic notice. • S S # consistent with following discovery
authority of to do business in state, civil acquisition of • State DL# or ID# state timing if personal info.
fine up to S50K per violation: additional fine computerized data Tim ing • account, credit requirements. was or is
up to S10K per violation against person compromising Most expedient card or debit card reasonably
over 65 years old; actual economic security, time possible w/o #, or account or believed to have
damages (punitive damages, injunctive confidentiality, or unreasonable credit card # in been acquired by
relief, and/or reasonable attorney's fees integrity of delay consistent combination with unauthorized
and costs), personal info, 

maintained by data
with law 
enforcement

required
access/security

person.

Sum m ary: Provides that any data collector collector Does not needs or other code or password
shall notify a resident if there has been a include good faith necessary
breach of the security of the system data, acquisition of measures. Excludes info.
without regard for whether the data has personal info, by publicly available
been accessed for legal or illegal data collector S ubstitu te  T rigger from federal, state
purposes. employee/agent • cost exceeds or local

for data collector's S250K, or government
State agency security breaches included legitimate purpose, • affects more than records.
in act via 'data collector" definition. provided personal 

info, is not used for
500K people, or 
• not enough info to

http Vwv.v. ii-_-a aov leoislation p*tb|« ;• Trvful 
It'-vf nsn'>Naine=J094-003iiSpnnl=triip

purpose unrelated 
to data collector's 
business or subject 
to further 
unauthorized 
disclosure.

provide written/ 
electronic notice.

S ubstitu te
Method
Email, website 
posting and major 
statewide media 
notification

a
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COVERED INFO NOTICE
ADDITIONAL OTHER LAW

GENERAL INFO. COMPLIANCE NOTICES EXCEPTIONS
NOTICE

REQUIRED
EXCEPTIONS

Louisiana S 205 Person that Trigger Individual's first Delay for law 3rd Party Notice In com pliance
Sponsor: Duplessis (D) conducts business Unencrypted or not name or first initial enforcement Agency/person that w ith  chapter for
Introduced: 04/15/05 in LA or owns or redacted personal and last name in Investigation. maintains financial institutions
Enacted: 07/12/05 licenses Info, was or is combination with computerized data subject to and in
Act/Chapter Number: 499 computerized data reasonably any one or more of Notice not required which includes compliance with
Breach P rovis ions E ffective: 01/01/06 that includes believed to have following data if, after reasonable personal info, not federal interagency

Enforcem ent: Private right o f action. personal info. been acquired by elements when investigation, owned shall notify banking guidance.

Penalties: Actual damages, based on an unauthorized name or data person or business information

rules to be promulgated by AG, Security breach person. elements are not determines that no owner/licensee of
defined as encrypted or reasonable any security breach

Summary: Database Security Breach compromise of Method redacted. likelihood of harm of data following

Notification Law. security, Written or •S S # lo customers. discovery if
confidentiality, or electronic. • State DL # personal info, was

State agency security breaches included. integrity of • account, credit Safe harbor for or is reasonably
computerized data Tim ing card or debit card # providing notice believed lo have

htto //wwwleois stalo la.us/billdata'sl?eamd that results in, or is Most expedient in combination with pursuant to an been acquired by

Gcument a&r>T’did=??0G93 reasonable basis lo time possible w/o required internal info. unauthorized
conclude has unreasonable access/security security policy and person.
resulted in, delay consistent code or password notification is
unauthorized with law consistent with
acquisition of and enforcement Excludes info. state timing
access to personal needs or other publicly available requirements.
info, maintained by necessary from federal, slate
agency/person measures. or local
Good faith government
acquisition of S uostitu tc  Trigger records
personal info, by • cost exceeds
agency/person S250K; or
employee/ agent • affects more than
for purposes of 500K people, or
agency/person is • not enough info to
not system security provide written/
breach, provided electronic notice.
that personal info
is not used for, or Substitu te
subject lo. Method
unauthorized Email, website
disclosure posting and major 

statewide media 
notification
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GENERAL INFO. COMPLIANCE NOTICES COVERED INFO NOTICE
EXCEPTIONS

ADDITIONAL
NOTICE

REQUIRED

OTHER LAW
EXCEPTIONS

Maine H 1180a
Sponsor: Pelletier-Simpson (D) 
In troduced: 05/12/05 
Enacted: 06/10/05 
Act/Chapter Number: 379 
Breach P rovis ions Effective: 01/31/06 
Enforcem ent: Appropriate stale regulator 
action for licensed/regulated info, brokers; 
AG action for all other info, brokers. 
Penalties: Up to S500 fine per violation up 
to S2.5K for each day information broker is 
in violation; equitable relief; enjoinment.

Summary: Requires info, broker engaged 
in business in Maine that is in possession 
of electronic data containing personal info, 
to disclose any unauthorized acquisition or 
suspected unauthorized acquisition of that 
personal info, to a person whose personal 
info, may have been acquired. Report due 
02/01/06 addressing business data 
security and security breaches.

State agency security breaches not 
specifically addressed in act, governmental 
agencies whose records are maintained 
primarily for traffic safety, law enforcement, 
or licensing purposes are exempt from 
"info, broker' definition Report due 
02/01/06 addressing security of information 
maintained by State Government.

u!li' 1 uinus slale me us'lc-qis/.r s'lom I.OM
i.Vncl.,9Ptih~-5l-:no.F i i . r i u l - i ' ,

:«  htm(fP1036 19755-j

Info, broker that 
maintains 
computerized data 
including personal 
info. Info, broker 
defined as person 
who for monetary 
fees/dues engages 
in business of 
collecting 
assembling, 
evaluating, 
compiling reporting, 
transmitting, 
transferring or 
communicating 
individual's info, for 
primary purpose of 
furnishing to 
nonaffiliated 3rd 
parties.

Security breach 
defined as 
unauthorized 
acquisition of 
individual's 
computerized data 
that compromises 
security,
confidentiality or 
integrity of 
individuals personal 
info, maintained by 
info, broker. Good 
faith acquisition of 
personal into, by 
info, broker 
employee cr agent 
for purposes of info, 
broker is nor system 
security breach if 
personal info is not 
used for or subject 
lo unauthorized 
disclosure.

Trigger
Personal info, was 
or is reasonably 
believed lo have 
been acquired by 
an unauthorized 
person.

Method 
Written or 
electronic.

Timing
Most expedient 
time possible w/o 
unreasonable 
delay consistent 
wilh law 
enforcement 
needs or other 
necessary 
measures.

Substitute Trigger
• cost exceeds 
S5K; or
• affects more than 
1000 people, or
• not enough info lo 
provide written/ 
electronic notice.

Substitute 
Method 
Email, website 
posting and major 
statewide media 
notification.

Individual's first 
name or first initial 
and Iasi name in 
combinatcn with 
any one or more of 
following data 
elements when 
name or data 
elements are not 
encrypted or 
redacted:
•SS#
• State DL# or ID#
• account, credit 
card or debit card # 
if usable w/oul 
additional 
identifying info., 
access codes or 
passwords
• account 
passwords or 
personal ID #s or 
olher access codes
• any above items 
when not In 
connection with 
individual's first 
name or first initial 
and last name, if 
info, compromised 
would be sufficient 
to perform or 
attempt to perform 
ID theft.

Excludes info, 
publicly available 
from government 
records or widely 
distributed media

Delay for law 
enforcement 
Investigation.

No safe harbor 
provision.

3rd Party Notice 
Person that 
maintains 
computerized data 
not owned on 
behalf of info, 
broker, and data 
includes personal 
info., shall notify 
info, broker of any 
data security 
breach following 
discovery if 
personal info, was 
or is reasonably 
believed to have 
been acquired by 
unauthorized 
person.

When security 
breach notification 
is required, info, 
broker must also 
notify appropriate 
state regulators 
within Dept, of 
Professional and 
Financial
Regulation, or AG 
i b r o k e r  not 

t by Dept.

n .required 
for i,.ore than
1,000 persons at a 
time, then info 
broker also must 
notify CRAs

None.
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GENERAL INFO.
NOTICE

ADDITIONAL
OTHER LAW

COMPLIANCE NOTICES COVERED INFO EXCEPTIONS
NOTICE

REQUIRED
EXCEPTIONS

M innesota H 2121 Person/business Trigger Individual's first Delay for law 3rd Party Notice Exempts from
S ponsor: Johnson J (R) that conducts Unencrypted name or first initial enforcement Person/business chapter financial
In troduced: 3/29/05 business in MN personal info, was and last name in Investigation. that maintains institutions as
Enacted: 06/02/05 and owns or or is reasonably combination with computerized data defined by US
Act/Chapter Number: 167 licenses any data believed to have any one or more of Safe harbor for including personal Code Title 15,
Breach P rovis ions Effective: 01/01/06 that includes been acquired by following data providing notice info, not owned section 6809(3),
Enforcem ent: AG action; private right of personal info. an unauthorized elements when pursuant to an shall notify GLBA Title V.
action. person. name or data internal info. information
Penalties: Investigation; injunction; civil Security breach elements is not security policy and owner/licensee of
penalties up to S25K; actual damages; defined as Method encrypted notification is any security breach
investigation costs; reasonable attorney's unauthorized Written or •S S  i i consistent with of data following
fees; other equitable relief. acquisition of electronic. • State DL# or ID// state timing discovery if

computerized data • account, credit requirements. personal info, was
Sum m ary: Requires businesses to notify compromising Tim ing card or debit card tt or is reasonably

persons whose personal info, has been security, Most expedient in combination with believed to have
disclosed to unauthorized persons. confidentiality, or time possible w/o required been acquired by

integrity of unreasonable access/security unauthorized

State agency security breaches are personal info. delay consistent code or password person.

addressed in enacted 2005 HF 225 maintained by with law
If notice required(Chapter 163). person/business. enforcement Excludes info

Good faith needs or other publicly available for more than 500

http //www revisor leq slate mn us/hin/firlp acquisition of necessary from federal, state persons at a time.

ub Dhp?rubtvpe=SI/dA/ CHAPSvear=20.0 personal info by measures. or local then also must
'iSchaoter-167 person/business government notify CRAs w ith in

employee or agent S ubstitu te  T rigger records 48 hours of nolice
for purposes of • cost exceeds timing, distribution
person/business is S250K; or and content.
not security system • affects more than
breach provided 500K people, or
personal info, is not • not enough info to
used or subject to provide written/
further electronic notice.
unauthorized
disclosure. Substitu te  

Method 
Email, website 
posting and major 
statewide media 
notification

it
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GENERAL INFO. COMPLIANCE NOTICES COVERED INFO
NOTICE

EXCEPTIONS

ADDITIONAL
NOTICE

REQUIRED

OTHER LAW 
EXCEPTIONS

Montana H 732 Person or business Trigger Individual s first Delay for law 3rd Party Notice None.
S ponsor: Roberts (R) that conducts Unencrypted name or first initial enforcement Person/business
In troduced: 02/15/05 business in MT personal info, was and last name in Investigation, but thal maintains
Enacted: 04/28/05 and owns or or is reasonably combination with law enforcement computerized data
Act/C hapter Number: 518 licenses believed to have any one or more of agency must including personal
Breach P rovis ions E ffective: 03/01/06 computerized data been acquired by following data specifically request info, not owned
Enforcem ent: AG action. that includes an unauthorized elements when notification delay. shall notify
Penalties: investigation; injunction, personal Info. person. name or data information
restrainment, voluntary compliance; civil elements are not Safe harbor for owner/licensee of
fines up to 51 OK. Security breach Method encrypted: providing notice any security breach

defines as Written, electronic • SS # pursuant io internal of data immediately
Sum m ary: unauthorized or telephonic. • State DL# or ID# info, security policy following discovery
Requires businesses to report a breach of acquisition of • account, credit that does not if personal info.
computer security. computerized data Tim ing card or debit card # unreasonably delay was or is

that materially Without in combination with notice. reasonably

State agency security breaches not compromises unrea~onable required believed to have

addressed in act. security, delay consistent access/security been acquired by
confidentiality or with law code or password unauthorized

Identity the ft measure also includes integrity of enforcement person.

provisions related to credit report blocks, personal info. needs nr other
Excludes info, If notice tocredit card solicitation/renewal protections. mainta'ned and necessary

and destruction of business records. causes or is measures. publicly available Montana resident
reasonably from federal, state implies individual

http //data opt state mt.us/hills/2005>'billhtml believed to cause Substitu te  Trigger or local may obtain report
/HB0752 htrii loss or injury to a • cost exceeds government from CRA. then

Montana resident. 
Good faith 
acquisition of 
personal info, by 
employee/agent of 
person/business 
for purposes of 
person/business is 
not data system 
security breach, 
provided personal 
info is not used or 
subject to further 
unauthorized 
disclosure
___________________L

S250K. or
• affects mere than 
500K people, or
• not enough info to 
provide written, 
electronic or 
telephonic notice.

Substitu te  
Method 
Email, website 
posting and major 
statewide media 
notification

records.

________  ___

business shall 
coordinate with 
CRA on timing, 
content and 
distribution of 
notice.
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GENERAL INFO. COMPLIANCE NOTICES COVERED INFO
NOTICE

EXCEPTIONS

ADDITIONAL
NOTICE

REQUIRED

OTHER LAW 
EXCEPTIONS

Nevada A la
S ponsor: Assembly Committee of the 
Whole
In troduced: 6/07/05
Enacted: 06/17/05
Act/Chapter Number: 6
Breach P rovis ions E ffective: 06/17/0^
Enforcem ent: N/A -see SB 347
Penalties: N/A -see SB 347

Sum m ary: Makes technical corrections to 
certain legislative measures relating to 
protection of Social Security numbers, 
drivers licenses, ID cards and financial 
account numbers; amends measures 
relating to discipline of medical licensees, 
payday loans, collection agencies, felony 
DUI sentencing and credit unions. Repeals 
enacted 2005 AB 334 (Chapter 486), 
Section 6, regarding business security  
breaches, and amends enacted 2005 SB 
347, Section 21, regarding "persona l 
In fo ." de fin ition .

http '/v.w.v leo state.iiv us^ndS neci.-il bills

N/A -see SB 347 N/A -see SB 347 Individual's first 
name or first initial 
and last name in 
combination with 
any one or more of 
following data 
elements when 
name and c ta 
elements are not 
encrypted:

■ S S # *
• State DL# or ID#
• account, credit 
card or debit card # 
in combination with 
required 
access/security 
code or password

(employer 
identification # 
included in Section 
21 of SB 347 as 
originally enacted 
is removed)

Excludes info, 
tha t is pub lic ly  
ava ilab le .

N /A-see SB 347 N/A -see SB 347 N/A -see SB 347

AR'AB 1 FN pdf
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GENERAL INFO.

Nevada S 347
Sponsor: Wiener (D)
Introduced: 3/25/05 
Enacted: 06/17/05 
Act/Chapter Number: 485 
B ieach P rovis ions E ffective: 01/01/06 
Enforcem ent: AG or county DA action. 
Penalties: Injunction: data collector may 
bring action against security breach 
perpetrator for damages/restitution.

Summary: Requires data collectors 
provide notification of any breach of 
security involving system data.

State agency security breaches are 
addressed in enacted 2005 AB 334 
(Chapter 4861

Identity the ft measure also includes 
provisions related to financial forgery 
laboratories, credit card issuer identity theft 
policies, protection and destruction of 
business records containing personal info., 
electronic data encryption, and identity 
theft penalties

http ■ /WWWIcq r t;d<- n. ir / -K) M lvS B /S B  
317_EN.pdf

COMPLIANCE

Data collector that 
owns or licenses 
computerized data 
which includes 
personal info. Data 
collector by 
definition includes 
financial institution.

Security breach 
defined as 
unauthorized 
acquisition of 
computerized data 
that materially 
compromises 
security, 
confidentiality or  
integrity of 
personal info, 
maintained by data 
collector. Does not 
include good faith 
acquisition of 
personal info, by 
employee/agent of 
data collector for 
data collector's 
legitimate ourpose. 
so long as personal 
info, is net used for 
purpose unrelated 
to data collector or 
subject to further 
unauthorized 
disclosure.

NOTICES

Trigger 
Unencrypted 
personal info, was 
or is reasonably 
believed to have 
been acquired by 
an unauthorized 
person.

Method 
Written or 
electronic.

Timing
Most expedient 
time possible w/o 
unreasonable 
delay consistent 
with law 
enforcement 
needs or other 
necessary 
measures.

Substitu te  Trigger
• cost exceeds 
S250K; or
• affects more th u i 
500K people, or
• not enough info to 
provide written/ 
electronic notice.

Substitu te
Method
Email, website 
posting and major 
statewide media 
notification

COVERED INFO

Individual's first 
name or first initial 
and last name in 
combination with 
any one or more of 
following data 
elements when 
name and data 
elements are not 
encrypted:
• SS or-employer 
identification-#
• State Di.# or ID#
• account, credit 
card or debit card tt 
in combination with 
required 
access/security 
code or password

(employer 
identification # 
removed •. ia 
amendments in AB 
1A)

Excludes info, that 
is publicly 
available

NOTICE
EXCEPTIONS

Delay for law 
enforcement 
investigation.

Safe harbor for 
providing notice 
pursuant to an 
internal info, 
security policy and 
notification is 
consistent with 
state timing 
requirements.

ADDITIONAL
NOTICE

REQUIRED

3rd Party Notice 
Data collector 
maintaining 
computerized data 
including personal 
info, data collector 
doesn't own must 
immediately notify 
information 
owner/licensee 
when treach is 
discovered if 
personal info, was 
or is reasonably 
believed to have 
been acquired by 
unauthorized 
person.

If notice required 
for more than
1,000 persons at a 
time, then also 
must notify CRAs 
of time notification 
is distributed and 
notification content,

OTHER LAW 
EXCEPTIONS

In com pliance 
w ith  chapter's 
security  breach 
no tifica tion  
section  for 
persons subject to 
and in compliance 
with GLBA.
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GENERAL INFO. COMPLIANCE NOTICES COVERED INFO
NOTICE

EXCEPTIONS

ADDITIONAL
NOTICE

REQUIRED

OTHER LAW
EXCEPTIONS

New Jersey A 4001 
Sponsor: Watson-Coleman (D) 
In troduced: 05/05/05 
Enacted: 09/22/05 
Act/C hapter Number: 2005-226.
Breach P rovis ions E ffective: 01/01/06 
Enforcem ent: AG action, private right of 
action.
Penalties: Injunction: civil penalties up to 
S10K for 1st offense and up to S20K for 
2nd and each subsequent offense: 
damages; reasonable attorneys' fees, filing 
fees and reasonable costs of suit.

Sum m ary: Requires notification of 
unencrypted personal info, da'a security 
breaches.

State agency security breaches included 
in act via “public entity' definition.

Identity the ft measure includes provisiuns 
related to identity theft related police 
reports and judicial determinations of 
factual innocence, identity theft victim 
database, security freezes, CRA's release 
of consumer's credit header info., business 
disposal of consumer's personal info., and 
SSN use restrictions

t tin  i/n\y.v n;if.'ri state ill uv?hQ4<Hills PI tv. 
i itm ‘

Business or public 
entity doing 
business in NJ that 
compile:, or 
maintains 
computerized 
records that include 
personal info.

Security breach 
defined as 
unauthorized 
access to electronic 
files, media or data 
containing personal 
info, that 
compromises 
security, 
confidentiality or 
integrity of peisonal 
info, when access to 
personal info, has 
not been secured by 
encryption or by any 
other method or 
technology thal 
renders personal 
info, unreadable or 
unusable. Good 
faith acquisition of 
personal info by 
employee/ agent of 
business fnr 
legitimate business 
purpose is not 
breach of security, 
provided peisonal 
into, is not used for 
purpose unrelated 
to business or 
subject to further 
unauthorized 
disclosure.

Trigger
Personal info, 'was 
or is reasonably 
believed to have 
been accessed by 
an unauthorized 
person.

Method 
Written or 
electronic.

Tim ng
Most expedient 
time possible w/o 
unreasonable 
delay consistent 
with law 
enforcement 
needs or other 
necessary 
measures,

Substitute Trigger
• cost exceeds 
S250K, or
• affects more tnan 
500K people, or

not enough info to 
provide written/ 
e'ectromc notice

Substitute 
Method 
Email, website 
posting and major 
statewide media 
notification,

Individual s first 
name or first initial 
and last name in 
combination with 
any one or more of 
following data 
elements.
•SS#
• State DL# or ID#
• account, credit 
card or debit card # 
in combination with 
required 
access/security 
code or password
• dissociated data, 
if linked, and 
means to link 
dissociated data is 
accessed in 
connection with 
access to 
dissociated data

Excludes personal 
info, made 
available to general 
public from federal, 
slate or local 
government 
records, or widely 
distributed media.

Delay for law 
enforcement 
investigation , but 
law enforcement 
agency must 
specifically request 
notification delay.

Notice not required 
if business or 
public entity 
establishes that 
misuse of info, is 
not reasonably 
possible.
Determination must 
be documented in 
writing and 
maintained for 5 
years.

Safe harbor for 
providing notice 
pursuant to an 
internal info 
security policy and 
notification is 
consistent with 
state requirements.

3rd Party Notice 
Business or public 
entity compiling or 
maintaining 
computerized 
records including 
personal info. or. 
behalf of unother 
business or public 
entity must 
immediately notify 
business or public 
e tity, who shall 
notify its NJ 
customers 'when 
breach is 
discovered, if 
personal info, was 
or is reasonably 
believed to have 
been accessed by 
unauthorized 
person

If notice required, 
must report to 
Division of State 
Police in
Department of Law 
and Public Safety 
prior to notifying 
customers

if notice required 
for more than
1,000 persons at a 
time, then also 
must notify CRAs 
of notices' timing, 
distribution and 
content

None.
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GENERAL INFO. COMPLIANCE NOTICES COVERED INFO NOTICE
EXCEPTIONS

ADDITIONAL
NOTICE

REQUIRED

OTHER LAW 
EXCEPTIONS

New Y ork C ity 0141-2004 Any person Trigger Includes all of the No safe harbor 3rd Party Notice None.
S ponsor: NYC Council Member required to be Personal identifying following data, provis ion. Person required to
In troduced : 02/04/04 licensed by info, was or is notwithstanding be licensed by
Enacted: 05/19/05 Department of reasonably believed method by which Consumer Affairs
Act/C hapter Number: Consumer Affairs. lo have been such information is Dept., or pursuant
Breach P rovis ions E ffective: 09/20/05 
E nforcem ent: NYC Commissioner civil

or pursuant to 
provisions of state

acquired by an 
unauthorized
norrnn

maintained 

• DOB
to provisions of 
state law enforced

action. law enforced by person.
• S S # by Dept, that

Penalties: Fine of not more than $500; Department, that Method • Slate DL or ID U maintains but does
civil penalty of $100 for each violation. owns/leases, or Wrillen, electronic • financial account, not own data that

maintains but does or telephonic. credit card, debit includes personal
Sum m ary: Requires businesses to notify not own, data that card, ATM tt or identifying info.
consumers in the event of a security includes personal Timing code must notify data
breach of personal identifying info. identifying info. As soon as • personal ID # owner, lessor or

practicable by • mother's maiden licensor when

Identity  the ft measure also includes Security breach method reasonable name security breach is

provisions related lo disposal of records defined as under the • comptr passwrd discovered, if

conta in ing consumer's personal info. unauthorized circumstances • elec. signature personal identifying
possession of * biometric data info, was or is

titti) //webdocs nvccouncil.info/tevtfilesdnt personal identifying Substitute Trigger reasonably

•,200141-20CW him info, that Disclosure is believed to have
compromises
security,

impracticable or 
inappropriate given

been acouired by 
unauthorized

confidentiality or 
integrity of such

circumstances of 
breach and victims’ 
identity.

person.

info. Good faith or Must immediately
inadvertent Substitute Method disclose to
possession of any Via mechanism of Department of
personal identifying licensee's choosing Consumer Affairs
info, by provided and police
employee/agent of mechanism is department any
licensee for reasonably largeled security breach
legitimate purposes lo individual in following discovery
of business of manner that does of such breach if
licensee shall not nol further such personal
constitute breach compromise identifying info, is
of security, integrity of personal 

info, disclosed and 
has been approved 
or is in compliance 
with rules 
promulgated, by 
Commissioner.

reasonably 
believed lo have 
been acquired by 
unauthorized 
person
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GENERAL INFO.

New York A 4254A 
Sponsor: Brennan (D)
Introduced: 02/09/05
Enacted: 08/09/05
Act/Chapter Number: 442
Breach P rovis ions E ffective: 12/07/05
Enforcem ent: AG action.
Penalties: Injunction; enjoinment, 
restrainment; actual damages, including 
consequential financial losses, if 
notification was not provided, if court 
determines violation occurred 
knowingly/recklessly, allowed civil penalties 
of greater of S5K or $10 per instance of 
failed notification up to S150K.

Summary: Requires any state agency or 
business which owns or licenses a 
computerized database which includes 
vulnerable personal info, shall disclose any 
breach of security of such system to any 
resident of New York stale whose 
unencrypted personal info, may fiave been 
acquired by an unauthorized person

Preempts local laws, ordinances and 
codes.

State agency security breaches 
addressed in Section 3 of act. See enacted 
2005 S 5827 (Chapter 491) for additional 
clarification.

l.ltD >‘a ssi mblv M I|r- ny uVI.’iL','frn~Af<4y .  
4&Sh=t

COMPLIANCE

Person or business 
that conducts 
business in NY and 
owns or licenses 
computerized data 
that includes 
personal info.

Security breach 
defined as 
unauthorized 
acquisition or 
acquisition without 
valid authorization 
of computerized 
data that 
compromises 
security.
confidentiality, or 
integrity of 
personal info, 
maintained by 
business. Good 
faith acquisition of 
personal info, by 
employee or agent 
of business for 
purposes of 
business is not a 
security breach, 
provided private 
info, is not used or 
subject to 
unauthorized 
disclosure

NOTICES

Trigger
Unencrypted private 
info, is reasonably 
believed to have 
been acquired by 
unauthorized 
person. See enacted 
2005S 5827 
(Chapter 491) for 
clarification.

Method
Written, telephonic, 
or electronic for 
person who has 
expressly consented 
to electronic notice. 
Log required for 
electronic/telephonic 
notice. S t a t u t e  
s p e c i f i e s  n o t ic e  
c o n t e n t .

Timing
Most expedient time 
possible w/o 
unreasonable delay 
consistent with law 
enforcement needs 
or other necessary 
measures.

Substitute Trigger
• cost exceeds 
S250K; or
• a ffec t more than 
500K people, or

not enough into to 
provide wntten. 
electronic or 
telephonic nolice

Substitute Method 
fm ail, website 
posting and major 
statewide media 
notification.

COVERED INFO

Private info, in 
combination with 
any one or more of 
following data 
elements, when 
either personal 
info, or data 
element Is not 
encrypted or 
encrypted with an 
encryption key that 
has also been 
acquired:

•SS#
• State DL# or ID#
• non-driver ID #
• account, credit 
card or debit card # 
in combination with 
recuired 
access/security 
code or password

Excludes info, 
publicly available 
from federal, stale 
or local 
government 
records

"Personal info." 
shall mean any 
info, concerning a 
natural person 
which, because of 
name, numoer, 
personal mark, or 
other identifier, can 
be used to identify 
such natural 
person

NOTICE
EXCEPTIONS

Delay for law 
enforcement 
Investigation.

No safe harbor 
p rovis ion.

ADDITIONAL
NOTICE

REQUIRED

3rd Party Notice 
Person or business 
maintaining 
computerized data 
including private 
info, not owned 
must immediately 
notify owner or 
licensee upon 
bmach discovery if 
private info, was or 
is reasonably 
believed lo have 
been acquired by 
unauthorized 
person.

If any notice 
required, AG 
Consumer 
Protection Board 
and Cyber Security 
and Critical 
Infrastructure 
Coord. Office must 
be notified of liming, 
distribution and 
content of notice 
and approximate 
number affected.

If nolice required for 
more than 5,000 
persons at a time, 
then also must notify 
CRAs of notice 
timing, distribution, 
content and 
approximate 
number of affected 
persons. CRA 
notification not 
lim itod to 3 major 
C R A s-AG  w ill 
compile CRA list.

OTHER LAW
EXCEPTIONS

None.
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GENERAL INFO. COMPLIANCE NOTICES COVERED INFO
NOTICE

EXCEPTIONS

ADDITIONAL
NOTICE

REQUIRED

OTHER LAW 
EXCEPTIONS

New York S 5827 
Sponsor: Fuschii'o (R)
Introduced: 36/19/05
Enacted: 08/09/05
Act/Chapter Number: *191
Breach P rovis ions Effective: 12/07/05
Enforcem ent: AG action.
Penalties: N/A -see  A 4254

Sum m ary: Makes technical changes to 
certain provisions of Info. Security Breach 
and Notification Act, clarifies definition of 
breach of security system, changes 
reference of person or ertity to state entity 
in Section 3, provides for telephone 
notification to affected persons and log of 
each notification; clarif.es awarding of 
damages.

http i assembly state (••• us-'i- j/?bn-S0?'ft2 
7&sh=t

N /A -se e  A 4254 Trigger
Such business may 
consider following 
factors, among 
others

(1) indications that 
into is in physical 
possession and 
control of un­
authorized person, 
such as lost or 
stolen computer or 
other device 
containing info., or

(2) indications that 
info has been 
downloaded or 
copied, or

(3) indications that 
info, was used by 
unauthorized 
person such as 
fraudulent 
accounts opened 
or instances of ID 
theft reported

N/A - see A 4254. N /A -se e  A 4254. N/A - see A 4254. N/A - see A 4254
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GENERAL INFO.

N orth Carolina S 1048 
S ponsor: Clodlelter (D)
In troduced: 03/24/05 
Enacted: 09/21/05 
A ct/Chapter Number: 2005-414.
B re i :h  P rovis ions Effective: 12/01/05 
E nforcem ent: AG action; private right of 
action limited to injured individuals. 
Penalties: Injunction; S5K civil penalty per 
violation, attorney fees; treble damages for 
injured consumer.

Sum m ary: Requires notification of 
personal info, security breaches.

State agency security breaches not 
addressed in act. "Business' definition 
specifically exempts state agencies.

Identity the ft measure also includes 
provisions related to security freezes 
business disposal of consumer's personal 
info . and SSN use restrictions

1 ttn Vv.wvr n.Jeci net'Sc-"-;ic iv. CO ‘ - 1'- 
v' atedlTMl :"'104Fvr, html

COMPLIANCE

Business that owns 
or licenses personal 
info, of NC residents 
or business that 
conducts business 
in NC that 
owns/licenses 
personal info, in any 
form whether 
com puterized, 
paper, othorwise.

Security breach is 
defined as 
unauthorized 
access to and 
acquisition of 
unencrypted & 
unredacted records 
or data (or 
encrypted records/ 
data along with 
confidential 
process/key) 
containing personal 
info, where illegal 
use has occurred or 
is reasonably likely 
to occur or that 
creates material risk 
of harm lo 
consumer, Good 
faith acquisition of 
personal info by 
employee/agent of 
business for 
legitimate purpose 
is not security 
breach, provided 
that personal info is 
not used for 
purpose othor than 
lawful business and 
is nol subject lo 
further unauthorized 
disclosure

NOTICES

Trigger
Personal info, was 
acquired by 
unauthorized person 
where illegal use of 
personal info, has 
occurred r r  is 
reasonably likely to 
occur or that creates 
material risk of harm 
to consumer,

Method
Written, telephmic 
or electronic for 
person who has 
expressily 
consented to 
electronic notice. 
Statute specifies 
notice content.

Timing
Mosl expedient time 
possible w/o 
unreasonable delay 
consistent with !a’ -• 
enforcement nee:s 
or other necessary 
measures

Substihile Trigger
• cost exceeds 
S250K. or
• affects moru than 
500K people or
• not enough info to 
provide written, 
electronic or 
telephonic notice

Substitute Method 
Email, website 
posting and major 
statewide media 
notification

COVERED INFO

Individual's first 
name or first initial 
and last name in 
combination with 
identifying into as 
defined in G.S. 14- 
113.20(b)
•S S  tt 
•S tate DL#
• Checking, savings, 
ere Jit/debit card #s
• PIN code
• biomePic data
• fingerprints
• digital signature
• passwords
• electronic ID #s, 
email names or 
addresses, Internet 
account numDers or 
identification names 
parent's legal 
surname prior to 
marriage, or 
password if it would 
permit access to 
person's financial 
account or 
resources.

Excludes personal 
info available to 
general public from 
federal, state or 
local government 
records and 
publicly available 
directories 
containing info 
individual has 
voluntarily 
consented to have 
publicly 
disseminated

NOTICE
EXCEPTIONS

Delay for law 
enforcement 
investigation, 
provided law 
enforcement 
agency delay 
request is made in 
wntir i  or business 
documents such 
request
contemporaneously 
in writing, including 
name of law 
enforcement officer 
making request 
and officer's law 
enforcement 
agency engaged in 
investigation

No safe harbor 
p rov is ion .

ADDITIONAL
NOTICE

REQUIRED

3rd Party Notice 
Business that 
maintains or 
processes 
records/data 
including personal 
info, on behalf of 
personal info, 
owner or licensee 
must immediately 
notify owner or 
icensee upon 
breach discovery 
consistent with law 
enforcement 
needs

If notice required 
for more than
1,000 persons at a 
time, then also 
must notify AG s 
office and CRAs of 
notice timing, 
distribution and 
content

OTHER LAW 
EXCEPTIONS

In com pliance 
w ith  ac t’s 
security  breach 
section for
financial institutions 
subject to and in 
compliance with 
federal interagency 
banking guidance.
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NOTICE
ADDITIONAL

OTHER LAW
GENERAL INFO. COMPLIANCE NOTICES COVERED INFO EXCEPTIONS

NOTICE
REQUIRED

EXCEPTIONS

North Dakota S 2251 Any person that Trigger Individual's first Delay for law 3rd Party Notice In com pliance
Sponsor: Trenbeath (R) conducts business Unencrypted name or first initial enforcement Person that w ith  chapter for
In troduced: 01/17/05 in ND and owns or personal info, was and last name in Investigation. maintains financial institutions
Enacted: 04/22/05 licenses or is reasonably combination with computerized data subject to,
Act/C hapter Number: 447 computerized data believed to have any one or more of Safe harbor for including personal examined for, and
Breach P rovis ions Effective: 06/01/05 that includes been acquired by following data providing notice info, on behalf of in compliance with

Enforcem ent: AG action; private right of personal info. an unauthorized elements when pursuant to an personal info. federal interagency

action. person. name and data internal info. owner or licensee banking guidance.

Penalties: Investigation; injunction: Security breach is elements are not security policy and must immediately

restrainment; civil penalties of S1-5K per defined as Method encrypted notification is notify owner or

violation; damages and adjudicative unauthorized Written or • SS# consistent with licensee upon

proceeding/hearing costs, treble damages. acquisition of electronic. • State DL# or ID# state timing breach discovery, if
computerized data • account, credit requirements. personal info, was

Sum m ary: Requires disclosure to when access to Tim ing card or debit card # o ris  reasonably

consumers of a breach in security by personal info, has Most expedient in combination with believed to have

businesses maintaining personal not been secured time possible w/o required been acquired by

identifying info, in electronic form. by encryption or unreasonable access/security an unauthorized
any other method delay consistent code or password person.

State agency security breaches no! or technology that with law •D O B
addressed tn act. renders electronic enforcement • mother's maiden

files, media, or needs or other name
http /'WWW leqis nd qownsfiemblV'T’S- data bases necessary • employee ID #
2005 scssion- unreadable/ measures. • electronic
Liws/doeuments/SAL ES ndWCHAPTER4.tr unusable. Good- signature

faith acquisition of Substitu te  T rigger
personal info, by • cost exceeds

Excludes infoemployee/agent of S250K; or
person is not a • affects more than publicly available
system security 500K people; or from federal, state
breach if personal • not enough info to or local
info is not used or provide wntten/ government
subject to further electronic notice. records.
unauthorized
disclosure. Substitu te 

Method 
Email, website 
posting and major 
statewide media 
notification.
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GENERAL INFO.

Ohio H 104 
S ponsor: Martin (R)
In troduced : 03/01/05
Enacted: 11/17/05
A ct/C hapter Num ber: 43
Breach P rovis ions E ffective: 02/17/06
Enforcem ent: AG action.
Penalties: Investigation, restrainment, 
injunction; costs: civil penalties for 
intentional/reckless noncomplianoe of 
$1K/day up to 60 days of noncompliance. 
55K/day after 60 days, and $10K/day after 
90 days.

Sum m ary: Requires disclosure to 
consumers of a breach in security by 
businesses maintaining personal 
identifying info, in electronic form.

Preem pts all rules, regulations, 
resolutions, codes, and ordinances of all 
counties, municipal corporations, 
townships, and agencies of counties, 
municipal corporations, and townships.

State agency security breaches 
addressed in Section 1. Subsection 
1347.12, of act.

iiitp //'.w.vz l-'u.itatun:- s i.i’r- oh us hit's 1 I'" ' 
ID -136 HR 104

COMPLIANCE

Person that 
conducts business 
in OH and owns or 
licenses
computerized data 
that Includes 
personal info.

Security breach is 
defined as 
unauthorized 
access to and 
acquisition of 
computerized data 
that compromises 
security or 
confidentiality of 
personal info, 
owned/licensed by 
person and that 
causes, reasonably 
is believed to have 
caused, or 
reasonably is 
believed will cause 
material risk of ID 
theft or other fraud 
to person or 
property of resident 
of state. Good-faith 
acquisition of 
personal info by 
employee/agent of 
person is not a 
system security 
breach if personal 
info, is not uspd or 
subject to further 
unauthorized 
disclosure

NOTICES

Trigger 
Unencrypted, 
unredacled, or altered 
lo be unreadable 
personal in lo. was or 
Is reasonably 
believed lo have been 
accessed/acquired by 
unauthorized person,
If such causes or 
reasonably is 
believed will cause 
material risk of ID 
theft or other fraud lo 
resident
Method
Written, electronic (it 
primary method of 
communication), 
telephonic, or via 
contract provision that 
doesn't conflict with 
any sect'on provision.
Timing
No later than 45 
days from broach 
discovery or 
notification and 
within most expedient 
lime possible 
consistent with law 
enforcement needs or 
other necessary 
measures
Substitute Trigger
• cost exceeds 
S250K; or
• affects more than 
500K people, or
• not enough info lo 
provide written/ 
electronic notice
Substitute Mothuu 
Email, website 
postmg oiid specified 
major statewide 
media notification

COVERED INFO

Individual’s first 
name or first initial 
and last name in 
combination with 
and linked to any 
one or more of 
following data 
elements, when 
duta elements are 
not encrypted, 
redacted, or altered 
by any method or 
technology in such 
manner that data 
elements are 
unreadable:

•SS#
• State DL# or ID#
• account, credit 
card or debit card # 
in combination with 
and linked to 
required 
access/security 
code or password

Excludes info, 
publicly available 
from federal, state 
or local 
government 
records, or 
specified media 
that are widely 
distributed.

NOTICE
EXCEPTIONS

Delay for law 
enforcement 
Investigation.

No safe harbor 
provis ion.

ADDITIONAL
NOTICE

REQUIRED

3rd Party Notice 
Person that is 
custodian or stores 
computerized data 
including personal 
info, shall notify 
owner or 
governmental 
entity of any 
system security 
breach in 
expeditious 
manner, if personal 
info, was or 
reasonably is 
believed to have 
been, accessed 
and acquired by 
unauthorized 
person and if such 
causes or 
reasonably is 
believed will cause 
material risk of ID 
theft or other fraud 
to resident.

If notice required 
for more than
1,000 persons at a 
time, then also 
must notify CRAs 
of notice timing, 
distribution and 
content.

OTHER LAW 
EXCEPTIONS

Exempts from 
act's  security 
breach 
no tifica tion  
section  any 
financial institution, 
trust company, or 
credit union or any 
affiliate of financial 
institution, trust 
company, or credit 
union that is 
required by federal 
law, including, but 
not limited to, any 
federal statute, 
regulation, 
regulatory 
guidance, or other 
regulatory action 
to notify its 
customers of 
information security 
breach with respect 
to information 
about those 
customers and that 
is subject to 
examination by its 
functional 
government 
regulatory agency 
for compliance with 
the applicable 
federal law
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GENERAL INFO.

Pennsylvania S 712 
Sponsor: Wonderling (R)
In troduced: 06/03/05 
Enacted: 12/22/05 
Act/Chapter Number: 2005-94 
Breach P rovis ions Effective: 06/20/06 
Enforcem ent: AG action; private right of 
action.
Penalties: Civil penalhes of S1-5K per 
violahon; actual damages, treble damages; 
reasonable costs and attorney fees.

Summary: Provides for the notification of 
residents whose personal information data 
was or may have been disclosed due to a 
security system breach ''elates to data 
that materially comprom s the security or 
confidentiality of personal information 
Imposes penalties. Allows telephonic 
notice under certain circumstances. 
Requires notice of the breach if encrypted 
information is accessed in an unencrypted 
form Relates to vendor notification 
regarding breach of a security system

Preempts all rules, regulations, codes 
statutes or ordinances of all cities, 
counties, municipalities and other local 
agencies within Commonwealth regarding 
matters expressly set forth in Act.

State agency security breaches included 
m act via "entity" definition.

'in //wu.v.v lev us r-inh- j<n ir. W i ' tT I  I HI H 
12005.; Q'SBQ?t2P 14 lO jjj jf

COMPLIANCE NOTICES COVERED INFO
NOTICE

EXCEPTIONS

ADDITIONAL
NOTICE

REQUIRED

OTHER LAW
EXCEPTIONS

Entity that conducts 
business in PA and 
maintains, stores or 
manages
computerized data 
that includes 
personal info.

Security breach is 
defined as 
unauthorized 
access and 
acquisition of 
computerized data 
that materially 
compromises 
security or 
confidentiality of 
personal info, 
maintained by entity 
as part of database 
of personal info 
regarding multiple 
individuals and that 
causes or entity 
reasonably believes 
has caused or will 
cause loss/injury to 
any state resident 
Good faith 
acquisition of 
personal info, by 
entity employee or 
agent for purposes 
of entity is no! 
system security 
breach it personal 
info, is not used for 
purpose other than 
lawful purpose of 
entity and is not 
subject to further 
unauthorized 
disclosure

Trigger
Unencrypled or 
unredacled personal 
info, was or is 
reasonably believed 
to have been 
accessed/acquired 
by unauthorized 
person.

Method
Written, telephonic 
(if customer can 
reasonably expect 
lo receive and 
specified info, is 
provided), or email 
(prior business 
relationship only).

Timing
Notice shall be 
made without 
unreasonable delay, 
except for law 
enforcement 
investigation delay 
or in order to take 
any measures 
necessary to 
determine scope of 
breach and to 
restore data 
system's reasonable 
integrity.

Substitute Trigger
• cost exceeds 
S100K: or
• affects more than 
175K people, or
• no sufficient 
contact info.
Substitute Method 
Email, website 
posting and major 
statewide media 
notification.

Individual's first 
name or first initial 
and last name in 
combination with 
any one or more of 
following 
unencrypted or 
unredacted data 
elements
• SS#
• State DL# or ID#
• account, credit 
card or debit card # 
in combination with 
required 
access/security 
code or password

Excludes info, 
publicly available 
from federal, state 
or local 
government 
records.

Delay for law 
enforcement 
agency
investiga tion  if
agency determines 
and advises enlity 
in writing.

Safe harbor for 
providing notice 
pursuant to an 
internal info, 
security policy and 
notification is 
consistent with 
Act s notification 
requirements.

3rd Party Notice 
Vendor that 
maintains, stores 
or manages 
computerized data 
on behalf of 
another entity shall 
provide notice of 
any system 
security breach 
following discovery 
by vendor to entity 
on whose behalf 
vendor maintains, 
stores or manages 
data. Entity shall 
be responsible for 
making
determinations and 
discharging any 
remaining duties 
under Act.

If notice required 
for more than
1,000 persons at a 
ume, then also 
must notify CRAs 
of notice timing, 
distribution and 
number.

In com pliance 
w ith  act for
fmancal institutions 
subject to and in 
compliance with 
federal interagency 
banking notification 
guidance, or entity 
in compliance with 
notification 
requirements 
pursuant to rules, 
regulations, 
procedures or 
guidelines 
established by 
entity's primary or 
functional Federal 
regulator.
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GENERAL INFO. COMPLIANCE NOTICES COVERED INFO
NOTICE

EXCEPTIONS

ADDITIONAL
NOTICE

REQUIRED

OTHER LAW
EXCEPTIONS

Rhode Is land H6191A 
Sponsor: Gemma (D)
In troduced: 03/09/05
Enacted: 07/10/05
Act/C hapter Number: 225
Breach P rovis ions E ffective; 03/01/06
Enforcem ent: AG action.
Penalties: Civil fines of not more than 
S100 per occurrence up to S25K.

Sum m ary: Requires disclosure of 
computerized unencrypted personal info, 
data security breaches.

State agency security breaches included 
in act.

hllp //www riltn slate ri us/Publicl.aws/lawO 
5/law05225 htm

Any state agency 
or person doing 
business in RI that 
owns, maintains or 
licenses
computerized data 
that includes 
personal info.

Security breach is 
defined as 
unauthorized 
acquisition of 
unencrypted 
computerized data 
compromises the 
security, confidentia 
lity, or integrity of 
personal info, 
maintained by state 
agency or person. 
Good faith 
acquisition of 
personal info, by 
employee/agent of 
agency/person for 
purposes of 
agency/person is 
not system security 
breach, provided 
personal Info, is 
not used or subject 
to further 
unauthorized 
disclosure.

Trigger 
Unencrypted 
personal info, was 
or is reasonably 
believed to have 
been acquired by 
an unauthorized 
person or person 
without authority to 
acquire said info., 
and such breach 
poses significant 
risk of ID theft.

Method 
W'itten or 
electronic.

Timing
Most expedient 
lime possible w/o 
unreasonable 
delay consistent w/ 
law enforcement 
needs or other 
necessary 
measures.

Substitute Trigger
• cost exceeds 
S25K. or
• affects more than 
50K people, or
• not enough info to 
provide witten/ 
electronic notice,

Substitute 
Method 
Email, website 
posting and major 
statewide media 
notification.

Individual’s first 
name or first initial 
and last name in 
combination with 
any one or more of 
following oata 
elements when 
either name or data 
elements are not 
encrypted:
•SS#
• State Dl# or ID#
• account, credit 
card or debit card,/ 
in combination with 
required 
access/security 
code or password

Does no t exclude 
info, that is publicly 
available,

Delay for law 
enforcement 
Investigation.

Notification not 
required if after 
appropriate 
Investigation or 
after consultation 
with relevant 
federal, state, or 
local law 
enforcement 
agencies, 
determination is 
made that breach 
has not and will not 
likely result in 
significant risk of 
ID theft to 
individuals whose 
person,. • info has 
been acquired.

Safe harbor for 
providing nolice 
pursuant to an 
internal info, 
security policy and 
notification is 
consistent with 
state timing 
requirements.

3rd Party Notice 
State agency or 
person that 
maintains 
computerized 
unencripted data 
including personal 
info, that state 
agency or person 
does not own shall 
notify owner or 
licensee of info, of 
'my data security 
breach which 
poses significant 
risk of ID theft 
immediately 
following discovery, 
if personal info, 
was oris 
reasonably 
believed to have 
been acquired by 
unauthorized 
person.

In com pliance 
w ith  chapter's 
security  breach 
no tifica tion  
requirem ents for 
any person that 
maintains security 
breach procedure 
pursuant to rules, 
regulations, 
procedures or 
guidelines 
established by 
primary or 
functional 
regulator, as 
defined in 15 USC 
6809(2) and 
provides notice in 
accordance thereto 
when breach 
occurs.

In com pliance 
w ith  chapter for
financial institutions 
or their affiliates 
subject lo, 
examined for, and 
in compliance with 
federal interagency 
banking guidance.
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GENERAL INFO.

Tennessee S 2220 
Sponsor: Herron (D)
In troduced: 02/17/05
Enacted: 06/10/05
A ct/C hapter Num ber: 473
Breach P rov is ions E ffective: 07/01/05
Enforcem ent: AG action, private right of
action.
Penalties: Injunction; restrainment, 
enjoinment; civil penalties of whichever of 
following is greater: S10K, $5K/day for 
each day person's ID has been assumed, 
10 times amount obtained or attempted to 
be obtained by person using ID theft, civil 
penalties up to S5K per knowing and willful 
violation: attorneys' fees and costs; 
damages, including treble.

Sum m ary: Requires persons, businesses 
or governmenl agencies that discover a 
breach of info, security resulting in 
disclosure of unencn'oted personal info, 
about persons to unauthorized third parties 
to provide notice of such disclosure.

State agenc» security breaches included 
in act via "in. r  holder" definition.

http //www legislature slate In u? 'tills r air- 
ntqa/C hapleu'PC047? fjJj

COMPLIANCE

"Info, holder" 
(person or 
business) that 
conducts business 
in TN and owns or 
licenses
compulerized data 
that includes 
personal info.

Security breach is 
defined as 
unauthorized 
acquisition of 
unencrypted 
computerized data 
that materially 
compromises 
security,
confidentiality, or 
integrity of 
personal info, 
maintained by info, 
holder. Good faith 
acquisition of 
personal info by 
employee/ agent of 
info, holder for 
purposes of info, 
holder is not 
system security 
breach, provided 
personal info, is not 
used or subject to 
further
unauthorized
disclosure.

NOTICES

Trigger 
Unencrypted 
personal info, was 
or is reasonably 
believed to have 
been acquired by 
an unauthorized 
person,

Method 
Written or 
electronic.

T im ing
Most expedient 
time possible w/o 
unreasonable 
delay consistent 
with law 
enforcement 
needs or other 
necessary 
measures.

Substitu te  Trigger
• cost exceeds 
S250K, or
• affects more than 
500K people, or
• not enough info to 
provide written/ 
electronic notice.

Substitu te 
Method 
Email, website 
posting and major 
statewide media 
notification.

COVERED INFO

Individual's first 
name or first initial 
and last name in 
combination with 
any one or more of 
following data 
elements when 
either name or data 
elements are not 
encrypted:

•SS#
• State DL #
• • account, credit 
card or debit card # 
in combination with 
required 
access/security 
code or password

Excludes info, 
publicly available 
from federal, slale 
or local 
government 
records.

NOTICE
EXCEPTIONS

Delay for law 
enforcement 
Investigation.

Safe harbor for 
providing notice 
pursuant to an 
internal info, 
security policy and 
notification is 
consistent with 
state timing 
requirements.

ADDITIONAL
NOTICE

REQUIRED

3rd Party Notice 
Info, holder that 
maintains 
computerized data 
including personal 
info, not owned 
shall notify owner 
or licensee of info 
of any data security 
breach if personal 
info, was or is 
reasonably 
believed lo have 
been acquired by 
unauthorized 
person.

If notice required 
for more than 
1,000 persons at a 
time, then also 
must notify CRAs 
of notice timing, 
distribut'on and 
content.

OTHER LAW 
EXCEPTIONS

Exempts from 
chapter financial 
institutions subject 
to GLBA Title V.
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GENERAL INFO.

Texas S 122 
S ponsor: Hinojosa (D)
In troduced: 01/11/05
Enacted: 06/17/05
Act/C hapter Number: 294
Breach P rovis ions E ffective: 09/01/05
Enforcem ent: AG action.
Penalties: Restrainment; injunction; civil 
penalties of S2-50K per violation, 
reasonable expenses, attorney's fees 
court and investigatory costs.

Sum m ary: Requires notification of 
unencrypted computerized personal info, 
data security breaches.

State agency security breaches nol 
addressed in act.

Identity the ft measure also indue js 
provisions requiring businesses 
protect/safeguard any personal identifying 
info, collected/maintained, and to 
implement/maintain reasonable 
procedures, including taking any 
appropriate corrective action to prevent 
unlawful use of any personal identifying 
info, (exempts financial institutions as 
defined by 15 U.S.C. Section 6809(3).

"Mr /w.v.v cut tol s ta le f> uV' 
Lmftt'/textframe cmd*?LFG-75RSESS-R& 
' .HAM hi r-:-h,.c.HILLTYt-T-b>.BIl t SUI I IX

COMPLIANCE

Person that 
conducts business 
in TX and owns or 
licenses
computerized data 
that includes 
sensitive personal 
info.

Security breach is 
defined as 
unauthorized 
acquisition of 
computerized data 
that compromises 
security,
confidentiality, or 
integrity of 
sensitive personal 
info maintained by 
person Good faith 
acquisition of 
sensitive personal 
info, by employee 
agent of person or 
business for 
purposes of person 
is not system 
security breach 
unless sensitive 
personal info, is 
used or disclosed 
by person in 
unauthorized 
manner

NOTICES

Trigger
Sensitive personal 
info, was or is 
reasonably 
believed lo have 
been acquired by 
an unauthorized 
person.

Method 
Written or 
electronic.

Timing 
As quickly as 
possible consistent 
with law 
enforcement 
needs or other 
necessary 
measures.

Substitute Trigger
• cost exceeds 
S250K; or
• affects more than 
500K peoole. or
• not enough info to 
provide vvritten/ 
electronic notice

Substitute 
Method 
Email website 
posting and major 
statewide media 
notification.

COVERED INFO

Individual's first 
name or first initial 
and last name in 
combination wth 
any one or more of 
following I'ems, if 
name and items 
are not encrypted:
•SS#
• State DL# or ID#
• account, credit 
card or debit card # 
in combination with 
required 
access/security 
code or password

Excludes info, 
publicly available 
from federal, slate 
or local 
government 
records.

NOTICE
EXCEPTIONS

Delay for law 
enforcement 
Investigation.

Safe harbor for 
providing notice 
pursuant to an 
internal info, 
security policy and 
notification is 
consistent with 
state timing 
requirements.

ADDITIONAL
NOTICE

REQUIRED

3rd Party Notice 
Person that 
maintains 
computerized data 
including sensitive 
personal info, not 
owned shall notify 
owner or licensee 
of info, of any data 
security breach if 
sensitive personal 
info, was or is 
reasonably 
believed to have 
been acquired by 
unauthorized 
person.

If notice required 
for more than
10,000 persons at 
a time, then also 
must notify CRAs 
of notice timing 
distribution and 
contem

OTHER LAW 
EXCEPTIONS

None.
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NOTICE
EXCEPTIONS

ADDITIONAL
OTHER LAW 
EXCEPTIONSGENERAL INFO. COMPLIANCE NOTICES COVERED INFO NOTICE

REQUIRED

W ashington  S 6043 Person or business Trigger Individual’s i rst Delay for law 3rd Party Notice None.
S p o n so r: Brandland (R) that conducts Unencrypted name or first initial enforcement Person or business
In troduced: 2/24/05 business in WA personal info. wac a. id last name in investigation . that maintains
Enacted: 05/10/05 and owns or or is reasonably combination with (.-.•mputerized data
A ct/C hapter N um ber: 368 licenses believed to have any one or more of Notice not required including personal
B reach P rov is ions Effective: 07/24/05 computerized data been acquired by following data for technical info, not owned
Enforcem ent: Private right of action. that includes an unauthorized elements when breach not shall notify owner
P enalties: Damages; enjoinment. personal info. person. either name or data reasonably likely to or licensee of info.

elements are not subject customers of any data security
Sum m ary: Requires disclosure of any Security breach is Method encrypted to risk of criminal breach if personal
breach of security of a system following defined as Written or • SS # activity. info, was or is
discovery by any agency or business who unauthorized electronic. • State DL# or ID#

Safe harbor for
reasonably

computerizes data that includes personal acquisition of • account, credit believed to have
info, to the resident of this state whose computerized data Tim ing card or debit card # providing nolice been acquired by
unencrypted personal info, was, or is that compromises Most expedient in combination with pursuant to an unauthorized
reasonably believed to have been, security. time possible w/out required internal info. person.

acquired by an authorized person. confidentiality', or unreasonable access/security security policy and
integrity of delay,consistent code or password notification is

S tate agency  security breaches personal info. with law consistent with
addressed in Section 1 of act maintained by enforcement

Excludes info.
state timing

person/ tusiness. needs or other requirements.
httn 7www h.-n ;..i nov oub/billinto/r/OOf- Good faith necessary publicly available 

from federal, staleOn Prif/BiIIs 'S i.• >sionr ./01 .i«/.?0?0QS 604 acquisition of measures.
VS t,I odf personal info, by or local

employee/agent of 
person/business 
for purposes of 
person/business is 
not system seci n'y 
breach when 
personal info is not 
used or subject to 
further
unauthorized
disclosure.

S ubstitu te  T rigger
• cost exceeds 
S250K, or
• affects more than 
500K people, or
• not enough info lo 
provide wnlten/ 
electronic notice

S ubstitu te
Method
Email, website 
posting and major 
statewide media 
notification.

government
records.
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♦
Comparison of State Security Breach Notification Laws

Stale Entities Covered In form ation Covered Notification Requirements Further Duties Enforcement Exemptions Private 
Right of 
Action

A i Kansas

Commercial, 
charitable, educational, 

or nonprofit entities 
including state agencies

Personal information: 
Name •+ SSN, DL, account 

number/identifier with 
access code, medical 

information

Not’ fication without 
unreasonable delay lo 

individuals whose unencrypted 
computerized data containing 
personal information breached 

i f  entity suffering breach 
determines breach presents a 
reasonable likelihood o f  humt 

to customers.

None State AG Does not apply to 
entity regulated by 
state or federal law 

that provides greater 
protection lo personal 

information

No

C aliforn ia
Any person, 

government agency or 
business that owns or 
licenses computerized 

data containing 
personal information

Personal information: 
Name + SSL. DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached

None Stale AG None Yes

Con necticut
Persons who conduct 
business in the state 
that owns or licenses 
computerized data 

containing personal 
information

Personal information: 
Name - SSN, DL, account 

number/identifier w ith 
access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information bleached

Nolle State AG None

1
i

No
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Stale (Entities Covered Inform ation Covered Notification Requirem ents F urther Duties Enforcem ent Exem ptions Private 
Right of 
Action

Delaware

Persons who comluct 
business in the siate 
tlial owns or licenses 
computerized data 

containing personal 
information

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code, medical 

information

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 

personal information breached

Must promptly provide 
written notification o f  the 
nature and circumstances 

o f  breach to Consumer 
Protection Division of 

the Department o f Justice

Stale AG, Consumer 
Protection Die ision 

o f  the Department o f 
Justice

Does not apply lo 
entity regulated by 
state or federal law 

that provides greater 
protection to personal 

information

Yes, treble 
damages 

plus 
attorney

fees

Florida

1

Persons who conduct 
business in the state 

and maintains 
computerized data 

containing personal 
information

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code

Notification within 45 days 
following discovery o f  breach 

lo individuals whose 
unencrypted computerized data 

containing personal 
information breached. 

Notification not required if 
after consultation with 

federal slate/local agencies 
responsible for law 

enforcement, business 
determines harm to consumers 
not likelv as a result o f  breach

Entity suffering breach 
must coordinate with 

CRAs if breach includes 
information on at least 

1,000 individuals

Department o f Legal 
Affairs. Penalties for 

non-notification 
increase with time 

since security breach

None No

Georgia Information brokers Personal information: 
Name * SSN DL. account 

number identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 

personal information breached

Ent..y suffering breach 
must coordinate with 

CRAs i f  bieacli includes 
information on at least 

lo.ooo individuals

State AG None No

1.13 A A R P  lub lic 1’o lic% Instilulc I’iiiic  2 o f  '>



4

Stale Emilies Covered In fo rm ation  Covered

i ■

N otifica tion Rei|iiircm enls Fu rthe r Duties Enforcement Exemptions Private 
Right o f 
Action

Illino is

Data collection 
including government 
agencies, educational 
institutes, public and 
private entities that 
collects, handles, or 

disseminates nonpublic 
personal information

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code

Notification without 
uiucasonablc delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached

None State AG None Vcr

Indiana
State agencies holding 
computerized personal 

information

Personal information: 
Name *  SSN, DL. account 

number/identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached

Agency suffering breach 
must coordinate with 

CRAs i f  breach includes 
information on at least 

1.000 individuals

Stale ACi None No

Louisiana

1 . I

Persons who conduct 
business in the state 

including state 
agencies, that owns or 
licenses computerized 

data containing 
personal information

Personal information: 
Name + SSN, DL, account 

number nk nM icr with 
access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing; 
personal information breached

None State AG None No

i n  201 if. A A R P  Public Policy Ins iiiu tc P.tgC 3 i ll 'I



Slate Entities Covered In form ation  Covered N otification Requirements Further Duties Enforcement
r

Fvcm ptlo iis Private 
Right o f 
Action

Maine Information brokers
Personal information 

Name 4 SSN. DL, account 
number/identifier with 

access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached

Agency suffering breach 
must notify appropriate 

state regulator o f  breach, 
must also coordinate with 
CRAs i f  breach includes 
information on at least 

1,000 individuals

Department o f  
Professional and 

Financial Regulation, 
State AG for 

information brokers 
not regulated by 
Department o f 

Professional and 
Financial Rceulntic n

None No

Minnesota

Persons who conduct 
business in the state 

and maintains 
computerized data 

containing personal 
information

Personal information: 
Name ' SSN. DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached

Agency suffering breach 
must coordinate with 

CRAs i f  breach includes 
information on at least 

500 individuals

State AG Does nol apply to 
financial institutions 
oi MIPAA entities

No

Montana Persons who conduct 
business in the stale 

and maintains 
computerized data 

containing personal 
information

Personal information, 
Name • SSN. D I . account 

number identifier u . l l i  
access code

1

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached

Agency suffering breach 
must coordinate with 

CRAs

_ [

Consumer Protection 
Office

bisurarice-support 
organizations follow 

same breach law s, but 
Montana Insurance 
Commissioner has 

authority

No

I
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State Entities Covered Inform ation C ovn  cd Notification Requirements Further Duties Enforcement Exemptions Private 
R ight o f 
Action

Nevada

Data collectors: 
includes business 

entities, government 
agencies, educational 

institutions, and 
associations who 
handle, collect, or 

disseminate nonpublic 
personal information

Personal information: 
Nan c 4 SSN, DL, account 

number/identifier w ith 
access code

Notification without 
unreasonable delay lo 

individuals whose unencrypted 
computerized data containing 
personal information breached

Entity suffering breach 
must coordinate with 

CRAs i f  breach includes 
information on at least 

1,000 individuals

State AG or a district 
attorney o f  any 

county

Data collectors in 
compliance with 
GLR exempted

No

New Jersey

I---------  . . ____

Commercial, 
charitable, or nonprofit 
entities including state, 

county, or local 
government entities

Personal information: 
Name 4 SSN. DL. account 

numbcr/idcntificr w ith 
access code

1

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached 
unless entity suffering breach 

establishes that misuse o f 
information is nol reasonably 
possible. Must keep written 

documentation o f  evidence for 
5 yea’s

Entity suffering breach 
must coordinate with 

CRAs i f  breach includes 
information on at least 

1,000 individuals. Must 
also notify Stale Police in 
advance o f disclosure o f 

breach

State AG None No
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State Entities Covered Inform ation Covered Notification Requirements Further Duties Enforcement
1

Exemptions Private 
Right o f 
Action

New Y ork

Persons who conduct 
business in the stale 
and own or license 
computerized data 
containing private 

infnnnalion, as well as 
state or local 

government agencies

Personal information: 
Name • SSN, DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose 
unencrypted, or encrypted with 

acquired encryption key 
computerized data containing 
private information breached

Notification must include 
contact information o f 
entity suffering breach 
and a description o f the 

categories o f information 
exposed by the breach. 

Also require notification 
lo State AG, Consumer 

Protection Board, and the 
State Office o f  Cyber 
Security and Critical 

Infrastructure 
Coordination. Entity 

suffering breach must 
coordinate w ilh CRAs : f  

breach includes 
information on at least 

5/100 individuals.

State AG None No

North Carolina Persons who conduct 
business in the state 
and owns or licenses 
computerized data 

containing personal 
information

Personal information: 
Name • SSN, DL. account 
number, password PIN that 
would provide access lo a | 

consumer’s financial 
account or resources, j 

digital signatures.

Notification without 
unreasonable delay to 

individuals whose 
unencrypted, un-rcdacted, or 

encrypted w ilh  acquired 
encryption key computerized 

data containing personal

Notification must 
include: description o f 

breach incident, type o f 
personal information that 

was breached, contact 
mfomiaticn for further 
information I f  breach

State AG Any financial 
institution subject to 
and in compliance 

with Federal 
Interagency Guidance 
Response Programs 

for Unauthorized

No

I
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biometric data information breached and 
illegal use o f personal 

information has occurred or is 
reasonably like ly lo occur, or 

creates a material risk o f harm 
to ihe consumer

includes information on 
at least 1,000 individuals. 

Consumer Protecli >n 
Division o f  the Attorney 

General’s Office and 
CRAs must be notified

Access to Consumer 
information and 
Customer Notice 

exempted

N o rlli Dakota Persons who conduct 
business in tlie state 
and owns or licenses 
computerized data 

containing personal 
information

Personal information: 
Name + SSN. DL. account 

number/identifier w ilh 
access code, date o f  birth, 

maiden name o f 
individual’s mother, 

employee number, digital 
signature

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached

None Slate AG Any financial 
institution subject to 
and in compliance 

with Federal 
interagency Guidance 
Response Programs 

for Unauthorized 
Access to Consumer 

Information and 
C ustoiner Notice 

exempted

No

Ohio

Persons who conduct 
business in the Mate, as 

well as state or local 
government agencies

Personal information: 
Name + SSN. DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay (no later 

than 45 days following 
discovery o f the breach) to 

individuals whose 
unencrypted, im-rcdactcd 

computerized data containing 
personal information breached 
and is reasonably believed w ill 
cause a risk o f  ID  theft or fraud

Entity suffering breach 
must coordinate with 

CRAs i f  breach includes 
information on at leasi 

1,000 individuals.

State AG Financial institutions 
subjected to federal 

law requiring 
notification o f 
security breach 

incidents exempted.
Exempts entities 

regulated by sections 
1171 to 1179 o f

Social Security Act

No

I 13 '200(i AARP Public Policy lustimtc Page 7 o l V



Slate Entities Covered In form ation  Covered N otification Requirements Further Duties Enforcement Exemptions Private 
Right of 
Action

Pennsylvania

Commercial, 
charitable, or nonprofit 
entities that maintain, 

stores, or manages 
computerized data 
including personal 

information

Personal information: 
Name + SSN, DL. account 

nuinbcr/i den 1 i fi er w i t h 
access code

Notification wi.oout 
unreasonable delay to 

individuals whose 
unencrypted, un-redacted, or 

encrypted w ith acquitcd 
encryption key computerized 

data containing personal 
information breached and 

entity suffering breach 
reasonably believe has caused 

or w ill cause loss or injury

Entity suffering breach 
must coordinate w ith 

CRAs i f  breach includes 
information on at least 

1,000 individuals.

State AG Any financial 
institution subject to 
and in compliance 

w ilh Federal 
Interagency Guidance 
Response Programs 

for Unauthorized 
Access to Consumer 

Information and 
Customer Nolice 

exempted. Financial 
institutions st bjccted 

to federal rules or 
regulations requiring 

notification o f  
security breach 

incidents exempted

No

Rhode Island Any person or business 
that conducts business 

in the state and owns or 
licenses computerized 

data containing 
personal information

Personal information: 
Name 4 SSN, DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay '.o 

individuals whose unencrypted 
computerized data containing 
personal information breached

None Slate AG Financial institutions 
subjected to state or 

federal law providing 
greater protections lo 
personal information 
exempted. Does not 

apply lo H IPAA 
entities

Yes

113/2006 A A R l' Public Policy Institute Page 8 o f 9



Stale Entities Covered In form ation Covered Notification Re ju ircm cnts Further Duties Enforcement Exemptions Private 
R ight of 
Action

Tennessee Any business or stale 
or local government 
agency that owns or 

licenses computerized 
data containing 

personal information

Personal information: 
Name + SSN, DL, account 

number/identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose unencrypted 
computerized data containing 
personal information breached

Entity suffering breach 
must coordinate w ith 

CRAs i f  breach includes 
information on al least 

1,(100 individuals.

Stale AG Financial institutions 
subject to GLB 

exempted

Yes

Texas

Any person or business 
that conducts business 

in the state and owns or 
licenses computerized 

data containing 
sensitive personal 

information

Personal information: 
Name 4 SSN, DL, account 

nuntber/identifier with 
access code

Notification without 
unreasonable delay to 

individuals whose 
computerized data containing 
personal information breached

Entity suffering breach 
must coordinate w ilh 

CR As i f  breach includes 
information on at least 

10,000 individuals.

State AG None No

Washington

Any business or state 
or local government 
agency that owns or 

licenses computerized 
data containing 

personal information

Personal information: 
Name SSN, DL, account 

numbs /identifier with 
access code

Notification without 
unreasonable delay lo 

individuals whose 
computerized data containing 

personal information breached. 
Notification not required i f  it is 
a technical breach o f  security 
that does not seem reasonably 
like ly to subject consumers lo 

a risk o f  criminal activity.

None Stale AG None Yes
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('output ison o f Stale Security Freeze Laws

State W ho Can Place 
Security Freeze

Fees Effective Date How to Request Security 
Freeze

Circumstances when Access to 
a Frozen C redit Report 

A lio  .vcd1

Stale Security 
Breach Law?

C a lifo rn ia A ll residents
ID theft victims: None 

Others: S10 (per CRA) to place 
freeze, S10 for temporary global 

lifting  o f freeze, 512 for temporary 
lifting  o f freeze for one creditor

January 1 ,2003 Frcez.e must be requested 
in w riting by certified mail

1 ,2 ,3 ,4 . 5 ,6 , 7 ,8 Yes

Colorado A ll residents
No fee for first freeze; S10 lo place a 

second freeze, S10 for global lift; 
S12 for temporary lifting  for one 

creditor

July 1,2006 Freeze must be requested 
in w riting by certified mail

1,2, 3, 4. 5 .6, 7. 8 ,9 , 10, 11, 12, 
13

No

Connecticut
A ll residents 510 to place, lift, or lift temporarily; 

512 for lift for one creditor
January 1, 2006 Freeze can be requested in 

w riting by certified mail or 
other secure method 
authorized bv CRA

1,2 ,6 , 7, 8, 14 Yes

Illino is Victims o f ID theft only None January 1, 2006 Freeze must be requested 
in w riting by certified mail

1.2, 3 ,4 ,5 , 6, 7 ,8 Yes

Louisiana A ll residents
ID  theft victims and residents age 

62 or older: None 
Others: 510 to place, So lo lift

July 1.2005 Freeze must be requested 
in w riting by certified mail

1.3, 6 ,8 , 14, 15, 16, 17, IS Yes

1.11/20116 A ARP Pablie Policy Institute Page I o f 3
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Maine A ll residents
ID  theft victims: None 

Others: up to S10 to place, remove, 
temporarily lift, have PIN reissues, 
SI2 for lift fo ra  specific creditor

February 1,2206 Freeze must be requested 
in writing by certified mail

1.2, 3 ,4 ,5 , 6, 7,8 Yes

Nevada A ll residents
ID  theft victims: None 

Others: up to SI 5 to place, SI 8 lo 
lift, $20 for lif t for a specific creditor

October 1,2005 Freeze must be requested 
in writing by certified mail

1,2, 3, 6, 7, 8, 14, 15, 19, 20,21 Yes

New Jersey
A ll residents

None for initial freeze, up lo S5 to 
remove, temporarily lif t or have PIN 

reissued

January 1,2006 Freeze can be requested in 
writing by certified or 
overnight mail, or by 
secure electronic mail 
connection w ith CRA

1,2, 3 ,5 ,6 , 7,8
Yes

North Carolina A ll residents !D  theft victims: None 
Others: up lo S10 to place, remove, 

or suspend the freeze

December 1,2005 Freeze m u.1 he requested 
in w riting by certified mail

1 ,2 ,3 ,4 , 5 ,6 , 7. 8, 9, 14, 18 Yes

Texas V ic tim so l'IL ) theft only
S8 (adjusted for inflation) to place, 

none to remove
September 1.2003 Freeze must be requested 

in writing by certified mail, 
placement o f security 

freeze at one CRA must be 
honored by all

1.2, 3.4, 5 ,6 , 7. 8, 16. 17, 18
Yes

Vermont Victims o f  ID  theft only None July 1.2005 Freeze must be requested 
in writine In certified mail

1 .2 ,3 . 4. 5. 6, 7. S No

I 11/20(H> A A R P  Public Po licy Institute Page 2 o f 3



Victims o f ID theft or 
those notified o f a

Washington security breach o f  their 
computerized personal 

information

None July 24, 2005. Freeze must be requested 
m w riting by certified mail

1,2, 3 ,4 ,5 ,6 , 7. S, 14 Yes

1 Foi .ais section, the following numbers arc used:
1= An entity the consumer has a financial obligation or account with 
2= Authorized parly pursuant to a court order, warrant, or subpoena 
3= For child stippori purposes
4= State agency responsible for investigating Medicaid fraud
5= Stale agency responsible for investigating delinquent taxes or enforcing slate tax laws 
6= For prescreening purposes as identified under the FCRA 
7= Credit monitoring service to which the consumer has subscribed
C- CRA to provide the consumer with a copy of Ins or her credit report upon the consumer's request 
9= Insurance agent for the purpose of insurance underwriting
10— A pension plan acting to determine the consumer's eligibility for plan benefits or investigating fraud 
11= A person conducting a prc-sentcncc investigation in a criminal matter or parole officer supervising an offender 
12= A licensed hospital with which consumer has a contract or debt
13= Law enforcement agencies investigating a crime or conducting a criminal background check 
14= Federal, State, or local governmental entity pursuant to their statutory responsibilities 
15= Private collection agency assisting the collection of an existing debt
16= CRA which acts only as a reseller and does not maintain a permanent database of credit information 
17= A check services or fraud prevention services company
18= A deposit account information service company in review lug a consumer request for a deposit account
19= An entity which the consumer has an existing business relationship with for any purpose relating to that business iclationship
20= A person holding a license issued by state gaming commission
21= Employer using credit report for pre-employment screening or for decisions or investigations of curicut former employees

I I 1 20(»i AARP Public Policy Institute Page 3 o f 3
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A  C h r o n o l o g y  o f  Data  B r e a c h e s  
R e p o r t e d  S i n c e  the C h o i c e P o i n t  
In c iden t

P riv a c y  R ig h ts

P osted : April 20, 2005 
Updated January 24, 2006

3100 - 5th Ave., Suite B 
San D iego, CA 92103 
Voice: (619) 298-3396 
Fax: (619) 298-5681 

Web: w w w .nrivacvriahts.org 
Contact Us: 

w w w .privacvriqh ts.orq/inquiryform .html

H O M E

A  C h r o n o l o g y  o f  Da ta  B r e a c h e s  
R e p o r t e d  S i n c e  the  C h o i c e P o i n t  In c iden t

I he data breaches noted below have been reported because the personal inform ation 
com prom ised includes data elements useful to identity thieves, such as Social Security 
numbers, account num bers, and driver’s license numbers.

The catalyst fo r reporting data breaches to the affected individuals has been the California 
law that requires notice of security breaches, the first o f its Kind in the nation, implemented 
July 2003.
w w w . p rivacy rig h is.oro/ar/Security Breach .him 
w w w .privacv .ca . qov/recomm endations/secbreach .pdf

This chronology below  begins with ChoicePoint’s 2/15/05 announcem ent of its data breaches 
because it was a watershed event in terms of disclosure to the affected individuals. Since 
then, the "best practice" has been to disclose breaches to individuals nationw ide -  in a 
sense, adopting California's notice requirement nationally.

In the meantime, over half the states have considered legislation on security breach notices 
and security freezes in 2005, and several states passed laws requiring that individuals be 
notified o f security breaches. For a list o f those states enacting breach and freeze laws, visit 
the Consum ers Union web site here:
Security breach notice laws: www.consum ersun ion.org/cam paiqns/Breach laws May05.pdf 
Security freeze laws: ww w .consum ersunion.org/cam paiqns/learn m ore/002355indiv.ntm l 
State security freeze bills pending in 2006: www.financia lprivacvnow.org

And visit the PIRG site here: www.pirq.org/consum er/cred it/sta te law s.htm .

Congress is considering several bills this year in which security breach notices would be 
mandated nationwide. See http://thom as.loc.gov. See also EPIC 's bill-track list, 
www.ep ic .o rg^privacy/bill track.htm l.

Here are o ther sources for security breach information:

• Identity Theft Resource Center, w w w.idtheftcenter.org/breaches.pdf
• Adam  S iiostack ’s blog, w w w .emergen tchaos.com /arch ives/cat breaches.htm l
• Attrition, w w w.attrilion.org/errsta /data loss.htm l
• W orld Privacy Forum, Security Breaches in the Digital M edical Environm ent (scroll to

hilp;//w\vtt.prvacyri£hts.org/ar/CIm vnDataBrcaclies,htm 1/26/2006

http://www.nrivacvriahts.org
http://www.privacvriqhts.orq/inquiryform.html
http://www.privacv.ca
http://www.consumersunion.org/campaiqns/Breach
http://www.consumersunion.org/campaiqns/learn
http://www.financialprivacvnow.org
http://www.pirq.org/consumer/credit/statelaws.htm
http://thomas.loc.gov
http://www.idtheftcenter.org/breaches.pdf
http://www.emergentchaos.com/archives/cat
http://www.attrilion.org/errsta/dataloss.html
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section D of testimony),
w w w .w orldprivacvforum .orq/testim ony/NCVHStestim ony 092005.htm l

DATE
MADE
PUBLIC

NAME TYPE OF BREACH NUMBER

Feb. 15, 
2005

ChoicePoint Bogus accounts 
established by ID 
thieves

145,000

Feb.
2 5 ,
2005

Bank of America Lost backup tape 1,200,000

Feb. 25, 
2005

PayMaxx Exposed online 25,000

March 8, DSW/Retail 
2005 Ventures

Hacking 100,000

March 
10, 2005

LexisNexis Passwords
comprom ised

32,000

March Univ. of CA, 
11, 2005 Berkeley

Stolen laptop 98,400

March 
11 ,2005

Boston College i ,.ing 120,000

March NV Dept, o f Motor 
12, 2005 Vehicle

Stolen computer 8,900

March Northwestern Univ. Hacking 21,000
20, 2005

March Univ. of NV., Las 
2 0 .2 0 0 5  Vegas

Hacking 5,000

March Calif. State Univ., 
22, 2005 Chico

Hacking 59,000

March Univ. of CA, San 
23. 2005 Francisco

Hacking 7,000

March Univ. of Chicago 
28, 2005 Hospital

Dishonest insider unknown

April ?, 
2005

Georgia DMV Dishonest insider 465,000

April 5, 
2005

MCI Stolen laptop 16,500

April 8, 
2005

Eastern National Hacker 15,000

April 8, 
2005

San Jose Med. 
Group

Stolen computer 185,000

April 11, 
2005

Tufts University Hacking 106,000

April 12, 
2005

LexisNexis Passwords
com prom ised

Additional 280,000

April 14, 
2005

Polo Ralph 
Lauren/HSBC

Hacking 180,000

April 14, Calif. Fastrack Dishonest Insider 4,500

http://w w \v. privacyriglits.org/ar/ClironDataBrcaches.litn: 1/26/2006

http://www.worldprivacvforum.orq/testimony/NCVHStestimony
http://ww/v
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2005

April 15, CA Dept, of Health Stolen laptop 21,600
2005 Services

April 18, DSW/ Retail Hacking Additional
2005 Ventures 1,300,000

April 20, Ameritrade Lost backup tape 200,000
2005

April 21, Carnegie Mellon Hacking 19,000
2005 Un'v.

April 26, M it . State Univ's Hacking 40,000
2005 W harton Center

April 26, Christus St. Stolen com puter 19,000
2005 Joseph's Hospital

April 28, Georgia Southern Hacking "tens of thousands'
2005 Univ.

April 28, W achovia, D ishonest insiders 676,000
2005 Bank of America,

PNC Financial 
Services Group and 
Commerce Bancorp

April 29, 
2005

Oklahoma State 
Univ.

M issing laptop 37,000

May 2, 
2005

Time W arner Lost backup tapes 600,000

May 4, 
2005

CO. Health Dept. Stolen laptop 1,600 (fam ilies)

May 5, 
2005

Purdue Univ. Hacking 11,360

May 7, 
2005

Dept, of Justice Stolen laptop 80,000

May 11, 
2005

Stanford Univ. Hacking 9,900

May 12, 
2005

Hinsdale Central 
High School

Hacking 2,400

May 16, 
2005

W estborough Bank Dishonest insider 750

May 18, 
2005

Jackson Comm. 
College, M ichigan

Hacking 8,000

May 18, 
2005

Univ. c f Iowa (-lacking 30,000

May 19, 
2005

Valdosta State 
Univ., GA

Hacking 40,000

May 20, 
2005

Purdue Univ. Hacking 11,000

May 26. 
2005

Duke Univ. Hacking 5,500

May 27. 
2005

Cleveland State 
Univ.

Stolen laptop 
Update 12/24: CSU 
found the stolen

[44.420]
Not included in 
total below

http:/.'www.|>ri vacyrights.org/ar/ChronDataBreitches.Iitm 1/26/2006
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laptop

May 28, Merlin Data 
2005 Services

Bogus acct. set up 9,000

May 30, Motorola 
2005

Computers stolen unknown

June 6, CitiF inancial 
2005

Lost backup tapes 3,900,000

June 10, Fed. Deposit 
2005 Insurance Corp. 

(FDIC)

Not disclosed 6,000

June 16, CardSystems 
2005

Hacking 40,000,000

June 17, Kent State Univ. 
2005

Stolen laptop 1,400

June 18, Univ. o f Hawaii 
2005

Dishonest Insider 150,000

June 22, Eastman Kodak 
2005

Stolen laptop 5,800

June 22, East Carolina Univ. 
2005

Hacking 250

June 25, Univ. o f CT 
2005 (UCONN)

Hacking 72,000

June 28, Lucas Cty. Children 
2005 Services (OH)

Exposed by email 900

June 29, Bank o f America 
2005

Stolen laptop 18,000

June 30, Ohio State Univ. 
2005 Med. Ctr.

Stolen laptop 15,000

July 1. Univ. o f CA, San 
2005 Diego

Hacking 3,300

July 6, City National Bank 
2005

Lost backup tapes unknown

July 7, Mich. State Univ. 
2005

Hacking 27,000

July 19, Univ. o f Southern 
2005 Calif. (USC)

Hacking 270,000 possibly
accessed;
"dozens"exposed

July 21, Univ. o f Colorado- 
2005 Boulder

Hacking 42,000

July 30, San Diego Co. 
2005 Employees

Retirem ent Assoc.

Hacking 33,000

July 30. Calif. State Univ., 
2005 Dom inguez Hills

Hacking 9,613

July 31, Cal Poly-Pomona 
2005

Hacking 31,077

Aug. 2, Univ. o f Colorado 
2005

Hacking 36,000

http: w w w ,privacyrights.org/ar/ChronDataBreachcs.htni 1/26/2000
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Aug. 9, 
2005

Aug. 9, 
2005

Sonoma State Univ. Hacking 

Univ. o f Utah Hackiny

HackingAug. 10, Univ. of North 
2005 Texas

Aug. 17, Calif. State 
2005 University, 

Stanislaus

Aug. 19, Univ. o f Colorado 
2005

Aug. 22, A ir Force 
2005

Aug. 27, Univ. o f Florida, 
2005 Health Sciences 

Center/ChartOne

Hacking

Hacking 

Hacking 

Stolen Laptop

Aug. 30, J.P. Morgan, Dallas Stolen Laptop 
2005

Calif. State 
University, 
C hancello r’s Office

Kent State Univ.

Aug. 30,
2005

Sept.
10, 2005

Sept. M iam i Univ.
15, 2005

Sept. ChoicePoint
16, 2005 (2nd notice, see

2/15/05 for 145,000) passwords.

Sept. North Fork Bank, Stolen laptop
17, 2005 NY

Hacking

Stolen Computers

Exposed Online

ID thieves accessed; 
also misuse o f IDs &

Sept. Children's Heallh
19, 2005 Council, San Jose 

CA

Sept. C ity University of
22. 2005 New York

(7/24/05) with 
mortgage data

Stolen backup tape

Exposed online

Sept.
23,
2005

Sept.
28, 2005

Bank of America Stolen laptop with 
info of Visa Buxx 
users (debit cards)

RBC Dain Rauscher Illegitimate access to 
custom er data by 
form er employee

Sept. Univ. of Georgia 
29. 2005

Oct. 12, 
2005

Ohio State Univ. 
Medical Center

Hacking

Exposed online. 
Appointment 
information including 
SSN, DOB, address, 
phone no., medical

100,000

39.000 

900

49.000 

33,300 

3,851

Unknown

154

100.000 

21,762 

9,903

9,000

5 ,0 0 0 - 6,000 

350

Not disclosed

100+ custom ers' 
records
com prom ised out 
of 300,000

At least 1,600 

2,800

61,709

http ;/Av\v\v.privacyrights.org/ar/ChronDataBrcachcs. him 1/20/2006
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Oct. 15, 
2005

Oct. 21, 
2005

Nov. 1, 
2005

Nov. 4, 
2005

Nov. 5. 
2005

M ontclair State 
Univ.

W ilcox Memorial 
Hospital, Hawaii

Univ. o f Tenn. 
Medical Center

Keck School of 
M edicine, USC

Safeway, Hawaii

no., appointm ent 
reason, physician.

Exposed online 

Lost backup tape 

Stolen laptop 

Stolen com puter 

Stolen laptop

Nov. 8, 
2005

ChoicePoint

Nov. 9, 
2005

TransUnion

Nov. 11, Georgia Tech 
2005 Ofc. o f Enrollment 

Services

Nov. 11, Scottrade Troy 
2005 Group

Nov. 19, Boeing 
2005

Bogus accounts 
established by ID 
thieves
Total affected now 
reaches 162,000 
(See Pet). 15 & Sept IS)
Stolen com puter

Stolen computer, 
Theft 10/16/G5

Hacking

Stolen laptop w ith 
HR data incl. SSNs 
and bonk account 
info.

Stolen laptop

Hacking. Faculty, 
students and 
employee tax forms 
containing SSNs

Hacking. Names, 
addresses. SSNs, 
bank names and 
acct. numbers.

Stolen laptop. 
Names, SSNs and 
earnings of form er 
employees.

Unknown. Exposed 
credit card data at 
gas stations.

Dec. 16, La Salle Bank, ABN Backup tape with 
2005 AMRO Mortgage residential m ortgage 

Group custom ers lost in

Dec. 1, 
2005

Dec. 1, 
2005

Dec, 2, 
2005

Dec. 6, 
2005

Firstrust Bank

Univ. of San Diego

Cornell Univ.

W A Employment 
Security Dept.

Dec. 12, Sam's C lub/W al- 
2005 Mart

9,100

130.000 

3,800

50.000

1,400 in Hawaii, 
perhaps more 
elsewhere

17.000 more

3,623

13.000

Unknown

161.000

100,000

7.800

900

530

Unknown

[2,000,000]
Not included in 
total below

http: w w w .p rivacyrights.org/ar/ChronDataBrcaches.htm I '26/2006
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Dec. 16, Colorado Tech. 
2005 Univ.

Dec. 20, Guidance Software, 
2005 Inc.

Dec. 22, Ford M otor Co. 
2005

Dec. 25, Iowa State Univ. 
2005

Dec. 28, Marriot International 
2005

Jan. 1, University of
2C06 Pittsburgh Medical

Center, Squirrel Hill 
Family Medicine

Jan. 2. H&R Block
2006

Jan. 9, Atlantis Hotel -
2006 Kerzner Int'l

Jan. 12, People's Bank 
2006

Jan. 17, City of San Diego, 
2006 W ater & Sewer 

Dept.

shipment by DHL, 
containing SSNs and 
account information.
U pdate 12/20: DHL 
found the lost tape

Email erroneously 1,200
sent containing
names, phone
numbers, email
addresses, Social
Security numbers
and
class schedules.

Hacking. Custom er 3,800 
credit card numbers

Stolen computer. 70,000
Names and SSNs c f 
current and form er 
employees.

Hacking. Credit card 5,500 
information and 
Social Security 
numbers.

Lost backup tape. 206,000
SSNs, credit card 
data of tim e-shaie 
owners

6 Stolen c " ^rs. 700 
Names. Sociu 
Security numbers, 
birthdates

SSNs exposed in 40- Unknown 
digit num ber string 
on mailing label

Dishonest insider or 55,000 
hacking. Names, 
addresses, credit 
card details, Social 
Security numbers, 
driver's licence 
numbers and/or bank 
account data.

Lost com puter tape 90,000 
containing names, 
addresses, Social 
Security numbers, 
and checking 
account numbers.

Dishonest em ployee Unknown 
accessed custom er 
account files, 
including SSNs, and 
committed identity

liup:/Av\v\v.pri vacyrights.org/ar/ChronDataBreachcs.litin 1 /2G/2006
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theft on some 
individuals.

Stolen briefcase w ith "hundreds of 
personal inform ation officers" 
o f National 
Guardsmen including 
a "seniority roster,"
Social Security 
numbers and dates 
of birth.

Hackers accessed Unknown 
Social Security 
numbers, credit card 
inform ation and 
check images of 
school donors.

Jan. 24, Univ. o f W A Medical Stolen laptops 1,600
2006 Center containing names,

Social Security 
numbers, maiden 
names, birth dates, 
d iagnoses and o ther 
personal data.

TO TA L 52,188,132

HOME TOP
Copyright © 2005-2005. Privacy Righls Clearinghouse/UCAN. This copyrighted document may be copied and distributed for 
nonprofit, educational purposes only. For distribution, see our copyright.and reprint guidelines. The text of this document may 
not be altered without express authorization of the Privacy Rights Clearinghouse. This document should be used as an 
information source and not as legal advice. PRC documents contain information about federal laws as well as some 
California-specific information. Laws in other states may vary Overall, our information is applicable lo consume-s nationwide.

Jan. 21, California Army 
2006 National Guard

Jan. 23, Univ. of Notre 
2006 Dame

hllp: w w w .pnv.icyrights.org/ar/ChioiiDaMBrcaclics.Iitm 1/26/200(1
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A 4 R P  Alaska

February 21,2006

Honorable Ralph Scckins, Chair 
Senate Judiciary Committee 
Alaska State Capitol, Room 125 
Juneau, Alaska 99801-1182

RE: SB222 (Therriault and Guess)—Support

Dear Chair Seekins:

On behalf of the members o f AAR? in Alaska, we urge you and your colleagues on the 
Senate Judiciary Committee to support SB 222, authored by your Committee colleagues 
Senators Gene Therriault and Gretchen Guess and co-sponsorcd by Senate Minority 
Leader Johnny Ellis.

The Problem
Identity theft is an important issue to AARP. Identity theft is a serious crime that is both 
widespread and costly. According to a Federal Trade Commission (FTC) survey released 
in January 2006, Alaska ranked first among all states in the number o f fraud complaints, 
per 100,000 population, and 26th in tlie number of identify theft victims made to the ID 
Theft Clearinghouse. This is not just a problem for the lower 48. There w c t c  421 ID 
theft complaints made in 2005 from Alaskans to the National Identity Theft Data 
Clearinghouse.

People whose identities are stolen can spend months or years -  and their hard earned 
money -  cleaning up the mess lliieves made o f their good name and credit record. In the 
meantime, victims may lose job opportunities, be refused loans for education, housing or 
automobiles, or even get arrested for crimes they did not commit. In addition, die almost 
daily news reports about data breaches and mishandling of consumers’ personal 
identifying information demonstrate how important it is to safeguard the personal 
information that not only identifies us, but ulso provides entree to our most sensitive 
financial information. The newspaper USA_Today reported that in 2005, at least 130 
reported breaches exposed more than 55 million people to potential identity theft.

A security freeze lets consumers stop identity thieves from getting credit in their names. 
The security freeze blocks or freezes access to consumers' credit files. In most instances, 
businesses will not issue new credit to an applicant when the businesses cannot obtain 
credit information about the person. If  consumers freeze their credit files, it docs not 
prevent them from obtnining new credit. Consumers can simply “thaw” the freeze Once 
the business providing the new credit obtains the credit reports and credit scores, Ihe 
freeze can be renewed.

3G01 C 5treet, Suit# 1J20 | Anchorjge. AK 99503 I toll free 86b-227.744/1 907.341*2270 fax | toll-free 877-01-7598 TTY 
Marie F. Smith, lYasidant I William 0. Novell!, Chief Txecutive Officer I v.vav asrp.org/ok



Federal Action
In December 2003, Congress amended tlie Fair Credit Reporting Act (FCRA), which 
provides consumer protections regarding the use, accuracy and privacy of consumer 
credit reports. Through the enactment o f the Fair and Accurate Credit Transactions Act 
(FACT Act)1, several important consumer protections regarding identity theft were added 
to FCRA. One o f tlie identity theft provisions was tlie "one-call” fraud alert. The fraud 
alert provision pennits a notation to be placed on the credit report of consumers who arc 
or believe they may be victims o f identity theft. The notation asks issuers o f credit to 
check wi.h die consumers prior to issuing new credit. The fraud alert docs not prevent 
access to the credit report, nor does it prevent the issuance o f new credit. The fhiud alert 
should not be confused with a security freeze.

State Action
Twelve (12) sratcs have enacted security freeze laws.: While these laws vary in some 
ways, Jiey all have a common goal -  to provide consumers some control over who can 
gain access to their credit files. As Alaska develops a security freeze law, there are 
several issues that should be given special consideration.

W}to Can Place A Freeze?
AARP believes that oil consumers should be able to place a freeze on their credit files. 
State and federal laws already provide a number o f protections fur victims of identity 
theft. Consumers now need a law that will give them the opportunity to protect 
themselves. Eight states (CA. CO, CT, LA, MH, NV', NJ, NC) currently permit all 
consumers to place a security freeze. Four states (IL, TX, VT, WA) have laws that apply 
only to victims o f identity theft. However, it should be noted that in each o f these states 
except Texas, bills have been introduced and arc moving forward to expand coverage of 
the laws to all consumers.

Placing and Lifting a Freeze
Security freeze laws are fairly uniform with regard to how a consumer can request a 
freeze. All states require die request lo be in writing and strnt by certified mail. .AARP 
believes that consideration should be given to other methods for requesting a freeze as 
long as the method is secure and the Consumer Reporting Agencies establish policies and 
procedures to ensure dial they can piovide proper verification of the consumer. Such 
methods us n secure electronic mail connection con significantly reduce the amount of 
time that will be rcquucd to place, remove or temporarily lift a freeze. At the present 
time, moSi state laws require the free2C he lifted m no more than three (3) days. New 
Jersey's law set a “ 15 minute goal" for icmporanly lifting a freeze. If this reduction in 
time can be achieved, cousumers will be able to take advantage o f those instant credit 
oilers made by retailers, even if they have placed a freeze on their credit files.

' Pub L. No. 108 159(2003)
2 California, Colorado, Connecticut, Ilhnuo, 1 anusitna, Maine, Nevada, NV«’ Jersey, Noith Carolina, 
Texas, Vermont and Washinclon.
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Fees
The issue o f fees has caused some significant variations in state laws. Colorado and New 
Jersey do not require any consumers to pay a fee to place a freeze on their credit files. All 
o f the other states except Connecticut and Texas permit identity' theft victims to place a 
freeze without paying a fee. Louisiana also permits residents 62 years o f  age and older to 
avoid paying to place a freeze. For everyone else, the fees for placing a freeze range 
fion? low o f 58.00 in Texas to a high o f $ 15.00 in Nevada. There is also significant 
variation in fees charged depending on whether the temporary lifting o f the freeze is 
global versus applying to a specific creditor.

AARP believes that the amount o f the fee charged should be reasonable and supports 
whatever efforts are made to reduce the number of fees that must be paid by the 
consumer to have a security freeze. The $5.00 fee proposed in SB 222 is reasonable and 
affordable.

AARP believes that all consumers should have the choice to place a freeze on their credit 
files. First, the freeze is the best form o f identity theft protection that consumers 
currently have at their disposal. Even though it is by no means a 100% guarantee o f 
safety, it can provide some piece o f mind for consumers. Second, the freeze provides 
consumers a measure o f control over their financial security that is not otherwise 
available. Finally, while the freeze is not for everyone, it should be available for those 
who wish to have it.

Concern
We asked AAJIP’s attorney that specializes in Identify 'I7ieft to review this bill. Ihe only 
concern she had was the preemption clause. AARP’s position is that the State of Alaska 
needs to maintain the right to protect our citizens and the preemption provision 
undermines that right. As you know, currently preemption is unsettled law and is being 
debated in several courts. Eventually this issue will be settled by the courts. Until that 
happens, state law should prevail, particularly since federal law provides less protection.

Conclusion
Privacy is o f  considerable concern to the 84,000 AARP members in Alaska, and surveys 
that wc have conducted across the country show that most do not believe that their 
personal information is being adequately protected We arc grateful that Senators 
Therriault, Guess and Ellis have token the time to consider this important issue and wo 
encourage your Committee to support adoption o f this legislation for tlie citizens o f our 
sta.e. We also welcome tlie opjxirtunity to work with the uuthors and support legislation 
that will protect Alaskans fro-1  tlie devastating crime o f identity theft

l£J UU 4 /  UUD

AARP recommends an "AYE" vote on SB 222.



0 2 /2 1 /2 0 0 6 1 0 :2 5  FAJ 9073412270 AARP ALASKA STATE OFFICE 121005/005

Should you have any questions about our position, please feel free to contact me (586- 
3637) or Patrick Luby, AARP Advocacy Director (907-762-3314).

Thank you for your consideration.

Sincerely,

Marie Darlin, Coordinator 
AARP Cupital City Task Force 
415 Willoughby Avenue, Apt. 506 
Juneau, AK 99801 
586-3637 (voice)
463-3580 (fax)

CC: Vice-Chair Charlie Huggins
Senator Gene Thciriault 
Senator Hollis French 
Senator Gretchen Guess



C o n s u m e r s
U n i o n

February 9, 2 00 6
Re: Support o f S 222 and H B  22G

C o n su m e rs  U n io n , the non-profit independen t p u b lish er o f Consum er Reports &, ap p reciates this o p p o rtu n ity  to subm it its v iew s on p ro v id in g  co n su m ers w ith  tools to protect th e m se lv es against identity theft. W e  support b ills S 222 and  H B  2 2 6 , w h ich  p ro v id e  all A la sk a  co n su m e rs w ith ad d ition al identity theft protections su ch  as n o tice  o f  a d ata security b reach  an d  the option  o f  a security freeze  on  their credit files at a low  or no c o st. T h ese  b ills p ro v id e  key elem en ts in p rotectin g all A lask a  co n su m ers from  the cost, stress, and tim e lost d u e  to identity theft.
Identity theft is a seriou s and  increasin gly  m ore c o m m o n  crim e in this "inform ation  a g e /  A c c o r d in g  to the Federal T rade C o m m issio n , in 2 0 0 3 , n early  10 m illio n  A m e rica n s w ere v ictim s o f  id entity  theft, co stin g  b usinesses and fin a n cia l institutions n early  $48 b illion  and co n su m ers $5  b illio n . W h e n  identity thieves o p en  n ew  a cco u n ts  in a co n su m e r's  n am e, the victim  e n d s up sp e n d in g , on a v erag e, $5 0 0  and  co u n tless hours c le a n in g  up the d a m a g e . T h e person al costs can be d evastating; identity theft can create  u n im a gin a b le  fa m ily  stress w h e n  v ictim s are turned d ow n  for m ortgages, student loan s, an d  even jo b s .

O n e  year a g o , co n su m ers n a tio n w id e first learned o f  data security b reach es o n ly  b ecau se  of o n e  state's law  req u irin g  that its res ’ents be to ld , and 38 state A ttorneys G e n e ra l ( in clu d in g  then A tto rn ey G e n e ra l Renke) su b seq u en tly  d e m a n d e d  that their states’ residents b e  in form ed  as w e ll. T h e Privacy Rights C le a rin g h o u se , a non-profit, non-partisan p rivacy  e d u ca tio n  an d  a d v o c a c y  o rgan izatio n  estim ates that o ver 52 m illion  p e o p le  have had their p erson al data put at risk d u e  to security b reach es. (Seehtip://privacvrights.orR/a r/ C h ro n P aia  B re a ch e s.h im ). S in ce  C h o ic e P o in t's  February 2005 revelatio n s, n early  h a lf o f the nation's states h av e  e n a cte d  a n o tice  o f secu rity  b reacli la w .
N o tic e  o f a data secu rity  b reach  h elp s inform  co n su m e rs to  w a tch  fur id entity  theft m ore p rom p tly  after a b re a ch  o ccu rs and leads to better and  greater data secu rity . A  security fre e ze  gives co n su m e rs the personal option  to take preventative and p ro activ e  steps to stop id entity  th ieves from  usin g  stolen personal inform ation to o p e n  new  credi; or other n ew  a cc o u n ts  in co n su m e rs' n am es.

A  secu rity  fre e ze  a llo w s co nsum ers to control w h o  g a in s a ccess to the personal inform ation c o n ta in e d  in credit files . T h e  security freeze b lo ck s a cce ss to new  creditors to credit reports a n d  credit scores d erived  from  those reports, until the co n su m e r affirm atively  unlocks the file . This w o u ld  h e lp  prevent identity tm eves from  a c h ie v in g  their u ltim ate goal -  o p e n in g  u p  now  a cc o u n ts  to a c c u m u la te  d ebt in their v ictim s' n a m e s, ru inin g credit reports and credit scores.



To explain how a security freeze works, a consumer initially activates the freeze by placing 
a request with the credit bureaus. After the freeze has been placed, the consumer can then 
"thaw" or lift the freeze by providing the credit bureaus with a PIN, allowing specified new 
creditors into the credit files for a specified period of time. The security freeze helps 
prevent identity thieves from achieving their ultimate goal - opening up new accounts to 
accumulate debt in their victims' names, which leads to a ruined credit report and credit 
score.

A growing number of states have provided consumers with the option of a security freeze. 
Twelve states now give this right, and most to all consumers can now ''hoose to use the 
security freeze to prevent identity thieves from opening new accounts .n their good names.

We urge you to support strong legislation that provides greater identity theft protections for 
consumers in Alaska. Both S 222 and HB 226 would provide Alaska's consumers with 
necessary tools to better protect themselves against identity theft.

Please feel to contact either myself or Gail Hillebrand at 415/431-6747 should you have 
any questions.

Sincerely,

Michelle Jun 
Staff Attorney 
Financial Privacy Now 
Consumers Union
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DATE: March 23, 3006

SUBJECT: C om m en ts  re: C SSB  222(JUD)

Co-Chair G reen , Co-Chair W ilken , M embers : Bunde .D yson , S tedm an , Hoffman, 
O lson

Thank you for the opportunity to testify to day  regard ing C SSB  222(JUD). W h ile  
the A laska  Comm iss ion  on P o s tse conda ry  Educa t ion  is a lre a dy  in comp liance 
with a n um be r o f the information se cu r i ty  e lem en ts  of the bill w e  do have  
s ign if ican t con ce rn s  abou t the prov is ions re lating to the co llec tion and u s e  of 
soc ia l se cu r i ty  num bers . The current p rov is ions constitu te a potentia l ma jor 
impairment of A C P E ’s  ab ility to effic iently and effec t ive ly  carry out its 
adm in is tra t ive  re spons ib i l i t ie s for s ta te  f inancia l aid programs.
Spec if ica lly , (page 16, l ines 25 to 27) A S  4 5  4 8 . 4 0 0 ( b )  U n l e s s  e x p r e s s l y  r e q u i r e d  

b y  f e d e r a l  o r  s t a t e  la w ,  a  p e r s o n  m a y  n o t  s e l l ,  l e a s e ,  l o a n ,  t r a d e ,  r e n t ,  o r  

o t h e r w is e  d i s c l o s e  a n  i n d i v i d u a l ' s  s o c i a l  s e c u r i t y  n u m b e r  t o  a  t h ir d  p a r t y  f o r  a n y  

p u r p o s e  w it h o u t  t h e  i n d i v i d u a l ' s  w r it t e n  c o n s e n t .

Currently ACPE u s e s  the SSN  a s  one of se ve ra l key identif iers in a multi-point ID 
protocol when performing statutorily requ ired se rv ic ing  p ro c e s s e s  which include: 
insuring the identify o f the applicant, rev iew  o f app licant credit h isto .y , rev iew  for 
re levant se le c t iv e  se rv ic e  s ta tu s , rev iew  for child support de l inquency , 
ga rn ishmen t of w a g e s  and/or PFD s, sk ip tracing, credit reporting, etc . T h e se  
m a tches are m ade  with both federa l and sta te  en tit ies a s  well a s  with private 
po s tse conda ry  institu tions and o ther non-governmental third part ies critical to the 
p rocess .

Collection of S S N s  is ab so lu te ly  critical to th e se  p ro ce s s e s  and yet, the ac t of 
co llec ting the SSN  is not e x p r e s s l y  requ ired by law, it is performing the 
p ro ce s s e s  that is requ ired .

D. Barrans TE S T IM O N Y  BEFO RE SENATE FIN AN C E C O M M ITTE E
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Current la n guage  con ta ined  in the s ta te  educa tion  loan M as te r  P rom isso ry  Note 
(MPN) in c lu d e s  an IMPORTANT NOTICES sec tion which a d v i s e s  app lican ts that 
su bm is s io n  of the SSN  is requ ired  to partic ipate in the loan program . It further 
a d v i s e s  them , genera l ly , how the SSN  will b e  u se d  a s  an identifier, when n eeded  
and  appropriate , th roughout the life o f the loan. W h ile  the p rom isso ry note d o e s  
s ta te : I n f o r m a t i o n  S h a r i n g  I  a u t h o r i z e  t h e  r e l e a s e  o f  i n f o r m a t i o n  p e r t i n e n t  t o  m y  

l o a n s . . . e t c . " ,  it d o e s  not conta in an explicit s ta tem en t re lating to re le a se  of the 
SSN . Shou ld  this phras ing i s s u e  be  sub je c t  to litigation and  the language  
d e em ed  to be defic ient, I canno t e s t im a te  what c o s ts  cou ld  com e  from a c la s s  
act ion . The curren t MPN h a s  b een  in u s e  for the pas t four yea rs .

For the Comm iss ion  to h ave  to requ ire new  M PN s of all current borrowers s 
e s t im a ted  to co s t in e x c e s s  o f $50,000 in printing, d istr ibution and  s ta ff time 
exp la in ing to bo rrowers and  partic ipating institu tions why the ex ist ing MPN m ust 
be  rep laced . There wou ld  a lso  b e  the intangib le co s t to the organ iza tion , of 
putting our c u s tom e rs ’ con f iden ce  in the organ iza tion at risk. S in ce  w e  a lso  
opera te  a s  a lende r unde r the fede ra l program , shou ld  w e  be  un ab le  to comply 
with federa l cred it reporting requ irem en ts the financia l lo s s e s  to the A la ska  
S tuden t Loan Corporation cou ld be  in the millions. F ede ra l loan vo lum e for the 
curren t loan y e a r  is e s t im a ted  to be  approximate ly $27 million and rep resen ts 
s l igh tly  le s s  than 40% of ou r total loan vo lume.

The other two s e c t io n s  of re la ted concern a re  45.48.410 and 45.48.415. While 
45.48.410 appea rs  to provide a g e n c ie s  with the ability to c rea te  SSN-related 
" law” through the regu la t ion , a s  it current ly le a d s ,  that ability is lim ited to this 
s ing le  sec tion . Shou ld  w e  attempt to provide all of the requ is ite  authority to 
support critical adm in is tra t ive  p ro ce s s e s ,  I am  ve ry  conce rned  that, if su b je c ted  
to litigation by a d isg run t led  borrower, the courts wou ld  take  a strict read ing of the 
s ta tu te  and d isa l low  an y  su ch  regu la t ion that w a s  not supported  by c le a r 
s ta tu to ry authority.
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It is a lso  re levan t to note that the leg is la tu re  ha s e xp re s s ly  ch a rg ed  A CPE  with 
acting a s  an en terp r ise agen cy , u s ing  a b u s in e s s  mode l to g en e ra te  re ven ue  for 
the sta te . However, by prohibiting a s ta te  agen cy  from a sk in g  for a SSN , but not 
ex tend ing that prohibition to o ther en tit ies , the p roposed la n g u a g e  in 45.48.410 
not only re su lt s  in s ign if ican tly in c rea sed  co s t for ACPE  -  and  a s so c ia te d  
d e c r e a s e s  in A C P E ’s  ability to g ene ra te  revenue for the s ta te  -  but a lso  re su lt s  in 
ACPE  not be ing ab le  to compete  with out-of-state o rgan iza t ion s that ac t ive ly  
marke t their lo an s to A la ska 's  s tu d en ts ,  costing tho se  s tu d en ts  more, d e c re a s in g  
s ta te  re ven ue s , and resu lt ing in an outflow of educa tion  loan repaym en t do l la rs  to 
o ther s ta te s .

F inally , A C P E ’s  b u s in e s s  p ro ce ss  is a lre ady  su b je c t  to a  va r ie ty  o f federa l 
co n sum e r protection law s including: Fair Debt Collection P ra c t ic e s  Act (FDCPA); 
Te lephone C on sum er Protection Act (TCPA); Fa ir Credit Reporting Act (FCRA); 
Patriot Act (for OFAC compliance); G ramm  Leach Bliley (GLB); Fa ir and 
A ccu ra te  Credit Act (FACT ACT); A la sk a  P r ivacy Act; A la sk a  s ta tu te s  and 
regu la t ion s govern ing the educa t ion  loan pronrams; Truth in Lend ing Act a s  well 
a s  a var ie ty of federa l and s ta te  law s re la t ive to co n sum e r information protection, 
identity theft, payment p rocess ing , d eb t collection, and re la ted  financ ia l 
information. The add it iona l requ irem en ts p laced on the a g e n c y  by this 
leg is la tion certa in ly a d d s  complex ity to compliance , d u e  to p o s s ib le  contiicts , 
w ithout add ing  m ean ing fu l ly  to the protection of our cu s tom e rs .

If it is not po ss ib le  to a ltoge the r exemp t ACPE  from th e se  re fe renced  
requ irem en ts , then appropriate am endm en ts  are n e c e s s a r y  to avo id  deva s ta t in g  
c o n s e q u e n c e s  to ou r operat ions , our ability to opera te a s  an en te rp r ise  agency , 
and -  most important - ou r ability to support A la ska 's  s tu d en ts  and institu tions of 
h igher educa tion .
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