


IO U S E  C O M M IT T E E  REPOT

(7)
Date Referred to Committee: May 8,2005

Date of Committee Action: 6 3 / OCg

The JUDICIARY Committee considered:

HOUSE BILL NO. 308

"An Act relating to false caller idendflcation."

HB 308

CALLER ID HACKERS

FURTHER REFERRALS: Finance

Recommends it be replaced with [ j HCS or PQ CS t o r ? ) 0 8 (J u o  )
Fcr Senate Bills with new title: [  ]  Technical Title [ ] New Title: HCR_ [^0 Same Tide [ ] New Title

[ ] attach amendments 
[ ] add new referral t o . 
[ ] Letter of Intent____

Committee
Committee

Liao/
Abbrrv
for
D e p ti.:

ADM
CED
COR
CRT
EED
DEC
DFG
GOV
IISS
LEG
LAW
LWF
MVA
DNR
DPS
REV
DOT
UA

N E W  FISCAL NOTES

List by Dcpt(s): •F N i Fiscal Indet. Zero

C R T X
X

T>P<o

.. ..

..............  I

PREVIO U S  FISCAL NOTES
List by Dept(s): FN# Fiscal Indet. Zero

Signing with recommendations
Printed Last Name

DP DNP NR AM

t £
r% cu ^d —

' ” /  7 ' ,  7
.. .....

^  -------------------------------------------

C g j-L .tL - -

/ i  i n T r p M  i v
p----------
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FISCAL NOTE

Revision Date/Time (Note if correction):____________________Dept. Affected___________________________
Title Callar ID Hackors___________________________________ RDU Aiasfca Court System______________
____________________________________________________________________ Component Trial bourts
Sponsor Representative L' nn ________________________ _________________________________________________
R e q u e s t e r _____________________________________________________Component No. ____________

STATE OF ALASKA F i s c a l  N o te  N u m b e r  ________________________

2006 LEGISLATIVE SESSION Bill V e rs io n :  H B 3 0 8 -C o u r ta -3 -1 7 -0 6

( )  P u b lis h  D a te :  ________________________

L^ p e n d itu re s/ R '.v e n c js_______________________________ (Thoi/sands of Dollars)
Note: Amounts do not include inflation un less otherwise noted below .________________________
OPERATING EXPENDITURES FY 2007 FY 2008 FY 2009 FY 2010 FY 2011 FY 2012
Personal Services 
Travel 
Contractual 
Supplies 
Equipment 
Land & Structures 
Grants & Claims 
Miscellaneous

TOTAL OPERATING 0.0 0.0 | 0.0 0.0 0.0 I 0.0
ICAPITAL EXPENDITURES | | I I I I I
jCHANGE IN REVENUES ( ) | | | | [ | 1
FUND SOURCE_______________________   (Thousands of Dollars)
1002 Federal Receipts
1003 GF Match 
1001 GF
1005 GF/Program Receipts
1037 GF/Mental Health
Other (Specify Type-Do not abbreviate)

TOTAL CO 0.0 0.0 0.0 0.0 0.0

Estim ate o f any curran t year (FY2006) co st: 0.0
Mark th is box (X) If fund ing fo r th is  b ill Is  In c luded  In the Governor's FY 2007 budge t proposa l: 1 |
POSITIONS
Full-time
Part-time
Temporary

|ANALYSIS: (Attach a separate page ifnacessar/)

The court system dees not anticipate any fiscal impact from thu passage of HB 308.

P r e p a r e d  by : D o u g  W o o liv e r .  A d m in is tra t iv e  A tto rn e y _____________________________ P h o n e  4 8 3 -4 7 5 0

Division Al .ska Court System______________________________________________ Date/Time 3/17/06 @  10:30 am
Approved by: Doug Wooliver for Stephanie Cole. Adminstratlve Director_________  Date 3/17/2006___________
Agency Alaska Court System____________________________________________

iRnwn s/7/2009 owe) Page 1 of 1



FISCAL NOTE

STATE OF ALASKA
2006 LEGISLATIVE SESSION

Revision Date/Time (Note if correction): 3/21/06 9:06 a.m.
T it le  A n  A c t r e la t in g  to  f a l s e  c a l le r  id e n t i f ic a t io n ________

F i s c a l  N o te  N u m b e r .

Bill V e r s io n :

( )  P u b llsn  D a te :

HB 308

Sponsor
Requester

Dept. Affected: 
[RDU L
’ Component

_________Administration
lal and Advocacy Services 
Ic Defender Agency

(H) JU

E xp en d itu re s/ R e ven u e s
Note: Amounts do not indude inflation un less otherwise notou below.

_ Component No. 

(Thousands of Dollars)

163T

OPERATING EXPENDITURES FY 2007 FY 2008 FY 2000 FY 2010 FY 2011 FY 2012
Personal Services 0.0 0.0 0.0 0.0 0.0 0.0
Travel
Contractual
Supplies
Equipment
Land 4 Structures
Grants 6. Claims
Miscellaneous

TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0
I CAPITAL EXPENDITURES" I
ICHANGE IN REVENUES ( ) I

1002 Federal Receipts
1003 GF Match
1004 GF
1005 GF/Program Receipts 
103/ GF/Mental Health
Other (Specify Type-Do not abbfwiate)

0.0 0.0 0.0 0.0 0.0 0.0

TOTAL 0.0 0.0 0.0 0.0 0.0 0.0

E*Mm ats o f any curren t yea r (FY2006) co st: 0.0
Msrk th is box (X) If fund ing fo r th is  b ill Is  Inc luded In the Governor's FY 2007 budge t p roposa l:
POSITIONS
Full-time j
Part-time |"~
Temporary j
ANALYSIS: (Attach a separate page i f  necessary)
This legislation would create the new crime of False Caller Identification for inserting false information into a 
caller identification system. False Caller Identification would be a class B misdemeanor.

This legislation is not expected to have a fiscal impact on the Public Defender Agency.

Prepared by: Quinlan Steiner. Director___________________  Phone (907) 334-4414
Division Public Defender Agency__________________________   Date.Time 3/21/06 9:06 a.m.
Approved by: Mike Tibb'es, Deputy Commissioner Date 3/21/2006
Agency Administration____________________  _________________________

(r»v.-»g .'T/zoos omb) Page 1 of 1



FY2012FY 2008 FY 2009O p e r a t in g  e x p e n  i it u r e s
Personal Services 
Travel 
Contractual 
Supplies 
Equipment 
Land & Structures 
Grants & Claims 
Miscellaneous

TOTAL OPERATING

ANALYSIS: 'Attach a separata page i f  necessary)
This proposed leg is la tion  w ill h ave  no f is cc l impact on the Department o f P ub lic  Safe ty .

Prepared by: Lieutenant James He'noe  ________________________________ Phono &I7-269-4532
Division Alaska State Troopers____________________________________________  Date/Time 3/17/06 1:54 PM
Approved by: Commissioner William Tandeske_____________________________  Date 3/17/2006______
Agency Department of Public Safety_________________________________

Revis ion Datem rn e  (Not- , i f  c o r r e c t i o n ) : ________________ Dept. Affected;___________ Public Safety__________
Title “An Act ting to false caller identification. *________ RDU Alaska State Troopers_____________
__________________________    Component AST Detachments
Sponsor Repr se ative Lynn_______________________________ _________________________________________________
Requester Hou?,e I. dlciary Committee  Component No. 2325

Expendlturea/Revt r . u e *  (Thousands of Dollars)___________________
Nott. Amounts do not .nciuda inflation unlesTotherwise noted below. _____________________________

FISCAL NOTE
STATE OF ALa SKA Fiscal Note Number ________________
2006 LEGISLATIVE SESSION BiH Version: HE306-QPS-AST-3-17-06

() Publish Date: ________________

FUND SOURCE
1002 Federal Receipts
1003 GF Match
1004 GF
1005 GF/Program Receipts 

.‘ <337 GF Mental Health
[O t t  e r  (Spec ify  T yp e- P o  no t ab b re v ia te )  

TOTAL

Estimate o f any curren t year (FY2006) cost: 0.0
Marx th is box (X) If fund ing fo r th is b ill Is In c luded  In the Governor's FY 2006 budge t proposal:
POSITIONS
F u ll- tim e  
Part-time 
T e m p o ra ry

|CAPITAL EXPENDITURES'
ICHANGE IN REVENUE S ( ) )

(R n tu d  W23/2004 OMB) Page 1 o f 1



Alaska State Legislature

Member
Labor and Commerce Committee
State Affairs Committee
Economic Development, Trade & Tourism
Committee
Education Committee
Joint Armed Services Committee

Finance Subcom mittees
Labor & Workforce Development 
Community & Economic Development 
Milita.7 & Veterans’ Affairs

C b iirm a a
Military &  Veterans' Affairs Com m itlee

A Communication From
R E P R E S E N T A T IV E  B O B  LYN N

District 31 Anchorage

E-Mail: Representative_Bob_Lynn@legis.state.ak.us 
‘Bob Lynn’s Alaska Blog” AlaskaDistrict31.blogspot.com

Phone: (907)465-4931 
Fax:(907)465-4316 

Toll Free: (800) 870-4391

Interim :
716 W. 4 ^ . .  #650 

Anchorage, AK 99501-2133

Phone:(907)269-0205
Fax:(907)269-0207

Session:
Alaska Slate Capitol

Juneau. A K  >801-1182

SPO N SO R  ST A T E M E N T  

HB308

An Act relating to false caller identification

Warning. Do not trust your telephone caller ID. The name and number you see may be fake. 
Both private individuals and commercial spoofers can now deliberately cause false caller 
identification to be displayed on your caller ID screen. False caller identification is more serious 
than pranks, or the annoyance of intrusive telemarketing. It facilitates fraud, and can be 
potentially deadly.

For example, some financial institutions use caller ID to authenticate telephone requests for 
personal account information. With a few personal tidbits and your spoofed number, an impostor 
could access your bank or credit card account. Seniors could be victimized by scam artists who 
appear to be phoning from a reputaole agency. There’s potential for hoax emergency calls with 
false caller ID to law enforcement or the fire department. Predators could use caller ID spoofing 
to lure women and children for purposes of sexual assault or murder. The potential of false 
caller ID spoofing for crime and other mischief is almost endless.

Anyone with sufficient computer and telephonic skills can implement false caller identification. 
In fact an entire telephone spoofing industry has emerged, and is growing daily. Cost from one 
company for spoof calls is 10 cents a minute. These spoofing services can v ark with mobile 
phones, landlines as well as telephone sendees that are routed via the Internet.

The fake caller ID situation is primarily a federal issue, but it is essential that Alaska take 
whatever action possible within its jurisdiction. Caller ID spoofing from a local, state, or federal 
law enforcement agency is excluded from this bill.

mailto:Representative_Bob_Lynn@legis.state.ak.us
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CS FOR HOUSE BILL NO. 308( )

IN THE LEGISLATURE OF THE STATE OF ALASKA 

TWENTY-FOURTH LEGISLATURE - SECOND SESSION

BY

Offered:
Referred:

Sponsor(s): REPRESENTATIVL5 LYNN, Dahlstrom, Wilson, Gatto, Neuman, Kerttula, Chenaull, Anderson, 
Gardner, LeDoux, Olson, Croft, Elkins, McGuire

A BILL 

FOR AN ACT ENTITLED 

"An Act relating to false caller identification." 

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section I. AS 45.45 is amended by adding a new section to read:

Sec. 45.45.940. False caller identification, (a) A person may not knowingly 

insert false information into a caller identification system.

(b) This section does not apply to law enforcement agencies of the federal 

government, the state government, or a municipality.

(c) A person who knowingly inserts false information into a caller 

identification system is guilty of a class B misdemeanor.

(d) In this section,

(1) caller" means a person who places a call by a telephone or over a 

telephone line, even if the person begins the call on a computer;

(2) "caller identification system" means a listing of a caller's name, 

telephone number, or name and telephone number that is shown to a recipient of a call 

when the recipient answers;

-1- CSHB 308( )
New Text Under!ined IDELETED TEXT BRACKETED1
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(3) "insert" means insert by voice communication, by written 

communication, or by typing into a computer;

(4) "knowingly" has the meaning given in AS Il.81.9u0.

* Sec. 2. AS 45 50.471(b) is amended by adding a new paragraph to read:

(51) violating AS 45.45.940 (false caller identificat.on).

CSHB 308( ) -2-
New T e x t  U n d e r l in e d  (D E LE TE D  TEXT BRACKETED]



R E U T E R S  #
KNOW. NOW.
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S c a m  A r t is ts  Dial fo r  D o lla rs  o n  In te rn e t  P h o n e s
Sun  Ma- 20. 2005 09:40 AM ET

By Andy Su llivan

WASHINGTON (Reuters) - Interne! phone se rv ic e s  h a ve  drawn m illions of u se r s  looking for rock-bo llcm  ra le s . Now they're 
a lso  a ttracting identity th ie ve s looking to turn sto len  cred it c a rd s  into ca sh .

Som e Internet phone se rv ic e s  a liow  sc am  a rtis ts to m ake it appear that they are  ca llin g  from another phone num ber -- a 
u se fu l trick that e n ab le s  them to drain cred it a c co un ts and po se  a s  b an k s or other tru s ted  authorities , on line fraud experts 
say .

"It's like you've handed peop le an entire phone network," sa id  Lance J am es , who a s  ch ie f techno logy officer of S ecu re  
S c ien ce  Corp. s e e s  su ch  s c am s  on a  d a ily  b a s is .

The em erg ing sc am s underline  the lower ,eve l of se cu rity  protecting Voice O ver In ternet P rotoco l, or VO IP, the Internet- 
ca lling stan da rd  that h a s  upended  the te lecom m un ica tion s industry o ve r the p ast se ve ra l y ea rs

Traditional phone networks opera te o ve r d ed ica ted  eq^ pm en t that is difficu lt for o u ts id e rs  to penetra te . B e cau se  VO IP c a lls  
trave l o ve r the Internet, they co s t m uch le s s  but are vu ln e rab le  to the sam e  se cu r ity  p rob lem s that p lague  e-mail and the 
W eb.

Internet worm s that sn arl on line ne tw orks can render VO IP lin e s un u sab le , and  exp erts at AT&T sa y  VOIP conversa tio n s 
can be monitored or a lte red  by o u ts ide rs .

F edera l T rade Com m ission Chairm an Deborah P latt M a jo ras recen tly w arned  that un sc rup u lo u s te lem arke te rs cou ld  u se  
VOIP to b la s t huge  n um bers of vo ice  m e s sa g e s  to con sum ers , a  techn ique known a s  SP IT , for "spam  over Internet 
te lephony."

All of th e se  th rea ts remain la rge ly  in the realm  of theory. C a lle r ID spoo fing , on the other hand , h a s em erged  over the past 
six m onths a s  a use fu l tool for iden tity th ie ve s and other sc am  a rtis ts , acco rd in g  to fraud experts.

PRES ID EN T  BUSH ON THE LINE

Any reporter wou ld  sc ram b le  for a  ringing phone that re ad s "White H ouse m ed ia line" on its ca lle r ID d isp lay .

But it's not the Bush adm in istra tion on the line -- it's se cu rity  in struc to r Ralph E chem end ia , ca lling  from a mobile phone o r a 
remote G eorg ia  h ighway.

“You can  se e  how this so rt of th ing cou ld  be  u se d  in a  ve ry  m a lic iou s way," sa id  E chem end ia , a secu rity  instructor at the 
In tense Schoo l, a techno logy tra in ing com pany.

Calle r IE spoo fing is not p roh ibited by law , but the F edera l Com m un ications Com m issi ~n requ ire s te lem arke te rs to identify 
th em se lve s a ccura te ly , a  spokesw om an  sa id .

Echem end ia  built h is own sy s tem  to spoo f ca lls , but se ve ra l free or low-cost se rv ic e s  a llow  even  techn ica l no v ice s to fa ls ify  
ca lle r ID information a s  we ll.

Debt co lle c to rs and private in ve stig a to rs u se  C amophone.corn 's 5-cents-per-call se rv ic e  to trick peop le into answ ering the

Reuters News Article Page 1 of 2
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phone, according to messages posted on a discuss'^'-, board.

Traveling salesmen say the service comes in handy when they want clients to return calls to the main office, rather than 
their motel room.

James said criminal uses of caller-ID spoofing have become common over the last six months.

Wire-transfer services like Western Union (FDC.N: Quote, Profile, Research) require customers to call from their home 

phone when they want to transfer money in an effort to defer fraud -- a barrier easily sidestepped by any identuy f^ief using 
a caller-ID spoofing service.

Fraud rings can now transfer m oney directly out of stolen credit-card accounts, rather than buying merchandise and 
reselling it, he said.

Western Union spokeswoman Danielle Periera said the company has no other way to verify that transfer requests are valid.

"We try haid to stay one step ahead of them and recognize that scam artists are sophistica d and often change their 
schemes," she said.

Criminals can use caller-ID spoofing to listen to other people’s voice mail, James said, especially when those accounts are 
not protected by passwords.

They also have begun to use the technology to make it appear that they are calling from a bank or other financial institution, 

s a L  Dave Jevans, who chairs the Anti-Phishing Working Group, a bankii.^-industry task force.

That helps them convince consumers to divulge account numbers, passwords and other sensitive information in a scam 

that echoes the "phishing" e-mails that have become common, he said.

VOIP industry pioneer Jeff Pulver, whose Free World Dialup service can be used fo spoof calls, said he couldn't prevent 

abuse of his system.

The problem will likely recede as companies like VeriSiyn Inc. (VRSN.O: Quote, Profile, Research) and NeuStar Inc. 

develop ways to verify online identities, he said: "We're not there yet, but we're going to get there."

All rights reserved. Users may download and print extracts of content from this website tor their own persona! and non-commercial use only. 
Republication or redistribution ot Reuters content, including by framing or similar means, is expressly prohibited without the prior written 
consent ol Reuters. Reuters and the Reuters sphere logo are registered trademarks or trademarks of the Reuters group of companies 
around the world.

© Reuters 2005
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Con tac t  C en te r  Today

- Caller-ID Spoofing: 'Appall ingly Bad I d e a ’

> 1 1 0 1 0 1 1  

1 1 0 U 0 1 0 1 1 0

t o im i m o f  
0 1 1 0 1 0 1

By Erika M orphy 
S ep tem b e r 2 , 2004  1 26PM

A new software system that allows users to fool telephone ca'.ler-l 
opens the door to a variety of abuses. "What an appallingly bad id 
security firm Sophos.

1 1

R e p o rts  te ll y o u  w h a t h a s  h a p p e n e d  in th e  p ast. F o re c a sts  te ll y o u  w h a t m ig h t  h a p p e n  in 

y o u  w h a t is h a p p e n in g  r ig h t n o w . L earn  h o w  to  g a in  in s ig h t in to  y o u r  c u rre n t o p e ra tio n s , 

an d  A g ility : E v e n t S tre a m  P rocessing for E v e n t-D r iv e n  B u sin e ss "

CIO Today 
Home/CIO Ne ws 

CIO Interviews 
Business Briefing 

E-Business 
Infrastructure 

Integration 
Customer Relations 

Data Storage 
Network Secuiity 
Wireless Internet 

Small Business 
Worldwide Tech 

Science & Innovation 
Web Services 

Compliance

»  A s ta r tu p  c o m p a n y  h a s  d e v e lo p e d  a s o ftw a re  s y s te m  th a t 

a llo w s  u sers to  s p o o f a c a lle r -ID  n u m b e r  in o rd e r to  trick th e  

te le p h o n e -c a ll re c ip ie n t in to  a n s w e rin g  th e  p h o n e .

D e v e lo p e d  b y S ta r 3 8 , th e  s e rv ic e  w ill be m a rk e te d  s o le ly  to 

c o lle c tio n  a g e n c ie s , p r iv a te  in v e s tig a to rs  a n d  th e  police, 

acco rd in g  to  s ta te m e n ts  m a d e  by th e  c o m p a n y .

T h e  s y s te m  its e lf is said  to  be e a s y  to  u se, w ith  th e  u s e r ty p in g  

in th e  re c ip ie n t's  n u m b e r  and th e  n u m b e r  h e  o r s h e  w o u ld  like 

to  a p p e a r  o n  th e  c a lle r ID .

A p p allin g ly  Bad

C ritics  o f  th e  s y s te m  — a n d  th e re  are m a n y , e v e n  o u ts id e  th e  

u s u a l p r iv a c y /c o n s u m e r-a d v o c a c y  b rig a d e  - -  fin d  th e  te c h n o lo g y  

fr ig h te n in g . " W h a t an  a p p a llin g ly  bad id e a ,"  sa y s  G ra h a m  

C lu l^ y , m a n a g in g  c o n s u lta n t fo r  s e c u r ity  tit  a n d  a n tiv ir u s  firm  

S o p h o s . " It  re m in d s  m e  o f  th e  h a c k e r-d r iv e n  s p a m  a n d  p h is h in g  

s c a m s  th a t h a v e  ta k e n  o v e r  th e  In te r n e t,"  h e  to ld  N e w sF a c to r.

M o r e  o n  t h i s  t o p i c .

http://www.contact-centcr-today.com/story.xhtmI?story_title=Caller-ID-Spoofing—Appallingly-Bad-Idea... 2/14/2006

http://www.contact-centcr-today.com/story.xhtmI?story_title=Caller-ID-Spoofing%e2%80%94Appallingly-Bad-Idea
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— .... .....— i  i n fa c ^  jt  iS a m u c h  w o rse  fo rm  o f d e c e p tio n  th a n  In te r n e t

fra u d , s a y s  J o h n  M o rris , s ta ff  c o u n s e l fo r  th e  C e n te r  fo r 

D e m o c ra c y  & T e c h n o lo g y , a W a s h in g to n -b a s e d  p u b lic -p o lic y  

—  o rg a n iz a tio n  w ith  a fo cu s o n  te c h n o lo g y .

p" Top CIO News

p  Contact Centjr 
Industry Alert

[y o u r em ail 

sign up |

- ii| . • fti

Reasonable Expectation

"O n th e  In te r n e t,  m o s t p e o p le  u n d e rs ta n d  th a t  th e  id e n tity  o f  

s o m e o n e  w h o  is s e n d in g  a n  e -m a il m a y  e a s ily  be s p o o fe d ,"  

M o rris  to ld  N e w sF a c to r. "B u t th e  p h o n e , h is to r ic a lly , h a s  had a 

d if fe r e n t  s e t o f  e x p e c ta tio n s  o r a s s u m p tio n s . M o s t p e o p le  th a t  

h a v e  C a lle r ID  a s s u m e  th e  n u m b e r  liste d  is a c c u ra te ."

In  n e w s  a c c o u n ts , S ta r 3 8  has e m p h a s iz e d  its in te n t  to  l im it  th e  

te c h n o lo g y  to  th e  police, c o lle c tio n  a g e n c ie s  and p r iv a te  

in v e s tig a to rs .

H o w e v e r, " th e re  re a lly  is n 't  a n y th in g  th a t  w ill p re v e n t th is  k ind  

o f  te c h n o lo g y  fro m  b e in g  used by o th e r  firm s , such  as 

te le m a rk e te rs , n o w  th a t it  h as been  d e v e lo p e d ,"  M o rris  s a y s, 

a d d in g , "in th is  a g e  o f  id e n tity  th e ft, w e  are  s k e p tic a l th a t  

s p o o fin g  o th e r  p h o n e  n u m b e rs  o n  C a lle r ID  is a d e s ira b le  

d e v e lo p m e n t."

O n e  s c e n a rio , M o rris  s u g g e s ts , m ig h t be s o m e o n e  p u rp o rtin g  to  

call fro m  a d is ta n t  re la tiv e 's  h o u s e , c la im in g  th e  p erso n  h ad  an 

a c c id e n t.

Potential for Abuse

1 S o ny Erics s o n  Intros Bl;

2  I T S a la r ie s  U p for the I

3 S c ien tis ts  Find Lost Wo>

4 M arketers Bristling at Ci

5 GM C u ts  D ividend. Trim

ou

B u t e v e n  a s s u m in g  th a t  S ta r 3 8  keep s th e  te c h n o lo g y  in th e  

h a n d s  o f  c o lle c tio n  a g e n c ie s , p r iv a te  in v e s tig a to rs  a n d  th e  

p o lic e , th e re  s till w o u ld  be cau se  for w o rry .

W h ile  th e  po lice  m a y  w ell h a v e  a le g itim a te  n eed  fo r  th e  

te c h n o lo g y  in c r im in a l in v e s tig a tio n s , th e  p o te n tia l fo r a b u s e  by 

c o lle c tio n  a g e n c ie s  a n d  P is  is h u g e .

F o r e x a m p le , th e re  h a ve  b e e n  cases o f  s ta lk e rs  re ta in in g  p riv a te  

in v e s tig a to rs  to  fin d  v ic tim s  w h o  w e n t in to  h id in g .

A s fo r c o lle c tio n  ag e n c ie s, th e  p o te n tia l fo r a b u s e  is e v e n  w id e r. 

"W e  d o n ’t u n d e rs ta n d  w h a t p u rp o se  a le g it im a te  co lle c tio n s  

a g e n c y  w o u ld  h a v e  in h id in g  its id e n tity ,"  M o rris  sa ys.

T h e  ty p ic a l e x a m p le , o f  co urse, is an a g e n c y  th a t  uses th e  

s y s te m  to  g e t a p h o n e -s h y  d e b to r  to  a n s w e r th e  call an d  c o a x 

h im  o r h e r in to  p a y in g  th e  d e b t.

C o lle c tio n  a g e n c ie s , th o u g h , h a v e  n ot e n tire ly  sh e d  th e ir  le s s - 

th a n -u p s ta n d in g  p ractices s in ce  th e  p assag e o f  the F a ir D e b t 

C o lle c tio n  P ractices A ct. R e c e n tly , o n e  firm  w as fined  for 

c o n tin u a lly  c o n ta c tin g  an d  h a ra s sin g  a d e b to r ’s n e ig h b o rs  -  a

M o s t  P o p u l a r  A r t i e

1 CRM a n d  VoIP: T he  Be;

2 C u s to m e rs  U rge Avoida 

3. A nother Look at O utsou  

4 P ac-W est, V eriSign Tea 

5. A vaya, Jun iper P a r tn e r«
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p ra c tic e  c le a rly  ille g a l u n d e r  FD C P.

O ver the Line

M o re  o fte n , th o u g h , w h e n  th e s e  a g e n c ie s  go  o v e r  th e  lin e , it is a 

litt le  m o re  d is c re e t.

R e c e n tly , a le g a l jo u r n a l re p o rte d  th a t a c o u rt fo u n d  a co lle c tio n  

a g e n c y  had m a d e  fa lse  s ta te m e n ts  as to  th e  t im e  lim it  o f  a 

d e b t-d is c o u n t o ffe r ; re p o rte d ly , th e  firm  to ld  th e  d e b to r  sh e  had 

3 0  d a y s  to  m a k e  a p a y m e n t if  she  w a n te d  to  g e t  a p e rc e n ta g e  

ta k e n  o ff  h e r d e b t. In  tru th  th e re  w as no t im e  lim it  o f  3C d a y s  - -  

a d e c e p tio n  p ro h ib ite d  by th e  law .

W h ic h  b rin g s  us back to  S ta r 3 8 's  la te s t c o n tr ib u tio n  to  th e  

In te r n e t  age. In  h is firs t ta k e  o n  th e  s y s te m , M o rris  s a y s  he 

d o e s  n o t b e lie v e  th e  s y s te m  its e lf v io la te s  th e  te n e ts  o f  F D C ?.

When it gets in the hands of the agencies, though, that may be 
a different story.

"I do  b e lie v e  w e  w ill see s o m e  d e c e p tiv e  p ractices o n  th e  p a rt o f 

th e  a g e n c ie s  t h a t  w ill v io la te  th e  s p irit o f  FD C P ," he s a y s.

H ave  a n  inform ed opinion on  this sto ry ’’ W e w ant to know  w hat you think
S e n d  a  LeJlgr loJbe_Edil9r S en d  u s  your F eed b ack
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' T a l l e r  ID  s p o o f i n g "  a n  e m e r g i n g  
V o IP  s e c u r i t y  t h r e a t
<> R eal A u d io  | H ow  to L isten

I f  you have caller ID, you m ight want to think twice about trusting  
the  information displayed on your telephone. As m ore people place 
phone calls over the In ternet instead o f the wired telephone  
network, identifying the person on the other end  o f the line is 
getting more difficult.

S rting  la te  la s t su m m e r , p e o p le  all o v e r  th e  U .S. a n d  C a n a d a  g o t 
p h o n e  calls from  a Twin C ities p h o n e  n u m b e r  -- a re c o rd e d  vo ice  
o ffe ring  a  d ea l on  w ire le ss  p h o n e  se rv ic e s . W hen th e y  ca lled  th e  
n u m b e r  to  com p la in , th e y  w ere  p a tc h e d  th ro u g h  to  a sm all 
M inneapolis c o m p a n y  th a t  defin ite ly  w as  n o t selling  N okias o r 
B lackberries . I t w as a  co m p an y  th a t  p ro v id e s  ja n ito r ia l s e rv ic e s  to  
a re a  b u s in e s se s .

Building R e so u rc e s  C o rp o ra tio n  off ;e  m a n a g e r  R h iannon  Fisk 
fie lded  th e  co m p la in ts .

"Around C h ris tm a s tim e , th e  call v o lu m e s ta r te d  to  pick u p , a n d  we 
g o t d o z e n s  an d  d o z e n s  e v e ry  d ay ,"  s h e  sa id . " It g o t to  th e  p o in t 
w h e re  w e Ju s t h a d  to  s t a r t  ignoring  th e m  b e c a u s e  it w as a ffec tin g  
how  w e did b u s in e s s ."

U n d e rs ta n d a b ly , th e  c a lle rs  co m p la in ed  ang rily  a b o u t th e  u n w a n te d  
te le m a rk e tin g  calls.

"I'll p ick up  th e  p h o n e , th e y  im m e d ia te ly  say  you  ca lled  m y  h o u se  
a n d  I w a n t you  to  s to p  calling , a n d  ta k e  m e  off th e  list, a n d  th e y  
u su a lly  Ju s t h a n g  up ,"  Fisk said .

Fisk s o u g h t a n s w e rs  from  th e  c o m p a n y 's  te le p h o n e  p ro v id e r,
In te g ra ,  b u t re ce iv ed  n o n e . S h e  th e n  co m p la in ed  to  th e  M inneso ta  
A tto rn ey  G en e ra l. T he AG's office to ld  fisk th a t ,  w hile n o th in g  could  
b e  d o n e , it knew  th e  likely so u rc e  of th e  p ro b le m : ca lle r ID 
spo o fin g . T he  sh a d y  te le m a rk e te rs ,  w an tin g  to  avo id  d e te c tio n , 
m a d e  it look like it w as  s o m e o n e  e lse . I t 's  a m y s te ry  w hy th e y  
c h o se  th e  M inneapolis c o m p an y .

S c a m m e rs  h a v e  long know n how  to  fak e  th e  so u rc e  o f e -m a il. S in ce  
V oice o v e r  IP, o r VOIP, s e n d s  v o ices  a s  p a c k e ts  of d a ta , it w as  
p e rh a p s  p re d ic ta b le  th a t  te le p h o n e  c u s to m e rs  w ould s t a r t  s e e in g  a
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p ro b lem  like e -m a il spo o fin g .

"If you  pick u p  you s ta n d a rd  p h o n e  to d ay , an d  you  h a v e  ca lle r  ID, 
you  c a n  s e e  w hich n u m b e r  is ac tu a lly  calling you , a n d  you h a v e  a 
v e ry  h igh  level o f a s s u ra n c e  th a t  it rea lly  is th a t  te le p h o n e  n u m b e r ,"  
sa id  S tu a r t  M clrv ire , se c u r ity  re s e a rc h e r  a t  IBM. Now, w h en  you 
s ta r t  to  g e t in to  Voice o v e r  IP, it 's  v e ry  e a sy  for s o m e o n e  to  fak e  
th a t  n u m b e r , so  you  th ink  th e  call is com ing  from  so m e w h e re  e lse ."

C o n su m e r a d v o cacy  g ro u p s  a r e  ju s t  b eg inn ing  to  field c o m p la in ts  
a b o u t th e  p ro b lem . Jo rd a n a  B eeb e  w ith th e  Privacy R igh ts 
C le a r in g h o u se  . 'a y s  s h e 's  n o t s u re  how  m an y  p eo p le  a r e  b e in g  
b u rn e d  by ca lle r ID spo fing , b u t calls it a d e c e p tiv e  p ra c tic e  th a t  
shou ld  b e  s to p p e d .

"C aller ID is th e r e  so  th a t  you  know  w ho is calling an d  you  can  
m a k e  a d e te rm in a tio n  a b o u t w h e th e r  you  w an t to  ta k e  th a t  call o r 
n o t ,” s h e  sa id . "And if fo r in s ta n c e  th a t  tech n o lo g y  is be in g  a b u se d  
so  th a t  you  a re  d u p e d  in to  tak in g  a call th a t  o th e rw ise  yo u  w o u ld n 't 
ta k e , w e lee l th a t  c o n su m e rs  s h o u ld n ’t b e  in th a t  ty p e  o f s itu a tio n ."

You d o n 't  h av e  to  b e  a sk illed , d ev io u s  h a c k e r  to  trick  ca lled  ID 
d isp lay s . In th e  p a s t  y e a r , a b o u t a  h a lf  d o zen  se rv ic e s  h a v e  c ro p p ed  
up th a t  u se  VoIP te ch n o lo g y  to  sell c a lle r ID spoofing , a t  five to  ten  
c e n ts  a m in u te , to  c o n su m e rs . T hey  *o by n a m e s  like "T elespoo f,"  
a n d  "C am o p h o n e ."  T h e y 're  m a rk e te d  to  peo p le  w ho w a n t to  h ide  
th e ir  tru e  id en titie s , like bill co llec to rs  an d  p riv a te  in v e s tig a to rs .
Only o n e  ca lle r ID spoofing  se rv ice , re sp o n d e d  to  in q u irie s  from  
MPR, b u t th e  o w n e r w o u ld n 't re v e a l h is n am e , say ing  on ly  th a t  he  
b e liev e s  h is se rv ice  is e th ica l an d  lawful.

B eebe  o f th e  P rivacy R ights C lea rin g h o u se  sa y s  new  re g u la tio n s  and  
law s a re  n e e d e d  to  figh t ca ller ID spoofing . But VoIP is largely  
u n re g u la te d . A sp o k e sw o m a n  a t  th e  a g e n c y  th a t  w ould m o s t likely 
h a v e  ju r isd ic tio n , th e  fe d e r a l  C o m m u n ica tio n s C om m ission , did n o t 
re sp o n d  to  n u m e ro u s  re q u e s ts  fo r co m m en t.

In th e  m e a n tim e , ca lle r ID spoofing  could  g e t w o rse  a s  m ore  
c o n su m e rs  a n d  b u s in e s s e s  sw itch  to  In te rn e t te le p h o n e  ca lls .

"W hat w e 're  go ing  to  s e e  is m o re  peo p le  d e v o te  m o re  tim e  an d  
e n e rg y  in to  b reak in g  it, b e c a u s e  it 's  go ing  to  b eco m e  m o re  
p o p u la r ,"  sa id  D avid E ndler of th e  Voice O ver IP S ecu rity  A lliance.

B ack a t  th e  jan ito r ia l se rv ic e s  firm , office m a n a g e r  R h iannon  Fisk 
s a y s  th a t  m ercifu lly , h e r  p h o n e  s to p p e d  ringing off th e  h o o k  a b o u t a 
m o n th  ag o . T he calls e n d e d  a s  m y s te rio u sly  a s  th e y  a p p e a re d .

A m erican  Public M edia H om e I S e a rc h  | C o n tac t 
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'Spoofing' lets p rank s te r s  dial M for mayhem
Monday, April 11, 2005

BY KEVIN COUGHLIN 
S tar-L edger S li tf

W hen a hoax led sharpshooting S W A T  team s to shut down a New Brunswick neighborhood last 
month, the world learned about a dangerous new gam e called "bombing."

Prank phone calling, once a sum m er pastir e of slap -happy kids, had morphed into a blood 
sport.

W hile  details still are unfolding on how the New Brunswick em ergency call and others like it were 
faked, experts on privacy and security warn that Internet technology and legal loopholes are 
handing hoaxsters a powerful weapon to dupe everyone: caller ID "spoofing."

O ver the past few m onths, com panies such as Cam ophone, CovertCall, Telespoof and S poofTel 
have sprouted online with offers to place calls that display any '•.illback num ber you want, for just 
pennies a minute.

"P? •'•yone. Anyw here, Anytime," proclaims the W eb site of PI Phone.

PI Phone and rivals Star38 and U.S.Tracers purport to serve only private investigators or law 
enforcement personnel, who presumably have good reasons for tricking outlaws to answer the 

phone. But other services welcom e all comers; for an extra fee som e even will record the results.

' W anna have som e fun? Appear to be som eone else, and set up the Ultimate Prank Call," says 
the W eb site for CovertCall, which sponsors a $250 contest for the best prank.

CovertCall suggests fooling debtors info accepting calls, rpoofing your business line to keep 
your personal num ber private, and exploiting cellular plans that offer free incoming minutes.

“W ant to chat with sexy singles? Get endless free trials by calling in with random caller IDs!"

On the W eb, CovertCall users even debate methods •• and ethics -- of spoofing a spouse's 
number to access his or her cellular m essages.

The Federal Com m unications Com m ission and Federal Trade Com m ission say they have taken 

no enforcement actions against these services. But others predict it won't be long before an 

emergency hoax, identity theft or duped domestic violence victim triggers calls for a crackdown.

"Tne potential for abuse with this technology is huge," says  Jordana Beebe of the nonprofit 
Privacy Rights Clearinghouse, a San Diego group that advocates for consumer privacy 

protections.

Adds Kevin Mitnick, co-author of "The Art of Intrusion" end a reformed hacker himself: "You can't 
trust caller ID. There is no assurance that it is com ing from the entity that's displaying on the 

device."
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To  p ro v e  h is  p o in t .  M itn ick  u s e d  V o n a g e ,  the  E d i s o n - b a s e d  In te rn e t  p h o n e  c o m p a n y ,  to c a l l  a  
repo r te r 's  c e l l  p h o n e .  T h e  c a l l  a p p e a r e d  to  c om e  f r o m  the  r ep o r te r ' s  o f f i c e  n u m b e r .  T h e  r u s e  t o o k  
Mitnick o n ly  a  few  s e c o n d s .

M an y  In te rne t  t e l e p h o n e  s e r v ic e s  let u s e r s  u p d a t e  the ir  a c c o u n t s  with a n y  c a l lb a c k  n u m b e r s  o r  
e m e rg e n c y  a d d r e s s e s  th e y  c h o o s e .  T h is  c a n  b e  a  l i fe s a v e r .  If y o u ' r e  v a c a t io n in g  a n d  m a k in g  
c a l ls  o v e r  th e  In te rn e t ,  y o u  p r o b a b ly  w a n t  y ou r  s e r v i c e  p ro v id e r  to  d i rec t  p o l ic e  to y o u r  v a c a t i o n  
spo t  if y o u  p u n ch  9 1 1  in an  e m e r g e n c y .

(S p o o f in g  9 1 1  c a l l s  o v e r  c o n v e n t io n a l  p h o n e  n e tw o rk s  is m uch  h a r d e r .  T h e y  d e p lo y  an  
e m b e d d e d  bil l ing t e c h n o lo g y ,  c a l l e d  S S - 7 ,  which a u tom a t ic a l ly  l inks  a  9 1 1  c a l l  with the  p h y s i c a l  
a d d r e s s  o f  the  t e l e p h o n e .  T h e  N ew  B ru n sw ic k  h o a x  a p p e a r s  to h a v e  b e e n  p h o n e d  to  a r e g u l a r  
po l ice  line, no t  to  9 1 1 . )

Mitnick, w h o  s p e n t  a lm o s t  f ive  y e a r s  in ja i l fo r  h a c k in g  into c o m p a n i e s  su c h  a s  M o to ro la  a n d  S u n  
M ic ro sy s tem s ,  s a y s  s o m e  f in anc ia l  insti tu tions u s e  c a l l e r  ID to a u th e n t i c a te  t e l e p h o n e  r e q u e s t s  
fo r p e r s o n a l  a c c o u n t  in fo rm a t io n .  W ith  a  few  p e r s o n a l  tidbits a n d  y o u r  s p o o f e d  n um be r ,  h e  s a y s ,  
an im p o s to r  c o u ld  a c c e s s  y o u r  b a n k  o r  c red it  c a r d  a cc ou n t .

S P O O F  W IT H  E A S E A c tu a l l y ,  s p o o f i n g  p h o n e  c a l l s  is  n e a r ly  a s  o ld  a s  c a l le r  ID , a  s e r v ic e  'h a t  
debu ted  in N ew  J e r s e y  -  d e s p i t e  p r o te s t s  f r om  p r i v a c y  a d v o c a t e s  -- in the  la te  1 9 8 0 s .  B a c k  th en ,  
sp oo f ing  r e q u i r e d  s o m e  te chn ic a l  s a v v y .  N ow , a n y o n e  with a  c red i t  c a r d  a n d  a  p h o n e  o r  o n l in e  
c om pu te r  c a n  p la y .

Typ ica l ly , a f t e r  se t t ing  up  a n  a c c o u n t  with a s p o o f in g  sen / ic e , y o u  c a l l  its t o l l - f r e e  line o r  lo g  o n to  
the W e b  s i te .  E n t e r  a  n u m b e r  to c a l l ,  a n d  the  c a l lb a c k  n um b e r  to  d i s p la y ,  a n d  th e  s e r v ic e  d o e s  
the rest.

T h e  m e re  ac t  o f  fa k in g  s o m e o n e ' s  p h o n e  n u m b e r  is no t i l lega l , s a y s  Erin  M c G e e  o f the C T IA ,  a  
w ire le s s  in du s t ry  t r a d e  a s s o c ia t i o n .

•iim R e y n o ld s  o f  S t a r 3 8  s a y s  h is  c o m p a n y ,  l a u n c h e d  la s t  fa l l in D e l a w a r e  b y  f o rm e r  law 
e n fo r c em en t  a g e n t s  f o r  cu r re . a g e n t s ,  w a s  the  first c om m e rc ia l  s p o o f i n g  s e r v ic e .  O t h e r  s e r v i c e s  
a re  c o p y c a t s  a n d  lawbreaker*-, ne  s a y s .

"I g u a r a n t e e  t h o s e  p e o p le  will b e  p r o s e c u t e d .  It's o n ly  a  m a t te r  o f  t im e ,"  s a y s  R e y n o ld s .

S t a r 3 8  is m e a n t  to h e lp  the g o o d  g u y s  hun t the b a d  guys ; r iv a ls  "g iv e  p e o p le  a  l i c e n se  to  h a r a s s  
p e o p le  a n d  b r e a k  the  law ,"  h e  s a y s .

B e c a u s e  S t a r 3 8 ' s  c a l l s  a re  p la c e d  en t i re ly  o v e r  the  In ternet, th e y  a r e  e x e m p t  f r om  F C C  
reg u la t io n s ,  R e y n o ld s  c o n t e n d s .  C om p e t i t o r s  can 't  m a k e  the  s a m e  c la im , h e  in s is ts .

Bu t  m os t  In te rne t c a l l s  h o p  o n t o  r e g u la r  p h o n e  n e tw o rk s  at s o m e  po in t ,  s a y s  M a rk  W ig f ie ld  o f  the  
F C C .  "W e  w o u ld  h a v e  to l o o k  a t th e  fa c ts "  o f anv  c a s e ,  h e  s a y s .

F e d e ra l  T r a d e  C o m m i s s i o n  r u le s  b a r  t e l em a r k e t e r s  f rom  s p o o f in g  c a l l e r  ID to s id e s t e p  the  
na t iona l "D o  N o t  C a l l "  reg is t ry  e s t a b l i s h e d  in 2 0 0 3 .  S o m e  b u s in e s s  u s e s  o f  s p o o f in g  a l s o  c o u ld  
v io la te  F T C  p ro h ib i t io n s  a g a in s t  u n fa i r  o r  d e c e p t iv e  t rade  p ra c t i c e s ,  s a y s  s p o k e s m a n  B r a d  
W in te r .

B ann in g  a l l s p o o f i r g  w o u ld  b e  a  m is t a k e ,  s a y s  V o n a g e  ch ie f t e c h n ic a l  o f f ic e r  L o u is  M a m a k o s .
T ha t  might b a r  le g i t im a te  u s e s  f o r  a l te r in g  c a l lb a c k  n u m b e r s  -- s u c h  a s  d i rec t ing  c u s t o m e r s  to 
g e n e ra l  h e lp  n u m b e r s  in s te a d  o f  to  spec i f ic  r e p re s e n ta t i v e s .

In fact, s p o o f in g  s e r v i c e s  a c tu a l ly  m a y  h e lp  p r e s e r v e  p e r s o n a l  p r iv a cy ,  s a y s  J o n a t h a n  B ic k .  a

I.M .,//........  /, m n /U rj ~o,.,r 1 1 / i i n i  o<tmn*toifin vmi j / i m n m
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R u tg e r s  U n iv e rs ity  la w  p r o f e s s o r  a n d  a u th o r  of "101 T h in g s  Y o u  N e e d  to  K n o w  A b o u t In te rn e t  
L aw ."  T h e s e  s e r v i c e s  r e s to r e  a  r ig h t to  a n o n y m o u s  s p e e c h  th a t  c a l le r  ID  h a d  s t r ip p e d ,  B ick s a y s .

"W e ju s t  h a v e  e v o lv in g  te c h n o lo g ie s ,"  h e  s a y s .  “A n d  a s  t e c h n o lo g ie s  e v o lv e , s o  d o  
c o u n t e r m e a s u r e s . ”

T H E  S P O O F E R S T h e  s u d d e n  r i s e  o f  s p o o f in g  s e r v ic e s  c a n  b e  t ie d , v a r io u s ly , to  b o re d o m , t h e  
N a tio n a l H o c k e y  L e a g u e ,  a n d  a  s t ru g g lin g  c o l le g e  s tu d e n t .

S p o o fT e l w a s  b o rn  in  V a n c o u v e r  tw o  m o n th s  a g o  w h e n  a  c o m p u te r  s e c u r i ty  s p e c ia l i s t  n a m e d  
R y a n  P u r ita  g o t  b o r e d .

"T h is  is w hy  h a v in g  n o  h o c k e y  o n  T V  is b a d ,"  jol j s  P u r i ta ,  re fe r r in g  to  t h e  c a n c e l e d  N H L s e a s o n .

P u r i ta  th o u g h t th e  S ta r 3 8  s e r v ic e  s o u n d e d  c o o l b u t  w a s  m iffed  it on ly  s e r v e d  c o p s .  S o  h e  c o o k e d  
u p  S p o o fT e l a n d  s a y s  it n o w  h a s  a b o u t  8 0 0  a c tiv e  u s e r s  w h o  a v e r a g e  b e tw e e n  2 ,u 0 0  a n d  5 ,0 0 0  
m in u te s  a  d a y  a t  a  d im e  p e r  m in u te ,  C a n a d ia n .

H e  p r o m is e s  to  d e a l  sw iftly  w ith  a n y  r e p o r te d  a b u s e s  b u t d e f e n d s  c a l le r  ID sp o o f in g .

"W e 're  o ffe rin g  a  s e r v ic e .  If s o m e o n e  is u s i . .g  it ille g itim a te ly , w h a t  c a n  w e  d o ?  T h a t 's  th e  
In te rn e t,"  P u r i ta  s a y s .

“T h e y  still s e ll  c r o w b a r s ,  d o n 't  th e y ?  T h e y  c a n  b e  u s e d  fo r m a n y  d if fe re n t th in g s .  I d o n 't  s e e  
a n y b o d y  b e  n g  s to p p e d  from  s e l l in g  g u n s .  I w o u ld  g u e s s  m o re  p e o p le  a r e  k illed  by  g u n s  th a n  
from  s p o o f in g  c a l le r  ID ," h e  s a y s .

B e n  R o s e n th a l  a ls o  e n t e r e d  th e  c a l l e r  ID sp o o f in g  b u s i n e s s  in J a n u a r y ,  w ith h is  P I P h o n e  s e r v ic e  
fo r p r iv a te  in v e s t ig a to r s .

"I s a w  n o p p o r tu n ity  a n d  p ro f it  t f u .  2 , a n d  a  w ay  to  do  it h o n o ra b ly  a n d  le g a lly , a n d  ju m p e d  o n  
it," s a y s  R o s e n th a l ,  b a s e d  in W e s t c h e s t e r  C o u n ty .

H e  s a y s  it's f e a s ib le  th a n k s  to  f r e e  s o f tw a r e  c a l le d  A s te r isk . It tu r n s  a  P C  w ith  a  f a s t  In te rn e t 
c o n n e c t io n  in to  a fu ll-f le d g e d  t e l e p h o n e  s y s te m ,  w ith  f e a tu r e s  th a t  o n c e  c o s t  th o u s a n d s  of 
d o l la r s .  "T he b a r r ie r  to  e n try  b e c a m e  v e ry  low , R o s e n th a l  s a y s .

A s te r is k  w a s  h a t c h e d  in 1 9 9 9  by  M a rk  ^  v e n e e r ,  a n  A u b u rn  U n iv e rs ity  c o m p u te r  e n g in e e r in g  
s tu d e n t .  H e a l s o  ra n  a  te c h  s u p p o r t  b u s i n e s s  for p e o p le  u s in g  th e  f r e e , " o p e n  s o u r c e "  L inu x  
c o m p u te r  o p e ra t in g  s v s :e m .

"I n e e d e d  a  p h o n e  s y s te m .  I c o u ld n 't  a ffo rd  to  b u y  o n e  s o  I d e c id e d  to  m a k e  o n e ,"  r e c o u n t s  
S p e n c e r ,  w h o  n o w  s e l l s  A s te r i s k - b a s e d  s e r v ic e s  a n d  h a r d w a r e  a t  D ig iu m  In c . in A la b a m a .

A lth o u g h  S p e n c e r  s  h a n d iw o rk  h a s  s p a w n e d  o u tiits  ih a t n o w  se ll d e c e p t io n s  by  Ih e  m in u te , lie  
in s is t s  th e  b ig  p h o n e  c o m p a n i e s  c o u ld  c u rb  sp o o f in g  if th e y  w a n te d .  N o t th a t  h e 's  a  fan  of 
s p o o f e r s ,  m in d  y o u .

"I h o n e s t ly  d o n 't  a p p r o v e  of p e o p le  d o in g  th is ,"  s a y s  S p e n c e r ,  2 7 , w h o  s e e s  th e  w o rld  a s  d iv id e d  
b e tw e e n  th o s e  w h o  u s e  te c h n o lo g y  fo r  g o o d  a n d  th o s e  w h o  u s e  il fo r ev ii. "I w o u ld  ra th e r  b e  in 
th a t  first c a m p , try in g  to  d o  s o m e th in g  to  h e lp  p e o p le ."

K evin Coughlin co v e rs  technology. H e  can b e  rea ch ed  at kcough lin@ slarledger.com  or (973) 
352-1763.
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V o IP  h a c k s  g u t  C a l l e r  I .D .

Im plem entation quirks in Voice over IP are making it easy for hackers to spoof Caller I.D ., and 
to  unmask blocked numbers.

By Kevin Poulsen, SecurityFocus Jul 6 2004 1:54PM

C a lle -  I .D . is n ’t  w l a t  i t  u s e d  to  b e .

H a c k e r s  h a v e  d i s c o v e r e d  t h a t  th e  h a n d y  f e a t u r e  t h a t  te l ls  y o u  w h o ’s  c a ll in g  b e f o r e  y o u  a n s w e r  th e  p h o n e  

is  e a s i ly  m a n ip u la ve d  th r o u g h  w e a k n e s s e s  in  V o ice  o v e r  IP  (V o IP ) p r o g r a m s  a n d  n e tw o r k s .  T h e y  c a n  m a k e  

t h e i r  p h o n e  c a l l s  a p p e a r  to  u e  fro m  a n y  n u m b e r  t h e y  w a n t ,  a n d  e v e n  p ie r c e  t h e  veil o f  C a lle r  I.D . b lo c k in g  

t o  u n m a s k  a n  a n o n y m o u s  p h o n e r 's  u n l i s t e d  n u m b e r .

A t ro o t ,  th e  i s s u e  is o n e  of w h a t  h a p p e n s  t o  a n u g g e t  o f  a u th e n t i c a t io n  d a t a  w h e n  it lo a v e s  t h e  t ig h t ly -  

r e g u l a t e d  re a lm  o f t r a d i t io n a l  t e l e p h o n y ,  a n d  p a s s e s  in to  t h e  u n r e g u la te d  d o m a in  o f t h e  I n t e r n e t .

O n  th e  o ld - f a s h io n e d  p h o n e  n e tw o r k ,  C a lle r  I.D . w o rk s  th i s  w a y : y o u r  lo c a l p h o n e  c o m p a n y  o r  cell p h o n e  

c a r r i e r  s e n d s  y o u r  "C a llin g  P a r ty  N u m b e r"  (C P N ) w ith  e v e r y  call, like  a r e tu r n  a d d r e s s  c n  a n  e n v e lo p e .  

T r a n s m i t t e d  a lo n g  w ith  y o u r  CPN is a  p r iv a c y  flag  t h a t  te l ls  t h e  te l e p h o n e  sw itc h  a t  t h e  r e c e iv in g  e n d  of 

t h e  call w h e th e r  o r  n o t  to  s h a r e  y o u r  n u m b e r  w ith  th e  r e c ip ie n t :  if you  h a v e  b lo c k in g  o n  y o u r  line , t h e  

p h o n e  c o m p a n y  y o u 'r e  d ia lin g  in to  k n o w s  y o u r  n u m b e r ,  b u t  w o n 't  s h a r e  it  w ith  t h e  p e r s o n  y o u 'r e  c a ll in g .

T h is  a r r a n g e m e n t  r e l ie s  on  t e l e p h o n e  e q u ip m e n t  a t  b o th  e n d s  o f  t h e  call b e in g  t r u s t e d :  th e  p h o n e  sw itc h  

p ro v id in g  you  w ith  d ia l to n e  p r o m is e s  n o t t o  lie a b o u t  y o u r  n u m b e r  to  o th e r  s w i tc h e s ,  a n d  t h e  sw itc h  o n  

t h e  r e c e iv in g  e n d  p r o m is e s  n o t  to  r e v e a l  y o u r  n u m b e r  if y o u 'v e  a s k e d  t h a t  it b e  b lo c k e d . In  t h e  U .S . t h a t  

t r u s t  is b a c k e d  b y  FCC re g u la t io n s  t h a t  d ic t a t e  p r e c is e ly  h o w  te l e p h o n e  c a r r ie r s  h a n d le  C P N s, C a lle r  I .D . 

a n d  b lo c k in g . I n s t  s u b s c r ib e r s  h a v e  c o m e  t o  c ak e  C a lle r  I .D . fo r g r a n t e d ,  a n d  s o m e  f in a n c ia l  in s t i tu t io n s  

e v e n  u s e  C a lle r  I .D . to  a u th e n t i c a t e  c u s t o m e r s  o v e r  th e  p h o n e .

D e s p i t e  t h a t ,  t h e  s y s t e m  h a s  lo n g  b e e n  o p e n  to  m a n ip u la t io n .  "A lo t  o f t im e s  y o u  c a n  o f f e r  a n y  n u m b e r  

y o u  w a n t ,  a n d  c a r r i e r s  w o n 't  v a l i d a te  t h a t , "  s a y s  L a n c e  J a m e s ,  c h ie f  s e c u r i ty  o ff ic e  o r S e c u r e  S c ie n c e  

C o r p o r a t io n .  B u t in th e  p a s t ,  t h e  p o w e r  to  m i s r e p r e s e n t  yt. ^  n u m b e r  c a m e  w ith  a  h ig h  p r ic e  t a g :  y o u  

ty p ic a l ly  h a d  to  b e  a b u s in e s s  a b le  to  p a y  tn e  local p h o n e  c o m p a n y  fo r a  h ig i i-v o lu m e  d ig i ta l  c o n n e c t io n .

O n  th e  o th e r  s id e  o f  t h e  e q u a t io n ,  c o m p a n ie s  w ho  p a y  fo r to ll f r e e  n u m b e r s  c a n  o f te n  a c c e s s  a n  in c o m in g  

c a l l e r 's  p h o n e  n u m b e r  e v e n  if i t 's  b lo c k e d .

V o ice  o v e r  IP  n e tw o r k s ,  c u r r e n t ly  o u t s id e  FCC re g u la t io n , p la c e  t h o s e  c a p a b i l i t ie s  in t h e  h a n d s  o f  o r d in a r y  

n e t u e n s .  In  a t e l e p h o n e  in te rv ie w  w ith  S e c u r i ty F o c u s ,  2 1 - y e a r - o ld  p h o n e  h a c k e r  "L ucky  2 2 5 "  

d e m o n s t r a t e d  h o w  h e  c o u ld  s p o o f  h is  C a lle r  I .D . to  a p p e a r  to  b e  p h o n in g  fro m  t h e  r e p o r t e r 's  o ff ic e . In 

a n o t h e r  d e m o n s t r a t i o n ,  th e  r e p o r t e r  p h o n e d  L u c k y 's  a s s o c i a t e  " N a ta s ” fro m  a  r e s id e n t i a l  p h o n e  w ith  

C a lle r  I.D . b lo c k e d .  N a ta s  w a s  a b le  to  r a t t l e  o f f  th e  u n l i s te d  p h o n e  n u m b e r .

U •» .//««»« t i t « » i o n n * - i H < F r \ e i i r  rv» /r\ r« ry t n K l  a  /r\ a  \\, r  1 ' i / o n n n s
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A s d e s c r ib e d  by  L u c k y , w h o 's  s c h e d u l e d  to  g iv e  a.£a_lk o n  t h e  s u b j e c t  a t  t h e  D efC o n  h a c k e r  c o n v e n tio n  

l a t e r  th is  m o n th ,  m u c h  C a l le r  I .D . c h ic a n e ry  c a n  b e  a c c o m p lis h e d  b y  ta k in g  a d v a n ta g e  o f  im p le m e n ta t io n  

q u ir k s  in V o ice  o v e r  IP n e tw o r k s  t h a t  t r y ,  b u t  fa il, t o  im p le m e n t  C a lle r  I .D . p ro p e r ly .  " T h e r e  a r e  little  

e x p lo i ts  t h a t  y o u  c a n  d o ,"  s a y s  L u ck y . B u t t h e  m o s t  p o w e rfu l to o l for m a n ip u la t in g  a n d  a c c e s s in g  CPN 

d a t a  is th e  o p e n - s o u r c e  L in u x - b a s e d  PBX  s o f tw a re  A s te r is k ,  u s e d  in  c o m b in a t io n  w ith  a  p e r m is s iv e  V oIP  

p ro v id e r .  " I t 's  fu lly  c o n f ig u r a b le ,  y o u  c a n  p r e t ty  m u c h  d o  a n y th in g  y o u  w a n t  w ith  it,"  s a y s  L ucky . " T h a t 's  

w h y  V oice o v e r  I .P .  is  c h a n g in g  th in g s ."

N a ta s  u s e d  A s te r is k  in c o n ju n c t io n  w ith  th e  N u F o n e  N e tw o rk  fo r  h is  d e  r o n s t r a t io n  o f  C a l l e r  I .D . 

u n m a s k in g .  N u F o n e  c h ie f  J e r e m y  M c N a m a ra  d id n 't  r e tu r n  p h o n e  c a lls  fo r th i s  s to ry .

P riv a c y  a d v o c a t e s ,  w h o  h a d  r e s e r v a t i o n s  a b o u t  C a lle r  I .D . w h e n  it w a s  in t ro d u c e d  in t h e  9 0 s ,  a r e n 't  h a p p y  

th a t  it’s b e c o m in g  e a s i e r  t o  s u b v e r t .  "A  w o r s e  c a s e  s c e n a r io  is  if y o u  h a v e  a  b lo c k e d  n u m b e r ,  a n d  y o u 'r e  a 
v ic tim  of s t a lk in g ,  a n d  y o u ’re  d u p e d  in to  c a ll in g  a n u m b e r  t h e  s t a lk e r  s e t  u p  th a t  w a s  r o u t e d  th r o u g h  a 

V oIP  line ,"  s a y s  J o r d a n a  B e e b e  o f  th e  S a n  D ie g o - b a s e d  P r iv a c y  R ig h t 's  C le a r in g h o u s e  " I t  c o u ld  p u t  t h e i r  

life in  d a n g e r ."

C a lle rs  w ith  l i f e - o r - d e a th  a n o n y m i ty  c o n c e r n s  m ig h t  c o n s id e r  s p o o f in g  j u s t  to  g e e  a  l i t t le  p r iv a c y . F o r n o w , 

L ucky  s a y s  p r a n k s  a m o n g  f r ie n d s  a r e  t h e  m o s t  c o m m o n  u s e  t h a t  h e 's  s e e n  o f  V oIP  s p o o f in g ,  b u t  h e  

b e l ie v e s  t h a t  id e n t i ty  th i e v e s  a n d  o t h e r  s w in d le r s  c o u ld  h a v e  a  fie ld  d a y .  " I 'v e  u s e d  it m y s e l f  to  a c t i v a te  

m y  o w n  c r e d i t  c a r d s ,  b e c a u s e  I n e v e r  g iv e  c r e d i t  c a rd  c o m p a n ie s  m y  re a l  n u m b e r ,"  h e  s a y s .  "O n e  s im p le  

sp o o f ,  a n d  i t 's  like s a y in g ,  if y o u  h a v e  t h e  g u y 's  p h o n e  n u m b e r ,  th a t  p ie c e  o f  in f o rm a t io n  is  m o r 

im p o r ta n t  th a n  h is  m o t h e r 's  m a id e n  n a m e  a n d  d a t e  o f b i r th .  I f  yo u  h a v e  th e  p h o n e  n u m b e r ,  y o u  d o n 't  

n e e d  a n y th in g  e l s e . "

< t ip s @ s e c u r i ty f o c u s .c o m >
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T-Mobile security flaw in voicemail. 
Beware and change

n r?  . .  \ . f /  1 1 v I I r .  0y David Uccone, posted Tuesday, Feb. 22nd, 2005 
-L Reader Comments: 4

Pageviews: 20,245

Simple caller-id spoofing enables unwarranted access to your 
voicemail.

If any of our mem bers of the community have Sprint or T-Mobile and you have auto 
voicemail login enabled, you a re  vulnerable to a  simple hack to access your voicemail. I 
have auto voicemail login enabled because I ba te  entering my voicemail PIN number each 
time I want to check my m essages.

The voicemail authentication system  is simple. It uses caller ID to validate the originating 
num ber -  if the caller ID m atches your cell phone number (ie. your cell phon calling in to 
check your voicemail m essages), it will log you in automatically.

Since the announcem ent of commercial caller ID spoofing systems such as CovertCall and 
another called TeleSpoof. For those not in-the-know, caller ID spoofing allows you to 
change your caller ID number to  anything you like. This is extremely vulnerable and make 
sure you turn off auto login enabled. This is probably how thpy hacked into Paris Hilton's 
voicemail.

What is CoverCall?

Covert Call allows you to  alter the caller id that is sen t to the phone you are calling. It can 
operate just like a calling card, all for the price of a normal long distance call.

here’s a scenario: Out of the office and need to contact a business associate, but don 't want 
to reveal your private cell phone number?... Cover1 Call will display your business number 
on their caller id. No one will ever know where y ju  are really calling from!

Manipulate the caller id, that is sen t from your phone. Appear to be anyone, anywhere. This 
service is compatible with nearly all phones, cell phones, and even the new VoIP phones!

What is TeleSpoof?

Teiespoof is offering the first domestic and international Caller I.D. spoofing service, 
allowing business profer sionals to  remain anonym ous when calling from anywhere In the 
world, to anywhere in the world. Telespoof allows you to be whoever you want to be.

Our service is for business professionals within the U.S. Including, but not limited to; Private 
Investigators, Skip Tracers, Law Enforcement, Debt Collection Agencies, Insurance Agencies 
and Lawyers, allowing the freedom to choose any number to show up on the Caller I.D. 
display.

Telespoof operates on toll free num bers within the U.S. giving clients access from wherever 
they may be. No need to be in the office or a t a computer to use the service. Telespoof also 
allows clients to place international calls with spoofed Caller I.D. permitting the technology 
is available within the destination country.
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Quote

The only -eason for the sta ff a t Dave's iPAQ posting this is to protect the 
members o f  our community. We do not support any o f  these types o f actions at
alii

And if I purchase a throw away cell with lOOminutes how are you going to track it back? 
That's basically how hackers do it.

Posted by David Ciccone, Wednesday, Feb. 23rd, 2005

The easy way to secure your voicemail from spoofed caller ID is to se t it up to  require 
you to enter your password every time.

David chose to copy and paste the ad copy directly fro rertCall and Telespoors 
respective web sites. It should be noted that, even with spoofed caller ID, there is a 
record of the source and destination of every phone call that is placed on the US 
telephone network. There is no such thing as untracable phone calls.

Additionally, Telespoof w as not the first company to market with caller ID spoofing.

Posted by PI Phone, Wednesday, Feb. 23rd, 2005

I used to have a Sanyo (500C?) cell phone years ago that allowed m e to screen calls. 
When the phone rings, you would hit a side button that activated a local digital voice 
mail like introduction recording. It would appear to be a normal voice mail greating. (ot 
what ever you recorded) You could th*n interrupt to say hi after confirming it was 
actually someoen you w ant to talk to. assum ing  they know to say something early, or 
while they are leaving a m essage) That's the only way I can think of to get around some 
of the potential headache. I havnt seen a phone with this feature though since then.

Posted by s4czech, Tuesday, Feb. 22nd, 2005

Everyone please note this is a very easy way to access voicemails. Paris Hilton's entire 
Tmobile voice mailbox is all over the internet. This could possibly be the way they got in.

Posted by David Ciccone, Tuesday, Feb. 22nd, 2005
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Caller ID missing in OPD
by Lindsay Huett 
DM Slab Reporter 
February 25, 2005

O ne might assum e that w hen a police dispatcher fields a telephone 
call, a cailer ID device would im m ediately track the caller's 

whereabouts. This, however, is not the case at the Oxford Police 
Department.

According to Jason Plunk, owner of Night Town in Oxford, an 

apparent prank call led officers to his business M onday a; midnight. 
Plunk said the police were unable to trace the call, and they 

responded to a false report of a fight occurring in the parking lot.

“My impression is that som eone phoned the police department 

representing Night Town," he said. “I am the only one w ho can m ake a 
judgm ent decision about calling the police. So I knew that the call had 
not been m ade from Night Town."

Plunk said the police told him  the call cam e from a cell phone, but they 
did not know —  and would have no way of discovering —  who m ade 
the call.

Assistant Police C hief Mike Martin said implementing a caller ID 
system  would be problematic.

“With as m any lines as our telephone system  has, we nave been told 

that we m ay never be able to have caller ID ,” Martin said.

Martin said the police department currency has 12 lines connected 

with their telephone system , and the caller ID function only works with 
a one-line system.

In the event of a serious prank, the department has other ways of 

tracking calls through the Bell South telephone company.

But Martin said the majority of prank calls are made to the emergency 
911 system.

Em ergency 911 dispatchers do have identification capabilities.

The police ( epartment’s telephone system is networked with the fire 
department and city hall. If the system  were to be updated to 

incorporate caller ID, the whole network would have to be changed, 
Martin said.

Lori Nicholson of the Germ antow n Police Department in Germantown, 

Tenn., said their telephone sysiem  is also connected to the fire 
department and city hall.

They have seven em ergency department lines do not contain the 

caller ID function either.

She said G erm antow n's em ergency 911 lines are the only ones able 
to identify incoming calls.
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But the Tupelo Police Department has four lines, all with caller ID 
directly linked to their department, according to a spokesperson.

Their system is not linked to any other department in the city, she 
said.

The technology department in charge of maintaining the telephone 
system for the city of Oxford was unavailable for comm ent.
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Prank Calls Spook  'Other' Clintons
NORTH LITTLE ROCK. Ark. * P rank  calls a re  nothing n ew  (or th e  fam ously  n a m e d  Bill C linton of North Little Rock, but n ev e r 
a s  sca ry  - or a s  h igh -tech  - a s  th is one.

Clinton, w ho is no t re la ted  to th e  form er p re s id en t and  A rk an sas  governor of th e  s a m e  n a m e , w a s  th e  victim of a  d a n g e ro u s  p 
m onth w hen  a n o th e r  p e rs o n  u se d  a coi 'ite r to  hack  into a caller-ID  sy s tem  a n d  hijack C lin ton 's ho m e num ber.

After hack ing  into a  c o m p t s y s t e m  in a  p ro c e s s  ca lled  "caller-ID spoofing ,' th e  a s -y e t unidentified  ca ller m ad e  sev e ra l calls 
hom e J a n  29. telling C lin ton 's so n  he  w a s  going to d isturb  all the ne ighbo rs with ca lls  tha t w ould a p p e a r  to  com e from Clintor

T he  p ran k s te r th e n  ca lled  police to  m ake it look like it w as  Clinton calling, sa id  h e  h a d  a  g u n  lo so m e o n e ’s  h e a d  a n d  hung up
arm ed  officers lo  b e s ie g e  C linton’s  hom e.

Clinton h a d  b e e n  s leep in g , but his son  h a d  rece iv ed  the cran k  calls, including o n e  
say ing  th e  police w ere  o n  th e  w ay. Clinton w ent o u ts id e  to  m eet th e  police, who 
d isco v ered  that s e v e ra l ca lls  w ere  reco rded  on C linton 's ow n caller-ID sy s tem  a s  
having c o m e  from  his ow n ph o n e . T hat's w hen they  realized  som ebody  h a d  
h ack ed  inlo the co m p u te r sy s tem  an d  im p e rso n a ted  C linton 's te lephone  
identification c o d e .

C o m p u te r e x p e rts  sa y  th a t few p eo p le  know  ab o u t "spoofing" program s, w hich a re  
av a ilab k  n the In ternet a n d  w ere  d ev e lo p ed  so  th a t te lem ark e te rs  can  b y p a ss  
caller-ID sy s te m s . C oskun  B ayrak of the co m p u te r sc ie n c e  d epartm en t at th e  
U niversity of A rk an sa s  at Little R ock said  w ider know ledge of "spoofing" could  
e n c o u ra g e  co p y ca ts , but could  a lso  p re s su re  the so ftw are  industry to  develop  
im provem ents to co v e r th e  loopholes.

Clinton s a id  h e 's  rece iv ed  bom b th rea ts  a n d  h a ra ss in g  te lep h o n e  ca lls  before ,
■ presum ably b e c a u s e  h is n a m e  is William Clinton a n d  he  lives in th e  Little Rock 
a re a ,"  the police report sa id .

Po lice h aven 't found  the culprit, bu t rev iew ed  C linton 's p h o n e  reco rds and  found 
o n e  su sp ic io u s  call from W interville, N.C., befo re  th e  se r ie s  of calls d isg u isad  a s  co 
N orth C aro lina told W interville police that s h e  too h a d  b een  victim ized by thr. crank

T he  sp o o le r ca lled  aga in  la te r th e  night of J a n . 29, a fter the police left, to s e e  il the po lice h a d  show n up. W hen  Clinton m enlr 
an  inkling th e  ca ller w as  from  Winterville, th e  line w ent d e a d  an d  the person  h a s n t  ca lled  b ack , Clinton said.

m ing from  C linton's ph o n e . The ow ner of t 
caller.
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Scam artists dial for dollars 
on Internet phones 
Caller ID spoofing has 
emerged as a useful tool 
for fraudsters

News Story by Andy 
Sullivan

MARCH 21,
2005 (REUTERS) - Internet phone services have drawn millions of 
users looking for rock-bottom rates. Now they're attracting identity 
thieves looking to turn stolen credit cards into cash.

Some Internet phone services allow scam artists to make it appear 
that they are calling from another phone number -  a useful trick that 
enables them to drain credit accounts and pose as banks or other 
trusted authorities, according to online fraud experts.

"It's like you've handed people an entire phone network," said L.ance 
James, who as chief technology officer o f  Secure Science Corp. sees 
such scams on a daily basis.

The emerging scams underline the lower level o f  security protecting 
voice over IP. Traditional phone networks operate over dedicated 
equipment that is difficult for outsiders to penetrate. Hut because 
VoIP calls travel over the Internet, they cost much less -  but are 
vulnerable to the same security problems ihat plague e-mail and the 
Web. Internet womis that snarl online networks can render VoIP 
lines unusable, and experts at AT&T Corp. say VoIP conversations 
can be monitored or altered by outsiders.

Federa l T rade C om m is s io n C h a irm a n D ebo rah P la tt M a jo ra s
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recently warned that unscrupulous telemarketers could use VoIP to 
blast huge numbers o f voice messages to consumers, a technique 
known as SPIT, for "spam over Internet telephony."

All o f these threats remain largely in the realm of theory, although 
Caller ID spoofing has emerged over the past six months as a useful 
tool for identity thieves and other scam artists, according to fraud 
experts.

Any reporter would scramble for a ringing phone that reads "White 
House media line" on its Caller ID display. Hut it's not the Hush 
administration on the line -  it's Ralph Echemendia, calling from a 
mobile phone on a remote Georgia highway. "You can see how this 
sort o f thing could be used in a very malicious way," said 
Echemendia, a security instructor at the Intense School, a 
technology training company.

Caller ID spoofing is not prohibited by law, but the Federal 
Communications Commission requires telemarketers to identify 
themselves accurately, a spokeswoman said.

Echemendia built his own system to spoof calls, but several free or 
low-cost services allow even technical novices to falsify Caller ID 
information as well.

Debt collectors and private investigators use Camophone.corn's 5- 
cents-per-call service to trick people into answering the phone, 
according to messages posted on a discussion board. Traveling 
salesmen say the service comes in handy when they want clients to 
return calls to the main office, rather than to their motel room.

James said criminal uses of Caller-ID spoofing have become more 
common.

Wire-transfer services like Western Union require customers to call 
from their home phone when they want to transfer money in an 
effort to deter fraud -  a barrier easily sidestepped by any identity 
thief using a Caller-ID spoofing service. Fraud rings can now 
transfer money directly out of stolen credit card accounts, rather 
than buying merchandise and reselling it, he said.

Western Union spokeswoman Danielle Periera said the company has 
no other way to verify that transfer requests are valid. "We try hard 
to stay one step ahead o f them and recognize that s- am artists are 
sophisticated and often change their schemes," she said.

Criminals can use Caller ID spoofing to listen to other people's 
voice mail, James said, especially when those accounts are not 
protected by passwords.
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They also have begun to use the technology to make it appear that 
they arc calling from a bank or other financial institution, said Dave 
Jevans, who chairs the Anti-Phishing Working Group, a banking 
industry task force. That helps them convince consumers to divulge 
account numbers, passwords and other sensitive information in a 
scam that echoes the "phishing" e-mails that have become common, 
he said.

VoIP industry pioneer Jeff Pulvcr, whose Free World Dialup service 
can be used to spoof calls, said he couldn't prevent abuse of his 
system. But the problem will likely recede as companies like 
VeriSign Inc. and NeuStar Inc. develop ways to verify online 
identities, he said. "We're not there yet, but we're going to get 
there," Pulvcr said.

Internet phones a hacking risk?
lo w - c o s t  s e rv ic e s  m a y  a t t r a c t  id e n t i ty  th ie v e s  lo o k in g  to  to r n  s to le n  c re d it  c a rd s  in to  cash.
March IS, VOOS: J 4S PM EST

W A S H I N G T O N  (R e u te rs )  - In te rn e t  p h o n e  se rv ice s h a v e 
d ra w n  m il l io n s  o f  u se rs  lo o k in g  fo r  ro e k -b o t to n i ra te s . N o w 
th e y 're  a lso  a t t r a c t in g  id e n t i t y  th ie v e s  lo o k in g  to  tu r n  s to le n 
c r e d it  c a rd s  in to  cash .

Some Internet phone services allow scam artists to make it appear that they are calling from another 
phone number — a useful trick that enables them to drain credit accounts and pose as banks or other 
trusted authorities, online fraud experts say.

"It's like you've handed people an entire phone network," said Lance James, who as chief technology 
officer o f Secure Science Corp. sees such scams on a daily basis.

The emerging scams underline the lower level o f security protecting Voice Over Internet Protocol, or 
VOIP, the Internet-calling standard that has upended the telecommunications industry' over the past 
several years.

Traditional phone networks operate over dedicated equipment that is difficult for outsiders to 
penetrate. Because VOIP calls travel over the Internet, they cost much less but are vulnerable to the 
same security problems that plague e-mail and the Web.

Internet worms that snarl online networks can render VOIP lines unusable, and experts at AT&T 
(Research) say VOIP conversations can be monitored or altered by outsiders.

Federal Trade Commission Chairman Deborah Platt Majoras recently warned that unscrupulous 
telemarketers could use VOIP to blast huge numbers o f voice messages to consumers, a technique

8 /1 8 /2 0 0 5



Page 4 o f 8

known as SPIT, for "spam over Internet telephony."

All o f  these threats remain largely in the realm of theory. Caller ID spoofing, on the other hand, has 
emerged over the past six months as a useful tool for identity thieves and other scam artists, according 
to Iraud experts.

P re s id e n t B u sh  o r  th e  lin e

Any reporter would scramble for a ringing phone that reads "White House media line" on its caller ID 
display.

But it's not the Bush administration on the line -- it's security instructor Ralph Echemendia, calling 
from a mobile phone on a remote Georgia highway.

"You can see how this sort of thing could be used in a very malicious way," said Echemendia, a 
security instructor at the Intense School, a technology training company.

Caller ID spoofing is not prohibited by law, but the Federal Communications Commission requires 
telemarketers to identify themselves accurately, a spokeswoman said.

Echemendia built his own system to spoof calls, but several free or low-cost services allow even 
technical novices to falsify caller ID information as well.

Debt collectors and private investigators use Carnophone.com's 5-cents-per-call service to trick people 
into answering the phone, according to messages posted on a discussion board.

Traveling salesmen say the service comes in handy when they want clients to return calls to the main 
office, rather than their motel room.

James said criminal uses o f caller-ID spoofing have become common over the last six months.

Wire-transfer services like Western Union (Research) require customers to call from their home phone 
when they want to transfer money in an effort to deter fraud — a barrier easily sidestepped by any 
identity thief using a caller-ID spoofing service.

Fraud rings can now transfer money directly out o f  stolen credit-card accounts, rather than buying 
merchandise and reselling it, he said.

Western Union spokeswoman Danielle Periera said the company has no other way to verify that 
transfer requests are valid.

"We try hard to stay one step ahead o f them and recognize that scam artists arc sophisticated and often 
change their schemes," she said.

Criminals can use caller-ID spoofing to listen to other people's voice mail, James said, espccialiy when 
those accounts arc not protected by passwords.

They also have begun to use the technology to make it appear that they arc calling from a bank or 
other financial institution, said Dave Jcvans, who chairs the Anti-Phishing Working Group, a banking-
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That helps them convince consumers to divulge account numbers, passwords and other sensitive 
information in a scam that echoes the "phishing" e-n .JIs  that have become common, he said.

VOIP industry pioneer Jeff Pulvcr, whose Free World Dialup service can be used to spoof calls, said 
he couldn't prevent abuse o f his system.

The problem will likely recede as companies like VeriSign Inc. (Research) and NeuStar Inc. develop 
ways to verify online identities, he said: "We're not there yet, but we're going to get there." ■
what s this? , o o  o

in d u s try task fo rce .

C I I )  S p o o f in g : 'A p p a l l in g ly  B a d  Id e a 1

By h rik a  M o r p h y  
N c w s F a c to r  N e tw o r k  
S e p te m b e r  2 , 2 0 0 4  1 :2 6 P M

A  new  s o f tw a re  sys te m  th a t  a llo w s  users to  fo o l te le p h o n e  c a l le r - ID  in to  d is p la y in g  fa lse  n u m b e rs 
opens th e  d o o r  to  a v a r ie ty  o f  abuses. " W h a t  a n  a p p a ll in g ly  b ad  id e a ,"  says G ra h a m  C lu le y  o f 
s e c u r ity  f i r m  S o p h o s .

COMPLETE STORY 1

A  s ta r tu p  c o m p a n y  has d e v e lo p e d  a s o ftw  a re  sys te m  th a t  a llo w s  use rs  to  s p o o f a • - i •.
e a l lc r - ID  n u m b e r  in  o rd e r  to  t r ic k  the  tc le p h o n c -c a ll re c ip ie n t  in to  a n s w e r in g  the
p h o n e .

D e v e lo p e d  b y  S ta r3 8 , th e  s e rv ic e  w n l be m a rk e te d  s o le ly  to  c o lle c tio n  a gencies , p r iv a te  
in v e s t ig a to rs  a n d  the  p o lic e , a c c o rd in g  to  s ta te m e n ts  m a d e  b y  th e  c o m p a n y .

T h e  sy s te m  i ts e lf  is s a id  to  be  easy to  use, w ith  th e  u s e r  ty p in g  in  th e  re c ip ie n t 's  n u m b e r  a n d  the 
n u m b e r  he  o r  she w o u ld  l ik e  to  a p p e a r  o n  the  c a lle r  ID .

A p p a l l in g ly  B a d

C r it ic s  o f  th e  sys te m  - -  a n d  th e re  a re  m a n y , even o u ts id e  th e  u su a l p r iv a c y /c o n s u m e r-a d v o c a c y 
b r ig a d e  - -  f in d  th e  te c h n o lo g y ' f r ig h te n in g .  " W h a t  an  a p p a ll in g ly  b a d  id e a ,"  says G ra h a m  C lu le y , 
m a n a g in g  c o n s u lta n t  f o r  s e c u r ity  > a n d  a n t iv ir u s  f i r m  S o p ho s . " I t  re m in d s  m e o f  th e  h a c k e r - 
d r iv e n  s p a m  a n d  p h is h in g  scam s th a t  h a v e  ta k e n  o v e r  th e  In te r n e t , "  he to ld  N c w s F a c to r .

In  fa c t, i t  is a m u c h  w o rs e  fo r m  o f  d e c e p tio n  th a n  In te rn e t  f ra u d  /  , says J o h n  M o r r is ,  s ta f f 
co u n se l f o r  the  C e n te r  f o r  D e m o c ra c y  &  T e c h n o lo g ) ',  a W a s h in g to n -b a s e d  p u h lic -p o lic v 
o rg a n iz a t io n  w ith  a fo c u s  on  te c h n o lo g y .

R e a so n a b le  E x p e c ta tio n

" O n  the  In te rn e t ,  m o s t p e o p le  u n d e rs ta n d  th a t th e  id e n t i ty  o f  som e on e  w h o  is s e n d in g  a n  e -m a il 
m a y  e a s ily  be s p o o fe d ,"  M o r r is  to ld  N c w s F a c to r . " B u t  th e  p h o n e , h is to r ic a l ly ,  has had  a d if fe r e n t 
set o f  e x p e c ta tio n s  o r  a s s u m p tio n s . M o s t  p e o p le  th a t  h ave  C a lle r  ID  a ssum e  the  n u m b e r  lis te d  is 
a c c u ra te ."
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In  n ew s a c c o u n ts , S ta r3 8  has e m p h a s iz e d  its  in te n t  to  l im i t  th e  te c h n o lo g y  to  th e  p o lic e , c o lle c tio n 
a ge n c ies  a n d  p r iv a te  in v e s t ig a to rs .

H o w e v e r ,  " t h e r e  r e a lly  is n 't  a n y th in g  th a t  w i l l  p re v e n t th is  k in d  o f  te c h n o lo g y  f ro m  b e in g  used by 
o th e r  f i r m s ,  s u c h  as te le m a rk e te rs ,  n o w  th a t  i t  has been  d e v e lo p e d ,"  M o r r is  sa ys, a d d in g , " i n  th is 
age o f  id e n t i t y  th e f t ,  w e  a rc  s k e p t ic a l th a t  s p o o fin g  o th e r  p h o n e  n u m b e rs  on  C a l le r  I I )  is a 
d e s ira b le  d e v e lo p m e n t ."

O n e  s c e n a r io , M o r r is  sug g es ts , m ig h t  be so m e o n e  p u r p o r t in g  to  c a ll f ro m  a d is ta n t  re la t iv e 's 
hou se , c la im in g  th e  p e rs o n  h a d  a n  a c c id e n t.

P o te n tia l f o r  A b u s e

B u t e ven  a s s u m in g  th a t  S ta r3 8  ke e p s  th e  te c h n o lo g y  in  the  h a n d s  o f  c o lle c tio n  a g e n c ie s , p r iv a te 
in v e s t ig a to rs  a n d  th e  p o lic e , th e re  s t i l l  w o u ld  be cause f o r  w o r r y .

W h ile  th e  p o lic e  m a y  w e ll h a v e  a le g it im a te  need fo r  th e  te c h n o lo g y  in  c r im in a l  in v e s t ig a t io n s , the 
p o te n t ia l f o r  a b u s e  b y  c o lle c tio n  agencies  a n d  P is  is h ug e .

F o r  e x a m p le , th e re  h a ve  been cases o f  s ta lk e rs  r e ta in in g  p r iv a te  in v e s t ig a to rs  to  f in d  v ic t im s  w h o 
w e n t in to  h id in g .

As f o r  c o lle c t io n  a ge n c ie s , the  p o te n t ia l f o r  abuse  is even  w id e r .  " W e  d o n 't  -  . 1. • f. ..»
u n d e rs ta n d  w h a t  p u rp o s e  a le g it im a te  c o lle c tio n s  a g e n cy  w o u ld  h a v e  in  h id in g  its
id e n t i t y , "  M o r r is  says.

T h e  ty p ic a l e x a m p le , o f  c o u rs e , is a n  a ge n cy  th a t  uses th e  sys te m  to  ge t a p h o n e -s h y  d e b to r  to 
a n s w e r  th e  c a ll a n d  co a x  h im  o r  h e r  in to  p a y in g  th e  d e b t.

C o lle c t io n  a g e n c ie s , th o u g h , h a v e  n o t e n t ire ly  shed  th e ir  le s s - th a n -u p s ta n d in g  p ra c t ic e s  s in ce  the 
passage o f  th e  F a i r  D e b t C o lle c t io n  P ra c tic e s  A c t .  R e c e n tly , o n e  f i r m  w as f in e d  f o r  c o n t in u a l ly 
c o n ta c t in g  a n d  h a ra s s in g  a d e b to r 's  n e ig h b o rs  —  a p ra c t ic e  c le a r ly  i l le g a l u n d e r  F D C P .

O v e r  th e  L in e

M o r e  o f te n ,  th o u g h , w h e n  these  agencies  go  o v e r  th e  lin e , i t  is a l i t t le  m o re  d is c re e t.

R e c e n tly , a le g a l jo u r n a l  re p o r te d  th a t  a c o u r t  fo u n d  a c o lle c t io n  a g e n cy  h a d  m a d e  fa lse 
s ta te m e n ts  as to th e  t im e  l im i t  o f  a d c b t-d is c c u n t  o f fe r ;  r e p o r te d ly ,  th e  f i r m  to ld  th e  d e b to r  she 
h ad  3 0  d a y s  to  m a k e  a p a y m e n t i f  she w a n te d  to  g e t a p e rc e n ta g e  ta k e n  o f f  h e r  d e b t. In  t r u t h  th e re
w as n o  t im e  l im i t  o f  30  d a y s  --  a d e c e p tio n  p ro h ib ite d  b y  th e  la w .

W h ic h  b r in g s  us b a c k  to  S ta r3 8 's  la te s t c o n t r ib u t io n  to  th e  In te rn e t  age. In  h is  f i r s t  ta k e  o n  th e 
s y s te m , M o r r is  says he docs n o t b e lie ve  the  system  its e lf  v io la te s  the  te n e ts  o f  F D C P . W h e n  it  gets 
in  th e  h a n d s  o f  th e  a g e n c ie s , th o u g h , th a t  m a y  be a d i f fe r e n t  s to ry '.

" I  do  b e lie v e  w e  w i l l  see som e d e c e p tiv e  p ra c tic e s  o n  th e  p a r t  o f  the  a gencies  th a t  w i l l  v io la te  th e 
s p ir i t  o f  F D C P ,"  he says.
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C a lle r  ID :  D o  y o u  re a lly  k n o w  w h o 's  c a ll in g ?

By Ben Chumy CNET News.com August 30, 2004, 4:37 PM PT 

Y o u r  C a l le r  ID  fe a tu re  m a y  n o  lo n g e r  be te l l in g  th e  t r u t h .

This week, a company is launching technology that will make it possible for someone to choose what 
appears on phones that have Caller ID, the feature for displaying identifying information about an 
incoming call.

It could be a different phone number, or even a few words, said Jason Jepson, founder o f Star38, which 
has developed the commercial Caller ID spoofing service. Sales of Star38 will be limited to licensed 
private investigators and collection agencies, Jepson said. The service will cost $20 a month plus airtime 
charges.

The technique for replacing the usual bits o f identifying information, such as ph

Caller ID Spoofing Service Debuts Sept. I, 2004

S i i r 3 8 's  s e n  ice d is g u is e s  w h o  is m a k in g  th e  c a ll b u t  w i l l  o n ly  he 
so ld  to  c o lle c t io n  age nc ie s , p r iv a te  in v e s t ig a to rs , a n d  la w - 
c n fo rc c m c n t  p e rs o n n e l.
By Paul Travis 
I n format ion Week

A service introduced Wednesday can send misleading information to phones that display Caller ID 
information, which is used to identify who is placing a call before the called party answc e 
phone.

The service will only be sold to collection agencies, private investigators, and law-enforcement 
personnel, says Jason Jepson, founder and CEO of Star38. "This is not for public use," he says. "We 
just opened today and we've gotten 600 inquiries so far."

The service will let collection agencies and others avoid breaking laws that prohibit them from using 
phony phone numbers when they try to collect money, Jepson says. His service will provide them 
with a legitimate phone num ber-but or" that can't be associated with the actual caller, he says.

Potential customers must go to the Star38 Web site and download an application. They must provide 
copies o f  business licenses and other proof that they arc the types o f  businesses that Jepson wants to 
serve. Once that information is verified-a process that can take seven to 10 days-a  customer is 
granted access to the Star38 service.

For a collection agency to use the service, it would log on to the Star38 server and telephone- 
switching system and fill out a form with the target's phone number. The Star38 system places the 
call and, if answered, automatically routes the call to the collection agency's call center or other 
specified phone number. If the target isn't home and calls back later, the call will be automatically 
routed to the collection agency's phone.

IMAIl fHIS ARIICLE £3 
PRINT INIS AKTICU £3. 

0ISCUSS THIS AHIICU

WRIU ID AN IOIIOR ̂
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Jepson says he has purchased several phone numbers from local telephone companies; one of these 
is what pops up on the Caller ID screens used by many consumers to see who's calling them.

"We are providing collection agencies with another option," Jepson says. "Our service will 
completely document each call, including how long it took, when it was made, and data like that."
I he service costs $20 per month, plus 7 to 10 cents per minute for phone charges.

one number and name, that accompany inbound calls was discovered a few years ago by hackers. 
Privacy advocates fear that in the wrong hands, commercial services have the potential to be abused. For 
instance, telemarketers could use technologies similar to Star38's to trick people into answering a call 
that looks like a familiar phone number.

Star38 aims to overcome the stigma created by earlier pranksters and thieves. "Unfortunately, what's 
happened is some hackers have got to it first and gave it a bad name," Jepson said. "II they step back and 
see the forest through the trees, they'd realize what they arc doing is hard and illegal. What we arc doing 
is neither."

The company plans to explore other markets as well. For example, Jepson said he's begun talks with 
Musicphonc, a San Fiancisco-bascd service that lets people send songs, along with personalized 
messages, to any kind o f phone-cellular or standard.

Musicphonc wants to use Star38's software to send even more information about certain artists, he said.
A Musicphonc representative could not immediately be rca

W ill TKPAPI.US £  \ \  KMC AS IS
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F I S C A L  N O T E

OPERATING EXPENDITURES

STATE OF ALASKA Fiscal Note Number: ____________________
2006 LEG ISLAT IVE SESSION Bill Version: HB308-Courts-3-17-06

() Publish Date: ____________________

Revision Date/Tim e (Note if correction):_________________________ Dept. Affected^
Title C aller ID H ackers RDU A laska Court System

____________________________________________________________________C om ponent Trial Courts__________
Sponsor R epresen tative Lynn
R equeste r ____________________________________________________ C om ponent No.

P ersonal Services 
Travel 
Contractual 
Supplies 
Equipm ent 
Land & Structures 
G rants & Claims 
M iscellaneous

TOTAL OPERATING

CAPITAL EXPENDITURES | | j

ICHANGE IN REVENUES ( ) I I
FUND SOURCE______________
1002 Federal R eceip ts
1003 GF Match
1004 GF
1005 G F/Program  R eceipts 
1037 GF/Mental Health
Other (Specify Type-Do not abbreviate) 

TOTAL

(Thousands of Dollars)
Note: Amounts do not include inflation un less otherw ise noted below.

(T housands

Estimate of a n y  current year (FY2006) cost: 0.0
Mark this box (X) if funding for this bill is included in the Governor' FY 2007 budget proposal: I ~~|

POSITIONS
Full-time
Part-time
Temporary

[ANALYSIS: (A ttach a separate  page i f  necessary)

The court system does not anticipate any fiscal impact from the passage of HB 308.

Prepared  by: Doug Wooliver. Administrative Attorney___________________________  Phone 463-4750
Division A laska Court System _______________________________________________ Date/Tim e 3/17/06 @  10:30 am

Approved by: Doug Wooliver for Stephanie Cole. Adminstrative Director________  Date 3/17/2006_________
Agency Alaska Court System________________________________________

(Revised 9/7/2005 OMB) Page 1 of 1



F I S C A L  N O T E

Revision Date/Time (Note if correction): 3/21/06 9:06 a.m. Dept. Affected:___________ Administration
Title An Act relatinc to false caller identification___________ RDU Legal and  A dvocacy Services
___________________________________________________________________ C om ponent Public D efender A gency
Sponsor Rep.Lynn ____
R eq u este r (H) JUD____________________________________________C om ponent No. '1631_______

STATE OF ALASKA Fiscal Note Number: ______________
2006 LEG ISLAT IVE SESSION Bill Version: HB 308________

() Publish Date: ______ ________

Expenditures/Revenues_______________________________________ (Thousands of Dollars)
Note: A m ounts do not include inflation un less otherw ise noted b e lo w ._______________________
OPERATING EXPENDITURES FY 2007 FY 2008 FY 2009 FY 2010 FY 2011 FY 2012
Porsonal Services 
Travel 
C ontractual 
Supplies 
Equipm ent 
Land & Structures 
G rants & Claims 
M iscellaneous

0.0 0.0 0.0 0.0 0.0 0.0

TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0

|CAPITAL EXPENDITURES | | I I I

ICHANGE IN REVENUES ( ) I I I I I
FUND SOURCE_______________________   (T housands of Dollars)
1002 Federal R eceipts
1003 GF Match
1004 GF
1005 G F/Program  R eceipts 

(1037 GF/M ental Health
O tner (Specify Type--Do not abbreviate)

0.0 0.0 0.0 0.0 0.0 0.0

! TOTAL 0.0 0.0 0.0 0.0 0.0 0.0

Estimate of any current year (FY2006) cost: 0.0
Mark this box (X) if funding for this bill is included In the Governor’s FY 2007 budget proposal: 

POSITIONS
Full-time
Part-tim e
Tem porary

ANALYSIS: (A ttach a separate page i f  necessary)

This legislation would create the new crime of False Caller Identification for inserting false information into a 

caller identification system. False Caller Identification would be a class B misdemeanor.

This legislation is not expected to have a fiscal impact on the Public Defender Agency.

P repared  by: Quinlan Steiner, Director  P hone (907) 334-4414
Division Public D efender A gency  D ate/Time 3/21/06 9:06 a.m.

Approved by: Mike Tibbies. Deputy Commissioner__________________________  Date 3/21/2006______
Agency Administration_____________________________________________

(Revised 9/7/2005 OMB) Page 1 of 1



F I S C A L  N O T E

OPERATING EXPENDITURES
P ersonal S erv ices 
Travel 
C ontractual 
Supplies 
Equipm ent 
Land & S tructures 
G rants & Claim s 
M iscellaneous

TOTAL OPERATING

Full-time 
Part-tim e
Tem porary__________________________

ANALYSIS: (A ttach a separa te  p a ge  i f  necessary)

This proposed legislation will have no fiscal impact on the Department of Public Safety.

P repared  by: 
Division

Approved by: 
Agency

L ieutenant J a m e s  H elgoe
A laska S ta te  T roopers

C om m issioner William T andeske
Department of Public Safety

(Revised 9/23/2004 OMB)

P hone  907-269-4532
Date/T im e 3/17/06 1:54 PM

D ate 3/17/2006

Page 1 of 1
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Sponsor R ep resen ta tive  Lynn
R eq u este r H cuse  Judiciary Com m ittee_________________________ C om ponent No. 2325

FUND SOURCE_______________
1002 Federal R eceip ts
1003 GF Match
1004 GF
1005 G F/Program  R eceipts 
1037 GF/M ental Health
O ther (Specify Type-Do not abbreviate) 

TOTAL

Estimate of any current year (FY2006) cost: 0.0 ____________
Mark this box (X) if funding for this bill Is included In tho Governor’s FY 2006 budget proposal: I ~~i
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Note: A m ounts do  not include inflation
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A la s k a  State Legislatu re

Member
Labor and Commerce Committee
State Affairs Committee
Economic development, Trade & Tourism

Chairman
Military & Veterans’ Affairs Committee

Phone:(907)465-4931 
Fax:(907)465-4316 

Toll Free: (800) 870-4391

Session:
Alaska State Capitol

Juneau, AK 99801-1182

Committee 
Education Committee 
Joint Aimed Services Committee

A Communication From
REPRESENTATIVE BOB LYNN 

D is t r ic t  31 A n c h o ra g eFinance Subvnmmittees
Labor & Workforce Development 
Community & Economic Development 
Military & Veterans’ Affairs

716 W. 4 Ave„ #650 
Anchorage, AK 99501-2133

E-Mail: Renresentative_Bob_Lynn@legis.state.ak.us 
“Bob Lynn's Alaska Blog” AlaskaDistrict31.blogspot.com

Phone: (907) 269-0205 
Fax:(907)269-0207

March 23,2006

Congressman Murphy
322 Cannon House Office Building
Washington DC 205! 5

Dear Congressman Murphy:

We are looking forward to your teleconference testimony on Alaska HB308, especially as 
someone who has been persomlly victimized by Caller ID spoofing. The fact that you are an 
elected official, who suffered personal damage from Caller ID spoofing, communicating to the 
elected officials on our Judiciary Committee should be very helpful.

T h e  A la s k a  H o u s e  J u d ic ia r y  C o m m itte e  h e a r in g  cn H B 3 0 8  has been re s c h e d u le d  to 
W e d n e s d a y , M a r c h  2 9 th, 2 0 0 6  a t 5 :0 0 P M  E a s te rn  S ta n d a rd  T im e . My staff will assist you 
with the teleconference call-in number.

Also, in your dealing with the Caller ID spoofing situation, please let us know if you are aware 
o f any other resources that could be made available to the Judiciary Committee to help them 
understand the need for HB308.

Thank you in advance for your help.

Yours truly,

Representative Bob Lynn

cc: Lesil McGuire, Chair
House Judiciary Committee

mailto:Renresentative_Bob_Lynn@legis.state.ak.us
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At a  young  a g e , Tim M urphy lea rn ed  th a t hard  w ork is th e  key to su c c e s s . H e w as  o n e  of e lev en  children, born to 
working c la s s  p a ren ts  w ho s tre s s e d  th e  im portance of family, education  a n d  self-reliance.
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H e w orked  his w ay through co llege  and  g rad u a te  school, eventually  earn ing  a PhD  in psychology. H e s ta rted  a 
family of h is ow n. o p en ed  a  sm all b u s in e ss , w ent to work a t hosp ita ls a c ro s s  W este rn  P ennsy lvan ia , co n su lted  fo 
sch o o ls  an d  H ead  S tart, a n d  tau g h t a t th e  University of P ittsburgh. H e au th o red  sev e ra l publications, including tw 
books: th e  aw ard-w inning “The Angry Child," an d  "O vercom ing P ass ive-A ggress ion ."  During this tim e, he  becam i 
w idely know n a s  “Dr. Tim ” through regu lar a p p e a ra n c e s  on local an d  national radio  and  television.

From  1997-2002  h e  se rv ed  in th e  P ennsy lvan ia  S ta te  S e n a te  A? a n  e lec ted  official, and  o n e  of very few with a 
health  c a re  background , h e  found that h e  could help m ore fam ilies H e p e n n e d  th e  s ta te 's  historic P atien t Bill of 
R ights a n d  in c rea sed  funding for m edical re sea rch , while consisten tly  supporting  re sp o n sib le  fiscal m an ag e m en t 
g ov ern m en t to p rom ote  job  crea tion  an d  red u ce  th e  tax burden  on families.

H e took th is com m itm ent to  C o n g re ss  w hen  he  b eg an  rep resen ting  th e  p eo p le  of th e  18th district o f P ennsy lvan ii 
in 2003.

H e go t to  w ork im m ediately  in W ashington. In just his seco n d  term , C o n g re ssm an  M urphy w a s  n am ed  a  m em ber 
of th e  E nergy  and  C om m erce  C om m ittee. H e h a s  th ree  subcom m ittee  a ss ig n m en ts : C om m erce , T rade , and  
C o n su m er P rotection; E nergy  an d  Air Quality; and  E nviionm ent an d  H azard o u s M aterials. Tim quickly em e rg e d  i 
a le a d e r a m o n g  his p e e rs  and  w a s  e lec ted  by his co lleag u es to se rv e  a s  P re s id en t of th e  2003  c lass . He a lso  is 
reco g n ized  a s  a  lead e r in C o n g re ss  on m ental health  is su es , and  se rv e s  a s  C o-chair of both th e  C o ng ress iona l 
M ental H ealth  C au cu s, a n d  th e  2 1 st C entury H ealthcare  C aucus.

During h is ten u re  in the s ta te  S en a te , he  se rved  a s  chair of ihe P ennsy lvan ia  C om m ittee  on  Aging jn d  Youth. He 
utilized th is un ique  ex p erien ce  to  e n su re  th e  recen t M edicare P rescrip tion  Drug Act w ould w ork in conjunction  v. i: 
P en n sy lv an ia 's  PA CE program . As a result, it is estim ated  that PACE will s a v e  up to  $150  million o .e r  th e  nex t tv\ 
y e a rs

Tim M urphy m a k e s  it a  priority to  bring to g e th e r b u s in e ss  an d  com m unity le a d e rs  to  focus on  new  an d  innovative 
w ay s  to retrain  ou r job  force to b e tte r  position W estern  P ennsy lvan ia  to face  the  c h a 'lp n g e s  of th e  new  world 
econom y. R ep resen tin g  a  district with a  large num ber of v e te ran s  -  and  a  m em b er of th e  S o n s  of A m erican I egic 
him self, h e  firmly su p p o rts  ou r a rm ed  se rv ices  and  show s com m itm ent to ou r v e te ra n s  by working to ex p an d  
b enefits  an d  im prove se rv ices  to v e te ra n s ' health  care .

N an and  Tim M urphy res id e  in U pper St. Clair with their daugh ter, Bevin w ho is currently  a ttend ing  college. They 
a t id St T h o m as M ore C atholic C hurch in B ethel Park

H e e a rn e d  a  b ach e lo rs  d e g re e  from W heeling Je su it University, a  m a s te r 's  d e g re e  from C leveland  S ta te  
University, an d  a  h is PhD  from th e  U niversity of Pittsburgh.

A fierce p ro p o n en t o f com m unity involvem ent, he  is a  strong ad v o ca te  of th e  R ails to  Trails p rog ram s, a n  active 
partic ipan t in ev e n ts  for H abitat to  H um anity an d  m em ber of severa l R otary C lubs a n d  C h am b ers  of C om m erce.

h ttp : / /m u rp h y .h o u s e .g o v /B io g io p h y / 3/24/2006

http://murphy.house.gov/Biogiophy/
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Technology facilitates Caller 4p 
ID spoofing

ADVERTISEMENT

Rep Tim Murphy, R-Penn , picks up his telephone handset in his office in the Cannon 
House Office building on Capital Hill, Wednesday. March 1, 2006 in Washington. Last 
fall, Murohy's office started getting phone calls from constituents who complained 
about receiving recorded phone m essages that bad-mouthed Murphy.The constituents 
were especially upset that the m essages appeared to come from the congressman's 
own office. At least, that's what Caller ID said. In the last few years, Caller ID spoofing 
has become much easier Millions of people have Internet telephone equipment that 
can be set to make any number appear on a Caller ID system. (AP Photo/Pabio 
Martinez Monsivais)

B y  P e t e r  S v e n s s o n ,  A P  T e c h n o l o g y  W r i t e r  | M a rc h  1 , 2 0 0 6

N E W  YO R K  -L a s t  fall, U.S. Rep. Tim  Murphy's office started getting 
phone calls from constituents who complained about receiving 
recoraed phone messages that bad-m outhed Murphy.
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The constituents were especially upset 
that the messages appeared to come from 

the congressman's own office. At least, 
that's what Caller ID said.

"People thought we were making the 

calls," Murphy said.

The calls, which the Pennsylvania 
Republican estimated in the thousands, 
were apparently placed with fake Caller 
ID. That has been possible for a long time, 

but it generally required special hardware and technical savvy.

In the last few years, Caller ID spoofing has become much easier. 
Millions of people ‘‘ iv e  Internet telephone equipment that can be set

MORE:
B usiness section 
Latest business news
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to make any num ber appear on a Caller ID system. And several W eb 
sites have sprung up to provide Caller ID spoofing services, 

eliminating the need for any special hardware.

For ir .tance, Spoofcard com sells a virtual "calling card" for $10 that 

provic.es 60 m inutes of talk time. The user dials a toll-free number, 
then keys in the destination num ber and the Caller ID number to 

display. The service also provides optional voice scrambling, to make 
the caller sound like som eone of the opposite sex.

Caller ID spoofing appears to be legal, though m any of its uses are 
not. The Federal Com m unications Com m ission has never 
investigated the issue, spokeswom an Rosem ary Kimball said.

Lance Jarnes, chief scientist at security com pany Secure Science 
Corp., said Caller ID spoofing W eb sites are used by people who buy 
stolen credit card numbers. They will call a service such as Western 
Union, setting Caller ID to appear to o riginate from the card holder's 
home, and use the credit card number to order cash transfers that 
they then pick up.

Exposing a sim ilar vulnerability, Caller ID is used by credit-card 

companies to authenticate newly issued cards. The recipients are 
generally asked to call from their hom e phones to activate their 
cards. S om e card com panies maintain, however, that they use 
additional m eans to confirm new cards And caller ID spoofing may 

not worx for calls to 1-800 numbers, where the hardware can identify 

calls using a separate technology.

Two spoofing services contacted by The Associated Press,

S poofcard com and i elespoof.com. did not return m essages seeking 
comment about their business. However, som e of the five or so W eb 

sites in the business don't appeal to be completely unscrupulous: 
James said he had been hire.' by a few of them, which he would not 
name, to help stop the W estern Union scam.

Also, ooth Spoofcard com and SpoofTel.com say they will surrender 

call legs to authorities in response to subp je n a s. S poofcard corn’s 
site says the service is "intended for entertainment purposes only."

Telephone com panies can trace calls to their origin regardless of the 
Caller ID information they carry, but the process is laborious, 

especially since a call m ay be carried by several companies oefore 
reaching its destination. The fragmented nature of the telephone 
network also m akes it technically difficult for the earners to prevent 
spoofing.

At Verizon C om m unications Inc., security m anager John 

Lewandowski said the com pany often gets complaints about fake 
Caller ID after a telemarketer has spoofed his number to cover his 
tracks.

In a typical case, som eone will be jarred in the middle of the night by 
repeated telemarketing calls. He checks Caller ID, calls the number -  
which is false -  and starts "cussing out" the person at the other end 
o f the line, Lewandowski said.

"And that Door guy was asleep It wasn't him at all," Lewandowski 

said. The com pany investigates and tracks down the callers, he 
added.

Apart from fraud and telemarKeting, Caller ID spoofing can be used
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for pranks and spying.

In one case. S W A T  team s surrounded a building in New Brunswick,
N J., last year after police received a call from a w om an who said she 
was being held hostage in an apartment. Caller ID w as spoofed to 

appear to come from the apartment.

It's also easy 1 0  break into a cell phone voice m ailbox usinr spoofing, 

because many system s are set to automatically grant er o calls 
from the owner of the account. Stopping that requires s t  .g a PIN 

code or password for the mailbox.

In a slightly more complicated fashion, spoofing was part of the 
technique used by a hacker w ho broke into Paris Hilton's cell-phone 

voicemail in 2004, according to security consultant Kevin Mitnick, 
who said he was citing hacking sources. The hacker apparently 
called the celebrity socialite posing as a technical-suppo* person 

from the carrier, and lured the password fro.n her.

That is known as a "pretext" call -  som eone poses on the phone as a 
customer, em ployee or even a regulator to obtain personal 
information from com panies and indiviouals. And indeed, while 
Spoofcard.com contends that its service is for "entertainment 
purposes," it also notes that "Private Investigators will find Caller ID 
spoofing valuable for pretext c a lls "

Robert Douglas, a privacy consultant in Colorado, testified before 

Congress last month that pretexters trade tips on finding the best 

spoofing services.

Pretexters generally claim their practices are legal, as long as they 
don't in v .'v e  financial information. A bill introduced in the Senate 

would m ake it illegal to pose as som eone else to obtain phone 
records, or to buy records from phone com pany insiders.

Douglas would like legislation against Caller ID spoofing as well, but 
there appears to be little interest in W ashington.

"If I'm paying extra for Caller ID, which I do ... there should be som e 

ability on my part to believe what I'm getting," Douglas said.

In Alaska, State R epresentatve Bob Lynn has introduced a bill to 
make spoofing a misdemeanor. "False caller identification is more 

serious than pranks, or the annoyance of intrusive telemarketing,"

Lynn writes. "It facilitates fraud, and can be potentially deadly."

However, it is unclear what effect the bill would have. As Lynn notes, 
Caller ID is a federal issue. ■

© Copyright 2006 Associated Press. All rights reserved. This material may not be 
published, broadcast, rewritten, or redistributed.
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F I S C A L  N O T E

Revision DaterTime (Note if correction):_________________________ Dept. Affected__________________________________
Tif'e C aller ID H ackers___________________________________RDU A laska C ourt System ______________
____________________________________________________________________ C om ponent Trial C ourts________________________
Sponsor R ep resen ta tive  L y n n ___________________________________
R equeste r ____________________________________________________ C om ponent No. ____________

STATE OF ALASKA Fiscal Note Number: ____________________
2006 LEG ISLAT IVE SESSION Bill Version: HB308-Courts-3-17-06

() Publish Date: ____________________

Expendituros/Revenuos______________________________ (Thousands of Dollars)
Note: Amounts do not include inflation u n less  o ther*  s e  noted  below.__________________  ____
OPERATING EXPENDITURES FY 2007 FY 2008 FY 2009 FY 4010 FY 2011 FY 2012
Personal S erv ices
Travel
Contractual
Supplies
Equipm ent
Land & Structures
G rants & Claim s
M iscellaneous

TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0

ICAPITAL EXPENDITURES ~  f ( I | | [ \

CHANGE IN REVENUES ( ) | | \ | | | |

FUND SOURCE_______________________   (T housands of Dollars)
1002 Federal R eceip ts [
1003 GF Match
1004 GF
1005 G F/Program  R eceip ts
1037 GF/Mental Health
O ther (Specify Type-Do not abbreviate)

TOTAL 0.0 9.0 0.0 0.0 0.0 0.0

Estimate of any current year (FY2006) cost: 0.0
Mark this box (X) I? funding for this bill Is Included In the Governor’s FY 2007 budget proposal: f  I

POSITIONS
Full-time
Part-time
Temporary

|ANALYSIS: (Attach a separate page if necessary)
The court system does not anticipate any fiscal impact from the passage of HB 308.

Prepared by: 
Division

Approved by: 
Agency

Doug Wooliver, Administrative Attr.mey 
A laska Court System __________________

P h o n e  463-4750

Doug Wooliver for Stephanie Cole. Adminstratlve Director
Alaska Court System________________________________

D ate/Tim e 3/17/06 <& 10:30 am  

D ate 3/17/2006
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STATE OF ALASKA
2006 LEG ISLAT IVE SESSION

Revision Date/Tim 9 (Note if correction): 3/21/06 9:06 a.m. 
Title An Act relating to fa lia  caller identification

Fiscal Note Number:
Bill Version:
() Publish Date:

Dept. Affected: 
RDU

HB 308

Administration

S ponso r
R equeste r

R ep. Lyi

Legal and Advocacy Services 
Component \  ' ublic Defender Agency

nn
(H ■JUD C om ponent No. 1631

F .x p e n d i tu r o s /R e v e n u e s _______________________________________
Note: Amounts do  no* include inflation un less otherw ise noted below.

(Thousands of Dollars)

OPERATING EXPENDITURES FY 2007 FY 2008 FY 2009 FY 2010 FY 2011 FY 2012
P ersonal Services 
Travel 
C ontractual 
Supplies 
Equipm ent 
Land & S tructures 
G rants & Claims 
M iscellaneous

0.0 0.0 0.0 0.0 0.0 0.0

TOTAL OPERATING 0.0 0.0 o.c 0.0 0.0 0.0 I

I|CAPITAL EXPENDITURES

ICHANGE IN REVENUES (~ ) I

1002 Federal R eceipts
1003 GF Match
1004 GF
1005 G F/Program  R eceipts 
1037 GF/Mental Health
O ther (Specify Type-Do not abbreviate)

0.0 0.0 0.0 0.0 0.0 0.0

TOTAL 0.0 0.0 0.0 0.0 0.0 0.0

Estimate of any current year (FY2006) cost: 0.0
Mark this box (X) If funding for this bill Is Included In the Governor's FY 2007 budget proposal: | ~|

POSITIONS
Full-time
Part-tim e
Tem porary

ANAL /SIS: (Attach a separata page if necessary)
This legislation would create the new crime of False Caller Identification for inserting false information into a 

caller identification system. False Caller Identification would be a class B misdemoanor.

This legislation is not expected to have a fiscal impact on the Public Defender Agency.

P repared  by: Q uinlan S teiner. Director Phone (907) 334-4414
Division Public D efender A gency D ate/Tim e 3/21/OS 9:06 a.m.

Approved by Mike Tibbies. Deputy Commissioner___________________________ Date 3/21/2006_______
Agency Administration_____________________________________________
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F I S C A L  N O T E

STATE OF ALASKA
2006 LEG ISLAT IVE SESSION

Fiscal Note Number
Bill Version:
() Publish Date:

HB308-DPS-AST-3-17-06

Revision Date/Tim e (Note if correction): _____________________Dept. Affected;____________Public Safety
Title “An Act relating to falso call, r identification. * RDU Alask a  S iate  T roopers

_______________________________________________________________ C om ponent AST D etachm ents_________
S ponso r
R equeste r

Representative L
H ouse Judiciary Com m ittee

.ynn
Comi

Expenditures/Revenues
Note: A m ounts do not include inflation un less otherw ise noted below.

Component No. 

(Thousands of Dollars)

2325

OPERATING EXPENDITURES FY 2007 FY 2008 FY2009 FY 2010 FY 2011 FY 2012
P ersonal Serv ices 
Travel 
C ontractual 
Supplies 
Equipm ent 
Land & S tructures 
G ran ts & Claim s 
M iscellaneous

TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0

I CAPITAL EXPENDITURES

ICHANGE IN REVENUES ( ) I
FUND SOURCE (T housands of Dollars)
1002 Federal R eceipts
1003 G F Match
1004 GF
1005 G F/Program  R eceip ts
1037 GF/M ental Health
O ther (Specify Type-Do not abbreviate)

TOTAL 0.0 0.0 0.0 0.0 0.0 0.0

Estimate of any current year (FY2006) cost: 0.0
Mark this box (X) If funding for this bill Is Included in the Governor's FY 2006 budget proposal: I ~l

POSITIONS
Full-time
Part-tim e
Tem porary . .

ANALYSIS: (Attach a separate page if necessary)
This proposed legislation will have no fiscal impact on the Department of Public Safety.

Prepared  by: L ieutenant J a m e s  Helgoe________________________________________  P hone 907-269-4532
Division A laska S ta te  T roopers___________________________________________  D ate/Tim e 3/17/06 1:54 PM

Approved by: Commissioner William Tandeske_____________________________  Date 3/17/2006______
Agency Department of Public Safety_________________________________
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