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FISCAL NOTE

STATE OF ALASKA Fiscal Note N um ber

2006 LEGISLATIVE SESSION Bl Version: HB226-LAW-C&FB-2-9-0
() PublishD a te

Revision Date/Time ('Jote if correction): Dept Affected,; LAW

Title “An Act relating to breaches of security involving RDU CIVIL

personal information; and relating to credit report...* Component Commercial & Fair Business

Sponsor Representative Gara

Requester House Judiciary Component No.

Expenditures/Revenues (Thousands of Dollars)

Note: Amounts do not include inflation unless otherwise noted below.
OPERATING EXPENDITURES FY 2006 FY 2007 ! FY 2008 FY2C09 FY 2010 FY2C11

Personal Services
Travel
Contractual
Supplies
Equipment

Land & Structures
Grants & Claims

Miscellaneous
TOTAL OPERATING 0.0 | 0.0 0.0 0.0 0.0 0.0

ICAPITAL EXPENDITURES | | B 1 | |

ICHANGEIN REVENUES ( ) | | | | | |

FUND SOURCE (Thousands of Dollars)

1002 Federal Receipts

1003 GF Match

1004 GF

1005 GF/Program Roceipts

1037 GF/Mental Health

Other (Specify Type-Do not abbreviate)
TOTAL

0.0 0.0 0.0 | 0.0 0.0 0.0

Estimate of any current year (FY2005) cost: 0.0
Mark this box (X) If funding for this bill Is included in the Governor's FY 2006 budgat proposal:

POSITIONS

Full-time

Part-time

Temporary

ANALYSIS: (Attach a separate page it necessary)

This bill ads a chapter to AS -15 that imposes disclosure requirements on businesses *hat collect and star 2
personal information if there is a security breach of the businesses' information system. In the event of a
security breach, notice of the breach must be made to consumers by either written or electronic means,
with some exceptions if the notice will cost more than $250,000, or the number of affected consumers
exceeds uUOOOOO. Consumers can bring a court action for violations of this law to recover damages and
injunctive relief.

The bill also ads a section that allows consumers to place a security freeze on his or her credit report.
When a security freeze is in place, a credit reporting agency may not release information from the
consumer’s credit report to third parties unless requested by the consumer. There are several exemptions
for access required tc correct technical information, and for some agencies like the child

Phone 465-3673

Prepared oy: Kathryn Daughhetee, Director
Date/Time 2 9/06 4:33 PM-

Division Administrative Services Division
Approved by:  Kathryn Daughhetee for David Marquez, Attorney General Dele 2/9/2006
Agency Department of Law
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FISCAL NOTE

STATE OF ALASKA BILL NO.
2005 LEGISLATIVE SESSION

ANALYSIS CONTINUATION

support enforcement rigancy, Department of Health and Social Services, and Department of Revenue. Court action can be brought
by consumers to enforce this law Remedies include injunctive relief, damages (including lost wages and pain and suffering), and
punitive damages jp to $5000

Violations of the provisions of this bill are not automatically violations of Alaska's Consumer Protection Act. Consumers will likely
be left to their own enforcement efforts for violations of this Act except in the most egregious cases wl.ere the Stato may bring an
action. 1do not believe there will be any significant fiscal impact to the Department of Law from this bill.
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ALASKA STATE LEGISLATURE

REPRESENTATIVE LES GARA REPRESENTATIVE JOHN COGHILL

CSHB 226 (L&C): Personal Information Breach / Security Freeze
Sponsor Statement

In February ChoicePoint, Inc., a Georgia-based financial atabase company admitted personal
information affecting almost 150,000 consumers had been stolen from its company. Recently
the company admitted it knew of this breach since the fall and had delayed letting consumers,
including 251 Alaskans, know about the breach until last month. HB 226 is based on two

provisions in California law.

This bill requires that any business or governmental entity that collects this personal customer
information as part of their business must notify consumers if the security of that infomiati in is
compromised. California is currently the only state to mandate consumer notification and this

bill is modeled after the California law,

Once an individual learns or believes their personal information has been compromised, that
person should be able to block access to credit reports and credit scores. Flocking access to a
credit report prevents an identity thief from fraudulently opening new lines of credit in his or her

name.

The second section of the bill contains this “security freeze” provision. There are three
companies in the country (Experian, Equifax and TransUnion) which act as consumer financial
information clearinghouses, and that provide consumer data to banks, credit card, insurance, and
other companies. 1he security freeze provision allows consumers to prevent the clearinghouses
from sharing their information. The provision will allow a consumer to regulate who will
receive a copy of their credit report. Under the security freeze provision the consumer is
required to give the credit reporting agency an access code to release their report to a company

wishing to extend a line of credit.

Many businesses like ChoicePoint make money by selling consumer information. Alaskans
value their privacy. Companies that profit from trading financial and personal information need

to protect that information.

Representative John Coghill
Stale Capitol, Room 204
Juneau, AK 99801
(907)465-3719

Representative Les Gara
State Capitol, Room 4 18
Juneau. AK 99801

(907) 465-2647



ALASKA STATE LEGISLATURE

REPRESENTATIVE LES GARA

Sectional Analysis

CSHB 226 (L&C) - Personal Information Breach / Security Freeze

Section 1 Establishes Chapter 4H - Information Security under AS 45.

¢

Article 1. Breach of Security Involving Personal information.

Sec. 45.48.010. A business or governmental agency must notify Alaskans of any
breach of security that compromises their personal information.

Sec. 45.48.020 - 45.48.060. The business or governmental agency may notify
people of a breach by email or written documentation. These disclosures may be
delayed if it would compromise a Dept, of Law investigation. Ar. exception is
made for employees or agents of a business who view personal information if
they do not use that information for purposes unrelated to the business. An
exception is also made if the business or governmental agency already has a

policy in place that complies.

Sec. 45.48.070. A person has the right to civil legal action if any part of
AS 45.48.010 - 45.48.090 is violated.

Sec. 48.45.090. Definitions.

Article 2. Security Freeze.

Sec. 45.48.100. A consumer may freeze part or all of their credit report

information.

Sec. 45.48.110 - 45.48.120. To place a security freeze a person must notify credit
reporting agencies by certified mail. The reporting agency is then required to
place the freeze within 5 days after receiving the request and send a written
confirmation of the security freeze within 10 days. A personal identification
number or password must accompany this written confirmation for the consumer
to use when authorizing the release of their credit report.

Sec. 45.48.130. Once a security freeze is in place a consumer may contact a
credit reporting agency to release their credit information to a specific third party
The consumer must provide proper identification, the password or number
provided under the previous section, and information to identify the party to allow
access to. The reporting agency must comply with a consumer’s request within 3



days. Once a security freeze is in place, a credit reporting agency may not release
a credit report without prior authorization.

¢ Sec.45.48.140 - 45.48.150. If aconsumer requests a security freeze, the credit
reporting agency must disclose the process to the consumer. A credit reporting
agency must remove a security freeze within 3 days if the consumer requests it

¢ Sec.45.48.160. Credit reporting agencies may not charge more than $10 to place
or remove a security freeze or more than $12 to allow access for a specific person.
They may not charge a fee if the person has had personal information stolen.

¢ Sec.45.48 170 - 45.48.180. A credit reporting agency may require additional
informatic from the consumer only when needed to reasonably identify the
consumer. During a security freeze a credit reporting agency may not change
information in a consumer’s file without sending confirmation to the consumer.

¢ Sec. 45.48.190. A person who suffers damages as a result of AS 45.48.100 -
45.48.290 may bring about a court action and recover damages. A person who
knowingly violates these sections is also liable in a class action suit.

¢ Sec. 45.48.270. Certain reports are not covered by AS 45.48.100 - 45.48.290.

These reports include:
0 Reports that contain only information about transactions between the

consumer and the person making the report,

0 Reports that are internal communications within the organization that is
making the report as long as the consumer is informed that this
information may be communicated,

Reports of an authorization or approval of a specific extension of credit,
Reports that contain only information about a persou's decision
whether to extend credit if the person is informed where

0 Reports that ontain only general information such as character,
reputation, personal characteristics gamed from personal interviews,

0 Reports that contain credit information to be used only for acommercial

purpose.

¢ Sec. 45.48.280. Certain uses of credit reports are exempted from the provisions
of AS.45.48.100 - 45.48.290. These include use by the Dept of Health and Social
services when investigating fraud, use by the Dept, of Revenue when investigating

or collecting delinquent taxes, and use by a state or municipal agency that
establishes and enforces child support obligations.

¢ Sec. 45.48.290. Definitions.

Article 3. General Provisions.

¢ Sec.45.48.300. If any provision of AS 45.48 conflicts with federal law, the
provision does not apply to the extent of the conflict.

¢ Sec. 45.48.390. Definitions,
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Identity thieves may have hit Alaska
CHOICEPOINT: Information clearinghouse breach could have compromised privacy of

251.
By RICHARD RICHTMYER
Anchorage Dally News

(Published: February 24, 2005)

Identity thieves who scammed Information clearinghouse ChoicePoint Inc. may have obtained the
personal Information — Including names, addresses and Social Security numbers -- of 251

Alaskans.

The security breach, which ChoicePoint has known about since last fall but made public only this
month, Involves more than 145,000 consumers nationwide, the company said.

The scope of the fraud and the lapse In CholcePolnt's security underscore hov* vulnerable
consumers are and highlight weaknesses In Alaska laws to protect against Identity theft, said Steve
Cleary, executive director of the Alaska Public Interest Research Group

State lawmakers are considering toughening identlty-theft penalties. Cleary's group Is urging them
to go even further to help Alaskans guard against being ripped off when their personal Information

falls Into the wrong hands.

ChoicePoint Is sending letters to all the affected consumers, notifying them they may be at risk.
They should all be delivered within 10 days, said Chuck Jones, a spokesman for the Georgia-based

company.

The company will offer affected consumers free credit reports and credlt-monltoring service for a
year, and it Is setting up a single point of contact where they can place security alerts on their
credit files maintained by all three major credit reporting companies: Experlan, Trans-Union and

Equifax, Jones said.

Identity theft occurs when someone steals your personal Information, such as a Social Security
number and date of birth, and uses It to commit fraud.

There has been one confirmed case of Identity theft resulting from the incident, ar.d Jones said
investigators have determined that the suspects have tried to defraud at least 750 others. He
would not say where they live, referring specific questions about the investigation to officials at the
Los Angeles County Sheriffs Department, who did not return phone calls Wednesday.

ChoicePoint was formed in 1997 as a spin-off of Equifax, It makes money by selling information in
its massive database of personal information to a wide range of businesses, Including corporations
conuuct/ng pre-employment background checks and insurance companies assessing the risk of

potential clients.
The company discovered last fall that it had opened up portions of its database to scam artists in

the Los Angeles area who were posing as legitimate businesses. ChoicePoint alerted the county
sheriffs departrr «nt, which began an investigation. It delayed notifying consumers at the request

WAnNnnn*
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of authorities, who didn’'t want to jeopardize their Investigation, Jones said.

News of the security breach broke last week as some 35,000 Californians began receiving
notification that their personal Information might have been compromised. That Is the only state
that requires such notification, according to the U.S. Public Interest Research Group.

The company began notifying the rest of the affected consumers after the attorneys general of
dozens of other states, Including Alaska, jointly sent a letter to CholcePolnt's top lawyer demanding

that the company notify potential victims In their states as well.

Jones said the company Initially notified Californians only because It thought the fraud had been
Isolated to that state, not because of the state law requiring It to do so.

AKPIRG's Cleary didn't buy that argument. "It Just doesn't seem plausible,” he said.
State lawmakers this session already are considering a bill that would make identity theft In Alaska
a felony rather than a misdemeanor offense.

AKPIRG Is urging them to adu two measures to that bill that woula protect Alaskans against
Identity theft If a security breach similar to the one that happened at ChoicePoint happens again,

Cleary said.

The group has submitted legislation, modeled on other state laws, to members of the House
Judiciary Committee, which Is working on the ldentlty-theft bill.

It would require companies that keep personal Information on file to notify consumers If It knows
their Information Is at risk of being compromised, similar to the requirement In California’s law. It
also would allow consumers more control over who can access their credit reports, which the group
said Is similar "o laws in California, Louisiana, Texas and Vermont.

Staff members for Rep. Tom Anderson, R-Anchorage and the bill's sponsor, and Judiciary
Committee chairwoman Lesll McGuire, R-Anchorage, said they hadn't had a chance to review
AkPIRG's proposal, which they received Wednesday morning, and couldn’t comment on its merits.

Daily News reporter Richard Rlchtmyer can be reached at rrichtmyer@ adn.com or 257-4344.

Identity crisis?

If you think you might be a victim of Identity theft, the best way to check Is to look at your credit

report.

A recent change in federal laws requires that each of the major credit reporting bureaus provide
free of charge one credit report per year to any consumer who asks for it. They're available at

www.annualcreditreDort.com. or by phone, toll-free, at 1-877-322-8228.

e A quick review of your credit report will enable you to detect fraudulent credit-card accounts and
loans taken out by identity thieves. If you find something amiss on any one of the three reports,
contact the credit reporting bureau and place a security alert on your file. That will warn the
bureaus to look for fraudulent credit applications submitted In your name and require lenders to

contact you personally before extending any credit.

http://wvAv.adn.com/money/v-printer/story/62(J.f1100-6080/71r html
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e Here are the toll-free numbers of the major credit reporting bureaus to call If you suspect you're
an ldentity theft victim: Equifax: 1-800-525-6285 Experlan: 1-888-397-3742 TransUnlon: 1-800-

680-7289

The article "14 tips to avoid ldentity theft" is by reformed con artist Frank W. Abagnale, subject of
the movie "Catch Me If You Can."”

This Federal Trade Commission page has more advice for consumers looking to avoid identity theft.
o o - F "TVITMrMBK
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Law Requires ChoicePoint To Disclose Fraud

An identity-theft ring gained access to 145,000 consumer records held by ChoicePoint, which later
notified consumers as required under California law SB-1386.

By Thomas Claburn, InformationWeek

Feb. 17. 2005
URL: http://www.informationweek.com/story/showArticle.jhlml7articlelDs60401882

In its privacy statement, data-aggregation company ChoicePoint Inc. says that it is 'dedicated to protecting the

privacy of individuals,"” which includes "strict standards regarding the use and dissemination of personal

informa ion."

Yet such dedication is only exceeded by the determination of identity thieves who, by setting up some 50 fictitious
businesses, duped the company into granting them access to 145,000 consumer-data profiles it maintains among its

store of roughly 19 billion public records.

In Los Ange’es County Superior Court last week, a Nigerian national who participated in the identity-theft scheme
was sentenced to 16 months in state prison. ChoicePoint was alerted of the breach last October. But some 35,000
California consumers didn't realize they were potential victims until they received a letter about the breach from

ChoicePoint last week, per California law.

Disclosure of the incident was required under California's SB-1386, which took effect July 1, 2003. According to
the law, any state agency, person, or business that does business in California and owns or licenses electronic data
that includes personal information, is required to disclose any data security breach to California residents whose
unencrypted personal information may have been accessed by an unauthorized person.

While the extent of the fraud arising from the incident may not be known for months, ChoicePoint said it would
send out 110,000 more notifications to individuals outside California.

"That’s certainly good practice and most responsible companies are going to do that, if no other reason than of
mitigating any damages that might result,” says Kevin Lyles, partner in the privacy practice at law firm Jones Day.
Ls’es says another privacy-related law, the Health Insurance Portability and Accountability Act, requires
organizations to mitigate any damages as a result of security breaches, and there are similar provisions in the

Gramm-Leach-Bliley law.

Gail Hillebrand, senior attorney for Consumers Union, a nonprofit testing and information organization that
publishes Consumer Reports, suggests such provisions aren’t enough. This is a reminder to all consumers how
insecure our personal financial information is when it's held by someone else who makes their own decisions about
how much to spend on security," she says. "It highlights the need for consumers to have additional rights to protect

themselves, particularly the need for state security freeze laws."
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A security freeze lets a consumer prevent people or businesses from accessing a credit reports for the purpose of
granting credit. In turn, it prevents identity thieves from accessing a credit report.

Currently, Hillebrand says, freeze laws are being considered in 11 states: Colorado, Connectic ut, Hawaii, Illinois,
Indiana, Maine, Maryland, Massachusetts, Oregon, Utah, and Washington. California, Louisiana, Texas, and

Vermont already have passed some form of freeze law.

Consumers Union is pushing for federal laws th:.. would require all companies to inform customers nationwide of
data breaches. "We think that will help consumers to protect themselves but also will create a business
environment that encourages more investment in security,” says Hillebrand. Massachusetts already has a disclosure

provision similar to California’s, and Illinois may be next.

Yet many oppose a legislative approach to the problem. California state Sen. Debra Bowen's effort last year to
expand the data-breach notification requirement to cover disclosures of data in any form, notjust electronic data,
was voted down amid lobbying by business groups such as the California Chamber of Commerce and the

American Electronics Association.

Quinn Jalli, director of privacy and Internet service provider relations at E-marketing company Digital Impact Inc.,
says that that while data breaches often lead to calls for federal legislation, companies such as ChoicePoint already
have a strong incentive to protect their data. "As we saw with spam, legislation is not going to solve the problem,”

Jalli says.

"This obv’ously means companies need to do a betterjob with their information security,” Lyles says. "But having
a law that says to do that doesn't really help. The problem is technology, and the ability of hackers is moving faster
than some companies can move to keep information secure.”

Laws don't dictate what companies need to do from a security standpoint, Lyles says. "Almost all the laws that I've
seen just say you'll take reasonable security precautions,” he explains. "It very well could be that ChoicePoint was
using reasonable precautions and that wasn't good enough. The real key is what you do after it. And | think the

lesson here for companies is if you have a breach you know about, whether you have a [disclosure] law in the state

or not, you ought to let individuals know."
ChoicePoint could not be reached for comment regarding the data breach.
Last year, according to the Federal Trade Commission, consumers reported fraud losses of more than $547 million.

Internet-related fraud accounted for 53% of all reported fraud complaints. According to the Better Business
Bureau, 9.3 million Americans were victims of identity-theft fraud in 2004.

IP Communications is here to st,iy
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LexisNexis Says Thieves May Have Taken Data on Consumers

By TOM ZELLER Jr.

n yet another apparent theft ol consumers' personal data, the LexisNexis Group, a major compiler of legal and
consumer information, said today that about 30,000 of its records - including names, addresses and Social
Security numbers of individuals - may have fallen into the hands of thieves.

The announcement follows the recent disclosure several other cases of the loss oi theft 0.'consumer data.
ChoicePoint, another leading data broker, said last month that it had inadvertently sold the records of more than
140,000 individuals to con artists. And Bank of America said more recently that backup computer tapes

containing information on more than a million of its customers had been lost.

The Federal Bureau of Investigation and the Treasury Depa»:ment are investigating the LexisNexis incident,
people close io the inquiry said. The concern in such cases is that criminals can use the information to open credit
card accounts in other people's names or engage in various other forms of so-called identity theft.

The LexisNexis breach is almost certain to accelerate calls from privacy advocates and state and federal officials
for greater scrutiny of the companies that buy, store and sell consumer data. The issue will be taken up on
Thursday in a hearing before the Senate Banking, Housing and Urban Affairs Committee, and next Tuesday at a

similar hearing before the House Energy and Commerce Committee.

"l personally see no socially redeeming value in anyone having the right to give av ay and sell my personal
information unless | approve it,"” the chairman of the House Energy and Commerce Committee, Representative

Joe Barton, Republican of Texas, said today.

"Under current law these companies have a legal right to package it and do almost anything they want to do with
it, Mr. Barton said. "l just think that's fundamentally wrong. And in the Internet age, it's dangerous."

Some other lawmakers expressed similar sentiments.

"We need to think proactively and treat these data troves with the same level of care and protection that we woult.'
any other valuables,” Senator Patrick Leahy, Democrat of Vermont, wrote in an e-mail statement. On behalfof the
Senate Judiciary Committee, Mr. Leahy is scheduled to testify before the Senate Banking Committee hearing this

afternoon. "Our peace of mind, our economy and even our nation's security depend on it," he wrote. The Judiciary

Committee also plans to conduct hearings on the issue soon.

As it is, the industry is governed by a hodgepodge of state and federal laws. Critics have argued that because those
laws are often at odds and sufficiently ill-defined, the rules permit companies like ChoicePoint and LexisNexis to
police themselves as they market consumer data to insurance agencies, background screeners, private detectives,

law firms and even the federal government.

Some control is provided by the federal Gramm-Leach-Bliley Act of 1999, which governs the use of personal
information maintained by financial institutions. And the Fair Credit Reporting Act of 1970, along with its 2003

amended vers on, th». Fair and Accurate Credit Transactions Act, esL lishes rules for gaining access to and

disseminating consumer reports.

littn://www nvfim/*s
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But it has been a matter of debate over how those rules apply to vast information warehouses like Chocepoint and
LexisNexis, which provide a blend of both public and private information, only some of which is of interest to
identity thieves. The information services industry has looo.ed hard in the past to stall legislation that would put
curbs on the kinds of information that can be peddled and to whom. But the succession of large-scale breaches,

md the sheer number of consumers being affected by each new incident, will make it harder for the industry to

re. ist some sort of legislative yoke.

"This is going to be hotly fought by people who are gathering and packaging this information," Mr. Barton said.
"But I don't see why you have to have Social Security numbers available that are really extraneous to the product

at hand."”

Several new bills have been introduced in Congress to address the growing problem of consumer privacy,
including three submitted in January by Senator Dianne Feinstein, Democrat of Caliiumia. Mr. Barton has said
that he and colleagues from both sides of the aisle have been discussing possible legislative approaches. Senator
Charles E. Schumer, Democrat of New York, who chastised another data compiler, WesiLaw. in February for
making sensitive information like Social Security numbers to easily available, said he plans to introduce

legislation next week.

"If we do nothing, identity theft is going to go through the roof,” Mr. Schumer said today. "It really means we
should get on the stick and do something here. We’re in the wild west where companies can do anything they

want."

LexisNexis and its parent company in London, the publishing and information services giant Reed Elsevier, said
the recent breach involved databases acquired last July through the $775 million purchase of Seisint, a Florida-

based compiler of consumer background and asset information.

Seisint has two main products: Accurint, a service for locating people and determining their financial assets, and
Securint, a background screening service. LexisNexis has been in the process of folding those Seisint databases

into its fleet of legal, news and consumer data archives.

Exactly how thieves gained access to the Seisint databases remains murky. LexisNexis said that the breach was
discovered as part of "an ongoing extensive re' lew of the verification, authorization and security procedures and
policies” and that it appeared to have occurred well after the Seisint acquisition. The company also said it has been
asked by law enforcement officials investigating the matter not to reveal too many details of the crime.

But Kurt Sanford, the chief executive for corporate and federal markets at LexisNexis, which is based in Dayton,
Ohio, emphasized that the company’s own computer systems did not appear to have been broken into by hackers.
Instead, Mr. Sanford said, it appeared that thieves were able to gain access to the log-in names and passwords
used by what he described as a handful of legitimate subscribers to the Seisint databases.

Mr. Sanford would not comment on whether the passwords were somehow stolen by hackers breaking into those
customers' computers or compromised by less technical means. But once they logged in, the thieves were able to
sift through a trove of consumer data without being detected until the legitimate subscribers were billed for their

monthly activity.

In early Febr tary, Mr. Sanford said, those customers notified LexisNexis of odd activity on their bills. The
company took about two weeks to investigate the billing questions, Mr. Sanford said, and then notified law
enforcement officials when it became clear that a breach had been made. Reed Elsevier disclosed the breach in a

public announcement this morning in London.

The timing is of particular interest in the wake of the breach at ChoicePoint, which has been criticized for
delaying notification of the 145,000 affected consumers for more than five months. In that case, the company
learned that it had been fooled by thieves posing as legitimate subscribers to its service in late September of last
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year. Law enforcement officials were notified, and they asked the company to delay a public announcement until
Jan. 1 But ChoicePoint did not publicly disclose the breach until mid-February.

LexisNexis says it plans to begin sending letters to the 30,000 affected consumers in the next few days, similar to
the notification process that ChoicePoint recently completed. More than one-third of the people whose data was
compromised in the LexisNexis case appear to reside in California, according to a state-by-state breakdown
provided by the company. Massachusetts. New York, Florida and Texas were also heavily hit.

All 30,000 consumers will be offered free credit monitoring for one year, according to Mr. Sanford. ChoicePoint
made a similar gesture in notification letters that it mailed out in the wake of the security breach there.

But privacy advocates argue that such gestures are not commensurate with the damage such security breaches can
bring to consumers' lives.

"Thieves will just put this stuff on the shelf until the heat is off,” said Beth Givens, the director of the Privacy
Rights ClIf aringhouse, a consumer advocacy group in San Diego. "They know that there is increased scrutiny of
these individuals at this time, and if they read the newspapers, they know that ChoicePoint and Lexis have
purchased credit monitoring for one year," Ms. Givens said.

They need to tell these individuals that they need to be monitoring their credit for the rest of their lives."

Copyright 2005 the New York Times Company | Home | Privacy Policy | Search | Corrections | RSS | Help | Back to Top
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Information broker giant LexisNexis announced today that previously announced security breaches at
the company could affect roughly 300,000 consumers, making it one of the largest potential identity

theft incidents on record.

W hen the company announced last month that its Seisint unit had been compromised by identity thieves
in a series of incidents, it estimated that Social Security numbers, drivers’license numbers, names and

addresses 0f 32,000 consumers were exposed.

The new figure, the company said yesterday, reflects internal investigations that analyzed data over the
past two years and found that identity thieves used IDs and passwords of legitimate Seisint customers to

purchase the information.

Last year LexisNexis bought Florida-based Seisint Inc., which sells data gathered from extensive
searches of public records to businesses, law-enforcement agencies, private investigators and others.

"We regret that consumers, who traditionally are the primary beneficiaries of our risk management
products and services, may have been affected by these events,” Kurt Sanford, head of the company's
corporate and federal markets group, saia in a statement. "We have taken a number of significant actions
in recent weeks to further guard against these types of fraudulent intrusions at our customer sites and to

enhance our security procedures and policies ov ,all."

The company said that affected consumers would be offered a free credit report and monitoring for a

year.

The announcement is yet another blow to ihe largely unregulated marketplace of sensitive personal
information that involves mega- brokers such as LexisNexis, ChoicePoint and Acxiom to smaller re-
sellers, some private investigators and others. Each of the three large brokers has announced at last one
major breach, as have universities, banks and ether organizations that store consumer data.

More than two dozen states are now examining identity theft legislation, while several members of
Congress have introduced legislation or are preparing to do so.

© 2005 The Washington Post Company
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Two captains of the information-broker industry tc’d a congressional panel yesterday

that they would support new regulations to better piotecf sensitive personal data that they
mote precise,

collect and sell on virtually every adult American.
more powerful.

But the executives balked at what appears to be a growing bipartisan consensus among
key House and Senate members that the sale of Social Security numbers for commercial

purposes should be banned unless individuals give their permission.

"When my [Social Security] number and my information is routinely given out without
my permission, it’sjust wrong," said Rep. Jfoe Barton (R-Tex.), who heads the House

Energy and Commerce Committee. "And in the Internet age, it's dangerous.

Barton said Congress would probably consider a measure to require permission for the
trading or sale of such data except to law enforcement agencies, in addition to other
steps fo increase oversight of the largely unregulated data-broker industry that has been

rocked by a series of security breaches.

Last month, ChoicePoint Inc., one of the nation's largi. st brokers, announced that
personal information on at least 145,000 consumers was bought from the company oy

thieves who masqueraded as legitimate business people.

Last week, LexisNexis Group, another big broker that specializes in business and legal
data, announced that its systems had been penetrated by thieves who obtained data on

32,000 consumets.

Kurt Sanford, chief exe-: utive ol i cxisNexis Corporate and Federal Markets, endorsed a
proposal by the bead of the Federal Trade Commission, Deborah Flatt Majoras, that
would extend the same security guidelines to data brokers that financial institutions must

fallow.
LI\{I cnmctt

Sanford also agreed with calls for a federal law requiring notification of consumers if their penonal information
has been obtained by thieves. Only California has such a law.

But Sanford said banning all sales of Social Security numbers would be a mistake, because "then*, are
circumstances where the sale is in the consumers' best interests.” For example, he said, independent investigative

agencies might need such data to help fight identity fraud. Businesses, he added, need it to help collect unpaid

debts.
Derek V. Smith, chief executive of ChoicePoint, agreed.

"l believe that only by adding a more forma! structure to the current scheme of information use will we realize the
value of technology-based tools to society,” Smith said. Both he and Sanford used the hearing as a platform to
apologize to consumers whose data have been compromised, and to assure Congress that they have tightened their

systems to try to prevent such fraud.

But several members of the House subcommittee on commerce, trade t.nd consumer protection were unimpressed

by the companies' efforts.
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Raising his ' lice in a series of rvid-fire questions, Rep. Edward J. Markey (D-Mass.) pressed Smith on whether
he would lengthen the credit-alert monitoring period that ChoicePoint has offered to consumers whose information

was stolen.

"What about lifetime monitoring?" Markey oked. "One year is not enough. W> n about five years? Can you
guarantee that? He said thieves might simply lie low for a year before trying  access consumers' accounts.

Smith, appearing rattled, said he would consider extending the service but refused to commit.

© 2005 The Wasliington Post Company
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April 13, 2005

The Honorable Tom Anderson, Chair
House Labor and Commerce Committee

Alaska State Capitol, Room 408

Juneau, AK 9980M 182
RE: HB 226 (Gara)—Support

Dear Chair Anderson:

On behalfofthe members of AARP in Alaska, we encourage you and your colleagues on
the House Labor and Commerce Committee to support HB 226, authored by
Representative Les Gara and co-sponsored, by Majority Leader Coghill and
Representatives McGuire and Kerttula.

As you know, earlier this year ChoicePoint admitted that it had lost perscaal information
affecting 150,000 customers, including some Alaskans. Although the information was
illegally stolen from the company, the company failed to notify their t-stomers at the
time they first discovered the information was taken last fall.

HB 226 will mandate that any company that nas had its customer financial inform ition
stolen must notify those customers that they could be victimized.

HB 226 also requires the three companies that have credit information on all ofus to

offer security freeze protection. Security freeze protections allow the consumer to
determine which companies will be allowed credit information which can be used for

lines of credit. This will provide an effective tool to prevent false applications for credit
because ofstolen information/identity theft.

While your Committee is hearing this b°‘ll today, lire United States Senate is conducting
hearings on the millions of Americans who are victims of identity theft and the billions

ofdollar they have lost.

3601 C Street, Suite 1420 | Anchorage. AK 99502 1toll-free 866-227-7447 | 907-341-2270 fax | toll-free 877-434-7598 TTY
Marie F Smith, President | William D. Novelli, Chief Executive O fficerlwwiv.aarp.org/ak
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This issue needs to be addressed and HB 226 is one good way to help Alaskans.

We urge an “AYE"” vote on HB 226.

Should you have any questions about our position, please feel free to contact me (586-
3637) or Patrick Luby, AARP Advocacy Director (907-762-3314).

Thank you for your consideration.

Sincerely,

Marie Darlin, Coordinator

AARP Capital City Task Force
415 Willoughby Avenue, Apt. 506
Juneau, AK 99801

586-3637 (voice)

463-3580 (fax)

CC: Vice-Chair Pete Kott
Representative Gabrielle LeDoux
Representative Bob Lynn
Representative Norman Rokeberg
Representative Harry Crawford
Representative David Guttenberg
Representative Les Gara
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April 4th, 2005

AKPIRG Statement of Support for:

liB 226 / SB 148: Personal Information Breach / Secnrily Ihcczc

The Alaska Public Interest Research Group (AkPIRG), an Alaska membership organization dedicated to
protecting consumers, urges quick passage ofl*B 226 / SB 148 Th*se bills arc an appropriate response
to the ChoicePoint Inc. security breach that occurred in February. Consumers across the nation were
alarmed to find out that nearly 1S0,000 people across the nation had their personal information stolen
and were at high risk for identity theft. Yet only California had laws on the books that mandated

ChoicePoint Inc to notify those who fell victim.

The total included some 251 Alaskans. This bill will help better protect those individuals and all
Alaskans if and when a similar security breach occurs in the future

HB 226 / SB 148 me based on two provisions in California law

First, the hills require that any business that collects this personal customer information as part of then
business must notify consumers if the security of that information is compromised This common sense
step will make sure that companies like Choicepoint Inc. will disclose when consumers are at nsk

When a consumer’s personal information has been compromised, that person should be able to block
access to credit reports and credit scores Blocking access to a credit report prevents an identity thief
from fraudulently opening new lines of credit in his or her name, one of the many dangers of identity

theft.

The second section ofthe bills contains this “security freeze” provision The three credit reporting
agencies - Experian, Equifax and TransUnion - act as consumer financial information clearinghouses
The security freeze provision allows consumers to prevent the clearinghouses from sharing their
information W.ithout access "o a consumer's credit report, an identity thief will not be able to open a
new account. The provision will allow a consumer to regulate who will receive a copy of lheir credit
report. Tha security freeze provision allows consumers to use an access code to release rhcir report to a

company wishing to extend a line of credit

Any company that makes a profit from trading financial and personal information has the rcsjxmsibility
to protect that information HB 226 / SB 148 have strong measures (hat the Alaska legislature can enaci
to better protect consumers. We urge you to pass HB 226 / SB '48

Director



NATIONALASSOCIATIONOP Kerry Smith

Senior Consumer Attorney
e m National Association of
Stata PIRGs
1334 Walnut St, 8* Floor
Philadelphia, PA 19107
Phone: (215) 732-3747
Fax: (215) 732-3747
tc8mithQpirg.org

March 3,2005

Representative Les Gara
State Capitol, Room 418
Juneau, AK 99801-1182
Fax: 907-465-3518

Dear Representative Gara:

This letter is in response to your inquiry about state level consumer protections against identity
theft

In Decernll_a r2003, Congress passed the Fair and Accurate Credit Transactions Act (FACT Act)
With the Act, Corgrcss significantly amended the Fair Credit Reporting Act (FCRA),
which provides consumer protections regarding the use, accuracy, and privacy of consumer
credit reports. Through its passage, the financial industry won its primary goal: permanent

preemption of stronger state credit and privacy laws in several, but importantly, not all. areas.

Tn the wake of the ChoiccPoint Inc. security breach, mandatory notification is an available and
advisable step for states to take to protect consumers. A state law requiring companies to notify
consumers about a security breach should not be preempted by the federal Fair Credit Repotting
Act Currently, California is the only state with mandatory notification, but several other states
are considering legislation including Connecticut, Georgia, niinois, Massachusetts, and Texas.

It is imperative that consumers' personal, sensitive information be protected and we urge you to
enact mandatory notification. There are many other important consumer protections set forth in:
The Clean Credit and Identity Theft Protection Act: Model State Laws, which we produced along

with Consumers Unioa | would bo happy to provide you with a copy of those model laws if
AKPIRG has not already done so.

I would be happy to answer any questions that you and your colleagues in the Alaska Legislature
may have. Thank you for your time and interest in this matter.

Kerry Smith
Senior Consumer Attorney
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April 7, 2005

Represertative Les Gara
State Capito

Room418

Juneau AL 99801-1182
907-465-3518 (fax)

Re: SupportfarHB 226, Breaches of Security ard Security Freeze fa-Credt Reports

Dear Representative Gara

Corsurers Union, tre indepencent, narprofitpublisher of Consumer Reports, suyports HB 226,
relating toBreaches of Security ad Security Freeze farGredt Reports A seaurity freezeis a
key tod topravent icentity thieves frangetting asdtin the corsuner's nane, by alloang
carsurers tolakup, a'freeze’ acosss totharcorsuner asdt files farasdt grantirg
purpt. es. A requirerent tonotify corsuners of abreach of seaurity will ensble carsuners to
take praventative sfops includingplaaing a seaurity freeze atd time when they may be able tO
her aoff anicentity thiefbefore the corsurer experiences rured aedt ad atierbarmfill

@ jequencer of D theft

Security freeze

Ide atytieftis ore oftte festest gronng firenagal crines  Acoording toa2003 repart tothe
Fee erd Track Commission, rearty 10 million Arericars fall victim toicentity threft arually,
The Identity Theft Resource Ganter reparts tretvictins spend an aerage of $1,495 and600
hours torsstore ther asdt histories m-J trergoodnames Otterestimattes of the anountt of
time spent by victins vary, butitis degt Jiat aninoursan ypona corsuner's goadnane by an
identity thiefis atrablingadtime-consuning experience A 2003 repart tothe Feckral Track
Commission estimated tret icentity theft aosts U .S. businesses rearly $48 billion arwallyad
aosts U .S, carsurersboth $5 hillion ad297 million hours arually.

A seaurity freeze will help toprevent the damege framicentity treft because businesses are
highly unlikely toissue new aredt toanindvicual withaut first reviening informration franhis
ater asdtrggort When an indvidual freezes his arfer aedt file this prevents the inpostor
fronuwsing tret aedt file toget aedtin the corsurer's name. Because the potential asdtoris
highly likely todeny treinposter’  aedtgplicationif it canitsee tre fraenaedtfile a
seaurity freeze anpravent the harmfir* would otrerwse acoourfrantre icentity theft

Uncker-this bill, people vWho dhocee tofreeze aocoesss tottedrasdt files may tenporarily liftthe

freeze farmew lcars adaredt tret they apply farthenselves When acarsunerintially
activates the freeze the aedtbureauwll issue aunquePIN tothe carsurer thet cenbe wsed tO



“thaw arlift tre seaurity freeze fara partiadar asdtar: Gredt bureaus must relesese the rppart
within thwae business days of such a request

Federal law Is inadequate to prevent identity theft

The aedt rportingindustry may esert et tte feckral FACT Act, which revised tie feckral
Fair Oredt Reporting Art, gives suffident protectiontocorsurers  We respectfhlly disagree
Feckral lawvaafers tie rigts of fraudalerts adblodking  Both partial ly addiress anicentity
theftafter there has been atheft oficentity arofinformatian Nothingin feckral lavareatss a
rightin the corsuner tostap anyare framseeing the carsuner's aedt flic

The rigts avalinole tocorsuners uckr feckral lavare ot as effective as aseaurity freeze
Feckral lawallow icentity treft victins toblodk framtie aontents of trer aredt files specific
information tretis the result oficentity theft. But fraudblodkiing does motblodk the ftimishing
ofaaedt rpart It doss rotprreaticentity treft Similar, afrauddertdoss rotprevent a
aedt repart frambeing issued  Uncer the feckral Fair Gredt Reporting Act when afraddeart
is attedred toaaedtfile, aedtars must take actitiaal steps toverify aaedt gplicant s
icentity before externding aredt The fraudaert honever, does rotprevent the potential aedtar
franseeing tre report adit does notpravent the aedt bureau franselling arSaring tte aredt
rgort Only aseaurity freeze candb this

anOarfﬁ S{ne fan rﬁ\l}ekr%ean%]? Cr%a V\f F%Seng the protective value of a security freeze

The casuner asdt reportingindustry may also asert tr8t aseaurity fraeezowll inoonvenier
corsuers Who are shopping fararedt, as they will have o lift tie freeze with respect toeach
potential aedtar: This is adxace Alaskars wil be free tomake ibr thenmselves if the seaurity
freez bill is erected  Each corsurer aancedcke i the protection of knonmg tret anly aedtars
authorizzdby the corsuner can review tie file faraedtNarnting purposes autweigs tre sligit
cklay in regLesting thet the freeze be lifted farparticularpotential aedtors  This bl wll simply
give Alaskars tre rigt tomake this dhace fathemrselves

3 uergzeerS reporting Inolstry has mace Khard for consumers to leam about

OonsumeJ {F@O”"ﬁgbwa'%m 53 nmﬁatﬁé %l??}gﬁem ‘?E ST
eezel i arm%}?m i
i voddceo eﬁ R NS %%mgca&muners ?ocra'qeeze

The b ill would be strongerifit exemptedID theft victimsfrom thefee toplace a securityfreeze.
Many of tie states which are corsickring Security freeze legslatiars are colder provding this
important tod tother corsurers Who have alreedy been victims of ID treft  The Galiformia
Legslature is aasckringeliminating its $10 fae autharization farcorsuners who have received
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West Coast Office
1535 Mission St.. San Francisco, CA

94103
415-431-6747 (phone) 415-431-0906

State Security Freeze Laws are Not Preempted by the Federal FCRA

Assertions by the opponents of state security freeze legislation that it is preempted by federal
Fair Credit Reporting Act arr wrong. Congress amenaed FCRA section 625, codified at 15

U.S C. sec. 16811, to specifically include identity theft prevention and mitigation in the listing of
categories of state laws not preempted. Section 1681t(a), the general rule against preemption,
preserves state law, except to the extent this rule is modified by (b) and (c). The general rule of
section 1681(t)(a), preserves "the laws of any State with respect to the collection, distribution, or
use of any information on consumers, or for the prevention or mitigation of identity theft, except
to the extent that those laws arc inconsistent with any provision of this title, and then only to the

extent of the inconsistency.” (emphasis added)

Consumer reporting agencies have claimed in some states that a state security freeze law would
be preempted by FCRA's provisions on fraud alerts or trade line blocking. This is wrong. Fraud
alert' and trade line blocking. See. 605A and 605B, are listed in sec. 625(b)(5)(B) and (C), and
preempt state law only "with respect tc the conduct required by the specific provisions of’ 605A
and 605B. Sec 625(b)(5), codified at \5U.S.C. sec. 168t(b)(5). Tnother words, the fraud alert
and trade line blocking sections preempt states from imposing other fraud alert and other trade
line blocking requirements on the same entities reached by the federal statute. However, the
preemption extends ONLY to the conduct required by these specific sections. Othei "conduct,"
including a state-created obligation to freeze access to a credit record, falls under the general

preservation of state laws in 1681t(a).

The Federal Trade Commission anu the Federal Reserve Board in aregulatory preamble, have
emphasized the narrowness ofthe "c mduct required” type of preemption, which is the type that
applies to fraud alerts and to trade line blocking, in a regulation relating to the effective date of
"conduct required"” preemption under section 168 It(b)(5).

In the Joint Final Rule on Effective Dates, 12C.F.R. see 222; 16 C.F.R. sec. 602,
the introductory material emphasizes that FACTA preemption under the "conduct required”
formula in section 1681t(bX5) is narrow. The FTC and Federal Re, e Board state:

The Agencies note that section 711(2) of the FACTA Act adds a new provision to the
FCRA that bars any requirement or pronibition under any state laws “with respect to the
conduct required bv the specific provisions” of the FCRA, as amended by the FACTA
Act. Thejoint final rules are based on the Apencics' view that the specific protections
afforded under the FCRA override state laws only when the referenced federal provisions
that require conduct by the affected persons are in effect because that is the time when
conduct is required by those provisions of the FCRA.

This analysis was rrade in connectio: with the ssue ofthe effective date of conduct required
preemption. Read in conjunction with the addition of TD theft to the general no-preemption
except for inconsistency rule, it strongly supports the position that if FACTA does not require



conduct in an area related to ID fheft, then states remain free to require conduct in that area. This
is precisely the case with a security freeze law. a subject simply unaddressed by FACTA.

An extensive legal analysis of the various types of preemption under FACTA, and how those
provisions do, and do not, apply to various state legislative measures, by Consumers Union
attorney Gail Hillebrand is posted at

http://www.consumcrsunion.org/creditmatters/creditmattersupdatcs/001640 html
and printed in: After the FACTA]_Statc Power to Prevent Identity Theft 17 Loyola Consum-r

Law Review 53 (2004).
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March 11,2005 Report Number 05.196

Choicepoint and Security Breaches of

Personal Information

Prepared for Representative Les Gara

By Cherie Nienhuis, Legislative Analyst

You asked about security breaches of personal information. You inquired specifically about the
recent security breach involving ChoicePoint, Incorporated.

In February 2005, newspapers arouna the country reported that ChoicePoint, Inc.. an “information
clearinghouse." had sent letters to thousands of Californians informing them that their personal
information may have been compromised in a fraud scheme. According to ChcicePoint, the
acammers posed as legitimate businesses, and acquired the names. Social Security numbers,
driver's license numbers, and credit reports of close to 145.000 people nationwide. To date, at
least 750 people have been defrauded as a recult of the scheme, which the company knew about

since the fall of 2004.’

Choicepoint, Incorporated

ChoicePoint, Inc. is one of several businesses that make money from selling consumer
information. Such enterprises generally have no transactions with consumers directly Rather,
they gather daia on individuals, from otherwise public records such as home purchases,
bankruptcy filings, criminal convictions, and professional licensing boards, for the purpose of
brokering the information to other businesses. Other businesses interested in this information
include lending companies, insurance agencies, and corporations conducting pro-employment
background checks. According to one news source, data brokers like ChoicePoint do not need
permission from members of the public to collect and sell their personal information. Further, the

Resa%;%e to.Customer Fraud nganofﬂ%ni the .ChoicePolnt website,
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they bypass the rules of the Fair Credit Reporting Act (FCRA)— a law Intended to give consumers
more control over who can view information that credit agencies collect about them and the right

to examine and dispute such information.2

Various products sold by ChoicePolnt, however, appear to fit the criteria for inclusion under the
FCR”" and indeed, ChoicePoint claims they are “FCRA-compllant.* The Electronic Privacy
Information Center (EPIC), a public interest research cen er that informs the public about civil
liberty, privacy, and constitutional issues, believes that other data products sold by ChoicePoint
should be included under the FCRA. In a lejter to the Federal Trade Commission dated
December 2004 (prior to the public disclosure of the ChoicePolnt security veach) the EPIC urged
the FTC to investigate two products for inclusion under the federal law, arguing that they meet the
criteria of “consumer reports* specified by the FCRA.3 We include the EPIC's letter, desci. Ing

products sold by ChoicePoint as Attachment A.

Filings with the Securities and Exchange Commission Indicate that among the products
ChoicePoint sells are claims history data, motor vehicle records, police lecords, and credit
information. They also provide services related to employment background screenings, drug
testing administration, public record searches, vital record services, credential verification, due
diligence Information, Uniform Commercial Code searches and filings, DNA identification
services, authentication services and people and shareholder locator Information searches. In
addition to private businesses, ChoicePoint has provided personal information tc law enforcement

agencies and other government entities.4

The March 2005 issue of the Privacy Journal, a monthly publication that coders legislation and
public attitudes affecting the confidentiality of personal information, reports that ChoicePoint is a
spin-off of Equifax, one of the nation's three major credit reporting agencies. Chronicles of
Equifax, and, indirectly, ChoicePoint, detailed in the article, show that Equifax has on more than
one occasion faced charges by the Federal Trade Commission of violating the Fair Credit
Reporting Act. We include the Privacy Journalarticle as Attachment B.

Consumers Affected by Choicepoint Security Breach

ChoicePoint estimates that the personal information of up to 145,000 consumers could hove been
compromised by the recently announced security breach. The company also provide*
information about how many individuals by state may have been affected by the incident.
According to the ChoicePoint webs'to, information about 251 Alaskans may ha-'e been

compromised in the fraud scheme.

Although California is currently the only state that requires companies to notify persons whose
information may have been stolen in a security breach, officials with ChoicePoint indicate that

. mﬁtter,ﬁmmmﬁ%%%wm y February 24,2005, available on the Inti-met at
pu/Afio i | B
1Letter. Chris Jey Hoo le,and Daniel J. Saiove, E!E]LC, to %ﬁﬁgﬁiﬁaﬁrﬁﬂnmission, December 10, 2004, as
posted at the EPIC Website,rFﬁﬁT/V\W/V.eﬂC. mm/ Ca:d il 1L
.ﬁmlcePoim nc,,, “Nojee.to |he idat, j i Mmfi f?éjg r 30,2004, available online at
httoj/ . SEC.O0v) |
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they sent out letters to all 145.00C consumers they believe may have been affected. This action
may have been prompted by a letter from 19 state attorneys general to ChoicePoint, requesting
that the company disclot >additional information about the incident. Alaska's attorney general
was one of the signers of the letter.5 We include information about ChoicePoint's actions,
including a list showing the number of consumers affected by state, as Attachment C.

Breach o* Information Legislation

The National Conference of State Legislatures (NCSL) reports that as of early March 2CO05,
legislators in 20 states are considering legislation pertaining to Lie broach of personal
information. One common provision in the recently-introduced legislation is the report  of
security breaches to affected persons. According fo NCSL, these provisions are being
considered in Arizona, Colorado, Georgia, Idaho, lllincls, Indiana, Minnesota. Missouri, Montana,
New Jersey, New York, Ohio. Oregon, Rhode Island, Tennessee, Texas Virginia, Washington,
and West Virginia.8 We provide a copy of NCSL's compilation of breach of information legislation

as Attachment D.

| hope you find this information to be useful. Please do not hesitate to contact us if you have
questions or need additional information.

sTodd R Weiss, ‘Statg Offigials Push ChoicePolnt on ID, th@f S 4 nd, February 18, 2005,
available on the Internet at ﬁ%.mwwnﬁewm&wmﬁl \ j: %%

California, which already has provisions for notification Of affected persons, is considering additional breach of
personal Information legislation.
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December 16, 2004

Federal Trade Commission
600 Pennsylvania Ave. NW
Washington, DC 20580

@edl ﬁs%sr‘h% )Q{esngatlm Into clata broker products for compliance with the Fair

Dear Commaissioners,

In recent years, there has been an explosion in the creation and use of dossiers of personal information to
evaluate individuals. Some of these dossiers, known as "data products,” in the information brokerage
industry, are designed to be sold so that they avoid triggering the provisions of Fair Credit Reporting Act
of 1970 (FCRA), a landmark law that ensures that compilations of personal information used for many
different purposes are accurate, correctable, fairly collected. Additionally, the FCRA mandates that

information collectors be accountable for their practices.

Commercial data broker ChoicePoint, for instance, is selling data products that are used by law
enforcement, government, and the private sector to make important decisions about people. ChoicePoint,
111one ofthe largest data aggregation companies, became independen* from Equifax, a leading U.S. credit
rating agency, in 1997.(2] ChoicePoint has bought more than 40 companies and competitors, and obtains
40,000 new public records daily for its database of more than 19 billion records.[3] Choicepoint contracts

with about 35 federal agencies to supply data.[4]The company's slogan is "Smarter Decisions. Safer
World." However, decisions cannot be smarter, and we cannot be safer, if these new data products are not

subject to the basic fairness requirements incorporated in the FCRA.

In 1970, Congress passed the FCRA in response to a litany of problems and complaints about credit
reporting agencies., 5] The opening of the FCRA states:

The Congress makes the following findings:

(1) The banking system is dependent upon fair and accurate credit reporting. Inaccurate credit
reports directly impair the efficiency of the banking system, and unfair credit reporting
methods undemiine the public confidence which is essential to the continued functioning of

the banking system.

(2) An elaborate mechanism has been developed for investigating and evaluating the credit
worthiness, credit standing, credit capacity, character, and general reputation of consumers.

(3) Consumer reporting agencies have assumed a vital role in assembling and evaluating
consumer credit and other information on consumers.

(4) There is a need to insure tnat consumer reporting agencies exercise their grave
responsibilities with fairness, impartiality, and a respect for the consumer's right to privacy.

15 U.S.C. § 1681(a) (1970).

Americans face a return to the pre-FCRA era if companies like C’ icePoint can amass dossiers on

http://lwww.epic.org/privacy/choicepoint/fcraltrl2.16.04.html
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Americans without compliance with any regime of Fair Information Practices. That era was marked by
unaccountable data companies that reported inaccurate, falsified, and irrelevant information on Americans,
sometimes deliberately to drive up the prices of insurance or credit.(6] To some extent, this pre-FCRA
area has returned. For instance, erroneous ChoicePoint data sold without the FCRA’s protections were
relied upon in Florida to cleanse voting registration rolls of felons prior to the 2000 election, resulting in

the disenfranchisement of thousands of eligible voters.[7]

In an appendix to this letter, we explain ChoicePoint's business activities.! 8 Choic .-Point sells a number
of FCRA products in the employment screening, tenant screening, and criminal background check fields.
But the company also sells two products, "AutoTrackXP" and "Customer ldentification Programs" outside
ofthe FCRA's protections. AutoTrackXP is a database of 17 billion records that includes Social Security
Number, addresses, property and vehicle information, and other information.[9] The company's anti-fraud
"Customer ldentification Programs" are a suite of date products that have been created in order to verify
the identity and perform background checks on individuals who open new financial services accounts.
[10] From its description, Customer Identification Programs appears to be an AutoTrackXP report with

additional identity verification services.

These two products are sold to financial institutions, members of the public (private investigators, law
firms, etc.) and to law enforcement agencies. These are the same institutions which rely on credit reports
and investigative consumer reports, but these new products are sold outs»de the protections of the FCRA,

yet are often used for related (and sometimes identical) purposes.

It is difficult to determine what sources ChoicePoint used to create AutoTrackXP and Customer
Identification Programs. However, both of these non-FCRA products have similat data elements and
descriptions as ChoicePoint's FCRA products. The similarities between the information in an
AutoTrackXP report and the company's FCRA products is striking; it suggests that AutoTrackX” was

generated from FCRA sources.! 11]

Under a well-developed line of cases, courts interpreting the FCRA have held that if a data product
originates from a consumer report database, the product remains protected by the FCRA. For instance, the
D.C. Circuit held in Trans Union v. FTC that marketing lists drawn from a credit reporting agency's master

databases were "credit reports" for purposes of the FCRA.f 12]

If ChoicePoint had created AutoTrackXP or its Customer ldentification Programs from FCRA sources, the
products should be considered "consumer reports” for purposes of the FCRA. Consumers could exercise a
series of important rights with respect to their ChoicePt int reports that are not currently available. Only
the FTC can determine the "information flows" or sources of data used by ChoicePoint, and whether the
company has leaked data from the FCRA products to AutoTrackXP and Customer ldentification

Programs. We urge the Commission to engage in this inquiry.

Even if these products are not consumer reports for purposes of the FCRA, it is incumbent on the FTC to
analyze them and make recommendations to Congress concerning possible expansion of the FCRA. If
these products are found nor o be within the FCRA, the FTC should recommend to Congress to expand

the scope of the Act.

Many of the public policy purposes underlying the FCRA are being circumvented by data brokers who
have artfully constructed databases to avoid the Act's provisions. For instance, the use of data products for
voter registration list cleansing implicates the most important right in a democracy— access to the polls. If
such a use is not covered by the FCRA, this creates an absurd consequence. Someone denied access to a
credit card would enjoy access, correction, and other FCRA rights, while another person denied access to

the voting polls would have no federal information privacy rights.

Other absurd consequences emerge from this end-run around the protections of the FCRA. Although the

e w21,V D IOINGAT.rAIT 121604 .html 3/11/2005
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FCRA regulates law enforcement access to consumer report information,] 131 the FBI has concluded that
information it buys from ChoicePoint is not subject to the FCRA.[J4] in effect, the FBI has circumvented
the FCRA by purchasing data from AutoTrackXP - data that is often identical to what appears in a credit
report from one of the "big three" agencies. Why would law enforcement agencies continue to comply
with fair procedures in the FCRA for access to consumer data when they can get unaccountable, open-door

access to the same information at ChoicePoint?

The use ofthese data products / law enforcement officials, government agencies, private investigators,
and others raise the same concerns that prompted Congress to pass the FCRA. Errors in reports provided
by Choicepoint and similar companies can find their way into other databases, resulting in the potential for
improper arrest and even imprisonment. People have been wrongly arrested andjailed due to errors in law
enforcement databases] 1JJ Since information often circulates between law enforcement records and
commercial databases, erroneous information in a database such as AutoTrackXP can make its way into a

series ofother databases, with profoundly harmful effects on people’s lives. For example, consider the

following incident:

[A] Maryland woman wrongly arrested for a burglary was not cleared from the state’s criminal
databases. Her name and SSN also migrated to a Baltimore County database relating to child
protective services cases. She was fired from herjob as a substitute teacher, and only after she
could establish that the information was in error was she rehired. When she later left thatjob
to run a day care center for the U.S. military, she was subject to questioning about the
erroneous arrest. Later on, when employed at as a child care director ata YMCA, she was
terminated when her arrest record surfaced in a background clearance check. Since she could
not have the error expunged in sufficient time, the job was given to another person. Only after
several years was the error finally cleared from the public records.] 16]

Finally, we note that unde, the self-regulatory scheme erected by the now defunci Individual Reference
Services Group, commercial data brokers choose who is eligible to buy personal information. This isa
subtle but important deviation from the Fair Credit Reporting Act's approach, which tends to approve
record disch sure based on ihe use of the information, rather than the identity ofthe purchaser. The
importance of this difference becomes clear when it is understood that private investigators, major buyers
of personal information, ar* not licensed in all fifty states, and in some states that require licensure, itis a
pro forma process.[ 17] As a result, ChoicePoint and other information brokers can create ties with
marginal businesses or private investigators with dubious backgrounds. Based on their status of being a
private investigator, a paralegal, or a law enforcement agent, ChoicePoint’s customers can pull information
on almost anyone without having to declare their legal justification or entitlement to tne data.

We encourage the Commission to examine access to commercial data broker information in light of the
Amy Boyer case, where a Florida information broker sold data to the man who soilked and killed Amy
Boyer.[ 18] Ifthe sale of Ms. Boyer's Social Security Number and other information to a complete stranger
were conditioned upon one ofthe FCRA's permissible uses of data, perhaps she would be alive today. The
FCRA's reasonable limitations on the use of data, ifapplied to this sector of data brokers, could protect

individuals from unwarranted access to and sale of personal information.

Again, we urge the Commission to engage in a serious inquiry on the status of data brokers' products. We
believe that some of these products may be "consumer reports” for purposes ofthe FCRA, thus subjecting
both the seller and the buyer to regulation under the Act. We also think it incumbent upon the
Commission to analyze whether the sale of these new data products circumvents the FCRA, giving
businesses, private investigators, and law enforcement access to data that previously had been subjected to

Fair Information Practices.

We look forward to hearing from you on this matter, and please contact us if we can provide more

information.

http://www epic.ore/Drivacv/choicenoint/frmltri') \ * ca
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Sincerely,

Daniel J. Solove*
Associate Professor
George Washington University Law School

Chris Jay Hoofnagle
Associate Director
Electronic Privacy Information Center

+Title and affiliation listed for identification purposes only.

[1J See EPIC ChoicePcint Page, available at http://www.epic.org/privacy/choicepoint/. For more
information about ChoicePoint, see Robert O'Harrow, No Place to Hide: Behind the Scenes of Our

Emerging Surveillance Society (Free Press Jan. 2005).

[2] Duane D. Stanford, All our lives are onfilefor sale, Atlanta J. Const., Mar. 21,2004 at 1A.

(3] 1d.

[4] Daniel J. Solove, The Digital Person. Technology and Privacy in the Information Age 169 (NYU
2004).

[5] Robert Ellis Smith, Ben Franklin’s Web Site, Privacy and Security from Plymouth Rock to the Internet
316-318 (Privacy Journal 2000).

[6] Id.
[7]1Solove, Digital Person, 170.

[8] See also, Chris Jay Hoofnagle, Big Brother's Little Helpers: How ChoicePoint and Other Commercial
Data Brokers Collect and Package Your Datafor Law Enforcement, 29 N.C.J. In.'l L. & Com. Reg. 595

(Summer 2004).

[9] ChoicePoint, AutoTrackXP and ChoicePoint Online,
http://www.choicepoint.com/industry/retail/public_cbi_l.html.

[10] ChoicePoint, Customer ldentification Programs,
http://www.choicepoint.com/business/financia 1/patriotact.html.

[11] See Appendix.

[12] 245 F.3d 809 (D.C. Cir. 2001), cert, denied, 536 U.S. 915 (2002); Bakker v. McKinnon, 152 F.3d
It.07, 1012 (8th Cir. 1998) ("even ifreport is used or expected to be used for non-consumer purpose, it
mey still fall within definition of consumer report if it contains information that was originally collected by
consumer reporting agency with expectation that it would be used for consumer purpose"); Ippolito v.
WNS, Inc., 864 F.2d 440,453 (7th Cir. 1988) ("even ifa report is used or expected to be used for a non-
consumer purpose, it may still fall within the definition ofa consumer report if it contains information that
was originally collected by a consumer reporting agency with the expectation that it would be used for a
consumer purpose™); Rice v Montgomery Ward & Co., 450 F. Supp. 668 (M.D.N.C. 1978).

[ 13J Law enforcement access to "credit headers" or information from a full report is subject to substantive
and procedural protections. See, e.¢g., 15 U.S.C. §8 1681h(a)(l).
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[14) Memcandum from Office of the General Counsel, National Security Law Unit, FBI, to National
Security, FBI (Sept. 17,2001) (document obtained from the FBI), available at
http://cpic.org/piT *sy/choicepoint/cpfbia.pdf.

[15] Solove, Digital Person, 109-110.

[16]Solove, Digital Person, supra, at 46-47 (citing Eugene L. Meyer, “Md. Woman Caught in Wrong Net;
Data Errors Link Her to Probes, Cost MJobs,” Wash. Post, Dec. 15, 1997, at Cl). Another example
includes the case of Scott Lewis, an innocent person who was labeled a criminal because of an
administrati e error. After he was able to fix the eiror, information brokers continued to circulate
erroneous conviction information. Beth Givers, Identity Theft: The Growing Problem of Wrongful

Criminal Records, Jun. 1,2000, http://www.privacyrights.org/ar/wcr.htm.

[17] "Some States have few requirements [for private investigator licensure], and 6 States— Alabama,
Alaska, Colorado, Idaho, Mississippi, and South Dakota— have no statewide licensing requirements while
others have stringent regulations.” U.S. Department of Labor, Bureau of Justice Statistics, Private
Detectives and Investigators, Mar. 21,2004, available at http://www.bls.gov/oco/ocosl57.htm.

[18] Remsburg v. Docusearch, Inc. 149 N.H. 148 (N.H. 2003). More information about the Amy Boyer
case is online at http://epic.org/privacy/ooyer/.

Appendix
. ChoicePoint

ChoicePoint,[ 1] one of the largest data aggregation companies, became independent from Equifax, a
leading U.S. credit rating agency, in 1997.[2] ChoicePoint has bought more than 40 companies and
competitors, and obtains 40,000 new public records daily to insert into its database of more than 19 billion
records.[3] Its business and government services division offers through its AutoTrackXP product identity
verification, property records, bankruptcy records, licenses, liens, judgments, and other records to local,
state and federal law enforcement,[4] including the Drug Enforcement Administration and *he Federal
Bureau of Investigation.[5] It also advertises the A.iloTrackXP product as a solution for financial services

anti-fraud and anti-money laundering comp!liance.[6]

ChoicePoint’ roots are in information services to the insurance sector. The company stated in its initial
Securities and Exchange Commission filing that:

ChoicePoint's operations have historically consisted of database information and inspection
and investigative services supplied primarily to the insurance industry. ChoicePoini oelieves it
can enhance future growth and profitability by offering a broader range of risk assessment
services, fraud management information and technology solutions to clients outside of the
insurance industry. Although Equifax believes that significant growth opportunities exist for
ChoicePoint's products and services, it anticipates that marketing and promotion ofthese
services will be necessary. The public perceives, however, that credit reporting services and
the more privacy sensitive services offered by ChoicePoint should net be available from a

single provider.[7]

Since its spinoff from Equifax, ChoicePoint has acquired a number of information collection and
processing companies.[8] As a provider of personal information to the insurance sector, from its inception,
ChoicePoint's activities have been subject to the "CRA.[9]

http://ww.epic.org/privacy/choicepoint/fcraltrl2.16.04.html
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I. CholcePoint's FCRA Business Activities

ChoicePoint sells a number of information products in the employment screening, ten int screening, and
personal insurance areas. Many ofthese information products are FCRA databases ai d require both
ChoicePoint and the company's clients to comply with the Act. This section summarizes ChoicePoint's
FCRA employment screening, tenant screening, and personal insurance products. The next section turns to
AutoTrackXP and "Customer Identification Programs,” ChoicePoint's non-FCRA data products that are

similar to the company's FCRA employment, tenant, and insurance screening products.

A ChoicePoint's "CP Online”” Procluct

On its website, ChoicePoint markets a pre-employment screening service named "CP Online."” The
company claims that that product is FCRA-compliant:

ChoicePoint Online is a comprehensive Web-based screening interface designed to help
employers meet their pre-employment sere ,:ng needs regarding background verification and
drug testing adr :nistration. ChoicePoint Online is FCRA-compliant and offers easy-to-use
data entry screens, duplicate request notification and alerts for possible criminal records.
Using ChoicePoint Online's interactive ordering system, flexible reporting options, process
monitoring and online billing, users can gain valuable information to help make better

decisions and employ moie efficient hiring practices.[10]

...* FCRA Summary of Consumer Rights attached to all decisional reports

ChoicePoint lists the following databases as being. vailable for pre-employment search through the
CPOnline product:

Stanton® Assessments

State Law Reference Library

National Criminal File

Driver Qualification File

Criminal Background Checks

Identity Verification

MVRs

Credit History

Employment Verification

Education Verification

Military History

Worker's Compensation

License, Credentials and Certification Verification
Business or Personal Reference Verification[ 11]

B ChoicePoi.nfs “National Criminal File" Prodluct

On its website, ChoicePoint markets a pre-employment screening service named "National Criminal File."
The company claims that that product is FCRA-compliant:

ChoicePoint National Criminal File isa comprehensive search of multiple criminal record
sources, including fugitive file, state and county criminal record repositories, ChoicePoint
proprietary criminal record information, prison, parole and release files from state Department
of Corrections, Administrative Office of Courts and other state agencies.

Key Features & Benefits

/T Knippnnint/feraltrl 2. 16.04.htnl 3/11/2005
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* Access to more than 100 million ciiminal conviction records across all 50 states
* National reach at an economically feasible price

*FCRA Coinpliant...[12]
C ChoicePoint's "Resicen* -ata Screening Product

On its website, ChoicePoint markets a tenant screening service named "Resident Data." The company
claims that that product is FCRA-c mpliant:

Resident Data is an industry leader in apartment resident screening and debt collections. Our
mission is to maximize customer profitability by managing resident profile risk, collecting
maximum payments from rrsidenis who default, and creating an environment of resident

accountability.

Our integrated screening, skip watch and collections solutions enable apartment owners and
managers to better direct itieir properties by providing flexible solutions that adapt to the
individual needs ofthe conmunity.

Resident Data helps reduce liability by improving compliance with FCRA and Fair Housing
requirements.! 13]

ChoicePoint lists the following data dements as being available for tenant screening through the "Resident

Data" product:

Access to Criminal, Registered Sex Offender and Eviction Databases.

[-]

* Online access to more than 77 million criminal records, State and county criminal record

repositories.
* 39 States of Registered Sex Offender Records.

* FBI Terrorism Watch List - Including FBI Most Wanted list and FBI Terrorist database

list.

* Proprietary records from ChoicePoint's other screening business results.

* Offender and offense descriptions.

[...]
National Eviction Search

ChoicePoint has more than 10 million current records from 45 states. The data includes initial
filings, dispossessory warrants and property actions. Resident Data searches eveiy state where
the applicant has a prior address as part of its search, notjust the state where the applicant is

applying.

[.]

http://ww.epic.org/privacy/choicepoint/feraltfl2.16.04.html 3/11/7005
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Unit Application Analysis

For roommates or multiple applicants, the Resident Data system evaluates all applicants on a
per-unit basis and presents a recommendation for the group. Individual screening outcomes

are also notec on the report.

Occupant Processing

Resident Data also offers occupant screening to protect your property from potential problem
residents who are not financially responsible for a lease. We can provide legally compliant
screening services on potential occupants without initiating a credit check.

Maximum Evaluation of the Credit Report

The Resident Data review of the credit report includes fraud alerts, SafeScan warnings for
possible Social Security Number problems, landlord or utility debt, address matching and full

review of payment performance” 141
D ChoicePoint's CLUE Personal Auto Proouct

On its website, ChoicePoint markets a personal insurance screening service named "CLUE Personal Auto:

C.L.U.E. (Comprehensive Loss Underwriting Exchange) is a claim history information
exchange that enables insurance companies to access prior claim information in the
underwriting and rating process. C.L.U.E. Personal Auto reports contain up to five years of
personal automobile claims matching the search criteria submitted by the inquiring insurance
company. Data provided in C.L.U.E. reports includes policy information such as name, date of
birth and policy number: claim information such as date of loss, type of loss and amounts

paid; and vehicle information.

More than 95 percent of insurers writing automobile coverage provide claims data to the
C.L.U.E. Personal Auto database By providing immediate interactive information, C.L.U.E.
Personal Auto helps insurers and agents make immediate business decisions.[15]

The data elements in the CLUE Personal Auto report include: names of other drivers possible associated
with the person applying for insurance, claims information, vehicle descriptions, and vehicle ownership.

[16]
. ChoicePoint's "Motor \ehicle Records™ Prodluct

On its website, ChoicePoint markets a personal insurance screening service named "Motor Vehicle
Records:"

ChoicePoint provides driving records, inducing standard violation codes, from all 50 states
and three Canadian provinces in an easy-to-read standardized format. Online access to driving
records is available for 40 states and two provinces, and ChoicePoint continues to add to the

list of states with online access.f 17]

The data elements in the Motor Vehicle Records report include: contact information, driver license

htto://Amw . epic.org/privacy/choicepoint/fcraltr12.16.04.html 3/11/2005
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number, physical descriptions of drivers, and additional drivers that rmiy be associated with the data
subject.! 18]

F ChoicePoint’s "National Credit File" Procuct

On its website, ChoicePoint markets a product named "National Credit File:1L

ChoicePo;nt's National Credit File provides insurance carriers with online consumer credit
reports obtained from the three major credit bureaus. Carriers then consider the financial
history of the applicant and assess the applicant's risk for quoting, underwriting and renewal

purposes.[19]

The data elements in the National Credit File report include: contact information, bankruptcies, public
records, liens, collection items, employment information, and tradciines.[20J

lIIl.  ChoicePoint's Apparent Non-FCRA Products

In addition to the FCRA products described above, ChoicePoint market!; two additional, popular data
products to law enforcement, financial services companies, private investigators, law firms, and other
businesses. These products are known as "AutoTrackXP" and "Customer Identification Programs.”

A ChoicePoint's "AutoTrackXP" Product

On its website, ChoicePoint markets "AutoTrackXP", which is described as:

AutoTrackXP and ChoicePoint Online provide Internet access to more than 17 billion current
and historical records on individuals and businesses, and allow users to browse through those
records instantly. With as little information as a name or Social Security number, both
products cross-reference public and proprietary records including identity verification
information, relatives and associates, corporate information, real pi*operty records and deed
transfers. In addition, access is available to a staff of field researches who perform county,

state and federal courthouse searches.[21]
The advertised data elements in AutoTrackXP include:

Discovery PLUS!™ - through ChoicePoint Online

* Compiles a comprehensive report on an individual including current and previous
addresses, relativts, assets, corporate involvement and derogatory information.

* Returns list where no matches were found.
* Also available Discovery PLUS! wit! Vehicle Identification Number.
Info:PROBE™ - through ChoicePoint Online
* Checks millions ofrecord.; simultaneously and provides a "shopping list" of databases,

which contains records that match the search criteria. A client can then choose which
databases to view.

http://wwi.epic.org/privacy/choicepoint/fcraltr12.16.04.html 3/11/2005
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National Comprehensive Report - through AutoTrackXP

* Searches national and state databases for a summary of assets, driver licenses,
professional licenses, real property, vehicles, and more.

* Each report offers the ability to add associate* to the report, which include relatives,
others linked to the same addresses as the subject and neighbors.[22]

A sample AutoTrackXP report on the Choicepoint web site shows that it contains Social Security
Numbers; driver license numbers; address history; phone numbers; property ownership and transfer
records; vehicle, boat, and plane registrations; UCC filings; financial information such as bankruptcies,
liens, and judgments; professional licenses; business affiliations; "other people who have used the same
address of the subject,” "possible licensed drivers at the subject's address," and information about the data
subject's relatives and neighbors.[23] The AutoTrackXP report is very similar in content to a standard

credit report issued by one ofthe "big three" credit reporting agencies.

However, there is no indication that AutoTrackXP is sold within the FCRA's procedural and substantive
safeguards. ChoicePoint seems to have treated the data product outside the FCRA and subject only to the
now-defunct Individual Reference Service Group self-regulatory principles. This means that anyone with

a ChoicePoint account can buy an AutoTrackXP account.

It appears that both ChoicePoint and federal law enforcement share the view that AutoTrackXP is outside
the FCRA's protections. In a document obtained by EPIC under the Freedom of Information Act from the
Federal Bureau of Investigation, the agency concluded that ChoicePoint's products are not covered by the
FCRA: "In this instance, none of the information which the FBI would seek to review has been collected

by ChoicePoint for any of the [FCRA] purposes.”[24]

B ChoicePoint's Customer loentification Programs

On its website, ChoicePoint offers "Customer lIdentification Programs.” described as a PATRIOT Act
compliance mechanism with many data elements similar to AutoTrackXP:

Identification Solutions

Basic identification solutions ensure that name, address, date of birth and Social Security
numbers match. This includes a check against required government sanctions lists. Enhanced
due diligence solutions include telephone numbers, historical information, criminal records,
key relationship, international information and comprehensive individual and business

reports.

[..]
You’ll benefit from our unique offerings, including:
* Access to more than 17 billion public records and three major credit bureaus.
* An extensive proprietary identity database.
* National real property information.
* Nationwide corporate and business information.

* A vast database of drivers’ license data and motor vehicle records.

htto.V/Aww.epic.org/privacy/choicepoint/fcraltrl 2.16.04.html 3/11/2005
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* National criminal history database.

* Access to the Office of Foreign Asset Control and other go/eminent sanctions and
enforcement actions, including international information.[25]

[1] Sec EPIC ChokePoint Page, available at http://www.v ic.org/privacy/choicepoint/. For more
information about ChoicePoint, see Robert O'Harrow, No Place to Hide: Behind the Scenes of Our

Emerging Surveillance Society (Free Press Jan. 2005).

[2] Duane D. Stanford, All our lives are onfilefor sale, Atlanta J. Const., Mar. 21,2004 at 1A.

[3] Id.

[4]ChoicePoint, AutoTrackXP and ChoicePoint Online, http://www.choicepoint.com/industry/govemment/
public_le_l.html (accessed Oct. 25,2004).

[5] Chris Jay Hoofnagle, Big Brother's Little Helpers: How ChoicePoint and Other Commercial Data
Brokers Collect and Package Your Datafor Law Enfor jment, 29 N.C.J. Int'l L. & Com. Reg. 595

(Summer 2004).

[6JChoicePoint, All Financial Solutions, http://www.choicepoint.com/business/flnanJal/allfinan.html
(accessed Oct. 25, 2004).

[7] ChoicePoint Corporation, SEC Registration of securities [Section 12(b)], Jun. 9, 1997.

18] These include: National Data Retrieval, Inc., a provider of public records information; List Source,
inc., d/b/a Kramer Lead Marketing Group, a marketing company in the life and health insurance and
financial services markets; Mortgage Asset Research Institute, Inc., a mortgage fraud monitoring company;
Identico Systems, LLC. a customer identity verification company; Templar Corporation;
insuranceDecisions, Inc., an insurance industry claims administration compan, Bridger Systems, Inc., a
USA PATRIOT Act compliance company; CITI NETWORK, Inc. d/b/a Applicant Screening and
Processing, a tenant screening company; TML Information Services, Inc., a provider of motor vehicle
reports. ChoicePoint Corporation, SEC Form 10-K, Mar. 5,2004. With respect to TML Information
Service, ChoicePoint purchased "certain assets" of the company. Drug Free, Inc., a drug testing company;
National Drug Testing, Inc., a drug testing company; Application Profiles, Inc., a background check
company; Informus Corporation; a company enabling ChoicePoint to offer products online; Tyler-
McLennon, Inc., a background screening company; ChoicePoint Direct Inc., formerly known as Customer
Development Corporation, a database marketing company; EquiSearch Services, Inc.; DATEQ
Information Network, Inc., an insurance underwriting services company; Washington Document Service,
Inc., a court record retrieval service; DataTrack? Technology, Inc., a public record information company;
DataMart, Inc., a database software company; Statewide Data Services, Inc; NSA Resources, Inc., a drug
testing company; DBT Online, Inc., a public record services provider; RRS Police Records Management,
Inc., a provider of police reports and related services; VIS’N Service Corporation; Cat Data Group, LLC;
Drug Free Consortium, a drug testing company; BTi Employee Screening Services, Inc., an employee pre-
screening services company; ABI Consulting Inc., a drug screening company; Insurity Solutions, L.c., an
insurance rating company; National Medical Review Offices, Inc.; Bode Technology Group, Inc., a DNA
identification company; Marketing Information & Technology, Inc., a direct marketing company;
Pinkerton’s, Inc., a preemployment screening company; Total eData Corporation, an e-mail database
company; L&S Report Service. Inc., a provider of police records; Resident Data, Inc., a residential
screening services provider; Vital Chek Network, Inc., a provider of vital records; Accident Report
Services, Inc., a provider of police records. ChoicePoint Corporation, SEC Form 10-K, Mar. 26,2003.
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Programming Resources Company, insurance software company; Professional Test Administrators, Inc., a
drug testing company; CDB Infotek, a seller of public records; Medical Information Network, LLC, an
online physician verification service. ChoicePoint Corporation, SEC Form 10-K, Feb. 16,2001.
Rapsheets.com, an online provider of criminal records data. ChoicePointacquired Rapsheets, aprovider

o fonline criminal records data, Information Today, Inc., Sept. 1,2004.

[9] "Certain data and services provided by ChoicePoint are subject to regulation by the Federal Trade
Commission under the Federal Fair Credit Reporting Act, and to a lesser extent, by various other federal,
state and local regulatory authorities. Comp ,;ance with existing federal, state and local laws and
regulations has not had, and is not anticipated to have, a material adverse effect on the results of operations
or financial condition of ChoicePoint. Nonetheless, federal, state and local regulations in the United States
designed to protect the public from the misutilizatien of personal information in the marketplace may
increasingly affect the operations of ChoicePoint, which could result in substantial regulatory compliance

and litigation expense, adverse publicity and a loss of revenue. Id.

[LOJChoicePoint, CP Online, http://www.choicepoint.com/business/pre_employ/pre_employ_2.html.

[11]71d. ChoicePoint offers similar information for employment purposes under the product names
"ScreenNow," "Screening Network," and "Secure Point."

[12]ChoicePoint, National Criminal File,
http://www.choicepoint.com/business/pre_employ/pre_employ_4_l.html. In November 2001,

ChoicePoint introduced the National Criminal File database, one that then contained, "nK.e than 20
million conviction records from jurisdictions around the country.” David J. Cook, then ChoicePoint vice
president was quoted saying that the National Criminal File was created for employment screening
purposes: "We have two large clients who want to run a large national criminal search on every one of
their employees.” Lisa Guernsey, What Did You DO Before the War?, New York Times, Nov. 22, 2001.

[13j ChoicePoint, Resident Data, http://www.choicepoint.com/business/public/cbi_5.html.

[14] ChoicePoint Screening Unique Services and Features,
http://www.residentdata.com/services/screening_features.asp.

[15] ChoicePoint, CLUE Personal Auto, http://www.choicepoint.com/business/pc_ins/us_Il.html.
ChoicePoint markets a similar product for other property as "CLUE Persona! Property.”

[16] ChoicePoint, CLUE Personal Auto Report,
http://www.choicepoint.com/sample_rpts/CLUEAutoUnderwriter.pdf.

[17] ChoicePoint, Motor Vehicle Records, http://www.choicepoint.com/business/pc_ins/us_5.html.

[18] ChoicePoint, Motor Vehicle Records Report,
http://www.choicepoint.com/sample_rpts/mvrhowtoread.pdf.

[19] ChoicePoint, National Credit File, http://www.choicepoint.com/business/pc_ins/us_9.html.

[20] ChoicePoint, National Credit File Report, http://www.choicepoint.com/sample_rpts/NCF.pdf.

[21) ChoicePoint, AutoTrackXP and ChoicePoint Online,
http://www.choicepoint.com/industry/retail/public_cbi_l.html

[223 d.
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(

(23] ChoicePoint, AutoTrackXP Report, http://www.choicepoint.com/sample_rpts/AutoTrackXP.pdf.

(24] Memorandum from Office of the General Counsel, National Security Law Unit, FBI, to National
Security, FBI (Sept. 17, 2001) (document obtained from the FBI), available at

http://epic.org/privacy/choicepoint/cpfbia.pdf

(25] ChoicePoint, Customer Identification Programs,
http://www.choicepoint.com/business/financial/ritriotacthtm].
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PO Box 28577
Providence RI 02908

Identity Theft Happens Mainly in America

Identity theft is largely an American phenome-
non. There are reasons for that. Other nations
don't rely on an identifying number - like a
number to keep track of pension accounts or
government benefits - for other purposes, like
identifying consumers in credit reports.

Since the early 1990s credit bureaus have been
collecting Social Security numbers and relying
on the numbers to confirm a match when a
lender requests a credit report on an applicant.
By the same token, credit bureaus usually ask a
consumer who wants to see his or her own cre-

dit report, as permitted by law, to provide a So-
cial Security number to confirm his or her iden-
tity. The Federal Trade Commission, which
regulates credit bureaus, actually encouraged
this in the 1990s.

Strangers can get Social Security numbers from
payroll records or buy them from Internet sites.

Thus, it’s not hard to see why theft of identity is
easy in the U.S. A stranger need only get a So-
cial Security number to match a name and then
ar.k a credit bureau to provide acopy of “his”

(Continued on page four)

ChoicePoint - An Ignoble Corporate History

1974 Two and a half years after the Fair Credit Reporting Act is enacted, the Federal Trade Commission
accuses Retail Credit Co. of violating it. Its consumer investigative operation misrepresents itselfto con-
sumers and to sources, continues to report obsolete adverse information on consumers, pressures its staff
to produce negative information, hassles consumers who seek access to their own files, and fails to rein-
vestigate the accuracy of information challenged by consumers. All of this violates the FCRA.

1976 The credit-bureau side of Retail Credit Co.’s business also faces a cease-and-desist order by the
FTC and a 1971 federal court anti-trust injunction, as well as consumer lawsuits. As a consequence, the
company hires a consultant, who recommends a name -hange to Equifax. The consultant sa, j that the
new name connotes fairness and factual accuracy.

1980 The consumer investigative side of Equifax, which compiles narrative reports on consumers for
employers and insurance companies, now controls more than 75 percent of the market.

1982 After a federal court upheld the FTC charges of FCRA violations and ordered Equifax to comply
will a cease-and-dcsist order, the FTC finds that instructions to employees have not changed. It orders
the company to circulate the court’s order among its employees,

1989 Equifax claims great success with its Comprehensive Loss Underwriting Exchange (CLUE), which
indexes millions of past auto- and property-insurance claims so that 280 insurance companies may query
the system when a person applies for coverage. There is no way for an individual, in spite of the Fair
Credit Reporting Act, to check the accuracy ofa CLUE record.

1991 One of several consumer lawsuits against the company finds that Equifax had not complied with
the 1982 FTC directive. “Court order? What order?” said one employee questioned in a lawsuit.

1992 The New York City Department of Consumer Affa:rs condemns CLUE, saying there is no way to
determine the accuracy of its vast files. The Data Protection Registrar in the United Kingdom questions

its fairness.
1995 The Federal Trade Commission again cites the consumer investigative arm of Equifax for viola-

tions, including failure to reinvestigate complaints of inaccuracy and ignoring consumers’ documenta-
(Continued on page three)
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Attachment C

ChoicePoint, “Response to Customer Fraud Litigation,”
February 23,2005, from the ChoicePoint website,

httpy/Aniv.choicepoint. com/news/statenent. 0205 1.htrr
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tigation

Like most U.S. businesses, we respond to trie specifics of
ItigaJ/xi n court proceedings, not trie media.

Trie reality is, CrioicePoint Is going to extraordinary lengths to
assist people whose identities may have been compromised by
trie crimes committed against the company and wil continue to
do so. We have gone far beyond what trie California law
requires by voluntarily notifying individuals nationwide who may
be impacted, by providing free credit reports, and credit
monitoring for a year, and by setting up a dedicated support
center to help consumers who receive a natification letter.

Additional Information

CrioicePoint is actively engaged with local and federal law
enforcement agencies in trie continuing investigation of a fraud
committed against us, through which a small number of very
organized criminals posing as legitimate companies gained
access to personal Information about consumers. This Incident
was nut a breach of ChoicePoint's network or a “hacking”
Incident, and dW not Involve any of ChofcePolnt'a

cur’ tmer Information.

We want you to know we take this criminal actMty seriously and
are aggressively addressing It.

In addition to assisting law enforcement officials, we are taking
voluntary actions at company expense to help affected
consumers protect their identity. We want to tell you what we
believe occurred and what Information was released. We also
want to provide you with details about what we are doing to
inform and assist consumers that may be affected, and what we
are doing to ensure we have reduced trie possibility of future
unauthorized access to personal information by criminals.

i
WI.at we know about trie crime

What.we ars doing to Inform andprotact Consumer#

Whet we are doing to.minimize the likelihood of future
occurrence#

%Nhat wa know about tha crima:
op

In October 2004, we detected possible signs of fraudulent
activities in several small business accounts based In the Loa
Angeles area. We alerted the Loa Angeles County Sheriffs
Department and they subsequently confirmed our suspicions
and began an Investigation.

These criminals were able to pass our customer authentication
due diligence processes by using stolen identities to create and

http://www.choicepoint.com/news/statement_0205_|.html
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produce the documents needed to appear legitimate. As amal
business customers of CrioicePoint, these fraudsters accessed
products that contained basic telephone directory-type data
(name and address information) as we* as u combination of
Sodal Security numbers andfor driver's license numbers and, at
times, abbreviated credtt reports. They were also aMe to obtain
other public record Information including, bur not limited to
bankruptcies, liens, and judgment’ professional licenses; and

real property data.

In late January, we were cleared to begin Informing the
consumers whose personal information may have been
accessed. We then began production of notification letters to
approximately 35,000 potentially effected California consumers.
Mailing to these consumers was completed last week.

After the start of the California notification process, ii.vesttyators
informed ue they believed consumers outside of California may
also have been Impacted. We immediately began the process of
preparing and issuing approximately 110,000 additional letters
to consumers in other states that may have niso been impacted.
We expect to complete these mailings by the end of the week.

We do not know how many of these approximately 145,000
consumers may be actual victims of identity theft but we have
been informed by law enforcement officials that they have
identified and directly notified approximately 7-0 consumers
nationwide that some part of their Identity information has been

compromised.

Additionally, a Nigerian citizen last week pled no contest In
California state court and was sentenced to 16 months in prison

in connection with this incident.

What we are doing to inform and protect Consumers:
top

Our primary focus remains assisting those consumers whose
confidential data may have beet; fraudulently obtained by the*

criminals.

We expect that all of the approximately 145,000 notices will be
mailed by the end of the week.

We have set up a special toli-tree number for use by consumers
who receive these notices. Our notice.’, je consumers to
check their credit reports for suspicion activity and provide
information on how to obtain their creat reports from each of the
three credit bureaus via phone, mail, or web.

To b9 of further assistance we have purcnased tri-bureau credit
reports and a one-year credit monitoring service at our expense
for each individual. Our notification letters also Inform
consumers how to obtain these services, free of cost to them,
via phone or web.

Whet we are doing to minimize the likelihood of future
occurrences:
top

Financial fraud and Identify theft are pervasive problems in the
economy. While CrioicePoint offers a wide range of toola to help
detect fraud, no one - including us - is immune from it.

CrioicePoint has acted quickly to address trie circumstances
that led to the unauthorized access. We are continually updating
our customer creJerrtlaling and enrollment processes, ongoing

http://www.choicepoint.com/new8/statenicnt_0205_I.htinl 2/25/2005
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account monitoring analytics and our oariodtc customer auditing
program* to help ensure the integrity of our systems and the
information they contain.

We are taking the folowing additional steps:

* We have asked Mr. Robert McConnell, to serve as our
liaison to law enforcement officials and to provide insight
for developing additional protections to guard against
future fraud. Mr. McConnell, is a retired 28 year veteran
of the United States Secret Service. During his last five
years with the Secret Service, Mr. McConnel supervised
the interagency task force responsible tor the
investigation of Nigerian Organized Crime.

e We are presently going through a rigorous re-
credentlaling of bread categories of customer accounts,
including small business customers. We have made,
and will continue to make, product changes that limit the
information these customers are able to obtain before,
and after, this le-credentiaiing la completed. These
changes "'elude masking or truncating sensitive
persona! identifier information (including social security
numbers and driver's license numbers). Most of this
fraud occurred in our small busine.' pub'*c record
product segment, lepreseniing less nan five percent of
our annual revenue. All of these customers will be
Impacted by our data restrictions and re -credentialing

efforts.

We have always restricted and controlled access to personal
data. What's prompting us to go even further u we now know
that organized crime may have hijacked our legitimate data
uses. We believe an effective way to protect sensitive data from
these highly organized criminals Is to re-credential our
customers and remove information in those segments where
organized crime fraud is likely to occur. We hope others in our
industry will do the same.

This unfortunate and regrettable criminal act has instilled in us a
determination to lead this fight within the broader information
Industry as well. We have already begun sharing our
experiences, observations and ideas with several of the other
major corporations in our industry, and we will seek to lead an
indusuy-wide initiative to develop, adopt, and deploy new
measures that will Identify and halt identity theft and fraud.

As part of an industry-wide initiative, ChoicePoint is also
renewing its call for a national discussion on how to ensure
information is used responsibly to ensure the positive benefits of
information use are preserved and the illegal uses of data are
severely punished. For nearly two years, ChoicePoint has called
for a broad national discussion about how to protect personal
privacy and society’s right to know. We specifically support:

» independent oversight and increased accountability of
data users and providers to help Increase consumer
confidence

« Increased penalties for the intentional misuse of
personal Information by businesses and individuals

 Mandatory notification by government and businesses of
unauthorized access to personal data

Distribution of Consumer Notices
i "TI II
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ChoicePoint® Upaate on Fraud Investigation

Notice Count

Arkansas
California
Colorado
Connectkxrt

District of Columbia

Florida 1021¢|
Georgia
Guam
Hawaiilf
Idaho
Indiana
| lowa | 5 >
j Kansas | 1,813
Kentucky 2,130
| Louisiana 1.261|
Maine| 267]
f Maryland)[ _ 2.750J
| Massachusetts! 1.122|
i Michigan) 2,318)
i Minnesota) 2,338
| Mississippi! 1.317]
| Missouri! 1.635)
1 Montana) 107|
| Nebraskall 572)
| Nevada)! 739]
| New Hampshire)! 205)
Il New Jersey)! 4.793)
1 New MexJcofl 935|
j New Y orkj| 9,370
[ North Carollnal| 6,983
f~ North Dakota|| 137
Ohk)|| 2,680
Il Oklahomal! 795
I o™gon|| 1.947)
j Pennsyfvanlal| 1.864)
ft Puerto Rlico|| L 3d
| Rhode Island)) 203)
i South Carolina) 2,372]
If South Dakota|| m i
Texas
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2005 Breach of Information Legislation

Lastupdate: March 7, 2005

In February 2005, CholcePo*:.;, a corporation that collects and compiles information that Includes personal and financial Information on

millions of consumers, disposed that it been the victim of a security breach wherein It had sold personal Information of almost 145,000
people to a criminal enterprise. The company first disclosed the breach only to California residents, as required by California's Notice of
Security Breach law, enacted In 2002. However, the comp rvy later disclosed that residents In other states, the District of Columbia and

three territories also may have been affected by the CholcePolnt breach (see Ust ofstates affected bv CholcePolnt).

Since these disclosures, additional states are considering legislation requiring that companies and/or state agencies disclose to
consumers security breaches Involving personal information. NCSL's Identity Theft Web page has additional Information on related

legislation.

Summery: Legislation Is being considered In at least20 states as ofMarch 4, 2005.

(See also 2004, 2003, and 20.02 legislation.)

2005 Legislation

Arizona

SEL 1114
Requires an entity disposing of records to take reasonable steps to ensure the destruction of personal financial and health Information

and personal identification numbers that are issued by governmental entitles. Directs an entity discovering that personal Identifying
Information has been stolen or improperly obtained, the entity must, within the most expedient time possible and without unreasonable
delay: a) transmit notice to the person that there has been a breach of security regarding that person's personal ‘dentifying
information, b) Provide information to that person regarding steps to be taken to protect against the unauthorized use of personal
identifying informotlon. Immunizes the entity from liability If it returned custody and control of the records back to the individual to
whom the records pertain. Specifies that this legislation does not apply to the disposal of records by a transfer of the records to
another entity. Allows an individual, who believes he or she may be Injured by an entity's actions or failure to act, to request that a
court stop an entity's actions or failure _j act pursuant to this legislation. Permits the court to grant an injunction to stor or. entity's
actions or failure to act. Authorizes the attorney general to bring a civil action for damages and/or Injunctive relief against an entlfy
that falls to comply with this legislation. Specifies that any bank, financial Institution, health care organization or other entity subject *o
and in compliance with certain federal regulations regarding protecting identifying information is in compliance with this legislation.
Provides that the rights and remedies of this legislation are in addition to other rights or remedies provided by law. Defines "destroy,"

"entity,” "Individual,” "personal Identifying Information* and "record.*

California

AB, 786
Requires the California State University system to provide an employee, upon request, with four hours of time off with pay following a

disclosure by the university that there is, or could have been, a breach of security of employee personal Information data, as specified.

S.B. 433
Existing law contains two identical provisions of law requiring any person or business that conducts business In California and that owns

or licenses computerized data that includes personal information to disclose any breach of the security system following discovery or
notification of the breach In the Security of the data to any resident of this state whose unencrypted personal Information was, or is
reasonably believed to have been, acquired by an unauthorized person. Repeals one of those two Identical provisions, thereby making

a technical, nonsubstantive change.

S.6.852
Requires an agency, or a person or business conducting business in California, that possesses any data that Includes the personal

information of a California resident, to notify the resident of any breach of the security of the data, as specified. The bill also repeals
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duplicative provisions of law.

Colorado

SJ). 137
Permits a consumer to apply or remove a security freeze to his or her consumer/cnxlit report; requires that consumers be notified of

the right to place the security freeze; compels a consumer reporting agency to notliy the consumer after the credit Information was
released In violation of the security freeze; and allows consumers, In cases where b e security freeze was violated, to pursue civil action
and penalties up to $10,000 for each violation plus damages available under other civil laws. Requires government agencies,
corporations, financial Institutions and others who own or use personal Information to notify consumers when there has been a breach

of the security of data.

Georgia

H.B. 638
Relates to selling and other trade practices, so as to provide definitions; to require Investigative consumer reporting agencies to give

notice to consumers of certain security breaches; to provide for a standard of care lo be exercised by Investigative consumer reporting
agencies; to provide for rules, regulations, and guidelines; to provide for related matters; to provide an effective date; to repeal

conflicting laws; and for other purposes.

HA 648
Requires a person or business that conducts business In this state and that owns or licenses computerized data that Includes personal

Information to disciose in specified ways any breach of the security of the data to any resident of this state whose unencrypted personal
Information was, or Is reasonably believed to have been, acquired by an unauthorized person; to permit notification to be delayed If a
law enforcement agency determines that It would Impede a criminal Investigation; to require a person or business that maintains
computerized data that Includes personal Information owned by another to notify the owner or licensee of the Information of any breach

of the security of the data; to provide for certain civil actions.

SA23Q
Relates to selling and other trade practices, so as to provide definitions; requires investigative consumer reporting agencies to give

notice to consumers of certain security breaches.

5.B. 245
Relates to business records, so as to require a person or business that conducts business In this state and that owns or licenses

computerized data that Includes personal Information to disclose In specified ways any breach of the security of the data to any resident
of this state whose unencrypted personal Information was, or is reasonably believed to have been, acquired by an unauthorized person;
permits notification to be delayed If a law enforcement agency determines that it would Impede a criminal Investigation; requires a
person or business that maintains computerized data that Includes personal information owned by another to notify the owner or
licensee of the Information of any breach of security of the data; provides for certain civil actions; defines certain terms; to amends
Chapter 18 of Title 50 of the Official Code of Georgia Annotated, relating to state printing and documents, so as to require an agency
that owns or licenses computerized data that Includes personal Information to disclose In specified ways any breach of the security of
the data to any resident of this state whose unencrypted personal Information was, or Is reasonably Delleved to have been, acquired by
an unauthorized person; permits notification to be delayed If a law enforcement agency determines that it would Impede a criminal
Investigation; requires an agency that maintains computerized data that Includes personal Information owned by another to notify the
owner or licensee of the Information of any breach of security of the data; defines certain terms; provides for legislative findings and

declarations.

S.kJSI

Relates to selling and other trade practices; requires certain business entitles to give notice to consumers of certain security breaches;
to provide for causes of actions and damages for unauthorized or improper access of personal Information of consumers; to provide for
certain criminal penalties; to provide for related matters; to provide an effective date; to repeal conflicting laws; and for other

purposes.

Idaho

H.B. 555
Adds to existing law to provide legislative intent relating to the protection of persona! information; to provide for disclosure upon breach

in the security of personal Information by certain agencies, persons and businesses; :0 provide for delayed notification in the event of
certain criminal investigations; to provide for means of notice; to provide an exception; and to provide certain rights and remedies for
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breach in the security of personal information

Illinois

H.B. 3743
Creates the Security Breach Notification Act. Requires any person or business conducting business In the State, and that owns or

licenses computerized data that includes personal information, to disclose any breach of the security of the syscem following discovery
or notification of the breach In the security of the data to any person whose unencrypted personal information was, or Is reasonably
believed to have been acquired by an unauthorized person. Requires any person cr business that maintains computerized data that
includes personal information that the person or business does not own, to notify the owner or licensee of the information of any breach
of the security of the data Immediately following discovery of such breach, if the personal Information was, or is reasonably believed to
have been acquired by an unauthorized person. Provides that notice may be provided to a customer In one of the following ways: (1)
written notice; (2) electronic notice; or (3) substitute notice If the person or business demonstrates that the cost of providing notice
would exceed $250,000, or the affected class of petsons to be notified exceeds 500,000, or the person or business does not have

sufficient contact Information. Provides a private right of action for a violation of the Act.

Creates the Persona' Information Protection Act.
persons for which the financial institution maintains unencrypted personal Information concerning measures the financial Institution has

taken to prevent (I) a breach of the security system and (Il) any unauthorized acquisition of computerized data that compromises the
Requires each financial institution to

Requires each financial Institution to provide an annual disclosure statement to all

security, confidentiality, or Integrity of personal Information maintained by the flnanc'sl institution.
maintain duplicate records of all computerized data at a back-up site located at least 90 miles from the primary site at which the data Is

sto ed. Provides that the effectiveness of the back-up site shall be tested annually and requires the results o that test to be included In

the annual disclosure statement.

$,6.-1479

Creates the Identity Theft Notif cation Act. Requires any data collector that owns or uses personal Information In any form that Includes
personal information concerning an lllinois resident, to disclose any breach of the security of the system following discovery or
notification of the breach in the security of the data without regard for whether the data har been accessed by an unauthorized third
party for legal or lllegal purpo<es. Provides that notice may be provided In one of the following ways: (1) written notice; (2) electronic
notice; or (3) substitute notice If the person or business demonstrates that the cost of providing notice would exceed $250,000, or the
affected dasj of persons to be notified exceeds 500,000, or the person or business does not have sufficient contact Information.

Provides a private right of action for a violation of the Act.

SB. 1796

Creates the Personal Infornvtion Protection Act. Requires any person, business, or State agency conducting business In the State, and
that owns or licenses computerized data that Includes vulnerable personal Information, to disclose any breach of the security of the
system following discovery or notification of the breach In the security of the data to any person whose unencrypted personal
Information was, or is reasonably believed to have been acquired by an unauthorized person. Requires any person, business, or State
agency that maintains computerized data that includes vulnerable personal Information that the person, business, or State agency does
not own, to notify the owner or licensee of the Information of any breach of the security of the data Immediately following discovery, If
the vulnerable personal Information was, or is reasonably believed to have been acquired by an unauthorized person. Provides that
notice may be provided to a customer in one of the following ways: (1) written notice; or (2) substitute notice If the person or business
demonstrates that the cos: of providing notice would exceed $250,000, or the affected class of persons to be notified exceeds 500,000,

or the person or business does not have sufficient contact information.

SIL 1799

Amends the Department of Revenue Law of the Civil Administrative Code of lllinois. Requires the Department of Revenue to notify an
individual if the Department discovers or reasonably suspects that another person has used that Individual's Social Security number.

SJi 1699

Creates the ldentity Theft Notification Act. Requires any agency, peison, or business that conducts business In lllinois and owns or
licenses data that includes personal Information concerning an lllinois resident to notify the resident that there has been a breach of the
security of that data following discovery or notification of the breach. Requires any agency, person, or business that maintains data that
Includes personal information concerning an lllinois resident and that the agency, person or business does not own to notify the owner
or licensee of the information of any breach of the security of the data immediately following discovery, If the personal Information was,
or is reasonably believed to have been acquired by & unauthorized person. Provides that notice may be provided in one of the

i/nnnnt

http://www.ncsl.org/piograms/lis/cip/priv/breach.htm


http://www.ncsl.org/piograms/lis/cip/priv/breach.htm

Page 4 0f9

Security Breach Legislation
r

following ways: (1) written notice; (2) electronic notice; or (3) substitute notice If the agency, person, or business demonstrates that
the cost of providing notice would exceed $250,000, or the affected class of persons to be notified exceeds 500,000, or the agency,

person, or business does not have sufficient contact Information.

Indiana

S.B. 503
Prohibits a state agency from releasing the Social Security number of an Individual unless the release is: (1) required by state law,

federal law, or court order; (2) authorized In writing by the In  idual; (3) made to comply with the USA Patriot Act or Presidential
Executive Order 13224; or (4) made to a commercial entity »n permissible uses set forth In the Drivers Privacy Protection Act, the Fair
Credit Reporting Act, or the Financial Modernization Act of J999. Provides that disclosure of the last four digits of a Social Security
number Is not considered a disclosure of the Social Security number. Requires a state agency to notify an individual of a security
breach of the agency’s computer system If the Individual's unencrypted personal Information was or Is reasonably believed to have been
acquired by an unauthorized person. Makes it a Class D felony to knowingly make a false representation to obtain a Social Security
number or for an agency employee to knowingly disclose a Social Security number. Provides that an agency employee who negligently
discloses a Social Security number commits a Class A Infraction. Requires an Individual who prepares a document for recording to
certify that the Individual reviewed the entire document and took reasonable care to redact Social Security numbers In the document.
After December 31, 2007, requires a county recorder or an employee of a county recorder to search documents using the redacting
technology to redact Social Security numbers before the documents are release for public Inspection. Establishes a pilot project
beginning July 1, 2005, to develop procedures and test technology and equipment for searching recorded documents and redacting

Social Security numbers.

S.B. 544
Prohibits a state agency from releasing the Social Security number of an Individual unless the release Is: (1) required by state law,

federal law, or court order; (2) authorized In writing by the Individual; (3) made to comply with the USA Patriot Act or Presidential
Executive Order 13224; or (4) made to a commercial entity for permissible uses set forth In the Drivers Privacy Protection Act, the Fair
Credit Reporting Act, or the Financial Modernization Act of 1999. Provides that disclosure of the last four digits of a Social Security
number Is not considered a disclosure of the Social Security number Requires a state agency to notify an Individual of a security
breach of the agency's computer system If the Individual's unencrypted personal information was or Is reasonably believed to have been
acquired by an unauthorized person. Makes It a Class D felony to knowingly make a false representation to obtain a Social Security
number or for an agency employee to knowingly disclose a Social Security number. Provides that an agency employee who negligen ly
discloses a Social Security number commits a Class A Infraction. Requires an Individual who prepares a document for recording to
certify that the Individual reviewed the entire document and took reasonable care to redact Social Security humbers in the document.
After December 31, 2007, requires a county recorder or an employee of a county recorder to sean-i- documents using the redacting
technology to redact Social Security numbers before the documents are release for public inspection. Establishes a pilot project
beginning July 1, 2005, to develop procedures and test technology and equipment for searching recorded document:, and redacting

Social Security numbers.

Minnesota

Requires businesses maintaining personal information in electronic form to disclose to consumers breaches In security

S.F. 13Q7
Requires disclosure to consumers of a breach In security by businesses maintaining personal Information in electronic torn.

Missouri

S.B. 506
Prohibits the sharing of personal financial Information with any unauthorized person unless the Individual consents to 'he share.

Requires a business or person that conducts business In the state that owns or licenses computerized data, to disclose any breach of
security of that data, to any citizen of this state whose information may, or may very well have been, acquired by an unauthorized
person. Allows for Individuals to place security alerts and security freezes on their credit report, notifying any recipient of the report
that the Individual may have been a victim of identity theft, and prohibiting the release of the individual's information without the
express consent of the consumer. Details the obligations of consumer reporting agencies in response to this option.

Montana

H.B.732
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Adopts and revises laws to Implement Individual privacy and to prevent identity theft; requires a consumer reporting agency to block or
expunge Information on a report that results from a theft of identity; provides privacy protection provisions for credit card solicitations
and renewals and telephone accounts; provides privacy protection for business records by requiring destruction of records; requires
businesses to report a breach of computer security; requires a business that has an established business relationship with a customer
and that has disclosed certain personal information to third parties to report that information to the customer; providing remedies and

penalties for violation.

New Jersey

A.B. 1080
Requires that a financial institution that discovers or reasonably should discover that a consumer's nonpubfic personal information

maintained by the financial institution was compromised In any way shall promptly notify the consumer of the breach of the security or
confidentiality of the information. In addition to promptly notifying a consumer of the security compromise, a financial institution Is
required to provide assistance to the consumer to remedy any such compromise; to reimburse the consumer for any losses the
consumer Incurred as a result of the compromise of the security or confidentiality of such Information; and to provide information
concerning the manner In which the consumer can obtain assistance. However, a financial institution may delay notifying a consumer
of the compromise of the security or confidentiality of the Information at the request of a law enforcement agency investigating such
violation for a period determined by the law enforcement agency performing the Investigation. Additionally, If an Issuer of credit
receives a request for an additional credit card for an existing cardholder no later than 30 days after receiving a change of address for
the cardholder, the Issuer of credit is required to notify the cardholder of the request at the new address and former address no later

than five days after sending the additional card to the new address. The issuer of credit shall also provide the cardholder with a means

of promptly reporting incorrect changes. Any violation ‘this bill shall be punished under either N.J.S.A.56:11-38 or N.J.S.A.56:11-39,

or both.

AB, 2048

Requires a business to take all reasonable steps to destroy customer records within its control containing personal Information which Is
no longer to be retained by the business. The customer records shall be destroyed by shredding, erasing, or otherwise modifying the
personal information to make them unreadable or undecipherable through any means. In addition, any business that conducts business
In New Jersey and owns or licenses computerized data that Includes personal Information must disclose any breach of the security of
the computer system within 15 days to any customer who Is a resident of New Jersey whose unencrypted personal Information was, or
Is reasonably believed to have been, acquired by an unauthorized person. However, the disclosure may be delayed If a law enforcement
agency determines that notification will impede a criminal investigation. Any business that maintains computerized data that Includes
personal information that the business does not own shall notify the owner or licensee of the Information of any breach of the security
of the system Immediately following discovery, if the personal Information was, or Is reasonably believed to have been, acquired by an
unauthorized person. For purposes of this bill, notice may be written or electronic. If the business demonstrates that the cost of
providing notice would exceed $250,000, or that the affected class of subject persons to be notified exceeds 500,000, or the business
does not have sufficient contact Information, It may provide substitute notice, which must consist o' all of the following: (1) e-mall
notice when the business has an e-mail address; (2) conspicuous posting of the notice on the Web site page of the business, if the
business maintains one; and (3) notification to major statewide media. However, a business that maintains its own notification
procedures as part of an Information security policy for the trectment of personal Information and Is otherwise consistent with the
timing requirements of the bill, shall be deemed to be In compliance with the notification requirements of this bill if the business notifies
subject persons in accordance with its policies In the event of a breach of security of the system. Finally, a violation of any provisions of
this bill shall be an unlawful practice subject to the penalties applicable to a violation of the consumer fraud law pursuant to N.J.S.A.
56:8-13. Under N.J.S.A. 56:8-13, any business who violates any of the provisions of this hill, In addition to any other penalty provided
by law, shall be liable to a penalty of not more that $10,000 for the first offense and not more than $20,000 for the second and each

subsequent offense.

New York

AB. 1525
Requires any banking Institution that owns or licenses data that includes perscnal identifying Information to disclose any breach of

security following discovery or notification of such breach to any person whose personal Identification was, or Is reasonably believed to
have been, acquired by an unauthorized person; defines personal Identifying Information and breach of security.

AB 4254

Requires any state agency or business which owns or licenses a computerized database which Includes vulnerable personal information
shall disclose any breach of security of such system to any resident of New York state whose unencrypted personal Information may

have been acquired by an unauthorized person; provides enforcement provisions.
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A.B. 5487
Enacts the "personal Information protection act"”, requiring disclosure of breaches of security of data systems of business entitles to

affected per-ons; provides for administration by the department of state; requires use of best available technology to detect breaches

of security; provides for a private right of action.

SJ& 2161

Requires any state agency or business which owns or licenses a computerized database which Includes vulnerable personal Information
shall disclose any breach of security of such system to any resident of New York state whose unencrypted personal Information may

have been acquired by an unauthorized person; provides enforcement provisions.

S.B. 2206
Requires notice to residents when a computerized database security breach releases personal Information.

Ohio

H.B. 104
Requires a state agency, person, or business to contact Individuals If unencrypted personal Information about thoseindividualsthat is

maintained on the computers of the agency, person, or buslnes* Is obtained by unauthorized persons.

S.B. 89
Requires a state agency, person, or business to contact Individuals If unencrypted personal Informationabout those

maintained on the computers of the agency, person, or business is obtained by unauthorized persons.

Individualsthat Is

Oregon

S.B. 626
Requires a person who owns or uses personal Information to notify an Individual when there Is an unauthorized acquisition of personal

Information that compromises security of information.

Rhode Xeland

H.B. 5893
Establishes a duty to disclose any breach of security of a computerized data system.

S.B. 880
Establishes a duty to disclose any breach of security of a computerized data system.

Tennessee

H.B. 217Q
Requires persons, businesses or government agencies that discover a breach of Information security resulting In disclosure of

unencrypted personal Information about persons to unauthorized third parties to provide notice of such disclosure.

S.B.2220
Requires persons, businesses or government agencies that discover a breach of Information security resulting In disclosure of

unencrypted personal Information about persons to unauthorized fhird parties to provide notice of such disclosure.

Texas

HJBJ52Z
Requires those who own or license data that includes Identifying Information to promptly notify the resident of any alleged breach of the

security of the person's data system, regardless of whether the resident's identifying Information has been accessed by an unauthorized

person.

Virginia

H.0.-2221

Requires agencies and businesses that maintain computed red data that includes personal information to notify the subject of that
information when a breach of the database containing thal Information is discovered. No notice is required if an investigation
determines that there Is no reasonable belief that the Information has been or will be used In an unlawful manner. Provides for various

means of notifying the owner or licensee of that Information and requires the agency or business to coordinate notification with
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consumer reporting agencies if they Indicated that the affected Individual can obtain a credit report. Damages for an agency violating
this requirement are provided in the Government Data Collection and Dissemination Practices Act (5 2.2-3800 et seq.). Damages for a
business violating this requirement are provided In the Personal Information Privacy Act or PIPA (§ 59.1-442 et seq.). Expands the
damages available for violations of PIPA to Include actual damages, If greater than $100 per violation, end Injunctive relief.

Washingtw <

S.B. .6043
Requires any agency that ownc or licenses computerized data that Includes personal Information to disclose any breach of the security

of the system following discovery or notification of the breach In the security of the data to any resident of this state whose
unencrypted personal Information was, or Is reasonably believed to have been, acquired by an unauthorized person. Pequires the
disclosure to be made In the most expedient time possible and without unreasonable delay, consistent with the legitimate needs of law
enforcement, as provided In this act, or any measures necessary to determine the scope of the breach and restore the reasonable
Integrity of the data system. Requires any person or business that conducts business in this state and that owns or licenses
computerized data that IncJudes personal Information shall disclose any brerch of the security of the system following discovery or
notification of the breach in tiie security of the data to any resident of this state whose unencrypted personal information was, or Is
reasonably believed to have been, acquired by an unauthorized person. The disclosure shall be made In the most expedient time
possible and without un/easonable delay, consistent with the legitimate needs of law enforcement, as provided In this act, or any
measures necessary to determine the scope of the breach and restore the reasonable Integrity of the data system.

West Virginia

HJ. 2772
Requires commercial entitles who maintain databases containing resident Individuals' personal Information, to notify a resident

Individual, In writing, whenever the Individual's personal Information has been compromised by unauthorized disclosure; and defines

personal Information.

NCSL Contact: Pam Greenberg, pam.greenberg at ncsl.org, NCSL Denver Office, 303-364-7700

Q OPrivacy Home
2004 Legislation

(Red highlight Indicates legislation failed/was not enacted; green highlight Indicates legislation passed/was enacted)

California

SJL 1279
Passed Senate 5/24/04

Requires an agency, or a person or business conducting business In California, that possesses any data that Includes the personal
Information of a CalifomL resident, to notify the resident of any breach of the security of the data, as specified.

Florida
H,Bi_lIS9

Died In committee 4/30/04

Requires certain persons who maintain computerized data that contains personal Information to notify any state resident whose
unencrypted p*»rsor;al information may have been obtained as result of security breach; provides for forms of notice; provides
exceptions and alternative forms of notice; provides for delays in notification in certain circumstances.

S.B.2684

Died In committee 4/30/04

Requires certain persons who maintain computerized data that contains personal information to notify any state resident whose
unencrypted personal information may have been obtained as result of security breach; provides for forms of notice; provides for delays

In notification In certain situations.

Louisiana

S.B. 417 _
Legislature adjourned June 21, 2004

Requires businesses to notify customers of a breach of security of their computerized data.

i/nnnnt
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AB. 1080
10/4/2004 Reported out of Asm. Comm, with Amendments, and Referred to Assemuty Financial Insttutlons ana insurance Committee

Requires that a financial Institution that discovers or reasonably should discover tha: a consumer's nonpublic personal Information
maintained by the financial Institution was compromised In any way shall promptly notify the consumer of the breach of the security or
confidentiality of the Information. In addition to promptly notifying a consumer of the security compromise, a financial Institution Is
required to provide assistance to the consumer to remedy any such compromise; to reimburse the consumer for any losses the
consumer Incurred as a result of the compromise of the security or confidentiality of such information; and to provide information
concerning the manner In which the consumer can obtain assistance. However, a financial Institution may delay notifying a consumer
of the compromise of the security or confidentiality of the Information at the request of a law enforcement agency investljating such
violation for a period determined by the law enforcement agency performing the Investigation. Additionally, If an Issuer of credit
receives a request for an additional credit card for an existing cardholder no later than 30 days after receiving a change of address for
the cardholder, the Issuer of credit Is required to notify the cardholder of the request at the new address and former address no later
than five days after sending the additional card to the new address. The Issuer of credit shall also provide the cardholder with a means
of promptly reporting Incorrect changes. Any violation of this bill shall be punished under either N.J.S.A.56:11-38 or N.J.S.A.56:11-39,

or both.

AB. 2048 _ .
2/5/2004 Introduced, Referred to Assembly Consumer Affairs Committee

Requires a business to take ail reasonable steps to destroy customer records within its control containing personal Information which Is
no longer to be retained by the business. The customer records shall be destroyed by shredding, erasing, or otherwise modifying the
persona! Information to make them unreadable or undecipherable through any means. In addition, any business that conducts business
In New Jersey and owns or licenses computerized data that includes personsl Information must disclose any breach of the security of
the computer system within 15 days to any customer who Is a resident of New Jersey whose unencrypted personal Information was, or
Is reasonably believed to have been, acquired by an unauthorized person. However, the disclosure may be delayed If a law enforcement
agency determines that notification will impede a criminal Investigation. Any business that maintains computerized data that Includes
personal Information that the business does not own shall notify the owner or licensee of the Information of any breach of the security
of the system immediately following discovery, if the personal Information was, or Is reasonably belle»ed to have been, acquired by an
unauthorized person. For purposes of this bill, notice may be written or electronic. If the business demonstrates that the cost of
providing notice would exceed $250,000, or that the affected class of subject persons to be notified exceeds 500,000, or the business
does not have sufficient contact information, It may provide substitute notice, which must consist of all of the following: (1) e-mail
notice when the business has an e-mall address; (2) conspicuous posting of the notice on the We i site page of the business, If the
business maintains one; and (3) notification to major statewide media. However, a business that maintains Its own notification
procedures as part of an Information security policy for the treatment of personal information and is otherwise consistent with the
timing requirements of the bill, shall be deemed to be In compliance with the notification requirements of this bill if the business notifies
subject persons In accordance with Its policies In the event of a breach of security of the system. Finally, a violation of any provisions of
this bill shall be an unlawful practice subject to the penalties applicable to a violation of the consumer fraud law pursuant to N.J.S.A.
56:8-13. Under N.J.S.A. 56:8-13, any business who violates any of the provisions of this bill, in addition to any other penalty provided
by law, shall be liable to a penalty of not more that $10,000 for the first offense and not more than $20,000 for the second and each

subsequent offense.

New York

AB. 9184
S.B. 6517

Requires any state agency or business which owns or licenses a computerized database which includes vulnerable personal Information
shall disclose any breach of security of such system to any resident of New York state whose unencrypted personal information may

have been acquired by an unauthorized person; provides enforcement provisions.

AB. 9431
S.B. 6615

Enacts the Personal Information Protection Act, requiring disclosure of breaches of security of data systems of business entitles to
affected persons; provides for administration by the Department of State; requires use of best available technology to detect breaches

of security; provides for a private right of action.

4.0. 10295
S.B. 7121

3/9/2005
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Requires any banking Institution that owns or licenses data that Includes personal Identifying information to disclose any breach of
security following discovery or notification of such breach to any person whose personal identification was, or is reasonably believed to
have been, acquired by an unauthorized person; defines personal Identifying Information and breach of security.

AB. 11012
S.B. 6739

Requires notice to residents when a computerized database security breach releases personal information.

O
2003 Legislation

(Red highlight Indicates legislation failed/was not enacted; green highlight Indicates legislation passed/was enacted)

New York
A.B. 9184
S.B. 6517

Require ; ?ny state agency or business which owns or llct

mputerized database which Includes vulnerable personal Information
shall disJose any breach of security of such system to any resident of New York state whose unencrypted personal information may

have been acquired by an unauthorized person; provides enforcement provisions.

2002 Legislation

(Green highlight Indicates legislation passed/was enacted)

AJ. 700
Chaptered by secretary of state 9/29/02, Chapter 1054

Operative July 1, 2003, requires a state agency, or a person or business that conducts business in California, that owns or licenses
computerized data that includes personal Information, as defined, to disclose In specified ways, any breach of the security of the data,
as defined, to any resident of California whose unencrypted personal Information was, or is reasonably believed to have been, acquired
by an unauthorized person. Permits the notifications required by Its provisions to be delayed if a law enforcement agency determines
that It would Impede a criminal Investigation. Requires an agency, person, or business that maintains computerized data that Includes
personal Information owned by another to notify the owner or licensee of the information of any breach of security of the data, as
specified. States the Intent of the Legislature to preempt all local regulation of the subject matter of the bill. Makes a statement of

legislative findings and declarations regarding privacy and financial security.
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FISCAL NOTE

STATE OF ALASKA Fiscal Note Number:
ZIB LEG'SLAT'VE SESS'ON Bill Version: HB226-LAW-C&FB 4'5‘C

0 Publish Date:

Revision Date/Time (Note if correction): __ Dept. Affected; LAW

Title "An Act relating to breaches of security involving RDU CIVIL

personal information; and relating to credit report..." Component Commercial & Fair Business
Sponsor Representative Gara

Requester House Labor and Commerce Component No.

y»imujgi
Note: Amounts do not include inflation unless otherwise noted below.
OPERATING EXPENDITURES
Personal Services
Travel
Contractual
Supplies
Equipment
Land & Structures
Grants & Claims

Miscellaneous
TOTAL OPERATING

ICAPITAL EXPENDITURES

ICHANGE IN REVENUES ( ) | | |

FUND SOURCE

1002 Federal Receipts

1003 GF Match

1004 GF

1005 GF/Program Receipts

1037 GF/Mental Health

Other (Specify Type-Do not abbreviate)
TOTAL

Estimate of any current year (FY2005) cost: 0.0
Mark this box (X) if funding for this bill Is included in the Governor's FY 2C06 budget proposal:

POSITIONS

Full-time

Part-time

Temporary

ANALYSIS:  (Attach a separate page it necessary)

This bill eds a chapter to AS 45 that imposes disclosure requirements on businesses that collect and store
personal information if there is a security breach of the businesses' information system. In the event of a
security breach, notice of the breach must be made to consumers by either written or electronic means,
with some exceptions if the notice will cost more than $250,000, or the number of affected consumers
exceeds 500,000. Consumers can bring a court action for violations of this law to recovor damages and
injunctive relief.

The bill also ads a section that allows consumers to place a security freeze on his or her credit report.
When a security freeze is in place, a credit reporting agency may not release information from the
consumer's credit report to third parties unless requested by the consumer. There are several exemptions
for access required tj correct technical information, and for some agencies like the child

Phone 465-3673
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Division Administrative Services Division
Approved by:  KMJiryn Daughhetee for Gregg D. Renkes, Attorney General Date 4/5/2005
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ANALYSIS? PONTINgATION

support enforcement agency, Department of Health and Social Sendees, and Department of Revenue. Court action can be brought
b}j c.o.nsu&ners to enforce IQIS aw. Remedies indude Injunctive relief, damages (induding lost wages and pain and su”ering) an
punitive damages up to |

Violations of the provisions of this bill are not automatically violations of Alaska's Consumer Protection Ad. Consumers will likely
be lef. to their own enforcement efforts for violations of thta Ad exceﬁt in the most egregious cases where the State may bring an
action. | do not believe there will be any significant fiscal Impad to the Department of Law from this bill
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