




FISCAL NOTE
S T A T E  O F  A L A S K A  Fiscal Nole Number: 3________________

2006 L E G I S L A T I V E  S E S S I O N  Bill Version: CSHB 308(JL'D)
(H) Publish Date: 3/30/06

Revision Date/Time (Nole if correclion):_____________________ Dept._Affected:__________Public Safety
Title "An Act relating to (alse caller identification "________ RDU Alaska State Troopers

Component AST Detachments
Sponsor Representative Lynn
Requester House Judiciary Committee________________________ Component No. 2325

E xpend itures/R evenues_________________________________ (Thousands of Dollars)__________
Note: Amounts do not include inflation unless otherwise noted below.
OPERATING EXPENDITURES FY 2007 FY 2008 FY 2003 FY 2010 FY 2011 FY 2012
Personal Services 
Travel 
Contractual 
Supplies 
Equipment 
Land & Structures 
Grants & Claims 
Miscellaneous

TOTAL OPERATING 0.0 o n 0.0 0.0 0.0 0.0

CAPITAL EXPENDITURES

CHANGE IN REVENUES ( )

FUND SOURCE (T housands ol D olla rs)

1002 Federal Receipts ........... T

1003 GF f.latch
1004 GF
1u05 GF Program Race pis
103’  GF/f.'enlal Health
Oth - t  .‘ i h „•■!/ Type~Den i t . b t ie . n i" )

TOTAL 0.0 0.0 0.0 0.0 0.0 0.0

Estim ite  of any current year (FY200G) cost: t> C______
Mark this box (y.) if funding for this bill is included in the Governor’s FY 2000 budget proposal: 

POSITIONS
Fuli-tme
Part-time
Temporary

F ’Cmfl'Cr.l by Lmu'fyvnl James Henoo________________________________________ Pt'one hO '-2e • 32
Div.'iicn Al.ir.ua M.i'Q l io  ipers O ate/lim e 3 '17/J6 1 f •>

Approved by Commissioner Will.am TnniJcsko_________________________________ Date 3/17/2006_______
•\gcncy Department ol Public Safety_________________________________
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FISCAL NOTE
S T A T E  O F  A L A S K A

2 0 0 6  L E G I S L A T I V E  S E S S I O N

Revision Date/Time (Note if correction): 
Tale Caller ID Hackers

Fiscal Nole Number: 
Bill Version:
(H) Publish Dale:

Dept. Affected:
' r d u

C S H B  3 08 (JU D )

3/30/0G

Alaska Court System
Component Trial Courts

Sponsor
Requester

Representative Lynn
Component No.

Expenditures/Revenues (Thousands of Dollars)
Note: Amounts do not include inflation unless otherwise noted below.
OPERATING EXPENDITURES FY 2007 FY 2008 FY 2009 FY 2010 FY 2011 FY 2012
Personal Services 
Travel 
Contractual 
Supplies 
Equipment 
Land & Structures 
Grants & Claims 
Miscellaneous

TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0

CAPITAL EXPENDITURES

CHANGE IN REVENUES (

FUND SOURCE (Thousands of Dollars)
1002 Federal Receipts
1003 GF Match
1004 GF
1005 GF'Prcgram Rece pto 
1037 GF/Menta! Health
Other iSpfcci'v T yp t-D o ra t. bbrevmte)

TOTAL 0.0 0.0 0.0 0.0 0.0 0.0

Estimate of .any current year (FY200G) cost: 0 0
Mark this box (X) if funding for this bill is included in the Governor's FY 2007 budget proposal:  ]

P O S IT IO N S

Full-time
Part-time
Ten purar>

(A N A L Y S IS : o sepa-a/e p&go if  m c e is .i 'y /

The- court system does not anticipate any fiscal impact from the passage of HB 308

P re p a r e d  b y  Dnuq Woo .vor. Admimstr.il vo Attorney  Pnom,- 4C3-4750
D.vmon A laska  Court S ystem  D aty 'tm i'.- 3 4  7/00 u '  to  3 0 .1m
Approved by Doug Wooiivur lor Stephan.»■ Cole. A d n i's f j l 'v *  C-1 rector  Da l -  17/2006_________
Agency Alaska Court Syrtorn
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FISCAL NOTE
STATE OF ALASKA Fiscal Nole Number: J____________
20(16 LEGISLATIVE SESSION Bill Version: CSHB 308(JUD)

(H) Publish Date: 3/30/06__________

Revision Date/Time (Nole if correction): 3/21/03 9:05 a.m. Dept. Affected;_________Administration
Title An Act relating to false caller identification___________RDU Legal and Advocacy Services
_________________________________________________________________ Component Public Defender Agency
Sponsor Rep. Lynn________________________________________  _______________________
Requestor (H )JU D Component No. 1631

E x p e n d itu re s /R e v e n u e s (Thousands of Dollars)
Note: Amounts do not include inflation unless otherwise noted below.
OPERATING EXPENDITURES FY 2007 FY 2008 FY 2009 FY 2010 FY 2011 FY 2012
Personal Services 0 0 0.0 0.0 0.0 0.0 0.0
Travel
Contractual
Supplies
Equipment
Land & Structures
Grants & Claims
Miscellaneous

TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0

CAPITAL EXPENDITURES

CHANGE IN REVENUES ( )

FUND SOURCE (Thousands of Dollars)
1002 Federal Receipts
1003 GF Match
1004 GF 0.0 0 0 0 0 0.0 0.0 0 0
1005 GF/Program Receipts
1037 GF.Mentai Hea th
Other (Sin »*. Tvi/i—Do r \  1 .il<bre.,.i!el

TOTAL 0.0 0.0 0.0 0.0 0 0 0.0

Estimate of any current year (FY200C) cost: 0 0
Mark this box (X) if funding for this bill is included in the Governor's FY 2007 budc-ct proposal:

POSITIONS
Fuli-lirne
Part-time
Temporary

AN ALYSIS . i Allaefi a separate pa j o  if ritcvLsar/. i
Tins legislation would create the new crime ol False Caller Identification lor u sertng false information into a 
caller identification system False* Caller Identification would be j  class B mi: demeanor

This legi; la tirn  is not expected to have a f seal impact on the Public Delendc r Agency.

P c M ’t J t  , U j  nl.in Sb'U’er. Director______________________________________________P n p re  (907) 334-4414
{^vision Public Pufendor Anoncy C.ilo.'firre 3 31 riro t<1 "a .i *•’

A p p 'o .id U y  M no T itb its . Deputy Comm'Si./nn?' Dn1 i 3.'?1.?l.'iio______
Agc-ncy AtrrmniVfa'ion__________________________________________
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Alaska State Legislature
Chairman 

Military & Veterans’ Affairs Committee

Member
Labor am) Commerce Committee
Stale Affairs Committee
Economic Development, Trade & Tourism
Committee
Education Committee
Joint Armed Services Committee

Finance Subcommittees
Labor & Workforce Development 
Community & Economic Development 
Military &  Veterans' Affairs

A Communication From  
REPRESENTATIVE BOB LYNN

District 31 Anchorage

E-Mail: Represcntative_Bob_Lynn@legis.state.ak.us 
“ B o b  L y n n ’s Alaska B lo g ”  AlaskaDistrict31.blogspot.com

Session: 
Alaska State Capitol 

Juneau. AK 99801-1182

Phone: (907)465-4931 
Fax:(907)465-4316 

Toll Free: (800) 870-4391

Interim:
716 W.4'kAvc.,#650 

Anchorage, AK 99501-2133

Phone: (907)269-0205 
Fax:(907)269-0207

SPONSOR STATEMENT 
IIB308

An Act relating to false caller identification

W arning. Do not trust your telephone caller ID. The nam e and num ber you see m ay  be fake. 
Both private individuals and com m ercial spoolers  can now  deliberately cause false caller 
identification to be displayed on your caller 11) screen. False caller identification is more serious 
than pranks, or the annoyance o f  intrusive telemarketing. It facilitates fraud, and can be 
potentially deadly.

For exam ple, som e financial institutions use caller ID to authenticate telephone requests for 
personal account information. With a few personal tidbits and your spoofed number, an impostor 
could access your bank or credit card account. Seniors could be v ictim ized by scam artists who 
appear  to be phoning from a reputable agency. T h e re ’s potential for hoax emergency calls with 
false caller ID to 'aw enforcement or the fire department. Predators could use caller ID spoofing 
to lure w om en and children for purposes o f  sexual assault or murder. T he  potential o f  false 
caller ID spoofing for crim e and other m isch ie f  is alm ost endless.

A nyone  with sufficient com puter and telephonic skills can implement false caller identification.
In fact an entire telephone spooling industry has emerged, and is grow ing  daily. Cost from one 
com pany  for s p o o f  calls is 10 cents a minute. These spoofing services can work with mobile 
phones, lundlincs as well as telephone services that are routed via the Internet.

The fake caller ID situation is primarily a federal issue, but it is essential that Alaska take 
w hatever  action possible within its jurisdiction. Caller ID spooling  from a local, state, or federal 
law enforcem ent agency is excluded from this bill.

mailto:Represcntative_Bob_Lynn@legis.state.ak.us
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C3 P rin t th is  a rtic le  C lose Th is W indow

S c a m  A rt is ts  D ial fo r D o lla rs  on In tern et P h o n e s
Sun War 20. 2005 0DM0 AM ET

By Andy Sullivan

WASHINGTON (Reuters) - Internet phone services have drawn millions of users looking lor rock-bottom rates. Now they're 
also attracting identity thieves looking to turn stolen credit cards into cash.

Some Internet phone services allow scam artists to make it appear that they are calling from another phone number -- a 
useful trick that enables them to drain credit accounts and pose as banks 01 other trusted authorities, online fraud experts 
say.

"It's like you've handed people an entire phone network," said Lance James, who as chief technology officer of Secure 
Science Corp. sees such scams on a daily basis.

The emerging scams underline the lower level of security protecting Voice Over Internet Protocol, or VOIP, the Internet- 
calling standard that has upended the telecomm unications industry over the past several years.

Traditional phone networks operate over dedicated equipment that is d illicul! for outsiders to penetrate, Because VOIP ca ll- 
travel over the Internet, they cost much less but are vulnerable to the same security problems that plague e-mail and the 
Web.

Internet worm s that snarl online networks can render VOIP lines unusable, and experts at AT&T say VOIP conversations 
can be monitored or altered by outsiders.

Federal Trade Commission Chairman Deborah Platt Majoras recently warned that unscrupulous telemarketers could use 
VOIP to blast huge numbers of voice messages fo consumers, a technique known as SPIT, lor ‘ spam over Internet 
telephony."

All of these threats remain largely in tho realm ol theory. Caller ID spoofing, on the? other hand, has emerged over the past 
six months as a useful tool for identity thieves and other scum artists, according to fraud experts.

PRESIDENT BUSH ON THE LINE

Any reporter would scramble lor a ringing phono that roaas "White House media line" on its caller ID display

But it's not the Bush administration on the line -  it's security instructor Ralph Echemendia, calling from a mobile phone on a 
remote Georgia highway.

' Ycu can see how this sort of thing could bo usod in a very malicious way.* said Echemendia, a security instructor at the 
Intense School, a technology training company

Caller ID spooling is not prohibited by lav/, but the Federal Communications Commission requires telemarketers to identify 
themselves accurately, a spokeswoman said.

Echemendia built ms own system to spoof calls, but several free or low cost services allow even technical novices lo falsify 
ca lor ID Information as well.

Dut r collectors and privato Investigators use Camopliono.corn's S-coots-per-call service to trick people- into answering the

■l/l i /?nnS



phone, according lo messages posted on a discussion board.

Traveling salesmen say Ihe service comes in handy when they want clients to return calls to the main office, rather than 
their motel room.

James said crim inal uses of caller-ID spoofing have become common over the last six months.

W ire-transfer services like Western Union (FDC.N: Quote, Profile, Research) require customers to call Irom their home 
phone when they want to transfer money in an effort to deter fraud -- a barrier easily sidestepped by any identity thief using 
a caller-ID spoofing service.

Fraud rings can now transfer money directly out of stolen credit-card accounts, rather than buying merchandise and 
reselling it, he said.

Western Union spokeswoman Danielle Periera said the company has no other way to verify that transfer requests are valid.

"We try hard to stay one step ahead of them and recognize that scam artists are sophisticated and often change their 
schemes," she said.

Crim inals can use caller-ID spoofing to listen to o lher people's voice mail, James said, especially when those accounts are 
not protected by passwords.

They also have begun to use the technology to make it appear that they are calling from a bank or other financial institution, 
said Dave Jevans. who chairs the Anti-Phishing Working Group, a banking-industry task force.

That helps them convince consumers to divulge account numbers, passwords and other sensitive information in a scam 
that echoes the "phishing" e-mails that have become common, he said.

VOIP industry pioneer Jeff Pulver, whose Free W orld Dialup service can be used to spool calls, said he couldn't prevent 
abuse of his system.

The problem  will likely recede as companies like VeriSign Inc, (VRSN.O: Quote, Profile, Research) and NeuStar Inc. 
develop ways to verily online identities, he said: "We're not there yet, but we're going to get there."
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Caller-ID Spoofing: 'Appallingly Bad Idea'
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By Erika Morphy 
September 2, 2004 1:26PM

A new software system that allows users to fool telephone caller-l 
opens the door to a variety of abuses. "What an appallingly bad id 
security firm Sophos.

Reports tell you what has happened in the past. Forecasts tell you what might happen in 
you what is happening right now. Learn how to gain insight into your current operations, 
arid Agility: Event Stream Processing for Event-Driven Business"

»  A startup company has developed a software system that 
allows users to spoof a caller-ID number in order to trick the 
telephone-call recipient into answering the phone.

Developed by Star38, the service will be marketed solely to 
collection agencies, private investigators and the police, 
according to statements made by the company.

The system itself is said to be easy to use, with the user typing 
in the recipient's number and the number he or she would like 
to appear on the caller ID.

Appallingly Bad

Critics of the system — and there are many, even outside the 
usual privacy/consumer-advocacy brigade -- find the technology 
frightening. "What an appallingly bad idea," says Graham 
Cluley, managing consultant for security 1/ and antivirus firm 
Sophos. "It reminds me of the hacker-driven spam and phishing 
scams that have taken over the Internet," he told NewsFactor.

\

More on th is  top ic.
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In  fa c t, i t  is a m u c h  w o rs e  fo rm  o f d e c e p tio n  th a n  In te rn e t  
fra u d , s a y s  Jo hn  M o rris , s ta f f  c o u n s e l fo r  th e  C e n te r  fo r  
D e m o c ra c y  &  T e c h n o lo g y , a W a s h in g to n -b a s e d  p u b lic -p o lic y  
o rg a n iz a t io n  w ith  a fo cu s  on  te c h n o lo g y ,

Reasonable Expectation

"O n  th e  In te rn e t ,  m o s t p e o p le  u n d e rs ta n d  th a t  th e  id e n t ity  o f  
s o m e o n e  w h o  is s e n d in g  an  e -m a il m a y  e a s ily  be s p o o fe d ,"  
M o rr is  to ld  N e w s F a c to r. "B u t th e  p h o n e , h is to r ic a lly ,  has had  a 
d if fe re n t  s e t o f  e x p e c ta t io n s  o r  a s s u m p tio n s . M o s t p e o p le  th a t  
h a ve  C a lle r  ID  a s s u m e  th e  n u m b e r  lis te d  is a c c u ra te ."

In  n ew s  a c c o u n ts , S ta r3 8  has e m p h a s iz e d  its  in te n t  to  l im it  th e  
te c h n o lo g y  to  th e  p o lic e , c o lle c tio n  a g e n c ie s  and  p r iv a te  
in v e s t ig a to rs .

H o w e v e r, " th e re  re a lly  is n 't  a n y th in g  th a t  w ill p re v e n t th is  k in d  
o f  te c h n o lo g y  fro m  b e in g  used  b y  o th e r  f irm s , su ch  as 
te le m a rk e te rs ,  n o w  th a t  i t  has been  d e v e lo p e d ,"  M o rr is  sa ys , 
a d d in g , " in  th is  age  o f  id e n t it y  th e f t ,  w e  a re  s k e p tic a l th a t  
s p o o fin g  o th e r  p h o n e  n u m b e rs  on  C a lle r  ID  is a d e s ira b le  
d e v e lo p m e n t. "

O ne  s c e n a rio , M o rris  s u g g e s ts , m ig h t  be  s o m e o n e  p u rp o r t in g  to  
ca ll fro m  a d is ta n t  re la t iv e 's  h o u se , c la im in g  th e  p e rs o n  had  an  
a c c id e n t.

Potential for Abuse

But even assuming that Star38 keeps the technology in the 
hands of collection agencies, private investigators and the 
police, there still would bt cause for worry.

While the police may well have a legitimate need for the 
technology in criminal investigations, the potential for abuse by 
collection agencies and Pis is huge.

For example, there have been cases of stalkers retaining private 
investigators to find victims who went into hiding.

As for collection agencies, the potential for abuse is even wider. 
"We don't understand what purpose a legitimate collections 
agency would have in hiding its identity," Morris says.

The typical example, of course, is an agency that uses the 
system to get a phone-shy debtor to answer the call and coax 
him or her into paying the debt.

Collection agencies, though, have not entirely shed their less- 
than-upstanding practices since the passage of the Fair Debt 
Collection Practices Act. Recently, one firm was fined for 
continually contacting and harassing a debtor's neighbors -- a
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I p ra c tic e  c le a r ly  ille g a l u n d e r  FDCP.

Over the Line

M ore  o f te n , th o u g h , w h e n  th e s e  a g e n c ie s  go  o v e r  th e  lin e , it  is a 
l i t t le  m o re  d is c re e t.

R e c e n tly , a le g a l jo u rn a l re p o r te d  th a t  a c o u r t  fo u n d  a c o lle c tio n  
a g e n c y  h ad  m a d e  fa lse  s ta te m e n ts  as to  th e  t im e  l im it  o f  a 
d e b t-d is c o u n t  o f fe r ;  re p o r te d ly ,  th e  f irm  to ld  th e  d e b to r  she  had  
3 0  d a y s  to  m a k e  a p a y m e n t i f  she  w a n te d  to  g e t a p e rc e n ta g e  
ta k e n  o f f  h e r  d e b t.  In  t r u th  th e re  w as  no  t im e  l im it  o f  30  d a y s  - -  
a d e c e p tio n  p ro h ib ite d  b y  th e  law .

W h ich  b r in g s  us back  to  S ta r3 8 's  la te s t  c o n tr ib u t io n  to  th e  
In te rn e t  a g e . In  h is  f i r s t  ta k e  on  th e  s y s te m , M o rr is  s a ys  he 
d o e s  n o t b e lie v e  th e  s y s te m  i ts e lf  v io la te s  th e  te n e ts  o f  FDCP.
W h e n  it  g e ts  in th e  h a n d s  o f  th e  a g e n c ie s , th o u g h , th a t  m a y  be 
a d if fe re n t  s to ry .

" I  do  b e lie v e  w e  w ill see  s o m e  d e c e p tiv e  p ra c tic e s  on  th e  p a r t  o f  
th e  a g e n c ie s  th a t  w ill v io la te  th e  s p ir i t  o f  FD CP," he s a y s .

Have an informed opinion on this story7 VVe want to know what you think
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" C a l l e r  I D  s p o o f i n g "  a n  e m e r g i n g  
V o I P  s e c u r i t y  t h r e a t

Real Audio | How to Listen

I f  y o u  have  c a lle r ID , you  m ig h t w a n t to  th in k  tw ice  a b o u t tru s tin g  
th e  in fo rm a tio n  d isp la ye d  on y o u r  te le ph on e . As m o re  pe op le  p lace  
p h o n e  ca lls o v e r th e  In te rn e t  in s te a d  o f  th e  w ire d  te le p h o n e  
n e tw o rk , id e n tify in g  th e  p e rso n  on th e  o th e r  end  o f  th e  lin e  is 
g e tt in g  m o re  d ifficu lt.

Starting late last sum m er, people all ever the U.S. and Canada got 
phone calls from a Twin Cities phone num ber --  a recorded voice 
offering a deal on wireless phone services. When they called the  
num ber to complain, they were patched through to a small 
Minneapolis company that definitely was not selling Noklas or 
B lackterrles . I t  was a company that provides jan itorial services to 
area businesses.

Building Resources Corporation office m anager Rhiannon Fisk 
fielded the complaints.

"Around Christm astim e, the coll volume started to pick up, and we 
got dozens and dozens every day," she said. " It got to the pomt 
w here we just had to start ignoring them  because it was affecting 
how we did business."

Understandably, the callers complained angrily about the unwanted  
te lem arketing  calls.

" I'll pick up the phone, they im m ediately say you called my house 
and I w ant you to stop calling, and t jk e  m e off the list, and they  
usually Just hang up," Fisk said.

Fisk sought answers from the company's telephone provider,
In tegra , but received none. She then complained to the Minnesota 
Attorney General. The AG's office told fisk that, while nothing could 
be done, it knew the likely source of the problem : caller ID  
spoofing. The shady telem arketers, wanting to avoid detection, 
m ade it look like it was someone else. It's  a m ystery why they 
chose the Minneapolis company.

Scam m ers have long known how to fake the source of e -m ail. Since 
Voice over IP, or VOIP, sends voices as packets of data, it was 
perhaps predictable that telephone customers would start seeing a
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problem like e-m ail spoofing.

" If you pick up you standard phone today, and you have caller ID , 
you can see which num ber is actually calling you, and you have a 
very high level of assurance that it really is that telephone num ber," 
said Stuart M clrvlne, security researcher at IBM . Now, when you 
start to get into Voice over IP, It's very easy for someone to fake 
th a t num ber, so you think the call is coming from som ewhere else."

Consumer advocacy groups are just beginning to field complaints  
about the problem . Jordana Beebe with the Privacy Rights 
Clearinghouse says she's not sure how m any people are being 
burned by caller ID  spofing, but calls It a deceptive practice that 
should be stopped.

"Caller ID  is there so that you know who is calling and you can 
m ake a determ ination about w hether you w ant to take that call or 
not," she said. "And if for instance that technology is being abused 
so that you are duped into taking a call that otherwise you wouldn't 
take, we feel that consumers shouldn't be in that type o f situation."

You don't have to be a skilled, devious hacker to trick called ID  
displays. In  the past year, about a half dozen services have cropped 
up that use VoIP technology to sell caller ID  spoofing, a t five to ten 
cents a m inute, to consumers. They go by nam es like "Telespoof," 
and "Camophone." They're  m arketed to people who w ant to hide 
th e ir true identities, like bill collectors and private investigators.
Only one caller ID  spoofing service, responded to inquiries from  
MPR, but the owner wouldn't reveal his nam e, saying only that he 
believes his service is ethical and lawful.

Beebe of the Privacy Rights Clearinghouse says new regulations and 
laws are needed to fight caller ID  spooling. But VoIP is largely  
unregulated. A spokeswom an at the agency that would most likely 
have jurisdiction, the Federal Comm unications Commission, did not 
respond to num erous requests for com m ent.

In the m eantim e, caller ID  spoofing could get worse as more 
consumers and businesses switch to In te rn e t telephone calls.

"W hat w e're going to see is m ore people devote m ore tim e and 
energy into break.ng it, because it’s going to become m ore  
popular," said David Endler of the Voice Over IP Security Alliance.

Back at the jan ito r.a l services firm , office m anager Rhiannon risk 
says that m ercifully, her phone stopped ringing off the hook about a 
month ago. The calls ended as m ysteriously js  they appeared.

? Am erican Public Me dm Hom e | Search | Contact 
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'Sp o o fin g ' le ts  p ra n k ste rs  d ial M for m ayhem

Monday. April 11, 2005

BY KEVIN C O U G H LIN  
Star-Lcdgcr Staff

W nen a hoax led sharpshoo im g SW AT team s to shut down a New Brunsw ick neighborhood last 
m onth, the w orld  lea rneJ about a dangerous new gam e ca lled  "bom bing."

Prank phone calling, once a sum m er pastim e ol s lap-happy kids, had m orphed into a blood 
sport,

W hile  details still are unfo ld ing on how  Ihe New Brunsw ick em ergency call and others like it were 
faked, experts on p rivacy and security warn that Internet technology and legal loopholes are 
handmg hoaxsters a pow erfu l weapon lo dupe everyone: ca lle r ID "spoofing."

O ve- ihe past few  m onths, com pan ies such as C am ophonc, CovertCall, Telespoof and Spoof Tel 
have sprouted on line  w ith  o ffers to p lace ca lls that d isp lay any ca llback num ber you want, for just 
pennies a m inute.

"Be Anyone, Anyw here , Anytim e, p rocla im s the W eb site  o l PI Phone.

PI Phone and rivals Star38 and U .S .Tracers purport to serve only private investigators or law 
enforcem ent personnel, w ho presum ably Have good reasons for tricking outlaws to answer the 
phone. Bu: other serv ices w elcom e all com ers; tor an extra fee some even v.i'l record the results.

Wanna have som e fun? Appear to be som eone e 'sc, ana set up the U ltimate Prank Can." says 
tne W eb site for CovertCall, wr. rh  sponsors a S250 contest for tho best prank.

CovertCall suggests tooling debtors into accepting  calls, spoofing your business line to keep 
your personal num ber private, and explo iting cellu lar p lans that offer free incom ing m inutes.
"W ant to chat w ith  sexy sing les'7 Get endless free Inals by ca lling in w itn random  caller IDs!"

On me Web. C overtC a ll users even debate m ethods •• and ethics •• of spoofing a spouse's 
num ber to access h>s or her ce lu lar m essages.

The Fc*de*al C om m un ica tions C om m ission and Federal Trade C om m ission say they nave taken 
n o  enforcem ent a d  or.s against these se rv ices. B u i : •• irs  p redict it wen t be long be fo re  an 
emergency hoax, -pent ty thett or dupco  dom estic v io lence victim  triggers cat s for a cracker, w r

"Tr.e potentia l far abuse  w itn  this technology is huge," says Jordana Beebe of tne r.onprc f.t 
Privacy Rights C learinghouse, a San D iego group that advocates for consum er privacy 
protections

Adds Kev.n M .tmck. co -au tno : c t " Ino  Art ot Intrusion" and a re fo rm ed hacker h im seif > uu ca n :: 
bust caiter ID Tt o re  is no assurance that it . coming from the entity that's disp lay ing  on it e 
on vice ’
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To prove his point, M itn ick used Vonacje, the Edison-based Internet phone com pany, to ca ll a 
reporter’s ce ll phone. T h o  call appeared  to come from  Ihe reporter's o ffice  num ber. The ruse  took 
M itnick only a few seconds.

Many Internet te lephone  services let users update their accounts w ith  any ca llback num bers or 
em ergency addresses they choose. This can be a lifesaver. If you're vacation ing  and m aking 
ca lls over the Internet, you probably w ant your serv ice  provider to d irect police to your vacation 
spot if you punch 911 in an em ergency.

(Spoofing 911 ca lls  over conventiona l phone netw orks is much harder. They deploy an 
em bedded billing technology, ca lled  SS-7, which autom atica lly  links a  911 call w ith the phys ica l 
address of the te lenhone . The N ew  Brunswick hoax appears to have been phoned to a regu la r 
police line, not to 211.)

Mitnick, w ho spent a lm ost five years in ja il for hacking  into com pan ies such as Motorola and Sun 
M icrosystem s, says som e financia l institutions use ca lle r ID to authentica te  te lephone requests 
for personal account in form ation. W ith a few personal tidbits and you r spoofed number, he says, 
an im postor cou ld  access your bank or credit card account.

SPOOF W ITH EA S E A ctua lly , spoofing  phone calls is  nearly as o ld  a s  ca ller ID, a service that 
aebuted in New Je rsey  -  desp ite  protests from p rivacy advc^. ‘ •’ s -- in the late 1980s. Back then, 
spooling required  som e techn ical savvy. Now. anyone  with a cred it ca rd  and a phone or online 
com puter can play.

Typically, after se tting  up an account w ith a spoo ling service, you ca ll its to ll-free line or log onto 
Ihe Web site. E n te r a num ber to ca ll, and the ca llback num ber to d isp lay, and the service does 
the rest.

The mere act of faking som eone 's  phone num ber is not illegal, says Erin M cG ee of the C l IA. a 
w ireless industry trade associa tion.

Jim  Reynolcs of S tar38 says his com pany, launched last fall in D e law are  by form er law 
enforcem ent agents  lo r cu iren t agents, was the first com m ercia l spoo iing  service. O ther sorv-ces 
are copycats and law breake rs , he says.

"I guarantee those people  will bo prosecuted. It's only a ma’ ter ol tim e," says Reynolds.

S:ar38 is m eant to help the good  guys hunt the bad guys; rivals "g ive  people a license to harass 
people and break the law ,” he says.

Eecause Star38's ca lls are p laced entirely over tho Internet, tncy  a re  exem pt Irom FCC 
regulations, R eynolds con tends. Com petitors can't m ake the sam e cla im , he insists.

But most Internet ca lls  hop onto  regular pnone netw orks at som e po in t, says M ark W ig fic ld  of tho 
FCC. 'W e w ould  have to look at the facts" ol any case, he says.

Federal Trade C om m iss ion  ru les bar te lem arketers from  spoo ling  ca lle r ID to sidestep the 
national 'D o  Not C a ll” reg is try  estab lished in 2003. Some business uses o l spoot ng also c o jU 
v o ia te  FTC p roh ib itions aga ins t unfa ir or deceptive  trade p ractices, says spokesm an Bm O 
W inter.

Banning all spoo ling  'would be a m istake, says Vonage ch.el techn ica l ollicc.r lo u .s  M am akos.
That m ignt ta r  leg itim a te  uses lo r altering ca llback numbers -- such as d irecting  custom err. to 
general help num bers instead  of to s p e c ie  representatives.

in *acf , spoofing se rv ices ac tua lly  m ay m? p preserve personal p rivacy, cays J:<r v: ,m £.-•>. u
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Rutgers U niversity law pro fessor and author of "101 Things You Need to Know  About Internet 
Law." These services restore a right to anonym ous speech that ca lle r ID had stripped, Bick says.

"We just have evo lv ing  technologies," he says. "And as technologies evolve, so do 
counterm easures."

THE SPO O FER SThe sudden rise of spoofing services can be tied, variously, to boredom, the 
National H ockey League, and a struggling college student.

SpoolTel was born in Vancouver two m onths ago when a com puter security specia lis l nam ed 
Ryan Purita got bored.

"This is why having no hockey on TV is bad," jokes Purita, referring to the cance led  NHL season.

Purita thought the Star39 serv ice  sounded cool but was m iffed it only served cops. So he cooked 
up SpoofTel and says it now has about 800 active users who average betw een 2,000 and 5 ,000  
m inutes a day at a d im e per m inute, Canadian.

He prom ises to deal sw iftly w ith  any reported abuses but defends ca lle r ID spoo ling.

"W e're offering e service. If som eone is using it illegitim ately, w ha t can we do? That's the 
Internet," Purita says.

"They still sell crow bars, don 't they? They can be used for m any d ifferent th ings. I don't see 
anybody being stopped from se lling  guns. I would guess more people  are killed  by guns than 
from spoofing ca ller ID," he says.

Ben Rosenthal a lso entered th e  ca ller ID spooling business in January, with h is PI Phone serv ice  
for private investigators.

"I saw an opportunity and prof.t there, and a way to co it honorab ly and legally, and jum ped on 
it,'' says Rosenthal, based in W estchester County.

He says it’s feasib le  thanks to  free softw are called Asterisk. It turns a PC w.th a fact Internet 
connection ,nto a fu ll-fledged te lephone system , w itn  features that once cost thousands of 
dollars. "Inc- barrier to entry becam e very low ," Rosenthal says,

Aster.sk was hatched in 1939 by M ark Sponcc-r, an Auburn U niversity com pute r eng ineering 
student. He a lso  ran a tech support business for people using the  free, “open source" Linux" 
com puter opera:.ng system .

"I needed a phone system . I cou ldn 't afford to buy one, so I decided to m ake one," recounts 
Spencer, who now  se lls Asterisk-based  services and hardware at D igium  Inc. in A labam a.

Although Spencer s hand iw ork has spawned outfits mat now sell deceptions by the rn h u lu , he 
insists the L g phono com pan ies c o o :d curb spoofing if they w an ted  f Jot that he's a Ian of 
spoo lers, m .nd you

i honestly don 't approve  of peop le  domg this." says Spencer, 27. w ho sees ine  w crfc  as d iv ided  
between moso who use techno logy  for good and m cse who use ii tor evil, i won d rather t:e in 
that first camp, t r y in g  to do som eth ing  to help people."

Kev n CoujlV:n co w s  technology; He can be reached at kcougbitn ftsiariedger corn or (973)
5 9 2 ’ 1763.
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VoIP hacks gu t  Caller I.D.

Im p lem en ta t io n  qu irk s in V o ice o v e r  IP  a rc  m ak in g  it e a s y  fo r h a ck e rs  to sp o o f C a ller I .D ., and 
to  unm ask  b lo ck ed  num bers .

B y  Kevin Poulsen, S e cu r ity F o cu s  Ju l G 2004 1:54 PM  

Caller I,D , isn’t what it used to be.

Hackers have discovered that the handy feature that tells you who's calling before you answer the phone 
is easily manipulated through weaknesses in Voice over IP (VoIP) programs and networks. They can make 
their phone calls appear to be from any number they want, and even pierce the veil o f Caller I.D . blocking 
to unmask an anonymous phoner's unlisted number.

At root, the issue is one of what happens to a nugget of authentication data when it leaves the tightly- 
regulated realm of traditional telephony, and passes Into the unregulated domain of the Internet.

On the old-fash oned phone network, Caller r.D. works this w ay: your local phone company or cell phone 
carrier sends your "Calling Party Number" (CPN) with every call, I ke a return address on an envelope. 
Transmitted along with your CPN is a privacy flag that tells the telephone switch at the receiving end of 
the call whether or not to share your number with the recipient: if you have blocking on your line, the 
phone company you're dialing into knows your number, but won't share it with the person you're calling.

This arrangement relies on telepnone equipment at both ends of the call being trusted: the phone switch 
providing you with dial tone promises not to lie about your number to other switches, and the switch on 
the receiving end promises not to reveal your number if you've asked that it be blocked. In the U.S. tnat 
trust is backed by FCC regulations that dictate precisely how telephone carriers handle CPNs, Caller I.D. 
and blocking. Most subscribers have come to take Caller I.D . for granted, and seme financial institutions 
even use Caller I.D . to authenticate customers over the phone.

Despite that, the system  has long been open to manipulation. 'A  lot of times you can offer any number 
you want, and carriers won't validate that," says Lance Jam es , chief security office of Secure Science 
Corporation. B -t in the past, the power to m isrepresent your number came with a high price tag : you 
typically had to be a business ab :e to pay the local phone company for a high .olurnu digital connection.
On the other side of the equation, companies wno pay for to'l free numbers can often access an incoming 
caller's phone number even if it's blocked.

V dce over IP networks, currently outside FCC regulation, p.ace those capabilit.es m the hands of ordinary 
r.etizens. in a telephone interview With SecurityFocus, 2 1 year-old phone hacker 'lu c k y  225" 
demonstrated how he could spoof ms Caller I.D , to appear to be phoning from the reporter’s office. In 
another demonstration, the reporter phoned Lucky's associate "Nates" from a residential phone with 
Caller I D b ioc-ed . Natas was able to rattle off the unlisted phone number

http://www.securityfocus.com/news/9061
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As described by Lucky, who's scheduled to give a_LaJkon the subject at the DefCon hacker convention 
later this month, much Caller I.D . chicanery can be accomplished by taking advantage of implementation 
quirks in Voice over IP networks that try, but fail, to implement Caller I.D , properly, "There are little 
exploits that you can do," says Lucky. But the most powerful tool for manipulating and accessing CPN 
data is the open-source Linux-based PBX software Asterisk, jsed  in combination with a permissive VoIP 
provider. "It 's  fully configurable, you can pretty much do anything you want with it," say s Lucky. "That's 
why Voice over I,P . is changing things."

Natas used Asterisk in conjunction with the NuFone Network for his demonstration of Caller I.D. 
unmasking. NuFone chief Jerem y McNamara didn't return phone calls for this story.

Privacy advocates, who had reservations about Caller I.D . when it was introduced in the 90s, aren't happy 
that it's becoming easier to subvert. "A worse case sce iario  is if you have a blocked number, and you're a 
victim of stalking, and you're duped into calling a numoer the stalker set up that was routed through a 
VoIP line," says Jordana Beebe of the San Diego-based Privacy Right's Clearinghouse, "It could put their 
life in danger."

Callers with life-or-death anonymity concerns might consider spoofing just to get a little privacy. For now, 
Lucky says pranks among friends are the most common use that he 's seen of VoIP spoofing, but he 
believes that identity th ieves and other swindlers could have a field day . " I ’ve used it m yself to activate 
my own credit cards, beuuuje I never give credit card companies my real number," he says . "One simple 
spoof, and it's like saying , if you have the guy's ohone number, that piece of information is more 
important than his mother's maiden name and oate of birth. If you have the phone number, you don't 
need anything e lse ."

<tif s(5'securityfocus.com>
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Caller ID missing in OPD
by Llndsav Huelt 
DM Slall Reporter 
February 25. 2005

One might assum e that when a police dispatcher fields a telephone 
coll. a caller ID device would immediately track the caller's 
whereabouts. This, however, is not the ca se  at the Oxford Police 
Department.

According to Ja so n  Plunk, owner of Night Town in Oxford, an 
apparent prank call led officers lo his business Monday at midnight, 
Plunk said the police were unable to trace the call, and they 
responded to a false report of a fight occurring in the parking lot.

"My impression is that someone phoned the police department 
representing Night Town." he said. "I am the only one who can make a 
judgment decision about calling the police. So I knew that Ihe call had 
not been made from Night Town."

Plunk said the police told him the call came from a cell phone, but they 
did not know — and would have no way of discovering — who made 
the call.

Assistant Police Chief Mike Martin said implementing a caller ID 
system would be problematic.

"With as many lines as our telephone system has. we have been told 
lhat we may never be able to have caller ID." Martin said.

Martin said the police department currently has 12  lines connected 
with their telephone system , and the caller ID function only works with 
a one-lme system.

In the event of a serious prank, the department has other ways of 
tracking calls through tho Bell South telephone company.

But Martin said the majorily of prank calls are made to the emergency 
9 11  system.

Emergency 9 11  dispatchers do have identification capab'Nios.

The police department’s telephone system is networked with the fire 
department and city hall. II the system wore to be updated to 
incorporate caller ID, the wholo network would have to be changed, 
Martin said.

Lori Nicholson of the Germantown Police Department in Germantown, 
Tenn., said their telephone system is also connected to the lire 
department and city hall.

They have seven emergency department lines do not contain the 
caller ID funclion oithcr.

Sho said Germantown's emergency 9 1 1  lines are the only onos able 
to identify incoming calls.

hnp://u w\v.llic(JnK)nlinc.coni/vncwji/display.v/ART/2005/02/25AI21l()d-l9Jc5cl W h i n s
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T-Mobile security flaw in voicemail. 
Beware and change

T * „ \  f ' i J \ i | . By D avid  C icc o n c , posted Tuesday, Feb. 22nd, 2005
.V i<  I ,  f  I  H ;  '  Reader Coinrnents: *1

Parjcviews: 20,245

S im ple ca ller-id  spoofing en ab les unw arranted access to your 
vo icem ail.

If any of our members of the community have Sprint or T-Mobile and you have auto 
voicemail login enabled, you are vulnerable to a simple hack to access your voicemail. 1 
have auto voicemail login enabled because I hate entering my voicemail PIN number each 
time I want to check my messages.

The voicemail authentication system is simple. It uses caller ID to validate the originating 
number -  If the caller ID matches your cell phone number (ic. your cell phone calling in lo 
check your voicemail messages), It will log you in automatically.

Since the announcement of commercial caller ID spoofing systems such as CovertCall and 
another called TeleSpoof. For those not in-the-know, caller ID spoofing allows you to 
change your caller ID number to anything you like. This Is extremely vulnerable and make 
sure you turn off auto login enabled. This is probably how they hacked into Paris Hilton's 
voicemail.

W h at is CoverCall?

Covert Call allows you to alter the caller id that is sent to the phone you are calling, It can 
operate just like a calling card, all for the price of a normal long distance call.

here's a scenario: Out of the office and need to cunta-l a business associate, but don't want 
to reveal your private cell phone number?... Covert Call vail display your business number 
on their caller id. No one will ever know wh.,e you are really calling from!

Manipulate the caller Id, tnat is sent from your phone. Appear to be anyone, anywhere, This 
service is compatible with nearly all phones, cell phones, and even the new VoIP phones!

W lia t is TeleSpoof’

Telespoof is offering the first domestic and international Caller I.D. spoofing service, 
allowing business professionals to remain anonymous when calling from anywhere in the 
world, to anywhere in the world. Telespoof allows you to be whoever you want to be.

Our service is for business professionals within the U S. including, but not limited to; Private 
Investigators, Skip Tracers, Law Enforcement, Debt Collection Agencies, Insurance Agencies 
and Lawyers, allowing the freedom to etioose any number to show up on the Caller I.D. 
display.

Telespoof operates on toll free numbers within the U.S. giving clients access from wherever 
they may be. No need to be in the office or at a computer to use the service. Telespoof also 
allows clients to place international calls with spoofed Caller I.D. permitting the technology 
is available within the destination country.

V
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Dirk M o f f a t t

From : Bob Lynn [boblynn@alaska com]

Sen t: Wednesday, April 06, 2005 8 48 PM

To: Rep, Bob Lynn

Sub ject:  SPAM ......... Caller ID Articles

Fo llow  Up F lag : Follow up 

F lag  S tatu s: Blue

You may  retrieve this story by 
enlcr ing QuickLink#  53313

>  R e t u r n  l o  s l o r v

Scam artist.., dial for dollars 
c'n Internet phones 
Caller  ID spool ing has 
emerged as a useful tool 
for fraudsters

News Story by Andy 
Sullivan

M A R C H  21,
2005 (R id  JTHRS) - Internet phone services have drawn mil lions o f  
users looking for rock-bot tom rates. N o w  they're attracting identity 
thieves looking to turn stolen credit cards  into cash.

Some Internet phone services a llow scam artists to make it appear  
that they are calling from another  phone number  -  a useful trick that 
enables  them lo drain credit accounts  and pose as banks or other  
misled authorities,  according to onl ine fraud experts.

"It's like y ou ’ve handed people an entire phone network," said I.ancc 
James, who as chie f  technology officer o f  Secure Science Corp.  sees 
such scams on a daily basis.

I he emerging seams underl ine the lower level o f  security protecting 
voice over  IP. I raditional phone networks operate over dedicated 
equipment  that is difficult for outsiders  to penetrate. Hut because 
VoIP  calls travel over the Internet, they cost much less — blit are 
vulnerable  to the same security problems that plague e-mail and the 
Web. Internet worms that snarl onl ine networks can render VoIP 
lines unusable,  and experts at A T & T  Corp. say VoIP conversations 
can be monitored or altered by outsiders,

federa l  I lade Commission Chai rman Deborah Platt Majoras

8 I8 '2005
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recently warned that unscrupulous telemarketers could use VoIP lo 
blast huge numbers  o f  voice messages  to consumers,  a technique 
known as SPIT, for "spam over  Internet telephony."

All o f  these threats remain largely in the realm o f  theory, although 
Cal ler ID spoofing has emerged  over  the past six months as a useful 
tool for identity thieves and other  scam artists, according to fraud 
experts.

Any reporter  would sc ramble  for a r inging phone that reads "White 
I louse media line" on its Caller  ID display. But it's not the Bush 
adminis tra tion on the line — it's Ralph Echemendia,  calling from a 
mobile  phone on a remote Georgia  highway. "You can see how this 
sort o f  thing could be used in a very malicious way," said 
Echemendia,  a securi ty instructor  r ‘. the Intense School,  a 
technology training company.

Caller  ID spoofing is not prohibi ted by law, but the Federal 
Communica t ions Commiss ion  requires  telemarketers to identify 
themselves accurately,  a spokesw om an  said.

Echemendia  built his ow n  system tu s p o o f  calls, but several free or 
low-cost services  a l low even technical novices lo falsify Caller  ID 
information as well,

Debt collectors and pr ivate investigators use Camophone .corn’s 5- 
ccnts-per-call  service to trick people into answering the phone, 
according to messages posted on a discussion board. Traveling 
salesmen say the service comes  in handy when they want  c lients to 
return calls to the main office, rather than to their motel room.

James  said criminal  uses o f  Caller-1 D spool ing have become more 
common.

Wire- transfer  services like Western Union require customers to call 
from their home phone when they want  to t ransfer money in an 
effort to deter fraud -  a barr ier  easily sidestepped by any identity 
thie f  using a Caller*! D pool ing  service. Fraud tings can now 
transfer money directly out o f  stolen credit card accounts,  rather 
than buying merchandise  and reselling it, he said.

Western Union spokeswoman Danielle Rcricra said the company has 
no other  way to verify that t ransfer requests  are valid. "We try hard 
to stay one step ahead o f  them and recognize that scam artists are 
sophis ticated and often change their schemes." she said.

Criminals  can use Cal ler II) spool ing to listen lo other people's 
voice mail. James said, especial ly  when those accounts are not 
protected by passwords.
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They also have begun lo use the technology to make it appear  that 
they are call ing from a bank or other  financial institution, said Dave 
Jcvans,  who chairs the Anti-Phishing Working Group,  a banking 
industry task force. That helps them convince consumers  to divulge 
account numbers ,  passwords and other sensitive information in a 
scam that echoes the "phishing" e-mails that have become common,  
he said.

VoIP industry pioneer J e f f  Pulver, whose Free World Dialup service 
can be used to spoof  calls, said he couldn't  prevent abuse o f  his 
system. But the problem will likely recede as companies  like 
VeriSign Inc. and NeuStar  Inc. develop ways to verify onl ine 
identities, he said. "We're not there yet, but we' re going to get 
there," Pulver said.

I n t e r n e t  ph on e s  a h a c k i n g  r i s k ?
Low-cost  services  max a t t r a c t  ident i ty  thieves look ing  to t u r n  s tolen credi t  c a rd s  irilo cash.
March is, 200b: J 4 5  CM CST

W A S H I N G T O N  (R eu te r s )  - I n te rn e t  p h o n e  services  have  
d r a w n  mill ions o f  u se r s  looking for  r o c k - b o t to m  rates .  Now 
t h e y ' r e  also a t t r a c t i n g  ident i ty  thieves looking to t u r n  stolen 
c redi t  c a r d s  into cash .

Som e Internet phone services a l low scam artists to make  it appear  that they are calling from another  
phone number  — a useful trick that enables them to drain credit accounts  and pose as banks or other  
trusted authorities,  onl ine fraud experts  say.

"It's like you ’ve handed people an entire phone  network." said Lance James,  who  as c h ie f  technology 
officer o f  Secure Science Corp. secs  such scams on a daily basis.

The emerging seams underl ine the lower level o f  security protecting Voice Over  Internet Protocol,  or 
Vl)IP,  the Im ’t-calling standard that has upended the te lecommunications industry over the past 
several years.

Tradit ional  phone networks operate over  dedicated equipment  that is difficult for outsiders  to 
penetrate.  Because VOIP calls travel over the Internet, they cost much less but are vulnerable ti the 
same security problems  that plague e-mail a nd  the Web.

Internet worms that snarl onl ine networks can render  VOIP lines unusable,  and experts at A I & ’! 
(RescareJj) say VOIP conversations can be monitored or altered by outsiders.

Federal  Trade C ommiss ion  Chai rman Deborah Platt Majoras recently warned that unscrupulous 
telemarketers  could use VC HP to bla. l  huge numbers  o f  voice messages to consumers,  a technique

S/18/2005
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known as SPIT,  for "spam over  Internet telephony "

All o f  these threats remain largely in the realm o f  theory. Caller  ID spool ing,  on the other  hand, has 
emerged over the past six mon ths  as a useful tool lor identity thieves and other scam artists, according 
to fraud experts.

P re s ide n t  Hush 011 (he line

Any reporter  would  scramble for  a ringing phone that reads "White Mouse media line" 011 its caller ID 
display.

But it's not the Bush adminis t ra t ion on the line -  it's security instructor Ralph Echemendia,  calling 
from a mobile phone  on a remote  Georgia  highway.

"You can see h ow  this sort o f  thing could be used in a very malicious way," said Echemendia,  a 
security instructor at the Intense School , a technology t raining company.

Cal ler ID spoofing is not prohibi ted by law, but the Federal Communicat ions Commission requires 
telemarketers  to identify themselves  accurately,  a spokeswoman said.

Echemendia built his own system to s poo f  calls, but several free or low-cost services a llow even 
technical  novices  to falsify caller  ID information as well.

Debt  collectors and private investigators  use Camophone .corn’s 5-cents-per-call service to trick people 
into answering the phone,  according to messages posted on a discussion board.

Travel ing salesmen say the service comes in handy when they want  clients to return calls to the main 
office, rather than their motel room.

James  said criminal  uses o f  caller-11) spool ing have become common  over  the hist six months.

Wire-t rausfer  services like Western I 'nion (Research)  require customers to call from their home phone 
when they want to transfer m oney  in an effort to deter fraud -  a barrier easily sidestepped by any 
identity thief  us ing  a caller ID spoofing service,

Fraud rings can now transfer money directly out o f  stolen credit-card accounts,  rather than buying 
merchandise  and reselling it, he said.

Western I nion s pokesw oman Danielle l’eriera said the company has no other was to verify that 
t ransfer  requests are  valid.

"We try hard to s tay one s tep ahead o f  them and recognize that s*.am artists are sophis t ic ; ’ed and ol tcn 
change  their schemes."  she said.

Criminals  can use caller-ID spoofing to listen to other people's voice mail,  James said, especially when 
those accounts  are not  pro* ?cted by passwords.

They also have begun to use the technology to make it appear  that they are calling from a hank or 
other financial institution, said D a \ c  Jcvans, who chairs the Anti-Phishing Working G r o u p ,  a banking-

8/1 8/20(15
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That helps  them convince consumers  to divulge account  numbers,  passwords and other  sensitive 
information in a scam that echoes the "phishing" e-mails  that have become common,  lie said.

VOIP industry pioneer  J e f f  Pulver, whose Free World Dialup service can he used lo s p o o f  calls, said 
he cou ldn’t prevent  abuse o f  his system.

The problem will likely recede as companies  like VcriSign Inc. (Research ) and NcuStar  Inc. develop 
ways to verify onl ine identities, he said: We re nol there vet, but we' re uoinu lo get there." ■
mha l ’s  i h n ?  ,

industry task force.

Cal le r - I I )  Spoof ing :  'Appa l l ing ly  Had  Idea '

By E r i k a  M o r p h y  
N c ws F a c t o r  N e t w  o r k  
S e p t e m b e r  2, 2004 1:2(>PM

A new s o f tw a r e  sys tem tha t  a l lows use rs  lo fool t e lephone  callcr-II)  into d i sp lay in g  false n u m b e r s  
opens the  d o o r  to a va r i e ty  o f  abuses .  " W h a t  an  appa l l ing ly  b a d  idea ,"  says G r a h a m  Clu ley  of  
s ecur i ty  f i rm  S ophos .

CO M PLETE STO RY ^

A s t a r t u p  c o m p a n y  has  de ve loped  a softw a r e  sys tem  that  a llows users  to s p o o f  a - . ■ -1 i . . - m
ca l ler-II)  n u m b e r  in o r d e r  to t r i ck  the te lephone-ea l l  rec ip ient  into a n s w e r i n g  the
phone.

Developed  by Star.TS, the serv ice w ill he m a r k e t e d  solely to collect ion agencies ,  p r iva te  
inves t iga to rs  a n d  the  police, a c c o r d in g  to s t a t e m e n t s  m a d e  by the com pany .

The  sys tem i tself  is s a id  to be* easy to use, w i th  the  u s e r  typ ing  in (he rec ip ie n t ’s n u m b e r  a n d  the 
n u m b e r  lie o r  she  w ou ld  like to a p p e a r  on the  ca l l e r  ID.

Appa l l ing ly  Bad

Cri t ics  o f  the  sys tem  — an d  there  a r e  m a n y ,  even  ou ts ide  the  usual  p r iv a c y /c o n s u m e r -a d v o e a e y  
b r iga de  — find the technology  f r igh ten ing .  " W h a t  an  appa l l ing ly  had  idea ,"  says  G r a h a m  C h i l e ) ,  
m a n a g i n g  c o n s u l t a n t  for  s ecu r i ty  > a n d  a n t iv i r u s  f i rm  Sophos.  " I t  r e m in d s  m e  of  the  h a c k e r -  
dr iven  s p a m  a n d  p h i sh in g  se a m s  th a t  h a v e  t ake n  ov e r  the  I n te r n e t , "  he told New sFac to r .

In fact, it is a m u c h  w orse  fo rm  o f  d e c ep t ion  th a n  I n te r n e t  f r a u d  / , says J o h n  M o r r i s ,  s ta f f  
counsel fo r  the C e n t e r  for  D e m o c ra c y  Ai Techno logy ,  a W a sh in g to n -b a s ed  puMic-pol icv 
o rg an iz a t io n  wi th  a focus on technology.

R easonab le  E xpec ta t ion

" O n  the I n t e r n e t ,  most  people  u n d e r s t a n d  tha t  the iden t i ty  of  someone w h o  is s en d in g  a n  e-mail  
m ay  easily he s p o o le d , "  M o r r i s  told News Fac t  or.  " B u t  the  phone ,  his tor ical ly ,  has  ha d  a d iffe rent  
set o f  expec ta t ions  o r  a s su m p t io n s .  Mos t  peop le  tha t  have  C a l le r  ID a s su m e  the n u m b e r  l isted is 
a c c u r a te . "



In news  a c c o u n t s ,  S t a r3 8  has  e m pha s ize d  its intent to l imit  the technology to (he pol ice,  collect ion 
agencies  a n d  p r iv a t e  invest igators .

How ever ,  " t h e r e  rea l ly  isn' t  a n y th i n g  th a t  will p r eve n t  this  k ind  o f  technology f rom be in g  used by 
o th e r  f i rm s ,  suc h  as t e l e m a rke te r s ,  now th a t  it has  been deve loped ,"  M o r r i s  says,  a d d in g ,  " in  this 
age o f  iden t i ty  thef t ,  we a rc  skept ical  that  spoo l ing  o t h e r  phone  n u m b e r s  on C a l l e r  II) is a 
de s i r a b le  d e v e lo p m e n t . "

O ne  s c en a r io ,  M o r r i s  suggests ,  migh t  be s o m e o n e  p u r p o r t i n g  to call f rom a d i s tan t  re la t ive 's  
house,  c l a im in g  the pe r son  ha d  an  accident .

Po ten t ia l  fo r  A b u s e

But even a s s u m i n g  tha t  S t a r3 8  keeps the technology in the  h a n d s  of  collect ion agencies ,  p r iv a t e  
inves t iga to rs  a n d  the  police, the re  still w ou ld  be cause  for  w or ry .

W hile  the pol ice  m a y  well have  a l eg i t imate  need for  the  technology in c r im ina l  invest iga t ions ,  the 
poten t ia l  for  a b u s e  by collect ion agencies  a n d  Pis  is huge.

F o r  e x a m p le ,  t h e r e  have  been cases o f  s ta lke rs  re t a in ing  p r iva te  inves t iga to rs  to f ind v ict ims w ho 
went  in to  hid ing .

As for  collect ion agencies ,  the po ten t ia l  for  a b u s e  is even wider .  " W c  d o n ' t  
u n d e r s t a n d  w h a t  p u r p o s e  a legi t imate  collect ions agency wou ld  have  in h id in g  its 
iden t i ty ,"  M o r r i s  says.

1 . .  f ,

The  t \  p ical  e xa m p le ,  o f  course,  is an  agency  that  uses the  sys tem to get  a phone -shy  d e b t o r  to 
a n s w e r  the  call a n d  coax him o r  h e r  into pa y in g  the debt .

Col lect ion agencies ,  though ,  have  nol  ent i re ly  shed then  l e s s - lh a n -u p s t a n d in g  p rac t ices  s ince  the 
passage  of  the F a i r  Debt  Col lect ion Pract ices  Act.  Recent ly ,  one  f i rm was  f ined for  con t inua l ly  
con tac t ing  a n d  h a r a s s in g  a d e b to r ' s  n e ighbo r s  -- a p rac t ice  c i c a r h  illegal u n d e r  F D C P .

O v e r  the  L ine

M o re  of ten ,  th o u g h ,  w h e n  these agencies  go ove r  the line, it is a little m o r e  discreet .

Recent ly ,  a legal j o u rn a l  r e p o r t e d  that  a c ou r t  found a collection agency  h a d  m a d e  false 
s t a t e m e n ts  as to the t ime  limit o f  a deb t -d i scoun t  offer;  r epo r ted ly ,  the f irm (<<ld the d e b t o r  she 
had 30 d a y s  to m a k e  a p a y m e n t  if she w a n te d  to get a p e rc e n ta g e  t aken  of f  h e r  deb t .  In t r u t h  t h e r e
was no t im e  l imit o f  30 days  -- a decep t ion  p ro h ib i t e d  by the  law.

W hich  b r ings  us back  to S ta r38 's  latest  c o n t r ibu t ion  lo the In te rne t  age. In his first l ak e  on the 
system, M o r r i s  says  he  does not  believe the system itself violates  the tenets  of  F D CP. W h e n  it gets
in the h a n d s  of  the agencies ,  (hough ,  that  may  be a d ifferent  s tory.

"I do bel ieve we w ill see some decept ive prac t ices  on the p a r t  of  the agencies  (hat  w ill v iola te  the 
spir i t  o f  F D C P , "  lie says.
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C a l l e r  ID:  I)o you  really k now  w h o ' s  cal l ing?

By Ben Charny C N E T  Ncws.com August  30, 2004, 4:37 PM PT  

V o u r  C a l l e r  ID f e a t u re  m a y  no lo n g e r  be tel l ing the  t r u t h .

'1 his week,  a company  is launching technology that will make  it possible for someone to choose what 
appears  on phones that have Caller  ID, the feature for displaying identifying information about  an 
incoming call.

It could be a different phone number,  or even a few words,  said Jason Jepson, founder o f  Slar38. which 
has deve loped  the commercial  Cal ler  ID spool ing service. Sales  o f  Slar38 will be limited to licensed 
private invest igators and collection agencies,  Jepson said. The service will cost $20 a month  plus airtime

just opened  today and we've go l ' en  000 inquiries so far."

The service will let collection agencies  and others avoid breaking laws lhal prohibit them from using 
phony phone  numbers  when they try to collect money Jepson says. 1 lis service will provide them 
with a legi timate phone  num ber—but one that can't be ssociated with the actual caller, he says.

speci l ied phone number  If the target isn't home and calls back later, the call will be automatical ly 
routed to the collect ion agency's phone.

charges.

The technique for replacing the usual bits o f  identifying information,  such as ph

Caller ID Spool ing  Service Debuts  Sept. I, 2004
(MAIL (HIS AHIICIE 

f'P lH l IMIS ANTICIl i l l  
O lS C im  THIS AM IICU

WIIUL 10 AM ID I IDS  &

S l a r 3 8 ' s  se rv ice  di sguises  w h o  is m a k i n g  the  call bu t  will only be 
sold to col lect ion agencies ,  p r i v a t e  inves t iga to rs ,  a n d  law- 
e n f o r c e m e n t  personnel .
By Paul  Travis  
Info.rmation\Vcck

A service introduced Wednesday  can send misleading information to phones that display Cal ler ID 
information, which is used to identify who  is placing a call before the called party answers  the 
phone.
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Jepson says he has purchased  several phone numbers f rom local telephone companies;  one o f  these 
is what  pops up on the Cal ler  ID screens used by many consumers  to see who's  call ing them.

"W e are providing collect ion agencies  with another option," Jepson says. "Our service will 
completely document  each call, including how long it took, when it was made,  and data  like that."
1 he service costs ,520 per month,  plus 7 to 10 cents per minute  for phone charges.

one num ber  and name, that accompany  inbound calls was discovered a few years  ago by hackers. 
Pr ivacy advocates  fear that in the wrong hands, commercial  services have the potential to be abused. For 
instance, telemarketers could use technologies similar  to Star38's to trick people into answering  a call 
that looks like a familiar phone number.

Stur38 aims to overcome the s t igma created b) earlier pranksters  and thieves. "Unfortunately,  what 's 
happened is some  hackers have got  to it first and gave it a bad name,"  Jepson  said. "If  they step ba-’k and 
see the forest through the trees, they'd realize what  they arc doing is hard and illegal. What * .e  are doing 
is neither."

J he com pany  plans to explore  o ther  markets  as  well. For  example,  Jepson said he's begun talks with 
Musicphonc,  a San Francisco-based service that lets people scad  songs,  a long with personal ized 
messages,  to any kind o f  p h o n e -c e l lu l a r  or standard.

Musicphone  wants  to use Star3S's software to send even more information about  certain artists, he said.
A M usicphone  representative could not immediately be rca
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At a young age, Tim Murphy learned that hard work is the key to success. He was one of eleven children, born lo 
working class parents who stressed the importance of family, education and self-reliance.

He worked his way through college and graduate school, eventually earning a PhD in psychology. He starled a 
family of his own. opened a small business, went to work at hospitals acr j s s  Western Pennsylvania, consulted fo 
schools and Head Start, and taught at the University of Pittsburgh He authored several publications, including tw 
books: the award-winning "The Angry Child," and "Overcoming Passive-Aggression." During this time, he becami 
widely known as "Dr. Tim" through regular appearances on local and national radio and television.

From 1997-2002 he served in the Pennsylvania State Senate. As an elected official, and one of very few with a 
health care background, he found that he could help more families. He penned the state's historic Patient Bill of 
Rights and increased funding for medical research, while consistently supporting responsible fiscal management 
government to promote job creation and reduce the tax burden on families.

He took this commitment to Congress when he began representing the people of the 18th district of Pennsylvania 
in 2003.

He got to work immediately in Washington. In just his second term, Congressman Murphy was named a member 
of the Energy and Commerce Committee. He has three subcommittee assignments: Commerce, Trade, and 
Consumer Protection: Energy and Air Quality; and Environment and Hazardous Materials. Tim quickly emerged« 
a leader among his peers and was elected by his colleagues to serve as President of the 2003 class. He also is 
recognized as a leader in Congress on mental health issues, and serves as Co-chair of both the Congressional 
Mental Health Caucus, and the 2 1st Century Healthcare Caucus

During his tenure in the state Senate, he served as chair of the Pennsylvania Committee on Aging and 'i outh. He 
utilized this unique experience to ensure the recent Medicare Prescription Drug Act would work in conjunction wit 
Pennsylvania's PACE program As a result, it is estimated that PACE will save up to $150 million over the next tv 
years.

Tim Murphy makes it a priority to bring together business and community leaders to focus on new and innovative 
ways to retrain our job force lo better position Western Pennsylvania to face the challenges of the new world 
economy. Representing a district with a large number of veterans -  and a member of the Sons of American Legic 
himself, he firmly supports our armed services and shows commitment to our veterans by working to expand 
benefits and Improve services to veterans' health care.

Nan and Tim Murphy reside in Upper St, Clair with their daughter, Bevin who is currently attending college. They 
attend St Thomas More Catholic Church in Bethel Park.

He earned a bachelors degree from Wheeling Jesuit University, a master's degree from Cleveland State 
University, and a his PhD from the University of Pittsburgh

A fierce proponent of community involvement, he is a slrong advocate of Ihe Rails to Trails programs, an active 
participant in events foi Habitat to Humanity and member of several Rotary Clubs and Chambers of Commerce.

http://inurphy.housc.gov/13iography/ 3/24/2006
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Rep Tim Murphy, R-Penn., picks up his telephone handset in his office in Ihe Ca. on 
House Office building on Capital Hill, Wednesday, March 1, 2006 in Washinglon. I asl 
fall. Murphy's office started getting phone calls from constituents who complained 
about receiving recorded phone messages that bad-mouthed Murphy .The constituents 
were especially upset that Ihe messages appeared to come from the congressman's 
own office. At least, that's what Caller ID said. In Ihe last few years, Caller ID spoofing 
has become much easier Millions of people have Internet telephone equipmenl that 
can be set to make any number appear on a Caller ID system. (AP Photo/Pablo 
Martinez Monsivais)

Technology facilitates Caller 
ID spoofing

itfoslon vlMnlu'
I RegislenNoyy

By Peter S v en sson , AP Technology Writer | March 1 ,  2006

NEW YORK -L a s t  fall, U.S. Rep. Tim Murphy's office started getting 
phone calls from constituents who complained about receiving 
recorded phone m essages that bad-mouthed Murphy.

The constituents were especially upset 
that the m essages appeared to come from 
the congressman's own office. At least, 
that's what Caller ID said.

"People thought we were making the 
calls," Murphy said.
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The calls, which the Pennsylvania 
Republican estimated in the thousands, 
were apparently placed with fake Caller 
ID. That has been possible for a long time, 
but it generally required special hardware and technical savvy
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In the last few years, Caller ID spoofing has become much easier. 
Millions of people have Internet telephone equipment that can be set
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to make any number appear on a Caller ID system And several Web 
sites have sprung up to provide Caller ID spoofing services, 
eliminating the need for any special hardware.

For in s ta n t , Spoofcard.com sells a virtual "calling card" for $ 10  that 
provides 6? minutes of talk time. The user dials a toll-free number, 
then keys in the destination number and the Caller ID number to 
display. The service also provides optional voice scrambling, to make 
the caller sound like someone of the opposite sex.

Caller ID spoofing appears to be legal, though many of its uses are 
not. The Federal Communications Commission has never 
investigated the issue, spokeswoman Rosemary Kimball said.

Lance Jam es , chief scientist at security company Secure Science 
Corp., said Caller ID spoofing Web sites are used by people who buy 
stolen credit card numbers. They will call a service such as Western 
Union, setting Caller ID to appear to originate from the card holder's 
home, and use the credit card number to order cash transfers that 
they then pick up.

Exposing a similar vulnerability, Caller ID is used by credit-card 
companies to authenticate newly issued cards. The recipients are 
generally asked to call from their home phones to activate their 
cards. Some card companies maintain, however, that they use 
additional means to confirm new cards. And caller ID spoofing may 
not work for calls to 1-800 numbers, where the hardware can identify 
calls using a separate technology.

Two spoofing services contacted by The Associated Press, 
Spoofcard.com and Telespoof.com . did not return m essages seeking 
comment about their business. However, some of the five or so Web 
sites in the business don't appear to be completely unscrupulous: 
Jam es said he had been hired by a few of them, which he would not 
name, to help stop the Western Union scam .

Also, both S poofcard.com and SpoofTel.com say they will surrender 
call logs to authorities in response to subpoenas. Spoofcard.corn's 
site says the service is "intended for entertainment purposes only."

Telephone companies can trace calls to their origin regardless of the 
Caller ID information they carry, but the process is laborious, 
especially since a call may be carried by several companies before 
reaching its destination. The fragmented nature of the telephone 
network also makes it technically difficult for the carriers to prevent 
spoofing.

At Verizon Communications Inc., security manager John 
Lewandowski said the company often gets complaints about fake 
Caller ID after a telemarketer has spoofed his number to cover his 
tracks.

In a typical ca se , someone will be jarred in the middle of the night by 
repeated telemarketing calls. He checks Caller ID, calls the number-  
which is false -  and starts "cussing out" the person at the other end 
of the line, Lewandowski said.

"And that poor guy was asleep . It wasn't him at all," Lewandowski 
said. The company investigates and tracks down the callers, he 
added.

Apart from fraud and telemarketing, Caller ID spoofing can be used
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for pranks and spying.

In one case , SWAT teams surrounded a building in New Brunswick, 
N .J., last year after police received a call from a woman who said she 
was being held hostage in an apartment. Caller ID was spoofed to 
appear to come from the apartment.

It's also easy to break into a cell phone voice mailbox using spoofing, 
because many systems are set to automatically grant entry to calls 
from the owner of the account. Stopping that requires setting a PIN 
code or password for the mailbox.

In a slightly more complicated fasnion, spoofing was part ov'the 
technique used by a hacker who broke into Paris Hilton's cell-phone 
voicemail in 2004, according to security consultant Kevin Mitnick, 
who said he was citing hacking sources. The hacker apparently 
called the celebrity socialite posing as a technical-support person 
from ‘he carrier, and lured the password from her.

That is known as a "pretext" call -  someone poses on the phone as a 
customer, employee or even a regulator to obtain personal 
information from companies and individuals. And indeed, while 
Spoofcard.com contends that its service is for "entertainment 
purposes," it also notes that "Private Investigators will find Caller ID 
spoofing valuable for pretext calls,"

Robert Douglas, a privacy consultant in Colorado, testified before 
Congress last month that pretexters trade tips on finding the best 
spoofing sen/ices.

Pretexters generally claim their practices are legal, as long as they 
don't involve financial information. A bill introduced in the Senate 
would make it illegal to pose a s  someone e lse  to obtain phone 
records, or to buy records from phone company insiders.

Douglas would like legislation against Caller ID spoofing a s  well, but 
there appears to be little interest in Washington.

"If I’m paying extra for Caller ID, which I do ... there should be some 
ability on my part to believe what I'm getting," Douglas said.

In Alaska, State Representative Bob Lynn has introduced a bill to 
make spoofing a misdemeanor. "Fa lse caller identification is more 
serious than pranks, or the annoyance of intrusive telemarketing,"
Lynn writes. "It facilitates fraud, and can be potentially deadly."

However, it is unclear what effect the bill would have. As Lynn notes, 
Cal'^r ID is a federal issue. ■

O  Copyright 2006 Associated Press, All rights reserved This material may not be 
published, broadcast, rewritten, or redistributed.
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Quote

The only reason for the s ta ff a t Dave's iPAQ posting this is to protect the 

members o f our community. I Ye do not support any o f these types o f actions a t 
all!

And if I purchase a throw away cell with lOOminutes how are you going to track it back? 
That's basically how hackers do It.

Posted by D a v i d  C i c c o n c ,  Wednesday, Feb. 23rd, 2005

The easy way to secure your voicemail from spoofed caller ID is to set it up to require 
you to enter your password every time.

David chose to copy and paste the ad copy directly from CovertCall and Telespoors 
respective web sites. It should be noted that, even with spoofed caller ID, there is a 
record of the source and destination of every phone call that is placed on the US 
telephone network. There is no such thing as untracable phone calls.

Additionally, Telespoof was not the first company to market with caller ID spoofing.

Posted by PI P h o n e , Wednesday, Feb. 23rd, 2005

I used to have a Sanyo (5000?) cell phone years ago that allowed me to screen calls. 
When the phone rings, you would hit a side button that activated a local digital voice 
mall like introduction recording. It would appear to be a normal voice mail greating. (ot 
what ever you recorded) You could then interrupt to say hi after confirming it was 
actually someoen you want to talk to. (assuming they know to say something early, or 
while they are leaving a message) That's the only way 1 can think of to get around some 
of the potential headache. I havnt seen a phone with this feature though since then.

Posted by s d c z e c h ,  Tuesday, Feb. 22nd, 2005

Everyone please note this is a very easy way to access voicemails. Pans Hilton's entire 
Tmobile voice mailbox is all over the internet. This could possibly be the way they got in.

Posted by D a v id  C i c c o n c ,  Tuesday, Feb. 22rid, 2005
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Prank Calls Spook 'Other' Clintons

N O RTH LITTLE ROCK, Ark. - Prank calls are nothing new lor the famously named Bill Clinton ol North Little Rock, but never 
as scary - 01 as high-tech • as this one.

Clinton, who is not related to the former president and Arkansas governor of the sam e name, was the victim of a dangerous p 
month when another person used a computer to hack into a caller-ID system and hijack Clinton's home number.

After hacking into a computer system in a process called "caller-ID spoofing," Ihe as-yet unidentified caller made several calls 
home Jan. 29, telling Clinton's son he was going to disturb all the neighbors with calls lhat would appear to come from Clmlor

The prankster then called police lo make it look like it was Clinlon calling, said he had a gun lo someone's head and hung up
armed officers to besiege Clinton's home.

Clinlon had been sleeping, but his son had received the crank calls, including one 
saying Ihe police were on the way. Clinton went outside lo meet the police, who 
discovered lhat several calls were recorded on Clinton's own caller-ID system as 
having come from his own phono. That's when they realized somebody had 
hacked into Ihe computer system and impersonated Clinton’s telephone 
identification code.

Computer experts say that few people know about "spoofing" programs, which are 
available on the Internet and were developed so lhat telemarketers can bypass 
caller-ID systems. Coskun Bayrak of the computer science department al Ihe 
University of Arkansas at Little Rock said wider knowledge of "spoofing" could 
encourage copycats, but could also pressure the software industry to develop 
improvements lo cover the loopholes.

Clinlon said he's received bomb threats and harassing telephone calls before,
"presumably because his nam e is William Clinlon and he lives in the Little Rock 
area," the police report said.

Police haven't found the culprit, but reviewed Clinton's phone records and found 
one suspicious call from Winterville, N .C ., before Ihe series of calls disguised as coming from Clinton's phone. The owner of t 
Norlh Carolina told Winterville police that she too had been victimized by the crank caller.

The spoofer called again later Ihe night of Jan. 29, after Ihe police left, to see if Ihe police tiad shown up. W hen Clinton monli' 
an inkling the caller was from Winterville, the line went dead and the person hasn't called back, Clinlon said.
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