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It is the intent of the House Judiciary Committee that the term “electronic
communication,” as it is used in AS 11.61.120(a), amended by CSHB 12 (JUD), means any
transfer of signs, signals, writing, images, sounds, data, or intelligence of any nature transmitted
in whole or in part by, but not limited to, the following forms of direct communication:
electronic mail and text messages displayed by cellular, cordless, or digital telephones, or other
electronic media. It is the intent of this committee to provide the most reasonable and common
sense definition of “electronic communication” as it pertains to methods of harassment. As
computer technologies evolve, communication will advance as well. By declining to limit and
narrowly define methods of “electronic communication,” this body is allowing for future
methods of technology to be incorporated into the definition.
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To: Leg. Legal
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Re

: CS Draft Request

Please create a House Judiciary Committee Substitute for work order # 23-LS0050VD incorporating the
attached amendment.

|f you have any questions, please call me at4990. Thank you!

The information attached to this memo is CONFIDENTIAL an/or privileged. It is intended to be
reviewed initially by only the individual named above. If the reader of this Memorandum is not the
intended recipient or a representative of the intended recipient, you are hereby notified that any review,
dissemination, or copym? of the information contained herein is prohibited. "If you have received this
in error, please immediately notify the sender by telephone and return this to the sender at the above

address.



AMENDMENT %n
OFFERED IN THE HOUSE
TO: HB 12

Page 1, lines 11-13.
Delete all material and insert:
“(4) makes an anonymous or obscene telephone call, obscene electronic

communication, or atelephone call or electronic communication that threatens

physical injury; or”
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CS FOR HOUSE BILL NO. 12( )
IN THE LEGISLATURE OF THE STATE OF ALASKA
TWENTY-THIRD LEGISLATURE - FIRST SESSION

BY

Offered:
Referred:

Sponsor(s): REPRESENTATIVES MEYER, Heinze, Dahlstroru

ABELL
FOR AN ACT ENTITLED

"An Act relating to the crime of harassment committed by use of electronic
communication."

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. AS 11.61.120(a) is amended to read:
(a) A person commits the crime of harassment if, with intent to harass or

annoy another person, that person
(1) insults, taunts, or challenges another person in a manner likely to

provoke an immediate violent response;
(2) telephones another and fails to terminate the connection with intent

to impair the ability of that person to place or receive telephone calls;

(3) makes repeated telephone calls at extremely inconvenient hours;

(4) makes an anonymous or obscene telephone call or electronic
communication or a telephone call or electronic communication that threatens

physical injury; or

-1- CSHB 12( )
Mew Text Underlined [DELETED TEXT BRACKETED]
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(5) subjects another person to offensive physical contact.

Ok

CSHB 12( ) New Text: Underlined [DELETED TEXT BRACKETED]



HB 12 Harassment by Electronic Communication
House Judiciary Committee: February 7, 2003

1. Name:
Affiliation:

Phone number:

2. Name:
Affiliation;

Phone number:

3. Name:
Affiliation:
Phone number;

Leo Brandlen _ -
President, Alaska Peace Officers Association

907-564-4541

Lieutenant Matt Leveque
Field Operations Coordinator, Alaska State Troopers

907-269-0390

Sergeant Curt Harris
White Collar Crime Section, Alaska State Troopers

907-269-0390



MEMORANDUM

DATE: January 30, 2003

T0: Representative Lesil McGuire
Chair, House Judiciary Committee

FROM: Representative Kevin Meyer
RE: Hearing Request for HB 12

At your earliest convenience, please schedule HB, 12 Harassment by Electronic
Communication for a hearing in the House Judiciary Committee,

Under HB 12, die list of methods of harassment under AS 11.61.120 is amended to include
the sending o anonvmous or obscene electronic communications, or sending electronic

communications diat threaten physical injury.

Per your su%gestion_ | am providing a blank committee substitute that includes die changes
in di tide that we discussed.

Thank you for your time and consideration.

Email: Represcntative_Kcvin_Mcycr@lcgis.slate.ak.UB « Toll Free: (8G(i) 465-4945
Session: State Capitol, Juneau, Alaska 99801-1182 « Phone: (907) 465-4945 Fax: (907) 465-3476
Interim: 716 W. 4th Avc, Anchorage, Alaska 99501-2133 « Phone: (907) 269-0199 Fux: (907) 269-0197
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Representative Kevin Meyer
HOUSE DISTRICT 30

Sponsor Statement
HB 12

“An Act relating to harassment”

Under HB 12, die list of methods of harassment under AS 11.61.120 will be expanded to
include die sending of anonrmous or obscene electronic communicadons, or sending
electronic communicadons that direaten physical injury.

The Internet and odier telecommunication technologies are advancing every aspect of
society. Unfortunately, many of the attributes of this technology - low cost, ease of use, and
anonymous nature - make it an attractive medium for a new concern known as electronic
communications, or email, harassment. As the online population has soared to an estimated
80 . w10 USErS, die real-world crime of harassment has moved into cyberspace, causing

annoyance and fear for victims.,

Law enforcement agencies diroughout Alaska have seen a rise in reported electronic
harassment crimes. As die Internet becomes a more integral part of personal and
professional lives, individuals can take advantage of die ease of communications as well &
Increased access to personal information and die benefit of anonymity. Whereas an
individual may be unwilling or unable to confront a victim in person or on the telephone, he
or she may have little hesitation sending harassing or threatening electronic communications

to avictim.

The fact that email harassment does not involve physical contact creates die misconception
that it is more b.em(};n dian physical harassment or stalkm%. However, law enforcement
agencies recognize the serious nature and extent of email harassment and are beginning to
take aggressive action. In response to die growm%_number of reported email harassment
claims, Special units have been develoged to investigate and prosecute email harassment and
other computer related crimes. HB 12 would provide these agencies widi a significant tool

to protect and prosecute on behalf of Alaskans.

Last Updated: 1/30/2003

Email: Representative_Kcvin_Meyer@ legis.state.ak.us « Toll Free: (866) 465-4945
Session: State Capitol, Juneau, Alusku 99801-1182 « Phone: (907) 465-4945 Fax: (907) 465-3476
Interim: 716 W. 4th Ave., Anchoruge, Alusku 99501-2133 « Phone: (907) 269-0199 Fax: (907) 269-0197
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STATE OFFICE

Alaska Peace Officers Association

Anchorage. Alaska 99524-0106 Phone (907) 277-0515 Fas (907) 272-535

January 14, 2003

Representative Kevin Meyer
State Capitol
Juneau, Alaska 99801 -1182

Dear Representative Meyer:

On behalf of the Alaska Peace Officers Association (APOA), |
would like to thank you for introducing House Bill No. 12, an act
relating to harassment.

The APOA State Board of Directors recently met and after
discussing this proposed legislation, decided to unanimously
support this hill

Your legislative amendment will help to close the gap on those who
are victims of harassment by means of electronic communication.
In our ever-changing world of telecommunications we need
legislation like yours to cover all methods and modes of
communication involving the crime of harassment. We believe that
this proposed legislation will be of benefit to both citizens and law

enforcement of Alaska.

Please contact the APOA office in Anchora%e at 277-0515 ifthere
is anything our organization can do to assist in the passage of this

Sincerely,

Leo J.J3randlen
State President



Mike Messick
1520 N. Aspen Place
Wasilla, AK. 99654
(907)373-4858

RE: HB 12
To Whom It May Concern:

It is with great anticipation and relief that | am writing this IetterofsuPportfor .
Representative Meyer's bill to amend AS 11.61.12.0(%. Due to the nature of myjob
duties for the past dyears, | have had the opportunity to provide technical assistance to
municipal, state, and federal authorities for numerous computer-related investigations
pertaining to harassment and other crimes committed or assisted by the use of a

computer,

On many occasions, criminal charges could not be brought against a perpetrator simply
because he (or she) had used a computer in the commission of the crime. Had the
perpetrator used a telephone or other “conventional” means to commit the same type of
crime, a violation of AS 11.61.120(a) would have been committed, and appropriate

prosecutorial action taken.

AS 11.61.120(a) currently onlé_contams language pertaining to harassment by telephone,
physical, and verbal contact. Given the proliferadon of intemet-connected computers,
espemaIJy in Alaska, this statute needs to be expanded to also cover harassment by
electronic communications. This proposed exPansmn of coverage does not change the
intent of the statute in the least, but rather reinforces it by including one of the most
common means of communication in use today.

Simply put, this bill would empower municipal and state law enforcement officials to
more adequately carry out the intentions of the Ie%|slature. As many law enforcement
officials |nvest|g?at|ng cyber-harassment will attest, the current law is insufficient;
therefore, | ask for your support of this amendment.

Thank you for your consideration in this matter.

Sincerely,

Mike Messick _
Information Security Architect
ConacoPhillips



RECEIVED

Detective Richard Rhea

Anchorage Police Department FEB 06 2003
4501 S. Bragaw

Anchorage,AK 99507

(970) 780-2637

RE: HB 12
To Representative Meyer and Committee members;

| am a Detective with the Anchorage Police Department. | have been a police officer for eleven
years and a Detective for about two years. While on uniformed patrol, I handled hundreds of
domestic violence related calls. As a Detective, | have worked as a general investigator, a
Detective in the crimes against children unit and am now assigned to the computer crime unit,

| have handled Internet questions involving harassment before and | now have an actual case
before me involving an ex-boyfriend who has posted personal information and photos of his ex-
girlfriend. The victim, at one time had a restraining order on her violent boyfriend that the
victim was eventually talked into dropp[n?. The victim, as of a few weeks ago, has left state to
8$t away from her ex. Since then, the victim has started to receive numerous e-mails. Some of
e photos taken of the victim are of acompromising nature. The personal information posted by
the suspect contains various items but specifically the Fhone number of the victim's out of state
mother and the victim’ e-mail address. The victim realized something was amiss when she
started receiving e-mail about Wantm% more photos, dates etc. There were also lewd comments
about her photos. The victim feels totally violated and humiliated. The victim would like this to

stop.

| am assisting the victim and have told her that there are Municipal ordinances that cover this.
Although we have those ordinances here in Anchorage, the nature of the World Wide Weh
(Internet) has made occurrences of computer crimes more than Aus_t alocal phenomenon. These
crimes may also have an Anchora%e connection but suspect and victim may live out of
Anchorage. In some cases, state charges add more bite to criminal justice System. The
Municipality of Anchorage has recognized this and has amended their harassment/illegal use of
telephone ordinances several years ago. This Proposed legislation makes city and state laws
more consistent and provides additional tools to law enforcement to combat this crime and assist

victims.

Based on current state law, the victim would need to pursue civil means to address this (these
incidents) and at what personal and financial ost? No one deserves to be harassed in any way
either in person or electronically. With the dawning of a new century and Homeland Security,
Alaska needs to become savvier with computer crimes. Alaska has the highest per captia
comﬁuter users of any state in the union, We also, as of the writing of this letter, have two
Anchorage Police Detectives that investigate computer crimes full time. There is also an Alaska
State Trooper Ser’%eant white-collar crime supervisor that handles computer crimes in addition to
his other duties. Neither of our organizations have an adequate bu_d?et for computer
investigations so, any help we can get to make life easier for the victims and add additional law

enforcement tools, is very much wanted and appreciated.

Thank you for your consideration in this matter,

Richard Rhea
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1999 REPORT ON CYBERSTALKXNG: A NEW CHALLENGE
FOR LAW ENFORCEMENT AND INDUSTRY

—&

Cybersfcalking:
A New Challenge for'Law Enforcement and Industry

A Report from the Attorney General to the Vice President
August 1999

Introduction

The new millennium is fast approachlnP, and the information suPerhlghway IS undergoing
rapid growth. The Internet and other telecommunications technologies are promoting
advances in virtually every aspect of society and every comer of the globe: fostering ™
commerce, improving education and health care, promoting participatory democracy in the
United States and abroad, and famhtatmg communications among a_rmI%/ and friends, whether
across the street or around the world. Unfortunately, many of the attributes of this technology -
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low cost, ease of use, and anonymous nature, among others - make it an attractive medium for
fraudulent scams, child sexual exploitation, and increasingly, a new concern known as

"cyberstalking."

"Make no mistake: this kind o fharassment can be asfrightening
and as real as beingfollowed and watched in your neighborhood or

inyour home.”

Vice President AL Gore

Recognizing this emerging problem, Vice President AL Gore asked the Attorney General on
February 26, 1999, to study the problem and to report back with recommendations on how to
protect people from this threat. Responding to this request, this report explores the nature and
extent of cyberstalking; surveys the steps law enforcement, industry, victims groups, and
others currently are taking to address the problem: analyzes the adéquacy of current federal
and state laws; and provides recommendations on how to improve etforts to combat this

growing problem.

As discussed below, the nature and extent of the cyberstalkmg_problem is difficult to quant|f¥.
In addition, while some law enforcement agencies are responding aggressively, others are no
fully aware of the problem and lack the expertise and resources o pursue cyberstalking cases.
Similarly, while some Internet Service Providers (ISPs) have taken affirmafive steps to crack
down on c?lberstalkmg,_ others have not, and there is a great deal more that industry can and
should do to empower individuals to protect themselves against cyberstalking and other online

threats.

Indeed, current trends and evidence suggest that cyberstalking is a serious problem that will
?row in scope and complexity as more peolole_ take advantage of the Intemet and other
elecommunications technologies. The analysis and recommendations contained in this report
offer a framework for an initial response to the problem. These recommendations, however,
are only a first step. Important advances can be made if industry, law enforcement, victims
service providers and support groups, and others work together to developamore
comprehensive and effective response to this problem. Ultimately, however, the first line of
defense will involve mdustrr efforts that educate and empower individuals to protect
themselves against cyberstalking and other online threats, along with prompt reporting to law
enforcement agencies trained and equipped to respond to cyberstalking incidents.

What Is Cyberstalking?

Although there is no umversallY accepted definition of cyberstalking, the term is used in this
report to refer to the use of the Internet, e-mail, or other electronic communications devices to
stalk another person. Stalking ?enerally involves harassing or threatening behavior that an
individual engages in repeatedly, such as following a person, appearing at a person's home or
place of business, making harassing phone calls, leaving written messages or objects, or
vandalizing a person's property. Most stalking laws require that the perpetrator make a
credible threat of violence against the victim: others include threats against the victim's
immediate family; and still others require only that the alleged stalker's course of conduct

constitute an implied threat.™ While some conduct involving annoying or menacing behavior

12/19/2002 d'02 PM
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might fall short of illegal stalking, such behavior may be a prelude to stalking and violence
and should be treated Seriously.

Protecting Children from On-Line Dangers

Although the Internet and other forms of electronic communication offer new and
excmnP ogportunltles for children, they also expose children to new threats. For
example, Federal law enforcement agencies have encountered numerous instances in
which adult pedophnes_have made contact with minors through online chat rooms,
established a relationship with the child, and later made contact for the purpose of

engaging in criminal sexual activities.

Federal, state, and local law enforcement agencies have responded ag%resswely t0
Brotect children from online sexual predators. For example, in 1995, the Federal

ureau of Investigation launched an undercover initiative, dubbed Innocent Images, to
combat the exploitation of children via commercial online services. Based in
Calverton, Maryland, "Innocent Images" is the central operation and case mana?ement
system for all FBI undercover online child ﬁor_nography and child sexual exploitation
mves_tlganons._A_s of December 31, 1998, the initiative has resulted in 232 _
convictions. Similarly, the U.S. Customs Service's CyberSmu?gllnP Center, based in
Sterling, \[lr%lnla, plays an important role in combating sexual exploitation of
children via the Internet and other online communications media. The Center
develops leads and tips for law enforcement investigation, receives complaints via the
U.S. Customs Service website, and coordinates undercover operations against
international child porno raPh and child sexual exploitation rings. The National
Center for Missing and Exploited Children unveiled a new Clyber |B||nc in March
1998 to serve as a national online clearinghouse for tips and leads about child sexual
exploitation.www.cvbertipline.com)

The Department of Justice, through the Office of Juvenile Justice and Delinquency
Prevention’s Missing and Exploited Children Program (MECP), provides funding to
state and local law enforcement agencies to create multijurisdictional responses to
prevent and combat Internet crimes against children. In 1998, ten state and local
ageln%lgs received grants under MECP; an additional eight task forces will be funded
in 1999,

There are ste,os parents and others can take to protect children from online dangers.
Parents should teach their children to follow the comman-sense "rules of the road" for
the Internet, including the need to protect their privacy in the online world. The FBI,
for example, has prepared an online "Parent's Guide to Internet SafetK.” _ _
(www.for.gov) Moreover, indwiduals should report maprwopnate behavior to their
Internet Service Provider (ISP) or, if it involves potentially illegal conduct, to |
appropriate law enforcement a?enmes. Law enforcement agencies need to establish
and/or |m.E)rove programs that train their personnel to recognize the seriousness of
online child sexual exploitation and how to investigate this new form of criminal
conduct. They also need to work closely with ISPs and others to facilitate
communication and cooperation. Fmallr, private companies, including ISPs, need to
provide parents and children with effective tools to ,orotect children from online
exploitation, including fllterlnP technology, parental controls, and other efforts. ISPs
glﬁ)j need t(} establish clear policies that prohibit online solicitation or exploitation of
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cmiutcii anu to iuae appiupnuic action wticu Sum mcmeius cumc tu incn auennun, us
is now required under federal law. See U.S.C. 13032.

Nature and Extent of Cyberstalking
An existing problem aggravated by new technology

Although online harassment and threats can take many forms, c?/berstalklng shares important
characteristics with offline stalkmg. Many stalkers - online or off - are motivated by a desire to
exert control over their victims and engage in similar types of behavior to accomplish this end.
As with offline stalking, the available evidence (which'is largely anecdotal) sugqests that the
majority of cyberstalkers are men and the manrlty of their victims are women, although there
have been regorted cases of women cyberstalking men and of same-sex ¢ berstalkmq. In
many cases, the cyberstalker and the victim had a prior relationship, and the cyberstalking
begins when the victim attempts to break off the relationship. However, there also have been
many instances of cyberstalkm b){ stran%ers. Given the enormous amount of personal
information available through the Intemet, a_ciberstalker can easily locate private information
about a potential victim with a few mouse clicks or key strokes.

The fact that c%berstalkmg does not involve physical contact may create the m|sPercept|0n
that it is more benign than physical stalking. This is not necessarily true. As the Intemet
becomes an ever more integral part of our personal and professional lives, stalkers can take
advantage of the ease of communications as well as increased access to personal information.
In addition, the ease of use and non-confrontational, impersonal, and sometimes anonymous
nature of Internet communications may remove disincentives to cyberstalking. Put another
way, whereas a potential stalker may be unW|II_|n?_ or unable to confront a victim in person or
on the telephone, he cr she may have little hesitation sending harassing or threatening
electronic communications to a victim. F_mallg, as with _thsu;aI stalking, online harassment
and threats may be a prelude to more serious behavior, including physical violence.


http://www.usdoj.gov/criminal/cybercrime/cyberstalking.htm

Cyberstalking: A New Challenge for Law Enforcement and Industry http://www.usdoj.gov/criminal/cybercrime/cybersialking.htn

Offline vs. Online Stalking -- A Comparison”®

Major Similarities

Majority of cases involve stalking by former intimates, although stranger stalking
occurs in the real world and in cyberspace.

Most victims are women; most stalkers are men.
Stalkers are generally motivated by the desire to control the victim.

Major Differences

Offline stalking generally requires the perpetrator and the victim to be located in the
same geographic area; cyberstalkers may be located across the street or across the

country.

Electronic communications technologles make it much easier for a cyberstalker to
encourage third parties to harass and/or threaten a victim (.g., impersonating the
victim and postmq inflammatory messages to bulletin boards and in chat rooms,
causing viewers of that message to send threatening messages back to the victim

"author.")

Electronic communications technolo%ies also lower the barriers to harassment and
threats; a cyberstalker does not need to physically confront the victim.

While there are man?{ similarities between offline and online stalking, the Internet and other
communications technologies provide new avenues for stalkers to pursue their victims,

A cyberstalker may send repeated, threatening, or harassing messages by the simple push of a
button; more sophisticated cyberstalkers use Programs to send messages at regular or random
intervals without being phy3|ca||¥]present at the computer terminal. California law
enforcement authorities say they have encountered situations where a victim repeatele/
receives the message "187" on their pagers - the section of the California Penal Code for
murder, In addition, a cyberstalker can dupe other Intemnet users into harassmg or threatening a
victim by utilizing Internet bulletin boards or chat rooms. For example, a stalker may post a
controversial or enticing message on the board under the name, phone number, or e-mail
address-of the victim, resulting In subsequent responses being sent to the victim, Each
message ~ Whether from the actual cyberstalker or others —will have the intended effect on
the victim, but the cyberstalker's effort is minimal and the lack of direct contact between the
cyberstalker and the'victim can make it difficult for law enforcement to identify, locate, and

arrest the offender.
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Actual Cyberstalking Incidents

In the first successful prosecution under California's new cgbe_rstalkmg law,
Erosecutors in the Los Angeles District Attorney's Office obtained a guilty plea from a

0-year-old former security guard who used the Internet to solicit the rape of a woman
who rejected his romantic advances. The defendant terrorized his 28-gear-old victim by
impersonating her in various Internet chat rooms and online bulletin boards, where he
Bo_sted, along with her telephone number and address, messages that she fantasized of

emgf(raped. On at least six occasions, sometimes in the middle of the night, men
knocked on the woman's door saying they wanted to rape her. The former security
guard pleaded guilty in April 1999 to one count of stalking and three counts of
solicitation of sexual assault. He faces up to six years in prison,

A local prosecutor's office in Massachusetts charged a man who, utilizing anonymous
remailers a_IIe%edIy enga%ed in a systematic pattern of harassment of a co-worker,
which culminated in an attempt to extort sexual favors from the victim under threat of
disclosing past sexual activities to the victim's new husband.

An honors graduate from the University of San Diego terrorized five female university
students over the Internet for more than a year. The victims received hundreds of
violent and threatening e-mails, sometimes rece|vm? four or five messages a day. The
graduate student, who has entered a guilty plea and faces up to six years in prison, told

olice he committed the crimes because he thought the women were laughing at him
[[e)md causing others to ridicule him. In fact, the victims had never met him.

The anonymity of the Intemet also provides new opportunities for would-be cyberstalkers. A
cyberstalker's true identity can be concealed biusmgdﬁferent ISPs and/or b adoEtmg _

different screen names. More exPerlence_d stalkers can use anonymous remailers that make it
all-but-jmpossible to determine the true identity of the source of an e-mail or other electronic
communication. A number of law enforcement agencies report they currently are confronting
cyberstalking cases involving the use of anonymous remailers,

Anonymity leaves the cyberstalker in an advantaggeous position. Unbeknownst to the target,
the perpetrator could be'in another state, around the comer, or in the next cubicle at work. The
Perpetrator could be a former friend or lover, a total stranger met in a chat room, or simply a
eenager playing a practical joke. The inability to identify the source of the harassment or
threats could be partmularly ominous to a cyberstalking victim, and the veil of anonymity
might encouraPe the ﬁerpe rator to continue these acts. In addition, some perpetrators, armed
with the knowledge that their identity is unknown, m|?ht be more willing to pursue the victim
at work or home, and the Internet can provide substantia! information to this end. Numerous
websites will provide personal information |nc|ud|r]? unlisted telephone numbers and detailed
directions to a home or office. For afee, other websites promise to provide social security
numbers, financial data, and other personal information.

Evidence suggests cyberstalking is a growing problem

Although there is no comprehensive, nationwide data on the extent of cyberstalking in the
United States, some ISPs compile statistics on the number and types of comlolamts of
harassment and/or threats |nvo|vm%_th_e|r subscribers, and individual law enforcement
agencies have compiled helpful statistics. There is, moreover, a growing amount of anecdotal
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and informal evidence on the nature and extent of cyberstalking.

First, data on offline stalking may provide some insight into the scope of the cyberstaiking
{ problem. According to the most fecent National Violence Against Women Survey, which

defines stalking as referring to instances v/here the victim felt a high level of fear:”

» Inthe United States, one out of every 12 women (8.2 million) and one out of every 45
men (2 million) have been stalked at some time in their lives. _ _

J Cl)zne pegﬁent of all women and 0.4 percent of all men were stalked during the preceding

months.

» Women are far more likely to be the victims of stalklmq than men - nearly four out of
five stalking victims are women. Men are far more likely to be stalkers - 87 percent of
the stalkers identified by victims in the survey were men, o

» Women are twice as likely as men to be victims of stalking by strangers and eight times
as likely to be victims of Stalking by intimates.

In the United States, there are curr.entIY more than 80 million adults and 10 million children
with access to the Internet. Assuming the Rropomon of cy_be,rstalkm? victims iseven a
fraction of the proportion of persons who have been the victims of offline stalking within the
preceding 12 months, there may be potentially tens or even hundreds of thousands of victims
of recent cyberstalking incidents in the United States.” Although such a "back of the
envelope" calculation s inherently uncertain and speculative (given that it rests on an
assumption about very different populations), it does give a rough sense of the potential
magnitude of the problem.

Second, anecdotal evidence from law enforcement agencies indicates that cyberstalking is a

serious - and growm? - problem. At the federal level, several dozen matters have been referred

gusually by the FBI) to U.S. Attorney's Offices for possible action. A number of these cases
ave been'referred to state and local law enforcement agencies because the conduct does not

appear to violate federal law.

In addition, some local law enforcement agencies are beglnnln% to see cases of cyberstalking.
For example, the Los Angeles District Attorney's Office estimates that e-mail or other
electronic communications were a factor in approximately 20 Percent of the roughly 600 cases
handled by its Stalkm? and Threat Assessment Unit. The chief of the Sex Crimes Unit in the
Manhattan District Attorney's Office also estimates that about 20 percent of the cases handled
by the unit involve cyberstalking. The Computer Investigations and TechnologY Unit of the
New York City Police Department estimates that almost 40 percent of the caseload in the unit
involves electronic threats and harassment -- and virtually all of these have occurred in the

past three or four years.,

Third, ISPs also are receivin%a growing number of complaints about harassing and
threatening behavior online, One major ISP receives approximately 15 complaints per month
of cyberstalking, in comparison to virtually no complaints of cyberstalking just one or two

years ago.

Finally, as part ofa Iar?e study on sexual victimization of college women, researchers at the
University of Cincinnati condicted a national telephane survey of4,446 randomly selected
women aftending two- and four-year institutions of higher education. The survey was
conducted during the 1996-97 academic year. In this survey, a stalking incident was defined as
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a case in which a respondent answered positively when asked if someone had "repeatedly
followed you, watched you, phoned, written, e-mailed, or communicated with you in othier
ways that'seemed obsessive and made you afraid or concerned for your safety.” The study
found that 581 women (13.1 percent) were stalked and reported a total of 696 stalking
incidents; the latter figure exceeds the number of victims because 15 percent of the women
experienced more than one case of stalking during the survey period. Of these 696 stalking
incidents, 166 (24.7 percent) involved e-mail. Thus, 25 percent of stalking incidents among

college women could be classified as involving cyberstalking/”
Current Efforts to Address Cyberstalking

The law enforcement response

Cyberstalking is arelatively new challenge for most law enforcement a?enues. The first
traditional stalking law was enacted by the state of California in 1990 - Tess than a decade ago.
Since that time, some law enforcement agencies have trained their Rersonnel on stalking
and/or established specialized units to handle stalking cases. Nonetheless, many a?enmes are
still developing the expertise and resources to investigate and prosecute traditional stalking
cases; only a handful of agencies throughout the country have focused attention or resources

specifically on the cyberstalking problem.”
Law enforcement response: awareness and training are key factors

Based on recent informal surveys of law enforcement agencies, it appears that the majority of
agencies have not investigated or prosecuted any cyberstalking cases. However, some agencies
- particularly those with units dedicated to stalking or computer crime offenses - have large
cyberstalking caseloads. As noted above, the New York Police Department's Computer
Investigation and Technology Unit and the Los Angeles District Attorney's Stalkm%_and
Threat Assessment Team estimate that 40 and 20 percent of their caseloads, respectively,

involve cyberstalking-type cases.

"Cyberspace has become a fertile field for |||eg1a| activity. B’Y’ the use of new
technology and equipment which cannot be policed bz_tradl lonal methods,
cyberstalking has replaced traditional methods of stal [nP and harassment. In
addition, cyberstalking has led to offline incidents of violent crime. Police and
prosecutors need to be aware of the escalating numbers of these events and devise
strategies to resolve these problems through the criminal justice system."

Linda Fairstein
Chiefof Sex Crimes Prosecution Unit
Manhattan District Attorney's Office

The disparity in the activity level amon? law enforcement agencies can be attributed to a
number of factors, First, it'appears that the majority ochberstaIkmg victims do not rePort the
conduct to law enforcement, either because they feel that the conduct has not reached the point
of being a criminal offense or that law enforcement will not take them seriously. Second, most
law enforcement agencies have not had the training to recognize the serious nature of
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cyberstalking and to investigate such offenses. Unfortunately, some victims have reported that
rather than oEen an investigation, a law enforcement agency has advised them to come back if
the cyberstalkers confront or threaten them offline. In several instances, victims have been

( told by law enforcement simply to tum off their computers.

Law Enforcement: Lack of Training and Expertise
Can Frustrate Victims, Hinder Response

A recent incident demonstrates how the lack of law enforcement trainingand
expertise can frustrate cyberstalking victims: A woman complained to a'local police
agency that a man had been pos.tmq information on the web claiming that her
nine-year-old daughter was available for sex. The web posting included their home
phone_number with instructions to call 24 hours a day, They received numerous
calls. The couple reported the problem to the local police agen% 0N numerous
occasions, but the a(ﬂencK simply advised the couple to change their home phone
number. Subsequen ¥,t e couple contacted the FBI, which opened an investigation.
|t was discovered that the local police agency did not have a computer expert, and
the investigative officer had never been on the Intemet. The local agency's lack of
familiarity and resources may have resulted in a failure to understand the
seriousness of the problem and the options available to law enforcement to respond

to such problems.

Another indication that many law enforcement agencies underestimate the magnitude of the
cyberstalkln% problem is the wide disparity in reported cases in different gurls Ictigns, across
the country. For example, one state attorney general's office in a midwestem state indicated
that it received approximately one inquiry a week regarding cYberstalklng cases and that it is
aware of aPpromeate_Iy a dozen prosecufions last year alone. In contrast, the state attorney
?eneral's offices in neighboring states indicated they have never received an inquiry into this
type of behavior. A_Ithou?h one would generallkl expect some disparity in differing
jurisdictions, the size of the disparity suggests that some law enforcement agencies do not
have the training or expertise to recognize the magnitude of the problem in theirjurisdictions.

Law enforcement response: jurisdictional and statutory limitations may frustrate some
agencies

Some state and local law enforcement agencies also have been frustrated byjurisdictional
limitations. In many instances, the cyberstalker may be located in a different city /state than
the victim m_akln%_ it more difficult (and, in some cases, all but impossible) for the local
authority to investigate the incident. Even if a law enforcement agency is willing to pursue a
case across state lines, it may be difficult to obtain assistance from out-of-state agencies when
the conduct is limited to harassing e-mail messages and no actual violence has occurred. A
number, of matters have been referred to the FBland/or U.S. Attorney's offices because the
victim and suspect were located in different states and the local agency was not able to pursue

the investigation.

The lack of adequate statutory authority also can limit law enforcement's_response t0 _

cyberstalking incidents. At least 16 states have stalking statutes that explicitly cover electronic
communications,” and cyberstalking may be covered under general stalking statutes in other
states. It may not, however, meet the statutory definition of stalking in the remainder. In many
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cases, cyberstalking will involve threats to kill, kidnap, or injure the person, reputation, or
property of another, either on or offline and, as such, may be prosecuted under other federal or

state laws that do not relate directly to stalking.

Finally, federal law may limit the ability of law enforcement agencies to track down stalkers
and other criminals in cyberspace. In particular, the Cable Communications Policy Act of
1984 (CCPA) prohibits the disclosure of cable subscriber records to law enforcement agencies
without a court order and advance notice to the subscriber. See 47 U.S.C. 551(c), (h). As more
and more individuals turn to cable companies as their ISPs, the CCPA s posing a significant
obstacle to the investigation of cybercrimes, including cyberstalking. For example, under the
CCPA, alaw enforcement agency investigating a cyberstalker who uses a cable company for
Internet access would have to provide the individual notice that the agency has requeste
his/her subscriber records, thereby Je.opardl_zm? the criminal investigation. While 1t is
appropriate to prohibit the indiscriminate disclosure of cable records to law enforcement
agencies, the hetter approach would be to harmonize federal law by providing law
enforcement access to cable subscriber records under the same privacy safeguards that
cunrent| %overn law enforcement access to records of electronic mail subscribers under 18
U.S.C. 2703. Moreover, special provisions could be drafted to protect against the
inappropriate disclosure of records that would reveal a customer's viewing habits.

Law enforcement response; the challenge of anonymity

Another complication for law enforcement is the presence of services that provide anonymous
communications over the Internet. To be sure, anonymity provides important benefits,
including protecting the privacy of Internet users. Unfortunately, cyberstalkers and other
cybercriminals can exploit the anonymity available on the Internet to avoid accountability for

"heir conduct.

Anonymous services on the Internet come in one of two forms: the first allows individuals to
create a free electronic mailbox through a web site. While most entities that provide this
service request |dent!fy!n? information from users, such services aimost never authenticate or
otherwise confirm this information. For these services, payment is typically made in advance
through the use of a money order or other non-traceable form of payment. As long as payment
is received in advance by the ISP, the service is provided to the unknown account holder. The
second form comprises mail servers that purposefully strip identifying information and
transPort headers from electronic mail. By forwarding mails through Several of these services
serially, a stalker can nearly perfectly anonymize the message. The presence of both such
services makes it relatively simple to send anonymous communications, while making it
difficult for victims, providers, and law enforcement to identify the person or persons
responsible for transmitting harassing or threatening communications over the Internet.

Law enforcement response: specialized units show promise in combating cyberstalking

A growing number of law enforcement ag%_enmes are 1eco mzmq the serious nature and extent
of cyberstalking and takin aggresswe action to respond. Some larger metropolitan areas, such
as L0s Angeles and New York, have seen numerous incidents of cyberstalking and have
specialized units available to investigate and prosecute these cases. For example, Los Angeles
has developed the Stalking and Threat Assessment Team. This team combines special sections
of the police department and district attorney's office to ensure properly trained investigators
and prosecutors are available when cyberstalking cases arise. In addition, this specialized unit

in nfn/1
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IS given proper resources, such as adequate computer hardware and advanced training, which
is essential In investigating and prosecuting these technical cases. Similarly, the New York
City Police Department created the Computer Investigation and Technology Unit. This unit
provides regular training for police officers and ﬁrosec_u_tors_re?ardmg the Intricacies of
cyberstalkm? investigations and prosecutions. The training includes understanding how chat
rooms operate, how o obtain and preserve electronic evidence, and how to draft search

warrants and subpoenas.

The programs in New York and Los Angeles hoth ensure that enforcement personnel receive
proper training and have adequate resources to combat cyberstalking. Otherjurisdictions are
also taking steps to combat cyberstalking. One of the critical steps is learning how to trace
communications sent over computers and the Internet. Traditional law enforcement techniques
for surveillance, investigation, and evidence gathering require modification for use on
comPuter networks and often require the use of unfamiliar legal processes. Law enforcement
at all levels must be properly trained to use network investigative techniques and legal process
while protecting the privacy of Ie?mmate users of the Internet. These techniques are similar to
those used in investigating other types of computer crime. Just as a burglar m|,(ﬂht leave
flngierprmts at the scene of a crime, a cyberstalker can leave an "electronic trail" on the web
that properly trained law enforcement can follow back to the source. Thus, technological
proficiency among both investigators and prosecutors is essential.

At ﬁresent, there are numerous efforts at the federal and state levels that focus solelK on high
technology crimes. These units do not focus on cyberstalking alone, but they have the
necessary expertise in computers and the Intermnet to assist in the investigation of ck/berst_alkmg
when it arises. For example, the Federal Bureau of Investigation (FBILhas Computer Crime
Squads throu%hout the country, as well as the National Infrastructure Protection Center in
Washington, to ensure chercnmes are properly investigated. Additionally, they have
Computer Analysis and Response Teams to conduct forensics examinations on'seized
magnetic media. S|m||arlé, In 1996 the Justice Department established the Computer Crime
and Intellectual Property Section within the Criminal Division. These units have highly
trained personne| who remain on the cutting ed?e of new technology and mvesUgatwe
techniques. In addition, each U.S. Attorney’s office contains experienced computer crime
Pros_ecuto_rs. These individuals - Computér and Telecommunications Coordinators —assist in
he investigation and prosecution of a wide variety of computer crimes, mcludmg _
cyberstalking. In addition, at the state level, several attorneys general have established special

divisions that focus on computer crimes.

Although high-tech expertise is essential, police and prosecutors have developed other
strategies for helping victims of cyberstalking. An Assistant U.S. Attorney reForted that in two
recent cases of e-mail harassment, he asked an FBI agent to confront the would-be harasser.
The agent advised that such behavior might constitute a criminal offense. In hoth instances,
the harassment stopped. Such strategies, however, are no substitute for prosecution under
federal or state law In the appropriate circumstances.

A critical steB in combating cyberstalking is understanding stalking in general. In many
instances, cyberstalking is Simply another phase in an overall stalking pattern, or it is reqular
stalking behavior using new, hig -t_echnologY tools. Thus, strategies and techniques that have
been developed to combat stalkln? in general often can be adapted to cyberstalking situations.
Fortunatelx, many state and local fTaw enforcement agencies have begun to focus on stalking,
and some have developed special task forces to deal with this problem. In addition, the
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Attorney General submits an annual report to Congress entitled "Stalking and Domestic
Violence." This report compiles valuable information about what the Department of Justice
has learned about stalking and stalkers and is a valuable resource for law enforcement

agencies and others.”

Cyberstalking is expected to increase as computers and the Internet become more popular.
Accordingly, law enforcement at all levels must become more sensitive to cyberstalking
complaints and devote the necessary training and resources to allow proper investigation and
prosecution. By becoming technologically proficient and understanding stalking in general,
agenc_|es will be better Prepare.d to respond to cy.berstalkmgi incidents in theirjurisdictions. In
addition, state and local agencies can turn to their local FB1 or U.S. Attorney's office for
additional technical assistance. Also, computer crime units and domestic violence units should
share information and expertise, since many cyberstalking cases will include elements of both
computer crime and domestic violence. Finally, law enforcement must become more sensitive
to the fear and frustration experienced by cyberstalkm victims. Proper training should help in
this regard, but law enforcement at all levels should take the next step and place special
emphasis on this problem. Com,outers and the Internet are becoming indispensable parts of
America’s culture, and cybersta km&; IS a growing threat. Responding to a victim's complaint
by saying “just turn off your computer" is not acceptable.

Industry efforts

Although the Internet industry has tried to combat abusive electronic communications overall,
the industry as a whole has not addressed cyberstalkm(t; in particular. According to a review
conducted as part of the preparation of the report, most major ISPs have established an
address to which complaints of abusive or harassing electronic mail can be sent (generally,
this address is "abuse@[the ISP's domain]" -- for example, "abuse@aol.com". In addition,
these providers almost uniformly have provisions in their online agreements sP]ecmcally
Proh|b|_t|ng abusive or harass_,mg%_conduct through their service and providing that violations of
he policy will result in termination of the account,

In practice, however, ISPs have focused more on assisting their customers in avoiding
annoying online behavior, such as receiving unsolicited commercial electronic mail
"spamming") or large amounts of electronic mail mtentlonaII;{ sentto an individual
"mail-bom mg"%; relatively less attention has been paid to helping victims of c¥bersta|k|ng or
other electronic threats. For'some ISPs, the procedures for_lngmg complaints of online
harassment or threats were difficult to locate, and their policies about what does or does not
constitute a violation of service agreements were generally unhelpful. In addition, many ISPs
do not inform their customers about what steps, if any, the ISP has taken to follow-up on their
customer's complaint. These problems - hard-to-locate complaint procedures, va(TJue policies
about what does and does not constitute prohibited harassment, and inadequate follow-up on
complaints —may pose serious obstacles to cyberstalking victims who need help.

Online industry associations respond that providing such protection to their customers is
costly and difficult. Although they recognize that larger ISPs have begun to commit resources
to dealing with harassment online, they caution that the costs of imposing additional reFE)ortmg
or response ohligations upon ISPs ma}/_ make it difficult for small or entrepreneurial ISPs to
continue providing service at competitive rates. For example, the Commercial Intemet
Exchange, whose members carry approximately 75 percent of U.S. hackbone traffic, cautions
that no attempt to impose reporting requirements should be made unless fully justified by the
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record, However, according to the same group, the decentralized nature of the Internet would
make it difficult for providers to collect and submit such data. Accordin lY’ the evidence of
the scope of the cyberstalking problem is likely to remain for the forseeable future defined
primarily by anecdotal evidence, with no basis to determine whether the phenomenon is

growing;, static, or declining.
Industry efforts: educating and protecting consumers

Despite the difficulty in fu||¥ defining the scope of the ¢ berstalkln? problem, however,
industry has made notable efforts to inform consumers about ways to protect themselves
online. Such information is principally focused on protecting children and consumers on the
Internet. For example, since 1996, the Internet Alliance, one of the key Internet industry
rouR‘s, has worked with the Federal Trade Commission and government agencies on Project
PEN (Online Public Education Network). Project OPEN provides information about fraud,

parental controls, and protecting privacy.” Although this information is not specifically
relevant to cyberstalking, much of the advice about protecting children and safeguarding
pnvackl_ while online may be of assistance to individuals v/ho want to use the Internet while
ﬁrote_c ing a%amst potential cyberstalkers. More recently, a number of industry organizations

ave ,0|ned ogether to develop, GetNetWise.Com - asingle, comprehensive online resource
to help parents and children use the Internet in a safe and educational manner.

Other similar industry efforts have recently been announced to address other aspects of
computer-related crime. For example, the Department of Justice and the Information
Technology Association of America (ITAA) announced the Cybercitizen Partnership in March
1999. This partnership is intended to boost cooperation between industry and government,
expand public awareness of computer crime issues among children and adolescents, and
ﬁrowde resources for government to draw upon in addressing computer crime. The industry
as also responded to the complaints of parents who are worried about the content available to
their children over the Internet by announcing the "One Click Away" initiative to give parents
important information about ﬁro ecting their children in a central location. Similareducation
and outreach efforts, approached through cooperation between industry and government, may
educate individuals concerned about these issues and therefore mitigate some of the dangers

of cyberstalking.

In addition, other Internet industry sectors have belgun to address aspects of the cyberstalking
problem. Man¥ of these solutions focus on the ability of individuals to protect themselves
agamst unwanted communications. For example, most Intermnet "chat" facilities offer users the
ability to block, squelch, or ignore chat _me_ssaPes or "paging" from individuals who are
attemptln? to annoy or threaten them. Similarly, many e-mail users have tools which allow the
users to block e-mail from individuals who are attempting to harass or annoy them. Such a
solution ma5{ be useful in situations where the communications are merely annoying.
Unfortunately, such a solution is less appropriate when threatening communications are
received, because a victim who never "receives" the threat may not know they are bein
stalked, and may be alerted, for the first time, when the stalker shows up to act on the threat.

In another type of response, providers have begun to set up “gated communities” for
individuals, families, and children. The techniques used by stich communities are still in
developmental stages, hut th_e%/ range from specialized servers, which allow potentiall
objectionable content to be filtered at the server, to de3|gnat_ed areas for children and teens,
which place restrictions on the amount or types of personal information that will be provided
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to others. Individuals who are concerned about being stalked may find refuge in such
communities.

While these efforts all reflect important initiatives for self-protection, hoth mdustrY and
government representatives agree that a keP/_cor_nponent of addressing the cyberstalkin
problem is education ,nd empowerment: If individuals are given clear direction about how to
protect themselves agamst threatening or harassing communications, and how to report
Incidents when they do occur, both industry and law enforcement will be in a position to

cooperate to conduct investigations.
Industry efforts: cooperation with law enforcement

Both industry and law enforcement benefit when crime over the Internet is reduced. In
particular, the Internet industry benefits significantly whenever citizen and consumer
confidence and trust in the Internet is increased. AccordlngIK, both industry and law
enforcement recognize the need to cooperate more fully with one another in this area. Industry
representatives have noted that contact between industry and law enforcement —particularly
in the area of harassment —is SP_oradm and episodic. Industry representatives, who were
consulted as Part of the preparation of this report, indicated their willingness to part|C|Pate in
training efforts for law enforcement. Law enforcement -- particularly on the state and local
level, who will often be first responders to cyberstalking complaints -- should be willing to
engage industry in dialogue and take advantage of the expertise offered by industry in
designing training programs. Moreover, closer cooperation hetween law énforcement and
industry ill help to ensure that law enforcement officers know who at the ISPs to call and
how toproceed when they receive a complaint, and ISPs have a contact in law enforcement
when they receive a complaint that warrants intervention by law enforcement.

Victims and support organizations

Because cyberstalking is a relat_ivel}/ new criminal ﬂhenqmenon, very little public attention
and resources have been committed to add_ressm_% this crime. Consequently, victims of online
harassment and threats, often in collaboration with victim service providers and advocates,
have had to step in to fill the void by developing their own informal support networks and
informational web sites to exchange information about how to respond to these crimes

effectively.

Victim service providers report that the Intemet is rapidly becoming another weapon used by
batterers against their victims. Just as in real life, abused women can be followed in
cyberspace by their batterers, who may surreptitiously place their target under surveillance
without her Knowledge and use the information to thieaten her or discredit her by putting
misinformation on the Internet. Victim Service Prqwders_recommend that victims make copies
of all e-mails sent by the batterer as evidence of his stalking and advise a victim to let the
stalker know that she does not want to have any further contact with him. SAFE House, a
domestic violence victim service provider in |ch|%an, suggests that victims change their
passwords often; refrain from telling anyone what the password is; do not use a password or
other identifying information that the batterer/stalker can guess; set up a program that requires
a password even to get on the computer; be sure to clear out the history information if
pro%rams such as ICQ, AOL Communicator, and Excite PAL, are used; remember that many
chat rooms have archives that can be accessed later on by anyone; be careful about what is
said in chat rooms and use an alias that is only known to'good friends; be aware that if the
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screen name of the assailant is known, he can be blocked from tracking victims through a
buddy list on AOL; and, consult the ISP about the best way to secure their account,

A focus group convened on October 30, 1998, by the Office for Victims of Crime, a
component within the U.S. Department of Justicg, sought to identify the needs of stalking
victims, including victims whose stalkers used the Internet to track and to harass their victims,
The victims at the focus group emphasized that although the response of law enforcement and
victim service Prowders IS important, stalking victims need a wide range of services from
doctors, mental health providers, day care providers, welfare and child protection workers,
school staff, and employers. In addition, the focus group participants indicated that
community awareness and understanding of what constitutes stalkm&_beha_vlqr is critical to
the support and well-being of stalking victims. Finally, all of the stalking victims reported that
the consequences of not being believed or supported, or having their fears viewed as
exag?_erated or unrealistic, can be devastating. Some victims feel isolated and alone, are made
to believe that the stalkmq IS their fault, lose primary relationships, or fear losing theirjobs.
These issues are just as relevant to cyberstalking victims as they are to victims ot offline

stalking.

Adequacy of Existing Laws

Although stalking has been a problem for many years, only in this decade has it received
significant attention from lawmakers, policy officials, and law enforcement agencies. In 1990,
California became the first state to enact asPecmc stalking law. Since that time, all 50 states
and the District of Columbia have enacted stalking laws.

State cyberstalking laws

Less than one third of the states have anti-stalking laws that explicitly cover stalking via the
Internet, e-mail, pagers, or other electronic communications. California, for example, only
recently amended its stalking statute to cover cyberstalking. This law was used in the
prosecution of a 50-year-old former security guard who pleaded gunt¥ on April 28, 1999, to
one count of stalking and three counts of solicitation of sexual assault after using the Internet
to solicit the rape of a woman who rejected his romantic advances. While the Peneral stalking
statutes in some states may cover cyberstalking, all states should review their laws to ensure
they prohibit and provide appropriate punishment for stalking via the Internet and other

electronic communications.

Federal cyberstalking laws

Federal law grovides a number of important tools that are availahle to combat cyberstalking.
Under 18 U.S.C. 8756(:), it is a federal crime, punishable by up to five Year_s inprison and a
fine of up to $250,000, to transmit any communication in interstate or foreign commerce

containing a threat to injure the_Persqn of another. Section 875(c) applies to any
communication actually transmitted in interstate or foreign commerce - thus it Includes threats
transmitted in interstaté or foreign commerce via the telephone, e-mail, beepers, or the

Internet.

Although 18 U.S.C. 875 is an important tool, it is not an all-purpose anti-cyberstalking statute.
First, itapplies only to communications of actual threats. Thus, it would not apply in a
situation where a cyberstalker engaged in a pattern of conduct intended to harass or annoy
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another'(absent some threat). Also, it is not clear that it would apply to situations where a
person harasses or terrorizes another by posting messages on a bulletin board or in a chat room
encouraging others to harass or annoy another person (%s in the California case, discussed

infra.).

Certain forms of cyberstalking also may e prosecuted under 47 U.S.C. 223. One provision of
this statute makes 1t a federal crime, punishable by up to two years in prison, to use a
telephone or telecommunications device to annoy, abuse, harass, or threaten any person at the
called number.™ The statute also requires that the perpetrator not reveal his or her name. See
47 U.S.C. 223(a)(1)(C). Although this statute is broader than 18 U.S.C. 875 -- in that it covers
both threats and harassment -- Section 223 applies only to direct communications between the
ﬂerpetrator and the victim. Thus, it would not reach a cyberstalkm? situation where a ﬂerson

arasses or terrorizes another person by posting messages on a bulletin board or in a chat room
encouraging others to harass or annoy another person. Moreover, Section 223 is only a
misdemeanor, punishable by not more than two years in prison.

The Interstate Stalking Act, S|?ne_d into law by President Clinton in 1996, makes it a crime for
any person to travel across state lines with the intent to injure or harass another person and, in
the course thereof, Blaces that person or a member of that person's family in a reasonable fear
of death or serious 0d||2/ injury. See 18 U.S.C. 2261 A. Although a number of serious stalking
cases have been prosecuted under Section 2261 A, the requirement that the stalker physically
travel across state lines makes it largely inappiicable to cyberstalking cases.

Finally, President Clinton signed a bill into law in October 1998 that protects children against
onling stalking. The statute, 18 U.S.C. 2425, makes it a federal crime to use any means of
interstate or fore_|%n commerce (such as a telephone line or the Internet) to knowingly
communicate with any person with intent to solicit or entice a child into unlawful sexual
activity. While this néw statute provides important Pr_otectmns for children, it does not reach
harassing phone calls to minors absent a showing of intent to entice or solicit the child for

illicit sexual purposes.

Thus, althou%h current statutes address some forms of cyberstalking, there are gaps in current
federal and state law. As outlined in the Recommendations below, States should review their
existing stal_km% and other statutes to determine whether they address cyberstalking and, if
not, expeditiously enact laws that prohibit cyberstalking.

Federal _Ie%lslatlon also is needed to fill the gaps in current law. While most cyberstalking
cases will fall within thejurisdiction of state and local authorities, there are instances - suich as
serious cyberharassment directed at a victim in another state or involving communications
intended to encourage third parties to engage in harassment or threats - where state law is
Inadequate or where state or local agencies do not have the expertise or the resources to
investigate and/or ﬁ_rosecute a sophisticated cyberstalking case. Therefore, federal law should
be amended to pronibit the transmission of any communication in interstate or foreign
commerce with intent to threaten or harass another person, where such communication places
another person in fear of death or bodily |n1ur¥ to themselves or another person. Because of
the increased vulnerability of children, the statute should provide for enhanced penalties
where the victim is a minor. Such targeted, technology-neutral legislation would fill emstmg
|gaps in current federal law, without displacing the primary law enforcement role of state an
ocal authorities and without infringing on First Amendment-protected speech,
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First Amendment and Other Legal Considerations

All 50 States, the District of Columbia, and the federal government have passed laws that
criminalize stalking to address the serious harms and dan%ers that result from stallkm?,
including the fear of violence and loss of Pr_lvacy and control suffered bY the victim. In
addition to the direct harms caused by stalking, Stalking is also frequently a precursor to
Bhysu:_al violence against the victim. By its nature, however, stalkm(R;_ is not a crime that can
e defined with a particularized, discrete set of acts. Frequently stalking consists of a course
of conduct that may involve a broad range of harassing, intimidating, and threatening
behavior directed at a victim. The conduct can be as varied as the stalker's imagination and
ability to take actions that harass, threaten, and force himself or herself into the life and
consciousness of the victim. As new technologies become available, stalkers adapt those
technolo&:es to new ways of stalking victims, as is the case with the Internet and

cyberstalking.

As a result of the breadth of conduct pptentlallﬁ involved in stalking, anti-stalkin? statutes
need to be relatively broad to be effective. At the same time, however, because of that
breadth and because stalking can involve expressive conduct and speech, ant|-sta|k|n([1 _
statutes must be carefully formulated and enforced so as not to impinge upon speech that is
Protected_ by the First Amendment. This is particularly true with regard to cyberstalking
aws, which frequently will involve speech over the Internet. The Intemet, moreover, has
been recognized as an important tool for protected sgeech activities. See, e.g., Reno v.
American Civil Liberties Union, 521 U.S. 844, 850-52, 870 F§1997); American Civil
Liberties Union v. Reno, 31 F.Supp.2d 473, 476,493 (E.D. Pa. 1999).

The fact that stalking behavior (including cybe.rst.a!km%) mar |mpl|cate.|mPortant_ issues of
free speech, however, does not eliminate the significant public interest in its criminal
requlation or suggest that any criminal regulation would be prohibited by the freedom of
sFeech ?uarantees of the First Amendment. The First Amendment does not prohibit any and
all requfation that may involve or have an |mﬁact on speech. Of particular relevance to
stalkm%, the Supreme Court has recognized that governments may criminalize true threats
without violating the First Amendment. See, e.g.. Watts v. United States, 394 U.S. 705
(1969) (per curiam). As discussed in the Introduction of this report, stalking (as well as
cyberstalkmg) generally involves conduct reasonably understood to constitute a threat of
violence, and such threats may be criminalized consistent with the First Amendment.

One of the recommendations in this report calls on states to review and update their statutes,
where necessary, to cover electronic communications within their stalking laws. Care must
be taken in drafting cYberstalkmg statutes to ensure that they are not so broad that they risk
chilling constitutionally Protected speech, such as political protest and other legitimate
conduct. A carefully drafted statute can provide broad protections against cyberstalking
without running afoul of the First Amendment,

Recommendations
General recommendations

» The law enforcement community, private industry, victims assistance providers, and
individuals must recognize that cyberstalk!n? IS a serious problem -- not only as a
potential precursor to offline threats and violence, but also as a serious invasion of an
Increasingly important aspect of people’s everyday lives. At the same time, it is
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important to note that many forms of annoying and menacing activity on the Internet do
not rise to the level of illegal activity and are properly addressed by individuals and
service providers without recourse to law enforcement channels.

» The lack of comforehensiv_e data on the nature and extent of cyberstalking makes it
difficult to develop effective response strategies. Future surveys and research studies on
stalking should, where %ossmle, include specific information on cyberstalking. Industry
organizations can and should Playarole not0n|¥ In increasing the amount of data on
the cyberstalking problem, but also ensuring that the data can be analyzed in a

meaningful way.

Legislative recommendations

» States should review their existing stalking and other statutes to determine whether they
address cyberstalking and, if not, promptly expand such laws to address cyberstalking.

» Although State and local law enforcement aqéenues should retain primary jurisdiction
over cy erstalkm% cases, federal law should be amended to address gaps iri existing law
where the conduct involves interstate or foreign communications. Such legislation
should prohibit the transmission of any communication in interstate or foreign
commerce with intent to threaten or harass another person where such communication
Blaces another in reasonable fear of death or bodily mg.ury. Enhanced penalties should

e available where the victim is a minor. Such Ie?|sla lon should be technology neutral
and should apply to all forms of communication technologies.

» Federal law also should be amended to make it easier to track down stalkers and other
criminals in cyberspace while maintaining safeguards for privacy. In particular, the
Cable Communications Policy Act should be amended to provide access to the same

th/pe of subscriber records, and under the same standards and privacy safeguards, as

those for electronic mail subscribers under 18 U.S.C. 2703 (while maintaining strict
limits on access to records that reveal customer viewing habits).

Recommendationsfor law enforcement and criminaljustice officials

» Law enforcement agencies and courts need to recoH_nize the serious nature of
cyberstalking, including the close links between offline and online stalking.

mLaw enforcement agencies need _trammgz on the nature and extent of the cyberstalking
Problem, including specific training on the legal tools available to address the problem,
he need for, and effectiveness of, prompt action by law enforcement agencies, the most
effective techniques to investigate and prosecute cyberstalking crimes, and the resources

available to cyberstalking victims.

» Law enforcement agencies with existing stalking or computer crime units should
consider expanding the mission of such units to Include cyberstalking, and law
enforcement agencies that do not presently have a stalking section should consider
expanding their capabilities to address this issue. At the least, law enforcement agencies
should understand the patterns underlﬁmg stalking in general and be prepared to
respond and intercede on behalf of cyberstalking victims. _ _

» Law enforcement agencies should use mechanisms for quickly and reliably sharing

mnn,i
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information about cyberstalking incicents with other law enforcement agencies, thereby
making it less likely that a cyberstalker can continue threatening behavior simply
because neither the jurisdiction of the sender nor thejurisdiction of the victim believes

that it can prosecute the offender.

o U.S. Attorneys' Offices, in consultation with other federal, state and local agencies,
should examine the available resources and networks of investigators and prosecutors
with the expertise to handle cyberstalking investigations. These include violent crime
specialists, computer crime investigators and prosecutors, computer forensic specialists,
and victim-witness coordinators, among others. The Law Enforcement Coordinating
Committees, which have been established in each U.S. Attorneys' Office and are
designed to foster coordination among law enforcement agencies, would be an
appropriate body for addressing these issues. o o

» Law enforcement agencies should work more closelr with victim groups t0_|denm¥
cyberstalking patterns and victims' experiences and to encourage cyberstalking victims
to report incidents to law enforcement authorities.

Recommendationsfor the Internet and electronic communications industry
The Internet and electronic communications industry should -

» Create an industry-supported website containin qurmatlon_aboutc%berstalkm and
what to do if confronted with this problem. Contact information for the major ISPs
should be included so that Internet users can easily report cyberstalking cases after
visiting this centralized resource. This recommendation could be |mPIemented by
expan mg? the "One Click Away" initiative or through a complementary but separate

initiative focused on cyberstalking.

» Develop additional means to _em{)pwer individuals to protect themselves against
cYber_stalkmg. Such means might include more accessible and effective filtering and
blocking options. While some major ISPs already allow such options, others do not.

» Develop training materials desnfmed specifically to assist law enforcement in the
investigation and prosecution of cyberstalking and related crimes. For example, a short
training video could be developed to increase awareness of the gyberstalkm% problem
and to provide law enforcement officers with essential information on how to work with
ISPs and others in the investigation of cyberstalking cases.

» Cooperate fully with law enforcement when investigating cyberstalking complaints. The
industry can do this, for examPIe, by immediately freezing and retaining data for law

enforcement use on any potential cyberstalking case.

» Establish best husiness practices to address illicit activity by terminating holders of
fraudulent accounts. _

J SPonsor an Internet Security and Law Enforcement Council of ISPs and other members
of the Internet community fo develop and promote industry best business practices

relating to security and law enforcement issues &mcludm_g cyberstalking), develop and

distribute training materials for law enforcement on the investigation and prosecution of

Internet crime, and promote more effective communication and cooperation between


http://www.usdoj.gov/criminal/cybercrime/cyberstalking.htm

Cyberstalking: A New Challenge for Law Enforcement and Industry http://www.usdoj.gov/criminal/cybercrime/cyberstalking.htm

industry and law enforcement in combating online criminal activity.

» Establish and enforce clear policies that prohibit cyberstalking and related behaviors,
including the termination of accounts for persons who violate such policies. While it
appears that most of the Iar%er ISPs have such policies, some smaller ISPs do not.
Representatives from the Internet industry should consider establishing an
industry-wide code of conduct that encourages all ISPs to adopt such procedures.

° Establish clear and understandable procedures for individuals - both customers and
non-customers - to register complaints about individuals using the company's service to
engage in cyberstalking. Such procedures should be easily accessible to individuals.

» Develop and widely disseminate educational materials to customers and others on how
to protect themselves online.

Recommendationsfor victim service providers and advocates

Victim service providers and advocates should —

» Provide direct services and referrals to available resources that are specifically designed
to assist victims of cyberstalking, or stalking in general where cyberstalkm? services are
not available, and work to ensure that ck/berstalkmg services are expanded to meet the

needs of victims and enhance their safety;

» Train domestic violence and other victim service providers and advocates on Internet
technology, the tactics used by cyberstalkers, and now to respond to the specific needs

of cyberstalking victims;

» Name the behavior as cyberstalking and validate that a crime is occurring when working
with individual victims,

+ Serve as_cataI%st.s in community efforts to form partnerships among law enforcement,
prosecution, the 1u_d|C|ar¥, the medical community and other community allies to
address the specific safety needs of cyberstalking victims and hold offenders

accountable for their actions;

» Raise public awareness about the devastating impact on cyberstalking victims of the
tactics used by cyberstalkers and the steps that can be taken to prevent and combat this

crime: and

» Inform public policy decision making.

Appendix I:
Cyberstalking Resources Online

in \(11 12/19/2002 4:02 PM
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CyberAngels: Non-profit grouE_devoted to assisting victims of online harassment
and threats, including cyberstalking. www.cvberangels.org.

GetNetWise: Online resource for families and caregivers to help kids use the
Internet in a safe and educational manner. Includes a guide to online safety, a
directory of online safety tools, and directions for reporting online trouble.
Www.getnetwise.org.

International Association of Computer Investigative Specialists: IACIS is an
international volunteer non-profit corporation composed of law enforcement
professionals dedicated to education in the field of forensic computer science. IACIS
offers professional training to law enforcement agencies in a wide ran%e of computer
crime Investigative techniques, provides an opportunity to network with other law
enforcement officers trained in

computer forensics, and promotes research and development of specialized hardware
and software to assist computer forensic professionals, www.iacis.com.

National Center for Victims of Crime: The National Center for Victims of Crime
(formerly known as the National Victim Center) provides referrals and advocacy
services to victims throu%h its toll-free national hotline. Through the hotline, victims
are referred to the nearest, apPropn_ate services in their community, including crisis
intervention, assistance with the criminal justice process, and counseling and support
8roups._The National Center publishes bulletins on a number of topics, including
omestic violence, sexual assault, and stalking, www.ncvc.org.

National Cybercrime Training Partnership: This interagency, federal/state/local
partner_sh|% led by the Department of Justice with extensive support from the Office
of Justice Programs and the National White Collar Crime Center, is developing and
dehve_rm?_ training to federal, state and local [aw enforcement a%enmes onthe
mvestha lon and prosecution of computer crime. Information about the partnership
can be found through the NWCCC website: www.cybercrime.org.

Privacy Rights Clearinghouse: Nonprofit consumer information and advocacy

program that offers consumers a unigue opﬁortumt to learn how to protect their

personal privacy. PRC's services include a hotline for consumers to reﬂort privacy

abuses and request information on ways to protect their nvacy, fact sheets on

ana(:}/. issues, including one entitled " Are You Being Stalked9 Tips For Your
rotection." www.privacvrights.org.

Search Group, Inc.: SEARCH, the National Consortium for Justice Information and
Statistics, provides assistance to state and local criminal justice agencies on a wide
variety of information technology issues. SEARCH, through its National Technical
Assistance and Training Program, provides comprehensive, hands-on training on
computer crime investigations at its headquarters in Sacramento, CA, and at regional
training sites around the country, www.search.org.

Women Halting Online Abuse (WHOA): Founded by women to educate the
Internet community about online harassment, WHOA empowers victims of online
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harassment and develops voluntary policies that systems administrators can adopt to
create an environment free of online harassment. WHOA educates the online
community by developing website resources, including the creation of a safe-site and
unsafe-site list to enable users to make informed decisions, and providing
information about how users can protect themselves against harassment.,

whoa.femail.com.

Appendix II:
How You Can Protect Against Cyberstalking -
And What To Do If You Are A Victim

Prevention Tips

* Do not share personal information in public spaces anywhere onling, nor give it to
strangers, including in e-mail or chat rooms. Do not use your real name or nickname
8 tyour screen name or user DD. Pick a name that is g}_en er- and age-neutral. And do
nof post personal information as part of any user profiles.

* Be extremely cautious about meeting online acquaintances in person. I you choose
to meet, do so'in a public place and take along a friend.

* Make sure that your ISP and Intemnet Relay Chat (IRC) network have an acceptable
use p0|!C¥ that prohibits cyberstalking. And’if your network fails to respond to your
complaints, consider switching to a provider that is more responsive to user

complaints.

* |f asituation online becomes hostile, log off or surf elsewhere. I a situation places
you in fear, contact a local law enforcement agency.

What To Do If You Are Being Cyberstalked

*|f ¥]Qu are receiving unwanted contact, make clear to that person that you would
like him or her not to contact you again.

* Save all communications for evidence. Do not edit or alter them in any way. Also,
keep a record of your contacts with Internet system administrators or law

enforcement officials,
* You may want to consider blocking or filtering messages from the harasser. Many

[e-mail programs such as Eudora and Microsoft Outlook have a filter feature, and

software can be easily obtained that will automatically delete e-mails from a
Bartlcular e-mail address or that contain offensive words. Chat room contact can be
locked as well. Although formats differ, a common chat room command to block
someone would be to type: /ignore <person's screen name> (without the brackets).
However, in some circimstances (such as threats of violence), it may be more

appropriate to save the information and contact law enforcement authorities.

* |f harassment continues after you have asked the person to stop, contact the
harasser's Internet Service Provider (ISP). Most ISP's have clear policies prohibiting
the use of their services to abuse another person. Often, an ISP can try to stop the
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conduct by direct contact with the stalker or by closing their account. If you receive

abusive e-mails, identify the domain (after the  sign) and contact that ISP. Most

ISP's have an e-mail address such as abuse@gdomaln name) or postmaster@(domain
name) that can be used for complaints. If the ISP has a website, visit it for

information on how to file a complaint.

* Contact your local police department and inform them of the situation in as much
detail as possible. In appropriate cases, they may refer the matter to state or federal
authorities. I you are afraid of taking action, there are resources available to help

you, Contact either; ,
-The National Domestice Violence Hotline, 800-799-SAFE (phone); 800-787-3224

7DD

gA Ioc)al women's shelter for advice and support.

1. Statutes that require a showing of a "credible threat" may be problematic in the prosecution
of stalking. Stalkers often do not threaten their victims overtly or in person; rather, they
engiage in"conduct that, when taken in context, would cause a reasonable person to fear
violence. In the context of cyberstalking, a credible threat requirement would be even more
problematic because the stalker, sometimes unbeknowst to the victim ma¥ be located a great
distance away and, therefore, the threat might not be considered credible. The better approach,
codified in the federal interstate stalking statute, 18 U.S.C. 2261 A, is to prohibit conduct that

places a person in reasonable fear of death or bodily injury.

2, ComParisons based on data currently available. The data for cyberstalking, as noted in the
text of this report, is largely anecdotal and informal.

3, "Stalkin% in America; Findin?s from the National Violence Against Women Survey," U.S.
Department of Justice, Office of Justice Programs, and De_Partment of Health and Human
Services, Center for Disease Control and Prevention, April 1998 (available at

www.usdoi.gov/oipl.

4. The CyberAn(%elsl a not-for-profit organization that assists victims of cybercrimes,
including cybers a|k|n?, using statistics from_unspecified sources, estimates there are
approximately 63,000 Internet stalkers and 474,000 victims worldwide. For additional
information about this estimate, see the CyberAngles website at www.cyberangels.org.

6. Fisher, B. S., F. T. Cullen, J. Belknap, and M. G. Turner, "Being Pursued: Stalking
Victimization in a National StudY of College Women." (From a forthcoming report on sexual
violence against college women funded by the US Department of Justice, National Institute of

Justice).

6. The information gathered on the issue of cyberstalking is largely anecdotal. It was gathered
throu?h informal surveys of state Attorneys General, U.S. Attorneys' Offices, and, to a lesser
extent, local prosecutors' offices. Victim accounts were given voluntarily through outreach
conducted by the Violence Against Women Office of the U.S. Departmént of Justice. In
addition, the American Prosecutors Research Institute of the National District Attorneys'
Association comEJIed areport with background information on cyberstalking, which provided
valuable information on current law enforcement efforts,

1. These states are Alabama, Alaska, Arizona, California, Connecticut, Delaware, Hawaii,
lllinois, Indiana, Maine, Massachusetts, Michigan, New Hampshire, New York, Oklahoma,
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and Wyoming. Arkansas and Maryland have enacted statutes that cover harassment via
electronic communications outside their stalking statutes.

8. Copies of "Stalking and Domestic Violence: The Third Annual Report to Congress Under
the Violence Against Women Act" can be obtained by contacting the National Criminal
Justice Reference Service, Box 6000, Rockville, MD20849-6000—800) 851-3420.

9. Other resources available to individuals wishing to protect themselves against cyberstalking
are listed in Appendix |, infra.

10. The definition of the term "telecommunications device" in that section excludes
"Interactive computer services." The intent of the exclusion is to insulate the service provider
from liability, but not to insulate an individual user from liability for his or her criminal
behavior. Accordingly, the De{)artmentofJusnce has taken the ﬁosmon and successfully
argued that a modem ‘was a telecommunications device within the meaning of the statute.
Therefore, an individual who usedamodem to connect to the Internet and harass an individual
is likely to fall within the terms of the statute. See American Civil Liberties Union v, Reno,
929 F.Supp. 824, 829 n.5 (E.D. Penn. 1996), affd, 521 U.S. 844 ( 1997% Apollomedia
orgoraﬂonv Reno, 19FSupp 20 1081 ( D Cal. 1998), affd, — U.S. —, 119 S.Ct. 1450

Apr. 19, 1999).

Returnto ... CCIPS home page Il Justice Department home page
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As stalkers go online, new state laws try to
catch up

One of the first trials for ‘cyberstalking' in the US opens in lllinois this week.
By Terry Costlow | Special to The Christian Science Monitor
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CYBERSTALKING AND ELECTRONIC
HARASSMENT

Introduction

Wiiat kinds of harassment can happen online?

What should you do if you are getting harassed or cvberstalked?

How can you minimize the risk of being electronically harassed or cyberstalked?

Introduction

Cyberspace is not naturaIIY a "warm" environment. It is an emotionless electronic
communication system. All the warmth and emotion that is created online has to be created
by human beings working hard sitting at their keyboards. The other person you are chatting
with appears online as an electronic connection number with a nickname. You can't hear
them or see their face when they speak to you. In such a soulless environment it is easy to
forget that at the other end of the terminal'is another human being with all the same range of

powerful emotions as you have.

Sometimes things go wrong in cyberspace, usually in Splaces where people meet and chat
with strangers, like chat rooms or discussion groups. Someone may start harassing or
stalking you for a number of reasons. Sometimes people get into arguments that become
vicious. They make enemies who don't forget what v/as said and who come back again next
da.}/ to get revenge. Other times theY meet a friend online in a chat room who falls In love
with them and becomes obsessional, pestering them with messages and emails, and
becoming furious when their attentions are not appreciated. Or you may simply meet a bully
type online, who likes to push people around and send abusive messages and who enjoys

terrorizing you.

Cyberspace is a place of lowered inhibitions. It encourages people to say things they might
not have said if they were face to face with you. This is partly because people are anonymous
online (you don't know who is talkm%to you) and also because people talking to one another
online are far away from each other physically. Anonymity and physical distance mean that
People online are protected from the immediate consequences of their actions. A person can
ype words to you that if they said them face to face might provoke you to slap their face!

Face to face, people are careful how they talk to strangers because they don't know what
offends them. So usually when two strangers megt there is a period of "feelm% out", where
both parties are very respectful and cautious, as they establish how they each Tike to be
spoken to. In onling chat this element is often missing. Online people are often very direct
with strangers re(l;ardless, because after all, "so what 1f | make a mistake and offend the other

person? What is that person going to do?"
Women looking for friendship or even romance with men online will often find themselves
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en_ga%ed in conversations that rapidly become very directly (and often crudely) sexually
oriented, at a pace much faster then would ever happen in‘real life. You might find yourself
asking "How can he SAY that to me when he has only just met me?" The answer to your

question is that this is online chat.

The wise approach to avoid offending ,oeople and makin% enemies fast is to treat ever?;one

ONLINE exactly the same as you would OFFLINE. Try to treat them as if you were chatting

face to face with them. Because in fact there ARE consequences of being rude and offending

ﬁeople online. But bear in mind that you may do nothing wrong and stillget targeted for
arassment or stalking online,

Harassment is a repetitive form of abuse, deliberately aimed at you, with the ﬁurpose of
causing you distress. Under U.S. law "stalking" means that you are being both followed
around, and threatened with physical harm.

What kinds of harassment can happen online?

When it starts you mayjust ignore it and hope it goes away. But what if i; doesn't? What if
Kou have become the farget of a malicious and obsessive abuser? What kind of things might

appen to you online?

*You may get sent abusive communications via chat or email, or you may get sent obscene

or disgusting pictures. _

*You may get threatened with death or bodily harm. _
*You may get followed around like alovesick puppy and pestered over a prolonged period of
time by someone who tells you they are in love with'you. _

*You may experience a series oi electronic attacks on your internet connection,

disconnecting you over and over again.
*You may get sent electronic viruses to trk/ to cause Problems on your computer.
*You mar see nasty, cruel or defamatory things written about you on someone's web site or

in a post they make to a discussion group.
What should you do if you are getting harassed or cyberstalked?

If ignoring the harasser isn't working, consider the following good advice:
- Contact SafetvEd International and ask us for help.

SafetyEd has expert staff who can adwse_?/ou about electronic harassment at all levels. When
they receive your request for help they will email you a questionnaire to assist them in
advising you how to proceed. They will be able to offer you advice about identifying the
harasser, protecting your privacy online, reporting abuse to internet service providers, and
legal information on stalking and harassment.

*Don't delete the communications (emails, chat logs, posts etc). SafetyEd may need more
information about them to identify who is doing this to you.
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Try nottopanic. . , . .
If you feel'in any immediate physical danger of bodily harm, call your local police.

How can you minimize the risk of being electronically harassed or
cyberstalked?

*Avoid %ettmgnmto huge arguments online in chat or discussion areas with other users. It's
really not worth it. Remember, you do NOT have to respond to public messages or \onvate
ones that are sexually suggestive, obscene, aggressive, threatening, or make you fee
uncomfortable in any way. If you respond by Iamm?" (being really rude) you may starta
"flame war"_lvvhlch means major harassment that could involve others and could alSo spread
to your email,

] R)e/member that all other internet users are strangers. You do not know who you are chatting
with. So be careful and Bollte. Treat others online as you would wish to be treated.

*Be extremely careful about how you share personal information about yourself online.
»Choose your chatt.” g nickname carefully so as not to offend others. =

»Learn your technology. Most targets of electronic harassment are unskilled internet users or
beginners. The more you leam about how to use this technology the better able you will be to

avoid online harassment problems,

One last thing: try to remember that electronic harassers and cyberstalkers are a minority. Try
not to let them spoil your online fun!

© Copyright 2000 Colin Gabriel Hatcher
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FISCAL NOTE

STATE OF ALASKA Fiscal Note Number:
08 LEGISLATIVE SESSION Bill Version: HB 12
0 Publish Date:
Revision Date/Time (Note if correction): Dept. Affected;  ~ Law
Title "An Act relating to haraSsment.™ BR Criminal Division
, Com|»onent Al
Sponsor Representative Meyer
Requester  House Judiciary Component No.
Expenditures/Revenues = ] (Thousands Of DOllarS)
NoFe: Amounts do not include inflation unless otherwise noted below.
OPERATING EXPENDITURES FY2004 FY206 FY206 FY200 FY208 FY209
Personal Services
Travel
Contractual
Supplies
Equipment

Land & Structures
Grants & Claims

Miscellaneous
TOTAL OPERATING 00 00 00 00 00 00

CAPITAL EXPENDITURES |

CHANGE INREVENUES () ! |
FUND SOURCE (Thousands of Dollars)

1002 Federal Receipts
1003 GF Match

1004 GF ,
1006 GF/Program Receipts
1037 GF/Mental Health

Other (Specify Type-Do not abbreviate
opeay yIOTOTAL ) 00 00 00 00 00 00

Estimate,ofanycur,rentyear?FYZOOS?J,co,st:, - 00
Check this box (X) if funding tor this bill is included in the Governor's FY 2004 budget proposal:

POSITIONS
Full-time
Part-time
Temporary

ANALYS'S (Attach a separate paqge if necessary)

HB 12 adds "electronic communication” as a means of harassment under AS 11.61.120(a). Harassment is
a Class B misdemeanor.

While this Hl would create a new crime, the D? artment of La dOTS ncft believe there will be many new
cases, and does not anticipate a fiscal impact from passage of this legislation.

Prepared by: Joan M. Kasson Phone 4655310
Division Attorney General's Office Date/Time 850 AM
Approved by:  Kathryn Daughhetee for Gregg D. Renkes, Attorney General Date 2/5/2003
Agency Department of Law
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FISCAL NOTE

STATE OF ALASKA Ciscal Note Number:

2003 LEGISLATIVE SESSION Bill Version: HB 12
() Publish Date:

Revision Date/Time (Note if correction): Dept. Affected: Public Safety

Title An act relating to harassment. ‘BR AST Detachment
Component  AST Detachment

Sponsor Representative Meyer
Requester  House Judiciary Component No. 235

Expenditures/Revenues , (Thousands of Dollars)

Note: Amounts do not include inflation unless otherwise noted below.

OPERATING EXPENDITURES FY204 FY206 FY206 FY2007 FY208 FY2009
Personal Services

Travel

Contractual

Supplies

Equipment

Land & tructures

Grants. Claims

! 'Sce”an'er%uTSAL OPERATING 00 00 00 00 00 00

ICAPITAL EXPENDITURES | |

CHANGE IN REVENUES ( ) !

FUND SOURCE (Thousands of Dollars)
1002 Federal Receipts

1003 GF Match

1004 GF _

1005 GF/Program Receipts

1037 GF/Mental Health

Other (Specify Type-Do not abbreviate

SRl T P et 0 0 00 00 00 00
Estimate of any current year (FY2003) cost: - 00
Mark this box (X) If funding for this bill is included in the Governor's FY 2004 budget proposal:

POSITIONS
Full-time
Part-time
Temporary

ANALYS|S (Attach a separate page if necessary)

No fiscal impact.

Prepared by:  Lieutenant Matthew Leveque Phone 907 2690390
Division Alaska State Troopers Date/Time 2/4034:08 PM
Approved hy:  William Tandeske, Commissioner Date 252008

Agency Department of Public Safety
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FISCALNOTE

STATE OF ALASKA Fiscal Note Number:

2003 LEGISLATIVE SESSION Bill Version: HB 12
() Publish Date:

Revision Date/Time (Note if correction): .Deﬂt- Affected: Administration
Title An Act relating to harrassmeni. BR Le%al and Adyocacy Service

, Component  Public Defender Agency
Sponsor Representative Meyer
Requester  (H) Judiciary Component No. 1631
Expenditures/Revenues (Thousands of Dollars)

Note: Amounts do not include inflation unless otherwise noted helow.

OPERATING EXPENDITURES JFram FY2% , FY206 FY2007 FY2008 ,FY 2009
Personal Services ?

Travel

Contractual

Supplies

Equipment

Lana & Structures

Grants & Claims

Miscellaneous
TOTAL OPERATING * * * * *

CAPITAL EXPENDITURES

CHANGE IN REVENUES (
FUND SOURCE (Thousands of Dollars)

Federal Receipts
gF Match . . W ) .

F
GF/PrO(lram Receipts
Otherc(;SF/é\(/:li%r/]Ti'il l;le%lghnot ahbreviate)

p VP[ OTAL . X % « x x

Estimate of any current year (FY2003) cost: - 00
Mark this box (X) It funding for this bill is included in the Governor's FY 2004 budget proposal:

POSITIONS
Full-time
Part-time
Temporary

ANALYS|S (Attach a separate paqe if necessary) ) ) )
This proposed legislation broadens the crime of harrassment to include anonymous or obscene email or email that threatens

physical Injury. While the Agency doesn't handle a significant number of harrassment cases under the current statute, this proposed
broadening of the crime to include any anonymous or obscene email sent with the intent to annoy will likely have a fiscal impact on
the Public Defender Agency because it will result in more cases handled by the Agency. Itis not possible to predict with any m
certainty, however, the number of new cases this hill will generate, therefore, ar, indeterminate fiscal note is submitted.

Prepared hy:  Linda K. Wilson, Deputy Director Phone (907)-334-4416
Division Public Defender Agency Date/Time 935 AM
Approved by:  Sharon Barton, Acting Commissioner Date 2/3/2008
Agency Department of Administration
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