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Sectional Analysis: CSHB459 (STA) Voter Verified Paper Trail

Section 1: Restates the right of the Division of Elections to use the current 
Accuvote Optical Scanning machines for reading paper ballots.

Sections 2 & 3: Provides that voters may, upon asking, use the new DRE 
electronic ballot machines, but that no more than one of these machines will 
be placed in most precincts; and that these machines must produce a paper 
ballot for a voter’s review, and for recounts.

Section 4: Definitions Section.

Section 5: Federal Law has funded the state's new DRE machines for blind 
and otherwise disabled persons. This section provides that by 2006, or 
before i f  technologically feasible, these machines must provide a paper trail 
so voters can see their votes on paper, and so that there w ill be paper for 
recounts.

Section 6: Immediate Effective Date.
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HB 459, Voter Verified Paper Trails for Electronic Voting Machines 
Sponsor Statement

In the wake of the 2000 federal election, and with the impetus of the federal Help 
America Vote Act, states across the nation are replacing punch card and paper ballots 
with computerized vote casting, tabulation and reporting. Alaska has successfully used 
the AcuVote system of optically scanned ballots since 199S. New direct recording 
equipment (DRE) machines -  also known as touch-screen -  are scheduled to be used for 
the first time in 2004.

Unfortunately, computer experts have wanted of numerous problems with both DRE and 
optical scan machines. Hardware problems, unreliable computer code and lack of 
security have raised serious questions about whether votes are being accurately recorded, 
tallied and reported. The experiences of many localities have demonstrated these 
failings. In Bemalillio County, N.M. a programming error caused a computer lo delete 
25 percent of the ballots cast by early voters. In Maryland voters for the Republican 
candidate for governor watched as their vote appeared beside the Democratic candidate’s 
name. In Fairfax County, Va. a machine was found to have subtracted one vote for every 
100 cast tor a school board candidate. In one Texas matchup, optical scan machines 
declared two low vote getters to be landslide winners.

In the Texas case, elections officials were able to correct the mistake by hand counting 
the optically scanned paper ballots. Many DRE machines, however, produce no such 
paper trail to audit. Recognizing this crucial shortcoming of DRE technology, many 
observers are calling for voting machines to produce paper receipts that voters can verify 
before leaving the polling booth and that are subsequently held in lock boxes for audit 
purposes. The Stale of California recently moved to require such a voter verified paper 
audit trail in all elections. Senate Bill 296 would establish the same protections in 
Alaska.

Citizen trust in elections is the bedrock of democracy. Only an accurate count can assure 
voters that elections result in a true reflection of their will. Requiring a voter verified 
paper trail will assure Alaskans that no matter what technology is adopted in the future, 
their elections will be transparent and their votes counted accurately.
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Opinion

(Published: February 8, 2004)

Paper trail

In tegrity  of Alaskans' votes at risk

Here's a bill in the Legislature that should see speedy passage. SB 296, from Sen. Johnny Ellis, D- 
Anchorage, would help prevent vote fraud by requiring electronic voting machines to produce a 
paper record of the votes tha t are cast.

The state's main electronic vote counting machines, Accu-vote optical scanners, aren't a problem. 
They use paper ballots tha t are read and tabulated electronically. But the state recently bought 55 
touchscreen electronic voting machines that leave no paper tra il whatsoever. The paperless 
machines are meant to accommodate voters who are physically unable to handle or mark a paper 
ballot. Eventually the state plans to have a t least one touchscreen voting machine in each o f 
Alaska's 446 precincts.

That's a helpful accommodation for disabled voters. But where the 'e  is no paper crail, there is huge 
potential for voting fraud. According to The New York Times, "When the State of Maryland hired a 
computer security firm  to test its new (paperless electronic voting) machines, these paid hackers 
had little trouble casting m ultiple votes and taking over the machines' vote-recording 
mechanisms." With no paper.trail, there is no way to cross-check the vote count.

In an editorial, The Times concluded: "The Maryland study shows convincingly that more security is 
needed for electronic voting, starting with voter-verified paper tra ils ." That's what Sen. Ellis aims to 
do with SB 296.

Alaska has a statewide prim ary and a statewide general election this year. Alaskans must have 
confidence their votes will be counted securely and accurately. The protections outlined in Sen.
Ellis' bill should be put into place as soon as possible.

BOTTOM LINE: Alaska law should require electronic voting machines to produce a paper record of 
each vote.
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ELECTRONIC VOTING'S HIDDEN PERILS
By Ellse Ackerman 
Mercury News

Poll workers in Alameda County noticed something strange on election night in October. As a computer 
counted absentee ballots in the recall race, workers were stunned to see a big surge in support for a fringe 
candidate named John Burton.

Concerned that their new $12.7 million Diebold electronic voting system had developed a glitch, election 
officials turned to a company representative who happened to be on hand.

Lucky he was there. For an unknown rear , the computerized tally program had begun to award votes for
Lt. Gov. Cruz Bustamante to Burton, a soc.alist from Southern California.

Similar mishaps have occurred across the country since election officials embraced electronic voting in the 
wake of the f .orida vote-counting debacle of 2000.

When Californians go to the polls next month to choose a presidential candidate, many voters will cast a 
virtual ballot by pressing a computer touch screen that records their votes digitally. The only tangible proof 
that a citizen has voted — and how he voted — will be fingerprints left on the machine's screen.

Electronic voting removes the risk of election officials misinterpreting hanging mads. But it raises another 
electoral peril: that a digital ballot box might miscount votes without anyone noticing.

As the black box replaces the ballot box, concern is growing that local officials are becoming dependent on
a handful of corporations to guarantee the integrity and accuracy of elections.

Counties, including Santa Clara County, rely on these voting-equipment companies to manage the software 
that runs digital voting machines and counts electronic votes -- and to fix things when they go wrong on 
election night. The companies, however, consider such software a trade secret, making independent 
confirmation of contested elections difficult, if not impossible.

To guard against error and fraud, the state requires that the companies only install approved software on 
electronic voting machines. But in California, one of the biggest voting-equipment companies, Diebold 
Election Systems, provided 17 counties with uncertified software that was used in recent elections.

Review of practices

County election officers remain responsible for overseeing electronic vocing systems, but a review of past 
elections and current practices raises questions about how closely they're monitoring voting-equipment 
companies.

' '  My biggest concern is the lack of accountability," said David Dill, a Stanford University computer-science 
professor and a leading expert on electronic voting.

hup://www.mercurynews.com/mld/rnercurynews/7849090.htm?templatc=contentModu]es/p... 2/2/2004
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Election officials and company representatives dismiss concerns about computerized voting as overblown, 
citing safeguards designed to ensure the reliability of imputerized voting systems.

' * We have the best system available on the market. It is secure and reliable and the voting public had a 
wonderful experience," said .lesse Durazo, the registrar of voters for Santa Clara County, which uses touch­
screen machines from Sequoia Voting Systems.

Alameda County officials still don't know why the computer program failed on election night. In fact, they 
only discovered the malfunction because they could compare the paper absentee ballots the software was 
counting to the computer’s tally. The rest of the county's voters cast electronic ballots. Nor were election 
workers aware at the time that their touch-screen machines were running unauthorized Diebold software in 
violation of California law, as a state investigation later discovered.

* 'There was something in the software," said Elaine Ginnold, assistant registrar of voters for Alameda 
County. Alameda County officials refused to allow the Mercury News to review the software code used to 
test its electronic voting system, saying it was a Diebold trade secret.

' '  At no time were incorrect vote totals released," Diebold spokesman David Bear wrote in an e-mail.
' 'The system is safe, secure and accurate." He attributed the malfunction to a computer-server error and 
the large number of candidates on the recall ballot.

' ‘ The counues are in over their heads," said Kim Alexander, founder of the California Voter.Foundation, a 
Davis-based election watchdog group. ' '  People are left depending on the vendors to tell them who won the 
elections."

That is especially the case on election night, when mechanical mishaps and buggy computer code could 
create crises only company employees could resolve.

For instance, in Riverside County during the 2000 presidential election, a computer from Sequoia began 
dropping touch-screei ballots from the vote tally. A Sequoia salesman who was on hand intervened and 
fixed the problem.

Unnoticed error

Two years later in Bernalillo County, N.M., neither local election officials nor a Sequoia representative 
noticed on election night that a programming error was causing a computer running Microsoft SQL server 
software to delete 25 percent of ballots cast by early voters. Three days later, a Democratic Party lawyer 
spotted a discrepancy between the number of voters who signed in at the polls and the number of digital 
ballots counted. Sequoia then managed to recover the lost votes.

’ "They messed up," said Mary Herrera, the Bernalillo County clerk, of Sequoia.

Responded Sequoia spokesman Alfie Charles: ‘ ' I t  was just a bug in Microsoft that required an additional 
step in converting data into the database format. There was a patch that was later applied by Microsoft."

Alexander of the California Voter Foundation worries that such incidents mean the machines could miscount 
ballots or fail to register votes without anyone realizing.

Critics are alarmed that touch-screen voting systems do not create a paper record that allows for a physical 
recount of ballots. Rather, the machines record votes on digital memory cartridges. When ’-he polls close, 
the cartridges are removed from the touch-screen machines and plugged into a computer which downloads 
and tabulates the voting data.

«i . . .  m o  A n r \r \r \  l.  o* nmnr\c\A
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In November, California Secretary of State Kevin Shelley ordered that by July 2006 all touch-screen 
machines must print paper receipts so an election can be independently audited. To meet that mandate, 
the voting-equipment companies must manufacture new state-approved hardware and software.

Computer scientists acknowledge a paper trail will help ensure the accountability of electronic voting 
systems. However, they say such a requirement does not resolve concerns over counties' dependence on 
voting-equipment companies and the security of computerized voting.

Until voting machines produce paper receipts, the only way a candidate can investigate questionable 
election results is by examining the voting systems’ software code.

But there's a catch: Election companies consider such software a trade secret not open to public scrutiny -- 
or subject to challenge from losing candidates, as Emil Danciu found out.

Danciu ran for city council in Boca Raton, Fla., in March 2002. A popular former mayor of the seaside town 
in Palm Beach County, Danciu expected to win in a landslide but lost by 16 percentage points.

After some voters complained that Sequoia's touch-screen mach'.ics appeared to have recorded ballots cast 
for Danciu as votes for his opponents, Danciu sued to obtain th e Sequoia software code.

But Palm Beach County didn’t have the code. ‘ 'A ll of this stuff that they are asking for are all proprietary 
items owned by che manufacturer," a county attorney told the judge hearing the case. The attorney argued 
that even if the county did have the documents, it wou'd be a felony to disclose ' 'trade secrets."

The judge denied Danciu's request for the software code.

U.S., state inspectors

County election officers and voting-equipment company executives stress that voting machines and 
software are carefully examined by federal and state inspectors before receiving approval. Furthermore, 
they say, pre-election testing ensures ballots are counted correctly.

' 'There are checks and balances to ensure nothing has been compromised," said Charles, the Sequoia 
spokesman.

The goal of the government certification process is to make sure proprietary voting systems are accurate, 
reliable and secure. The certification process is crucial because it provides the only safeguard voters have 
that the machines are performing the way the election companies promise.

Every single piece of hardware and software that is used in an election is certified by our office," state 
election official John Mott-Smith reassured the Santa Clara County Board of Supervisors last year. ' ’ Every 
modification to those systems has to come back for certification and testing if necessary."

Vet eight months later, a state audit revealed that voters in 17 California counties had cast ballots in recent 
elections on Diebold systems that were running software not approved by the state, according to a 
December 2003 report. The Diebold software is used to count both touch-screen electronic ballots and 
paper ballots read by an optical scanner. Three of the counties, Including Los Angeles, the state's largest, 
were using Diebold software that had not been submitted for federal review.

Assurances by vendor

hup://www.mercurynews.com/mld/mercury;iews/7849090.htm?lemp]ate=contentModules/p... 2/2/2004
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The audit also found that county election officials had not independently verified they were using certified 
software, as the law requires, but relied on assurances by Diebold it was complying with state regulations.

Even tech-savvy counties like Santa Clara can have difficulty tracking exactly what their voting-equipment 
company is doing for them. Computer scientists argue that a failure to keep close tabs on modifications to 
the machines or their software opens the door to tampering or the introduction of errors that might show 
up on election night.

Following November's election in Santa Clara County, Sequoia sen!- over a group of blue-coated technicians 
to make adjustments to voting machines that experienced battery problems. For three weeks, the workers, 
employed by a Sequoia subcontractor, took apart the machines, removing their circuit boards and making 
adjustments.

Nevertheless, Santa Clara County officials didn't know the name of the subcontractor and hadn't verified 
the identities of the workers it hired when the Mercury News made an inquiry'. They also hadn’t 
documented the changes being made to the machines.

To find out such information, ' * vou'd have to contact Sequoia," said Assistant Registrar of Voters Elaine 
Larson.

In interviews with the Mercury News, registrars defended their close relationship with the companies. The 
world of elections administration is a small one, and the revolving door between state, federal and county 
elections departments and the voting-equipment companies has spun for years.

•»
' ’ I have a hundred percent confidence in Sequoia — in their integrity and honesty and their ability to keep 
us compliant with the law of California," said Cathy Darling, assistant registrar of Shasta County.

That attitude bothers Dill, the Stanford computer scientist and electronic-voting expert. ‘ ' From a 
computer-security perspective, handing over control of an important part of the election, I think, is not a 
good idea," said Dill. ' '  I ’d prefer to see that kind of control in the hands of local officials who are 
accountable to elected representatives."

<0 2004 Mercury News suid wire service sources. All Rights Reserved. 
hli|):/Avww.me rcurynews.com

rs ir\ i r \n r \  a



.? r     -  — — D— w - o jLTXUOiliiiOO i- l io p c u ic u

r  r

ra g e  i o i j

w a s h i n g l o n p o s t . c o m

F a ir fa x  Judge O rd e rs  L og s O f  V o tin g  M ach ines 
Inspected
By David Cho
W ashington Post Staff Writer 
Thursday, N ovem ber 6 , 2003; Page B01

It took more than 21 hours from the time polls closed T uesday  night for 
Fairfax County, the putative high-tech capital of the region, to get final 
election results from its new, computerized vote machines.

Widespread problems in the system, which the county paid S3.5 million to 
install, also opened the door to possible election challenges by party leaders 
and candidates.

School Board member Rita S. Thompson (R), who lost a close race to retain 
her at-large seat, said yesterday that the new computers might have taken 
votes from her. Voters in three precincts reported that when they attempted to 
vote for her, the machines initially displayed an "x" next to her name but then, 
after a few seconds, the "x" disappeared.

In response to Thompson's complaints, county officials tested one of the 
machines in question yesterday and discovered that it seemed to subtract a 
vote for Thompson in about "one out of a hundred tries," said Margaret K. 
Luca, secretary of the county Board of Elections.

"It's hard not to think that I have been robbed," said Thompson, whose 77,796 
recorded votes left her 1,662 shy of reelection. She is considering her next 
step, and said she was wary of challenging the election results: "I'm not sure 
the county as a whole is up for that. I'm not sure I'm up for that."
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Meanwhile, attorneys for local Republicans and GOP candidate Mychele B.
Brickner, who lost her bid to chair the Fairfax County Board of Supervisors, went b e fo re ^  
judge yesterday moming, asking him to keep 10 voting machines under lock and key and not to include 
their tabulations in the results. The machines, from nine precincts scattered across the county, broke 
down about midday Tuesday and were brought to the county government center for repairs and then 
returned to the polls -- a violation of election law, Republicans argued.

The judge said the activity L_ of all 10 machines will he inspected this week, with members of both 
major parties present.

"It’s like Florida in many ways," said the Republicans' attorney, Christopher T. Craig, referring to that
state's 2000 presidential ballot-counting controversy. "This is about ballot integrity A lot of people
have been telling us they couldn't vote for someone.. . .  I have been hearing that there are a lot of 
problems" with the county's new WINvote computer technology.

As more details emerged yesterday, county officials defended the system. Luca insisted that most of the 
problems had less to do with computer glitches than human error.

http://www.washingtonpost.com/ac2/wp-dyn/A6291-2003Nov571anguagesprinter 1/30/2004
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"The new machines get an A-plus," she said. "It's the plan to collect the vote that gets the failing grade."

Fairfax purchased ihe 1,000 touch-screen vote machines this year from Advanced Voting Solutions of 
Frisco, Tex. The machines, which resemble laptop computers, were used countywide Tuesday for the 
first time, and the problems that resulted mirrored what occurred in Montgomery County last year when 
similar new technology was used. The equipment in Montgomery County was blamed for delayed 
results and confusion at the polls.

Fairfax officials had confidently promised that their machinery would work much better, citing a battery 
of tests conducted last week. They also predicted that the system would greatly speed the reporting of 
results.

Instead, it chumed out one of the slowest vote counts in memory.

Much of the delay occurred at 7 p.m. when the polls closed. Most of the county's 223 precincts 
attempted to send in their computer tallies at once, overloading the system. Many poll officials ended up 
calling in their numbers, but some couldn't get through and instead drove their results to the county 
government center.

In at least 19 precincts, results were officially sealed in the mistaken assumption that they had been sent 
by compu.er modem, officials said yesterday. Sealed results cannot be opened unless all three election 
board members are present, which led to further delays.

In addition, software errors kept the results from two piecincts from being posted until about 4:30 
yesterday afternoon.

"Everyone seems to be aghast at how this could happen," Thompson said. "But this seems like 
something you could have had the foresight to see."

John Service, 50, of North Springfield said it look him four or five tries to register his vote for 
Thompson, and he wondered whether some voters were disenfranchised. "I am concerned about voters 
who might have oeen in a rush and didn't go back and check lo make sure all tne names [they intended 
to vote for] appeared on the final ballot," he said.

The glitches forced a handful of Drecincts to return to paper ballots. And even at polls where computer 
problems didn't arise, voter unfamiliarity with the technology created long lines.

Some voters gave up — a thought that crossed Jeff Fisher's mind.

Fisher, 43, of Annandale sa:d he almost walked out of his polling piace when a woman in front of him 
spent 10 minutes getting 0 .rough the ballot.

Others, though, wonder d why so many people had problems with the machines. "I thought it was very 
easy to vote, and I'm not even that bright of a kid," A1 Richards, 61, of Falls Church said.

© 2003 The Washington Post Company
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A bou t 7 ,0 0 0  vo te rs  cast b a llo ts  in  w rong  p rec in c ts , b u t o ffic ia ls  
d o n 't be lieve  ou tcom es w ere a ffected .
By Stuart Pfeifer 
Times Staff Writer

March 10, 2004

An Orange County supervisor on Tuesday said he wants an investigation into last week's election, 
marred when poll workers using new electronic voting equipment gave thousands of voters ballots from 
the wrong precincts.

Supervisor Bill Campbell said he would ask the county's Internal Audit Department to review the March 
2 ballot irregularities and also would welcome a probe by the county Grand Jury.

A Latino-rights organization last week also requested that the Grand Jury look into the voting problems.

A Times analysis found that about 7,000 voters cast ballots in the wrong precincts last week, affecting 
vote counts in many state and federal races.

"Even one error is bad. Seven thousand is terrible," Campbell said.

He said he wanted the review to search for solutions, not blame.

One solution Campbell sees is reducing the number of polling places that include multiple precincts with 
different ballots.

The bulk of last week’s problems came when poll workers searching through a list of precinct numbers 
gave voters access codes for the wrong precincts.

If each polling place had only one precinct, such problems should not occur, officials said.

The irregularities did not appear to be widespread enough to jeopardize the outcome of any state or 
federal races. Registrar of Voters Steve Rodermund said some voters were given ballots with wrong 
precinct numbers, but that the ballots still displayed the correct contests.

m m •  £o*A njadc*8tae*
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But many other voters did cast ballots in races in which they were ineligible, The Times analysis found.

Rodermund said he would move to certify the results only if he were confident the irregular votes had 
not swayed the outcome.

Be said he would invite the Grand Jury to review the procedures and equipment his staff used in the 
election.

"We would like to ask them to come and look at our processes and ask them what they think," 
Rodermund said.

"You always want a fresh perspective to look at what we're doing."

The civil rights advocacy group Los Amigos of Orange County suggested last week that the Grand Jury 
investigate.

It noted that "no one will ever know to a certainty the intent of Orange County voters as they tried to 
express it in a mis-administered election."

Rodermund said he and his staff hoped to estimate the number of ballots cast in improper races and 
report March 30 to the Board of Supervisors.

Once the election is certified, Rodermund said, the county will host a barbecue at the registrar's Santa 
Ana offices for all poll workers from last v/eek's election to reward them for their service and to gather 
comments about the electronic voting system.

"These are the people from the t  nches who rarely get the recognition that they should, so we're going 
to give it to them," he said.

Campbell said he wanted outside agencies to look into last week's election so the county could learn 
from its mistakes and prevent them from reoccurring.

"We have some very good talent in the internal audit area in looking at management systems, the way 
we run things," Campbell said.

"There's a lot o f things we'll go back and rethink, I'm sure of that."

If you want other sto ries on this topic, search  the Archives at la tlm es.com /arch ives. 

Click here fo r artic le  lice '.s in g  an d  reprin t o p tio n s
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Action, continued from page ad:

. I >(• . ,
d i d  n o t  c o u n t  h a n g i n g  c h a d s ,  d i m p l e d  

c h a d s ,  o r  j u s t  c l e a r l y  p u n c h e d  b a l l o t s :  n  

f u l l ,  s t a t e w i d e  r e c o u n t  o f  a l l  d i s c a r d e d  

b a l l o t s  s h o w e d  t h a t  G o r e  a c t u a l l y  w o n  

t h e  e l e c t i o n  I n  F l o r i d a .

T h i s  w a s  j u s t  t h e  t i p  o f  t h e  i c e b e r g .  

A  l a w s u i t  b y  t h e  N A A C P  a n d  h e a r ­

i n g s  b y  t h e  U . S .  C o m m i s s i o n  o n  C i v i l  

R i g h t s  s h o w e d  t h a t  t h e  z o o o  e l e c t i o n s  

i n  F l o r i d a  w e r e  m a s s i v e l y  r i g g e d .  " I n  a l l ,  

s o m e  z o o . o o o  F l o r i d i a n s  w e r e  e i t h e r  

n o t  p e r m i t t e d  t o  v o t e  i n  t h e  N o v e m b e r  7 
e l e c t i o n  o n  q u e s t i o n a b l e  o r  p o s s i b l y  i l l e ­

g a l  g r o u n d s  o r  s a w  t h e i r  b a l l o t s  d i s c a r d e d  

a n d  n o c  c o u n t e d , "  r e p o r t s  T h e  N a tio n  
(4 /3 0 / 0 1 , p .  11) .  " I n  t i r e  t w o  y e a r s  b e f o r e  

t h e  e l e c t i o n s ,  t h e  F l o r i d a  S e c r e t a r y  o f  

S t a l e ’s  o f f i c e  q u i e t l y  o r d e r e d  t h e  r e m o v a l

r e s u l t  o f  a l l  o f t h c s c  m e a s u r e s  w a s  t o  d e n y ]  

r o u g h l y  1 0 0 , 0 0 0  q u a l i f i e d  D e m o c r a t i c  

v o t e r s  i n  F l o r i d a  t h e i r  c o n s t i t u t i o n a l  

r i g h t  t o  v o t e  I n  a n  e l e c t i o n  d e c i d e d  b y  

a  f e w  h u n d r e d  v o t e s "  ( L a n t i g u a ,  -The  
N a tio n ,  4 /3 0 / 2 0 0 1 , p .  i t ) ,  T h i s  i s  c a l l e d  

R I G G I N G  A N  E L E C T I O N .

^ “' " ’‘P e o p l e -  w h o  r i g  “ E l e c t i o n s  a r e  

a t t a c k i n g  A m e r i c a n  d e m o c r a c y  j u s t  

l i k e  O s a m a  b i n  L a d e n  i s ,  a n d  t h e y  a r e  

m u c h  m o r e  o f  a  t h r e a t  t h a n  O s a m a  b i n  

L a d e n  c o u l d  e v e r  h o p e  t o  b e .  T h e  B u s h  

a d m i n i s t r a t i o n  c a m e  t o  p o w e r  t h r o u g h  

a  r i g g e d  e l e c t i o n  i n  F l o r i d a .  N q w  t h i s  

s a m e  a d m i n i s t r a t i o n  i s  r e q u i r i n g  " e l e c ­

t i o n  r e f o r m ”  t h a t  w i l l  i n s t a l l  e l e c t r o n i c  

t o u c h - s c r c o n  v o t i n g  m a c h i n e s  i n  e v e r y  

p o l l i n g  p l a c e  a c r o s s  t h e  n a t i o n .  M o s t  

o f  t h e s e  m a c h i n e s  l e a v e  n o  p a p e r  t r a i l .

> r .w .v  w . w . . . . . . .  . . . „  . v . T h e r e  a r c  n o  p a p e r  b a l l o t s  o r  p a p e r

o f  9 4 , 0 0 0  v o t e r s  f r o m  t h e  r e g i s t r i e s ,  \  r e c o r d s  o f v o t e s  a n d  t h e  c o m p u t e r  s i m p l y  

S u p p o s e d l y  t h e s e  w e r e  c o n v i c t e d  f e l o n s  I  t e l l s  y o u  a t  t h e  e n d  o f  t h e  e l e c t i o n  h o w  

w h o  m a y  n o t  v o t e  i n  F l o r i d a , "  r e p o r t s  J m a n y  v o t e s  e a c h  c a n d i d a t e  r e c e i v e d .
n n  !f>1 a  Cu m  I m i V I l l m i p U l i t r t  A n A r p i A n p  k n u / t  a a a  ! ra n  a r t i c l e  i n  t h e  lh l t lm o r e  Sun , b u t  " t h e  

o v e r w h e l m i n g  m a j o r i t y  w o r e  i n n o c e n t  

o f  a n y  c r i m e . "  F l o r i d a  e l e c t i o n  o f f i c i a l s  

t o o k  n a t i o n w i d e  l i s t s  u f  c o n v i c t e d  f e l o n s  

a n d  d i s q u a l i f i e d  " v o t e r s  w h o s e  n a m e ,  

b i r t h  d a t e  a n d  g e n d e r  l o o s e l y  m a t c h e d  

t h a t  o f  a  f e l o n  a n y w h e r e  i n  A m e r i c a . "  

F o r  e x a m p l e ,  s a y s  t h e  a r t i c l e ,  " o n e  

T h o m a s  B u t l e r  ( o f  s e v e r a l  i n  F l o r i d a )  

w a s  t a g g e d  b e c a u s e  a  ‘T h o m a s  B u t l e r  

C o o p e r  J r , ’ o f  O h i o  w a s  c o n v i c t e d  o f  n 

c r i m e . "  T h e  a r t i c l e  a l s o  p o i n t s  o u t  t h a t  

" M r ,  C o o p e r ' s  c o n v i c t i o n  d a t e  i s  s h o w n  

o n  s t a t e  f i l e s  a s  1/3 0 / 2 0 0 7 ," s e v e n  y e a r s  

i n  t h e  f u t u r e !  T h e  m a j o r i t y  o f  t h e  v o t e r s  

p u r g e d  w e r e  b l a c k  o r  H i s p a n i c ,  a n d  t h e  

a r t i c l e  d e m o n s t r a t e s  t h a t  " t h e  l e g a c y  o f  

s l a v e r y — c o m m o n a l i t y  o f b l a c k  n a m e s —  

a i d e d  t h e  r a c i a l  b i a s  o f  t h e  ' s c r u b  l i s t ' "  

(“J i m  C r o w  r e v i v e d  i n  C y b e r s p a c e , "  

b y  M a r t i n  l . u t h c r  K i n g  I l f  a n d  G a r y  

P a l a s t ,  i n  T h e  B a U h n o n  S u n ,  5 / 8 / 0 3 , a v a i l ­

a b l e  o n  l i n e  a t  c o m i n o n d r e a m s . o r g ) .  A  

d i s p r o p o r t i o n a t e l y  l a r g e  p e r c e n t a g e  o f  

f e l o n s  i n  F l o r i d a  a r e  b l a c k ,  a n d  " b l a c k s  

w e n t  a t  l e a s t  9  t o  1 f o r  D e m o c r a t  A l  

G o r e , "  s a y s  T b t  N a tio n  ( " H o w  t h e  G O l ’

: g a m e d  t h e  s y s t e m  i n  F l o r i d a , "  b y  J o h n  

•. L a n t i g u a ,  4 /3 0 / 2 0 0 1 , p ,  1 1 ).

1 / T h e  c u m u l a t i v e  c f l ’c c i  o f  t h e s e  

m a n i p u l a t i o n s  /  o f  v o t i n g  m a c h i n e s ,  

•' b a l l o t s ,  a n d  v o t e r  r e g i s t r a t i o n  l i s t s  y to i  
e n o r m o u s .  " T h e  T a b u  H eath  Pott r e c e n t l y  

.r e p o r t e d  t h a t  G o r e  l d a t  6 , 6 0 0  . v o t e s  *n 

■;P a l p i . ‘R e a c h  C o u n t y  a l o n e  b e c a u s e  o f t i c  

"  ’ " - *|than;tea
• T h e  n c

D i s t u r b i n g  q u e s t i o n s  h a v e  b e e n  r a i s e d  

a b o u t  t h e s e  v o t i n g  m a c h i n e s ,  m o s t  o f  

w h i c h  a r c  m a n u f a c t u r e d  b y  c o m p a n i e s  

c o n t r o l l e d  b y  s t r o n g  s u p p o r t e r s  o f  t h e  

B u s h  a d m i n i s t r a t i o n .  I s  t h e r e  a  p a t ­

t e r n  h e r e ?  A f t e r  a l l ,  p e o p l e  w h o  h a v e  

o b t a i n e d  p o w e r  t h r o u g h  a  r i g g e d  e l e c ­

t i o n  a r e  l i k e l y  t o  r i g  a n o t h e r  e l e c t i o n  t o  

s t a y  i n  p o w e r .

A n  a r t i c l e  p u b l i s h e d  b y  T b t  
W ashington P ost c i r c d  a  w a r n i n g  b y  9 0 0  
c o m p u t e r  s c i e n t i s t s  t h a t  " t h e s e  m a c h i n e s  

a r c  u n t r u s t w o r t h y ”  a n d  " a  r e p o r t  b y  

J o h n s  H o p k i n s  U n i v e r s i t y  c o m p u t e r  

s c i e n t i s t s  w a r n i n g  t h a t  t h e  s y s t e m ' s  

s o f t w a r e  c o u l d  e a s i l y  b e  h a c k e d  i n t o  

a n d  e l e c t i o n  r e s u l t s  t a m p e r e d  w i t h . "  T h e  

a r t i c l e  r e p o r t s ,  " I n  A l a b a m a ,  a  c o m p u t e r  

g l i t c h  c a u s e d  a  7 ,0 0 0 - v o t e  e r r o : ”  a n d  

" i n  G e o r g i a ,  w h e r e  D i e b o l d  m a c h i n e s  

a r e  u s e d ,  a  h a n d f u l  o f  v o t e r s  f o u n d  t h a t  

w h e n  t h e y  p r e s s e d  t h e  s c r e e n  t o  v o t e  f o r  

o n e  c a n d i d a t e ,  t h e  m a c h i n e  r e g i s t e r e d  a  

v o t e  f o r  t h e  o p p o n e n t . "  T h e  a r c h i e  c o n ­

c l u d e s  t h a t  " m o r e  c r i t i c a l l y ,  c o m p u t e r  

s c i e n t i s t s  c h a r g e d  t h a t  t h e  s o f t w a r e  t h a t  

r u n s  t h e  m a c h i n e s  i s  r l d d l e o  w i t h  s e c u ­

r i t y  f l a w s .  ‘W h o e v e r  c c r t i f i c t i  t h a t  c o d e  

a s  s e c u r e  s h o u l d  b e  f i r e d /  s a i d  A v i  R u h i n ,  

t e c h n i c a l  d i r e c t o r  o f  t h e  I n f o r m a t i o n  

S e c u r i t y  I n s r i t u t c ,  a t  J o h n s  H o p k i n s  a n d

w a n t  c o  w i n  a n  e l e c t i o n ,  j u s t  c o n t r o l  

t h e  v o t i n g  m a c h i n e s "  ( p u b l i s h e d  o n  1 /3 1 /  

2 0 0 3  b y  c o m m o n d r c a m s . o r g  a n d  a v a i l -  

a b l e  o n  l i n e  a t  t h e  s a m e  s i t e ) .  I t  r e p o r t s  

. t h a t  " t h e  r e s p e c t e d  W a s h i n g t o n ,  I ) . C . ,  

p u b l i c a t i o n  The H i / /  (w w w . v h c h i l l . c o n i /  

n c w s / 0 1 2 9 0 3 / h a g c l . a s p x )  h a s  c o n f i r m e d  

t h a t  f o r m e r  c o n s e r v a t i v e  t a l k - s h o w  h o s t  

a n d  n o w  R e p u b l i c a n  U . S .  S e n a t o r  C h u c k  

H a g e l  w a s  t h e  h e a d  o f ,  a n d  c o n t i n u e s  

t o  o w n  p a r t  i n t e r e s t  I n ,  t h e  c o m p a n y  

t h a t  o w n s  t h e  c o m p a n y  c h a t  i n s t a l l e d ,  

p r o g r a m m e d ,  a n d  l a r g e l y  r a n  t h e  v o t i n g  

m a c h i n e s  t h a t  w e r e  u s e d  b y  m o s t  o f  t h e  

c i t i z e n s  o f  N e b r a s k a . ”  T h e  a r t i c l e  s a y s  

t h a t  " w h e n  H a g e l  f i r s t  r a n  t h e r e  f o r  

t h e  U . S .  S e n a t e  i n  1 9 9 6 , I d s  c o m p a n y ’s 

c o m p u t e r - c o n t r o l l e d  v o t i n g  m a c h i n e s  

s h o w e d  h e ’l l  w o n  s t u n n i n g  u p s e t s  i n  

b o t h  t h e  p r i m a r i e s  a n d  t h e  g e n e r a l  

e l e c t i o n .  T b t W ashington Post (1/ 13 / 1997 ) 

s a i d  H a g e l ’s  ‘S e n a t e  v i c t o r y  a g a i n s t  

a n  i n c u m b e n t  D e m o c r a t i c  g o v e r n o r  

w a s  t h e  m a j o r  R e p u b l i c a n  u p s e t  i n  t h e  

N o v e m b e r  e l e c t i o n . ’ A c c o r d i n g  t o  L e v  

H a r r i s  o f  w w w b l a c k b o x Y o t i n g  . c o m ,  

H a g e l  w o n  v i r t u a l l y  e v e r y  d e m o g r a p h i c  

g r o u p ,  i n c l u d i n g  m a n y  l a r g e l y  b l a c k  

c o m m u n i t i e s  t h a t  h a d  n e v e r  b e f o r e  

v o t e d  R e p u b l i c a n .  H a g e l  w a s  t h e  f i r s t  

R e p u b l i c a n  i n  t w e n t y - f o u r  y e a r s  c o  w i n  a  

S e n a t e  s c a t  i n  N e b r a s k a . "  J - l a r i m n n n  s a y s  

t h a t  " s l x y e a r s  I a t e r H a g e l  r a n  a g a i n . . . a n d  

w o n  i n  a  l a n d s l i d e "  b u t  t h a t  " a b o u t  8 0  
p e r c e n t  o f  t h o s e  v o t e s  w e r e  c o u n t e d  b y  

c o m p u t e r - c o n t r o l l e d  v o t i n g  m a c h i n e s  

p u t  i n  p l a c e  b y  t h e  c o m p a n y  a f f i l i a t e d  

w i t h  H a g e l .  B u i l t  b y  t h a t  c o m p a n y .  

P r o g r a m m e d  b y  t h a t  c o m p a n y .  ' T h i s  is  

a  b i g  s t o r y ,  b i g g e r  t h a n  W a t e r g a t e  e v e r  

w a s , '  s a i d  I l a g c l ’s D e m o c r a t i c  o p p o n e n t  

I n  t h e  2 0 0 1  S e n a t e  r a c e ,  C h a r l i e  M a t u l k a  

( w w w . 1a n c a s i e r c o u n i y d c m o c r a t s . o r g /  

m a c u l k a . h t m ) , "

I n t h c . s a m c a u i c l c , T h n m H a r t m a n n  

a l s o  r e p o r t s  o n  a n o t h e r  e l e c t i o n  i n  w h i c h  

t h e  n e w ,  c o m p u t e r i z e d  v o i l n g  m a c h i n e s  

w e r e  u s e d :  “ I n  G e o r g i a ,  d e m o c r a t i c  

i n c u m b e n t  a n d  w n r - h e r o  M a x  C l c l a n d  

w a s  d e f e a t e d  b y  S a x b y  C h a m b l i s s ,  w h o ' l l  

a v o i d e d  s e r v i c e  i n  V i e t n a m  w i t h  a  ‘m e d i ­

c a l  d e f e r m e n t '  b u t  r a n  h i s  c a m p a i g n  o n  

t h e  t h e m e  t h a c  l i e  w a s  m o r e  p a t r i o t i c  

t h a n  C l c l a n d .  W h i l e  m a n y  i n  G e o r g i a  

e x p e c t e d  a  b i g  w i n  b y  C l c l a n d ,  t h ec o - a u t h o r  o f  t h e  r e p o r t , ”  ( " J o l r e d  o v e r  

E l e c t r o n i c  V o t i n g , "  b y  B r i g i d  S c h u l l t e ,  c o m p u t e r i z e d Y o t l n g i n a c h i n c s s a i d t h . i t  

W ashington P ost, 8 / 11/ 2 0 0 3 , a l s o  a v a i l a b l e  C h a i p b l i s s  h a d  w o n . ” H a r t m a n n  p o i n t s  

o n l i n c a t c o m m o n d r e a i n s . o r g )  . ;  • '  ' o u t  t h a t  “ b e t w e e n  t h e m ,  H a g e l  a n d  

M o s t  t r o u b l i n g  o f  a l l  i s  a n  a r t i c l e  ‘ • • ' •, . , . .  •
b y  T h o m  I l a r t m a n n  e n t i t l e d  " I f  y o u  .• ' C o n t i n u e d o n i h e n e x t ^

, j h i f a r n o i i i f  j i u t t c r f l y  b a l l o t ,  n i o r l  t h ' j  

t im f c s  B u s h ' s  ' m a r g i n  o f  v i c t o r y . 'Tt

'  '•'.-w a t r -G IT ,. in \ oLvn rTT R . 'A• LAn d  ^

P i  e , * \ \ ......... ^  ^ c l A ‘ . o c \

WAK • IN f ASIA A (WILIAM GOLDMAN)' ’ KTr

http://www.vhchill.coni/
http://www.1ancasiercouniydcmocrats.org/
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C ham bliss’ v ic tories sealed Republican 
con tro l o f  the Senate." H artm a n n  also 
says, "Rev H arris  of., w w w.taIion.com . 
and  w w w .blackboxyoting.com has 
looked in to  th e  s ituation  In depth," and 
th a t  " the  com pany tied  i-> H agel even 
th rea ten ed  h e r  w ith  legal action when 
she w en t public  ab o u t' h is  com pany 
having  bu ilt the  m achines 'that counted 
h is landslide votes., (I-Tcr'rcsponsu was 
to  p u t th e  law firm ’s th re a t le tte r  on  her 
w ebsite and send a press release to  4 0 0 0  
editors, inviting  th e m  to check it out. 
Sec ww w.blackbox voting.com /olcc t ion- 
system s-softwnre.hvm l)." H arris  lias a 
book  en titled , Black Box Voting: Ballot- 
Tampering in the 2 1 st Century, and on her 
w ebsite (w w w .hlackboxvoting.com ) s' 
asserts th a t H agel’s office also tr ied  to  
kill the story  in  The Hill about H agel 
and the vo ting  m achine company. 
T h o m  H a rtm a n n  concludes his artic le  
by reporting , "W h en  Rev H arris and 
th e  Hill's A lexander B olton pressed 
th e  C h ie f  C ounsel and D irec to r o f  th e  
Senate E th ics C o m m ittee , the m an 
responsible for ensuring  th a t EEC dis­
closures arc com plete, asking him  w hy 
h e’d no t questioned  N agel's 19 95 , 1 9 9 6  
and 2 0 0 t failures to  disclose th e  details 
o f  h is ow nership  In the  com pany th a t 
ow ned the vo ting  m ach ine com pany 
w hen he ran for the  .Senate, th e  D irec to r 
reported ly  m e t w ith  ITagel’s ofltcc on 
Friday, Ja n u ary  25 , 2 0 0 3  and Monday, 
Ja n u ary  27 , 2 0 0 3 . A fte r th e  second 
m eeting, on the  afte rn o o n  o f  January  
2 7 th , the D irec to r o f  the  S c - . te  E thics 
C o m m ittee  resigned his job." (" If  you 
w an t to  w in an  election , just control the  
vo ting  m achines" by T h o m  H artm a n n , 
pub. 1/3 1 /2 0 0 3  by com inondre.im s.org.)

T h e  S tate  o f  A laska is buying com ­
puterized  electron ic vo ting  m achine 
for upcom ing elections. You can look u 
th e  sources cited  in  th is  article, decide' 
for yourself, and ta ll  the Alaska V oter 
R eg istra tion  Bureau in  Juneau  a: 4 6 5 - 
4611  o r In Fairbanks a t 451 -28 35  and t 
lonunen t on this new  system .

" .VMftAc—anrl-TcrtibIe changes are 
rak ing  place in  A m erica as a result o f  the 
Rush adm in istra tion . T h e  economy, our 
system  ofdem ocratlc  voting, ou r freedom  
and th e  en tire  way o f  life we hnvc know n 

, hero In Am erica are all crum bling, In  a 
rcccriv nriicle describ ing the  adm inistra- 

) t io A o f  G eorge W , Bush, th e  columnisc

. quo ted  M ussolini's defirti-.. 
—  "Fascism  should m ord'

oily. Iv 
ition o f  fascism: 
properly  be , called 'corporatism YV sajd 
M ussolini, •• “since - i t ' is th e  f m arriag ’6 
o f  governm ent and, co rporate  power.” " 
(Anch, Daily News,-Sly/ay p. B-5) N ev e r, 
In its I h is to ry ’ has  'th e  i U nited States 
been so close to  a fasc ist takeover, A l| 
o f  the  com ponents are here: the rigged 
elections, and th e  rage arid'hnte-fillfcd 
popu lis t ■' ideology used  to  in tim idate  
political opponents, as the  w ealth iest 
people an d  corporations in the  co u n try ' 
ta k e  control o f  th e  governm ent, beh in d  
a leader w ho w hips up 'p a trio tic ' sc n ti- .’ 
m ent against real o r im agined foreign 
enemies. T h is  is fascism,

W e can no longer afford , to ,  be 
disengaged from politics. W e 'c a n  no 
longer afford the  postm o d ern ' ch ic o f 
‘radicals’ who soy sarcastically, 'O h  
P O M T IC S ...W e don’t  do P O L IT IC S !' 
I f  we don’t do policies soon, politics 
arc going to do us. W e m ust engage 
ourselves in an educational p ro jec t the 
like o f  w hich th is co u n try  has not seen  
since F rank lin  D. Roosevelt. As people 
on  the  left, progressives, and  opponents 
o f  G eorge W . Bush, we can no longer 
afford to  be divided. W e m ust find a way 
to  w ork together. R o th  G eorge W . Bush 
ami A do lf I litJe r cam e to 'p o w e r  only 
because the ir opponents were divided. 
W e can no longer afford to  stand  by 
and do no th ing  w hile  th e  R epublicans 
destroy  th e  economy, take away our 
overtim e, b an k ru p t Social Security, and 
establish 'tra in in g  wages’ below m in i­
m um  w age for people under tw enty-one. 
W e can  no longer afford to  stand  by 
and  do no th ing  w hile  G eorge W. Bush 
destroys Am erica.

M ake no m istake, th e  U nircd States 
is in th e  m iddle o f  one o f  the g rea test 
crises in  its history, b u t we have a long 
dem ocratic  trad itio n  w hich  can save us, 
if  we will onty use it. I t  is a rem arkable 
trad ition  o f  electoral dem ocracy, o f  free­
dom  o f  speech, and o f  people w ho speak 
th e ir  m inds, discuss, and vote and finally 
get i t  right. You can only rig elections 
if  they are close, and  you can only take 
over a governm ent i f  people are com pla­
cent and do no th ing . W e m ust speak  up, 
vote, and organize w ith in  the  long and 
legal dem ocratic trad itions o f  A m erica, 
and as we struggle to  stop G eorge W . 
Bush in  the  com ing presidential and 
congressional elections we will tru ly  be 
struggling, as A braham  Lincoln said, to

I, \  4 ' ‘ * '•'•1 . '|
ensure “th a t governm ent o f the. people, 
by the  people, for the  p eo p le /sh a ll no t- 
perish  from  th e  curth." •; ‘ ? ,

'•  W h a t  can you do? S tay ,Inform cdl 
L ook  a t alternative in te rn e t.s ite s ' like- 
com niondream s.oi'g. Call-' th e  V o te r  
R egistra tion  Offices ir iju n e au  (4 6 5 -4611^ 
and  Fairbank s (451-1835) and your e le c te d ; 
'representatives and tc |l them  w hat you 
th in k  o f  the new voting m achines. G e t 
active in politics.

• O ne last thing: tw o significant,
• recen t articles appealed for u n ity  

am ong rhc opposition co Bush, one 
by Jesse Jackson (“W h a t the L eft 
C an  L earn  From  Hush,” Chicago Sun 
Times, '6 /10 /2 0 0 3 , available on line a t 
com m ondreanis.org), and th e  o ther by 
T h o m  H artm an n  ("H ow  to  T ake Back 
A m erica," 3 /2 4 / 2 0 0 3 , available on line 
a t  com m oiidrcam s.org). R olh  praise 
the  role o f  th ird  parties, for the ir "pas­
sion and  purpose" and th e ir  "klcn..sni“ 
(Jackson) and their role as "incubators 
o f  ideas and nexus points for activism ” 
(H artm ann). However, b o th  em phasize 
the  inexorable fact th a t "in th e  A m erican 
electoral system a  th ird -p arty  candidate 
will always harm  the m ajor-party  can ­
d idate w ith  whom  s/he is m ost closely 
aligned" (H artm ann). "T he reason," says 
H artm a n n , is thru "in A m erica— unlike  
m ost o th e r  m odern dem ocracies— we 
have regional 'w inner take all’ types 
o f  elections, rather th an  p roportional 
representation.... It'.. 3  critical flaw b u ilt 
in to  ou r system, 50  well iden tified  in 
R obert A. D ahl's brillant book, How  
Democratic is the American Constitution?* 
H a rtm a n n  argues th a t "w hen the  del­
egates assem bled In Vhilndclphia ill 1787 , 
republican dem ocracy had never before 
been tried  anywhere in  w hat was know n 
as 'th e  civilized world’." T h e  delegates 
w ere flying blind, m aking i t  up  as th ey  
w ent along, and they did no t realize

Continued on the next page
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M d ,  c o m p u t e r  t e s t e r s  c a s t  a  v o t e :  E l e c t i o n  b o x e s  

e a s y  t o  m e s s  w i t h

In  A nnapo lis , ta les o f  t r ic k e ry , vote rigg ing
By Stephanie Desmon 
Sun Staff

January 30, 2004

For a week, the computer whizzes laid abuse - both high- and low-tech - on the six new briefcase-sized 
electronic voting machines sent over by the state.

One guy picked the locks protecting the internal printers and memory cards. Another figured out how to 
vote more than once - and get away with it. Still another launched a dial-up attack, using his modem to 
slither through an electronic hole in the State Board of Elections software. Once inside, he could easily 
change vote totals that come in on Election Day.

"My guess is we've only scratched the surface," said Michael A. Wertheimer, . o spent 21 years as a 
cryptologic mathematician at the National Security Agency.

He is now a director at Ra BA Technologies in Columbia, the firm that the state hired for about $75,000 
to look at Maryland's new touch-screen voting machines scheduled to be unveiled in nearly every 
precinct in Maryland for the March 2 primary.

The state has no choice but to use its $55 million worth of AccuVote-TS machines made by Diebold 
Election Systems for the primary. The old optical scanners are gone.

Yesterday, Wertheimer calmly presented his eight-member team's findings to committees in the House 
and Senate, explaining the weaknesses they discovered and a plan for how to plug many of the cracks, at 
least in the short run.

Giddy geek speak

Yet on a recent morning at his offices, Wertheimer’s computer programmers were practically giddy as 
they invented new ways to muck up an election. Some were simple - like the lock-picking or just 
yanking the cords out of a machine's monitor, disabling it for the rest of the day.

Other fiddling inspired round after round of excited geek speak, true gibberish to the untrained ear, to 
explain a host of attacks that could be launched up close or by modem.

One thing was clear: There are many ways to fool with Diebold's machines, some of which could lead to 
an Election Day disaster. At the same time, some scenarios were far-fetcl. d and too difficult to pull off

http://ww7,\sunspol.net/news/local/bal-tc.md.machine30jan30,0,3241475,print.story?coll=... 1/30/2004

http://www.sunspot.net/news/%5docal/baI-ie.mcl.machine30ian30.0.4050694.storv?col%5d=bal-local-head1ineR
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undetected, team member1- acknowledged.

But the fact that they could happen makes it impossible to have full confidence in the system, they said.

In the short term, they said, enough fixes can be done to ensure a secure election in March. But much 
more will need to be done to see that future elections on the machines can also be relied upon.

Diebold officials say many of the problems that were found have been fixed.

"They threw out theoretical things that could happen," spokesman David Bear said of the testing team. 
"But the polling places are much different."

The team was asked to answer two major questions, Wertheimer said: Do the machines count votes 
accurately? And do they, need paper receipts?

If left alone, Wertheimer said, the machines will count quite accurately - more so than any past voting 
method.

But he has made a good living off the fact that there are plenty of people out there looking to wreak 
havoc when they can.

Web sites abound with all kinds of speculation about how easily the voting machines can be hacked into 
and outcomes manipulated.

Prominent computer scientists have studied the Diebold code - some of which was found unprotected on 
the Internet - and found hole after hole in its security.

Theories have run rampant as to how to best clean up what critics call a mess.

Paper receipts

Wertheimer said he thinks there will be a need for some type of paper receipt, what some call a voter- 
verified paper trail - basically a printout of each vote as it is cast for the voter to check before leaving the 
polling place. Without a paper ballot, many say, a proper recount is impossible.

Wertheimer said it would take nearly a complete rewrite of the computer code to fix the machines’ 
flaws.

"For a guy who just wants the vote to be accurate, I'd rather dumb down the software and add receipts," 
he said.

Diebold "basically had no interest in putting actual security in this system," said Paul Franceus, one of 
the consultants. "It's not like they did it wrong. It's like they didn’t bother."

Mark McLamon had something up his sleeve as he approached one of the v .mg machines. A close look 
revealed the cord of a portable keyboard. He had learned that he could quickly pick a lock on the side of 
the machine, plug in his keyboard and wreak havoc on the results stored inside - all while likely going 
undetected by poll judges.

Using a low-tech solution, such as tape that reveals tampering, could keep people like McLamon at bay, 
at least as a temporary fix, the consultants said.
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Low-tech hacking is also a possibility, though. •

Someone bent on causing trouble could call a polling place and tell workers that the state's modem is 
do wn and results should be called in on a new phone number. Then the troublemaker could simply 
change the results before sending them onto the state.

While results can now be encrypted - after criticism that they weren't being - something called 
authentication is missing. Authentication tells the main computer that: the person sending in results is the 
one who is actually permitted to do so.

Sneaking in, via modem

Meanwhile, William A. Arbaugh, an assistant computer science professor at the University of Maryland. 
College Park and part of the team, easily sneaked his way into the state's computers by way of his 
modem. Once in, he had access to change votes from actual precincts - because he knew how to exploit 
holes in the Microsoft software.

Those holes should have been patched through regular updates sent to customers, patches that haven't 
been installed on the elections equipment since November.

"There's no security that's going to be 100 percent effective. But the level of effort [needed to get into 
the system] was pretty low," Arbaugh said. "A high school kid could do this. Right now, the bar is 
maybe 8th grade. You want to raise the bar to a well-funded adversary."

"Every system is vulnerable somehow," said Karl Aro, director of the state’s Department of Legislative 
Services, who commissioned the study for the legislature. "The system’s not bad but it needs some 
work."

No system is completely secure. In fact, the more elections the state holds, the more opportunities there 
will be for hackers to see how it works and launch new attacks, experts said.

"If you had the time and the money, the sky's the limit on what you could do to make a secure system," 
McLarnon said.

"You just need to raise the level of effort needed to exploit it so it's not feasible to do," said fellow 
consultant John Ormonde.

Copyright ©  2004, The Baltimore Sun
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Understanding The Problem

“Im agine, it's Election Day 2 004 . You en te r your polling p lace  an d  go to c a s t y o u r vo te  on a  b rand  
new  ‘touch s c re e n ' voting m ach ine . The sc re e n  sa y s  your vo te  h a s  b e e n  co u n ted . As you exit the 
voting booth, how ever, you begin  to w onder. How do I know  if th e  m ach ine  actually  reco rded  my 
vo te?  T he fact is, you  do n ’t."
-  R ep resen ta tiv e  R ush  Holt (NJ).

The problem  Is sim ple: A touch  sc reen  voting m achine reco rds you r vo te  in th e  m em ory  of the 
m ach ine , w here  you c a n ’t s e e  it. How do  you know your vo te  for c an d id a te  A w a sn 't reco rd ed  a s  a 
vote for c an d id a te  B? You don't!

Many s ta te s  a n d  com m unities a re  planning to buy m assive  n u m b ers  of so -ca lled  "Direct R ecording 
Electronic" (DRE) m ach in es  (p ap e rle ss  touch sc reen  a re  D R E s, bu t there  a re  o th e r k inds of D REs 
that u s e  dials o r sw itches in s te a d  of touch sc reen s). S om e a re  a lread y  using them .

U nfortunately, th e se  m ach in e s  a re  d an g e ro u s  for dem ocracy . W ith the com p u ter technology  they 
are  using , th e re  is alw ays a  risk that a  program  flaw or, w orse , tam pering  with th e  so ftw are  could 
c h a n g e  vo tes an d  even  c h a n g e  the ou tcom e of elections. And th e s e  c h a n g e s  m ight not be  
d e tec ted ! S ince ballots a re  s e c re t, o nce  the voter leaves the booth  there  is no o n e  w ho can  d e tec t 
or co rrect any  errors that th e  m ach ine  m ad e  in recording the v o tes . If the election  re su lts  a re  
obviously ab su rd  a s  h a p p e n s  occasionally  with o ther kinds of vo te-counting  eq u ipm en t, the only 
options will b e  to a c c e p t an  obviously w rong election result or hold a  new  elec tion .

T he solution is sim ple: requ ire  there  to  be  a  "voter verifiable audit trail" with all voting equ ipm ent. A 
voter verifiable audit trail is a  p e rm an en t record  of each  vo te  that th e  vo ter can  c h e c k  to e n su re  
that it re p re se n ts  their intent. T h e s e  v o tes  a re  d eposited  in a  s e c u re  ballot box. If th e re  is a  m anual 
recount, we can  be  su re  tha t th e  v o tes  being coun ted  a re  w hat the vo ters w an ted  to  c a s t.

W ithout this requirem ent, w e c a n  n ev er aga in  h ave  confidence tha t o u r e lec tions reflect the will of 
the v o te rs , a s  o p p o sed  to a random  error or the will of so m e o n e  w ho tam p ered  with the voting 
m ach ines.

HAVA: The Reason Behind The Rush To Install New Voting Equipment

HAVA, the  Help A m erica V ote Act, w as p a s s e d  by co n g re ss  in O c to b e r of 2 0 02 . T he  p u rp o se  of 
the Act is:

To estab lish  a program  to p rov ide  funds to S ta te s  to replace p u n c h  card  
voting sy s te m s , to estab lish  th e  E lection A ss is ta n c e  C om m ission  to  
a ss is t in the adm inistration o f  F edera l e lec tions a n d  to o therw ise  
provide a ss is ta n c e  with the adm inistration o f certain F ederal elec tion  
law s a n d  program s, to esta b lish  m inim um  election  administration  
s tandards for S ta te s  a n d  un its  o f  local g o vern m en t with responsibility  
for the adm inistration o f F edera l elections, a n d  for o ther  
p u rp o ses . « N O T E :  Oct. 29, 2 0 0 2  - [H.R. 3 2 9 5 ] »

It is this Act, with specific d a te s ,  that require th e  S ta te s  to u p d a te  old voting eq u ip m en t so  that a  
similar situation  (a s  w hat o ccu rred  in F 'orida) will not occur again .

In the rush  to p a s s  this new  Act so m e  key e lem en ts  wore left out, su c h  a s  a "voter verifiable p ap e r 
receipt". T he n ew est Act, in troduced  by R ep resen ta tive  R ush  Holt, h o p e s  to u p d a te  the  original

I S
H ere a re  links to  b 
s ta te m e n ts  an d  su 
th e  p rob lem .

► J o h n s  H o p k in  
S tu d y
A m ajo r e lec tron l 
m ach in e  m ak er. 
h a s  its "leaked" s

BAD NEWS for PI

► FAQ
If you only r e gd_r

shou ld  p robab ly  i 
Q uestions an d  Ar 
p ag e  to  a d d re s s  I 
q u es tio n s  th a t  co 
regularly .

► P P T  P r e s c n ta l
H ere is an  abbrev 
presentation.Pay 
g a v e : (Pow erpolr 
gives a good, ove
th e  prob lem  a s  o 
6. 2 0 03.

► R e c o rd e d  I n t i
A s to ry  p roduced  
S p eech  Radio N c

and  David Dill.

► A s t a t e m e n t  t 
R e b e c c a  M ercu i

► A n e s s a v  b y  K 
A le x a n d e r  o f  t h 
California Vptei 
Foundation.

► L e t te r  f ro m  t f  
USACMLteJJlfiJB 
S c ie n c e  Co m m it
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HAVA Act with specific solutions to the question of voter verified paper receipts and other obvious 
discrepancies.

More on HAVA

More on HAVA Deadlines

How I Can Help?

► P e t e r  N e u tn a i  
c a t a l o g  o f  r e c e i  
v o t i n g  m a  
p r o b l e m s .

► A n in t e r v i e w  i 
w i th  P e t e r  N eu t 
a n d  R e b e c c a  Mr
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A t  t h e  r e q u e s t  o f  t h e  S t a t e  o f  M a r y l a n d ,  R A B A  T e c h n o l o g y ’ s  I n n o v a t i v e  S o l u t i o n  C e l l  

( R i S C )  p e r f o r m e d  a  r e v i e w  o f  t h e  D I E B O L D  t o u c h - s c r e e n  e l e c t r o n i c  v o t i n g  s y s t e m .  A  t e a m  

o f  s e c u r i t y  e x p e r t s  r e v i e w e d  t h e  S A I C  r e p o r t  c o m m i s s i o n e d  b y  M a r y l a n d  a n d  w e n t  o n  t o  h o l d  

a  “ R e d  T e a m ”  e x e r c i s e  t o  d i s c o v e r  v u l n e r a b i l i t i e s  i n  t h e  a c t u a l  v o t i n g  s y s t e m  a s  i t  w i l l  b e  

d e p l o y e d  f o r  t h e  M a r c h  2 0 0 4  p r i m a r y .

T h e  k e y  f i n d i n g s  o f  t h i s  e f f o r t  a r e  t w o - f o l d .  T h e  S t a t e  o f  M a r y l a n d  e l e c t i o n  s y s t e m  

( c o m p r i s i n g  t e c h n i c a l ,  o p e r a t i o n a l ,  a n d  p r o c e d u r a l  c o m p o n e n t s ) ,  a s  c o n f i g u r e d  a t  t h e  t i m e  o f  

t h i s  r e p o r t ,  c o n t a i n s  c o n s i d e r a b l e  s e c u r i t y  r i s k s  t h a t  c a n  c a u s e  m o d e r a t e  t o  s e v e r e  d i s r u p t i o n  

i n  a n  e l e c t i o a  H o w e v e r ,  e a c h  o f  t h e s e  v u l n e r a b i l i t i e s  h a s  a  m i t i g a t i n g  r e c o m m e n d a t i o n  t h a t  

c a n  b e  i m p l e m e n t e d  i n  t i m e  f o r  t h e  M a r c h  2 0 0 4  p r i m a r y .  W ith  a l l  t h e s e  n e a r - t e r m  

r e c o m m e n d a t i o n s  in  p l a c e ,  w e  f e e l ,  f o r  t h i s  p r i m a r y ,  t h a t  t h e  s y s t e m  w i l l  a c c u r a t e l y  r e n d e r  

t h e  e l e c t i o n  a n d  i s  w o r t h y  o f  v o t e r  t r u s t .  H o w e v e r ,  b e t w e e n  t h e  M a r c h  a n d  N o v e m b e r  

e l e c t i o n s  w e  s t r o n g l y  f e e l  t h a t  a d d i t i o n a l  a c t i o n s  m u s t  b e  t a k e n  t o  m i t i g a t e  i n c r e a s i n g  r i s k s  

i n c u m b e n t  o n  a  s y s t e m  t h a t  w i l l  r e c e i v e  b r o a d  s c r u t i n y .  U l t i m a t e l y  w e  f e e l  t h e r e  w i l l  b e  a  

n e e d  f o r  p a p e r  receip ts , a t  l e a s t  i n  a  l i m i t e d  f a s h i o n .

I n t r o d u c t i o n

O n  N o v e m b e r  1 0 ,  2 0 0 3  t h e  D e p a r t m e n t  o f  L e g i s l a t i v e  S e r v i c e s ,  M a r y l a n d  G e n e r a l  A s s e m b l y  

o f  t h e  S t a t e  o f  M a r y l a n d  ( D L S )  e n t e r e d  i n t o  a n  a g r e e m e n t  w i t h  R A B A  T e c h n o l o g i e s ,  L L C  t o  

p e r f o r m  a  “ t r u s t e d  a g e n t ”  e v a l u a t i o n  o f  c e r t a i n  a s p e c t s  o f  t h e  S t a t e  B o a r d  o f  E l e c t i o n s  p l a n  t o  

u s e  l o u c h - p a d  “ D i r e c t  R e c o r d i n g  E l e c t r o n i c ”  ( D R E )  d e v i c e s  f o r  u p c o m i n g  e l e c t i o n s .  T h e  

t r u s t e d  a g e n t  r o l e  i m p l i e s  t h a t  R A B A  w i l l  p r o v i d e  i n d e p e n d e n t  a s s e s s m e n t s  a n d  w i l l  n o t  s e e k  

to  p r o f i t  f r o m  i t s  r e c o m m e n d a t i o n s .  R A B A  T e c h n o l o g i e s  w i s h e s  t o  t h a n k  t h e  S t a t e  o f  

M a r y l a n d  f o r  t h e  o p p o r t u n i t y  t o  p a r t i c i p a t e  i n  t h i s  i m p o r t a n t  p r o j e c t .

T h e  s p e c i f i c  r e q u i r e m e n t s  o f  t h e  a g r e e m e n t  w e r e :

1. E x a m i n e  a n d  c r i t i q u e  t h e  s t u d y  c o n d u c t e d  b y  A v i e l  D .  R u b i n ,  k n o w n  a s  t h e  H o p k i n s  

s t u d y .

2 .  E x a m i n e  a n d  c r i t i q u e  t h e  m e t h o d o l o g y  a n d  p r a c t i c e s  u s e d  b y  S A I C  i n  i t s  r e v i e w  o f  

t h e  D i e b o l d  e q u i p m e n t  a n d  t h e  R u b i n  r e p o r t .

3 .  E x a m i n e  a n d  c r i t i q u e  t h e  c o n c l u s i o n s  r e a c h e d  b y  S A I C  r e g a r d i n g  t h e  i n t e g r i t y  o f  t h e  

D i e b u i d  v o t i n g  m a c h i n e s  a n d  t h e  o v e r a l l  s e c u r i t y  o f  M a r y l a n d ’s  e l e c t i o n  p r o c e d u r e s .

4 .  E x a m i n e  a n d  c r i t i q u e  t h e  I T  S e c u r i t y  C e r t i f i c a t i o n  a n d  A c c r e d i t a t i o n  G u i d e l i n e s  a s  

i s s u e d  b y  t h e  M a r y l a n d  D e p a r t m e n t  o f  B u d g e t  a n d  M a n a g e m e n t .

5 .  A s s i s t  D L S  i n  c o m p a r i n g  e x i s t i n g  S B E  p r a c t i c e s  a n d  p r o c e d u r e s  t o  t h o s e  o f  t h e  

c o u n t e r p a r t s  i n  o t h e r  s t a t e s .

T o  c a r r y  o u t  t h e  w o r k ,  D L S  p r o v i d e d  R A B A  w i t h  c o p i e s  o f :

1. R i s k  A s s e s s m e n t  R e p o r t ,  D i e b o l d  A c c u V o t e - T S  S y s t e m  a n d  P r o c e s s e s  ( u n r e d a c t e d )  

d a t e d  S e p t e m b e r  2 ,  2 0 0 3 .  T h i s  i s  S A I C - 6 0 9 9 - 2 0 0 3 - 2 6 1 ,

Trusted Agent Report

E x e c u t i v e  S u m m a r y
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Voting machines that print individual ballots -  an election accessory many 
computer scientists have clamored for — are moving a step closer to 
widespread availability.

In response to concerns raised by election officials and security-minded 
techies, one of the largest makers of louch-screen voting machines has 
introduced a prototype capable of producing paper ballots.

Developed by Election Systems & Software of Omaha, Nebraska, the 
machine is currently in beta testing, with plans to make it commercially 
available by July.

"The idea is to provide a voter-verifiable ballot," said Lou Dedier, the ES&S 
vice president and general manager who built the original test model in his 
garage. Dedier said his mock-up was based on suggestions from elections 
administrators.

The planned rollout comes as a coalition of computer scientists, led by 
David Dill, a Stanford computer science professor, is lobbying election 
officials and voLing machine manufacturers to fix security flaws in the 
current crop of touch-screen voting machines. The coalition believes the 
flaws are serious.

In particular, computing experts worry that hundreds of thousands of direct- 
recording electronic, or DRE, voting machines used in elections nationwide 
do not provide an auditable paper trail that records individual votes. In order 
to ensure that votes are not lost because of a computer malfunction or 
tampering, critics say DRE machines should be able to print and store 
individual ballots immediately after a vote is cast.

"I’m happy that some are trying to produce interesting solutions to the voter- 
verifiable audit-trail problem," said Dill. Although he does not endorse any 
particular voting machine vendor, he considers the ES&S prototype a

http://www.wired.com/newsyprintyO, 1294,5S738, OO.html 11/3/2003
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breakthrough for a major manufacturer.

As pressure mounts for paper receipts, ES&S is not the only one who may 
add on a ballot-printing feature.

Joe Richardson, a spokesman for Diebold Election Systems, one of ES&S’s 
chief competitors, said the company would be willing to provide such a 
feature to U.S. customers if the demand is there. Richardson said the 
company included ballot-printing capability in more than 300,000 voting 
machines it sold to Brazil.

Avante International Technology, a developer of smart-card technology, 
recently introduced a machine called Vote-Trakker, which creates a paper 
ballot that voters can view and verify before exiting the polls.

Sequoia Voting Systems, another large maker of DRE machines, recently 
agreed to provide machines for Santa Clara County, California. Officials 
there plan to petition the secretary of state to approve a pilot project with 
paper records that voters can inspect starting in this November's election.

For ES&S, providing a ballot-printer capability isn't solely an altruistic 
move. Dedier said municipalities can expect to pay between $400 and $500 
to add the ballot-printing feature to an existing machine.

The ballot-printing prototype by ES&S is quite similar to its standard DRE 
machine. In both cases, voters make their choices by touching the name of 
their preferred candidate or ballot proposition position on a computer screen.

The primary difference with the prototype model is that after votes are 
entered, a copy of a printed ballot appears behind a clear plastic screen. A 
voter can look at the printed ballot and press a button to submit it or to make 
changes. Submitted ballots get dropped in a box at the bottom of the 
machine for later counting.

Dedier said much of his original design was based on suggestions from 
Warren Slocum, chief elections officer for San Mateo County, California. 
Slocum, in turn, said his recommendations were influenced by security 
concerns raised by computer scientists.

Part of my goal is to try to influence this public policy," said Slocum, who 
favors using printed ballots, rather than electronic records of votes, as the 
official ballot in case of a recount. Slocum said San Mateo, which primarily 
used optical-scan ballot machines, also made by ES&S, doesn't plai 'o use 
the printer-enabled machines this year, but may next year.
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He believes touch-screen machines offer some advantages, such as the 
ability to provide voting in multiple languages without having to pre-print 
ballots for non-English speakers.

But the main puipose of adding ballot-printing capability, he said, is to 
ensure voters that in the event of a computer malfunction, their votes will 
still be accurately recorded on paper.
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108th C O N G R E S S  t  t  t *  O  O  O  A
1 s t  S e s s i o n  H .  K .

To amend the Help America Vote Act of 2002 to require a voter-verified 
permanent record or hardcopy under title HJ of such Act, and for 
other purposes.

IN  THE HOUSE OP REPRESENTATIVES
May 22, 2003

Mr. H o lt  introduced the following bill; which was referred to the Committee
on House Administration

A  B I L L

To amend the Help America Vote Act of 2002 to require 
a voter-verified permanent record or hardcopy under title 
I I I  of such Act, and for other purposes.

1 Be it  enacted, by the Senate and House of Representa-

2 lives of the United States of America in Congress assembled,

3 SECTION 1. SHORT TITLE.

4 This Act may be cited as the “ Voter Confidence and

5 Increased Accessibility Act of 2003” .

6 SEC. 2. EXTENSION OF TIME PROVIDED FOR STATES TO RE-

7 QUEST PAYMENTS UNDER TITLE I.

8 (a) P aym ents F or Activities T o Im prove A dm in-

9 i s t r a t io n  o f  E le c t io n s .— Section 101(a) of the Help



c c

1 America Vote Act of 2002 (42 U.S.C. 15301(a)) is amend-

2 ed by striking “ not later than 6 months after the date

3 of the enactment of this Act” and inserting “ not later than

4 the Tuesday next after the first Monday in November

5 2003” .

6 (b) P a y m e n ts  F o r  R e p la c e m e n t  o f  P u n c h  C ard

7 o r  L e v e r  V o t in g  M a ch in es.—Section 102(b)(1) of

8 such Act (42 U.S.C. 15301(b)(1)) is amended by striking

9 “ not later than the date that is 6 months after the date

10 of the enactment of this Act”  and inser ting “ not later than

11 the Tuesday next after the first Monday in November

12 2003” .

13 (c) E x te n s io n  o f  P e r io d  o f  A u th o r iz a t io n  o f

14 A p p r o p r ia tio n s .—

15 (1) In  g e n e r a l .—Section 104(a) of such Act

16 (42 U.S.C. 15304(a)) is amended by striking

17 “ $650,000,000”  and inserting “ an aggregate

1 8  amount of $650,000,000 for fiscal years 2003 and

19 2004” .

2 0  ( 2 )  D a t e  f o r  t r a n s f e r  t o  e l e c t i o n  a s s i s t -

21 A N C E  COMMISSION OF UNOBLIGATED FUNDS.—Sec-

22 tion 104(c)(2)(B) of such Act (42 U.S.C.

23 15304(c)(2)(B)) is amended by striking “ September

24 1, 2003” and inserting “ January 1, 2004” .

2
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1 (cl) Req uirem en t  To D eploy  In ter im  Measure

2 i f  W a iv er  R e q u e s te d .— Section 102(a)(3)(B) of such

3 Act (42 U.S.C. 15301(a)(3)(B)) is amended by striking

4 the period at the end and inserting the following: ", except

5 that any State requesting any such waiver shall accept and

6 implement a paper system for use on an interim basis as

7 provided in section 5(b) of the Voter Confidence and In-

8 creased Accessibility Act of 2003 in time for use in the

9 November 2004 general election.” .

10 SEC. 3. REPEAL OF EXEMPTION OF ELECTION ASSISTANCE

11 COMMISSION FROM CERTAIN GOVERNMENT

12 CONTRACTING REQUIREMENTS.

13 (a) In G e n e r a l .—Section 205 of the Help America

14 Vote Act of 2002 (42 U.S.C. 15325) is amended by strik-

15 ing subsection (e).

16 (b) E f f e c t i v e  D a te .—The amendment made b}r

17 subsection (a) shall apply with respect to contracts entered

18 into b}; the Election Assistance Commission on on after

19 the date of the enactment of this Act.

20 SEC. 4. PROMOTING ACCURACY, INTEGRITY, AND SECU-

21 RITY THROUGH VOTER-VERIFIED PERMA-

22 NENT RECORD OR HARD COPY.

23 (a) In  G e n e r a l — Section 301(a)(2) of the Help

24 America Vote Act of 2002 (42 U.S.C. 15481(a)(2)) is

25 amended to read as follows:

3
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4

1 1
“ ( 2 )  V o t e r - v e r i f i c a t i o n  a n d  a u d i t  c a p a c ­

2 i t y .—

3
“ (A) V O T E R - V E R I F I C A T I O N  I N  G E N E R A L . —

4
The voting system shall produce a voter-verified

5 paper record suitable for a manual audit equiv­

6
alent or superior to that of a paper ballot box

7
system, as further specified in subparagraph

8 (B).

9
“ (B) M a n u a l  a u d i t  c a p a c i t y  —

1 0
“ (i) The voting system shall produce a

1 1
permanent paper’ record, each individual

12 paper record of which shall be made avail­

| 13 able for inspection and verification by the

1 14 voter at the time the vote is cast, and pre­

15 served within the polling place in the man­

16 ner in which all other paper ballots are

17 preserved within the polling place on Elec­

18 tion Day for later use in any manual audit.

19 “ (ii) The voting system shall provide

20 the voter with an opportunity* to correct

21 any error made by the system before the

22 permanent record is preserved for use in

23 an}' manual audit.

24 “ (iii) The voter verified paper record

25 produced under subparagraph (A) and this

•H R  2239 IH
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1 subparagraph shall be available as an offi­

2 cial record and shall be the official record

3 used for any recount conducted with re­

4 spect to any election in which the system

5 is used.

6 “ (C) S o f tw a r e  a n d  m odem s.—

7 “ (i) No voting system shall at any

8 time contain or use undisclosed software.

9 Any voting system containing or using

10 software shall disclose the source code of

11 that software to the Commission, and the

12 Commission shall make that source code

13 available for inspection upon request to

14 any citizen.

15 “ (ii) No voting system shall contain

16 any wireless communication device at all.

17 “ (iii) All software and hardware used

18 in any electronic voting system shall be

19 certified by laboratories accredited by the

20 Commission as meeting the requirements

21 of clauses (i) and (ii).” .

22 (b) V oter  Verification  of R e su l t s  fo r  In d iv id -

23 u a ls  W ith  D i s a b i l i t i e s — Section 301(a)(3) of such

24 Act (42 U.S.C. 15481(a)(3) is amended—

•HR 2239 m
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2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

C

(1) in the heading, by inserting “a n d  v o t e r -  

VERIFICATION OF RESULTS” after “ ACCESSIBILITY” ;

(2) in subparagraph (B), by striking and” 

and inserting the following: and such voting sys­

tem shall provide a mechanism for voter-verification 

of results which separates the function of vote gen­

eration from the function of vote casting in a man­

ner analogous to that described in section 4 with re­

spect to the separation of paper ballot generation 

and paper ballot verification and preservation, but 

does not require the use of paper.” ;

(3) by amending subparagraph (C) to read as 

follows:

“ (C) The equipment deployed in accord­

ance with subparagraph (B) shall meet the vot­

ing system standards for disability access and 

voter-verification of results as outlined in this 

paragraph in accordance with the deadline set 

forth in section 5(a), provided that if  it does 

not and an interim paper system is deployed in 

accordance with section 5(b), disabled voters 

shall have the option of using the interim paper 

system with the assistance of an aide of the vot­

er’s personal selection or using the voting sys­

tem otherwise put in place for use by disabled

6
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1 voters at the time in question in accordance

2 with the Help America Vote Act of 2002, as in

3 effect prior to the enactment of this Act, except

4 that the deadline set forth in section

5 301(a)(3)(C) of such Act (42 U.S.C.

6 15481(a)(3)(C)) is moved forward from Janu-

7 ary 1, 2007, to January 1, 2006.” ; and

8 (4) by adding at the end the following new sub-

9 paragraph:

10 “ (D) Election officials shall be instructed

11 in the rights of the disabled to vote with the as-

12 sistance of an aide of their selection under the

13 Voting Rights Act of 19 6 5. ” .

14 (c) S p e c if ic , D e l in e a t e d  R e q u ir e m e n t  o f

15 S tu d y , T e s t in g , an d  D e v e lo p m e n t  o f  B e s t  P rac-

16 TICES.—In addition to any ucher requirements under the

17 Help America Vote Act of 2002, the Election Assistance

18 Commission shall stud}', test, and develop best practices

19 to enhance accessibility and voter-verification mechanisms

20 for disabled voters.

21 SEC. 5. CHANGE IN DEADLINE FOR COMPLIANCE WITH

22 STANDARDS.

23 (a) In  G e n e r a l.—Section 301(d) of the Help Amer-

24 ica Vote Act of 2002 (42 U.S.C. 15481(d)) is amended

25 by striking “ on and after January 1, 2006” and inserting

•HR 2239 ffl
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1 “ in time for elections for Federal office beginning with the

2 regularly scheduled general election to be held in Novem-

3 ber 2004” .

4 (b) I n te r im  P a p er  S y stem .—Each State and juris-

5 diction that certifies in the manner described in section

6 102(a)(3)(B) that it shall be unable to comply with the

7 requirements of section 301 in time for the regularly

8 scheduled general election for Federal office to be held in

9 November 2004 shall receive a paper voting system, based

10 on paper systems in use in the jurisdiction, if  any, at the

11 expense of the Commission that shall be deemed compliant

12 with section 301 by the Commission for use in the Novem-

13 ber 2004 general elections.

14 S E C .  G .  R E Q U I R E M E N T  F O R  F E D E R A L  C E R T I F I C A T I O N  O F

15 T E C H N O L O G I C A L  S E C U R I T Y  O F  V O T E R  R E G -

1 6  I S T R A T I O N  L I S T S .

17 Section 303(a)(3) of the Iielp America Vote Act of

18 2002 (42 U.S.C. 15483(a)(3)) is amended by striking the

19 period at the end and inserting the following: “ , as cer-

20 titled by the Commission.” .

2 1  S E C .  7 .  R E Q U I R E M E N T  F O R  M A N D A T O R Y  R E C O U N T S .

22 The Election Assistance Commission shall conduct

23 manual mandator}' surprise recounts of the voter-verified

24 records of each election for Federal office (and, at the op-

25 tion of the State or jurisdiction involved, of elections for

8
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9

1 State and local office) in .5 percent of the jurisdictions

2 in each State and .5 percent of the overseas jurisdictions

3 in which voter-verified records are preserved in accordance

4 with this section immediately following each general elec-

5 tion for Federal office, and shall promptly publish the re-

6 suits of those recounts. The treatment of the results of

7 the recount shall be governed by applicable Federal, State,

8 or local law, except that any individual who is a citizen

9 of the jurisdiction involved may file an appeal with the

10 Commission if the individual believes that such law does

11 not provide a fair remedy.

12 SEC. 8. EFFECTIVE DATE.

13 Except as provided in section 3(b), the amendments

14 made by this Act shall take effect as if  included in the

15 enactment of the Help America Vote Act of 2002.

O
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108th CONGRESS 

1st Session 

S .1980

To amend the Help America Vote Act of 2002 to require a voter-verified permanent record or hardcopy 
under title HI of such Act, and for other purposes.

IN TH E SENATE OF THE UNITED STATES

December 9, 2003

Mr. GRAHAM of Florida introduced the following bill; which was read twice and referred to the 
Committee on Rules and Administration

A BILL

To amend the Help America Vote Act of 2002 to require a voter-verified permanent record or hardcopy 
under title DT of such Act, and for other purposes.

Be it enacted by the Senate and House o f Representatives o f the United Slates o f  America in 
Congress assembled,

This Act may be cited as the 'V oter Confidence and Increased Accessibility Act of 2003'.

SEC. 2. EXTENSION OF TIM E PROVIDED FOR STATES TO REQUEST 
PAYMENTS UNDER TITLE I.

(a) PAYMENTS FOR ACTIVITIES TO IMPROVE ADMINISTRATION OF ELECTIONS- 
Scction 101(a) of the Help America Vote Act of 2002 (42 U S.C. 15301(a)) is amended by 
striking 'not later than 6 months after the date of the enactment of this Act' and inserting 'not later 
than the Tuesday next after the first Monday in November 2003’.

(b) PAYMENTS FOR REPLACEMENT OF PUNCH CARD OR LEVER VOTING 
MACHINES- Section 102(b)(1) of such Act (42 U.S.C. 15301(b)(1)) is amended by striking'not 
later than the date that is 6 months after the dale of the enactment of this Act1 and inserting 'not 
later than the Tuesday next after the first Monday in November 2003'.

(c) EXTENSION OF PERIOD OF AUTHORIZATION OF APPROPRIATIONS-

(1) IN GENERAL- Section 104(a) of such Act (42 U.S.C. 15304(a)) is amended by striking 
'$650,000,000' and inserting 'an aggregate amount of $650,000,000 for fiscal years 2003 
and 2004'.
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(2) DATE FOR TRANSFER TO ELECTION ASSISTANCE COMMISSION OF 
UNOBLIGATED FUNDS- Section 104(c)(2)(B) of such Act (42 U.S.C. 15304(c)(2)(B)) is 
amended by striking 'September 1, 2003' and inserting 'January 1, 2004'.

(d) REQUIREMENT TO DEPLOY INTERIM MEASURE IF WAIVER REQUESTED- Section 
102(a)(3)(B) of such Act (42 U.S.C. 15301(a)(3)(B)) is amended by striking the period at the end 
and inserting the following: \  except that any State requesting any such waiver shall accept and 
implement a paper system for use on an interim basis as provided in section 5(b) of the Voter 
Confidence and Increased Accessibility Act of 2003 in time for use in the November 2004 general 
election.'.

SEC. 3. REPEAL OF EXEMPTION OF ELECTION ASSISTANCE COMMISSION 
FROM CERTAIN GOVERNMENT CONTRACTING REQUIREMENTS.

(a) IN GENERAL- Section 205 of the Help America Vote Act of 2002 (42 U.S.C. 15325) is 
amended by striking subsection (e).

(b) EFFECTIVE DATE- The amendment made by subsection (a) shall apply with respect to 
contracts entered into by the Election Assistance Commission ori or after the date of the enactment 
of this Act.

SEC. 4. PROMOTING ACCURACY, INTEGRITY, AND SECURITY THROUGH 
VOTER-VERIFIED PERMANENT RECORD OR HARD COPY.

(a) IN GENERAL- Section 301(a)(2) of the Help America Vote Act of 2002 (42 U.S.C. 15481(a)
(2)) is amended to read as follows:

'(2) VOTER-'VERIFICATION AND AUDIT CAPACITY-

'(A ) VOTER-VERIFICATION IN GENERAL- The voting system shall produce a 
voter-verified paper record suitable for a manual audit equivalent or superior to that 
of a paper ballot box system, as further specified in subparagraph (B).

'(B ) MANUAL AUDIT CAPACITY-

'(i) The voting system shall produce a permanent paper record, each individual 
paper record of which shall be made available for inspection and verification by 
the voter at the time the vote is cast, and preserved within the polling place in 
the manner in which all other paper ballots are preserved within the polling 
place on Election Day for later use in any manual audit.

'(ii) The voting system shall provide the voter with an opportunity to correct 
any error made by the system before the permanent record is preserved for use 
in any manual audit.

'(iii) The voter verified paper record produced under subparagraph (A) and this 
subparagraph shall be available as an official record and shall be the official 
record used for any recount conducted with respect to any election in which the 
system is used.
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'(i) No voting system shall at any time contain or use undisclosed software.
Any voting system containing or using software shall disclose the source code 
of that software to the Commission, and the Commission shall make that source 
code available for inspection upon request to any citizen.

'(ii) No voting system shall contain any wireless communication device at all.

'(iii) All software and hardware used in any electronic voting system shall be 
certified by laboratories accredited by the

Commission as meeting the requirements of clauses (i) and (ii).'.

(b) VOTER VERIFICATION OF RESULTS FOR INDIVIDUALS W ITH DISABILITIES- 
Section 301(a)(3) of such Act (42 U.S.C. 15481(a)(3) is am ended-

(1) in the heading, by inserting 'AND VOTER-VERIFICATION OF RESULTS' after 
'ACCESSIBILITY';

(2) in subparagraph (B), by striking';  and’ and inserting the following:',  and such voting 
system shall provide a mechanism for voter-verification of results which separates the 
function of vote generation from the function of vote casting in a manner analogous to that 
described in section 4 with respect to the separation of paper ballot generation and paper 
ballot verification and preservation, but does not require the use of paper.';

(3) by amending subparagraph (C) to read as follows:

'(C) The equipment deployed in accordance with subparagraph (B) shall meet the 
voting system standards for disability access and voter-verification of results as 
outlined in this paragraph in .accordance with the deadline set forth in section 5(a), 
provided that if it does not and an interim paper system is deployed in accordance 
with section 5(b), disabled voters shall have the option of using the interim paper 
system with the assistance of an aide of the voter's personal selection or using the 
voting system otherwise put in place for use by disabled voters at the time in question 
in accordance with the Help America Vote Act of 2002, as in effect prior to the 
enactment of this Act, except that the deadline set forth in section 301(a)(3)(C) of 
such Act (42 U.S.C. 15481(a)(3)(C)) is moved forward from January 1, 2007, to 
January 1, 2006.'; and

(4) by adding at the end the following new subparagraph:

'(D) Election officials shall be instructed in the rights of the disabled to vote with the 
assistance of an aide of their selection under the Voting Rights Act of 1965.’.

(c) SPECIFIC, DELINEATED REQUIREMENT OF STUDY, TESTING, AND 
DEVELOPMENT OF BEST PRACTICES- In addition to any other requirements under the Help 
America Vole Act of 2002, the Election Assistance Commission shall study, test, and develop best 
practices to enhance accessibility and voter-verification mechanisms for disabled voters.

'(C) SOFTWARE AND MODEMS-
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SEC. 5. CHANGE IN DEADLINE FOR COMPLIANCE W ITH  STANDARDS.

(a) IN GENERAL- Section 301(d) of the Help America Vote Act of 2002 (42 U.S.C. 15481(d)) is 
amended by striking 'on and after January 1, 2006’ and inserting 'in  time for elections for Federal 
office beginning with the regularly scheduled general election to be held in November 2004'.

(b) INTERIM PAPER SYSTEM- Each State and jurisdiction that certifies in the manner 
described in section 102(a)(3)(B) that it shall be unable to comply with the requirements of 
section 301 in time for the regularly scheduled general election for Federal office to be held in 
November 2004 shall receive a paper voting system, based on paper systems in use in the 
jurisdiction, if any, at the expense of the Commission that shall be deemed compliant with section 
301 by the Commission for use in the November 2004 general elections.

SEC. 6. REQUIREMENT FOR FEDERAL CERTIFICATION OF 
TECHNOLOGICAL SECURITY OF VOTER REGISTRATION LISTS.

Section 303(a)(3) of the Help America Vote Act of 2002 (42 U.S.C. 15483(a)(3)) is amended by 
striking the period at the end and inserting the following:' ,  as certified by the Commission.1.

SEC. 7. REQUIREMENT FOR MANDATORY RECOUNTS.

The Election Assistance Commission shall conduct manual mandatory surprise recounts of the 
voter-verified records of each election for Federal office (and, at the option of the State or 
jurisdiction involved, of elections for State and local office) in .5 percent of the jurisdictions in 
each State and .5 percent of the overseas jurisdictions in which voter-verified records are 
preserved in accordance with this section immediately following each general election for Federal 
office, and shall promptly publish the results of those recounts. The treatment of the results of the 
recount shall be governed by applicable Federal, State, or local law, except that any individual 
who is a citizen of the jurisdiction involved may file an appeal with the Commission if the 
individual believes that such law does not provide a fair remedy.

SEC. S. EFFECTIVE DATE.

Except as provided in section 3(b), the amendments made by this Act shall take effect as if 
included in the enactment of the Help America Vote Act of 2002.

END
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Sec re ta ry  o f  State K ev in  She lley  A nnounces D irectives 
T o  E n su re  V o te r C on fidence in E le c tro n ic  Systems

Beginning July 1, 2005, All Touch Screen Systems Purchased Must Have a Paper Audit Trail

SAN FRANCISCO — Secretary of State Kevin Shelley today announced that beginning 
July 1, 2005, no county or city may purchase a touch screen voting system that does not include an 
accessible voter verified paper audit trail (VVPAT). As o f July 2006, all touch screen voting 
systems used in California, regardless of when they were purchased, must have a VVPAT that can 
be used by all voters, including the visually impaired, to verify that their preferences are accurately 
recorded.

In making the announcement, Secretary of State Shelley said that a transition period is 
necessary in order to assure the fair and efficient conduct o f elections in California.

“The schedule I have set forth for implementing a W P A T  will ensure that there is 
adequate time for new voting systems to be properly certified. This also allows time to train 
elections officials and poll workers and to educate voters,” he said.

To further enhance voter confidence in new technologies, Secretary Shelley is adopting 
voting system reforms and new electronic certification procedures. Shelley will also call upon the 
federal government to substantially improve its testing process.

“As the state progresses with new technology, all Californians must have confidence that 
every vote cast is a vote counted,” said Secretary of State Kevin Shelley. “These new 
requirements will provide this confidence.”

In addition to providing for a VVPAT, Shelley’s reforms call for additional requirements 
for software testing and auditing, new security protocols for manufacturers, random field testing 
on Election Day to ensure proper performance of individual voting machines, and the creation of a 
state Technical Oversight Committee.

In February 2003, Shelley convened an Ad Hoc Touch Screen Task Force composed of 
computer experts, members of the public, and representatives of the disabled community and 
election officials to make recommendations to increase the security of voting equipment software. 
The task force issued a series of recommendations for Shelley’s consideration.

A complete copy of Secretary Shelley’s directives and the recommendations of the Ad 
Hoc Touch Screen Task Force are available on the Secretary of State’s website, at 
http:/Avww.ss.ca.gov/elcctions/touchscrecn.htm.
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(Fwd: Urgcnt:Pls forward my written testimony!

Subject: [Fwd: Urgent:Pls forward my written testimony]
Date: Wed, 17 Mar 2004 12:38:10 -0900

From: Bruce Weyhrauch <Representative_Bruce_Weyhrauch@Legis.state.ak.us> 
Organization: Alaska State Legislature

To: Ginny Austerman <Ginny_Austerman@legis.state.ak.us>

c o m m i t t e e  p a c k e t s

Subject: Urgent:PIs forward my written testimony 
Date: Wed, 17 Mar 2004 20:41:08 +0000 

From: lookitover@att.net
To: Representative_Bruce_Weyhrauch@legis.state.ak.us 

CC: Senator_Kim_Elton @legis.state.ak.us

D e a r  B r u c e  a n d  K im ,

I  r e q u e s t  r e p r e s e n t a t i o n  b y  e a c h  o f  y o u  o n  my b e h a l f  d u e  t o  my b e i n g  o u t  o f  t o w n  
c u r r e n t l y .  I  a s k  t h a t  m y  w r i t t e n  t e s t i m o n y  b e l o w  b e  p l a c e d  i n  t h e  b i l l  c o n s i d e r a t i o n  
p a c k e t s  f o r  p r o p o s e d  l e g i s l a t i o n  r e q u i r i n g  a n  a u d i t a b l e  p a p e r  t r a i l  f o r  v o t e s  c a s t e  
u s i n g  e l e c t r o n i c  v o t i n g  s y s t e m s .

B r u c e ,  I  p e t i t i o n  y o u  i n  p a r t i c u l a r  t o  g e t  my t e s t i m o n y  b e l o w  b e f o r e  t h e  S t a t e  
A f f a i r s  C o m m i t t e e  t 'n a L  i s  r e v i e w i n g  HR 4 5 9  t h i s  T h u r s d a y  AM.

N e i t h e r  o f  y o u  h a v e  t o  p r o m o t e  o r  e v e n  a g r e e  w i t h  my t e s t i m o n y .  I  b e l i e v e  h o w e v e r  
t h a t  i t  i s  f a i r  t h a t  y o u  a c t  t o  p e r m i t  my v o i c e  b e i n g  h e a r d  d u r i n g  p u b l i c  t e s t i m o n y  
i n  t h e  s t a t e  l e g i s l a t u r e .

C I T I Z E N  TE ST IM O N Y  CONCERN ING  HR 2 8 4  AND THE SENATE V E R S IO N  OF L E G IS L A T IO N  P R O V ID IN G  
FOR AN A U D IT A B L E  PA PER  T R A I L  FOR ANY VOTES CASrr U S IN G  E LE C T R O N IC  VO T IN G  MACHINES

H o n o r e d  l e g i s l a t o r s :

I  s e r i o u s l y  u r g e  t h a t  t h e  A l a s k a  L e g i s l a t u r e  c o n s i d e r  p a s s i n g  l e g i s l a t i o n  r e q u i r i n g  
a n  a u d i t a b l e  p a p e r  t r a i l  f o r  a n y  v o t e s  c a s t  u s i n g  e l e c t r o n i c  " T o u c h  S c r e e n "  v o t i n g  
e q u i p m e n t .  I d e a l l y ,  t h i s  p a p e r  t r a i l  w o u l d  b e  s i m i l a r  t o  t h e  a u d i t a b l e  p a p e r  t r a i l  
a l r e a d y  e x i s t i n g  f r o m  A l a s k a  u s e  o f  t h e  A c c u - v o t e  s c a n n i n g  e q u i p m e n t .

F i r s t ,  i t s  p r e t t y  i n e f f i c i e n t  t o  a l l o w  a  p r o b l e m  s o l v e d  w i t h  o l d e r  e q u i p m e n t  t o  b e  
r e i n v e n t e d  t h r o u g h  c a r e l e s s n e s s  i n  t h e  d e s i g n  o f  n e w  e q u i p m e n t .  T h e  s t a t e  b o u g h t  
t o u c h  s c r e e n  e l e c t r o n i c  v o t i n g  m a c h i n e s  o n l y  t o  c o m p l y  w i t h  n ew  h a n d i c a p p e d  l a w  
r e g a r d i n g  v o t i n g  e q u i p m e n t .  I t  i s  d i s c r i m i n a t o r y  t o  n o t  p r o v i d e  t h e  s a m e  l e v e l  o f  
s e c u r i t y  t o  d i s a b l e d  v o t e r s  t h a t  i s  p r o v i d e d  r e g u l a r  v o t e r s .  Y o u  s h o w  o f f  a s  b i g  
h y p o c r i t e s  w h e n  y o u  d i s c r i m i n a t e  u s i n g  l a w  m e a n t  t o  e l i m i n a t e  d i s c r i m i n a t i o n .

S e c o n d ,  h i s t o r i c a l l y  t h e r e  i s  p o w e r f u l  u n w r i t t e n  p o l i c y  i n  h u m a n  s o c i e t y  a b o u t  
k e e p i n g  a  b a c k u p  c o p y  ( f o r  i n d i v i d u a l  r e f e r e n c e )  o f  a l l  l e g a l ,  f i n a n c i a l ,  a n d  
r e s e a r c h  a c t i o n s .  T h e  p r e s s u r e  t o  k e e p  s u c h  r e c o r d s  i s  e v e n  g e n e r a l l y  a c k n o w l e d g e d  t o  
b e  r e s p o n s i b l e  f o r  c a u s i n g  t h e  d e v e l o p m e n t  o f  h um an  w r i t i n g .  T o  o v e r t u r n  t h o u s a n d s  o f  
y e a r s  o f  h u m an  e x p e r i e n c e  b e c a u s e  a  n ew  t e c h n o l o g i c a l  f a d  m a k e s  i t  a p p e a r  t h a t  
i n d e p e n d e n t  b a c k u p  o f  i m p o r t a n t  d a t a  i s  u n n e c e s s a r y  i s  p r e t t y  d a n g e r o u s .  How 
d a n g e r o u s  i s  e a s i l y  r e f l e c t e d  i n  t h e  common s e n s e  p r o m o t e d  b y  r e g u l a r  c o m p u t e r  a n d  
s o f t w a r e  m a n u f a c t u r e r s .  T h e y  a l l  p r o v i d e  f o r  o r  a d v i s e  p e r i o d i c  b a c k u p s  t o  
i n d e p e n d e n t  d i s k s / o t h e r  m e d i a  t o  p r e s e r v e  d a t a  a n d  e v e n  o p e r a t i n g  s y s t e m s . S o  t h e  
f a l l a c y  o f  a c c e p t i n g  a s s u r a n c e s  t h a t  t h e  T o u c h  S c r e e n  s y s t e m ' s  i n t e r n a l  s o f t w a r e  
b a c k u p  i s  s u f f i c i e n t l y  s e c u r e  a n d  s a f e  s h o u l d  b e  o b v i o u s  t o  a n y o n e .

I  am  n o t  r a n t i n g  a g a i n s t  D i e b o l d  o r  t h e  i d e a  o f  e l e c t r o n i c  v o t i n g .  I  am s i m p l y
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c a u t i o n i n g  o u r  g o v e r n m e n t  n o t  t o  a b a n d o n  h e a v i l y  t e s t e d  c om m on  s e n s e  i n  f a v o r  o f  
f a n c y  s a l e s  t a l k .  I  am a l s o  w a r n i n g  a g a i n s t  t h e  c o n s e q u e n c e s  o f  o n l y  s u p e r f i c i a l l y  
c h e c k i n g  t h e  a c c u r a c y  o f  t h e  S t a t e  o f  M a r y l a n d  r e p o r t  i n v e s t i g a t i n g  t h e  r e l i a b i l i t y  
a n d  s a f e t y  o f  t o u c h  s c r e e n  v o t i n g  e q u i p m e n t .  T h e  s t a t e  o f  A l a s k a  b o u g h t  t o u c h  s c r e e n  
e q u i p m e n t  b a s e d  o n  t h i s  r e p o r t  w i t h o u t  i n d e p e n d e n t l y  c h e c k i n g  e x p e r i e n c e s  w i t h  t h i s  
e q u i p m e n t  i n  o t h e r  s t a t e s .  A n d  t h e r e  i s  g r o w i n g  v o l u m e  o f  r e p o r t e d  e x p e r i e n c e s  
i g n o r e d  b y  t h e  M a r y l a n d  r e p o r t .  O u r  D i v i s i o n  o f  E l e c t i o n s  e v e n  h o n e s t l y  a d m i t t e d  t o  
t h i s  w h e n  I  i n q u i r e d .  O n l y  u s i n g  " r e l i a b l e  s o u r c e s "  f o r  v i t a l  i n f o r m a t i o n  f o r  
d e c i s i o n s  i s  s i m p l e  h u m a n  i m p e r f e c t i o n .  B u t  i m p e r f e c t i o n  d o e s n ' t  e x c u s e  i g n o r i n g  i t s  
c o n s e q u e n c e s .

W h a t  i s  i n c r e d i b l e  i s  t h a t  t h i s  w h o l e  m e s s  c a n  b e  s o l v e d  b y  i n s i s t i n g  o n  a n  a u d i t a b l e  
p a p e r  t r a i l  f r o m  t o u c h  s c r e e n  v o t i n g  e q u i p m e n t .  A t  t h e  v e r y  l e a s t  y o u  l e g i s l a t o r s  c a n  
a c t  t o  p r o t e c t  w i l l i n g  s t a t e  w o r k e r s  f r o m  t h e  i n t e l l e c t u a l  a n d  t e c h n o l o g i c a l  
b u l l y i n g . T h i s  i s  n a t u r a l  p r e s s u r e  f r o m  e q u i p m e n t  m a n u f a c t u r e r s  w h o  c o n t r i b u t e d  t o  
w r i t i n g  a n d  l o b b i e d  f o r  t h e  f e d e r a l  l a w  t h a t  s t a t e  w o r k e r s  a r e  t r y i n g  t o  c o m p l y  t o .

F i n a l l y ,  I  w o u l d  l i k e  t o  s u g g e s t  t h e  L e g i s l a t u r e  l e a n  o n  t h e  D e m o c r a t i c  a n d  
R e p u b l i c a n  p a r t i e s ,  a n d  L i s a  M u r k o w s k i  a n d  T o n y  K n o w l e s  f o r  t h e  m o n e y  t o  p a y  D i e b o l d  
t o  m o d i f y  t h e  t o u c h  s c r e e n  m a c h i n e s  A l a s k a  b o u g h t . T h e r e  i s  p l e n t y  o f  o u t s i d e  
i n t e r e s t  m o n e y  f o r  t h e  e l e c t i o n  t h i s  f a l l  w i t h  t h e s e  p e o p l e .  I t  w o u l d  b e  f a i r e r  f o r  
t h e s e  f o l k s  t o  h e l p  o u t  w i t h  t h i s  s i n c e  THEY a r e  p a r t i a l l y  s u b s i d i z e d  b y  t h e  s t a t e  
e l e c t i o n  p r o c e d u r e s .  T h i s  i s  a  l o t  b e t t e r  f o r  t h e  i n t e g r i t y  o f  p o l i t i c i a n s  t h a n  
h i d i n g  l e f t o v e r  c a m p a i g n  f u n d s  o r  b l o w i n g  p e o p l e ' s  m o n e y  o n  f a n c y  h o t e l  r o o m s  a n d  
s t u p i d  p o l i t i c a l  a d s .

T h a n k s  v e r y  m u c h ,

S t u a r t  T h o m p s o n  
PO B o x  2 1 1 2 2 8  
A u k e  B a y ,  AK 9 9 8 2 1
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