


Overview and Explanation of Changes SB 259 (Jud)
Expansion o f the previous bill. It uses some federal language.
We have looked into the concerns that Senator Halford expressed about victim’s rights (credit reporting) in 
this bill. Unfortunately this language is criminal and according to legal, victim rights a civil matter and 
recommended it should not be placed in this bill (single Subject)
Makes it a crime to use someone else’s idenity for criminal activity and crime in and o f itself.
Addresses use o f new technology such as disk recording devices and distribution systems such as computers. 
It also includes computer hacking as a crime.
The bill spells out the severity o f the offense based on monetary gain.
Section 1. & 2 are at request. It adds electronic recording to the existing child exploitation laws essentially to 
match current and hopefully future technology. (Computers, C D’s, video and audio disks)
The remainder o f the bill defines criminal impersonation and associated crimes.
Section 3. Deals with illegal credit card use or the numbers involved in obtaining credit and establishes its 
degree o f offense.
Section 4. Expands the fraud definition in current statute and establishes the level o f the offense based on 
monetary gain.
Section 5. Adds the offense of obtaining an access device or I.D. either through illegal means or by giving 
false information.
Section 6. Establishes First degree criminal impersonation (Class B felony)
Section 7. Establishes Second Degree criminal impersonation (Class A Misdemeanor)
Section 8. Adds recording to the definition of business record.
Section 9. Establishes crime level for deceptive business practices done without assistance from a computer. 
(Class A Misdemeanor)
Section 10. Makes using a computer in the commission of deceptive business practices a Class C felony and 
defines criminal usage o f a computer. (Includes hacking)
Section 11. Hacking- Defines when it is a crime
Section 12-13 Definitions o f terms used in the bill.
Section 14 Makes giving false information to a police officer an offense.
Section 15-17 Definitions
Section 18 A p p lic a b il ity  and e ffe c tive  date.



1
2
3

4

5
6
7
8
9

10
11
12
13
14

WORK DRAFT WORK DRAFT

1-LS1284YK 
Luckhaupt 

3/20/00

WORK DRAFT

CS FOR SENATE RILL NO. 259(JUD)
IN THE LEGISLATURE OF THE STATE OF ALASKA
TWENTY-FIRST LEGISLATURE - SECOND SESSION

BY TH E  SENATE JU D IC IA R Y C O M M ITTEE

O f f e r e d :
R e f e r r e d :

Sponsor(s): SENATOR T A Y LO R

A BILL
FOR AN ACT ENTITLED 

'An Act relating to crimes and offenses relating to aural representations, 
•ecordings, access devices, identification documents, impersonation, false reports, and 
:omputers; and providing for an effective date."

JE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. AS 11.41.455(a) is amended to read:
(a) A person commits the crime of unlawful exploitation of a minor if, in the 

state and with the intent of producing a live performance, film, audio, video, 
electronic, or electromagnetic recording, photograph, negative, slide, book, 
newspaper, magazine, or other [PRINTED] material that visually or aurally depicts 
the conduct listed in (1) - (7) of this subsection, the person knowingly induces or 
employs a child under 18 years of age to engage in, or photographs, films, records, or 
televises a child under 18 years of age engaged in, the following actual or simulated 
conduct:

(1) sexual penetration;
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(2) the lewd touching of another person's genitals, anus, or breast;
(3) the lewd touching by another person of the child’s genitals, anus,

or breast;
(4) masturbation;
(5) bestiality;
(6) the lewd exhibition of the child's genitals; or
(7) sexual masochism or sadism.

* Sec. 2. AS 11.41.455(b) is amended to read:
(b) A parent, legal guardian, or person having custody or control of a child 

under 18 years of age commits the crime of unlawful exploitation of a minor if, in the 
state, the person permits the child to engage in conduct described in (a) of this section 
knowing that the conduct is intended to be used in producing a live performance, film, 
audio, video, electronic, or electromagnetic recording, photograph, negative, slide, 
book, newspaper, magazine, or other [PRINTED] material that visually or aurally 
depicts the conduct.

* Sec. 3. AS 11.46.140(a) is amended to read:
(a) A person commits the crime of theft in the third degree if the person 

commits theft as defined in AS 11.46.100 and
(1) the value of the property or services is $50 or more but less than

$500;
(2) the property is an access device [A CREDIT CARD]; or
(3) the value of the property is less than $50 anda within the past five 

yearSi the person has been convicted and sentenced on two or more separate occasions 
in this or another jurisdiction of theft or concealment of merchandise, or an offense 
under another law or ordinance with similar elements.

* Sec. 4. AS II.46.2S5 is amended to read:
Sec. 11.46.285. Fraudulent use of an access device [A CREDIT CARD],

(a) A person commits the crime of fraudulent use of an access device [A CREDIT 
CARD] if, with intent to defraud, the person uses an access device [A CREDIT 
CARD] to obtain property or services with knowledge that

(1) the access device [CARD] is stolen or forged;

CSSB 259(JUD) -2-
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(2) the access device [CARD] is expired or has been revoked or
cancelled; or

(3) for an-' ">ther reason that person's use of the access device [CARD] 
is unauthorized by either the issuer or the person to whom the access device [CREDIT 
CARD] is issued.

(b) Fraudulent use of an access device [A CREDIT CARD] is
(1) a class B felony if the value of the property or services obtained 

is $25.000 or more;
(2) a class C felony if the value of the property or services obtained is 

$500 or more but less than $25,000:
(3) [(2)] a class A misdemeanor if the value of the property or services 

obtained is $50 or more but less than $500;
(4) [(3)] a class B misdemeanor if the value of the property or services 

obtained is less than $50.
* Sec. 5. AS 11.46.290 is amended to read:

Sec. 11.46.290. Obtaining an access device or identification document [A 
CREDIT CARD] by fraudulent means, (a) A person commits the crime of 
obtaining an access device or identification document [A CREDIT CARD] by 
fraudulent means if

(1) the person buys an access device or identification document [A 
CREDIT CARD] from a person other than the issuer or, as other than the issuer, the 
person sells an access device or identification document [A CREDIT CARD];

(2) with intent to defraud, the person obtains an access device or 
identification document [CONTROL OF A CREDIT CARD AS A SECURITY FOR 
DEBT]; or

(3) with intent to defraud, the person makes a false statement in an 
application for an access device or identification document [A CREDIT CARD].

(b) [OBTAINING A CREDIT CARD BY FRAUDULENT MEANS UNDER
(a)(1) OR (2) OF THIS SECTION IS A CLASS C FELONY.] Obtaining an access 
device or identification document [A CREDIT CARD] by fraudulent means [UNDER
(a)(3) OF THIS SECTION] is a class A misdemeanor.

WORK DRAFT WORK DRAFT I-LS1234\K
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* Sec. 6. AS 11.46 is amended by adding a new section to read:
Sec. 11.46.565. Criminal impersonation in the first degree, (a) A person 

commits the crime of criminal impersonation in the first degree if the person
(1) possesses an access device or identification document of another

person;
(2) without authorization of the other person, uses the access device or 

identification document of another person to obtain a false identification document, 
open an account at a financial institution, obtain an access device, or obtain property 
or services; and

(3' with criminal negligence, damages the financial reputation of the
other person.

(b) Criminal impersonation in the first degree is a class B felony.
* Sec. 7. AS 11.46.570 is amended to read:

Sec. 11.46-570. Criminal impersonation in the second degree, (a) A person 
commits the crime of criminal impersonation in the second degree if the person

(1) assumes a false identity and does an act in the assumed character 
with intent to defraud, commit a crime, or obtain a benefit to which the person is 
not entitled; or

(2) pretends to be a representative of some person or organization and 
does an act in the pretended capacity with intent to defraud, commit a crime, or 
obtain a benefit to which the person is not entitled.

(b) Criminal impersonation in the second degree is a class A misdemeanor.
* Sec. 8. AS 11.46.630(b)(1) is amended to read:

(1) "business record" means a writing, recording, or article kept or 
maintained by an enterprise for the purpose of evidencing or reflecting its condition 
or activity;

* Sec. 9. AS 11.46.710(c) is amended to read:
(c) Except as nrovided in (d) of this section, decentive (DECEPTIVE] 

business practices is a class A misdemeanor.
* Sec. 10. AS 11.46.710 is amended by adding a new subsection to read:

(d) Deceptive business practices is a class C felony if the person uses the

WORK DRAFT WORK DRAFT l-LS12S4\K
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internet or a computer network to commit the offense. In this subsection, "Internet" 
means the combination of computer systems or networks that make up the international 
network for interactive communications services, including remote logins, file transfer, 
electronic mail, and newsgroups.

* Sec. 11. AS 11.46.740(a) is amended to read:
(a) A person commits the offense of criminal use of a computer if, having no 

right to do so or any reasonable ground to believe the person has such a right, the 
person knowingly accesses, [OR] causes to be accessed, or exceeds the person's

WORK DRAFT

authorized access to a computer, computer system, computer program, computer 
network, or any part of a computer system or network, and, as a result of or in the 
course of that access,

(1) obtains information concerning a person; [OR]
(2) introduces false information into a computer, computer system, 

computer program, or computer network with the intent to damage or enhance the 
data record or the financial reputation of a person;

f31 introduces false information into a computer, computer system, 
computer program, or computer network and, with criminal negligence, damages 
or enhances the data record or the financial reputation of a person:

(4) obtains proprietary information of another person;
(5) obtains information that is only available to the public for a fee;
(6) introduces instructions, a computer program, or other 

information that tampers with, disrupts, disables, or destroys a computer, 
computer svstem. computer program, computer network, or anv part of a 
computer svstem or network; or

(7) encrypts or decrypts data.
* Sec. 12. AS 11.46.740 is amended by adding a new subsection to read:

(c) In this section, "proprietary information" means scientific, technical, or 
commercial information, including a design, process, procedure, customer list, supplier 
list, or customer records that the holder of the information has not made available to 
the public.

* Sec. 13. AS 11.46.990 is amended by adding a new paragraph to read:

-5-
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(14) "financial reputation" means a person’s
(A) ability to obtain a loan from a financial institution, open an 

account with a financial institution, obtain property or services on credit, or 
obtain an access device; or

(B) creditworthiness in a credit report.
* Sec. 14. AS 11.56.800(a) is amended to read:

(a) A person commits the crime of malcing a false report if the person 
knowingly

(1) gives false information to a peace officer with the intent of 
implicating another in an offense [A CRIME];

(2) makes a false report to a peace officer that a crime has occurred or 
is about to occur;

(3) makes a false report or gives a false alarm that a fire or other 
incident dangerous to life or property calling for an emergency response has occurred 
or is about to occur; or

(4) makes a false report to the Department of Natural Resources under 
AS 46.17 concerning the condition of a dam or reservoir.

* Sec. 15. AS 11.61.125(d) is amended to read:
(d) In this section, "distribution" includes delivering, selling, renting, leasing, 

lending, giving, circulating, exhibiting, presenting, providing, [AND] exchanging, and 
placing on a computer network or computer system, whether or not for monetary 
or other consideration.

* Sec. 16. AS 11.81.900(b)(48) is amended to read:
(48) "property" means an article, substance, or thing of value, including 

money, tangible and intangible personal property including data or information stored 
in a computer program, system, or network, real property, an access device [A 
CREDIT CARD], a domestic pet or livestock regardless of value, choses-in-action, and 
evidence of debt or of contract; a commodity of a public utility such as gas, electricity, 
s am, or water constitutes property, but the supplying of such a commodity to 
, .emises from an outside source by means of wires, pipes, conduits, or other 
equipment is considered a rendition of a service rather than a sale or delivery of
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1 || property;
2 || * Sec. 17. AS 11.81.900(b) is amended by adding new paragraphs to read:
3 || (61) "access device" means a card, credit card, plate, code, account
4 || number, algorithm, or identification number, including a social security number,
o II electronic serial number, or password, that is capable of being used, alone or in
6 || conjunction with another access device or identification document, to obtain property
7 || or services, or that can be used to initiate a transfer of property;
8 || (62) "identification document" means a paper, instrument, or other
9 || article used to establish the identity of a person; "identification document" includes a

10 || social security card, driver’s license, non-driver’s identification, birth certificate,
11 || passport, employee identification, or hunting or fishing license.
12 || * Sec. 18. The uncodified law of the State of Alaska is amended by adding a new section
13 II to read:
14 I APPLICABILITY. This Act applies to acts and offenses committed or completed on
15 || or after the effective date of this Act.
16 || * Sec. 19. This Act takes effect immediately under AS 01.10.070(c).

-7-
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F IS C A L  N O TE

Revision Date/Time (Note if correction) 21-Mar-00________________ Dept. Affected______________ Administration__________
Title "An Act relating to criminal impersonation"___________B R U  Legal and Advocacy Se rv ices
_________________________________________________________________________________Component Public Defender Agency________________

STATE O F A L A S K A  B IL L  NO. CSSB 259 (JUD)
2000 L E G IS L A T IV E  SESSION

Sponsor Senator Taylor

Requester (S ) JU D _____________________________________________________ Component No. 1631

Expenditures/Revenues__________________________ (Thousands of Dollars)_________

Note: Amounts do not include inflation unless otherwise noted below.
O PER A T IN G  E X P E N D IT U R E S F Y  2001 F Y  2002 F Y  2003 F Y  2004 F Y  2005 F Y  2006
Personal Serv ices
Travel
Contractual
Supplies
Equipment
Land & Structures
Grants & Claim s
Miscellaneous

46 .5 46 .5 46 .5 46 .5 46 .5 46 .5
3.5 3.5 3.5 3.5 3.5 3 .5

26 .3 26 .3 26.3 26 .3 26.3 26.3
1.9 1.9 1.9 1.9 1.9 1.9
6 .5 0.0 0.0 0.0 0.0 0.0

T O T A L  O P E R A T IN G 84.7 78 .2 78.2 78 .2 78.2 78 .2

C A P IT A L  E X P E N D IT U R E S

C H A N G E IN R E V E N U E S  ( )

FUND S O U R C E ____________________________________________ (Thousands of Dollars)
1002 Federal Receipts
1003 G F  Match
1004 G F
1005 GF/Program  Receipts 
1037 GF/Mental Health 
Other (Specify Type)

84 .7 78.2 78.2 78.2 78 .2 78.2

T O T A L 84 .7 78.2 78.2 78 .2 78 .2 78 .2

Estimate of any current year (FY 200 0 ) cost: 

PO SIT IO N S
Full-time 1 1 1 1 1 1
Part-time
Temporary

A N A L Y S IS : (Attach a separate page i f  necessary)
This bill amends current law and adds new statutes to enable prosecution of a wide variety of computer-related offenses.

Prosecution and defense of these offenses will require sophisticated technical expertise. The Public Defender Agency does not 
currently have staff who have the technical knowledge necessary to defend criminal cases that could be brought under this new 
legislation.

The Public Defender Agency will need to hire a Programmer Analyst I in order to consult with and train the attorneys appointed to 
defend these cases. The Programmer Analyst will be based in Anchorage. In addition to providing technical assistance on 
Individual cases in Anchorage, the Programmer Analyst would also be responsible for training attorneys and investigators in all 
Public Defender Agency offices on technical issues in these cases. One-time equipment costs for computer equipment is also 
included in the first year.

Prepared by: 
Division

Barbara Brink, Director
Public Defender Agency

Approved by C om m issioner -- Robert Poe, Jr, 
Agency _____________

i i  ‘f  o,
_Department of'Adm in istration_________________________________________ /

PREPARER TO PROVIDE ALL DISTRIBUTION COPIES TkdoVERN O R'S LEGISLATIVE OFFICE
For further distribution information, call the Governor's Legislative Office

(Rov 10/99) 2000tnfonii.xlj/OMB Page__1__Of ___1.

Phone
Date/Time

Date

264-4414

3>/>i / o o
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9- FISCAL NOTE

Revision Dale/Time (Note if correction) ___________________
Title "An Ac. relating to crimes and offenses relating
to aural representations,... access devices ... computers:..."
Sponsor Senator Taylor____________________________
Requester Senate Judiciary Committee________________

STATE OF ALASKA
2000 LEGISLATIVE SESSION

BILL NO. CSSB 259 (JUD)

Dept. Affected
' b r u

Law
Ciiminal Division

Component 1st Judicial Dist; 4th Judicial Dist;
Criminal Appeals/Special Litigation 

’ Component No. 2198;2201;2203

Exoenditures/Revenues (Thousands of Dollars)
Note: Amounts do not include inflation unless otherwise noted below.
OPERATING EXPENDITURES FY 2001 FY 2002 FY 2003 FY 2004 FY 2005 FY 2006
Personal Services 
Travel 
Contractual 
Supplier 
Equipm *
Land & ^.ructures 
Grants & Claims 
Miscellaneous

3.3 3.3 3.3 3.3 3.3 3.3
6.7 6.7 6.7 6.7 6.7 6.7

5.0 5.0 5.0 5.0 5.0 5.0

TOTAL OPERATING 15.0 15.0 15.0 15.0 15.0 15.0

CAPITAL EXPENDITURES

t z eCHANGE IN REVENUES (

FUND SOURCE____________________________________________(Thousands of Dollars)
1002 Federal Receipts
1003 GF Match
1004 GF
1005 GF/Program Receipts 
1037 GF/Mental Health 
Other (Specify Type)

15.0 15.0 15.0 15.0 15.0 15.0

TOTAL 15.0 15.0 15.0 15.0 15.0 15.0

Estimate of any current yoar (FY2000) cost: 

POSITIONS
Full-time
Part-time
Temporary

ANALYSIS: (Attach a separate page It necessary)

CSSB 259 (JUD) amends and expands the substantive criminal law to address the use of computers and 
other technology in the widespread perpetration of crimes. Child pornography, theft of personal 
information with the intent to defraud, theft of personal information resulting in damage to a person's 
financial reputation, deceptive business practices, "hacking" to get unauthorized information or introduce 
false information, and introducing damaging viruses, are all offenses where technology has offered new 
ways for criminals to victimize individuals. The amendments in this bill will update existing law to help law 
enforcement prosecute those who cause harm to others through the use of computers and other 
technology.

 M-
Prepared by: Joan M. Kassorv1 Phone 465-5370
Division Attorney General's Office I \ Date/Time 3/21/00, 11:39 AM

Approved by Commissioner /A Y "B ru ce  M. Botelho, httomey General Date 3/21/00
Agency (J Department of Law

P R E P A R E R  TO PR O V ID E  ALL DISTRIBUTION C O P I E S  TO G O V E R N O R 'S  LEGISLATIVE O F FIC E
For further distribution information, call tho Governor's Legislative Ollice

(Rov 10/99) 2000inloim *lsvOMD Page 1 Of 2



FISCAL NO T E

ANALYSIS CONTINUATION
Much of the bill expands on existing crimes already being prosecuted, and is not anticipated to cause 
increased workload. The new crimes defined in the bill are expected to result in approximately ten new 
prosecutions in the first year, with the number increasing in future years. These new whito-collar cases 
will be handed by existing staff. Although no new personnel are believed to be necessary, uther 
resources will be needed.

Investigation and prosecution of cybercrimes require that the prosecutor keep up with the constantly 
changing v.orld of information technology. Those who use computers to commit crimes are very 
knowledgeable about technology, and usually have state-of-the-art equipment. Prosecutors must have 
the same or better knowledge and equipment as those who use the equipment for illegal purposes.

The Department of Law intends to have three of its prosecutors specialize in this technology driven area 
of law: one in Anchorage OSPA, and one each in the Juneau and Fairbanks district attorney’s offices. 
These assistant district attorneys will need on-going training to stay ahead of the inventive ways people 
come up with to use technology to cause harm to others and to keep up with how law enforcement is 
respondi ig in other jurisdictions. The department estimates $10.0 per year will be spent on training, 
divided equally between the three components. $5.0 per year is included to maintain state-of-tiie-art 
compu er equipment, software, peripherals, and associated communications devices in Anchorage 
OSPA as a resource for the entire Criminal Division to use in preparing and presenting its cases.

STATE O F  A L A S K A  BILL NO. C S S B  259 (JUD)

2000 LEGISLATIVE SESSION

Page 2 of 2



9A.52.100 WASHINGTON CRIMINAL CODE

Definition, see WJ’IC a 1.01. Wash.Prac.

I. VehicleThere was no violation of defendant's right to equal protection of lows when defendant, who broke and entered semi­trailer, was convicted of burglary in sec­ond degree rather than of lesser offense such as vehicle prowling since semitrail­er was not a motor vehicle. Slate v. Tyson (1983) 33 Wash.App. 859, 658 P.2d 55.Person who broke and entered semi trailer could be convicted of burglary in

Library Reference*
Jury instructions, vehicle prowling. . Elements, see Wash.Prac. vol. 11,WPIC 61.02.

Notes of Decisions
the second degree, a class B felony; charges were not required to be brought under statutes defining lesser offenses such as vehicle prowling (this section and a§ 9A.04.110 and 46.04.320) since semitrailer is a separate detachable con­tainer or structure from truck tractor unit which is used to draw II State v. Tyson (1983) 33 Wash^pp. 859, 658 P.2d 55.

9A.52.110. Computer trespass In the first degree
( 1 )  A  p e rso n  is  g u il ty  o f  c o m p u te r  tr e sp a s s  in  th e  f i r s t  deg ree  if  

the  p e rso n , w ith o u t  a u th o r iza tio n , in te n tio n a lly  g a in s  a c c e s s  to  a 
c o m p u te r  s y s te m  o r  e le c tro n ic  d a ta  b a se  o f  a n o th e r ; a n d

(a ) T h e  a c ce ss  is  m a d e  w ith  th e  in te n t to  c o m m it  a n o th e r  c r im e ;
o r

(b ) T h e  v io la tio n  in v o lv e s  a c o m p u te r  o r  d a ta  b a se  m a in ta in e d  b y  
a  g o v e rn m e n t a gen cy .

(2) Computer trespass in the first degree is a class C felony. 
Enacted by Laws 1984, ch. 273, § I.

Authorization 2 Evidence I
I. Evidence Evidence showed at most unautho­rized use of computer data, which was not prohibited by this section, and was insufficient to sustain conviction for computer trespass; defendant, a univer­sity police officer who had an access code and permission to approach, in­struct, communicate with, store data in, retrieve data from, or otherwise make use of any resources of computer, was found retrieving computer printouts of

Notes of Decision*
college coeds which were in no way con­nected to any ongoing police investiga­tion. State v. Olson (1987) 47 Wash.App. 514. 735 P.2d 1362.
2. Authorization

Trial court was required to find lack of authorization to use computer beyond a reasonable doubt after independently reviewing evidence la prosecution for computer trespass, and it committed er­ror when It relied on pretrial order to find lack of authority to access comput­er. Stato v. Olson (1987) 47 Wash.App. 514. 735 P-2d 1362.

9A.52.12Q. Computer trespass In the second degree
( 1 )  A  p e rso n  is  g u il ty  o f  c o m p u te r  t r e s p a s s  in  th e  s e c o n d  d egree  i f  

th e  p e rso n , w ith o u t  a u th o r iz a t io n , in te n tio n a l ly  g a in s  a c c e s s  to  a
290



HINGTON CRIMINAL CODE

Elements, sec Wash-Prac. vol. 11, WPIC 61.02.
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Trial court was required to find lack f authorization (o use computer beyond reasonable doubt after independently :viewing evidence ih prosecution for amputcr trespass, and it committed cr- jr when it relied on pretrinl order to nd lade of authority to access comput- r. State v. Olson (1987) 47 Wash-.pp. 14. 735 I\2d 1362.

l the second degree
trespass in  the second degree if  

intentionally gains access to a

BURGLARY AND TRESPASS 9A.52.130

computer system or electronic data base of another under circum­
stances not constituting the offense in  the first degree.

(2) Computer trespass in  the second degree is a gross misdemean­

or.
Enacted by Laws 1984, ch. 273, § 2.

9A.52.130. Computer trespass—Commission of other crime
A person who, in  the commission of a computer trespass, com­

m its any other crime may be punished for that other crime as well 
as for the computer trespass and m ay be prosecuted for each crime 
separately.
Enacted by Laws 1984, ch. 273, § 3.

Cm 13 References
Physical damage to computer programs, see § 9A.48.100.

T.VAH .C.W A-11
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display of any parallel citations and ease history. Enter a constitution, 
statute or rule citation in a case law database fo r eases o f interest.

Example query for INSTA-CITE: IC 692 P.2d 874 
Example query for Washington Constitution:
Const. Constitution / s  8 + 35  
Example query for statute: 59.12.030 

Also, see the W ESTLAW  guide follow ing the Preface pages o f this volume.

9A.56.010. Definitions

The follow ing definitions are applicable in this chapter unless the 
context otherwise requires:

(1) "Appropriate lost or misdelivered property or services" means 
obtaining or exerting control over the property or services o f 
another which the actor knows to have been lost or mislaid, or to 
have been delivered under a mistake as to identity o f the recipient 
or as to the nature or am ount o f the property:

(2) "By color or aid o f deception” means that the deception 
operated to bring about the obtaining of the property or services; it 
is not necessary that deception be the sole means o f obtaining ihc 
property or services;

(3) "Access device" means any card, plate, code, account number, 
or other means of account access that can be used alone or in 
conjunction w ith another access device to obtain money, goods, 
services, c.- anything else o f value, or that can be used to initiate u 
transfer o f funds, other than a transfer originated solely by paper 
instrument;

(4) "Deception" occurs when an actor know ingly:

(a) Creates or confirms another's false impression which the 
actor knows to be false; or

(b) Fails to correct another’s impression which the actor previ­
ously has created or confirmed; or

(c) Prevents another from  acquiring inform ation  m aterial to the 
disposition o f the property involved; or

(d) Transfers or encumbers property w ithout disclosing a lien, 
adverse claim, or other legal Im pedim ent to the enjoyment o f the 
property, whether that im pedim ent is or is not valid, or is or Is not 
a matter o f official record; or

(e) Promises performance which the actor does not intend to 
perform or knows w ill not be performed.
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V :9A.56;040 WASHINGTON CRIMINAL CODE

9A.56.040. T h e ft In  the second degree

:*.? (1) A person is guilty o f theft in  the second degree if  he com m its 

theft of:

"  (a) Property or services which excccd(s) two hundred and fifty  
dollars in  value, but docs not exceed one thousand five hundred 
dollars in  value; or

(b) A public record, writing, or instrum ent kept, filed, or deposit­
ed according to law w ith  or in  the keeping o f any public office or 

public servant; or

(c) An access device; or

(d) A m otor vehicle, of a value less than one thousand five 
hundred dollars; or

(c) A firearm, o f a value less than one thousand five hundred 
dollars.

(2) Theft in  the second degree is a class C felony.

Enacted by Laws 197S, 1st ExSess., ch. 260, § 9A.56.040. Amended by 
Laws 1982, 1st Ex-Scss., ch. 47, § 15; Laws 1987, ch. 140, § 2.

Historical Note 
Laws 1982, 1st ExScu., ch. 47, § 15, SourcesInserted subsec. (l)(e).
Lows 1987, ch. 140, § 2, rewrote sub­sec. (iXc), which previously read: "A credit-card; or".
Severability—Laws 1982, 1st Ex. Sess., ch. 47: See Historical Note follow­ing § 9.41.190.

Laws 1909, ch. 249, § 353.RRS § 2605.Former §§ 9.:'A.030, 9.54.090. Laws 1955, ch. 97, § 1.Lows 1963, ch. 133, § 1.Former § 9.61.220.Laws 1970, ExJScss., ch. 36, § 3.
Cross References

Civil action for shoplifting by adults, minors, see § 4.24.230. Larceny, see ch. 9.54.
Library References

Criminal Law «=27.Larceny «” 5, 24.CJf.S. Criminal Law § 5 ct seq.CJ.S. Larceny §§ 2 ct seq., 66 et seq. CJS. Motor Vehicles § 588.Criminal practice, disposition without trial, reduction of charge, see Wash. Prac. vol. 13, Ferguson, § 3014.Jury Instructions, theft, second degree,

Definition, see Wash.Prac. vol. 11, WPIC 70.05.Elements, sec Wash.Prac voL 11, WPIC 70.06.

WESTLAW Electronic Research
See WESTLAW guide following the Preface of this volume.



KnowI«Ie« or Cntrnt •* ,"1' ’Act is done “knowingly* for purposes‘of sut- uto prohibiting fraud and related activity In * connection with Identification documents, if It Isnplcmcnti done voluntarily end intentionally rather thsn by mistake, accident or other innocent reason. U3. v.. Smith, D.Or.1968,, 685 F.Supp. 1523, affirmed in pert, reversed in pert 978 F2d 898, 3 certiorari denied 110 S.Ct. 194,493 U3. 869,107L_Ed.2d 14a ■ .. t :
4s. Unlswftilnesi of intended use Parole violation if ■ violation of New York law, and thus defendant'! alleged unlawful use of identification, which constituted parole violation, could establish element of Intent to u»o "unlaw­fully' In charge of knowingly possessing with Intent to use unlawfully five or more Identifica­tion documents. VS r. Chandler, CjU2'(N.Y.) 1996.93 F-3d 711. • •
To enable jury to conclude that. defendant Intended' to use fake Identtfleatlona unlawfully, as required to convict defendant for knowingly possessing with talent to oao unlawfully five or mare false identification documents, government . is required to establish use! to which defendant Intended to put tklae identifications and that . those intended uses would riolato ooo or more federal. I tale, or local tews. .■U.S. v, Rohn, C.A.4 (tdu.) 1982,984 Fid 310.

5. Identification documents
Defendant may be convicted of using false Identification document within Intent to defraud United States, within meaning of federal crtral- oal ecatiite, though defcodant'a conduct doc* tkot violate local, state or fadcral bear, vtalation of such law la not necessary element of statutory offense. VS v. McCormick, CjU) (Nev.) 1996, 72Ffidl404. >f'
Nonimmigrant riaa was not Identification doc- imncot under statute barring'poeaeeaion of ift-._ struroehEnhaf 5H"6o'iae3to mIo taiaa (denti- ... . • fieatibn documents; viaa only identifies someone as eligible to enter United Statas without Identi­fy!.-g bearer,' U.S. r. Hamraouda, CAD. CJ996,51 F-3d 288,' 311 UAApp-D.C 146, ccttiarari denied 116 ACti SS90, 615 VS 1128, 132 LEA2J291. ' • • < . . 1 * , - •», Poeaeeaion of crtdontiiis appearing to bethose of Drug Enforcement. Administration (DEjV) supported oocrictioo on bias credentials charge, even if identification document was con­tained In leather cover bearing defUnct agency's asal and tvan If atatuta required that Identifica­tion document purport to be that of. existing agency. US. v. Caturv CA6 (Ky.) 1996, 43 F.3d 954, rehearing and suggestion for rehear- tag cn banc denied, certiorari denied 116 S.Ct.716, 516 U.S. 1040,133 UEd£d 670.

. For purposes of statute prohibiting fraud and related activity In connection with Idantificatlon documents, “IdeotlficaUaa document" Is an au­thentic or real document Issued by some govern­mental body and a “tklae Identification • docu­ment* is tutor alia a document procured by false statements or fraud and also may be a nonau- ther.Uc document. US v. Smith, D.Or. 1988, 685 F-Supp. 1523, affirmed in part, ravenvd In part on other grounds 878 Fid 898, certiorari denied110 aCt. 194. 493 U3. 88a 107 UEdSd 14a
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6. Poeaeeaion of document-making Imple­mentsEvidence that defendants possessed various document-making Implements, which wnro made In other state and countries, and possessed iden­tification panda from three other a Loire was suf­ficient to establish that unlawful activity was "in or affecting Interstate commerce," for purpoeo of conviction for vtoleling statute which prolublt- cd fraud in connection with identification docu­ments. 03. v. Peirce, CA4 (N.C.) 1996, 86 Ffid 22. • •;
Defendant violated etttule prohibiting fraud and related activity in connection with Identifica­tion documents, by possessing document-making implements which would be used In production • ' of frjse Identification document by poasenelng Texas seal, two blank Rhode Island btrlh certifi­cates, blank Now Jersey driver's Ucer.:., two blank Sodal Security cards and blank chauf­feur's license form, and by possessing Identifica­tion document that appealed to be Identification document of United States which was ctolen or produced without authority knowing that such document was atolen or produced, without au­thority by her poaeoeelun of blank Sodal Securi­ty cud. U3. v. Smith, D.Or.1988, 885 F-Supp. 1523, affirmed In part, reversed In part 876 F.2d 898, certiorari denied 110 9.CL I9i, 493 U3. 860,107 U K  A 2d  149.

7. Instruction!
General unanimity charge instructing Jury that It had to return unanimous verdict was sufficient with respect to charge of knowingly possessing and using frl̂ a1 Identification docu­ments; trial court was not required to provide tpadflc unanimity charge that all Jurors hod to - sgraa on particular theory of how defendant violated law. U3. v. Chandler, CA2 (N.Y.) 1896, 98 F8d 711. , .Daftndant wan not entitled to vantia Ins true- ,tion In prosecution tar unlawfld production, and transfer of falsa Identification documents, es do- • fendont did not Interpose question In timely fashion; any asserted defects in venue were apparent to defendant at time defendant entered Into itipolation that wstrad venua Issue. U.A v. Sutton, CA2 (N.Y.) 1994,13 FJd 696.
In proeecutiao for knowingly possessing with Intent to use unlawfully five or more false identi- , ficstion documents, citation to jury of particular . law which defendant’s Intended usee of false identification documents would have violitod was required; unlawfulness was determined not by reference to abstract notions of right and wrong, but by standards prescribed bv appropri­ate lawmaking bodies, and to demonstrate un-

• lawfulness. Jury had to bo Instructed that partic­ular conduct would have violated specific law.., U.a v. Rohe, CA4 (Md.) 1992, 964 TM 310.
8. Weight and aafflclency of evidence

Evidence that 'defendant, pooaeaaed 108 eoun- tcrfalt birth ccrtiflcatea, which ho trinsportod from Peru to the United States, that he secreted certificates to newspaper,' and 'that, he knew certificates, could be uaod unlswfUlly to obtain driver’s licenses, which produced £100-4300 per certificate, was sufficient to establish that defen­dant had willful talent to transfer certificates unlawlUUy, to support conviction of poeaeeaion .with Intone to tranefar unlawlUUy five or more falaa Identification documents,, considering addl- UonaUy defendant's falsa exculpatory statements - at time of arroet and his discredited claim that he was working for FBL US. v. Alejandro, CA.ll (Fla.) 1997, U8 F-3d 1613.
Evidence tfiat both defendants had conatruc- . . tive, (f not actual, possession of rooldanee and rental car In which document-making Imple­ments were found was sufficient to sustain con­victions for vfoladng etatuto which prohibited fraud In connection with Identification docu­ments. U3. v. Pearce, CA4 (N.C.) 1986, oo F-Sd 22.
Government'! proposed Inference that defen­dant Intended unlawful uses of multiple falsa Identification documanta which the poracased os there were no possible lawful uaaa for fries Identifications waa not eulDdtnt to establish that defendant's Intended uacc of frlce Identifications would violate federal, state, or beat laws, to os to permit conviction for knjwitgly 'posMtttag with tatopt to cmt unlawfully five or more false Identification documents.- U.S. v. Rohn. CA4 (Md.) 1992,984 F-3d 310.

.9. Admissibility of evidence. a.
Any 'OfcftUntol' prejudice; suffered- by-deftn-- ■ dent charged under federal statute with making ftdse-Identification card* aa result of evidance that defendant's activities violated lUlnole law as well as federal law did not require mistrial, where any prqjudlc* was outweighed by probe- 'tire value of state employee’s testimony on tie- •msnt of government's case. UJ3. ▼, Bell, CAT (III) 1903,960 F3d 1096. ' ' •

10. Discipline of attorneys.
One-year suspension Is sppropriato unction for attorney who (s convicted of aiding and abetting In pcwvoolon and use nf Identification document'In order to fraudulently obtain pass­port, nut. Involving moral turpltodo. In re McBrido, D.C.I904,642 AJZd 1279., 1

5 1029. Fraud end related activity in connection, with access devices 
(a) Whoever— ' ■ * •(1) knowingly and with intent to defraud produces,' tuea, or trades In ono or more counterfeit access devices; ’ •

(2) knowingly and with Intent to defraud traffics In  or uses one or mors. unauthorized access devices during any one-year period, and by tuch conduct obtain* anything of value aggregating SI,000 or more daring that period;. (3) knowingly and with Intent to dafruud possesses fifteen or more devices which are counterfeit or unauthorized acceas dovtcea; • • ■ -
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(4) knowingty, and with intent to defraud, produce#, traffics in, has control or custody of, or possesses device-making equipment; . •: •
' (6) knowingly and with Intent to defraud-effects transactions, with 1 or more access devices issued to another person or persons, to receive payment or any other thing of value during any 1-year period the aggregate value of which is equal to or , , , greater than $1,000; , ■_ '(6) without the authorization of the issuer of the access device, knowingly and with intent to defraud solicits a person for the purpose of— • '

(A) offering an access dr/ice; or
(B) aelling Information regarding or an application to obtain ah accessdevice; . . . .(7) knowingly nnd with intent to defraud uses, produces, traffics in, has control or custody of, or possesses a telecommunications instrument that has been modified or altered to obtain unauthorized use of telecommonicationa services;

(8) knowingly and with intent to defraud nses, produces, traffics in, has contrul • or custody of, oi possesses a scanning receiver; ,,
(9) knowingly uses, produces, traffics In, has control or custody of, or possesses• i hardware or software, knowing it h*s been configured to insert or modify telecom­munication identifying Information associated with or contained in a telecommunica­tions instrument so that such instrument may be used to obtain telecommunications service without authorization; or „
(10) without the authorization of the credit card system member or its agent, knowingly nnd with intent to defraud causes or arranges for another person to present to the member or its agent, for payment, 1 or more evidences or records of transactions made by an access device;

shall, if the offenaa affects interstate or foreign commerce, be punished as provided in subsection (c) of this section. r
(b)(1) Whoever attempts to commit an offense under subsection (a) of this section shall be subject to the uame penalties as those prescribed for the offense attempted.
(2) Whoever ia a party to a conspiracy of two or more persons to commit an offense under subsection (a, of this section, if any of the parties engages in any conduct in furtherance of such offense, shall be fined an amount not greater than the amount provided as the maximum fine for auch offcnao under Bubscction (c) of this section or imprisoned not longer than one-half the period provided us the maximum imprisonment for such offense under subsection (c) of this section, or both.
(c) Penalties.—

(1) Generally.—The punishment for an offense under subsection (a) of this section ia.—
(A) in the case of an offense that does not occur after a conviction - for  ...... another offense-under thissection.—--------------------------- ! ~~~

(!) If the offense Is under paragraph (1), (2), (3)r (6), CO, or (10) of subsection (a), a fine under this title or imprisonment,for not more th«n 20 years, or both; and _ . :
(Ii) if tho offense ia under paragraph (4), (S), (8), or (9), of subsection (a), a fine under this title or imprisonment for not more than 16 years; jr  both;

(B) in the case of an offense that occurs after a conviction for another offense under this section, a fine under this title or imprisonment for not more than 20 years, or both; and ... ■•i . . , , . .
(C) in either case, forfeiture to the United States of any personal property used or intended to be used to commit the offense.

(2) Forfeiture procedure.—'The forfeiture of property under this section, includ­ing any aeizure and disposition of the property and any related administrative and. Judicial proceeding, shall be governed by section 413 of the Controlled Substances Act, except for subsection (d) of thuc section.
(d) The United States Secret Service ah ill, in addition to any other agency having auch authority, have the aatharity to investigate offenses under this section. Such authority of the United States Secret Service shall be exercised in accordance with an agreement which shall be entered into by tho Secretary of tho Treasury and the Attorney General.
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’• (e) As used in this section—1 • "i,: “  '• ••••••• •* ■ ’»* . . .(11 the-term "access device" means any card, plate, code, account’nurhbar, electronic serial number, mobile identlf :ation number, personal Identification nuzh- . ber, or other telecommunications service, equipment, or instrument identifier, or other means of account access, that can be used, alono or In conjunction with . another access device, to obtain money, goods, services, or any other thing of value, or that con be used to Initiate a. transfer of ftrnds (other than a transfer originatedsolely by paper Instrument); , , ,(2) ths term "counterfeit access device" means any access device that is counter feit, fictitious, altered, or forged, or an identifiable component of an access device or
a counterfeit access device;(3) the term "unauthorized access device" means any access device that is lost, stolen, expired, revoked, canceled, or obtained with Intent to defraud; ■ ■ ' •(4) the term “produce" includes design, alter, authenticate, duplicate, or assem­ble; • • • ", * •(5) tho term “traffic" means transfer, or otherwise dispose of, to another, orobtain control of with intent to transfer or dispose of;(6) the term “device-making equipment" means any equipment, mechanism, or Impression designed or primarily UBCd for making an access device or a counterfeit 
occeas device;(7) The term ̂ ereuit card system member" means a financial Institution or other • ■ entity that is a tnemb-r of a credit card system, Including nn entity, whetheraffiliated with or Identical to the credit card issuer, that is the'sole member of a

' credit card system; •(8) the term "scanning receiver" means a device or apparatus that can bo used to Intercept a wire or electronic communication in violation of chapter 119 or to Intercept an electronic serial. umber, mobile Identification number, or other Identi­fier of any telecommunications service, equipment, or instrument(9) tha term “telecommunications service" has. the meaning given such term in section 3 of title I of tho Communications Act of 1934 (47 U.S.C. 153);(10) the term “fadllties-based carrier" means an entity that owns communica­tions transmission facilities, is responsible for the operation and maintenance of those facilities, and holds an operating license issued by the Federal Communica­tions Commission under the authority of titlo III of the Communications Act of 
1934; and(11) the term "telecommunication identifying Information" means electronic seri­al number or any other number or signal that identifies a specific telecommunica­tions Instrument or account, or a specific communication' transmitted from a

. telecommunications instrument '
.. .(O This'section does not prohibit any lawfully authorised investigative, protective, or intelligence "activity Ofa law enforcement agency of.theJJnlted States, a' State, or a political subdivision of a State, or of an intelligence agency of the United States, or ahy activity authorised under chapter 224 of this title.' For purposes of this subsection, the term "State" includes a State of tha United Statas, the District.of Columbia, and any commonwealth, territory, or possession of the United States.

(g)(1) It is not a violsition of subsection (a)(9) for an offirer, employec,'or'agent of, or a person engaged in business with, a facilitlos-bued carrier, to engage in conduct (other than trafficking) otherwise prohibited by that subsection for the purpose of protecting the property or legal rights of that carrier, unless such conduct is for the purpose of obtaining telecommunications service provided by another fsclUties-boscd carrier, with­
out the authorixation of auch carrier. • ►

(2) In a'prosecution for a violation of subsection (a)(9).' (other than a violation consisting of producing or trafficking) it ia an affirmative defense (which the defendant must establish by a preponderance of the evidence) that the conduct charged was nngaged In for research or development in connection with a lawful purpose.
(Added PubX. 98-473, Tills II. 9 16021a), Oct 12, 198), 90 Slat 2183, and amendsd PubX. 99-046, 9 44(b), Nov. 10,1886, 100 Stit 3601; PubX, 101-647, Tills XII. 9 12060), Nov. 29,1900,104 SUL 4831; PubX. 103-322, Title XXV, 9 260007, Title XXXIII, 9 330016(2KD, Sspt-18. 1904, 106 Stat 2087, 2148; PubX 103-414, Tllle II, 9 200, Oct 26, 1994. 108 Stat 4291; PubX 104-294, Titia VI, 
I  601(i), Oct 11. 1900, 110 Slat 3601; PuhX 108-172, I  2(a) -  (d). Apr. 24, 1980, 112 Sut 63.)

561

CRIMES 'AND CRIMINAL PROCEDURE . ’ 18 •'§ 1029



relate to sufficiency, of the evidence, but rather to manner In which defendant win charged. US. v. AJcpV CA4 (Md.) 1994, 26 F.3d 24.
17. Questluna of fact .Evidence presented Jury question- as to whether defendant was guilty, either as'aider and abettor or as principal, of bank fraud and access device fraud; with respect to direct uoo , of access device, at least one automatic teller machine (ATM) photograph showed defendant in driver's scat of' vehicle parked at drive- through ATM, and defendant wna pictured with codefendunt os another card was being used, which suggested that ha knew ni and did noth­ing to prevent tho crime. U.S. v. Fadaylnl, CAD.U.1994, 28 F.3d 1230, 307 U.S.App.D.C. 360, rehearing denied.
18, Cloned cellular telephonesDefendant’s cellular tclcphono cloning sctivi-tles, Involving use of electronic scanning and computer programming equipment to erase and reprogram electronic chip containing cellular phone’s electronic serial number and mobile identification number with account number of another user, so that calls made bn modified phono would be charged to other user's account, violated statute prohibiting knowing possession, production, use, and trafficking of counterfeit access devices and access device equipment, even before statute was amended to specifically address colluiar telephone cinning, U.S. v. Wat­son, CA9 (Col.) 1097,118 F.3d 1316.
Cloned colluiar telephone, I.e., one with Identi­fication numbers identical to another, existing legitimate unit, fell within ambit of federal stat­ute govarning fraud and related activity In con­nection with access devices, in prosecution for violations of statute arising from defendant's alleged use, possession, and trafllcklng of cloned cellular telephone; defendant’s conduct Involved use of cltered telecommunications Instrument to obtain access to telecommunications Bervtces for purpose of defrauding carrier, and cellular cam­era were damaged since, by cloning of cellular telephones to enable users to have extension telephone, cellular carriers were defrauded of “ activation-foe 'and monthly service "fee'they charged for each ceilulur telephone. "U.S. v. Yates, E.D.Ky.1995,914 F.Supp. 162.

19. Intent• Statute rnaldng it illegal to knowingly and with intent, to defraud pooseas 16 or more coun-

18 §1029
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tcrfelt or unauthorized acceaadevicea If ofTensa effects interstate commerce requires ' govern­ment to prove only that aggregate possession or 16 or mors unauthorized access devices affected interstate commerce does not require govern­ment to prove intent to defraud with respect to each individual device. U.8. v. -Clayton, CA9 (Cat) 1997,108 F3d 1114, certiorari dehied 118 S.Ct. 233,139 L.Ed.2d 166.. To convict for use of unauthorized access de­vices, government must prove that defendant acted knowingly and with intent to defraud, but proof of sbch intent may be . established with circumstantial evidence. U.S. v. Ismnila, CAS (Tex.) 199G, 100 F.3d 380, rehearing denied, certiorari denied 117 S.Ct 1712, 137 L.Ed2d 830, cerUorari denied 117 S.Ct 18G8, 137 L£d2d 1060. ; / ‘ >
20. InstructionsDefendant charged with possession of cloned cellular phones, cloning equipment! and unautho- .rized cellular phone Identification numbers was not entitled to Instruction emphasizing that in­tent to defraud was necessary element of of- fenses, as Instructions given already listed fraud oa element of offense. U.S. v. Claytnn, CA9 (CaL) 1997, 108 F.8d 1111, certiorari denied 118 S.Ct 233,139 L.Ed.2d 106.
21. Value of loss ■
Court did not err In calculating amount of intended loos' through use of fake credit cards at $2,600,000 by adding the number of completed false cards, unerabussed cards, signature panels, other uacmbossed cards found in safe in hotel where eome of defendants were staying and then multiplying by the 56,900 average amount charged per account during two weeks prior ti> defendanla’ arrest U.S. v. Wai-Keung, CA11 (Fla.) 1997,116 Ffid 874, rehearing and sugges­tion for rehearing en banc denied 127 Fffd 42, certiorari denied 118 S-Cti 1096, 140 L.Ed2d 160.

22. Unauthorized device
Merchant account numbers used by defen­dants In furtherance of bank fraud scheme were "unauthorized"'access’"devices, based" on evl-’ dence that merchant bank prohibited practice of factoring, hy which business would use third party aa conduit for depositing credit card sales, and that defendants know of and intentionally violated bank's policy. US. v. DabbB, CA11 (Fla.) 1998,134 FJd 1071.

§ 1030. Fraud and related activity in connection with computers 
' (a) Whoever— • • • ■ v. . : • ■ *• •

(1) having knowingly accessed a computer without authorization or exceeding authorized access, and by moans of such conduct having obtained information that has been determined by the United States Government pursuant to an Executive order or statute to require protection against unauthorized disclosure for reasons of nutional defense or foreign relations, or any restricted dnta, as defined in paragraph y of section 11 of the Atomic Energy Act of 1954, with reasun to beliuve that such information ao obtained could be used to the injury of the United States, or to the •• advantage of any foreign nation willfully communicates, delivers, transmits, or causes to be communicated, delivered, or transmitted, or attempts to communicate, deliver, transmit or cause to be communicated, delivered, or transmitted the some
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1 u to as'aider raud and lirect use .tic teller lofcndant it drive- tred with mg used, did noth- Fadayinl, App.D.C.

ut rather tcrfeit or unauthorized, access devices if offenaecharged. effects interstate commerce requires govern-FJJd 24. ment to prove only that aggregate possession of15 or more unauthorized access devices affected interstate commerce does not require govern­ment to prove-Intent to defraud with respect to uadi individual device. US. v.--Clayton, CA9 (Cai.) 1997,108 F.3d 1114, certiorari denied 118 S.Ct 233,139 UEd2d 165.-
To convict for use of unauthorized access de­vices, government must prove that defendant acted knowingly and with intent to defraud, but proof of such intent may be established with circumstantial evidence. UA v. Ismofla, C.A.6 (Tex.) 1990, 100 ,F.8d 380, rehearing denied, certiorari denied 117 S.CL 1712, 137 L.EdAI 830, certiorari denied 117 S,Ct 1858, 137 UEd.ZdlOGa . ' '

20. Instructions . '
. Defendant charged vyith possession ,of donod callular.phoneB, cloning equipment, and unautho­rized cellular phone Identification numbers was not entitled to instruction emphasizing that in­tent to defraud was necessary element of of­fenses, as instructions given already listed fraud as element of offense. UA v. Clayton, CJV.9 (Cal.) 1997, 108 FM 1114, certiorari denied 118 act. 233,139 L.Ed.2d 165.
21, Value of loss
Court did not err In calculating amount of Intended loss' through use nf fake credit cards at $2,500,000 by adding the number of completed false cards, uncmboaacd cards, nlgnqturc panels, other uncmbossed cards found in safe in hotel where aume of defendants were staying and then multiplying by the $6,900 average amount charged per account during two weeks prior to defendants' arrest' UA v. Woi-Kaung, CAil (Fla.) 1997, 115 FAi 874, rehearing and sugges­tion for rehearing en banc denied 127 Fhd 42, certiorari denied 118 S.Ct 1095, 140 L.Ed2d 150.
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22. Unauthorized device
Merchant account numbers used by defcri- danta in furtherance of bank fraud scheme were fco- they— “unauthorized" “acccatPdevloii, based on evl-’ U.S. v. dcnce that merchant bank prohibited practice of factoring, by which business would use third party as conduit for depositing credit card sales, and that defendants knew of .and Intentionally violated bank's policy. UA v. Dabbs, C.A.11 (Fla.) 1098,134 K3d Jr71.igiy and iro coun-

'ity in connection with computers

■.sed a’computer without authorisation or exceeding ins of such conduct having obtained information that United States Government pursuant to an Executive ■tcction against unauthorized disclosure for reasons of ations, or any restricted data, as defined in paragraph Energy Act of 1954, with reason to believe that such be used to tlie injuiy of the United States, or to the tion willfully communicates, delivers, transmits, or slivered, or transmitted, or attempts to communicate, )c communicated, delivered, or transmitted the some
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:5>- • to any person not entitled to receive it, or,willfully retains the same and fails to : deliver it to the officer or employee of the United States entitled to.receiva it;
(2) intentionally accesses a computer without authorization or exceeds authorized , • access, and thereby pbtaina-r, , . ................ • ■>.(A) information contained in a financial record of a financial institution, or of . . .  a card issuer as defined, in section 1602(n) of titia-15, or contained in a file of a consumer reporting agency on a consumer, as such terms are defined.in the ... , . Fair Credit Reporting Act (15 U.S.C. 1681 et seq.); . ..•. (B) information from, any department or agency of the United States; or

' •••.'• (C) Information from any protected computer if the conduct involved an interstate or.foreign communication; * ‘ • '(3) intentionally, without authorization to access any nonpublic computer of adepartment or agency of the United States, accesses such a computer of that departmentor agency that is exclusively for the' use of the Government of the• ■ United States or, in the ense of a computer not exclusively for such ,uso, is used by or for the Government of the United States and such conduct affects that ubc by or for the Government of the United States;. ••• i (4) knowingly and with intent to defraud, accesses a protected computer without authorization, or exceeds authorized access, and by mean9 of such conduct furthers . the intended fraud.and obtains anything of value, unless the object of the fraud and the thing obtained consists only of the use of the computer and the value of auch useis pot more than $5,000 in any 1-year period; . . .  . . .(5)(A) knowingly causes the transmission of a program, information, code, or command, and as a result of such conduct, intentionally causes damage without , authorization, to a protected computer,(R) intentionally accesses a protected computer without authorization’, and as a result of auch conduct, recklessly causes damage; or *
(C) intentionally accesses a protected computer without authorization, and as a . result of stlch conduct, causes damage; "  "  •'* “■ (6) knowingly and with intent to . defraud traffics (ns defined in section 1029) in any password or similar information through which a computer may be accessed without authorization, if— _ . . . . .  •

(A) such trafficking affects interstate or foreign commerce; or
(B) such computer is used by or for the Government of the United States;

(7) with.intent to extort from any person, firm, association, educational inatitu-tion, financial institution, government entity, or other legal entity, any money or other thing of value, transmits in interstate or foreign commerce any communica­tion containing any threat to cause damage to a protected computer; 
sliall be punished as provided in subsection (c) of this section. .

(b) Whoever attempts to commit an offense under subsection (a) of this section shall be punished as provided in subsection .(c) of this section;---------;------------tt7*--------—
(c) The punishment for an offense under subsection (a) or (b)of this section ia—
,< •- (1)(A) a fine under this title or imprisonment' for not more than.ten years, or both, in the case of an offense under subsection (a)(1) of this section which docs not occur after a conviction for another offense under this section, or an attempt to . commit an offense punishable under this subparagraph;; and,.. ' . ..

(B) a fine under this title or.imprisonment for not more than twenty years, or both, in tho caac of dn offense under subsection (a)(1) of this section which occurs , . alter a conviction for another offense.c.idcr this section, or an attempt to commit an ' r ’ offense punishable under this subparagraph; ’’(2)(A) a fine under thi3 title or imprisonment for not more than one year, or both, in the case of an offense under subsection (a)(2), (a)(8), (a)(5)(C), or (a)(6) of this section which does not occur after a conviction for another offense under this section, or an attempt to commit an offense punishable under this subparagraph; and ’ ’(B) a fine under this title or imprisonment for not more than 5 yearn, or both, in the case of an offense uiidcr euhsection (a)(2), if—. .(1) the offense was committed for purposes of commercial advantage or private financial gain; ' . * •
659

• r !



0 3 / 0 3 / 0 0  1 1 : 1 2  FAX 2 6 9  5 4 7 6 AK PUBLIC DEFENDER ANC ®011

18 §1030 CRIMES AND CRIMINAL •PROCEDURE CR1

. liirA

fti

!co

i

(ii) the offense was committed in furtherance of any criminal or tortious act in violation of the Constitution or laws of the United States or of any State; or 
1 (ili) the value of the information obtained exceeds $6,000; . •. . y.. ■

(C) a fine under tliis title or imprisonment for not more than ten years, or both, in the case of an offense under subsection (a)(2), (a)(8) or (b)(6) of this section which• occurs after a conviction for another offense under this section, or an. attempt to• commit an offense punishable under thla subparagraph; and - > •■■■
(3)(A) a fine under this title or imprisonment for not more than five years, or both, in tho case of an offense under subsection (a)(4), (a)(5)(A), (a)(6)(B), or (a)(7) of this section which does not occur after a conviction for another offense under this section, or an attempt to commit an offense punishable under this subparagraph; and', _ . . . . .  . . .  -
(B) a fine under this title or imprisonment for not more than ten years, or both, ■, in the case of an offense under subsection (a)(4), (aX5)(A), (a)(5)(B), (a)(6XO, or(a)(7) of this section which occurs after a conviction for another offense under this section, or an attempt to commit an offense punishable under this subparagraph; and .: f
[(4) Repealed, 3493] Pub.L. 104-294, Title II, 5 201(2)(D), Oct, 11, 1996, 110 Stot

(d) The United States Secret Service shall, in addition to any other agency having such authority, have the authority to investigate offenses under Bubsections (a)(2XA),(a)(2)(B), (a)(3), (a)(4), (a)(6), and (a)(6) of this section. Such authority of the United States Secret Service shall be exercised in accordance with an agreement which shall be entered Into by the Secretary of the Treasury and the Attorney General.
. (e) As used in this section— '

,(1) the term "computer" means an electronic, magnetic, optical, electrochemical, or other high speed data processing device performing logical, arithmetic, or storage functions,'and includes any data storage facility or commuhicationa facility directly related to or operating in conjunction with Buch device, but such term does not indude an automated typewriter or typesetter, a portable hand held calculator, or other similar device; , ' " . ' .
(2) the terra "protected computer" means a computer—

(A) exclusively for the use of a financial institution or the United States Government, or, in the case of a computer not exclusively for such use, used by or for a financial institution or the United States Government and the conduct constituting the offenBe affects that use by or for the financial institution or the Government; or • •• «• - • • -
(B) which is used In interstate or foreign commerce. QtiommunlcatlonL-____

(3) tho term “State" includes tho District of Columbia, the Commonwealth' Of '■ •' Puerto Rico, and any other commonwealth, podaesaion or territory of the UnitedStates; , ..• : • • ,i„ . . i*..................  c.,.‘ ••
(4) the term “financial institution" means— •. (

■ •, .. .; (A) an institution with deposits insured by the Federal Deposit Insurance .>• •• . Corporation; • •  .. ”• . .* ... . ••• .* ('.*.«•'
’ • ' (B) the Federal Reserve or a member of the Federal Reserve including anyFederal Reserve Bank; - ' " • -  s.t. i .......... . .r
"• ' ’./(C ) a credit Union'with accounts Insured by the National Credit, UnionAdministration; '' • ' • ' . • • • • ■ • •'* •

" (D) a member of the Federal home loan bank system and any.iiomb loanbank; "
(E) any institution of the Farm Credit System under the Farm Credit Act of V  .1971; . . . . . .  . .! .• (F) a broker-dealer registered with the Securities and Exchange Commis­sion pursuant to section 15 of the Securities Exchange Act of 1934;

. (G) the Securities Investor Protection Corporation;
. (H) a branch or agency of a foreign bank (as such :crme are defined in • paragraphs (1) and (3) of section 1(b) of the International Banking Act of 1978); and . • , .
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jttcd in furtherance of any criminal or. tortious act in or lawB of the United States or of Any State; or 
nation obtained exceeds $5,000; , 
nprisonment for nit more than ten years; or both, ibsection (aX2), (aX8) or (a)(6) of this section which ■ther offense under this section, or an attempt to lertliissubparagraph; and • '• ■■
ir imprisonment for not more than five years, or ler subsection (aX4), (a)(5)(A), (a)(5)(B), or (aX7) of r after a conviction for.another offense under this t an offense punishable under this subparagraph;
nprisonment for not morethan ten years,- or both, subsection (a)(4), (a)(5)(A), (aX6)(B), (a)(5XC), or a after a conviction for another offense under this t an offense punishable under this subparagraph;• •' - ' i ....
)4, Title II, § 201(2XD), Oct. 11, 1996, 110 Stat.
dee shall! in addition to any other agency having i investigate offonses under subsections (s)(2XA),(6) of this section. Such authority of the United cil in accordance with an agreement which shall be 'reasuiy and the Attorney General. "
is an electronic, magnetic,, optical, electrochemical, essing device performing logical, arithmetic, or ny Hota storage facility or communications facility i cc ..unction with Buch device, but such terra doea iter or typesetter, a portable hand held calculator,
ter" means a computer—'
;e oi a financial institution or the United States if a computer not exclusively for such use, used by or the United States Government and tho conduct ts that use by or for the financial institution or the
itate or foreign commerce or communication; 
the District of Columbia, the Commonwealth of monwealth, possession or territory of the United
on” 'meatier -vi
posits insured by the Federal Deposit Insurance
>r a member of the Federal Reserve including any

.( • - - i- ..
accounts insured by the National Credit Union1 • - - .•« -
leral home loan bank system and any.home loan 
■'arm Credit System under tho Farm Credit Act of
tercd with the Securities and Exchange Commis- ’ the Securities Exchange Act of 1934; >■
p Protection Corporation;
of a foreign bank (na such terms are defined in don 1(b) of the International Banking Act of 1978);
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• (j) an organizationoperating under section 25 or flection 25(a) ofthc Federal ."'7-1 Reserve Act vc ;■ '■ >.'...;........... ,,
(5) the term "financial record" means Information derived from any record held by a. financial institution pertaining to a customer’s relationship with the financial,i,*.i institution; ... • ,* ..pi;,-m.iv, '*> --j * . ;* . i. .(6) the term "exceeds authorized access” means, to access a computer with authorizatio;i and to use such- access to obtain or alter information in the computer'• that the accessor is not entitled'so to obtain or alter;. ..• • • > . • * . -
(7) the term “department of the United States” means the legislative or judicial ' branch of the Government or one of the executive departments enumerated in,' section 101 oi ’’-'o 6; and(8) the term ’damage" means any impairment to the integrity or availability of . data, a program, a system, or information, that-1- •• . . . . . .(A) causes loss aggregating at least $5,000 in value during any 1-year period to'one or more individuals;(B) modifies or impairs, or potentially modifies or impairs,'the medical examination, diagnosis, treatment,.or care of one or more individuals;

(C) causes physical injury to any person; or
(D) threatens public health or'safety; and.(9) tho term "government entity”'includes the Government of the United State?, any State or political subdivision of tho United States, any foreign country, and any state, province, municipality, or other political subdivision of a. foreign country,

(0 This section does not prohibit any lawfully authorized investigative, protective, or Intelligence activity of a law enforcement agency of the United States, a State, or a political subdivision of a State, or of an intelligence agency of the United, States.
(g) Any person who suffers damage or loss by reason of a violation of this section may maintain a civil action against tho violator to obtain compensatory damages and injunctive relief or other equitable relief. Damages for violations, involving damage.as defined in subsection (e)(8XA) are limited to economic damages. No action may bo brought under this subsection unless such action is begun within 2 years of the date of the act complained of or the date of the discovery of tho damage. - • • •. *'
(h) The Attorney General and the Secretary of the Treasury shall report to the Congress annually, during the first 3 years following the date of the enactment of this subsection, concerning investigations and prosecutions under subsection (a)(5).

(Added PubX. 98̂ 173, Title .II, § 2102(a), Oct 12,1981, 98 Stat 2190, and amended PubX. 99-471, } 2, Oct 16, 1986,100 Stat 1213; Pub.L. 100-690, Tide VII, 5 7065, Nov. 18, 1988,102 Stat 4404; PubX, 101-73, Tide IX, 5 862(aXG), Aug. 9.1989,103 Stat. 502; Pub.L. 101-847, Tide XII, 5 1206(e), Tido XXV, § 2697(1), Tide XXXV, § 3533, Nov. 29,1990,104 Stat 4831,4010; 4926; PubX. 103-322, Title XXIX, 9 290001(b) to (0, Sept 13,1094,103 Stat 2097-2099; Pub.L. 104-294, Tide □, 5 201, 71116 VT, } 004(bX36), Oct 11,1990,110 Stat 3401,3508.) '' ' "
 - - - —  HISTORICAL AND STATUTORY NOTES-I ,J, , - • ■References In Tcm .

Reference to "paragraph y of section.11 of the Atomic Energy Act of 1064", referred to in eubsec. (aXl) la classified to 'section '2014{y) of Title 42, Public Health and Welfare.
Tho Fair Credit Reporting Act, rafiurod to lo BUbacc. (aX2)(A); Is Tide VI of PubX.. 00-021 as added by PubX. 91-608, Tide VI, Oct 26,1970,84 Stet 1127, which is classified to aubchapter III (eection 1681 et seq.) of chapter 41 of Tide 16, Commerce and Trade.
The Farm-Credit Act pf 1971, 'referred to in subscc. (cX4)(E), la Pub.L. 92-181, Dec. 10,1971,86 Stat. 685, as omended, which is 'classified generally to chapter 23 (section 2001 ct eoq.) of Tide 12, Banks and Banking. For. complete classification of this Act to the Cods, see Short Tide note set out under eection 2001 of Title 12 and Tables.

. Section 15 of the Seairitipa .Exchange Act of 1934, referred to In aubsec, (eX4)(F), ia classified to section 78oof Tide 15, Commorce and, Trade.Section 1(b) of the.International Banking Act of 1978, referred to in subsec. (eX4)(H), la classi­fied to section 3101 of -Tltio-12, Banks- and Bonking. • • , I. ’• , . . ...Section 25 of.the Federal-Reserve Act, re­ferred to in subeec.. (o)(4XI), is classified to subchapter 1 (section 601 et seq.) of chapter' 0 of .Title 12 .-. .Section 25(a) of tho Federal -Reserve Act, referred to. In nubeec. (e)(4)(I), in cloaaified to mibchapter II (section 611 ot seq.) of chapter 6 of Title 12The date of the enactment of this subsection, referred to In oubsec. (h), maana tho dato of tho enactment of Pub.L. 103-322, 108 Slot. 1796, which enacted aubt.ee. (h) and was approved Sept. 13,1994. •
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CS FOR SENATE BILL NO. 259(JUD)
IN THE LEGISLATURE OF THE ST/ TE OF ALASKA
TWENTY-FIRST LEGISLATURE - SECOND SESSION

BY T H E  SENATE JU D IC IA R Y C O M M ITTE E

OfTercd:
Referred:
Sponsor/s): SENATOR T A Y LO R

A BILL -7

FOR AN ACT ENTITLED
)

'An Act relating to crimes and offenses relating to aural representations, 
ecordings, access devices, identification documents, impersonation, and computers; 
ind providing for an effective date."

iE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:
#•

* Section 1. AS 11.41.455(a) is amended to read:
(a) A person commits the crime of unlawful exploitation of a minor if, in the 

state and with the intent of producing a live performance, film, audio, video, 
electronic, or electromagnetic recording, photograph, negative, slide,, book, 
newspaper, magazine, or other [PRINTED] material that visually/or aurally depicts 
the conduct listed in (1) - (7) of this subsection, the person knowingly induces or 
employs a child under 18 years of age to engage in, or photographs, films, records, or 
televises a child under IS years of age engaged in, the following actual or simulated 
conduct:

(1) sexual penetration:

7
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(2) the lewd touching of another person's genitals, anus, or breast;
(3) the lewd touching by another person of the child's genitals, anus,

WORK DRAFT I-LSI 2841

or breast;
(4) masturbation;
(5) bestiality;
(6) the lewd exhibition of the child's genitals; or
(7) sexual masochism or sadism.

* Sec. 2. AS 11.41.455(b) is amended to read:
(b) A parent, legal guardian, or person having custody or control of a child 

under 18 years of age commits the crime of unlawful exploitation of a minor if, in the 
state, the person permits the child to engage in conduct described in (a) of this section 
knowing that the conduct is intended to be used in producing a live performance, film, 
audio, video, electronic, or electromagnetic recording, photograph, negative, slide, 
book, newspaper, magazine, or other [PRINTED] material that visually or aurallv 
depicts the conduct.

* Sec. 3. AS 11.46.140(a) is amended to read:
(a) A person commits the crime of theft in the third degree if the person 

commits theft as defined in AS 11.46.100 and
(1) the value of the property or services is S50 or more but less than

5500;
(2) the property is an access device [A CREDIT CARD]; or
(3) the value of the property is less than 550 anda within the past five 

yearSj the person has been convicted and sentenced on two or more separate occasions 
in this or another jurisdiction of theft or concealment of merchandise, or an offense 
under another law or ordinance with similar elements.

* Sec, 4. AS 11.46.285 is amended to read:
Sec. 11.46.285. Fraudulent use of an access device [A CREDIT CARD],

(a) A person commits the crime of fraudulent use of an access device [A CREDIT 
CARD] if, with intent to defraud, the person uses an access device [A CREDIT 
CARD] to obtain property or services with knowledge that

(1) the access device [CARD] is stolen or forged;

SSB 259(JUD) .2-
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(2) the access device [CARD] is expired or has been revoked or
WORK DRAFT 1-LS1284M

cancelled; or
(3) for any other reason, that person's use of the access device [CARD] 

is unauthorized by either the issuer or the person to whom the access device [CREDIT 
CARD] is issued.

(b) Fraudulent use of an access device [A CREDIT CARD] is
(1) a cfciss B felony if the value of the pronertv or services obtained 

is $25.000 or more;
(2) a class C felony if the value of the property or services obtained is 

$500 or more hut less than $25.000:
(3) [(2)] a class A misdemeanor if the value of the property or services 

obtained is $50 or more but less than $500;
(4) [(3)] a class B misdemeanor if the value of the property or services 

obtained is less than $50.
* Sec. 5. AS 11.46.290 is amended to read:

Sec. 11.46.290. Obtaining an access device or identification document [A 
CREDIT CARD] by fraudulent means, (a) A person commits the crime of 
obtaining an access device or identification document [A CREDIT CARD] by 
fraudulent means if

(1) the person buys an access device or identification document [A 
CREDIT CARD] from a person other than the issuer or, as other than the issuer, the 
person sells an access device or identification document [A CREDIT CARD];

(2) with intent to defraud, the person obtains an access device or 
identification document [CONTROL OF A CREDIT CARD AS A SECURITY FOR 
DEBT]; or

(3) with intent to defraud, the person makes a false statement in an 
application for an access device or identification document [A CREDIT CARD].

(b) [OBTAINING A CREDIT CARD BY FRAUDULENT MEANS UNDER
(a)(1) OR (2) OF THIS SECTION IS A CLASS C FELONY.] Obtaining an access 
device or identification document [A CREDIT CARD] by fraudulent means [UNDER
(a)(3) OF THIS SECTION] is a class A misdemeanor.

-3-
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* Sec. 6. AS 11.46 is amended by adding a new section to read:
Sec. 11.46.565. Crim inal impersonation in the first degree, (a) A person 

commits the crime of criminal impersonation in the first degree if the person
(1) possesses an access device or identification document of another

person;
(2) without authorization of the other person, uses the access device or 

identification document of another person to obtain a false identification document, 
open an account at a financial institution, obtain an access device, or obtain property 
or services; and

(3) with criminal negligence, damages the financial reputation of the
other person.

(b) Criminal impersonation in the first degree is a class B felony.
* Sec. 7. AS 11.46.570 is amended to read:

Sec. 11.46.570. Criminal impersonation in the second degree, (a) A person 
commits the crime of criminal impersonation in the second degree if the person

(1) assumes a false identity and does an act in the assumed character 
with intent to defraud, commit a crime, or obtain a benefit to which the person is 
not entitled; or

(2) pretends to be a representative of some person or organization and 
does an act in the pretended capacity with intent to defraud, commit a crime, or 
obtain a benefit to which the person is not .entitled.

(b) Criminal impersonation in the second degree is a class A misdemeanor.
* Sec. 8. AS 11.46.630(b)(1) is amended to read:

(1) "business record" means a writing, recording, or article kept or 
maintained by an enterprise for the purpose of evidencing or reflecting its condition 
or activity;

* Sec. 9. AS 11.46.710(c) is amended to read:
(c) Except as provided in (d) of this section, deceptive [DECEPTIVE] 

business practices is a class A misdemeanor.
* Sec. 10. AS 11.46.710 is amended by adding a new subsection to read:

(d) Deceptive business practices is a class C felony if the person uses a

SSB 259(JUD) -4-
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Y*O (1) obtains information concerning a person; [ORJ
0 D ^   p*(2) introduces false or misleading information into a computer,Mu' computer system, computer program, or computer network with the intent to damage 

or enhance the data record or the financial reputation of a person:
(3) introduces false or misleading information into a computer, 

computer svstem, computer program, or computer network and, with criminal 
negligence, damages or enhances the data record or the financial reputation of a 
person:

(4) obtains proprietary information of another person:
(5) obtains information that is onlv available to the public for a fee:
(6) introduces instructions, a computer program, or other 

information that tampers with, disrupts, disables, or destroys a computer, 
computer svstem, computer program, computer network, or anv part of a
computer svstem or network: or

\(7) encrypts or decrypts data.
* Sec. 12. AS 1L46.74(Hs'amended by adding a new subsection to read:

(c) In this section, "proprietary information" means scientific, technical, or 
commercial information, including a design, process, procedure, customer list, supplier 
list, or customer records that the holder of the information has not made available to 
the public.

* Sec. 13. AS 11.46.990 is amended by adding a new paragraph to read:
(14) "financial reputation" means a person’s

-5- CSSB 259(JUD)
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computer, computer system, computer program, computer network, or any part of a
computer system or network to commit the offense.

)* Sec. 11. AS 11.46.740(a) is amended to read: I ■)

(a) A person commits the offense of criminal use oLa^compiiteE if, having no j

right to do so or any reasonable ground to believe the person has such a right, the 
person knowingly accesses* fOR] causes to be accessed, or exceeds the person’s  ̂
authorized access to a computer, computer system, computer program, computer ^
network, or any part of a computer system or network, and* as a result of or in the 0Icourse of that access*
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(A) ability to obtain a loan from a financial institution, open an 
account with a financial institution, obtain property or services on credit, or 
obtain an access device; or

(B) creditworthiness in a credit report,
* Sec. 14. AS 11.61.125(d) is amended to read:

(d) In this section, "distribution" includes delivering, selling, renting, leasing, 
lending, giving, circulating, exhibiting, presenting, providing, [AND] exchanging, and 

placing on a computer network or computer svstem, whether or not for monetary 
or other consideration.

* Sec. 15. AS 11.81.990(b)(4S) is amended to read:
(48) "property" means an article, substance, or thing of value, including 

money, tangible and intangible personal property including dat't or information stored 
in a computer program, system, or network, real property, an access device [A 
CREDIT CARD], a domestic pet or livestock regardless of value, choses-in-action, and 
evidence of debt or of contract; a commodity of a public utility such as gas, electricity, 
steam, or water constitutes property* but the supplying of such a commodity to 
premises from an outside source by means of wires, pipes, conduits, or other 
equipment is considered a rendition of a service rather than a sale or delivery of 
property;

* Sec. 16. AS 11.81.900(b) is amended by adding new paragraphs to read:
(61) "access device" means a card, credit card, plate, code, account 

number, algorithm, or identification number, including a social security number, 
electronic serial number, or password, that is capable of being used, alone or in 
conjunction with another access device or identification document, to obtain property 
or services, or that can be used to initiate a transfer of property;

(62) "identification document" means a paper, instrument, or other 
article used to establish the identity of a person; "identification document" includes a 
social security card, driver’s license, non-driver’s identification, birth certificate, 
passport, employee identification, or hunting or fishing license.

* Sec. 17. The uncodified law of the State of Alaska is amended by adding a new section 
read:

•WORK DRAFT WORK DRAFT 1-LS1284U
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APPLICABILITY. This Act applies to acts and offenses committed or completed on 
or after the effective date of this Act.

* Sec. 18. This Act takes effect immediately under AS 01.10.070(c).
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Mail Stop 3101

DIVISION OF LEGAL AND RESEARCH SERVICES 
LEGISLATIVE AFFAIRS AGENCY 

STATE OF ALASKA State Capitol
Juneau, Alaska 99801-1182

Deliveries to: 129 6th St., Rm. 329

M  JLJVLO JLAJ1X) J IM February 28, 2000

SUBJECT:
TO:

FROM:

Merging o f SB 245 and SB 259 (Work Order No. 2I-LSI2S4/G)
Senator Robin Taylor 
Attn: Sue
Gerald P. LuckhaupL^^- 
Legislative Counsel

Enclosed is the bill you requested. Under Art. II, § 13, Constitution o f the Stale o f Alaska, 
each "bill shall be confined to one subject...." I’m not sure there is a single subject for this 
bill. Most things in the bill relate to criminal law but the provisions relating to electronic 
storage in bill sec. 17 reach beyond criminal as do the provisions we have added about 
consumer credit reporting agencies. We could try to argue that the bill relates lo access, 
transfer, or storage o f information, sendees, or property I guess, but some forms of the access 
device do not necessarily relate to that. In any event, I haven't had much time to review this 
so I am merely making you aware that this bill seems rather broad to me.
In addition, the revisor o f statutes strongly believes that the bills title does not meet the fair 
express requirement o f the Constitution.

GPL:jdr:gIc
00-099.jdr
Enclosure
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FISCAL NOTE

2000 L E G IS L A T IV E  SE S S IO N  

A N A LY S IS : (continued)

This bill would add a provision to the Criminal Impersonation statute that would make possession of a false 
identification card or an identification card that belongs to someone else a class A misdemeanor offense. The 
defendant would have to possess the card with intent to commit a crime or to defraud.
The Public Defender Agency expects some financial impact as a result o f this bill. This bill significantly 
expands the activity covered by criminal impersonation. We estimate tha. there are many cases where underage 
people use “ false id’s’’ to try to get alcohol and tobacco. If these all these cases end up being prosecuted as state 
misdemeanors, the impact could be significant. However, with our current information, it is not possible to 
make an accurate estimate of the number of new cases that will be prosecuted. Therefore, the Public Defender 
Agency is submitting an indeterminate fiscal note.

STATE OF ALASKA BILL NO. SB 259
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SENATE COM MITTEE REPORT 
First Committee of Referral

DATE: 2/10/00 FURTHER: Finance

Date of 5-Day Notice:_______________ DATE TURNED
(in accordance with Uniform Rule 23) IN TO O FF IC E :_____

Judiciary Committee considered SENATE BILL NO. 259

“An Act relating to criminal impersonation."

and recommends:
]C] be replaced with 
] adopt previous

CS
CS

S h  £59

] attached amendment(s)
] a d o p t L e t te r  o f  In ten t b y  _ 

] fu r th e r  referra l to  t h e ____

Senate Bill:[ ] same title [ new title House Bill:[ ] same title [ J technical title 
[  ]  new : S C R * ____

C o m m itte e

C o m m itte e

[ ] APPROPRIATION -  no fiscal note ♦include fiscal notes accompanying Governor’s bill



I m p o s t o r  g a i n s  a c c e s s  

t o  c o u p l e ’s  s a v i n g s
B y  A M A N D A  B O H M A N
Staff Writer

W h e n  N a n c y  K u h n  r e c e iv e d  a  
le tter  f r o m  h e r  c r e d it  u n i o n  
a s k in g  t o  v e r if y  h e r  c h a n g e  o f  a d ­
d r e s s  t o  J u n e a u ,  s h e  k n e w  t h e r e  
w as a  m is t a k e .

T h e  K u h n s ,  w h o  l iv e  i n  F a i r ­
b a n k s , h a d n ’ t  m o v e d  to  J u n e a u  
a n d  d i d n ’ t p l a n  to .

K u h n  c a l le d  A la s k a  U S A  F e d ­
e r a l C r e d it  U n i o n  t o  t e l l  t h e m  t h e  
a d d r e s s  c h a n g e  w a s  w r o n g .  
T h a t ’s  w h e n  s h e  le a r n e d  o f  t h e  
fo u r  w it h d r a w a ls  fr o m  h e r  a c ­
c o u n t .

S o m e o n e  p o s in g  a s  h e r  h u s ­
b a n d  n o t  o n ly  c h a n g e d  t h e  a d ­
d re s s  o f  t h e  a c c o u n t  b u t  h a d  m o s t  
o f  t h e  m o n e y — $ 4 ,9 0 0 — w ir e d  t o  
G e o r g ia .

" T h i s  is  a  c a s e  o f  s t o le n  i d e n ­
t it y ,"  K u h n  s a id .  “ I t ’s  a  t h in g  w e  
a l l  r e a d  a b o u t ,  b u t  it  n e v e r  h a p ­
p e n s  t o  u s . ’ ’

T h e  im p o s t o r  m a d e  t h e  f irst 
t h r e e  w it h d r a w a ls , e a c h  fo r  $ 1,-  
000, t h e  s a m e  d a y  a s  t h e  a d d r e s s  
c h a n g e  o n  J a n .  1 4 . T h e  f o u r t h  
w it h d r a w a l, fo r  $ 1 ,9 0 0 ,  w a s  m a d e  
a  d a y  la t e r .

I n  J o n e s b o r o , G a . ,  t h e  i m ­
p o s t o r  s h o w e d  u p  a t  a  W e s t e r n

U n i o n  o ff ic e  c a r r y in g ' a  fa k e  m i l i ­
tary  id e n t if ic a t io n  c a r d  w it h  E u ­
g e n e  K u h n ’s n a m e  a n d  S o c ia l  
S e c u r it y  n u m b e r  o n  it ,  N a n c y  
K u h n  s a id  c r e d it  u n i o n  o f f ic ia ls  
t o ld  h e r . T h e  p e r s o n  k n e w  E u ­
g e n e ’s  c r e d it  u n i o n  s a v in g s  a c ­
c o u n t  n u m b e r  a n d  t h e  d a t e  t h e  
a c c o u n t  w a s  o p e n e d .  T h e  o n ly  
t h i n g  t h e  im p o s t o r  g o t  w r o n g , 
K u h n  s a id ,  w a s  h e r  h u s b a n d ’ s 
b ir t h d a t e .

J a c k  S i m m o n d s ,  s e n io r  v ic e  
p r e s id e n t  o f  o p e r a t io n s  a t  A la s k a  
U S A ,  s a id  t h e  c r e d it  u n i o n  a s k e d  
W e s t e r n  U n i o n  t o  c o m p a r e  t h e  
s ig n a t u r e  a t  t h e  w ir e  s e r v ic e  w it h  
t h e  s ig n a t u r e  o n  t h e  a c c o u n t . 
W h e n  t h e y  d i d n ’ t m a t c h ,  t h e  
c r e d it  u n i o n  r e im b u r s e d  t h e  
K u h n s .

" I  d o n ’t  t h in k  p e o p le  s h o u ld  
b e  c o n c e r n e d ,"  S im m o n d s  s a id .  
“ T h o  c r e d it  u n i o n  h a s  m a d e  t h is  
p e r s o n  w h o le .  T h e  m e m b e r  h a s  
n o t  lo s t  a n y  m o n e y ."

S i m m o n d s  s a id  t h e  c r e d it  
u n i o n ’ s  i n s u r a n c e  c o m p a n y  
w o u ld  p r o b a b ly  in v e s t ig a t e  t h e  
f r a u d , a l o n g  w it h  t h e  F B I .

H e  s a id  t h a t  for  s e c u r it y  r e a ­
s o n s  h e  c o u ld  n o t  c o m m e n t  o n  a c - 
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cess a c c o u n t s  a t  t h e  c r e d it  u n i o n .  
B u t  h e  s a id  c r e d it  u n i o n  m e m ­
b e r s  h a v e  t h e  o p t io n  o f  h a v in g  a  
p a s s w o r d . " W e  ta k e  e v e r y  r e a ­
s o n a b le  s te p  t o  k e e p  a c c o u n t s  s e ­
c u r e .”

T h e  c r e d it  u n i o n  w a s  a lm o s t  
t o o  s e c u r e  fo r  K u h n  a t  o n e  p o in t .  
S h e  s a id  s h e  c lo s e d  o n e  o f  t h e  
c o u p le 's  a c c o u n t s  i n  a  h u f f  la s t  
f a l l  b e c a u s e  t h e  c r e d it  u n i o n  d e ­
m a n d e d  b o t h  h e r  d r iv e r ’ s l ic e n s e  
n u m b e r  a n d  h e r  S o c ia l  S e c u r it y  
n u m b e r  for  a  w it h d r a w a l r e c e ip t . 
K u h n  s a id  s h e  w a s  w i l l i n g  to  
s h o w  t h a t  in f o r m a t io n  b u t  r e ­

f u s e d  to  le t  t h e  b a n k  p u t  it  o n  h e r  
r e c e ip t , i n  c a s e  it  f e ll  o u t  o f  h e r  
p u r s e  o r  s o m e t h in g ,  s h e  s a id .

K u h n  s a id  t h e  c r e d it  u n i o n  
t o ld  h e r  if  w o u ld  n e e d  t h e  n a m e ,  
ty p e s  o f  a c c o u n t s  a t  t h e  c r e d it  
u n i o n ,  S o c ia l  S e c u r it y  n u m b e r  
a n d  d a t e  o f  b ir t h  f r o m  s o m e o n e  
to  a c c e s s  b a n k  r e c o r d s . T h e  
c o u p le  is  p e r p le x e d  a s  t o  h o w  
s o m e o n e  c o u ld  g e t  t h a t  in f o r m a ­
t io n ,  w h ic h  is  s u p p o s e d ly  p r iv a t e .

K u h n  s a id  h e r  h u s b a n d  is  “ a  
l it t le  b i t  s lo p p y ”  b u t  t h a t  h e ’ s 
n e v e r  lo s t  a n y t h in g .  “ I  d o n ’ t 
t h in k  h o  e v e r  m is p la c e d  o n e  o f

t h e  s t a t e m e n t s . I  k e e p  tr a c k  o f  
t h o s e .”

T h e  c o u p le  o p e n e d  t h e  s a v in g s  
a c c o u n t  i n  1 9 7 5 ,  b e fo r e  t h e  c r e d it  
u n i o n  w a s  b o u g h t  b y  A la s k a  
U S A ,  K u h n  s a id .

S h e  a n d  h e r  h u s b a n d  d o n ’ t 
k n o w  a n y b o d y  i n  J o n e s b o r o ,  
w h ic h  is  a  b u s y  s u b u r b  o f  A t ­
la n t a .

F a i r b a n k s  p o l i c e  r e f e r r e d  
K u h n ’s  c o m p la in t  to t h e  F B I .  
N e it h e r  t h e  F a ir b a n k s  F B I  b u ­
r e a u  o r  t h e  A n c h o r a g e  b u r e a u  
h a v e  b e g u n  in v e s t ig a t in g .
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SB 259 
Sponsor Statement 

Senate Bill 

“An Act relating to criminal impersonation.”

Alaska has always been the “Last Frontier.” For most of us who came to this great state it was 
the mystique and adventure. For others it was a place to escape too. Unfortunately, some of the 
latter group are escaping from the law and have stolen someone else’s identity to do that.
Acting under an assumed name, with false identification to support the claim, they obtain credit 
cards and checking accounts often not paying the bills. This leaves honest Alaskans with the 
problem of dealing with Credit Agencies, or the government with little or no recourse.
But there is more than fraud to deal with. Criminal activities include, minors purchasing alcohol 
or tobacco or a person using someone’s good name to establish a less than acceptable reputation.
Once passed these additions to existing statute will give law enforcement an additional tool to 
keep Alaskans safer from fraud and deceit by those who with the use o f false identification are 
not what they seem.
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, WHITE COLLAR CRIME SECTION
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The White Collar Crime Section is charged with the duties of coordinating and or investigating 
selected acts of forgery, fraud, embezzlement, unsworn falsification, perjury, credit card crimes, 
politically sensitive matters, crimes which involve computers, to include forensic data recovery 
and analysis along with other investigations designated by the commander of the Criminal 
Investigation Bureau.

Currently, the White Collar Crime Section consists of one Sergeant and two Investigators. 
Investigators assigned to the White Collar Crime Section many times deal with complex cases 
that require many hours of document analysis in order to identify criminal violations. They work 
closely with prosecutors within the Department of Law’s Office of Special Prosecutions and 
Appeals.

The Alaska State Trooper’s White Collar Crime Section is a voting member of the National White 
Collar Crimes Center. This allows the section to draw on the many services and resources they 
provide, such as up to date training, data and document analysis, intelligence data bases, 
computer and network expertise and many other helpful tools that the white collar crime 
investigator may need.

Members of the White Collar Crime Section, while not auditors, have received specialized 
training in Fraud and Financial Crimes Investigative Techniques, Complex Crimes Case 
Management, the Investigation of Internet Crimes, and Computer Forensics.

AST
White Collar Crime Sec.


