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IN T O O F F I CE

Finance Comm ittee con s dered S EN A TE BILL N O 259

and recommends: Senate Bill:
[ ] same title
[ 1 be replaced with CS -C ) [ ] new title
House Bill:
[\yf adopt previous CS CjJILLD) [ ] same title
[ ] technical title
[ ] attached amendment(s) [ ]new: SCR*
[ 1 adopt Letter of Intent by _ Committee
[ 1 further referral to the Committee
OTHER RECOMMENDATIONS
Co-Cliair: Co-Chair:
Co-Chair: Co-Chair:
NEW FISCAL NOTE(S): PREVIOUS FISCAL NOTE(S):*
Department Date Zero  Fiscal Department Date  Zero  Fiscal

FUDblic Safety

fo'+iton.!x0

Reploucew-A"-7}
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[ ] APPROPRIATION - no fiscal note



FISCAL NOTE'

2000 Lepslatme Session
Revision Date: 04/05/00
Title:  An Act relating to crimes involving computers, access

devices, other technology and identification documents

Sponsor: Senator Robin Taylor
Requester: Senate Finance Committee

Expenditures/Revenues

OPERATING EXPENDITURES FYo1l FY02
Personal Services 0.0
Travel 0.0
Contractual 7.8 7.8
Supplies 0.0
Equipment 15.0
Land & Structures 0.0
Grants & Claims 0.0
Miscellaneous 0.0
TOTAL OPERATING 22.8 7.8
ICAPITAL EXPENDITURES
JCHANGEIN REVENUES [~
FUND SOURCE
1002 Federal Receipts 0.0
1003 GF Malch 0.0
1004 GF 22.8 7.8
1005 GF/Program Receipts 0.0
1037 GF/Mental Health 0.0
1091 Designated Program Receipts 0.0
TOTAL 22.8 7.8
Estimate of any current year (FY00) costs: 0.0
POSITIONS
Full-time
Part-time
Temporary
ANALYSIS: (Attach a separate page itnecessary)

REPORTED! OUT OF
sfcd M C £ _

Bnl Version:. C-SSR

(S) Publish Date:

Dept. Affected

Component

Component Serial No.

(Thousands of Dollars)
FYO04

FYO03

7.8

7.8

7.8

7.8

(Thousands ol Dollars)

7.0

7.8

7.8

7.8

Public Salety
BRU AK State Troopers
Criminc! Investigations Bureau

830

FY05

7.8

7.8

7.8

7.8

4 -AT-im

FY06

7.8

7.8

7.8

7.8

CSSB 259 (JUD) amends and expands the substantive cdminal law to address the use of computers and other

technology in the widespread perpetration of crimes.

This fiscal note funds an equipment request in FYOL to provide computer equipment adequate to meet new and
expanded responsibilities provided for in this legislation. In addition, the request by the Department of Public
Safety to provide training in this new field is included in the fiscal note at $7.8 per year.

Date:
Phone:

Da:e:
Phone:

4/5/00
465-2995

4/5/00
465-2828
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FISCAL NOTE No.»24

STATE OF ALASKA REPORTED OUT OF Bill Version: ZSqfdtii))

2000 LEGISLATIVE session SFC—Hrj17]1Q ° , (g) Publish Date:

Revision Date/Time (Note if correction)  21-Mar-00 Dept. Affected Administration

Title *An Act relating to criminal impersonation* BRU Legal and Advocacy Services
Component Public Defender Agency

Sponsor Senator Taylor

Requester (S) JuD Component No. 1631

Expenditures/Revenues (Thousands of Dollars)
Note: Amounts do not include inflation unless otherwise noted below.

OPERATING EXPENDITURES FY 2001 FY 2002 FY 2003 FY 2004 FY 2005 FY 2006
Personal Sen/ices 46.5 46.5 46.5 46.5 46.5 46.5
Travel 35 35 35 35 35 35
Contractual 26.3 26.3 26.3 26.3 26.3 26.3
Supplies 19 19 19 19 19 19
Equipment 6.5 0.0 0.0 0.0 0.0 0.0
Land & Structures
Grants & Claims
Miscellaneous

TOTAL OPERATING 84.7 78.2 78.2 78.2 78.2 78.2
CAPITAL EXPENDITURES
CHANGE IN REVENUES ( )
FUND SOURCE (Thousands of Dollars)
1002 Federal Receipts
1003 GF Match
1004 GF 84.7 78.2 78.2 78.2 78.2 782
1005 GF/Program Receipts
1037 GF/Mental Health
Other (Specify Type)

TOTAL 84.7 78.2 78.2 78.2 78.2 78.2

Estimate of any current year (FY2000) cost:

POSITIONS

Full-time 1 1 1 1 1
Part-time

Temporary

ANALYSIS:  (Attach aseparate page if necessary)

This billamends current law and adds new statutes to enable prosecution of a wide variety of computer-related offenses.

Prosecution and defense ofthese offenses will require sophisticated technical expertise. The Public Defender Agency does not
currently have staffwho have the technical knowledge necessary to defend criminal cases that could be brought under this new

legislation.

The Public Defender Agency will need to hire a Programmer Analyst | in order to consult with and train the attorneys appointed to

defend these cases. The ProgrammerAnalyst will be based in Anchorage. In adr ition to providing technical assistance on

individual cases in Anchorage, the Programmer Analyst would also be responsible for training attorneys and investigators in all
Public Defender Agency offices on technical issues in these cases. One-time equipment costs for computer equipment is also

included in the first year.

Prepared by:  Barbara Brink. Director Phone 264-4414
Division Public Defender Agency ) , ' Date/Time
Approved by Commissioner - Robert Poe, Jr A fj/'yAro” 1/jj Q/xN— Date 3 /x/d Q
Agency Department of Administration A\ / /
PREPARER TO PROVIDE ALL DISTRIBUTICN QOPIES ThuotadvER\NCR™S LEGISLATIVE OFFICE
For further distribution Information, call the Governor's Legislative Office
Page 1 of 1
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CS FOR SENATE BILL NO. 259( )
IN THE LEGISLATURE OF THE STATE OF ALASKA

TWENTY-FIRST LEGISLATURE - SECOND SESSION

BY

O ffered:
Referred:

Spoosor(s): SENATOR TAYLOR

A BILL

FOR AN ACT ENTITLED

"An Act relating to criminal law and procedure; relating to crimes and offenses

relating to aural representations, recordings, access devices, identification
documents, impersonation, false reports, and computers; relating to justifications

for conduct; relating to admissible evidence in criminal prosecutions; and

amending Rules 404 and 405, Alaska Rules of Evidence; and providing for an
effective date.”

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

* Section 1. AS 11.41.455(a) is amended to read:

@) A person commits the crime of unlawful exploitation of a minor if, in the

state and with the intent of producing a live performance, film, audio, video,
electronic, or electromagnetic recording, photograph, negative, slide, book,
newspaper, magazine, or other [PRINTED] material that visually or aurally depicts

the conduct listed in (1) - (7) of this subsection, the person knowingly induces or

-1- CSSB 259( )
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employs a child under 18 years of age to engage in, or photographs, films, records, or

televises a child under 18 years of age engaged in, the following actual or simulated

conduct:
(1) sexual penetration;
(2) the lewd touching of another person's genitals, anus, or breast;
(3) the lewd touching by another person of the child's genitals, anus,
or breast;

(4) masturbation;
(5) bestiality;
(6) the lewd exhibition of the child's genitals; or
(7) sexual masochism or sadism.
* Sec. 2. AS 11.41.455(b) is amended to read:

(b) A parent, legal guardian, or person having custody or control of a child
under 18 years of age commits the crime of unlawful exploitation of a minor if, in the
state, the person permits the child to engage in conduct described in (a) of this section
knowing that the conduct is intended to be used in producing a live performance, film,
audio, video, electronic, or electromagnetic recording, photograph, negative, slid®
book, newspaper, magazine, or other [PRINTED] material that visually or aurally
depicts the conduct.

* Sec. 3. AS 11.46.140(a) is amended to read:

21 €)) A person commits the crime of theft in the third degree if the person
22 commits theft as defined in AS 11.46.100 and

23 (1) the value of the property or services is S50 or more but less than

24 $500;

25 (2) the property is an access device [A CREDIT CARD]; or

26 (3) the value of the property is less than S50 anda within the past Five

27 yearSj the person has been convicted and sentenced on two or more separate occasions

28 in this or another jurisdiction of theft or concealment of merchandise, or an offense

29 under another law or ordinance with similar elements.

30 * Sec. 4. AS 11.46.285 is amended to read:
31 Sec. 11.46.285. Fraudulent use of an access device [A CREDIT CARD].

SSB 259( )
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(@) A person commits the crime of fraudulent use of an access device [A CREDIT
CARD] if, with intent to defraud, the person uses an access device [A CREDIT
CARD] to obtain property or services with knowledge that

(1) the access device [CARD] is stolen or forged;

(2) the access device [CARD] is expired or has been revoked or
cancelled; or

(3) for any other reason” that person's use of the access device [CARD]
is unauthorized by either the issuer or the person to whom the access device [CREDIT

CARD] is issued.
(b) Fraudulent use. of an access device [A CREDIT CARD] is

(1) a class B felonv if the value of the property or services obtained

is $25.000 or more;
(2) aclas mC felony if the value of the property or services obtained is

S500 or more but less than $25.000:
(3) [(2)] a class A misdemeanor if the value of the property or services

obtained is S50 or more but less than 5500;
[(3)] aclass B misdemeanor if the value of the property or services

obtained is less than 550.

* Sec. 5. AS 11.46.290 is amended to read:

Sec. 11.46.290. Obtaining an access device or identification document [A
CREDIT CARD] by fraudulent means, (a) A person commits the crime of
obtaining an access device or identification document [A CREDIT CARD] by

fraudulent means if
(1) the person buys an access device or identification document [A

CREDIT CARD] from a person other than the issuer or, as other than the issuer, the
person sells an access device or identification document [A CREDIT CARD];

(2) with intent to defraud, the person obtains an access device or
identification document [CONTROL OF A CREDIT CARD AS A SECURITY FOR
DEBT]; or

(3) with intent to defraud, the person makes a false statement in an

application for an access device or identification document [A CREDIT CARD].

-3- CSSB 259( )
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(b) [OBTAINING A CREDIT CARD BY FRAUDULENT MEANS UNDER
(@)(1) OR (2) OF THIS SECTION IS A CLASS C FELONY.] Obtaining an access
device or identification document [A CREDIT CARD] by fraudulent means [UNDER
(@)(3) OF THIS SECTION] is a class A misdemeanor.

* Sec. 6. AS 11.46 is amended by adding a new section to read:
Sec. 11.46.565. Criminal impersonation in the first degree, (a) A person

commits the crime of criminal impersonation in the Erst degree if the person

(1) possesses an access device or identification document of another

person;
(2) without authorization of the other person, uses the access device or

identification document of another person to obtain a false identification document,

open an account at a financial institution, obtain an access device, or obtain property

or services; and
(3) with criminal negligence, damages the financial reputation of the

other person.

(b) Criminal impersonation in the first degree is a class B felony.

* Sec. 7. AS 11.46.570 is amended to read:
Sec. 11.46.570. Criminal impersonation in the second degree, (a) A person

commits the crime of criminal impersonation in the second degree if the person

(1) assumes a false identity and does an act in the assumed character

with intent to defraud, commit a crime, or obtain a benefit to which the person is

not entitled: or
(2) pretends to be a representative of some person or organization and

does an act in the pretended capacity with intent to defraud, commit a crime, or

obtain a benefit to which the person is not entitled.
(b) Criminal impersonation in the second degree is a class A misdemeanor.

* Sec. 8. AS 11.46.630(b)(1) is amended to read:
1) "business record” means a writing, recording, or

maintained by an enterprise for the purpose of evidencing or reflecting its condition

or activity;
* Sec. 9. AS 11.46.710(c) is amended to read:

CSSB 259( ) -4-
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(c) Except as provided in (d) of this section, deceptive [DECEPTIVE]

business practices is a class A misdemeanor.
* Sec. 10. AS 11.46.710 is amended by adding a new subsection to read:

(d) Deceptive business practices is a class C felony if the person uses the
Internet or a computer network to commit the offense. In this subsection, "Internet"
means the combination of computer systems or networks that make up the international
network for interactive communications services, including remote logins, file transfer,
electronic mail, and newsgroups.

* Sec. 11. AS 11.46.740(a) is amended to read:
@) A person commits the offense of criminal use of a computer if, having no

right to do so or any reasonable ground to believe the person has such a right, the
person knowingly accesses* [OR] causes to be accessed, or exceeds the person's
authorized access to a computer, computer system, computer program, computer
network, or any part of a computer system or network, and* as a result of or in the
course of that access*

(1) obtains information concerning a person; [OR]

(2) introduces false information into a computer, computer system,
computer program, or computer network with the intent to damage or enhance the
data record or the financial reputation of a persons

(3) introduces false information into a computer, computer svstem,
computer program, or computer network and, with criminal negligence, damages
or enhances the data record or the financial reputation of a person;

(4) obtains proprietary information of another person;

(5) obtains information that is onlv available to the public for a fee;

(6) introduces instructions, a computer program, or other
information that tampers with, disrupts, disables, or destroys a computer,
computer svstem. computer program, computer network, or anv part of a
computer svstem or network: or

(71 encrvpts or decrypts data.

* Sec. 12. AS 11.46.740 is amended by adding a new subsection to read:
(¢) In this section, "proprietary information" means scientific, technical, or

-5- CSSB 259( )
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commercial information, including a design, process, procedure, customer List, supplier
list, or customer records that the holder of the information has not made available to
the public.
* Sec. 13. AS 11.46.990 is amended by adding a new paragraph to read:
(14) "Financial reputation” means a person’s
(A) ability to obtain a loan ffom a financial institution, open an
account with a financial institution, obtain property or services on credit, or

obtain an access device; or
(B) creditworthiness in a credit report.
* Sec. 14. AS 11.56.800(a) is amended to read:

@ A person commits the crime of making a false report if the person

knowingly
(1) gives false information to a peace officer with the intent of

implicating another in an offense [A CRIME];
(2) makes a false report to a peace officer that a crime has occurred or

is about to occur;
(3) makes a false report or gives a false alarm that afireor other

incident dangerous to life or property calling for an emergencyresponse has occurred

or is about to occur; or
(4) makes a false report to the Department of Natural Resources under

AS 46.17 concerning the condition of a dam or reservoir.

* Sec. 15. AS 11.61.125(d) is amended to read:
(d) In this section, "distribution™ includes delivering, selling, renting, leasing,
lending, giving, circulating, exhibiting, presenting, providing, [AND] exchanging, and

placing on a computer network or computer svstem, whether or not for monetary

or other consideration.
* Sec. 16. AS 11.81.300 is amended to read:
Sec. 11.31.300. Justification: Defense. Except as otherwise specified in this

title, justification* as provided in AS 11.81.320 - 11.81.430* is an affirmative [A]

defense.
* Sec. 17. AS 11.81.330 is amended to read:

259( ) -6-
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Sec. 11.81.330. Justification: Use of nondeadly force in defense of self.
(@ A person may use nondeadly force upon another when and to the extent the person
reasonably believes it is necessary for self defense against what the person reasonably
believes to be the use of unlawful force by the other, unless

(1) the force involved was the product of mutual combat not authorized
by law;

(2) the person claiming [THE DEFENSE OF] justification provoked the
other's conduct with intent to cause physical injury to the other; or

(3) the person claiming [THE DEFENSE OF] justification was the
initial aggressor.

(b) In circumstances described in (a)(1) - (a)(3) of this section, the person
claiming [THE DEFENSE OF] justification may use nondeadly force if that person has
withdrawn from the encounter and effectively communicated the withdrawal to the
other person, but the other person persists in continuing the incident by the use of
unlawful force.

* Sec. 18. AS 11.81.340 is amended to read:
Sec. 11.81.340. Justification: Use of force in defense of a third person. A

person may use force upon another when and to the extent the person reasonably
believes it is necessary to defend a third person when, under the circumstances as the
person claiming [THE DEFENSE OF] justification reasonably believes them to be, the
third person would be justified under AS 11.81.330 or 11.81.335 in using that degree

of force for self defense.

* Sec. 19. AS 11.81.620(b) is amended to read:
(b) A person is not relieved of criminal liability for conduct because the person

engages in the conduct under a mistaken belief of fact, unless

(1) the factual m'stake is a reasonable one that negates the culpable

mental state required for the commission of the offense;
(2) the provision of law defining the offense or a related provision of
law expressly provides that the factual mistake constitutes a defense or exemption; or

(3) the factual mistake is a reasonable one that supports [A DEFENSE
OF] justification as provided in AS 11.81.320 - 11.81.430.

- CSSB 259( )
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* Sec. 20. AS 11.81.900(b)(48) is amended to read:

(48) “property" means an article, substance, or thing of value, including
money, tangible and intangible personal property including data or information stored
in a computer program, system, or network, real property, an access device [A
CREDIT CARD], a domestic pet or livestock regardless of value, choses-in-action, and
evidence of debt or of contract; a commodity of a public utility such as gas, electricity,
steam, or water constitutes property* but the supplying of such a commodity to
premises from an outside source by means of wires, pipes, conduits, or other
equipment is considered a rendition of a service rather than a sale or delivery of

property;
* Sec. 21. AS 11.81.900(b) is amended by adding new paragraphs to read:

(61) ™access device™ means a card, credit card, plate, code, account
number, algorithm, or identification number, including a social security number,
electronic serial number, or password, that is capable of being used, alone or in
conjunction with another access device or identification document, to obtain property
or services, or that can be used to initiate a transfer of property;

(62) “identification document™ means a paper, instrument, or other
article used to establish the identity of a person; "identification document™ includes a
social security card, driver’s license, non-driver’s identification, birth certificate,

passport, employee identification, or hunting or fishing license.
* Sec. 22. Rule 404(b), Alaska Rules of Evidence, is amended by adding a new paragraph

to read:
(5) In a criminal prosecution, evidence of specific acts of violence

the accused is admissible if the accused introduces evidence of specific acts of
violence of the victim for any purpose, or to rebut a claim that the charged conduct

vl/as justified under AS 11.81.330 - 11.81.430.

* Sec. 23. Rule 405(b), Alaska Rules of Evidence, is amended to read:
(b) Specific Instances of Conduct Proof mav he made of specific instances

of conduct
I1) in [IN] cases in which character or a trait of character of a person

is an essential element of a charge, claim, or defense: or

CSSB 259( ) -8
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(2) under the provisions of Rule 404(b) [ PROOF MAY ALSO BE
MADE OF SPECIFIC INSTANCES OF HIS CONDUCT].

* Sec. 24. AS 11.81.320(b) is repealed.
* Sec. 25. The uncodified law of the State of Alaska is amended by adding a new section

to read:
APPLICABILITY, (a) Sections 1-21 and 24 of this Act apply to acts and offenses

committed or completed on or after the effective date of this Act.
(b) Sections 22 and 23 of this Act apply to offenses committed or completed before,

on, or after the effective date of this Act.
* Sec. 26.This Act takes effect immediately under AS 01.10.070(c).

New Text Underlined (DELETED TE:<T BRACKETED]



Alaska State Legislature

Chairman.

Judiciary Committee l'1|—rn'
Slate Capiiol Buh
Juneau, Alaska 99801-1182 Ketchikan. .Alaskal
(907) -i65-3873 <90~>::s

Fax (907) <165-3922 Ftk (9ir >22A

Senator Robin L. Taylor

SB 259
Sponsor Statement
Senate Bill

“An Act relating to crimes and offenses relating to aural representations,
recordings, access devices, identification documents, impersonation, false
reports and computers; and providing for an effective date”

Alaska has always been the “Last Frontier.” For most of us who came to this great state it was
the mystique and adventure. For others it was a place to escape too. Unfortunately, some of the
latter group are escaping from the law and have stolen someone elsc’s identity to do that.

Acting under an assumed name, with false identification to support the claim, they obtain credit
cards and checking accounts often not paying the bills. This leaves honest Alaskans with the
problem of dealing with Credit Agencies, or the government with little or no recourse.

But there is more than fraud to deal with. Today criminals can access information by sitting at a
computer or giving information over the telephone. These new criminals are not a part of current
statute. SB 259 will correct this by updating existing law and establishing that Alaska considers
stealing someone’s identity a crime with serious consequences.

Once passed these additions will give law enforcement an additional tool to keep Alaskans safer
from fraud and deceit by those who not what they seem.

Detrct A
Ihdx = Ketthiken * Koot =Movars (tuek = Reterdaurg = Saxinan = Sita = \Warcelll



Alaska State Troopers

WHITE COLLAR CRIME SECTION

* * * k% * * * * * * * *x *

The White Collar Crime Section is charged with the duties of coordinating and or investigating
selected acts of forgery fraud em bezzlemen't unsworn falsification, perjury, credit card crimes
atters crimes which involve computers, to include forensic data recovery

politically sensitive m

m m an der of th e Crim inal

and analysis along with other

Investigation B ureadu

Currently, the W hite Collar Crime Section consists of o
Investigators assigned to the W hite Collar Crime Section m any times deal with complex cases
that require m any hours of document analysis in order to identify criminal violations They work
closely with prosecutors within the Department of Law's Office of Special Prosecutions and
Appeals

of the N ational W hit

Section is a voting m em ber

e section to draw on the m esources they

Collar Crimes Center This a

provide such as up to date training, data and document analysis, intelligence data bases.,

comoputer and network expertise and m any other helpful tools that the white collar crime
e d

investigator m ay ne

M embers of the W hite Collar Crime Section, while not auditors, have received specialized
training in Fraud and Financial Crimes Investigative Technigues Com plex Crimes Case
Investigation of Internet Crimes, and Com puter Forensics
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Ailaska A ssociation of Chiefs of Police

April 5,2000

Senator Randy Philllips

Alaska State Legislature
State Capitol  (MS 3100)
Juneau, AK 99S01-1182

Dear Senator Phillips:

On behalf of the Alaska Association of Chiefs of Police, 1am writing to thank you for
your support of Commi ttee Substitute for Senate Bill 20.

Several important issues are addressed by thishill, including the crime of assuming
another”s identity by use of various access devices. However, CS for SB 259 also
addresses the need for criminal ligbility in cases where ssifdefense isused all
frequently to avoid prosecution for a criminal act.

As you know, Alaska currently lagsbehind tire rest of the nation inpenalizing
defendants for this dangerous and often deadly conduct. This isaproblem
throughout the entiire state, but especially so inAndrorage. We appredate your firm
stand on thishill in the name of law enforcement and justice.

Duane S. Udiand, President
Alaska Assodation of Chiefs of Police
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SB 259

SENATE FINANCE COMMITTEE
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Phone:474-7916
Affiliation: AKFIre Chi
Type: Testifier

Bill: HB 380: INSURER TAX CREDIT:FIRE STANDRDS COUNCIL

Phone: 283-7666
Affiliation: Kenai Rre
Type: Testifier

Bill: HB 380: INSURER TAX CREDIT:FIRE STANDRDS COUNCIL
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Affiliation: AK Fire Ch
Type: Testifier

Bill: HB 380: INSURER TAX CREDIT:FIRE STANDRDS COUNCIL
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SENATE FINANCE COMMITTEE
SIGN-IN
SB 259-THEFT OF IDENTITY

NAME: Subject/Bill No:® 8 & <T
Co./Dept./Title: Phone:------

Address: Zip:

Do you wish to testify? "Yes No .Respond To Questions

NAME: Subject/Bill N01§3' L~
Co./Dept./Title JE £ _ ~Piv orJ'iM1 J>iilg6r Phone.

Aflrlrpcg” ISAC 11 fy5 ~ 0 Zip: ~ 9 M)

Do you wish to testify? M yes No .Respond To Questions

Subject/Bill No:

NAME:

Co./Dept./Title: Phone:------------
Address: Zip:

Do you wish to testify? Yes No .Respond To Questions

NAME: Subject/Bill No:
Co./Dept./Title: Phone:------------
Address: Zip:

Do you wish to testify? Yes No .Respond To Questions
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ANCHORAGE (ANC)
1 NameilLt David Hudson Phone:
Address: Affiliation: DPS
City /St /Zip: Type: Testifier
Bill: SB 259: THEFT OF IDENTITY
2 Name:Mr. Blair McCune Phone:
Address: Affiliation: Public Def

City /St /Zip:

Type: Testifier
Bill: SB 259: THEFT OF IDENTITY

FAIRBANKS (FBX)

GLENNALLE
1

N (GLN)

Name:Mr. Douglas Rhodes
Address: Box 110

City/St /Zip:Glennallen AK 99588

Phone:9078223663
Affiliation:
Type: Testifier
Bill: SB 271: FEES FOR FOOD ESTABLISHMENT INSPECTIONS

3/28/00 9:30 AM
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