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SB 259 Sponsor Statement Senate Bill
“ An Act relating to crimes and offenses relating to aural representations, recordings, access devices, identification documents, impersonation, false reports and computers; and providing for an effective date”

Alaska has always been the “Last Frontier.” For most o f  us who came to this great state it was 
the mystique and adventure. For others it was a place to escape too. Unfortunately, some o f the 
latter group are escaping from the law and have stolen someone else’s identity to do that.

Acting under an assumed name, with false identification to support the claim, they obtain credit 
cards and checking accounts often not paying the bills. This leaves honest Alaskans with the 
problem o f dealing with Credit Agencies, or the government with little or no recourse.

But there is more than fraud to deal with. Today criminals can access information by sitting at a 
computer or giving information over the telephone. These new criminals are not a part o f current 
statute. SB 259 will correct this by updating existing law and establishing that Alaska considers 
stealing someone’s identity a crime with serious consequences.

Once passed these additions will give law enforcement an additional tool to keep Alaskans safer 
from fraud and deceit by those who not what they seem.

District A:
llvder • Ketchikan • Kuprcanof • Meyers Chuck • Petersburg • Saxman • Sitka • Wrangell
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CS FOR SENATE BILL NO. 259(JUD)

IN THE LEGISLATURE OF THE STATE OF ALASKA

TWENTY-FIRST LEGISLATURE - SECOND SESSION

BY THE SENATE JUDICIARY COMMITTEE

Offered: 3/21/00
Referred: Finance

Sponsor(s): SENATOR TAYLOR

A BILL 

FOR AN ACT ENTITLED

1 "An Act relating to crimes and offenses relating to aural representations,

2 recordings, access devices, identification documents, impersonation, false reports, and

3 computers; and providing for an effective date."

4 BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

5 * Section 1. AS 11.41.455(a) is amended to read:

6 (a) A person commits the crime of unlawful exploitation of a minor if, in the

7 stale and with the intent of producing a live performance, film, audio, video,

8 electronic, or electromagnetic recording, photograph, negative, slide, book,

9 newspaper, magazine, or other [PRINTED] material that visually or aurally depicts

10 the conduct listed in (1) - (7) of this subsection, the person knowingly induces or

11 employs a child under 18 years of age to engage in, or photographs, films, records, or

12 televises a child under 18 years of age engaged in, the following actual or simulated

13 conduct:

14 (1) sexual penetration;
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1 (2) ihe lewd touching of another person's genitals, anus, or breast;

2 (3) the lewd touching by another person of the child's genitals, anus,

3 or breast;

4 (4) masturbation;

5 (5) bestiality;

6 (6) the lewd exhibition of the child's genitals; or

7 (7) sexual masochism or sadism.

8 Sec. 2. AS 11.41.455(b) is amended to read:

9 (b) A parent, legal guardian, or person having custody or control of a child

10 under 18 years of age commits the crime of unlawful exploitation of a minor if, in the

11 state, the person permits the child to engage in conduct described in (a) of this section

12 knowing that the conduct is intended to be used in producing a live performance, film,

13 audio, video, electronic, or electromagnetic recording, photograph, negative, slide,

14 book, newspaper, magazine, or other [PRINTED] material that visually o r  a u r a l ly

15 depicts the conduct.

16 Sec. 3. AS 11.46.140(a) is amended to read:

17 (a) A person commits the crime of theft in the third degree if the person

18 commits theft as defined in AS 11.46.100 and

19 (1) the value of the property or services is $50 or more but less than

20 $500;

21 (2) the property is an access device [A CREDIT CARD]; or

22 (3) the value of the property is less than $50 and, within the past five

23 years., the person has been convicted and sentenced on two or more separate occasions

24 in this or another jurisdiction of theft or concealment of merchandise, or an offense

25 under another law or ordinance with similar elements.

26 :i: Sec. 4. AS 11.46.285 is amended to read:

27 Sec. 11.46.285. Fraudulent use of an access device [A CREDIT CARD].

28 (a) A person commits the crime of fraudulent use of an access device [A CREDIT

29 CARD] if, with intent to defraud, the person uses an access device [A CREDIT

30 CARD] to obtain property or services with knowledge that

31 (1) the access device [CARD] is stolen or forged;
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1 (2) the access device [CARD] is expired or has been revoked or

2 cancelled; or

3 (3) for any other reason  that person's use of the access device [CARD]

4 is unauthorized by either the issuer or the person to whom the access device [CREDIT

5 CARD] is issued.

6 (b) Fraudulent use of an access device [A CREDIT CARD] is

7 (1) a class B felony if the value of the property  o r  services obtained

8 is $25.000 o r m ore;

9 (2) a class C felony if the value of the property or services obtained is

10 $500 or more hut less than  $25,000;

11 (3) [(2)] a class A misdemeanor if the value of the property or services

12 obtained is $50 or more but less than $500;

13 £4) [(3)] a class B misdemeanor if the value of the property or services

14 obtained is less than $50.

15 * Sec. 5. AS 11.46.290 is amended to read:

16 Sec. 11.46.290. O btaining an access device or identification docum ent [A

17 CREDIT CARD] by fraudu len t m eans, (a) A person commits the crime of

18 obtaining an access device o r identification docum ent [A CREDIT CARD] by

19 fraudulent means if

20 (1) the person buys an access device or identification docum ent [A

21 CREDIT CARD] from a person other than the issuer or, as other than the issuer, the

22 person sells an access device o r identification docum ent [A CREDIT CARD];

23 (2) with intent to defraud, the person obtains an  access device o r

24 identification docum ent [CONTROL OF A CREDIT CARD AS A SECURITY FOR

25 DEBT]; or

26 (3) with intent to defraud, the person makes a false statement in an

27 application for an access device or identification docum ent [A CREDIT CARD].

28 (b) [OBTAINING A CREDIT CARD BY FRAUDULENT MEANS UNDER

29 (a)(1) OR (2) OF THIS SECTION IS A CLASS C FELONY.] Obtaining an access

30 device or identification docum ent [A CREDIT CARD] by fraudulent means [UNDER

31 (a)(3) OF THIS SECTIONJ is a class A misdemeanor.

1-LS1284\K
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* Sec. 6. AS 11.46 is amended by adding a new section to read:

Sec. 11.46.565. Criminal impersonation in the first degree, (a) A person 

commits the crime of criminal impersonation in the first degree if the person

(1) possesses an access device or identification document of another

person;

(2) without authorization of the other person, uses the access device or

, . ,/vj/ identification document of another person to obtain a false identification document,
l \ W \  . — . ------- _  .

\̂ > °Pen an account at a financial institution, obtainjin-^ecess^device, or obtain property
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12 (b) Criminal impersonation in the first degree is a class B felony,

l i y  * Sec. 7. AS 11.46.570 is amended to read:

,-yP 0 ) ^  Sec. 11.46.570. Criminal impersonation in the second degree, (a) A person

r l5  commits the crime of criminal impersonation in the second degree if the person
I v  s h  .

U  v 16v X  (1) assumes a false identity and does an act in the assumed character
Jy $  uJ* \ with intent to defraud, commit a crime, or obtain a benefit to which the person is

r 18 not entitled; or
t\ •

'* . 19^ J  (2) pretends to be a representative of some person or organization and

’i) w  does an act in the pretended capacity with intent to defraud, commit a crime, or

0  rA/21 obtain a benefit to which the person is not entitled.

f~yj 22 (b) Criminal impersonation in the second degree is a class A misdemeanor.

) 23 * Sec. 8. AS 11.46.630(b)(1) is amended to read: ^  ^ 6 ^  (/^C  ^  <2 k t f c  •

24 (1) "business record" means a writing. recording, or article kept or

25 maintained by an enterprise for the purpose of evidencing or reflecting its condition

26 or activity;

27 * Sec. 9. AS 11.46.710(c) is amended to read:

28 (c) Except as provided in (d) of this section, deceptive [DECEPTIVE)

29 business practices is a class A misdemeanor.

30 * Sec. 10. AS 11.46.710 is amended by adding a new subsection to read:

31 (d) Deceptive business practices is a class C felony if the person uses the
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1 Internet or a computer network to commit the offense. In this subsection, "Internet"

2 means the combination of computer systems or networks that make up the international

3 network for interactive communications services, including remote logins, file transfer,

4 electronic mail, and newsgroups.

5 * Sec. 11. AS 11.46.740(a) is amended to read:

6 (a) A person commits the offense of criminal use of a computer if, having no

7 right to do so or any reasonable ground to believe the person has such a right, the

8 person knowingly accesses* [OR] causes to be accessed, or exceeds the person's

9 authorized access to a computer, computer system, computer program, computer

10 network, or any part of a computer system or network, and* as a result of or in the

11 course of that access*

12 (1) obtains information concerning a person; [OR]

13 (2) introduces false information into a computer, computer system,

14 computer program, or computer network with the intent to damage or enhance the

15 data record or the financial renutation of a person;

16 (3) introduces false information into a computer, computer system.

17 computer program, or computer network and, with criminal negligence, damages

18 or enhances the data record or the financial reputation of a person:

19 (4) obtains proprietary information of another person;

20 (5) obtains information that is only available to the public for a fee:

21 (6) introduces instructions, a computer program, or other

22 information that tampers with, disrupts, disables, or destroys a computer.

23 computer system, computer program, computer network, or any part of a

24 computer system or network; or

25 (7) encrypts or decrypts data.

26 * Sec. 12. AS 11.46.740 is amended by adding a new subsection to read:

27 (c) In this section, "proprietary information" means scientific, technical, or

28 commercial information, including a design, process, procedure, customer list, supplier

29 list, or customer records that the holder of the information has not made available to

30 the public.

31 * Sec. 13. AS 11.46.990 is amended by adding a new paragraph to read:

1 -LS1284\K
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(14) "financial rcpulation" means a person’s

(A) ability to obtain a loan liom a financial institution, open an 

account with a financial institution, obtain property or services on credit, or 

obtain an access device; or

(13) creditworthiness in a credit report.

* Sec. 14. AS 11.56.800(a) is amended to read:

(a) A person commits the crime of making a false report if the person

knowingly

(1) gives false information to a peace officer with the intent of 

implicating another in an offense [A CRIME];

(2) makes a false report to a peace officer that a crime has occurred or 

is about to occur;

(3) makes a false report or gives a false alarm that a fire or other 

incident dangerous to life or property calling for an emergency response has occurred 

or is about to occur; or

(4) makes a false report to the Department of Natural Resources under 

AS 46.17 concerning the condition of a dam or reservoir.

* See. 15. AS 11.61.125(d) is amended to read:

(d) In this section, "distribution" includes delivering, selling, renting, leasing, 

lending, giving, circulating, exhibiting, presenting, providing, [AND] exchanging, and 

placing on a computer network or computer system, whether or not for monetary 

or other consideration.

* Sec. 16. AS 11.81.900(b)(48) is amended to read:

(48) "property" means an article, substance, or thing of value, including 

money, tangible and intangible personal property including data or information stored 

in a computer program, system, or network, real property, an access device [A 

CREDIT CARD], a domestic pet or livestock regardless o f value, choscs-in-action, and 

evidence of debt or of contract; a commodity of a public utility such as gas, electricity, 

steam, or water constitutes property, but the supplying of such a commodity to 

premises from an outside source by means of wires, pipes, conduits, or other 

equipment is considered a rendition of a service rather than a sale or delivery of

1-LS1284XK
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1 property;

2 * Sec. 17. AS 11.81.900(b) is amended by adding new paragraphs to read:

3 (61) "access device" means a card, credit card, plate, code, account

4 number, algorithm, or identification number, including a social security number,

5 electronic serial number, or password, that is capable of being used, alone or in

6 conjunction with another access device or identification document, to obtain property

7 or services, or that can be used to initiate a transfer of property;

8 (62) "identification document" means a paper, instrument, or other

9 article used to establish the identity o f a person; "identification document" includes a

10 social security card, driver’s license, non-driver’s identification, birth certificate,

11 passport, employee identification, or hunting or fishing license.

12 * See. 18. The uncodified law of the State of Alaska is amended by adding a new section

13 to read:

14 APPLICABILITY. This Act applies to acts and offenses committed or completed on

15 or after the effective date of this Act.

16 * Sec. 19. This Act lakes effect immediately under AS 01.10.070(c).
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L E G A L  S E R V I C E S
D I V I S I O N  O F  L E G A L  A N D  R E S E A R C H  S E R V I C E S  

L E G I S L A T I V E  A F F A I R S  A G E N C Y  
( 9 0 7 )  4 6 5 - 3 8 6 7  o r  4 6 5 - 2 4 5 0  S T A T E  O F  A L A S K A  S t a t e  C a p i t o l
F A X  ( 9 0 7 )  4 6 5 - 2 0 2 9  J u n e a u ,  A l a s k a  9 9 8 0 1 - 1 1 8 2
M a i l  S t o p  3 1 0 1  D e l i v e r i e s  t o :  1 2 9  6 t h  S t . ,  R m .  3 2 9

M  F M  O R A N D I 1  M  March 9, 2000

S U B JE C T : Sectional Summary o f  CSSB 259(JUD), Draft, DATED 3/2/00.
(Work Order No. 2 l-LSI2S4\I)

TO: Senator Robin Taylor
Attn: Jim Pound

ix u p u ) ^FROM: Gerald P. Luckh
Legislative Counsel

You have requested a sectional summary o f  the above-described bill. As a preliminary 
matter, please note that a sectional summary o f  a bill should not be considered an 
authoritative interpretation o f  the bill - the bill itself is the best statement o f  its contents.

Section 1. Amends AS 1 1.41.455(a), sexual exploitation o f  a minor, by expanding the types 
o f  media involved.

Section 2. Makes a corresponding change to the change made in sec. I .

Section jL Changes the ways a person may commit theft in the third degree.

Section 4. Changes the existing crime o f  fraudulent use o f  a credit card to fraudulent use o f  
an access device.

Section 5. Changes the existing crime o f  obtaining a credit card by fraudulent means to 
obtaining an access device or identification document by fraudulent means.

Section 6. Creates the new crime o f  criminal impersonation in the first degree.

Section 7. Makes the existing crime o f  criminal impersonation, criminal impersonation in 
the second degree.

Section 8. Expands the definition o f  business record.

Sections 9 and 10. Makes the existing crime ofdeceptive business practices a class C felony 
if  the defendant uses a computer to commit the offense.

Section 11. Expands the ways to commit the crime o f  criminal use o f  a computer.
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Section 12. Adds a definition for purposes o f  the crime o f  criminal use o f  a computer. 

Section 13. Adds a definition for purposes o f  our crimes relating to property.

Section 1-4. Expands the definition o f  distribution for purposes o f  child pornography. 

Section 15, Amends the definition o f  property in our criminal code.

Section 16. Adds new definitions to our criminal code.

Section 17. Provides an applicability section.

Section 18. Provides an immediate effective date.
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Alaska State Troopers

W H IT E  C O L L A R  C R IM E  S E C T IO N

* * * * * * * * * * * * *

The White Collar Crime Section is charged with the duties o f coordinating and or investigating 
selected acts o f forgery, fraud, embezzlement, unsworn falsification, perjury, credit card crimes, 
politically sensitive matters, crimes which involve computers, to include forensic data recovery 
and analysis along with other investigations designated by the commander o f the Criminal 
Investigation Bureau.

Currently, the White Collar Crime Section consists o f one Sergeant and two Investigators. 
Investigators assigned to the White Collar Crime Section many times deal with complex cases 
that require many hours o f document analysis in order to identify crim inal violations. They work 
closely with prosecutors within the Department o f Law's O ffice o f Special Prosecutions and 
Appeals.

The Alaska State Trooper's White Collar Crime Section is a voting member o f the National White 
Collar Crimes Center. This allows the section to draw on the many services and resources they 
provide, such as up to date training, data and document analysis, intelligence data bases, 
computer and network expertise and many other helpful tools that the white collar crime 
investigator may need.

Members o f the White Collar Crime Section, while not auditors, have received specialized 
training in Fraud and Financial Crimes Investigative Techniques, Complex Crimes Case 
Management, the Investigation o f Internet Crimes, and Computer Forensics.
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STATE OF ALASKA
2000 LEG ISLAT IVE  SESSION

FISCAL NOTE
B IL L  NO: CSSB 259 (JUD)

A n a l y s i s  ( c o n t i n u e d )

T h i s  b i l l  a m e n d s  c u r r e n t  l a w  a n d  a d d s  n e w  s t a t u t e s  t o  e n a b l e  p r o s e c u t i o n  o f  a  w i d e  v a r i e t y  
o f  c o m p u t e r - r e l a t e d  o f f e n s e s .

P r o s e c u t i o n  a n d  d e f e n s e  o f  t h e s e  o f f e n s e s  w i l l  r e q u i r e  s o p h i s t i c a t e d  t e c h n i c a l  e x p e r t i s e .
T h e  P u b l i c  D e f e n d e r  A g e n c y  d o e s  n o t  c u r r e n t l y  h a v e  t h e  c o m p u t e r  e q u i p m e n t  a n d  t h e  s t a f f  
w h o  h a v e  t h e  t e c h n i c a l  k n o w l e d g e  n e c e s s a r y  t o  d e f e n d  c r i m i n a l  c a s e s  t h a t  c o u l d  b e  b r o u g h t  
u n d e r  t h i s  n e w  l e g i s l a t i o n .

I t  i s  d i f f i c u l t  t o  p r e d i c t  h o w  m a n y  a d d i t i o n a l  c a s e s  t h e  P u b l i c  D e f e n d e r  A g e n c y  w o u l d  b e  
a p p o i n t e d  t o  i f  t h i s  b i l l  b e c o m e s  l a w .  T h e  D e p a r t m e n t  o f  L a w  h a s  e s t i m a t e d  t h a t  t h e r e  
w o u l d  o n l y  b e  t e n  a d d i t i o n a l  c a s e s  p r o s e c u t e d  i n  t h e  f i r s t  y e a r  a n d  s a y s  i t  d o e s  n o t  
a n t i c i p a t e  m u c h  i n  t h e  w a y  o f  i n c r e a s e d  w o r k l o a d .  T h e  P u b l i c  D e f e n d e r  A g e n c y  i s  
c o n c e r n e d  a b o u t  t h e s e  e s t i m a t e s .  T h i s  i s  a  v e r y  b r o a d l y  w o r d e d  b i l l  t h a t  w o u l d  m a k e  
u n l a w f u l  a  w i d e  r a n g e  o f  a c t i v i t y  o n  i n d i v i d u a l  p e r s o n a l  c o m p u t e r s ,  c o m p u t e r  n e t w o r k s ,  a n d  
o n  t h e  I n t e r n e t .  A l t h o u g h  t h e  A g e n c y  h a s  c o n c e r n s  a b o u t  t h e  i m p a c t  o f  t h i s  l e g i s l a t i o n  i n  
c o m i n g  y e a r s ,  w e  w i l l  u s e  t h e  D e p a r t m e n t  o f  L a w ' s  e s t i m a t e s .

T h e  P u b l i c  D e f e n d e r  A g e n c y  d o e s  n o t  c u r r e n t l y  h a v e  t h e  s o p h i s t i c a t e d  c o m p u t e r  e q u i p m e n t ,  
s o f t w a r e ,  p e r i p h e r a l s ,  a n d  a s s o c i a t e d  c o m m u n i c a t i o n  d e v i c e s  t h a t  a r e  n e c e s s a r y  f o r  t h e  
d e f e n s e  o f  t h e s e  c a s e s .  W e  a r e  r e q u e s t i n g  a  o n e - t i m e  e q u i p m e n t  p u r c h a s e  f o r  o u r  
A n c h o r a g e  o f f i c e  a n d  p l a n  t o  u s e  t h i s  e q u i p m e n t  a s  a  r e s o u r c e  f o r  t h e  r e s t  o f  t h e  s t a t e ,  t o o .  
W e  a r e  p a r a l l e l i n g  t h e  D e p a r t m e n t  o f  L a w ' s  r e q u e s t s  i n  t e r m s  o f  m a i n t e n a n c e  o f  t h i s  
e q u i p m e n t ,  c o n t r a c t u a l  s e r v i c e s  f o r  t r a i n i n g  a n d  e m p l o y e e  t r a v e l .  W e  a r e  a d d i n g  a  s m a l l  
a d d i t i o n a l  a m o u n t  i n  c o n t r a c t u a l  s e r v i c e s  a n t i c i p a t i n g  t h a t  o n e  c a s e  w i l l  g o  t o  t r i a l  i n  w h i c h  
w e  w i l l  n e e d  t h e  s e r v i c e s  o f  a n  e x p e r t  w i t n e s s .
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F I S C A L  N O T E

R e v i s i o n  D a t e / T im e  (N o t e  if c o r r e c t i o n )  _________________________________D e p t .  A f f e c t e d ______________ L a w _____________________
T i t le  "An  Act re la t in g  to  c r im e s  a n d  o f f e n s e s  re la t in g  B R U  C r im in a l  D iv is io n ______________________
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S p o n s o r  S e n a t o r  T a y l o r _____________________________________________ C r im in a l  A p p e a l s / S p e c i a l  L it iga t ion
R e q u e s t e r  S e n a t e  J u d ic i a r y  C o m m i t t e e ____________________________ C o m p o n e n t  N o .  2 1 9 8 : 2 2 0 1 : 2 2 0 3

E x p e n d i t u r e s / R e v e n u e s ________________________________________________ ( T h o u s a n d s  o f  D o l l a r s ) _____________________________
N o t e :  A m o u n t s  d o  n o t  in c lude  in f la t ion  u n l e s s  o t h e rw i s e  n o t e d  b e low .

STATE OF ALASKA B ILL NO. CSSB 259 (JUD)
2000 LEGISLATIVE SESSION

O P E R A T I N G  E X P E N D I T U R E S F Y  2 0 0 1 F Y  2 0 0 2 F Y  2 0 0 3 F Y  2 0 0 4 F Y  2 0 0 5 F Y  2 0 0 6
P e r s o n a l  S e r v i c e s  
T r a v e l  
C o n t r a c t u a l  
S u p p l i e s  
E q u i p m e n t  
L a n d  & S l r u c l u r e s  
G r a n t s  & C l a im s  
M i s c e l l a n e o u s

3 . 3 3 . 3 3 . 3 3 . 3 3 . 3 3 . 3
6 . 7 6 . 7 6 . 7 6 . 7 6 . 7 6 . 7

5 . 0 5 . 0 5 . 0 5 . 0 5 . 0 5 . 0

T O T A L  O P E R A T I N G 1 5 . 0 1 5 . 0 1 5 . 0 1 5 . 0 1 5 . 0 1 5 . 0

C A P I T A L  E X P E N D I T U R E S

C H A N G E  IN  R E V E N U E S  ( ) 7

F U N D  S O U R C E ________________________________________________________________ ( T h o u s a n d s  o f  D o l l a r s )
1 0 0 2  F e d e r a l  R e c e i p t s
1 0 0 3  G F  M a t c h
1 0 0 4  G F
1 0 0 5  G F / P r o g r a m  R e c e i p t s  
1 0 3 7  G F /M e n t a l  H e a l t h  
O t h e r  ( S p e c i f y  T , p e )

I

1 5 . 0 1 5 . 0 1 5 . 0 1 5 . 0 1 5 . 0 1 5 . 0

T O T A L 1 5 . 0 1 5 . 0 1 5 . 0 1 5 . 0 1 5 . 0 1 5 , 0

E s t i m a t e  o f  a n y  c u r r e n t  y e a r  ( F Y 2 0 0 0 )  c o 3 t :  
P O S I T I O N S
Fu l l - t im e
P a r t - t im e
T e m p o r a r y

A N A L Y S I S :  (Attach a separate page If necessary)

C S S B  2 5 9  ( J U D )  a m e n d s  a n d  e x p a n d s  t h e  s u b s t a n t i v e  c r i m i n a l  l a v /  t o  a d d r e s s  t h e  u s e  o f  c o m p u t e r s  a n d  
o t h e r  t e c h n o l o g y  in  t h e  w i d e s p r e a d  p e r p e t r a t i o n  o f  c r i m e s .  C h i l d  p o r n o g r a p h y ,  t h e f t  o f  p e r s o n a l  
i n f o r m a t i o n  w i t h  t h e  i n t e n t  t o  d e f r a u d ,  t h e f t  o f  p e r s o n a l  i n f o r m a t i o n  r e s u l t i n g  i n  d a m a g e  t o  a  p e r s o n ’ s  
f i n a n c i a l  r e p u t a t i o n ,  d e c e p t i v e  b u s i n e s s  p r a c t i c e s ,  ■hacking"  t o  g e t  u n a u t h o r i z e d  i n f o r m a t i o n  o r  i n t r o d u c e  
f a l s e  i n f o r m a t i o n ,  a n d  i n t r o d u c i n g  d a m a g i n g  v i r u s e s ,  a r e  a l l  o f f e n s e s  w h e r e  t e c h n o l o g y  h a s  o f f e r e d  n e w  
w a y s  f o r  c r i m i n a l s  t o  v i c t im i z e  i n d i v i d u a l s .  T h e  a m e n d m e n t s  in  t h i s  bil l w i l l  u p d a t e  e x i s t i n g  l a w  t o  h e l p  l a w  
e n f o r c e m e n t  p r o s e c u t e  t h o s e  w h o  c a u s e  h a r m  t o  o t h e r s  t h r o u g h  t h e  u s e  o f  c o m p u t e r s  a r i d  o t h e r  
t e c h n o l o g y .

/ ____________
P r i o n e  4 6 5 - 5 3 7 0

D iv is ion  A t to rn e y  G e n o a ' s dV I ice  ‘ \ D a t e / T im e  3 / 2 1 / 0 0 .  1 1 : 3 9  AM
A p p r o v e d  by  C o m m i s s i o n e r  r j ( f a ^ / v Y B r u c e  M . B o t e l h o .  A t t o rn e y  G e n e r a l D a t e  3 / 2 1 / 0 0
A g e n c y ( j  D e p a r t m e n t  o f  L a w
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FISCAL NOTE

A N A L Y S I S  C O N T I N U A T I O N
M u c h  o f  t h e  b i l l  e x p a n d s  o n  e x i s t i n g  c r i m e s  a l r e a d y  b e i n g  p r o s e c u t e d ,  a n d  i s  n o t  a n t i c i p a t e d  t o  c a u s e  
i n c r e a s e d  w o r k l o a d .  T h e  n e w  c r i m e s  d e f i n e d  in  t h e  b i l l a r e  e x p e c t e d  t o  r e s u l t  in  a p p r o x i m a t e l y  t e n  n e w  
p r o s e c u t i o n s  in  t h e  f i r s t  y e a r ,  w i t h  t h e  n u m b e r  i n c r e a s i n g  in  f u t u r e  y e a r s .  T h e s e  n e w  w h i t e - c o l l a r  c a s e s  
w i l l  b e  h a n d e d  b y  e x i s t i n g  s t a f f .  A l t h o u g h  n o  n e w  p e r s o n n e l  a r e  b e l i e v e d  t o  b e  n e c e s s a r y ,  o t h e r  
r e s o u r c e s  w i l l  b e  n e e d e d .

I n v e s t i g a t i o n  a n d  p r o s e c u t i o n  o f  c y b e r c r i m e s  r e q u i r e  t h a t  t h e  p r o s e c u t o r  k e e p  u p  w i t h  t h e  c o n s t a n t l y  
c h a n g i n g  w o r l d  o f  i n f o r m a t i o n  t e c h n o l o g y .  T h o s e  w h o  u s e  c o m p u t e r s  t o  c o m m i t  c r i m e s  a r e  v e r y  
k n o w l e d g e a b l e  a b o u t  t e c h n o l o g y ,  a n d  u s u a l l y  h a v e  s t a t e - o f - t h e - a r t  e q u i p m e n t .  P r o s e c u t o r s  m u s t  h a v e  
t h e  s a m e  o r  b e t t e r  k n o w l e d g e  a n d  e q u i p m e n t  a s  t h o s e  w h o  u s e  t h e  e q u i p m e n t  f o r  i l l e g a l  p u r p o s e s .

T h e  D e p c .  . m e n t  o f  L a w  i n t e n d s  t o  h a v e  t h r e e  o I  i t s  p r o s e c u t o r s  s p e c i a l i z e  in  t h i s  t e c h n o l o g y  d r i v e n  a r e a  
o f  l a w :  o n e  in  A n c h o r a g e  O S P A ,  a n d  o n e  e a c h  in  t h e  J u n e a u  a n d  F a i r b a n k s  d i s t r i c t  a t t o r n e y ' s  o f f i c e s .  
T h e s e  a s s i s t a n t  d i s t r i c t  a t t o r n e y s  w i l l  n e e d  o n - g o i n g  t r a i n i n g  t o  s t a y  a h e a d  o f  t h e  i n v e n t i v e  w a y s  p e o p l e  
c o m e  u p  w i t h  t o  u s e  t e c h n o l o g y  t o  c a u s e  h a r m  to  o t h e r s  a n d  t o  k e e p  u p  w i t h  h o w  l a w  e n f o r c e m e n t  i s  
l e s p o n d i n g  i n  e t h e r  j u r i s d i c t i o n s .  T h e  d e p a r t m e n t  e s t i m a t e s  $ 1 0 . 0  p e r  y e a r  w i l l  b e  s p e n t  o n  t r a i n i n g ,  
d i v i d e d  e q u a l l y  b e t w e e n  t h e  t h r e e  c o m p o n e n t s .  S 5 . 0  p e r  y e a r  i s  i n c l u d e d  t o  m a i n t a i n  s t a t e - o f - t h e - a r t  
c o m p u t e r  e q u i p m e n t ,  s o f t w a r e ,  p e r i p h e r a l s ,  a n d  a s s o c i a t e d  c o m m u n i c a t i o n s  d e v i c e s  in A n c h o r a g e  
O S P A  a s  a  r e s o u r c e  f o r  t h e  e n t i r e  C r i m i n a l  D i v i s i o n  t o  u s e  in  p r e p a r i n g  a n d  p r e s e n t i n g  i t s  c a s e s .

STATE OF ALASKA BILL NO. CSSB 259 (JUD)
2000 LEGISLATIVE SESSION
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t
H I F I S C A L  N O T E

S T A T E  O F  A L A S K A  W
2 0 0 0  L e g i s l a t i v e  S e s s i o n

R e v i s i o n  Date : 0 4 / 0 5 / 0 0 _________________________________________________________
Tit le :  A n  Ac t re la t ing  to  c r im e s  invo lv ing  c om p u t e r s ,  a c c e s s  

d e v i c e s ,  o t h e r  t e c h n o lo g y  a n d  ident if icat ion d o c u m e n t s
S p o n s o r :  S e n a t o r  R o b i n  T a y l o r _______________  _______________________

R e q u e s t e r :  S e n a t e  F in a n c e  C o m m i t t e e _________________________________

E x p e n d i t u r e s / R e v e n u e s _____________________________________________________________ ( T h o u s a n d s  o f  D o l l a r s )
OPERATING EXPENDITURES FY01 FY02 FY03 FY04 FY05 FY06
Personal Services 0.0
Travel 0.0
Contractual 7.8 7.8 7.8 7.8 7.8 7.8
Supplies 0.0
Equipment 15.0
Land & Structures 0.0
Grants & Claims 0.0
Miscellaneous 0.0

TOTAL OPERATING 22.8 7.8 7.8 7.8 7.8 7.8

|CAPITAL EXPENDITURES | | )

[CHANGE IN REVENUES [ ] I | | |

FUND SOURCE________________________________________________________________ (Thousands of Dollars)
1002 Federal Receipts
1003 GF Match
1004 GF
1005 GF/Program Receipts 
1037 GF/Mental Health
1091 Designated Program Receipts

0.0
0.0

22.8 7.8 7.8 7.8 7.8 7.8
0.0
0.0
0.0

TOTAL 22.8 7.8 7.8 7.8 7.8 7.8

Estimate of any current year (FY00) costs: 0.0

POSITIONS
Full-time
Parl-time
Temporary

ANALYSIS: (Attach a separate page it necessary)
C S S B  2 5 9  ( J U D )  a m e n d s  a n d  e x p a n d s  t h e  s u b s t a n t i v e  c r i m i n a l  l a w  t o  a d d r e s s  t h e  u s e  o f  c o m p u t e r s  a n d  o t h e r  
t e c h n o l o g y  in t h e  w i d e s p r e a d  p e r p e t r a t i o n  o f  c r i m e s .

T h i s  f i s c a l  n o t e  f u n d s  a n  e q u i p m e n t  r e q u e s t  in  F Y 0 1  t o  p r o v i d e  c o m p u t e r  e q u i p m e n t  a d e q u a t e  t o  m e e t  n e w  a n d  
e x p a n d e d  r e s p o n s i b i l i t i e s  p r o v i d e d  f o r  in  t h i s  l e g i s l a t i o n .  I n  a d d i t i o n ,  t h e  r e q u e s t  b y  t h e  D e p a r t m e n t  o t  P u b l i c  
S a f e t y  t o  p r o v i d e  t r a i n i n g  in  t h i s  n e w  f i e l d  i s  i n c l u d e d  in  t h e  f i s c a l  n o t e  a t  $ 7 . 8  p e r  y e a r .
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A l a s k a  A s s o c i a t i o n  o f  C h i e f s  o f  P o l i c e

April 5,2000

Senator Robin Taylor 
AJaska State Legislature 
Stale Capitol (MS 3100)
Juneau, AK 99801-1182

Dear Senator Taylor:

On behalf of the Alaska Association of Chiefs of Police, I am writing in support of 
Committee Substitute for Senate Bill 259.

Several important issues are addressed by this bill, including the crime of assuming 
another's identity by use of various access devices. The bill would provide severe 
penalties for those who obtain devices and documents to use in the further 
commission of crimes and who destroy the lives, businesses, credit, and credentials 
of innocent victims in the process.

CS for SB 259 also addresses the need for criminal liability in cases where self defense 
is used all to frequently to avoid prosecution for a criminal act. Current Alaska law 
makes it extremely difficult to prosecute defendants who use self defense as an 
excuse to cover up illegitimate and often times deadly behavior. Limitations must be 
made to protect the lives of ire ocent victims as well punish those who harm  others 
intentionally.

Duane S. Udland, President 
Alaska Association of Chiefs of Police



Impostor gains access 
to couple’s savings
By  AM AN DA  BO H M A N
Staff Writer

When Nancy K uhn  received a 
le tte r from  he r credit union 
asking to verify  her change o f  ad­
dress to Juneau , she knew  there 
was a m istake.

The Kuhns, who live in F a ir­
banks, hadn ’t moved to Juneau 
and didn't plan to.

Kuhn called A laska U SA  Fed­
era l C redit U n ion  to te ll them  the 
address change was w rong . 
T h a t’s when she learned o f  the 
fou r w ithdrawals from  her ac­
count.

Someone posing as her hus­
band not on ly changed the ad­
dress o f the account but had most 
o f the money— $4,900— wired to 
Georgia.

"Th is is a case o f sto len iden­
tity ,"  K uhn  said. “ It's a th ing we 
a ll read about, but it never hap­
pens to us ."

The impostor made the first 
three w ithdrawals, each fo r  $1,- 
000, the same day as the address 
change on Jan . 14. T he  fou rth  
w ithdrawal, fo r 31 ,900 , was made 
a day la ter.

In  Jonesboro , Ga., the im ­
postor showed up at a W estern

Union office carrying a fake m ili­
ta ry  identification card with E u ­
gene K uhn ’s name and Social 
Security num ber on it, Nancy 
K uhn  said credit un ion offic ia ls 
told her. The person knew E u ­
gene’s credit union savings ac­
count num ber and the date the 
account was opened. The on ly  
thing the impostor got wrong, 
K uhn  said, was her husband ’s 
birthdate .

Jack  Simmonds, sen ior vice 
president o f  operations at A laska 
USA, said the credit union asked 
Western Un ion  to compare the 
signature a t the wire service with 
the signatu re on the account. 
When they didn't match, the 
credit un ion  re im bursed the 
Kuhns.

" I  don 't th in k  people should 
be concerned," Simmonds said. 
"T h e  credit union has made this 
person whole. The member has 
not lost any money."

S im m onds said the c red it 
u n io n 's  in su ran c e  com pany  
would probab ly investigate the 
fraud , a long with the FB I.

He said th a t fo r security rea ­
sons he could not comment on uc- 
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cess accounts at the credit union. 
But he said credit un ion  m em ­
bers have the- option o f  having a 
password. "W e take every rea­
sonable step to keep accounts se­
cu re ."

The credit un ion  was a lm ost 
too secure fo r  K uhn  at one point. 
She said she closed one o f- th e  
couple ’s accounts in a h u f f last 
fa ll because the credit un ion de­
manded both her d riv e r ’s license 
num ber and her Socia l Security 
number fo r a w ithdraw al receipt. 
Kuhn said she was w illing to 
show that in fo rm ation  but re­

fused to  le t the bank put it on her 
receipt, in case it fe ll ou t o f  her 
purse o r something, she said.

K u lm  said the credit union 
told her it would need the name, 
types o f  accounts at the credit 
union , Social Security num ber 
and date o f  b irth  from  someone 
to access bank records. The 
couple is perplexed as to how 
someone could get that in fo rm a ­
tion , which is supposedly private.

K uhn  said her husband is "a  
litt le  bit sloppy”  but that he ’s 
never lost anything. " I  don't 
th in k  he ever m isplaced one o f

the statements. I keep track o f 
those.”

The couple opened the savings 
account in 1975 , before the credit 
un ion was bought by A laska 
USA, Kuhn  said.

She and her husband don ’ t 
know  anybody in  Jonesboro , 
which is a busy suburb o f  A t­
lanta.

F a irb a n k s  po lice re fe rre d  
K u h n ’s complaint to the FB I 
N either the Fairbanks F B I bu­
reau o r the Anchorage bureau 
have begun investigating.
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A N A L Y S I S :  (Attach a  separate page if necessary)
This bill amends current law and adds new statutes to enable prosecution of a wide variety of computer-related offenses.

Prosecution and defense of these offenses will require sophisticated technical expertise. The Public Defender Agency does not 
currently have staff who have the technical knowledge necessary to defend criminal cases that could be brought under this new 
legislation.

The Public Defender Agency will need to hire a Programmer Analyst I in order to consult with and train the attorneys appointed to 
defend these cases. The Programmer Analyst will be based in Anchorage. In addition to providing technical assistance on 
Individual cases in Anchorage, the Programmer Analyst would also be responsible for training attorneys and investigators in all 
Public Defender Agency offices on technical issues in these cases. One-time equipment costs for computer equipment is also 
included In the first year.
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