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OFFERED IN THE HOUSE 

TO: CSFIB 401 (L&C)

Page I, lines 3 - 1 5 :

Delete all material and insert:

“Section 1. AS 11.46.482(a) is amended to read:

(a) A person commits the crime o f  criminal mischief in the second degree if, having no

right to do so or any reasonable ground to believe the person has such a right,

(1) with intent to damage property o f another, the person damages property 

another in an amount o f $500 or more;

(2) the person tampers with an oil or gas pipeline or supporting facility or an 

airplane or helicopter with reckless disregard for the risk o f harm to or loss o f the 

property; [OR]

(3) the person recklessly creates a risk o f damage in an amount exceeding 

$100,000 to property o f another by the use of widely dangerous meansi

(4) [Repealed, sec. 11 ch 71 SLA 1996.]

(5) [R e e le d . sec. 11 ch 71 SJJ 1996.]

16) with intent to cause a substantial interruption or impairment of a 

service rendered to the public by another person over a computer network, the 

person causes substantial interruption or impairment o f .sendee to the public."
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MEMORANDUM
Representative Norman Rokeberg

INTERIM :

716 W E S T  4TH  AVENUE. SU ITE 640 
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P H O N E : (907) 269-0117 

FA X: (907) 269-0119
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JUNEAU. AK 99801-1182 

PH O N E : (907) 465-4968 
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TO:

FROM:

DATE:

RE: CSHB401 (L&C)
An Act relating to computer networks and to electronic mail advertisements

Thank you for scheduling CSHB 401 (L&C) for a hearing before your committee on Friday, April 
7, 2000.'

Attached are:

Rep. Pete Kott, Chairman 
House Judiciary Committee/

Rep. Norman Rokeberg 1

April 3,2000 '

1. CSHB 401 (L&C)
2. Three indeterminate fiscal notes
3. Sponsor Statement
4. Sectional Analysis
5. "Hackers increase attacks on Web sites", Fairbanks Daily News Miner, Feb. 10, 

2000
6. "Web hackers widen attacks", Anchorage Daily News, Feb. 10, 2000
7. "Clinton meets computer experts", Juneau Empire, Feb. 15, 2000
8. "Internet attacks raise concerns about risks of growth", Peninsula Clarion, Feb. 14, 

2000
9. "Catching hackers won't be easy", Peninsula Clarion, Feb. 17,2000
10. "Expert sees rising cyber-terror risk", Alaska Journal of Commerce, March 5,2000
11. "How the government failed to stop the worlds worst Internet attack", USA Today, 

March 9, 2000
12. "Hackers' Web-site assaults take toll, Seattle Times, March 12, 2000
13. "Cookies' maker chews over their fate", Anchorage Daily News, March 12, 2000
14. "Technology creator warns of its threat to mankind", Anchorage Daily News, 

March 13, 2000
15. "Web attacks raise concerns about growth", USA Today, Feb. 13, 2000
16. "ISP Posts Blacklist of Smurf-Friendly Networks", I n te r a c t iv e  Week, April 20, 

1998
17. "Anti-Spam Bill Introduced to Solve a National Problem", Press Release, Senator 

Frank Murkowski
18. Copy of S 759, Inbox Privacy Act of 1999,106,h Congress, l “ session
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CS FOR HOUSE BILL NO. 401 (L&C)

IN THE LEGISLATURE OF THE STATE OF ALASKA

TWENTY-FIRST LEGISLATURE - SECOND SESSION

BY THE HOUSE LABOR AND COMMERCE COMMITTEE

Offered: 3/28/00 
Referred: Judiciary, Finance

Sponsor(s): REPRESENTATIVE ROKEBERG

A BILL 

FOR AN ACT ENTITLED

1 "An Act relating to computer networks and to electronic mail advertisements."

2 BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF ALASKA:

3 * Section 1. AS 11.46.480(a) is amended to read:

4 (a) A person commits the crime of criminal mischief in the first degree if,

5 having no right to do so or any reasonable ground to believe the person lias such a

6 right,

7 (1) with intent to cause a substantial interruption or impairment of a

8 service rendered to the public by a utility or by an organization th a t [WHICH] deals

9 with emergencies involving danger to life or property, or rendered to the public by

10 another person over a computer network, the person damages or tampers with

11 property of that utility, [OR] organization, or person and causes substantial

12 interruption or impairment o f service to the public;

13 (2) with intent to damage property of another by the use of widely

14 dangerous means, the person damages property of another in an amount exceeding

15 $100,000 by the use o f widely dangerous means;

HB0401b -1- CSHB 4()1(L&C)
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1 (3) the person intentionally damages an oil or gas pipeline or

2 supporting facility; or

3 (4) with intent to cause physical injury to another person, the person

4 [:]

5 (A) tampers with an item that is a food, drug, or cosmetic or a

6 container for the item; or

7 (B) delivers, dispenses, or distributes an item described in (A)

8 of this paragraph knowing that a person has tampered with the item.

9 :!: Sec. 2. AS 11.46.490(7) is amended to read:

10 (7) "utility" means an enterprise, whether publicly or privately owned

11 or operated, that [WHICH] provides gas, electric, steam, water, sewer, or

12 communications service, and any common carrier; in this paragraph,

13 "communications service" includes Internet service providers and the Internet

14 and its ancillary services:

15 * Sec. 3. AS 45.50.471(b) is amended by adding a new paragraph to read:

16 (43) violating AS 45.50.479 (unsolicited electronic mail

17 advertisements).

18 * Sec. 4. AS 45.50 is amended by adding a new section to read:

19 Sec. 45.50.479. Provider’s restriction on use of electronic mail service, (a)

20 A registered user of an electronic mail service may not use or cause to be used the

21 provider’s service or equipment in violation of the provider’s published policy

22 prohibiting or restricting the use of its service or equipment for the initiation of

23 unsolicited advertisements if the user has previously sent an unsolicited advertisement

24 to 25 or more people or has previously been warned by the provider or recipient for

25 sending unsolicited advertisements.

26 (b) A person may not, by initiating an unsolicited advertisement, use or cause

27 to be used the service or equipment of an electronic mail service provider in violation

28 of the provider’s published policy prohibiting or restricting the use of its service or

29 equipment to deliver unsolicited advertisements if the user has previously sent an

30 unsolicited advertisement to 25 or more people or has previously been warned by the

31 provider or a recipient for sending unsolicited advertisements.

1-LS1470VH
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1 (c) This section may not be interpreted to require an electronic mail service

2 provider to adopt a policy prohibiting or restricting the use of its service or equipment

3 for the initiation or delivery of unsolicited advertisements. This section does not limit

4 or restrict the authority of an electronic mail service provider to enforce its policies or

5 to prohibit or restrict the use o f its services or equipment.

6 (d) An electronic mail service provider is considered to have published the

7 provider’s policy on unsolicited advertisements if the provider

8 (1) makes the policy available on request in written form at no charge

9 to the requester; or

10 (2) displays the policy through an on-line notice on the provider’s

11 Internet home page or on a page accessible through a conspicuous link on the

12 provider’s Internet home page.

13 (e) In this section,

14 (1) "advertisement" means an electronic mail message, the principal

15 purpose of which is to promote, directly or indirectly, the sale or other distribution of

16 real property, goods, or services;

17 (2) "electronic mail" means a message or a file that is transmitted

18 through a local, regional, or global network, regardless of whether the message, file,

19 or other information is

20 (A) viewed;

21 (B) stored for retrieval at a later time;

22 (C) printed onto paper or other similar material; or

23 (D) filtered or screened by a computer program that is designed

24 or intended to filter or screen items of electronic mail;

25 (3) "electronic mail service provider" or "provider" means a business

26 or organization qualified to do business in the state or a governmental entity that

27 provides registered users with the ability to send or receive electronic mail;

28 (4) "initiation" of an unsolicited advertisement refers to the action by

29 the initial sender of the advertisement; it does not refer to the actions of any

30 intervening electronic mail service providers that may handle or retransmit the

31 electronic message;

1-LS1470YH
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1 (5) "network" means a network made up of one or more computers that

2 may be accessed by a modem, electronic or optical technology, or other similar means;

3 (6) "recipient" means a person who receives an item of electronic mail;

4 (7) "registered user" means an individual, corporation, or other person

5 that maintains an electronic mail address with an electronic mail service provider;

6 (8) "unsolicited advertisement" means an electronic mail advertisement

7 that is

8 (A) addressed to a recipient with whom the initiator does not

9 have an existing business or personal relationship; and

10 (B) not sent at the request of or with the express consent of the

11 recipient.

1-LS1470\H
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FISCAL NOTE
STATE OF ALASKA
2000 LEGISLATIVE SESSION
Revision Date/Time (Note if correction) 3/23/00______
TWte "An Act relating to computer networks and to
etroronic fnail advertisements.”
Sponsor 
RCtjuester

BILL NO. HB 401

Dept. Affected 
‘ BRU

Administration

Representative Rokeberg

Legal and Advocacy Services 
Component Public Defender Agency

(H) L&C

E f t p e n d l t u N t e / R e v e n u e s

Component No. 

(Thousands of Dollars)

1631

c M R A X f W d  k x P E N D lT u f c E S FY 2001 FY 2002 FY 2003 FY 2004 FY 2005 FY 2006
E & a s n a l  B i f v t o e #
Travel -----
Contractual 
Supplies 
Equipment 
Land & Structures 
Grants & Claims 
Miscellaneous

* ft * ft * *

TOTAL OPERATING * * * * * ft

| c A t o t A L S l M W B f t t j R E 9  | | . -|- .*

|CHANGE tN REVENUES ( ) f X T '  i - i

1 0 0 2  Federal Receipts
1 0 0 3  GF Match
1 0 0 4  GF
1 0 0 5  GF/Program Receipts 
1037 G F /M e n t a l H e a lt h  
O b t 8 r ( 8 p w ^ ? y w » >  ......

* • ♦ ft • ft

• - -

T C T A l • * * * * *

Estimate of any current year (FY2000) cost: 

POSITIONS
Full-time
Part-time
Temporary

ANALYSIS: (Attach a separate page if necessary)

See attached.

Division Public Defender Agency / Jl
Approved by Commissioner -- Robert Poe, Jr. C j \
Agency Department of Ad lninistration \

-----
PR EPARER  TO PROVIDE A LL  DISTRIBUTION COPIES TCFGOVLTNOR’S LEGISLATIVE OFFICE

Phone
Date/Time

Date

264-4414

For further distribution Information, call the Governor’s Legislate C'fice

(R o v  10/99) 2 0 0 0 W o *m .x li/O M B Page 1 o f  2__
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FISCAL NOTE

STATE OF ALASKA BILL NO. HB 401
2000 LEGISLATIVE SESSION
ANALYSIS CONTINUED:

This bill amends the Criminal Mischief in the First Degree statute. First degree criminal mischief 
is a class B felony and outlaws such things as intentionally interrupting public utility services and 
causing over $100,000 damage to private property by widely dangerous means.

The amendment proposed by this bill would include damaging a computer network that provides 
service to the public with intent to cause a substantial interruption or impairment of a service 
rendered to the public in first degree criminal mischief. Also, the definition of "utility" is modified to 
include Internet Service Providers.

The Public Defender Agency is unable to estimate how many additional cases it would be 
appointed to if the bill becomes law. It is clear, however, that these will be serious cases. They 
will also be difficult to defend because these offenses will probably be highly technical in nature. 
Therefore, although we do anticipate some fiscal impact, we are not able to quantify it and are 
submitting an indeterminate fiscal note.

Page 2 of 2
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FISCAL NOTE
STATE OF ALASKA
2000 LEGISLATIVE SESSION

BILL NO. HB 401

Revision Date/Time (Note if correction) ________________
Title An Act relating to computer networks and to
electronic mail advertisements

Dept. Affected 
'BRU  _  
Component

Department of Corrections
Administration and Operations

All
Sponsor
Requester

Representative Rokeberg
House Labor and Commerce Committee

Expenditures/Revenues

Component No. 

(Thousands of Dollars)

#0694

Note: Amounts do not indude inflation unless otherwise noted below.
OPERATING EXPENDITURES FY 2001 FY  2002 FY 2003 FY 2004 FY 2005 FY 2006
Personal Services 
Travel 
Contractual 
Supplies 
Equipment 
Land & Structures 
Grants & Claims 
Miscellaneous

TOTAL OPERATING * * * * * * * « * * • * * * * * * *

CAPITAL EXPENDITURES

1 rCHANGE IN REVENUES (

FUND SOURCE (Thousands of Dollars)
1002 Federal Receipts
1003 GF Match
1004 GF
1005 GF/Program Receipts 
1037 GF/Mental Health 
Other (Specify Type)

TOTAL * * * * * * A * * * * * * * * * * O

Estimate o f any current year (FY2000) cost- 

POSITIONS

0.0

Full-time
Part-time
Temporary

ANALYSIS: (Attach a separate page if necessary)

See attached analysis.

Prepared by: Candy Brower, Legislative Liaison
Division Commissioner’s Office .. i

Approved by Commissioner Margaret M. Pugh
Agency Dept, of Corrections ™

Phone 465-3307
0ate/T ine  3/22/00 1:42 PM

PREPARER  TO PROVIDE A L L  DISTRIBUTION COPIES TO GOVERNOR’S LEGISLATIVE OFFICE
For further distribution information, call the Governor's Legislative Office 

(Rov 10/99) 2000Worm.xWOMB Page 1 Of 2



FISCAL NOTE

STATE OF ALASKA BILL NO. HB 401
2000 LEGISLATIVE SESSION PAGE 2 of 2
DEPARTMENT OF CORRECTIONS DATE 3/22/00

ANALYSIS:

If passed, this legislation would make it a B Felony (Criminal Mischief I) to intentionally cause a 
substantial Interruption or impairment of a service rendered to the public by another person over a 
computer network by damaging or tampering with that person's property. This includes the Internet 
service providers and the Internet and its ancillary services. There has been attention in the media 
regarding such incidents recently, however, it is difficult to project how often this might occur and whose 
jurisdiction such an offender would be under. Federal jurisdiction might supersede State jurisdiction in 
some cases.

While it is the Department of Corrections assumDtion that these cybercrimes are the wave of the future, 
and that these offenders are likely to be first time offenders, it is difficult to estimate fiscal impact to the 
Department. Therefore, the Department of Corrections is submitting an indeterminate fiscal note.

Page 2 of 2



FISCAL NOTE
STATE OF ALASKA BILL NO. HB401___________
2000 LEGISLATIVE SESSION
Revision Dale/Time (Note if correction) _____________________ Dept. Affected__________Law________________
Title "An Act relating to computer networks and to BRU Criminal Division/Civil Division
electronic mail advertisements.*___________________________ Component 1st-4th Jud Dist; Criminal Appeals/
Sponsor Representative Rokeberg_____________________Special Lit/Fair Business Practices
Requester House Labor and Commerce Committee_______ Component No. 2198-99.2201.03,61.79,06

Expenditures/Revenues___________________________ (Thousands of Dollars)___________________
Note: Amounts do not Include inflation unless otherwise noted below.
OPERATING EXPENDITURES FY 2001 FY 2002 FY  2003 FY 2004 FY 2005 FY  2006
Personal Services 
Travel 
Contractual 
Supplies 
Equipment 
Land & Structures 
Grants & Claims 
Miscellaneous

TOTAL OPERATING

[c a p i t a l  EXPENDITURES I I I I I I I

|CHANGE IN REVENUES ( ) | | | | | | |

FUND SOURCE__________________________________________ (Thousands of Dollars)
1002 Federal Receipts
1003 GF Match
1004 GF
1005 GF/Program Receipts 
1037 GF/Mental Health 
Other (Specify Type)

TOTAL

Estimate of any current year (FY2000) cost: 

POSITIONS
Full-time
Part-time
Temporary

ANALYSIS: (Attach a separata page it necessary)
HB 401 makes it a class B felony to intentionally and substantially interrupt or impair a service rendered to the 
public by another person over a computer network by damaging or tampering with that person’s property. In 
addition, the bill adds to the Unfair Trade Practices and Consumer Protection Act restrictions on the use of a 
provider's electronic mail service to initiate unsolicited e-mail advertisements .

The Department of Law does not anticipate a lisca'. impact on the Consumer Protection unit from the latter 
change. The addition of a new felony level crime will impact the department; however, it is difficult to quantify 
’vhat the impact will be. We have no way of estimating how widespread this terroristic conduct is in Alaska, and 
how often prosecution would fall to state as opposed to federal law enforcement as this type of hacking often 
crosses state, and national, boundaries,

1 ___________________________________________
Prepared by: 
Division

Joan M. Kasson ~Jj Phone 465 5370
Attorney G e n e r is  Olfice_________________

Approved by C ommissionery ^ /£yyJy€a ico  M. Botelho, Attorney General 
Agency U  Department of Law

Date/Time 3/20/00, 9:09 AM

Date 3/20/00

PR EPA R ER  TO PROVIDE ALL DISTRIBUTION COPIES TO GO VERNO R ’S LEGISLATIVE OFFICE
For furthor distribution inlormation. call tho Governor's Legislative Office 

Ifta* KV99) 2000lnlorm utaTOMB P a Q S  1 O f 1



ALASKA STATE LEGISLATURE
House of Representatives

C O M M IT TE E  A S SIG N M EN TS:

LA B O R  fiC O M M E R C E  C O M M ITTE E , CH AIRM AN  

JU D IC IA R Y C O M M ITTE E . M E M B E R  
LEG ISLATIVE CO U N CIL. M E M B E R
SPE C IA L C O M M ITTE E  O N  U TILITY R ESTR U C TU R IN G . M EM B ER  
SPE C IA L C O M M ITTE E  O N  E C O N O M IC  D E V EL O P M E N T £ 

TO U R ISM . M EM B E R

e-mail: Represenlalive_Norman_RokebergC?' legis.slate.ak.us

INTERIM :
716 W E S T  4TH  AVEN U E. SU ITE 640 
A N C H O R A G E. AK 99501 
PH O N E: (907) 269 0117 

FAX: (907) 269 0113

SESSIO N :
ALASKA STATE C APITO L 

JU N f AU. AK 99801-1182 

P H fN E :(9 0 7 ) 465-4966 
FAT: (907) 465-2040

Representative Norman Rokeberg

SPONSOR STATEMENT 
CSHB 401 (L&C)

An Act relating to computer networks and to electronic mail advertisements
By Representative Norman Rokeberg

CSIIB 401 (L&C) adds protections for consumers and internet service 
providers from such things as intentional disruption (e.g., a denial o f service attack) 
or impairment of a service rendered to the public by a utility or emergency 
organization, or computer network, etc. Such actions would be a crime of criminal 
mischief in the first degree under CSHB 401 (L&C).

In the definition of “utility”, CSHB 401 (L&C) adds language stating that a 
“communications service” includes Internet service providers and the Internet and 
its ancillary services.

Next CSHB 401 (L&C) provides that a user of an e-mail service may not use 
the provider’s service in violation of any published policy of the provider (e.g., anti­
spamming provisions). Additionally, the bill provides that the e-mail service 
provider does not have to adopt a policy prohibiting or restricting use of its services 
for delivery of unsolicited advertisements -  in other words, if the provider wants to 
adopt a policy, that is fine. “Published” can be by means of written form, or display 
through on-line notice.

As we all move towards greater involvement with e-commerce, consumers 
need to know that some protections are available to them from such things as 
unsolicited advertisements. CSHB 401 (L&C) would provide this protection.

I would urge your support of this legislation.

ED 2:04/03/00



ALASKA STATE LEGISLATURE 
House of Representatives

C O M M ITTE E  ASSIG N M EN TS:

LABOR & C O M M E R C E  C O M M ITTE E . C H A IR M A N  

JUDICIARY C O M M ITTEE. M EM B E R  
LEGISLATIVE COUNCIL. M EM B E R
SPEC IA L C O M M ITTE E  ON U TILITY R E STR U C TU R IN G , M EM B ER  

SPECIAL C O M M ITTE E  ON E C O N O M IC  D E V E L O P M E N T  & 
TO U R ISM . M E M B E R

e-mail: Re;iresentative_Nowian_Rokeberg@legis.slale.ak.us

INTERIM :
716 W E S T  4TH  AVENUE. SUITE 6-10 
A N C H O RAG E. AK 99501 
PHONE: (9 0 7 )2 6 9  0117 

FAX: (907) 269-0119

SESSIO N :
ALASKA STATE CAPITO L 
JUNEAU. AK 99801-1182 

PHONE: (907) 465--I96B 
FAX: (907) 465-2040

Representative Norman Rokeberg
SECTIONAL ANALYSIS 

CSHB 401 (L&C)
An Act relating to computer networks and to electronic mail advertisements

By Representative Norman Rokeberg

Section 1: Amends criminal law to provide that it is the crime of criminal
mischief in the first degree if a person, having no right to do so, causes substantial 
interruption or impairment of a service rendered to the p public by a utility or 
organization dealing with emergencies, or rendered to the public by another person 
over a computer network.

Section 2: Amends the definition o f “utility” and the subdefinition of
“communications service” to include Internet service providers, and the Internet 
and its ancillary services.

Section 3: Adds reference to 45.50.479 (unsolicited electronic mail
advertisements) to AS 45.50.471(b).

Section 4: Adds new section concerning provider’s restriction on use of
electronic mail service. Includes description of the provider’s policy and how it can 
be published. Defines “advertisement”, “electronic mail”, “electronic mail service 
provider”, “provider”, “initiation”, “network”, “recipient”, “registered user”, and 
“unsolicited advertisement”.

ED 02:04/03/00

mailto:iresentative_Nowian_Rokeberg@legis.slale.ak.us


[ackers increase attacks on Web sites
Associated Press
EW YORK—An electronic assault on 
5 of the biggest sites in cyberspace is re- 
ing calls for better high-tech security by 
nesses and government. But even propo- 
3 of stricter measures acknowledged 
e was no ironclad defense, 
ackers stepped up this week's attack on 
nesday, inconveniencing millions of In- 
et users and unnerving Wall Street. The 
uently coordinated attacks spread to 
ade, ZDNet and other major sites—all of 
n disturbed by a barrage of messages, 
ederal officials urged businesses to install 
ective software and take other security

precautions.
"We are committed to in every way pos­

sible to tracking those who are responsible," 
Attorney General Janet Reno said in Wash­
ington.

Sensitive government systems were being 
quickly secured against potential attacks, 
Commerce Secretary William Daley said in a 
teleconference Wednesday.

“Right now there is no surefire defense, 
but we are trying to take some steps," he 
said. “First we are taking special action to en­
sure that all federal systems, including ci­
vilian agency systems, and those of the 
Defense Department, are clean of these infec­

tions, which make some systems the unwit­
ting partner in these attacks.”

Some security experts said the publicity 
could encourage pranksters.

"It’s what these guys go after—to be 
known as the person or group of people 
who've pulled these attacks off,” said Simon 
Perry, security business manager at Com­
puter Associates International, a maker of 
business software. “Instead of graffiti on the 
subway wall, they’ve climbed up to the 40th 
floor of the Empire State Building and put 
their messages there." i

The growing anxiety about the Internet’s 
See HACKERS, PagaA-9

Daily News-Miner, Thursday, February 10,2000

h ack ers  BO1-
Continued from Page A-1 
vulnerability contributed to a 
258-point slide in the D°w 
average Wednesday and halted 
three straight record-high clos­
ings for the Nasdaq Composite 
Index, which is heavy with high- 
tech stocks.

The hacker technique—called 
:a “denial of service attack’’—in­
volves directing a flood of mes­
sages to computers that run Web 
’sites. The effect is comparable to 
unleashing a wave of calls to tie 
up a city’s phone lines.

- The ETrade online broker­
a g e ’s Web s ite  w as h it  
Wednesday, but “customer ac- 
xpunts were never compro­
mised,” spokesman Patrick Di 
C'hiro said. Less than one-fifth ot 

• its  customers were affected by 
the clogged traffic for about 90 
minutes before the company 
blunted the attack, he said.

ZDNet.com, a popular news 
site that covers technology, said 
its Web site was shut down for 
two hours and “appeared to have 
been the target of a denml-of- 

-service attack."
Major sites attacked this week

include eBay, Amazon.com, CNN,
■Buy.com and Yahoo!



W e b  hackers w id e n  a tta c k s
Message flood cripples more major sites; Wall Street jittery
By DAVID E. KALISH
Th2 Associated Press

NEW  YORK — H ackers 
stepped  up a three-day e le c ­
tron ic a ssau lt W ednesday  
against som e o f the most pop­
ular sites  on the Web, incon­
ven iencing  m illions of Inter­
net users and unnerving Wall 
Street. -

T he apparently coordinat­
ed  attacks spread to ETrade, 
ZDNet and other major sites  
W ednesday. All o f  them w ere 
crippled by a barrage o f  m es­
sa g es generated by hackers.

The grow ing anxiety about 
th e  In tern et’s  vulnerability

6Right now there is no surefire defense, but 
we are trying to take some steps.9

— Commerce Secre ta ry  William Daley
contributed to a 258.44 point- 
slide in the D ow  Jones aver­
age and halted three straight 
record-high closin gs for the 
NASDAQ Com posite Index, 
which is heavy with high-tech  
stocks.

The attacks also prompted  
top federal o ffic ia ls  to reas­
sure A m ericans that authori­
ties are doing everyth in g

they can to fight the on-line 
vandalism.

"We are com m itted  in  
every way possib le to track­
ing those w ho are responsi­
ble," Attorney G eneral Janet 
Reno said in W ashington.

She said the m otives o f  the 
vandals are not known, “but

See Back Page, HACKERS

HACKERS: Businesses urged to protect themselves
they appear to be intended to 
interfere with and disrupt le­
gitim ate e lectron ic com ­
m erce.” -

The hacker technique, 
called a "denial o f  serv ice  at­
tack,” involves d irecting  a 
flood o f m essages to com put­
ers that run web sites. The e f­
fect is comparable to erecting  
human barricades to block  
shoppers from entering a m all 
or unleashing a w ave o f  calls 
to tie up a city’s phone lines.

/ Hackers coutd face m axi­

mum penalties of 5 to 10 years 
behind bars and fines up to 
$250,000, or in som e cases  
“tw ice the gross loss to the vic­
tim," said FBI cyber-security 
expert Ronald Dick.

In the latest attacks, the 
ETrade brokerage’s web site 
w as hit, but "customer ac­
counts w ere never compro­
mised," spokesman Patrick Di 
Chiro said. Less than one-fifth 
o f its customers w ere affected  
by the clogged traffic for 
about 90 minutes.

ZDNet.Com, which covers 
technology, said its site was 
shut down for two hours.

M icrosoft’s MSN.com said 
it was indirectly affected be­
cause o f  disruptions to several 
Internet serv ice  providers 
carrying its traffic. Major 
sites that cam e under attack 
Tuesday included eBay, Ama­
zon, CNN and Buy.Com, all in 
aggressive assaults similar to 
one that overwhelm ed Yahoo! 
a day earlier.

Federal o f f ic p ls  urged

businesses to install protective 
software. ,

"Right now there is no sure­
fire defense, but we are trying 
to take som e steps," Com­
m erce Secretary William D a­
ley said. “First we are taking 
special action to ensure that all 
federal system s, including  
civilian agency system s, and 
those o f  the D efense Depart­
ment, are clean of these in fec­
tions, which make som e sy s­
tem s the unwitting partner in 
these attacks."
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Clinton meets computer experts
H Web security sought 
after hacker attacks; 
FBI has suspects
By SONYA ROSS
THI ASSOCIATED PRE09

WASHINGTON -  With the FBI 
seeking to question several hack­
ers about last week’s ’ntcrnct at- 
tncks, President Clinton today be­
gan exploring ways to lighten se­
curity on the World Wide Web but 
cautioned the attacks were not an 
"electronic Pearl Harbor."

Surrounded by technology ex­
perts and a hnckcr known as 
Mudge, Clinton said the attacks 
nevertheless served as a needed 
wake-up cail. The assault was 
hardly so devastating that it could 
be compared to Japan’s bombing

of Pearl Harbor, which wiped out 
the Pacific Fleet and drew the 
United Slates into World War II, 
he said.

"It's a source of concern, but I 
don’t think we should leave here 
with this vast sense of insecurity," 
Clinton said. "We ought to leave 
iiere with a sense of confidence 
that this is a challenge that was 
entirely predictable. It’s part of 
the price of the success of the 
Internet."

Clinton gathered in the White 
House Cabinet Room with about 20 
industry representatives, national 
security experts and Attorney 
General Janet Reno. He said the 
goal of the meeting was to ensure 
that the Internet remains "open 
and free."

One participant, Whitfield 
Diffie of Sun Microsystems, set up

his laptop on the conference table, 
an agenda on the screen. Mudge, 
in a business suit with his long 
brown hair hanging down on his 
chest, sat quietly with his fingers 
interlocked atop his blue briefing 
books.

Meantime, a computer believed 
to have been used in last week's 
attacks, was seized by federal 
agents, Hillsboro, Ore., Police Sgl. 
Allen Zaugg, head of a group of of­
ficers trained for high-tech cases, 
said today.

The FBI is now analyzing that 
computer, which was seized within 
the last two days from a home 
business in the Portland, Ore., 
area, a federal official in Washing­
ton said, requesting anonymity. 
Its owner apparently was not 
aware the computer was used as a 
middleman in the attacks, this of­

ficial said.
The threat of an "electronic 

Pearl Harbor" was raised in 
March 1999 by then-Deputy De­
fense Secretary John Ilamre, who 
predicted in congressional testi­
mony that cyberterrorists would 
target America's commercial in­
terests.

The initial idea of the session 
was to address the problem of ter­
rorists using cyberspace. But Clin­
ton told CNN.com on Monday that 
last week’s attacks underscore a 
need for the government to focus 
on protecting the Internet itself.

The FBI was seeking to inter­
view several hackers known by 
their Internet screen names, in­
cluding one who calls himself 
"mafiaboy" and another who calls 
himself "coolio," a Justice De­
partment official said.
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Internet attacks raise concerns about risks of grow th!
i •

'I fully expect the Internet to ultimately be safe and sta­
ble. However, In the period of record growth, It’s not 
surprising new holes are discovered.’

— Stephen Gorrell, program manager 
for Norton Internet Security software

f ly  ANICK JE9D AN U N  

AP Inlornol W illoi

N liW  YORK — A swarm of recent 
bucking attacks highlight one emerging 
concern ntmiil llic Inlcrncl: ll mny he 
growing loo fast for security In keep op 
wiili technology.

Some security experts hclicvc it's time 
to focus on making the Net snfer, which 
cotihl menu rclnii lili ng much of the under­
lying infrnslnteiurc from scratch. After 
nil, consumers nnd businesses now use 
the Interne! for Insks unforeseen .10 years 
ago.

Security wns nn afterthought when 
Internet standards were developed by uni- 
vcrr.ily thinkers and computer adminis­
trators, snys Russ Cooper, who runs the 
NTIIuglrnq Web site devoted to security.

"This is now the fnundnlinn for bil­
lions of dollnrs worth of commerce," 
Cooper said. "It is inhcrcnlly flawed 
because we don't check to see if  what it's 
being osril for is whal il is intended lor."

Kandy Snndonc of Argus Systems 
(irnup Inc. is blunter: "The Web is rnllcn 
at its core,"

Ynhim!, niiy.com, cnay, HTradc and 
other prominent sites were paralyzed for 
hours at a lime last week when hackers 
overloaded them with fake Irnffic.

The attacks followed several comput­
er virus outbreaks last year — such as 
Mclissn — which spread rapidly by tak­
ing advantage of functions that were 
designed In make Inlcrncl use friendlier.

And last month, n hacker stole credit 
enrd numbers from the Internet music 
retailer CD Universe, then released thou­
sands of them on a Web site nflcr the firm 
refused to pay $ I00,000 ransom.

"I fully expect the Internet to ulti­
mately he safe nnd stable," said Stephen 
Gorrell, program manager for Norton 
Inlcrncl Security software. "However, in 
llic period of record growth, it’s not sur­
prising new holes nrc discovered."

The Intcrncl’s developers cttuld not 
have effectively countered threats to 
commerce because c-busincsses did not 
yet exist, Gorrell said.

As the Internet grows, so do the num­
bers nfhnckcrx noil potential victims. And 
hackers nrc becoming more sophisticat­
ed, with some even developing tools to

automate their attacks.
Software compnnics. some critics say, 

contribute lo the problems by releasing 
products that still have, security holes, 

"finch day, technology is changing," 
said Robert Ing, who hnndlcs electronic 
security for SBR International Inc. in 
Toronlo. "There’s a rush to get products 
out to market because il is a competitive 
marketplace. Sometimes, security is 
overlooked."

Steve Hunt, security annlyst at Gigs 
Information Group in Chicago, hopes the 
latest attacks will encourage companies 
to take security more seriously.

"We owe quite a debt of gratitude lo 
hackers to show us where our pants have

been down," he said.
Security nnd Inlcrncl experts differ on 

how far they need to go —  nnd llint itself 
is a problem. Some believe in completely 
updating equipment nnd software lo 
reduce users’ anonymity nnd improve 
authentication.

In the offline world, businesses have 
experience with security guards and spe­
cial locks. Some practices arc even 
required by law or insurance companies.

Rut the Internet community has yet to 
agree on such standards, said Harris 
M iller, president of the Information 
Technology Association of Amcricn.

Phil Altficld, director of technical mar­
keting at McAfcc.com, said Inlcrncl secu­

rity will eventually catch up.
"The approaches nrc going to have lo 

become more formal rather Ilian ad hoc," 
lie said. "We've been getting there inerc- 
ntcntnlly. That's the way technology is 
evolving."

Rut hacking will never completely dis­
appear. said Keith Tcarc. the chairman 
nnd chief executive of RcnINnmcs. 
Vandals broke into RcnINnmcs' comput­
ers Wednesday, nnd the company had to 
warn some 20.000 customers that their 
credit card numbers might have been 
slulcn.

"For every secure environment, there 
will be somebody prepared to try lo break 
in ," Tcarc said. “ If  they nrc clever 
enough, they will find holes."

Gtcg Hawkins, chief cxcclilivc of 
nuy.com, said the attacks nn his shopping 
site and others raised awareness.

"This is a new frontier. It's big, it's 
fast, and it's growing rapidly," lie said. 
"W illi that growth will come continued 
challenges lo make sure il ’s a secure and 
effective environment, We are clearly 
going In have growing pains like this from 
lime to lime."
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C a t c h i n g  h a c k e r s  w c n ’t c | i a  e a s y

FBI seeks expansion of racketeering laws against organized,electronic assault
By TED BRIDIS 
AP Technology Writer

WASHINGTON —  The nation's lop 
law enforcement officials acknowledged 
on Wednesday serious chnllcngcs finding 
the electronic vandals who shut down 
major Internet sites Inst week, but they 
also described “ fnsl-dcvcloping leads."

They snid the hackers involved were 
sophisticated enough to falsify their digi­
tal fingerprints. Attorney General Janet 
Reno snid such n d isgu ise  technique  
"makes it difficult, and sometimes impos­
sible, to hold the perpetrator criminally 
accountable."

"I would simply say that we are taking 
the nttncks very seriously and that we will 
sim ply do everything in our power to 
identify those responsible and bring them 
to justice," Reno told n Senate panel.

FBI Director Louis J. Freeh, who also 
testified, said there were "fast-developing 
lends as we speak, nnd hopefully w e can 
provide more details in coming days." He 
snid FBI field offices in five cities have 
opened investigations into the attacks: 
Los A n g e les , San Frnncisco, Atlanta, 
Boston nnd Seattle. More agents in other 
cities nnd overseas arc also involved.

Reno and Freeh also conceded impor­

tant shortcomings coordinating the myri­
ad government agencies and public and 
private experts who help investigate high- 
tech crimes. “ We’re not doing so good,"  
admitted Freeh, adding that cooperation 
was improving.

T he FBI a lso  urged C on gress on  
Wednesday to consider expanding use of  
federal racketeering "RICO" laws —  tra­
ditionally used against the mafia and drug 
cartels —  to apply against organized and 
persistent hackers. It also urged Congress 
to lower the $5,000 minimum in damages 
that victim companies must suffer before 
attackers can be prosecuted under federal 
computer crime laws.

Freeh said lawmakers should consider 
"whether som e o f this activity, which 
goes beyond a single episode o f  fraud or 
hacking, gets into the realm o f enterprise 
criminal activity."

"RICO was intended to get gang­
sters,” said Jennifer Granick, a California 
law yer w ho has represented hackers. 
"Now, it’s getting a bunch o f kids in black 
concert T-shirts.”

Freeh said backers in many o f  last 
w e e k ’s attacks fn lsificd  the Internet 
addresses o f  the computers they used, 
"meaning that the address (hat appeared 
on the target’s log was not the true address

of the system that sent the messages."
eB a y  Inc. d is c lo s e d  n e w 'd e ta ils  

Wednesday about the electronic assault 
launched against it Feb. 8, which shut 
down the world’s largest on lin e’auction 
site for 90 minutes. Similar,attacks dis­
rupted other major com m ercial s ites,

Tuesday with technology experts about 
w a y s to im p ro v e  In ternet secu r ity . 
Participants snid that during the talks, 
industry leaders urged the government to 
lead by example by making its computer 
systems secure.

But overnight Tuesday, a hacker van-
including those o f  Y ahoo!, Amazon* • dalized at least four Web sites at the 
Buy.Com, CNN and ETrade. •/!•; •>. Transportation Department, including the

e B a y ’s la w y er , R obert C hesnut,' ,•* page for the agency’s information officer, 
d escr ib ed  an " in s id io u s , org a n ized  George Molaski.

that w as " o b v io u s ly  w e ll I ^ T h ose attacks w ere first noted by
i Attrition.Org, a computer security Web 
• site that records such hacks.

’ The computer breached by the hacker 
"w as I in the process o f  being fixed,"

atta ck ”
planned." sit

The attackers flooded eBay’s site with 
10 times its normal incoming data, trans-i 
milting a specific type o f  inform ation
identical to that used against. Yahoo I onV  Molaski said Wednesday, “ Unfortunately, 
Feb. 7. . ’ '/■ i .fvh.they got to it before we closed that door. It

Chesnut told the Appropriations sub-:.;.was a relatively simple vulnerability." 
committee on Commerce, Justice, State A lso  W ednesday, H ouse Commerce 
and judiciary that eBay also was attacked..' Chairman Tom Bliley, R-Va.t criticized 
the evening o f Feb. 9, but engineers were i.- Vhighly vulnerable"' computers at the 
able to repel the second attack quickly. \ \ r  ' Environm ental'Protection A gency and 

The FBI is contacting several hnckerdff.i'urging i! to shutdow n its Internet connec- 
known by their online' nicknames. T hcn ition  im m ediately, citing an unrelensed 
bureau would not sny whether its a g e n t s ; report by the General Accounting Office, 
have talked with any suspects, but it EPA spokesman David Cohen said the
appeared som e interviews have begun, 'agency ,has no plans to disable Internet
hacker sources said. ! access, adding that experts there have

The testimony from Reno and Freeh taken steps to strengthen security o f corn-
follow ed President C lin ton’s m eeting puicrs with sensitive information.
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Expert sees rising cyber-terror risk
By Haney Pounds

J o u r n a l  A s s i s t a n t  E d i t o r

America's grow­
ing dependence on 

W* the In ternet and 
major industry net­

works has put the nation a t the 
highest risk yet for cyber-ter­
rorism attacks, according to one 
technology expert

The nation's Internet sys­
tems are more vulnerable than 
other countries' operations since 
more than half of the Internet is 
in the United States, he said.

Although more cyber-crime 
has been identified than techno­
terrorism, the criminals could be 
practicing now, said Seymour 
Goodman, a professor at Stanford 
and Georgia Tech universities. He 
also is director of the Consortium 
for Research on Information 
Security and Policy at Stanford.

Goodman, who has visited 80 
countries to ofTcr international 
public policy advice on technol­
ogy, spoke Feb. 25 a t the Alaska 
World Affairs Council luncheon 
a t the Hilton Anchorage Hotel.

Cyberspace crimes can range 
from robbery to intimidation to 
w arfare, including attacking 
m ilitary networks, ha said.

“And the United States is a 
prime target since we rely on 
these systems," Goodman said.

A laska’s vulnerability to 
cyberspace attacks could climb 
depending on the security of 
systems controlling a proposed 
N ational Missile Defense
System th a t could be built in 
Alaska, he said.

From  his experience,
Goodman has seen that many 
netw ork technology systems 
lack needed security to fend off 
criminals.

“WeVe mode ourselves more 
vulnerable a t the same time as 
we’re taking advantage of the effi­
ciencies of the systems," he said.

In the last 10 years, activity in 
cyberspace has experienced an 
explosion, especially in Internet 
users and networks that power 
industries like the banking and 
finance sector, Goodman said.

Started 30 years ago, the 
Internet has grown from the six 
countries connected 15 years ago 
to 214 entities today, he said. Each 
year the Internet grows another 
50 percent to 100 percent.

“This represents one of the 
most rapid infusions of technol- 
ogy" Goodman said.

Accompanying growth i3 
increased efficiency and connec­
tivity, which in tu m  spurs 
greater dependence on Internet

TECHNOLOGY
and network systems, he said.

“I would argue that what has 
happened in cyberspace, partic­
ularly in the last 10 years, is 
tha t we have created a new 
medium of great importance for 
a trem endous spectrum of 
hum an activity," Goodman said.

This technology-driven medi­
um, similar to physical media of 
air, sea and land, is the stage for 
social and financial transactions 
on a large scale, he said.

However, the systems that 
make up the Internet often lack 
security as a main function, 
according to Goodman.

One of Goodman's Stanford 
colleagues was one of the initial 
Department of Defense Internet 
operators who says that as early 
Internet programmers, they di d 
not design security into the oper­
ation, but planned tooome back to 
it. But now the Internet is much 
more complex, Goodman said.

Vulnerable systems lead to 
more opportunities for conflict, 
whether it's offensive content or 
decaying ethics, he said. Also, 
from the standpoint of crime, 
there are increased opportuni­
ties for terrorism because ter­
rorists can be distant from their 
victims, he said. “Crime out 
there on the Internet is growing 
os quickly as the Internet itself

"Some of us think tha t we 
still need to civilize cyberspace.

Otherwise it will be like the 
wild W est But how do we do 
that? This is an international, 
borderless medium."

One means of defense is pas­
sive — making computers less 
easy to hack, he said. But with­
out a penalty for breaking in, 
attackers will try until they suc­
ceed or become bored, he added.

An active defense includes col­
lecting evidence in the difficult 
task of apprehending cyberspace 
criminals internationally, 
although this plan requires 
countries to agree on what would 
be considered a crime, he said.

The cost of technology crime 
won't be paid by industries or 
governments, Goodman said.

“We as individuals will pay for 
this if it's not fixed, or we will pay 
as a nation if a terrorist attack 
occurs," he said.
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How the government 
failed to stop 

the world’s worst 
Internet attack

By M.J, Zuckerman 
USA TODAY

Susan Levy Haskell arrived at her office at the Uni­
versity of Minnesota as usual before 8 a.m. on Monday, 
Aug. 16.1939. where she watched at first curiorrly, then 
later in horror, as the university computer systtnn came 
under attack from a massive yet anonymous Internet 
adversary.

Haskell, the university's computer security coor­
dinator, says Ural as hours passed the vol­
ume of Incoming malicious traffic rose r * r \ \ j T Z p  
from a mere annoyance to an all- y V x l r U  
coosumlng electronic dissonance. The In­
ternet connection grew ever less responsive, degrading 
steadily until the university was cut off from the world.

"It became pretty terrifying to realize how many ma­
chines had to be Involved. It seemed tike hundreds.”

Investigators later delermlned that 2.200 computer 
systems. Including those at more than 30 universities In 
the United States, had become unwitting “zombies." 
serving a still unidentified master computer, which di­
rected the attacks and forced the university off the In­
ternet for two days.

In a matter of weeks after the Minnesota Incident 
academics and elite computer security firms began

spreading the word to clients and colleagues that this 
newly enhanced “denial of service" (DoS) attack was a 
clear and Immediate danger to the Internet 

But It would take more than a month before federal 
officials at the National Infrastructure Protection Cen­
ter (NEPC), which Is responsible for national computer 
security matters, to learn of. the Incident and three 
more monllis for them to conclude that It was a threat 
worthy of a warning to the public 

It Is now apparent that througl out the end of 1999, 
cybcrvandris wen: Infecting targe, in- 

O T / y n y  sufficiently secured computer systems 
o  I V J riT  us zombies and la/ing the groundwork 

for a series of anacks last month that 
rocked e-commerce.

The delayed response and United distribution of 
threat informaUon Is one of seven! criticisms being lev­
eled at the NIPC and Its stste • agencies os the In­
vestigation Into the attacks progresses slowly, according 
to recent congressional testimony.

“It was not enough." says Jamie GoreUck. the former 
deputy attorney general, wno from 1994 to 1997 direct­
ed the administration's creaUon of Uie current electron­
ic defense policy.

Please see COVER STORY next page ►

A QUICK READ ON THE NEWS
WALL STREET: Dow Jones Industrial average jumps 
6i).50 points lo 9856.53; Nasdaq Index soars 49.33 points to 
•1897.17; 30->ear TVeasury bond yield climbs to 6.165k. I.4B.
►  USA TODAY Internet 100 rises 0.88 points to 189.04. 4B.
►  Japan's Nikkei average Is up 119 points to 19,886 midday, 
yen is 107.0-1 per dollar. Hong Kong's Hang Seng Index Is 198 
points to 18,1-19 early today.

Four killed in Memphis ambush

Aftermath: Firefighters console one anotlver Wednesday after 
arriving at a house fire and being shot at by an off-duty fire­
fighter, four people were Idled and two were injured. 4A.

OIL PRICES FALL- OPEC pledge to provide "ade- 
quaie and timely oil suppUes in coming months" Is linked to 
a more than 85T drop in crude oil prices. IB.

SOUTHWEST AIRLINES CRASH: Pilots are 
blamed for approaching Sunday's landing in California too 
fast and too steep. 3A.

FASTEST-GROWING COUNTY: Virginias Sussex 
County zooms from 10,0(10 to more than 12.000 from 1998- 
99. thanks to two new prisons and 2.400 inmates. 3A.

TODAY'S DEBATE: Interest rate hikes. In USA TO­
DAY'S opinion. "Greenspan hits the brakes. Risky? Yes. But 
less risky than letting inflation take hold."
►  "We ore in a New Era economy that is different from the 
economies of the past As a result. It requires a different 
monetary policy," Brian S. Wesbury says.

MONEY: Homebuyers basking in new no-down payment. 
' 10057-plus mortgages; experts express concern. IB.
►  Low-cost Linux is giving Windows a run for its money. IB.
►  Traffic safety officials warn about use of vans Instead of 
buses to transport students IB.
►  Miller rolling out beer in plastic bottles. 3B.

SPORTS: Tony Hawk has turned skateboarding into big 
bucks. Critics wonder whether that's a good deal. 3C 
►  Buffalo tops Boston in overtime 2-1. NHL. 13-14G

LIFE: Marketing firms that work for drug companies teach 
doctors about the products, raising ethical (lags. ID.
►  Andrew Huebner wriles a haunting first novel about the 
Indian wars. Books, reviews, best sellers. 6-8 D.

CORRECTION: Rhode Island election results were 
transposed in some editions Wednesday. McCain won the 
state over Bush 605k-365t. Super Tresday results. I4A.

Written by John O. Buckley

Watched her system got buried: Susan Levy Haskell of tho University of Minnesota.
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Agencies defend their response
Continued from 1A

She and others say the protection center failed, leaving many 
e-commerce firms unprepared for Uhe attacks Feb. 8-11 that 
slowed the global Internet by 20% and shut down the world's 
most popular commercial Web sites and the FBI’s home page.

"There needs to be some agile operational capacity in the 
government, an ability to move quickly to provide warnings," 
she says. “This doesn’t sound at all like what we had in mind."

Michael Vatis, director of the NIPC, an Interagency fusion of 
federal, local and international organizations based at the FBI, 
defends his agency's response. It says it permitted the private 
sector to prepare for the worst while avoiding public hysteria.

“Three years ago we wouldn't have been able to respond at 
all," Vatis says. ‘Today we have an effective resource" for in­
vestigating crimes and issuing threat alerts.

Critics say the protection center and its sister agencies have 
fallen short of the vision President Clinton had two years ago 
when he issued a plan to “create a genuine public-private part­
nership to protect America in the 21st century' from devas­
tating cyberattacks. The plan called for the private sector, 
which owns and operates both the Internet and the infrastruc­
ture that supports it — electricity, banking and communica­
tions — to create secure information-sharing centers in which 
companies could anonymously share threat information, new 
vulnerabilities and crises data. It also created a Commerce De­
partment coordinating center to work with those industry 
clearinghouses and the NIPC.

But as the administration seeks S37 million in new spending 
for cybersecurity', the NIPC and its sister agencies are troubled 
by confusion within their own ranks as well as a lack of cooper­
ation from companies and other government agencies:

► Other government agencies are refusing to work with the 
NIPQ privately pointing to the FBI’s longstanding reputation 
for not sharing well with others. “That's something we’re still 
working on," Vatis says.

The Pentagon is the only Cabinet-level agency represented 
at the NIPC. The Secret Service, Transportation Department 
and Treasury Department, each of which is designated to have

representation at the protec­
tion center, refuse to take 
part The Department of En­
ergy, which is supposed to 
play a major role at the cen­
ter, is not represented. The 
CIA, which has four slots at 
the center, has filled one.

► Friction and turf bat­
tles between the new cyber­
security agencies may be 
hampering operations. The 
National Coordinator for in­
frastructure protection and 
counterterrorism Is Richard 
Clarke, a White House offi­
cial, who must get clearance 
on a case-by-case basis be­
fore the NIPC will brief him 
about investigations.

Vatis says Justice Depart­
ment guidelines bar the FBI 
from briefing anyone out­
side the department about 
ongoing cases unless the at­
torney general grants a 
waiver.

► The Internet communl-

attack “zombies."
.IPC sent a note briefing FBI Director

“There needs to be some agile operational capacity in the government, an ability to move quickly to 
provide warnings. This 
(last incident) doesn’t sound at all like what we had in mind.”

— Jamie Gorellck, former 
deputy attorney general

their compute 
On Dec. 8

Louis Freeh .jr  the first time. On Dec. 17, Vatis person­
ally briefed Attorney General Janet Reno as part of an 
overview of preparations being made for Y2K.

By that point, several DoS attacks already had oc­
curred, but ’’people weren’t getting the message," Dit- 
trich says. “CERT and NIPC were really worried. They 
had obviously been hearing about a lot more intrusions. 
They went back and recategorized a whole bunch of in­
cident reports going back to April-May time frame, and 
they started telling me that this is a really big thing.” 

But not until the NIPC, working with Dittrich and Mi­
tre L ,. p., developed a tool for identifying zombies in a 
system did the protection center decide to warn the 
public Dec. 30 and post the tool for anyone to download.

By that time, Vatis says, “someone was setting the 
groundwork for an attack, apd that is when we decided 
to make a public announcement”

Electronic ‘night of the liv in g  dead’

The NIPC was convinced that New Year’s Eve “could 
be a day for people to start sending marching orders to 
tnese zombies. We were afraid that Dec. 31 might be­
come the night of the living dead," he says.

"Thanks for giving us plenty of time to prepare," says 
a sarcastic Vinton Cerf, an MCI WorldCom executive 
who is widely regarded as a founder of the Internet 
“The timing of this all was singularly unfortunate."

But the protection center gets high praise from many 
security firms for being the first to provide an effective 
tool to locate and remove the zombie infections. Vatis 
says far more damage would have occurred in Febru­
ary otherwise.

“You know, I’m sensing a little bit of doublespeak 
here," Vatis says. "Business is saying, *We don't want the 
government telling us what to do; we can fix this our­
selves.’ And I agree. But then I hear people saying, 
'Gosh, government didn't warn us loud enough.’ " 

“People have been saying for a long time that It's go­
ing to take an electronic Pearl Harbor for people to 
take security seriously,” he says. There's a kernel of 
truth there because we live in an event-driven society."

' m n r o  H m o l t r  ♦ h n p o r  I n .



► T h e  In t e rn e t  c o m m  u n i- 
ty is demanding broader distribution of more timely threat in­
formation, beyond the security professionals with whom the 
NIPC typically deals. “If you are only spreading the word to 
specialists, then you are not getting threat information out 
across the board to small universities or e-tailers," says Harris 
Miller of the Information Technology Association of America, 
a leading trade association representing 11,000 corporations.

► Though some companies are warming to the idea of shar­
ing information with the government, many complain that they 
remain uneasy about government efforts to police the Internet.

“Where (the federal government) is completely failing is to 
be a place people trust” with delicate information, says Alan 
Pallar of the SANS Institute, an education facility for computer 
system administrators that claims 100.000 members. "Ninety- 
eight percent of the time they won’t share with the FBI because 
they fear having their (computers) confiscated, that their trou­
bles will become public knowledge and that the agents will 
scare (clients) to death.”

► The president’s plan has created so many entities gather­
ing data on Internet vulnerabilities that it is causing confusion. 
“Imagine living in a community where there are seven differ­
ent numbers to call for 911 services,” says Mark Rasch. chief 
counsel to Global Integrity, a leading cybersecurity firm that 
hosts the financial industry's information sharing center. “You 
need to have one number, one place, that everyone trusts.”

Adds Tom Noonan, CEO of Internet Security Systems, prob­
ably the fastest-growing firm in its field and a major booster of 
the NIPC: “Quite frankly, I’m confused by all these different 
government groups."

Word spreads slowly
In the days after the University of Minnesota attack, Haskell 

says her 911 instinct was to notify academic colleagues or other 
trusted computer professionals.

One of those she contacted was David Dittrich, director of 
software engineering at the University of Washington in Seattle. 
He became the first person to track down and unlock the codes 
that make the attacks operate.

It was a matter of days before he realized the new attack 
technique required immediate action. But the wheels of gov­
ernment turn slowly.

Dittrich first alerted CERT, the Computer Emergency Re­
sponse Team at Camegie-Mellon University, the nation's pre­
mier clearinghouse for data on computer vulnerability. By 
early September, it began organizing an unprecedented in­
ternational conference to examine the emerging threat

Based on CERT’s letters of invitation to the conference, a 
handful of high-end security firms learned of the attack tech­
nique, and in October and November the firms quietly briefed 
clients about the impending threat

Though the NIPC is a sponsor of CERT and has a liaison for 
the emergency response team on its staff, it received its first 
substantial report from CERT in late October. The response 
team has declined to comment on the apparent delay.

The three-day CERT conference in early November ad­
journed with this determination: "There is essentially nothing a 
site can do with currently available technology to prevent be­
coming a victim'’ of a denial-of-service attack.

The only prevention, the conferees said, was for system op­
erators to update their security precautions to prevent vandals 
from exploiting known system weaknesses to gain control of

<*«-p«ty an om ey  ^

EditoooJ and publication headquarters: 
1000 Wilson Blvd., Arlington, VA 22229 

Phone: 703-270-3400

Published by Gannett Co.. Inc. Volume 18. No. 125 (ISSN 0734-7456) 
Subscriptions and general Information: —— - , 

V800-4JSA-0001
Mon. • Fit, 6 :30 a.m. - 9 p,m. Eastern Timo.

Subscription rates in the U.S.: 13 wks. S39; 26 wks, $78$; 39 wks. $ 117; 52 wks. $ 1 So. Rales 
to foa>gn countries available. Send correspondence about subscnpticrs lo She la Kkjge. 
Director o f NatonaJ Customer Servca. RQ. Bo* 4179. S*Nor Sp/rng. Md. 2C914. Fa* 
subscription information: 1 •300-732*3631 
Deaf or hard o f hearing with TTY equipm ent 1 •800*331*1706

C lassified advertising: 1-0OO-USA-CLAS
AH advertising published in USA TODAY is subject lo tho current applicable rate cad , copies cf 
which aro avaJabio from tho advert&ng department USA TODAY may. m its 5 d *  discretion, 
edit, ciass/fy, mjoct or cancel at any lime any advertising submitted by on advertiser. 
Notional and Regional advertising: 1-800-242-5858
Reprint perm issions, copies o f articles, g lossy reprints: 703-558*5619 Fax: 703-247-3139 Closing ihe deal on ihe way to breakfast



X J & J z tJ U L  &  YYs& i 9 * 0 0 0

Hackers5 
Web-site 
assaults 
take toll
V ictim s a n d  e x p a ts  call 

ra n dom ness fr ig h te n in g

B y  p e t e r  L e w is

Seattle Times technology reporter
Compared with a street mug­

ging, an attack on a Web site lacks 
a certain reality. The “crime'’ 
seems thin, the consequences 
soft.

Tell that to Blaine Hadlock, 
owner of a small, Bainbridge Is­
land-based business that got 
hacked last year, allegedly by a 
total strang :r who turned out to be 
a computer-science student in 
Boston. When Hadlock finished

j i .m i  I . o t t  /  T i i k  S e a t t l e  T i m e s  >

Blaine Hadlock, owner of Zebra Marketing Online Services, 
changed his business plan after a hacker attack.

picking up the pieces, the tab 
exceeded $30,000.

It is a phenomenon expected to 
grow worse before it improves, 
said Richard Power, spokesman 
for the Computer Security Insti­
tute, a San Francisco-based asso­
ciation of information security 
professionals.

"As the cybercrime problem 
grows, the smaller and medium­
sized businesses will be more

targeted for fraud or malicious ' 
mischief," predicted Power, "sim­
ply because there will be more 
sharks in the water interested in 
smaller prey.”

What's particularly disturbing 
is the apparent randomness of 
such attacks. Hackers can use 
fairly simple scanning programs to 
hunt for vulnerable systems.

P l e a s e  s e e  H ack  n  2



After attack, victim 
I takes his company 
out of harm’s way
HACKERS
O i X T I S ' . 'K l i  K K U M  0  1

"It did nut pa us out of busi­
ness, but il slung re.il bad." re­
counted Hadlock, whose Zebra 
Marketing Online Services 
(ZMOS) has five full-time em­
ployees and has since moved to 
Federal Way. "You don't lose that 
kind of money without it hurting 
you. It caused me some signifi­
cant problems."

Authorities contend the hack­
er is a Northeastern University 
student named Ikenna Irfih. who 
in federal charges filed recently in 
Boston was also accused of ille­
gally entering federal computers 
at the National \eronautics and 
Space Administration and the De­
fense Department.

Last jpring, investigators with 
the Fill and the Department of 
Defense kept asking Hadlock, 
"Why you? Why him?”

And Hadlock had a stock an­
swer: " 'Ask him (the hacker).’

"I really don't know from 
whence he came and why. I’d love 
to sit with him and ask 'Why?'"

Power, with the security insti­
tute, said-the public often has 
difficulty understanding the mo­
tive behind such stranger-on- 
stranger cyber attacks. "People 
say, 'Well, why do they do this?’ 
And the answer they can't under­
stand is. 'Just because,'" Power 
said.

He said attacks on smaller 
businesses are particularly dam­
aging because the owners cannot 
absorb the hit like a major corpo­
ration. and they generally lack 
insurance to cover such losses.

Assistant U.S. Attorney Steve 
Schroeder of Seattle, who helped 
investigate the ZMOS case, 
agrees.

"It's the smaller systems that 
can't afford to spend resources on 
security that are going to remain 
vulnerable," he said. "The little 
mom-and-pop sites. It (a hacker 
attack) would bury them."

Most of the hacking incidents 
Schroeder is aware nf in Western 
Wash: .gton involve strangcr-on- 
strnnger attacks. Several remain 
under active investigation. Rut 
another threat comes from dis­
gruntled employees.

That's what occurred lo small- 
business owner Hud Robinson, 
who runs an ice-machine rental 
business called Automatic Ice 
Makers in San Diego. Two years 
ago. a disgruntled programmer 
"just walked out one day and said 
'I'm going tn own you,'" Robin­
son recalled.

Before leaving, the employee 
placed some malicious code in the 
system -  a "logic bomb" that

disabled access and caused about 
SaDJkkl in damage. It took nearly 
two years for Robinson to recov­
er. repairing the system in stages 
as he could afford to.

James Crowell, aka Jamie 
Crowell, ultimately pleaded guilty 
to a felony charge of recklessly 
damaging a protected computer. 
Crowell was sentenced lo serve 
six months in a halfway house and 
ordered to make restitution, 
among other conditions.

In Hadlock's case, the intru­
sion influenced him to shift busi­
ness models. Instead of hosting 
other companies' Web pages. 
ZMOS now acts as an "e-business 
facilitator." Hadlock said, mean­
ing the company helps e-busi- 
ncsses figure out what their mes­
sage is and provides marketing 
assisLinee.

Besides being disruptive, Had­
lock said the attack caused him lo 
real be how legally vulnerable he 
was as the guardian of other 
people's information. If a Wcb- 
hosting company is housing "hun­
dreds or thousands or millions of 
dollars' worth of (intellectual- 
property) investment and some­
body (a hacker) gets to you. guess 
who is on the line?" Hadlock 
asked rhetorically.

"So we changed after this little 
scenario,” he said. "It led us to not 
being in that (Web-hosting) busi­
ness."

As far as prosecutors know, 
ZMOS was the most seriously 
damaged victim. Iffih’s other al­
leged unauthorized forays caused 
no disruption to the nation's de­
fense's. no meddling with satellite 
control, and no improper use of 
personal information — including 
private information on about 
9.000 students, faculty and alumni 
at Northeastern that Iffih is ac­
cused of downloading and copy­
ing.

The 2S-ycar-old student now 
faces three felony counts related 
to unauthorized access to various 
computers. If convicted, he could 
serve up to 15 years in prison and 
pay a $250,000 fine.

Iffih was charged by criminal 
information instead nf indictment, 
which generally is a sign that a 
pica agreement is in the works.

Authorities have asserted that 
Iffih also went by the hacker name 
"DigiAlmty" and that he was re­
sponsible for defacing an Interior 
Department Web page. On that 
page. Iffih is accused of writing in 
part: "Yes. you guessed it right, 
the WAR is on. The (expletive) 
FBI vs. everyone who calls him- 
/herselfa true hacker."

/W it  U tvis: 7. E-nuiil:

p U u i is 6 is c u lt t t l in ic s .a im

"People say, '[Veil, why do they do this?'And the answer 
they can 7 understand is, 'Just because.' ”

R i c ha rd  P o w e r
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By THOMAS E. WEBER unrelated  queries. k etin g  data bases, f a c e d  w ith  a com n a-
* Tho Woll Street Journal That m eant you cou ldn’t m ark item s n y  that can  p o ten tia llv tra ck  w h ere  you

Cookies, th o se  tiny com p u ter f ile s  as you b row sed  for la ter  p urchase. In* su r f  and know s your m ail-ord er shop*
that w eb s ite s  u se to track v isitors, h ave stead  o f  paying for ev ery th in g  at on ce , p ing hab its to boot, so m e  co n su m ers  
com e to sym b olize  the w orst fea rs  about con su m ers w ould have been  forced  fo lia v e  started  getting  an xioq s. E arlier  
on- hie privacy . B ut the m an w ho baked buy their  CDs and books on e at a tim e, th is m onth , D o u b lec lick  d isc lo sed  that 
up the very  first batch  sa y s  that’s  ju st T he ch a llen ge  for M ontulli w as to g e t  a the FTC w as exam in in g  i t s f p ra ctices , 
not fair. w eb  s ite  to se e  its u sers  as d istin ct indi- w hich  d ep en d  heav ily  on cook ies.

"T hey’re actu a lly  r e la tiv e ly  harm - viduals so that it could rem em b er th in gs M ontulli, 29 y e a r s - o ld , . sa y s  Dou- 
Icss," said Lou M ontulli, the com p u ter  about them . b leC lick  and dozens o f  o th er  w eb  m ar-
w h iz who invented  cook ies in 1994 and H is an sw er w as the cookie, a tiny  k e ter s  are  u sin g  cook ies .in w ayg llg HSV-
wcnt. on to be nam ed " S ex iest Internet com puter file  that could be stored  on a e r  in ten d ed ? But he a d m its  rhis d es ig n
M ogul" by P eop le m agazin e la s t  year. u ser’s PC. (P rogram m ers had long used  g a v e  an unintended b o o st to  track in g  e f-

M ontulli’s  brainchild  has ev o lv ed  into the term  to re fer  to an arbitrary p iece  o f  forts. H e r e ’s  why: W hen a w eb  s ite  d is- 
on e o f the W eb’s m ost p erv a siv e  tech- data.) W ith a cook ie , a w eb  se r v e r  es- p lays a p a g e  you’v e  req u ested , it can  
n olog les, in v is ib ly  sh orin g  up e v e r y - sen tia lly  says: H ere, hang on to th is f ile  pull e le m e n ts , including'ads, from  oth er  
th ing from  e -com m erce  to on-line ad- and show  it to m e the n ext tim e you ask  s ite s . T hat allow ed a d ;n etw o rk s to put 
vertlsin g . I f  yoU spend m uch  tim e on the m e som eth in g . It w ill rem ind m e w ho th eir  ow n cookjes on co n su m e r s’ PCs 
W eb, ch an ces are you 've accu m u lated  you are  and w hat w e ’v e  a lready talked and track  th em  across m an y  s ite s . M on- 
nnyw here from  dozens to hundreds o f  about. tu lli la ter  added  to N e tsc a p e  an option
cook ies on you r PC. N etsca p e  built c m k ie s  into the first that le ts  u sers  re fu se  cook ieS :fro m  s ite s

Lately Internet com p an ies have fig - versio n  o f  its b row ser  m aking them  ^  o th er  than th e  one th ey ’re  v is itin g . . • 
ured out how to m ake them  do all so i ts de  m cto  standard tor the W eb/L ik e  any E ffo r ts  to  r e fo r m . coo k id s fu r th er  
o f  tr ick s th eir  creator  d idn’t fo resee , good program m er, M ontulli d esign ed  h a v en ’t m et w ith m uch  su c d e s s .1 A fteh  
O n-line ad n etw ork  D o u b le c lic k  h as cook ies to b e flex ib le . "N etscape w as b u ild ing  co o k ies  into N e tsc a p e  N av iga -  
tu rn ed  them  in to  • h u g e  ■ c o n su m e r  about build ing the in frastructure for the tor, M ontulli helped d ev e lo p  an o ffic ia l  
d ossiers, nnd now  fin d s it s e lf  u n d er W eb,” h e said. "We tried  to build th in gs standard  fo r  the In tern et E n g in eer in g  
scru tin y  from  con su m ers and the F eder- that w ould be u sefu l for the en tire  com - T ask  F orce . ... ■
al Trade C om m ission fo r  its e ffo r ts . m unity."  T he proposal ca lls fo r  ea ch  co o k ie  to

The tale o f  how  and w h y  the cook ie  . U se  it they  did. W hen w eb s ite s  b eg a n  in clu d e a d escrip tion  o f  its p u rp ose  so  
ca m e to be —  and w hy it now  arou ses to run paid a d v ertisem en ts, ad v ertisers  co n su m ers  cou ld  in sp ect th e ir  co o k ies  
such  fears am ong In ternet u sers  —  is  a w anted to know the s ize  o f  the au d ien ce , and find out w h at they!re up. to, ,. 
dram atic exam p le  o f  how  the on-line S ites  counted up "hits," but cou ld n ’t te ll T h e id ea  hasn 't gotten  v e r y  far. T h e  
world has been  shanecTby the decisions. * i f  10 h its rep resen ted  10 d ifferen t u sers fa c t is, it ’s too la te  to tin k er w ith  co o k ies  
or a te w key p eo p le . It a lso  show s how' or on e person  v is itin g  10 tim es. B y  as- . now . T h ey  p o w er  p ractica lly  e v e r y  on- 
th ose d ec is io n s can  m orph in unintend- s ign in g  e a c h -v is ito r  a unique cook ie , lute Shopping ca rt and e v ery  puid advcr- 
ed w ays as the N et ev o lv e s  at b reak n eck  s ite s  could  d iscern  on e v is ito r  from  an- . t isem en f. in  le ss .th a n  s ix  y ea rs, th ey 'v e  
speed . other and m ake accu rate  ta llie s . , „ .i, b eco m e part ot th& Jabrfcot the w e b . ,7.)

In the su m m er o f 1994, M ontulli w a s ~ From  there; it w asn't m uch o f  a leap  A lot has ch a n g ed  ior'tvlontulli in that, 
a young co lleg e  dropout at a b rd n d -n ew i, to y se  cook ies,to ;.track .v isitors! h ab its,,; tim e^ O n ce  therqujhtessbntiaT ,unkenipfj 
com p an y co lled  N etscap e. It w anted ' to  npHn&fKIH£ft HkM Vlhi'h ‘p a g e s  tn ey  y is- , g e e k ^ e ’s  n ow  a  'N etsca p e  m illidriaird  
c o m m e r c ia liz e  th e  In tern et, w h ich 'V ,ited  m o st fr e q u e n tly . D o u b le c lic k , . w l b  h s te a d y  girlfriend,>a g rea t h aircu t  
m eant m aking it p ossib le  fo r  p eo p le .to  w hich  se lls  ad vertisin g  on a n etw ork  o f  . and s ty lish  clotH di/'TH e' P eo p le  maga-; 
buy th ings on-line. T he problem  w as, s ite s , figured  it could ch arge  m ore fo r  z in e  sto ry  e v e n  com pared  h im  to hunky  
w eb  s ite s  m ode poor shop k eep ers. D e- ads if  they  w ere  targeted  based  on con- . acto r  D ylan  M cDdhnott!'. 
s ig n ed  to treat all req u ests for inform a- su m er  behavior. H e 's  w o r k in g '‘a’t  'a \ b u z z y . start-u p
tion sep arately , s ite s  couldn't p erce iv e  N ow  D o u b lec lick  w ants to go  a s te p  called,Epiniori& fcom , Ja !sh op p in g  gu id e  
individual sh op p ers at the other end o f further, m atch ing  up cook ie  data w ith  w h ere  v is ito rs  can  rCad: and. p ost prod- 
the ljne. All th ey  saw  w ere  flu rr ies o f  inform ation  in traditional d irect-m ar- u ct r e v ie w s . N a tu fa lly , it u se s  cook ies.
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Technology creator warns bf its threat to mankin
B y  J O E L  G A R R E A U
Tho Washington Post

A resp ected  creator  o f  the Inform a­
tion A ge has w ritten  an extraordinary  
critique o f  a cce lera tin g  technologica l 
ch an ge  in w h ich  he su g g e sts  that n ew  
tech n ology  cou ld  ca u se  “som eth in g  
Hke extin ction ’’ o f  hum ankind w ithin  
the next tw o generations.

T h e  alarm ing p red iction , in ten d ed  
to b e  p rovocative , is  str ik in g  b eca u se  
it c o m e s  not from  a c r it ic  o f  tech n o lo ­

g y  but ra th er  from  a m an w ho in v en t­
ed  m u ch  o f  it: B ill Joy , c h ie f  s c ie n tis t  
and co -fou n d er o f  Sun M icro sy stem s  
Inc., th e  lea d in g  w eb  tech n o lo g y  m an ­
u fa ctu rer .Joy was an original co-chairman o f 
a presidential commission on the fu­
ture o f information technology. His 
warning, he said in a telephone inter­
view, is meant to be reminiscent of 
Albert Einstein’s famous 1939 letter 
to President Roosevelt alerting him to

the p o ssib ility  o f  an a to m ic  bom b.
In a 24-page a rtic le  in  the A pril is ­

su e  o f  W ired m agazine that h its stan d s  
today, Joy  sa y s  he. fin d s h im se lf e s ­
sen tia lly  agree in g , to h is horror, w ith  a 
c o re  argu m en t o f  th e  U nabom ber, 
T heodore K aczyn sk i —  that ad van ced  
tech n ology  th reaten s humans!

" I have always believed that mak­
ing software more reliable, given its 
many uses, will make the world a 
safer and better place,”  Joy writes in

the article, which he worked on 1 months. “ I f  I were to come to b> 
the opposite, then I would be m 
obligated to stop this work. I ca imagine that such a day may coi 

Joy enjoys a level-headed ri tion in the industry.
"Nobody is more phlegmatic 

B ill,”  said Stewart Brand, an In' 
pioneer. "He is the adult in the r
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Web attacks raise concerns about growth
NEW  YORK (AP) - A swarm o f recent hacking attacks highlight one 
emerging concern about the Internet: It may be growing too fast for 
security to keep up with technology.

Some security experts believe it's time to focus on making the Net 
safer, which could mean rebuilding much o f  the underlying 
infrastructure from scratch. After all, consumers and businesses now 
use the Internet for tasks unforeseen 30 years ago.

Security was an afterthought when Internet standards were developed 
by university thinkers and computer administrators, says Russ Cooper, 
who runs the NTBugtraq Web site devoted to security.

"This is now the foundation for billions o f  dollars worth o f  commerce," 
Cooper said. "It is inherently flawed becruse we don't check to see if 
what it's being used for is what it is intended for."

Randy Sandone o f Argus Systems Group Inc. is blunter: "The Web is 
rotten at its core."

Yahoo!, Buy.com, eBay, ETrade and other prominent sites were 
paralyzed for hours at a time last week when hackers overloaded them 
with fake traffic.

The attacks followed several computer vims outbreaks last year - such 
as Melissa - which spread rapidly by taking advantage o f  functions that 
were designed to make Internet use friendlier.

And last month, a hacker stole credit card numbers from the Internet 
music retailer CD Universe, then released thousands o f  them on a Web 
site after the firm refused to pay $100,000 ransom.

"I fully expect the Internet to ultimately be safe and stable," said 
Stephen Gorrell, program manager for Norton Internet Security

http://www.usatoday.com/ncws/ndssun04.htni
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software. "However, in the period o f record growth, it's not surprising 
new holes are discovered."

The Internet's developers could not have effectively countered threats 
to commerce because e-businesses did not yet exist, Gorrell said.

As the Internet grows, so do the numbers o f  hackers and potential 
victims. And hackers are becoming more sophisticated, with some 
even developing tools to automate their attacks.

Software companies, some critics say, contribute to the problems by 
releasing products that still have security holes.

"Each day, technology is changing," said Robert Ing, who handles 
electronic security for SBR International Inc. in Toronto. "There's a 
rush to get products out to market because it is a competitive 
marketplace. Sometimes, security is overlooked."

Steve Hunt, security analyst at Giga Information Group in Chicago, 
hopes the latest attacks will encourage companies to take security more 
seriously.

"We owe quite a debt o f gratitude to hackers to show us where cur 
pants have been down," he said.

Security and Internet experts differ on how far they need to go - and 
that itself is a problem. Some believe in completely updating 
equipment and software to reduce users' anonymity and improve 
authentication.

In the offline world, businesses have experience with security guards 
and special locks. Some practices are even required by law or 
insurance companies.

But the Internet community has yet to agree on such standards, said 
Harris Miller, president o f the Information Technology Association o f  
America.

Phil Attfield, director o f technical marketing at M cAfee.com, said 
Internet security will eventually catch up.

"The approaches are going io have to become m ore formal rather than 
ad hoc," he said. "We've been getting there incrementally. That's the 
way technology is evolving."

But hacking will never completely disappear, said Keith Teare, the 
chairman and chief executive o f RealNames. Vandals broke into 
RealNames' computers Wednesday, and the company had to warn 
some 20,000 customers that their credit card numbers might have been 
stolen.

http://www.usatoday.com/news/ndssun04.htm
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"For every secure environment, there will be somebody prepared to try 
to break in," Teare said. "If they are clever enough, they will find 
holes."

Greg Hawkins, chief executive o f  Buy.com, said the attacks on his 
shopping site and others raised awareness.

"This is a new frontier. It's big, it's fast, and it's growing rapidly," he 
said. "With that growth will come continued challenges to make sure 
it's a secure and effective environment. We are clearly going to have 
growing pains like this from time to time."
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ISP Posts Blacklist O f Snnirf-Friendly 
Networks
By Randy Barrett

One Chicago-based Internet service provider is blocking more than 40 
Internet networks from its access system, until they stop allowing hackers to 
use bandwidth for "sm urf1 attacks.

Macro Computer Solutions Inc. (www.mcs.net) owner Karl Denninger 
posted a notice April 11 on the North American Network Operators Group 
e-mail list stating he was fed up with smurf attacks and would no longer 
exchange traffic with networks that originated the assaults.

"I'm going to start posting the blacklist here weekly in the hopes that peer 
pressure will cause people to clean up their acts," Denninger wrote.

Denninger listed the Internet Protocol addresses — but not names -  o f  30 
networks and has added 12 more since. Most are larger Internet providers 
and academic networks, he said.

For network administrators, being a collaborator in a sm urf attack means 
doing nothing at all. The attacks are often aimed at Internet Relay Chat 
servers or the Internet service providers (ISPs) that host them. Johnny 
Hacker typically gets mad at Betty Hacker during a chat session and tries to 
knock her offline by burning down her provider. All the assault requires is a 
basic Internet account.

Here's how it works: Johnny Hacker sends a stream o f  diagnostic "ping" 
messages to a second-party network's host servers. M any o f those servers 
are set to automatically respond, but Johnny places a false return address and 
those responses stream to a third-party ISP that is really the target o f the 
assault. So a single ping stream is amplified hundreds or thousands o f times 
and clogs the target network's bandwidth -- particularly smaller providers 
using a single T1 (1.5-million-bit-per-second) line.

The fix is simple, Denninger said: Networks m ust turn off the "directed 
broadcast forwarding" function in their routers, and the ping responses will 
never be sent.

"Some o f  them honestly don't know about it. M y response is, I'll deny you 
access to m y network until you get your act together," he said.

Denninger's sm urf amplifier blacklist is getting some support from network

of 2 2/15/007:51 AN
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administrators, but it is unclear whether any are using it to block errant 
networks or might be compiling their own rogues' gallery.

Jason Weisberger, chief o f  network operations at SoftAware Inc. in Marina 
del Rey, Calif., said he's not interested because a blacklist limits his own 
customers' connectivity, "Punitive filtering, while a good short-term fix, can 
create problems farther out," he said.

Denninger has been similarly zealous about the Enhanced Domain Name 
System (www.edns.net), an alternative to InterNIC, which splintered last fall 
and is now in limbo.
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For Immediate Release

ANTI-SPAM BILL INTRODUCED TO SOLVE 
A NATIONAL INTERNET PROBLEM

WASHINGTON -  Senators Frank Murkowski (R-AK), 
Robert Torricelli (D-NJ), Conrad Burns (R-MT), and Harry 
Reid (D-NV) today introduced the Inbox Privacy Act to 
address the growing concerns of Internet consumers over the 
issue of junk email, or spam.

"Internet consumers nationwide have been speaking out 
against the growing flood of unwanted and fraudulent e-mails 
in the inboxes. It's time that we had a nationwide solution to 
this problem. E-mail shouldn't be a way for every huckster to 
sell the Brooklyn Bridge," Murkowski noted.

Senator Torricelli added, "Accessing the Internet should 
not be an invitation for every shyster in the world to beat 
down your door with junk e-mail. American consumers 
deseive a level of privacy and protection and oui legislation 
provides it to them."

Junk e-mail burdens Internet consumers by shifting 
delivery costs onto consumers, particularly in rural areas like 
Alaska where a connection to the Internet often requires a 
long distance call.

The Inbox Privacy Act would require e-mail marketers to 
honestly identify themselves, honor consumer remove 
requests, and allow Internet domain owners to set up 
electronic "stop signs" to give domain owners the ability to 
block unwanted solicitations. In order to allow the Internet 
consumer to have the ultimate choice, unsolicited e-mails 
could be sent to those who still wish to receive such 
solicitations. Internet Service Providers, state attorney 
generals, and the Federal Trade Commission would have the 
authority to seek up to $50,000 per day in damages.

The legislation has been referred to the Senate 
Commerce Committee where hearings will be held later this 
year. Similar legislation was passed by the Senate in the 
105th Congress by a vote of 99-0 although a final conference

1 of 2 2/14/00 9:28 AP
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between the House and Senate could not be scheduled prior 
to adjournment.

Senator Torricelli also noted that "Our legislation 
continues to allow legitimate uses of e-mail, but empowers 
consumers and Internet service providers to eliminate the 
unwanted e-mail they receive."

Comments on the bill can be made to 
spamfree@murkowski.senate.gov.
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106ti-i CONGRESS 
1st S e s s i o n

To regulate the transmission of unsolicited commercial electronic mail on 
the Internet, and for other purposes.

IN TPIE SENATE OF TH E U N ITED  STATES

M arch 25, 1999

Mr. M u r k o w s k i  (for himself, Mr. T o r r i c e l l i ,  Mr. B u r n s ,  and Mr. R e id )  
introduced the following bill; which was read twice and referred to the 
Committee on Commerce, Science, and Transportation

A BILL
To regulate the transmission of unsolicited commercial 
electronic mail on the Internet, and for other purposes.

1 Be it enacted by the Senate and House o f Representa-

2 tives o f the United States o f America in  Congress assembled,

3 SECTION 1. SHORT TITLE.

4 This Act may be cited as the ‘‘Inbox Privacy Act of

5 1999” .

6  SEC. 2. TRANSMISSIONS OF UNSOLICITED COMMERCIAL

7 ELECTRONIC MAIL.

8  ( a )  P r o h i b i t i o n  o n  T r a n s m is s io n  t o  P e r s o n s

9 D e c l in in g  R e c e i p t .—



1 (1) I n  g e n e r a l .—A  person may not initiate

2 the transmission of unsolicited commercial electronic

3 mail to another person if such other person submits

4 to the person a request th a t the initiation of the

5 transmission of such mail by the person to such

6 other person not occur.

7 (2) F o r m  o f  r e q u e s t .— A  request under

8 paragraph (1) may take any form appropriate to no-

9 tify a person who initiates the transmission of unso-

10 licited commercial electronic mail of the request, in-

11 eluding- an appropriate reply to a  notice specified in

12 subsection (d)(2).

13 (3) C o n s t r u c t iv e  a u t h o r iz a t io n .—

14 (A) I n  g e n e r a l .— Subject to subpara-

15 graph (B), for purposes of this subsection, a

16 person who secures a good or service from, or

17 otherwise responds electronically to an offer in

18 a commercial electronic mail message shall be

19 deemed to have authorized the initiation of

20 transmissions of unsolicited commercial elee-

21 tronic mail from the person who initiated trans-

22 mission of the message.

23 (B) No AUTHORIZATION FOR REQUEST

24 f o r  t e r m in a t io n .—A reply to a notice speci-

25 fied in subsection (d)(2) shall not constitute au-

2
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1 thorization for the initiation of transm issions of

2 unsolicited commercial electronic mail under

3 this paragraph.

4  (b )  P r o h i b i t i o n  o n  T r a n s m is s io n  t o  D o m a in

5 O w n e r s  D e c l in in g  R e c e i p t .—

6 (1) In g e n e r a l .—Except as provided in para-

7 graph (2), a person may not initiate the trans-

8 mission of unsolicited commercial electronic mail to

9 any electronic mail addresses seived by a domain if

10 the domain owner has elected not to receive trans-

11 missions of such mail a t the domain in accordance

12 with subsection (c).

13 (2) E x c e p t io n s .—The prohibition in para-

14 graph (1) shall not apply in the case of the fol-

15 lowing:

16 (A) A domain owner initiating trans-

17 missions of commercial electronic mail to its

18 own domain.

19 (B) Any customer of an In ternet service

20 prowdei* or interactive computer seivice pro-

21 vidcr included on a list under subsection

22 (c)(3)(C).

23 (c) D o m a in -w i d e  o p t -o u t  s y s t e m .—

3
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1 (1) I n  g e n e r a l .—A domain owner may elect

2 not to receive transmissions of unsolicited commer-

3 cial electronic mail a t its own domain.

4 (2) N o t ic e  o f  e l e c t i o n .—-A domain owner

5 making an election under this subsection shall—

6 (A) notify the Federal Trade Commission

7 of the election in such form and manner as the

8 Commission shall require for purposes of sec-

9 tion 4(c); and

10 (B) if the domain owner is an In ternet

11 service provider or interactive computer service

12 provider, notify the customers of its In ternet

13  service or interactive computer service, as the

14 case may be, in such manner as the provider

15 customarily employs for notifying such cus-

J 6 tomers of m atters relating to such seivice, of—

17 (i) the election; and

18 (ii) the authority of the customers to

19 make the election provided for under para-

20 graph (3).

2 1  ( 3 )  C u s t o m e r  e l e c t i o n  t o  c o n t in u e  r e -

22 CEIPT OF MAIL.—

2 3  (A) E l e c t i o n .—Any customer of an

24 Internet seivice provider or interactive com-

25 puter seivice provider receiving a notice under

4
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1 paragraph (2)(B) may elect to continue to re-

2 ceive transmissions of unsolicited commercial

3 electronic mail through the domain covered by

4 the notice, notwithstanding the election of the

5 Internet service provider or interactive com-

6 puter sendee provider under paragraph (1) to

7 which the notice applies.

8 (B) T r a n s m it t a l  o f  m a j l .— An Internet

9 service provider or interactive computer service

10 provider may not impose or collect any fee for

11 the receipt of unsolicited commercial electronic

12 mail under this paragraph (other than  the

13 usual and customaiy fee imposed and collected

14 for the receipt of commercial electronic mail by

15 its customers) or otherwise discriminate against

16 a customer for the receipt of such mail under

17 this paragraph.

18 (C) L i s t  o f  c u s t o m e r s  m a k in g  e l e c -

19 t i o n .—

20 (i) R e q u i r e m e n t .— An Internet serv-

21 ice provider or interactive computer service

22 provider shall maintain a  list of each of its

23 current customers who have made an elec-

24 tion under subparagraph (A).

5
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1 ( i i )  A v a i l a b i l i t y  o f  l i s t .— E a ch

2  su c h  p r o v id e r  s h a l l  m a k e  su c h  l i s t  a v a i la b le

3  to  th e  p u b lic  in  su c h  f o rm  a n d  m a n n e r  a s

4  th e  C o m m is s io n  s h a l l  r e q u i r e  f o r  p u rp o s e s

5  o f  s e c t io n  4 ( c ) .

6  ( i i i )  P r o h i b i t i o n  o n  f e e .— A  p r o -

7  Adder m a y  n o t  im p o s e  o r  c o l le c t  a n y  fe e  in

8  c o n n e c t io n  w ith  a n y  a c t io n  t a k e n  u n d e r

9  t h is  s u b p a r a g ra p h .

1 0  (d )  I n f o r m a t io n  T o  B e  I n c l u d e d  i n  A l l  T r a n s -

6

11 m i s s io n s .— A  p e r s o n  in i t i a t in g  th e  t r a n s m is .  on  o f  a n y

1 2  u n s o lic i t e d  c o m m e rc ia l e le c t r o n ic  m a i l  m e s s a g e  s h a l l  in -

13  e lu d e  in  th e  b o d y  o f  s u c h  m e s s a g e  th e  fo l lo w in g  in f o rm a -

1 4  t io n :

1 5  ( 1 )  T h e  n a m e , p h y s ic a l a d d re s s ,  e le c t r o n ic  m a i l

1 6  a d d re s s , a n d  te le p h o n e  n u m b e r  o f  th e  p e r s o n .

1 7  ( 2 )  A  c le a r  a n d  o b v io u s  n o t ic e  t h a t  th e  p e r s o n

1 8  w i l l  c ea se  f u r t h e r  t r a n s m is s io n s  o f  c o m m e rc ia l e le c -

1 9  t r o n ic  m a i l  t o  th e  r e c ip ie n t  o f  th e  m e s s a g e  a t  n o  c o s t

2 0  t o  t h a t  r e c ip ie n t  u p o n  th e  t r a n s m i t t a l  b y  t h a t  r e c ip i-

2 1  e n t  to  th e  p e r s o n , a t  th e  e le c t r o n ic  m a i l  a d d re s s

2 2  f r o m  w h ic h  t r a n s m is s io n  o f  t h e  m e s s a g e  w a s  in i t i -

2 3  a te d , o f  a n  e le c t r o n ic  m a i l  m e s s a g e  c o n t a in in g  th e

2 4  w o rd  “ r e m o v e ”  in  th e  s u b je c t  l in e .

•S 759 is



1 (e) R o u t in g  I n f o r m a t io n .—A person initiating the

2 transmission of any commercial electronic mail message

3 shall ensure that all In ternet routing information con-

4 tainec! in or accompanying such message is accurate, valid

5 according to the prevailing standards for Internet proto-

6 cols, and accurately reflects the routing of such message.

7  SEC. 3. DECEPTIVE ACTS OR PRACTICES IN CONNECTION

8 WITH SALE OF GOODS OR SERVICES OVER

9 THE INTERNET.

10 (a) A u t h o r i t y  t o  R e g u l a t e .—

11 (1) I n  GENERAL.— The Federal Trade Commis-

12 sion may prescribe rales for purposes of defining

13 and prohibiting deceptive acts or practices in connec-

14 tion with the promotion, advertisement, offering for

15 sale, or sale of goods or services on or by means of

16 the Internet.

1 7  ( 2 )  C o m m e r c ia l  e l e c t r o n ic  m a il .— T h e

18 rales under paragraph (1) may contain specific pro-

19 visions addressing deceptive acts or practices in the

20 initiation, transmission, or receipt of commercial

21 electronic mail.

22 (3) N a t u r e  o f  v io l a t io n .— The rules under

23 paragraph (1) shall trea t any violation of such rules

24 as a  violation of a rale under section 18 of the Fed-

25 era! Trade Commission Act (15 U.S.C. 57a), relat­

7
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1 ing to unfair or deceptive acts or practices affecting

2 commerce.

3 (b) P r e s c r i p t i o n .— Section 553 of title 5, United

4 States Code, shall apply to the prescription of any rales

5 under subsection (a).

6  SEC. 4. FEDERAL TRADE COMMISSION ACTIVITIES WITH

7 RESPECT TO UNSOLICITED COMMERCIAL

8 ELECTRONIC MAIL.

9 ( a )  I n v e s t ig a t io n .—

10 (1) I n  g e n e r a l .— Subject to paragraph (2),

11 upon notice of an alleged violation of a provision of

12 section 2, the Federal Trade Commission may con-

13 duct an investigation in order to determine whether

14 or not the violation occurred.

1 5  ( 2 )  L im i t a t io n .— T h e  C o m m is s io n  m a y  n o t

16 undertake an investigation of an alleged violation

17 under paragraph (1) more than  2 years after the

1 8  date of the alleged violation.

19 (3) R e c e i p t  o p  n o t i c e s .— The Commission

20 shall provide for appropriate m eans of receiving no-

21 tices under paragraph (1). Such means shall include

22 an Internet web page on the World Wide Web that

23 the Commission maintains for th a t  purpose.

24 (b) E n f o r c e m e n t  P o w e r s .— If  as a result of an in-

25 vestigation under subsection (a) the Commission deter-

8
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1 mines tha t a violation of a provision of section 2 has oc-

2 curred, the Commission shall have the power to enforce

3 such provision as if such violation were a violation of a

4 rale prescribed under section 18 of the Federal Trade

5 Commission Act (15 U.S.C. 57a), relating to unfair or de-

6 ceptive acts or practices affecting commerce.

7  (c )  I n f o r m a t io n  o n  E l e c t io n s  U n d e r  D o m a in -

8  W i d e  O p t -O u t  S y s t e m .—

9  ( 1 )  I n it i a l  s i t e  f o r  i n f o r m a t io n .— T he

10 Commission shall establish and maintain an In ternet

11 web page on the World Wide Web containing infor-

12 mation sufficient to make known to the public for

13 purposes of section 2 the domain owners who have

14 made an election under subsection (c)(1) of th a t sec-

15 tion and the persons who have made an election

16 under subsection (c)(3) of tha t section.

17 (2) A l t e r n a t i v e  s i t e .—The Commission may

18 from time to time select another means of making

19 known to the public the information specified in

20 paragraph (1). Any such selection shall be made in

21 consultation with the members of the In ternet com-

22 munity.

23 (d) A s s i s t a n c e  o f  O t h e r  F e d e r a l  A g e n c i e s .—

24 Other Federal departments and agencies may, upon re-

9
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1 quest of the Commission, assist the Commission in car-

2 lying out activities under this section.

3 SEC. 5. ACTIONS BY STATES.

4 (a) I n  G e n e r a l .—Whenever the attorney general of

5 a S tate has reason to believe th a t the interests of the resi-

6 dents of the State have been or are being threatened or

7 adversely affected because any person is engaging in a pat-

8 tern  or practice of the transmission of electronic mail in

9 violation of a provision of section 2, or of any rule pre-

10 scribed pursuant to section 3, the State, as parens patriae,

11 may bring a civil action on behalf of its residents to enjoin

12 such transmission, to enforce compliance with such provi-

13 sion or rule, to obtain damages or other compensation on

14 behalf of its residents, or to obtain such further and other

15 relief as the court considers appropriate.

1 6  (b )  N o t ic e  t o  C o m m is s io n .—

17 (1) N o t ic e .— The State shall serve prior writ-

18 ten notice of any civil action under this section on

19 the Federal Trade Commission and provide the

20 Commission with a copy of its complaint, except tha t

21 if it is not feasible tor the S tate to provide such

22 prior notice, the S tate shall sei"ve w ritten notice im-

23 mediately after instituting such action.

10

•S 759 is



1 (2) R i g h t s  o p  c o m m is s io n .— On receiving a

2 notice with respect to a civil action under paragraph

3 (1), the Commission shall have the right—

4 (A) to intervene in the action;

5 (B) upon so intervening, to be heard in all

6 m atters arising therein; and

7 (C) to file petitions for appeal.

8  (c) A c t io n s  b y  C o m m is s io n .—Whenever a civil ac-

11

9 tion has been instituted by or on behalf of the Commission

10 for violation of a provision of section 2, or of any rule

11 prescribed pursuant to section 3, no S tate may, during

12 the pendency of such action, institute a civil action under

13 this section against any defendant named in the complaint

14 in such action for violation of any provision or rule as al-

15  leged in the complaint.

1 6  (d) C o n s t r u c t io n .— For purposes of bringing a civil

17 action under subsection (a), nothing in this section shall

18 prevent an attorney general from exercising the powers

19 conferred on the attorney general by the laws of the State

20 concerned to conduct investigations or to administer oaths

21 or affirmations or to compel the attendance of witnesses

22 or the production of documentary or other evidence.

2 3  (e) V e n u e ; S e r v ic e  o f  P r o c e s s .—Any civil action

2 4  brought under subsection (a) in a district court of the

2 5  United States may be brought in the district in which the
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1 defendant is found, is an inhabitant, or transacts business

2 or wherever venue is proper under section 1391 of title

3 28, United States Code. Process in such an action may

4 be served in any district in which the defendant is an in-

5 habitant or in which the defendant may be found.

6 (f) D e f in it io n s .— In this section:

7 (1) A t t o r n e y  g e n e r a l . — The term  “attorney

8 general” means the chief legal officer of a  State.

9 (2) St a t e .— The term “ S tate” means any

10 State of the United States, the D istrict of Columbia,

11 Puerto Rico, Guam, American Samoa, the United

12 States Virgin Islands, the Commonwealth of the

13 Northern M ariana Islands, the Republic of the Mar-

14 shall Islands, the Federated States of Micronesia,

15 the Republic of Palau, and any possession of the

16 United States.

17 SEC. 6. ACTIONS BY INTERNET SERVICE PROVIDERS AND

18 INTERACTIVE COMPUTER SERVICE PRO-

19 VIDERS.

20 (a) Ac t io n s  A u t h o r iz e d .— In addition to any other

21 remedies available under any other provision of law, any

22 In ternet service provider or interactive computer service

23 provider adversely affected by a violation of section

24 2(b)(1) may, within 1 year after discovery of the violation,

12
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1 bring a civil action in a district court of the United States

2 against a person who violates such section.

3 (b) R e l i e f .—

4 (1) I n  g e n e r a l .—An action may be brought

5 under subsection (a) to enjoin a violation referred to

6 in th a t subsection, to enforce compliance with the

7 provision referred to in th a t subsection, to obtain

8 damages as specified in paragraph (2), or to obtain

9 such further and other relief as the court considers

10 appropriate.

11 (2) D a m a g es .—

12 (A) I n  g e n e r a l .— The am ount of dam-

13 ages in an action under this section for a viola-

14 tion specified in subsection (a) may not exceed

15 $50,000 per day in which electronic mail consti-

16 tu ting such violation was received.

17 (B) R e l a t io n s h ip  to  o t h e r  dam -

18 a g e s .— Damages awarded under this subsection

19 for a violation under subsection (a) are in addi-

20 tion to any other damages awardable for the

21 violation under any other provision of law.

22 (C) C o s t  a n d  f e e s . — The court may, in

23 issuing any final order in any action brought

24 under subsection (a), award costs of suit, rea-

25 sonable costs of obtaining service of process,

13
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1 reasonable attorney fees, and expert witness

2 fees for the prevailing party.

3 (e) V e n u e ; S er v ic e  o f  P r o c e s s .—-Any civil action

4 brought under subsection (a) in a district court of the

5 United States may be brought in the district in which the

6 defendant or in which the In ternet service provider or

7 interactive computer seivice provider is located, is an in-

8 habitant, or transacts business or wherever venue is prop-

9 er under section 1391 of title 28, United States Code.

10 Process in such an action may be seived in any district

11 in which the defendant is an inhabitant or in which the

12 defendant may be found.

13 SEC. 7. PREEMPTION.

14 This Act preempts any State or local laws regarding

15 the transmission or receipt of commercial electronic mail.

16 SEC. 8. DEFINITIONS.

17 In this Act:

18 (1) Co m m erc ia l  e l e c t r o n ic  m a il .— The

19 term  “commercial electronic mail” means any elec-

20 tronic mail or similar message whose primary pur-

21 pose is to initiate a commercial transaction, not in-

22 eluding messages sent by persons to others with

23 whom they have a prior business relationship.

24 (2) I n it ia t e  t h e  t r a n s m is s io n .—

14
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1 (A) I n  g e n e r a l .— The term  “ initiate the

2 transm ission” , in the case of an electronic mail

3 message, means to originate the electronic mail

4 message.

5 (B) E x c lu s io n .— Such term  does not in-

6 elude any intervening action to relay, handle, or

7 otherwise retransm it an electronic mail mes-

8 sage, unless such action is carried out in ii.ten-

9 tional violation of a provision of section 2.

1 0  ( 3 )  I n t e r a c t iv e  c o m p u t e r  s e r v i c e  p r o -

11 v id e r .— T he te rm  “ interactive com puter seivice

12 provider” means a provider of an interactive com-

13 puter sendee (as tha t term is defined in section

14 230(e)(2) of the Communications Act of 1934 (4'.

15 U.S.C. 230(e)(2)).

16 (4) I n t e r n e t .— The term “In ternet” has the

17 meaning given tha t term in section 230(e)(1) of the

18 Communications Act of 1934 (47 U.S.C. 230(e)(1)).

O
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