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FISCAL NOTE

Aji Act relating to crimes involving computers, access

Title:
Sponsor: Senator Robin Taylor
Requester: Senate Finance Committee
Expenditures/Revenues

OPERATING EXPENDITURES FYO1l

Personal Services
Travel
Contractual
Supplies
Equipment

Land & Siructures
Grants & Claims

Miscellaneous
TOTAL OPERATING

CAPITAL EXPENDITURES

CHANGE IN REVENUES [

FUND SOURCE

1002 Federal Receipts

1003 GF Match

1004 GF

1005 GF/Program Receipts

1037 GF/Mental Health

1091 Designated Program Receipts
TOTAL

Estimate of any current year (FY0O0) costs:

POSITIONS
Full-time
Part-time
Temporary

ANALYSIS: (Anacn a separate page it necessary)

I
0.0 1
0.0 I
7.8 1
0.0 1
15.0 |
0.0 1
0.0 |
0.0 1
22.8

0.0
0.0
22.8
0.0
0.0
0.0
22.8

FYO02

7.8

7.8

7.8

7.8

bin Version:
(S) Publisn Daie:_

Dept. Affected Public Safety
BRU AK State Troooers

Component

Component Serial No, 830

(Thousands of Dolla's)

FYO03 | FY04 | FYO05 1 FYO06
| | | i
| i |
7.8 7.8 1 7.8 1
| |
| |
| |
1 !
1 1
7.8 781 7.8
(Tnousanas ol Dollars)
r
7.8 7.8 7.8
7.8 7.8 7.8

CSSB 259 (JUD) amends and expands the substantive criminal law to address the use of computers and other
technology in the widespread perpetration of crimes.

This fiscal note funds an equipment request in FYOL to provide computer equipment adequate to meet new and
expanded responsibilities provided for in this legislation. In addition, the request by the Department of Public
Safety to provide training in this new field is included in the fiscal note at S7.8 per year.

Date: 4/5/00
Phone: 465-2995
Date:  4/5/00
Phone: 465-2828

Cnmina: inves;:ca::c-s 5w~ea.

7.8 1

7.8



No: 5
FISCAL NOTE 8ill \esat HE3CSB 259’0
B RdishCae 4/19/0

STATE OF ALASKA
2000 LEGISLATIVE SESSION

Revision Date/Time (Nota if correction) 4-Apr-00 Dept Affected Administration
Title An Act relating to crimes and offenses relating 3RU Legal and Advocacy Services
to aural representations, recordings ... Component Public Defender Agency
Sponsor Senator Taylor

Component No. 1631

Requester (S) FIN

Expenditures/Revenues (Thousands of Dollars)
Note: Amounts do not indude inflation unless otherwise noted below.

OPERATING EXPENDITURES FY 2001 FY 2002 FY2003 FY?2004 FY2005 FY 2006
Personal Sen/ices
Travel 3.3 3.3 3.3 3.3 3.3 3.3
Contractual 11.7 11.7 11.7 11.7 11.7 11.7
Supplies
Equipment 6.5 5.0 5.0 5.0 5.0 5.0
Land 4 Structures
Grants 4 Claims
Miscellaneous

TOTAL OPERATING 21.5 20.0 20.0 20.0 20.0 20.0
CAPITAL EXPENDITURES t i | I I
CHANGE IN REVENUES ( ) I J
FUND SOURCE (Thousands of Collars)
1002 Federal Receipts
1003 GF Match
1004 GF 21.5 20.0 20.0 20.0 20.0 20.0

1005 GF/Program Receipts
1037 GF/Mental Health

Other (Specify Type)
TOTAL 215 20.0 20.0 20.0 20.0 20.0
Estimate of any current year (FY200Q) cost
POSmMONS
Full-time
Part-time
Temporary

ANALYSIS:  (Affectia seperafe page Mhecessary)

See attached.

Prepared by: ~ Barbara Brink, Director Phone  264-4414

Division Public Defender Agency Date/Time
Approved by Commissioner - Robert Poe, 7v1. Date
Agency Department  f Administration

PROVIDE ALL DISTRIBUTION COPIES T&t30VERNOR'S LEGISLATIVE OFFICE
further distribution informetion, call the Governar's Legislative Office



FISCAL NOTE

STATE OF ALASKA BILL NO: CSSB 259 (JUO

2000 LEGISLATIVE SESSION

Analysis (continued)

This bill amends current law and ados new statutes to enable prosecution of a wide variety
of computer-related offenses.

Prosecution and defense of these offenses will require sophisticated technical expertise.
The Public Defender Agency does not currently have the computer equipment and the staff
who have the technical knowledge necessary to defend criminal cases that could be brought

under this new legislation.

It is difficult to predict how many additional cases the Public Defender Agency would be
apoointed to if this bill becomes law. The Department of Law has estimated that there
would only be t°n additional cases prosecuted in the first year and says it does not
anticipate much in the way of increased workload. The Public Defender Agency is
concerned about these estimates. This is a very broadly worded bill that would make
unlawful a wide range of activity on individual personal computers, computer networks, and
on the Internet. Although the Agency has concerns about the impact of this legislation in

coming years, we will use the Department of Law's estimates.

The Public Defender Agency does not currently have the sophisticated computer equipment,
software, peripherals, and associated coirmunication devices that are necessary for the
defense of these cases. We are requesting 3 one-time equipment purchase for our
Anchorage office and plan to use this equipment as a resource for the rest uf the state, too.
We are paralleling the Department cf Law's requests in terms of maintenance of this
equipment, contractual services for training and employee travel. We are adding a small
additional amount n contractual services anticipating that one case will go to trial in which

we will need the services of an expert witness.

Page 2 of 2
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FISCAL NOTE  Bill \Versat HISCSB 55 (J'D
(B Rbih e~ 4719/00

STATE OF ALASKA

2000 LEGISLATIVE SESSION

Revision Dale/Time (Note if correction) Dept. Affected Law

Title "An Act relating to crimes and oftenses refating  'bru Criminal Drviswo o

to aural representations.... access devices ... computers: Component 1t Judoal Pst: 4m Judicial Disi

Sponsor Senator Tayfor Criminal Appeals/Special Linoaoon
Component No. 2196:2201:2203

Requester  Senate Judiciary Committee

Expenditures/Revenues (Thousands of Dollars)
Note: Amounts do not indude inflation unless otherwise noted below.
OPERATING EXPENDITURES FY 2001 FY2002 FY2003 FY2004 FY2005 FY 2006

Personal Services

Travel 3.3 3.3 3.3 3.3 3.3 3.3
Contractual 6.7 6.7 6.7 6.7 6.7 6.7
Supplies

Equipment 50 50 5.0 50 5.0 5.0
Land &Structures
Grants &Claims

Miscellaneous
TOTAL OPERATING 15.0 15.0 15.0

CAPfTAL EXPENDITURES
CHANGE IN REVENUES ( TT

FUND SOURCE

1002 Federal Receipts |
1003 GF Match

1004 GF 15.0 150 150 150 150 150
1005 GF/Program Receipts

1037 GF/Menlal Health

Other (Specify Type)
TOTAL 15.0 15.0 150 150 15.0 15.0

15.0 150 15.0

(Thousands ol Dollars)

Estimate of any current year (FY2000) cost:

POSITIONS
Full-time
Part-time
Temporary

ANALYSIS:  (Afuctia reparare page //necessary)

CSSB 259 (JUD) amends and expands the substantive criminal law to address the use ol computers and
other technology in the widespread perpetration of crimes. Child pornography, theft of personal
information with the intent to defraud, theft of personal information resulting in damage to a person's
financial reputation, deceptive business practices, 'hacking' to get unauthorized information or introduce
false information, and introducing damaging viruses, are all offenses where lechnology has offered new
ways for criminals to victimize individuals. The amendments in this hbill will update existing law to help law
enforcement prosecute those who cause harm to others through the use of computers and other

technology.
Prepared by:  Joan M Kas Pnono 465-5370
Division Attorney Genef?ls Office \ Dale/Time 3/21/00. 11:39 AM
Approved by Commissioner  {LtFACCBruce M Botelho, Attorney General Date 3/21/00
Agency (3 Department of Law
PREPARER TO PROVIDE ALL DISTRIBUTION COPJES TO GOVERNOR S LEGISLATIVE OFFICE
Y I%r turner%afﬁlbutlml OTTRtion mlﬁm nor's eglls:]atwe Ece
lagilwooirwn moue Page 1of 2
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FISCAL NOTE

STATE OF ALASKA BILL NO. CSS3 259 (JUD)
2000 LEGISLATIVE SESSION

ANALYSIS CONTINUATION

Much of the hill expands on existing crimes already being prosecuted, and is not anticipated to cause
increased workload. The new crimes defined in the bill are expected to result in approximately ten new
prosecutions in the first year, with the number increasing in future years. These new white-collar cases
will be handed by existing staff. Although no new personnel are believed to be necessary, other

resources will be needed.

Investigation and prosecution of cybercrimes require that the prosecutor keep up with the constantly
changing world of information technology. Those who use computers to commit crimes are very
knowledgeable about technology, and usually have state-of-the-art equipment. Prosecutors must have
the same or better knowledge and equipment as those who use the equipment for illegal purposes.

The Department of Law intends to have three of its prosecutors specialize in this technology driven area
of law: one in Anchorage OSPA, and one each in the Juneau and Fairbanks district attorney's offices.
These assistant district attorneys will need on-going training to stay ahead of the inventive ways people
come up with to use technology to cause harm to others and to keep up with how law enforcement is
responding in other jurisdictions. The department estimates S10.0 per year will be spent on training,
divided equally between the three components. $5.0 per year is included to maintain state-of-the-art
computer equipment, software, peripherals, and associated communications devices in Anchorage
OSPA as a resource for the entire Criminal Division to use in preparing and presenting its cases.

Page 2 of 2



Alaska State Legislature

airman.
Judiciary Committee
Administrative Regulations
Revenue Committee
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Senator Robin L. Taylor

SB 259
Sponsor Statement
Senate Bill

“An Actrelating to crimes and offenses relating to au/al representations,
recordings, access devices, identification documents, impersonation, false
reports and computers; and providing for an effective date”
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FISCAL NOTE

%T TE OF ALAS bm Version: C-SSP, 1

00 Leglséltlve ession (S) Publish Date:
Dept Affected  Public Safety

Revision Date: 04/05/00
Tile  An Act relating to crimes involving computers, access

devices, other technology and identification documents

Sponsor:  Senator Robin Taylor

BRU AK State Troopers
Component  Criminal Investigations Bureau

Component Serial No. 80

rRequester:  Senate Finance Commitiee
Expenditures/Revenues (Thousands of Dollars)
OPERATING EXPENDITURES
Persond Senices
Travel
Coniradual
Sipplies
Eouipment
Land &Sructures
Gants &Cairs
Mscellaneous

TOTAL OPERATING

ICAPITAL EXPENDITURES i I I

ICHANGEINREVENES [ 1
FUND SOURCE (Thousands ol Ddlars)

1002 Federal Receipts

10BG-Metch

104G

1006 G~/PrayamReceipts

1037 G=/Ventd Hedlth

1091 Designeted Program Receipts
TOTAL

Estimate of any current year (FYGD) costs: 0.0]

POSITIONS
F u II- tim e
Pat-time
Temporary

ANALYSIS: (Attach a separata page it necessary)
CSSB 259 (JUD) amends and expands the substantive criminal law to address the use of computers and other

technology in the widespread perpetration of crimes.

This fiscal note funds an equipment request in FYOL to provide computer equipment adequate to meet new and
(xpanded responsibilities provided for in this legislation. In addition, the request by the Department of Public
Safety to provide training in this new field is included in the fiscal note at S7.8 per year.

Prepared By: SENATE FINANCE COMMITTEE

Date:  4/5/00
Phone: 465-2995

Date:  4/5/00
Phone: 465-2828

Pane 1of1



N 5
FISCAL NOTE Bill \ersionHZ3ESB 259(JUD)
B RMish e 4 /19700

STATE OF ALASKA
2000 LEGISLATIVE SESSION

Revision Date/Time (Note if correction) 4-Apr-00 Dept. Affected Administration
Title An Act relating to crimes and offenses relating ~ 'BRU Legal and Advocacy Services
to aural representations, recordings ... Component Public Defender Agency
Sponsor Senator Taylor

Component No. 1631

Requester (S) FIN

Expenditures/Revenues (Thousands of Dollars)
Note: Amounts do not indudo inflation unless otherwise noted below.

OPERATING EXPENDITURES FY?2001  FY2002 FY2003 | FY2004 FY2005 FY 2006
Personal Services
Travel 3.3 3.3 3.3 3.3 3.3 33
Contractual 117 11.7 117 117 11.7 117
Supplies
Equipment 6.5 5.0 5.0 5.0 5.0 5.0
Land &Structures
Grants & Claims
[Miscellaneous

TOTAL OPERATING 215 20.0 20.0 20.0 20.0 20.0
CAPITAL EXPENDITURES
CHANGE IN REVENUES (
FUND SOURCE (Thousands of Dollars)
1002 Federal Receipts
1003 GF Match
1004 GF 215 20.0 20.0 20.0 20.0 20.0

1005 GF/Program Receipts
1037 GF/Mental Health

Other (Specify Type)
TOTAL 215 20.0 20.0 20.0 20.0 20.0
Estimate of any current year (FY2000) cost’
POSITIONS
Full-time
Part-time
Temporary

ANALYSIS: @Atathasgatapega tirecsay)

See attached.

Prepared by:  Barbara Brink, Director Phone 264-4414

Division Public Defender Agency Date/Time
Approved by Commissioner - Robert Poe, Date
Agency Department

COMMNT{fiBBHi rfuther distrioution informetion, call the Governor's Legislative Office Paae of



FISCAL NOTE
STATE OF ALASKA BILL NO: CSSB 259 fJUP)

2000 LEGISLATIVE SESSION

Analysis (continued)

This bill amends current law and adds new statutes to enable prosecution of a wide variety
of computer-related offenses.

Prosecution and defense of these offenses will require sophisticated technical expertise.
The Public Defender Agency does not currently have the computer equipment and the staff
who have the technical knowledge necessary to defend criminal cases that could be brought

under this new legislation.

It is difficult to predict how many additional cases the Public Defender Agency would be
appointed to if this bill becomes law. The Department of Law has estimated that there
would only be ten additional cases prosecuted in the first year and says it does not
anticipate much in the way of increased workload. The Public Defender Agency is
concerned about these estimates. This is a very broadly worded hill that would make
unlawful a wide range of activity on individual personal computers, computer networks, and
on the Internet. Although the Agency has concerns about the impacr of this legislation in
coming years, we will use the Department of Law's estimates.

The Pubiic Defender Agency does not currently have the sophisticated computer equipment,
software, peripherals, and associated communication devices that are necessary for the
defense of these cases. We are requesting a one-time equipment purchase for our
Anchorage office and plan to use this equipment as a resource for the rest o.' the state, too.
We are paralleling the Department of taw 's requests in terms of maintenance of this
equipment, contractual services for training and employee travel. We are adding a small
additional amount in contractual services anticipating that one case will go to trial in which

we will need the services of an expert witness.

Page 2 of 2



No: 6

FISCAL NOTE sBill version:HCSCSSB 259 (JUD)

(H) Publish Date: 4/19/00

STATE OF ALASKA
2000 LEGISLATIVE SESSION

Revision Date/Time (Note if correction) Dept. Affected Law

Title *An Act relating to crimes and offenses relating BRU Criminal Drvisioc,
* Component 1stJuddal Dist: 4th Judicial Dist:

Criminal Appeals/Special Litigation
Component No. 2193:2201:2203

to aural representations.... access devices ... computers: ...

Sponsor Senator Taytcr
Requester Senate Judiciary Committee

(Thousands of Dollars)

Expenditures/Revenues )

Note: Amoirtts do not Include inflation unless otherwise noted below.
OPERATING EXPENDITURES Fy 2001 FY 2002 FY 2003 FY 2004 FY 2005 FY 2006

Personal Services

Travel 3.3 3.3 3.3 3.3 3.3 3.3
6.7 6.7 6.7 6.7

Contractual 6.7 6.7

Supplies

Equipment 5.0 5.0 5.0 5.0 5.0 5.0
Land & Str tctures

Grams & Claims

Miscellaneous
TOTAL OPERATING 15.0 15.0 15.0 15.0 15.0 15.0

CAPITAL EXPENDITURES

CHANGE IN REVENUES ( n r

FUND SOURCE (Thousands of Dollars)

1002 Federal Receipts

1003 GF Match

1004 GF

1003 GF/Program Receipts

1037 GF/Mantal Health

Other (Specify Type)
TOTAL 15.0

15.0 15.0 15.0 15.0 15.0 15.0

15.0 15.0 15.0 15.0 15.0

Estimate of any current year (FY2QO00) cost:

POSITIONS
Full-time
Part-time
Temporary

ANALYSIS: (Attach a ttpsraie paga 1/ nocossary)

CSSB 259 (JUD) amends and expands the substantive criminal law to address the use of computers and
other technology in the widespread perpetration of crimes. Child pornography, theft of personal
information with the intent to defraud, theft of personal information resulting in damage to a person's
financial reputation, deceptive business practice:!, 'hacking' to get unauthorized information or introduce
false information, and introducing damaging viruses, are all offenses where technology has offered new
ways for criminals to victimize individuals. The amendments in this bill will update existing law to help law
enforcement prosecute those who cause harm to others through the use of computers and other

technology.

Prepared by.
Division

Approved by Commissioner

PREPARER TO PROVIDE ALL DISTRIBUTION CCPIES TO GOVERNOR™S LEGIS ATIVE CHFICE
Hanztion, cllte®ara slapiediie

Agency

Konmtoaoirtvm <«OUB Page 10F2
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FISCAL NOTE

STATE OF ALASKA BILL NO. CSSB 259 (JUD)

2000 LEGISLATIVE SESSION

ANALYSIS CONTINUATION

Much of the bill expands on existing crimes already being prosecuted, and is not anticipated to cause
increased workload. The new crimes defined in the hill are expected to result in approximately ten new
prosecutions in the first year, with the number increasing in future years. These new white-collar cases
will be handed by existing staff, Although no new personnel are believed to be necessary, other

resources will be needed.

Investigation and prosecution of cybercrimes require that the prosecutor keep up with the constantly
changing world of information technology. Those who use computers to commit crimes are very
knowledgeable about technology, and usually have state-of-the-art equipment. Prosecutors must have
the same or better knowledge and equipment as those who use the equipment for illegal purposes.

The Department of Law intends to have three of its prosecutors specialize in this technology driven area
of law: one in Anchorage OSPA, and one each in the Juneau and Fairbanks district attorney's offices.
These assistant district attorneys will need on-going training to stay ahead of the inventive ways people
come up with to use technology to cause harm to others and to keep up with how law enforcement is
responding in other jurisdictions. The department estimates S10.0 per year will be spent on training,
divided equal!/ between the three components. S5.0 per year is included to maintain state-of-the-art
computer equipment, software, peripherals, and associated communications devices in Anchorage
OSPA as a resource for the entire Criminal Division to use in preparing and presenting its cases.

Page 2 of 2



By AMANDA EOHMAN
Staff Writer

When Nancy Kuhn received n
letter from her credit union
asking to verify her change of ad-
dress to Juneau, she knew there
was a mistake.

The Kuhns, who live in Fair-
banks, hadn’t moved to Juneau
and didn’t plan to.

Kuhn called Alaska USA Fed-
eral Credit Union to tell them the
address change was wrong.
That’s when she learned of the
four withdrawals from her ac-
count.

Someone posing as her hus-
band not only changed the ad-
dress of the account but had most
of the money—%$4,900—wired to
Georgia.

“This is a case of stolen iden-
tity,” Kuhn said. “It’s a thing we
all read about, but it never hap-
pens to us.”

The impostor made the first
three withdrawals, each for $1,-
000, the same day as the address
change on Jan. 1*. The fourth
withdrawal, for $1,900, was made
a day later.

In Jonesboro, Ga, the im-
postor showed up at a Western

INBa00=SS
S

:Dmplega.

Union office carrying a fake mili-
tary identification card with Eu-
gene Kuhn’s name and Social
Security number on it, Nancy
Kuna said credit union officials
told her. The person knew Eu-
gene’s credit union savings ac-
count number and the date the
account was opened. The only
thing the impostor got wrong,
Kuhn said, was her husband’s
birthdate. .-

Jack Simmonds, senior vice
president of operations at Alaska
USA, said the credit union asked
Wester™ Union to compare the
signature at the wire service with
the signature on the account.
When they didn’t match, the
credit union reimbursed the
Kuhns.

“l don't think people should
be concerned,” Simmonds said.
“The credit union has made this
person whole. The member has
not lost any money.”

Simmonds said the credit
union’s insurance company
would probably investigate the
fraud, along with the FBI.

He said that for security rea-

sons he could not comment on ac-
See TfCFT, Page A-8

R¥na 2%
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e

THEFT: st SEss$L9D

Continued from Page A-1

cess accounts at the credit union.
But he said credit union mem-
bers have the option of having a
password. “We take every rea-
sonable step to keep accounts se-
cure.”

The credit union was almost
too secure for Kuhn at one point.
She said Bhe closed one of the
couple’s accounts in a huff last
fall because the credit union de-
manded both her driver’s license
number and her Social Security
number for a withdrawal receipt.
Kuhn said she was willing to
show that information but re-

fused to let the bank put it on her
receipt, in case it fell out of her
purse or something, she said.

Kuhn said the credit union
told her it would need the name,
types of accounts at the credit
union, Social Security number
and date of birth from someone
to access bank records. The
couple is perplexed as to how

.someone could get that informa-

tion, which is supposedly private.

Kuhn said her husband is “a
little bit sloppy” but that he’s
never lost eanything. “l don’t
think he ever misplaced one of

the statements. | keep track of
those.”

The couple opened the savings
account in 1975, before the credit
union was bought by Alaska
USA, Kuhn said.

She and her husband don't
know anybody in Jonesboro,
which is a busy suburb of At-
lanta.

Fairbanks police referred
Kuhn’s complaint to the FBI.
Neither the Fairbanks FBI bu-
reau or the Anchorage bureau
have begun investigating.
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A laska A ssociation of C hiefs of Police

April 5, 2000

Senator Robin Taylor

Alaska State Legislature
State Capitol (MS 3100)
Juneau, AK 99801-1182

Dear Senator Taylor:

0n behalf of the Alaska Association of Chiefs of Police, lam writing insupport of
Committee Substitute for Senate Bill 259.

Several important issues are addressed by this bill, including the crime of assuming
another's identity by use of various access devices. The billwould provide severe
penalties for those who obtain devices and documents to use in the further
commission of crimes and who destroy the lives, businesses, credit, and credentials

of innocent victinms in the process.

CS for SB 259 also addresses the need for criminal liability in cases where self defense
isused all to frequently toavoid prosecution for a criminal act. Current Alaska law
makes itextremely difficult toprosecute defendants who use selfdefense as an
excuse tocover up illegitimate and often times deadly bhehavior. Limitations must be
made toprotect the lives of innocent victims aswell punish those who harm others
intentionally.

Sincerely,

jtfa
Duane S. Udland, President
Alaska Association of Chiefs of Police



>ody complains about "special interests." But
nmcs to the Legislature, there is no more potent,
linded, persistent special interest than the law-
'‘tcmkclves.

ey, Alaskans got another example o/'tins special
I work.

Republicans passed a constitutional amendment
a runoff if no gubernatorial candidate receives
't in the general election. In the event of a runoff,
norwould take office in February — after a bone-
hristmas-to-Super-Bowl campaign,

tendmentis a “twofer," changing two sections of
lofthe Constitution.

Il of Article 11l says simply, "The governor shall
by the qualified voters ofthe state ata general elec-
candidate receiving the greatest number of votes
ivernor." This is the approach most states take.

IV says, "The term of office of the governor is
s, beginning at noon on the first Monday in De-
illowing his election and ending at noon on the
lay in December four years later."

louse of Representatives and the voters approve
Imenl, Alaskans will have some governors taking
>ecember and some in February. It is also possi-
ime governors will take office in December and
cecember while others take office in December
in February. Orthe governor could take office in
and leave in December.

Republicans say they are changing the
emocracy" and "m ajority rule." But if "democ-
"m ajority rule" are their goals, why didn't they
same principle to themselves? Why didn’t they
senators receive a majority of the vote and es-
unoff for solons?

ipeal to "democracy" and "m ajority
;as Harpo Marx’'’s response to the outraged host
it Harpo fooling around with the cocktail-party
ir, 1 was not kissing your wife. | was whispering
ith."

istitutional amendment is about one thing. The
is have had little luck electing a governor in re-
al elections. They figure a runoff would help,
of hypocrisy aboutdemocracy can change that.

law to

rule" is as

o elitui !,M|i,nn* itmm I.nii i , o ‘[jn_r_tqt.nn in niic,i (iti] .inis:
of ebtQIS“l | il | | =il 1 [| Hy,
1 »itt

JUH tiinmi/ iMit| awn itinuitai

hilico jyy-> Wi LU kiiomi
health problems”
You'd think 'consumers

would want worm-free food
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Theft of identity can

1 am one of some 30,000
people who discovered last
year that their Social Securi-

ty numbers had been pil-
fered.
The theft of my identity

actually began in 1996, when
I was living overseas. W ith-
out my knowledge, someone
used my Social Security'num -
ber to order telephone ser-
vice in Los Angeles County
and then disappeared, owing
the phone companies thou-
sands of dollars.

I moved back to New York
in 1997 and rented an apart-
ment, but in time the phone
companies sent the unpaid
bills to collection agencies
and the agencies, unable to
recover the debts, passed the
information on to three major
national credit bureaus. | was
labeled a financial delin-
quent.

| didn't find out about my
status until last year, when |
tried to rent another apart-
ment in New York. After
weeks of hunting, | found a
place | liked. The landlord
said | could move in as soon
as he ran the routine credit
check. The next day he told
me that my negative credit
rating made me too risky a
tenant.

Relegated to a sublet, |
was just beginning to make

Stacy Sullivan

inquiries at three credit bu-
reaus when the telephone
company refused to give me
a telephone because of an un-
paid bill of $1,163.67. Some-
one |I'd never met had used
my Social Security number to
establish telephone service in
Hawaiian Gardens, Calif., a
city | have never seen. De-
spite the fact that the phone
service was setup in aman’s
name, the debt was reported
on my credit rating.

Once | proved that | was
not that person — by showing
the telephone company my
photo ID and Social Security
card — | was absolved of
blame and given a telephone.
But two weeks later | re-
ceived a letter that said |
would have to pay a $100 de-
posit if | wanted to keep my
line, because of yet another
unpaid bill from a different
telephone company.

This time somebody had
used not only my Social Se-
curity number but also my
name to establish phone ser-
vice in Sun Valley, Calif.,
another city | have never
seen.

When | asked my phone
company why | should have
to pay a deposit because
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lead to ruined credit

someone impersonated me at
a company | had never done
business with, the customer-
service manager acknowl-
edged that this was unfair,
but politely explained that,
unless | paid the deposit, my
telephone would be discon-
nected.

So began a six-month bat-
tle of trying to clear my
name. | provided the tele-
phone companies, the credit
bureaus and two collection
agencies with telephone
bids, W-2 forms, health-in-
surance receipts, credit-card
statements and bank state-
ments that proved | was not
living in California at the
time telephone service was
ordered there. Despite my
efforts, | received four let-
ters holding me responsible
for the bill.

T-npped in a Kafkaesque
maze, | decided to file a po-
lice report. The police officer
who heard my story told me
he. received an average of

four complaints of identity
theft each day.

Months passed, and still
my name had not been

cleared. So | called the collec-
tion agency investigating my
case and threatened to file a
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lawsuit if it did not resolve
my fraud claim. | promptly
received a letter stating that |
was not being held responsi-
ble for the remaining delin-
quent telephone bill.

But the collection agency
said that it takes as long as 90
days for this information to
be conveyed to the national
credit bureaus, and that even
then there may be mistakes
or delays for which neither
the collection agencies nor
the credit bureaus will take
responsibility.

Nearly four years since
my identity was stolen, the
unpaid bills are still reflected
on my credit rating and | am
still unable to rent on apart-
ment.

The most maddening as-
pectofall this is that it could
have been prevented, had
the telephone companies
simply checked the identity
of the person who tstnb-
lishcd telephone service in
my name.

Is it too much to ask com-
panies that issue credit
cards, sell merchandise or
provide services to take sim-
ple precautions to identify
their customers?

U Stacy Sullivan, a New York-ba. ,/d
writer, Is writing n book about 1
Kosovo Liberation Army.
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FISCAL NOTE Ny

STATE OF ALASKA

2000 LEGISLATIVE SESSION (5) Pubiisn Date: 3
Rdvision Date/Time (Notb if correction)  21-Mar-OO Dept. Affected Administration
Title *An Act relating to criminal impersonation* BRIJ Legal and Advocacy Services
Component Public Defender Agency

Sponsor Senator Taylor
Requester (S)Jub Component No. io31
Expenditures/Revenues (Thousands of Dollars)
Note: Amounts do not include inflation unless otherwise noted below.
OPERATING EXPENDITURES FY 2001 FY2002 Ft2003 FY2004 FY2005 FY 2006
Personal Services 46.5 46.5 46.5 46.5 46.5 46.5
Travel 35 35 35 35 35 35
Contractual 26.3 26.3 26.3 26.3 26.3 26.3
Supplies 19 19 19 19 19 19
Equipment 6.5 0.0 0.0 0.0 0.0 0.0
Land & Structures
Grants & Claims
Miscellaneous

TOTAL OPERATING 84.7 78.2 78.2 . 782 78.2 78.2
ICAPITAL EXPENDITURES"
[CHANGE IN REVENUES ( ) |
FUND SOURCE (Thousands of Dollars)
1002 Federal Receipts
1003 GF Match
1004 GF 84.7 782 78.2 78.2 78.2 70.2

1005 GF/Progrant, Receipts
1037 GF/Mental Healln

Other (Specify Type)
TOTAL 84.7 78.2 78.2 78.2 78.2 78.2

Estimate of any current year (FY2000) cost:
POSITIONS

Full-time 1 1 1 1 1 1

Part-time
Temporary
ANALYSIS:  (Attacha separate page ltnecessary)

This billamends current law and adds new utatutes to enable prosecution of a wide variety of computer-related offenses.

Prosecution and defense of these offenses will require sophisticated technical expertise. The Public Defender Agency does not
currently have staffwho have the technical knowledge necessary to defend criminal cases that could be brought under this new

legislation.

The Public Defender Agency will need to hire a Programmer Analyst | In order to consult with and train the attorneys appointed to
defend these cases. The Programmer Analyst will be based In Anchorage. In addition to providing technical assistance on
Individual cases in Anchorage, the Programmer Analyst would also be responsible for training attorneys and investigators in all
Public Defender Agency offices on technical issues In these cases. Ono-time equipment costs for computer equipment Is also

induced In the first year.

Prepared by:  Barbara Brink, Director Phone 264-4414
Division Public Defender Agency !i , Date/Time

Approved by Commissioner - RobertPoe,J i ; / b | A Ox™ - Date /g o
Agency DepartmentorAoministration I\ /|

PREPARER TO PROVIDE ALL DISTRIBUTICN COPIES TQuaOVERNOR'S LEGISLATIVE OFFICE
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