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SB 232 
Bill Summary/Sectional Analysis

B il l  S u m m a r y :

This bill makes electronic signatures legal in our state. It will help bring the state of 
Alaska and the businesses that operate here into the electronic age - allowing business and 
government to conduct business electronically with counterparts in Alaska, other states 
and other countries.

The various sections accomplish the following:

1. Declare that the use of electronic signatures in Alaska between consenting parties 
is legal. Electronic signatures would have the same legal standing as a standard 
signature from an individual.
2. Allow state agencies to promulgate regulations for using electronic signatures in 
their interactions with the public.
3. Define various terms relating to electronic signatures.
4. Repeals for some state agencies selected notarization requirements that could 
hinder an agency's ability to implement the use of electronic signatures.

By making electronic signatures legal, the bill provides an opportunity for state agencies 
to better serve the public "online." State government will be able to serve citizens 
participating in the new world of electronic commerce.

This bill has the support of the Telecommunications Information Council. It is modeled 
on the Georgia State Act, which is considered one of the foremost electronic signature 
laws in the United States.

Sectional Analysis
Section 1: Removes the requirement that reports filed by banks with the Department of 
Commerce and Economic Development be verified by a notary and replaces it with a 
requirement for signature under penalty of unsworn falsification.

Section 2: Specifies that information in state records that would compromise the security 
of an electronic signature is an "exception" from the state public records statute.

Section 3: Accomplishes the following:

I. Articulates the purposes of electronic signatures, such as facilitating government 
business and private commerce and promoting electronic government and commerce.
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Digital Signature Tutorial
T he au th en tication  o f  com puter-based  b u sin ess  in form ation  in terrelates both te c h n o lo g y  and the law , and  
ca lls  for co op era tion  b etw een  p eo p le  o f  d ifferen t p ro fess io n a l backgrounds and areas o f  ex p ertise . E ach  
fie ld  o f  ex p ertise  brings to the top ic  o f  auth en tication  a d ifferen t repertoire o f  co n c e p ts . O ften  the  
co n cep ts  from  the inform ation secu rity  fie ld  correspond o n ly  lo o s e ly  to co n cep ts  fro m  the leg a l fie ld , 
ev en  th o u g h  both  fie ld s apply the sa m e term  to their d iffer in g  co n cep ts .

T h is in terd iscip lin ary  contrast e x is ts  e v e n  for b asic , central c o n c e p ts  such  as "authentication" or "digital 
signature". F rom  a technical point o f  v ie w , "digital signature" m ea n s the result o f  a p p ly in g  to sp e c if ic  
in form ation  the technical p ro cesses  d escr ib ed  b e lo w . From  a leg a l point o f  v ie w , h an d w ritin g  o n e's nam e  
on  paper has been  the principal m ean s o f  signature for cen tu r ies. In addition , the leg a l c o n c e p t o f  
signature r eco g n izes , in  m any ca ses , n o t o n ly  a handw ritten  n am e but any m ark m a d e  w ith  the in ten tion  
o f  a u th en tica tin g  the m arked d o c u m e n t.fh .l In an  e lectro n ic  se ttin g , today's broad leg a l co n c e p t o f  
"signature" m a y  w e ll include m ark in gs su ch  as d ig itized  im a g e s  o f  paper sign atu res, ty p ed  n o ta tio n s  
such  as "s/John Sm ith", or ev en  a d d ressin g  notation s su ch  as letterheads, e lec tro n ic  m a il o r ig in a tion  
h eaders, and the like. From  an in form ation  secu rity  v ie w p o in t , th ese  s im p le  e lec tro n ic  sig n a tu res are 
en tirely  d ifferen t from  the "digital signatures"  describ ed  in th is  tutorial and in tech n ica l d o cu m en ts , 
alth ou gh  "digital signature" is  so m e tim e s  u sed  c o llo q u ia lly  or in so m e  lega l w ritin g  to m ean  another or 
any form  o f  com puter-based  signature. T o  a v o id  co n fu sio n , th is  p u b lication  u se s  "digital signature" o n ly  
in the se n se  in w h ich  the term is u sed  in  in form ation  secu r ity  term in o lo g y , as m ea n in g  the resu lt o f  
a p p ly in g  the tech n ica l p ro cesses  d escr ib ed  in th is  tutorial.

T h e d ifferen ces  b etw een  d igital sign atu res and other e lec tro n ic  sign atu res are s ig n ific a n t, not o n ly  in  
term s o f  p ro cess  and result, but a lso  b eca u se  th ose  d ifferen ces  m ak e digital s ig n a tu res m ore serv icea b le  
for leg a l p u rp oses. H ow ever, so m e e lec tro n ic  sign atu res, th ou gh  perhaps le g a lly  reco g n iza b le  as 
sign atu res, m a y  not be as secure as d ig ita l s ign atu res, and m a y  lead to uncertainty and  d isp u tes .

T o understand w h y d igital signatures serv e  w e ll in lega l a p p lica tio n s , th is tutorial b eg in s  w ith  an  
o v e r v ie w  o f  the sig n ifica n ce  o f  sign atu res in lega l transactions. It then ex p la in s d ig ita l sign atu re  
tech n o lo g y  in s im p le  term s, and e x a m in e s  h o w , w ith  so m e  leg a l and institutional in frastructure, d ig ita l 
signature te c h n o lo g y  can be app lied  as a com p u ter-b ased  a ltern ative  to traditional sign atu res.

Signatures and the Law

A  signature is not part o f  the su b stan ce  o f  a transaction , but rather o f  its representation  or form . Parties 
o ften  represent their transactions in s ig n e d  w ritin gs. S ig n in g  w ritin g s and other fo rm a listic  leg a l  
p ro cesses  or cu sto m s serve the fo llo w in g  general purposes: fn .2

•  E v id e n c e :  A  signature id en tifie s  th e  s ig n er  w ith  the s ig n e d  docum ent; by s ig n in g , the s ig n er  
m arks the text in her o w n  u n iq u e w a y  and m akes it attributable to her. fn .3

•  C e r e m o n y : S ig n in g  ca lls  to the sign er's attention  the lega l s ig n ifica n ce  o f  h is  act, and thereby  
h e lp s prevent "inconsiderate en gagem en ts" , fn .4 T h e  act o f  s ig n in g  m ay  sa tis fy  a hu m an  desire  to 
m ark an even t, fn .5

•  A p p r o v a l:  In certain co n tex ts  d e fin ed  by law  or c u sto m , a signature e x p r e sse s  the sign er's  
ap proval or authorization o f  the w ritin g , or the sign er's in ten tion  that it have leg a l e ffe c t , fft.6

•  E ff ic ie n c y  a n d  lo g istic s: A  sign atu re  on  a w ritten  m em orandum  often  im parts a se n se  o f  clarity  
and fin a lity  to the transaction, e sp e c ia lly  i f  the sign atu re  is used  to in d icate  ap p rova l or 
authorization . B ecau se  o f  th is apparent clarity  and fin a lity , signatures m ay  le sse n  the need  to  
inquire beyon d  the face o f  a d ocu m en t, fn .7  and, at face  va lu e , a d ocu m en t m ay  be p ro cessed  m ore  
e ff ic ie n t ly  and w ith  less risk than a d o cu m en t beneath  w h ich  traps for the un w ary  m ay  lie . 
N e g o tia b le  instrum ents, for e x a m p le , attain their a b ility  to ch an ge hands w ith  e a se , rapid ity , and  
m in im a l interruption through leg a l rules triggered by co m p lia n ce  w ith  certa in  form al requ irem ents  
in c lu d in g  a signature, fn .8 Furtherm ore, the fina lity  o f  s ig n in g  m akes it u sefu l as a d e r is iv e  point
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I  in sta g in g  h o w  a transaction  tak es e ffect.

A lth o u g h  a c h ie v in g  th ese  p u rp o ses is  sa lutary, legal sy stem s vary, both am on g th em se lv es  and over  
tim e, in the degree  to w h ich  a particu lar form , includ ing  on e  or m ore signatures, is  required for a legal 
transaction . I f  a particular form  is  required , legal sy stem s a lso  vary in prescrib ing  con seq u en ces for 
failure to ca st the tran saction  in th e  required form . The statute o f  frauds o f  the co m m o n  law  tradition, for 
ex a m p le , requires a sign atu re, but d o e s  not render a transaction  in va lid  for lack  o f  on e. Rather, it m akes  
it u n en forceab le  in court, fn .9  and the persisten t notion  that th e  u n d erly in g  transaction  rem ained valid  
led  case  la w  to greatly  lim it the p ractica l app lication  o f  the statute.

In general, the trend in m o st leg a l sy s te m s  for at least th is cen tu ry  h as been tow ard  reducing form al 
requirem ents in law , fn .1 0  or tow ard  m in im iz in g  the co n se q u e n c e s  o f  failure to sa tis fy  form al 
requirem ents. N ev e r th e le ss , so u n d  p ractice rem ains to fo rm a lize  a transaction  in a m anner that best 
assures the parties o f  its v a lid ity  and en forceab ility , fh. 11 In current practice, that form alization  usually  
en ta ils  d o cu m en tin g  the tran saction  and s ig n in g  or au th enticating  the d ocu m en tation .

H o w ev er , the cen tu ries-o ld  m ea n s o f  d o cu m en tin g  transactions and creating sign atu res are changing  
fu n d am en tally . D o cu m en ts co n tin u e  to  be written on  paper, but so m e tim e s  m erely  to sa tisfy  the need  for 
a lega lly  reco g n ized  form . In m a n y  in sta n ces, the in form ation  ex ch a n g ed  to e ffe c t  a transaction n ever  
takes paper form . It a lso  n o  lo n g er  m o v e s  as paper does; it is  not p h y sica lly  carried from  place to p lace  
but rather stream s a lo n g  d ig ita l co n d u its  at a speed  im p o ss ib le  for paper. T he com puter-based  
in form ation  is a lso  u tilized  d ifferen tly  than its paper counterpart. Paper d ocu m en ts can be read 
e ff ic ie n tly  o n ly  by hum an e y e s , but com p u ters can a lso  read d ig ita l in form ation  and take program m able  
action s based  on the in form ation .

T he law  has on ly  b egu n  to adapt to  the n ew  tech n o log ica l form s. T h e basic nature o f  the transaction has 
not changed; h o w ev er , the tran saction 's form , the m eans by w h ich  it is represented and effected , is 

ch an gin g . Form al req u irem en ts in  la w  n eed  to be updated a cco rd in g ly . T he legal and business  
c o m m u n itie s  need to d e v e lo p  and adopt rules and practices w h ich  reco g n ize  in the n ew , com puter-based  
tech n o lo g y  the e ffe c ts  a c h ie v e d  or d esired  from  the paper form s.

T o  a ch iev e  the basic p u rp oses o f  sig n a tu res outlined  ab ove, the fo 'lo w in g  e ffe c ts  are needed: fn .12

•  S ig n e r  a u th e n t ic a t io n :  T o  p ro v id e  g o o d  ev id en ce  o f  w h o  participated  in a transaction, a signature  
\ sh ou ld  in d icate  by w h o m  a d o cu m en t or m essage is s ig n ed  and be d ifficu lt for any other person  to

produce w ith ou t au th orization .
•  D o c u m e n t  a u th e n t ic a t io n :  T o  p rov id e good  ev id en ce  o f  the su b stan ce o f  the transaction, a 

signature sh ou ld  id en tify  w h at is  s ig n ed , fh. 13 and m ak e it im practicab le to  fa ls ify  or aner, 
w ith ou t d etection , e ith er  th e  s ig n e d  m atter or the signature, fh. 14

•  A ff ir m a t iv e  act: T o  se r v e  the cerem on ia l and approval fu n ctio n s o f  a signature, a person should  
be ab le  to create a sign atu re  to  m ark an event, in d icate  approval and authorization , and estab lish  
the sen se  o f  h av in g  le g a lly  co n su m m a ted  a transaction.

•  E ffic ie n c y : O p tim a lly , a  sign atu re  and its creation and v er ifica tion  p ro cesses  sh ou ld  provide the 
greatest p o ss ib le  a ssu ran ce o f  auth en tic ity  and va lid ity  w ith  the least p o ss ib le  expenditure o f  
resources.

T he co n cep ts  o f  s ig n er  a u th en tica tion  and  docum ent au th en tication  com p rise  w hat is  o ften  called  
"nonrepudiation  service"  in  tech n ica l d ocu m en ts. T he non rep u d iation  serv ice  o f  in form ation  security  
"provides p ro o f o f  the or ig in  or d e liv e r y  o f  data in order to protect the sender aga in st fa lse  denial by the  

*  recip ient that the data has b een  r e c e iv ed , or to protect the rec ip ien t aga in st fa lse  den ia l by the sender that
the data has been  sent." fn .15  In o th er w ord s, a nonrepudiation  serv ice  p rov id es ev id en ce  fn .16 to 
prevent a person  from  u n ila tera lly  m o d ify in g  or term inating her lega l o b lig a tio n s  arising out o f  a 
transaction  e ffec ted  b y  co m p u ter -b a sed  m eans.

D ig ita l signature te c h n o lo g y  g en era lly  surpasses paper te c h n o lo g y  in y ie ld in g  these desired  e ffects, fh. 17 
To^understand w h y , o n e  m u st first understand h ow  digital sign atu re tech n o lo g y  w orks.

http://www.commerce.state.ut.us.web
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H o w  D ig i t a l S ig n a tu r e  T e c h n o lo g y  W o r k s

D ig ita l s ig n a tu res are created and ver ified  by m ean s o f  cryptography, the branch o f  a p p lied  m ath em atics  
that c o n cern s  i t s e lf  w ith  transform ing m e ssa g e s  in to  s e e m in g ly  u n in te llig ib le  form s and back  aga in . For 
d ig ita l s ig n a tu res, tw o  different k eys are gen era lly  u sed , o n e  for creating a d ig ita l sign atu re  or 
tran sform in g  data in to  a se e m in g ly  u n in te llig ib le  form , and another k ey  for v er ify in g  a d ig ita l signature  
or  returning the m essa g e  to its orig inal form , fn .1 8  C om puter eq u ip m en t and so ftw a re  u tiliz in g  tw o  such  
k ey s  is o ften  term ed an " a sy m m etr ic  c r y p to sy s te m " .

T h e k e y s  o f  an  asym m etric  cryp tosystem  for d ig ita l s ign atu res are term ed the p r iv a te  k e y , w h ic h  is 
k n o w n  o n ly  to  the sign er  fri. 19 and used  to  create the d ig ita l signature, and the p u b lic  k e y , w h ic h  is 
ord in arily  m ore w id e ly  k n ow n  and is u sed  to v er ify  the d ig ita l signature. A  recip ien t m u st h a v e  the  
co rresp o n d in g  p u b lic  k ey  in order to v er ify  that a  d ig ita l sign atu re is the signer's. I f  m a n y  p e o p le  n eed  to 
v er ify  th e  sign er 's d ig ita l signatures, the p u b lic  k e y  m ust be distributed to all o f  th em , perhaps by  
p u b lica tio n  in  an o n -lin e  repository or d irectory w h ere they  ca n  ea sily  obtain  it.

A lth o u g h  the k e y s  fn .2 0  o f  the pair are m ath em atica lly  related , it is X E  "C om putational 
in fe a s ib ility :d e r iv in g  private k ey  from  p u b iic" com p u ta tion a lly  in feasib le  fh.21 to d er iv e  o n e  k ey  from  
the other, i f  the asym m etric  cryp tosystem  has b een  d esig n ed  and im plem ented  se c u r e ly  for d ig ita l 
sign atu res, fn .2 2  A lth ou gh  m any p eo p le  w ill k n o w  the p u b lic  k ey  o f  a g iv en  s ig n er  and u se it to  verify  
that s ig n er ’s sign atu res, they  cannot d isco v er  that signer's private key and use it to  forge  d ig ita l 
sign atu res.

U se  o f  d ig ita l sign atu res is com p rised  o f  tw o  p ro cesses , on e  perform ed by the s ig n er  and the other by the  
rece iv er  o f  the d ig ita l signature:

o D ig ita l  s ig n a tu r e  c r e a tio n  is the p rocess o f  the co m p u tin g  a cod e  derived from  and u n iq u e to 
both  the s ig n e d  m essa g e  and a g iv e n  private key . For that cod e  or d igital sign atu re to be secure, 
there m ust be at m ost o n ly  a n e g lig ib le  ch an ce that the sam e d igital signature co u ld  be created by  
an y  other m essa g e  or private key . fn .23  

•  D ig ita l  s ig n a tu r e  v e r if ic a t io n  is  the p ro cess  o f  ch eck in g  the d igital signature b y  referen ce to the 
or ig in a l m e ssa g e  and a pub lic  k ey , and thereby d eterm in in g  w hether the d ig ita l signature w a s  
created  for that sam e m essa g e  u sin g  the private k ey  that corresponds to the referen ced  p u b lic  key.

A  m ore fu n d am en ta l p rocess, term ed a "hash  fu n ctio n "  fn .24  in com puter jargon , is used  in both  
creatin g  and  v er ify in g  a d igita l signature. A  hash function  creates in e ffec t a d ig ita l freeze  fram e o f  the 
m e ssa g e , a c o d e  u su a lly  m uch sm aller than the m essa g e  but n ev erth e less  unique to it. fh .25  I f  the  
m e ssa g e  c h a n g es , the hash resu lt o f  the m essa g e  w ill in variab ly  fn .26  be d ifferent. H ash  fu n ctio n s enab le  
the so ftw a re  for creating  d ig ita l signatures to operate on  sm a ller  and predictable am o u n ts o f  data, w h ile  
s till p ro v id in g  a strong evidentiary  correlation  to the orig inal m essa g e  content.

A s illu strated  in figu re  1, to s ig n  a d ocu m en t or an y  other item  o f  inform ation, the s ig n er  first d elim its  
p r e c ise ly  w h at is  to  be sign ed . T he d e lim ited  in form ation  to be s ign ed  is term ed th e  " m essage"  in the 
A B A  G u id e lin e s  and Utah A ct. T hen a hash fu n ction  in the s ig n er’s softw are co m p u tes  a hash  resu lt, a 
c o d e  u n iq u e to the m essa g e . T h e signer's so ftw a re  then transform s the hash result in to  a d ig ita l signature  
by re feren ce  to the signer's private k ey . T h is transform ation  is  so m etim es  describ ed  as "encryption". T he  
resu ltin g  d ig ita l signature is thus unique to both the m essa g e  and the private k ey  u sed  to create it.

T y p ic a lly , a d ig ita l signature is attached to its m e ssa g e  and stored  or transm itted w ith  its m essa g e . 
H o w ev er , it m ay a lso  be sent or stored as a separate data e lem en t, so lon g  as it m ain ta in s a reliab le  
a sso c ia t io n  w ith  its m essa g e . S in ce  a d ig ita l signature is u n ique to its m essa g e , it is u se le s s  i f  w h o lly  
d isso c ia te d  from  its m essa g e .

V er ifica tio n  o f  a d ig ita l signature, as illustrated in Figure 2 , is acco m p lish ed  by c o m p u tin g  a n ew  hash  
result o f  the o r ig in a l m essa g e  by m eans o f  the sa m e hash function  used in creating the d ig ita l signature.
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T hen, u sin g  ihe public k ey , the v er ifier  c h e c k s  w hether the d ig ita l sign atu re w a s  created  u sin g  the 
corresp on d in g  private k ey , and w h eth er  the n e w ly  com puted  hash result m a tch es  the hash  result derived  
from the d igital signature. I f  the sign er 's private key w as used and the hash  resu lts  are identical, then the 
d ig ita l signature is  verified . V er ifica tio n  thus ind icates (1 ) that the d ig ita l s ig n a tu re  w a s  created using the  
signer's private k ey , b ecau se  o n ly  the sign er 's pub lic  key w ill verify  a d ig ita l s ig n a tu re  created w ith the 
signer's private k ey , fn .2 7  and (2 )  that the m essa g e  w as not altered s in c e  it w a s  s ig n e d , becau se  the hash  
result com p u ted  in  v erifica tion  m a tch es the hash  result from  the d ig ita l s ign atu re , w h ic h  w as com puted  
w h en  the m essa g e  w as d ig ita lly  s ig n ed .

V arious asym m etric  cry p to sy stem s create  and verify  digital sign atu res u s in g  d iffe r e n t m athem atical 
form ulas and procedures, but all share th is overa ll operational pattern.

T he p ro cesses  o f  creatin g  a d ig ita l s ign atu re  and ver ify in g  it a cco m p lish  the e sse n tia l e ffe c ts  desired o f  a 
signature:

•  S ig n e r  a u th e n t ic a t io n :  I f  a p u b lic  and private key pair is  a sso c ia ted  w ith  an id en tified  sign er as 
describ ed  b e lo w , a d igita l s ign atu re  by the private k ey  e f fe c t iv e ly  id e n tif ie s  th e  sign er  w ith  the 
m essa g e . T h e d ig ita l signature ca n n o t b e forged by a person  other than th e  proper signer, un less  
the proper sign er  lo se s  control o f  the private key , such  as by d iv u lg in g  it or lo s in g  a 
com puter-readable card and its a sso c ia ted  personal id en tifica tion  n u m b er (P IN ) or pass  
phrase, fn. 28

•  M e ssa g e  a u th e n t ic a t io n :  T h e p ro cess  o f  d ig ita lly  s ig n in g  a lso  id e n tif ie s  th e  m atter to be sign ed , 
ty p ica lly  w ith  far greater certa in ty  and p recision  than paper sign atu res. V e r if ic a tio n  a lso  reveals  
any tam pering w ith  the m e ssa g e , s in ce  p rocessin g  the hash resu lts (o n e  m ad e at s ig n in g  and the 
other m ade at v er ify in g ) d is c lo s e s  w hether the m essage is  the sa m e as w h e n  s ig n ed .

•  A ff ir m a tiv e  act: C reating a d ig ita l signature requires the s ig n er  to  p ro v id e  her private k ey  and  
in v o k e  a so ftw are fu n ction  to create a  d ig ita l signature. T h is act can  b e  the b a sis  o f  a cerem on y  
and can be used in stag in g  the c o m p le t io n  o f  a transaction, fh .2 9

•  E ffic ie n c y : T he p ro cesses  o f  crea tin g  and verify in g  a d ig ita l sign atu re  p ro v id e  a h igh  level o f  
assurance that the d igita l sign atu re  is g en u in e ly  the signer's and are a lm o st en tire ly  autom ated or  
capab le o f  autom ation . T h ey  ca n  be se t  up to run w ith  great sp eed  and a ccu ra cy , w ith  hum an  
in teraction o n ly  for non -rou tin e p ro cess in g  d ec is io n s. C om pared  to p ap er m eth o d s su ch  as 
ch eck in g  bank signature cards, m eth o d s so  im practicable that th ey  are rarely  actu a lly  used, d ig ita l 
signatures y ie ld  a h igh  d eg ree  o f  assu ran ce w ithout add ing  greatly  to the reso u rces  required for 
p rocessin g .

The core  o f  the program s used  for d ig ita l sign atu res have undergone th orou gh  p eer  r e v ie w , and an 
ex ten siv e  sc ien tif ic  and tech n ica l literature u nderlies them . D ig ita l s ig n a tu res h a v e  b een  accepted  in 
several national and in ternational standards d ev e lo p ed  in coop eration  w ith  and  a ccep ted  by m any  
corporations, banks, and g o v ern m en t a g e n c ie s . The lik e lih o o d  o f  m a lfu n ctio n  or a secu rity  problem  in a 
d ig ita l signature cry p to sy stem  d e s ig n e d  and im p lem en ted  as p rescribed  in the in d u stry  standards is 
ex trem ely  rem ote, and far le ss  than th e  risk o f  undetected forgery or a lteration  on  paper or o f  using  other  
less  secure e lectro n ic  signature tech n iq u es .

P u b l ic  K e y  C e r t i f i c a t e s

T o verify  a d ig ita l signature, the v er ifier  m u st obtain  a public k ey  and h a v e  a ssu ra n ce  that that public  
key corresp on d s to the s ig n e i :> private k ey . H o w ev er , a pub lic  and private k e y  pair has no intrinsic  
asso c ia tio n  w ith  any person; it is s im p ly  a pair o f  num bers. T h e a sso c ia tio n  b e tw e e n  a  particular person  
and key pair m ust be m ade by p e o p le  u sin g  the fact-find ing ca p a b ilitie s  o f  th eir  s e n se s .

In a transaction  in v o lv in g  tw o  parties, for ex a m p le , the parties cou ld  b ila tera lly  id en tify  each  other w ith  
the k ey  pair each  party w ill use, but m a k in g  su ch  an id en tifica tion  is no sm a ll task , e sp e c ia lly  w hen the 
parties are g eo g ra p h ica lly  d istant from  each  other, com m u n icate  over  an o p en , in secu re  inform ation
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netw ork , are n o t natural persons but rather corporations or sim ila r  artificial en tities, and act through  
a gen ts w h o se  authority  m ust be ascertained. S in ce  reliab ly  id en tify in g  a rem ote party in v o lv e s  
co n sid era b le  e ffo rt, e sta b lish in g  a rem ote party's d ig ita l signature capab ility  sp ec ia lly  for each  o f  m any  
tran saction s is  in e ffic ie n t. Instead, a p rosp ective  d ig ita l signer w ill o ften  w ish  to id en tify  i t s e lf  w ith  a 
key pair and reu se  that id en tifica tion  in m ultip le  transactions o v er  a period o f  tim e.

T o  that en d , a p r o sp e c tiv e  sign er co u ld  issue a statem ent such  as: "Signatures v erifiab le  by the fo llo w in g  
p u b lic  k ey  are m ine" . H o w ev er , others d o in g  b u sin ess w ith  the s ig n er  m ay w e ll be u n w illin g  to  take the  
signer's o w n  purported  w ord  for its id en tifica tion  w ith  the k ey  pair. E sp ecia lly  for e lectro n ic  transactions  
m ade o v er  w o r ld w id e  in form ation  n etw orks rather than face to face , a party w ou ld  run a great risk  o f  
d ea lin g  w ith  a p h an tom  or an im p ostor, or o f  fac in g  a d isa v o w a l o f  a d igita l signature by c la im in g  it to  
be the w ork  o f  an im p ostor , particularly i f  a transaction  p roves d isad van tageou s for the purported signer. 
T o assure that ea ch  party is indeed  id en tified  w ith  a particular k ey  pair, one or m ore third parties trusted  
by both  o f  the o th ers m u st a ssocia te  an id en tified  person  on  o n e  end  o f  the transaction w ith  the k ey  pair 
creating  the d ig ita l signature rece ived  at the other end , and v ic e  versa. That trusted third party is  term ed  
a " c e r tif ic a t io n  a u th o r ity "  in the A B A  G u id elin es, the U tah A ct, and m ost techn ica l standards.

T o a sso c ia te  a k e y  pair w ith  a prosp ective  sign er, a certifica tion  authority issu es a certifica te , an 
e lectron ic  record  that s e ts  forth a pu b lic  key and represents that the prosp ective  sign er  id en tified  in the 
certifica te  h o ld s  the corresp on d in g  private key . That p rosp ective  sign er  is term ed the "subscriber". T hus, 
a cer tifica te ’s  principal fu n ction  is to identify  a key pair w ith  a subscriber, so that a person  v er ify in g  a 
d ig ita l s ig n a tu re  by the p u b lic  key listed  in the certifica te  can  h ave assurance that the corresp on d in g  
private k e y  is  h e ld  by the subscriber a lso  listed  in the certificate .

T o assure the a u th en tic ity  and in v io la b ility  o f  the certifica te , the certifica tion  authority d ig ita lly  s ig n s  it. 
T h e issu in g  cer tif ica tio n  authority's d ig ita l signature on  the certifica te  can be verified  u sin g  the pub lic  
k ey  listed  in  an oth er  certifica te , and that other certifica te  can be verified  by the p u o lic  k ey  listed  in yet 
another cer tifica te , and so  on , until the person re ly in g  on the d ig ita l signature is adequately  assured  o f  its 
g en u in en ess .

To m ake a p u b lic  k ey  and its id en tifica tion  w ith  a sp ec ific  su b scrib er readily ava ilab le  for use in 
v er ifica tio n , the cer tifica te  m ay be p u b lish ed  in a repository. R ep o sito r ies  are o n -lin e  databases o f  
cer tifica tes  a v a ila b le  for retrieval and use in v er ify in g  d igital s ignatures. O ften, retrieval is a cco m p lish ed  
au to m a tica lly  b y  h a v in g  the v er ifica tion  program  inquire o f  the repository to obtain  cer tifica tes  as 
needed .

O n ce  issu ed , a cer tifica te  m ay prove to be unreliab le, such  as in  situ ation s w here the subscriber  
m isrep resen ts h is  id en tity  to the certifica tion  authority. In other situations, a certificate  m ay  be reliab le  
en o u g h  w h en  issu ed  but co m e  to be unreliab le so m etim e  thereafter. For exam p le , i f  the subscriber lo ses  
control o f  the private  k ey , the certifica te  b eco m es unreliable, s in c e  d igital signatures created  by the lost 
private k e y  w o u ld  appear to be the subscriber's accord in g  to the certificate . In su ch  s itu a tion s w h ere the 
certifica te  h as b e c o m e  unreliab le, the certifica tion  authority, perhaps at the subscriber's request, m ay  
su sp en d  (tem p o ra rily  in va lid ate) or revok e (p erm anently  in va lid ate) the certificate. Im m ed ia te ly  upon  
su sp en d in g  or rev o k in g  a certificate , the certifica tion  authority m ust publish  n o tice  o f  the revocation  or 
su sp e n s io n , or at least n o tify  persons w h o  inquire or w h o  are k n ow n  to have received  a  d ig ita l signature  
ver ifiab le  b y  re feren ce  to  the unreliab le certificate.

C h a l le n g e s  a n d  O p p o r t u n i t i e s

T he p ro sp ect o f  fu lly  im p lem en tin g  d igital signatures in general com m erce presents both ad van tages and 
d isa d v a n ta g es, or b en efits  and costs. T he co sts  or d isad van tages co n sist  m ainly of:

•  I n s t i tu t io n a l  o v e r h e a d : T he c o s t  o f  e sta b lish in g  and u tiliz in g  certification  authorities, 
rep o sito r ie s , and other im portant serv ice s , as w ell as a ssu rin g  quality in the perform ance o f  their
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fu n ction s through m eans su ch  as p ro fession a l accreditation , o v ers ig h t by another, superior  
certifica tion  authority, fn .3 0  lic e n s in g  and governm ental regu la tion , p er iod ic  au d itin g , or lega l and 
financia l resp on sib ility  for errors and o m iss io n s .

•  P r o d u c t  cost: A  d igita l s ig n er  w ill require softw are that m ay w e ll be m ore e x p e n s iv e  than a 
s im p le  pen, and m ay probably a lso  h a v e  to pay  a certifica tion  authority  to issu e  a certifica te . 
E quipm ent to secu re  one's private  k ey  m ay a lso  be a d v isab le . R ec ip ien ts  o f  d ig ita l sign atu res w ill  
incur ex p en ses  for v er ifica tio n  so ftw a re  and perhaps for a c c e ss  to cer tifica te s  in  a rep ository .

O n the p lus s id e , the principal ad van tage to be ga in ed  is m ore reliab le  a u th en tica tion  o f  m e ssa g e s .
D ig ita l s ignatures, i f  properly im p lem en ted  and utilized:

•  Im p o sto r s:  M in im ize  the risk  o f  d ea lin g  w ith  im postors or p erso n s w h o  can  e sca p e  resp o n sib ility  
by c la im in g  to have been im p erson ated .

•  M e ssa g e  c o r r u p tio n : M in im ize  the risk  o f  tam pering w ith  m e ssa g e s , a lterin g  th e  term s o f  a 
transaction  and co v er in g  up th e  traces o f  the alteration , or fa lse  c la im s  that a m e ssa g e  w a s altered  
after it w as sent.

•  F o r m a l leg a l r e q u ir e m e n ts :  S tren gth en  the support for c o n c lu d in g  that legal req u irem en ts o f  
form , such  as w riting, sign atu re, and an orig inal d ocu m en t, arc sa tis f ied , s in c e  d ig ita l signatures  
are fu n ction a lly  on  a par w ith  or superior to paper form s.

•  O p e n  sy stem s: R etain  a h ig h  d eg ree  o f  inform ation  secu rity , e v e n  for in form ation  sen t o v er  open , 
in secu re, but in ex p en siv e  and  w id e ly  u sed  com m u n ica tion  ch a n n els .

C on sid er in g  the alternatives, su ch  as paper sign atu res, com p u terized  im a g es  o f  handw ritten  sign atu res, 
or typed  signatures such  as "s/John Sm ith" , the b en efits  o f  d igita l sign atu res o u tw e ig h  their  burdens. The  
A B A  G u id e lin es  and U tah A ct are in ten d ed  to ad van ce legal reco g n itio n  o f  d ig ita l sign atu res and  
esta b lish  an institutional infrastructure to support d igita l au th en tication .

N o te s

N o te  1
See, e.g., U niform  C o m m ercia l C o d e  § 1 -2 0 1 (3 9 ) (1 9 9 2 ).

N o te  2
T h is list is  not exh au stive . For e x a m p le , R estatem ent (S e c o n d ) o f  C ontracts n o tes  another  
fu n ction , term ed the "deterrent function" , w h ich  seek s to " d iscou rage tran saction s o f  doubtfu l 
u tility . R estatem ent (S e c o n d ) o f  C ontracts § 72 com m en t c (1 9 8 1 ) . P ro fessor  P er illo  a lso  n o tes, in 
an e sp e c ia lly  co m p reh en siv e  list, earm arking o f  intent, c la r ifica tio n , m an ageria l e f f ic ie n c v ,  
p u b lic ity , ed u cation , as w e ll as taxa tion  and regu lation  as fu n ctio n s  as served  by the statute o f  
frauds. Joseph  M . P erillo , T h e  S tatu te o f  Frauds in the L ight o f  the F u n ctio n s and D y sfu n c tio n s  o f  
Form , 43  Fordham  L. R ev . 3 9 , 4 8 -6 4  (1 9 7 4 )  (hereinafter "Perillo").

N o te  3
R estatem en t (S eco n d ) o f  C ontracts, statutory note preced in g  § 110 (1 9 8 2 )  (p u rp ose  o f  the statute  
o f  frauds, w h ich  in clu d es a sign atu re  requirem ent); L on L. F u ller , C on sid era tion  and Form , 41 
C olu m . L. R ev. 7 9 9 , 8 0 0  (1 9 4 1 )  (h erein after "Fuller"); Jerem y B en th am , T h e  W ork s o f  Jerem y  
B entham  5 0 8 -8 5  (B o w rin g  ed . 1 8 3 9 ) (B en th am  called  form s serv in g  ev id en tiary  fu n ctio n s  
"preappointed (i.e ., m ade in  a d v a n ce] ev id en ce" ). A  handw ritten  sign atu re creates probative  
ev id e n c e  in part because o f  th e  ch em ica l properties o f  ink that m ake it adhere to paper, and  
b ecau se  handw riting sty le  is  q u ite  u n iq u e to the signer; P erillo  at 6 4 -6 9 .

N o te  4
2 John A u stin , L ectures on  Jurisprudence 9 3 9 -4 4  (4th  ed. 187 3 ); R esta tem en t (S e c o n d ) o f  
C ontracts § 72 co m m en t c (1 9 8 2 )  and  statutory n ote p reced in g  § 110 (1 9 8 2 )  (w h at is here term ed  
a "cerem onial" function  is  term ed a "cautionary" function  in the R estatem en t); P er illo  at c 3 -5 6 ;  
Fuller at 800; R u d o lf  von  Jhering , G eist d es  rom ischen  R ech ts § 45  at 4 9 4 -9 8  (8th  ed . 1883)  
(hereinafter "Jhering").

N o te  5
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Frequently Asked Questions Regarding Digital Signatures 

W h a t  a r e  D ig ita l S ig n a tu r e s?

A  relia b le  e lectro n ic  m eans o f  s ig n in g  e lec tro n ic  d ocu m en ts that p rov id es sen d er au th en tica tion , 
m e ssa g e  in tegrity  and non-repudiation . A  d ig ita l signature is a co n v en ien t, t im e -sa v in g , and secu re  w ay  
o f  s ig n in g  e lectro n ic  docum ents.

W h a t  is a n  e le c tr o n ic  d o c u m e n t?

A n  e lectro n ic  d ocu m en t is any d o cu m en t that is generated  or stored  on  a  com p u ter , su ch  as a letter, a 
contract, or a w ill . In addition , an e lec tro n ic  d o cu m en t can  be an im age , su ch  as a b lueprin t, a survey  
plat, a d raw in g , or ev en  a photograph. A  d ig ita l signature can be used  to  s ig n  ail th ese  d o cu m en ts

W h a t  d o e s  a d ig ita l s ig n a tu r e  lo o k  lik e ?

A  signature lo o k s  like a random  ser ies  o f  num bers, letters and sy m b o ls . E ach sign atu re is  un ique and by  
u sin g  the appropriate public k ey , each  sign sa tu re  can  be linked back  to the sen d er  o f  the m essa g e .

-------------- B E G fN  S IG N A T U R E -------------
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 E N D  S IG N A T U R E ...............

H o w  d o  th e y  w o r k ?

In s im p lest term s, the digital signature so ftw a re  d o es  all the w ork  for you . T h e  so ftw a re  w ill  prom pt you  
to fo llo w  the com m ands^and w ill au to m a tica lly  gen erate a key pair for y o u . O n ce  you r k ey  pair is 
gen erated  y o u  sim p ly  identify the e lec tro n ic  d o cu m en t you  w ant d ig ita lly  s ig n ed  and y o u  s im p ly  hit the 
s ig n  prom pt. T h e n ew  file  that is created  is the d ig ita lly  s ign ed  e lectron ic  d o cu m en t that y o u  can then 
sen d  to a n yon e. T he receiver o f  the e lec tro n ic  d ocu m en t then can verify  your sign atu re u sin g  
interoperable d ig ita l signature so ftw are. I f  the e lectro n ic  d o cu m m t w a s altered  in any m anner in 
tran sm issio n , it w ill not verify.

H o w  a r e  th e y  u sed ?

D ig ita l sign atu res are used for any e lec tro n ic  d o cu m en t that requires sender a u th en tic ity , m essa g e  
in tegrity , and non-repudiation  (can't sa y  y o u  n ever sen t the d ocu m en t or its co n ten ts). It is a secu re  form  
o f  transacting. C ontracts, im ages, letters, e tc ., m ay be d ig ita lly  s ig n ed  and sen t e le c tr o n ic a lly  in secon d s. 
E x a m p les o f  sp e c if ic  ap p lication s in  U tah: C ourt F ilin g s , Corporate F ilin g s, U C C  F ilin g s , P rocurem ent, 
G rant A p p lica tio n s , M otor V e h ic le  T itlin g , R eal E state T ransactions, and etc.

W h e r e  d o  I g e t  o n e ?  H ow  d o  I r e g is te r  w ith  a  C e r t ify in g  A u th o r ity ?

Y o u  can  purchase d ig ita l signature so ftw a re  at your loca l com puter and so ftw a re  retailer. O n ce  y o u  have  
gen erated  you r key pairs v ia  you r d ig ita l signature so ftw are, y o u  need  to link you r corresp o n d in g  key  
pairs w ith  your identity . T o do th is y o u  need  to con tact a licen sed  certifica tion  authority  w h o  w ill verify' 
you r corresp on d in g  k ey  pairs and you r id en tity . T hereafter, certifica tion  authority w ill is su e  y o u  a 
certifica te  certify in g  that you  are w h o  y o u  say  y o u  are and that the correspond  k ey  pairs b e lo n g  to you. 
T h is certifica te  w ill then be p u b lish  at the certifica tio n  authorities on -lin e  rep ository  for re ly in g  parties to 
v er ify  you r d ig ita l signature.

T h e  approved  C ertify in g  A u th orities are:
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Utah D ig ita l S ign atu re  Trust. O ne S o . M ain. Salt Lake C ity , U tah 84111 (8 0 1 )  5 2 4 -8 6 7 1  

H o w  am  I id e n t if ie d  as th e  s ig n e r ?

W hen y o u  u se  you r d ig ita l sign atu re so ftw a re , you  create a m atch ed  pair o f  k eys. O n e is  the private k ey . 
w h ich  is  u sed  o n ly  by y o u  and is required during the s ig n in g  p rocess.

T he seco n d  k e y  is  the pu b lic  k ey , w h ic h  is  availab le  for u se by a n yon e  w an tin g  to authenticate the  
e lectro n ic  d o cu m en ts  y o u  s ig n . T h e p u b lic  k ey  w ill read the d ig ita l signature created  by the private key  
and ver ify  the au th en tic ity  o f  the e lec tro n ic  docu m en ts created  w ith  it.

W h a t w il l  th is  c o s t  m e?

D ep en d in g  o n  w h at ty p e  o f  d ig ita l sign atu re  softw are y o u  d ec id e  to purchase, it w ill co st ap p rox im ately  
SI 50 . H o w ev er , i f  an in d iv id u al c h o o se s  not to purchase the d ig ita l signature so ftw a re  to generate their  
o w n  k ey  pairs, th en  y o u r  loca l lic e n se d  certifica tion  authority  can  provide that serv ice  at a n om in a l fee  
ranging a n y w h ere  from  S 1 0 -S 3 0 . T o  ob ta in  a certificate  from  a certifica tion  authority  w ill a lso  be a 
nom inal fee  ran g in g  a n yw h ere from  S 2 0 -S 5 0 . N orm ally , the certifica te  w ill b e va lid  for a period o f  on e  
year. T hereafter, an in d iv idual co u ld  u se their d ig ita lly  sign atu re to s ig n  an in fin ite  num ber o f  e lectron ic  
d o cu m en ts d u rin g  the va lid ity  period  o f  the certificate.

D o I h a v e  to  r e g is te r  w ith  a C A ?

N o . H o w ev er , it is recom m en d ed . In U tah, in order for you r d ig ita l signature to  be se lf-au th en tica tin g  
and obtain  the b en efits  o f  the U tah D ig ita l Signature A ct, a d ig ita l signature m u st be verified  through a 
valid  cer tifica te  issu ed  by a U tah lic e n se d  certifica tion  authority . H ow ever, th is d o es  not preclu d e a 
d ig ita l s ign atu re  that has not been  v er ified  through a va lid  certifica te  issu ed  b y  a U tah licen sed  
certifica tion  au thority , from  sa tis fy in g  the signature requirem ent. In those c ircu m stan ces, the burden o f  
p ro o f in a cou rt o f  la w  is very sim ilar  to that required for a handw ritten  signature. C o n seq u en tly , a 
digital sign atu re  v er ified  through a va lid  certificate  issu ed  by a U tah licen sed  certifica tion  authority w ill 
be se lf-a u th en tica tin g  and m uch ea s ier  to prove in a court o f  law .
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S E N A T E  C O M M IT T E E  R E rO R T

DATE: 4/1/98 FURTHER:

DATE TURNED
IN TO OFFICE: ________

Judiciary Committee considered SENATE BILL NO. 232

"An Act relating to electronic signatures, electronic records, requirements for records, and the 
reproduction of public records."

and recom m en d s:

[)(] b e r e p la c e d  w ith  

[ ] adopt p r e v io u s C S

[ ] attached  a m en d m en t(s)

[ ] adopt Letter o f Intent by _ 

[ ] further referral to th e___

Committee

Committee

S e n a te  B ill:
[ ] sa m e  title  

(  3  V O  ) [  ] n e w  title
H o u s e  B ill:

_( ) [ ] sa m e  title
[ ] tech n ica l title  
[ ] new: SCR"____

[ ] A PPR O PR IA T IO N  -  no fiscal note ♦include fiscal notes accompanying Governor’s bill



DEPARTM ENT OF COMM ERCE AND 
ECO NOM IC  D EVE LO PM EN T

DIVISION OF BANKING, SECURITIES AND CORPORATIONS

A p ril 2 0 , 1998

P . O .  B O X  1 1 0 8 0 7  

J U N E A U .  A L A S K A  9 9 8 1 1 - 0 8 0 7  

B a n k i n g  &  S e c u r i t i e s  ( 9 0 7 )  4 6 5 - 2 5 2 1  

C o r p o r a t i o n  S e c t i o n  ( 9 0 7 )  4 6 5 - 2 5 3 0  

E - M a i l :  D B S C @ c o m m e r c e . s t a t e . a k . u s  

W e b  S i t e :  h t t p : / / w M . s t a t e . a k . u s / b s c / b s c . h t m

A N C H O R A G E

C o r p o r a t i o n  I n f o r m a t i o n  ( 9 0 7 )  2 6 9 - 8 1 4 0  

T D D :  ( 9 0 7 )  4 6 5 - 5 4 3 7

TONY KNOWLES, GOVERNOR

T h e H o n o ra b le  R ob in  L. T a y lo r  
A la sk a  S ta te  S en ate  
S ta te  C a p ito l, R o o m  3 0  
Juneau, A K  9 9 8 0 1 -1 1 8 2

D ear S en a to r  T aylor:

T h e  d iv is io n  supports S B  2 3 2 . T here are 3 3  sta tes that h a v e  ad opted  so m e  form  o f  
le g is la t io n  relating  to  e lec tro n ic  or d ig ita l sign atu res. T h e y  are A r izon a , C aliforn ia , 
C o n n ecticu t, D e la w a re , F lorid a , G eo rg ia , H a w a ii, I llin o is , Indiana, Iow a , K ansas, 
L o u isia n a , M ain e, M arylan d , M a ssa ch u setts , M ich ig a n , M in n eso ta , M iss iss ip p i, 
M on tan a , N ebraska, N e v a d a , N e w  H am p sh ire, N e w  M e x ic o , N e w  Y ork , O k lah om a, 
O reg o n , R h o d e  Island , T ex a s , U tah , V erm on t, V irg in ia , W a sh in g to n , and W y o m in g . W e  
b e lie v e  that th is leg is la tio n  is  n ecessa ry  to  a llo w  A la sk a  b u s in e sse s  and g overn m en t  
a g e n c ie s  to  take ad van tage o f  te c h n o lo g ic a l a d v a n ces in e lec tro n ic  co m m erce .

S B  2 3 2  r e m o v e s  statutory barriers to e lec tro n ic  co m m erce , p ro v id es leg a l reco g n itio n  to  
e lec tro n ic  o r  d ig ita l sign atu res u sed  in co m m erce , p ro v id es  leg a l reco g n itio n  for retention  
and retrieval o f  in form ation  in  e lec tro n ic  m ed ia , and a llo w s  state a g e n c ie s  to adopt 
reg u la tio n s n ecessa ry  to  v e r ify  au th en tic ity  o f  e lec tro n ic  sign atu res.

S in cere ly ,

W illis  F. K irkpatrick  
D irector

W F K /m m e 6 1 8 w fk .d o c  
0 4 2 0 9 8 a

09-H14LH
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1998 L E G IS L A T IV E  S E S S IO N
Revision Date.;_______________________________________________Department: Commerce and Economic Development
Title: Electronic Records; Record Requirements  BRU: Banking, Securities and Corporations
_________________________________________________________  Component: Banking, Securities and Corporations
Sponsor: Sen. Parnell____________________________________  _______________________________
Requestor Sena te  J u d ic ia r y _____________________________ COMPONENT SERIAL N O .______________

F I S C A L  N O T E
STATE OF ALASKA BELL NO. SB232_____________

Expenditures/Revenues_______________   (Thousands of Dollars)
OPERATING EXPENDITURES FY 99 FYOO FY 01 FY02 FY 03 FY 04
PERSONAL SERVICES
TRAVEL
CONTRACTUAL
SUPPLIES
EQUIPMENT
LAND & STRUCTURES
GRANTS, CLAIMS
MISCELLANEOUS
TOTAL OPERATING 0.0 0.0 0.0 0.0 0.0 0.0

CAPITAL EXPENDITURES | 0.0 0.0 0.0 0.0 0.0 0.0 I

CHANGE IN REVENUES I 0.0 0.0 0.0 0.0 0.0 0.0 |

FUND SOURCE_______________________________________________ (Thousands of Dollars)
1002 Federal Receipts
1003 GF Match
1004 General Fund
1005 GF/Program Receipts
1006 GF/Mental Health
Other
TOTAL 0.0 0.0 0.0 0.0 0.0 0.0

Estimate of any current year (FY 98) cost: $ 0.0

POSITIONS
FULL-TIME
PART-TIME
TEMPORARY

ANALYSIS: (Attach a separate page If necessary)

/ > /
Prepared by: Willis F. Kirkpatrick, D lr e c to ^ ^ ^ . ' Phone: 465-2521
Division: Banking, Securities and Corporations / Date:

Approved by Commissioner Deborah B. Sedwick — Date:
Agency: Commerco and Ecoipmlc Development______________

PREPARER TO PROVIDE ALL DISTRIBUTION COPIES TO GOVERNOR'S LEGISLATIVE OFFICE
For further distribution Information, call the Governor's Legislative Office
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