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Fiscal Note February 1,
Analysis
H3 520

Thxs b i l l  addresses a limited area o f  criminal a ct iv ity  
where a person uses a computer system or a comouter network 
commit a crime. Because ex ist ing  statutes already cover nos 
the criminal acts set out in the b i l l ,  enactment o f  this 
l e g is la t io n  w i l l  have l i t t l e ,  i f  any, f i s c a l  impact on the 
Department o f  Lav/'s operations. This b i l l ' s  provision makin 
a crime to use a computer to obtain information with no lega 
right to do so concerning the cred it  information of  a person 
c l a r i f i e s  and strengthens ex ist ing  law.
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T h i s  b i l l  d e f i n e s  c e r t a i n  e l e m e n t s  o f  c o m o u t e r  s t o r e d  d a t a  

as p r i v a t e  a n d  c l a s s i f i e s  a t t e m p t s  t o  access,, u s  • o r  m o d i f y  
t h a t  d a t a  a s  c r i m i n a l  a c t s .

T h e  D e p a r t m e n t  o f  A d m i n i s t r a t i o n  s u p o o r t s  t h i s  b i l l  a s  a n  

a i d  a n d  c l a r i f i c a t i o n  t o  a d m i n i s t e r i n g  d i s c i p l i n a r y  a c t i o n  i 
the a r e a  o f  d a t a  s e c u r i t y  i n f r i n g e m e n t s .

r e c e n t  i n c i d e n t  p o i n t e d  o u t  t h e  n e c e s s i t y  f o r  c l e a r e r  
s t a t u t o r y  i n s t r u c t i o n s  i n  t h e  a r e a  o f  n o n - a u t h o r i z e d  d a t a  

a c c e s s .  T h i s  b i l l  r e p r e s e n t s  a s t e p  t o w a r d  c l a r i f v i n g  t h o s e  
i n s t r u c t i o n s  a n d  l a y s  a b a s e  f o r  f u t u r e  s t a t u t e s  if d e e m e d  
n e c e s s a r y .

Q
D a t e  I

L i s a  K u a a ,  c o m m i s s i o n e r  

D e p a r t m e n t  o f  A d m i n i s t r a t i o n
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T H E  N E E D  F O R  C O M P U T E R  C R I M E  L E G  I SLAT I O N

I N T R O D U C T I O N

S e v e r a l  i s s u e s  r e l a t e d  t o  t h e  i n f o r m a t i o n  s e r v i c e s  i n d u s t r y  
h a v e  l e d  to t h e  n e e d  f o r  c o m p u t e r  c r i m e  l e g i s l a t i o n .

T h e  c o m p u t e r  i n d u s t r y  h a s  c r e a t e d  a c o n s u m e r  m a r k e t  t h a t  

h a s  p u t  m a c h i n e s  i n  t h e  h a n d s  o f  h o b b y i s t s ,  a n d  c o n t r o l s  i n  t h e  

d a t a  p r o c e s s i n g  i n d u s t r y  h a v e  b e e n  r e d u c e d  t h r u  t i m e - s h a r i n g  
o p t i o n s  a n d  o t h e r  p r o d u c t i o n a l  f a c e t s .  W h i l e  w e  s e e  

i n d i v i d u a l s  i n v a d i n g  s y s t e m s  i n  t h e  n e w s  a n d  e n t e r t a i n m e n t  

m e d i u m s ,  t h e  p o i n t  is b-^ing r a i s e d  t h a t  it w i l l  n o t  b e  l o n g  

b e f o r e  t r u e  c r i m i n a l s  a r e  i n v o l v e d  in o t h e r  a r e a s .

U n f o r t u n a t e l y ,  t h i s  h a s  b e c o m e  a r e a l i t y .  L i t t l e  p u b l i c i t y  is 

g i v e n  to t h e s e  c a s e s  o f  c o m p u t e r  c r i m e  b e c a u s e  t h e y  a r e  n o t  

a l w a y s  t u r n e d  o v e r  t o  l a w  e n f o r c e m e n t  a g e n c i e s .  T h i s  is 

b e c a u s e  c o m p u t e r  c r i m e  s t a t u t e s ,  f o r  t h e  m o s t  p a r t ,  a r e  e i t h e r  

n o t  in p l a c e  o r  i n s u f f i c i e n t  t o  r e s u l t  i n  p r o s e c u t i o n .  W i t h  

l i t t l e  c h a n c e  o f  a c h i e v i n g  s u c c e s s f u l  p r o s e c t u t i o n ,  o r  e v e n  

g e t t i n g  to c o u r t ,  it is n o t  s u r p r i s i n g  t h a t  m a n y  c o m p a n i e s  d o  
n o t  r e p o r t  c o m p u t e r  c r i m e .

B e c a u s e  of g r o w i n g  p r o b l e m s  a n d  c o n c e r n s  a b o u t  u n a u t h o r i s e d  
a c c e s s  to a n d  m a n i p u l a t i o n  o f  c o m p u t e r - b a s e d  i n f o r m a t i o n ,  it is 

n e c e s s a r y  to e n a c t  l e g i s l a t i o n .  A f t e r  u n s u c c e s s f u l  a t t e m p t s  a t  

t h e  n a t i o n a l  l e v e l ,  it h a s  b e c o m e  n e c e s s a r y  to h a v e  p r o g r e s s i v e  

s t a t e  l e g i s l a t u r e s  i m p l e m e n t  l e g i s l a t i o n  o n  a s t a t e - b y - s t a t e  
b a s i s .

U N A U T H O R I Z E D  A C C E S S  T O  C R E D I T  I N F O R M A T I O N

T h e  c r e d i t  i n d u s t r y  h a s  e v i d e n c e d  c r i m i n a l  b e h a v i o r  t h r u  
u n a u t h o r i z e d  a c c e s s  i n  t h r e e  b a s i c  s c e n a r i o s :

1. C o n s u m e r  v i c t i m i z a t i o n  v i a  s t o l e n  a c c e s s  c o d e s .

2. F i l e  m a n i p u l a t i o n .

3. I n v e s t i g a t i o n  a n d  c o l l e c t i o n  a g e n c y  a c t i v i t y  u s i n g  

s t o l e n  a c c e s s  c o d e s .

E a c h  of t h e s e  s c e n a r i o s  i s  e l a b o r a t e d  o n  s e p a r a t e l y  to 

i l l u s t r a t e  t h e  i m p a c t  o f  t h i s  a c t i v i t y  a n d  t h e  n e e d  f o r  
u p - t o - d a t e  l e g i s l a t i o n .



C o n s u m e r  V i c t i m i z a t i o n

A t t a c h m e n t  A, " F o r  S a l e :  C r e d i t  R a t i n g s , "  d e s c r i b e s  a 

p r o c e s s  of v i c t i m i z a t i o n .  T h e  a c t  of a c o n s u m e r  o b t a i n i n g  a 

g o o d  c r e d i t  r a t i n g  w a s  f a c i l i t a t e d  b y  s t e a l i n g  s u b s c r i b e r  

a c c e s s  c o d e s .  T h e  i n d i v i d u a I s  t h a t  w e r e  s e l l i n g  t h e s e  p a c k a g e s  

t e l e p h o n e d  l e g i t i m a t e  c r e d i t  g r a n t o r s  s u b s c r i b i n g  to t h e  c r e d i t  

a g e n c y .  T h e s e  i n d i v i d u a l s  r e p r e s e n t e d  t h e m s e l v e s  a s  c a l l i n g  

f r o m  t h e  c r e d i t  a g e n c y ,  u s u a l l y  u s i n g  t h e  p r e t e x t  of c l e a r i n g  
u p  a b i l l i n g  p r o b l e m ,  o r  b e i n g  f r o m  t h e  s e c u r i t y  d e p a r t m e n t .  

D u r i n g  t h e  c o n v e r s a t i o n  t h e  a c c e s s  c o d e  is r e q u e s t e d  a n d  

u s u a l l y  p r o v i d e d .  T h i s  a c c e s s  c o d e  e n a b l e s  a c c e s s  t o  t h e  

c r e d i t  d a t a  b a s e  t o  f a c i l i t a t e  t h e  p r o c e s s .  T h e  b u y e r  o f  t h e  

g o o d  c r e d i t  h i s t o r y  u s e s  t h e  g o o d  a c c o u n t s  a n d  r e q u e s t s  o t h e r  

c r e a i  : c a r d s .  T h e  b u y e r  r u n s  u p  b i l l s  w i t h  n o  i n t e n t  o f  

p a y i n g .  T h e  g o o d  c o n s u m e r  is l e f t  w i t h  t h e  i s s u e  of c l e a r i n g  

u p  h i s  o r  h e r  c r e d i t  h i s t o r y  o n c e  it h a s  b e e n  d i s c o v e r e d  t h a t  
s o m e o n e  h a s  u s e d  t h e  i n d i v i d u a l ' s  h i s t o r y .

F i l e  M a n i p u l a t i o n

A t t a c h m e n t  B  i l l u s t r a t e s  t h e  i s s u e  of f i l e  m a n i p u l a t i o n .

F i l e  m a n i p u l a t i o n  is a c h i e v e d  b y  b r i b i n g  s o m e o n e  to m o d i f y  t h e  

i n f o r m a t i o n  c o n t a i n e d  i n  f i l e s  w i t h i n  t h e  b u r e a u  or 

s u b s c r i b e r ' s  p r e m i s e s  a n d  t h e  s u b m i s s i o n  of f a l s e  c r e d i t  
i n f o r m a t i o n .

U n f o r t u n a t e l y ,  n o t  a l l  b u r e a u s  h a v e  c o n t r o l s  t o  p r e v e n t  
t h i s  a c c e s s  a n d  m a n y  i n c i d e n t s  of i n f o r m a t i o n  m o d i f i c a t i o n  

o c c u r .  O n c e  t h e  b a d  c r e d i t  h i s t o r y  is d e l e t e d  or m o d i f i e d ,  t h e  

i n d i v i d u a l  a p p l i e s  f o r  n e w  c r e d i t  a c c o u n t s .  ( C o n t r o l s  e x i s t  

w i t h i n  t h e  T R W  s y s t e m  t o  p r e v e n t  a n d / o r  i s o l a t e  a t t e m p t s  of 
t h i s  t y p e .)

E v e n  if c o n s u m e r  v i c t i m i z a t i o n  a n d  f i l e  m a n i p u l a t i o n  

e f f o r t s  a r e  s u c c e s s f u l ,  m o s t  l a w  e n f o r c e m e n t  a g e n c i e s  w i l l  n o t  

p u r s u e  t h e  c a s e  u n t i l  t h e r e  h a s  b e e n  a l o s s  t o  a c r e d i t  g r a n t o r .

I n v e s t i g a t i o n  a n d  C o l l e c t i o n  A g e n c y  A c t i v i t y  ( A t t a c h m e n t  C)

P r i v a t e  i n v e s t i g a t o r s ,  l a w y e r s ,  a n d  r e p o s s e s s i o n  a g e n t s  
m a y .  in i s o l a t e d  c a s e s ,  h a v e  a l e g i t i m a t e  p u r p o s e  t o  a c c e s s  a 

c r e d i t  d a t a  b a s e ;  h o w e v e r ,  m o s t  of t h e  m a j o r  c r e d i t  a g e n c i e s  d o  
n o t  a l l o w  t h e s e  i n d i v i d u a l s  t o  s u b s c r i b e  d u e  t o  t h e  c o n t r o l  

f e a t u r e s  r e q u i r e d  t o  m o n i t o r  p e r m i s s i b l e  a c c e s s .

U n f o r t u n a t e l y ,  t h e r e  h a v e  b e e n  m a n y  c a s e s  w h e r e  i n d i v i d u a l s  

w a n t i n g  t h i s  i n f o r m a t i o n  h a v e  e i t h e r  s t o l e n  a c c e s s  c o d e s  or 

d e r i v e d  t h e  a c c e s s  c o d e  f r o m  c r e d i t  p r o f i l e s  s e n t  to t h e m  by 
o t h e r  s u b s c r i b e r s  w i t h  t h e  a c c e s s  c o d e  o n  t h e m .



S o m e  c o l l e c t i o n  a g e n c i e s  h a v e  a c q u i r e d  a c c e s s  c o d e s  i n  a 

s i m i l a r  m a n n e r .  A l t h o u g h  c o l l e c t i o n  a g e n c i e s  h a v e  l e g i t i m a t e  

r e a s o n s  to a c c e s s  a c r e d i t  b u r e a u ,  a n d  t h e y  a r e  s u b s c r i b e r s ,  

s o m e  d o  n o t  u s e  t h e i r  o w n  a c c e s s  c o d e .  T h e  s t o l e n  a c c e s s  c o d e  

is o f t e n  u t i l i z e d  t o  r e d u c e  c o s t s  a n d  i n c r e a s e  c o m m i s s i o n s  a n d  
a g e n c y  p r o f i t s .

A  G R O W I N G  P R O B L E M

A c c o r d i n g  to r e c e n t  s t a t i s t i c s  ( M o d e r n  O f f i c e  P r o c e d u r e s  - 

M a r c h  1983, " D e f e n d i n g  Y o u r  C o m p u t e r  R o o m  A g a i n s t  D i s a s t e r " )  

t h e  a v e r a g e  b a n k  r o b b e r y  i s  l e s s  t h a n  $ 3 , 0 0 0 .  T h e  a v e r a g e  

" w h i t e  c o l l a r "  e m b e z z l e m e n t  n e t s  l e s s  t h a n  $ 3 0 , 0 0 0 .  B u t  t h e  

a v e r a g e  c o m p u t e r  c r i m e  i s  e s t i m a t e d  to e x c e e d  $ 6 0 0 , 0 0 0 ,  w i t h  

l i t t l e  c h a n c e  o f  d e t e c t i o n ,  p r o s e c u t i o n  or c o n v i c t i o n .

E d u c a t i o n  h a s  b e c o m e  a k e y  e l e m e n t  in t h e  f i g h t  a g a i n s t  

t h i s  a r e a  of c r i m i n a l  a c t i v i t y ,  a n d  t h e  U n i t e d  S t a t e s  

D e p a r t m e n t  c f  J u s t i c e  h a s  o p e n e d  a s p e c i a l i z e d  f o u r  w e e k  

c o m p u t e r  f r a u d  s c h o o l  f o r  F.F..I. a g e n t s .  T h e  D e p a r t m e n t  of 

J u s t i c e ,  S a c r a m e n t o ,  C a l i f o r n i a ,  o p e r a t e s  a t w o  w e e k  c o u r s e  

s p e c i a l i z i n g  i n  t h e  s a m e  s u b j e c t .  O t h e r  m u n i c i p a l i t i e s  as w e l l  

a s  p r i v a t e  o r g a n i z a t i o n s  a r e  c u r r e n t l y  h o l d i n g  s e m i n a r s  to 
c o m b a t  p r o b l e m  a r e a s  o f  d e t e c t i o n .

T h e  c h a l l e n g e  is t o  a c t i v e l y  p r o s e c u t e  c o m p u t e r  c r i m e  

s u s p e c t s .  A  c h a l l e n g e  i n  t h e  s e n s e  t h a t  t h e  c u r r e n t  l a w s  

r e g u l a t i n g  c o m p u t e r  a c c e s s  a r e  e x t r e m e l y  l a c k i n g .  F o l l o w i n g ,  
a r e  t h r e e  e x a m p l e s  of T R W  i n c i d e n t s  t h a t  i l l u s t r a t e  t h e  n e e d  

f o r  c o m p u t e r  c r i m e  l e g i s l a t i o n :

E x a m p l e  <11

A n  o r g a n i z e d  r i n g  o f  c r e d i t  c r i m i n a l s  w a s  e s t a b l i s h e d  in a 

l a r g e  m e t r o p o l i t a n  a r e a .  A l t h o u g h  t h i s  e x a m p l e  w a s  t a k e n  f r o m  

t h e  W e s t e r n  R e g i o n ,  t h e r e  is a n  i n d i c a t i o n  t h a t  a n  i d e n t i c a l  

r i n g  is o p e r a t i n g  i n  t h e  E a s t e r n  R e g i o n .  O n e  m e m b e r  of t h e  

r i n g  p r o v i d e d  c o m p u t e r  p a s s w o r d  i n f o r m a t i o n  t o  a n o t h e r  w h o  u s e d  

it to g a i n  a c c e s s  t o  o u r  s y s t e m .  T h e  s u s p e c t  t h e n  r e t r i e v e d  

h u n d r e d s  of c r e d i t  r e p o r t s .  T h r o u g h  a r e l o c a t i o n  a n d  f i l e  

m e r g e  s y s t e m ,  t h e  s u s p e c t  w a s  a b l e  to a l t e r  n e g a t i v e  c r e d i t  

i n f o r m a t i o n  i n t o  w h a t  a p p e a r e d  t o  be a p o s i t i v e  p r o f i l e .

T h e  f e e  c h a r g e d  f o r  t h i s  s e r v i c e  v a r i e d ,  h o w e v e r ,  it 

a v e r a g e d  a b o u t  $ 6 0 0  p e c  r e p o r t .  T h i s  p a r t i c u l a r  c a s e  is b e i n g  

a c t i v e l y  p r o s e c u t e d  a t  t h e  w r i t i n g  of t h i s  r e p o r t .  T h e  s e c t i o n  
s e l e c t e d  f o r  p c o s e c u t i o n  w a s  5 0 2  P . C .  ( C a l i f o r n i a ) .



E x a m p le  <f2

A  c o l l e c t i o n  a g e n c y / p r i v a t e  i n v e s t i g a t i v e  f i r m  g a i n e d  

a c c e s s  to c o m p u t e r  p a s s w o r d  i n f o r m a t i o n  o n  s e v e r a l  I n f o r m a t i o n  

S e r v i c e s  D i v i s i o n  s u b s c r i b e r s .  A s  s u c h ,  u n a u t h o r i z e d  a c c e s s  

w a s  m a d e  i n t o  o u r  s y s t e m  a n d  a t o t a l  o f  $ 6 5 , 0 0 0  w o r t h  of 

c r e d i t s  w e r e  a p p l i e d  f o r  f r o m  v a r i o u s  e a s t  c o a s t  s u b s c r i b e r s .  

W h i l e  w o r k i n g  t h e  i n v e s t i g a t i o n  of t h i s  m a t t e r ,  s e v e r a l  N e w  

Y o r k  a g e n c i e s  w e r e  c o n t a c t e d  a n d  e a c h  d e c l i n e d  i n v e s t i g a t i v e  

j u r i s d i c t i o n .  M o s t  f e l t  t h a t  it w a s  a c i v i l  o r  f e d e r a l  

p r o b l e m ,  in t h a t  n o  c o m p u t e r  c r i m e  b i l l  e x i s t e d .

S u b s e q u e n t l y ,  t h e  F . B . I .  w a s  c o n t a c t e d  a n d  c o n s e n t e d  to 

c o n t i n u e  t h e  i n v e s t i g a t i o n .  A  s u s p e c t  w a s  i d e n t i f i e d  a n d  

p r o s e c u t i o n  i s  b e i n g  a c t i v e l y  p u r s u e d .

E x a m p l e  #3

A  c o a s t - t o - c c a s t  o r g a n i z e d  c r i m e  r i n g  o b t a i n e d  s e v e r a l  

t h o u s a n d  b l a n k  c r e d i t  c a r d s .  L a t e r ,  t h e y  o b t a i n e d  i l l e g a l  

a c c e s s  i n t o  c r e d i t  s y s t e m s  a n d  r e t r i e v e d  t h o u s a n d s  of c r e d i t  

p r o f i l e s  of p o t e n t i a l  v i c t i m s .  B y  v i e w i n g  t h e  r e p o r t s ,  a c c o u n t  

n u m b e r  i n f o r m a t i o n  w a s  o b t a i n e d  a n d  l a t e r  e m b o s s e d  o n  t h e  

s t o l e n  c a r d s .  T h e  t o t a l  a m o u n t  s t o l o n  f r o m  c r e d i t o r s  is 

u n k n o w n  a t  t h i s  t i m e ,  b u t  it is b e l i e v e d  t o  e x c e e d  $ 1 , 0 0 0 , 0 0 0 .  
I n v e s t i g a t i o n  is c o n t i n u i n g .

C r i m e s  b y  t h e s e  i n d i v i d u a l s  w e r e  m a d e  p o s s i b l e  t h r o u g h  the 

i l l e g a l  a c c e s s  t o  c o m p u t e r  f i l e s .  I n  e a c h  c a s e  t h e  c r i m i n a l  

s i m p l v  c a l l e d  a T R W  o p e r a t o r  a n d  r e l i n q u i s h e d  c e r t a i n  p a s s w o r d  
i n f o r m a t i o n  w h i c h  t h e n  c a u s e d  t h e  c o m p u t e r  t o  b e  a c c e s s e d .

It is a c u t e l y  a p p a r e n t  t h a t  m u c h  h a s  b e e n  d o n e  i n  t h e  a r e a  

of d e t e c t i o n ,  b u t  l e g i s l a t i o n  is n o w  n e e d e d  f o r  a c t i v e  

p r o s e c u t i o n .

C A L I F O R N I A ' S  C O M P U T E R  C R I M E  L E G I S L A T I O N

S B  6 4 0  ( C a l i f o r n i a  P e n a l  C o d e  5 0 2 ) .  o f  w h i c h  a c o p y  is 

a t t a c h e d ,  w a s  i n t r o d u c e d  in t h e  C a l i f o r n i a  L e g i s l a t u r e  i n  M a r c h  

o f  1 9 8 1 .  T h i s  b i l l  m o d i f i e d  t h e  p e n a l  c o d e  to m a k e  it a c r i m e  

to i n t e n t i o n a l l y  a c c e s s  or c a u s e  to b e  a c c e s s e d  a n y  c o m p u t e r  

s y s t e m  or n e t w o r k  f o r  t h o  p u r p o s e  o f  d a m a g i n g  t h e  c r e d i t  r a t i n g  

of a n y  p e r s o n .  T h e  b i l l  w a s  s p o n s o r e d  b y  a n  i n d i v i d u a l  in t h e  

S a n  D i e g o  D i s t r i c t  A t t o r n e y ' s  o f f i c e .  F r a u d  D i v i s i o n ,  i n  

r e s p o n s e  to a s i t u a t i o n  in S a n  D i e g o  i n  w h i c h  a n  i n d i v i d u a l ' s  

c r e d i t  f i l e  w a s  s o l d  f o r  t h e  p u r p o s e s  o f  o b t a i n i n g  c r e d i t  u n d e r  

f r a u d u l e n t  c i r c u m s t a n c e s .  ( S i m i l a r  l e g i s l a t i o n  h a s  b e e n  
e n a c t e d  in N e w  Y o r k . )



L e g i s l a t i v e  j u s t i f i c a t i o n  f e e  t h e  b i l l  g o e s  o n  t o  s a y :

" T h e  c r e d i t  g r a n t i n g  s e c t o r  o f  p r i v a t e  i n d u s t r y  is b e i n g  

d e l u g e d  w i t h  f a l s e  a n d  f r a u d u l e n t  a p p l i c a t i o n s  f o r  c r e d i t .  

It is n o t  u n c o m m o n  f o r  i n d i v i d u a l s  a n d  o r g a n i z e d  g r o u p s  to 

s y s t e m a t i c a l l y  a p p l y  f o r  m u l t i p l e  c r e d i t  c a r d s ,  l o a n s ,  e t c .  

u t i l i z i n g  f i c t i t i o u s  a n d  f a l s e  n a m e s ,  b i o g r a p h i c a l  

i n f o r m a t i o n ,  a n d  c r e d i t  h i s t o r i e s .  T h e s e  f r a u d u l e n t  

a p p l i c a t i o n s  a r e  c a r e f u l l y  c r e a t e d  to f i t  w i t h i n  t h e  c r e d i t  

g r a n t o r s '  c r i t e r i a  f o r  i s s u a n c e  o f  c r e d i t  - s u c h  p o l i c i e s  

w h i c h  a r e  w e l l  k n o w n  t o  t h e  a p p l i c a n t s .  S o p h i s t i c a t e d  

w r i n k l e s  a r e  a d d e d  s u c h  a s  t h e  u s e  of t e l e p h o n e  a n s w e r i n g  

s e r v i c e s ,  w h i c h  h a v e  b e e n  p r o v i d e d  a p r e p a r e d  s c r i p t  to 

r e a d  in c a s e  o f  i n q u i r y  b y  t h e  c r e d i t  g r a n t i n g  a g e n c i e s .

T h e  a n s w e r i n g  s e r v i c e  t e l l s  t h e  i n q u i r i n g  p a r t y  ' t h a t  t h e  
a p p l i c a n t  h a s  b e e n  e m p l o y e d  a t  a h i g h  s a l a r y  f o r  f i v e  

y e a r s :  t h a t  t h e  a p p l i c a n t  h a s  s u c c e s s f u l l y  p a i d  o f f  a l o a n  

o n  a e x p e n s i v e  a u t o m o b i l e ,  e t c . '

U n d e r  e x i s t i n g  l a w ,  t h e  c r e d i t  g r a n t o r  m u s t  s u f f e r  a l o s s  

b e f o r e  t h i s  a c t i v i t y  c a n  b e  f i l e d  a s  a f e l o n y .  T h i s  

r i d i c u l o u s  p o s t u r e  d o e s  n o t h i n g  to p r e v e n t  r e p e a t e d  

a t t e m p t s  t o  o b t a i n  c r e d i t  b y  f r a u d u l e n t  m e a n s .  It is

l i k e w i s e  d i s c o u r a g i n g  t o  t h e  c r e d i t  g r a n t o r s ,  w h o  h a v i n g

d i s c o v e r e d  t h e s e  a c t i v i t i e s ,  b r i n g  t h e m  to t h e  a t t e n t i o n  of

l a w  e n f o r c e m e n t  a n d  d i s c o v e r  t h a t  t h i s  c o n d u c t  is a t  m o s t  a

m i s d e m e a n o r .  ( S e c t i o n  5 3 2 a ,  C a l i f o r n i a  P e n a l  C o d e ) "

O N E  S T E P  T O W A R D  A  S O L U T I O N

B e c a u s e  o f  t h e  t r e m e n d o u s  g r o w t h  in c o m p u t e r - b a s e d  

i n f o r m a t i o n  s e r v i c e s  a n d  c o n c e r n s  a b o u t  t h e  u n a u t h o r i z e d  a c c e s s  

to a n d  a b u s e  o f  t h i s  i n f o r m a t i o n ,  it is n e c e s s a r y  t o  a d o p t  

l e g i s l a t i o n .  It h a s  b e c o m e  c l e a r  t h a t  a n a t i o n a l  c o m p u t e r  

c r i m e  b i l l  h a s  l i t t l e  c h a n c e  o f  p a s s a g e .  S o m e  s t a t e s ,  t h o u g h ,  

h a v e  p a s s e d  l e g i s l a t i o n  i n  t h i s  a r e a ,  a n d ,  it is h o p e d  t h a t  

s i m i l a r  l e g i s l a t i o n  c a n  b e  p a s s e d  i n  o t h e r  s t a t e s  t o  f a c i l i t a t e  

i n t e r s t a t e  c r i m i n a l  p r o s e c u t i o n  a n d  s t a n d a r d i z e  p e n a l ;t e s .

T R W ' s  I n f o r m a t i o n  S e r v i c e s  D i v i s i o n  is p r e p a r e d  t o  s u p p o r t  

y o u r  s t a t e ' s  a c t i v i t i e s  to e n a c t  n e e d e d  c o m p u t e r  c r i m e  

l e g i s l a t i o n .  W e  r e c o m m e n d  a d o p t i n g  s t a t u e s  s i m i l a r  t o  t h o s e  

e n a c t e d  in t h e  S t a t e s  of C a l i f o r n i a  a n d  N e w  Y o r k  ( C a l i f o r n i a ' s  
s t a t u t e  is a t t a c h e d ) .
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C A L I F O R N I A  P E N A L  C O D E  - S U B S E C T I O N  5 0 2

D e f i n i t i o n s :  c o m p u t e r  s y s t e m  or n e t w o r k ;  i n t e n t i o n a l  a c c e s s  to 

d e f r a u d  or e x t o r t ,  or to o b t a i n  m o n e y ,  p r o p e r t y  o r  s e r v i c e s  

v i t n  f a l s e  o r  f r a u d u l e n t  i n t e n t ,  r e p r e s e n t a t i o n s  o r  p r o m i s e s :  

m a l i c i o u s  a c c e s s ,  a l t e r a t i o n ,  d e l e t i o n  o r  d a m a g e :  v i o l a t i o n s ;  
p e n a l t y

(а) F o r  p u r p o s e s  o f  t h i s  s e c t i o n :

(1) " A c c e s s "  m e a n s  to i n s t r u c t ,  c o m m u n i c a t e  w i t h ,  s t o r e  d a t a

in, or r e t r i e v e  d a t a  f r o m  a c o m p u t e r  s y s t e m  or c o m p u t e r  n e t w o r k .

(2) " C o m p u t e r  G y s t e m "  m e a n s  a m a c h i n e  o r  c o l l e c t i o n  of 

m a c h i n e s ,  e x c l u d i n g  p o c k e t  c a l c u l a t o r s  w h i c h  a r e  n o t  

p r o g r a m m a b l e  a n d  c a p a b l e  of b e i n g  u s e d  i n  c o n j u c t i o n  w i t h  

e x t e r n a l  f i l e s ,  o n e  or m o r e  of w h i c h  c o n t a i n e d  c o m p u t e r  

p r o g r a m s  a n d  d a t a ,  t h a t  p e r f o r m s  f u n c t i o n s ,  i n c l u d i n g ,  b u t  n o t  
l i m i t e d  to, l o g i c ,  a r i t h m e t i c ,  d a t a  s t o r a g e  a n d  r e t r i e v a l ,  
c o m m u n i c a t i o n ,  a n d  c o n t r o l .

(3) " C o m p u t e r  n e t w o r k "  m e a n s  a n  i n t e r c o n n e c t i o n  of t w o  or m o r e  
c o m p u t e r  s y s t e m s .

(4) " C o m p u t e r  p r o g r a m "  m e a n s  a n  o r d e r e d  s e t  o f  i n s t r u c t i o n s  or 

s t a t e m e n t s ,  a n d  r e l a t e d  d a t a  t h a t ,  w h e n  a u t o m a t i c a l l y  e x e c u t e d  
in a c t u a l  o r  m o d i f i e d  f o r m  in a c o m p u t e r  s y s t e m ,  c a u s e s  it to 
p e r f o r m  s p e c i f i e d  f u n c t i o n s .

(5) " D a t a "  m e a n s  a r e p r e s e n t a t i o n  o f  i n f o r m a t i o n ,  k n o w l e d g e ,  

f a c t s ,  c o n c e p t s ,  o r  i n s t r u c t i o n s ,  w h i c h  a r e  b e i n g  p r e p a r e d  or 

h a v e  b e e n  p r e p a r e d ,  i n  a f o r m a l i z e d  m a n n e r ,  a n d  a r e  i n t e n d e d  

f o r  u s e  in a c o m p u t e r  s y s t e m  or c o m p u t e r  n e t w o r k .

(б) " F i n a n c i a l  i n s t r u m e n t "  i n c l u d e s ,  b u t  is n o t  l i m i t e d  to. a n y  

d r a f t ,  w a r r a n t ,  m o n e y  o r d e r ,  n o t e ,  c e r t i f i c a t e  o f  d e p o s i t ,  

l e t t e r  o f  c r e d i t ,  b i l l  of e x c h a n g e ,  c r e d i t  o r  d e b i t  c a r d ,  

t r a n s a c t i o n  a u t h o r i z a t i o n  m e c h a n i s m ,  m a r k e t a b l e  s e c u r i t y ,  or 
a n y  c o m p u t e r  s y s t e m  r e p r e s e n t a t i o n  t h e r e o f .

(7) " P r o p e r t y "  i n c l u d e s ,  b u t  is n o t  l i m i t e d  t o ,  f i n a n c i a l  

i n s t r u m e n t s . d a t a ,  c o m p u t e r  p r o g r a m s ,  d o c u m e n t s  a s s o c i a t e d  w i t h  
c o m p u t e r  s y s t e m s  a n d  c o m p u t e r  p r o g r a m s ,  o r  c o p i e s  t h e r e o f ,  

w h e t h e r  t a n g i b l e  o r  i n t a n g i b l e ,  i n c l u d i n g  b o t h  h u m a n  a n d  

c o m p u t e r  s y s t e m  r e a d a b l e  d a t a ,  a n d  d a t a  w h i l e  i n  t r a n s i t .

(0) " S e r v i c e "  i n c l u d e s ,  b u t  is n o t  l i m i t e d  to. t h e  u s e  of t h e  

c o m p u t e r  s y s t e m ,  c o m p u t e t  n e t w o c k ,  c o m p u t e r  p r o g r a m s ,  o r  r a t a  

p r e p a r e d  f o r  c o m p u t e r  u s e ,  or d a t a  c o n t a i n e d  w i t h i n  a c o m p u t e r  
s y s t e m ,  or d a t a  c o n t a i n e d  w i t h i n  a c o m p u t e r  n e t w o r k .



(b) A n y  p e r s o n  w h o  i n t e n t i o n a l l y  a c c e s s e s  or c a u s e s  to be 

a c c e s s e d  a n y  c o m p u t e r  s y s t e m  o r  c o m p u t e r  n e t w o r k  f o r  t h e  

p u r p o s e  of (1) d e v i s i n g  o r  e x e c u t i n g  a n y  s c h e m e  or a r t i f i c e  to 

d e f r a u d  or e x t o r t  o r  (2) o b t a i n i n g  m o n e y ,  p r o p e r t y ,  or s e r v i c e s  

w i t h  f a l s e  o r  f r a u d u l e n t  i n t e n t ,  r e p r e s e n t a t i o n s ,  or p r o m i s e s  
s h a l l  b e  g u i l t y  of a p u b l i c  o f f e n s e .

(c) A n y  p e r s o n  w h o  m a l i c i o u s l y  a c c e s s e s  o r  c a u s e s  to be 

a c c e s s e d  a n y  c o m p u t e r  s y s t e m  or c o m p u t e r  n e t w o r k  f o r  t h e  

p u r p o s e  of o b t a i n i n g  u n a u t h o r i s e d  i n f o r m a t i o n  c o n c e r n i n g  t h e  

c r e d i t  i n f o r m a t i o n  of a n o t h e r  p e r s o n  o r  w h o  i n t r o d u c e s  or 

c a u s e s  to be i n t r o d u c e d  f a l s e  i n f o r m a t i o n  i n t o  t h a t  s y s t e m  or 

n e t w o r k  f o r  t h e  p u r p o s e  o f  w r o n g f u l l y  d a m a g i n g  or w r o n g f u l l y  

e n h a n c i n g  t h e  c r e d i t  r a t i n g  o f  a n y  p e r s o n  s h a l l  be g u i l t y  of a 
p u b l i c  o f f e n s e ,

(d) A n y  p e r s o n  w h o  m a l i c i o u s l y  a c c e s s e s ,  a l t e r s ,  d e l e t e s ,  

d a m a g e s ,  or d e s t r o y s  a n y  c o m p u t e r  s y s t e m ,  c o m p u t e r  n e t w o r k ,  

c o m p u t e r  p r o g r a m ,  or d a t a  s h a l l  b e  g u i l t y  of a p u b l i c  o f f e n s e .

(e ) A n y  p e r s c n  w h o  v i o l a t e s  t h e  p r o v i s i o n s  of s u b d i v i s i o n
(b) * * * , ( c ) , o r  ( d ) is g u i l t y  of a f e l o n y  a n d  is p u n i s h a b l e  b y  

a f i n e  n o t  e x c e e d i n g  f i v e  t h o u s a n d  d o l l a r s  ( $ 5 0 0 0 ) ,  or by 

i m p r i s o r . m e n t  i n  t h e  s t a t e  p r i s i o n  f o r  16 m o n t h s ,  or t w o  or 

t h r e e  y e a r s ,  o r  b y  b o t h  s u c h  f i n e  a n d  i m p r i s o n m e n t . ,  or b y  a 

f i n e  n o '  e x c e e d i n g  t w o  t h o u s a n d  f i v e  h u n d r e d  d o l l a r s  ( $ 2 , 5 0 0 ) ,  
o r  b y  i m p r i s o n m e n t  i n  t h e  c o u n t y  j a i l  n o t  e x c e e d i n g  o n e  y e a r ,  
or b y  b o t h  s u c h  f i n e  a n d  i m p r i s o n m e n t .

* * "  (f ) T h i s  s e c t i o n  s h e _ 1  n o t  b e  c o n s t r u e d  to p r e c l u d e  t h e  

a p p l i c a b i l i t y  of a n y  o t h e r  p r o v i s i o n  o f  t h e  c r i m i n a l  l a w  of 

t h i s  s t a t e  w h i c h  a p p l i e s  o r  m a y  a p p l y  t o  a n y  t r a n s a c t i o n .
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auditors commended I n d i a ' s  c o r r e c t i v e  a c­

tions and stated that 1t a p p e a r e d  that the 

problems had been solved. H o w ev e r,  it 

wo ul d not pay those r e s p o n s i b l e  for the 

l a bo ra to ry  to become c o m p l a c e n t .  W i t h o u t  

continual policing, the p r o b l e m  will 

return. The auditors reconinended p er io di c 

r an do m s a m pl i ng  of c o m p u t e r  files to check 

on u na u th o ri ze d  use of the s ys te m.  Q

For Sa l e : Cr e d it  Ra t i n g s

While ev idence is still not clear, it 

seems p os si bl e  that a d a t a  th ef t gang has 

bee n o p e r a t i n g  in s o u t h e r n  Ca l if o rn ia .  It 

appears that the ring h a s  a l l o w e d  those 

w it h  poor credit r a t i n g s  to use someone 

e ls e' s good rating as the b a s i s  for o p e n i n g 

charge a ccounts and o b t a i n i n g  loans.

The crime a pp a r e n t l y  i nv ol v ed  u n a u t h o r­

ized acce ss  to a credit b u r e a u  da t a base 

to obtain financial i n f o r m a t i o n  about i n d i­

viduals w i t h  a clean c r e d i t  hi st or y.  Goo d 

credit r a ti ng s are sold to p e o p l e  w ho h av e  

problems o b t a i ni ng  cr ed it . The bad credit 

risk p ur ch as es  i nformation that will allow 

hi m to a ssume for cr edit p u r po s es  the i d e n­

tity of s o meo ne  w ho  has the sam e name but 

a b etter financial rec or d.  I nf orm at io n 

s up plied includes such things as social 

s ec ur i ty  number, bank a c c o u n t  numb er , and 

driver's license n umber.

This s u sp ec te d crime cam e  to light wh e n 

an individual with a g o o d  c re d it  r ati ng 

became aware that his i d e n t i t y  was bei ng 

used by another. He c o n t a c t e d  a n um be r of 

cifferent law e n f o r c e m e n t  ag encies and 

informed them about the a l l e g e d  crime. To 

date, investigative e f f o r t s  h a v e  been h a m­

pered by the fact that, a l t h o u g h  e ve r y o n e  

ack no wl ed ge s that a cr i me  has indeed taken 

place, no one has been a b l e  to f igu re out 

who has jurisd ic ti on.  M e a n w h i l e ,  a n um b er  

of q ue s ti on s  remain u na n s w e r e d :

-■* How w as the data o b t a i n e d  from 

the s u p p o se dl y  s e c u r e  files of the 

credit bureau?

- Who o b t ai ne d  the d a t a ?

- Is 1t an inside j o b ?

These ques ti on s will r e m a i n  u n a n s w e r e d  

until j u ri sd ic tio n p ro bl e ms  can be ironed 

cut and further i nf or ma tio n d e v e l op ed .  f

S t u d en t  Cracks  School  D i s t r i c t s  

Computer  System
A  h i g h  school s eni or  in Tucson, Arizona 

w as s u c c e s s f u l  in b r e a k i n g  into the school 

d i s t r i c t ' s  c o m p ut er  s y st em . Howev er , he 

is b e g i n n i n g  to have r e g r e t s  about his 

a c t i on s . Since his s u c c e s s f u l  intrusion, 

s e c u r i t y  m e a s u r e s  h av e  b e e n  ti gh tened, and 

his a c c e s s  to the c o m p u t e r  has been 

r e d u c e d .

T he st ud en t,  Joel S ny de r,  first realized 

that h e  c o u l d  break the s y s t e m ' s  s e cu r it y  

c o d e  w h e n  he was a c c e s s i n g  the c omp ut er 

t h r o u g h  a r e mo t e job e n t r y  terminal at his 

h ig h s c hoo l. He was q u o t e d  as s ay in g that 

a n y o n e  w i t h  a k n o w l e d g e  of a s s e m b l y  la ng u­

age c o u l d  e a s i l y  c i r c u m v e n t  the system's 

s e c u r i t y  f eatures. The p as s w o r d s  p r o t e c t­

ing s t u d e n t  grades and o t h e r  i nf or ma ti on 

w e r e  u n i m a g i n a t i v e .

His a t t e m p t  to gain a cce ss  to another 

u s e r ' s  p a s s w o r d  was s u c c e s s f u l .  As a 

r e s u l t ,  S n yd er  felt he s ho u l d  infor m the 

a u t h o r i t i e s  about the s e c u r i t y  risns 

i n v o lv e d.  However, o f f i c i a l s  t end ed  to 

d o u b t  t h a t  Joel Snyder h ad a ct u a l l y  cracked 

the* s ys t e m .  They were w i l l i n g  to a c k n o w­

led ge  th a t he had o b t a i n e d  access to p a s s­

wor d s,  b u t  they  were n e v e r  sure how he had 

d o n e it.

In his a tt em pt  to p u b l i c i z e  the s ec u r i t y  

‘we a k n e s s ,  Joel a p p e a r e d  at a school beard 

m e e t i n g  and b ro ug ht  the m a t t e r  to the 

a t t e n t i o n  of the board. T hi s  action had 

s om e r e s u l t s .  S y s t e m  s e c u r i t y  was soon 

t i g h t e n e d .  S tu de nt s are n o w  all ow ed  to 

a c c e s s  the s y s t e m  o n l y  f r o m  RJE st at i on s  

(not b y  d i a l i n g  up fr om  a m od em) , o n i y  

d u r i n g  c e r t a i n  hours, a nd o n l y  w h i ^ e  a 

t e a c h e r  is present.

W h i l e  he has p r ov e n t h a t  he has more 

t h a n  a p a s s i n g  k n o w l e d g e  of c o m p u t e r s  and 

t he i r s e c u r i t y  f e at ur es , S n yd e r does not 

p l a n  a c a r e e r  in data p r o c e s s i n g .  His 

f i r s t  c o l l e g e  c h oi ce  is S t a n f o r d  U n i v e r­

sity, w h e r e  he plans to m a j o r  in liberal 

arts.

A l t h o u g h  Joel S n y d e r ' s  r e a s o n s  for 

b r e a k i n g  s e c u r i t y  wer e  n o t  m a l i c i o u s ,  his 

a c t i o n  s ho w s the ease w i t h  w hi c h i n t e l l i­

gen t  s t u d e n t s  can c i r c u m v e n t  s e c u r i t y  f e a­

tur es  in t o da y' s systems. O b v i o us l y,  

th e re  are b a s i c  w e a k n e  ses 1n mos t 

s e c u r i t y  pr o vi s io ns . #
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' U . S .  C h a r g e s  S i x  F i x e d  R e p o r t s  
O n  C r e d i t - R i s k  B u y e r s ' F o r  F e e ,  
F e d  F a l s e  D a t a  i n t o  C o m p u t e r s
. Authorities Believe Plot 

C- May Have Led To Millions 
; Of Dollars In Unpaid Bills

LO S  A X G K L E S  .7* — Wilh Ihc aid c l  n 
Tilt c le rk , sis men sought out persons with 
p oo r  credit recurds and fo r fees of up to 
J1.S00 improved lhc ir  c rou it reports  in the 
compute r banks of the country 's la rg e s t  
consumer c red it bureau . ?. fede ra l in­
dictment charges.

The credit reco rd s  were kept in the c om ­
puters of T R W  Credit I b t a  in Anaheim . 
Ca l i f .  The company maintains credit fi les 
on about SO m il l ion  Americans living in 20 
cities.

The fi les a rc  used by banks, c red it ca rd  
companies, and other businesses seeking

in fo rm a t ion  concern ing the c red it worth ­
iness o f  cus tom ers .

Author it ies said the a lleged scheme may 
have  produced m il l ion s  o f dollar*, in un­
paid b i l ls  and caused untold legal prob­
lem s fo r  f i rm s  that r e l y  on c red it in fo rm a ­
tion.

The s ix men a re  charged wilh con­
sp iracy  in the indictment returned Thu rs ­
day  by  n g rand ju ry .  A l l six a lso a re  
charged with at least one count o f making 
fa lse  loan-app iicat ion statements .

A T R W  Credit D a ta  fi le  c le rk . Kath leen 
Rcnnett . was named as an uiundic'.cd co- 
consp ira to r .  F e d e ra l  authorit ies said she is 
to be a gove rnm en t witness.

Accord ing lo  the indictment.' Miss Ben­
nett was paid $50 each l im e  she imurovcd 
the compute r ized  c red it  records ol people 
solicited by the ring.
Fume In fo rm a t ion  Deleted 

Th is a l le c ed lv  was done Ia  dc'c*in-* had 
payment reco rd s . iniijrtnnticM Mw.'t bank­
ruptc ies . and o lh ° r  u it invon io lc  m ate ­
r ia l .  in some cases , m a l r r i a i  indicating a 
grmd cred it h is to ry  v.as inserted. au'A.'t- 
ities r.nid.

The ind ic tment l i s i r e  2G persons who 
paid between S2W and 21.500 'c have lhc ir 
c red it le c o rd s  a l l e i c d .  hut authorities said 
us m an y  as  150 persons may  have paid fur 
such fa ls i f ica t ions  between Auguit , 1971, 
and M j r c h .  1975.

W i lh  the ir im p roved  credit records.* 
these jscople obtained banks loans, credit 
Cards , and c red it a t re ta i l  stoics, au thor­
ities said , and mans of them subsequently 
de fau lted  on paymen ts . * i

F B I  agen ts uncovered the plot and broke 
u p . t h e  r ing 18 months ago. authorities . 
said. It lo ok  the F B I .  a Justice Depa'dmcnt i 
O rgan ized C r im e  S tr ike  Fo rce , and the 
L'.S. A tto rney 's  o ff ice  n ea r ly  t'.r y ea rs  to 
oh ln in  the evidence needed lo  p t r i e n l  the 
case to a g rand ju r y .

: Seven Counts Ju Ind ic tment
C ha rged  in the seven-count indictment 

’  were Ph i l ip  K o s lo f f .  31. the alleged r in g ­
le a d e r :  his b ro th e r .  P au l Kos in f l .  d-'i; Ran­
ald C. Ross i , t l :  . lo lin tt. Diiblis. I t ,  K en ­
neth t_ S iL . r n s o n .  .19. and Scan Shanahan, 
.15. AH l ive  ir. O range  County, where Ana­
he im  is Ineaied.

The in j ic im en t  a t l rc ed  bi.it Ph i l ip  Ko*- 
In ff h i red  Ihc o i l ie r  de fendants to locate 
l*crsonr. v.iio wau led thoir c i rd i i  ra t ings 
im p roved  and a lso  tecn i i lcd  .Miss Ijcnectt.

Autho r it ie s  said T R W  Data Credit, a di­
v is ion cl C leve land-bused TRW . Ir.e.. coop-. 

. r r a l e i i  in the i a \ c s l ig Mtion j i h J  i s  l i g h t - 1 
c n i n g  its secur ity .
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S i a c e  c o m p u t e r s
a r e  v u l n e r a b l e :
By KARIN DAVIES • ••
Daily News feporier .

JU N EA U  — The state com ­
puter system is poor ly  p ro ­
tected against tampering by  
unauthorized in d iv id u a ls ,  a 
recently released state aud it 
say s . .............

Because the computer se­
curity System is inadequate , 
someone who puts his m ind to 
it could p lay w ith  s ta te  
records — including pe rson ­
nel, payroll and permanent 
fund dividend fi les , s a id  
James Shea, Department of 
Administration deputy c om ­
missioner of information re­
source management.

The Department of A dm in ­
istration's lack of policies , 
procedures ahd standards for  
computer cperations “ leaves 
the system open to errors and 
ineffic iencies,“  the L e g i s l a ­
tive Audit Division said.

“ In the worst case, the a b ­
sence of adequate access con - ’ 
trols over product ion  fi les  
could expose application sys­
tems to errors, fraud and sab ­
otage,”  the audit said.

Anyone with a cu r r en t  
state computer accr. ant can 
change, replace o r  d e le te  
backup programs for the cen­
tral accounting system, the

the legislature for £280.000 in 
the 1984-85 budget year to 
beef up security systems for 
central state computers in Uu- 
nean and Anchorage. Shea 
said. The money would pay 
for a security system and two 
j ieople to maintain it.

Shea said computer tam­
pering has become a concern 
nationwide as "computer lit­
eracy" increases. Recently, a 
s ta te  employee was d isc i­
plined for gathering the infor­
mation ihat would have al­
lowed him to enter files that 
were off limits to him.

House Speaker Joe Hayes, 
B-Anchorage. recently intro­
duced legislation making it a 
felony to use computers to 
illegally obtain or alter infor­
mation, steal money or to 
defraud or deceive someone.

A  better computer security 
system would cut down on 
the number of checks and 
audits of recore; that the 
state would have to perform. 
Shea said.

The department also plans 
to comply with, suggestions 
that rules for operating the 
r la t e  compute r system be 
written, distributed and en­
forced, Shea said. ■

Severa l other procedural 
corrections will be made as 
well, according to a depart-report said.The department has asked inent response to the audit.
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t e r  m e q a n n g  
l e a d s  s t a t e  t o  a s k  M '  

f o r  m o r e  s e c u r i t y  y/ - f
The Associated Press

J U N E A U  — A llega t ion s  
tha t a s ta te  em p lo y e e  
tampered with a computer in 
an effort to gain access to the 
names of permanent fund div­
idend recipients has prompted 
officials to request a new,
5240,000 computer security 
system, a spokeswoman said 
Thursday.

Frances Rose, a public in­
formation officer w ith  the 
state Department of Adminis­
tration. said the employee’s 
name would not be released 
because he was not charged 
with any crime.

"He was suspended for 15 
days, reduced two steps in 
rank and had his security 
clearance lifted." she said.

"If he had been successful, 
I presume he would have been 
fired straight out."

The employee is accused of 
trying to "get information he 
did not need," or the names 
of permanent fund dividend 
recipients, she said.

"I guess he thought he 
would solicit things from peo­
ple after they got the ir  
checks," Rose said.

"This is the first time this 
kind of thing has happened.
. . .  It's straight out of ‘War 
Games’ (a film about comput-. 
er tampering)."

A system of “ passwords" 
had been used by the state to 
safeguard computer informa­
tion. "but I guess it's not 
foolproof," she said.

"There's a recognized need' 
that we have to beef up our 
security." she said.

"We have a proposal in the 
fiscal ’35 budget that would' 
fund the installation of a new 
computer security system.

‘ ‘The one they nave in, 
mind would cost 5240,000 and 
include creating a data securi­
ty office and an officer to 
monitor computer use." Rose said.

Gayle Horetski. an assist­
ant attorney general, said 
'Thursday the case was not 
referred to the Department of 
Law so there was no criminal 
prosecution.

“ Computer tampering is 
something of a gray area and 
we're working.now on legisla­
tion that would tighten it 
up," she said.
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TO: Senator Bill Ray

FROM: Paula d. Scavera

DATE: M a r c h  26, 1984

RE: H B  520 (Finance) a m

SECTION 1

Ad d s  n e w  language w h i c h  establishes the crime of Theft of Services. The 

p e n alty level for a specific crime wi l l  d epend on the value of the 

service used.(Attached is a value of crime, a nd level of p e n alty chart.)

SECTION 2

A d d s  to the crime of Criminal Mischief in the T h i r d  Degree, a class 

A  misdemeanor, a person w h o  has no right, to knowingly access a 
computer.

SECTION 3

Add s  a  n e w  crime to existing law; Criminal Use of a Computer and makes 

that crime a Class C  felony.

S ECTION 4

Add s  n e w  defintions of "access", ’’computer", " computer network", 
"computer system", and "data".

SECTION 5

A m e n d s  the definition o f  "services" to include use of a computer, 

computer time, or a computer system or network.



VALUE

$0-49

$50-499

$500-24

$25,000

TH E F T  O F  SERVICES VALUE/LEVEL CHART 

SECTION 1 CSH B  5 2 0 (Finance) am

CR I M E  L E V E L  PENALTY

T h e f t  4th° B mis. 90 days/ $1,000

Th e f t  3 r d 0 A  mis. 1 year/ $5,000

,999 Theft 2nd° c  Felony 5 years/ $50,000

or mor e  Th e f t  1st® B F elony 10 y e a r * '$50,000
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