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BY THE RULES C O M M I T T E E  BY 

IN TH E  SENATE R E Q U E S T  OF T HE  G O V E R N O R

1 2
SENATE BILL NO. 504

1 3
IN T H E  L E G I S L A T U R E  OF T H E  S TATE O F  A L A S K A

4 T H I R T E E N T H  LE G I S L A T U R E  - SECOND SESS IO N

5 A BILL

U For an Act entitled: "An A c t  r e l a t i n g  to the u n a u t h o r i z e d  use of conptLvi

7 and t e l e c o m m u ni c a t i o n s  services."

8 BE IT ENAC T E D  BY T H E  L E G I S L A T U R E  O F  THE STATE OF ALASKA:

9 *  Section 1. As 11.46.200(a) is amended by a d d i n g  a ne w  p a r a g r a p h  to

10 r e a d :

„ (3) che p e r s o n  obtains the use of c o m p u t e r  tine, a computer

12 system, or a c o m p u t e r  network, or any part of a c om p u t e r  sy s t e m  or

13 network, w i t h  r e c k l e s s  dis r e g a r d  that the use by that person is u n­

l<1 a u t h or i z e d  .

15 * Sec. 2. As 11.46.200 is amended by ad di n g  a n e w  s u b s e c t io n  to read:

16 (c) In a p r o s e c u ti o n  for theft ba s e d  on the theft of cable,

U microwave, subscription, or pay t e levision or o t h e r  t e le c o m m u n i c a t i o n s

IB service, it is an a f f i r m a t i ve  defense that the device u s e d  t:o obtain

19 the service wa s  d es i g n e d  to intercept e l e c t r o m a g n e t i c  signals, i n c l u d­

20 ing the d e v i c e  co m monly r ef e r r e d  to as a "home e arth station," and

21 that

j 22 (1) the device was a c q ui r e d  by the pe r so n  be f o r e  the e f f e c­

23 tive date o£ this Act, and that after that date the dev i c e  was not

24 used for a c o m m e r c i a l  purpose; or

25 (2) w h e n  the person first a c q u ir e d  the device

20 (A) the service was not a v a i l a b l e  to that person

' 27 through the p a y m e nt  of a lawful fee to a c o m m e r c i a l  provider of

J 28 the service: and

F| 29 (B) a f t e r  the service became ava il a b l e  from a 
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commercial p r o v i d e r  through the payment of a lawful fee, the 

person did not u s e  the service for a commercial purpose.

Sec. 3. AS 11.46.482(a) is amended by ad d i n g  a new p a r a g r a p h to read: 

(5) that pe r s o n  sells, leases, trades, or offers for sale, 

lease, or trade, any device de s i g n e d  to intercept cable, microwave, 

subscription, or pay tele v i s i o n  or o t h er  t e l ec ommunications service 

w i t h  intent to a l l o w  a u ser to avoid the payment of a lawful fee for 

the service.

Sec. 4. AS 11.46.484(a) is amended b y  ad d i n g  a n e w  paragraph to read: 

(5) that p e r s o n  i n t e ntionally accesses a computer, c o m pu t e r  

system, computer network, or any part of a computer system or network. 

Sec. 5. AS 11 .4 6.484 is amen d e d  by adding a n e w  subsection to read:

(d) as u sed in this section, "access" m eans to instruct, c o m m u­

nicate with, or o t h e r w is e  ob ta i n  the a b i l i t y to use the resources o f  a 

computer, computer system, computer network, or any part of a c o m pu t e r  

s y s t e m  or n e t w o r k .

Sec. 6. AS 11.46.990 is amen d e d  by add i n g  n e w  p a ragraphs to read:

(8) " c omputer" me a n s  an elect r o n i c device that perform: 

logical, arithmetic, and mem o r y  functions by the m a n i p u l at i o n  o' e l e c­

tronic or m a g n e t i c  impulse.-.;

(9) "co m p u t e r n e t w o r k " means the inte r co n n e c t i o n of c o m m u­

nication lines, i n cluding by m i c r o w a v e  or o ther means of el ectronic 

communication, betwe e n  co mputers or b e t w e e n computers and remote 

t e r m i n a l s ;

(10) "co mp u t e r  svstem" m eans a set cf related compu t e r

equipment, devices, and software;

Sec. 7. AS .11.81. 9 0 0 (b) (51) is amended to read:

(51) "ser v i c e s"  includes laborj_ |,] professional s e r v i c e s ^  

|,J t ra n s p o r t a t i o n ^  [,] telephone or o ther communications service; [,]
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e n t e r t a i n m e n t , in cl u d i n g  cable, micro w a v e , subscription, or pay t e l e­

visi o n  or o t he r  t e l e c o m m u n i c at i o n s  service; the s u p p ly i n g  of food, 

lodging, or o t h e r  a c c o m mo d a t i o n s  in hotels, restaurants, or e l s e w h e r e ^  

[,] a d m i ss i o n  to e x h i b i t i o n s ^  [,] the use of a computer, co m puter 

time, a c o m p u t e r  system, a computer network, or any part of a computer 

sy s t e m  or network; a n d  the s u pplying of e q uipment for use;
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Original sponsor: R u l e s / G o v e r n o r

IN THE SENATE BY THE J U D I C I A RY  CO M M I TT E E

CS FOR SENATE B ILL NO. 504 (Judiciary)

IN THE L E G I S L A T U R E  OF THE STATE OF AL A S K A  

T H I R T E E N T H  L E G I S L A T U R E  - SECOND SESSION 

A  BILL

For an Act entitled: "An Act relating to the un a u t h o r i z e d  use of t e l e­

communications services."

BE IT ENAC T E D  BY THE L E G I S L AT U R E  OF THE STATE OF ALASKA:

* Sect io n  1. AS 11.46.200 is amended by adding a new subse ct i o n  to

r e a d :

(c) A  per so n  may not be prose c u t e d  u nder this section for theft 

of cable, microwave, subscription, or pay t el e v i s i o n  or other t e l e­

communications service if the service was ob t ained thro u gh  the use of 

a device d e s ig n e d  and used to intercept elec t r om a g n e t i c  signals d i­

rectly from a satellite, i n cluding a device commonly referred to as a 

home e arth station.

* Sec. 2. AS 11.46.484(a) is amended to read:

(a) A per s on  commits the crime of criminal m i s c h i e f  in the third 

degree if, hav i n g  no right to do so or any r easonable gr o u n d  to b e­

lieve the person has such a right

(1) wi t h  intent to da m a g e  p r o perty of another, the pe r s o n  

damages p r o perty of anot h er  in an amount of $50 or more but less than 

$500;

(2) the p e r s o n  drives, tows away, or takes the p r opelled 

v e h i c l e  of another;

(3) having custody of a p r opelled v e h i c l e  u n d e r a writ t e n  

agreement with the owner of the vehicle that [WHICH] includes an 
agreement to ret u rn  the veh* to the o wner at a sp e cified time, the 

person k n owingly retains or withhold! p o s s e s s i o n  of the v e h i c l e

Offered: 3/26/84
Referred: Finance
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without the consent of the o w n e r  for so long a pe r i od  b e y o n d  the time 

specified as to re n d e r  the ret e n t io n  or p o s s e s s i o n  of the vehic l e  an 

u n r e a so n a b l e  d e v i a t i o n  from the agreement; [OR]

(4) the p e r s o n  tampers w i t h  a fire p r o t e c t i o n  device in a 

b u i l di n g  that [WHICH] is a pu b l i c  p l a c e ; or

(5) the p e r s o n  uses a device to d e s c r am b l e  a n  e lectronic 

signal that has been s c rambled to prevent u n a u t h o r i z e d  receipt or 

v i e w i n g  of the signal, inc l u d i n g  the u n a u t h o r i z e d  use of a de v i c e  

commonly referred to as a d e s c r a m b l e r .

Sec. 3. AS 1 1 . 8 1 . 9 0 0 ( b ) (51) is amended to read:

(51) "services" includes labor, p r o f e s s i o n a l  services, 

transportation, telephone or o ther c o m munications service, e n t e r t a i n­

ment , in cluding cable, subscription, or pa y  t el e v i s i o n  or o ther t e l e­

communications s e r v i c e , the sup p l y i n g of food, lodging, or o t h e r 

a c c ommodations in hotels, restaurants, or elsewhere, a d m i s s i o n  to 

exhibitions, and the supplying of equipment for use;



S T A T E  O F  A  L A S  K  A

□ rnce nr t h e  g o v e r n o r  

J u n e a u

The H o n o r a b le  J a lm a r  K e r t t u l a  
A la s k a  S t a t e  S e n a te  
Pouch V
J u n e a u ,  AK 99811

F e b r u a r y  2 0 , 1984

D ear S e n a t o r  K e r t t u l a :

Under t h e  a u t h o r i t y  o f  a r t .  I l l ,  s e c .  1 8 , o f  t h e  A la s k a  
C o n s t i t u t i o n ,  I  am t r a n s m i t t i n g  a b i l l  t h a t  s t r e n g t h e n s  
and c l a r i f i e s  e x i s t i n g  la w  r e g a r d in g  two modern fo rm s  o f  
s t e a l i n g :  u n a u t h o r iz e d  a c c e s s  t o  c o m p u te rs  and t h e f t  o f
t e le c o m m u n ic a t io n s  s e r v i c e s .  P a r t i c u l a r l y  w i t h  r e g a r d  t o  
c o m p u te r  c r im e ,  a s u b j e c t  t h a t  has r e c e n t l y  r e c e iv e d  s u b ­
s t a n t i a l  n a t i o n a l  p u b l i c  a t t e n t i o n ,  e x i s t i n g  s t a t u t e s  
m ig h t  be in a d e q u a t e  t o  a s s u r e  s u c c e s s f u l  p r o s e c u t i o n  i n  
some a r e a s  .

E x i s t i n g  la w  p r o v id e s  a d e q u a te  c o v e r a g e  when a p e r s o n  u se s  
a c o m p u te r  t o  a i d  i n  t h e  c o m m is s io n  o f  a c r im e ,  damages o r  
o b t a i n s  i n f o r m a t i o n  s t o r e d  i n  a c o m p u te r  w i t h o u t  p r o p e r  
a u t h o r i z a t i o n ,  o r  a c t u a l l y  s t e a l s  c o m p u te r  e q u ip m e n t .  I n  
c a s e s  i n v o l v i n g  u n a u t h o r iz e d  a c c e s s  t o  o r  u n a u t h o r iz e d  use 
o f  c o m p u te r s ,  h o w e v e r,  e x i s t i n g  la w  i s  in a d e q u a t e  i n  i t s  
c o v e r a g e .  T h is  b i l l  a d d r e s s e s  th e s e  in a d e q u a c ie s  by s p e ­
c i f i c a l l y  i n c l u d i n g  t h e  t h e f t  o f  c o m p u te r  s e r v i c e s ,  i n ­
c l u d i n g  t h e  u n a u t h o r iz e d  u se  o f  c o m p u te r  t i m e ,  w i t h i n  t h e  
d e f i n i t i o n  o f  " t h e f t "  i n  t h e  C r i m i n a l  Code. The p e n a l t y  
f o r  t h i s  fo r m  o f  t h e f t  w i l l  be ba se d on t h e  same c l a s s i ­
f i c a t i o n  s t r u c t u r e  a p p l i c a b l e  t o  a l l  o t h e r  t h e f t  o f f e n s e s .  
The v a l u e  o f  t h e  c o m p u te r  s e r v i c e s  u n l a w f u l l y  o b t a i n e d  
w i l l  d e t e r m in e  t h e  d e g re e  o f  c r im e  t h a t  i s  c o m m it te d .  F o r  
e x a m p le ,  t h e  t h e f t  o f  c o m p u te r  s e r v i c e s  h a v in g  a v a l u e  o f  
$500 o r  more w i l l  be a c l a s s  C f e l o n y ,  p u n is h a b le  b y  a 
maximum te rm  o f  im p r is o n m e n t  o f  f i v e  y e a r s  and a $ 5 0 , 000 
f i n e ,  u n d e r  s e c .  1 o f  t h i s  b i l l  and e x i s t i n g  AS 1 1 . 4 6 . 1 3 0 .
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I n  some c a s e s ,  th e  s t a t e  may o n l y  be a b le  t o  e s t a b l i s h  
t h a t  t h e  p e r s o n  g a in e d  u n a u t h o r i z e d  a c c e s s  t o  t h e  c o m p u t­
e r ,  b u t  d i d  n o t  a c t u a l l y  u se  t h e  c o m p u te r  f o r  p e r s o n a l  
p u rp o s e s  n o r  t a k e  o r  damage i n f o r m a t i o n  s t o r e d  i n  t h e  com­
p u t e r .  I n  t h i s  c a s e ,  p r o s e c u t i o n  may be b r o u g h t  u n d e r  
s e c .  4 o f  t h e  b i l l  w h ic h  c l a s s i f i e s  t h i s  c o n d u c t  as a fo r m  
o f  c r i m i n a l  m i s c h i e f  i n  t h e  t h i r d  d e g r e e ,  a c l a s s  A m is d e ­
m eanor p u n is h a b le  by a maximum s e n t e n c e  o f  1 y e a r  i m p r i s ­
on m en t and a $ 5 ,0 0 0  f i n e .  T h i s  p e n a l t y  w o u ld  h e lp  d e t e r  
u n a u t h o r i z e d  e n t r y  i n t o  a c o m p u te r  s y s te m  t h r o u g h  t h e  
b r e a k in g  o f  an a c c ess c o d e ,  c o n d u c t  w h ic h  i s  commonly r e ­
f e r r e d  t o  as " h a c k in g . "

The seco n d m a jo r  a s p e c t  o f  t h e  b i l l  i s  i t s  p r o v i s i o n s  
c l a r i f y i n g  t h e  la w  on t h e  t h e f t  o f  t e le c o m m u n ic a t io n s  s e r ­
v i c e s .  Under e x i s t i n g  la w ,  t h e r e  i s  no s p e c i f i c  c o v e ra g e  
o f  t h e f t  o f  c o m m e r c ia l ly  p r o v id e d  t e le c o m m u n ic a t io n s  s e r ­
v i c e s ,  su ch  as c a b le  t e l e v i s i o n .  W h i le  i t  c an be a rg u e d  
t h a t  some fo rm s  o f  t e le c o m m u n ic a t io n s  t h e f t  a r e  a l r e a d y  
p r o h i b i t e d  by e x i s t i n g  la w ,  p o l i c e  and p r o s e c u t o r s  have 
been u n d e r s t a n d a b ly  r e l u c t a n t  t o  p r o c e e d  i n  t h i s  a r e a  i n  
th e  a b se n c e  o f  s p e c i f i c  l e g i s l a t i v e  d i r e c t i o n .

The p r o v i s i o n s  o f  t h i s  b i l l  p e r t a i n i n g  t o  t h e f t  o f  
t e le c o m m u n ic a t io n s  s e r v i c e s  a r e  a im ed p r i m a r i l y  a t  th e  
p e r s o n  who s e l l s  a d e v ic e  t h a t  i s  d e s ig n e d  t o  a l l o w  th e  
u s e r  t o  d e f r a u d  t h e  p r o v i d e r  o f  a c o m m e r c ia l  te le c o m m u ­
n i c a t i o n  s e r v i c e  o f  t h e  f e e  t h a t  has been e s t a b l i s h e d  f o r  
t h e  s e r v i c e .  The p e r s o n  who s e l l s  o r  o f f e r s  t o  s u l l  th e s e  
d e v ic e s  i s  g u i l t y ,  u n d e r  s e c .  3 o f  t h e  b i l l ,  o f  c r i m i n a l  
m i s c h i e f  i n  t h e  second d e g r e e ,  a c l a s s  C f e l o n y .  On th e  
o t h e r  h a n d ,  th e  p e r s o n  who a c t u a l l y  u s e s  t h e  d e v ic e  com­
m i t s  " t h e f t  o f  s e r v i c e s "  by v i r t u e  o f  th e  i n c l u s i o n  o f  
t e le c o m m u n ic a t io n s  s e r v i c e s  w i t h i n  t h e  d e f i n i t i o n  o f  " s e r ­
v i c e s "  i n  s e c .  7 o f  th e  b i l l .  T h i s  d e f i n i t i o n  w i l l  p e r m i t  
p r o s e c u t i o n  u n d e r t h e  e x i s t i n g  t h e f t  o f  s e r v i c e s  s t a t u t e ,  
AS 1 1 . 4 6 . 2 0 0 ( a ) ( 1 ) ,  w h ic h  p r o h i b i t s  a p e r s o n  fro m  o b t a i n ­
i n g ,  t h r o u g h  d e c e p t i o n ,  s e r v i c e s  t h a t  a r e  o n l y  o f f e r e d  t o  
th e  p u b l i c  f o r  a f e e .  The p e n a l t y  f o r  t h i s  fo rm  o f  t h e f t  
depends on t h e  v a l u e  o f  t h e  s e r v i c e s  t h a t  w ere o b t a i n e d .  
I f ,  f o r  e x a m p le ,  t h e  u n a u t h o r iz e d  d e v ic e  i s  used f o r  o n l y  
one m o n th  t o  a v o id  a m o n t h ly  f e e  o f  $ 4 0 , t h e f t  i n  t h e  
f o u r t h  d e g r e e ,  a c l a s s  B m is d e m e a n o r,  has o c c u r r e d  s i n c e  
th e  v a l u e  o f  th e  s e r v i c e  o b t a i n e d  was l e s s  t h a n  $ 5 0 . See 
AS 11 . 4 6 . 1 5 0 .  On t h e  o t h e r  h a n d , i f  th e  d e v ic e  i s  m a in ­
t a i n e d  f o r  two y e a r s ,  t h e  c r im e  o f  t h e f t  i n  t h e  second 
d e g r e e ,  a c l a s s  C f e l o n y ,  has o c c u r r e d ,  s i n c e  t h e  v a l u e  o f  
t h e  s e r v i c e  o b t a i n e d  was more t h a n  $ 5 0 0 . See AS 1 1 . 4 6 . -  
130 .
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S i m i l a r  t e le c o m m u n ic a t io n s  l e g i s l a t i o n  was c o n s id e r e d  by 
t h e  l e g i s l a t u r e  i n  1 9 8 2 . T h a t  l e g i s l a t i o n  p a ss e d  t h e  Sen­
a t e ,  b u t  f a i l e d  t o  r e c e i v e  a p p r o v a l  i n  th e  House because 
o f  t h e  l e g i s l a t o r ' s  c o n c e r n  t h a t  i t  w o u ld  make " c r i m i n a l s "  
o u t  o f  A la s k a n s  who had o b t a i n e d  home e a r t h  s t a t i o n s  t o  
r e c e i v e  t e l e v i s i o n  c o v e ra g e  a t  a t im e  when t h e i r  a r e a  was 
n o t  s e r v e d  by c o m m e r c ia l  t e le c o m m u n ic a t io n s  c o m p a n ie s .  
T h i s  b i l l  a t t e m p t s  t o  a d d re s s  t h a t  c o n c e r n  i n  s e c .  2, 
w h ic h  r e c o g n iz e s  an a f f i r m a t i v e  d e fe n s e  t o  th e  c r im e  o f  
t h e f t  o f  s e r v i c e s  i n  two s i t u a t i o n s .  The f i r s t  i n v o l v e s  
t h e  p e r s o n  who p u rc h a s e d  a "home e a r t h  s t a t i o n "  b e f o r e  th e  
e f f e c t i v e  d a t e  o f  t h i s  l e g i s l a t i o n ,  a s s u m in g  t h a t  t h e  use 
o f  th e  d e v ic e  d i d  n o t  v i o l a t e  A la s k a  la w .  I f  t h e  p e rs o n  
u se s  t h e  d e v ic e  o n l y  f o r  p e r s o n a l  p u rp o s e s  a f t e r  th e  e f ­
f e c t i v e  d a t e  o f  t h i s  A c t ,  t h a t  p e rs o n  may n o t  be c o n v ic t e d  
o f  a c r im e .  The second d e fe n s e  a l l o w s  a p e rs o n  t o  a c q u i r e  
a home e a r t h  s t a t i o n  a t  any t im e  i f  c o m m e rc ia l te le c o m m u ­
n i c a t i o n s  s e r v i c e s  a r e  n o t  a v a i l a b l e  t o  t h a t  p e rs o n  
t h r o u g h  th e  pa ym e n t o f  a f e e ,  so lo n g  as t h e  p e rs o n  u se s 
t h e  d e v ic e  o n l y  f o r  n o n c o m m e rc ia l  p u rp o s e s  once c o m m e r c ia l  
s e r v i c e  becomes a v a i l a b l e .

The c o m bin ed e f f e c t  o f  b o t h  d e fe n s e s  i s  to  p r o v i d e  a 
p e r s o n  who b o u g h t  a home e a r t h  s t a t i o n  o r  s i m i l a r  d e v ic e  
b e f o r e  t h e  e f f e c t i v e  d a t e  o f  t h i s  A c t ,  o r  b e f o r e  pay TV 
s e r v i c e s  were a v a i l a b l e  i n  h i s  a r e a ,  and who u se s t h e  
d e v ic e  s o l e l y  f o r  p e r s o n a l  p u r p o s e s ,  may n o t  be c o n v ic t e d  
o f  a c r im e .  Some may a rg u e  t h a t  i t  i s  u n f a i r  to  
e x c lu d e  t h i s  c o n d u c t  fro m  c r i m i n a l  l i a b i l i t y  t h r o u g h  a 
" g r a n d f a t h e r "  c l a u s e .  The p r o p o s e d  d e f e n s e s ,  h o w e v e r,  may 
be t h e  o n l y  e q u i t a b l e  way t o  t r e a t  p e rs o n s  who i n v e s t e d  
s u b s t a n t i a l  sums o f  money t o  p u rc h a s e  an e a r t h  s t a t i o n  
b e f o r e  a s p e c i f i c  s t a t e  la w  p r o h i b i t e d  u s in g  th e  s t a t i o n  
t o  r e c e i v e  t e le c o m m u n ic a t io n s  s e r v i c e s  w i t h o u t  th e  p aym en t 
o f  a f e e  t o  t h e  p r o v i d e r  o f  t h e  s e r v i c e .

S i n c e r e l y
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G o v e rn o r



FISCAL NOTE

Revision Date:

&?2sJ JJ * 

"  1 •

7=v£-'

REQUEST FISCAL DETAIL

Bill/Resolution No.: /£ tS"g ̂  Agency Affected: D e p a r t m e n t  of T.sw
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ANALYSIS: Attach a separate pape for analysis
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Lichard I. Pegufps , Di rectorPrepared By: _______ _

Division: Adminis trative-^Servrce   ̂   Divisi on

Approved by Commissioner: Noruian
Agency: De pa rt me nt or Law"

Distribution (by Agency preparing fiscal note): 

Legislative Finance 

Legislative Sponsor 
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Office of Management and Budget
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Date:

465-3672
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Fiscal Mote February 15, 1984
Analysis

This bill strengthens and clarifies existing law regarding 
two modern forms of stealing; unauthorized access to computers 
and theft of telecommunications services. The bill incorporates 
the theft of computer services, including computer time, within 
the definition of Theft in the Criminal Code. The bill also 
includes telecommunications services within the definition of 
"services” in the Theft of Services statute. Although enactment 
of the bill will result in additional prosecutions, the 
Department of Law does not believe that their number will have a 
fiscal impact, and any new prosecutions can be absorbed using 
existing prosecution resources.
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Fiscal Note February 15, 1984
Analysis

This bill strengthens and clarifies existing law regarding 
two modern forms of stealing; unauthorized access to computers 
and theft of telecommunications services. The bill incorporates 
the theft of computer services, including computer time, within 
the definition of Theft in the Criminal Code. The bill also 
includes telecommunications services within the definition of 
'‘services" in the Theft of Services statute. Although en ment 
of the bill will result in additional prosecutions, the 
Department of Law does not believe that their number will have a 
fiscal impact, and any new prosecutions can be absorbed using 
existing prosecution resources.




