


Executive Offices 
One Space Perk 
Redondo Beech, CA 302/6 
213.535.2I7S
February 3. 1984

The Honorable Mae Tischer 
Member. Alaska State Legislature 
Pouch V (MS 3100)
Juneau, Alaska 99811

Dear Representative Tischer: ^  77. \7. 0”̂

We are writing to urge your support of 
House Bill 520, as introduced by House Speaker 
Joe L. Hayes.

This legislation would enact a computer crime statute 
in the state of Alaska and create an offense for the 
criminal use of a computer. We support this 
legislation because it would protect consumers from 
unauthorized access to and manipulation of sensitive 
computer-based information contained in the data base 
of a consumer credit reporting agency.

TRW1s Information Services Division operates one of 
the country's largest consumer credit reporting 
agencies. We maintain credit information on more 
than 90 million consumers. And we service these 
consumers through 21 offices and 80 independent 
credit bureaus, including Credit Bureau of Alaska,
I n c .

Unfortunately, our data base has been illegally 
accessed, and we have been frustrated with the 
inadequacy of current federal and state laws to 
properly prosecute these occurences. We have, 
therefore, successfully sponsored related legislation 
in California and New York, and we hope to see 
similar statutes enacted in other states, including 
Alaska.

I have attached additional information on this issue 
and a brief description of our consumer credit 
reporting services.

Once again, we respectfully encourage your support of 
House Bill 520. Thank you.

Sincerely.

M . _ lanager
TRW Inc. Government Relations

Attachment: as stated.



THE WEED FOR COMPUTER CRIME LEGISLATION

I N T R O D U C T I O N

S e v e r a l  i s s u e s  r e l a t e d  to the i n f o r m a t i o n  s e r v i c e s  i n d u s t r y  
h a v e  led to the n e e d  for c o m p u t e r  c r i m e  l e g i s l a t i o n .

T h e  c o m p u t e r  i n d u s t r y  has c r e a t e d  a c o n s u m e r  m a r k e t  t h a t  
has put m a c h i n e s  in the h a n d s  of h o b b y i s t s ,  and c o n t r o l s  in the 
d a t a  p r o c e s s i n g  i n d u s t r y  h a v e  b e e n  r e d u c e d  th r u  t i m e - s h a r i n g  
o p t i o n s  a n d  o t h e r  p r o d u c t i o n a l  facets. W h i l e  we  see 
i n d i v i d u a l s  i n v a d i n g  s y s t e m s  in the ne w s  a n d  e n t e r t a i n m e n t  
m e d i u m s ,  the p o i n t  is b e i n g  r a i s e d  t h a t  it w i l l  n o t  be long 
b e f o r e  tr u e  i i m i n a l s  a r e  i n v o l v e d  in o t h e r  areas. 
U n f o r t u n a t e l y ,  this has b e c o m e  a rea l i t y .  L i t t l e  p u b l i c i t y  is 
g i v e n  to t h e s e  c a s e s  of c o m p u t e r  c r i m e  b e c a u s e  t h e y  are not 
a l w a y s  t u r n e d  ov e r  to l a w  e n f o r c e m e n t  a g e n c i e s .  T h i s  is 
b e c a u s e  c o m p u t e r  c r i m e  s t a t u t e s ,  for the m o s t  part, are e i t h e r  
n o t  in p l a c e  or i n s u f f i c i e n t  to r e s u l t  in p r o s e c u t i o n .  W i t h  
l i t t l e  c h a n c e  of a c h i e v i n g  s u c c e s s f u l  p r o s e c t u t i o n ,  or e v e n  
g e t t i n g  to court, it is not s u r p r i s i n g  t h a t  m a n y  c o m p a n i e s  do 
n o t  r e p o r t  c o m p u t e r  crime.

B e c a u s e  of g r o w i n g  p r o b l e m s  and c o n c e r n s  a b o u t  u n a u t h o r i z e d  
a c c e s s  to and m a n i p u l a t i o n  of c o m p u t e r - b a s e d  i n f o r m a t i o n ,  it is 
n e c e s s a r y  to e n a c t  l e g i s l a t i o n .  A f t e r  u n s u c c e s s f u l  a t t e m p t s  at 
t he n a t i o n a l  level, it has b e c o m e  n e c e s s a r y  to h a v e  p r o g r e s s i v e  
s t a t e  l e g i s l a t u r e s  i m p l e m e n t  l e g i s l a t i o n  on  a s t a t e - b y - s t a t e  
b a s i s .

U N A U T H O R I Z E D  A C C E S S  T O  C R E D I T  I N F O R M A T I O N

T h e  c r e d i t  i n d u s t r y  has e v i d e n c e d  c r i m i n a l  b e h a v i o r  thru 
u n a u t h o r i z e d  a c c e s s  in t h r e e  b a s i c  s c e n a r i o s :

1. C o n s u m e r  v i c t i m i z a t i o n  via s t o l e n  a c c e s s  codes.

2. F i l e  m a n i p u l a t i o n .

3. I n v e s t i g a t i o n  and c o l l e c t i o n  a g e n c y  a c t i v i t y  u s i n g  
s t o l e n  a c c e s s  codes.

E a c h  of t h e s e  s c e n a r i o s  is e l a b o r a t e d  on s e p a r a t e l y  to 
i l l u s t r a t e  the i m p a c t  of this a c t i v i t y  and the n e e d  for 
u p - t o - d a t e  l e g i s l a t i o n .

1.



Consumer Victimization

A t t a c h m e n t  A, "For Sale: C r e d i t  R a t i n g s , "  d e s c r i b e s  a 
p r o c e s s  of v i c t i m i z a t i o n .  T h e  a c t  of a c o n s u m e r  o b t a i n i n g  a 
g o o d  c r e d i t  r a t i n g  w a s  fa« .litated by  s t e a l i n g  s u b s c r i b e r  
a c c e s s  codes. T h e  i n d i v i d u a l s  t h a t  w e r e  s e l l i n g  c h e s e  p a c k a g e s  
t e l e p h o n e d  7 • g i t i m a t e  c r e d i t  g r a n t o r s  s u b s c r i b i n g  to the c r e d i t  
a g e ncy. T h‘ se i n d i v i d u a l s  r e p r e s e n t e d  t h e m s e l v e s  as c a l l i n g  
f r o m  the c r e d i t  a g e n c y ,  u s u a l l y  u s i n g  the p r e t e x t  of c l e a r i n g  
u p  a b i l l i n g  p r o b l e m ,  or b e i n g  f r o m  the s e c u r i t y  d e p a r t m e n t .  
D u r i n g  the c o n v e r s a t i o n  the a c c e s s  c o d e  is r e q u e s t e d  and 
u s u a l l y  p r o v i d e d .  T h i s  a c c e s s  c o d e  e n a b l e s  a c c e s s  to the 
c r e d i t  d a t a  b a s e  to f a c i l i t a t e  the p r o c e s s .  T h e  b u y e r  of the 
g o o d  c r e d i t  h i s t o r y  u s e s  the g o o d  a c c o u n t s  and r e q u e s t s  o t h e r  
c r e d i t  cards. T h e  b u yer r u n s  u> b i l l s  w i t h  no i n t e n t  of 
p a y ing. T h e  g o o d  c o n s u m e r  is left w i t h  the i s s u e  of c l e a r i n g  
u p  his or her c r e d i t  h i s t o r y  o n c e  it has b e e n  d i s c o v e r e d  t h a t  
s o m e o n e  has u s e d  the i n d i v i d u a l ' s  h i s t o r y .

F i l e  M a n i p u l a t i o n

A t t a c h m e n t  B i l l u s t r a t e s  the i s s u e  of f i l e  m a n i p u l a t i o n .
F i l e  m a n i p u l a t i o n  is a c h i e v e d  by b r i b i n g  s o m e o n e  to m o d i f y  the 
i n f o r m a t i o n  c o n t a i n e d  in f i l e s  w i t h i n  the b u r e a u  or 
s u b s c r i b e r ' s  p r e m i s e s  and the s u b m i s s i o n  of f a l s e  c r e d i t  
i n f o r m a t i o n .

U n f o r t u n a t e l y ,  not all b u r e a u s  h a v e  c o n t r o l s  to p r e v e n t  
this a c c e s s  a n d  m a n y  i n c i d e n t s  of i n f o r m a t i o n  m o d i f i c a t i o n  
occur. O n c e  the bad c r e d i t  h i s t o r y  is d e l e t e d  or m o d i f i e d ,  the 
i n d i v i d u a l  a p p l i e s  for n e w  c r e d i t  a c c o u n t s .  ( C o n t r o l s  e x i s t  
w i t h i n  the T R W  s y s t e m  to p r e v e n t  a n d / o r  i s o l a t e  a t t e m p t s  of 
this t y p e .)

E v e n  if c o n s u m e r  v i c t i m i z a t i o n  and f i l e  m a n i p u l a t i o n  
e f f o r t s  are s u c c e s s f u l ,  m o s t  l a w  e n f o r c e m e n t  a g e n c i e s  w i l l  not 
p u r s u e  the c a s e  u n t i l  t h e r e  has b e e n  a 106 s to a c r e d i t  g r a n t o r .

I n v e s t i g a t i o n  and C o l l e c t i o n  A g e n c y  A c t i v i t y  ( A t t a c h m e n t  C)

P r i v a t e  i n v e s t i g a t o r s ,  lawyers, and r e p o s s e s s i o n  a g e n t 6  
may. in i s o l a t e d  cases, h a v e  a l e g i t i m a t e  p u r p o s e  to a c c e s s  a 
c r e d i t  d a t a  base; h o w e v e r ,  m o s t  of the m a j o r  c r e d i t  a g e n c i e s  do 
not a l l o w  t h e s e  i n d i v i d u a l s  tc s u b s c r i b e  d u e  to the c o n t r o l  
f e a t u r e s  r e q u i r e d  to m o n i t o r  p e r m i s s i b l e  a c c e s s .
U n f o r t u n a t e l y ,  t h e r e  h a v e  b e e n  m a n y  c a s e 6  w h e r e  i n d i v i d u a l s  
w a n t i n g  this i n f o r m a t i o n  h a v e  e i t h e r  s t o l e n  a c c e s s  c o d e s  or 
d e r i v e d  t.,e a c c e s s  c o d e  f r o m  c r e d i t  p r o f i l e s  s e n t  to t h e m  by 
o ther s u b s c r i b e r s  w i t h  the a c c e s s  c o d e  on  them.



Some collection agencies have acquired access codes in a 
similar manner. Although collection agencies have legitimate 
reasons to access a credit bureau, and they are subscribers, 
some do not use their own access code. The stolen access code 
is often utilized to reduce coses and increase commissions and 
agency profits.

A GROWING PROBLEM

According to recent statistics (Modern Office Procedures - 
March 1983, "Defending Your Computer Room Against disaster") 
the average bank robbery is less than $3,000. The average 
"white collar" embezzlement nets less than $30,000. But the 
average computer crime is estimated to exceed $600,000, with 
little chance of detection, prosecution or conviction.

Education has become a key element in the fight against 
this area of criminal activity, and the United States 
Department of Justice has opened a specialized four week 
compute;: fraud school for F.B.I. agents. The Department of 
Justice, Sacramento, California, operates a two week course 
specializing in the same subject. Other municipalities as well 
as private organizations are currently holding seminars to 
combat problem areas of detection.

The challenge is to actively prosecute computer crime 
suspect6. A challenge in the sense that the current laws 
regulating computer access are extremely lacking. Following, 
are three examples of TRW incidents that illustrate the need 
for computer crime legislation:

Example ttl

An organized ring of credit criminals was established in a 
large metropolitan area. Although this example was taken from 
the Western Region, there is an indication that an identical 
ring is operating in the Eastern Region. One member of the 
ring provided computer pass'^rd information to another who used 
it to gain access to our system. The suspect then retrieved 
hundreds of credit reports. Through a relocation and file 
merge system, the suspect was able to alter negative credit 
information into what appeared to be a positive profile.

The fee charged for this service varied, however, it 
averaged about *<600 per report. This particular case is being 
actively prosecuted at the writing of this report. The section 
selected for prosecution was 502 P.C. (California).



Example #2

A collection agency/private investigative firm gained 
access to computer password information on several Information 
Services Division subscribers. As such, unauthorized access 
was made into our system and a total of $65,000 worth of 
credits were applied for from various east coast subscribers. 
While working the investigation of this matter, several New 
York agencies were contacted and each declined investigative 
jurisdiction. Most felt that it w^s a civil or federal 
problem, in that no computer crime bill existed.

Subsequently, the F.B.I. was contacted and consented to 
continue the investigation. A suspect was identified and 
prosecution is being actively pursued.

Example #3

A coast-to-coast organized crime ring obtained several 
thousand blank credit cards. Later, they obtained illegal 
access into credit systems and retrieved thousands of credit 
profiles of potential victims. By viewing the reports, account 
number information was obtained and later embossed on the 
stolen cards. The total amount stolen from creditors is 
unknown at this time, but it is believed to exceed $1,000,000. 
Investigation is continuing.

Crimes by these individuals were made possible through the 
illegal access to computer files. In each case the criminal 
simply called a TRW operator and relinquished certain password 
information which then caused the computer to be accessed.

It is acutely apparent that much has been done in the area 
of detection, but legislation is now needed for active 
prosecution.

CALIFORNIA'S COMPUTER CRIME LEGISLATION

SB 648 (California Penal Code 502) was introduced in the 
California Legislature in March of 1981. This bill modiried 
the penal code to make it a crime to intentionally access or 
cause to be accessed any computer system or network for the 
purpose of damaging the credit rating of any person. The bill 
was sponsored by an individual in the San Diego District 
Attorney's office. Fraud Division, in resporse to a situation 
in San Diego in which an individual'6 credit file was sold for 
the purposes of obtaining credit under fraudulent 
circumstances. (Similar legislation has been enacted in New 
York.)



Legislative justification for the bill goes on to say:

"The credit granting sector of private industry is being 
deluged with false and fraudulent applications for credit. 
It is not uncommon for individuals and organized groups to 
systematically apply for multiple credit cards, loan&, etc. 
utilizing fictitious and false names, biographical 
information, and credit histories. These fraudulent 
applications are carefully created to fit within the credit 
grantors' criteria for issuance of credit - 6uch policies 
which are well known to the applicants. Sophisticated 
wrinkles are added such as the use of telephone answering 
services, which have been provided a prepared script to 
read in case of inquiry by the credit granting agencies.
The answering service tells the inquiring party 'that the 
applicant has been employed at a high salary for five 
years; that the applicant has successfully paid off a loan 
on a expensive automobile, etc.'

Under existing law. the credit grantor must suffer a loss 
before this activity can be filed as a felony. This 
ridiculous posture does nothing to prevent repeated 
attempts to obtain credit by fraudulent means. It is 
likewise discouraging to the credit grantors, who having 
discovered these activities, bring them to the attention of 
law enforcement and discover that this conduct is at mo6t a 
misdemeanor. (Section 53?a, California Penal Code)"

ONE STEP TOWARD A SOLUTION

Because of the tremendous growth in computer-based 
information services and an alarmini, increase in the 
unauthorized access to and abuse of various data bases 
throughout the country, it has become necessary for states to 
update existing penal codes to include computer fraud. 
California and New York have passed legislation in this area. 
And it is hoped that similar legislation can be enacted in 
other states to facilitate criminal prosecution and standardize 
penalites.

11/1983
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auditors commended Sandla's corrective ac­
tions and stated that It appeared that the 
problems had been solved. However, 1t 
would not pay those responsible for the 
laboratory to become complacent. Without 
continual policing, the problem will 
return. The auditors recommended periodic 
random sampling of computer flies to check 
on unauthorized use of the system. I

For Sa le : Cr ed it  Ratings

While evidence is still not clear, it 
seems possible that a data theft gang has 
been operating In southern California. It 
appears that the ring has allowed those 
with poor credit ratings to use someone 
else's good rating as the basis for opening 
charge accounts and obtaining loans.

The crime apparently Involved unauthor­
ized access to a credit bureau data base 
to obtain financial information about Indi­
viduals with a clean credit history. Good 
credit ratings are sold to people who have 
problems obtaining credit. The bad credit 
risk purchases Information that will allow 
him to assume for credit purposes the iden­
tity of someone who has the same name but 
a better financial record. Information 
supplied includes such things as social 
security number, bank account number, and 
driver's license number.

This suspected crime came to light when 
an Individual with a good credit rating 
became aware that his Identity was being 
used by another. He contacted a number of 
different law enforcement agencies and 
Informed them about the alleged crime. To 
date. Investigative efforts have been ham­
pered by the fact that, although everyone 
acknowledges that a crime has Indeed taken 
place, no one has been able to figure out 
who has jurisdiction. Meanwhile, a number 
of questions remain unanswered:

- How was the data obtained from 
the supposedly secure files of the 
credit bureau?

- Who obtained the data?
- Is 1t an Inside job?
These questions will remain unanswered 

until jurisdiction problems can be Ironed 
out and further Information developed. tf

Attachment "A"

Student Cracks School Dis t r ic t ' s 

Computer System
A high jchool senior 1n Tucson, Arizona 

was successful 1n breaking Into the school 
district's computer system. However, he 
Is beginning to have regrets about his 
actions. Since his successful intrusion, 
security measures have been tightened, and 
his access to the computer has been 
reduced.

The student, Joel Snyder, first realized 
that he could break the system's security 
code when he was accessing the computer 
through a remote Job entry terminal at his 
high school. He was quoted as saying that 
anyone with a knowledge of assembly langu­
age could easily circumvent the system's 
security features. The passwords protect­
ing student grades and other Information 
were unimaginative.

His attempt to gain access to another 
user's password was successful. As a 
result, Snyder felt he should inform the 
authorities about the security risks 
Involved. However, officials tended to 
doubt that Joel Snyder had actually cracked 
the system. They were willing to acknow­
ledge that he had obtained access to pass­
words, but they were never sure how he had 
done It.

In his attempt to publicize the security > 
weakness, Joel appeared at a school board 
meeting and brought the matter to the 
attention of the board. This action had 
some results. System security was soon 
tightened. Students are now allowed to 
access the system only from RJE stations 
(not by dialing up from a modem), only 
during certain hours, and only while a 
teacher is present.

While he has proven that he has more 
than a passing knowledge of computers and 
their security features, Snyder does not 
plan a career in data processing. His 
first college choice Is Stanford Univer­
sity, where he plans to major In liberal 
arts.

Although Joel Snyder's reasons for 
breaking security were not malicious, his 
action shows the ease with which Intelli­
gent students can circumvent security fea­
tures in today's systems. Obviously, 
there are basic weaknesses 1n most 
security provisions. I

May 19B1
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U.S. Charges Six Fixed Reports 
On Credit-Risk Buyers' For Fee, 
Fed False Data Into Computers
„ Authorit ies Believe Plot 

V  May  Have Led To M i l l ions 
■ ; O f  Dol lars In Unpa id Bills

’ LOS ANGELES -W ith  Ihc aid of a 
file clerk, six men sought out persons with 
poor credit records nnd for fees of up to 
11,500 improved their cicuit reports in the 
computer banks of the country** largest 
consumer credit bureau, a federal in­
dictment charges.

The credit records were kept in the com­
puters of TRW Credit l)Ma in Anaheim. 
Calif. The company maintains credit files 
on about 50 million Americans living jn 20 
cities.

The files arc used by banks, credit card 
companies, and other businesses seeking

information concerning the credit worth­
iness of customers.

Authorities said the alleged scheme may 
have produced millicns of dollars In un­
paid bills and caused untold legal prob­
lems for firms that rely on credit informa­
tion.

The six men are charged with con- 
. spiracv in the indictment returned Thurs­
day by a grand jury. All six also are 
charged with at least one count of making 
false loan-application statements.

A TRW Credit Data file clerk. Kathleen 
Bennett, was named as an unindiclcd co­
conspirator. Federal authorities said she is 
to be a government witness.

According to the indictment! Miss Ben­
nett was paid 550 each time she improved 
the computerized credit records of people 
solicited by Ihc ring.

Some Information Deleted 
This allegedly was done by delctinr* bad 

payment records, information jdav.il bank­
ruptcies. and other unfavorable mate­
rial. in some cases. material indicating a 
good credit history was inserted, author­
ities r.niri.

The indictment liMec 2C pci sons who 
paid between $300 and £1.500 to have their 
credit records altered, hut authorities said 
u> many os 130 persons may Imvc uald for 
such falsifications between August. 1074, 
and March. 1975.

With their improved credit records.' 
these |>cople obtained banks loans, credit 
cards, and credit nt retail stores, author­
ities said, and many of them sub'c'iucnlly 
defaulted on payments. * ,

FBI agents uncovered the plot and broke • 
up . the ring ID months ago. authorities 
said. It look the F lit, a Justice Department . 
Organized Crime Strike Force, and the 

. U.S. Attorney's office nearly Its years to 
obloln the evidence needed to ptcuenl the 
case (u o grand Jury.

> Seven Counts fit Indictment
Charged in the seven-count Indictment

* were Fhilip Kostoff. 31. the alleged ring­
leader: his brother. Paul Kosiofl. S3: Ron­
ald C. Rossi. II: Joint It. Dubbs. I I ;  Ken­
neth L  Stevenson. 39. and Scan Shanahan,
.15. All live in Orange County, where Aua- I 
heim is tncnicd. 1

The inJicimrnt allm -d Unit IMiitip Koi* 
toff hired the oilier defendants to locale 1 
icrsons who wauird their credit ratings 
improved and also recruited Miss Dennett. .

Authorities said TRW Data Credit, a di­
vision ol Cleveland-bused TRW. Jr.c.. coop*.

. rrated in tiie Invest ig«li m and it light- 
, en ing in iccurity . , . . . .  ,
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3 Firms Probed in Theft i 
of TRW ComputerData!
- 7 a C

* Two Lee JLn^do* private detective agencies u d  a 
Van Nays vehicle rtp ew w iat Arm have bees accused 
of masrivw electrode theft of credit lnformitior from a 
computer at TRW. Oraaro County authorities- aaid | 
Tusrday. .. •

Pbtiee odd the three firms gained access to the na­
tionwide credit reporting-agency's com pute by obtain* 
In f codes issued ta TRW subscribers. No dollar value 

' has been eat co the ailered theft.
investigators add Tuesday that HTC.LP. Locksmiths, 

the reposeemno company, had bees using the code for tbt taooths. Searchers and Securities and Searchers In­
vestigators, the detective agencies, had been uslnf 
them since 1972. police said.

** Qranfa police Detective Roger Braham said no '■ charges have been filed, but investigators are examin­
ing thousand* of records—mostly computer prinuwtt— 
seiaed from the three finps in raids last week.

Gil BamhleC vice president of public affairs for 
• TRW s Information Services Divldon in Orange, said 

the firm'sovm secialty surveiUance system first spotted 
. the illegal information request entries in January.

-Officials of the three companies that allegedly ob« , 
tained the information illegally could not be reached for 1 

; commen t T>aeday. * ; - - . 1



Computer-Fraud Coverage Grows 
As Insurers Solve Policy Problems

B y  J o a n n k L ii-m a n
S i a f j H r p t t r l c r n f T h *  W a m . K t h ^  n  J < » m h n a i .
An oil com p any  paid mil lions of do llars  to 

g a th e r  highly confidential geophysical  infor­
m ation and then fed the d a t a  into a  c o m ­
pu ter .  Now it wants  in surance  ag a in s t  e lec­
tronic  theft of the da ta  by c o m p e ti to rs  or 
d a m a g e  to its s to rage  sy s te m  by teen-age 
co m p u te r  hackers .  Is such co ve ra g e  ava i l ­
ab le?

The an sw e r  is yes. som e in su re rs  say. 
But the kinds of coverage  a v a i la b le  va ry  
wjdeiy. and m ost in surance  c o m p an ies  a re  
still a t  work developing their  policies. A few 
in sure rs  cover  thefl of t r a d e  s e c re ts  and 
such i tem s as  cus tom er  lists. O thers  cover 
only the cost ol reproducing e r a s e d  or  d a m ­
aged information. All a g ree th e r e  a r e  prob­
lem s to overcom e: Losses a r e  h a rd  to ca lcu ­
la te  and  potentially s tag ge r in g ,  for  example , 
and  p re m iu m s  can  be ve ry  high. But e v e ry ­
one also agree;; that once the  p rob lem s  a re  
solved, business will be hot.

C om puter-fraud co verage  " i s  the  most 
sought-after  insurance  In the  c r im e  a rea  
these  d a y s ,”  says  C h ris top her  B a r r ,  vice 
presidenl of National Union F i r e  Insurance  
Co. “ The co m puter  is the fad of the 1980s- 
and  co m p u te r  insurance  ts th e  fad topic of 
the in su rance  world ."

So far,  only about $20 mil lion of elec- 
I ron ic -cnm c policies have  been  sold and 
m ost of them  cover  t ra n s fe r s  of money and 
securi t ies ,  accord ing to Dean P .  Felton, a 
vice president of M arsh & M cLennan  Cos. 
But he figures tnat am ount will in c rease  ge 
omeiricnlly, reaching $100 mil lion in the 
next th ree  years .

Demand is a lready  rising. Shand, Mora- 
han b  Co.. a subsid iary  of A lexander  & Alex­
a n de r  Securit ies  Inc.. says  inqu ir ies  about 
its policy have doubled in th e  past six 
m onths, to 75 a week. Applications for the 
coverage  have  risen 20V< to 30',i .  s a y s  G ran t 
R. Hubbard , a Shand M orahan  vice presi 
dent. St. P au l  F ire  b  M a n n e  Co.. F i r e m a n  s 
Fund Insurance  Cos,, Chubb &• Sons Inc. and 
o lhcrs  report a s im ila r  in c re a se  In Inter­
est.
A N e w  T w is t  In  C o v e r a g e

Insuring co m pute r  d a ia  a g a in s t  theft and 
d a m a g e  is a new twist In e lec tron ic -c r im e  
coverage. Cine of the first  c o m p u te r-c r lm e  
policies, introduced by Lloyd's of London in 
1981 and quickly copied by s e v e ra l  A m e r i ­
can in su re rs ,  applied only to financia l  ins ti­
tutions and covered only m oney and s e c u r i ­
ties transfe r red  by electronic  m eans .

Tha i kind of policy w as  insp ired  by the 
exploits of Stanley M ark Rifkm. who was 
charged  with swindling S e c u rn y  Pacific 
Bank o( Los Angeles out of $10.2 million in 
!97n. According to prosecutors , he  posed as 
an in ternal tonal bank officer, got the  com 
pu ler  codes required (o t ran s fe r  m oney to a 
Swiss hank, and then bought 19 |x>unds of 
Russian diam onds with the proceeds .  Back 
then, the ease  was hailed a s  the  ul t imate  
electroPiC scam.

But a  new type of c o m p u te r  i t r im e Is

d raw ing  .m ention now. and  u s  im m ed ia te  
targel  is information ra th e r  th an  money. I n ­
s u re rs  can  reel off (ales of c o m p u te r  t r e a c h ­
ery. T h e re 's  a company, for exam ple ,  whose 
clifT.I file w a s  pilfered electronical ly  by a 
competitor .  In ano ther  case ,  a p ra n k s te r  
gained access  to com puterized  motor-vehi- 
cle  records , wiping out penalt ies  given poor 
dr ivers.  Recently, the F e d e ra l  B u reau  of In­
vest igation has  a r re s ted  teen-agers  who a l ­
legedly broke into co m p u te rs  belonging to 
the Defense D epar tm en t ,  a  New York City 
hospital an d  an e le c i ro n ie m a i l  service .

C rim es  like these m a k e  com pan ies  ve ry  
nervous. Chubb, for ins iance. says  it has 
sold com puter- fraud policies lo an ae rosp aceInsuring computer data against theft and damage is "a new area, and there are no hard and fast decisions on who is liable for zvhat says a State Farm exec­utive.
com pany worried about p i racy  of ils designs 
and a book publisher  concerned  that an out­
s ider  could s tea l  unpublished books. Shand 
M orahan sa y s  travel agencies, county  gov­
e rnm ents ,  d e p a r tm en t  s to res  and s tockbro 
kers  have  shown in terest  in Us policy.

Computer-dala  coverage  va ries  from in­
su re r  to i„su re r .  St. Paul F i re  & M arine 
covers  the cost of reproducing e ra se d  or 
da m ag ed  in formation, including footwork or 
research .  Tha t m e a n s  tha t  if a client list is 
e rased ,  the Insurer will pay  for the ex tra  
t im e and work required to r e c re a te  it. But 
"snooping" isn 't covered. As a result ,  if a 
com peti tor  steals  the  client list e lec tron i­
cally  without da m a g in g  the  d a ta ,  no pa y ­
ment Is made.

Chubb’s policy does cover  snooping, If In­
formation is s tolen and  used by someone, 
the policy covers  the  full am ount spen t  to 
develop the da ta .  Thus, if a  new automobile  
design is sto len from a  m a n u fa c tu r e r 's  c o m ­
pu te r  and the new c a r  becom es  u n ro m p e i r  
live as  a result .  Chubb will cover  such  costs  

research  and promotion. If the c a r  is still 
m ark e tab le  bill sa le s  a r e  hurt  because  the 
design is no longer exclusive, a  s m a l le r  p a y ­
ment will be negotiated.

Sharm M orahan m a y  offer  the most a m ­
bitious policy. It prom ises  to cover  all com- 
pu ter- frsud-re la ted costs ,  up to $30 million 
for a single incident. It will even cover  the 
cost of inventory stolen by electronic  m eans .  
Such c ases  have  occurred  in the past .  In the 
ea r ly  1970s. J e io m e  Schneider  w as con 
victed of procuring m ore  th an  $200,000 of 
telephone equipment from P acif ic  Telephone 
b  Telegraph Co. in Los Angeles,

But m a n y  insurers  a r e  still t ry ing to d e ­

vise lo rm u las  lor insuring rum piiienzed  
d a ta .  " I t  s  a  new area ,  and the re  are  m 
ha rd  and  fast dcrisiuns on who is liable for 
w h a t , "  s a y s  Wesley Ooms. a s s is ta i i  vice 
p residenl of S la te  F a rm  Mutual Insuranre  
Co.. which doesn 'l  offer any computer  fraud 
coverage .

One problem is lhal insurers like lu sli rk 
with  quantif iab le  losses. Thai m akes  lliem 
re luc tan t  lo ro v e r  less-roncreie costs, like 
loss of confidentiali ty  and confidence a n o n g  
c u s tom ers .

T h e re  a r e  o ther  problems. While no 
c la im s  have  been m ade  yet. they may be 
de v a s ta t in g  when they come. "W e don't e x ­
pect th em  to be num erous."  says  Ralph W. 
W heeler  J r . .  .«n executive at Aetna Casualty 
& Sure ty  Co., "bu t  we expect a ca tas trophe  
when it ha ppe ns ."  Mr. Hubbard of Shand 
M o rah an  believes losses am ong his coin 
p a n y 's  c u s tom ers  will "a lw ays be in excess 
ol seven f igures."

With the potential for losses like these, 
p re m iu m s  can be enormous. They tend to 
run be tween $25,000 and $100,000 a y e a r ,  de 
pending on the s u e  of the business and how 
secu re  its com p uie r  system is. Hut coverage 
c a n  ro s l  a  la rge  bank as much a s  $1 million 
o v e r  th re e  years ,  according to Mr. Wheeler  
of Aetna . If the company has a backup c o m ­
pu te r  o r  o ther  a l te rna te  system , insurance 
costs  a r e  usually lower.

Giving Hackers Ideas
Most com p an ies  a re  re luctant to talk 

about the ir  com pute r  cr ime coverage  lor 
f ea r  o! giving backers  and competi tors  
ideas. "Nolxxly s  going to adm it  carry ing 
th is  c o v e ra g e ,"  s a y s  Mr. Hubbard , of Stiand 
M orahan .  " I t ' s  the sam e thing a s  kidnap 
c o v e ra g e ,"

But law I irms. winch computerize  da ta  
about cases ,  and airlines, which com puter  
ize every th ing  from accounis  receivable  to 
re se rv a t ions ,  a re  among the kinds of co m p a­
nies looking into coverage. "Anyone who 
uses  information sys tem s technology Is go­
ing to have  to look at this typo of Insur­
a n c e ."  s a y s  Don Karmazin , vice president 
ol co m p u te r  and communications services 
al United Airlines.

United is self-insured, but It plans to 
s tudy  co verage  carefully as  II becomes 
m ore  readi ly  available,  " I t  has  been talked 
about In the indus try ,"  Mr. K arm azin  says, 
"espec ia l ly  with all Hie noiorieiy tha t  these 
teen-age  com pute r  whiz kids have  been get 
l ing ."

McGraw-Hill  Inc, has com pule r- r r lm e  
cove rage ,  but it says  all its r isks still aren ' t  
covered.  I ts policy covers the cost ol recre  
a tm g  d a m a g e d  information, but if an elec­
tronic  t r e spa sse r  r e a d s - b u t  doesn 't  da m  
a g e - a n  unpublished stix-k a p p ra isa l  from 
M cG raw-Hill 's  S tandard  b P oo r ’s  Index or 
a n  unre leased  ar t ic le  from its BusinessWeek 
m agaz ine ,  no paym cnl is made.

"W e hit the stumbling block."  s a y s  John 
J .  Bolt , co rp ora te  risk m anager .  " I t ' s  a 
g r a y  a r e a .  We re going round and round on 
th is  al least once a month.'



Criminal Use 
Of Computers 
Seen Growing

By R o h k k t  E. T a v u ik
S ta f f  l ic p o r tc r  o f  T i i k W a l l  S t h k k t  J o u r n a l

WASHINGTON -  R ichard Shanklin  has 
found another  use for the ve rsa t i le  home 
com puter:  c r e d i tc a rd  fraud.

F ro m  his pa ren ts '  home in F a i r fa x .  Va., 
the  30 ye ar  old Mr. Shanklin used his co m ­
pu te r  lo get into the files of C red i t  B ureau  
Inc. in Atlanta. Authorities s a y  he used in­
formation about other people 's  c red i t  card  
accounts to  order  about $50,000 worth  of 
com puter  and electronic g e a r  from  m ail  o r ­
de r  tu sm esses .

A grand ju ry  indicted Mr. Shanklin on 15 
charges .  After plea bargaining, the  p rosec u­
to rs  dropped all but one c h a rg e  of c re d i t ­
ca rd  fraud. Mr. Shanklin p leaded guil ty , and 
he faces a  ja i l  term .

The ease  wtlh which he ga ined  access  to 
the files is a larming to Assistant U.S. Atto r­
ney Loren Horshey, who p rosecuted  the 
case. He calls  the home co m p u te r  " th e  bu r ­
g lary  tool of the electronic a g e . "  Several 
com puter  experts  consider  th a t  an  e x a g g e r ­
ation. saying they haven’t h e a rd  of ano ther  
ca se  like Mr. Shanklin’s. But while c o m ­
p u te r  pranks  gain far  more a tten t ion ,  e x ­
perts  expect the use of home co m p u te rs  in 
fraud and sim ilar c r iminal ac t iv i ty  to 
grow.

"T he np-olfs a re  likely to be mor*’ f re­
quent and la rger ."  says A rthur  Gillis, a 
computer-security specialist  who is p re s i­
dent of Computer Based Solutions Inc. of At­
lanta. "T he  num bers  a re  ag a in s t  u s ."  he 
says ,  because people a re  lea rn ing  atxmt 
com puters  fas ter  than a d e q u a te  securi ty  
precautions a re  being developed.
Danger From Insiders

The most serious th rea ts  of m isuse ,  most 
exper ts  say, come not from ou ls iders .  but 
from insiders. Most com puter  thef ts  a r e  e m ­
bezzlements . In one case, a consultan t,  S tan ­
ley Mark Rlfktn, used c o m p u te r  codes to 
t ran sfe r  $10.2 million Irom the  Security  P a  
cilic Bank of Los Angeles lo Ins account in 
Switzerland. He served th ree  y e a r s  in jail.

Com puter  buffs have shown tha t  they can 
ose their  wits, their te rm inals  and  the ir  tele­
phone lines to gain unauthorized access  to 
p r iva te  da ta  banks. The mosl d r a m a t i c  e x ­
a m ples  have Ix-en carried out by a group  of 
youths in Milwaukee who call  them selves  
the 414 a l t e r  the city 's  te lephone a rea  
code.

They have penetrated dozens of com pute r  
system s, Including a da ta  b a se  at the  U.S. 
nuclea r  weapons research lab o ra to ry  in Los 
Alamos. N.M.. and the radiation-tl ierapy re 
cords at Memorial  Sloan K ette r ing  C an cer  
Center  in New York.

While computer  intrusions a r e  generally  
ascribed lo sport ra th er  than greed ,  the case 
of M r Shanklin shows the possibil ities of fi­
nancia l gain.

Computers’ Wrak Point
Mr. Shanklin apparent ly  broke  into the 

com puter  da ta  bank by exploit ing a weak 
point common to most sy s tem s:  hum an  
carelessness . Federal au thorities  believe he 
posed as  a  Credit Bureau em ployee to  obtain 
from a J.C. Penney clerk the codes  used lo 
en te r  the computer 's  credi t  files.

Dan P. Miller, a vice p res id en t  a t  the 
Credit Bureau 's  M aryland sub s id ia ry ,  says  
anyone who gels inside the c o m p u te r ’s  da ta  
base  can read the com pany 's  files on about 
90 million people from 24 s t a t e s —including 
the ir  credit account num bers ,  c re d i t  h is to­
r ies  and unused balances.

Authorities say Mr. Shanklin. in o rde ring  
electronic  gear  by telephone, used cred i t  a c ­
counts of people who had recent ly  died. In ­
vest iga tors  also say  he obiained c red i t  hislo 
r ies  of Hollywood personali ties,  including 
ac t re s s  Linda BLIr. The g rand  j u r y  charg ed  
tha t  Mr. Shanklin obiained credi t  repo r ts  on 
a t  least 80 individuals.

When federal investigators w ent to Mr. 
Shanklm 's  home, they sa y  they found seven 
an tennas  on the roof. T he  am ount  of c o m ­
p u te r  and electronic g e a r  packed  into his 
bedroom was reminiscent. Mr. H e rsh ey  says ,  
of the movie-set bedroom of the  youth in 
" W a rG a m e s ."  a movie tha t  r a ise s  the  spec 
te r  ol a home-comptiter penetra t ion  ol the 
U.S. missile defense system .
Deliveryman Grows Suspicious

According lo the governm ent.  Mr. Shank­
lin picked up some ol the  goods he  ordered  
a t  a freight depot, but he had  o the r  pur 
ch ases  shipped to his home. A United Parce l  
Service  deliveryman grew suspicious, ac 
cording to the prosecutor,  a f le r  tak ing  pack 
ages  for several individuals to the  hom e in a 
lew days  and seeing Mr. Shanklin sign lor 
nil of them.

T hom as Maloy. the Credit B u re a u ’s di 
rector  ol public relations, says  the com pany 
h a s  " tak en  the appropr ia te  s t e p s "  to pre 
vent a  s im ila r  unauthorized foray  in to  its r e ­
cords. but. citing securi ly  concerns ,  he 
won't  explain what they are.

Mr. Gillis, the cornputer s e c i in ty  expert ,  
s a y s  security can be provided in several 
ways. Soliwnre can require  a  u se r  to give a 
s e r ies  ol codes before ge lling a c c e s s  to da ta  
It also can  limit the am ount of com puterized  
Information lhat is o|H‘ii to e ach  authorized 
user .  The central co m pute r  c a n  be linked 
only to private telephone lines or  pro 
g ram tn ed  to give access  to only specific 
c o m puter  terminals.

The mosl sophisticated sa fe gu a rd s  iden 
llfy authorized users by scanning  their  fin 
ge rprints ,  voieeprmts o r  even the blixxl ves­
sels  In the retinas ol the ir  eyes ,  says  J im  
Schweitzer.  Xerox Corp . 's  m a n a g e r  ol sys 
tein securi ly  technology.

Bu! such safeguards  m a y  be Uxi expen 
sive or  cum bersom e lor som e users .  A p n  
vale  phone lm«' lo a c o m p u te r  is likelv u.

cosi ai Ipas: $1 ,1(0 a month. Mr Gillis says, 
so it isn ' t  p rac t ica l  for most low-volume us 
prs.

In the  absence  of the m ore sophisticated 
secu r i ty  m easu res ,  Mr. Gillis says, "il 
doesn 't  take  a  geinius" to break in to a data 
bank. All it takes, he says, Is an  understand­
ing of how com puters  work. Com puter  users 
c an  beat the  s im pler  safeguards  by frying 
rand om  variations  of codes and passwords 
until Ihey find the’ right ones.

But even  the best security is vulnerable 
to hu m an  frailty . A, common problem, says 
M r.  Schweitzer,  is lhat authorized users 
don 't  sa fegu a rd  t h e r  passwords and access 
codes. Theode C. Langevin, working In a  
New York brokerage, house, used the pass­
word ass igned  lo a f.urmer colleague al the 
F e d e ra l  R eserve  Banc lo lap  inlo the Fed's 
s ec re t  money-supply Tiles. Mr. Langevin has 
p leaded guil ty and faces a  sentence of up lo 
five y e a r s  and a $1,000 fine.

M any c r im es  that rely on computers , 
though, could have been committed with old 
fashioned tactics. Mr. Schweitzer contends, 
for ins tance ,  that Mr. Shanklin could have 
found enough informalicn in a credit-bureaii 
o r  depar tm en t-s to re  t r a .h  bin to charge  his 
p u rc hases  to someone else 's  credit card



■ Crime on a chip
Beware the logic bombs, data diddlers and hackers

B Y  M U R I E L  D O B B IN  
(U19H3, B a lt im o re  Sun

LOS A N G E L E S  — Log ic  bombs, data 
d idd l ing , obscene messages and i l lega l 
access to defense secrets are just the u p  
of a com pu te r  c r im e  iceberg lha t federal 
and Ca l i fo rn ia  off ic ia ls are work ing  fu ll 
t im e  to control .

A lready establ ished in the anna ls  of 
c om pu te r  c r im e  are the Phan tom , who 
cost a San F ranc isco  corporat ion $250,000 
by feed ing obscene messages into its m a ­
ch ines . a teen-ager who acqu ired c om ­
p u t e r  a c ce s s  to s e c r e t  D e fe n s e  
D e p a r tm e n t  in f o rm a t io n ,  and  Cap 'n  
C r u n c h ,  one of the o r ig i n a l  "phone 
phreaks" from whom  today's e lectron ic  
p ira tes are descended.

"The magn itude of the p rob lem  of c om ­
puter vu ln e rab i l i t y  is on ly now be ing re­
a l ized. What w e are seeing is the t ip of a 
nasty iceberg." said C l i f ton  Garrott . an 
assistant d is tr ic t attorney who heads the 
e lectron ics c r im e  d iv is ion  in Los Angeles.

T he  U.S. Just ice Depar tmen t has c om ­
m iss ioned a team of e lect ron ics experts 
at S tanford Research  In te rn a t io n a l ,  a 
C a l i f o r n i a  founda t ion , to c a r r y  out a 
study of compute r  c r im e  in 18 stales.

R ep  Rona ld  Wyden, D-Ore,. in troduced 
this mon th  a computer c r im e  prevent ion 
b i l l ,  said to be the first of its kind, as an 
in i t ia l  step to combat ing  the prob lem .

T he  Wyden b i l l  wou ld  set up a task 
force to assess the d imens ions of c om ­
puter c r im e  nat iona l ly . It also wou ld  c re ­
ate a c le a r in g  house to prov ide gu ide l ines 
and a id for sm a l l  businesses that are es­
p e c ia l ly  sens it ive to compute r c r im ina ls .

C h a r l e s  Wood, m a n ag em en t  systems 
consu ltan t at Stanford Research In te rna ­
t iona l . po in ted to the t ime l iness of the 
m o v ie  warGamcs, in wh ich  a teen ager 
a c c id en ta l ly  keys in to a Pentagon c om ­
puter and puts the wor ld on nuc lea r alert

" It is conce ivab le ." he said. "The ques­
t ion is whether it is reasonab ly possible.1

Garro tt , who in three years of head ing 
C a l i f o r n ia  computer cr ime-fighters has 
seen such offenses rise sharp ly , reca l led  
that it was a teen-age boy who was re ­
ported recen t ly  lo have used a computer 
at the Un ive rs ity  of Southern Ca l i fo rn ia  
to ga in  access to a Defense Depar tmen t 
system The  extent of the youth's success, 
said Garrott , had not been establ ished hr 
cause nobody at the Pentagon wou ld tab 
about it

• ‘a hat w e  must remember ,"  said Gar- 
rotl . "is that a com pu te r  is no rr.ore than 
an e le c t ron ic  f i l in g  system, w h ich  w i l l  do 
what anyone te l ls it  to do."

A so-called in te l l ig en t  computer , w h ich  
cou ld d raw  on its own exper ience when 
dea l ing  w i th  d if ferent sets of facts, is st i l l  
at least seven years away, a c co rd in g  to 
Garrott .

M eanwh i le ,  he said, not on ly  co rpo ra ­
tions but peop le have to le a rn  lo  cope 
w i t h  the g row in g  th rea t of c om p u te r  
abuse.

"Our c red it  ratings, our taxes, our bank 
accounts, our te lephone b i l ls  a re  a l l  lo  be 
found on computers , and there is ev id en ce

that in creas ing access is be ing ga ined to 
c red it  bu reau mach ines where ra t ings a r c  
listed. N ew  persona l i t ies can be bu i l t  o ve r  
ex is t ing  ones, but it is the rea l person who 
gets the b i l l ."  he said

H e  c la s s i f ie d  hacke rs , as c om p u te r  
c r im in a ls  are ca l led , as the successors of 
phone phreaks such as Cap'n Crunch , who 
u.,co to use a dev ice  ca l le d  the "blue box" 
to r lake long d istance ca l ls  w ithou t pay- 
in f  for them .

Hackers, he said, are " b . i l l i a n t  in  a 
ve ry  l im i t e d  way They nr .- not soc iab le  
T hey  f lunk out of school and they can 
c om m un ic a te  on ly through the wo r ld  ol 
e lectron ics ."  he said.

T h ey  are peop le l ike Lew is  DcPayne , 
whose com pu te r  name was "Roscoc" or 
"the Phantom ." He led a c r im in a l  c om ­
puter gang in Los Angeles lh a t  inc luded 
two teen-age boys and a w om an  known as 
"Susan Thunder."

"Susan Thunder  loved com pu te rs  so 
m u ch  that she wou ld prostitute herse lf lo 
get money to buy compute r equ ipment ."  
sa id Garro tt .

D eP a v n e  even tua l ly  spent f ive  months 
in j a i l  for compute r  K i n d  a fter he had 
p lan ted obscen it ies in the com pu te rs  of a 
C a l i f o r n ia  company .

An even darker side of c om pu te r  abuse 
was uncovered at a hospita l,  w he re  it was 
found that hackers had ga ined access lo  
the compute r ized  records o l pa t ien ts in 
in tens ive  ca re and had doub led the dos­
age of the ir  med icat ions .

“ If a nurse had not not iced the d if fe r ­
ence . we cou ld have boon d ea l in g  w ith  a 
case of mass murder," Garro t t  said.

W ha t w o r r ie s  the c om p u t e r  c r im e  
f ighters is that such offenses often are 
d iscovered by acc ident.

"It's too often a fluke lha t it's found out 
at a ll ."  G a rro t t  said

H e  to ld of Ike bank em p loyee  who  de ­
c id ed  use a computer to t r ip le  the w ith­
ho ld ing  for state and federa l taxes o the 
bank staff and app ly  for the refund m  I

paid 10 h imse lf . He was unsuccessfu l on ly 
U-iduse an aud itor wondered i l  the w i t h ­
ho ld ing was too h igh and invest igated .

There was also the case of Sarah the 
bank te l le r  who p rog ramm ed  the bank 
computer lo  pay her unearned o ve r t im e  
and was successful for months u n t i l  it 
occurred to a bank o ff ic ia l that an  eno r ­
mous amount of o ve r t im e  was be ing  paid 
to a low-level emp loyee .

What was s ign if icant about the case of 
Sarah was that after she had m ad e  res t i­
tut ion of the money , she was not fired 
She was g iven a better jo b  a t  a h igher 
sa lary on the cond it ion ti.at she told no­
body how she had d idd led the data.

"That att itude on the part of co rpo ra ­
t ions is passing," sa id Garro tt , who e x ­
p la ined that it o r ig in a l ly  s temmed  from 
re luctance on the part of m an y  f irm s lo 
a dm i t  t h e i r  own m a n a g em e n t  in e f f i ­
c iency. "It does po int up the need for new 
and tougher computer safeguards," he 
emphasized.

But unt i l computer  precaut ions are im ­
proved. he said, there w i l l  con t inue to be 
cases where data is changed or "diddled." 
and corporat ions risk f in a n c ia l d isaster 
as a result of the p lan t ing  of " log ic  
b om b s ' w h ich  result in  a com pu te r  eras­
ing a l l  the in fo rm at ion  in its records on a 
g iven t im e  and date.

"The troub le is that peop le th ink c o m ­
puter c r im e  is funny when it can  be both 
disastrous and tragic," Garro tt said 

Yet even the o ff ic ia l a dm it ted  c o m ­
puter c r im e  can be funny. As in  the c la s ­
sic case of the cook ie monste r in the 
computer That look p la re  in  San F r a n ­
c isco. where in terference by hackers led 
to repeated in terrupt ion of a f irm's p ro ­
g ramm ing  w ith  the word "cookie" ap ­
pear ing on the screen 

It wou ld w ind  up w ith  " g im m e  cookie." 
And it turned out that the on ly  way  to 
appease Hie e lec tron ic  monster was lo 
’iced" it by typ ing in  the word it wanted, 
wh ich was "cookie."



• ORANGE, CALIFORNIA 92668 

CONTACT:

A CAPSULE DESCRIPTION

TRW Information Services operates and markets one of the nation's largest, 

computerized consumer credit reporting services called Credit Data. TRW 

has credit information on more than 86 million consumers, and serves 24,000 

subscribers at 35,000 locations.

TRW collects and stores factual credit information on consumers and provides 

that information to credit grantors that subscribe to the service including 

banks, retailers and finance companies. The TRW Updated Credit Profile 

contains credit account information provided by subscribers including 

positive and negative information about retail credit card accounts, bank 

charge card accounts, lines of credit, secured loans and finance company 

accounts. The Profile also includes selected public record information 

limited to tax liens, judgments and bankruptcies. TRW does not collect 

Information on checking and savings accounts, race, religion, sex, salary, 

personal lifestyle or criminal records.

Open current credit accounts remain on the Profile indefinitely. Closed 

or paid accounts are removed within seven years. Adverse credit information 

remains on file for a maximum of seven yeara, with the exception of 

bankruptcies, which remain for a maximum of 10 years.

TRW
INFORMATION SERVICES DIVISION OF TRW INC. • SOS CITY PARKWAY WEST 

FOR RELEASE;
TRW Information Services Division 

Credit Data



HISTORY

The development of consumer credit reporting agencies was a direct result 

of the rapid growth in the use of credit and need for consumer credit 

repayment information. As more and more businesses began extending credit 

to consumers, there was an increasing need for information on how those 

consumers repaid their credit obligations with other creditors. To meet 

this need, individual businesses began to collect their customer repayment 

information and exchange it within branches of their own company or within 

their industry. This credit information was kept in paper files in a central 

location. As the volume of credit information grew, the job became too 

large for individual businesses.

Credic bureaus soon developed, meeting businesses' need for a central 

repository of credit repayment information that provided credit grantors 

with a more complete picture of consumers' repayment habits. The Michigan 

Merchants Credit Assn. in Detroit was one such bureau, which was founded 

in 1932 by Norman Jordan, and taken over by his son, Harry ("Bud") Jordan, 

in 1956. The company was incorporated in Michigan in August of 1960 as the 

Credit Data Corp. and used file cabinets and 3" x 5" cards to store consumer 

credit information. In 1965 Credit Data initiated and installed the first 

computerized, on-line credit reporting system. It was acquired by TRW 

Inc. in November 1969 -lnd became TRW Credit Data.

HOW CREDIT GRANTORS USE CREDIT REPORTS

TRW provides credit information to bona fide credit grantors who have a 

legitimate business need for the information,, When consumers apply for



credit, they generally authorize a credit grantor to obtain information 

on their credit history. Credit grantors use TRW's service when 

considering applications for credit, or when reviewing their current 

accounts. Credit grantors apply their own evaluation criteria to the 

information TRW supplies in determining whether to grant or deny credit. 

In addition to the information on a Credit Profile, credit grantors 

also take into consideration information not supplied by TRW, such as 

the consumer's employment, income, other assets and outstanding debts.

TRW does not make the decision to grant or deny credit.

HOW AUTOMATED CREDIT REPORTING WORKS

TRW provides credit information to credit grantors that assist them in 

the credit granting decision. In turn, they provide TRW with a record of 

their past and present credit account information. This is usually done 

on a monthly basis. Since the majority of TRW subscribers have their 

accounting function computerized, they typically provide the information 

via magnetic tape, copied directly from their billing records used to 

notify their customers. These tapes are sent to TRW's data center in 

Anaheim, Calif., where they are entered into the TRW computer system.

This regular receipt of credit information provides TRW with an automatic 

updating of the credit account information in the files. Public record 

information is gathered directly from court records, converted to a 

computerized format and entered into the computer system in the same 

manner as credit information from credit grantors.



THE CREDIT PROFILE

The TRW Credit Profile contains up-to-date credit information on 

consumers' credit accounts, items of public record, inquiries, and a

--Identifying Information: the consumer identifying information is

limited to the consumer's full name (including generation, such as 

"Junior" or "Senior"), address, social security number, age or year of 

birth, and spouse's initial. The consumer's place of employment, as 

indicated by the consumer on a credit application, may also be contained 

in the Profile.

— Credit Account Information: includes the name of the company reporting

the account, the date the information was reported, the date the account 

was opened, the type of account, terms, the original balance or credit 

limit, current account balance, amount past due and the status of the 

account, such as "current account" or "30 days past due."

—  Inquiries: whenever a request is made for a copy of the Profile, that

request, or "inquiry," is automatically recorded on the Profile and is 

retained for a period of one year. Inquiries include the name of 

the inquiring company and the month, day and year of the inquiry.

— Public Record Information: includes the name and location of the court

from which the data was obtained, a description of the item, such as 

"judgment" or "state tax lien," the docket number and/or page number 

where it was located, date and the status of the item, such as "judgment 

satisfied."-------------------------------------------------------------



— Designations: each item of credit or public record information is 

assigned a general designation of "positive," "negative" or "non-evaluated," 

depending on the status of the account or public record item. A paid 

satisfactory account, for example, would be designated as a positive 

item. These designations —  selected through the consensus of credit 

grantors that use TRW's service —  are provided as a service to credit 

grantors. TRW does not provide a general credit rating —  such as "A-l" 

or "Triple-A Credit" —  on an individual.

— Payment Profile: is another service to credit grantors that provides

them with an immediate comprehensive picture of the consumer's payment 

history for the last 12 months. An account that has been current for the 

last 12 months, for example, would be indicated in the Payment Profile as 

a series of "C's," representing "current." A 30-day, or one month past, due, 

would show on the Payment Profile as a "1" in the column for that month.

— Consumer Statement: if the consumer so chooses, a consumer statement

of 100 words or less regarding any item that TRW has reinvestigated 

and with which the consumer is still dissatisfied may also be included 

on his or her Profile.

(A more extensive explanation of status comments, association codes, types 

of accounts, and items of public record is included on the back of the 

sample Credit Profile).

DISCLOSURE TO CONSUMERS

Consumers may obtain a copy of their Credit Profile anytime by writing 

to TRW directly. Approximately 500,000 consumers a year request a copy



of their Credit Profile from TRW, through TRW's 21 Consumer.Relations 

offices across the country. They should include the following information 

in their request:

: Full name (including generation, i.e., Jr., Sr., Ill, etc.)

: Addresses for 5 years 

: Social Security Number

: Year of birth

: Si gnature

If the consumer has been denied credit within the past 30 days, there is

no charge for the Profile. Consumers should indicate the company that

declined them credit or include a copy of the declination letter with their 

request. If they have not been denied credit within the past 30 days, 

there is a $8 fee. ($5 in Maryland). The request should be mailed to 

the TRW Consumer Relations office closest to their home (See list of TRW 

locations). Eighty-six percent of the consumers who request their Credit 

Profile from TRW do so by mail.

Consumers may also make a personal visit to TRW offices during business 

hours to receive a copy of their Credit Profile and speak to a trained 

representative, who will explain its contents. To make an appointment for

a personal visit, consumers should call the TRW Consumer Relations office
*

closest to their home. Fourteen percent of the consumers who contact 

TRW make a personal visit to TRW's Consumer Relations offices.

TRW reinvestigates any item on a consumer's Credit Profile that the consumer 

disputes. This is done by contacting the source of the information to 

verify its accuracy. If there is any item on the Credit Profile that



the consumer disputes, the nature of the dispute should be indicated in 

the column provided on the Credit Profile and returned to TRW. TRW 

will reinvestigate the disputed item with the source of information. If 

the item cannot be verified, it will be deleted from the record. TRW 

notifies the consumer of the result of that reinvestigation by sending 

the consumer an updated copy of the Credit Profile. Of the approximately 

500,000 consumers a year who request copies.of their Credit Profile from 

TRW, less than one-third dispute information on the Profile.

Consumers may add a consumer statement to their Credit Profile regarding 

any item which TRW has reinvestigated and with which they are still 

dissatisfied. This statement will tell the consumer's side of the story 

in his or her own words, and will be included with all inquiries to the 

consumer's Credit Profile. TRW will work with consumers to formulate the 

statement, which should be limited to 100 words or less and should not 

include libelous comments.

SAFEGUARDS

TRW's contract with subscribers specifies the Credit Profiles be used 

only in accordance with the permissible purposes outlined in the Federal 

Fair Credit Reporting Act. TRW has extensive security procedures, 

including safeguards for protecting the computer equipment, computer 

center, Information files, systems programming and access to the TRW system.

CREDIT AND FEDERAL LAW

There are a number of federal laws that pertain to credit. The Fair 

Credit Reporting Act, Equal Credit Opportunity Act, and Fair Credit



Billing Act, sumnarized below, are the three most important laws for 

consumers to be aware of.

FEDERAL FAIR CR DIT REPORTING ACT 

Gives you the right...

...to know what credit information is held that pertains to you, without 

charge if you've been denied credit within 30 days

...to know who has received a report on you in the past six months

...to have information pertaining to you, which you dispute, reinvestigated 

and corrected or removed if inaccurate or unverifiable

...to place a statement in the credit reporting company’s records if you 

continue to dispute the accuracy of an item after reinvestigation

...to have an updated report sent to those credit grantors who have 

received a report pertaining to you in the last 6 months

...not to have adverse information pertaining to you over 7 years, 

or 10 years for bankruptcies, kept or reported

EQUAL CREDIT OPPORTUNITY ACT

Gives you the right...

...to be judged on an equal basis with all other credit applicants



...to have joint accounts reported for both spouses separately after 

June 1977

...to have your income considered without regard to sex or marital status

...to have child support and alimony payments regularly received counted 

as income, if requested

...not to be asked questions about birth control or child bearing plans 

...to obtain a credit card in your own name if you are a married woman

...to know the. reasons you have been denied credit

FAIR CREDIT BILLING ACT

Gives you the right...

...to file a written complaint with the credit grantor within 60 days after

the b.i1 you question was mailed to you

...to receive an acknowledgement from that credit grantor within 30 days 

after that, and a settlement within 90 days

...to forestall collection of the account until the dispute is resolved and

...to prohibit that credit grantor from reporting negative information 

regarding the disputed amount to credit reporting agencies until the dispute 

process is completed



OTHER CREDIT REPORTING AGENCIES AND INDEPENDENT BUREAUS

TRW is one of the largest of five major, U.S. computerized credit reporting 

agencies. The others are TransUnion (Chicago); Credit Bureau Inc., a 

division of Equifax (Atlanta); Chilton (Dallas); and Pinger (Houston).

There are many more smaller, independently owned credit bureaus nationwide 

that provide an important service to their communities. TRW has 

contractual agreements with 28 such bureaus tc provide them with the 

latest data handling technology and enhancements, while at the same time 

allowing them to retain independent control of their operations, as well 

as access TRW's data.
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