


Executive Offices

One Space Perk

Redondo Beech, CA 302/6
213.535.2175

February 3. 1984

The Honorable Mae Tischer
Member. Alaska State Legislature
Pouch vV (MS 3100)

Juneau, Alaska 99811

Dear Representative Tischer: A AYALS

We are writing to urge your support of
House Bill 520, as introduced by House Speaker
Joe L. Hayes.

This legislation would enact a computer crime statute
in the state of Alaska and create an offense for the
criminal use of a computer. We support this
legislation because i1t would protect consumers from
unauthorized access to and manipulation of sensitive
computer-based information contained in the data base
of a consumer credit reporting agency.

TRW1s Information Services Division operates one of
the country®s largest consumer credit reporting
agencies. We maintain credit information on more
than 90 million consumers. And we service these
consumers through 21 offices and 80 independent
credit bureaus, including Credit Bureau of Alaska,
Inc.

Unfortunately, our data base has been illegally
accessed, and we have been frustrated with the
inadequacy of current federal and state laws to
properly prosecute these occurences. We have,
therefore, successfully sponsored related legislation
in California and New York, and we hope to see
similar statutes enacted in other states, including
Alaska.

I have attached additional information on this issue
and a brief description of our consumer credit
reporting services.

Once again, we respectfully encourage your support of
House Bill 520. Thank you.

Sincerely.

M : _ lanager
TRW Inc. Government Relations

Attachment: as stated.



THE WEED FOR COMPUTER CRIME LEGISLATION

INTRODUCTION

Several 1issues related to the information services industry
have led to the need for computer crime legislation.

The computer 1industry has created a consumer market that
has put machines in the hands of hobbyists, and controls in the
data processing industry have been reduced thru time-sharing
options and other productional facets. While we see
individuals invading systems 1in the news and entertainment
mediums, the point 1is being raised that it will not be long
before true 1 iminals are 1involved in other areas.
Unfortunately, this has become a reality. Little publicity 1is
given to these cases of computer crime because they are not

always turned over to law enforcement agencies. This 1is
because computer crime statutes, for the most part, are either
not in place or insufficient to result in prosecution. With

little chance of achieving successful prosectution, or even
getting to court, it is not surprising that many companies do
not report computer crime.

Because of growing problems and concerns about unauthorized
access to and manipulation of computer-based information, it 1is
necessary to enact legislation. After unsuccessful attempts at
the national level, it has become necessary to have progressive
state legislatures implement legislation on a state-by-state
basis.

UNAUTHORIZED ACCESS TO CREDIT INFORMATION

The credit industry has evidenced criminal behavior thru
unauthorized access in three basic scenarios:

1. Consumer victimization via stolen access codes.
2. File manipulation.

3. Investigation and collection agency activity using
stolen access codes.

Each of these scenarios is elaborated on separately to
illustrate the impact of this activity and the need for
up-to-date legislation.



Consumer Victimization

Attachment A, "For Sale: Credit Ratings," describes a
process of victimization. The act of a consumer obtaining a
good credit rating was fa« .litated by stealing subscriber
access codes. The individuals that were selling chese packages
telephoned 7egitimate credit grantors subscribing to the credit
agency. Th “se individuals represented themselves as calling
from the credit agency, usually using the pretext of clearing
up a billing problem, or being from the security department.
During the conversation the access code is requested and
usually provided. This access code enables access to the
credit data base to facilitate the process. The buyer of the
good credit history uses the good accounts and requests other
credit cards. The buyer runs u> bills with no intent of
paying. The good consumer is left with the issue of clearing
up his or her credit history once it has been discovered that
someone has used the individual®s history.

File Manipulation

Attachment B illustrates the issue of file manipulation.
File manipulation is achieved by bribing someone to modify the
information contained in files within the bureau or
subscriber®s premises and the submission of false credit
information.

Unfortunately, not all bureaus have controls to prevent
this access and many incidents of information modification
occur. Once the bad credit history is deleted or modified, the
individual applies for new credit accounts. (Controls exist
within the TRW system to prevent and/or isolate attempts of
this type.)

Even if consumer victimization and file manipulation
efforts are successful, most law enforcement agencies will not
pursue the case until there has been a 106s to a credit grantor.

Investigation and Collection Agency Activity (Attachment C)

Private investigators, lawyers, and repossession agenté6
may. in 1isolated cases, have a legitimate purpose to access a
credit data base; however, most of the major credit agencies do
not allow these individuals tc subscribe due to the control
features required to monitor permissible access.
Unfortunately, there have been many case6 where individuals
wanting this information have either stolen access codes or
derived t.,e access code from credit profiles sent to them by
other subscribers with the access code on them.



Some collection agencies have acquired access codes in a
similar manner. Although collection agencies have legitimate
reasons to access a credit bureau, and they are subscribers,
some do not use their own access code. The stolen access code
iIs often utilized to reduce coses and iIncrease commissions and
agency profits.

A GROWING PROBLEM

According to recent statistics (Modern Office Procedures -
March 1983, ™"Defending Your Computer Room Against disaster™)
the average bank robbery is less than $3,000. The average
"white collar" embezzlement nets less than $30,000. But the
average computer crime is estimated to exceed $600,000, with
little chance of detection, prosecution or conviction.

Education has become a key element in the fight against
this area of criminal activity, and the United States
Department of Justice has opened a specialized four week
compute;: fraud school for F.B.l. agents. The Department of
Justice, Sacramento, California, operates a two week course
specializing in the same subject. Other municipalities as well
as private organizations are currently holding seminars to
combat problem areas of detection.

The challenge 1is to actively prosecute computer crime
suspect6. A challenge in the sense that the current laws
regulating computer access are extremely lacking. Following,
are three examples of TRW incidents that i1llustrate the need
for computer crime legislation:

Example td

An organized ring of credit criminals was established in a
large metropolitan area. Although this example was taken from
the Western Region, there is an indication that an identical
ring iIs operating in the Eastern Region. One member of the
ring provided computer pass"~rd information to another who used
It to gain access to our system. The suspect then retrieved
hundreds of credit reports. Through a relocation and file
merge system, the suspect was able to alter negative credit
information into what appeared to be a positive profile.

The fee charged for this service varied, however, it
averaged about *<600 per report. This particular case 1is being
actively prosecuted at the writing of this report. The section
selected for prosecution was 502 P.C. (California).



Example #2

A collection agency/private investigative firm gained
access to computer password information on several Information
Services Division subscribers. As such, unauthorized access
was made into our system and a total of $65,000 worth of
credits were applied for from various east coast subscribers.
While working the investigation of this matter, several New
York agencies were contacted and each declined investi?ative
jurisdiction. Most felt that 1t w*s a civil or federa
problem, in that no computer crime bill existed.

Subsequently, the F.B.l. was contacted and consented to
continue the investigation. A suspect was identified and
prosecution i1s being actively pursued.

Example #3

A coast-to-coast organized crime ring obtained several
thousand blank credit cards. Later, they obtained illegal
access Into credit systems and retrieved thousands of credit
profiles of potential victims. By viewing the reports, account
number Information was obtained and later embossed on the
stolen cards. The total amount stolen from creditors 1is
unknown at this time, but it is believed to exceed $1,000,000.
Investigation is continuing.

Crimes by these individuals were made possible through the
illegal access to computer files. In each case the criminal
simply called a TRW operator and relinquished certain password
information which then caused the computer to be accessed.

It is acutely apparent that much has been done in the area
of detection, but legislation is now needed for active
prosecution.

CALIFORNIA®S COMPUTER CRIME LEGISLATION

SB 648 (California Penal Code 502) was introduced in the
California Legislature in March of 1981. This bill modiried
the penal code to make it a crime to intentionally access or
cause to be accessed any computer system or network for the
purpose of damaging the credit rating of any person. The bill
was sponsored by an individual in the San Diego District
Attorney"s office. Fraud Division, 1in resporse to a situation
in San Diego in which an individual®6 credit file was sold for
the purposes of obtaining credit under fraudulent
circumstances. (Similar legislation has been enacted in New
York.)



Legislative justification for the bill goes on to say:

ONE

"The credit granting sector of private industry is being
deluged with false and fraudulent applications for credit.
It 1s not uncommon for individuals and organized groups to
systematically apply for multiple credit cards, loan&, etc.
utilizing fictitious and false names, biographical
information, and credit histories. These fraudulent
applications are carefully created to fit within the credit
grantors® criteria for issuance of credit - 6uch policies
which are well known to the applicants. Sophisticated
wrinkles are added such as the use of telephone answering
services, which have been provided a prepared script to
read in case of iInquiry b{ the credit granting agencies.
The answering service tells the inquiring party “that the
applicant has been employed at a high salary for five
years; that the applicant has successfully paid off a loan
on a expensive automobile, etc.”

Under existing law. the credit grantor must suffer a loss
before this activity can be filed as a felony. This
ridiculous posture does nothing to prevent repeated
attempts to obtain credit by fraudulent means. It 1is
likewise discouraging to the credit grantors, who having
discovered these activities, bring them to the attention of
law enforcement and discover that this conduct is at mo6t a
misdemeanor. (Section 53?a, California Penal Code)"

STEP TOWARD A SOLUTION

Because of the tremendous growth iIn computer-based

information services and an alarmini, increase Iin the
unauthorized access to and abuse of various data bases
throughout the country, it has become necessary for states to
update existing penal codes to include computer fraud.
California and New York have passed legislation in this area.

And

It i1s hoped that similar legislation can be enacted in

other states to facilitate criminal prosecution and standardize
penalites.

1171983



Attachment "A"

May 19B1

auditors commended Sandla®s corrective ac—
tions and stated that It appeared that the
problems had been solved. However, 1t
would not pay those responsible for the
laboratory to become complacent. Without
continual policing, the problem will

return. The auditors recommended periodic
random sampling of computer flies to check
on unauthorized use of the system. [

For Sale: Credit Ratings

While evidence is still not clear, it
seems possible that a data theft gang has
been operating In southern California. It
appears that the ring has allowed those
with poor credit ratings to use someone
else®s good rating as the basis for opening
charge accounts and obtaining loans.

The crime apparently Involved unauthor—
ized access to a credit bureau data base
to obtain financial information about Indi—
viduals with a clean credit history. Good
credit ratings are sold to people who have
problems obtaining credit. The bad credit
risk purchases Information that will allow
him to assume for credit purposes the iden—
tity of someone who has the same name but
a better financial record. Information
supplied includes such things as social
security number, bank account number, and
driver®s license number.

This suspected crime came to light when
an Individual with a good credit rating
became aware that his ldentity was being
used by another. He contacted a number of
different law enforcement agencies and
Informed them about the alleged crime. To
date. Investigative efforts have been ham—
pered by the fact that, although everyone
acknowledges that a crime has Indeed taken
place, no one has been able to figure out
who has jurisdiction. Meanwhile, a number
of questions remain unanswered:

- How was the data obtained from

the supposedly secure files of the
credit bureau?

- Who obtained the data?

- Is 1t an Inside job?

These questions will remain unanswered
until jurisdiction problems can be lroned

out and further Information developed. f

15

Student Cracks School District's

Computer System

A high jchool senior 1n Tucson, Arizona
was successful 1n breaking Into the school
district"s computer system. However, he
Is beginning to have regrets about his
actions. Since his successful intrusion,
security measures have been tightened, and
his access to the computer has been
reduced.

The student, Joel Snyder, first realized
that he could break the system®s security
code when he was accessing the computer
through a remote Job entry terminal at his
high school. He was quoted as saying that
anyone with a knowledge of assembly langu—
age could easily circumvent the system®s
security features. The passwords protect—
Ing student grades and other Information
were unimaginative.

His attempt to gain access to another
user®s password was successful. As a
result, Snyder felt he should inform the
authorities about the security risks
Involved. However, officials tended to
doubt that Joel Snyder had actually cracked
the system. They were willing to acknow—
ledge that he had obtained access to pass—
words, but they were never sure how he had
done It.

In his attempt to publicize the security >
weakness, Joel appeared at a school board
meeting and brought the matter to the
attention of the board. This action had
some results. System security was soon
tightened. Students are now allowed to
access the system only from RJE stations
(not by dialing up from a modem), only
during certain hours, and only while a
teacher is present.

While he has proven that he has more
than a passing knowledge of computers and
their security features, Snyder does not
plan a career iIn data processing. His
first college choice Is Stanford Univer—
sity, where he plans to major In liberal
arts.

Although Joel Snyder®s reasons for
breaking security were not malicious, his
action shows the ease with which Intelli—
gent students can circumvent security fea—
tures in today®"s systems. Obviously,
there are basic weaknesses 1n most
security provisions. [
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U.S. Charges SIX leed Reports

On Credit-Risk

Buyers' For Fee,

Fed False Data Into Computers

» Authorities Believe Plot
V' May Have Led To Millions
mOf Dollars In Unpaid Bills

’ LOS ANGELES -With Ihc aid of a
file clerk, six men sought out persons with
poor credit records nnd for fees of up to
11,500 improved their cicuit reports in the
computer banks of the country** largest
consumer credit bureau, a federal in-
dictment charges.

The credit records were kept in the com-
puters of TRW Credit l)Ma in Anaheim.
Calif. The company maintains credit files
on about 50 million Americans living jn 20
cities.

The files arc used by banks, credit card
companies, and other businesses seeking

information concerning the credit worth-
iness of customers.

Authorities said the alleged scheme may
have produced millicns of dollars In un-
paid bills and caused untold legal prob-
lems for firms that rely on credit informa-
tion.

The six men are charged with con-

.spiracv in the indictment returned Thurs-

day by a grand jury. All six also are
charged with at least one count of making
false loan-application statements.

A TRW Credit Data file clerk. Kathleen
Bennett, was named as an unindiclcd co-
conspirator. Federal authorities said she is
to be a government witness.

According to the indictment! Miss Ben-
nett was paid 550 each time she improved
the computerized credit records of people
solicited by Ihc ring.

Some Information Deleted

This allegedly was done by delctinr* bad
payment records, information jdav.il bank-
ruptcies. and other unfavorable mate-
rial. in some cases. material indicating a
good credit history was inserted, author-
ities r.niri.

The indictment liMec 2C pcisons who
paid between $300 and £1.500 to have their
credit records altered, hut authorities said
> many os 130 persons may Imvc uald for
such falsifications between August. 1074,
and March. 1975,

With their improved credit records.'
these [>cople obtained banks loans, credit
cards, and credit nt retail stores, author-
ities said, and many of them sub'c'iucnlly
defaulted on payments. *

FBI agents uncovered the plot and broke
up .the ring ID months ago. authorities

said. It look the Flit, a Justice Department .

Organized Crime Strike Force, and the
U.S. Attorney's office nearly Its years to
obloIn the evidence needed to ptcuenl the
case (u ogrand Jury.

Seven Counts fit Indictment

Charged in the seven-count Indictment
were Fhilip Kostoff. 31. the alleged ring-
leader: his brother. Paul Kosiofl. S3: Ron-
ald C. Rossi. Il: Joint It. Dubbs. 11; Ken-
neth L Stevenson. 39. and Scan Shanahan,
5. All live in Orange County, where Aua-
heim is tncnicd.

The inJicimrnt allm-d Unit IMiitip Koi*
toff hired the oilier defendants to locale
icrsons who wauird their credit ratings
improved and also recruited Miss Dennett.

Authorities said TRW Data Credit, a di-

vision ol Cleveland-bused TRW. Jr.c.. coop*.

rrated in tiie Investig«lim and it I|ght-

, enlnglnlccurlty ,
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3FirmsProbed in Theft |
of TRWComputerData!

-7acC
*Two Lee JLn"do* private detective agencies ud a
Van Nays vehicle rtpew w iat Arm have bees accused
of masrivw electrode theft of credit Informitior from a
computer at TRW. Oraaro County authorities- aaid |

Plr)tree odd the three firms gained access to the na-
tionwide credit reporting-agency's compute by obtain*
Inf codes Issued ta TR subscrrbers 0 doflar value
"has been eat co the arlere theft.

Investigators ad Tuesdaﬁ/ that HTC.LP. Locksmiths,
the reposeemno company, had hees using the code for
tbt taooths. Searchers and Secuntres and Searchers In-
vestigators, the detective agencies, had been usinf
them since 1972. police said.

* Qranfa police Detective Roger Braham said no
r-charﬁes have been filed, but invéstigators are examin-
ousand* of records—mostlg computer prinuwtt—
selae from the three finps in raids last week.
Gil BamhleC vice_president. of public_affairs for
* TRWs Information Services Divldon in Orange, said
ne fl(m sov1r:n secialty surveiUance system firstSpotted
eillegal informatiorf request entries'in January.
-Officials. of the three companies that allegedly ob«
tained the mformatron illegally could not be réached for 1
; comment T>aeday. * 1



Computer-Fraud Coverage Grows
As Insurers Solve Policy Problems

By JoannkLii-man
SiafjHrpttricrnfTh* Wam.Kth” n J<»mhnai
An oil company paid millions of dollars to

gather highly confidential geophysical infor-
mation and then fed the data into a com-
puter. Now it wants insurance against elec-
tronic theft of the data by competitors or
damage to its storage system by teen-age
computer hackers. Is such coverage avail-
able?

The answer is yes. some insurers say.
But the kinds of coverage available vary
wjdeiy. and most insurance companies are
still at work developing their policies. A few
insurers cover thefl of trade secrets and
such items as customer lists. Others cover
only the cost ol reproducing erased or dam-
aged information. All agree there are prob-
lems to overcome: Losses are hard to calcu-
late and potentially staggering, for example,
and premiums can be very high. But every-
one also agree;; that once the problems are
solved, business will be hot.

Computer-fraud coverage "is the most
sought-after insurance In the crime area
these days,” says Christopher Barr, vice
presidenl of National Union Fire Insurance
Co. “The computer is the fad of the 1980s-
and computer insurance ts the fad topic of
the insurance world."

So far, only about $20 million of elec-
Ironic-cnmc  policies have been sold and
most of them cover transfers of money and
securities, according to Dean P. Felton, a
vice president of Marsh & McLennan Cos.
But he figures tnat amount will increase ge
omeiricnlly, reaching $100 million in the
next three years.

Demand is already rising. Shand, Mora-
han 0 Co.. a subsidiary of Alexander & Alex-
ander Securities Inc.. says inquiries about
its policy have doubled in the past six
months, to 75 a week. Applications for the
coverage have risen 20V< to 30',i. says Grant
R. Hubbard, a Shand Morahan vice presi
dent. St. Paul Fire D Manne Co.. Fireman s
Fund Insurance Cos,, Chubb & Sons Inc. and
olhcrs report a similar increase In Inter-
est.

A New Twist In Coverage

Insuring computer daia against theft and
damage is a new twist In electronic-crime
coverage. Cine of the first computer-crime
policies, introduced by Lloyd's of London in
1981 and quickly copied by several Ameri-
can insurers, applied only to financial insti-
tutions and covered only money and securi-
ties transferred by electronic means.

Thai kind of policy was inspired by the
exploits of Stanley Mark Rifkm. who was
charged with swindling Securny Pacific
Bank o( Los Angeles out of $10.2 million in
197n. According to prosecutors, he posed as
an internal tonal bank officer, got the com
puler codes required (o transfer money to a
Swiss hank, and then bought 19 |x>unds of
Russian diamonds with the proceeds. Back
then, the ease was hailed as the ultimate
electroPiC scam.

But a new type of computer itrime Is

drawing .mention now. and us immediate
targel is information rather than money. In-
surers can reel off (ales of computer treach-
ery. There's a company, for example, whose
clifT.I file was pilfered electronically by a
competitor. In another case, a prankster
gained access to computerized motor-vehi-
cle records, wiping out penalties given poor
drivers. Recently, the Federal Bureau of In-
vestigation has arrested teen-agers who al-
legedly broke into computers belonging to
the Defense Department, a New York City
hospital and an elecironiemail service.
Crimes like these make companies very
nervous. Chubb, for insiance. says it has
sold computer-fraud policies lo an aerospace

Insuring computer
data against theft and
damage is "a new area,
and there are no hard
and fast decisions on
who is liable for zvhat
says a State Farm exec-
utive.

company worried about piracy of irs designs
and a book publisher concerned that an out-
sider could steal unpublished books. Shand
Morahan says travel agencies, county gov-
ernments, department stores and stockbro
kers have shown interest in Us policy.

Computer-dala coverage varies from in-
surer to i,surer. St. Paul Fire & Marine
covers the cost of reproducing erased or
damaged information, including footwork or
research. That means that if a client list is
erased, the Insurer will pay for the extra
time and work required to recreate it. But
"snooping" isn't covered. As a result, if a
competitor steals the client list electroni-
cally without damaging the data, no pay-
ment Is made.

Chubb’s policy does cover snooping, If In-
formation is stolen and used by someone,
the policy covers the full amount spent to
develop the data. Thus, if a new automobile
design is stolen from a manufacturer's com-
puter and the new car becomes unrompeir
live as a result. Chubb will cover such costs

research and promotion. If the car is still
marketable bill sales are hurt because the
design is no longer exclusive, a smaller pay-
ment will be negotiated.

Sharm Morahan may offer the most am-
bitious policy. It promises to cover all com-
puter-frsud-related costs, up to $30 million
for a single incident. It will even cover the
cost of inventory stolen by electronic means.
Such cases have occurred in the past. In the
early 1970s. Jeiome Schneider was con
victed of procuring more than $200,000 of
elephone equipment from Pacific Telephone

Telegraph Co. in Los Angeles,

But many insurers are still trying to de-

vise lormulas lor insuring rumpiiienzed
data. "lIts a new area, and there are m
hard and fast dcrisiuns on who is liable for
what,” says Wesley Ooms. assistaii vice
presidenl of Slate Farm Mutual Insuranre
Co.. which doesn'l offer any computer fraud
coverage.

One problem is Ihal insurers like lu slirk
with quantifiable losses. Thai makes Iliem
reluctant lo rover less-roncreie costs, like
loss of confidentiality and confidence anong
customers.

There are other problems. While no
claims have been made yet. they may be
devastating when they come. "We don't ex-
pect them to be numerous." says Ralph W.
Wheeler Jr.. .«n executive at Aetna Casualty
& Surety Co., "but we expect a catastrophe
when it happens." Mr. Hubbard of Shand
Morahan believes losses among his coin
pany's customers will "always be in excess
ol seven figures."

With the potential for losses like these,
premiums can be enormous. They tend to
run between $25,000 and $100,000 a year, de
pending on the sue of the business and how
secure its compuier system is. Hut coverage
can rosl a large bank as much as $1 million
over three years, according to Mr. Wheeler
of Aetna. If the company has a backup com-
puter or other alternate system, insurance
costs are usually lower.

Giving Hackers ldeas

Most companies are reluctant to talk
about their computer crime coverage lor
fear o! giving backers and competitors
ideas. "Nolxxly s going to admit carrying
this coverage,” says Mr. Hubbard, of Stiand
Morahan. "It's the same thing as kidnap
coverage,"”

But law lirms. winch computerize data
about cases, and airlines, which computer
ize everything from accounis receivable to
reservations, are among the kinds of compa-
nies looking into coverage. "Anyone who
uses information systems technology Is go-
ing to have to look at this typo of Insur-
ance." says Don Karmazin, vice president
ol computer and communications services
al United Airlines.

United is self-insured, but It plans to
study coverage carefully as Il becomes
more readily available, "It has been talked
about In the industry,” Mr. Karmazin says,
"especially with all Hie noiorieiy that these
teen-age computer whiz kids have been get
ling."

McGraw-Hill Inc, has compuler-rrime
coverage, but it says all its risks still aren't
covered. Its policy covers the cost ol recre
atmg damaged information, but if an elec-
tronic trespasser reads-but doesn't dam
age-an unpublished stix-k appraisal from
McGraw-Hill's Standard D Poor’s Index or
an unreleased article from its BusinessWeek
magazine, no paymecnl is made.

"We hit the stumbling block." says John
J. Bolt, corporate risk manager. "It's a
gray area. We re going round and round on
this al least once a month.'



Criminal Use
Of Computers
Seen Growing

By Ronkkt E. Tavuik
Staff licportcrof TiikW all Sthkkt Journal

WASHINGTON - Richard Shanklin has
found another use for the versatile home
computer: creditcard fraud.

From his parents' home in Fairfax. Va.,
the 30 year old Mr. Shanklin used his com-
puter lo get into the files of Credit Bureau
Inc. in Atlanta. Authorities say he used in-
formation about other people's credit card
accounts to order about $50,000 worth of
computer and electronic gear from mail or-
der tusmesses.

A grand jury indicted Mr. Shanklin on 15
charges. After plea bargaining, the prosecu-
tors dropped all but one charge of credit-
card fraud. Mr. Shanklin pleaded guilty, and
he faces a jail term.

The ease wtlh which he gained access to
the files is alarming to Assistant U.S. Attor-
ney Loren Horshey, who prosecuted the
case. He calls the home computer "the bur-
glary tool of the electronic age." Several
computer experts consider that an exagger-
ation. saying they haven’t heard of another
case like Mr. Shanklin’s. But while com-
puter pranks gain far more attention, ex-
perts expect the use of home computers in
fraud and similar criminal activity to
grow.

"The np-olfs are likely to be mor*’ fre-
quent and larger." says Arthur Gillis, a
computer-security specialist who is presi-
dent of Computer Based Solutions Inc. of At-
lanta. "The numbers are against us." he
says, because people are learning atxmt
computers faster than adequate security
precautions are being developed.

Danger From Insiders

The most serious threats of misuse, most
experts say, come not from oulsiders. but
from insiders. Most computer thefts are em-
bezzlements. In one case, a consultant, Stan-
ley Mark RIfktn, used computer codes to
transfer $10.2 million Irom the Security Pa
cilic Bank of Los Angeles lo Ins account in
Switzerland. He served three years in jail.

Computer buffs have shown that they can
ose their wits, their terminals and their tele-
phone lines to gain unauthorized access to
private data banks. The mosl dramatic ex-
amples have Ix-en carried out by a group of
youths in Milwaukee who call themselves
the 414  alter the city's telephone area
code.

They have penetrated dozens of computer
systems, Including a data base at the U.S.
nuclear weapons research laboratory in Los
Alamos. N.M.. and the radiation-tlierapy re
cords at Memorial Sloan Kettering Cancer
Center in New York.

While computer intrusions are generally
ascribed lo sport rather than greed, the case
of Mr Shanklin shows the possibilities of fi-
nancial gain.

Computers’ Wrak Point

Mr. Shanklin apparently broke into the
computer data bank by exploiting a weak
point common to most systems: human
carelessness. Federal authorities believe he
posed as a Credit Bureau employee to obtain
from a J.C. Penney clerk the codes used lo
enter the computer's credit files.

Dan P. Miller, a vice president at the
Credit Bureau's Maryland subsidiary, says
anyone who gels inside the computer’s data
base can read the company's files on about
90 million people from 24 states—including
their credit account numbers, credit histo-
ries and unused balances.

Authorities say Mr. Shanklin. in ordering
electronic gear by telephone, used credit ac-
counts of people who had recently died. In-
vestigators also say he obiained credit hislo
ries of Hollywood personalities, including
actress Linda BLIr. The grand jury charged
that Mr. Shanklin obiained credit reports on
at least 80 individuals.

When federal investigators went to Mr.
Shanklm's home, they say they found seven
antennas on the roof. The amount of com-
puter and electronic gear packed into his
bedroom was reminiscent. Mr. Hershey says,
of the movie-set bedroom of the youth in
"WarGames." a movie that raises the spec
ter ol a home-comptiter penetration ol the
U.S. missile defense system.

Deliveryman Grows Suspicious

According lo the government. Mr. Shank-
lin picked up some ol the goods he ordered
at a freight depot, but he had other pur
chases shipped to his home. A United Parcel
Service deliveryman grew suspicious, ac
cording to the prosecutor, afler taking pack
ages for several individuals to the home in a
lew days and seeing Mr. Shanklin sign lor
nil of them.

Thomas Maloy. the Credit Bureau’s di
rector ol public relations, says the company
has "taken the appropriate steps" to pre
vent a similar unauthorized foray into its re-
cords. but. citing securily concerns, he
won't explain what they are.

Mr. Gillis, the cornputer seciinty expert,
says security can be provided in several
ways. Soliwnre can require a user to give a
series ol codes before gelling access to data
It also can limit the amount of computerized
Information lhat is o/H‘ii to each authorized
user. The central computer can be linked
only to private telephone lines or pro
gramtned to give access to only specific
computer terminals.

The mosl sophisticated safeguards iden
[Ify authorized users by scanning their fin
gerprints, voieeprmts or even the blixxl ves-
sels In the retinas ol their eyes, says Jim
Schweitzer. Xerox Corp.'s manager ol sys
tein securily technology.

Bu! such safeguards may be Uxi expen
sive or cumbersome lor some users. A pn
vale phone Im« lo a computer is likelv u.

cosi ai Ipas: $1,1(0 a month. Mr Gillis says,
so it isn't practical for most low-volume us
prs.

In the absence of the more sophisticated
security measures, Mr. Gillis says, "il
doesn't take a geinius" to break in to a data
bank. All it takes, he says, Is an understand-
ing of how computers work. Computer users
can beat the simpler safeguards by frying
random variations of codes and passwords
until They find the’ right ones.

But even the best security is vulnerable
to human frailty. A common problem, says
Mr. Schweitzer, is lhat authorized users
don't safeguard ther passwords and access
codes. Theode C. Langevin, working In a
New York brokerage, house, used the pass-
word assigned lo a f.urmer colleague al the
Federal Reserve Banc lo lap inlo the Fed's
secret money-supply Tiles. Mr. Langevin has
pleaded guilty and faces a sentence of up lo
five years and a $1,000 fine.

Many crimes that rely on computers,
though, could have been committed with old
fashioned tactics. Mr. Schweitzer contends,
for instance, that Mr. Shanklin could have
found enough informalicn in a credit-bureaii
or department-store tra.h bin to charge his
purchases to someone else's credit card



iCrime on a chip
Beware the logic bombs, data diddlers and hackers

BY MURIEL DOBBIN
(U19H3, Baltimore Sun

LOS ANGELES — Logic bombs, data
diddling, obscene messages and illegal
access to defense secrets are Lust the up
of a computer crime iceberg Inat federal
and California officials are working full
time to control.

Already established in the annals of
computer crime_are the Phantom, who
cost a San Francisco corporation $250,000
b%/. feeding obscene messages into its ma-
chines. a teen-ager who acquired com-
puter access to secret Defense
Department information, and Cap'n
Crunch, one of the original "phone
phreaks" from whom today's electronic
pirates are descended.

"The magnitude of the problem of com-
puter vulnerability is only now being re-
alized. What we are seeing is the tip of a
nasty iceberg." said Clifton Garrott. an
assistant district attorney who heads the
electronics crime division in Los Angeles.

The U.S. Justice Department has com-
missioned a team of electronics experts
at Stanford Research International, a
California foundation, to carry out a
study of computer crime in 18 stales.

Rep Ronald Wyden, D-Ore,. introduced
this month a computer crime prevention
bill, said to be the first of its kind, as an
initial step to co.mbatln? the problem.

The Wyden bill would set up a task
force to assess the dimensions of com-
puter crime nationally. It also would cre-
ate a clearing house to provide guidelines
and aid for small businesses that are es-
peC|aII)( sensitive to computer criminals.

Charles Wood, management systems
consultant at Stanford Research Interna-
tional. pointed to the timeliness of the
movie warGames, in which a teen ager
accidentally keys into a Pentagon com-
puter and puts the world on nuclear alert
"It is conceivable." he said. "The ques-
tion is whether it is reasonably possible.1

Garrott, who in three years of heading
California computer crime-fighters has
seen such offenses rise sharpIK, recalled
that it was a teen-age hoy who was re-
ported recently lo have used a computer
at the University of Southern California
to %am access to a Defense Department
system The extent of the youth's success,
said Garrott, had not been established hr
c%us% ntobody at the Pentagon would tab
about i

*ahat we must remember,” said Gar-
rotl. "is that a computer is no rr.ore than
an electronic filing system, which will do
what anyone tells it to do.”

A so-called intelligent computer, which
could draw on its own experience when
dealing with different sets of facts, is still
at least seven years away, according to
Garrott.
~Meanwhile, he said, not only corpora-
tions but people have to learn lo cope
with the growing threat of computer
abuse. o

"Our credit ratln%s, our taxes, our bank
accounts, our telephone hills are all lo be
found on computers, and there is evidence

that increasing access is being gained to
credit bureau machines where ratings arc
listed. New personalities can be built over
existing ones, but it is the real person who
gets the bill." he said

He classified hackers, as computer
criminals are called, as the successors of
phone phreaks such as Cap'n Crunch, who
u.,co to use a device called the "blue box"
to rlake long distance calls without pay-
inf for them.

Hackers, he said, are "b.illiant in a
very limited way They nr -not sociable
They flunk out of school and they can
communicate only through the world ol
electronics.” he said.

They are people like Lewis DcPayne,
whose computer name was "Roscoc” or
"the Phantom.” He led a criminal com-
puter gang in Los Angeles Ihat included
two teen-age boys and a woman known as
"Susan Thunder."

"Susan Thunder loved computers so
much that she would prostitute herself lo
get money to buy computer equipment.”
said Garrott. .
~ DePavne eventually spent five months
in jail for computer Kind after he had
planted obscenities in the computers of a
California company.

An even darker side of computer abuse
was uncovered at a hospital, where it was
found that hackers had gained access lo
the computerized records ol patients in
intensive care and had doubled the dos-
age of their medications. .

“If a nurse had not noticed the differ-
ence. we could have boon dealing with a
case of mass murder," Garrott said.
~What worries the computer crime
fighters is that such offenses often are
discovered by accident. .

"It's too often a fluke Ihat it's found out
at all." Garrott said
“He told of Ike bank emglpyee who de-
cided use a computer to triple the with-
holding for state and federal taxes o the
bank staff and apply for the refund m |

paid 10 himself. He was unsuccessful only
U-iduse an auditor wondered il the with-
holding was too high and investigated.

There was also the case of Sarah the
hank teller who ﬁrogrammed the bank
computer lo pay her unearned overtime
and was successful for months until it
occurred to a hank official that an enor-
mous amount of overtime was being paid
to a low-level employee.

What was significant about the case of
Sarah was that after she had made resti-
tution of the money, she was not fired
She was given a better job at a higher
salary on the condition ti.at she told no-
body how she had diddled the data.

"That attitude on the part of corpora-
tions is passing,” said Garrott, who ex-
plained that it originally stemmed from
reluctance on the part of many firms lo
admit their own management ineffi-
ciency. "It does point up the need for new
and ‘tougher computer safeguards,” he
emphasized.

But until computer precautions are im-
proved. he said, there will continue to be
cases where data is changed or "diddled.”
and corporations risk financial disaster
as a result of the planting of "logic
bombs' which result in a computer eras-
ing all the information in its records on a
given time and date. .

"The trouble is that ﬁeoplle think com-
puter crime is funny when it can be both
disastrous and tragic," Garrott said

Yet even the official admitted com-
puter crime can be funny. As in the clas-
sic case of the cookie monster in the
computer That look plare in San Fran-
cisco. where interference by hackers led
to repeated interruption of a firm's pro-
gramming with the word "cookie" ap-
pearing on the screen

It would wind up with "gimme cookie."
And it turned out that the only way to
appease Hie electronic monster was lo
iced" it by typing in the word it wanted,
which was "cookie."
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Credit Data
A CAPSULE DESCRIPTION

TRW Information Services operates and markets one of the nation®s largest,
computerized consumer credit reporting services called Credit Data. TRW
has credit information on more than 86 million consumers, and serves 24,000

subscribers at 35,000 locations.

TRW collects and stores factual credit information on consumers and provides
that information to credit grantors that subscribe to the service including
banks, retailers and finance companies. The TRW Updated Credit Profile
contains credit account information provided by subscribers including
positive and negative information about retail credit card accounts, bank
charge card accounts, lines of credit, secured loans and finance company
accounts. The Profile also includes selected public record information
limited to tax liens, judgments and bankruptcies. TRW does not collect
Information on checking and savings accounts, race, religion, sex, salary,

personal lifestyle or criminal records.

Open current credit accounts remain on the Profile indefinitely. Closed
or paid accounts are removed within seven years. Adverse credit information
remains on file for a maximum of seven yeara, with the exception of

bankruptcies, which remain for a maximum of 10 years.



HISTORY

The development of consumer credit reporting agencies was a direct result

of the rapid growth in the use of credit and need for consumer credit
repayment information. As more and more businesses began extending credit
to consumers, there was an increasing need for information on how those
consumers repaid their credit obligations with other creditors. To meet
this need, individual businesses began to collect their customer repayment
information and exchange i1t within branches of their own company or within
their industry. This credit information was kept in paper files in a central
location. As the volume of credit information grew, the job became too

large for individual businesses.

Credic bureaus soon developed, meeting businesses® need for a central
repository of credit repayment information that provided credit grantors
with a more complete picture of consumers® repayment habits. The Michigan
Merchants Credit Assn. in Detroit was one such bureau, which was founded

in 1932 by Norman Jordan, and taken over by his son, Harry (“'Bud') Jordan,
in 1956. The company was incorporated in Michigan in August of 1960 as the
Credit Data Corp. and used file cabinets and 3" x 5" cards to store consumer
credit information. In 1965 Credit Data initiated and installed the first
computerized, on-line credit reporting system. It was acquired by TRW

Inc. iIn November 1969 -Ind became TRW Credit Data.

HOW CREDIT GRANTORS USE CREDIT REPORTS

TRW provides credit information to bona fide credit grantors who have a

legitimate business need for the information,, When consumers apply for



credit, they generally authorize a credit grantor to obtain information
on their credit history. Credit grantors use TRW"s service when
considering applications for credit, or when reviewing their current
accounts. Credit grantors apply their own evaluation criteria to the
information TRW supplies in determining whether to grant or deny credit.
In addition to the information on a Credit Profile, credit grantors
also take into consideration information not supplied by TRW, such as
the consumer®s employment, income, other assets and outstanding debts.

TRW does not make the decision to grant or deny credit.

HOW AUTOMATED CREDIT REPORTING WORKS

TRW provides credit information to credit grantors that assist them iIn
the credit granting decision. In turn, they provide TRW with a record of
their past and present credit account information. This is usually done
on a monthly basis. Since the majority of TRW subscribers have their
accounting function computerized, they typically provide the information
via magnetic tape, copied directly from their billing records used to
notify their customers. These tapes are sent to TRW"s data center in
Anaheim, Calif., where they are entered iInto the TRW computer system.
This regular receipt of credit information provides TRW with an automatic
updating of the credit account information in the files. Public record
information is gathered directly from court records, converted to a
computerized format and entered into the computer system in the same

manner as credit information from credit grantors.



THE CREDIT PROFILE

The TRW Credit Profile contains up-to-date credit information on

consumers® credit accounts, items of public record, inquiries, and a

--ldentifying Information: the consumer identifying information is
limited to the consumer®s full name (including generation, such as
"Junior" or "Senior'"), address, social security number, age or year of
birth, and spouse®s initial. The consumer®s place of employment, as
indicated by the consumer on a credit application, may also be contained

in the Profile.

— Credit Account Information: includes the name of the company reporting
the account, the date the information was reported, the date the account
was opened, the type of account, terms, the original balance or credit
limit, current account balance, amount past due and the status of the

account, such as "current account™ or "30 days past due."

— Inquiries: whenever a request is made for a copy of the Profile, that
request, or "inquiry," is automatically recorded on the Profile and is
retained for a period of one year. Inquiries include the name of

the inquiring company and the month, day and year of the inquiry.

— Public Record Information: 1includes the name and location of the court
from which the data was obtained, a description of the item, such as
"judgment" or "state tax lien," the docket number and/or page number
where it was located, date and the status of the item, such as "judgment

satisfied. - ———— === -



— Designations: each item of credit or public record information is

assigned a general designation of "positive,” '"negative" or "non-evaluated,"
depending on the status of the account or public record item. A paid
satisfactory account, for example, would be designated as a positive

itemn. These designations — selected through the consensus of credit
grantors that use TRW"s service — are provided as a service to credit
grantors. TRW does not provide a general credit rating — such as "A-1"

or "Triple-A Credit” - on an individual.

— Payment Profile: is another service to credit grantors that provides
them with an immediate comprehensive picture of the consumer®s payment
history for the last 12 months. An account that has been current for the
last 12 months, for example, would be indicated in the Payment Profile as

a series of "C"s," representing “current.” A 30-day, or one month pest, due,

would show on the Payment Profile as a "1" in the column for that month.

— Consumer Statement: 1f the consumer so chooses, a consumer statement
of 100 words or less regarding any item that TRW has reinvestigated
and with which the consumer is still dissatisfied may also be included

on his or her Profile.

(A more extensive explanation of status comments, association codes, types

of accounts, and items of public record is included on the back of the

sample Credit Profile).

DISCLOSURE TO CONSUMERS

Consumers may obtain a copy of their Credit Profile anytime by writing

to TRW directly. Approximately 500,000 consumers a year request a copy



of their Credit Profile from TRW, through TRW*s 21 Consumer.Relations
offices across the country. They should include the following information

in their request:

Full name (including generation, i1.e., Jr., Sr., 111, etc.)
Addresses for 5 years

Social Security Number

Year of birth

Signature

IT the consumer has been denied creditwithin the past 30 days,there is

no charge for the Profile.Consumersshould indicate the company that
declined them credit or include a copy of the declination letter with their
request. If they have not been denied credit within the past 30 days,
there is a $8 fee. ($5 in Maryland). The request should be mailed to

the TRW Consumer Relations office closest to their home (See list of TRW
locations). Eighty-six percent of the consumers who request their Credit

Profile from TRW do so by mail.

Consumers may also make a personal visit to TRW offices during business
hours to receive a copy of their Credit Profile and speak to a trained
representative, who will explain i1ts contents. To make an appointment for
a personal visit, consumers*should call the TRW Consumer Relations office
closest to their home. Fourteen percent of the consumers who contact

TRW make a personal visit to TRW"s Consumer Relations offices.

TRW reinvestigates any item on a consumer®s Credit Profile that the consumer
disputes. This is done by contacting the source of the information to

verify its accuracy. If there is any item on the Credit Profile that



the consumer disputes, the nature of the dispute should be indicated in
the column provided on the Credit Profile and returned to TRW. TRW

will reinvestigate the disputed item with the source of information. If
the item cannot be verified, 1t will be deleted from the record. TRW
notifies the consumer of the result of that reinvestigation by sending
the consumer an updated copy of the Credit Profile. Of the approximately
500,000 consumers a year who request copies.of their Credit Profile from

TRW, Uless than one-third dispute information on the Profile.

Consumers may add a consumer statement to their Credit Profile regarding
any item which TRW has reinvestigated and with which they are still
dissatisfied. This statement will tell the consumer®s side of the story
in his or her own words, and will be included with all inquiries to the
consumer®s Credit Profile. TRW will work with consumers to formulate the
statement, which should be limited to 100 words or less and should not

include libelous comments.

SAFEGUARDS

TRW*s contract with subscribers specifies the Credit Profiles be used
only in accordance with the permissible purposes outlined in the Federal
Fair Credit Reporting Act. TRW has extensive security procedures,
including safeguards for protecting the computer equipment, computer

center, Information files, systems programming and access to the TRW system.

CREDIT AND FEDERAL LAW

There are a number of federal laws that pertain to credit. The Fair

Credit Reporting Act, Equal Credit Opportunity Act, and Fair Credit



Billing Act, sumnarized below, are the three most important laws for

consumers to be aware of.

FEDERAL FAIR CR DIT REPORTING ACT

Gives you the right. ..

...to know what credit information is held that pertains to you, without

charge if you"ve been denied credit within 30 days

...to know who has received a report on you in the past six months

...to have information pertaining to you, which you dispute, reinvestigated

and corrected or removed if inaccurate or unverifiable

...to place a statement in the credit reporting company’s records if you

continue to dispute the accuracy of an item after reinvestigation

...to have an updated report sent to those credit grantors who have

received a report pertaining to you in the last 6 months

...not to have adverse information pertaining to you over 7 years,

or 10 years for bankruptcies, kept or reported

EQUAL CREDIT OPPORTUNITY ACT

Gives you the right. ..

...to be judged on an equal basis with all other credit applicants



...to have joint accounts reported for both spouses separately after

June 1977

...to have your income considered without regard to sex or marital status

...to have child support and alimony payments regularly received counted

as income, iIf requested

...not to be asked questions about birth control or child bearing plans

...to obtain a credit card in your own nameif you areamarried woman

...to know tre. reasons you have been denied credit

FAIR CREDIT BILLING ACT

Gives you the right...

..to file a written complaint with the creditgrantor within 60days after

the b .1l you question was mailed to you

..to receive an acknowledgement from that credit grantor within 30 days

after that, and a settlement within 90 days

..to forestall collection of the account until the dispute is resolved and

...to prohibit that credit grantor from reporting negative information

regarding the disputed amount to credit reporting agencies until the dispute

process iIs completed



OTHER CREDIT REPORTING AGENCIES AND INDEPENDENT BUREAUS

TRW 1s one of the largest of five major, U.S. computerized credit reporting
agencies. The others are TransUnion (Chicago); Credit Bureau Inc., a

division of Equifax (Atlanta); Chilton (Dallas); and Pinger (Houston).

There are many more smaller, independently owned credit bureaus nationwide
that provide an important service to their communities. TRW has
contractual agreements with 28 such bureaus tc provide them with the
latest data handling technology and enhancements, while at the same time
allowing them to retain independent control of their operations, as well

as access TRW"s data.
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