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HOUSE BI LL NO. 87
“"An Act relating to penalties for antitrust violations."

- MOVED CSHB 87(L&C) OUT OF COMM TTEE

HOUSE BI LL NO 23
"An Act relating to crimnal use of a conputer."”

- HEARD & HELD

HOUSE BI LL NO. 6

"An Act authorizing the governor to renove or suspend a nenber
of the Board of Regents of the University of Alaska for good
cause; and establishing a procedure for the renoval or
suspensi on of a regent."

- SCHEDULED BUT NOT HEARD

HOUSE BI LL NO. 168

"An Act requiring the amount of the security given by a party
seeking an injunction or order vacating or staying the operation
of a permt affecting an industrial operation to include an
anount for the paynent of wages and benefits for enployees and
paynments to contractors and subcontractors that may be lost if
the industrial operation is wongfully enjoined.”
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W TNESS REG STER

JAMES R WALDO, Staff

Representati ve Li ndsey Hol nes

Al aska State Legislature

Juneau, Al aska

POSI TI ON  STATEMENT: Presented HB 87 on behalf of one of the
bill"s joint prinme sponsors, Representative Hol nes.

CLYDE (ED) SN FFEN, JR., Senior Assistant Attorney General

Conmmrer ci al / Fai r Busi ness Section

Civil D vision (Anchorage)

Depart ment of Law (DQL)

Anchor age, Al aska

PCOSI TI ON STATEMENT: Responded to questions during discussion of
HB 87.
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REPRESENTATI VE PETE PETERSEN

Al aska State Legislature

Juneau, Al aska

PCSI TI ON STATEMENT: Presented HB 23 as one of the bill's joint
prime sponsors.

DAVI D BREMER, St af f

Representati ve Pete Petersen

Al aska State Legislature

Juneau, Al aska

POSI TI ON STATEMENT: Assisted with the presentation of HB 23 on
behal f of one of the bill's joint prime sponsors, Representative
Pet er sen

ANNE CARPENETI, Assistant Attorney General

Legal Services Section

Crimnal D vision

Depart ment of Law (DQL)

Juneau, Al aska

PCOSI TI ON STATEMENT:  Suggested changes to HB 23 and responded to
guesti ons.

GERALD LUCKHAUPT, Assistant Revisor of Statutes

Legi sl ative Legal Counsel

Legi sl ati ve Legal and Research Services

Legislative Affairs Agency (LAA)

Juneau, Al aska

PCSI TI ON  STATEMENT: Speaking as the drafter, responded to
guestions during discussion of HB 23.

QUI NLAN STEI NER, Director

Central Ofice

Publ i c Def ender Agency (PDA)

Department of Adm nistration (DOA)

Anchor age, Al aska

POSI TI ON STATEMENT: Expressed concerns with Section 2 of HB 23.

ACTI ON NARRATI VE

1:39: 48 PM

CHAIR CARL GATTO called the House Judiciary Standing Conmittee
neeting to order at 1:39 p.m Representatives Gatto, Thonpson

Gruenberg, Holnes, and Lynn were present at the call to order.
Representative Pruitt arrived as the neeting was in progress.

HB 87 - ANTI TRUST VI OLATI ON PENALTI ES
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1: 40: 07 PM

CHAI R GATTO announced that the first order of business would be
HOUSE BILL NO 87, "An Act relating to penalties for antitrust
violations." [Before the commttee was CSHB 87(L&C) . ]

1: 40: 39 PM

JAMES R WALDO Staff, Representative Lindsey Holnmes, Al aska
State Legislature, on behalf of Representative Holnmes, one of
the bill's joint prime sponsors, explained that HB 87 would
update the penalties for certain violations of Alaska's
antitrust | aws. Currently, violations of AS 45.50.562 and AS
45.50.564 - conbinations in restraint of trade unlawful, and
nmonopolies and attenpted nonopolies unlawful, respectively -
constitute a msdeneanor with a maximum fine of $20,000, or a
maxi mum prison sentence of one year, or both, if commtted by a
natural person, and constitute a m sdenmeanor with a maxi mum fine
of $50,000 if commtted by an entity other than a natural
per son. By anending AS 45.50.578, Section 1 of the bill would
make such violations a class C felony with a maxi mum fine of
$1, 000, 000, or a prison sentence as provided for in AS 12.55, or
both, if conmtted by a natural person, and a class C felony
with a maxi mum fine of $50,000,000 if committed by an entity
ot her than a natural person. Section 2 of the bill would add a
new subsection (b) to AS 45.50.578 authorizing civil actions by
the attorney general against those who violate AS 45.50.562; AS
45.50.564; AS 45.50.568 - nergers and acqui sitions unlawful when

conpetition unlawful; AS 45.50.570 - interlocking directorates
and relationships; or an injunction issued under AS 45.50.580 -
injunction by attorney general. The maximum civil penalty

aut hori zed under this new subsection (b) would be $1, 000,000 for
a violation commtted by a natural person, and $50, 000,000 for a
violation commtted by an entity other than a natural person.

MR. WALDO nentioned that the joint prine sponsors obtained input
from the Departnment of Law (DOL) regarding the bill's |anguage;
that the proposed penalties are far less than those inposed for
violating [simlar federal law; that the proposed penalties are
merely maxi mum anmounts, rather than nmandatory anounts, and so

the court would have the sane discretion under the bill as it
has now in deternmining how high a penalty to inpose; and that
making the bill's civil penalty section congruent wth its

crimnal penalty section is neant to ensure that if the state is
one of the prevailing parties in a nulti-state antitrust suit,
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that the danages awarded the state won't be limted to just its
exi sting crimnal penalty anpunts.

1:45: 20 PM

CLYDE (ED) SN FFEN, JR, Senior Assistant Attorney General,
Commercial/Fair Business Section, Cvil D vision (Anchorage),
Department of Law (DOL), in response to questions, concurred

that the proposed penalty anounts woul d be maxi rum anounts, not
mandat ed anounts, and that damage award anmpunts in nulti-state
antitrust cases hinge on a state's existing penalties; ventured
that the bill's proposed changes would provide the DOL with the
flexibility and strength to pursue "bigger" cases; and expl ai ned
that the bill would apply to the person/entity that commts the
wrongdoi ng and not necessarily to a parent conpany, subsidiary
conpany, or other affiliated conmpany unless such was actually
responsi ble for the conduct, that he is not aware of anything
illegal going on in Alaska with regard to gasoline pricing, and
that although there are a few "local" antitrust investigations
underway, nost of the DOL's antitrust investigations pertain to

multi-state antitrust cases. For exanple, currently the state
is involved in a nmulti-state case involving shipping, one
involving liquid crystal displays (LCDs), and one involving

conmput er menory chi ps.

REPRESENTATI VE = GRUENBERG, in response to coments and a
guestion, noted that AS 01.10.060(a)(8) defines the word,
"person" as:

(8) " person” i ncl udes a corporation, conpany,
partnership, firm association, organization, business
trust, or society, as well as a natural person;

CHAIR GATTO after ascertaining that no one else wshed to
testify, closed public testinony on HB 87.

1:58: 39 PM

REPRESENTATI VE HOLMES, speaking as one of HB 87's joint prine
sponsors, noved to report CSHB 87(L&C) out of comrittee with
i ndi vidual recomrendations and the acconpanying fiscal notes.
There being no objection, CSHB 87(L&C) was reported from the
House Judiciary Standing Comrttee.

The commttee took an at-ease from1:59 p.m to 2:02 p. m

HB 23 - COWPUTER PRI VACY
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2:02: 30 PM

CHAI R GATTO announced that the final order of business would be
HOUSE BILL NO 23, "An Act relating to crimnal wuse of a
conputer.”

2:03: 00 PM

REPRESENTATI VE PETE PETERSEN, Al aska State Legislature, speaking
as one of the bill's joint prime sponsors, explained that HB 23
woul d update Alaska's statutes regarding crimnal wuse of a
conputer - AS 11.46.740 - in order to keep up wth new
technology such as keyboard |oggers, devices which record
keystrokes as they are being entered into a conputer.

Specifically, Section 1 of HB 23 - anending AS 11.46.740(a) -
would make it a crime for a person to install a keystroke | ogger
or other device or program that has the ability to record

sonmeone else's Kkeystrokes or entries - whether transmtted
wirelessly or not - in order to access information that the
person has no right to. Currently, obtaining sonmeone's persona
information via software or "spyware" is illegal, but not when

done via the use of a keystroke logger, and HB 23 would [fiXx
this | oophol e].

2:04:51 PM

DAVI D BREMER, Staff, Representative Pete Petersen, Alaska State
Legislature, on behalf of Representative Petersen, one of
HB 23's joint prime  sponsors, additionally offered his
understanding that sonme new technology can enable a person to
record sonmeone else's keystrokes from as far away as 100 yards.
In response to questions, he assured the comrittee that the bil
woul dn't apply to law enforcenent, and noted that the Al aska
Cabaret, Hotel, Restaurant, & Retailers Association (Al aska
CHARR) is in support of HB 23.

REPRESENTATI VE PETERSEN nentioned that in addition to protecting
the personal information of individuals, the bill would also
protect the proprietary information of businesses.

MR. BREMER, in response to questions, said that although a
person using a keystroke logger to steal information wouldn't
necessarily know the <context of the Kkeystrokes that were
recorded, he/she could look for commopn patterns such as 16
numeric keystrokes in a row, possibly indicating a credit card
nunber, or some al phabetic keystrokes that include letters
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spelling "gmail.cont, possibly indicating an e-mail account; and
offered his understanding that there is not yet a way to steal
informati on entered on a conputer via touchscreen technol ogy.

2:09:12 PM

REPRESENTATI VE THOWPSON expressed concern that the affirmative
defense provided for via Section 2 of the bill could be m sused
by perpetrators of donmestic violence (DV) who install a
keystroke logger on their hone conputers in order to obtain
information entered by their victins. He questioned whether
this provision - which would add a new subsection (d) to AS
11.46.740 - would conflict with [Alaska's DV laws, either

exi sting or proposed].

MR. BREMER - noting that w thout passage of the bill, anyone,
even a perpetrator of DV, can use a keystroke logger to obtain
i nformati on he/she has no right to - explained that Section 2 of

the bill was included so as to address instances in which
parents install a keystroke |ogger on their home conputer in
order to nonitor what their children are doing on it. He
offered [his understanding that the joint prinme sponsors] would
not be opposed to anmending the bill [to address the concern
about perpetrators of DV]. In response to conmments, he

mentioned that in addition to keystroke I|oggers that obtain
information renotely, there are also ones that attach to the
conputer itself, l|ooking nmuch like a sinple cable extension, and
thus a person would have to inspect the wring on his/her
conputer prior to every use in order to ensure that no such
device had been installed. Keyboard |oggers are readily
avai l able over the Internet, and range in price from $50-3$200,
he added.

REPRESENTATI VE PRUI TT asked whether HB 23 woul d i npact conpani es
that use such technology to nonitor their enployees.

MR. BREMER relayed that it wouldn't because conpani es have the
right to access information on the conputers they own. In
response to other questions, he clarified that Section 2 of HB
23 provides an affirmative defense for those installing or
enabling a keystroke |ogger on their own conputer, and expl ai ned
that the bill's current title - "An Act relating to crimnal use
of a conputer."” - was chosen because the catch line of the
section of statute being anmended is, "Crimnal use of conmputer.”
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REPRESENTATI VE GRUENBERG suggested that the joint prime sponsors
consider narrowing the title in order to ensure that [unrelated]
provisions aren't added to the bill.

REPRESENTATI VE PETERSEN indicated that narrowing the title to
that effect would be fine with him

2:19: 51 PM

ANNE CARPENETI, Assistant Attorney GCeneral, Legal Services
Section, Crimnal Division, Departnent of Law (DOL), suggested
dividing the |anguage of proposed AS 11.46.740(a)(2) into two
parts in order to clarify that this new |anguage is addressing
both the installation of hardware/software, and the accessing of
information renotely, and suggested deleting Section 2 as being
unnecessary, since the State would already have to prove beyond
a reasonabl e doubt that the person had no right to engage in the
proscri bed behavior. She noted, though, that Section 2 woul dn't
conflict with [Alaska's DV |laws, either existing or proposed],
because it specifically says that application of its affirmative
defense is limted to prosecutions resulting froma violation of
AS 11.46.740(a)(2), and AS 11.46 addresses property crinmes, not
crines against a person. So if the comrittee chooses to retain
Section 2, the language should at |east be changed to reflect
that it applies to both presently-owed and fornerly-owned
conput ers.

CHAIR GATTO relayed that a proposed commttee substitute (CS)
addressi ng the aforenmenti oned concerns woul d be forthcom ng.

REPRESENTATI VE GRUENBERG nenti oned t hat he supports the bill.
2:28:19 PM

GERALD LUCKHAUPT, Assistant Revisor of Statutes, Legislative
Legal Counsel , Legi sl ative Legal and Research  Servi ces,
Legislative Affairs Agency (LAA), speaking as the drafter of HB
23, relayed that he would draft |anguage clarifying that what is
now proposed AS 11.46.740(a)(2) woul d  address both the
installation of har dwar e/ sof t war e, and the accessing of
information renotely; and that he would change the title. He
concurred that the title currently nerely reflects the catch
line of the section of AS 11.46 being anended - a section
addressing conputer crines, both those <conmtted against
individuals and those commtted against businesses and other
entities; that the affirmative defense provided for via Section
2 would address situations in which parents wish to nonitor
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their children's conputer activity, and situations in which a
conpany wi shes to nonitor its enployees' conputer activity; that
in a prosecution under AS 11.46.740(a)(2), the state would have
to prove that the person had no right to engage in the
proscri bed behavior; and that Section 2 wouldn't conflict wth
[Alaska's DV laws, either existing or proposed], because it
specifically says that its appl i cation i's limted to
prosecutions resulting from a violation of AS 11.46.740(a)(2),
whi ch addresses the wongful wuse of keystroke 1oggers, not
donmesti c vi ol ence.

MR. LUCKHAUPT offered his belief, though, that Section 2 would
provi de greater protection for soneone who installs or enables a
keystroke | ogger on a conputer that he/she owns. In response to
guestions, he again pointed out that proposed AS 11.46.740(a)(2)
is intended to address both the installation of keystroke | ogger
har dwar e/ software, and the accessing of keystroke information

remotely; offered his belief that HB 23 would fill a gap in the
state's laws pertaining to conputers and their usage; and
expl ained that under the bill, the activity outlined in proposed
subsection (a)(2) would still be a crine regardless that the

person failed to actually obtain the information he/she was
seeking via the use of keystroke | ogger technol ogy.

2:42: 03 PM

QUI NLAN STEINER, Director, Central Ofice, Public Defender
Agency (PDA), Departnent of Admnistration (DOA), expressed
concern that the affirmative defense provided for via Section 2
of HB 23 would place the burden on the defendant to prove, by a
preponderance of the evidence, that he/she owned the conputer,
and this could be difficult to do. Also, Section 2 is confusing
because the affirmative defense relates to an elenent of the
of fense itself, thereby obfuscating what the State woul d have to
prove. And al though the best solution would be to elimnate
Section 2 altogether, as suggested by the DOL, another solution
m ght be to make lack of ownership an actual elenment of the
of fense, thereby placing the burden on the State to prove that
the defendant didn't own the conputer. M. Steiner also
concurred with M. Carpeneti that the |anguage of proposed
AS 11.46.740(a)(2) ought to be divided into two parts in order
to provide clarity.

CHAIR GATTO, in response to comments, noted nenbers' continuing
concern with Section 2 of HB 23.
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REPRESENTATI VE PETERSEN, in response to a question, indicated
that the intent is for the bill to apply in situations where the
per son comm tting t he behavi or out|ined in pr oposed
AS 11.46.740(a)(2) doesn't own the conputer in question.

MS. CARPENETI cautioned against nmeking a |ack of ownership an
el ement of the offense, reiterating that [under the |anguage of
AS 11.46.740(a)], the State would already have to prove beyond a
reasonabl e doubt that the person had no right to engage in the
proscri bed behavior, and that it would be best to sinply delete
Section 2 and di vi de t he | anguage of pr oposed AS
11.46.740(a) (2).

2:52: 07 PM

REPRESENTATI VE GRUENBERG concurred with Ms. Carpeneti that under
proposed AS 11.46.740(a) as currently witten, the State would
have to prove that the person had no right to engage in the
proscribed behavior outlined 1in proposed paragraph (2),
acknow edging that owning a conputer does give a person the
right to do as he/she wishes with it.

M5. CARPENETI concurred, and ventured that making a |ack of
ownership an elenent of the offense could also prove problenmatic
in situations involving a business or entity that provides its
custoners with access to its conputers or and/or its Internet
service - such a business or entity shouldn't have a right to
use keystroke logger technology to obtain its custoners
personal information sinply because it owns the conputers and/or
| nt ernet servi ce. She again recommended deleting Section 2 of
the bill. In response to further questions, she too noted that
busi nesses and other entities do have the right to nonitor what
their enployees are doing on conpany-owned conputers. However
if such conputers were being used by both enployees and
custoners, then it would be up to the State to prove beyond a
reasonabl e doubt that the business or entity didn't have the
right to incidentally nonitor its customers' conputer activity
while nonitoring its enpl oyees' conputer activity.

MR. BREMER relayed that the joint prine sponsors would be
del eting Section 2.

CHAIR GATTO, after ascertaining that no one else wshed to
testify, closed public testinony on the bill, and announced that
HB 23 would be held over while the commttee awaits a
forthcom ng proposed CS addressing the aforenenti oned concerns.
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2:57:50 PM
ADJ OURNVENT

There being no further business before the conmttee, the House
Judiciary Standing Conmttee neeting was adjourned at 2:57 p.m
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