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SENATOR Bl LL W ELECHOWSKI
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SAM GOTTSTEIN, Staff

Senator Bill W el echowski

Al aska State Legislature
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New York City, New York
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ERNEST PRAX, Staff
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Al aska State Legislature
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Juneau, Al aska
POSI TI ON STATEMENT: Testified during discussion of SB 98.

JASON G AMO, Co-Chair

Al askan Citizens for Privacy

Anchor age, Al aska

PCSI TI ON STATEMENT: Testified in support of SB 98.

HORST POEPPERL

Boreal i s Broadband, Inc.

Privacy Now Al aska

Anchor age, Al aska

PCSI TI ON STATEMENT: Testified in support of SB 98.

PAUL RESENZVEI G

Heritage Foundati on

Washi ngton, D.C.

PCOSI TI ON STATEMENT: Testified during discussion of SB 98.

WALTER HAM LTQN, Chairman & President

International Bionetrics & ldentification Association (IBlIA)
Washi ngton, D.C.
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The Cato Institute

Washi ngton, D.C.
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PCSI TI ON STATEMENT: I ntroduced the FASD Partnership panel.
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Depart ment of Corrections (DOC)

Anchor age, Al aska

POSI TI ON STATEMENT: Testified during the FASD presentation.
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TRISH SM TH, D rector

Prevention and Intervention Services

Vol unt eers of Anmerica Al aska

Anchor age, Al aska

POSI TI ON STATEMENT: Testified during the FASD presentation.

STEPHANI E JOHNSON, Mental Health Cinician

None Youth Facility

Youth Facilities

D vi sion of Juvenile Justice

Department of Health and Social Services

Norme, Al aska

POSI TI ON STATEMENT: Testified during the FASD presentation.

M CHAEL JEFFREY, Judge

Superior Court

Barrow, Al aska

PCSI TI ON STATEMENT: Testified during the FASD presentation.

ACTI ON NARRATI VE
3:03:43 PM

CHAIR WES KELLER called the House Health and Social Services
St andi ng Committee neet i ng to or der at 3: 03 p. m
Representatives Keller, Mller, Kerttula, and Seaton were
present at the call to order. Representatives Mllett, Dick,
and Herron arrived as the nmeeting was in progress.

SB 98- BI OVETRI C | NFORVATI ON FOR | D

3:04:36 PM

CHAI R KELLER announced that the first order of business woul d be
CS FOR SENATE BILL NO. 98(JUD), "An Act relating to bionmetric

i nformation." He noted that technology had rmade it easier for
personally identified information, but that it also raised many
questions, with many ramfications. He questioned whether it

was possible to conpletely erase information, once it had been
digitized. He stated that SB 98 would not be noved from the

commttee at this neeting. He established that, as there were
many perspectives to bionetrics, he would not allow any
di srespect during discussion of the proposed bill. Not i ng that

there were many w tnesses, he asked that sone of the questions
m ght be responded to in witing.

HOUSE HSS COW TTEE -4- March 27, 2012



3:08: 09 PM

SENATOR BILL WELECHOANSKI, Alaska State Legislature, confirned
t hat people were passionate about protection for their rights to
privacy, as stated in the Al aska State Constitution. He noted
that proposed SB 98 had passed unani nmously fromthe Senate, wth
ten co-sponsors. He listed three inportant aspects of the
proposed bill: it required consent before collection of the
bionetric information; it did not allow disclosure of the
personal information wthout consent; and, it allowed for the
use of alternative identification. He stated that a variety of
di sparat e groups supported the proposed bill.

3:11: 08 PM

SAM GOTTSTEIN, Staff, Senator Bill Welechowski, Alaska State
Legi slature, introduced slide 1, "Privacy in the Constitution,"”
and read Article 1, Section 22 of the Al aska State Constitution:

The right of the people to privacy is recognized and
shall not be infringed. The legislature shal
i npl enent this section.

3:11: 44 PM

MR. GOTTSTEIN noved on to slide 2, "Cenesis of Alaska's Right to
Privacy,” and shared that its existence was the result of a
ballot initiative. He explained that the right to privacy,

according to "Alaska's Constitution: A Citizen's @uide" by
Gordon Harrison, "was pronpted by fear of the potential for
m suse of conputerized information systens, which were then in
their infancy.” He stated that Senator Wel echowski shared this
concern for potential msuse of information.

3:12: 33 PM

MR. GOITSTEIN directed attention to slide 3, "Legislative
obligation to Protect,” and stated that the 1972 ball ot
initiative for the right to privacy was approved by nore than 86
percent of Al askan voters. He reported that the initiative
affirmed that the legislature had a constitutional obligation to
protect Al askan's privacy, a protection which was stronger than
t hose privacy protections in the U S. Constitution.

3:12: 59 PM
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MR. GOTTSTEIN pointed to slide 4, "DNA Privacy Protections,” and
reported that the legislature had wunaninously passed strong
protections for Al askans genetic (DNA) information in 2004. He
noted that the proposed bill had unani mously passed the Senate,
as well. He conpared the simlarity of the proposed SB 98 wth
the 2004 legislation, as private industry argued agai nst privacy
protections, stating a difficulty for fulfillnment of fiduciary
responsibilities. He remnded that the legislature had a
constitutional obligation to protect the privacy of Al askans.

3:14:10 PM

CHAI R KELLER asked if the l|egislation should be based on abuses
and harm done, as privacy was subjective.

3:14: 33 PM

MVR. GOTTSTEIN expressed his agreenent t hat privacy was
subj ecti ve. He opined that sone private information could be
gl eaned from bionetric information

CHAI R KELLER suggested that the legislation be directed toward
privacy violations that caused harm

MR. GOTTSTEIN stated that the bionetric information needed to be
defined, slide 5, "Wiat are Bionetrics?" as listed on page 4 of
the proposed bill. He listed fingerprints, hand geonetry
recognition, vein recognition, retinal scans, and faci al
mappi ng, as exanpl es.

3:15: 48 PM

MR. GOTTSTEIN, presenting slide 6, "Bionetric Privacy is simlar
to Genetic Privacy," described that bionmetric information was
simlar to DNA, noting for exanple, that certain fingerprint
characteristics or iris scans could be linked to diseases and
genetic disorders. He declared that, as private health
information could be derived from bionetric information,
bi ometric information should be afforded the sanme protections as
previously afforded by the | egislature for DNA

3:17:47 PM
MR. GOTTSTEIN furnished slide 7, "Federal Privacy Laws Lacking,"
and asked if it was necessary for state privacy |aws, as federal

protections already existed. He stated that the U S,
Constitution did not explicitly give a right to privacy, unlike
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the Alaska State Constitution, and that federal |aw focused on

specific sectors for privacy protection. He gave exanples of
| egislation for privacy to federal governnent, health care, and
financial institutions, and observed that no federal | aw

protected biometric information.

VR. GOTTSTEIN considered slide 8, "Qther States address
Bionetrics,” and stated that Al aska was not the only state to
pass simlar |egislation. He reported that 18 other states had
laws on bionmetrics, and explained that California's strong
privacy laws had resulted in the disclosure of a data breach.
He pointed to an analysis of Illinois, Indiana, and Texas by
Legi sl ative Research Services, which highlighted the variety of
policy decisions for application of protections [lIncluded in
nmenbers' packet s].

3:20: 38 PM

MR. GOTTSTEIN, explaining slide 9, "The Need for Bionetric
Privacy," stated that, wthout |egislative action, an Al askan's
privacy could be exploited for financial gain. He shared that,
froma digital image of a fingerprint, a new set of fingerprints
could be created. He described an exanple of facial napping
[Included in nmenbers' packets] which allowed a store to
photograph a custonmer, and then, as the person wandered the
store, change the price of itenms based on previously collected
per sonal dat a. He clarified that bionmetric information could
not be replaced, enphasizing that it was the nobst private of
i nformati on.

3:22:49 PM

CHAIR KELLER asked if privacy should extend to the right for
peopl e to m srepresent thensel ves.

3:23:12 PM

MR. GOTTSTEIN, in response, offered his belief that sonmeone
would not have the right to msrepresent thenselves, opining
that it was illegal. Mwving on to slide 10, "Bionetrics easy to
duplicate,” he disclosed that nodern bionetric data was easily
duplicated, and stolen, stating that this was the way that
nodern identification systens would nobst threaten practical
obscurity and the privacy it afforded many people.

3:24: 07 PM
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MR. GOTTSTEIN declared that data breaches did happen quite
frequently, as shown on slide 11, "Data breaches are conmmon,"”
and he gave an exanple of a data breach at Lockheed Martin.

3:25: 01 PM
REPRESENTATI VE M LLETT asked about the data breach in Al aska.

MR. GOTTSTEIN, in response, reported that the breach occurred in
January 2009, when a Division of Retirenents and Benefits
subcontractor lost a laptop conmputer or data card containing
records which could have been conprom sed. He offered his
belief that no conprom se had occurred, but that precautions
wer e taken.

3:26: 26 PM

MR. GOTTSTEIN reported that nore than 30 mllion sensitive
records were conprom sed in 2011

3:27:04 PM

CHAIR KELLER asked if the aforenentioned |loss of data was a
breach of privacy, dealt with by contractual |aw. He asked if
the right to privacy was for your choice to give bionetric
i nformati on.

MR. GOITSTEIN, in response, said that it depended on the
contract or agreenent. He gave an exanple of nmedical school
testing agreenents, which allowed the testing agency to give
applicant fingerprints to |aw enforcenent agencies wthout
disclosing this to the applicant. He presented slide 12, "SB 98
Increase Privacy Protections,” which explained the proposed
bill. He stated that proposed SB 98 would increase reasonable
privacy protections with clear notification and authorization
for the uses of the bionmetric information. He noted that there
would not be any distribution or sale of information except by
agreenent, and there would be safe storage requirenents for the

bi ometric information. He shared that the proposed bill would
requi re disposal after the use of the bionmetric information, and
it would allow citizens the right to civil suits for any

vi ol ati ons.
3:29:13 PM

MR. GOTTSTEIN proffered slide 13, "SB 98 Gves Alaskans a
Choice," and stated that the proposed bill preserved choice by
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Al askans. He directed attention to proposed AS 18.14.040, and
expl ai ned that Senator Welechowski would present an anendnent
w th proposed changes for |anguage clarification to this section

about alternate identification. This proposed anmendnent woul d
i nclude the renoval of "occupational” from page 2, lines 13 and
17, page 2, line 16, would include "a passport or an"; and page
2, line 17 would renove the sentence beginning with "In this
section.”

3:30: 29 PM

CHAI R KELLER clarified that the proposed amendnment would not yet
be of f ered.

3:30:47 PM

MR, GOTTSTEIN summarized slide 14, "Conclusion," stating that
the proposed bill was a conpromse which added reasonable
protections and preserved choices, wi t hout banning the
collection of bionetric informtion. He opined that this was

t he next manifestation of privacy protections for Al askans.
3:31: 38 PM

REPRESENTATI VE M LLER, noting that bionetric information could
be gathered and distributed quickly, asked what precautions
could be put in place for violations to bionetric information
used, stored, or sold in jurisdictions outside Al aska.

3:32:40 PM

SENATOR W ELECHOWSKI, in response, said that the state could
only enforce violations which occurred wthin Al aska. He
directed attention to page 3, lines 11-19, the "Right of action"
provision, stating that there was a right to civil action

against a person who knowingly violated this chapter, and
applied to any individual over whom the State of Al aska had
jurisdiction. He expressed the difficulty of jurisdiction over
individuals who lived out of the state. He declared the
necessity for a federal or international ban to fully enforce
this.

3:33: 50 PM

REPRESENTATIVE M LLER asked for a definition to distinguish
"knowi ngly" from"willingly."
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3:34: 23 PM

SENATOR W ELECHONSKI offered to get the legal definitions. He
offered his belief that knowi ngly included actually know ng the
action was occurring.

3:35:20 PM

REPRESENTATI VE M LLER suggested that willingly or recklessly be
inserted in the | anguage of the proposed bill.

3:36: 00 PM

CHRI STOPHER OSWALD, Director, State CGovernnment Affairs, Western
Region, Reed Elsevier, explained that Reed Elsevier was the
parent conpany of LexisNexis Risk Solutions and was a
"recogni zed leader in data driven capabilities and technology in

the risk sector.” He stated that identity verification and
aut henti cati on products provided custonmers with a higher |[evel
of security than traditional nethods. He declared that his

conpany used bionmetric technology to match wunique physical
characteristics which allowed quick identity authentication. He
agreed that bionetrics, as an energing technology, created
legitimate concerns for its use and inplenentation. He reported
that Reed Elsevier worked to maintain a safe warehouse for
bionetric data. He explained its relationship with Pronetric, a
wor | dwi de  pr of essi onal licensing and testing service, for
adm ni stering educational testing procedures. He gave an
exanple of its work worldwide with certified public account
(CPA) exami nations, pointing out that a bionetric identification
system was now used during adm nistration of the exam nations.
He said that this system verified the candidate' s identity,
identified and mtigated the risk of testing fraud from
unaut hori zed candi dates, inproved test center security, and
provi ded protection for the content and intellectual property of
t he exam nati ons.

3:39: 38 PM

CHAI R KELLER asked to clarify whether the bionetric information
was used nore to protect the intellectual property than to
identify the candi dates.

MR. OSWALD explained that the CPA exam was "getting ripped off
by professional test takers who were nenorizing questions, then
putting them out there on the internet for sale.” He said that
some people were unprepared for the exam so they would hire
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people to take the exam for them He stated that bionetric
identification protected the exam and the profession. He
explained that the process between LexisNexis and Pronetric
included a notification to the candi date applicant, which stated
that the personal information data would not be used for any
ot her purpose, w thout perm ssion. He stated that this was the
consent from the candidate applicant, and that any candidate
could deny this consent, although the CPA state exam board m ght
not allow them to take the exam Upon verification of identity
through Pronetric, the candidate was enrolled in the bionetric
system with a fingerprint scan, which was stored in the
Lexi sNexi s data base for any future examidentification.

3:43: 21 PM

CHAI R KELLER asked what Pronetric did with the information after
conpl etion of the exans.

MR, OSWALD said that the information was destroyed when the
candi date successfully passed the exam nation. He enphasi zed
that the bionetric data was only held in safe keeping for the
custoner, and, as it was not owned by LexisNexis, it was not
avai l abl e for sale or any other use by LexisNexis.

3:44: 25 PM

REPRESENTATI VE = SEATON asked why, i f a person presented
verifiable identification, that same identification would not be
acceptable at a later date, in lieu of bionmetric data.

MR. OSWALD explained that the CPA exam could be re-taken for
many years, and that nore than a few pieces of identification
were necessary for wvalidation. He pointed out that additional
background information was collected on the application, which
also had to be verified upon entrance to the exam nation site.
He stated that bionmetric information was nore efficient,
reliable, and convenient for the exam applicant, and allowed for
i medi ate validation should the person l|leave the room at the
test center.

3:48: 22 PM

REPRESENTATI VE DI CK asked what would happen if the information
was sol d.

MR OSWALD replied that there were ethical questions and
concerns for energing technol ogy. He said that Biometrics was
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contractually obligated not to sell the data, and that no other
data was co-mngled in storage with the bionetric data.

3:49: 54 PM

REPRESENTATI VE DICK expressed his concern for a lack of
consequence for fraudul ent use.

MR. OSWALD, in response, said that there was a risk of large

penalties, as it would "chill the technology.” He expressed his
concerns with the proposed bill, as it was legislating use of
t he technol ogy. He opined that bionmetric data could enhance

sonmeone's privacy, as, unlike key cards and identifications, the
bi ometric data could not be |ost.

3:51:33 PM

REPRESENTATIVE M LLETT opined that the need for bionetric
information to secure a testing room when |eaving to use the

bat hroom was "lane." She asked why nultiple pieces of
identification could not be used for validation, no matter the
| ocati on. She expressed concern with giving any bionetric

information as there could not be a guarantee of its security.
She pointed out that even if LexisNexis destroyed the bionetric
information, Pronetric would still retain it. She acknow edged
concern for the use of her social security nunber, even though
it could be replaced; whereas, bionetric data could not be
changed and repl aced. She stated that the technology for theft
was equal to that of the data collection conpanies.

3:54:17 PM

MR. OSWALD, in response, expressed his understanding for the
concerns. He directed attention to a nunber of exanples of
security issues [Included in nenbers' packets]. He offered

exanpl es of ways to conprom se conventional security.
3:55: 50 PM

CHAI R KELLER rem nded that fingerprints were only one aspect of
bi ometric information.

3:56: 08 PM
ERNEST PRAX, Staff, Representative Ws Keller, Al aska State

Legislature, said that CPAs were available to explain the need
for the bionmetric policy for CPA exans.
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3:57: 02 PM

SENATOR W ELECHOWSKI, offering exanples to the history for
vari ous security breaches suffered by Lexi sNexis, including 2005
and 2009, asked if there were any other security breaches.

MR. OSWALD explained that there would be breaches to every
systemto protect information, and he asked what the harmwas in
t he breach. He noted that the LexisNexis bionetric information
was all encrypted, which was useless wthout the algorithmc
key. He stated that LexisNexis was always striving for greater
i nprovenent to stay ahead of the fraudsters.

3:59:15 PM

JASON A AMO, Co-Chair, Alaskan Ctizens for Privacy, stated that
he was also a certified mnagenent accountant and certified
internal auditor. He said that the issues were clear, and
declared that, as a United States passport was sufficient
identification to travel throughout the world, it was sufficient
identification to take a test. He enphasized that elected
Al askan |awakers had a role to play in the protection of
i ndi vi dual privacy, which was guaranteed in the Alaska State
Constitution. He stated that the fingerprinting of innocent
people for identification was becomng nore w despread, even
though it was in violation of the Al aska State Constitution. He
reiterated that a passport was sufficient identification to take
a test, and stated that no significant fraud for the CPA exam

had been reported. He declared that the possibility of an
i denti cal twn trading places during an examnation was
nonsensi cal . He pointed out that the Pronetric policy required

that a person carry identification during the exam process. He
expressed his concern that the release of fingerprints to "a
gl obal, foreign owned, data mning firnf would not enhance
privacy. He agreed wth M. Oswald that breaches of data
security would occur, and he remnded the conmttee that, as
fingerprints could not be changed, this breach of security would
last as long as a person was alive. He referred to a report
from Privacy Rights.org, which stated that 223 mllion data
records of US. residents had been exposed through security
breaches in the |l ast three years.

MR GJAMO, referencing a letter from Reed El sevier dated
Decenber 28, 2011, said that Reed Elsevier was storing nore than
1 mllion fingerprints of individuals from 80 countries. He
questioned the right to deny Al askans the opportunity for
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prof essional |icensing because they were unwilling to submt
their fingerprints to a bionetric data base in order to take an
exam nation, declaring this to be a key issue. He pointed out
that, in addition, there was a fee to each individual for this
collection of fingerprints. He asked that the commttee review
the contracts anong the data security and data storage
compani es.

MR. G AMO asked how the sale of data would be traced, much |ess
regul ated, after the fact. He declared the inportance for the
preventative aspects of proposed SB 98.

4:05:58 PM

HORST PCEPPERL, Borealis Broadband, Inc., Privacy Now Al aska,
stated that he had been an informational technology (IT)
prof essional for 25 years, pointing out that this was his fourth
testimony on proposed SB 98. As a representative of the IT
i ndustry, he reported that the IT industry was governed by
ethics rules, and that the msuse of data was grounds for

dismssal, as it was a nost serious breach of professional
et hi cs. He declared that businesses now existed which violated
these ethics daily, selling personal data solely for profit. He

explained that Google had software prograns which collected
per sonal data from e-mails and other sources, wth the
capability to reveal an individual's personal life. He declared
that this data for personal habits, including purchases and
travel, was worth mllions of dollars to "the right conpany" for
mar ket i ng. He reported that the website, privacy rights.org
chronologically listed privacy data breaches, and reported that
his personal data had been lost five tinmes in the last eight

years. He stated that the argunent for data release and
distribution to protect national security was "absurd in the
extrenme and [was] a downright Owellian argunent.” He suggested

speaking to anyone who had to deal with the noney, tine, and
aggravation from the personal harm arising fromidentity theft.
He expressed his desire for even "tighter privacy action,"”
stating that legislating after data collection was inpossible
He pointed out that it was alnost inpossible to delete persona
data once it had been collected and stored. He expressed
support for proposed SB 98.

4:12:21 PM
The commttee took a brief at-ease. [Due to technica

difficulties, the initial part of the tel econferenced testinony
was i ndi scernible.]
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4:15:51 PM

PAUL RESENZWEI G  Heritage Foundation, opined that comittee
menbers should be skeptical of any discussion which included
sl oganeering, such as 1984, mnority report, or Owellian, and
stated his skepticism for the argunents of proponents to
proposed SB 98 which msidentified. He offered his belief that
fingerprints were a better neans of identification than paper
i dentification. He declared that identity enrollnment with a
bionetric required authentication through biographic sets of
information. He pointed out that identity enrollnent included a
host of sociological questions with answers only known to the
i ndi vidual, such as what was your childhood phone nunber, or

your high school. These questions verified the identity, as
they were linked to the fingerprint, and provided an
identification of the individual which was nore sophisticated
than a passport. He directed attention to the Governnent

Accountability Ofice (GAO report 10-922T, which detailed
instances of fraud in procurenent of passports. He stated that
many countries were noving toward use  of fingerprint
identification, as a better way of identity assurance, in lieu
of passports. He professed his agreenent that there was risk
i nherent in the accunulation of bionmetric data, but opined that
there was a lower risk than that from the accumulation of
bi ographic data. He also acknow edged that there was a risk for

fraud for professional occupation exam nations. He suggested
that any determ nation needed to be a value judgnent as to which
nmethod had a nore realistic risk. He declared that any

legislation with an alternate identification requirenment would
increase the likelihood of fraud.

4:21:13 PM

REPRESENTATI VE SEATON stated that the Alaska State Constitution
had different requirenments than nany other state constitutions.
He asked for nore information from the w tnesses who suggested
not protecting the privacy of Alaskans, as to how the
| egi slature could neet its responsibility to protect the privacy
of Al askans.

CHAIR KELLER asked that M. Resenzweig subnmt a witten
response.

REPRESENTATI VE KERTTULA asked whether there had been any cases
of fraud with the Al aska CPA exam nation
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CHAI R KELLER replied that the CPA testifiers would respond.
4:23:21 PM

WALTER HAM LTON, Chairman & President, International Bionetrics
& ldentification Association (IBIA), explained that IBIA was a
non-profit trade association. He stated that he was also a
t echnol ogy consul tant. He offered his belief that proposed SB
98 was the result of a msconception regarding bionetric
t echnol ogy. He proposed that there was |l ess potential for harm
from the collection of personal bionetric data than there was
from the collection of other sensitive personal information,
such as credit cards or financial information. He reported that
IBIA believed that bionmetric data should be treated as
personally identifiable information and properly protected,
noting that the bionetrics industry had supported standards for

the protection of bionetric data for the last ten years. He
expressed his concern that the proposed bill singled out a
specific technology as a threat to society. He decl ared that

password hacking was the source of npbst data breaches, stating
that the data breaches would have been prevented if the data
owner had been using bionetric authentication of their
aut hori zed users, instead of passwords. He stated that IBIA did
not object to legislation which defined reasonable standards for
the protection of the personally identifiable information, or
the inclusion of bionmetrics in the definition of personally
identifiable informtion. He opined that the proposed bill
woul d have "a chilling effect on the deploynent of a technol ogy
which is significantly beneficial to the citizens of Al aska."

CHAI R KELLER acknow edged that the witten testinony submtted
by M. Ham |ton was avail abl e.

REPRESENTATI VE SEATON offered his belief that the proposed bill
did not prohibit the data collection, it prohibited mandatory,
unwi Il ling collection of data. He asked M. Hamlton for his
specific objection to SB 98.

MR HAMLTON offered his belief that the option for an
alternative form of identification was |ess secure, and could
weaken the security of the overall system He agreed that
alternate fornms of identification would be allowed in the rare
circunstances for individuals physically unable to provide a
bi onetric nodality.

4:28:59 PM

HOUSE HSS COW TTEE - 16- March 27, 2012



MR. HAM LTON stated that comrercial bionetric data was stored in
a tenplate format, and not used in the original collected inmage.
He acknow edged that | aw enforcenment used the original inmages.

4:30:18 PM

REPRESENTATI VE SEATON asked to «clarify whether the data
collectors prohibited, or preferred not to use, the original
i mges for storage of the collections of facial data and retinal
scans.

MR HAMLTON replied that comercial practices mtched the
regi stered bionetric sanple with the presented sanple, which was
conpared as a tenplate, not as a raw inage. For operational
efficiency, the data was in a tenplate format and, as the inages
were not used by comercial entities, they were generally
di scar ded.

REPRESENTATI VE SEATON asked to clarify whether the data was
"generally discarded,” or was there a legal prohibition from
retai ning the data.

MR HAMLTON clarified that there was no legal prohibition for
retai ning the data.

4:31:43 PM

JIM HARPER, Director, Information Policy Studies, The Cato
Institute, explained that he had studied the public policy for
means of identification wthout encountering the dangers to
liberty and privacy. He stated that both technology and privacy
val ues were changing, making it difficult "to pin down the right

answers." He declared his support for the intentions of SB 98
al t hough he expressed his concern "that a bill like this is the
right way to go." He directed attention to the witten
testinmony he had submitted [Included in nmenbers' packets]. He
offered his belief that the definition for bionetric data in the
proposed bill would not stand up over tine, as it did not
preci sely address the concerns for bionetrics. Addressing the

i ssue of notice and consent, he declared that consuners did not
act to protect their own privacy, as they often regarded it as

interference and nore paperworKk. He opined that education over
time was nore successful for showng consuners how things
wor ked. He reported that it was a very conplex and costly

burden to revoke perm ssion for data use, once it had been put
into a system He offered his belief that outlaw ng the use of
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bi onetrics for marketing was too broad, and did not think about
future systens, suggesting that the draconian penalties inposed
by a potentially wunintentional error wuld keep people from
providing bionetrics. He proposed that the bill have a "lighter
touch” and that "an eye on the |onger haul would serve Al askans
wel | . " He suggested ensuring that contract and tort liability
applied for Alaskans in Al aska should any harm be suffered due
to the collection and use of bionetrics. He suggested that
Al aska clarify whether there was a third party doctrine under
its constitutional law, as Alaska could then determ ne that
biometric information shared wth a third party, under
contractual or regulatory protections, would get constitutiona

protection for that data. He suggested an investigation to
determ ne whet her the CPA exam was controlled by an occupati ona

cartel that required the bionmetric requirenents. He suggested
prevention of the use of bionmetrics in national identification
systens, noting that other states had denied the federal

government access to state identity data.

4:37:28 PM

CHAIR KELLER invited M. Harper to testify in future discussion
to any blind spots.

4:38: 05 PM

CHAIR KELLER invited the remaining wtnesses, whose testinony
woul d not be heard, to submit witten testinony.

4:39:12 PM

MAX MERTZ, CPA, Alaska Board of Public Accountancy, stated that
the Alaska Board of Public Accountancy had concerns wth
proposed SB 98, as the Al aska CPA community was very concerned
for the ability for CPA candidates to be tested. He shared that
he had been Chair of the board during the tinme that Pronetric

developed and inplenmented bionmetric inmaging for the CPA
exam nati ons. He clarified that Pronetric owned and
adm nistered the CPA examnation process and the security
protocol for biometric imging of fingerprints, in conjunction

with the Anerican Institute of CPAs (AICPA) and Nationa
Associ ation of State Boards of Accountancy (NASBA), and that the
Al aska CPA community did not have direct control over this. He
explained that the security protocol was devel oped because of
the threat of question strippers, who can renenber verbatim four
or five questions and then sell them after the exam and proxy
test takers, who are hired to take the exam In response to an
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earlier question from Representative Kerttula, he said that he
was not aware of this occurring in Al aska. He reported that
there had been alnmost 1 mllion tests admnistered, with only
one objection, and that the Al aska Board of Public Accountancy
had extensively reviewed the process prior to agreement to the
use of bionetric imaging. He reported that the CPA exam was
conputerized in 2004, prior to which it was a pencil and paper
exam nation. He reported that, as the electronic adm nistration
process was very expensive, the distribution was now limted to
Anchorage and Fairbanks. He declared that the four part exam
was very difficult, noting that the pass rate, when taking all
four parts at the sane tine, was 4 percent; therefore, nost
candidates had to take nultiple trips to Anchorage or Fairbanks
for the examnation. He stated that the Anchorage and Fairbanks
test sites would be discontinued unless the admnistration
process included bionetric inmaging. He expressed his concern
that the conmttee would find an acceptable solution. He
rel ayed that both Prometric and NASBA agreed that there was not
acceptable alternative identification for repeat test takers.
He requested an exception to allow bionetric imging for
occupational |icensing exam nations, asking that proposed AS
18.14.040 is clarified to include this.

4:44:49 PM

REPRESENTATI VE SEATON reflected that, as nost of the prior
testinmony had indicated that fraudul ent nonitors and test takers
were preval ent, Al aska was not yet plagued by these actions.

4:45: 36 PM

MR. MERTZ explained that, prior to the inplenentation of
el ectronic examnation in 2004, the tests were scheduled tw ce
annually, on the sanme day, with the testing tines coordinated
nationally so that all the tests were taken concurrently. He
said that a significant anmount of reported fraud, from 2004 -
2008, resulted in the inplenentation of bionetric inaging.

4:46: 26 PM

REPRESENTATI VE M LLER asked how M. Mertz had been identified
for his CPA exan nati on.

MR. MERTZ, in response, said that it had required the standard
normal identification.
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REPRESENTATI VE M LLER asked how the CPA business had survived
wi t hout bionetrics.

MR. MERTZ replied that although biometrics had resol ved common
the instances of fraud after the initial exam there was still a
problemwi th fraud on the initial test.

4:47:57 PM

CHAI R KELLER refl ected that breeches had exi sted under the ol der
system as well.

CHAI R KELLER said that SB 98 woul d be held over.
The commttee took a brief at-ease.

Present ati on: FASD

4:49:41 PM

CHAI R KELLER announced that the final order of business would be
a presentation on FASD (Fetal Al cohol Spectrum Disorder).

TERI TIBBETT, Coordinator, Alaska FASD Partnership, said that
all the participants were nenbers of the Al aska FASD Partnership
Steering Conmittee, as well as participants in the "FASD and the
Legal Systent work group. The panel would discuss the
priorities from the work group, which the partnership was
pursuing relative to FASD and the justice system

4:51: 18 PM

DI DI RAYMOND, Mental Health Cdinician, Departnent of Corrections
(DOC), explained that she worked as the statew de coordinator
for a national best practice release program APIC (Assess,
Plan, ldentify). She said that the program worked with the
mental health clinicians inside the DOC correctional facilities
to put together plans for the release of those inmtes wth

serious nental illness. She noted that this program was in
effect up to 90 days prior to release and up to 60 days after
rel ease, working as a transitional program for release. She
shared that the program included nental health court, nental
health conmi ssi ons, and supervision of individuals wth
psychotic disorders on felony probation or parole. She said

that all the prograns were geared toward severely nentally ill
individuals, and that those people with FASD were offered
services, such as housing and continuity of nedication, under
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API C. She declared a need for the individualized services
geared for this group. She shared that her group also
supervised released individuals with severe nental illness,
including FASD, who npbst benefited from ongoing supervision.
She reported that DOC had noved toward a justice nodel which
took into account the cost and the quality of life for the
comunity, the individual, and the famly by working to reduce
reci divism reduce the nunber of victins, and bring comunities,
famlies, and individuals together.

4:54:15 PM

TRISH SMTH, Director, Prevention and Intervention Services,
Vol unteers of Anmerica Al aska, shared that she served on a famly
care wellness court for the children of the participants in the
progranms. She said that wellness court taught the children that
the problens of the parents were not the fault of the children

and allowed the children to deal wth their own defense
mechani snms to their parent's problens. She reported that she
had identified possible FASD in a nunber of wonen, many of whom
who had been exited from the prograns for not followng all the
rul es. She spoke about the difficulties for many of the
partici pants when they did not have any program structure. She
offered her belief that the wellness court prograns were adapted
to better nmeet the needs of those affected by substance abuse
and would be even better if FASD was also addressed on an
i ndi vi dual basis.

4:56: 59 PM

CHAI R KELLER directed attention to proposed HB 367, which dealt
with FASD, stating that it was scheduled to be introduced in the
next House Health and Social Services Standing Conmittee
meet i ng.

4:58: 08 PM

STEPHANI E JOHNSON, Mental Health Cinician, Nome Youth Facility,
Youth Facilities, Division of Juvenile Justice, Departnent of
Health and Social Services, explained that she handled crisis
intervention and identification for specific nental health
i ssues, including FASD. She said that she travelled wth the
youth when they were transitioning back into the conmunity, and
she | ooked for safe support systens and school prograns, as the
program goal was for success. She reported that there was now a
focus to target non-conventional ways to help kids find a
purpose in the comunity, including elders and cultura
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practices to entwine the Kkids. She decried that often when
youth were forced to |leave the comunity, they were noved to
treatnent facilities in the cities. She reported that many
facilities were no |onger accepting youth diagnosed with FASD or
| lower than 70. She relayed that this increased the
difficulty for placenment for these youth. She explained a
teaching famly nodel for a group honme with five youth, and a
Bet hel cultural based nodel which taught trapping and fishing,
wth an elder on staff. She stated that kids in experientia
| earning prograns were doing very well, whereas a non-cultura
approach often lead to being institutionalized. She expressed a
desire for nore rural cultural based treatnent prograns.

5:02:10 PM

M CHAEL JEFFREY, Superior Court Judge, said that he was also on
the statewide FAS Steering commttee and the Al aska Juvenile
Justice Advisory committee. He reported that he becane invol ved
with FASD in 1996, at a conference in Barrow. He offered an
anal ogy for putting a youth with FASD in the judicial systemto
that of putting a youth with a club foot on the track team He
expl ai ned that FASD youth often | ook and talk conpletely nornal,
yet have a social understanding at a mddle school |evel. He
declared that they could not be age appropriate. The conference
gave him an awareness for FASD synptons in behavior, and an
understanding for what his options as a judge should becone. He
listed the difficulties for constant maintenance, but the need
for it. He pointed out the need for smart justice, that
effective treatnents both in and out of jail would allow the
person to follow the rules and stay out of trouble. He agreed
that the comm ssion of dangerous activities would result in
consequences, but there was a need for effective progranms to
nmeet the needs of the FAS popul ation. He noted that he
sinplified his |anguage and court forns, and slowed down the
court hearings, to respect the need for FAS populations to
better understand.

5:07: 32 PM

CHAI R KELLER remarked that effective prograns were necessary,
as, although the situation was preventable, the victinms had no
choice and were victinms for life.

5:07:52 PM

REPRESENTATIVE DICK offered some homlies to the need of
physi cal activity for the devel opnental process.
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5:09: 56 PM

REPRESENTATI VE SEATON expl ained that adoptive parents of FASD
children had told himthat there was no connection between cause
and effect wth FASD. He opined as to the difficulty of being
within the justice system if there was not an understandi ng of
cause and effect.

5:10: 58 PM

JUDGE JEFFREY clarified that he was not testifying as a
representative of the Al aska court system but as an individual
He expressed agreenent that it was an issue. He decl ared that
the comunity needed protection, but that conmunity case
managenent coul d often have better results than incarceration.

5:12: 59 PM

M5. RAYMOND stated that there were also issues wth nenory
impul sivity, and judgnment with FASD, therefore, it was necessary
for nore treatnent options specific to this popul ation. She
said that working nodels existed, but the program capacities
were |imted.

5:14:35 PM
ADJ QURNVENT
There being no further business before the conmttee, the House

Health and Social Services Standing Commttee neeting was
adj ourned at 5:14 p. m
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