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PCSI TI ON STATEMENT: Spoke in support of SB 36.
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Depart ment of Adm nistration

Juneau AK

PCSI TI ON STATEMENT: Spoke in support of SB 36.

PAT DAVI DSON, Auditor

Di vision of Legislative Audit

Juneau AK

PCSI TI ON STATEMENT: Spoke in support of SB 36.

ACTI ON NARRATI VE

9: 00: 45 AM

CHAIR LINDA MENARD called the Senate State Affairs Commttee
nmeeting to order at 9:00 a.m Senators French, Paskvan, and
Menard were present at the call to order. Senator Myer |joined
the comm ttee soon thereafter. Senator Kookesh arrived |ater.

SB  36- EXECUTI VE BRANCH RECORDS SECURI TY

CHAI R MENARD announced the consi derati on of SB 36.

9:01: 20 AM

SENATOR FRENCH noved to adopt the conmittee substitute (CS) to
SB 36 [l abeled 26-LS0232\E], as a working docunent. Hearing no
obj ection, Version E was before the conmmttee.

SENATOR CGENE THERRI AULT, Al aska State Legi sl ature, Sponsor of SB
36, said he has been involved in identity theft |egislation
before. There was conprehensive |egislation passed |ast year,
and SB 36 is the next step in assuring Alaska citizens that data
collected by private businesses and the state governnent is
protected. He said he requested an audit a couple of years ago
regarding identity theft and private businesses, but he becane
concerned because the state was Alaska' s |argest data collector.
He wanted Al aska to give citizens the sane protections required
by the private sector. He requested an audit and found that the
state did need work on that issue. This legislation includes
recommendations from the auditor and from the Departnent of
Adm nistration (DOA). The intent is to strengthen the statutes
and clarify that the duty and responsibility for security
standards lies within the DOA. The DOA will have the authority
to set the security policy and nonitor the inplenentation and
adherence to it by the different executive branches. The DOA
will have the power to review and report the effectiveness of
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the policy. There are state and federal laws that require
citizens to give personal information to the governnment, and how
that information is protected is a great concern.

9:04:49 AM

SENATOR  THERRI AULT sai d t he definition of “personal |y
identifiable information” (PIl) is “when you have a nane, an
address, a phone nunber, and it's conbined with a social
security nunber, Alaska driver’s |icense nunber, or another 1.D
nunber, credit card nunber, debit card nunber, account password,
or P.I.N. ... or different conbinations of those bits of
information is what can be used by a scamer or an identity
thief to take over sonebody’s identity and cause the economc
damage.” State systens gathering that data relate to workers
conpensati on, unenploynent insurance, child support, permanent
fund dividends, driver’s |icenses, student |oans, fish and gane
information, teacher certification files, retirenent, payroll,
health insurance, occupational |icensing, voter registration,
and others. There are about 642 information systens within state
government that capture that kind of data, and over 200 capture
the information that neet the definition of PII

9: 06: 26 AM

SENATOR THERRIAULT said Section 1 of SB 36 is largely
conformng. It tells the state archivist what information he or
she has and how to treat it. The archivist would have to foll ow
that new statute. Section 2 refers to the duties of the chief
executive officer for the state. It adds |anguage to an existing
set of statutes to be subject to the new section that the bill
creates. Section 3 is the new l|language, and it clarifies that
the comm ssioner of admnistration is the chief information
officer for the state. Section 4 refers to how the security
records are handl ed and protected.

9:07: 58 AM
SENATOR KOOKESH arri ved.

SENATOR MEYER asked how the policy will be enforced through al
the different agencies.

SENATOR THERRI AULT said he would like to see a set of standards,
and the conm ssioner of DOA will set the policies. “Wre not
leaving it up to each agency and each division to cone up wth
what records they think need to be protected, how they think
they need to be protected. W' re looking for standardization
across all the agencies.” The DOA will work with the agencies,
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and there will be periodic reports back to the legislature to
assess if agencies are neeting the standards.

9: 09: 55 AM
SENATOR MEYER asked if the reports wll be annual.

SENATOR THERRI AULT said Section 5 requires the first report to
be due on January 1 of the fifth calendar year after the act
takes effect. Page 4, line 19, states that the legislature wll
then get a report every two years. It would give agencies quite
a bit of time to cone up to the standard that is set.

9:10: 46 AM
SENATOR PASKVAN asked how long it wll take to wite the
regul ati ons.

9:11: 30 AM
ED SN FFEN, Assistant Attorney General, Departnment of Law,
Anchorage, said regulations generally take six nonths to a year.

KEVI N BROOKS, Deputy Comm ssioner, Department of Adm nistration,
Juneau, said a "reg package is not a short process."” But the DOA
woul d not need it to proceed with many of the things in the bill
and to continue with ongoing efforts with security.

9:12: 53 AM
SENATOR FRENCH asked M. Brooks about the departnment’s
perspective on SB 36.

MR. BROOKS said DOA supports the legislation. It is a |ogical
progression from House Bill 65 of 2008. Security of data that
the state collects has been at the forefront for a nunber of
years. The legislature has appropriated noney to DOA to
strengthen the security systenms. He said he worked with the
sponsor to clarify the language. “The state’s |I.T. [information
t echnol ogy] infrastructure didn't j ust occur, it’s been
increnental over the last 20 or so years or nore.” There are so
many dat abases with each departnent responsible for the data, it
is prudent to distinguish the comm ssioner of DOA to be the
C.1.0 [chief information officer] for the state. The departnent
has statutory authority over dat a processi ng and
tel ecommuni cation. This wll enable DOA to set standards and
protocols for the state agencies. DOA has a state security
office now, and it interacts with other states on security
matters. The approach is good. There is a governance structure
that includes the |I.T. managers for each state agency. There are
wor ki ng groups that come together to discuss the best standards.
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“The entire state has gone to a Mcrosoft exchange platform for
state emmil, where we previously had five separate systens.”
There are groups functioning now, and SB 36 is a |ogical
progression in that effort.

9:15:19 AM

SENATOR FRENCH asked if anything in the bill wll cause the
separate data silos to be integrated any better. He is
interested in increasing the ability for those databases to talk
to one anot her.

MR. BROOKS said the bill doesn’'t require that, but that effort
is ongoing. “If you' re going to do a database you need to use a
sequel -server database or an oracle database, so the efforts are
in place nowto really get that integration.” An earlier version
of the bill could have been read to have the state build a super
data farm and put all of its servers in one place. If the state
were starting today, that may be the approach, “but recognizing
that we have servers and data repositories all over the state in
all departnents, | think this is a prudent approach.”

9:16: 34 AM
SENATOR FRENCH asked if there have been breaches to the database
by hackers.

MR. BROOKS said there have been, and everyday there are
attenpts. There was a breach in February 2005, and that event
brought focus to the issue. There has been a data explosion for
the state, but there have not been severe breaches where
personal data has gone out, but the attacks occur daily and are
becom ng nore sophisticated. “W need to be diligent.”

SENATOR PASKVAN asked if there is protocol to notify a person if
there was a breach in his or her information.

MR. BROOKS said yes, and House Bill 65 of 2008 set those
protocols in place.

9:18:10 AM

PAT DAVIDSON, Auditor, Division of Legislative Audit, Juneau,
said she was asked by the Budget and Audit Comrittee to conduct
an audit on state security issues as it relates to PIl (personal
identifiable information). It is the first of a two-part audit
| ooking at the governance structure associated wth state
security. For the second phase, two individual systens were
selected for additional testing. The recommendations in SB 36
are parallel to concerns of the audit division. The audit found
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that the governance structure was not very strong. “The state
security office was getting a little push-back from sonme of the
departnments with regard to establishing standards.” Security
goes across departnental silos. “You get in one place; you find
t he weakest access point; you get in and then you can wander
around in there.” If there is a weakness in one departnent, the
dat abase may be vul nerabl e in anot her departnent.

M5. DAVIDSON said this is an inportant statew de issue that
needs to be dealt with on a conprehensive basis. Putting the DOA
in charge is a good idea. The audit included “dunpster diving.”
Auditors went to the sixth floor of the state office building
and a few other locations and saw that nedical, payroll, and
other records where left out for recycling. “W found
astonishing things.” ©Mre disturbing was that the agency “gave
us blank looks, like ... ‘what’'s the problen?’” So raising
security awareness consciousness has to happen, and it needs to
be statewide. The |.T. experts understand it very well, “but if
you're talking to an adm nistrative assistant who's just trying
to gather up the recycling, they don't have that in the
forefront of their consciousness. This has to be an integrated
training process.” Setting the standards and noving them forward
is really inportant for state governnent.

9:21:52 AM
SENATOR FRENCH referred to the obligations required by SB 36 on
page 4. It looks like the bill is focused on data processing

records, and those are records that are produced by the
automatic data processing resources. He asked if it would
include the records in the recycling bins.

9:22:51 AM

M5. DAVIDSON said it wll be a conbination of both. Sonme are
printouts from data that has been collected. “Payroll records
are going to be paper output fromthe payroll system” Sonme wll
be emails. She found things that people put in emails that had a
ot nmore information than should be. “As we were evaluating the

state security office — discussion of that — again, |.T. folks
know that that’s inportant. And the nore authority you vest in
sonmebody, and responsibility, | think you re going to see that
taken up as nore of an issue -- maybe not directly as it’s
rel ated here, because we are talking about just data processing
records, but | think the security consciousness wll start
rai sing.”

SENATOR FRENCH asked if the bill should be broader. This is the
| egislature’s opportunity to tell admnistrative clerks not to
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throw out a payroll record or an emil. Line 26, Page 4,
presents the idea nost of “us” are worried about: records that
include personally identifiable information. “That’'s really what
we're trying to get at ... you're trying to keep those
obvi ously, sort of, dangerous pieces of information about ne or
any other citizen from being put out in a recycle bin outside a
state office.”

9:24:49 AM

M5. DAVIDSON said that is a question for the sponsor. Laws m ght
not be needed to raise the security consciousness, “you just
need to put it into practice.”

SENATOR MEYER said the original bill asked for an audit every
two years, and the CS asks for a legislative report. He asked if
Ms. Davidson will have to junp in a dunpster every two years to

ensure conpl i ance.

MS. DAVIDSON said the current version doesn’'t refer to an audit;

it refers to an evaluation that wll be done by DOA. The audit
division will not do it.
9:26: 24 AM

SENATOR MEYER said the original bill asked for an audit.

SENATOR THERRI AULT said the bill was changed from a rigorous
audit that could take six to eight nonths to even begin and
another year to conplete. He wants the DOA to put together a
report on how closely the policies are being followed. It does
not preclude Legislative Budget and Audit from asking for a
full -blown audit from outside of the executive branch. He didn’t
want that expense every two years.

SENATOR THERRI AULT referred to page 4, lines 2 and 3, which
state, “state agency responsible for insuring the security of
the non-archive records produced from those databases.” So nost
of what was found in a recycle bin was produced from the
el ectronic silos. He believes there is |anguage that covers
Senat or French's concerns.

9:28: 56 AM
SENATOR MEYER asked if the departnments are expected to just
absorb this work wi thout any cost.

SENATOR THERRI AULT said the DOA prepared a zero fiscal note. As

M. Brooks nentioned, the department has an ongoing effort. Wen
House Bill 65 passed last year, it had a $2 mllion fiscal note

SENATE STA COW TTEE -7- January 29, 2009



for software and to work “in this direction.” But it wasn't
standardi zed across all agencies, and there was actually
resi stance from sonme agencies. The person in the transportation
department won't know why nedi cal records could be an issue, but
penetration can come from the departnent and “the person can run
anbk within the state system”

9:30: 32 AM

MR. SNIFFEN said the bill is a good effort. Identity theft has
become a serious problem across the country, “and we see a |ot
of that in the consumer protection section that I work in.” Any
efforts to help secure this kind of information will go a |ong

way. The legislation is a good idea.

9:31:34 AM

CHAIR MENARD said |legislators can help by having office
shredders and by trying to “do our part in our own personal
senate offices.”

9:32: 04 AM
SENATOR PASKVAN nmoved to report the CS to SB 36 [26-LS0232\E]
from commttee with individual recommendations and acconpanying
fiscal notes. Hearing no objections, CSSB 36(STA) passed out of
conmittee.

9:32: 38 AM

There being no further business to conme before the commttee
the nmeeting was adjourned at 9:32 a. m
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