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ACTI ON NARRATI VE

CHAI R JAY RAMRAS called the House Judiciary Standing Conmittee
neeting to order at 1:12:15 PM Representatives Samuel s,
G uenberg, Dahlstrom and Ranras were present at the call to
order. Representative Fairclough was also in attendance.

OVERVI EWS): CHI LD SEXUAL EXPLO TATI ON ON THE | NTERNET

1:12: 35 PM

CHAI R RAMRAS announced that the only order of business would be
the overview regarding child sexual exploitation on the
| nternet.

1: 13: 52 PM

FLI NT WATERS, Special Agent, Wonng Internet Crines Against
Children Task Force (ICAC), related that the ICAC Team is
| ocated in Cheyenne, Woming in the District Attorney’'s office
and is conprised of five special agents consisting of one
Honel and Security agent, one Federal Bureau of |Investigations
agent, and three support staff. The | CAC team concentrates on
the use of the Internet to exploit children. Agent Waters said
that his agents are trained in Internet undercover operations as
wel |l as conputer forensic exam nations. The team is partially
funded by the federal Ofice of Juvenile Justice and Delinquency
Preventi on. He explained that his office encounters sone
bi zarre material such as in "snuff" sites, which he said refers
to chat roons for people looking to kill a person for sexual
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pl easur e. During his undercover operations in snuff chat roons
several people approached him to purchase children with the
purpose of killing them and were apprehended and prosecut ed.

REPRESENTATI VE GRUENBERG inquired as to whether nuch of that
type of activity is international.

AGENT WATERS answered that the cases he nmade stemmed from
di scussions in United States chat roons.

AGENT WATERS began his slide presentation and offered exanples
of men posing as girls. In one instance a |ocal man arranged to
neet 13-year old Womng girl at the local mall for sex. The
perpetrator knew the nmall since he was working at the nall.
Agent Waters advised nenbers that a week after Christmas, he
arrested “Santa Claus” at the mall when he arrived to neet the
13-year old girl. He stated that it is not uncomon for these
crimnals to place thenmselves in trusted positions to gain
access to children.

AGENT WATERS expl ained that the 1CAC initially began its work in
chat roons, but has noved to other arenas such as instant
nmessagi ng on cell phones. He stated that | CAC does reactive and

proactive investigations. He gave an exanple of a reactive
i nvestigation, such as when a parent notifies ICAC that their
10-year old has been targeted on the Internet. In those
i nstances, the agent will conpile the information and take the
identity of the child to apprehend the offender. In proactive
i nvestigations, |CAC agents pose as children or co-conspirators
for these offenders to contact. He described cases to convey

that the crimes are local and interstate crines.

AGENT WATERS spoke of his undercover work to | ocate and identify

per sons targeting children for sexual expl oitation or
trafficking child pornography. H s agents’ primary focus is to
insert thenselves between the predator and the child in ICAC s
care. In sonme instances his unit has |ocated predators that

have previously raped or npolested children and are targeting
ot her children for abduction.

AGENT WATERS presented exanples  of sever al chat roons
specifically designed for "Yahoo teens.™ He stated that one
site is set up to trade pornographic photographs. Another site
targets specific age groups from ages 9-14. He expl ai ned that
| CAC, in conjunction with the National Center for Mssing and
Exploited Children, worked with Yahoo to shut down sone of the
sites and make it nore difficult to find such chat roons.
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Sexual offenders often refer to thenselves as “real” which he
said is a theme often used by perpetrators to identify real
people to victim ze.

AGENT WATERS showed the conmttee sone Internet Relay Chat

(IRC). The nanes of the chat roons are very specific for the
types of interests, he said. He showed a slide depicting an
actual chat wth a suspect while working undercover. He said
that as disturbing as the material is to nmenbers, it is conmon
material on the Internet. He stated that while ICAC is

attenpting to leverage the technology to find such predators,
and at the same tine the predators are trying to |everage the
technology to | ocate children as potential victinmns.

AGENT WATERS di spl ayed a screen, which displayed a cell phone
chat system Children ages 9-11 year old can sign up and their
instant nessage chats are sent to everyone on the site. A
person in Wom ng contacted a girl, posing as a 17-year old boy,
and over a period of tinme convinced her to take sexually
explicit photographs of herself wusing her cell phone. Agent
Waters pointed out that the specific activity occurred by cell
phone. O course, the perpetrator wasn’'t a 17-year old boy, but
was a mddle aged man in Virginia, Agent Waters said. Once the

perpetrator was apprehended, |aw enforcenent agents found
hundreds of photographs of victins. He highlighted that
of fenders denonstrate extreme-needs behavior. He described an

instance in which a trafficker of pornography was arrested,
served tine, and inmmediately upon release from prison, stopped
in a conputer store and started downloading pornographic
mat eri al agai n.

AGENT WATERS stated that during his undercover operations when
he poses as a child, he is contacted by offenders who arrange
for sex acts, neetings, or who want to solicit the manufacture
of child pornography.

[Chair Ranras turned the gavel over to Vice Chair Dahl strom]
ACGENT WATERS described several typical cases and provided
details of cases that denonstrated instances of perpetrators
attenpting to abduct girls ages 9-13.

1:27:45 PM

ACGENT WATERS stated that in one instance, a perpetrator
di scussed his child pornography freely. However, t he
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perpetrator also had a net hanphetam ne pipe in his pocket during
the arrest, which he repeatedly insisted was not his.

AGENT WATERS spoke of another perpetrator, who boasted about
mastering young girls and having tons of pictures. Agent Waters
was on-line, and posed as a nother with a 9-year old daughter
and 7-year old niece. The perpetrator sent hundreds of inmages
of child pornography and requested to violently rape the two
girls.

AGENT WATERS played the initial contact he' d received from one
man who wanted to know what the child would be allowed to do
sexual | y. He said that in less than two mnutes, the man
commntted the federal crinme of soliciting the manufacture of
child pornography. Agents ultimately arrested the perpetrator
and his roommte. The perpetrator claimed he’d been watching
children walk to school every day, wanting to rape them but the
perpetrator said he had not acted on his inpul ses.

1: 32: 35 PM

AGENT WATERS said that sentencing differs in various states. He
said that he wants individuals to know that agents have
infiltrated chat sites to help curb activity. He stated that
many offenders film children under the age of eight, and he
opined that nmany filnms are of infants and toddlers, 30 to 40
mnutes in length and contain audio with sounds of children
crying or calling out for help as they are abused.

AGENT WATERS advised nenbers that these perpetrators often
attenpt to justify or normalize their behavior. He rel ated that
his work now spans 18 countries through the Internationa
Crimnal Police Organization (1CPO). He showed a slide of the
6'" International Conference on Cybercrine in Cairo. He
expl ai ned that one operation, with over 800 investigators, which
represents the l|argest proactive undercover operation. He said
that he trains investigators from England and Finland, and that
one Finnish officer found a lead that led to a case in Womn ng,
which helps to illustrate the distances the perpetrators are
fromtheir potential victinmns.

AGENT WATERS rel ated that perpetrators use Internet software and
that his agents use software that goes behind their software to
help identify the offenders. He opined it is easier to downl oad
a pornographic novie than it is to rent a regular novie.
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AGENT WATERS referred to search terns frequently. He showed a
slide that lists distributors for downl oads  of child
por nogr aphy. He stated that agents are able to docunent
i ndi vi dual conputers by use of a serial nunber and do not solely
identify the “IP’ address. He said that |CAC |aw enforcenent
agents have identified over 570,000 unique conputers being used
in the United States to downl oad pornography.

1: 37: 24 PM

AGENT WATERS showed a depiction of a map of the United States
that denonstrates the level of child pornography distributors
trading child sexual abuse images in a single day, along wth
the conputer | ocation. He showed the nunber of site |ocations
since January 1, 2007 which denonstrates the |evel of saturation
t hroughout the United States. He pointed out that the density
directly corresponds w th popul ati on centers.

AGENT WATERS pulled up a grid within the map that displayed dots
that depicted 392 distinct conputers [in an area of Al aska] that

had been identified as being involved in pornography. He said
that his agency has nodified the system so that once
adm ni strative subpoenas identify the specific addresses. He

noted that with today' s technology, |ICAC s agents can generate
live maps in their vehicles for use in surveillance efforts.

AGENT WATERS stated that the scope of the problemis staggering.
Agent Waters said he started his work solely because Womng is
a large renote state and yet child exploitation is routine.

[Vice Chair Dahlstromreturned the gavel to Chair Ranras.]

AGENT WATERS gave an exanple in which a 2-year old girl was
abused by her father on her changing table. The man would film
the abuse, and sell it on the Internet. He displayed a
distribution map that represented the pattern that showed the
initial distribution, the distribution of the filnms 5 days
|ater, and then 10 days later, depicting the spread of the
films distribution, which was dramati c.

1: 42: 28 PM

AGENT WATERS conveyed a sense of the problem by stating that
once the conputer photographs are distributed, they do not
di sappear, but can surface at any tinme during the child s life.
He said that victinis famlies often find that the Internet
conpounds the trauma for victins and their famlies for 5 or 10
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years | ater. He gave several real life exanples to denonstrate
the harmthat befalls victins.

1:45:16 PM

AGENT WATERS said that the U S. leads the world in the vol une of
child pornography on the Internet, due to the high Ilevel of
br oadband saturation and high volunme of conputer use in the U S
However, per capita the U S. drops to seventh in the world.

AGENT WATERS opined that software is available to assist |aw
enforcenent to identify and display the worst offenders. He
said sone offenders distribute filnms to rationalize and
normalize their own behavior because the sharing helps the
perpetrator feel that |ots of people do what he/she is doing, so
it must be okay.

AGENT WATERS produced a video clip of a man who worked in a
clinic who victim zed children in conatose states.

1:49: 10 PM

AGENT WATERS stated that two separate studies that showed that
over 80 percent of offenders serving time for child pornography
had prior convictions for nolesting children. He highlighted
that the studies showed that prior to sentencing, 210 victins
had been identified and as a result of the study, over 3,000
of fenders were identified.

AGENT WATERS offered that the National Center for Mssing and
Exploited Children, the University of New Hanpshire, and the
U. S. Departnment of Justice conducted a study that showed that 40
percent of the cases involving child pornography possession also
included child sexual victimzation in some form He recapped
that the studies show that 30 to 80 percent of the individuals
that have been involved in <child pornography are contact
of fenders, as well. He referred to specific slides that
identified statistics t hat hi ghl i ght ed t he nunber of
transactions uncovered in Al aska. He estinmated that conputer
serial nunbers are identified about 50 percent of the tine. He
said that his statistical information was not conpiled using
information on Internet sites such as, Facebook, M/Space, or
social networking conputers, in order to denonstrate the |eve
of child exploitation, which is ranpant, he opined.

AGENT WATERS surm sed that only two |aw enforcenent agents in
Al aska have been trained to use the I CAC nethods to identify and

HOUSE JUD COWM TTEE -7- February 15, 2008



find offenders in order to renove them from communiti es. He
stressed that critical pieces include training to issue search
warrants, conduct interviews, recover the information from the
conputer, and to attenpt to |locate the children. He noted that
| CAC offers free courses and the State of Womng covers his
training costs.

AGENT WATERS opi ned that as forensic exam nations are conducted,
the physical exam nations  of the «children and digital
exam nations of evidence wll wuncover nore cases, which wll
lead to the need for nore prosecutors, an increase in prison
demand, and the need for nore social services for victins and
of f enders. He highlighted that one of the big hurdle is to
translate the I P address to a physical |ocation. The Wom ng
constitution did not allow execution of extraterritorial search
warrants outside the state until Wom ng obtained adm nistrative
subpoena authority to do so. He explained that in Wom ng, he
nmust take individual cases to the attorney general in order to
obt ai n subpoenas.

1:59: 37 PM

AGENT WATERS di spl ayed a screen showing the worst offenders and
the nunber of tines the offender has been seen in the last 30
days. He pointed out that the top offender in Fairbanks has
been seen in Fairbanks 52 tines in the last 30 days. He
scrolled slowy through the information by comrunity, but noted
that | aw enforcenent officers would have access to nore detailed
information to assist them

AGENT WATERS continued to show informational slides that
illustrated the nunbers of perpetrators and |level of activity in
ot her communities in Al aska. He said that |aw enforcenent can
use these conputer tools to nake local investigations and not
have to bring in experts from other places. He noted that
warrants have been effective and he is not aware of any warrants
t hat have been overturned. He said that | CAC has a 96 percent
conviction rate on these types of cases. He explained that | CAC
does not always prove the nanmes of the victins that have been
targeted, but when the offender is convicted and taken off the
street, those victine are no longer being nolested and
expl oi t ed.

CHAI R RAMRAS inquired as to whether Ms. Carpeneti could provide
a broad sense to the commttee on Alaska's resources to conbat
child exploitation and whether the state’s |laws are adequate
with respect to warrant searches.
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2:05: 08 PM

ANNE CARPENETI, Assistant Attorney GCeneral, Legal Services
Section, Crimnal Division, Departnment of Law (DCOL), pointed out

that the governor’s crine bill, HB 323, which has already had
one hearing, contains provisions specifically allowing them
extraterritorial search warrants. She said HB 323 has other
provi sions dealing wwth search warrants, which is one area that
still needs to be addressed in Al aska procedural |[|aw. O her
areas in ternms of search warrants will nake investigators jobs
easier by allowi ng telephonic search warrants. She expl ai ned
that currently investigators are limted to specific cases in
whi ch evidence may be in jeopardy of being |ost. She offered
that the bill does help in that regard. She inquired as to

whet her Agent Waters coul d suggest other areas to add.
2:06:12 PM

ACGENT WATERS expl ai ned that several Womng |aws were revised.
He pointed out that one problem Wom ng encountered with respect
to adm nistrative subpoena authority is that its crimnal code
did not list the <child pornography traffickers as sexual
of fenders. He noted that Wonmng |law had to repair the |anguage
on sex offender status with regard to the definition of inages
after Ashcroft v. Free Speech Coalition.

M5. CARPENETI stated that she did not think that online
enticement is considered sex offense crime for sex offenders’
registration. She noted that Agent Waters has agreed to furnish
the Womng |egislation. However, she opined that Al aska
doesn't have the constitutional issues that Womng had wth
respect to extraterritorial search warrants. She stated that
sone judges will currently issue those search warrants, but that
under HB 383, provisions will mke it clear that they are
aut hori zed to do so.

AGENT WATERS, in response to Representative G uenberg, explained
that an adm nistrative subpoena issued by the attorney general
authorizes the release of specific records in a crimnal
investigation prior to filing prosecutorial charges.

REPRESENTATI VE GRUENBERG said he thought search warrants could
only be issued by judicial officers in Al aska.

M5. CARPENETI confirmed that in Alaska judicial officers issue
search warrants.
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REPRESENTATI VE GRUENBERG cautioned that the Departnent of Law
should review any proposed statutory changes pertaining to
i ssuing search warrants for constitutional issues.

M5. CARPENETI opined that Alaska |aw enforcenent officers have
not had problens obtaining search warrants except in cases in
which certain judges have not been inclined to issue a search
war r ant .

REPRESENTATI VE GRUENBERG referred to the Al aska Constitution,
Section 1.14 - Searches and Sei zures, and read:

The right of the people to be secure in their persons,
houses and other ©property, papers, and effects,
agai nst unreasonabl e searches and seizures, shall not
be vi ol at ed. No warrants shall issue, but upon
probabl e cause, supported by oath or affirmation, and
particularly describing the place to be searched, and
t he persons or things to be seized.

REPRESENTATI VE CRUENGBERG stated that he did not see any
reference that requires a judge to issue the search warrant but
he said he was not sure.

2:09:44 PM

REPRESENTATI VE DAHLSTROM asked what happens when Agent Waters
identifies active duty mlitary nenbers on base or off base.
She offered her understanding that the major Internet providers
receive federal funding to provide services. She inquired
whet her federal law could be changed to require retention of
records.

AGENT WATERS offered that he is aware of sone discussion about
mandating records retention for a specific period of tine. He
said he was not sure of the status of any potential |egislation.

2:11:42 PM
RON TIDLER, Detective Sergeant, Cyber Crinmes Unit, Anchorage

Police Departnment (APD), Muni cipality of Anchorage (MDA,
explained that he has two online investigators and three

forensic investigators. He said that he participates in a
federally funded program that consists of nenbers from agencies
t hroughout Al aska, which neets nonthly. He noted that the
Alaska | CAC works wunder the Seattle ICAC task force. He
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surmi sed that since 2004, that his agency averages at |east one
arrest per week in the area of child sexual exploitation.

MR TIDLER, in response to Chair Ranras, offered specific
exanpl es of suspects traveling from the Lower-48 to Alaska to
purchase children. He noted that offenders have been
intercepted and arrested at the airport. He noted that these
sex offenders that actively traded child pornography have also
nol ested chil dren.

AGENT WATERS, in response to a question, explained how chat

roons work and the types of questions that offenders will use to
gradually nove the <chat 1into nore specific requests and
sonetinmes nam ng specific victins. Sonme offenders will request

and have nmanufactured filnmse with a person directing another
person to conmt specific acts with children. He explained that
sone offenders use “peer-to-peer” technology in which they use
software to allow themto share fil mand phot ographs.

2:18:35 PM

AGENT WATERS stated that the offenders use the Internet to gain
a high degree of anonynmty. Thus, sone people commt these
crinmes not recognizing how easy it is to identify them Even
so, less than 2 percent of the cases that exist are ever
i nvesti gat ed. Thus, many offenders are willing to take that
risk. He also pointed out that this crinme is need-driven, which
is simlar to drug addicts that wll go to great lengths to

obt ai n drugs.

REPRESENTATI VE GRUENBERG offered that he researched whether it
appears that a judge is required to issue a warrant in Al aska.
He said that he also checked the Alaska Rules of Crimnal
Procedure. He referred to Rule 37(a)(1) and (2), which read:

(a) Search Warrant |ssuance and Contents.

(1) A search warrant authorized by law shall issue
only on affidavit sworn to before a judge or
magi strate or any person authorized to take oaths
under the law of the state, or sworn testinony taken
on the record and establishing the grounds for issuing
t he warrant.

(2) If the judge or magistrate is satisfied that
grounds for the application exist or that there is
probabl e cause to believe that they exist, the judge
or magistrate shall issue a warrant identifying the
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property and nam ng or describing the person or place
to be searched.

REPRESENTATI VE GRUENBERG opi ned that only a judge or nagistrate
can issue the search warrant in crimnal natters.

2:22:35 PM

MR. TIDLER, in response to Chair Ranras, answered that the |CAC
grant is a statewide grant. He stated plans are for the ICAC to
use the Minicipality of Anchorage as its main hub, wth other
satellite hubs located in other areas of the state such as
Fai r banks.

CHAIR RAMRAS noted the proliferation of child pornography and
inquired as to how resources can be allocated or prioritized.

2:24:50 PM

AGENT WATERS noted that the |ICAC task force has established a
set of guidelines that prioritize crimes such that the highest
priority is the child in immedi ate danger. He said that the
priorities are based on patterns that identify likely imediate
risk with an added factor of access by virtue of prior activity.

AGENT WATERS, in response to Chair Ranras, explained that sone
crines are directed by the viewers and have an elenent of
interactivity.

AGENT WATERS, in response to Representative Dahlstrom answered
that viewers can also be | ocated and prosecut ed.

REPRESENTATI VE DAHLSTROM inquired as to whether the |CAC has
jurisdiction on mlitary bases.

AGENT WATERS answered that the agents are cross designated as
United States Custom Agents and United States Marshals so his

agents can investigate cases on mlitary bases. He pointed out
that it is far better to investigate the cases through the
mlitary bases. Al t hough, he noted, |CAC generally prosecutes

t hose cases through the federal court.
2:28:36 PM
DEREK  DEGRAAF, Ser geant, Al aska Bureau of | nvesti gati on,

Division of Alaska State Troopers, Departnment of Public Safety
(DPS), in response to Chair Ranras, said that the Division of
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Al aska State Troopers have two investigators. He pointed out
that currently there isn't any proactive effort on child
expl oi tati on. However, the division does investigate based on
any tips that they receive, which often cone from the Nationa
Center for Mssing and Exploited Children. Recently, due to the

| CAC task force, funding wll be available to train new people
and make a nore concerted effort to identify these sex
of f enders. He noted that the division works with |ocal |aw

enforcenent on cases. He said he anticipates an increase in the
anount of effort due to the | CAC resources.

MR. TIDLER characterized the ICAC as a three pronged approach
that includes the prosecution of offenders, the training of
i nvestigators assigned to the task force, and public education

He said that |CAC brought Agent Waters to Alaska, in part, to
make people aware of the problens of child exploitation.

2:31:34 PM

REPRESENTATI VE SAMUELS inquired as to whether is Alaska is the
sanme as other states on a per capita basis in terns of the types
of offenders who nake pornographic photographs and filns and
t hose who watch them

MR. TIDLER stated that Al aska has the highest Internet usage in
the [nation] per capita due to the renpteness of Alaska, he
opi ned.

AGENT WATERS explained that it is difficult to identify the
makers of this material.

2:33: 35 PM

REPRESENTATI VE GRUENBERG referred to the statutes that allow for
i ssuance of search warrants. He highlighted that AS 12.35
speaks to the judicial officers. However, the definition of a
search warrant identifies judicial officers. He read AS

12.35.120 as fol | ows:

A search warrant is an order in witing, signed by a
judge or magistrate or signed at the direction of a
judicial officer in accordance with AS 12.35.015,
directed to a peace officer, comuanding the peace
officer to search for personal property and bring it
before the judge or magi strate.
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REPRESENTATI VE GRUENBERG further noted that AS 12.35.015 refers
to the issuance of search warrant upon testinony conmuni cated by
t el ephone or ot her neans.

MR. TIDLER, in response to a Representative Guenberg, stated
that the Division of Alaska State Troopers works closely wth
the mlitary, but that the cases are generally prosecuted in
federal or state court and not the mlitary in the majority of
cases.

REPRESENTATI VE GRUENBERG asked who investigates cases on
mlitary bases.

MR. TIDLER related a recent case in which an initial APD
i nvestigator was contacted by sonmeone in the mlitary and that
the APD officer obtained the warrants, and processed the scene
with assistance. In further response to Representative
Gruenberg, M. Tidler said he did not know for certain if a
state warrant could be executed on base or if a federal agent
would need to enforce the warrant. He surmsed that the
D vision of Alaska State Troopers has issued search warrants for
resi dences and conputers for suspects.

2:37:07 PM

REPRESENTATIVE GRUENBERG inquired as to the sentencing
jurisdiction since significant sentencing disparities m ght
occur between cases prosecuted through the civil courts and
t hose prosecuted through the mlitary courts.

AGENT WATERS stated that in Womng the head mlitary prosecutor

asked to have cases prosecuted federally since he could not
obt ai n adequat e sent ences.

REPRESENTATI VE DAHLSTROM rel ated that conmmanders of the bases

near Anchorage work with |ocal |aw enforcenent. She surm sed
that the legislature is wunable to affect how the federa
mlitary operates. However, she opined that the APD, the

Division of Alaska State Troopers, and the mlitary work closely
t oget her.

REPRESENTATI VE GRUENBERG expressed an interest in focusing on
sentencing guidelines and policies. He suggested that the
commttee mght be able to coordinate with the mlitary, perhaps
t hrough the National Conference of State Legislatures.
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REPRESENTATI VE DAHLSTROM argued that the state cannot interfere
with sentencing guidelines at the federal |evel. She opi ned
that the legislature could offer a resolution only.

REPRESENTATI VE SAMUELS inquired as to the penalty structure in
the state versus the federal penalty structure.

2:42: 45 PM

AGENT WATERS suggested that federal prosecution starts at five
years, and increases with aggravators such as torture, and age
of the child. He said he thought that nost offenders that have
been prosecuted in federal court obtain sentences of about 15
years. He opined that those <convicted of rmnufacturing
por nogr aphy sentences run about 20 years.

M5. CARPENETI offered that unlawful exploitation of a child can
be either a class B felony or class A felony depending on
whether it is a first or subsequent offense. Di stribution of
child pornography is a class A felony if the person has been
previously convicted of a simlar crime and a class B felony if
it is afirst offense. She offered that the penalty for a class
A felony is a maximum of 20 years incarceration and a class B
felony carries a nmaximum penalty of 10 years. She added that
electronic distribution of indecent material to mnors is a
cl ass B fel ony.

REPRESENTATI VE SAMUELS inquired as to whether a person could
accidentally access a website and be convicted of a felony.

2:47: 26 PM

AGENT WATERS offered that typically pornography can't be
accessed accidently. He offered that this material mnust be
downl oaded, although it can happen. He said that he has had a
few cases in which law enforcenent recreated the sequence of
events that led to downl oading material inadvertently. However
he noted that the |aw enforcenent officers can also detect the
intentional selection of materials.

AGENT WATERS, in response to Representative Sanuels, explained
that the map he showed with respect to activity referred to
conputers actively tradi ng pornography and not to conputers that
had just one “hit” on sone type of pornography. He suggested
that the focus of investigations is on active pornographic
users.
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MR. TIDLER added that of 130 warrants issued, that cases have
been prosecuted in 128 instances.

2:52:13 PM

AGENT WATERS, in response to Chair Ranras, stated that one
person who was arrested clainmed he had been victimzed and had
stunbl ed on pornography. However, this person viewed over
21,000 i mages, he stated.

REPRESENTATI VE DAHLSTROM asked what probable cause is required
in order to obtain a warrant to be able to go into soneone's
house.

AGENT WATERS referred to a slide that showed the nunber of
transactions of single person continuing to trade. He said that
the activity is on the rise. The next slide referred to the
uni que serial nunbers that have been identifi ed.

2:55:49 PM

REPRESENTATI VE DAHLSTROM surmised that the statistics are |ower
than the agency can actually track

[Chair Ranras turned the gavel over to Vice Chair Dahl strom]

AGENT WATERS concurred that the nunbers stated show the m ninmum
of the activity that has been identified. He said that he could
not put a distinct nunber on activity. He said that in Wom ng
t he agency once identified 850 distinct serial nunbers, but that
t hrough subpoenas that I|aw enforcenent agents were able to
identify 1,800 individuals who had been involved in child
por nogr aphy.

REPRESENTATI VE GRUENBERG i nquired as to whether organized crine
is involved in child exploitation.

[Vice Chair Dahlstromreturned the gavel to Chair Ranras.]

AGENT WATERS stated that nmany of the paid sites are linked to
organi zed crime in international jurisdictions such as Russia.
However, he noted that the presentation materials shown today
were based on free or bartered sites. He stated that credit
cards were not being used to conduct business; instead, the
of fenders were bartering pornography.
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SERGEANT DEGRAAF, in response to Chair Ranras, answered that
resources would not necessarily have to be funding, but could
relate to personnel. He offered that if the budget were
doubl ed, that several investigators would be assigned to
proactive efforts to apprehend of f enders.

CHAI R RAMRAS asked what percentage are youth offenders.

ACGENT WATERS answered that of the 850 warrants about 4 percent
wer e yout h of f enders.

MR. TIDLER added that it is easier to detect youth by the types
of other things such as nusic that they downl oad.

3:01: 51 PM

AGENT WATERS, in response to Chair Ranras, that the typica
of fender is 98 percent male, typically mddle-aged. In further
response to Chair Ranras, Agent Waters explained that if a 13-
year old was involved in illegal activity, the teen would be
vi ewed as needing treatnment and not a prosecution.

CHAIR RAMRAS inquired as to how teens get involved in these
activities.

AGENT WATERS offered that predators tend to pursue children and
teenagers, so they go to sites where teens are online.

MR. TIDLER answered that prior to the Internet, predators would
hang out at the ice cream shops, at the malls, and select their
prey. Now, the predators act within their home and pick their
prey off the MSpace page, where kids are foolishly post
phot ographs that provide the predator with informtion. The
predator poses as a 13-year old until the predator can get al one
with the teen. In further response to Chair Ranras, M. Tidler
offered that the investigators often nake arrests before the
of fenders can act. He noted that about 80 percent of those who
col | ect pornography have also had inappropriate contact with a
chi |l d.

ADJ OURNVENT

There being no further business before the commttee, the House
Judi ciary Standing Conmittee neeting was adjourned at 3:08 p. m
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