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POSI TI ON  STATEMENT: Delivered a Powerpoint presentation on
Spyware for SB 140

ACTI ON NARRATI VE
VI CE-CHAIR CHARLIE HUGEA NS called the Senate Judiciary Standing

Commttee neeting to order at 10:04:56 AM Present were Senators
French, Therriault, Guess and Vice-Chair Huggins.

SB 140- BAN | NTERNET SPYWARE

VICE CHAIR CHARLIE HUGE NS announced SB 140 to be up for
consi derati on.

10: 05: 23 AM
SENATOR GENE THERRI AULT introduced SB 140 and asked M. Ben
Edel man to expl ain how Spyware worKks.

MR. BEN EDELMAN, student, Harvard University, inforned the
Senate Standing Judiciary Commttee Spyware has becone a serious
problem Sone conpanies do bona fide spying by tracking your
emai | address and purchases. Users have a commercial purpose and
they track what a person does on the internet for the purpose of
showi ng pop up ads, often for conpetitors of the site that is
bei ng vi ewed.

10: 08: 25 AM

SB 140 focuses on this type of software. Spyware pop up ads are
equivalent to a Wal-Mart enpl oyee comng into a Target store and
trying to get the custoners to shop at Wal-Mart instead. O her
Legi sl atures have taken up the issue, California being the nost
wel |  known exanple. They passed a bill, which names a dozen
specific tactics, which they prohibit.

10: 10: 33 AM
There are a couple of bills pending in U S Congress.
Representative Bono of California introduced a bill that bans

bad practices. Utah passed legislation simlar to SB 140 but the
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| anguage shoul d have been drafted nore tightly because the U ah
court ruled the bill unconstitutional.

10: 12: 24 AM

Sof tware conpanies think they do not need governnent oversight.
Currently they are not well regulated and they want to keep it
that way so their objections to legislation of any type are
i ntense. Yahoo, for exanple, nekes noney by selling ads on
websi tes.

10: 13: 42 AM

SB 140 regulates unfair conpetition by naeking it illegal to
design confusing pop up ads. Enforcenent is entirely possible
because violators are easy to find.

10: 15: 13 AM
SENATOR THERRI AULT asked M. Edel man his credenti al s.

MR. EDELMAN responded he is a student at Harvard University
working for his Ph.D. on economcs and finishing |aw school. In
his spare tinme he tests Spyware and wites about his findings.
He has served as an expert in sonme litigation against Spyware
conpani es.

SENATOR THERRI AULT asked M. Edelnman to comment on the wording
on Page 2, lines 11-12.

MR. EDELMAN suspected the drafter was trying to get at the
conpany who clains not to know they were purchasing the Spyware.

10: 21: 33 AM

CURTI S CLOTH ER, data processing manager, Legislative Affairs
Agency, provided an overview of Spyware. The following is a
Power poi nt presentation entitled: Spyware 101.

Definition of Spyware:

e Software that <collects personal information, or nakes
changes to your conputer wthout your know edge or consent.

Qccurrences of Spyware:
e 2003 2 out of 100 support calls concerned Spyware.
e 2005 2 out of every 5 support calls concerned Spyware
* 50 %of calls to Mcrosoft involve Spyware.

10: 23: 59 AM
Si gns of Spyware:
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e Lots of pop-up ads

e Honepage or other settings are changed
* New tool bars appear

* New i cons appear on your desktop

e Conputer slows down

How does Spyware get installed?
By installing “free” software such as:
Screensavers
Weat her info
Tool bars
Musi ¢ sharing

10: 25: 27 AM
SENATOR HOLLIS FRENCH asked whether a person could get pop-ups
w t hout ever installing Spyware.

MR. CLOTH ER answered yes. Many websites are designed to deliver
pop-up ads to your conputer.

SENATOR THERRI AULT clarified sonme websites legitimately place
their own pop-up ads but Spyware takes over the ads.

10: 27: 46 AM

MR. CLOTH ER continued many websites place a cookie on your
conputer so it knows a little bit about you. Merely visiting a
website can open the door where software is installed wthout
your consent.

10: 29: 16 AM

How does Spyware get installed?

A lengthy “end user licensing agreenent”, which nost people do
not read, m ght say you cannot uninstall the Spyware.

What does Spyware do?
e Change conputer settings
e Cccurs without your consent
e Steals confidential information

Good Software vs. Bad:
Not all software that collects information i s bad

10: 31: 41 AM
How Do You Renobve Spyware?

* Spybot
e Spy Sweeper

SENATE JUD COW TTEE -4- April 13, 2005



e Ad-aware

Despite all the best efforts, Spyware causes serious issues.
Spyware renoval is taking nore tinme than virus renoval efforts.

10: 32: 59 AM
Sol uti ons:

* Education
e Technol ogi cal tools
» Legislation

10: 34: 38 AM
SENATOR HUGGE NS asked what SB 140 woul d acconpli sh.

MR. CLOTHI ER answered SB 140 would be a signal to Spyware
operators that they will be regulated. It will provide a benefit
to conputer wusers by giving them recourse. Mjor Spyware
provi der conpanies are listed in the NASDAQ The major players
are easy to identify.

10: 38: 05 AM

SENATOR THERRI AULT announced his intention to have the drafter
remove the finding and intent section before putting SB 140
before a vote.

There being no further business to cone before the commttee,
Vi ce- Chai r Huggi ns adjourned the neeting at 10:39: 38 AM

SENATE JUD COW TTEE - 5- April 13, 2005



