No: ¢

- FISCAL NOTE Bill Version: ycscgsp 259 (Jup)
STATE OF ALASKA - : ish Date: - 4/19/00

2000 LEGISLATIVE SESSION

»

Revision Date/Time (Note if correction) -~ Dept. Alfected Law
Title “An Act relating to crimes and offenses relating BRU Criminal Division ,
to aural reprasentations, ... access devices ... computers: ...* Component 1st Judicial Dist; 4th Judicial Dist;
Sponsor  SenatorTaylor ' Criminal Appeals/Special Litigation
Requester Senate Judiciary Committee - Component No. 2198:2201,2203
Expenditures/Revenues : : (Thousands of Dollars)
Note: Amounts do not includs inflation unless otherwise noted below. '
OPERATING EXPENDWUFIES FY 2001 FY 2002 FY 2003 FY 2004 FY 2005 FY 2006
Personal Services o : -
Travel ' ) 33 33 33 33 3.3 3.3
Contractual 6.7 6.7 6.7 6.7 6.7 6.7
Supplies ) ,
Equipment 5.0 5.0 50 5.0 5.0 5.0
Land & Structures )
Grants & Claims
Miscellaneous
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[CHANGE IN REVENUES ( y | | ] | i | |
FUND SOURCE . : . {Thousands of Dollars) )
1002 Federal Receipts : -
1003 GF Match
1004 GF 4 : 15.0 15.0 15.0 15.0 15.0 - 15.0
1005 GF/Program Receipts : ) )
1037 GF/Mental Health
Other (Specity Type)
TOTAL 15.0. 15.0 15.0 15.0 15.0 15.0

Estimate of any current year (FY2000) cost:

POSITIONS
Full-time
{Part-time
Temporary

ANALYSIS:  (Attach a separaie page if necessary)

CSSB 259 (JUD) amends and expands the substantive criminal law to address the use of computers and
other technology in the widespread perpetration of crimes. Child pomography, theft of personal
information with the intent to defraud, theft of personal information resulting in damage to a person's
financial reputation, deceptive business practices, *hacking” to get unauthorized information or introduce
false information, and introducing damaging viruses, are all offenses whare technology has offered new
ways for criminals to victimize individuals. The amendments in this bill will update existing law to help law
enforcement prosecute those who cause harm to others through the use of computers and other

technology.
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ANALYSIS CONTINUATION

. Much of the bill expands on existing crimes already being prosecuted, and is not anticipated to cause
increased workload. The new crimes defined in the bill are expectad to result in approximately ten new
prosecutions in the first year, with the number increasing in future years. These new white-collar cases
will be handed by existing staff. Although no new personnel are believed to be necessary, other
resources will be needed. :

investigation and prosecution of cybercrimes require that the prosecutor keep up with the constantly
changing world of information technology. Those who use computers to commit crimes are very
knowledgeable about technology, and usually have state-ol-the-art equipment. Prosecutors must have
the same or better knowledge and equipment as those who use the equipment for illegal purposes.

- The Department of Law intends to have three of its prosecutors specialize in this technology driven area
of law: one in Anchorage OSPA, and one each in the Juneau and Fairbanks district attomey's offices.
These assistant district attomeys will need on-going training to stay ahead of the inventive ways people
come up with to use technology to cause harm to others and to keep up with how law enforcement is
responding in other jurisdictions. The department estimates $10.0 per year will be spent on training,
divided equally between the three components. $5.0 per year is included to maintain state-of-the-art
computer equipment, software, peripherals, and associated communications devices in Anchorage
OSPA as a resource for the entire Criminal Division to use in preparing and presenting its cases.
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