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Summary of Changes for HB 324 — Bill Version A to B

"An Act relating to insurance data security; amending Rule 26, Alaska Rules of Civil Procedure,

and Rules 402 and 501, Alaska Rules of Evidence; and providing for an
Effective date."

Structural Change

All sections of the bill moved from AS 21.96 to AS 21.23. Legal Services Division felt that the topic of the bill
would fit better under Risk Management in Alaska statute.

Throughout the bill, changes all references of 72 hours to 3 business days instead.

All Changes are in Section 1

e Page1,Lines
o Adds a new section, Purpose and Construction, establishing an exclusivity standard.
e Page 2, Line 1-5
o Adds clarifying language.
commensurate with the size and complexity of the licensee and in
consideration of the nature and scope of the licensee's activities and be used by on
in possession or control of the licensee
e Page 4, Line 2-4
o Adds clarifying language.
The licensee shall adopt procedures for testing the security of externally developed
applications used by the licensee.

e Page 5, Line 2-9
o Adds clarifying language.
where appropriate, encrypted nonpublic information is not considered accessible
to, or held by, the third-party service provider if the associated protective process
or key necessary to assign nmeaning to the nonpublic information is not within the
possession of the third-party service provider;
e Page 8, Line 8-10
o Changes “law enforcement official” to be exclusively of federal law enforcement. There were
concerns that law enforcement would be too broad.
o (a) Unless a federal law enforcement official instructs the licensee not to distribute
information regarding a cybersecurity event
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Page 8, Line 25-26
o Adds clarifying language
o (b) To the greatest extent possible and in a form and format prescribed by the
o director,
Page 10, Line 27-28
o Except as provided in (f) and (g) of this section, a licensee acting as an
assuming insurer ovides reporting requirement exemptions for reinsurers with
exceptions.
Page 11, Line 9-23
o Clarifies reporting requirements regarding insurers and insurance producers.
o (§) An insurer shall notify an insurance producer of a cybersecurity event
o involving nonpublic information, not later than the date the notice is provided to
the affected consumers, if (1) the nonpublic information is in the possession or
control of a licensee that is an insurer or the licensee's third-party service
provider; (2) the consumer accessed the insurer's services through an insurance
producer; and (3) the insurer is required to notify affected consumers
Page 13, Line 1-4
o Clarifies that the director cannot share privileged information without the written consent of
licensees.
Page 14-15
o Clarifies some definitions. Of note is the definition of “non-public information” is expanded
upon.



