




available to 

everyone

We are pursuing AI to empower every person and every 

institution ... so that they can go on to solve the most 

pressing problems of our society and our economy. 

– Satya Nadella, CEO, Microsoft



Promise

This is not possible without data



With opportunity come challenges



Privacy



The right to be let alone



















https://www.nytimes.com/2018/08/14/magazine/facebook-google-privacy-data.html






VA introduced and 

passed into law, a WPA 

style bill

Virginia’s Consumer 

Data Protection Act 

(CDPA) 

March 2021

Amends key provisions 

from the CPPA and 

passed into law.

California Privacy 

Rights Act (CPRA)

November 2020

The WPA was first 

introduced

Washington Privacy 

Act (WPA) 

Introduced

January 2019

The first compressive 

privacy law in the United 

States passed into law. 

California Consumer 

Protection Act 

(CCPA)

June 2018

General Data 

Protection 

Regulation (GDPR)

May 2016

The Privacy Landscape

Replaced the Data Protection 

Directive and has been enforced 

since 2018.

Colorado Privacy 

Act (CPA)

CO passed into law, a 

WPA style bill

Federal Legislation 

Introduced

Several comprehensive 

privacy bills are 

introduced into Congress.

UT legislature passes the

UCPA

Utah Consumer 

Privacy Act

March 2022



State Privacy Laws and Legislation



Strong 

EnforcementTransparency
Corporate 

Reasonability 

Microsoft Privacy Priorities

Consumer 

Empowerment



Privacy Legislation: Key Issues
Enforcement: to PRA or not to PRA?  That is the question.

Controller/Processor distinction

Defining data covered: identified and identifiable data

Deletion rights: CA, VA, or CO & GDPR

Consent rights
◦ Sensitive Data
◦ What other activities to cover?

◦ Sales: monetary or other valuable consideration

◦ Targeted advertising: first-party vs. third-party data collection

◦ Consequential profiling 

◦ Opt in or Opt Out?

Data Protection Impact Assessments

Lawful bases for processing

Other affirmative duties: fiduciary duties; abusive trade practices; limits on secondary use




