Privacy: Consumers Remain Protected Under Existing Laws

The recent congressional action repealing the Federal Communication Commission’s new
broadband privacy rules had no impact on consumer privacy because the rules had not
even taken effect yet.

Consumer privacy continues to be protected by robust federal and state privacy laws:

+ AT&T remains supportive of robust and consistent privacy protections that apply
across the internet.

* The FCC retains enforcement authority over internet providers and requires them to
protect their customers’ personal information. Internet providers must obtain your
permission to sell your web browsing history or sensitive information.

+ Health, financial and children’s data are further protected under additional federal laws
that remain fully in force. Below are just a few examples of these additional protections:

- The Health Insurance Portability and Accountability Act (HIPPA) protects your
medical records and certain health information.

- The Electronic Communications Privacy Act (ECPA) protects the privacy of your
electronic communications.

- The Children’s Online Privacy Protection Act (COPPA) protects data collected from
children under age 13.

* Internet providers must also comply with state privacy laws, including data breach
notification laws. States continue to have the authority to enforce privacy and other
consumer protections without any need for new legislation.

AT&T’s commitment to our customers’ privacy has not changed:

« AT&T’s Privacy Policy gives you control over your personal information. You can opt out
of AT&T using or sharing your data for marketing and advertising programs.

« AT&T and other major internet providers have committed to additional legally
enforceable Privacy Principles, which cover data security and data breach notifications,
among other things. These principles are consistent with the FTC privacy framework
that applies to all other Internet companies, including search engines, ad networks,
data brokers and social networks.

Internet privacy laws should apply on a nationwide basis:
+ Congress’ recent action was not the “last word” on internet privacy laws.
* The chairs of the Federal Communications Commission and the Federal Trade
Commission have vowed to work together to restore the FTC’s unified privacy

framework to ensure federal privacy laws are effective and consistently applied to all
online companies in the internet ecosystem.
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https://www.hhs.gov/hipaa/for-individuals/guidance-materials-for-consumers/index.html?language=es
https://it.ojp.gov/PrivacyLiberty/authorities/statutes/1285
https://www.ftc.gov/news-events/media-resources/protecting-consumer-privacy/kids-privacy-coppa
http://about.att.com/sites/privacy_policy
http://www.ctia.org/docs/default-source/default-document-library/final---protecting-consumer-privacy-online.pdf
https://www.washingtonpost.com/opinions/no-republicans-didnt-just-strip-away-your-internet-privacy-rights/2017/04/04/73e6d500-18ab-11e7-9887-1a5314b56a08_story.html?utm_term=.da2365c703dd

