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A solar flare, a powerful burst of intense radiation from the sun’s surface, is captured by
NASA’s Solar Dynamics Observatory in October. Some scientists and government
officials fear that a solar superstorm or a nuclear detonation could disable the electric
grid. That has prompted legislators in nearly a dozen states to sponsor grid-protection
measures. (NASA/SDO/Rex Features)
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A huge solar superstorm fries hundreds of high-voltage transformers, shutting down the
nation’s electrical power grid. A hostile nation or a group of terrorists detonates a nuclear

weapon above the U.S. atmosphere, raining gamma rays and causing massive blackouts.

While these sound like sci-fi movie plots, some scientists and government officials think either
scenario could actually occur and end up disabling the country’s electrical grid for weeks,
months or years, leaving telecommunications and emergency services severely disrupted

and affecting the food supply, sanitation and drinking water.

Congress has commissioned reports and held hearings over the years on bills focused on
protecting the grid from such catastrophic disturbances, but it hasn’t taken any action. So a
number of state legislators have decided to file their own grid-related measures, and in some

cases, the legislation has been adopted.

“This is an area in which we are extremely vulnerable. It's a real problem. What if the power
doesn’t come back on?” said Virginia Republican state Sen. Bryce Reeves, who sponsored a
measure that passed last year mandating a legislative commission to study the issue and

come up with ways to protect against such threats.

Other experts and scientists are skeptical of the dire warnings, saying the chances of such
doomsday scenarios are extremely remote. And utility companies argue that they are already

highly regulated and prepared for disasters, and that the electrical grid is safe.

“We are the only sector with mandatory and enforceable cyber and physical security
standards,” said Scott Aaronson, senior director of national security policy at the Edison
Electric Institute, a trade association for investor-owned utilities. “I bristle at the assertion that
the industry is moving too slowly on this. Instead, we are moving deliberatively to ensure the

reliability of the electric grid.”

Grid Protection Measures

Some legislators say the states have a responsibility to take action because they have

regulatory authority over the electric grid’s transmission and distribution systems.
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States can require power companies to install blocking devices or other technologies to
protect large transformers and generators against man-made electromagnetic pulse (EMP)

attacks created by nuclear detonations or geomagnetic disturbances caused by solar storms.

A report last year by the National Governors Association found that 70 percent of the nation’s
transmission lines and transformers are at least 25 years old, and 60 percent of circuit
breakers are at least 30 years old. It noted that much of the infrastructure was designed in the

1950s, making the system “vulnerable to disruption.”

The report, which didn’t focus on solar storms or manmade electromagnetic disturbances, did
note that both pose threats to the grid and “should be considered alongside efforts to

modernize the electric power grid.”

Kristy Hartman, senior energy policy specialist for the National Conference of State
Legislatures (NCSL), said that since 2013, EMP or solar storm-related legislation has been

filed in at least 11 states. It was enacted in five, failed in three and is pending in the rest.

The measures have ranged from establishing commissions to study the potential threats and
make recommendations to requiring electric providers to install certain technology to protect

the infrastructure. Among those that have passed:

» Arizona last year required its emergency management agency to develop preparedness

recommendations for the public in the event of an EMP or solar flare occurrence.

- Louisiana last year asked the governor’'s emergency preparedness office to study the
potential threats and consequences of a sudden burst of electromagnetic radiation

caused by a natural or man-made event.

s Kentucky in 2013 voted to establish an interagency working group to identify risks and
assess the state’s preparedness to respond to acts of war or terrorism, including an
EMP.
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In Virginia, state Rep. Reeves’ 2014 grid-related measure passed the legislature
unanimously. This session, Reeves sponsored a bill requiring the state’'s emergency
management agency to formulate a plan for disasters caused by EMPs or geomagnetic

disturbances. It passed this month and is awaiting the governor’s signature.

“This is a nonpartisan issue for us,” Reeves said. “And in our state, the utility companies getiit.
They understand and are on board with it. They don’t want to be ‘the bad people.’ They are at

the table and are not opposed to placing protections from EMPs on the grid.”

While Reeves’ colleagues have given his proposals a thumbs up, some lawmakers in other

states say they've had a tougher time getting legislation passed.

In Florida, Democratic state Rep. Michelle Rehwinkel Vasilinda sponsored a measure last
year that urged Congress to direct the Department of Homeland Security to request resources
to protect the nation’s grid and recover from such natural or man-made events. It never had a
hearing. She also filed an amendment to another measure that would have required the state
to develop an emergency response plan in preparation for those types of disasters. It failed in

committee.

“We are a state that has been very much ready for hurricanes, but this is different. We are not
prepared for an event like this at all,” she said, noting that she is planning to file another grid-

protection measure this session.
Rehwinkel Vasilinda said she ran up against strong industry opposition.

“There is a reticence on the part of the utility companies, and in Florida, they are very

politically powerful,” she said.

Utility industry officials scoff at such criticism. They say that they support state policymakers
partnering with the industry to learn more about grid reliability, protections and recovery plans.

But they argue that piecemeal state legislation isn’t the way to go.
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“This is a technical and technological issue, not a regulatory or legislative one,” said the
industry's Aaronson, who noted that he finds it “very troubling” that some state legislators are
pushing measures that would require utilities to install blocking devices without knowing

whether they would work.

“Until the electrical engineers who have the expertise to operate the grid are convinced that a
particular strategy will be successful and not have unintended consequences, we're going to

resist the notion that there is a silver bullet that can solve all of our problems,” he said.

Another Carrington Event?

Those pushing for more grid protections say they worry about the devastation that could result

if an incident occurred similar to the Carrington Event of 1859.
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That powerful solar storm'’s electric cuirents made telegraph machines worldwide go haywire,

}

sending shocks to wire operators and setting telegraph paper on fire. They refer to a 2012
study by a senior scientist published in the journal Space Weather that concluded there is a 12

percent chance of a Carrington-type storm in the next decade.

They also point to a less serious solar storm that struck Quebec, Canada, in 1989 that caused
a nine-hour blackout that cost $2 billion and burned up a major transformer at a New Jersey

nuclear power plant.

But utilities officials argue that they are prepared. A system already exists that would warn of a
potential solar event up to hours in advance, according to the National Rural Electric
Cooperative Association, which represents nonprofit rural electric cooperatives and public

power districts.

The group says that the industry also is participating in research projects and planning for
solar storms and EMPs, and working with federal regulators on standards addressing those

concerms.

Industry officials say the likelihood of a high-altitude nuclear detonation is extraordinarily low,
and that it would be a national security issue within the purview of the military and federal

government, not utility companies and states.
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Even so, they say utility companies have implemented a number of protections to secure the
grid, such as installing shielding on some substations that house the digital infrastructure that

supports equipment controls as well as some operations centers.

“There is no such thing as 100 percent security,” said Aaronson of the Edison Electric
Institute. But he added that key parts of the grid are resilient and have a high level of

protection.

Maine Out Front

Maine's legislature was the first to pass a grid protection bill aimed at solar storms and EMPs,

approving it overwhelmingly in 2013.

The law requires the state’s public utilities commission to examine the system’s vulnerabilities
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and come up with options for protection, costs and policy implications and report back to the

legislature.

Former Maine Democratic state Rep. Andrea Boland, who spearheaded the measure and is
aiding in a national effort to raise awareness about EMPs and solar storms, said legislators

need to understand that they are on the front line against such potential disasters.

“The feds don’t seem to be getting anything done,” Boland said. “We need to protect the

states so that a terrible event wouldn’t be able to keep the grid down for months or years.”

Boland said that in her state and others, utility companies makes it sound as though installing
grid-protection devices would be exorbitantly costly. She argues that the technology isn't
expensive, and that placing blocking systems on major transformers in Maine would cost each

household only about $1.50 a year or less over four to five years.

Boland also argues that the industry has been resistant to legislation, partly because it doesn’t

want more regulation.

Utilities official Aaronson disagrees, saying his industry isn’t resistant to regulation or to

installing protection devices if they actually are proven to work.

The Electric Power Research Institute, a nonprofit research group funded by the utility

industry, is examining various technological solutions.
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“We have every economic incentive to ensure the lights stay on,” Aaronson said. “Our

companies are not making money if the lights aren’ton.”
in Wisconsin, one power company took action without state intervention.

Earlier this month, American Transmission Company installed a geomagnetic blocker on a
substation in northeastern Wisconsin that is supposed to protect the grid against solar storms,
according to spokesperson Jackie Olson. She said the company spent $500,000 on the

device, engineering and installation.

“There’s an increasing emphasis from the industry to take a look at where you're vulnerable,”

Olson said.
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