
 A.I. Deepfakes
And Chatbots 



Deepfakes and 
Elections



What is a deepfake and how are 
they used in an elections context?









Long Term Consequences



Urgency

- Rapidly improving in quality and quantity
- Accessibility
- You only need one bad elections deepfake



Legislation Addressing this Issue
● 21 States have passed legislation
● 49 States and D.C. have introduced legislation

○ Mostly in this session and last
○ Most that did not pass was because of time

● 18 States have already introduced this legislation this 
session

● Strong bipartisan support, unanimous votes



https://www.citizen.org/article/tracker-legislation-on-deepfakes-in-elections/

States where 
election 

deepfake bills 
passed or are 
in play as of 
Jan. 2025…



Key Elements of Anti-Fraudulent Deepfake Legislation

●Prohibit distribution of unlabeled deepfakes  - Why disclosure not ban? 
●Standards for disclosure - must be very clear and prominent 
●Covers all people – not just candidates, parties and committees e.g. 

influencers
●Usually within a certain number of days of E-day
●Only covers people who knowingly circulate a deepfake 
●Establish a right for affected parties to seek injunction to take it down
●Establishes penalties



Protections
●No liability for broadcasters or platforms that make reasonable effort to 

prevent deepfakes, or that show deepfakes as part of news coverage and 
describe as deepfakes

●Satire and parody are protected

● Individuals who are unknowingly reposting are not held liable



Lessons Learned
- Clear definition is critical

- Depicts someone doing or saying something they never did or said

- Provides a fundamentally different understanding of the person’s speech or behavior

- Intent to undermine candidates reputation or otherwise deceive voters

- Satire and parody exemptions

- Liability has to be on the distributor



Non-Consensual Intimate 
Deepfakes



What is an intimate deepfake?



Pervasiveness of this Problem
● Intimate deepfakes make up ~98% of all deepfakes
● ~99% of victims are women
● Children (girls) are a significant percentage of the victims
● A study recently found that 57% of those under 18 years of age are concerned about 

becoming victims to intimate deepfakes and 10% of individuals reported being a victim of 
intimate deepfakes, knowing a victim, or both.

● WIRED found on Telegram at least 50 bots that claim to create explicit photos or videos of 

people with only a couple of clicks - these bots have over 4 million monthly users



Examples 





State Tracker



Legislation Passed in the States
● 30 states have enacted legislation + 1 more just passed
● 45 states have introduced legislation 
● Broad bipartisan support



Model Legislation

https://www.citizen.org/article/public-citizen-model-state-law-regulating-non-consensual-intimate-deepfakes/ 

https://www.citizen.org/article/public-citizen-model-state-law-regulating-non-consensual-intimate-deepfakes/


Other Legislative Approaches



Consumer Protection + Chatbot Labeling
● Human-seeming chatbots, “agents” and avatars are widespread and poised to become 

pervasive.
● It is often hard or impossible for consumers to know when they are dealing with a human or 

computer.
● AI has the ability to manipulate people, especially when they’re guard is down because they 

believe they are communicating with a person.
● Model legislation establishes that it is an unfair and deceptive practice not to disclose to 

consumers when they are engaging with a human-seeming AI.



Questions?

Ilana Beller:
ibeller@citizen.org


